US 20050015275A1

a2 Patent Application Publication (o) Pub. No.: US 2005/0015275 Al

a9 United States

Takekawa et al.

(43) Pub. Date: Jan. 20, 2005

(54) INFORMATION PROCESSING DEVICE AND
INFORMATION PROCESSING TERMINAL

Publication Classification

(51) Int.CL7 .. ... GO6F 17/60
(75) Inventors: Hiroshi Takekawa, Ohta-ku (JP); (52)  US. Cli coooveeeeisse s sessss s ssssnnas 705/1
Hisashi Takayama, Setagaya-ku (JP);
Hayashi Ito, Matsudo-shi (JP);
Tsuyoshi Sakata, Melrose Park (SG); 67 ABSTRACT
Hiroshi Nishikawa, Kawasaki-shi (JP)
Correspondence Address: Witl} respect to a secure device 10 fpr executipg a data
PEARNE & GORDON. LLP storing operation and a data calculating operation under
1801 EAST 9TH STREET secrecy coqditipn, a first applicatioq program 15 and a
SUITE 1200 second apph.ceEtlon program 1 are retameq. "[ihf; grogram lg
causes an information processing termina mounte
CLEVELAND, OH 44114-3108 (US) thereon this secure device 10 to execute a process operation
. . . . . by utilizing a resource of this information processing ter-
(73)  Assignee: g?iiisushlta Electric Industrial - Co., minal 30. The program 11 causes the secure device 10 to
execute such a process operation under secrecy condition in
(21) Appl. No.: 10/890,631 conjunction with the process operation of this information
processing terminal 30. When this secure device 10 is
(22) Filed: Jul. 14, 2004 mounted on the information processing terminal 30, this
secure device 10 loads the program 15 to the information
(30) Foreign Application Priority Data processing terminal 30 so as to install this loaded first
application program therein. Then, a terminal application
Jul. 15,2003 (JP) P. 2003-274841 program required to execute a service is automatically
May 11, 2004 (JP) P. 2004-140908 installed to the information processing terminal 30.
/\/30 _ /\/10
St7
RECEIVE TRANSMIT
SERVICE LIST SERVICE LIST
St.8
- St9 St.10
TRANSMIT USE RECEIVE USE
SERVICE SERVICE
A St
JUDGE
TRANSMISSION
DATA
St.13 St.12
RECEIVE DATA TRANSMIT DATA
St.14
St16
YES ACQUIRE LATEST
St.17 VERSION BY
COMMUNICATION
N g —
INSTALLATION
INFORMATION PROCESSING TERMINAL IC CARD

Samsung Exhibit 1020

Page 1 of 49



US 2005/0015275 A1

Patent Application Publication Jan. 20,2005 Sheet 1 of 31

agvo dl

WvHO0Hd NOILYOITddY

AHYSS3DIN 1937138 (9)

WYHOO0Hd NOILYOI1ddY
ayvO ONIDanre

143

Gl

WvH50Hd
NOILYQIddY

................ AN () T

~ 371504d TYNINY3L LINSNvHL (€)

30IAH3S 319V¥SN 3AIAOHd (¥)
30IAY3S 1937138 (8)

TYNING3L

WVYHOOHd -

WYHD0dd
NOILYDITddY LINSNYHL (2)

TVNINY3L

ONISS3O0Hd NOILYWHOANI

31140Hd

TYNINH3L 3HINDYY (2)

—

Y

NOILYOIlddV ad¥0 |

~
!

321AH3S 33N (8)

Wv4O0Hd
NOILYOI1ddY
TVYNINH3L

Ol

Samsung Exhibit 1020

Page 2 of 49



US 2005/0015275 Al

Patent Application Publication Jan. 20, 2005 Sheet 2 of 31

TING3L
w3 ONUINO T 0 | BMSS300Ed NOLLVHOAN
8 [} 10
. T |, [ IN1oNIang
ONNZORH 314080 [~ | |SMLLNNYEL 31064 [T NOL3SNI O8O
3 ] 167 e
¥ N3 LINDONIDANF
HOSNGES 2 Bis e
he L) 0]
[N SNILLIWSNYEL TN
ST F0NHS 0 SIS
VG ! 6By
. TNTENDANT IN]
330dddONOANr YLYO NOISSINGNYL [T ) ONILO3T3S 3038
o 6t 0r7 "

g 1H0S INIHOYI 404 , LNNONIAJE3A | W NN
IVE90EINOLLYOdd o VNG NOLL303H NOLYININND N/~
¥ 140S INHOW 5O & AT <

2 NYH90Hd NOLLYINddY |77 (&) g
[NOISSHSNYHL ] oy yighak vva. [~y LN NNk Y

§ HOS IOV 604 ~ IN)
| W¥H90Hd NOLLYONddY Ce w2 300
¥ LHOS NV KOS 5| vouhas ey TG ouian e [ *

| Y04 NOLLVONGY 1 e~
~ N
of of

Samsung Exhibit 1020

Page 3 of 49



US 2005/0015275 A1

Patent Application Publication Jan. 20,2005 Sheet 3 of 31

V1VQ NOISSINSNYHL (8)

<Eo$z=._o<§ moﬁ
AYHIO0Ud NOLLYOddY LNIOd

¥ LHOS INHIVW HO4 WVHO0Hd
NOILYDITddY A3NOW JINOHL031

v1vQ 380dund-oNoant ()

AL
NOISSINSNYYL
40 INJWOANP

sefddedpuiod /Ay L/ /40 D LHOS INIHOYIN HOS WYHO0Hd NOILYONddY INIOd ¥} () 3DIAG3S LNIOd
Jefddedpuiodqyzdny ‘1676 /40 ‘g LHOS INHOVIN HO4 WVHOOHE NOLLYDITddY INIOd ‘M ‘(@) 3DIAHIS INIOd

4 Jel ddewayfauows/q/- iy 1€/60/0 ‘8 LHOS INIHOYI HO4 IWYHOOHd NOILYOddY AINOW JINOELOT3 M2 ‘() AINOW JINOHLOT3

Jefddedguiod/e/diy ‘172480 ‘Y LHOS INIHOYIN HO4 WYHOOHd NOLLYOITddY LNIOd ‘X+ ‘() 30IAH3S LNIOd

e[ ddewaykuowsre/:dny ‘162160 Y LHOS INIHOVIN HOS TYWHON WYHOOHd NOILYIddY AINOW JINOHLO3T3 Y2 (v} AINOW DINOHLOT13
Je xp-ddewsykouows/e) iy '1§/2460 'Y LHOS INIHOVI HO4 XT WYHDOHd NOILYOIddY AINOW JINOHLOTT3 Y8 ‘(¥) AINOW QINOHLOT 13

THN NOISHIA LS3LY “ewe yoay) ‘voneanddy ‘az1 Alowayy ‘aoimag #

(v) 30IA438 INIOd
(¥) AINOW OINOHLOTT3

1517 30IAH3S 31aYSn (9)

3QIAH3S 318vN
40 INFWaANF

(9)30IA43S INIOd TV 9
(8) 30IA43S INIOd TV 9
(8) AINOW QINOHLD313:50-008 '8
(v) 301AY3S LNIOd TV Y SILAB Y€ 40 ALdNA Aiowapy
(v) AINOW 2INOHLD3T3 20-08Y '10-08Y ¥ + 10-08V :}3PO
80Iag | 3pojy :adA | # R
v1vQ 30I1A43S (a) 371404Hd TYNING3L (e)
£ Old

Samsung Exhibit 1020

Page 4 of 49



Patent Application Publication Jan. 20, 2005 Sheet 4 of 31 US 2005/0015275 A1

FIG. 4

SELECT APPLICATION PROGRAM
TO BE INSTALLED

<> ELECTRONIC MONEY
<> POINT SERVICE

[ INSTALL J [ CANCEL J

Samsung Exhibit 1020
Page 5 of 49



Patent Application Publication Jan. 20,2005 Sheet 5 of 31 US 2005/0015275 Al

10
........................ o
' [ACQUIRE PROFILEL o
V 58t.3 o St4
| | TRANSMIT PROFILE +—= RECEIVE PROFILE| !
| L v S5
' i 1 | JUDGE USABLE | !
' P SERVER ;
SSt7 { o St6 |
; RECEVE _ | L TRANSMIT |
; SERVICE LIST 1 |_SERVICELIST | !
| r St B |
. [ SELECTUSE P . |
| SERVICE o |
| : <5t P . St10:
. | TRANSMIT USE . .| RECEIVEUSE | i
; SERVICE T SERVICE :
§ . v St
| L JUDGE i
i . | | TRANSMISSION |
| P DATA :
| St.13 L v Sti2]
| |_RECEIVE DATA ———_TRANSMIT DATA |
St.14 S §
; LATEST sig || |
VERSION? v v
; VES ACQUIRE LATEST| | ! E
; st17 | VERSIONBY [! ;
; ~ | COMMUNICATION| | :
! EXECUTE .
i | VERIFICATION/ - =
\ |_INSTALLATION L
___INFORMATION PROCESSING TERMINAL _ | | ICCARD
Samsung Exhibit 1020

Page 6 of 49



Patent Application Publication Jan. 20, 2005 Sheet 6 of 31 US 2005/0015275 A1

FIG. 6

St.5

JUDGE USABLE SERVICE

l St.51

DERIVE SERVICE HAVING SAME TYPE |5
FROM SERVICE DATA .

St.52
DERIVE SERVICE WHOSE MODELIS  |°
COINCIDENT FROM DERIVED SERVICE

51.53
SET DERIVED SERVICE TO USABLE S
SERVICE LIST

Samsung Exhibit 1020
Page 7 of 49



Patent Application Publication Jan. 20,2005 Sheet 7 of 31 US 2005/0015275 A1

FIG. 7

JUDGE TRANSMISSION DATA

|

DERIVE DATA RELATED TO SELECTED
SERVICE FROM JU_PAGING-PURPOSE
DA

|

SELECT USABLE APPLICATION PROGRAM
FROM NECESSARY STORAGE CAPACITY

|

SET SELECTED APPLICATION PROGRAM
AS TRANSMISSION DATA

S

St.11

St.111

St.112

St113

Samsung Exhibit 1020
Page 8 of 49



Patent Application Publication Jan. 20, 2005 Sheet 8 of 31 US 2005/0015275 A1

FIG. 8

ENTER LICENCE CODE OF
ELECTRONIC MONEY APPLICATION
PROGRAM, AND THEN SELECT "OK"

LICENCE CODE:

=S

Samsung Exhibit 1020
Page 9 of 49



US 2005/0015275 A1

Patent Application Publication Jan. 20,2005 Sheet 9 of 31

aavd dl LINA NN TYNIWE3L
ONINZI3H T140kd ONWINOOYT1408d | ONISSII0Hd NOLLYWHON
o 8¢
y1vQ 30IA43S LINnONBANe 1IN LINNONILI3LAA
S 3035 F1evsn ONILLINSNYHL 31404d NOILH3SNI Qi)
ke IS L8 Tl
1IN BNILLIWSNYHL
< 1S3OS
8l .
IS0 e TINTONDONT TN ONAET
L YLYONOISSRSNYL 151 30AE38
¢c 6} 6~
8 1H0S 1IN
INIHOYI HO4 WYHDOHd ONILO3TIS 3IAH3S
NOLLYONddY LNIOd o
Y1803 ¢z LIN ONIA143A 1NN
INHOYA 404 WYHI0Hd YLYO NOLLJ3034 NOLLYIINNIAKOD N /7
NOLY3Tedy INOd e — e - AN
I NOISSISNYHL I o LLINSNYHL ¥1vG 5
g 1HO0S INIHOYI HO4 02 LINN ONINI3O3E Y1V
WYHOOHA NOLLYIddV 0 = LINN
AINOW INOHLOTT wy | JOVHOLS
— WYHDOHd NOLLYMddY (= WYHOOHd NOLLYONddY —"-z¢
ﬁ,ﬁ%&w%_%%ﬁmﬁ o| ANORONOULOTE 2 : "1 ANOM ONOKLO313 A_m__v__m__
AINOW 2INOYLA3T3 i (341S-a4v0 N @ > omo_w..zz_s_mm: 2 o
~
o e Wy By
6z AHOLSH 390 vz | WV [ INAViSIE | [ LNnONIIOIISS
~ . o7 = —
0} 6 Ol € g~ ]

Samsung Exhibit 1020

Page 10 of 49



Patent Application Publication Jan. 20, 2005 Sheet 10 of 31 US 2005/0015275 A1
27
10
100 ( ]
\ A \
/ A
20
DATA TRANSMITTING |5
UNIT
19
TRANSMISSION DATA |5
JUDGING UNIT
18
SERVICE LIST S CARD
TRANSMITTING UNIT APPLICATION
17 PROGRAM
USABLE SERVICE | G
-~ JUDGING UNIT
- 16
PROFILE RECEIVING
UNIT
JUDGING CARD APPLICATION PROGRAM
CARD 0S
CPU g
21
JUDGING-
HOSTF | | [SERVICEDATA|| PURPOSE || TRANSMISSION
- DATA
STORAGE AREA
g IC CARD o9

Samsung Exhibit 1020
Page 11 of 49



US 2005/0015275 Al

Patent Application Publication Jan. 20, 2005 Sheet 11 of 31

a4¥O AHOW3W 3HND3S
AHOW3W 3TILVIOA-NON
ALIOVdYD DUV
151
Z
V3dy 34N03S 1INN Ndd
JOHINOD TYNHILX3
//8_
Aa_mmmoo,\
N .
e ) 140 3LYIINNNNOD
JILYIOA-NON TYNYIINI  [F7g1853007 | TYNHILNI
~ 7 ~
Wl WY1 0€! 091
i [
] ]
S\R vl 02l

Samsung Exhibit 1020

Page 12 of 49



Patent Application Publication Jan. 20, 2005 Sheet 12 of 31 US 2005/0015275 A1

100 1 (40 11 110
[ /
\ N
/ /
20
DATA TRANSMITTING |5
UNIT
19
TRANSMISSION DATA |5
JUDGING UNIT
18
SERVICE LIST 53 CARD
TRANSMITTING UNIT APPLICATION
17 PRO
USABLE SERVICE  |° GRAM
JUDGING UNIT
16
PROFILE RECEIVING |°
UNIT
JUDGING CARD APPLICATION PROGRAM
CARD 0S
TRM Nog
o1
JUDGING- '
HOSTIF | | |SERVICEDATA|| PURPOSE ||TRANSMISSION
DATA
FLASH MEMORY |
20 SECURE MEMORY CARD ITY

Samsung Exhibit 1020
Page 13 of 49



Patent Application Publication Jan. 20, 2005 Sheet 13 of 31 US 2005/0015275 A1

47
31 49 ( 30
/ / Y
\ \ Ba
/ /
33
RECEPTIONDATA  |S
VERIFYING UNIT
541
DATA RECEIVING UNIT
40
SERVICE SELECTING |S
UNIT
TERMINAL 39
APPLICATION SERVICE LIST S
PROGRAM RECEIVING UNIT .
PROFILE TRANSMITTING |5
UNIT
38
PROFILE ACQUIRING |5
UNIT
AUTOMATIC LOADING
APPLICATION PROGRAM
CARD INSERTION | <36
DETECTING UNIT
OS/DRIVER
CPU N6
350 320 48
r r %%
32
35
S
COMMUNICATION T
ONIT S gﬁﬁGE IC CARD IF
COMMUNICATION
MODULE STORAGE AREA
INFORMATION PROCESSING TERMINAL
Samsung Exhibit 1020

Page 14 of 49



Patent Application Publication Jan. 20, 2005 Sheet 14 of 31 US 2005/0015275 A1
DGING CARD APPLICATION PROGRAM 100
JUDGING CA CATION PROG < || 140
JUDGING-PURPOSE
SERVICE DATA DATA
AUTHENTICATION- AUTHENTICATION-
PURPOSE DATA 1 PURPOSE DATA 2 CARD APPLICATION
PROGRAM 3
CARD APPLICATION CARD APPLICATION
PROGRAM 1 PROGRAM 2
TRM AREA
TERMINAL APPLICATION TERMINAL APPLICATION TERMINAL APPLICATION
PROGRAM 1 FOR PROGRAM 2 FOR PROGRAM 3 FOR
MACHINE SORT A MACHINE SORT A MACHINE SORT A
TERMINAL APPLICATION TERMINAL APPLICATION ——151
PROGRAM 1 FOR PROGRAM 2 FOR
MACHINE SORT B MACHINE SORT B
TERMINAL APPLICATION TERMINAL APPLICATION
PROGRAM 1 FOR PROGRAM 3 FOR
MACHINE SORT C MACHINE SORT C
COMMONLY USED COMMONLY USED
DATA?2 DATA3
MANAGING AREA FOR MANAGING AREA FOR MANAGING AREA FOR
CARD APPLICATION CARD APPLICATION CARD APPLICATION
PROGRAM 1 PROGRAM 2 PROGRAM 3
FLASH MEMORY AREA
Samsung Exhibit 1020

Page 15 of 49



US 2005/0015275 Al

Patent Application Publication Jan. 20, 2005 Sheet 15 of 31

advo i

WYHOO0Hd NOILYDI1ddV

AHYSS3DAN 193138 (+)

< ayvo ONIoanr

14

WYHOOH NOILYJI1ddY

NYHOO0Hd
NOILYOIlddY
TVYNIWHIL

1H3SNI (1)

TYNING3L
ONISSIO0Hd NOILYIWHOANI

371404d
TYNINYIL JHINDDY (2)

~ 340Hd TYNINHIL LINSNVHL (6)

Gl

WYHOO0Hd
NOILYOITddV Q4¥0

Wy4DOHd
NOILYOddV LINSNYHL (5)

——

WYHOOHd

-

~
g

321A43S 3sn (9)

gl Ol

- NOILVOI1ddV
TYNINY3L

Samsung Exhibit 1020

Page 16 of 49



US 2005/0015275 A1

Patent Application Publication Jan. 20,2005 Sheet 16 of 31

AR]
1NN .
<1 DNNZ03H F1404d
9 «
VIV
. NN ONISNT
350d4N<-ONIDANT V10 NOISSINNYEL
o 61
€2
Y
zo_wm_h_\«%zé 1NN
ONILUWNSNYHL Y1vQ [
4404 U' ONW
WYHDOHd NOLLYIdaY
¥ 404 AVdD0dd |
WYHO0Hd NOLLY T ddY ., S| NoI¥ONcay 0er)
~
of

WNIGaL
o ONISS300Hd NOLLYHON
ONHINOOY 314044
e~ v 1§
TN B TG TIRETE
ONILLINGNYHL 374084 [ ] NOILG3SNI QHv)
el ek
TINN ONAJIE3A 1 1
VLY NOILA353H NOLLYOINNINWOD
ge i N
3¢
~| 1NN ONINZO YLYa
m
:\,W_\‘égog J97H0LS
_ 2€
™ NOLLY O dd¥ TNimmaL (NALLN
a4
a4
of

Samsung Exhibit 1020

Page 17 of 49



US 2005/0015275 Al

Patent Application Publication Jan. 20,2005 Sheet 17 of 31

mau-dde/q//-dny ‘1£/60/v0 10U ‘2°18A ‘g HO4 WWHOOH NOILYOI1ddY g
mou-ddese//.duy ‘Le/21/€0 INUN ‘g48A ‘Y HO4 INVHOOH NOILYDITddY -V

981} salhq Y9 :Aiows
£0-04V - 13pol

v :adh)

a1.6348¢€ Al

(@1 ‘DI4

()41 DI

Samsung Exhibit 1020

Page 18 of 49



US 2005/0015275 A1

Patent Application Publication Jan. 20,2005 Sheet 18 of 31

HY)
m -
o, SL_OMN03 064
]
VIV
. 1IN ONDANT
350dHNd-INIOANT ¥ 1Y NOISSINSNYHL
2z 61>
£z
[T T
m“w_mmm_%zé | | ONLLISHYEL Yivg
WPE0Gd NOLLYINAdY =y o ” VEO0Gd NOLLVOTddv
AYHOO0Hd NOILYMddY 125 ENDHNH FONSOI =

NOLLYWHOANI
JONIOI

WNINAL
— ONISS390Hd NOILYINGOI
ONHINGDY T11404d
ge ‘ )
TN I TV ETTRETE
ONLLINGNYHL 311404 TIETA
e 9e
1IN ONIAIE3A 1
VLY NOLLJ353H "1 NOILYOINTANOD
ee [ <
se
= LINNONINO3H VLY
m
slm 604 WH906d oL
_ 2
"| NOLYONddyInve  [(NALELN
1ee”~
~
0f

Samsung Exhibit 1020

Page 19 of 49



US 2005/0015275 A1

Patent Application Publication Jan. 20,2005 Sheet 19 of 31

SINILOSOLdN 318vSN
H0
£00¢ ‘1€ H38W3030 11NN 318¥SN

Je[q-ddeB/owebiq/any '1£/£0/50 3LYQ ONINHIANOD 3LYQdN LXIN 'S HO4 WYHDOHd NOILYOMddY Iy :g
el e-ddeBjowebie/dny *16/2160 31YQ ONINHIANOD 3LYAdN LXIN 'Y HO4 WVHDHO0H NOILYOIddY INY9 -V

£0-004g - |8POIN
g:adA|

(0)

> 6L DI

Samsung Exhibit 1020

Page 20 of 49



US 2005/0015275 Al

Patent Application Publication Jan. 20, 2005 Sheet 20 of 31

ayvo ol
BT ES YO "
WYHDOHd
NOILYDIddV
TYNINGE3L _
WYHOOHd NOILYDIddY
avoTATIVIILYNOLNY (2)
~
Gl
WYHDOHd - :
NOILYQITddY gdvo 391A43S 33N ()
~
Ll
~

Oc Ol4

TVYNING3L
ONISS3IO0Hd NOILVIWHOANI
WvHO0Hd
- NOILYOITddV

TVYNINE3L
~
e
~7
0

Samsung Exhibit 1020

Page 21 of 49



US 2005/0015275 Al

Patent Application Publication Jan. 20,2005 Sheet 21 of 31

H3LHMAEIAYIH

05"

QHvd I
LINN NOILYJINNINNOD

Y

LOVINOI-NON

VoV
gl

NOILYWHOANI
INVA

NYH90ud -

NOILYOIlddY QWY0 |

)

K300
S
TNINEaL
TIND LN
ONISSIO0Hd NOLLYWHOAN g
O
&_Q@ m%m_mm%m\,m < zo_a_%és N
7
€e 0 P — N HINIS
%~
JOVHOLS
I nooed
=INOILYOddy TonigaL (LN
g
~ ~
06 0

Samsung Exhibit 1020

Page 22 of 49



US 2005/0015275 Al

Patent Application Publication Jan. 20, 2005 Sheet 22 of 31

Page 23 of 49

Samsung Exhibit 1020

agvo ol | WNINE3L
ONISSII0Hd NOILYIWHOANI
, 1YWHOA
NOILO3LOYd LH3IANOD (V)| | . . . ... = YNIAMAL mmm___mmwm @)
2
WVHOOHd LESNL(L)
ONLHIANGS | | [
Y= L¥dOo4 NOILO3L0Yd Aw_“___w,_mmm_
S B LINSNVHL (€)
0 T]/\n SIN3INOD —— —
= SINALNOD
N B LIWSNVHL (S)
_ T)/lm JON30I
_ ]
WYHDOHd . ‘ .| SIN3LINOD
11—~ NOILVOIlddY ddvO J9N3D173SN (9) d3.103104d
y _
~
12 —
2L
~ ~
0l 0€



US 2005/0015275 Al

Patent Application Publication Jan. 20,2005 Sheet 23 of 31

WNINYL
w3 NN gy | ONSSTo0HANOLLVHO
g by 1t
TN NN TNTONIO3LA0
<] ONNI3H T1408Hd v T [ONILLINSNYAL 4044 NOLLYISNI 0D
9t 3! 187 957
TINTONIBANT
VIO 30Re3s L 3038 T
e 4 ! 9]
1IN ONILLIASNVEL N TN
o] IS0 ] ISRENTTES
VIV ¥ e &y
va. TINTONIDANT TN
380ddNd-ONOAT VLYQ NOISSINSNVHL 5 ONILOITIS JINH3S
22 s ~
61 ov
0cz TINT ONIAJIE3A
& q ¥1YQ NOILd303H
€2 €67 o] M
VIV TN M |
NOISSINSNVEL || ONILEZANOD YL¥Q [T | ONLLLINSNYHL YL¥ 7] LNTONAROIH VLY "
> 7 ~ V%
a3on30n (e aon] ©° 0e " by —— SIS
¥ JN3OM |V INSINOD <1 NoILYIddY Quv) T NowLyoriddy s, (RN "¢t
H el
~7 7
of 0f

Page 24 of 49

Samsung Exhibit 1020




US 2005/0015275 Al

Patent Application Publication Jan. 20,2005 Sheet 24 of 31

~* ‘ggy=laydiniusiuo)

“)=lewlod
.wmomam,a_om:.w_%w
_mm_ouaﬁ_o.egcoo“_ o<<nm_w§\w@=oo
y=lewio 09 g=lewio4-Wya
S — £,
zo_H %mmom N m LINN ONILHIANOD LY
06" ko | L 311404d
| | SINIINOD
SIN3LNOD ~»{ SINIINOD LHIANOD —={ LdAHONZ m ~ 3103104d
0L m ) ) m 1YWH04-49
[ 30N300 "}~ "30Ng0N ABINOD |
Vi " _ y
! AN m 1INN
W AN NOILAHONT [«— NOILdAHON3 ONIOJ3d
£/ S 30NQ0Hd m o
| | INNONILYOIINGHIY |
| IVNINg3l | JONVI1ddV
m AV4DO0Hd NOILYOITddv QHvD | ONIONAOHdIH
o 06

Samsung Exhibit 1020

Page 25 of 49



US 2005/0015275 Al

Patent Application Publication Jan. 20, 2005 Sheet 25 of 31

iy

0L

b

agvd dl

1YINHO4
NOILO310Hd LHIANOD (V)

WvHO0Hd
NOILYOITddV
ONILHIANOD
T | LYWHO4 NOILO3 LOHd

te—,

LH3SNI (1)

311404d
TYNINE3L
LINSNVHL (€)

3JON30N

T

L/\m” SLIN3LNOD

—

Le

‘/
3SN300

ANV SIN3INOD
LIWSNVHL (S)

ONISS3I0Hd NOILVINHOSN

TVYNINY3IL JHINODV (2)

TYNIWHTL

314044

SIN3INOD
(031031044

3ON30IT

~
el

Ggc Old

0t

Samsung Exhibit 1020

Page 26 of 49



US 2005/0015275 Al

Patent Application Publication Jan. 20,2005 Sheet 26 of 31

Page 27 of 49

Samsung Exhibit 1020

Y29l WNINAL
» ONHNN T0ug | OMSS300Hd NOLTYAAOIN
ge” ¢ 1t
m . TN B IRTVETRETE
51 ONA333H 3140kd 7T [ONILLINGNYHL T304 [ NOILE3SNI O
o G 1877 96
YLYO 30IA63S 1IN ONIBANT
<L 30Es Fevsn
e Lt 9
11NN DNILLINSNVEL TR
o 1Sn30ms ] 1STI0IAE3S
VIV o TR
; INTONBONT L TN
350ddNd-ONISANT L vanoisivveL [ ONILOTTS J0IAH3S
4 61 i
062 1IN ONIAJIEAA
0l V1YQ NOIL4303H
£2 ger gl N
TN TN _
NOIS ONILYIANOD VLYQ [T TONILLINSNYHL LY 57| LINTONIAZO3E V1V "
- > ~ ~
a30N30n [anainoo| 9 0c N2 e J5VHOLS
¥ 30N3011 [ ININOD NOLLYO I Tekegy (< N> ct
A
7 %
of | 0f



US 2005/0015275 Al

Patent Application Publication Jan. 20,2005 Sheet 27 of 31

AIX NOILdAHONZ SINIINOD M32

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

28y )
NOILYWHOANI | 339 | NOLLAAHON3
LVNHOd | 30NdOHd %30
0€2 m * . 3114084
S SINJINOD }——+{ SINFLNOD LHIANOD |—=] LdAHON ~ Y3LLYAHOS / mw_u_m,__wmz@o_;v
" i e | .| NOIL)3LOHd
0N30N | JONIOM WHIANOD . | 1VAHO4d
V] | | NOLLYOIddY
| . |DNIONAOH3HY
72 R 7
09 0€
SINIINOD 0310310td OLNI
W3HL LHIANOO ONY 'SINIINOO 3 LdAHONI
ANY %30 NOILdAHONZ H108 JAI303H

Samsung Exhibit 1020

Page 28 of 49



US 2005/0015275 A1

Patent Application Publication Jan. 20, 2005 Sheet 28 of 31

WNINHIL TRR] TYNINHIL
ONISSID0Hd VA0S ONISSIOOHd
NOILYWHOANI NOLLDSLOH NOILYWHOANI

- LY3ANOD () (1)
371408d A 371404d
(0 | 7yNiARaL | | | LywdOd NOILD3LOHd N TEN ()
:s_mz<$ ~7 _ :s_mz<$
2 || 1y 9
SINIINOD
\\\\\|\\\| l/.
SINIINOD
SINIINO9 | | 0z TINSNVEL
3AI303Y 3ON30IT
(€) (8)
Ezﬂmﬁ Ag b LYWHO4-g Ag
0310310Hd 0310310Hd

SINJINOD e SINTLNOD

~ ~
BZL ]

~ ; ~ ~
BOE ol q0¢
- LHOGNI - 140dX3 "
gc A

Samsung Exhibit 1020

Page 29 of 49



US 2005/0015275 Al

Patent Application Publication Jan. 20, 2005 Sheet 29 of 31

L NIEEL ALEN
ONISSI00HA NOLLYAHON! asyo 9l ONISS300Hd NOLLYAHOAN!
NN NN
ONINODY T11404d ONIHINOY 1404

g~ ¢] 12 e~ ef ¥
LN - TR ONAZ038 TTH06d < LN
ONILUINSIYL 3108 [~ 7 | L—, | T T [ ONILLWSNYEL 374084
IR Y 9§ 5| kY
TINNONILO3L30 1IN\ ONILO3L30
NOLLK3SNI 0¥ L _ LINN SNIDANT J0IAL3S 388N | NOILK3SN] Gk
96 Ll T
ol VIYQ 303 |
INENRO L TINNONA)3d
e — _ TN NI LLWGNVHL 1977 SO0 I N
6~ {8 8l T 68  ¢8
TN . TINTONANT TN
ONILO3TIS 3IAH3S 350dHNd-ONIANT Y1¥Q NOISSINSNYHL [T 6 ONILOTTIS J0IAH3S
2R T o - 6l \T2ad
1IN TN m 1IN
ONLUWSNYHLYLYG [ T3 T [ONAEO3H V1va [TT| NILIANOS ¥Lva [T oNLLINSNYHL vLva [Tz T LN1 SNIAiZ03H Vv
08" 18~ 8\,\\ 0z TR ]
YIVa LINDONIAJIE3A
VLYQ LYIWHOS | | NOISSINSNVHL \/<\Eo zo_ﬂmomm
[ 3N | ¢
062 -
- - - - - N
B0E LHOdNI of 140dx3 dos

Samsung Exhibit 1020

Page 30 of 49



US 2005/0015275 Al

Patent Application Publication Jan. 20, 2005 Sheet 30 of 31

0€e

og'y

Qvy=0Ipnyjusiuoy

g=lewio4-WHa

-

qog

EQE
ﬂ\

NOILYWHOANI w A30 | NOILdAJON3
VAO4 | | ' |30na0kd 5 %30
v[ i “ 4—H 3714084 u.
" L T | 00
SIN3INOO " }+[ SINIINOD 1HIANOD |-+~] LdAHONS HALLVNEOS |—H—] SHANOS
g ERNERT “n ¥ SN IeSIONd
NI =13 vadnivdianog [ 39N39N 1 | NOILVAHOIN!
“ . | 1H3ANO9 |
—[ara0aa HALTHAEAIN J=--—] SLNANGD
SIv=reydigaon ™ | w 20 § 3N306d )
D=ewiod | ! | N
S30=udQUay” | " s 1448930
g TR0 bt INIDN ONILHIANOD i
sadgualog | 97 DWROINOI9MOS i | Cwmea
i LINNONILHIANOD YL1¥a | : | NOILYWEOINI
rlllﬁllll|ll|\l/l\. IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII ]
09 POIdINZDIAN; FOIIN=OPIANaILO)
gdw:Qyy=0ipnyyusiuc)
V=RWI04-WHG

Samsung Exhibit 1020

Page 31 of 49



Patent Application Publication Jan. 20, 2005 Sheet 31 of 31 US 2005/0015275 Al

FiG. 31

# Type: Mode1: DRM: Service
ALL: ALL: DRM-A: Song-1

~ A: ALL: DRM-A, DRM-B: Song-2
A: ABC-01;: DRM-C: Song-3
B: ALL: IDRM-D: Movie-1
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INFORMATION PROCESSING DEVICE AND
INFORMATION PROCESSING TERMINAL

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention is related to both an infor-
mation processing device such as a IC card capable of
retaining data in a secure manner, and also an information
processing terminal such as a portable telephone, a PDA
(Personal Digital Assistant), and a personal computer, which
mount thereon the above-explained information processing
device.

[0003] 2. Description of the Related Art

[0004] Very recently, secure devices such as IC cards have
been utilized in various fields, for example, electronic
money, commuter passes, electronic tickets, and the like.
Currently, since very fine processing technical ideas are
improved, such memories having relatively large storage
spaces have been manufactured. Since IC cards (will be
referred to as “IC cards” hereinafter which contain various
sorts of secure devices) equipped with such large storage
memories are capable of storing thereinto a plurality of
application programs at the same time, a single piece of such
an IC card may be utilized in plural sorts of utilization fields.

[0005] While this IC card is mounted on such an infor-
mation processing terminal as a portable telephone and the
like, since either a keyboard or a display of the information
processing terminal is used as a user interface with respec-
tive to the IC card, or since either data which is written into
the IC card or data which has been read out from the IC card
is transmitted onto a network by utilizing a communication
function of the information processing terminal, various
sorts of services can be carried out.

[0006] However, in order to execute such various services,
a terminal application program is necessarily required to be
installed in the information processing terminal, while this
terminal application program defines operations which
should be executed by this information processing terminal
when the above-explained services are carried out.

[0007] Conventionally, information processing terminals
acquire the above-described terminal application program
by downloading this terminal application program via a
network from service providers.

[0008] For instance, the below-mentioned patent publica-
tion 1 (Japanese Laid-open Patent Application No. 2003-
141457) discloses such an information processing terminal
30 which downloads from a service provider, a terminal
application program capable of displaying value information
such as an electronic money and an electronic ticket, which
have been stored in an IC card, even under off-line envi-
ronment. That is, as shown in FIG. 21, this information
processing terminal 30 is provided with an application URL
input unit 34, a communication unit 35, a reception data
verifying unit 33, and a storage unit 32. The application URL
input unit 34 is used to input a URL (Uniform Resource
Locator) of a service provider. The communication unit 35
is communicated to the service provider. The reception data
verifying unit 33 verifies the reception data. The storage unit
32 stores thereinto a received terminal application program
31. On the other hand, an IC card 10 is equipped with a
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non-contact communication unit 13, and a card application
program 11. The non-contact communication unit 13 trans-
fers/receives value formation between a reader/writer 50 and
the IC card 10. The card application program 11 defines
operations of the IC card 10 which should be carried out
when a request issued from the terminal application program
31 is received. It should be understood that reference numer-
als which are circled indicate sequences of operations (this
is similarly applied to below-mentioned drawings).

[0009] In order to view the value information 12 stored in
this IC card 10 by employing the information processing
terminal 30 under off-line environment, a user inputs the
URL of the terminal application program 31 which has been
stored in the server 40 of the service provider into the
application URL input unit 34. The application URL input
unit 34 transfers this entered URL to the communication unit
35 (1), and the communication unit 35 receives the terminal
application program 32 from the server 40 based upon the
transferred URL, and then, transfers the received terminal
application program 31 to the reception data verifying unit
33 (2). The reception data verifying unit 33 executes veri-
fication of the terminal application program 31, and then, if
there is no problem, then the reception data verifying unit 33
stores the verified terminal application program 31 into the
storage unit 32 (3).

[0010] This terminal application program 31 is initiated by
an operation of the user, and then, requests the value
information 12 to the card application 11 of the IC card 10
mounted on the information processing terminal 30. The
card application program 11 reads out the stored value
information 12, and then transmits the read value informa-
tion 12 to the information processing terminal 30 (4). The
terminal application program 31 executes such a process
operation that the acquired value information 12 is displayed
on a display unit of the information processing terminal 30.

[0011] Also, the below-mentioned patent publication 2
(Japanese Laid-open Patent Application No. 2003-22427)
discloses a recording device (MultiMedia Card: registered
trademark of InfineonTechnologies AG in Germany) which
is mounted on an information processing terminal. That is,
when a new function is additionally provided with this
recording device, the recording device is equipped with an
upload module of a driver program in order that this function
can be used by the information processing terminal.

[0012] In order to use the function of the above-described
IC card in an information processing terminal, a terminal
application program for a service purpose corresponding to
the IC card must have been installed on the side of the
information processing terminal. In such a case that the
terminal application program for the service purpose has not
yet been installed in the information processing terminal, in
the conventional format, a series of such operations are
required to be carried out. That is, in this conventional
format, a check is made of a location where the terminal
application program corresponding to the machine sort of
this information processing terminal can be downloaded, a
user inputs the URL thereof and the like into the information
processing terminal so as to download the terminal appli-
cation program, and thus, the user installs this downloaded
terminal application program in this information processing
terminal. Since the above-described series of these opera-
tions cause users to perform the cumbersome operations, in
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such a case that a certain user does not become skilled in
operations of an information processing terminal, there are
some possibilities that this user cannot install the terminal
application program, and thus, finally, cannot utilize the
function of the IC card.

[0013] Also, in the case that the information processing
terminal is a portable telephone, there is such a problem that
a telephone communication fee is required when the termi-
nal application program is downloaded to this portable
telephone.

[0014] Also, in such a case that the above-described
MultiMedia Card owns the IC card function for executing
the card application program, in order that the function of
the card application of the MultiMedia Card is used by the
information processing terminal, the updating operation of
the driver program by the conventional technique cannot
give satisfactory utilization, and therefore, the terminal
application program for the service purpose, which corre-
sponds to this card application program, must be installed in
the information processing terminal.

[0015] When a new function is added, there are many
cases that a terminal application program for a service
purpose as to this newly added function is newly required.
As a consequence, in the conventional format, the following
problems occur. That is, a user himself of an information
processing terminal must select such a terminal application
program which corresponds to the machine sort of this
information processing terminal and must install this
selected terminal application program; the user can hardly
judge that what sort of terminal application program is
selected; and the user must perform a similar cumbersome
operation to the above-explained operation. Although there
is such a method that a certain program operated on the
information processing terminal may judge this proper ter-
minal application program, an installing operation of the
terminal application program to the information processing
information depends upon the program operated on the
information processing terminal in this case. Thus, there is
another problem that a confirming operation as to a license
to the use of this terminal application program cannot be
carried out in a safety manner, namely, an issuing person of
the terminal application program cannot control the use of
the terminal application program.

SUMMARY OF THE INVENTION

[0016] The present invention has been made to solve the
problems of the conventional techniques, and therefore, has
an object to provide such as information processing device
that the information processing device can be carried out by
an information processing terminal in an easy manner with-
out acquiring an application program from an external
source. Also, another object of the present invention is to
provide an information processing terminal for executing a
service while this information processing device is mounted
thereon.

[0017] An information processing device, according to the
present invention, is featured by such an information pro-
cessing device for responding to a request issued from an
information processing terminal, comprising: retaining
means for retaining both a first application program for
causing the information processing terminal to execute a
process operation and a second application program for
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causing the information processing device to execute a
process operation; and transmission means for transmitting
the first application program to the information processing
terminal in response to the request.

[0018] In accordance with the above-explained arrange-
ment, since the first application program for causing the
information processing terminal to execute the process
operation is retained, the first application program can be
transmitted to the information processing terminal in
response to the request issued from the information process-
ing terminal. As a result, the information processing device
can be readily executed by the information processing
terminal, while the user need not perform such an operation
for acquiring an application program from an external
source.

[0019] Also, in the information processing device of the
present invention, when the information processing device is
mounted on the information processing terminal, the trans-
mission means transmits the first application program.

[0020] As a result, the terminal application program
required to execute a service can be automatically loaded to
the information processing terminal.

[0021] Also, in the information processing device of the
present invention, the transmission means selects the first
application program to be transmitted in response to a
condition.

[0022] As a result, terminal application programs which
are adapted to various sorts of conditions are loaded with
respect to the information processing terminal.

[0023] Also, in the information processing device of the
present invention, the transmission means selects the first
application program to be transmitted in response to the
information processing terminal.

[0024] As a result, a terminal application program which
is adapted to an information processing terminal is loaded
with respect to this information processing terminal.

[0025] Also, in the information processing device of the
present invention, the transmission means selects the first
application program to be transmitted in response to a
terminal profile acquired from the information processing
terminal.

[0026] As a result, a terminal application program which
is adapted to the information processing terminal is loaded
based upon the terminal profile of the information process-
ing terminal.

[0027] Also, in the information processing device of the
present invention, the transmission means selects the first
application program to be transmitted in response to
machine sort information which is contained in the terminal
profile.

[0028] As a consequence, a terminal application program
which is adapted to the machine sort of the information
processing terminal is loaded.

[0029] Also, in the information processing device of the
present invention, the transmission means selects the first
application program to be transmitted in response to an
empty storage capacity which is contained in the terminal
profile.

Samsung Exhibit 1020
Page 34 of 49



US 2005/0015275 Al

[0030] As a consequence, a terminal application program
which can be stored in the information processing terminal
is loaded.

[0031] Also, in the information processing device of the
present invention, the transmission means selects the first
application program to be transmitted in response to pres-
ence/absence of a license related to the first application
program.

[0032] As a result, it is possible to avoid that such a
terminal application program having no license is loaded.

[0033] Also, in the information processing device of the
present invention, the transmission means selects the first
application program to be transmitted in response to an input
of a license code related to the first application program.

[0034] As a result, it is possible to avoid that such a
terminal application program having no license is loaded.

[0035] Also, in the information processing device of the
present invention, the information processing device is
further comprised of: providing means for selectably pro-
viding on the information processing terminal, a list of
process operations which can be executed by using a
resource of the information processing terminal; and in
which when the information processing device is mounted
on the information processing terminal, the transmission
means selects such a first application program used to
execute a process operation selected from the list.

[0036] As a consequence, the terminal application pro-
gram of the service which is selected by the user is loaded
to the information processing terminal.

[0037] Also, in the information processing device of the
present invention, the transmission means transmits infor-
mation as to an acquisition destination for acquiring a latest
version of the first application program to the information
processing terminal in combination with the first application
program.

[0038] As a result, in the case that a version of a terminal
application program received by the information processing
terminal is old, this information processing terminal can
readily acquire the latest version of the terminal application
program.

[0039] Also, in the information processing device of the
present invention, the information processing device is
further comprised of: conversion means for converting a
protection format of the selected first application program
based upon the terminal profile; and in which the transmis-
sion means transmits the converted first application pro-
gram.

[0040] As a consequence, the protected application pro-
gram can be utilized by a plurality of information processing
terminals respectively, which employ the different protec-
tion formats from each other, since the protected application
program is received via the information processing device.

[0041] Also, in the information processing device of the
present invention, the retaining means retains data which is
used by the first application program; and the transmission
means transmits the data which is used by the first applica-
tion program in combination with the first application pro-
gram.
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[0042] As a consequence, both the terminal application
program and the data, which are required to execute the
service, are automatically loaded to the information process-
ing terminal.

[0043] Also, an information processing terminal, accord-
ing to the present invention, is featured by such an infor-
mation processing terminal which is communicated to an
information processing device, comprising: requesting
means for requesting the information processing device to
acquire a first application program which is used to execute
a process operation by the information processing terminal;
acquisition means for acquiring the first application program
which is transmitted from the information processing device
in response to the request; and storage means for storing
thereinto the acquired first application program.

[0044] In accordance with the above-explained arrange-
ment, since the acquisition means for acquiring the first
application program transmitted from the information pro-
cessing device in response to the request is provided, the
information processing device can be easily executed by the
information processing terminal, while the user need not
perform the operation for acquiring the application program
from the external source.

[0045] Also, in the information processing terminal of the
present invention, the requesting means senses an insertion
of the information processing device to issue the request.
Also, in the information processing terminal of the present
invention, the requesting means senses that the information
processing device is located in a predetermined range to
issue the request. Also, in the information processing ter-
minal of the present invention, the information processing
terminal is further comprised of: initiation means for initi-
ating the first application program by sensing that the first
application program is acquired. Also, in the information
processing terminal of the present invention, the acquisition
means acquires information as to an acquisition destination
used to acquire a latest version of the first application
program in combination with the first application program.
Furthermore, in the information processing terminal of the
present invention, the acquisition means acquires data which
is used by the first application program in combination with
the first application program.

[0046] In accordance with the present invention, since the
information processing device retains the application pro-
gram for causing the information processing terminal to
execute the process operation, this application program can
be transmitted to the information processing terminal in
response to the request issued from the information process-
ing terminal. As a result, the information processing device
can be readily executed by the information processing
terminal, while the user need not perform such an operation
for acquiring the application program from the external
source.

BRIEF DESCRIPTION OF THE DRAWINGS

[0047] FIG. 1 is a diagram for schematically showing a
process sequential operation between a secure device and an
information processing terminal, according to a first
embodiment mode of the present invention;

[0048] FIG. 2 is a diagram for indicating a functional
block as to the secure device and the information processing
terminal, according to the first embodiment mode of the
present invention;
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[0049] FIG. 3 is a diagram for indicating a judging
sequential operation of transmission data in the first embodi-
ment mode of the present invention;

[0050] FIG. 4 is a diagram for indicating a service list
display screen in the first embodiment mode of the present
invention;

[0051] FIG. 5 is a flow chart for indicating a process flow
operation executed between the secure device and the infor-
mation processing terminal in the first embodiment mode of
the present invention;

[0052] FIG. 6 is a flow chart for describing a usable
service judging sequential operation in the first embodiment
mode of the present invention;

[0053] FIG. 7 is a flow chart for describing a transmission
data judging sequential operation in the first embodiment
mode of the present invention;

[0054] FIG. 8 is a diagram for indicating a license input
screen in the first embodiment mode of the present inven-
tion;

[0055] FIG. 9 is a diagram for explaining a process
operation executed in the case that an electronic money
application program is loaded in the first embodiment mode
of the present invention;

[0056] FIG. 10 is a diagram for indicating structures of
hardware and software of an IC card in the first embodiment
mode of the present invention;

[0057] FIG. 11 is a structure of a secure memory card in
the first embodiment mode of the present invention;

[0058] FIG. 12 is a diagram for indicating both a structure
of hardware and a structure of software of the information
processing terminal, in the first embodiment mode of the
present invention;

[0059] FIG. 13 is a diagram for indicating both a structure
of hardware and a structure of software of the information
processing terminal, in the first embodiment mode of the
present invention;

[0060] FIG. 14 is a diagram for showing a data structure
used in the secure memory card in the first embodiment
mode of the present invention;

[0061] FIG. 15 is a diagram for schematically represent-
ing a process sequential operation executed between a
secure device and an information processing terminal,
according to a second embodiment mode of the present
invention;

[0062] FIG. 16 is a diagram for showing a functional
block as to the secure device and the information processing
terminal, in the second embodiment mode of the present
invention;

[0063] FIG.17a indicates an example of a terminal profile
in the second embodiment mode of the present invention,
and FIG. 17b shows an example of judging data in the
second embodiment mode of the present invention;

[0064] FIG. 18 is a diagram for indicating a process
operation executed in the case that a game application
program is loaded in the second embodiment mode of the
present invention;
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[0065] FIG.19a indicates an example of a terminal profile
in the second embodiment mode of the present invention,
FIG. 19b shows an example of judging data in the second
embodiment mode of the present invention, and FIG. 19(c)
represents an example of license information in the second
embodiment mode of the present invention;

[0066] FIG. 20 is a diagram for schematically represent-
ing a process sequential operation executed between the
secure device and the information processing terminal,
according to the second embodiment mode of the present
invention;

[0067] FIG. 21 is a diagram for schematically represent-
ing the process sequential operation executed between the
conventional secure device and the conventional informa-
tion processing terminal;

[0068] FIG. 22 is a diagram for schematically represent-
ing a process sequential operation executed between a
secure device and an information processing terminal,
according to a third embodiment mode of the present
invention;

[0069] FIG. 23 is a diagram for showing a functional
block as to the secure device and the information processing
terminal, in the third embodiment mode of the present
invention;

[0070] FIG. 24 is a first explanatory diagram for explain-
ing a detailed converting operation of a protection format of
contents data which is loaded;

[0071] FIG. 25 is a diagram for schematically represent-
ing a process sequential operation executed between a
secure device and an information processing terminal,
according to a fourth embodiment mode of the present
invention;

[0072] FIG. 26 is a diagram for showing a functional
block as to the secure device and the information processing
terminal, in the fourth embodiment mode of the present
invention;

[0073] FIG. 27 is an second explanatory diagram for
explaining a detailed converting operation of a protection
format of contents data which is loaded;

[0074] FIG. 28 is a diagram for schematically represent-
ing a process sequential operation executed between a
secure device and an information processing terminal,
according to a fifth embodiment mode of the present inven-
tion;

[0075] FIG. 29 is a diagram for showing a functional
block as to the secure device and the information processing
terminal, in the fifth embodiment mode of the present
invention;

[0076] FIG. 30 is an explanatory diagram for explaining
a protection format converting operation by importing and
exporting contents data; and

[0077] FIG. 31 is a diagram for indicating a data example
as to service data.

[0078] Inthe drawings, a reference numeral 10 refers to an
IC card; 11 to a card application program; 12 to a value
information; 13 to a non-contact communication unit; 14 to
a judging card application program; 15 to a terminal appli-
cation program; 16 to a profile receiving unit; 17 to an usable
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service judging unit; 18 to a service list transmitting unit; 19
to a transmission data judging unit; 20 to a data transmitting
unit; 21 to a service data; 22 to a judging-purpose data; 23
to a transmission data; 24 to a balance information; 25 to an
use history information; 26 to a card OS; 27 to a CPU; 28
to an host I/F; 29 to a storage area; 30 to an information
processing terminal; 31 to a terminal application program;
32 to a storage unit; 33 to a reception data verifying unit; 34
to an application URL input unit; 35 to a communication
unit; 36 to a card insertion detecting unit; 37 to a profile
transmitting unit; 38 to a profile acquiring unit; 39 to a
service list receiving unit; 40 to a service selecting unit; 41
to a data receiving unit; 42 to a display unit; 43 to a selecting
unit; 45 to an user; 46 to an OS/driver; 47 to an IC card I/F;
49 to an automatic loading application program; 50 to a
reader/writer; 60 to a data converting unit; 61 to a protection
format converting engine; 62 to an interpreter; 63 to a
formatter; 70 to a contents; 71 to a license; 72 to a protected
contents; 80 to a data transmitting unit; 81 to a data receiving
unit; 90 to a decoding unit; 100 to a judging card application
program; 110 to a secure memory card; 111 to a card-sided
electronic money application program; 120 to a control unit;
130 to an internal CPU; 140 to a TRM; 141 to an internal
non-volatile memory; 150 to a large capacity non-volatile
memory; 151 to a secure area; 160 to an external CPU; 211
to a license managing application program; 212 to a license
information; 230 to a format data; 312 to a terminal-sided
electronic money application program; 320 to a storage area;
321 to a game application program for B; 350 to a commu-
nication module; and 411 to a protection format converting
application program.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0079] In the following embodiments, a secure device
which is an IC card, a secure memory card or such, is
explained as an example of an information processing
device.

[0080] Regarding a information processing terminal, in
the embodiments, a portable telephone, a portable informa-
tion terminal (PDA), a personal computer, a music repro-
ducing (and recording) device, a camera, a video camera, an
automatic cash dispenser, a street-installed terminal, a settle-
ment terminal, and the like are envisioned.

FIRST EMBODIMENT MODE

[0081] In a first embodiment mode of the present inven-
tion, a description is made of a secure device such as an IC
card and the like, which retains a terminal application
program corresponding to a plurality of services. When this
secure device is mounted on an information processing
terminal, services which can be used in this information
processing terminal are displayed on the information pro-
cessing terminal in a list form, a terminal application pro-
gram of such a service which is selected from the service list
is loaded from the secure device to the information process-
ing terminal, and then, the loaded terminal application is
installed to the information processing terminal, so that this
installed terminal application program is brought into the
usable condition.

[0082] FIG. 1 roughly and illustratively shows a sequen-
tial operation executed in the case that a terminal application
program 31 is loaded from this IC card 10 to an information
processing terminal 30.
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[0083] The IC card 10 contains a card application program
11, a plurality of terminal application programs 15, and a
judging card application program 14. The card application
program 11 causes the information processing terminal 30 to
execute a process operation and to realize secure processing
functions of various services which are carried out in
conjunction with the terminal application programs 15. The
plural terminal application programs 15 are employed by the
information processing terminal 30 so as to execute process
operations. The judging card application 14 selects the plural
terminal application programs 15. The terminal application
programs 15 contains various sorts of services, and various
sorts of application programs corresponding to various
machine sorts of the information processing terminals 30.

[0084] When the IC card 10 is inserted into the informa-
tion processing terminal 30 (1), the information processing
terminal 30 which has detected mounting of this IC card 10
acquires a terminal profile (2), and then transmits the
acquired terminal profile to the IC card 10 (3). This terminal
profile contains information such as a machine sort, an
empty storage capacity of a memory, and the like. While the
IC card 10 displays a list of services which can be utilized
by this machine sort on the information processing terminal
30 (4), when a service is selected (5), the judging card
application program 14 of the IC card 10 selects such a
terminal application program 15 which is adapted to the
information processing terminal 30 based upon the terminal
profile (6), and then transmits the selected terminal appli-
cation program 15 to the information processing terminal 30
(7). A terminal application program 31 which is loaded to the
information processing terminal 30 is initiated so as to
commence a communication with the card application pro-
gram 11, and also execute a service by utilizing a resource
of the information processing terminal 30.

[0085] FIG. 2 is a diagram for representing a structure of
this IC card 10 and an arrangement of the information
processing terminal 30 in a block form. The IC card 10 is
equipped with a card application program 11, service data
21, judging-purpose data 22, and transmission data 23. In the
service data 21, such services have been described which
can be utilized every machine sort and model of the infor-
mation processing terminal 30. The judging-purpose data 22
is used so as to discriminate a terminal application which is
adapted to the information processing terminal 30. Also,
terminal application programs, storage capacity sizes, and
the like, which correspond to various services, have been
described in the judging-purpose data 22. The transmission
data 23 contains a plurality of terminal application pro-
grams. Further, the IC card 10 is equipped with a profile
receiving unit 16, a usable service judging unit 17, a service
list transmitting unit 18, a transmission data judging unit 19,
and a data transmitting unit 20. The profile receiving unit 16
receives a terminal profile from the information processing
terminal 30. The usable service judging unit 17 judges such
a service which can be used by the information processing
terminal 30 by employing service data 21. The service list
transmitting unit 18 transmits list information of services
which can be used by the information processing terminal
30. The transmission data judging unit 19 judges a terminal
application program which is transmitted to the information
processing terminal 30 by employing judging-purpose data
22. The data transmitting unit 20 derives the terminal
application program which has been judged by the trans-
mission data judging unit 19 from the transmission data 23,
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and then transmits the derived terminal application program
to the information processing terminal 30.

[0086] On the other hand, the information processing
terminal 30 is provided with a card insertion detecting unit
36, a profile transmitting unit 37, a profile acquiring unit 38,
a service list receiving unit 39, a service selecting unit 40, a
data receiving unit 41, a reception data verifying unit 33, a
storage unit 32, and s also, a communication unit 35. The
card insertion detecting unit 36 detects mounting of the IC
card 10. The profile acquiring unit 38 acquires a terminal
profile of the information processing terminal 30. The profile
transmitting unit 37 transmits this terminal profile to the IC
card 10. The service list receiving unit 39 receives service
list information from the IC card 10. The service selecting
unit 40 selects a service from the received service list. The
data receiving unit 41 receives the terminal application
program 31 transmitted from the IC card 10. The reception
data verifying unit 33 verifies the received terminal appli-
cation program 31. The storage unit 32 stores thereinto such
a terminal application program 31 which has no problem
based upon a verification result. In such a case that a version
of a terminal application program received from the IC card
10 has been updated, the communication unit 35 acquires the
latest version of the terminal application program from a
service provider.

[0087] When the card insertion detecting unit 36 of the
information processing terminal 30 detects an insertion of
the IC card 10, the card insertion detecting unit 36 informs
this card insertion detecting result to the profile transmitting
unit 37 (1). When the card insertion is informed, the profile
transmitting unit 37 requests the profile acquiring unit 38 to
acquire a terminal profile (2). Then, the profile acquiring unit
38 acquires the terminal profile, and returns the acquired
terminal profile to the profile transmitting unit 37 (3).

[0088] The terminal profile corresponds to such informa-
tion as to the information processing terminal 30. In this
case, as represented in (a) of FIG. 3, it is so assumed that
information as to a machine sort (Type), a model number
(Model), and an empty storage capacity (Memory) for an
application program of an information processing terminal is
contained in this terminal profile. Also, it is so assumed that
as to the terminal profile of the subject information process-
ing terminal 30, the machine sort is A; the model number is
ABC-01; and the empty storage capacity is 32 kilo-bytes.

[0089] When the profile transmitting unit 37 receives a
terminal profile, the profile transmitting unit 37 transmits the
received terminal profile to the profile receiving unit 16 of
the IC card 10 (4). The profile receiving unit 16 transfers the
received terminal profile to the usable service judging unit
17 (5). Then, the usable service judging unit 17 selects a list
of the usable services on the information processing terminal
30 by employing both the terminal profile and the service
data 21.

[0090] As indicated in (b) of FIG. 3, while various sorts
of services corresponding to machine sorts and model num-
bers have been described, the usable service judging 5 unit
17 selects such a service (electronic money (A), and point
service (A)) which can be used by the information process-
ing terminal 30 defined by the machine sort A and the model
number ABC-01. Then, the usable service judging unit 17
transfers a list of this usable service (see (c) of FIG. 3) to the
service list transmitting unit 18 (6).
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[0091] The service list transmitting unit 18 transmits the
service list to the service list receiving unit 39 of the
information processing terminal 30 (7). The service list
receiving unit 39 transfers the service list to the service
selecting unit 40 (8). The service selecting unit 40 selects a
service, and then, transmits the selected service information
to the transmission data judging unit 19 of the IC card 10 (9).
At this time, as shown in FIG. 4, while the service list may
be alternatively displayed on the screen of the information
processing terminal 30, a user may select a desirable service.
In this case, it is so assumed that an “electronic money (A)”
service is selected by the user (it should also be noted that
user may alternatively select both “electronic money (A)”
and “point service (A)”).

[0092] When the transmission data judging unit 19
receives the service information, this transmission data
judging unit 19 judges such a data (terminal application
program) which should be transmitted to the information
processing terminal 30 by employing the judging-purpose
data 22.

[0093] As shown in (d) of FIG. 3, a service name (Ser-
vice), a storage capacity size (Memory size) which is
required to install a relevant terminal application, a name
(Application) of the terminal application program, a confir-
mation day/time (Check after) of the latest version thereof,
and a URL (latest version URL) used to acquire the latest
version have been described in the judging-purpose data 22.
In this case, the transmission data judging unit 19 refers to
data related to such a terminal application program that the
service name of this judging-purpose data 22 corresponds to
“electronic money (A)”, and judges as to whether or not a
storage capacity size (Memory size) which is required to
install the terminal application program is smaller than, or
equal to an empty storage capacity (Memory) for storing an
application program of the information processing terminal
30 (in this case, storage capacity size required to install
terminal application program [electronic application pro-
gram DX for machine sort A] corresponds to 8 K bytes,
whereas empty storage capacity for storing application pro-
gram of information processing terminal 30 corresponds to
32 K bytes). Then, the transmission data judging unit 19
determines [electronic money application program DX for
machine sort A] as the transmission data, and informs this
determined transmission data to the data transmitting unit 20
(10). It should also be noted that when the user selects [point
service (A)], [point application program for machine sort A]
is similarly determined as the transmission data.

[0094] The data transmitting unit 20 derives the data
designated by the transmission data judging unit 19 from a
large number of transmission data 23 retained therein, and
then transmits the derived data to the data receiving unit 41
of the information processing terminal 30 (11). The data
which is transmitted to the data receiving unit 41 contains
information as to the confirmation day/time of the latest
version, and the URL information used to acquire the latest
version of the terminal application program in addition to
the terminal application program.

[0095] The data receiving unit 41 transfers the received
data to the reception data verifying unit 33 (12). The
reception data verifying unit 33 performs the verification of
the reception data, and installs a terminal application pro-
gram based upon the verified data so as to store the installed
terminal application program in the storage unit 32 (13).
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[0096] In such a case that the reception day/time of the
reception data has expired the confirmation day/time of the
latest version, the communication unit 35 is communicated
with such a server which is indicated by the URL informa-
tion used to acquire the latest version so as to acquire the
latest version of the terminal application program, and then,
transfers the acquired latest version of the terminal applica-
tion program to the reception data verifying unit 33 (14).
After this data has been verified, the verified data is installed
to be stored in the storage unit 32.

[0097] The terminal application program 31 which has
been loaded and installed in the information processing
terminal 30 in the above-explained process manner is initi-
ated, and is communicated with the card application pro-
gram 11, so that the service is carried out.

[0098] FIG. 5 is a flow chart for describing a process
sequential operation of this IC card 10 and the information
processing terminal 30. When the IC card 10 is inserted into
the information processing terminal 30 (“Yes™ in step 1), this
information processing terminal 30 acquires a terminal
process file (step 2), and transmits the acquired terminal
profile to the IC card 10 (step 3). When the IC card 10
receives the terminal profile (step 4), this IC card 10 judges
a usable service of the information processing terminal 30
(step 5).

[0099] This judging operation of the usable service is
carried out in accordance with a sequential operation shown
in FIG. 6. That is, the IC card 10 derives such a service that
a machine sort (Type) thereof is made coincident with the
machine sort of the information processing terminal 30 from
the service data 21 (step 51), and further, derives such a
service that a model number (Model) thereof is made
coincident with the model number of the information pro-
cessing terminal 30 from the derived service (step 52). Then,
the IC card 10 contains the derived service as the usable
service of the information processing terminal 30 in the
usable service list (step 53).

[0100] The IC card 10 transmits this usable service list to
the information processing terminal 30 (step 6).

[0101] The information processing terminal 30 receives
the usable service list (step 7), selects a service which is used
(step 8), and transmits the information of this selected
service to the IC card 10 (step 9).

[0102] When the IC card 10 receives the information as to
the service used in the information processing terminal 30
(step 10), the IC card 10 judges such a terminal application
program which should be transmitted (step 11).

[0103] This judging operation of the terminal application
program is carried out in accordance with a process sequen-
tial operation shown in FIG. 7. In other words, the IC card
10 derives data related to the selected service from the
judging-purpose data 22 (step 111), compares a necessary
storage capacity with an empty storage capacity of the
information processing terminal 30 so as to select a usable
terminal application program (step 112), and then, sets the
selected terminal application program as transmission data
(step 113).

[0104] The IC card 10 transmits the terminal application
program which has been selected in the above-explained
process manner to the information processing terminal 30
(step 12).
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[0105] When the information processing terminal 30
receives the terminal application program (step 13), the
information processing terminal 30 discriminates as to
whether or not the version of this received terminal appli-
cation program corresponds to the latest version thereof
(step 14). When the version of this received terminal appli-
cation program corresponds to the latest version, the infor-
mation processing terminal 30 verifies the received terminal
application program, and thereafter, installs the verified
terminal application program (step 17). To the contrary,
when the version of this received terminal application does
not correspond to the latest version, the information pro-
cessing terminal 30 acquires the latest terminal application
by way of a communication manner (step 16), verifies the
acquired latest terminal application program, and thereafter,
installs the verified latest terminal application program (step
17).

[0106] When the terminal application program is trans-
mitted from the IC card 10 to the information processing
terminal 30, such a license input screen shown in FIG. 8
may be alternatively displayed on the information process-
ing terminal 30; an entered license code may be alternatively
verified; and then, only when the verification succeeds, the
transmission of the terminal application may be alternatively
executed.

[0107] FIG. 9 exemplifies such a condition that after a
terminal application program has been installed into the
information processing terminal 30, this installed terminal
application program is initiated, and then, a service is
executed in conjunction with a card application program of
the IC card 10. In this drawing, it is so assumed that as the
above-described terminal application, an electronic money
application program 311 has been installed which displays a
balance of electronic money and a use history.

[0108] When a user 45 inserts the IC card 10 into the
information processing terminal 30, the terminal-sided elec-
tronic money application program 311 is initiated which has
been automatically loaded on the information processing
terminal 30 (1). This terminal-sided electronic money appli-
cation program 311 displays on the display unit 42, such a
service content that both a display of a balance and a display
of a use history can be used, as a service given to the user
45 (2). Also, the terminal-sided electronic money application
program 311 causes the user 45 to select either the balance
display or the use history display by using a selecting unit 43
@-

[0109] The terminal-sided electronic money application
program 311 selects a card-sided electronic money applica-
tion program 111 as a communication subject, and requests
the information selected by the user 45 (3). The card-sided
electronic money application program 111 requests authen-
tication of the user 45 (4). The terminal-sided electronic
money application 311 causes the user 45 to enter PIN
(personal identification number), and informs the entered
PIN to the card-sided electronic money application 111 (5).
The card-sided electronic money application program 111
confirms that the PIN is justified, and then, transmits the
request information such as a money balance 24 and a use
history 25 to the information processing terminal 30 (6). The
terminal-sided electronic money application program 311
displays the information acquired from the card-sided elec-
tronic money application program 11 on the display unit 42

).
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[0110] As previously explained, the service of the elec-
tronic money can be utilized by merely inserting the IC card
10 into the information processing terminal 30.

[0111] FIG. 10 illustratively shows a correspondence rela-
tionship between the function block of FIG. 2 and hardware/
software of the IC card 10. The normal IC card 10 is
equipped with a CPU 27 which constitutes a control unit of
the IC card 10, a data storage area 29, and a host interface
(I/F) 28 with respect to the information processing terminal
30, which are contained in a tamper resistant module.
Service data 21, judging-purpose data 22, and transmission
data 23 are stored in this storage area 29. Also, a card OS
(operating format) 26, a card application program 11, and a
judging card application program 100 are provided as an
application program for defining operations of the CPU 27
in the IC card 10. The card OS 26 defines a basic operation
of the IC card 10. The card application program 11 realizes
a secure processing function of a service which is provided
in conjunction with the terminal application program. The
judging card application program 100 realizes the various
functions as to the profile receiving unit 16, the usable
service judging unit 17, the service list transmitting unit 18,
the transmission data judging unit 19, and the data trans-
mitting unit 20.

[0112] Also, the Applicant of the present invention has
proposed the semiconductor memory card (will be referred
to as “secure memory card” in this specification) having the
secure and large storage memory area. As indicated in FIG.
11, this secure memory card is equipped with an internal
CPU 130 and an internal non-volatile memory 141 which
are contained in a tamper resistant module (TRM) 140; a
large storage non-volatile memory (flash memory) 150
which contains a secure area 151; and a control unit 120
functioning as a host I/F. Both the internal non-volatile
memory 141 and the secure area 151 can be accessed only
by the internal CPU 130. This internal CPU 130 encrypts
data and then stores the encrypted data into the internal
non-volatile memory 141 and the secure area 151. This
secure area 151 is provided in the large capacity non-volatile
memory (flash memory) 150 without having the tamper
resistant characteristic. The storage capacity of this non-
volatile memory 150 is considerably larger than that of the
internal non-volatile memory 141. The secure area 151 owns
a secrecy which is conformed to that of the internal non-
volatile memory 141. When an external CPU 160 of an
information processing terminal requests to read/write data
with respect to the secure area 151, this external CPU 160
sends a command to the control unit 120, and then, this
control unit 120 interprets the command and transfers the
interpreted command to the internal CPU 130.

[0113] FIG. 12 illustratively shows a relationship between
a secure memory card 110 and the function blocks of FIG.
2. The card OS 26 for defining the operation of the internal
CPU 130, the card application program 11, and the judging
card application 100 are stored in the internal non-volatile
memory 150 of the TRM 140, whereas the service data 21,
the judging-purpose data 22, and the transmission data 23
are stored in the secure area 151 of the flash memory. Also,
data transmission and reception operations are carried out
via a host I/F 120 between the information processing
terminal 30 and the secure card 110.

[0114] Also, FIG. 13 illustratively shows a relationship
between the function blocks, and the hardware and software
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of the information processing terminal 30. The information
processing terminal 30 is equipped with a communication
module 350 which constitutes the communication unit 35, a
storage area 320 which constitutes the storage unit 32, an
interface 48 with respect to the IC card 10, and a CPU 47
which constitutes a control unit of the information process-
ing terminal 30. As software for defining operations of the
CPU 47, an OS/driver program 46, the terminal application
program 31 transmitted from the IC card 47, and also, an
automatic loading application program 49 are installed in the
information processing terminal 30. The OS/driver program
46 defines a basic operation of the information processing
terminal 30, and constitutes the card insertion detecting unit
36. The automatic loading application program 49 realizes
the respective functions as to the profile acquiring unit 38,
the profile transmitting unit 37, the service list receiving unit
39, the service selecting unit 40, the data receiving unit 41,
and the reception data verifying unit 33.

[0115] Also, FIG. 14 illustratively represents an example
of a data structure contained in the secure memory card 110.
In this case, this drawing shows such a case that three sorts
of card application programs, namely a card application
program 1, another card application program 2, and another
card application 3 are retained in the TRM area 140 of the
secure memory card 110. These card application programs 1
to 3 may provide secure processing functions in the respec-
tive services in conjunction with a terminal application
program which is installed to the information processing
terminal 30.

[0116] A card application program may have authentica-
tion-purpose data, which is like the above-explained card
application program 1 and card application program 2, if
required. For instance, in such a case that this authentica-
tion-purpose data corresponds to authentication-purpose
data for authenticating a license, when a terminal application
program is installed, an internal CPU of the secure memory
card 110 requests a user to enter a license code in conjunc-
tion with the automatic loading application program
installed on the side of an information processing terminal.
Then, the internal CPU verifies the entered license code by
employing this authentication-purpose data, and executes
the installing operation of the terminal application program
when the verifying operation of this license code can suc-
ceed.

[0117] The judging card application program 100 provides
a list of usable services which can be used in this informa-
tion processing terminal to the user based upon the service
data in conjunction with the automatic loading application
program installed on the side of the information processing
terminal, and then, installs such a terminal application
program corresponding to the service selected by the user. At
this time, in the case that a card application program owns
authentication-purpose data, which is like the card applica-
tion program 1 and the card application program 2, and this
authentication-purpose data corresponds to such an authen-
tication-purpose data for authenticating a license, the auto-
matic loading application program installed on the side of
the information processing terminal authenticates the license
in conjunction with the respective card application pro-
grams, if necessary.

[0118] The terminal application programs are stored in a
managing area which has been set to a secure area 151 of the
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flash memory, and is managed by the card application
program of the respective services. While a plurality of
terminal application programs corresponding to machine
sorts and models of the information processing terminals
have been managed in this card application managing area,
a proper terminal application program which has been
selected based upon the judging card application program
100, the automatic loading application program provided on
the terminal side, and the respective card application pro-
grams is installed to the information processing terminal. In
the card application managing area, which is like a manag-
ing area for the card application program 2 and a managing
area for the card application program 3, common data is
stored, if required, which does not depend upon a machine
sort of an information processing terminal which is used in
the respective services.

[0119] The card application program 1 corresponds to, for
example, a VPN (Virtual Private Network) communication-
purpose card application program. In this case, the authen-
tication-purpose data 1 is used in an authentication process
operation with respect to a server when a secure session of
a VPN is established. The terminal application program
which has been stored in the managing area of the card
application program 1 corresponds to a VPN communica-
tion-purpose terminal application program. This VPN com-
munication-purpose terminal application program relays a
communication operation between the server and the secure
memory card when the secure session of the VPN is estab-
lished, and performs a data communication between the
server and the secure memory card after the secure session
has been established.

[0120] The card application program 2 corresponds to, for
example, an electronic mail-purpose card application pro-
gram. In this case, a user authentication operation when an
electronic mail is viewed, and an authentication operation
with respect to a mail server when an electronic mail is
received are carried out by this electronic mail-purpose card
application program by employing the authentication-pur-
pose data 2. Also, the terminal application program which
has been stored in the managing area of the card application
program 2 corresponds to an electronic mail-purpose termi-
nal application program. This electronic mail-purpose ter-
minal application program displays an electronic mail when
the electronic mail is viewed, forms an electronic mail, and
manages electronic mails. The commonly used data 2 cor-
responds to an electronic mail-purpose commonly used data,
and corresponds to DBs of reception/transmission mails.

[0121] The card application program 3 corresponds to, for
instance, a scheduler-purpose card application program.
This scheduler-purpose card application program executes a
user authentication operation when a schedule is viewed,
and an authentication operation between a server and the
own information processing terminal when a schedule syn-
chronizing operation is performed. The terminal application
program which has been stored in the managing area of the
card application program 3 corresponds to a scheduler-
purpose terminal application program. The scheduler-pur-
pose terminal application program executes s display opera-
tion when the schedule is viewed, a registering operation,
and manages local data of the schedule. The common data
3 corresponds to scheduler common data, a DB (database) of
a schedule, commonly used MultiMedia data, and the like.
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[0122] Alternatively, such terminal application programs
which are different from each other in the case that a license
is authenticated and in such a case that a license is not
authenticated may be alternatively installed to the informa-
tion processing terminal 30.

[0123] It should also be noted that in the above-explained
process operation, the judging operation for judging that
which terminal application program is installed in the infor-
mation processing terminal 30 is carried out on the side of
the secure device. Alternatively, the judging-purpose data
may be acquired from the secure device, so that the infor-
mation processing terminal 30 may perform the judging
process operation. In this alternative case, since the judging
process operation is carried out by the CPU of the informa-
tion processing terminal 30, which owns the higher process-
ing capability, there is such an effect that the judging process
operation can be carried out in a higher speed, as compared
with that of such a case that the judging process operation is
carried out on the side of the secure device. On the other
hand, in such a case that the judging process operation is
carried out on the side of the secure device, since the judging
card application programs are replaced, the algorithm of the
judging process operation may be set in response to a sort of
terminal application program every secure device, while the
automatic loading application program installed on the side
of the information processing terminal 30 is not replaced. In
other words, since an issuing person of a terminal applica-
tion program previously sets both the terminal application
program and an algorithm of a judging process operation to
the secure device, an installing operation of the terminal
application program to the information processing terminal
30 may be controlled by the issuing person of the terminal
application program, and the secure device may be utilized
as a distribution means of the terminal application program.

[0124] As previously explained, while a plurality of card
application programs are present in the secure device of the
first embodiment mode, such a proper terminal application
program corresponding to a card application program
(namely, in correspondence with machine sort and memory
capacity of information processing terminal) may be selec-
tively installed to this information processing terminal to
which this secure device has been mounted.

[0125] This installed terminal application not only can
access the secure device with respect to the installed infor-
mation processing terminal, but also can realize the access
function to the server.

[0126] The secure device determines a candidate of such
a terminal application program which is installed to the
information processing terminal based upon a terminal pro-
file acquired from the information processing terminal.
Since the judging data which is employed by this secure
device is rearranged, the complex conditions which are
different from each other every service can be set as the
condition for determining the terminal application program.

[0127] Also, when the terminal application program is
installed, the authenticating operation of the license can be
carried out.

SECOND EMBODIMENT MODE

[0128] Next, as a second embodiment mode of the present
invention, a description is made of a secure device which
retains a terminal application program corresponding to a
single service.
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[0129] Asshown in FIG. 15, while an IC card 10 (namely,
secure device) retains a plurality of terminal application
programs 15 corresponding to different versions of the same
service, the IC card 10 transmits such a terminal application
program 31 which has been selected in response to a sort of
an information processing terminal 30 to this information
processing terminal 30.

[0130] FIG. 16 indicates both an arrangement of this IC
card 10 and an arrangement of the information processing
terminal 30 in a block diagram. The IC card 10 is equipped
with a card application program 11, judging-purpose data
22, and transmission data 23, and is further equipped with a
profile receiving unit 16, a transmission data judging unit 19,
and a data transmitting unit 20. The judging-purpose data 22
is used to discriminate a terminal application program which
is adapted to the information processing terminal 30. The
transmission data 23 contains a plurality of terminal appli-
cation programs. The profile receiving unit 16 receives a
terminal profile from the information processing terminal
30. The transmission data judging unit 19 judges such a
terminal application program which is sent to the informa-
tion processing terminal 30 by employing the judging-
purpose data 22. The data transmitting unit 20 derives the
terminal application program judged by the transmission
data judging unit 19 from the transmission data 23, and then,
transmits the derived terminal application program to the
information processing terminal 30.

[0131] On the other hand, the information processing
terminal 30 is equipped with a card insertion detecting unit
36, a profile acquiring unit 38, a profile transmitting unit 37,
a data receiving unit 41, a reception data verifying unit 33,
a storage unit 32, and a communication unit 35. The card
insertion detecting unit 36 detects an insertion of the IC card
10. The profile acquiring unit 38 acquires a terminal profile
of the information processing terminal 30. The profile trans-
mitting unit 37 transmits this acquired terminal profile to the
IC card 10. The data receiving unit 41 receives the terminal
application program 31 transmitted from the IC card 10. The
reception data verifying unit 33 verifies the received termi-
nal application 31. The storage unit 32 stores thereinto such
a terminal application program 31 which has no problem in
the verifying operation. The communication unit 35 acquires
the latest version of the terminal application program from
a service provider in the case that the version of the terminal
application program received from the IC card 10 has been
updated.

[0132] Operations as to the card insertion detecting unit
36, the profile transmitting unit 37, the profile acquiring unit
38, and the profile receiving unit 16 are the same as those of
the first embodiment mode (FIG. 2).

[0133] When the transmission data judging unit 19
receives a terminal profile from the profile receiving unit 16,
the transmission data judging unit 19 judges data which
should be transmitted by employing the judging-purpose
data 22. As shown in FIG. 17(b), as to the judging-purpose
data 22, versions of services which can be used, depending
upon a machine sort, are different. Assuming now that a
terminal profile received from the information processing
terminal 10 corresponds to such a data indicated in FIG.
17(a), the transmission data judging unit 19 determines an
application program for A as transmission data based upon
the judging-purpose data 22, and then transfers this deter-
mined transmission data to the data transmitting unit 20.
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[0134] Operations as to the data transmitting unit 20, the
data receiving unit 41, the reception data verifying unit 33,
the storage unit 32, and the communication unit 35 are
identical to those of the first embodiment mode (FIG. 2).

[0135] Also, process sequential operations executed in the
IC card 10 and the information processing terminal 30
correspond to such process sequential operations of the flow
chart shown in FIG. 5 from which the process operations
defined from the step 5 to the step 10 have been removed.

[0136] As previously described, when this IC card 10 is
mounted on the information processing terminal 30, the
terminal application program is automatically loaded in the
information processing terminal 30, while this terminal
application program executes the service of the version in
response to the machine sort of this information processing
terminal 30. Thereafter, this terminal application program is
installed and the above-described service is commenced.

[0137] FIG. 18 illustratively shows such an exemplifica-
tion that the IC card 10 which has loaded a game application
program 321 on the information processing terminal 30
manages a license of the game application program in
accordance with a card application program in conjunction
with this game application program 321. In the case that the
judging-purpose data 22 is constituted by such an informa-
tion of (b) of FIG. 19, and the terminal profile of the
information processing terminal 30 corresponds to such a
data shown in (a) of FIG. 19, the game application program
321 for B is installed in the information processing terminal
30.

[0138] When a communication is established from the
game application 321 for B, a license managing application
program 211 which corresponds to the card application
program of the IC card 10 limits a use of the game
application program based upon the license information 212
shown in (¢) of FIG. 19.

[0139] As previously explained, since the card application
of the IC card which executes the service in conjunction with
the game application program which has been installed in
the information processing terminal confirms the license, the
license managing operation can be firmly carried out.

[0140] In this second embodiment mode, such a case has
been explained. That is, the IC card 10 retains a plurality of
terminal application programs corresponding to the same
service. Alternatively, while the IC card 10 retains only one
terminal application program, when this IC card 10 is
mounted on the information processing terminal 30, this
only one terminal application program may be loaded on the
information processing terminal 30 and may be installed
thereinto. In this alternative case, as shown in FIG. 20, when
the IC card 10 is mounted on the information processing
terminal 30, a terminal application program 15 which has
been retained on the IC card 10 is automatically loaded on
the information processing terminal 30. As a consequence, a
service may be commenced while the user is not forcibly
required to perform a cumbersome operation.

[0141] It should also be noted that this second embodi-
ment mode, the description has been made of such a case
that the terminal application program is loaded from the
secure device to the information processing terminal so as to
be installed thereinto. Alternatively, while not only the
terminal application program but also such a data are
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retained in the secure device, which are required to execute
the process operation of the information processing termi-
nal, both the terminal application program and the data may
be loaded to the information processing terminal when the
secure device is mounted.

[0142] For instance, in such a case that the terminal
application program corresponds to a content browser
(player) and the data corresponds to a content (electronic
book data), since only an electronic book card is purchased
and then is mounted on an information processing terminal,
this content may be read.

[0143] Otherwise, in such a case that the data corresponds
to both a key and a content which has been encrypted based
upon this key, when a secure device is inserted into an
information processing terminal, the encrypted content is
loaded to this information processing terminal. In the case
that a content browser has already been set in the informa-
tion processing terminal, when an authenticating operation
is performed with respect to the secure device based upon
PIN, the key may be given from the secure device, so that
the content may be alternatively read.

[0144] In the above-explained second embodiment mode,
the description has been made of such a case that the IC card
is employed as the secure device. Alternatively, similar to
the first embodiment mode, a secure memory card may be
employed. In this alternative case, such a terminal applica-
tion program having a larger storage capacity may be
installed.

THIRD EMBODIMENT MODE

[0145] Next, as a third embodiment mode of the present
invention, a description is made of a secure device for
converting a protection format of contents data to be loaded
in response to a mounted information processing terminal.

[0146] FIG. 22 illustratively and roughly shows a sequen-
tial operation executed when contents data protected in the
information processing terminal 30 is loaded from the IC
card 10 (secure device).

[0147] ThisIC card 10 contains a plurality of contents data
70, a plurality of licenses 71 corresponding to the plural
contents data 70, a protection format converting application
program 411, and a card application program 11 for using a
license.

[0148] When the IC card 10 is inserted into the informa-
tion processing terminal 30 (1), the information processing
terminal 30 which has detected loading of the IC card 10
acquires a terminal profile (2), and then transmits the
acquired terminal profile to the IC card 10 (3). This terminal
profile contains such information as a machine sort and an
empty storage capacity of a memory. The protection format
converting application program 411 converts a protection
format into such a protection format which may be adapted
to the information processing terminal 30 (4), encrypts the
contents data, and then transmits the protected contents data
72 to the information processing terminal 30 (5). After the
protected contents data 72 is loaded to the information
processing terminal 30, the card application program 11
transmits such an encrypt key which has encrypted the
contents data based upon the license 71 to the information
processing terminal 30, so that the contents data can be
reproduced.
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[0149] FIG. 23 shows both an arrangement of this IC card
10 and an arrangement of the information processing ter-
minal 30 by way of a function block. The IC card 10
contains the card application program 11, the service data
21, the judging-purpose data 22, transmission data 23, and
format data 230. The transmission data 23 contains both a
plurality of contents data and a plurality of licenses corre-
sponding to the plural contents data. The format data 230 is
related to a protection format of contents data. Also, the IC
card 10 is equipped with a profile receiving unit 16, a usable
service judging unit 17, a service list transmitting unit 18, a
transmission data judging unit 19, a data converting unit 60,
and a data transmitting unit 20. The profile receiving unit 16
receives a terminal profile from the information processing
terminal 30. The data converting unit 60 encrypts the
contents data based upon the format data 230. The data
transmitting unit 20 transmits the contents data protected by
the data converting unit 60 to the information processing
terminal 30.

[0150] On the other hand, the information processing
terminal 30 is equipped with a card insertion detecting unit
36, a profile acquiring unit 38, a profile transmitting unit 37,
a service list receiving unit 39, a service selecting unit 40, a
data receiving unit 41, a reception data verifying unit 33, and
a storage unit 32. The card insertion detecting unit 36 detects
an insertion of the IC card 10. The profile acquiring unit 38
acquires a terminal profile of the information processing
terminal 30. The profile transmitting unit 37 transmits this
acquired terminal profile to the IC card 10. The service list
receiving unit 39 receives a service list from the IC card 10.
The service selecting unit 40 selects a service from the
received service list. The data receiving unit 41 receives the
protected contents data transmitted from the IC card 10. The
storage unit 32 stores thereinto contents data.

[0151] When the card insertion detecting unit 36 of the
information processing terminal 30 detects an insertion of
the IC card 10, the card insertion detecting unit 36 informs
this card insertion to the profile transmitting unit 37 (1).
When the card insertion is informed to the profile transmit-
ting unit 37, this profile transmitting unit 37 requests the
profile acquiring unit 38 to acquire a terminal profile (2).
Then, the profile acquiring unit 38 acquires the terminal
profile, and then, returns the acquired terminal profile to the
profile transmitting unit 37 (3).

[0152] The terminal profile corresponds to information as
to the information processing terminal 30. In this third
embodiment mode, this terminal profile is assumed as such
an information related to a machine sort (A, B, C: for
example, in case that information processing terminal is
portable telephone, this terminal profile corresponds to
information indicative of portable telephone carrier), a
model number (ABC-01, BCD-04, CDE-07), an empty
storage capacity of a terminal, and a protection format.

[0153] When the profile transmitting unit 37 receives the
terminal profile, the profile transmitting unit 37 transmits the
received terminal profile to the profile receiving unit 16 of
the IC card 10 (4). The profile receiving unit 16 passes the
received terminal profile to the usable service judging unit
17 (5). The usable service judging unit 17 selects a list of
services which can be used in the information processing
terminal 30 by employing the terminal profile and the
service data 21, and then, passes the selected service list to
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the service list transmitting unit 18 (6). At this time, the
service list corresponds to a list of usable contents.

[0154] The service list transmitting unit 18 transmits the
service list to the service list receiving unit 39 of the
information processing terminal 30 (7). The service list
receiving unit 39 passes the service list to the service
selecting unit 40 (8). The service selecting unit 40 selects a
service, and then, transmits the selected service information
to the-transmission data judging unit 19 of the IC card 10
(9). At this time, the service selecting unit 40 may alterna-
tively display the service list on the screen of the information
processing terminal 30, so that the user may select the
service. When the transmission data judging unit 19 receives
the service information, the transmission data judging unit
19 judges such a contents data which should be transmitted
to the information processing terminal 30 by employing the
judging-purpose data 22, and then, transfers the judged
contents data to the data converting unit 60 (10).

[0155] The data converting unit 60 obtains such a contents
data which should be transmitted from the transmission data
23, and then, converts this contents data into such a contents
data in the protection format adapted to an information
processing terminal by employing both information of a
terminal profile and the format data 230. The data transmit-
ting unit 20 receives the converted data from the data
converting unit 60 (11), and then, transmits this received
data to the data receiving unit 41 of the information pro-
cessing terminal 30 (12). The data receiving unit 41 transfers
the received data to the reception data verifying unit 33 (13).

[0156] The reception data verifying unit 33 verifies the
received data, and causes the verified data to be stored in the
storage unit 32 (14). The terminal application program 31
(player) is initiated, and is communicated with the card
application program 11, and then, contents encryption key
data is obtained (15), so that the reproducing operation of
contents data is carried out.

[0157] FIG. 24 is an explanatory diagram for explaining
a detailed converting operation of a protecting format for
contents data which is loaded. An encryption key used to
encrypt the contents data is produced within the data con-
verting unit 60 of the IC card 10. After the data converting
unit 60 executes a confirming operation of a license and a
converting operation of the contents data, this data convert-
ing unit 60 loads the encrypted contents data to the infor-
mation processing terminal 30 corresponding to a reproduc-
ing appliance. In this case, the data converting unit 60 loads
the contents data which has been protected by a DRM
(Digital Rights Management) format in correspondence with
the information processing terminal 30, namely by the B
format, to this information processing terminal 30. An
encryption key 73 is transmitted to the information process-
ing terminal 30 after a predetermined authenticating opera-
tion has been carried out with respect to this encryption key
based upon the card application program 11 which is capable
of communicating to the terminal application program of the
information processing terminal 30. A decoding unit 90 of
the information processing terminal 30 decodes the acquired
encryption key 73, so that the contents data is reproduced by
using this decoded encryption key 73.

[0158] As previously explained, in accordance with both
the secure device and the information processing terminal of
the third embodiment mode of the present invention, the

Jan. 20, 2005

contents data may be protected by way of the protection
format in correspondence with an information processing
terminal to be mounted. As a result, the license can be
confirmed and updated in a safety manner. While the con-
tents, the license, and the protection format are not leaked,
the contents data can be loaded. Also, the application
program can be utilized by each of the plural information
processing terminals which employ the different protection
formats from each other since the application program is
transmitted via the secure device.

[0159] In the above-explained third embodiment mode,
the description has been made of such a case that the IC card
is employed as the secure device. Alternatively, similar to
the first embodiment mode, a secure memory card may be
employed. In this alternative case, such a protection format
of contents data having a larger storage capacity may be
converted.

FOURTH EMBODIMENT MODE

[0160] Next, as a fourth embodiment mode of the present
invention, a description is made of another secure device for
converting a protection format of contents data to be loaded
in response to a mounted information processing terminal.

[0161] FIG. 25 illustratively and roughly shows a sequen-
tial operation executed when contents data protected in the
information processing terminal 30 is loaded from the IC
card 10 (secure device).

[0162] ThisIC card 10 contains a plurality of contents data
70, a plurality of licenses 71 corresponding to the plural
contents data 70, and a protection format converting appli-
cation program 411.

[0163] When the IC card 10 is inserted into the informa-
tion processing terminal 30 (1), the information processing
terminal 30 which has detected loading of the IC card 10
acquires a terminal profile (2), and then transmits the
acquired terminal profile to the IC card 10 (3). This terminal
profile contains such information as a machine sort and an
empty storage capacity of a memory. The protection format
converting application program 411 converts a protection
format into such a protection format which may be adapted
to the information processing terminal 30 (4), encrypts the
contents data, and then transmits the protected contents data
72 which contains a license to the information processing
terminal 30 (5). After the protected contents data 72 con-
taining the license is loaded to the information processing
terminal 30, the contents data can be reproduced.

[0164] FIG. 26 shows both an arrangement of this IC card
10 and an arrangement of the information processing ter-
minal 30 by way of a function block. The IC card 10
contains the service data 21, the judging-purpose data 22,
transmission data 23, and format data 230. The transmission
data 23 contains both a plurality of contents data and a
plurality of licenses corresponding to the plural contents
data. The format data 230 is related to a protection format of
contents data. Also, the IC card 10 is equipped with a profile
receiving unit 16, a usable service judging unit 17, a service
list transmitting unit 18, a transmission data judging unit 19,
a data converting unit 60, and a data transmitting unit 20.
The profile receiving unit 16 receives a terminal profile from
the information processing terminal 30. The data converting
unit 60 protects the contents data based upon the format data
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230. The data transmitting unit 20 transmits the contents
data protected by the data converting unit 60 to the infor-
mation processing terminal 30.

[0165] On the other hand, the information processing
terminal 30 is equipped with a card insertion detecting unit
36, a profile acquiring unit 38, a profile transmitting unit 37,
a service list receiving unit 39, a service selecting unit 40, a
data receiving unit 41, a reception data verifying unit 33, and
a storage unit 32. The card insertion detecting unit 36 detects
an insertion of the IC card 10. The profile acquiring unit 38
acquires a terminal profile of the information processing
terminal 30. The profile transmitting unit 37 transmits this
acquired terminal profile to the IC card 10. The service list
receiving unit 39 receives a service list from the IC card 10.
The service selecting unit 40 selects a service from the
received service list. The data receiving unit 41 receives the
protected contents data transmitted from the IC card 10. The
storage unit 32 stores thereinto contents data.

[0166] When the card insertion detecting unit 36 of the
information processing terminal 30 detects an insertion of
the IC card 10, the card insertion detecting unit 36 informs
this card insertion to the profile transmitting unit 37 (1).
When the card insertion is informed to the profile transmit-
ting unit 37, this profile transmitting unit 37 requests the
profile acquiring unit 38 to acquire a terminal profile (2).
Then, the profile acquiring unit 38 acquires the terminal
profile, and then, returns the acquired terminal profile to the
profile transmitting unit 37 (3).

[0167] The terminal profile corresponds to information as
to the information processing terminal 30. In this fourth
embodiment mode, this terminal profile is assumed as such
information related to a machine sort, a model number, an
empty storage capacity of a terminal, and a protection
format.

[0168] When the profile transmitting unit 37 receives the
terminal profile, the profile transmitting unit 37 transmits the
received terminal profile to the profile receiving unit 16 of
the IC card 10 (4). The profile receiving unit 16 passes the
received terminal profile to the usable service judging unit
17 (5). The usable service judging unit 17 selects a list of
services which can be used in the information processing
terminal 30 by employing the terminal profile and the
service data 21, and then, passes the selected service list to
the service list transmitting unit 18 (6). At this time, the
service list corresponds to a list of usable contents.

[0169] The service list transmitting unit 18 transmits the
service list to the service list receiving unit 39 of the
information processing terminal 30 (7). The service list
receiving unit 39 passes the service list to the service
selecting unit 40 (8). The service selecting unit 40 selects a
service, and then, transmits the selected service information
to the transmission data judging unit 19 of the IC card 10 (9).
At this time, the service selecting unit 40 may alternatively
display the service list on the screen of the information
processing terminal 30, so that the user may select the
service. When the transmission data judging unit 19 receives
the service information, the transmission data judging unit
19 judges such a contents data which should be transmitted
to the information processing terminal 30 by employing the
judging-purpose data 22, and then, transfers the judged
contents data to the data converting unit 60 (10).

[0170] The data converting unit 60 obtains such a contents
data which should be transmitted from the transmission data
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23, and then, converts this contents data into such a contents
data in the protection format adapted to an information
processing terminal by employing both information of a
terminal profile and the format data 230. The data transmit-
ting unit 20 receives the converted data from the data
converting unit 60 (11), and then, transmits this received
data to the data receiving unit 41 of the information pro-
cessing terminal 30 (12). The data receiving unit 41 transfers
the received data to the reception data verifying unit 33 (13).

[0171] The reception data verifying unit 33 verifies the
received data, and causes the verified data to be stored in the
storage unit 32 (14). The terminal application program 31
(player) is initiated, and then, the reproducing operation of
contents data is carried out (15).

[0172] FIG. 27 is an explanatory diagram for explaining
a detailed converting operation of a protection format for
contents data which is loaded. A formatter 63 of the data
converting unit 60 accepts contents data, a contents encryp-
tion key (CEK: Contents Encryption Key) and a license, and
then loads these accepted items as protected contents to the
information processing terminal 30 corresponding to the
reproducing appliance. The above-described contents data
has been encrypted after a license had been confirmed and
a contents converting operation had been carried out. The
contents encryption key “CEK” has been encrypted by the
information processing terminal 30. In this case, a license is
also attached to the contents data which has been protected
by the DRM (Digital Rights Management) format, namely
by the B format in response to the information processing
terminal 30. When the contents converting operation is
carried out, the license is also converted in such a format
adapted to the protection format.

[0173] As previously explained, in accordance with both
the secure device and the information processing terminal of
the fourth embodiment mode of the present invention, the
contents data may be protected by way of the protection
format in correspondence with an information processing
terminal to be mounted, and such a license which is exclu-
sively used for this information processing terminal to be
mounted is applied to the contents data.

[0174] In the above-explained fourth embodiment mode,
the description has been made of such a case that the IC card
is employed as the secure device. Alternatively, similar to
the first embodiment mode, a secure memory card may be
employed. In this alternative case, such a protection format
of contents data having a larger storage capacity may be
converted.

FIFTH EMBODIMENT MODE

[0175] Next, as a fifth embodiment mode of the present
invention, a description is made of such a secure device that
data of such a protection format corresponding to an arbi-
trary information processing terminal is imported, the
imported data is converted into data of such a protection
format corresponding to another information processing
terminal, and then, this converted data is exported, so that
the protection format of the contents data can be converted
via an IC card.

[0176] FIG. 28 illustratively and roughly shows a sequen-
tial operation executed in such a case that contents data
which has been protected by a protection format of an
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information processing terminal 30a is imported to this IC
card 10 (secure device), this imported contents data is
converted into another contents data which has been pro-
tected by another protection format of another information
processing terminal 30b, and then, the converted contents
data is exported.

[0177] ThisIC card 10 contains a plurality of contents data
70, a plurality of licenses 71 corresponding to the plural
contents data 70, and a protection format converting appli-
cation program 411.

[0178] When the IC card 10 is inserted into the informa-
tion processing terminal 30g, the information processing
terminal 30a which has detected loading of the IC card 10
acquires a terminal profile (1), and then transmits the
acquired terminal profile to the IC card 10 (2). This terminal
profile contains such information as a machine sort and an
empty storage capacity of a memory. The protection format
converting application program 411 receives such a contents
data which has been protected by the protection format (in
this case, A format) of the information processing terminal
30a (3), and then converts the protection formats from the
protection format of the information processing terminal 30a
to the protection format of the IC card 10 (4).

[0179] Next, when the IC card 10 is inserted into the
information processing terminal 30b, the information pro-
cessing terminal 305 which has detected loading of the IC
card 10 acquires a terminal profile (5), and then transmits the
acquired terminal profile to the IC card 10 (6). The protec-
tion format converting application program 411 converts
protection formats from the protection format of the IC card
10 to a protection format (in this case, B format) of the
information processing terminal 305 (7), and then transmits
the converted content data 72b to the information processing
terminal 306 (8).

[0180] FIG. 29 shows both an arrangement of this IC card
10 and arrangements of the information processing terminals
30z and 30b by way of a function block. The IC card 10
contains the service data 21, the judging-purpose data 22,
transmission data 23, and format data 230. The transmission
data 23 contains both a plurality of contents data and a
plurality of licenses corresponding to the plural contents
data. The format data 230 is related to a protection format of
contents data. Also, the IC card 10 is equipped with a profile
receiving unit 16, a usable service judging unit 17, a service
list transmitting unit 18, a transmission data judging unit 19,
a data converting unit 60, a data transmitting unit 20, and a
data receiving unit 81. The profile receiving unit 16 receives
terminal profiles from the information processing terminals
30z and 30b. The data converting unit 60 encrypts the
contents data based upon the format data 230. The data
transmitting unit 20 transmits the contents data protected by
the data converting unit 60 to the information processing
terminal 30b. The data receiving unit 81 receives transmis-
sion data 23 (contents data) transmitted from the information
processing terminal 30a.

[0181] On the other hand, the information processing
terminals 30a and 30b are equipped with a card insertion
detecting unit 36, a profile acquiring unit 38, a profile
transmitting unit 37, a service list receiving unit 39, a service
selecting unit 40, a data receiving unit 41, a data transmitting
unit 80, a reception data verifying unit 33, and a storage unit
32. The card insertion detecting unit 36 detects an insertion
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of the IC card 10. The profile acquiring unit 38 acquires a
terminal profile of the information processing terminal 30q,
or 30b. The profile transmitting unit 37 transmits this
acquired terminal profile to the IC card 10. The service list
receiving unit 39 receives a service list from the IC card 10.
The service selecting unit 40 selects a service from the
received service list. The data receiving unit 41 receives the
protected contents data transmitted from the IC card 10. The
data transmitting unit 80 transmits the protected contents
data to the IC card 10. The storage unit 32 stores thereinto
the contents data.

[0182] In the beginning, an import of contents data will
now be explained. When the card insertion detecting unit 36
of the information processing terminal 30a detects an inser-
tion of the IC card 10, the card insertion detecting unit 36
informs this card insertion to the profile transmitting unit 37
(1). When the card insertion is informed to the profile
transmitting unit 37, this profile transmitting unit 37 requests
the profile acquiring unit 38 to acquire a terminal profile (2).
Then, the profile acquiring unit 38 acquires the terminal
profile, and then, returns the acquired terminal profile to the
profile transmitting unit 37 (3). The terminal profile corre-
sponds to information as to the information processing
terminal 30a. In this fifth embodiment mode, this terminal
profile is assumed as such information related to a machine
sort, a model number, an empty storage capacity of a
terminal, and a protection format.

[0183] When the profile transmitting unit 37 receives the
terminal profile, the profile transmitting unit 37 transmits the
received terminal profile to the profile receiving unit 16 of
the IC card 10 (4) . The profile receiving unit 16 passes the
received terminal profile to the usable service judging unit
17 (5). The usable service judging unit 17 selects a list of
contents which can be imported into the IC card 10 by
employing the terminal profile and the service data 21, and
then, passes the selected contents list to the service list
transmitting unit 18 (6).

[0184] The service list transmitting unit 18 transmits the
service list to the service list receiving unit 39 of the
information processing terminal 30a (7). The service list
receiving unit 39 passes the service list to the service
selecting unit 40 (8). The service selecting unit 40 selects a
service, and then, transmits the selected service information
to the data transmitting unit 80 (9). At this time, the service
list corresponds to a list of such contents which can be
imported. The service selecting unit 40 may alternatively
display this list on a screen of an information processing
terminal, and then, a user may alternatively select contents.
When the data transmitting unit 80 receives the service
information, the data transmitting unit 80 derives contents
from the storage unit 32, and then, transmits the derived
contents to the data receiving unit 81 of the IC card 10 (10).

[0185] The data receiving unit 81 transfers the received
contents data to the data converting unit 60 (11). The data
converting unit 60 converts a protection format into such a
format which is stored in the IC card 10 by employing the
format data 230, and then stores the contents data having the
converted format as the transmission data 23 (12).

[0186] Next, an export of contents data will now be
explained. When the card insertion detecting unit 36 of the
information processing terminal 30b detects an insertion of
the IC card 10, the card insertion detecting unit 36 informs

Samsung Exhibit 1020
Page 46 of 49



US 2005/0015275 Al

this card insertion to the profile transmitting unit 37 (1).
When the card insertion is informed to the profile transmit-
ting unit 37, this profile transmitting unit 37 requests the
profile acquiring unit 38 to acquire a terminal profile (2).
Then, the profile acquiring unit 38 acquires the terminal
profile, and then, returns the acquired terminal profile to the
profile transmitting unit 37 (3). The terminal profile corre-
sponds to information as to the information processing
terminal 305b. In this fifth embodiment mode, this terminal
profile is assumed as such information related to a machine
sort, a model number, an empty storage capacity of a
terminal, and a protection format. When the profile trans-
mitting unit 37 receives the terminal profile, the profile
transmitting unit 37 transmits the received terminal profile to
the profile receiving unit 16 of the IC card 10 (4).

[0187] The profile receiving unit 16 passes the received
terminal profile to the usable service judging unit 17 (5). The
usable service judging unit 17 selects a list of contents which
can be exported from the IC card 10 by employing the
terminal profile and the service data 21, and then, passes the
selected contents list to the service list transmitting unit 18

(6).

[0188] Service data is arranged by a contents name and a
license. In the license, permit/not permit of an export is also
described in addition to a use condition. For example, in an
example of the service data shown in FIG. 31, the following
items are set: That is, “Song-1” can be exported to an
information processing terminal which supports the DRM of
the A format; if either the DRM of the A format or the DRM
of the B format is supported in an information processing
terminal marketed by a company “A”, then “Song-2” can be
exported; “Song-3” can be exported to an information
processing terminal called as ABC-01 of the company A by
the DRM of the C format; and also, if such a DRM other
than the D format is employed in an information processing
terminal of a company B, then “Movie-1” can be exported.

[0189] Next, the service list transmitting unit 18 transmits
the service list to the service list receiving unit 39 of the
information processing terminal 30b (7). The service list
receiving unit 39 passes the service list to the service
selecting unit 40 (8). The service selecting unit 40 selects a
service, and then, transmits the selected service information
to the transmission data judging unit 19 of the IC card 10 (9).
At this time, the service list corresponds to a list of contents
which can be exported. The service selecting unit 40 may
alternatively display the service list on the screen of the
information processing terminal 39, so that the user may
select the service.

[0190] When the transmission data judging unit 19
receives the service information, the transmission data judg-
ing unit 19 judges such a contents data which should be
transmitted to the information processing terminal 30 by
employing the judging-purpose data 22, and then, transfers
the judged contents data to the data converting unit 60 (10).
The data converting unit 60 obtains such a contents data
which should be transmitted from the transmission data 23,
and then, converts this contents data into such a contents
data in the protection format adapted to an information
processing terminal by employing both information of a
terminal profile and the format data 230 (11). The data
transmitting unit 20 receives the converted data from the
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data converting unit 60, and then, transmits this received
data to the data receiving unit 41 of the information pro-
cessing terminal 305 (12).

[0191] The data receiving unit 41 transfers the received
data to the reception data verifying unit 33 (13). The
reception data verifying unit 33 verifies the received data,
and causes the verified data to be stored in the storage unit
32 (14).

[0192] As the terminal profile, furthermore, information as
to the owned contents information may be alternatively
transferred. Since the owned contents information is trans-
ferred, only contents which are not owned are contained in
the service list, so that a service selecting operation may be
easily carried out.

[0193] FIG. 30 is an explanatory diagram for explaining
a detailed protection format converting operation by import-
ing and exporting contents data. In a protection format
converting engine 61 employed in the data converting unit
60, an interpreter 62 resolves the protected contents data
which is accepted from the information processing terminal
30z into an encryption key, an encrypted content, and a
license, and the formatter 63 accepts the encryption key, the
encrypted content, and the license, and then, forms the
protected contents based upon these encryption key,
encrypted content, and license.

[0194] As previously explained, in accordance with the
secure device and the information processing terminal of the
fifth embodiment mode of the present invention, while the
IC card is mounted and dismounted on the different infor-
mation processing terminals, since the contents data is
imported and exported, the contents data which has been
protected by a predetermined protection format is converted
into such a contents data having the different protection
format, so that the contents can be moved between the
information processing terminals having the different pro-
tection formats.

[0195] Inthe above-explained fifth embodiment mode, the
description has been made of such a case that the IC card is
employed as the secure device. Alternatively, similar to the
first embodiment mode, a secure memory card may be
employed. In this alternative case, the protection format of
the contents data having a larger storage capacity can be
converted.

[0196] As previously explained, the information process-
ing device of the present invention can own such an effect
that the information processing device can be executed by
the information processing terminal in an easy manner,
while the user need not perform the operation for acquiring
the application program from the external source. The
information processing device of the present invention may
be applied to various sorts of information processing device
which are used in various sorts of information processing
terminals, for example, a portable telephone, a portable
information terminal (PDA), a personal computer, a music
reproducing (and recording) device, a camera, a video
camera, an automatic cash dispenser, a street-installed ter-
minal, a settlement terminal, and the like.
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What is claimed is:

1. An information processing device for responding to a
request issued from an information processing terminal,
comprising:

retaining means for retaining both a first application
program for causing said information processing ter-
minal to execute a process operation and a second
application program for causing said information pro-
cessing device to execute a process operation; and

transmission means for transmitting said first application
program to said information processing terminal in
response to said request.
2. The information processing device as claimed in claim
15

wherein, when said information processing device is
mounted on said information processing terminal, said
transmission means transmits said first application pro-
gram.
3. The information processing device as claimed in claim
2,

wherein said transmission means selects the first applica-
tion program to be transmitted in response to a condi-
tion.
4. The information processing device as claimed in claim
3,

wherein said transmission means selects the first applica-
tion program to be transmitted in response to said
information processing terminal.
5. The information processing device as claimed in claim
4,

wherein said transmission means selects the first applica-
tion program to be transmitted in response to a terminal
profile acquired from said information processing ter-
minal.
6. The information processing device as claimed in claim
5>

wherein said transmission means selects the first applica-
tion program to be transmitted in response to machine
sort information which is contained in said terminal
profile.
7. The information processing device as claimed in claim
5>

wherein said transmission means selects the first applica-
tion program to be transmitted in response to an empty
storage capacity which is contained in said terminal
profile.
8. The information processing device as claimed in claim
5>

wherein said transmission means selects the first applica-
tion program to be transmitted in response to presence/
absence of a license related to said first application
program.
9. The information processing device as claimed in claim
8>

wherein said transmission means selects the first applica-
tion program to be transmitted in response to an input
of a license code related to said first application pro-
gram.
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10. The information processing device as claimed in claim
2’

wherein said information processing device further
includes providing means for selectably a list of pro-
cess operations providing on said information process-
ing terminal, wherein said list indicates process opera-
tions which can be executed by using a resource of said
information processing terminal, and

wherein, when said information processing device is
mounted on said information processing terminal, said
transmission means selects such a first application
program used to execute a process operation selected
from said list.
11. The information processing device as claimed in claim
1’

wherein said transmission means transmits information as
to an acquisition destination for acquiring a latest
version of said first application program to said infor-
mation processing terminal in combination with said
first application program.
12. The information processing device as claimed in claim
8 or 9, further comprising:

conversion means for converting a protection format of
the selected contents data based upon said terminal
profile,

wherein said transmission means transmits the converted
contents data.

13. The information processing device as claimed in claim
1 >

wherein said retaining means retains data which is used
by said first application program, and

wherein said transmission means transmits the data which
is used by the first application program in combination
with said first application program.
14. An information processing terminal which is commu-
nicated to an information processing device, said terminal
comprising:

requesting means for requesting said information process-
ing device to acquire a first application program which
is used to execute a process operation by said infor-
mation processing terminal;

acquisition means for acquiring said first application
program which is transmitted from said information
processing device in response to said request; and

storage means for storing thereinto the acquired first
application program.
15. The information processing terminal as claimed in
claim 14,

wherein said requesting means senses an insertion of said
information processing device to issue the request.
16. The information processing terminal as claimed in
claim 14,

wherein said requesting means senses that said informa-
tion processing device is located in a predetermined
range to issue the request.
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17. The information processing terminal as claimed in
claim 14, further comprising:

initiation means for initiating said first application pro-
gram by sensing that said first application program is
acquired.
18. The information processing terminal as claimed in
claim 14,

wherein said acquisition means acquires information as to
an acquisition destination used to acquire a latest
version of said first application program in combination
with said first application program.
19. The information processing terminal as claimed in
claim 14,

wherein said acquisition means acquires data which is
used by said first application program in combination
with said first application program.

20. An information processing system comprising:

an information processing terminal; and

an information processing device which is capable of
inserting into/pulling out of said information process-
ing terminal,

wherein said information processing device includes: 1)
retaining means for retaining both a first application
program for causing said information processing ter-
minal to execute a process operation and a second
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application program for causing said information pro-
cessing device to execute a process operation; and 2)
transmission means for transmitting said first applica-
tion program to said information processing terminal in
response to said request, and

wherein said information processing terminal includes: 1)
requesting means for requesting said information pro-
cessing device to acquire said first application program;
2) acquisition means for acquiring said first application
program which is transmitted from said information
processing device in response to said request; and 3)
storage means for storing thereinto the acquired first
application program.

21. The information processing device as claimed in claim

1, further comprising:

reception means for receiving contents data and a terminal
profile from the information processing terminal;

conversion means for detecting a protection format of the
received contents data based upon the terminal profile
and converting the protection format into a predeter-
mined protection format; and

storing means for storing thereinto the converted contents
data.
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