UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF TEXAS

MARSHALL DIVISION
ICASHE, INC,,
Plaintiff, Civil Action No. 2:24-cv-00429-JRG
V.
JURY TRIAL DEMANDED

SAMSUNG ELECTRONICS CO., LTD.,
et al.

Defendants.

PLAINTIFF ICASHE, INC.’S DISCLOSURE OF ASSERTED CLAIMS
AND INFRINGEMENT CONTENTIONS

Pursuant to Patent Rules 3-1 and 3-2 and the Court’s Order dated August 8, 2024
(Dkt. 14), Plaintiff iCashe, Inc. (“iCashe”) hereby provides its Disclosure of Asserted
Claims and Infringement Contentions (“Infringement Contentions”) against Defendants
Samsung Electronics Co., Ltd. and Samsung Electronics America, Inc. (collectively,
“Samsung” or “Defendants”) and identifies the documents included in its document
production made herewith.

iCashe reserves the right to amend or supplement these Infringement Contentions
pursuant to Patent Rule 3-6(a) in view of any claim construction ruling(s) issued by the
Court. iCashe further reserves the right to seek leave pursuant to Patent Rule 3-6(b) to
supplement and/or amend these Infringement Contentions, including identification of

asserted claims, accused instrumentalities, and additional infringing structures within
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already accused instrumentalities, based upon information obtained through discovery
and/or other means.

iCashe is providing these Infringement Contentions before it has had any
discovery from Samsung. Detailed information regarding Samsung’s smartphones,
wearable devices, and tablet computers and aspects of their NFC and/or MST
functionality is not publicly available. iCashe expects to obtain more detailed information
through discovery.

iCashe’s Infringement Contentions do not constitute a disclosure of any
information that is subject to attorney-client privilege or work-product protection or that
is otherwise immune from discovery.

| Identification of Infringed Claims (P.R. 3-1(a))

iCashe asserts seven patents: U.S. Patent Nos. 9,122,965 (“’965 patent”);
9,483,722 (*“’722 patent”); 11,694,053 (“’053 patent”); 8,403,219 (“°219 patent”);
9,202,156 (“’156 patent™); 9,208,423 (‘“°423 patent”); and 11,270,174 (*“’174 patent™)
(collectively, the “Asserted Patents”). Based on information presently available, iCashe
identifies in the table below each claim of each patent-in-suit that Samsung has infringed

and/or continues to infringe.

Patent Infringed Claims
’965 patent 1-20

>722 patent 1-14

’053 patent 1-8, 17-20

’219 patent 1-6

"156 patent 1-5, 8-12

’423 patent 1-5, 8-18

’174 patent 1-9
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I1. Identification of Accused Instrumentalities (P.R. 3-1(b))

iCashe contends that Samsung has infringed, and/or continues to infringe, the
Asserted Patents by making, using, offering for sale, selling, and/or importing into the
United States, Samsung smartphones, wearable devices, and tablet computers that
provide for contactless payment and/or other contactless “tap to” transactions using near
field communication (NFC) and/or magnetic secure transmission (MST) functionality.
Based on information presently available, iCashe identifies in the table below, the

Accused Instrumentalities.

Patent Accused Instrumentalities Infringed Claims
’965 patent | Samsung smartphones that include an NFC 1-20

controller, such as the NXP SN110U, another NXP
NFC controller, a Samsung NFC controller, a
Broadcom NFC controller, an STMicroelectronics
NFC controller, or any other NFC controller capable
of supporting “tap to” transactions, as applicable with
respect to the charted claims.

Samsung wearable devices and tablet computers that | 1-5, 7-11, 13-19
include an NFC controller, such as the NXP SN110U,
another NXP NFC controller, a Samsung NFC
controller, a Broadcom NFC controller, an
STMicroelectronics NFC controller, or any other
NFC controller capable of supporting “tap to”
transactions, as applicable with respect to the charted
claims.

722 patent | Samsung smartphones that include an NFC 1-14
controller, such as the NXP SN110U, another NXP
NFC controller, a Samsung NFC controller, a
Broadcom NFC controller, an STMicroelectronics
NFC controller, or any other NFC controller capable
of supporting “tap to” transactions, as applicable with
respect to the charted claims.

Samsung wearable devices and tablet computers that | 1-3, 5-9, 11-13
include an NFC controller, such as the NXP SN110U,
another NXP NFC controller, a Samsung NFC
controller, a Broadcom NFC controller, an
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Patent Accused Instrumentalities Infringed Claims

STMicroelectronics NFC controller, or any other
NFC controller capable of supporting “tap to”
transactions, as applicable with respect to the charted
claims.

’053 patent | Samsung smartphones, wearable devices, and tablet 1-8, 17-20
computers that include an NFC controller, such as the
NXP SN110U, another NXP NFC controller, a
Samsung NFC controller, a Broadcom NFC
controller, an STMicroelectronics NFC controller, or
any other NFC controller capable of supporting “tap
to” transactions, as applicable with respect to the
charted claims, and the methods used to manufacture
and/or test those products.

219 patent | Samsung smartphones that include an NFC 1-6
controller, such as the NXP SN110U, another NXP
NFC controller, a Samsung NFC controller, a
Broadcom NFC controller, an STMicroelectronics
NFC controller, or any other NFC controller capable
of supporting “tap to” transactions, as applicable with
respect to the charted claims.

156 patent | Samsung smartphones that include an MST 1-5, 8-12
controller, such as the Samsung S2ZMISO1A MST
Driver chip, another Samsung MST controller, a
Zinitix MST controller, an Exar MST controller, an
STMicroelectronics MST controller, or any other
MST controller capable of supporting “tap to”
transactions, as applicable with respect to the charted
claims.

"423 patent | Samsung smartphones that include an MST 1-5, 8-18
controller, such as the Samsung S2MISO1A MST
Driver chip, another Samsung MST controller, a
Zinitix MST controller, an Exar MST controller, an
STMicroelectronics MST controller, or any other
MST controller capable of supporting “tap to”
transactions, as applicable with respect to the charted
claims.

174 patent | Samsung smartphones that include an NFC 1-4, 6-9
controller, such as the NXP SN110U, another NXP
NFC controller, a Samsung NFC controller, a
Broadcom NFC controller, an STMicroelectronics
NFC controller, or any other NFC controller capable
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Patent Accused Instrumentalities Infringed Claims
of supporting “tap to” transactions, as applicable with
respect to the charted claims.

Samsung smartphones that include an MST 1-2,4-5,7-9
controller, such as the Samsung S2MISO1A MST
Driver chip, another Samsung MST controller, a
Zinitix MST controller, an Exar MST controller, an
STMicroelectronics MST controller, or any other
MST controller capable of supporting “tap to”
transactions, as applicable with respect to the charted
claims.

Attached hereto as Exhibit A is a list of accused products, including model
numbers, that iCashe has been able to identify based on presently available information.
iCashe may identify additional devices, and may accuse additional model numbers, as it
obtains discovery. Additionally, Exhibit A includes, for each device identified, an
indication of whether the device provides contactless payment and/or other contactless
“tap to” transactions using NFC and/or MST functionality, to the extent such information
could be determined from publicly available sources.! iCashe is without sufficient
information at this time to identify the specific NFC and/or MST chip manufacturer or
model number contained within each device.

The following Samsung website page was used to identify the accused products in
Exhibit A that include MST functionality: https://www.samsung.com/my/samsung-

pay/supported-devices/?srsltid=AfmBOor09aM0X0486788EnkJAA8iWp3 InTqw

"'Tn the NFC and MST columns of Exhibit A, “Y” indicates that, on information and
belief, the indicated functionality is present in the accused product, and “-” indicates that,
on information and belief, the indicated functionality is not present in the accused product
or that iCashe is without sufficient information at this time to identify whether the
indicated functionality is present in the accused product.
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V212K c300-0I1GgOd9iM. The page appears to be affiliated with a Samsung Malaysia-
based website and thus may not accurately reflect accused products with MST
functionality that were made, used, sold, offered for sale, or imported into the United
States. However, public sources identifying MST functionality of the accused products is
limited. 1Cashe reserves the right to amend its identification of NFC and/or MST
functionality of the accused products identified in Exhibit A, and any additionally
identified accused products, based on information obtained in discovery.

iCashe’s infringement charts, attached hereto, correlate the asserted claims to the
Accused Instrumentalities. iCashe expects to identify during discovery additional
infringing devices, including devices for which limited information is available, newly
released devices, and devices Samsung no longer sells (for which limited information is
available), that fall within the scope of iCashe’s infringement contentions.

III. Charts Identifying Each Element of Each Asserted Claim within Accused
Instrumentalities (P.R. 3-1(c))

1Cashe contends that Samsung has infringed and continues to infringe the Asserted
Patents, directly and indirectly, by: (1) making, using, offering to sell, selling, and/or
importing into the United States display panels and/or modules that practice the claims of
the Asserted Patents (35 U.S.C. § 271(a)); and (2) inducing third parties (e.g., Samsung
customers and end users) to directly infringe by making, using, offering to sell, selling,
and/or importing into the United States Samsung smartphones, wearable devices, and/or

tablet computers that practice the claims of the Asserted Patents, with knowledge of the
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Asserted Patents and of the third parties’ direct infringement and specific intent to cause
that direct infringement (35 U.S.C. § 271(b)). (See Dkt. 1 at 99 3, 31-44.)

Attached as Exhibits B through H-2, and as set forth below, iCashe provides charts
identifying specifically where each element of each asserted claim is found within the

Accused Instrumentalities.

Patent Claim Chart(s)
’965 patent Exhibit B
’722 patent Exhibit C
’053 patent Exhibit D
’219 patent Exhibit E
"156 patent Exhibit F
’423 patent Exhibit G
, Exhibit H-1
[74 patent I ibit H-2

iCashe contends that the charted products provide representative infringement
reads applicable to the broader set of Accused Instrumentalities, including substantially
similar products that iCashe may identify during discovery. iCashe reserves the right to
provide additional support, based on information obtained during discovery, for its
contention that the charted products are representative, or to chart additional products as
additional information becomes available.

1Cashe does not contend that any element of any asserted claim is governed by 35
U.S.C. § 112(6).

IV. Literal Infringement and Infringement under the Doctrine of Equivalents
(P.R. 3-1(d))

1Cashe contends that each element of each asserted claim is literally present in

each Accused Instrumentality. iCashe reserves the right to assert, in the alternative, that
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certain elements of certain asserted claims are present in the Accused Instrumentalities
under the doctrine of equivalents in light of information obtained during discovery and/or
in view of any claim construction ruling(s) issued by the Court.

V. Priority Dates of the Asserted Patents (P.R. 3-1(e))

1Cashe asserts that all asserted claims of U.S. Patent Nos. 9,122,965, 9,483,722,
and 11,694,053 claim priority to U.S. Application 12/188,346 and are thus entitled to a
priority date of August 8, 2008, the filing date of that application.

1Cashe asserts that all asserted claims of U.S. Patent Nos. 8,403,219, 9,202,156,
9,208,423, and 11,270,174 claim priority to U.S. Application 11/063,291 and are thus
entitled to a priority date of February 22, 2005, the filing date of that application.

VI. Disclosure Regarding Practice of Claimed Inventions (P.R. 3-1(f))

1Cashe does not contend that any 1Cashe apparatus, device, process, method, act,
or other instrumentality practices any of the asserted claims. Some apparatuses, devices,
processes, methods, acts, or other instrumentalities provided by third party Tyfone, Inc.,
including SideTap and/or iCashe Mobile Wallet, may have practiced some of the asserted
claims.

VII. Document Production Accompanying Disclosure (P.R. 3-2)

In accordance with Patent Rule 3-2, iCashe produces the following categories of
documents in the following production ranges.

Patent Rule 3-2(a): iCashe is not presently aware of any documents evidencing a
discussion, disclosure to, or other manner of providing to a third party, or sale of or offer

to sell, the claimed invention(s) prior to the dates of application for the patents in suit.
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Patent Rule 3-2(b): ICASHE 00010725 — ICASHE 00010784

Patent Rule 3-2(c):

Patent File History Production Range

’219 patent ICASHE 00000247 — ICASHE 00000372
"965 patent ICASHE 00000373 —ICASHE 00002163
"156 patent ICASHE 00002164 —ICASHE 00003833
’423 patent ICASHE 00003834 — ICASHE 00005504
>722 patent ICASHE 00005505 — ICASHE 00007498
’174 patent ICASHE 00007499 —ICASHE 00010225
’053 patent ICASHE 00010226 — ICASHE 00010724
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Dated: September 4, 2024 Respectfully submitted,

By: /s/ Aaron R. Fahrenkrog

Aaron R. Fahrenkrog

MN Bar No. 0386673 (admitted in this District)
Email: afahrenkrog@robinskaplan.com
Logan J. Drew

MN Bar No. 0389449 (admitted in this District)
Email: ldrew@robinskaplan.com
Emily J. Tremblay

MN Bar No. 0395003 (pro hac vice)
Email: etremblay@robinskaplan.com
Jessica L. Gutierrez

MN Bar No. 0396359 (pro hac vice)
Email: jgutierrez@robinskaplan.com
William R. Jones

MN Bar No. 0402360 (pro hac vice)
Email: wjones@robinskaplan.com
ROBINS KAPLAN LLP

2800 LaSalle Plaza

800 LaSalle Avenue

Minneapolis, MN 55402

Telephone: 612-349-8500

Facsimile: 612-339-4181

Of Counsel:

Andrea L. Fair

Texas State Bar No. 24078488
E-mail: andrea@wsfirm.com
WARD, SMITH & HILL, PLLC
1507 Bill Owens Parkway
Longview, TX 75604

(903) 757-6400 (telephone)

(903) 757-2323 (facsimile)

Attorneys for Plaintiff iCashe, Inc.
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CERTIFICATE OF SERVICE

I hereby certify that a copy of the foregoing document was served on September 4,
2024 on all counsel of record for Defendants via electronic mail using the following

contact information:

Melissa Richards Smith
Gillam & Smith, LLP

303 South Washington Avenue
Marshall, TX 75670
903-934-8450

903-934-9257 (fax)
melissa@gillamsmithlaw.com

/s/ Aaron R. Fahrenkrog
Aaron R. Fahrenkrog
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EXHIBIT H-1
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The chart below identifies where each element of the asserted claims of U.S. Patent No. 11,270,174 (“’174 patent”) is found in
the exemplary Samsung Galaxy S21 5G smartphone. iCashe contends that all Samsung smartphones made, used, tested, offered for
sale, sold, or imported into the United States by Samsung, that share the features detailed below with reference to the Samsung Galaxy
S21 5G smartphone, infringe at least claims 1-4 and 6-9 of the *174 patent in the manner charted herein. Specifically, all Samsung
smartphones that include an NFC controller, such as the NXP SN110U, another NXP NFC controller, a Samsung NFC controller, a
Broadcom NFC controller, an STMicroelectronics NFC controller, or any other NFC controller capable of supporting “tap to”
transactions, as applicable with respect to the charted claims, infringe as set forth below, including but not limited to the smartphones
listed in Exhibit A.

The Accused Products iCashe has been able to identify to date are listed in Exhibit A to iCashe’s Disclosure of Asserted Claims
and Infringement Contentions (“Infringement Contentions”). The Accused Products are not limited to the listed devices, and iCashe
reserves the right to identify additional devices based on information obtained in discovery, including but not limited to devices
released after service of iCashe’s Infringement Contentions.
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Claim Language Infringement Evidence

1. A mobile phone comprising: The Samsung Galaxy S21 5G smartphone (“Galaxy S21°) is a mobile phone.

https://www.samsung.com/us/smartphones/galaxy-s-series/certified-re-newed-
store/buy/?modelCode=SM5G991UZAAXAA.
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Claim Language

Infringement Evidence

Galaxy 5G
5G DEVICES WHAT IS 567
‘o
H H
L) °
Galaxy S21 Ultra 5G Galaxy S21+ 5G Galaxy S215G
Phantom Violet, Phantom Pink, Phantom
Phantom Black, .
Color Phantom Silver Phantom Black, Violet, Phantom Gray,
Phantom Silver Phantom White
Connectivity 5G (subé + mmW) 5G (subé + mmW) 5G (subé + mmW)
Battery 5000mAh (typical) 4800mAnh (typical) 4000mAh (typical)
Processor Octa-Core Octa-Core Octa-Core
2.8GHz, 2.4GHz, 1.8GH 2.8GHz, 2.4GHz, 1.8GHz 2.8GHz, 2.4GHz, 1.8GHz

https://web.archive.org/web/20211111133651/https:/www.samsung.com/us/mobile/5g/.

[1.a] a memory to hold
transaction data for use in a
plurality of transactions;

The Galaxy S21 contains a memory to hold transaction data for use in a plurality of transactions.

The Galaxy S21 includes as internal memory storage as well as random access memory (RAM).
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Claim Language

Infringement Evidence

Memory _ _
Internal Memory 7] Available Memory 7] RAM_Size (GB)
12BGE, 256GEB 101.2GB, 219.5GB 8GE

https://www.samsung.com/us/business/support/owners/product/galaxy-s21-5g-unlocked/.

For example, the Galaxy S21 includes LPDDRS memory such as the Samsung K3LK7K70BM-
BGCP chip, as shown below.

Teardown image from Samsung Galaxy S21 smartphone (emphasis added).
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Claim Language

Infringement Evidence

Additionally, the Galaxy S21 includes an application processor, i.e., an octa-core processor.

Processor
CPU Type

Ccta-Core

CPU Speed
2.84GHz,2 4GHz,1.BGHz

https://www.samsung.com/us/business/support/owners/product/galaxy-s21-5g-unlocked/.

As described in more detail with respect to limitation 1.e, the Galaxy S21 includes a Qualcomm

SM8350 Octa-Core Snapdragon 888 application processor. See

https://www.qualcomm.com/snapdragon/device-finder/samsung-galaxy-s21-5g. In addition to the
discrete LPDDRS memory chip, the Snapdragon 888 processor necessarily contains on-chip

memory stores (e.g., cache, register banks, etc.).

Samsung Pay stores an encrypted version of a card number (a digital token) that is sent to point-of-
sale (POS) devices during Samsung Pay transactions. The Galaxy S21 therefore necessarily stores
this digital token in memory to send the transmission. Samsung Pay may be used to complete a
plurality of transactions.

IPR2025-00645 Page 00017



Claim Language

Infringement Evidence

Is my credit or debit card number actually stored on my device?

No. The card information is encrypted and sent to the Samsung Pay server for processing with the payment card network's (i.e.,
Visa, MasterCard, or American Express) tokenization server. After processing, a token is assigned to your device, and this token is
used in place of the card number. When you process a payment, this token along with other transactional information is sent to
the payment terminal. Your card number is not part of this data. The terminal processing the payment does not receive your card
number as part of the transaction.

Is my credit or debit card number actually stored on the Samsung Pay server?

No. The card number is encrypted and passed to the payment card network's (i.e., Visa, MasterCard, or American Express)
tokenization server. After processing, a token is assigned to your device, and this token is used in place of the card number. This
token information is stored on the Samsung Pay server ancla copy is stored on your deviceI Your card number is not kept on the
Samsung Pay server.

https://www.samsung.com/us/support/answer/ANS00078533/ (emphasis added).
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Claim Language

Infringement Evidence

NFC and payment

Near Field Communication (NFC) allows you to communicate with another device
without connecting to a network. This technology is used by Android Beam and
certain payment apps. The device that you are transferring to needs to support NFC,
and it needs to be within four centimeters of your device.

2 From Settings, tap Connections > NFC and contactless payments, and then
tap to turn on this feature.

Tap and pay
Use an NFC payment app to make payments by touching your device to a compatible

credit card reader.

1. From Settings, tap (&) Connections > NFC and contactless payments, and then
tap( J) toturn on NFC.
2. Tap Contactless payments to see the default payment app.
« To use another payment app, tap an available app to choose it.
« To use a payment app that is open, tap Pay with currently open app.

« To set another payment service as the default, tap Others, and then tap the
service you prefer.

A4

—Q- TIP NFC technology is used with @ Samsung Pay. Turn on this feature to see

Fa¥ 4y

how easy and secure it is to use your device to make payments.

Samsung Galaxy S21 5G, Galaxy S21+ 5G, Galaxy S21 Ultra 5G User Manual (2021) (“Galaxy
S21 User Manual”) at 118.
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Claim Language Infringement Evidence

[1.b] a current carrying The Samsung Galaxy S21 contains a current carrying conductor capable of producing a time-
conductor capable of producing a | varying magnetic field that represents the transaction data in the plurality of transactions.
time-varying magnetic field that
represents the transaction data in | The Galaxy S21 contains an antenna, i.e., a current carrying conductor, used to transmit and receive
the plurality of transactions; NFC information and transaction sequences. The antenna is part of the NFC wireless charging coil
component depicted below.
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Claim Language

Infringement Evidence

Teardown image from Samsung Galaxy S21 5G smartphone (emphasis added).

Teardown image from Samsung Galaxy S21 5G smartphone (emphasis added).

The antenna is tuned to operate at 13.56 MHz. As shown below, the NFC system of the Galaxy S21

operates at 13.56 MHz.
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Claim Language

Infringement Evidence

A CT
HCT CO.,LTD.

TEL: +82-31-645-6300

74, Seoicheon-ro 578beon-gil, Majang-myeon, Icheon-si, Gyeonggi-do, 17383, Rep. of KOREA

FCC NFC REPORT

Certification

FAX: +82-31-645-6401

Applicant Name:
SAMSUNG Electronics Co., Ltd.

Address:
129, Samsung-ro, Yeongtong-gu, Suwon-si, Gyeonggi-do,
16677, Rep. of Korea

Date of Issue:
October 29, 2020

Test Site/Location:
74, Seoicheon-ro 578beon-gil, Majang-myeon, Icheon-
si, Gyeonggi-do, 17383 KOREA

Report No.: HCT-RF-2010-FCO011

RF Output Field Strength: 18.19 dBuV/m @30 m
Frequency of Operation: 13.56 MHz I

Modulation type: ASK

FCC Classification:

FCC Rule Part(s): FCC Part 15.225 Subpart C

FCC ID: A3LSMG991U

APPLICANT: SAMSUNG Electronics Co., Ltd.
Model: SM-G991U

Additional Model: SM-G991U1

EUT Type: Mobile Phone

Low Power Communication Device — Transmitter

FCC NFC Test Report for Samsung Galaxy S21 Smartphone at 1 (emphasis added).
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Claim Language

Infringement Evidence

Agilent Spectrum Analyzer - Occupied BW

R T RS VN GRS
Center Freq 13.560000 MHz

HIFGain:Low

Ref 20.00 dBm

Center 13.56 MHz
Res BW 47 kHz

Occupied Bandwidth

SENSE: INT] SLIGNAUTS 045+ 13PM Ot 27, 2020

Center Freq: 13560000 MHz

e Trig:Free Run BvglHold: 111

#ftten: 18 dB

#/BW 150 kHz

Total Power

1.6912 MHz

Transmit Freq Error 2.679 kHz

OBW Power

% dB Bandwidth 484.6 kHz xdB

Radie Std: None Frequency
Radie Device: BTS

Span 3 MHz
Sweep 2533 ms

7.84 dBm

99.00 %
-20.00 dB

STATUS

FCC NFC Test Report for Samsung Galaxy S21 Smartphone at 23 (emphasis added).

The Galaxy S21 also includes an NXP SN110U V3 NFC and Secure Element chip (“SN110U”).
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Claim Language

Infringement Evidence

Date: November 4. 2020

Harry Lee

SAMSUNG ELECTRONICS Co.. Ltd
129 Samsung-ro

Yeongtong-gu

Gyeonggi-do

Suwon-si 16677

KOREA. REPUBLIC OF

Approval Number:

Approval Date:

EMVCo Website Publication Date:
Approval Expiration Date:

Product Provider Name:
Registration Number:
Commercial Name:
Product Name:

Product Version:

Re: EMVCo Letter of Approval — EMV Contactless Level 1 Mobile Product

(J)EMVCo

MTA LOA SAEL 02859
November 4, 2020
January 15, 2021
November 2, 2023

SAMSUNG ELECTRONICS Co.. Ltd
SAEL.V 14 0068
SM-G991B/DS

Vi
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Claim Language

Infringement Evidence

Contactless Conunumication Protocol: Bd Type A B Type B

Execution Environment: BJUICC?slot1 [ ] UICC? slot 2
[]eSE BJ HCE
[Jeulcc

Mobile Product Operating System Name and Version: Android Version 11.0

NFC Controller Name and Version: I SN110U V3V ers@ Z\I-"AI

NFC Controller Firmware Name and Version: N/A Version FWO01.10.5A

https://www.emvco.com/wp-content/uploads/loa/MTA LOA SAEL 02859 24Nov20

_ SHORT.pdf (emphasis added).
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Claim Language

Infringement Evidence

. v .J
. ' E”n ULL ',::: ‘I‘J
[ I t]‘-)

" ‘_u W s H'B‘.;" A &= g (W

Teardown image from Samsung Galaxy S21 5G smartphone (emphasis added).

The antenna in the Galaxy S21 operates in conjunction with the SN110U chip to produce a time-
varying magnetic field that represents the transaction data in the plurality of transactions, as
discussed below.

The SN110U chip provides near-field communications functionality, enabling NFC payment
transactions, as discussed in further detail below.
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Claim Language Infringement Evidence

} { PRODUCTS  APPLICATIONS DESIGN SUPPORT COMPANY SIGN IN LANGUAGE v -E'

SHARE The Common Criteria evaluation involves independent design analysis conducted by approved
evaluation laboratories overseen by a government scheme. For example, it provides the same

4 level of assurance required for ePassports against Common Criteria EALS+. The evaluation
in includes the ability to resist state of the art attack methods such as side-channel analysis, laser
T fault injections and differential fault analysis.

An example of an eUICC is NXP's SN110U. This single-die PP0100 CC certified IC features an
embedded secure element, a near field communications function and an eSIM.

Tags: Mobile sHare ¥ in f

https://www.nxp.com/company/blog/imagine-never-having-to-change-a-sim-again:BL-NEVER-
CHANGE-SIM-AGAIN (emphasis added).

IPR2025-00645 Page 00027



Claim Language

Infringement Evidence

Near Field
Communication

SN110x Android
Reference Platform

This is to certify that

NXP Semiconductors

has successfully achieved certification in the NFC Forum
Certification Program indicating that their product has
demonstrated its conformance to the Applicable Certification
Requirements listed below.

Certification Requirements:

Certification Release 11

Test Release 11.1

Device Class: NFC Universal Device
Card emulation: T3T, T4AT, TABT

Date certified: 2019-10-23
Certification ID: 58603

TM: The NFC Certification Mark is a worldwide trademark or registered trademark of the NFC Forum. The NFC Certification Mark may be used only in relation to
products that have been certified under this program and only after the company has entered into the license agreement with the NFC Forum. The register of NFC

Forum Certified products may be viewed at http://nfc-forum

The NFC Forum Certification Program is operated by the NFC Forum.

NFC Forum Certification NXP SN110x.

The NFC functionality of the SN110U chip in the Galaxy S21 can be used for, e.g., completing

Samsung Pay transactions.
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Claim Language

Infringement Evidence

Use Samsung Pay
Use Samsung Pay by opening the app and holding your device over the store's card
reader.
1. From @ Samsung Pay, select a card to pay with and authorize payments by
scanning your finger or by entering your Samsung Pay PIN.
2. Hold your phone over the store’s card reader.

« When your payment is complete, a receipt is sent to your registered email.

NOTE Make sure the NFC feature is enabled on your device. For more
information, see

Galaxy S21 User Manual at 106-07.

IPR2025-00645 Page 00029



Claim Language

Infringement Evidence

NFC and payment

Near Field Communication (NFC) allows you to communicate with another device
without connecting to a network. This technology is used by Android Beam and
certain payment apps. The device that you are transferring to needs to support NFC,
and it needs to be within four centimeters of your device.

2 From Settings, tap Connections > NFC and contactless payments, and then
tap ( J® to turn on this feature.

Tap and pay
Use an NFC payment app to make payments by touching your device to a compatible
credit card reader.
1. From Settings, tap (&) Connections > NFC and contactless payments, and then
tap 1 to turn on NFC.
2. Tap Contactless payments to see the default payment app.
« To use another payment app, tap an available app to choose it.
« To use a payment app that is open, tap Pay with currently open app.

« To set another payment service as the default, tap Others, and then tap the
service you prefer.

A4

—Q- TIP NFC technology is used with @ Samsung Pay. Turn on this feature to see

Fa¥ 4y

how easy and secure it is to use your device to make payments.

Galaxy S21 User Manual at 118.
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Fast, secure payments with Samsung
Pay

Samsung Pay allows you to tap to pay with your device anywhere NFC is available, making in-store payments
quick and secure'. You can also use Samsung Pay for in-app and online purchases at participating merchants,
including Samsung.com.

https://www.samsung.com/us/apps/samsung-wallet/.

What differentiates Samsung Pay from Apple Pay or Android Pay?

Both Apple Pay and Google Pay rely on Near Field Communication (NFC) technology to make
contactless payment. These services are limited to merchants with NFC-enabled payment
terminals. Merchants are required to upgrade to a new payment terminal with NFC capabilities
in order to accept Apple Pay or Android Pay. Samsung Pay, on the other hand, uses both NFC
and Magnetic Secure Transmission (MST) technology on supported devices, making it work
with nearly all current payment terminals. Some payment terminals may require software
updates.

https://www.samsung.com/us/support/answer/ANS00080583/.

The NFC antenna includes a current-carrying conductor that produces a time-varying magnetic
field, by producing a 13.56 MHz varying magnetic signal (modulation), as depicted below.
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Fig 2. ALM mode SINGLE concept

On the left graph the red 13.56MHz signal shows the voltage at the NFC antenna which
is induced by the reader field, the blue curve shows the modulation pattern. This
modulation pattern is generated by actively driving 13.56MHz with TX1 or TX2 while the
other TX pin (TX2 or TX1) is kept silent.

On the right we can see the modulated reader field.

Application Note AN11755, PN7150 Antenna Design and Matching Guide, Rev. 1.7 (July 10, 2019)
(“PN7150 Antenna Design and Matching Guide”) at 5.!

' The PN7150 is substantially identical in relevant part to the SN110U, as discussed below regarding limitation 1.d.

IPR2025-00645 Page 00032



Claim Language

Infringement Evidence

Dielta that can be
decoded by the

H||II reader
\\' |"
/||
‘l l\I ‘||/

[t t)
ALMHAL

ALM Mode (DUAL):
L._rrl:\d_&ui'lj[ﬁ o | | }
||| |

F
/ 1 11
jiliHni”H.“l _ ‘J l !J

sag” 1xin® 15407 207" o .mn"‘ 1 ®

=
e

\Ll

Fig 3. ALM mode DUAL concept

1.5m007 210"
i

In this mode the modulation pattern is generated by actively driving 13.56MHz with TX1
and TX2. The modulation depth observed is twice the modulation depth of mode 1.

PN7150 Antenna Design and Matching Guide at 5.

The time-varying magnetic field represents the transaction data in the plurality of transactions. As
described with respect to limitation 1.a, Samsung Pay stores an encrypted version of a card number
as a digital token (transaction data) that is sent to POS devices during Samsung Pay transactions.
Samsung Pay may be used to complete a plurality of transactions.
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Is my credit or debit card number actually stored on my device?

No. The card information is encrypted and sent to the Samsung Pay server for processing with the payment card network's (i.e.,
Visa, MasterCard, or American Express) tokenization server. After processing, a token is assigned to your device, and this token is
used in place of the card number. When you process a payment, this token along with other transactional information is sent to
the payment terminal. Your card number is not part of this data. The terminal processing the payment does not receive your card
number as part of the transaction.

Is my credit or debit card number actually stored on the Samsung Pay server?

No. The card number is encrypted and passed to the payment card network's (i.e., Visa, MasterCard, or American Express)
tokenization server. After processing, a token is assigned to your device, and this token is used in place of the card number. This
token information is stored on the Samsung Pay server and a copy is stored on your device. Your card number is not kept on the
Samsung Pay server.

https://www.samsung.com/us/support/answer/ANS00078533/.

[1.c] a network interface for
connecting the mobile phone to a
network, wherein one or more
parts of the transaction data are
downloadable to the mobile
phone via the network;

The Galaxy S21 contains a network interface for connecting the mobile phone to a network,
wherein one or more parts of the transaction data are downloadable to the mobile phone via the
network.

For example, the Galaxy S21 has an interface for Wi-Fi network connectivity.

Connectivity
Wi-Fi Connectivity use 0 Bluetooth

80211 a/b/g/n/ac/ax 2 4G+5GHz, USB3.2Gen1 Bluetooth v5.0
HES&0, MIMO, 1024-04AM
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https://www.samsung.com/us/business/support/owners/product/galaxy-s21-5g-unlocked/.

The Galaxy S21 also includes an interface for cellular network connectivity.

Network
2G GSM

G5ME50,G5M%00,DC51800,PCS190
0

3G CDMA
BC0(800),BC1(1900),BC10(800)

2G CDMA
CDMA800,USPCS1200

4G FDD LTE
B1(2100),B2(1900),B3(1800), BA(AW
S),B5(850),B7(2600),B8(900),812(7
00),813(700),B14(700),B18(300), BT
9(800),B20(800),825(1900),B26(85
0),B28(700),B30(2300),B66(AWS-
3),871(600)

3G UMTS
B1(2100),B2(1900), BA(AWS),B5(850
),BB(900)

4G TDDLTE
B38(2600),B39(1900),B40(2300),B4
1(2500),B46(5200),B48(3600)

https://www.samsung.com/us/business/support/owners/product/galaxy-s21-5g-unlocked/.

Through this network connectivity, one or more parts of the transaction data are downloadable to
the mobile phone via the network. For example, the Samsung Pay Application or Samsung Wallet
Application may be used to download transaction data, such as card information, to the mobile
phone via the network. An example of a request for updated card information is shown below.
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Get Card Data
Returns the detailed information of the requested card.
Request
Type Value Description
Method GET
URL {Partner server URL}/cards/{Card Id}/{refld}?fields={fields}
Credential token.
. String ) The token can have prefix "Bearer” as an
Authorization Required o )
(1024) authorization type, e.g., Bearer <credentials=.
Headers * Refer to Authorization Token for more details.
) ) ) Request identifier.
x-requestid | String (32) | Required )
Randomly generated UUID string.
Wallet card identifier.
Card Id String (32)  Required  * Refer to "Add to Wallet” Interfaces for more
Path details.
Parameters
) ) Unique content identifier defined by the content
refld String (32) | Required )
provider
aQ Attributes which intended to retrieve.
ue
v fields String(128)  Optional | Can be specified using commas(,) as separators.
Parameter
* Refer to balance barcode.
Payload N/A
Example GET /cards/12584806754/ref-20230304-0003
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https://developer.samsung.com/wallet/api/server-interaction.html.

Furthermore, transaction data such as recent transaction information is available for download over

the network.

View recent transactions

Did you pay the cable bill already? If you aren't sure, just take
a look at your recent transactions.

Open Samsung Pay on your phone. Tap Menu in the upper
left corner, and then tap Cards. Select your desired payment
card, and then swipe up to see up to a month's worth of
recent transactions and purchases made with the Samsung
Pay app.

Card number

Transactions

WHOLEFDS RDW 101

Note: You can only view transactions made with the Samsung Pay app. If you are looking for details about purchases made on
Samsung.com or the Shop Samsung app, you can see them in your account.

0002635

$16.09

https://www.samsung.com/us/support/answer/ANS00044981/.

[1.d] a driver to excite the
current carrying conductor; and

The SN110U chip in the Galaxy S21, which includes NFC functionality, includes a driver to excite
the current carrying conductor, i.e., the antenna.

Although NXP has not published certain information regarding the functionality or functional
blocks of the SN110U chip, it has published block diagrams showing the components of SN1xx
family devices, including the embedded NFC controller, the embedded secure element, and the

system mailbox, as shown below.
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soo &
SN100T
m .
| Embedded NFC Controller Embedded Secure Elernent (SN100_SE) |
| (SN100_NFC)
eSE — Software Domain |
: '
|
H—UART / 12C-5~ |
| |
- SPl—— — — — — — ————SP——
| - |
______ _'____________________

150 7816 —- App

Fig. 1.2: SN100x Product Configurations

NXP SN100T — JCOP5.1 on SN100.C48 Secure Element Security Target Lite, Rev. 1.0 (Apr. 18,
2019) (“NXP SN100T Secure Element Specification™) at 5.

Although certain information regarding the functionality or functional blocks of the SN1xx family
devices is not publicly available, NXP also has published detailed information about the
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functionality and functional blocks of other NXP NFC chips, including the PN7150. The
functionality of the PN7150 is described in the publicly available PN7150 High Performance NFC
Controller with Integrated Firmware, Supporting All NFC Forum Modes, Product Data Sheet, Rev.
4.1 (Jan. 27, 2023) (“PN7150 Data Sheet”). Additionally, a publicly available Antenna Design and
Matching Guide published in 2019 describes functionality of the PN7150 in connection with Active
Load Modulation (ALM) communication. Application Note AN11755, PN7150 Antenna Design and
Matching Guide, Rev. 1.7 (July 10, 2019) (“PN7150 Antenna Design and Matching Guide”).

On information and belief and as detailed below, the NXP PN7150 chip—as described in the
publications cited herein—contains certain functional blocks and interfaces that are similar to some

of the relevant functional blocks and interfaces of the NXP SN110U chip and surrounding circuitry
in the Galaxy S21.

The SN110U supports RF communication at 13.56 MHz, as demonstrated by the NFC system of
the Galaxy S21, discussed above regarding limitation 1.b.

The NXP SN100T Secure Element Specification confirms that the embedded NFC controller of the
SN110U supports Type A and Type B communications.
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(SN100_NFC)

~'—UART / 12C

150 7816 —-

Embedded NFC Controller Embedded Secure Element (SN100_SE)

|

—_— eSE — Software Domain |

| NFC |
Type A/B/F

| [ I |

|

: |

|

Fig. 1.2: SN100x Product Configurations

NXP SN100T Secure Element Specification at 5 (emphasis added).

The EMVCo certification of the Galaxy S21 as an EMV Contactless Level 1 Mobile Product
indicates that the Galaxy S21 supports Type A and Type B communications under the ISO/IEC

14443 standard.
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Contactless Conununication Protocol: 0 Type A ] Type B

Execution Environment: ] UICC?slot1 [ ] UICC?slot 2
[leSE X HCE
Jeulcc

Mobile Product Operating System Name and Version: Android Version 11.0

NFC Controller Name and Version: SN110U V3 Version N/A

NFC Controller Firmware Name and Version: N/A Version FWO01.10.5A

https://www.emvco.com/wp-content/uploads/loa/MTA LOA SAEL 02859 24Nov20
_SHORT.pdf (emphasis added).

Like the SN110U, the PN7150 is a highly integrated NFC transceiver IC for contactless
communication at 13.56 MHz that supports various ISO/IEC 14443 modes.

The PN7150 is a highly integrated NFC transceiver IC for contactless communication at
13.56MHz. This transceiver IC utilizes an outstanding modulation and demodulation
concept completely integrated for different kinds of contactless communication methods
and protocols at 13.56 MHz.

PN7150 Antenna Design and Matching Guide at 3.
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Plug'n play and high-performance full NFC solution PN7150 is a full NFC controller
solution with integrated firmware and NCI interface designed for contactless
communication at 13.56 MHz_ It is compatible with NFC forum requirements.

PN7150 is designed based on learnings from previous NXP NFC device generation. It

is the ideal solution for rapidly integrating NFC technology in any application, especially
those running O/S environment like Linux and Android, reducing Bill of Material (BOM)

size and cost, thanks to:

« Full NFC forum compliancy (see [1]) with small form factor antenna
+ Embedded NFC firmware providing all NFC protocols as pre-integrated feature

+ Direct connection to the main host or microcontroller, by I*C-bus physical and NCI
protocal

+ Ultra-low power consumption in polling loop mode

Highly efficient integrated power management unit (PMU) allowing direct supply from a
battery

PN7150 embeds a new generation RF contactless front-end supporting various
transmission modes according to NFCIP-1 and NFCIP-2, ISO/AEC 14443, ISO/IEC
15693, MIFARE Classic IC-based card and FeliCa card specifications. It embeds an Arm
Cortex-M0 microcontroller core loaded with the integrated firmware supporting the NCI
1.0 host communication. It also allows to provide a higher output power by supplying the
transmitter output stage from 3.0 Vto 4 75V

PN7150 Data Sheet at 2.

Like the SN110U, the PN7150 is designed to be connected to an external coil antenna.
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The PN7150 is intended to be connected to an external coil antenna through a specific
matching/tuning network.

The purpose of this document is first to provide some guidelines regarding the design of
the NFC antenna to be connected to the PN7150.

It then depicts a measurement method in order to evaluate the performances of the
antenna prior to connecting it to the NXP NFC chip.

The next chapter explains how to determine the matching network to be placed between
a given antenna and the PN7150 (based on the antenna electrical equivalent circuit)

Then, an RF performance validation procedure is proposed.

Finally, an example of PN7150 antenna and tuning design is given as reference.

PN7150 Antenna Design and Matching Guide at 3.

Given the similarities and common functionalities across the SN110U and the PN7150, and in the
absence of publicly available information regarding the SN110U, detailed technical information
regarding the PN7150 is set forth below for illustrative purposes and relied upon herein to
demonstrate relevant functionality of the SN110U and surrounding circuitry.

NXP provides block diagrams for the PN7150. Certain functional blocks of the PN7150 are
demonstrative of some functional blocks of the SN110U chip for the reasons discussed above.
Notably, as shown in the block diagram below, the PN7150 contains smartcard circuitry, including
at least a Contactless Interface Unit (CIU). The functionality found in the CIU is relevant for
reasons discussed below.
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CLESS CLESS UART HOST INTERFACE
INTERFACE UNIT
2]
RFDETECT  SENSOR RX CODEC B
SIGNAL
DEMOD ADC TXCODEC ' ROCESSING
DRIVER TxCtrl
ARM DATA
oL a6 CORTEX M0 MEMORY
VMID HE
| | EEProm
AHB to APB
MEMORY
CONTROL
CODE
POWER MISCELLANEOUS CLOCK MANAGEMENT UNIT —| MEMORY
MANAGEMENT UNIT
OSCILLATOR  OSCILLATOR
BATTERY UMERS 380 kHz 40 MHz ROM
MONITOR
CRC FRACN QUARTZ
45V 18V COPROCESSOR PLL OSCILLATOR E=rAl
TXLDO DSLDO
RANDOM
NUMBER
GENERATOR
aaa-016737
Fig 3. PN7150 block diagram

PN7150 Data Sheet at 10 (emphasis added).
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On information and belief, the SN110U chip contains circuitry and functional blocks within the
embedded NFC controller that correspond to certain circuitry and functional blocks within the CIU
of the PN7150.

As evidenced by the Galaxy S21°s NFC-based Samsung Pay functionality, for example, the
circuitry includes a functional block (i.e., a driver) for actively transmitting modulated data via the
antenna for conducting the transaction.

Many NXP NFC chips, including the SN110U, contain load modulation circuitry for active load
modulation. In a paper published in 2012, the authors explain the benefits of active load modulation
in NFC chips for use in mobile phones. Gebhart, Michael, et al., Active Load Modulation for
Contactless Near-Field Communication, IEEE 2012 International Conference on RFID-
Technologies and Applications (RFID-TA). The authors describe a test in which an NXP NFC chip
(PN547) was operated to communicate with an NFC reader using each of active load modulation
(ALM) and passive load modulation (PLM). As shown below, with ALM, the PN547 was capable
of communicating with the NFC reader at significantly greater distances. The test shows that
passive load modulation limited the communication distance between the chip and reader to less
than 3cm, while ALM allowed for greater distances between the chip and reader.
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Fig. 10. Comparison of operating distance achieved with ALM and PLM.

Gebhart, Michael, et al., Active Load Modulation for Contactless Near-Field Communication, IEEE
2012 International Conference on RFID-Technologies and Applications (RFID-TA) at 5.

Due to the demonstrated benefit of active load modulation, many NXP NFC chips contain ALM
circuitry and functionality. For example, as shown below with respect to the PN7150 chip, the NXP
SN110U chip and surrounding circuitry was designed for ALM. As further discussed below, testing

indicates that the Galaxy S21 utilizes this ALM functionality.
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2.2 Single loop antenna dedicated for Active Load Modulation

PN7150 was designed for Active Load Modulation (ALM) concept. ALM provides high

performances and significant margins to NFC standard criteria. It also allows the use of
smaller antenna.

PN7150 Antenna Design and Matching Guide at 4.
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Fig 2. ALM mode SINGLE concept

On the left graph the red 13.56MHz signal shows the voltage at the NFC antenna which
is induced by the reader field, the blue curve shows the modulation pattern. This
modulation pattern is generated by actively driving 13.56MHz with TX1 or TX2 while the
other TX pin (TX2 or TX1) is kept silent.

On the right we can see the modulated reader field.

PN7150 Antenna Design and Matching Guide at 5.
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ALM Mode (DUAL):
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Fig 3. ALM mode DUAL concept

In this mode the modulation pattern is generated by actively driving 13.56MHz with TX1
and TX2. The modulation depth observed is twice the modulation depth of mode 1.

PN7150 Antenna Design and Matching Guide at 5.

As shown below, the PN7150 circuitry produces a modulation signal that is driven to the antenna
via TX1 and/or TX2.
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Tmaod

Vmed

Fig 4. Single Loop Antenna concept (mode 1 illustration)

PN7150 Antenna Design and Matching Guide at 6.

2 ALM

{Ref signal

Fig 5. Load modulation illustration
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PN7150 Antenna Design and Matching Guide at 6.

The ALM produces upper and lower sidebands with respect to the 13.56 MHz signal.

strength is low.

On Fig 6 below LMA result examples are shown for Upper Side Band and Lower Side
Band in the 2 modes available for PN7150 (respectively mode 1, mode 2).

In order to minimize the phase error, it is necessary to limit the level of the load
modulation amplitude (LMA) and to adjust the balance of the Side Bands when the field

LMA (mV)

40

......

20

mode_1_TX_L5B[mV]
mode_1_TX_USB[mV]
= = -mode_2_TX_LSB[mV]

—— mode_2_TX_USB[mV]

Orange LimitimV]

. S e—

0.00 1.00 .00 3.00 4.00 5.00 6.00 1.00

Fig 6. Example Side Bands ISO results for modes 1, 2

= = =150 Limit[mV]

goo  Field (A/m)

PN7150 Antenna Design and Matching Guide at 7.
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The PN7150 CIU contains both a transmitter control block, TxCtrl, and a driver block/circuits,
which perform active load modulation for communication to a point-of-sale terminal.

CLESS CLESS UART HOST INTERFACE
INTERFACE UNIT
12C-bus
RFDETECT  SENSOR RX CODEC
SIGNAL
DEMOD ADC TXCoDEC ' ROCESSING
DRIVER TxCtrl |
ARM DATA
oL o CORTEX M0 MEMORY
VMID AL
| | Eerrom
AHB to APB ||
MEMORY
CONTROL
CODE
POWER MISCELLANEOUS || CLOCK MANAGEMENT UNIT — MEMORY
MANAGEMENT UNIT
OSCILLATOR  OSCILLATOR
ROM
BATTERY QIMERS 380 kHz 40 MHz
MONITOR
CRC FRACN QUARTZ
45V 18V COPROCESSOR PLL OSCILLATOR [EERHIL
TX-LDO DSLDO
RANDOM
NUMBER
GENERATOR
aaa-016737
Fig 3. PN7150 block diagram

PN7150 Data Sheet at 10 (emphasis added).
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The PN5180 Data Sheet provides additional detail regarding transmitter circuitry within NXP NFC
chips like the PN5180, PN7150, and SN110U. Like the PN7150, the PN5180 also has Tx pins for
driving an antenna signal along a Tx path to the NFC reader. iCashe has not received any discovery
regarding the operation of the SN110U chip. iCashe reserves the right to modify its contentions
based on non-public information learned through discovery, including, inter alia, any differences in
functionality across the SN110U, the PN7150, and the PN5180.
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IRQ
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Figure 2. PN5180 Block diagram

PN5180 Data Sheet at 11 (emphasis added).
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Transmitter TX

The transmitter is able to drive an antenna circuit connected to outputs TX1 and TX2 with
a 13.56 MHz carrier signal. The signal delivered on pins TX1 and pin TX2 is the 13.56
MHz carrier modulated by an envelope signal for energy and data transmission. It can

be used to drive an antenna directly, using a few passive components for matching and
filtering. For a differential antenna configuration, either TX1 or TX2 can be configured to
put out an inverted clock. 100 % modulation and several levels of amplitude modulation
on the carrier can be performed to support 13.56 MHz carrier-based RF-reader/writer
protocols as defined by standards ISO/IEC 14443 type A and B, FeliCa and ISO/IEC

18092.
envelope T\iIzD
|
clk_highside &«; hs_gate \I: M2
TVDD 1 X1
clk_lowside & Is_gate<14:0> \I: Mi<
PRE-DRIVERS |

aaa-008643

Figure 29. PN5180 Output driver

PN5180 Data Sheet at 70.

On information and belief, the NXP SN110U chip contains functional blocks and circuitry that are
configured and operate in substantially the same manner in relevant part.>

2 Again, iCashe has not received any discovery regarding the operation of the SN110U chip and thus uses the PN5180 throughout this
chart for the limited purpose of illustrating the likely presence of similar, corresponding circuitry in the SN110U chip. On information
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The EMVCo certification of the Galaxy S21 as an EMV Contactless Level 1 Mobile Product
indicates that the Galaxy S21 has an active load modulation circuit compliant with the requirements
of the EMV Level 1 Specifications for Payment Systems. The EMVCo Certification further
indicates that the Galaxy S21 supports Type A and Type B communications under the ISO/IEC
14443 standard.

and belief, similar circuitry (and additional circuitry) is present in the SN110U chip. To the extent the cited circuitry of the PN5180
includes passive circuitry components or to the extent the PN5180 does not support active load modulation in certain operating modes,
iCashe does not contend that such passive circuitry, alone, satisfies the relevant limitations of the asserted claims.
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Re: EMVCo Letter of Approval — EMV Contactless Level 1 Mobile Product

Approval Number:

Approval Date:

EMVCo Website Publication Date:
Approval Expiration Date:

MTA_LOA_SAEL_02859
November 4, 2020
January 15, 2021
November 2, 2023

Product Provider Name:
Registration Number:
Commercial Name:
Product Name:

Product Version:

Type Allocation Code (TAC) or product identifier
for testing sample:

Type Allocation Code (TAC) or product identifier
for production®:

Implementation Conformance Statement:

SAMSUNG ELECTRONICS Co., Ltd
SAEL.V 14 0068

Galaxy S21 5G

SM-G991B/DS

Vi1

35285930

35285930

MTA_ICS_SAEL 02859 71

I EMV Specification:

Version 3.0 I

EMV Specification Bulletins:
Contactless Level 1 Analog Test Cases:
Contactless Level 1 Digital Test Cases:

Contactless Level 1 Performance Test Cases:

Contactless Level 1 Interoperability Test Requirements:

Contactless Level 1 Test Cases Bulletins:

N/A

Version 3.0a

Version 3.0a

Version 2.3

Version 1.4

N/A
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I Contactless Conumumication Protocol: B Type A B Type B I
Execution Environment: BJUICC?slot1 [ ] UICC? slot 2
[]eSE B HCE
[Jeulcc

Mobile Product Operating System Name and Version: Android Version 11.0
NFC Controller Name and Version: SN110U V3 Version N/A

NFC Controller Firmware Name and Version: N/A Version FWO01.10.5A

As aresult, EMVCo has found reasonable evidence that the submitted samples sufficiently conform to the
EMYV Contactless Interface Specification version 3.0 and other EMV Co requirements. This finding is subject to the
restrictions and comments in Attachment A.

For a more detailed listing of the features supported by the product please review the Implementation
Conformance Statement.

EMVCo herebv (a) grants vour EMVCo mobile type approval, based on the requirements stated in EMV
Contactless Interface Specification version 3.0fand other EMVCo requirements, and (b) agrees to include your
EMYV mobile product in EMVCo's list of approved products. EMVCo mobile type approval does not extend to
portions or components of a card or application that are not defined by EMV Contactless Interface Specification
version 3.0. EMVCo's grant to your EMV mobile product is subject to and specifically incorporates (i) the General
Terms and Conditions to the Letter of Approval enclosed as Exhibit A, and (ii) the Specific Terms and Conditions
to the Letter of Approval attached hereto as Attachment A. Because EMVCo's grant is subject to such limitations,
including certain events of termination, you and any third parties should confirm that such approval is current and
has not been terminated by referring to the EMVCo list of approved products.

https://www.emvco.com/wp-content/uploads/loa/MTA LOA SAEL 02859 24Nov20
_ SHORT.pdf (emphasis added).
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The EMV Level 1, Contactless Interface Specification, Version 3.0 (“EMV Level 1 Specification™)

confirms that compliant devices, including the Galaxy S21, use load modulation for both Type A
and Type B communications.

Whether a device meets the reception requirements is measured by having the
appropriate EMV Contactless Level 1 Test Equipment transmit a range of values for
a number of parameters. That is:

¢ Whether the receiver of a PCD meets the requirements is measured by
having the EMV — TEST PICCs transmit different levels of load modulation.

¢ The quality of the receiver of a PICC is verified by having the EMV — TEST
PCD transmit different levels of modulation.

In order to set up the transmitter of the EMV Contactless Level 1 Test Equipment, the
receiver of the matching EMV Contactless Level 1 Test Equipment is used. Thatis:

¢ The load modulation level of an EMV — TEST PICC is characterized with
respect to the EMV — TEST PCD.

¢ The modulation level of the EMV — TEST PCD is characterized with respect
to the EMV — TEST PICCs.

EMYV Level 1 Specification at 24.
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Type B modulates the subcarrier using Binary Phase Shift Keying (BPSK) as shown
in Figure 3.4. BPSK uses two signal phases: 0 degrees and 180 degrees. If the
phase of the wave does not change with regard to a reference phase, then the signal
state stays the same (low or high). If the phase of the wave changes by 180 degrees
(i.e. the phase reverses) then the signal state changes. The reference phase is
referred to as @0.

Figure 3.4: BPSK

V“ FhaseI Shift
100%— { , - ¥
AR AR
I
o >

Mﬂr ! V“LH]

Note that, although this specification considers load modulation on a purely
amplitude basis, in reality the load modulation produced by a PICC has a mixture of
amplitude and phase components and consequently it is anticipated that future
versions of this specification will introduce requirements that PCDs are able to
receive load modulation signals that are comprised of a mixture of amplitude and
phase modulation, e.g. by using IQ demodulation.

Il
_‘Hlﬂul ‘L' |

All measurements described in this section are performed with the EMV — TEST PCD
and the EMV — TEST PICCs calibrated as specified in EMV Contactless
Specifications for Payment Systems — Level 1 — Test Equipment Specifications —
PCD Manual and EMV Contactless Specifications for Payment Systems — Level 1 —
Test Equipment Specifications — PICC Manual. The position of a PICC within the
Operating Volume is indicated according to the convention specified in Annex B.
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EMYV Level 1 Specification at 57.

The ISO/IEC 14443-2:2020(E) Standard (“ISO/IEC 14443-2:2020(E)”) further confirms that
compliant devices, including the Galaxy S21, use load modulation for both Type A and Type B
communications.
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1SO/IEC 14443-2:2020(E)

In order to transmit data to the PCD, the PICC passively loads the PCD alternating magnetic field and/or
actively contributes with its own alternating magnetic field. This is called load modulation.

Within the manufacturer specified operating volumes (see 3.6), the PCD shall generate modulation
pulses as described in Clauses 8 and 9 and shall be capable of receiving the minimum load modulation
amplitude.

NOTE1 As an indication of the operating volume, the manufacturer can give the operating range (e.g. 0 to
X cm) within which all requirements of this document are fulfilled.

Test methods for the PCD communication signal interface are defined in ISO/IEC 10373-6.

Two communication signal interfaces, Type A and Type B, are described in Clauses 8 and 9. The PCD
shall alternate between modulation methods when idling before detecting the presence of a PICC of
Type A or Type B.

Only one communication signal interface may be active during a communication session until
deactivation by the PCD or removal of the PICC. Subsequent session(s) may then proceed with either
modulation method.

Table 3 and Table 4 illustrate the concepts described in Clauses 8 and 9.

Table 3 — Example PCD to PICC communication signals for Type A and Type B interfaces

Type A Type B
] ASK ~ 100 % ASK ~ 10 %
fl;lfzrst;j 22 modified Miller NRZ-L
[./32, and £./16 J 0l 1]o]o 1J o [ 1 ]o]o [
ASK ~ 10 %
bit rates of f,/8, NRZ-L

fo/4 and /2 Iu 1o |0 [

bit rates of
3/t fo PSK, see 8.1.2.5.
3f./2, and 2f,

NOTE 2 For the coding of modified Miller, see 8.1.3.1.

ISO/IEC 14443-2:2020(E) at 8.
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Table 4 — Example PICC to PCD communication signals for Type A and Type B interfaces

Type A Type B
Load modulation Load modulation
Subcarrier f./16 Subcarrier f,/16
bit rate of 00K BPSK
f./128 Manchester NRZ-L
Lo [ 1 [ o [ o Jj[_ 1 [ o [ o [ 1 ]
[RArmArn fnmn annl | SARAARRARRARARRARARARAP AR

Load modulation
Subcarrier f,/16

bit rate of f./64

Table 4 (continued)

Type A | Type B

Load modulation
Subcarrier f./16
BPSK
NRZ-L

bit rate of /32
[1[1]o]1]ofofo[1]ofofoo]1[1]1]1]

Load modulation
Subcarrier equals the bit rate

bit rates of I‘?lll)g}i
f/16, fo/8, fo/4,
and/./2 [2{1{zfofx[x]1friolojolo[loloft ojolof1 riolofoft{tloftofrrfx]

ISO/IEC 14443-2:2020(E) at 8-9.
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Testing of the Galaxy S21 confirms that the SN110U chip of the Galaxy S21 includes a point-of-
sale interface to communicate with a point-of-sale terminal, including load modulation circuitry. As
shown below in Figure 1, which displays the RF signal analysis during an ongoing transaction with
an NFC reader, the Galaxy S21 emits two actively modulated sideband spikes plus the carrier

frequency (13.56 MHz). This confirms the presence of the load modulation circuitry (i.e. the driver)
discussed above.

=
W & Fie View Markers Setup Presets Took Connect Window Help Teltronix & x
B SOV ENNS N S vk - B>
Spectrums/ine: 1 +Peak
Teva/dh:
* 500 ms

& 13.6 MHz & Span 1.500 MHz
Define Replay SITion T Replay Speed
X
DPX Spectra |~ Delete al Acg Delete al DPX
data spectra
»
Show tocba
Replay DPX Spectra 1/ 2749 4/7/2021 3:35:16.89 Select Al| Define| | X
Markers M1 To Center | | Peak | <3| (2> [{}] |4 Time - | 0.000 s Table || Define | | X
DPX Spectrum  Frequency 13.5600 MHz Ref Lev | 20.00 dBm Span  1.500 MHz Res BW | 10.0 kHz Markers| | Traces| L}
Stopped Nat asigned Rieal Time | Free Run R Int r

Figure 1: Samsung Galaxy S21 5G with ongoing transaction showing actively modulated spikes of
power
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Figure 2 below displays the RF signal analysis of the Galaxy S21 with the Samsung Pay application
enabled but with no NFC reader present. Like Figure 1, the figure shows the frequency spectrum
enabled by the driver circuit consists of two actively modulated spikes (at f./64) plus the carrier
frequency (13.56 MHz). Thus, Figure 2 demonstrates that the NFC transmission from the Galaxy
S21 does not depend on coupling with the NFC reader and is therefore the product of an active load
modulation circuit.

= " |
B & Fie View Markers Setup Presets Took Connect Wndow Hep Tekironix £ x

BE&* y (5 & @ fiﬁ)‘:m@[ﬂy u [Pt @8 ®Repy » ORun v

Spectrums/ine: 1 o

Replay DPX Spectra 4 . 3084 4/7/2021 3:52:09.67 Select Al| |Defne | X
Markers M1 To Center | | Peak | (<o |22 [4)| |43 Time 0.000 s |Table | | Define || X
DPX Spectrum  Frequency 13.5600 MHz Ref Lev 20.00 dBm Span | 1.500 MHz Res BW  10.0 kiz Markers| [ Traces| £}

Stopped Nt aligned Real Time | Free Run Ref: Int ¥

Figure 2: Samsung Galaxy 521 5G near Square reader showing actively modulated spikes of power
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[1.e] a processor coupled to The Galaxy S21 contains a processor coupled to control the driver.
control the driver.
As discussed above, the Galaxy S21 includes the SN110U chip. The SN110U chip is and/or
contains a processor coupled to control the driver.

Specifically, on information and belief, the SN110U chip contains circuitry and functional blocks
within the embedded NFC controller that correspond to certain circuitry and functional blocks
within the CIU of the PN7150. The CIU includes a transmitter control block, TxCtrl, coupled to
drive the modulated signal.
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CLESS CLESS UART HOST INTERFACE
INTERFACE UNIT
2]
RFDETECT  SENSOR RX CODEC B
SIGNAL
DEMOD ADC TXCODEC ' ROCESSING
DRIVER I TxCtrl I
ARM DATA
oL a6 CORTEX M0 MEMORY
VMID HE
| | EEProm
AHB to APB
MEMORY
CONTROL
CODE
POWER MISCELLANEOUS CLOCK MANAGEMENT UNIT —| MEMORY
MANAGEMENT UNIT
OSCILLATOR  OSCILLATOR
BATTERY UMERS 380 kHz 40 MHz ROM
MONITOR
CRC FRACN QUARTZ
45V 18V COPROCESSOR PLL OSCILLATOR E=rAl
TXLDO DSLDO
RANDOM
NUMBER
GENERATOR
aaa-016737
Fig 3. PN7150 block diagram

PN7150 Data Sheet at 10 (emphasis added).

Further, the SN110U includes a microcontroller, i.e., a processor, which may include the embedded
secure element, and which controls the SN110U chip, as shown below with respect to the PN7150
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(ARM Cortex M0). The microcontroller is also a processor coupled to control the driver.

CLESS CLESS UART HOST INTERFACE
INTERFACE UNIT
2]
RFDETECT  SENSOR RX CODEC B
SIGNAL
DEMOD ADC TXCODEC ' ROCESSING
DRIVER TxCtrl
ARM DATA
oL a6 CORTEX M0 MEMORY
VMID HE
| | Eeprom
AHB to APB =
MEMORY
CONTROL
CODE
POWER MISCELLANEOUS CLOCK MANAGEMENT UNIT —| MEMORY
MANAGEMENT UNIT
OSCILLATOR  OSCILLATOR
BATTERY VERS 380 kHz 40 MHz ROM
MONITOR
CRC FRACN QUARTZ
45V 18V COPROCESSOR PLL OSCILLATOR ESrR
TXLDO DSLDO
RANDOM
NUMBER
GENERATOR
aaa-016737
Fig 3. PN7150 block diagram

PN7150 Data Sheet at 10 (emphasis added).
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As discussed above, the Galaxy S21 also includes an application processor, i.e., an octa-core

processor.
Processor
CPU Type CPU Speed
Octa-Core 2.84GHz, 2 4GHz,1.8GHz

https://www.samsung.com/us/business/support/owners/product/galaxy-s21-5g-unlocked/.

For example, the Galaxy S21 includes a Qualcomm SM8350 Octa-Core Snapdragon 888
application processor. The application processor and LPDDRS memory are configured in a stacked
arrangement with the LPDDRS memory attached to the top surface of the application processor. In
the image below, the location of the processor (beneath the memory chip) is designated by a dashed

yellow line.
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Teardown image from Samsung Galaxy S21 smartphone (emphasis added).

The application processor of the Galaxy S21 is also a processor coupled to control the driver. The
application processor is necessarily coupled to the SN110U chip via traces on the main circuit
board to the SN110U’s UART/I2C and/or SPI interfaces.
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Embedded NFC Controller Embedded Secure Element (SN100_SE)

{SN100_NFC)
eSE — Software Domain

NFC

TypeA/B/F

| SPI——F————r——— SPl———
| eUICC - software Domain
| irtual 1SO
-_— - — — —
150 7816 - App

Fig. 1.2: SN100x Product Configurations

NXP SN100T Secure Element Specification at 5.

2. The mobile phone of claim 1 See claim 1, above.
wherein the time-varying
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magnetic field represents a point- | The Galaxy S21 is capable of producing a time-varying magnetic field that represents a point-of-
of-sale transaction. sale transaction.

As discussed above with respect to claim 1, the Galaxy S21°s SN110U chip provides near-field
communications functionality, enabling NFC transactions. The antenna in the Galaxy S21 operates
in conjunction with the SN110U chip to produce a time-varying magnetic field, by producing a
13.56 MHz varying magnetic signal, as depicted below.
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ALM Mode (SINGLE):

||/\ ‘”‘ M 4’%1’1 /’
‘|‘ W ]ah|’|

|
|||] Jl|l|J

Ddta that can be

‘I “ ” et “l“(llm /H(/ \|{||'|||'\|I ‘

E

=

AWML "

|||||
,J [ u|]||[

———r

IJ |l

=
i

o

Fig 2. ALM mode SINGLE concept

On the left graph the red 13.56MHz signal shows the voltage at the NFC antenna which
is induced by the reader field, the blue curve shows the modulation pattern. This
modulation pattern is generated by actively driving 13.56MHz with TX1 or TX2 while the
other TX pin (TX2 or TX1) is kept silent.

On the right we can see the modulated reader field.

PN7150 Antenna Design and Matching Guide at 5.
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ALM Mode (DUAL):
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Fig 3. ALM mode DUAL concept
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In this mode the modulation pattern is generated by actively driving 13.56MHz with TX1
and TX2. The modulation depth observed is twice the modulation depth of mode 1.

PN7150 Antenna Design and Matching Guide at 5.

The NFC functionality of the SN110U chip in the Galaxy S21 can be used for, e.g., completing

POS transactions through Samsung Pay.
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Use Samsung Pay
Use Samsung Pay by opening the app and holding your device over the store's card
reader.
1. From @ Samsung Pay, select a card to pay with and authorize payments by
scanning your finger or by entering your Samsung Pay PIN.
2. Hold your phone over the store’s card reader.

« When your payment is complete, a receipt is sent to your registered email.

NOTE Make sure the NFC feature is enabled on your device. For more
information, see

Galaxy S21 User Manual at 106-07.
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NFC and payment

Near Field Communication (NFC) allows you to communicate with another device
without connecting to a network. This technology is used by Android Beam and
certain payment apps. The device that you are transferring to needs to support NFC,
and it needs to be within four centimeters of your device.

2 From Settings, tap Connections > NFC and contactless payments, and then
tap ( J® to turn on this feature.

Tap and pay
Use an NFC payment app to make payments by touching your device to a compatible
credit card reader.
1. From Settings, tap (&) Connections > NFC and contactless payments, and then
tap 1 to turn on NFC.
2. Tap Contactless payments to see the default payment app.
« To use another payment app, tap an available app to choose it.
« To use a payment app that is open, tap Pay with currently open app.

« To set another payment service as the default, tap Others, and then tap the
service you prefer.

A4

—Q- TIP NFC technology is used with @ Samsung Pay. Turn on this feature to see

Fa¥ 4y

how easy and secure it is to use your device to make payments.

Galaxy S21 User Manual at 118.
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Fast, secure payments with Samsung
Pay

Samsung Pay allows you to tap to pay with your device anywhere NFC is available, making in-store payments
quick and secure'. You can also use Samsung Pay for in-app and online purchases at participating merchants,
including Samsung.com.

https://www.samsung.com/us/apps/samsung-wallet/.

What differentiates Samsung Pay from Apple Pay or Android Pay?

Both Apple Pay and Google Pay rely on Near Field Communication (NFC) technology to make
contactless payment. These services are limited to merchants with NFC-enabled payment
terminals. Merchants are required to upgrade to a new payment terminal with NFC capabilities
in order to accept Apple Pay or Android Pay. Samsung Pay, on the other hand, uses both NFC
and Magnetic Secure Transmission (MST) technology on supported devices, making it work
with nearly all current payment terminals. Some payment terminals may require software
updates.

https://www.samsung.com/us/support/answer/ANS00080583/.

The time-varying magnetic field represents a POS transaction. Samsung Pay stores an encrypted
version of a card number as a digital token (transaction data) that is sent to POS devices during
Samsung Pay transactions.
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Is my credit or debit card number actually stored on my device?

No. The card information is encrypted and sent to the Samsung Pay server for processing with the payment card network's (i.e.,
Visa, MasterCard, or American Express) tokenization server. After processing, a token is assigned to your device, and this token is
used in place of the card number. When you process a payment, this token along with other transactional information is sent to
the payment terminal. Your card number is not part of this data. The terminal processing the payment does not receive your card
number as part of the transaction.

Is my credit or debit card number actually stored on the Samsung Pay server?

No. The card number is encrypted and passed to the payment card network's (i.e., Visa, MasterCard, or American Express)
tokenization server. After processing, a token is assigned to your device, and this token is used in place of the card number. This
token information is stored on the Samsung Pay server and a copy is stored on your device. Your card number is not kept on the
Samsung Pay server.

https://www.samsung.com/us/support/answer/ANS00078533/.

3. The mobile phone of claim 1
wherein the time-varying
magnetic field represents an
access transaction.

See claim 1, above.

The Galaxy S21 is capable of producing a time-varying magnetic field that represents an access
transaction.

As discussed above with respect to claim 1, the Galaxy S21°s SN110U chip provides near-field
communications functionality, enabling NFC transactions. The antenna in the Galaxy S21 operates
in conjunction with the SN110U chip to produce a time-varying magnetic field.

In addition to payment transactions, the NFC functionality of the SN110U chip in the Galaxy S21
can be used for access transactions, including through the use of membership card data, boarding
pass data, and digital key data.
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Samsung Wallet creates a secure environment that allows you to make payments or manage your data with all your personal information
well protected.

SNMSUNG Wallet o @

SAMSUNG Walet
-
Payment cards  Memberships  Cospons
2 8 12

Dgitalkeys  Healihpasses  Boarding
1 H passes

Samsung Pass

You can add your credit cards, debit cards, gift cards, membership cards, health passes, boarding passes, ar digital keys to yourdevices. On
top of that, you can store and check your personal data and digital assets to make payments in an easy and safe way:

* Samsung Wallet is accepted in millions of places. Use it to buy things in stores, on the web, and with participating merchant apps.

s Foran extra layer of security, each transaction with Samsung Wallet is covered by yourbank’s fraud protection and offers authentication
via fingerprint, pin number, oriris scan. Your card information is encrypted in a separate and secure data vault.

+ Discoverdeals, gift cards, promotions and offers from thousands of local and national stores.
* Store passwords, addresses, and card details to use it for easier anline browsing and shopping.

s Unlock, lock, start your carand more from your smartphone with the revolutionary ultra-wideband technology.

https://www.samsung.com/ca/support/apps-services/what-are-samsung-wallets-main-features/.

For example, the NFC functionality of the SN110U chip can be used for accessing a vehicle lock or
door lock using a digital key through Samsung Wallet.
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Open doors with your phone

All it takes is a simple tap. Add your digital keys to Samsung Wallet — for your home or car — and you'll be able to lock and unlock doors with just a touch from
your device3. You can also link 3 key through SmartThings.

https://www.samsung.com/us/apps/samsung-wallet/.
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Open doors with your phone

Allit takes is a simple tap. Add your digital keys to Samsung Wallet — for your home or car — and you'll be able to lock and unlock doors with just a touch from
your device. You can also link a key through SmartThings.

My room

Doors are unlocked

& e

=is SmartThings

https://www.samsung.com/us/apps/samsung-wallet/.
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When NFC is used to unlock a door using a digital key, the antenna in the Galaxy S21 operates in
conjunction with the SN110U chip to produce a time-varying magnetic field that sends digital key
information, thus representing an access transaction.

How can | use my carkey? A

The Digital Key is a feature that assists your real car key for convenience. After completing the registration of your car key, you may be
able to use the NFC or UWB feature on your Galaxy phone to unlock or set the lock on the handle of the car door to open it. When your
car recognizes your phone, depending on the car, the screen of your car may let you know if you can start the engine.

NFC (Near Field Communication) Type
o Touch the NFC antenna area of the phone with the digital key registered to the vehicle’s door. The door will unlock or lock.

° Afteryou place your Galaxy phone on the vehicle’s wireless charging pad and the digital key is authenticated, you can start the vehicle
using the start button.

https://www.samsung.com/ca/support/apps-services/what-is-digital-key/ (emphasis added).

4. The mobile phone of claim 1 See claim 1, above.
wherein the time-varying
magnetic field represents a credit | The Galaxy S21 is capable of producing a time-varying magnetic field that represents a point-of-
card transaction. sale transaction, including for example, a credit card transaction.

As discussed above with respect to claim 1, the Galaxy S21°s SN110U chip provides near-field
communications functionality, enabling NFC transactions. The antenna in the Galaxy S21 operates
in conjunction with the SN110U chip to produce a time-varying magnetic field.
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The NFC functionality of the SN110U chip in the Galaxy S21 can be used for, e.g., completing
credit card transactions through Samsung Pay.

Use Samsung Pay
Use Samsung Pay by opening the app and holding your device over the store's card
reader.
1. From @ Samsung Pay, select a card to pay with and authorize payments by
scanning your finger or by entering your Samsung Pay PIN.
2. Hold your phone over the store’s card reader.

« When your payment is complete, a receipt is sent to your registered email.

NOTE Make sure the NFC feature is enabled on your device. For more
information, see

Galaxy S21 User Manual at 106-07.
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NFC and payment

Near Field Communication (NFC) allows you to communicate with another device
without connecting to a network. This technology is used by Android Beam and
certain payment apps. The device that you are transferring to needs to support NFC,
and it needs to be within four centimeters of your device.

2 From Settings, tap Connections > NFC and contactless payments, and then
tap ( J® to turn on this feature.

Tap and pay
Use an NFC payment app to make payments by touching your device to a compatible
credit card reader.
1. From Settings, tap (&) Connections > NFC and contactless payments, and then
tap 1 to turn on NFC.
2. Tap Contactless payments to see the default payment app.
« To use another payment app, tap an available app to choose it.
« To use a payment app that is open, tap Pay with currently open app.

« To set another payment service as the default, tap Others, and then tap the
service you prefer.

A4

—Q- TIP NFC technology is used with @ Samsung Pay. Turn on this feature to see

Fa¥ 4y

how easy and secure it is to use your device to make payments.

Galaxy S21 User Manual at 118.
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Fast, secure payments with Samsung
Pay

Samsung Pay allows you to tap to pay with your device anywhere NFC is available, making in-store payments
quick and secure'. You can also use Samsung Pay for in-app and online purchases at participating merchants,
including Samsung.com.

https://www.samsung.com/us/apps/samsung-wallet/.

What differentiates Samsung Pay from Apple Pay or Android Pay?

Both Apple Pay and Google Pay rely on Near Field Communication (NFC) technology to make
contactless payment. These services are limited to merchants with NFC-enabled payment
terminals. Merchants are required to upgrade to a new payment terminal with NFC capabilities
in order to accept Apple Pay or Android Pay. Samsung Pay, on the other hand, uses both NFC
and Magnetic Secure Transmission (MST) technology on supported devices, making it work
with nearly all current payment terminals. Some payment terminals may require software
updates.

https://www.samsung.com/us/support/answer/ANS00080583/.

The time-varying magnetic field represents a credit card transaction. Samsung Pay stores an
encrypted version of a card number as a digital token that is sent to POS devices during Samsung
Pay transactions.
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Is my credit or debit card number actually stored on my device?

No. The card information is encrypted and sent to the Samsung Pay server for processing with the payment card network's (i.e.,
Visa, MasterCard, or American Express) tokenization server. After processing, a token is assigned to your device, and this token is
used in place of the card number. When you process a payment, this token along with other transactional information is sent to
the payment terminal. Your card number is not part of this data. The terminal processing the payment does not receive your card
number as part of the transaction.

Is my credit or debit card number actually stored on the Samsung Pay server?

No. The card number is encrypted and passed to the payment card network's (i.e., Visa, MasterCard, or American Express)
tokenization server. After processing, a token is assigned to your device, and this token is used in place of the card number. This
token information is stored on the Samsung Pay server and a copy is stored on your device. Your card number is not kept on the
Samsung Pay server.

https://www.samsung.com/us/support/answer/ANS00078533/.

6. The mobile phone of claim 1 See claim 1, above.
wherein the driver comprises a
current driver. The driver of the SN110U chip, contained in the Galaxy S21, is a current driver.

As described above with respect to claim 1, the SN110U chip in the Galaxy S21, includes a
functional block (i.e., a driver) for actively transmitting modulated data via the antenna for
conducting the transaction.

The driver actively transmits modulated data by driving a 13.56 MHz current to the antenna, as
shown below. The driver is thus a current driver.
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ALM Mode (SINGLE):
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Fig 2. ALM mode SINGLE concept

On the left graph the red 13.56MHz signal shows the voltage at the NFC antenna which
is induced by the reader field, the blue curve shows the modulation pattern. This
modulation pattern is generated by actively driving 13.56MHz with TX1 or TX2 while the
other TX pin (TX2 or TX1) is kept silent.

On the right we can see the modulated reader field.

PN7150 Antenna Design and Matching Guide at 5.
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ALM Mode (DUAL):
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Fig 3. ALM mode DUAL concept

In this mode the modulation pattern is generated by actively driving 13.56MHz with TX1
and TX2. The modulation depth observed is twice the modulation depth of mode 1.

PN7150 Antenna Design and Matching Guide at 5.

As shown below, the PN7150 circuitry produces a modulation signal that is driven to the antenna
via TX1 and/or TX2.
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Tmaod

Vmed

Fig 4. Single Loop Antenna concept (mode 1 illustration)

PN7150 Antenna Design and Matching Guide at 6.

2 ALM

{Ref signal

Fig 5. Load modulation illustration
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PN7150 Antenna Design and Matching Guide at 6.

The ALM produces upper and lower sidebands with respect to the 13.56 MHz signal.

strength is low.

On Fig 6 below LMA result examples are shown for Upper Side Band and Lower Side
Band in the 2 modes available for PN7150 (respectively mode 1, mode 2).

In order to minimize the phase error, it is necessary to limit the level of the load
modulation amplitude (LMA) and to adjust the balance of the Side Bands when the field

LMA (mV)

40

......

20

mode_1_TX_L5B[mV]
mode_1_TX_USB[mV]
= = -mode_2_TX_LSB[mV]

—— mode_2_TX_USB[mV]

Orange LimitimV]

. S e—

0.00 1.00 .00 3.00 4.00 5.00 6.00 1.00

Fig 6. Example Side Bands ISO results for modes 1, 2

= = =150 Limit[mV]

goo  Field (A/m)

PN7150 Antenna Design and Matching Guide at 7.
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7. The mobile phone of claim 1 See claim 1, above.
wherein the network is one of a
cellular network or a wireless The Galaxy S21 contains a network interface for connecting the mobile phone to a networking,
local area network. wherein the network is one of a cellular network or a wireless local area network.

The Galaxy S21 is capable of connecting to both a cellular network and a wireless local area
network.

For example, the Galaxy S21 has an interface for Wi-Fi network connectivity.

Connectivity
Wi-Fi Connectivity use 0 Bluetooth

80211 a/b/g/n/ac/ax 2 4G+5GHz, USB32Gen1 Bluetooth v5.0
HES&0, MIMO, 1024-04AM

https://www.samsung.com/us/business/support/owners/product/galaxy-s2 1-5g-unlocked/.

The Galaxy S21 also includes an interface for cellular network connectivity.
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Network
2G GSM

G5M850,6G5M900,DC51800,PCS190
0

3G CDMA
BCO(800),BC1(1900),BC10(800)

2G CDMA
CDMAB00,USPCS1200

AGFDDLTE

B1(2100),B2(1900),B3(1800),BA(AW

5),B5(850),B7(2600),B8(700),B12(7

3G UMTS
B1(2100),82(1900),BA(AWS),B5(850
),B8(900)

4G TDD LTE
B38(2600),B39(1900),B40(2300),B4
1(2500),B46(5200),B48(3600)

00),B13(700),B14(700),818(800),B1
9(800),B20(800),B25(1900),B26(85
0),B28(700),B30(2300),B66(AWS-
3),B71(600)

https://www.samsung.com/us/business/support/owners/product/galaxy-s2 1-5g-unlocked/.

As described with respect to claim 1, through this network connectivity, one or more parts of the
transaction data are downloadable to the mobile phone via the network. For example, the Samsung
Pay Application or Samsung Wallet Application may be used to download transaction data, such as
card information, to the mobile phone via the network.

8. The mobile phone of claim 1
wherein downloaded transaction
data is valid for a limited number
of transactions and the one or
more parts of the transaction data

is downloaded periodically.

See claim 1, above.
One or more parts of the transaction data may be downloaded to the Galaxy S21, wherein the
downloaded transaction data is valid for a limited number of transactions and the one or more parts

of the transaction data is downloaded periodically.

As described with respect to claim 1, the Samsung Pay Application or Samsung Wallet Application
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may be used to download transaction data, such as card information, to the mobile phone via the
network. Downloaded transaction data includes a digital token generated by card issuers or payment
networks.

What is tokenization?

Tokenization is a method of protecting payment card information by substituting the card's
number with a unique alphanumeric identifier, generated using proprietary algorithms. The
unique identifier, or token, is then used for sending the transaction to the card's payment network,
where it is decrypted and the transaction is authorized. The actual card number is stored in a
secure vault (with the payment processor or bank), and does not reside on the merchant's or
Samsung's systems.

Tokenization is being used to reduce security risks inherent in the collection and transfer of highly
sensitive data between merchants and the card's payment network. Tokenized data is not
mathematically reversible, and is useless unless you have the original key used to create the
token, limiting the chance of your payment information being stolen or compromised.

The transaction is seamless and requires no changes on the part of the merchant or consumer.

https://www.samsung.com/us/support/answer/ANS00080583/

As shown below, a token is randomly generated for each transaction and substituted in place of a
card number for that transaction. The token is thus valid for a limited number of transactions and
may be downloaded periodically.
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Is Samsung Pay secure?

Samsung Pay transactions are authorized with a PIN, fingerprint, or iris scan. After repeated
failure to authenticate, Samsung Pay will erase all card data] Also, each transaction uses al
random token instead of the actual card numberjwhich means no real information from the
original card or account is shared by Samsung Pay. Finally, using Samsung Knox technology, the
phone is constantly monitored for signs of malicious attacks or vulnerabilities. Even if the phone
is ever compromised, card information is still safely encryped within a separate, secure data
vault. If your device is ever lost or stolen, you can remotely lock or erase Samsung Pay data
using Find My Mobile.

https://www.samsung.com/us/support/answer/ ANS00080583/ (emphasis added).

Additionally, during a period without internet access, some downloaded card data may be used for
only a limited number of transactions, such as 10 transactions, and may be downloaded
periodically.
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Do | need to have an active internet connection for Samsung Pay to work?

Samsung Pay requires an active internet connection when adding or removing a
payment card and to download transaction history. You can connect via a Wi-Fi
network or using your mobile data connection. When you are using Samsung Pay to
make a purchase, no internet connection is needed. However, some networks will
limit you to 10 transactions during a period without internet access, after which
Samsung Pay will require an active internet connection. We recommend connecting
to the internet at least once per day to ensure Samsung Pay stays up-to-date.

https://www.samsung.com/us/support/answer/ANS00080583/

9. The mobile phone of claim 1, | See claim 1, above.
wherein the transaction data
includes a transaction number The transaction data used by the Galaxy S21 in a plurality of transactions includes a transaction
used for each transaction of the number used for each transaction of the plurality of transactions.

plurality of transactions.
As described with respect to claim 1, the Samsung Pay Application or Samsung Wallet Application
may be used to download transaction data, such as card information, to the mobile phone via the
network. Downloaded transaction data includes card data that may be used for a plurality of
transactions.
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Get Card Data
Returns the detailed information of the requested card.
Request
Type Value Description
Method GET
URL {Partner server URL}/cards/{Card Id}/{refld}?fields={fields}
Credential token.
. String ) The token can have prefix "Bearer” as an
Authorization Required o )
(1024) authorization type, e.g., Bearer <credentials=.
Headers * Refer to Authorization Token for more details.
) ) ) Request identifier.
x-requestid | String (32) | Required )
Randomly generated UUID string.
Wallet card identifier.
Card Id String (32)  Required  * Refer to "Add to Wallet” Interfaces for more
Path details.
Parameters
) ) Unique content identifier defined by the content
refld String (32) | Required )
provider
aQ Attributes which intended to retrieve.
ue
v fields String(128)  Optional | Can be specified using commas(,) as separators.
Parameter
* Refer to balance barcode.
Payload N/A
Example GET /cards/12584806754/ref-20230304-0003
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https://developer.samsung.com/wallet/api/server-interaction.html.
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The chart below identifies where each element of the asserted claims of U.S. Patent No. 11,270,174 (“’174 patent”) is found in
the exemplary Samsung Galaxy S20 5G smartphone. iCashe contends that all Samsung smartphones made, used, tested, offered for
sale, sold, or imported into the United States by Samsung, that share the features detailed below with reference to the Samsung Galaxy
S20 5G smartphone, infringe at least claims 1-2, 4-5, and 7-9 of the 174 patent in the manner charted herein. Specifically, all
Samsung smartphones that include an MST controller, such as the Samsung S2MIS01A MST Driver chip, another Samsung MST
controller, a Zinitix MST controller, an Exar MST controller, an STMicroelectronics MST controller, or any other MST controller
capable of supporting “tap to” transactions, as applicable with respect to the charted claims, infringe as set forth below, including but
not limited to the smartphones listed in Exhibit A.

The Accused Products iCashe has been able to identify to date are listed in Exhibit A to iCashe’s Disclosure of Asserted Claims
and Infringement Contentions (“Infringement Contentions”). The Accused Products are not limited to the listed devices, and iCashe
reserves the right to identify additional devices based on information obtained in discovery, including but not limited to devices
released after service of iCashe’s Infringement Contentions.
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1. A mobile phone comprising: The Samsung Galaxy S20 smartphone is a mobile phone.

Galaxy S20 | S20+

' |
|

——-"‘-'_J L--——-—.

https://www.samsung.com/us/mobile/galaxy-s20-5g/buy/galaxy-s20-fe-5g-128gb-unlocked-sm-

g781uzbmxaa/.
[1.a] a memory to hold The Galaxy S20 contains a memory to hold transaction data for use in a plurality of transactions.
transaction data for use in a
plurality of transactions; The Galaxy S20 includes internal memory storage as well as random access memory (RAM).
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Memory

Internal Memaory 9 Available Memory B External Memory Support
128GE, 12858 Storage, 12GE RAM 103.8GB Micro5D (Up to 1TB)

RAM _Size (GB)

12GB

https://www.samsung.com/us/business/support/owners/product/galaxy-s20-5g-unlocked/.

For example, the Galaxy S20 includes LPDDRS memory such as the Samsung K3L.K4K40BM-
BGCN chip, as shown below.
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Teardown image from Samsung Galaxy S20 smartphone (emphasis added).

Additionally, the Galaxy S20 includes an application processor, i.€., an octa-core processor.

Processor
CPU Type

Octa-Core

CPU Speed
2 BGHz,2 4GHz,1.BGHz
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https://www.samsung.com/us/business/support/owners/product/galaxy-s20-5g-unlocked/.

As described in more detail with respect to limitation 1.c, the Galaxy S20 includes a Qualcomm
SM8250 Octa-Core Snapdragon 865 application processor. In addition to the discrete LPDDRS
memory chip, the Snapdragon 865 processor necessarily contains on-chip memory stores (e.g.,
cache, register banks, etc.).

Samsung Pay stores an encrypted version of a card number (a digital token) that is sent to point-of-
sale (POS) devices during Samsung Pay transactions. The Galaxy S20 therefore necessarily stores
this digital token in memory to send the transmission. Samsung Pay may be used to complete a
plurality of transactions.

Is my credit or debit card number actually stored on my device?

No. The card information is encrypted and sent to the Samsung Pay server for processing with the payment card network's (i.e.,
Visa, MasterCard, or American Express) tokenization server. After processing, a token is assigned to your device, and this token is
used in place of the card number. When you process a payment, this token along with other transactional information is sent to
the payment terminal. Your card number is not part of this data. The terminal processing the payment does not receive your card
number as part of the transaction.

Is my credit or debit card number actually stored on the Samsung Pay server?

No. The card number is encrypted and passed to the payment card network's (i.e., Visa, MasterCard, or American Express)
tokenization server. After processing, a token is assigned to your device, and this token is used in place of the card number. This

token information is stored on the Samsung Pay server an(la copy is stored on your deviceI Your card number is not kept on the
Samsung Pay server.

https://www.samsung.com/us/support/answer/ANS00078533/ (emphasis added).
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[1.b] a current carrying The Samsung Galaxy S20 contains a current carrying conductor capable of producing a time-
conductor capable of producing a | varying magnetic field that represents the transaction data in the plurality of transactions.
time-varying magnetic field that
represents the transaction data in | The Galaxy S20 contains an antenna, i.e., a current carrying conductor, used to transmit and receive
the plurality of transactions; MST information and transaction sequences.

What is MST (Magnetic Secure <8
Transmission)?

Magnetic Secure Transmission (MST) is a technology that emits a magnetic signal that
mimics the magnetic strip on a traditional payment card. MST sends a magnetic signal from
your device to the payment terminal's card reader (to emulate swiping a physical card
without having to upgrade the terminal’s software or hardware). MST technology is accepted
at nearly all payment terminals with a card reader. Some payment terminals may require
software updates. Simply select a card from Samsung Pay, and transmit the payment
information by moving your device within an inch of the payment terminal. Your transaction
and payment information will be kept private and secure with the use of tokenization. MST is
more secure than using a traditional payment card and is as secure as paying with Near Field
Communication (NFC).

https://web.archive.org/web/20181010181540/https://www.samsung.com/us/support/
answer/ANS00043865/.

The antenna of the Galaxy S20 is part of the wireless charging coil component depicted below.
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Teardown image from Samsung Galaxy S20 smartphone (emphasis added).
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Teardown image from Samsung Galaxy S20 smartphone (emphasis added).
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Teardown image from Samsung Galaxy S20 smartphone (emphasis added).
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TOP
69.1 mm

H
L 4

FRONT VIEW

RIGHT
LEFT

ww £ 1ST

NFC Antenna ———=

WPC charging coil/ \

N

MST Antenna

BOTTOM

Figure E-2
WPC Charging Coil + NFC/MST Antenna Locations

FCC ID: A3LSMG981U Part-0-1-SAR-Test Report, Appendix E: DUT Antenna Diagram & SAR
Test Setup Photographs at 3 (available at https://fcc.report/FCC-ID/A3LSMG986U/4602643.pdf).

Additionally, the Galaxy S20 includes an MST chip, such as a Samsung S2MIS01A MST Driver
chip, as shown below, which provides magnetic secure transmission functionality, enabling MST
payment transactions.
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Teardown image from Samsung Galaxy S20 smartphone (emphasis added).

The antenna and the Samsung S2MIS01A chip operate to produce a time-varying magnetic field.
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[Magnetic card]

(Card swiping)
POS device with
magnetic card reader

___________________________________

/e eesssssnsesaeen B o -

-----------------------------------

numbers !
01 0 1 0 1 |

@

Payment information

FIGURE 1. Overview of MST.

74 -
T «
Magnetic field

[MST in Samsung Pay]

Magnetic signal is
emitted without
swiping

Choi, et al., Eavesdropping of Magnetic Secure Transmission Signals and its Security Implications
for a Mobile Payment Protocol, IEEE Access vol. 6 (2018) (available at

https://ieeexplore.ieee.org/document/8419696/authors#authors).

The time-varying magnetic field represents the transaction data in the plurality of transactions. As
described with respect to limitation 1.a, Samsung Pay stores an encrypted version of a card number
as a digital token (transaction data) that is sent to POS devices during Samsung Pay transactions.
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Samsung Pay may be used to complete a plurality of transactions.

Is my credit or debit card number actually stored on my device?

No. The card information is encrypted and sent to the Samsung Pay server for processing with the payment card network's (i.e.,
Visa, MasterCard, or American Express) tokenization server. After processing, a token is assigned to your device, and this token is
used in place of the card number. When you process a payment, this token along with other transactional information is sent to
the payment terminal. Your card number is not part of this data. The terminal processing the payment does not receive your card
number as part of the transaction.

Is my credit or debit card number actually stored on the Samsung Pay server?

No. The card number is encrypted and passed to the payment card network's (i.e., Visa, MasterCard, or American Express)
tokenization server. After processing, a token is assigned to your device, and this token is used in place of the card number. This
token information is stored on the Samsung Pay server and a copy is stored on your device. Your card number is not kept on the
Samsung Pay server.

https://www.samsung.com/us/support/answer/ANS00078533/.

[1.c] a network interface for
connecting the mobile phone to a
network, wherein one or more
parts of the transaction data are
downloadable to the mobile
phone via the network;

The Galaxy S20 contains a network interface for connecting the mobile phone to a network,
wherein one or more parts of the transaction data are downloadable to the mobile phone via the
network.

For example, the Galaxy S20 has an interface for Wi-Fi network connectivity.

Connectivity
Wi-Fi Connectivity use @
802.11 a/bfg/n/ac/ax 2.4G+5GHz, U5SB 3.2 Gen 1

HESD, MIMO, 1024-04M

Bluetooth

Bluetooth v5.0
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https://www.samsung.com/us/business/support/owners/product/galaxy-s20-5g-unlocked/.

The Galaxy S20 also includes an interface for cellular network connectivity.

Metwork
2G GSM

G5MB50,G5MS00,DCS1800,PCS120

3G UMTS
B1(2100),B2(1900),B4{AWS),B5(850
),B8(900)

3G TD-5COMA
M/A

20 G5M
G5ME50, GSMP00, DCS1800,
PCS1900

3G UMTS
B1(2100), B2(1200), B4(AWS],
B5(850), BB{700]

4G FDDLTE

B1(2100),B2(1%00),B3(1800), B4 (AW

51,B5(850),B7(2600),88(900),812(7
00},B13(700),614(700),618(800),B1
#(200),B20(800),B25{(1900), B24{85
0),B28(700),B2H700),B30(2300),B
&&(AWS-3),B71(400)

26 CDMA
COMABDO,USPCSIF00

3G CDMA
BCO{800),6CI{1900),BCI0(E00)

4G FDD LTE

B1(2100]), B2{1900), B3(1800],
B4(AWS), B5{(850), BT 2600),
BE(700), B12(700), B13(7F00),
B14{700}, B18(&00), B1R(800),
BZ0(B00), BZ5(1900]), B2&{850],
B28{700]), B2%(700), B30(2300},

BoslAWS-3), BF1(600]

https://www.samsung.com/us/business/support/owners/product/galaxy-s20-5g-unlocked/.

Through this network connectivity, one or more parts of the transaction data are downloadable to
the mobile phone via the network. For example, the Samsung Pay Application or Samsung Wallet
Application may be used to download transaction data, such as card information, to the mobile
phone via the network. An example of a request for updated card information is shown below.
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Get Card Data
Returns the detailed information of the requested card.
Request
Type Value Description
Method GET
URL {Partner server URL}/cards/{Card Id}/{refld}?fields={fields}
Credential token.
. String ) The token can have prefix "Bearer” as an
Authorization Required o )
(1024) authorization type, e g., Bearer <credentials=.
Headers * Refer to Authorization Token for more details.
) ) ) Request identifier.
x-requestid | String (32) | Required )
Randomly generated UUID string.
Wallet card identifier.
Card Id String (32)  Required * Refer to "Add to Wallet” Interfaces for more
Path details.
Parameters
) ) Unique content identifier defined by the content
refld String (32) | Required )
provider
a Attributes which intended to retrieve.
ue
v fields String(128)  Optional | Can be specified using commas(,) as separators.
Parameter
* Refer to balance barcode.
Payload N/A
Example GET /cards/12584806754/ref-20230304-0003
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https://developer.samsung.com/wallet/api/server-interaction.html.

Furthermore, transaction data such as recent transaction information is available for download over

the network.

View recent transactions

Did you pay the cable bill already? If you aren't sure, just take
a look at your recent transactions.

Open Samsung Pay on your phone. Tap Menu in the upper
left corner, and then tap Cards. Select your desired payment
card, and then swipe up to see up to a month's worth of
recent transactions and purchases made with the Samsung
Pay app.

Card number

Transactions

WHOLEFDS RDW 101

Visa

Note: You can only view transactions made with the Samsung Pay app. If you are looking for details about purchases made on
Samsung.com or the Shop Samsung app, you can see them in your account.

+ee02635

$16.09

https://www.samsung.com/us/support/answer/ANS00044981/.

[1.d] a driver to excite the
current carrying conductor; and

The SN110U chip in the Galaxy S20, which includes MST functionality, includes a driver to excite

the current carrying conductor, i.e., the antenna.

The Galaxy S20 includes an MST chip, such as a Samsung S2MIS01A MST Driver chip, as shown
below, which provides magnetic secure transmission functionality, enabling MST payment

transactions.
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Teardown image from Samsung Galaxy S20 smartphone (emphasis added).

The Samsung S2MISO1A chip excites the antenna to cause the antenna to produce a time-varying
magnetic field.
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What is MST (Magnetic Secure 3
Transmission)?

Magnetic Secure Transmission (MST) is a technology that emits a magnetic signal that
mimics the magnetic strip on a traditional payment card. MST sends a magnetic signal from
your device to the payment terminal's card reader (to emulate swiping a physical card
without having to upgrade the terminal's software or hardware). MST technology is accepted
at nearly all payment terminals with a card reader. Some payment terminals may require
software updates. Simply select a card from Samsung Pay, and transmit the payment
information by moving your device within an inch of the payment terminal. Your transaction
and payment information will be kept private and secure with the use of tokenization. MST is
more secure than using a traditional payment card and is as secure as paying with Near Field
Communication (NFC).

https://web.archive.org/web/20181010181540/https://www.samsung.com/us/support/
answer/ANS00043865/.
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[Magnetic card]

(Card swiping)
POS device with
magnetic card reader

___________________________________

/e eesssssnsesaeen B o -

L\__/\_ N P |
Magnetic field

@

Payment information

FIGURE 1. Overview of MST.

[MST in Samsung Pay]

Magnetic signal is

Decoded to binary! emitted without
numbers ' swiping
(01 0 1 0 1 |

Choi, et al., Eavesdropping of Magnetic Secure Transmission Signals and its Security Implications

for a Mobile Payment Protocol, IEEE Access vol. 6 (2018) (available at
https://ieeexplore.ieee.org/document/8419696/authors#authors).
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[1.e] a processor coupled to
control the driver.

The Galaxy S20 contains a processor coupled control the driver.

The Galaxy S20 includes an application processor, i.e., an octa-core processor, such as the
Qualcomm SM8250 Octa-Core Snapdragon 865 application processor.

Processor
CPU Type

Octa-Core

CPU Speed
2 BGHz,2 4GHz,1.BGHz

https://www.samsung.com/us/business/support/owners/product/galaxy-s20-5g-unlocked/; see
https://www.qualcomm.com/snapdragon/ device-finder/samsung-galaxy-s20-ultra-5g.

The application processor and LPDDRS memory are configured in a stacked arrangement with the
LPDDRS memory attached to the top surface of the application processor. In the image below, the
location of the processor (beneath the memory chip) is designated by a dashed yellow line.
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Teardown image from Samsung Galaxy S20 smartphone (emphasis added).

The processor is coupled to the Samsung S2MISO1A MST Driver chip via traces on the main

circuit board.
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Teardown image from Samsung Galaxy S20 smartphone.

Additionally, the processor may include functional blocks or circuitry that may be contained within
the MST Driver chip.

2. The mobile phone of claim 1 See claim 1, above.
wherein the time-varying
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magnetic field represents a point- | The Galaxy S20 is capable of producing a time-varying magnetic field that represents a point-of-
of-sale transaction. sale transaction.

As discussed above with respect to claim 1, the Galaxy S20’s S2MISO1A chip provides MST
functionality, enabling MST transactions. The MST antenna in the Galaxy S20 operates in
conjunction with the S2MISO1A chip to produce a time-varying magnetic field.

The MST functionality of the S2MISO1A chip in the Galaxy S20 can be used for, e.g., completing
POS transactions through Samsung Pay.

What differentiates Samsung Pay from Apple Pay or Android Pay?

Both Apple Pay and Google Pay rely on Near Field Communication (NFC) technology to make
contactless payment. These services are limited to merchants with NFC-enabled payment
terminals. Merchants are required to upgrade to a new payment terminal with NFC capabilities
in order to accept Apple Pay or Android Pay. Samsung Pay, on the other hand, uses both NFC
and Magnetic Secure Transmission (MST) technology on supported devices, making it work
with nearly all current payment terminals. Some payment terminals may require software
updates.

https://www.samsung.com/us/support/answer/ANS00080583/.

The time-varying magnetic field represents a POS transaction. Samsung Pay stores an encrypted
version of a card number as a digital token (transaction data) that is sent to POS devices during
Samsung Pay transactions.
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Is my credit or debit card number actually stored on my device?

No. The card information is encrypted and sent to the Samsung Pay server for processing with the payment card network's (i.e.,
Visa, MasterCard, or American Express) tokenization server. After processing, a token is assigned to your device, and this token is
used in place of the card number. When you process a payment, this token along with other transactional information is sent to
the payment terminal. Your card number is not part of this data. The terminal processing the payment does not receive your card
number as part of the transaction.

Is my credit or debit card number actually stored on the Samsung Pay server?

No. The card number is encrypted and passed to the payment card network's (i.e., Visa, MasterCard, or American Express)
tokenization server. After processing, a token is assigned to your device, and this token is used in place of the card number. This
token information is stored on the Samsung Pay server and a copy is stored on your device. Your card number is not kept on the
Samsung Pay server.

https://www.samsung.com/us/support/answer/ANS00078533/.

4. The mobile phone of claim 1
wherein the time-varying
magnetic field represents a credit
card transaction.

See claim 1, above.

The Galaxy S20 is capable of producing a time-varying magnetic field that represents a point-of-
sale transaction, including for example, a credit card transaction.

As discussed above with respect to claim 1, the Galaxy S20’s S2ZMISO1A chip provides MST
functionality, enabling MST transactions. The antenna in the Galaxy S20 operates in conjunction
with the S2MISO1A chip to produce a time-varying magnetic field.

The MST functionality of the S2ZMISO1A chip in the Galaxy S20 can be used for, e.g., completing
credit card transactions through Samsung Pay.
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What differentiates Samsung Pay from Apple Pay or Android Pay?

Both Apple Pay and Google Pay rely on Near Field Communication (NFC) technology to make
contactless payment. These services are limited to merchants with NFC-enabled payment
terminals. Merchants are required to upgrade to a new payment terminal with NFC capabilities
in order to accept Apple Pay or Android Pay. Samsung Pay, on the other hand, uses both NFC
and Magnetic Secure Transmission (MST) technology on supported devices, making it work
with nearly all current payment terminals. Some payment terminals may require software
updates.

https://www.samsung.com/us/support/answer/ANS00080583/.
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What is MST (Magnetic Secure 3
Transmission)?

Magnetic Secure Transmission (MST) is a technology that emits a magnetic signal that
mimics the magnetic strip on a traditional payment card. MST sends a magnetic signal from
your device to the payment terminal's card reader (to emulate swiping a physical card
without having to upgrade the terminal's software or hardware). MST technology is accepted
at nearly all payment terminals with a card reader. Some payment terminals may require
software updates. Simply select a card from Samsung Pay, and transmit the payment
information by moving your device within an inch of the payment terminal. Your transaction
and payment information will be kept private and secure with the use of tokenization. MST is
more secure than using a traditional payment card and is as secure as paying with Near Field
Communication (NFC).

https://web.archive.org/web/20181010181540/https://www.samsung.com/us/support/
answer/ANS00043865/ (emphasis added).

The time-varying magnetic field represents a credit card transaction. Samsung Pay stores an
encrypted version of a card number as a digital token that is sent to POS devices during Samsung
Pay transactions.
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Is my credit or debit card number actually stored on my device?

No. The card information is encrypted and sent to the Samsung Pay server for processing with the payment card network's (i.e.,
Visa, MasterCard, or American Express) tokenization server. After processing, a token is assigned to your device, and this token is
used in place of the card number. When you process a payment, this token along with other transactional information is sent to
the payment terminal. Your card number is not part of this data. The terminal processing the payment does not receive your card
number as part of the transaction.

Is my credit or debit card number actually stored on the Samsung Pay server?

No. The card number is encrypted and passed to the payment card network's (i.e., Visa, MasterCard, or American Express)
tokenization server. After processing, a token is assigned to your device, and this token is used in place of the card number. This
token information is stored on the Samsung Pay server and a copy is stored on your device. Your card number is not kept on the
Samsung Pay server.

https://www.samsung.com/us/support/answer/ANS00078533/.

5. The mobile phone of claim 1 See claim 1, above.
wherein the time-varying
magnetic field emulates a swipe | The Galaxy S20 is capable of producing a time-varying magnetic field that emulates a swipe of a
of a magnetic card. magnetic card.

As described with respect to claim 1, the Galaxy S20 includes an antenna element and a driver chip
for performing transactions using MST. In particular, the antenna and the Samsung S2MISO1A chip
operate to produce a time-varying magnetic field that mimics a swipe of a magnetic card.

IPR2025-00645 Page 00126



Claim Language

Infringement Evidence

What is MST (Magnetic Secure 3
Transmission)?

Magnetic Secure Transmission (MST) is a technology that emits a magnetic signal that
mimics the magnetic strip on a traditional payment card]MST sends a magnetic signal from
your device to the payment terminal's card reader (to emulate swiping a physical card
without having to upgrade the terminal's software or hardware). MST technology is accepted
at nearly all payment terminals with a card reader. Some payment terminals may require
software updates. Simply select a card from Samsung Pay, and transmit the payment
information by moving your device within an inch of the payment terminal. Your transaction
and payment information will be kept private and secure with the use of tokenization. MST is
more secure than using a traditional payment card and is as secure as paying with Near Field
Communication (NFC).

https://web.archive.org/web/20181010181540/https://www.samsung.com/us/support/
answer/ANS00043865/ (emphasis added).

The MST functionality of the Galaxy S20 can be used to complete payment transaction using
Samsung Pay. To complete a payment transaction, the Samsung S2MISO01A chip and antenna
operate to produce a time-varying magnetic field that mimics a swipe of a magnetic credit card, as
demonstrated for example below.
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[Magnetic card]

(Card swiping)
POS device with
magnetic card reader

___________________________________
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Payment information

FIGURE 1. Overview of MST.

[MST in Samsung Pay]

Magnetic signal is

Decoded to binary! emitted without
numbers - swiping
01 01 0 1|

Choi, et al., Eavesdropping of Magnetic Secure Transmission Signals and its Security Implications

for a Mobile Payment Protocol, IEEE Access vol. 6 (2018) (available at
https://ieeexplore.ieee.org/document/8419696/authors#authors).
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0 Place the phone correctly.

MST Phone Placement
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https://www.samsung.com/us/support/troubleshooting/TSG01201426/.

7. The mobile phone of claim 1 See claim 1, above.
wherein the network is one of a
cellular network or a wireless The Galaxy S20 contains a network interface for connecting the mobile phone to a networking,
local area network. wherein the network is one of a cellular network or a wireless local area network.

The Galaxy S20 is capable of connecting to both a cellular network and a wireless local area
network.

For example, the Galaxy S20 has an interface for Wi-Fi network connectivity.

Connectivity

Wi-Fi Connectivity Use ﬂ Bluetooth
8021 a/bfa/nfac/ax 2.4G+5GHz, USB3.2Gen1 Bluetooth v5.0
HEBO, MIMO, 1024-0AM

https://www.samsung.com/us/business/support/owners/product/galaxy-s20-5g-unlocked/.

The Galaxy S20 also includes an interface for cellular network connectivity.
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Metwork
2G GSM

G5MB50,G5MP00,DCS1800,PCS120

I_F

3GUMTS
B1(2100),B2(1900),B4{AWS),B5{850
),B8(900)

3G TD-SCOMA
M /&

20 G5M
G5ME50, G5MP00, DCS1800,
PCS1900

3G UMTS
B1(2100), B2(1200], BA(AWS],
B5(850), B&{?00)

4G FDD LTE

B1(2100),B2(1%00),B3(1800), B4 (AW

51,B5(850),B¥2600),B8(9001,812(7
00},B13(700),614(700),618(800),B1
#(800),B20(800),B25{(1900),B26{85
0),B28(700),B2H700),B30(2300),B
GE(AWS-3),B71(500)

2G COMA
COMABDO,USPCSIFO00

3G CDMA
BCO(800),BC1(1900),BC10(800)

4G FDD LTE

B1(2100), B2{(1900), B3(1800],
BA(AWS), B5(850), BT 26001,
BE8(700), B12(700), B153(700),
B14(700), B18(&00), B19(800),
B20(800), B25(1900]), B26{850],
BZB(700), B2%(700), B30(2300),
Bas(AWS-3), B71(600]

https://www.samsung.com/us/business/support/owners/product/galaxy-s20-5g-unlocked/.

As described with respect to claim 1, through this network connectivity, one or more parts of the
transaction data are downloadable to the mobile phone via the network. For example, the Samsung
Pay Application or Samsung Wallet Application may be used to download transaction data, such as

card information, to the mobile phone via the network.

8. The mobile phone of claim 1
wherein downloaded transaction
data is valid for a limited number

See claim 1, above.

One or more parts of the transaction data may be downloaded to the Galaxy S20, wherein the
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of transactions and the one or
more parts of the transaction data
is downloaded periodically.

downloaded transaction data is valid for a limited number of transactions and the one or more parts
of the transaction data is downloaded periodically.

As described with respect to claim 1, the Samsung Pay Application or Samsung Wallet Application
may be used to download transaction data, such as card information, to the mobile phone via the
network. Downloaded transaction data includes a digital token generated by card issuers or payment
networks.

What is tokenization?

Tokenization is a method of protecting payment card information by substituting the card's
number with a unique alphanumeric identifier, generated using proprietary algorithms. The
unique identifier, or token, is then used for sending the transaction to the card's payment network,
where it is decrypted and the transaction is authorized. The actual card number is stored in a
secure vault (with the payment processor or bank), and does not reside on the merchant's or
Samsung's systems.

Tokenization is being used to reduce security risks inherent in the collection and transfer of highly
sensitive data between merchants and the card's payment network. Tokenized data is not
mathematically reversible, and is useless unless you have the original key used to create the
token, limiting the chance of your payment information being stolen or compromised.

The transaction is seamless and requires no changes on the part of the merchant or consumer.

https://www.samsung.com/us/support/answer/ANS00080583/

As shown below, a token is randomly generated for each transaction and substituted in place of a
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card number for that transaction. The token is thus valid for a limited number of transactions and
may be downloaded periodically.

Is Samsung Pay secure?

Samsung Pay transactions are authorized with a PIN, fingerprint, or iris scan. After repeated
failure to authenticate, Samsung Pay will erase all card data] Also, each transaction uses al
random token instead of the actual card numberJwhich means no real information from the
original card or account is shared by Samsung Pay. Finally, using Samsung Knox technology, the
phone is constantly monitored for signs of malicious attacks or vulnerabilities. Even if the phone
is ever compromised, card information is still safely encryped within a separate, secure data
vault. If your device is ever lost or stolen, you can remotely lock or erase Samsung Pay data
using Find My Mabile.

https://www.samsung.com/us/support/answer/ANS00080583/ (emphasis added).

Additionally, during a period without internet access, some downloaded card data may be used for
only a limited number of transactions, such as 10 transactions, and may be downloaded
periodically.
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Do | need to have an active internet connection for Samsung Pay to work?

Samsung Pay requires an active internet connection when adding or removing a
payment card and to download transaction history. You can connect via a Wi-Fi
network or using your mobile data connection. When you are using Samsung Pay to
make a purchase, no internet connection is needed. However, some networks will
limit you to 10 transactions during a period without internet access, after which
Samsung Pay will require an active internet connection. We recommend connecting
to the internet at least once per day to ensure Samsung Pay stays up-to-date.

https://www.samsung.com/us/support/answer/ANS00080583/

9. The mobile phone of claim 1, | See claim 1, above.
wherein the transaction data
includes a transaction number The transaction data used by the Galaxy S20 in a plurality of transactions includes a transaction
used for each transaction of the number used for each transaction of the plurality of transactions.

plurality of transactions.
As described with respect to claim 1, the Samsung Pay Application or Samsung Wallet Application
may be used to download transaction data, such as card information, to the mobile phone via the
network. Downloaded transaction data includes card data that may be used for a plurality of
transactions.
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Get Card Data
Returns the detailed information of the requested card.
Request
Type Value Description
Method GET
URL {Partner server URL}/cards/{Card Id}/{refld}?fields={fields}
Credential token.
. String ) The token can have prefix "Bearer” as an
Authorization Required o )
(1024) authorization type, e.g., Bearer <credentials=.
Headers * Refer to Authorization Token for more details.
) ) ) Request identifier.
x-requestid | String (32) | Required )
Randomly generated UUID string.
Wallet card identifier.
Card Id String (32)  Required  * Refer to "Add to Wallet” Interfaces for more
Path details.
Parameters
) ) Unique content identifier defined by the content
refld String (32) | Required )
provider
aQ Attributes which intended to retrieve.
ue
v fields String(128)  Optional | Can be specified using commas(,) as separators.
Parameter
* Refer to balance barcode.
Payload N/A
Example GET /cards/12584806754/ref-20230304-0003
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https://developer.samsung.com/wallet/api/server-interaction.html.
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