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Preface to the Fourth Edition

The first three editions of this book were written with the intent that they
be an introduction to SCADA. These three editions formed the basis of a
series of courses, from one-half day to as much as five days in length. As
time went by, we found that more and more class—generated questions
could not be answered by a reference to the text. This edition provides a
basic description of SCADA while also including some side paths that will
clarify why things in modern SCADA are done the way they are.

When Edition One was written, times were simpler, both in terms of
technology and in terms of the sophistication of computer hacking. At the
time, nearly all SCADA systems were developed on the basis of a Master-
Slave communication system, with the communication paths owned by
the process owner. Now, communication utilities own most of the data
paths. This leads to the potential for people other than the intended
recipients to view the information on the system. As SCADA has become
easier to design and install, companies have applied it to more and more
processes, often without proper consideration for security. When a
SCADA system was limited to shutting the valves on a small oil pipeline
across a river, not much could go wrong if the system was ordered to close
by a teenager from his bedroom computer. Now that international electric
power transmission grids are operated by SCADA, millions—and perhaps
billions—of dollars of damage may be generated by malicious hacker
activity.

For these reasons, the sections dealing with communications and security
have been expanded in this Fourth Edition. Since both of these
technologies are so large, some references have been included to direct
readers to the additional information that cannot be included in this one
text.

Comments on this volume

This volume is organized into units, each of which deals with some
limited aspect of SCADA. Tt should be possible to learn much about
SCADA concepts without needing to refer to other books. If you engage in
system design, you will need to refer to vendor information detailing the
specific equipment that you will evaluate for use.

Consideration was given to including a Glossary of Terms early in the
book, because there are some terms that are unique to SCADA or that take
on a slightly different meaning when used in SCADA systems than they
do in other technologies. We have found that this is not an effective way to
learn new technical terms; consequently, each technical term that may be
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X Preface

new is described as it appears. In addition, there is a short Glossary in
Appendix B near the end of the text.

Because examples and exercises have been proven to be an effective way
to increase the amount of new material that can be learned, there are
examples throughout the text and, at the end of each unit, there is a
selection of questions (with answers in Appendix C) for the student to use
to check his or her understanding of a topic.

The technology called SCADA has developed over the last forty years
(since about the mid-1960s). It is a collection of separate technologies,
including process instrumentation, various communication methods, and
computer applications. Every once in a while, someone figures out a better
way to do one or more of the things that are included in SCADA, and we
see the entire technology move in a different direction. Even 80, itis safe to
say that SCADA is a mature technology.

Dedication

I dedicate this book to Linda, who has provided both practical and moral
support in its development even though—or perhaps because—neither of
us understood at the beginning how much work would be involved.

Stuart A. Boyer, P. Eng.
Life Member ISA,
Life Member APEGGA
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UNIT 1

Introduction and Overview

Welcome to the ISA’s text on SCADA, Supervisory Control And Data
Acquisition. This unit provides an overview of the book and the
information you will need for independent study.

Learning Objectives—When you have completed this unit you should:

A. Understand the general organization of the material in this course.

B. Know the course objectives.

1-1. Text Coverage

This text provides introductory technical material about SCADA systems.
Tt addresses the basic layout of SCADA systems and the parameters for
system selection. Communications and the basic building blocks of
SCADA systems are dealt with in some detail. System security methods
and the need for security are considered. Applications examples are
provided and discussed. Economic evaluations are mentioned.

No recommendations about specific equipment types or methods are
provided; however, techniques that will help the reader to make such
selections are included.

1-2. Purpose

The purpose of this text is to introduce the student to the basics of SCADA
by providing overviews of relevant topics where appropriate and details
where necessary. SCADA consists of the elements of several different
technologies and it is sometimes difficult to know where to stop when
describing some of these technologies. The text will focus on such
technologies to the extent that doing so makes SCADA more
understandable. This text will also attempt to identify major differences
between the SCADA systems of different industries, but because the
basics of SCADA are much the same from one industry to another,
examples from many industries have been included throughout the text.

1-3. Audience and Prerequisites

This text is designed for those who wish to learn the basics of SCADA by
themselves at their own pace. It will be useful to managers, supervisors,
engineers, operators, and technicians who contemplate coming in contact

3
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Unit 1: Introduction and Overview

with SCADA systems. It will also be useful to students of technical schools
and colleges as an introduction to the subject. For any technical people
who have a personal interest in the subject, it should serve as a source of
overview information about SCADA.

Study Materials

This text is the only required study material for learning the basics of the
subject. For those who want or need to learn additional details about some
aspects of the subject, Appendix A provides a comprehensive list of
readings and other study material.

Organization and Sequence

This text is divided into fifteen separate units. Unit 2 is an overview of
SCADA that provides some definitions and describes elements and some
of the limits of SCADA systems. It will focus the student’s attention on
those factors that make SCADA what it is.

Unit 3 provides a sketch of the technology and defines it in the context of
related technologies. Unit 3 also discusses analog and digital
measurement and nomenclature.

Unit 4 considers the effect of time on a SCADA system. Certain functions
must be completed before other functions are started. In addition, a
definition of Real-Time Systems is discussed and methods of calculating
scan times are introduced.

Unit 5 talks about control system elements. Sensors, used to measure what
the process or equipment is doing; and actuators, used to make changes to
the process, are introduced in this unit. Control algorithms are discussed
to the extent needed for an understanding of how they can be used in
SCADA.

Unit 6 addresses the specific needs of communication between field
sensors/actuators and RTUs.

Unit 7 is about one of the main pieces of hardware unique to SCADA
systems, the Remote Terminal Unit (RTU). The necessary functionality of
RTUs is described, and several hardware methods to achieve this
functionality are presented.

Of course, for a SCADA system to work, the RTUs must also be able to
communicate with Master Terminal Units. Unit 8 discusses how this
happens and the problems that must be defeated for this to happen.
Developments in this form of communication are among the things
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unit 1: Introduction and Overview

affecting the way SCADA systems are now being designed and built. This
is the unit where protocols are detailed.

Master terminal units, the other equipment unique to SCADA, are
explained in Unit 9. Their functionality, layouts, and particular
requirements are discussed in some detail in this unit.

Unit 10 discusses methods of communication between the system and the
human operator. Because SCADA systems are often being integrated into
corporate enterprise systems, Unit 10 also discusses some advantages and
disadvantages of doing so.

Unit 11 considers whether SCADA is a remote control system or an
automatic control system. This unit will also offer some suggestions about
system reliability and how the lack of reliability should affect the way you
apply the system.

Security is the subject of Unit 12. Early SCADA systems paid scant
attention to this aspect of design. Modern systems pay more attention to
this feature. Additionally, methods of improving security are being
developed that will result in very secure control and monitoring of the
process.

Unit 13 provides a list of applications that are being used by companies
now. You may come across an application for your company that you had
not thought of, or you may feel that your design is complete if you do not
find an application that you have not already included.

Unit 14 outlines some of the directions in which SCADA may move in the
near future. As technologies improve, these improvements may be
harnessed to push or pull SCADA in different directions.

Unit 15 discusses the economics that must be considered when justifying a
SCADA project. The concept of present value is introduced.

Appendix A provides a bibliography of books that the author used in
developing this text. Referring to these sources will allow additional
information to be gathered to the extent that the reader is interested.

Appendix B provides a glossary of terms from SCADA technology—of
course, no such list can be complete. Since SCADA development dates
from the time NASA was very active in space exploration, their love affair
with acronyms has carried over to SCADA.

Appendix C provides solutions to the exercises that form the last part of
each unit. It has been found that the learning process is enhanced by
applying what has just been learned to solving a problem using this new
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Unit 1: Introduction and Overview

knowledge. The reader is encouraged to work these exercises as he or she
goes through the book.

Appendix D, the Index, allows the reader to search for instances of
particular words throughout the text.

Course Objectives
When you have completed this text, you should be able to:
* Converse with SCADA nomenclature
Describe the typical architecture of a SCADA system
Identify the limitations of a SCADA system

Describe the basic technology of each of SCADA’s major building
blocks

Recognize when a SCADA system would be beneficial to your
operation

Select the appropriate SCADA technologies for your operational
requirements

In addition to these general objectives, each unit contains a specific set of
learning objectives to help direct your study in that unit.

Course Length

The basic idea of this book is that students learn best if they proceed at
their own pace; consequently, the amount of time individual students will
require to complete this text/course will vary significantly. Most students
will complete this course in eighteen hours.
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UNIT 2

SCADA - Purpose, Elements, and Layout

SCADA is the technology that enables a user to collect data from one or
more distant facilities and to send limited control instructions to those
facilities. It is important to note the words “distant” and “limited” in this
definition.

SCADA has been developed to monitor and control very large process
facilities. SCADA is not normally used to operate a small facility like a
factory; although, some factories are large enough to benefit from using
SCADA. Control systems like programmable logic controllers (PLC) or
distributed control systems (DCS) will do a better job for most factory
control and monitoring. An example of a very large process facility is a
group of wells that produce and gather the oil and gas from a reservoir
beneath fifteen square kilometers (3,700 acres) of farmland or forest.
Another example is a transmission system, including wires, switches, and
transformers, that moves electrical power across entire states, provinces,
or countries.

Note also that the definition does not say, “Control and Data Acquisition.”
It says “Supervisory Control and Data Acquisition.” A good supervisor,
one who does not micromanage, gives a target to his workers and lets
them get on with the job, monitoring them occasionally. A supervisory
control system sends a process target to parts of the system, lets those
parts attain the target, and monitors them to ensure that the targets are
being reached.

Whenever a definition is written down, it is like a challenge to the reader
to think of exceptions. Someone might say, “I know of a factory where
SCADA is used to measure a flow rate,” or “Our SCADA system does
detailed, not supervisory, control.” Please accept the definition as given, at
least until you finish reading this text. It may be that you will reconsider
your argument. It may also be that you will find that your system is not
really a SCADA system, but is a large DCS.

This unit discusses some of the purposes that a SCADA system can be put
to, introduces the elements that comprise such a system, and illustrates
layouts that are common to SCADA systems.

EX1007, Page 15
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10 Unit 2: SCADA — Purpose, Elements, and Layout

Learning Obje‘ctives—When you have completed this unit you should:

A. Have a general understanding of what processes SCADA systems
may be applied to

B. Understand the benefits that you should expect from applying a
SCADA system to your process

C. Recognize the various elements that make up a SCADA system

Know why communication paths have such a big influence on the
physical layout of a SCADA system

E. Beable to lay out a typical SCADA system

2-1. Purpose of a SCADA System

SCADA allows a human operator, in a location central to a widely
distributed process—such as a pipeline system, oil or gas field,
hydroelectric generating complex, or irrigation network—to make set
point changes on distant process controllers, to open or close valves or
switches, to monitor alarms, and to gather measurement information.
When the dimensions of the process become very large, hundreds or even
thousands of kilometers from one end to the other, one can appreciate the
benefits that such a system offers in terms of reducing the cost of routine
visits to monitor and control that process. The benefits grow if elements of
the process are not only distant, but physically difficult to reach, perhaps
requiring a helicopter or other special transportation. Once the benefits of
a SCADA system are recognized, improved control methods can be
utilized to operate the facility more efficiently and safely than could be
done without the system.

Applicable Processes

SCADA technology is best applied to processes that are spread over large
areas; are relatively simple to control and monitor; and require frequent,
regular, or immediate intervention. The following examples should help
you visualize the range of applicable processes that SCADA is suitable for:

A. Groups of small hydroelectric generating stations which are
turned on or off in response to customer demand and are usually
located in remote locations. They can be controlled easily by
opening or closing valves to feed water to turbines. They need to
respond quickly to changes in demand and must be monitored
continuously.
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Unit 2: SCADA — Purpose, Elements, and Layout 11

B. Oil or gas production facilities—including wells, gathering
pipelines, fluid measurement equipment, and pumps—are usually
spread over large areas, require relatively simple controls such as
turning motors on and off, need to gather fluid metering
information regularly, and must respond quickly to conditions in
the rest of the field.

C. Pipelines for gas, oil, chemicals, or water have elements located at
various distances from a central control point that can be
controlled by opening or closing valves or starting and stopping
compressors or pumps, and must be capable of responding quickly
to market conditions and leaks of dangerous or environmentally
sensitive materials.

D. Electric transmission systems may cover thousands of square
kilometers, can be controlled by opening or closing switches, and
must respond almost instantly to load changes on the lines.

E. Irrigation systems often cover hundreds of square kilometers, can
be controlled by opening and closing simple valves, and require
meter data gathering to allow proper billing for the water supplied
to customers.

F. Ataheavy oil upgrader, controlled by a distributed control

~ system, there are several surface water pumping stations. It is
necessary to monitor the water levels as well as to turn the pumps
on or off in response to tank levels in the upgrader. The pumps are
located far enough away from the control room that it would be
very expensive to install dedicated data cables.

These examples are just that—examples. SCADA has been successfully
applied to each of these types of processes, as well as many others. The
types of control illustrated in these examples may give the mistaken
impression that SCADA is not suitable for more complex control. As we
will describe later, the complexity of remote control that is possible with
SCADA has grown as the technology has matured.

Typical signals gathered from remote locations include status indications,
alarms, analog values, and totalized meter values. This seems like a small
list of simple options, but a vast range of information can be gathered with
this apparently limited menu of available signal types.

Signals sent from the SCADA system’s central location to the remote sites
are usually limited to discrete binary bit changes or to analog values
addressed to a device at the process. An example of a binary bit change
could be an instruction to a motor to change from OFF to ON. An example
of an analog value is an instruction to a valve controller to change the
valve set point from 60% open to 70% open. Given simple signal types like
these and a lot of imagination, nearly any control change may be effected.

EX1007, Page 17
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Unit 2: SCADA - Purpose, Elements, and Layout

Elements of a SCADA System

Figure 2-1 shows the major elements of a SCADA system. At the center is
the operator, who interfaces with the system through some form of input/
output (I/O) device. The I/O device in turn communicates with the
master terminal unit (MTU). The MTU communicates with one or more
remote terminal units (RTUs), each of which communicates with sensors
or actuators at the process. In addition to these major elements, the
drawing shows several other boxes identified as modems and radio. Each
of these elements will be briefly described in this section so that you will
be able to follow the discussion, and will be dealt with in more detail later
in the units dedicated to MTUs, RTUs, and communications.

The two purposes of a SCADA system are to extend the operator’s ability
to see what is happening in the process and to extend the operator’s ability
to make changes to the process. When the process is very small and

simple, the operator may be able to directly see what is happening and to
reach out to make the needed change with his or her own hand. When the
process gets a bit larger, that becomes impossible; however, it may still be
practical to have a wire connection from each sensor to a light located near

the operator and a wire from a switch near the operator to the motor or
valve that the operator needs to adjust to make the process work properly.
As the process increases in size even more, the signals to and from the
operator start to degrade and the cost of running dedicated wires for each
element becomes prohibitive. The operator must still know what is
happening in the process and he or she must still be able to make the
changes to the process.

The master terminal unit is the system controller. Some industries use the
term “host computer,” “host controller,” or “server,” but for the rest of
this book we will refer to this device as the MTU. In modern SCADA
systems, MTUs are always based on a computer. With appropriate
software, the MTU can monitor and control the process even when the
operator is not present. It does this by means of a built-in scheduler,
programmed to repeat instructions at set intervals. For example, the MTU
may be scheduled to request an update from each RTU every six minutes.
The operator’s I/O, and the SCADA system generally, must be a two-way
device. Just as a SCADA system is not just a telemetry system gathering
data from the field and presenting it to the operator, the I/O must not be
limited to presenting data to the operator. It must also be capable of
receiving instructions from the operator and passing them on to the
process. Presentation to the operator from the system is normally done by
means of graphic or textual information on a CRT or LCD screen. For very
simple systems, lights or annunciator windows may suffice for telling the
operator about the process. For many systems, audible signals may be
used to reinforce certain types of messages in order to ensure that the

EX1007, Page 18
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operator is quickly made aware of the situation. Presentation to the system
is normally done through a computer keyboard, although pointing
devices like touch screens and mice are also popular. For very basic
systems, a set of simple electrical switches may suffice.

. .
1._ MODEM = MODEM
. °
hd .
e °
RTU #1 RTU #2
OPERATOR /O
MODEM V
OPERATOR MTU MODEM RADIO
RADIO RADIO

e -

re MODEM — MODEM

o °

* °

° .

RTU #3 RTU #4

Figure 2-1. Major Components of a SCADA System
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Unit 2: SCADA - Purpose, Elements, and Layout

Normally, the MTU will have auxiliary devices like printers, backup
memories, and audible alarms attached to it. These devices are considered
to be part of the MTU. In many applications, the MTU is required to send
accounting information to other computers or management information to
corporate enterprise systems. These connections may be by dedicated
cable between the MTU and the other computers, but newer SCADA
systems are more likely to use local area network (LAN) drops for this
communication. These other computers are not considered to be a part of
the MTU or the SCADA system. In many SCADA systems, the MTU is
required to receive information from other computers. This is often how
applications programs, operating on other computers and connected to
the MTU, provide a form of supervisory control over SCADA. These
applications may or may not be on computers that are considered part of
the MTU. Detailed descriptions of MTU functions will be found in Unit 9.

In a large process where the operator is located in a comfortable control
room, anything outside and far away, such as the process, is considered to
be remote. The operator, through the MTU, must communicate with the
process; and to facilitate this, SCADA systems provide remote terminal
units or RTUs. A SCADA system may have as few as one RTU or as many
as several thousand RTUs. An RTU has two major functions. First, it must
provide an ability to communicate with the MTU. Second, it must provide
an ability to communicate with each of the field sensors and actuators that
is connected to it. At one time, RTUs were custom designed electronic
panels weighing several hundred pounds and requiring delivery lead
times of several months. Now they are normally computer based, flexible,
and off-the-shelf.

For the RTU to communicate with the MTU, it must recognize that the
MTU wants to talk to it; must decode the message sent by the MTU; must
act on the message, perhaps by composing and sending an answer to the
MTU; and must shift back to listening for additional messages from the
MTU. Acting on the message may be a complex operation. It may require
checking the existing position of a particular field device, comparing the
existing position to the MTU's required new position, sending an electrical
signal to an actuator to move the device to the required position, checking
a set of field sensors to ensure that the device has moved to the
appropriate position, and then sending a message back to the MTU to
confirm that the new condition has been reached. Because of this
complexity, modern RTUs are computer based.

The RTU also communicates with sensors that measure field equipment
conditions and with actuators that change field equipment conditions (see
Figure 2-2). To do this, the RTU must know which language, or protocol,
each field device uses. It must know the name, or address, of each field
device. If it is to gather information from field devices, it must know
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where to store the information so that it will be able to send the
information onward when told to do so by the MTU.

At one time, RTUs did not do much besides that just described. When
computers became the preferred frame for RTUs, designers decided to
include other functions in the RTU. Now, functions like fluid flow
totalizing, interactive valve positioning, control functionality, and pipeline
pig sending control may be included in the RTU.

TOFROMMTU +—2 o \/
K

see ’ MODEM

P OO | Seed
RTU /

o |
o [ o |

TO SERIAL INPUTS/OUTPUTS

FIELD INTERFACE PANEL

[ TTTT

FROM TO FROM TO FROM TO
DISCRETE DISCRETE ANALOG ANALOG PULSE STEPPING
SENSORS ACTUATORS SENSORS CONTROLLERS GENERATORS  MOTORS

Figure 2-2. An RTU and Its Various Connections

Connections between the RTU and the field devices are most often made
with electrical conductors—that is, wires. Usually the RTU supplies the
electrical power for both sensors and low power actuators. Depending on
the process, reliability requirements may necessitate that an
uninterruptible power supply (UPS) be used to ensure that failures of the
electric utility do not result in process or safety upsets.
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Just as the MTU scans each RTU, the RTU scans each of the sensors and
actuators that are wired to it; however, the RTU’s scanning is done at a
much higher rate than the scanning done by the MTU.

RTUs will be discussed in some detail in Unit 7.

Communication between the MTU and its RTUs will probably take place
over one of two media: radio or land line. The media may be owned by the
SCADA system owner or it may be leased from a telephone utility. In
either case, because electrical signals deteriorate when transmitted over
long distances, a MODEM, which MOdulates the electrical signal onto a
carrier wave at the sending end and DEModulates it from the carrier wave
at the receiving end, is required.

Some SCADA systems may use both radio and land lines for
communication. One of the distinguishing features of SCADA systems is
that their processes tend to be simple. For that reason, the amount of data
that needs to be moved over a SCADA communication system tends to be
small; consequently, the data rate at which SCADA modems need to work
is small. Often, 300 bits per second is sufficient. Seldom is more than 1200
bits per second needed.

Details of SCADA communication will be discussed in Unit 8.

Field devices and the wiring connecting them to the RTU form a very
important and often overlooked part of the system. As noted earlier, field
devices include sensors that tell the system what is happening to the
process and actuators that change some of the basics of the process. The
purchase, installation, and wiring of these devices forms a large part of
both the design and construction costs of a SCADA system.

Details of field devices and their wiring will be discussed in Unit 5.

SCADA Layout

The layout selected for connecting one MTU, a communications system,
and a group of RTUs to form a SCADA system will depend on the shape
of the process to be controlled and on whether there is existing
communications infrastructure.

In the very simplest of systems, like a water supply well near a small
town, for example, the MTU is likely to be put in the town maintenance
office; the RTU will be at the pump /well; and the communication
equipment, probably a simple dedicated radio, will have equipment at
both sites.
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For a more complex system, like an oilfield with free flowing and pumped
wells, water injection pumps, and separation facilities, the MTU will
probably be located at the field operations office; RTUs will be located at
the separation facilities and injection pump stations; and the
communications equipment, either a dedicated radio system or a cell
phone network, will be distributed throughout the area. If the equipment
is a dedicated radio system, it will include a radio at the MTU and at each
of the RTUs and may include one or more repeater radios.

A large pipeline facility is likely to have the MTU located at the pipeline
corporate office. Sub-MTUs will be located at major operations or
maintenance centers along the line. RTUs will be located at pumping or
compression stations, as well as at metering stations where product is
added to or removed from the pipeline. Communications may be owner
supplied, but will probably include some communications utility
equipment, including satellite stations, buried optical fiber cable, and
copper telephone cable.

A Limited Two-Way System

Although SCADA is somewhat limited in its ability to control functions
within the process, it is its supervisory control functionality that makes
SCADA different from a telemetry (one-way data transmission) system.
SCADA is a two-way system.

On the other hand, it is the fact that its control ability is limited that makes
SCADA different from most other control systems, such as distributed
control systems (DCS). Some recent technical articles have projected that
as communication achieves higher bandwidth and better reliability, the
control systems will become continuous and broader. They will, but then
the systems will not be SCADA. They will be very large DCS.

Unit 2 Exercises:

2-1.  What factor makes SCADA different from other control and monitoring
systems?

2-2.  Most SCADA systems have communication systems that operate between
the MTU and the RTU(s) at relatively low data rates. How does the system
get away with this and how does it affect the selection of communications
equipment?

2-3. What are the three primary subsystems of a SCADA system? Are there
other parts in a SCADA system?

2-4.  Two communications media are used frequently in SCADA systems. What
are they?
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2-5. What three characteristics of processes make them potential candidates for
SCADA?

In a process, the temperature of a heated liquid, the status of an open/closed
ball valve, and the number of cubic meters of gas that have passed through a
meter must be gathered. Which of these parameters can be gathered by a
SCADA system?

From where do the process sensors receive their electrical energy?

Why is an uninterruptible power supply (UPS) needed at an RTU site?
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UNIT 3

Historical Development—Analog and Digital

When we try to learn a new subject, it is usually helpful to become
acquainted with at least a small amount of its history. This enables us to
place new information into a familiar context. Knowing something about a
subject’s history also allows us to understand that subject in terms of its
development over time. The better we can relate to the subject, the
“friendlier” that subject becomes.

The early days of SCADA coincided with the development of electronics.
This was driven largely as a tool in the exploration of space. It turned out
to be useful in the control of more mundane processes, but also applied to
industrial control. Originally, electronics was an analog technology; but
shortly before SCADA needed the complexity that analog would have had
difficulty providing, digital technology began to appear. It was embraced
at the beginning of SCADA.

Learning Objectives—When you have completed this unit you should:

A. Understand the differences among analog, discrete, and digital
signals.

Know what precursor technologies contributed to SCADA.

C. Recognize how technical development of radios, instruments, and
computers have changed SCADA in the past, and how further
changes are likely to change SCADA in the future.

D. Have some appreciation for how old SCADA is as a technology.

3-1. Analog Signals, Measurement, and Control

You will read several times throughout this book that SCADA is a tool
that is used to extend the ability of the process operator to learn what is
happening in the process and to extend the ability of the process operator
to control what is happening in the process. So what would the operator
do if he or she were right there at the process?

When processes were very simple and instrumentation had not yet been
developed, the operator would stand next to a piece of process equipment,
such as a tank, and watch the level of liquid in the tank. As the tank filled
up, the operator would either reduce the rate of liquid flow into the tank
or increase the rate of liquid flow out of the tank. The technology can be
thought of as analog. A full tank is one that is 100% full. An empty tank is
EX1007, Page 26 ,,
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one that is 0% full. The tank can be at any percent of fullness between
these two limits. With time and experience, the operator would learn that
there is a “best level” at which to try to keep the tank. That best level came
to be known as the “set point.” The operator would manually adjust the
level to that point and then could relax for a while.

Soon, his supervisor would notice that an experienced operator was
relaxing more than he was adjusting. The supervisor could then assign
one experienced operator to control two tanks, as long as they were fairly
close together. If a float assembly were now put in each tank so that a rod
would rise above the tank top as the liquid level increased in the tank,
then the operator could know how high the liquid was without actually
needing to see the liquid. He would be looking at an analog of the liquid.
If these rods were situated so that the operator could see two or three of
them from one spot, he would be getting an analog signal from each of the
tanks under his control. The efficiency of the operator had been improved
with no reduction in his reliability.

After the first such conceptual success, many more would have followed,
with temperature, pressure, and speed as the early parameters measured.
In each of these cases, the early instruments had a readout that had an
analog basis. Temperature showed as a column of mercury or colored
alcohol that increased in height as the temperature increased. Pressure
and speed showed as a needle that moved in a clockwise direction as the
parameter increased, and moved counter-clockwise as the parameter
decreased.

Similarly, controls that the operator had to adjust were originally valves,
brakes, and throttles. Some would be recognizable to us, but most had
levers as handles instead of wheels. The same range, 0% to 100%, was
available and manual operation was the only option. So controls as well as
measurements retained the same form for the parameter being
manipulated.

Discrete Signals, Measurement, and Control

A certain class of process signals is simpler than analog signals. They are
called discrete signals. They are separate and distinct, although they may
be thought of as the 0% or 100% points of an analog signal. Do not confuse
digital signals, which can impart as much information as an analog signal,
with discrete signals, which describe only the end points. For a valve, two
discrete signals would be “closed” or “open.” For a motor, two discrete
signals would be “off” or “on.” For a fire alarm, two discrete signals
would be “fire” or “no fire.”
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Historically, this type of signal was probably used at least as often as
analog. The operator would have responded in the same way to a discrete
signal that indicated “Level Alarm High” as he or she would have to an
analog signal that indicated “80% Full.” Also, the instrument to measure a
discrete signal is a bit easier to build and install than the instrument to
measure an analog signal.

You would think that with access to both discrete and analog signals,
nothing else would be needed to completely measure and control a
process. At one time, you would have been correct. Discrete sensors (such
as limit switches) were and still are wired into control and safety circuits
to start or stop motors when process conditions warrant. Mechanical and
pneumatic controllers have been developed to recognize that an analog
process parameter is higher or lower than it should be and to increase or
decrease an analog control to correct that error. These analog controllers
often use cams, wheels, and levers to perform the control algorithm.

Success in the development of electronics, initially analog electronics,
encouraged process control vendors to develop electronic control devices.
These tended to allow much more flexibility than mechanical units. Now
more parameters of control could be adjusted. Repeatability was better,
and the fact that these changes, including changes of set point, were now
adjustable electrically meant that the operator could make the adjustments
remotely. This led to moving the operator to a central location where he or
she could monitor many controllers without having to move through the
plant. When this became the normal thing to do in a new plant, more and
more attention was paid to the comfort of the operator. Control rooms
were built with air conditioning, heating, and humidity control.
Sometimes this was done to make the operator more comfortable;
sometimes it was done to make the control equipment more comfortable.

At about the same time as all of this was happening, the race to the moon,
between the United States and the Soviet Union, resulted in the
development of several different technologies, two of which (radio
communication and digital electronics) are of great interest in SCADA
development. In a later unit, we will discuss the effects that improvements
in radio communication had on SCADA. For now, it is important for you
to know that digital electronics received a major boost during this period.
In the late 1960s, geophysical prospecting started adapting digital
electronics for recording seismic signals. Shortly after that, oil and gas
production equipment started applying digital amplifiers and controllers.
In the same way that electronic controllers were more flexible than
mechanical or pneumatic controllers, digital controllers, which could be
programmed, were much more flexible than analog electronic ones.
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It was important that process control engineers learned about digital
signaling. It would have been possible to transmit analog values over long
distances, but it would have been much slower than using digital values—
and there was no means of ensuring that the analog values had been
transmitted without error. As we shall see in Unit 8, digital
communication techniques do allow this valuable capability. For this and
other reasons, for SCADA systems most of the traffic between the remote
terminal units and the master terminal unit is now carried by radio with
digital encoding of the data.

3-3. Development from Telemetry

In the first two-thirds of the twentieth century, the engineering
development of aircraft and rockets, as well as the investigation of
weather and other geophysical phenomena, required that simple pieces of
data be gathered from equipment located where it was either difficult or
impossible to place observers. For example, in earlier days of experimental
aviation, aircraft had space for a pilot but little room left over for design
and testing engineers to accompany the flight and monitor the hundreds
of sensors installed to evaluate stresses and strains on the airframe and
engine. These were the early days of telemetry, a one-way communication
system designed to gather information.

Similarly, early rockets did not even have room for a pilot; and, because all
early rocket trips ended very suddenly, it would have been difficult in any
case to get engineers or technologists to volunteer to ride along to read the
instruments! The fact that most of these early trips not only ended
suddenly, but much sooner than scheduled, made it doubly necessary to
find a way to get the flight information while it was still available.

From the time technology was first applied to predicting weather,
scientists realized that large masses of data would be required to make
accurate forecasts. But only a very small amount of this data was available
where people were generally located. Remote post offices and lighthouses,
ships and specially established weather stations could be manned and
could transmit the data to a central location, either by telephone,
telegraph, or radio. But that only accounted for surface information, and
weather is composed of much more than just surface effects. To get a
better handle on weather, scientists thought that developing profiles of
weather information up through the atmosphere would be helpful. Small
balloons were affordable. Small instruments could be mounted on them to
measure the parameters of interest and provide the desired information.
But how should that information be gathered?
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Figure 3-1. Early Telemetry

Dependence on Communication and Computers

The answer to this question emerged from a communications method that
was being used in another industry to alleviate a safety concern. For some
time, rail systems had used wire communications to monitor the position
of their rolling stock and the status of switches that controlled on which
tracks the trains travelled. Figure 3-1 shows how this was accomplished
using electric switches, wire, and status lights. Early railroad right-of-
ways usually included elevated telegraph wires, in much the same way
that modern utility right-of-ways include pipelines, power lines, and
communication cables. Very long distances required signal repeaters to be
inserted into these telegraph wires at frequent intervals. This
communication system, called telemetry, allowed a central office to
monitor things that were happening at distant locations and enabled
controllers to efficiently and safely schedule the trains. Instructions to
manually change the position of the track switches would be sent by
telegraph to operators. The system was, of course, limited to fixed facilities
where wires could be laid between the source of the signal and the central
monitoring office; but, where these conditions applied, telemetry worked
well. Systems of this kind are still in use.

At about the same time that the need arose to maintain communications
with moving facilities, radio technology was also advancing. As long as
one did not expect to get too much information, radio could send it. And
as long as the radio did not have to transmit for too long a time, its battery
could be small enough to be practical. Thus the technology of radio
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telemetry was born. Figure 3-2 outlines how a temperature sensor and a
barometer could be tied to a radio to provide information about
temperature versus altitude.
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Figure 3-2. Temperature Sensor and Barometer Tied to a Radio
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Radio telemetry evolved over time by improving the reliability of the
radio system, by increasing the density of the data that could be
transmitted, by developing error-detecting and even error-correcting
codes, and by miniaturizing the equipment. But throughout this
evolution, radio telemetry maintained its one-way nature. Data was
gathered from the remote site and transmitted to a central location. No
radio signals were sent from the central location to the remote site.

Hardwired telemetry also matured during this period. Rather than
concentrating on improving the reliability or the size of the equipment, the
railroad engineers who worked with wire telemetry devices developed
the concept of two-way communication to allow efficient remote control.
This allowed the train track switches not only to be monitored from a
distance but also to be adjusted from a distance. Of course, since it was
real people that were riding around in these trains, the rail companies had
to be very sure that the switches had moved to the correct position before
a train was allowed to use the track. To do this, traffic lights near the
tracks were hardwired to electric status switches on the track assemblies.
Even though this system combined telemetry and remote control, it was
still not SCADA because the “Supervisory” nature of the control was not
in place.

Electric power utility companies and pipeline transportation companies
had facilities that were comparable to those of the rail companies—large
capital investments that required little in the way of complex control to
operate. A major difference being that the switches and valves that had to
be controlled were located at distant, inconvenient spots. Oil and gas
production companies seemed to find most of their prizes in very
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inhospitable, poorly developed parts of the world, in which it was difficult
to get operating crews to live. All of these industries responded to the
same problem with the same solution: They investigated ways of remotely
monitoring and controlling simple functions by using wire-transmitted
electric signals to reduce the operating costs of their facilities. By the
beginning of the 1960s, remote monitoring and supervisory control of
several industrial processes was a developing technology, and while in
some cases the systems would now qualify as SCADA systems, the term
SCADA had not yet been defined.

Scientists and technologists recognized the improvements being made in
radio technology for telemetry and applied them to this new two-way
remote operation. Radio had transformed the gathering of weather
information from a two-dimensional to a three-dimensional technology.
When radio was applied to the remote monitoring and control of
processes, it transformed this technology from one-dimensional—that is
along a railroad, pipeline, or electric transmission line where wires could
be installed inexpensively—to two-dimensional. Radio equipment could
be located almost anywhere on the surface of the Earth that it was needed.

Often, a combination of wire and radio was the most effective method for
gathering and distributing signals. As radio improved, the costs of
installation dropped and more facilities could pass the economic
feasibility hurdle. Installing buried telephone cable in remote areas can be
extremely expensive, but still less expensive than overhead wire, unless
the owner already owns an overhead pole system. Radio paths are
relatively immune to the intervening countryside as long as a clear line of
sight exists between the transmitter and receiver. During the 1960s, radio
was used more and more. By the middle of the 1970s, radio became the
communication medium of choice for most newly installed telemetry
systems to fixed locations, and more and more, for two-way systems.

At the same time that radio was moving into the ascendancy for
communication, another electronics technology was developing. Digital
computers made their debut in remote monitoring and supervision in the
early 1960s. The increased flexibility that they offered was very attractive
to the designers of these systems. Early on, non-computerized systems
had central stations that had grown in complexity—they required up to
several thousand relays. Before the advent of electronic computers, in
some cases, these central stations had punched paper-tape programming.
So-called mid-sized computers became available about 1965, and the stage
was set for an explosion of systems that would allow massive centralizing
of control. Large-scale communications, which often required leased long
distance telephone lines in combination with privately owned radio
systems, provided the paths to a very large number of field facilities.
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Often, the entire complement of a company’s field facilities would be tied
into one computer that was located hundreds of miles from the operation.

It was at the beginning of the 1970s, that the term SCADA was coined and
the word telemetry began to fall out of use in describing two-way systems.
Radio became so much better during the 1970s, that it often replaced
existing buried cable systems. Ground-dwelling rodents and backhoes
couldn’t do as much damage to radio signals as they could to buried cable.
The stability of radio’s frequency control was increased, requiring less
maintenance. The reduced complexity of the equipment and the improved
industrial design of radio packaging made it possible to service the
equipment in the field with less-qualified technicians and less-
complicated service equipment.

SCADA technology matured slowly during the late 1970s. Improvements
in software resulted in better human-machine interfaces (HMI). Report
writers were developed to provide the information that was wanted,
when it was wanted. Systems got bigger. As was the case with most
industrial technologies, the development of minicomputers had a

- profound effect on the development of SCADA. For one thing, smaller
facilities could now be considered for remote operation. Perhaps the most
profound effect, however, was that the minicomputer, which is usually
the basis for the host computer or master terminal unit (MTU), became so
inexpensive that it was no longer necessary to centralize the system. Of
course, centralization could still be done where it made operational sense,
but now, operational effectiveness rather than cost could determine where
the MTU was located. Industries such as electric utilities and pipelines
retained their centralized philosophy, while oil and gas production
companies shifted to a more decentralized mode to put the control of the
fields back in the hands of field operations specialists.

As systems proliferated, the radio spectrum became more fully utilized.
Frequencies became harder and harder to get. As this was happening,
other methods of radio communication were being developed, including
satellite communications and cellular telephone. Peer-to-peer
communications management systems, which could replace Master-Slave
communications, were developed. The costs for these communications
methods dropped to the point where, with a few modifications to the
SCADA system, they became the technology of choice in many systems.

This is where SCADA is today. It is expected that computer and
communications improvements will continue to influence the
development of the technology. Local area networks (LANSs), which are
dedicated, high-speed methods for communicating between digital
hardware, are the hot communications subject now.
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Unit 3 Exercises:

3-1. By what decade had two-way remote control and monitoring become a
recognized technology?

3-2.  Name three factors that caused radio to be preferred over land lines for two-
way remote control and monitoring.

 3-3.  Flexibility and the ease with which existing systems can be modified are
two reasons that electronic computers supplanted built-for-purpose central
controllers. What is another reason?

What was the most profound effect of the development of small, inexpensive
minicomputers?

3-5.  What factor do pipelines and electric transmission systems have in common
with railroads that drove them to be early users of remote monitoring and
control?

What two things about the process operator does SCADA attempt to
extend?

Analog signals and discrete signals are two methods for moving data to or
from an operator. What is the primary difference between the two?

EX1007, Page 34
WB_00001087




Unit 4:
Real-Time Systems

EX1007, Page 35 ,
WB_00001088




Unit 4

Real-Time Systems

For a long time—many years—SCADA operated independently of other
computer-based systems, and the issue of synchronizing communications
among different computers was unimportant. Depending on how you
prefer to define “real-time,” it may not have been important for SCADA to
be “real-time.” How should we define real-time? At one time, a sloppy
definition like, “A system whose output occurs at the same time as its
input is a real-time system,” seemed sufficient. This definition had the
advantage of simplicity, but a definition like this resulted in systems that
worked reliably on slow processes and did not always work on fast
systems. It was not quantitative. Most dictionary based definitions talk
about “extremely fast,” “virtually immediately,” or something similar.

Consider the way that computers operate. The central processing unit
(CPU) sits waiting for an interrupt request. That interrupt request may be
generated by someone striking a keyboard key or by an external switch in
a printer advising that the printer has run out of paper or by an alarm that
the battery voltage is getting low. The CPU will evaluate the priority of the
interrupt request and, if the request is important enough, it will accept the
request. The CPU will now operate on the request. It will continue to
operate on that request until it has finished that operation—or until
another request with higher priority comes along. Most computers have
lots of time to do all of the things that are asked of them. If a couple of
interrupt requests have to wait for a hundredth of a second, or a tenth of a
| second, no great harm is done.

But now consider that the interrupt request is from a process sensor, that

the request is only milliseconds long, and that it is advising of something
urgent. For the system to operate properly, this interrupt request must get
through. The Instrument Engmeer s Handbook, Process Control, 3" Edition,
defines “real-time system” as a system that guarantees a definite
maximum time between an interrupt request and the correct execution of
the code designed to respond to the interrupt. This kind of a definition
allows for real-time systems that are more real-time than others, based on
the “definite maximum time” guaranteed. But that is still acceptable if the
range of guaranteed times will satisfy the needs of the process. In fact, we
shall see later in this unit that certain functions of a SCADA system do not
have to respond instantly, but do have to respond within a defined length
of time.
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Learning Objectives—When you have completed this unit, you should:

Understand the terms that deal with time response.

Understand the criteria to be considered when selecting scan inter-
val.

Know the factors that affect decisions about where to place calcula-
tion or computing elements.

Is SCADA Real-Time?

Now that we have a workable definition of “real-time,” we are in a
position to answer this question. As we will consider in detail later in this
book, some parts of a SCADA system must respond much faster than
other parts but each part has some time constraints that must be met. Let’s
look at a simple SCADA system from the field end.

First, we have an instrument in contact with the process. It is a differential
pressure transmitter. As the flow increases through a meter orifice, the
transmitter senses an increase in the differential pressure across the
orifice. This happens very quickly. It happens so quickly that for practical
purposes, there is no delay. The result of the flow increase is to change the
current through a wire pair connecting the sensor to a flow computer. This
flow computer has a simple purpose: It solves an algorithm by
multiplying the differential pressure signal by several constants and one
or two variables that are changing with time to arrive at an answer that
can be called “corrected flow rate.” If the flow computer can read each of
these variable inputs, including differential pressure, and can multiply
them by the constants that have been programmed into the flow computer
and can produce an output fast enough, then it has done its job. How fast
is fast enough? Experiments have shown that with good sensors,
significant changes in differential pressure can be measured in the order of
milliseconds. So the ability of the computer to sample all of the variables
in less than a millisecond should work. Multiplying them by the constants
will take only microseconds or less. We can feel comfortable that an
electronic flow computer can act as a real-time device for one orifice
meter. But could it handle four or five flow calculations at the same time?
How about thirty? How about two hundred?

Second, the corrected flow rate will be available as a current coming out of
the flow computer. The remote terminal unit (RTU) will sample this
variable and will store it in a memory register. The RTU will also sample
analog variables from other flowmeters, from level transmitters, or from
temperature transmitters; and will sample discrete variables from fire
alarms and the like. Each of these variables will be sampled and stored in
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its own memory location. Since we know that RTUs are microcomputer
based, we can feel comfortable that an RTU should be capable of handling
this workload for three or four transmitters, and do so in such a short time
that the flow, level, or temperature of the process would not have changed
significantly. It would be able to do this in “real time.” Could it do all of
this quickly enough for 200 transmitters? 3,000 transmitters?

Third, the RTU must listen for a request from the master terminal unit
(MTU), which will periodically tell each of the RTUs in the system to
report what it knows. When it receives such an order, the RTU must
confirm that the message is indeed for it and not for some other RTU.
Then it must put together a message that includes all of the information
requested by the MTU—this information must be arranged in a very
specific manner. Then, an error-detecting code must be attached to the
message that will allow the MTU to determine if any communication
errors have occurred as the message travelled from RTU to MTU. The
RTU must then turn off its radio receiver, turn on its radio transmitter, and
send the message to the MTU. After that, the RTU must turn off its
transmitter, turn on its receiver, and wait for the MTU to give it further
orders. If it can do this before the MTU gets tired of waiting for an answer,
it will have been successful. It can do the job in “real time.” We can believe
that this is possible for short answers, but if the MTU asks for 50 pieces of
data, will it still work? How about 1,500 pieces?

Fourth, the MTU must receive this data; check it to determine if any
communication errors have occurred; store the data in predetermined
memory locations; and present any alarms, reports, or data screens to the
process operator. At the same (apparent) time, it must instruct the next
RTU on what to do. This group of activities seems like it could be done in
the time available, and if it is, then the MTU has been successful in acting
as a “real-time” device.

From this admittedly superficial description of SCADA activity, we can
see that even though some of the functions take much longer than others,
the definition that we used at the beginning of the unit has been useful in
designing a system that will work. The description provides some
measures that we could use if we believed that parts of the system were
not working in “real time.” For example, if it were discovered the MTU
was not receiving all of the RTU’s response, it might be necessary to
shorten the list of requested data points, or it might be necessary to
lengthen the time that the MTU was allowed to wait before moving to the
next request.
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Continuous Process Control

Most systems that control continuous processes operate in real-time.
Consider Figure 4-1. The controlled variable signal is fed to the input of
the control system with no (significant) time delay. The controller acts on
this signal as quickly as possible with the control algorithm. The
manipulated variable is sent to the process immediately. Time delays exist
in the control side of the system, but they are usually kept very short.

ALGORITHM IS
IN CONTROLLER

MANIPULATED
/ VARIABLE
IS FLOW RATE

I CONTROLLED
VARIABLE
IS LEVEL

Figure 4-2 shows a simple SCADA with the MTU scanning three RTUs.
The MTU asks RTU number 1 for information about flow through FE-101,
and then it asks each of the other RTUs about flow through their flow
elements. The scan interval (sometimes called the “scan period”) is the
time between one conversation with an RTU and the next conversation
with the same RTU. The constraints of the SCADA system and its method
of low-speed scanning are going to introduce a time delay. It is the
responsibility of the system designer to ensure that the delay is not long
enough to introduce a safety or operability problem.

Figure 4-1. Most Continuous Process Control Minimizes Time Delay

Figure 4-3 plots the delay introduced by a scan of three RTUs. The
decision as to whether or not control will be affected by the scan interval
can only be made by someone (or some team) that is familiar with the
process. At the early stages of the design of a SCADA system, the scan
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Figure 4-2. MTU Asks Each RTU In Turn About its Flow Information

interval can be selected to mitigate some of the time delay effects. Section
4-3 will examine the process of tailoring the scan interval to the needs of
the process.

In particular, systems for indicating status or for alerting operators to
process conditions that are out of limits (alarms) attempt to introduce as
little time delay as is “economically feasible.” This is an important phrase
when considering SCADA. It does not mean “as little time as possible.” It
means that the operator’s time response to the alarm must be considered
when determining how quickly the alarm must be presented to the
operator. The following three examples will help to clarify this. For each
example, a process upset or equipment failure has been recognized. The
SCADA system signals the operator that an alarm condition exists. The
operator then responds to return the process to normal.

Example 4-1. Out-of-limits condition: A beam pump on an oil well
located at site 10-22 has stopped. Such pumps lift oil from the
underground reservoir. When the pump stops, the flow of oil stops.

Alarm Signal: “Beam Pump 10-22 Stopped”

Likely response: On the next scheduled visit to this part of the oil field, the
field operator will plan to spend enough time at this site to determine the
cause of the pump’s failure, will write up a description of the failure, and
will call in appropriate maintenance personnel to repair it. These pumps
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Figure 4-3. Time Delay with SCADA System

produce small amounts of oil per day, and it will probably take two or
three days to repair.

The economically feasible time delay for this response is on the order of
hours—perhaps as much as twenty-four hours.
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Example 4-2. Out-of-limits condition: An electric submersible pump on
an oil well located at site 6-33 has stopped.

Likely response: Electric submersible pumps are expensive, high volume
pumps. For this reason, they are installed on high volume wells. Because
this well produces a very large amount of oil and downtime is important
to the company, a maintenance crew will be dispatched, day or night, as
soon as the alarm is received.Alarm signal: “Submersible Pump 6-33

Stopped”

The economically feasible time delay for this response is on the order of
minutes, perhaps as much as one hour.

Example 4-3. Out of limits condition: An electric switch between
generator number G-510 and the electric transmission system has opened.

Alarm Signal: “Generator G-510 Switch Open”

Likely response: A generator that is presently in the spinning reserve
mode will be connected to the transmission grid as soon as possible.

The economically feasible time delay for this response is on the order of
seconds—perhaps thirty seconds.

From these three examples, it should be clear that the response time the
process requires should be the overriding consideration when determin-
ing what is and what is not “real-time.” Pragmatically, real-time means
that the time delay of the system is not long enough to introduce problems
in control. For this reason, much of SCADA is considered to be real-time
control even though a recognized time delay is associated with it.

Communications Access and “Master-Slave”

Electronic machines can talk to each other in several ways. Depending on
the purpose of their conversation, the required speed, and the machines’
status relative one to the other, different communications access methods
may be used. The communications requirements both determine and are
controlled by the communications protocol selected. Unit 9 will discuss
protocols and communication topology.

For this discussion, you should know that most SCADA systems use a
communications plan called “Master-Slave.” With a master-slave
arrangement, only one of the machines (in this case, the master or MTU) is
capable of initiating a conversation. The MTU calls one RTU, gives
instructions, asks for information updates, and then tells the RTU to
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respond. The MTU then listens for an answer. The RTU answers as soon as
the MTU has finished speaking. Then the RTU stops talking and starts
listening for more instructions. If the MTU has no more instructions for
RTU-1, it will call RTU-2 and go through the same procedure. The MTU
will go through each RTU, then return to RTU-1 and continue. No RTU
can initiate a message. It can only answer a message when specifically
instructed to do so by the MTU.

There is a provision for the situation in which one of the RTUs has failed.
The MTU will listen for a predetermined time, then, if it “times-out”
before it gets a reply from that RTU, it will send its next message to the
same RTU. Again, it will wait for that predetermined time. If still no reply,
it will send a third and last message to the same RTU. If no reply is
forthcoming, it will move on to the next RTU and will continue with its
scan. When it does this, it will record the failure of the RTU to reply. This
will generate a communications failure alarm. Depending on how the scan
program was written, this RTU may be eliminated from further scans until
a manual over-ride, which would happen after Maintenance has fixed the
RTU, has been input.

As we have seen, the process of talking to each RTU in order and then
going back to the first RTU to begin the cycle all over again is called
“scanning” or “polling.” The length of time between the MTU talking to
RTU-1 and the next time it talks to RTU-1 is called the scan interval.

Determining Scan Interval

Control should not be compromised by excessive time delay. There are
time constraints imposed by the rate that data (which includes, but is not
limited to, process information and control instructions) is sent between
the MTU and the RTUs. It therefore follows that there is a “best rate” at
which to scan RTUs for data. One of the factors that determines scan
interval must be the number of RTUs that have to be scanned. An estimate
of the likely numbers of RTUs, made early in the design phase, will
probably be sufficient to determine what this number is.

A second factor to be considered is the amount of data that must be passed
during each conversation. This will be determined by the size of the
facility at each remote site and the amount of independence each remote
site is capable of exercising. Depending on these factors, the amount of
data to be gathered from each RTU could be as little as one status point or
as much as several hundred status and alarm points, several hundred bits
of accumulated process data, and several dozen analog points. To
communicate, each status or alarm point requires one (usually) or two
(less frequently) bits of data. Since each totalized meter value or analog
measurement point must be converted into a binary word, each point
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requires about 16 bits. This will vary with different equipment; however,
sixteen is a close enough number for this calculation.

For simplicity, as well as for safety-factor reasons, it is best to select the
largest outgoing RTU message when calculating points. Multiply this
point count by the total number of RTUs to get the count of all data
coming back from all the RTUs. Remember that a conversation is usually a
transfer of information in both directions. It is important to include the
time taken by the MTU to talk to each of the RTUs. This will include the
time taken by the MTU to ask each RTU for data plus the time taken by the
MTU to give other instructions to each RTU. Again, at this early design
stage, it is best to take the largest outgoing message and multiply by the
number of RTUs. This should provide a conservative result, necessary
because, as the design progresses, more people will approach with a
comment that begins with, “Wouldn't it be nice if we added...,” and any
extra room you have left in the system will be used up.

The third factor is the data rate. The number of bits per second (bps) that
can be transmitted over the communications medium is important in
determining scan interval, but at the early design stage, this number may
be flexible. Bps numbers may be traded back and forth as the design
progresses. At this point in the process of determining scan interval,
consider that there are two data rate groupings. The first, which is used in
voice grade telephone equipment and many UHF radio-modem
communication systems, is between 300 and 2,400 bps. Using 1,200 bps in
the calculation will give you a good first estimate. The second data rate
grouping applies if a special communication package is being considered.
It may be as low as 19,200 or as high as 10 million bps. For systems that are
complex enough to require these data rates, there will be a specialist on
the design team who can provide a meaningful data rate for this
calculation.

The fourth factor in determining scan interval is communications
efficiency, which may be thought of as the following ratio: the time spent
moving the data of interest divided by the total time spent
communicating. Much of the inefficiency is obvious. For example, part of
each message must include the address of the RTU, which is data that
holds only administrative interest. Some of the inefficiency is not so
obvious, however. Error detection codes are frequently used, and these
take time. Similarly, radio turn-on time (to allow the power electronics
stage of a radio to stabilize) may take more time than the entire message.
These factors will be dealt with in more detail in Unit 8, but as a first
approximation, use the following numbers for communications efficiency:
dedicated telephone line, 70%; radio, 40%; dial-up telephone, 1%.
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Example 4-4. Based on the preceding discussion, calculate a scan interval
for a SCADA system.

1. It will initially have seven RTUs, but will likely increase
eventually to twenty; therefore, the number of RTUs equals
twenty.

2. The largest RTU has the following point count:

140 status points 140
30 alarm points 30
10 measurement meters (16 bits each) 160

10 analog points (16 bits each) 160

The MTU will send the following point counts to the RTU:

150 discrete control (valves, motors) 150

6 stepping motors (16 bits each) 96

10 valve controller points (16 bits each) 160
Total 896 bits

3.  Data rate is based on the likelihood that UHF radio will be used
for communication. Use 1,200 bps.

4. Communications efficiency, based on UHF radio, is 40%.
Therefore, 20 RTUs x 896 bits/RTU = 17,920 bits.

At a data rate of 1,200 bps, this will take 17,920/1200 = 14.9 seconds at
100% efficiency.

At 40% efficiency, this will take 14.9 seconds/ .40 = 37.3 seconds

It would be good design practice to round this up to one minute. Having
calculated this number, you should now ensure that a one minute delay of
data will not adversely affect any of the process functions. If such
problems do exist, but only at one or two of the RTUs, the problems may
be addressed by scanning each of those RTUs twice on each scan.

Example 4-5. If the scan rate were acceptable for all except RTU number
5in a system of five RTUs, the scanning program could be set up as
follows:

RTU-1, RTU-2, RTU-5, RTU-3, RTU-4, RTU-5, RTU-1...
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As with most quick fix solutions, there are limits to how often you can get
away with this before you start to degrade the whole system. By adding
one extra RTU scan in a group of 5, you have degraded the scan time by
only 20%. If you tried to scan RTU-5 after each RTU, you would nearly
double the scan time, which might make the scanning unworkable.

If most of the RTUs show process functions that are marginally good or
bad from a timing point of view, one solution would be to increase the
communications data rate (in this case from 1,200 bps to 2,400 bps). It is
important to realize that doubling the data rate will not reduce the scan
period by one half. Communications efficiency is a nonlinear function of
data rate. If many problems are identified and the process requires a
response time that is orders of magnitude shorter than the problems will
allow, it may be necessary to review the communications method. It may
be that some functions should be removed from the SCADA system.

Provisions should be made for additions to the amount of data to be
transmitted. Most SCADA systems have functions added to them over
their lives; few have functions deleted. Unit 11 will address some of the
functions that should not be dependent on the communications system.
The next section of this unit will discuss options for locating computing or
calculating elements. |

Where to Compute?

Have you ever noticed, as you travel on a highway that is well lighted by
fluorescent or mercury vapor lights, that the spokes on the hubcaps of the
car next to you are visible and are slowly turning—sometimes backward,
sometimes forward? This is the “strobe effect,” and it hagpens because the
street lights ﬁive off a burst of light twice in every 1/60™" of a second
(every 1/ 50" of a second if the power system operates at 50 Hertz). If the
spokes of the hubcap are turning so that a spoke is at (or near) the same
position that another spoke was 1/ 120" of a second ago, your eyes will be
fooled into thinking that they are seeing the same spoke.

Figure 4-4 shows how this works. To clarify the illustration, one of the
spokes (the one at the twelve o’clock position in Figure 4-4A) has been
smeared by road tar. If we assume a 15-inch-external-diameter tire on a
wheel with 6 spokes, the configuration shown in Figure 4-4B will happen
1/120t of a second later if the car is going 53.7 MPH, and the
configuration in Figure 4-4C will happen 1/ 120" second after that of
Figure 4-4B.

Now take off the road tar. Imagine that the car is going 53.7 MPH or 107.4
MPH or any integral multiple of 53.7 MPH. If you could see (or sample)
only the relative position of the spokes, you would have no way to tell
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Figure 4-4. Sampling Frequency and “Aliasing”

how fast the car is going. The spokes would not appear to move. If the car
were going a bit slower, the hubcap would appear to rotate backward. If
the car were moving a bit faster, it would appear to rotate forward slowly.

So, for a case that has the physical constraints we have described, there is
something magic about 53.7 MPH and the sampling frequency of 120
samples per second. The “magic” is that for every integral multiple of 53.7
MPH, a spoke (we don’t know which one) passes through the top vertical
position. Now turn the problem around. Say that we know that the range
of speeds is between 0 MPH and 53.7 MPH, and we wish to calculate the
minimum frequency of a strobe light so we can unambiguously determine
the speed. How could we do it?

Since we know that it takes 1/120'" of a second for the spoke to advance
one position, we must fire the strobe a bit faster than 1/120t" of a second if
we want to sample the situation that exists before the spoke gets there. The
frequency must be faster than 120 Hertz because at 120 Hertz, one spoke
could masquerade as another. In this example, 120 Hertz is called the
“aliasing” frequency. For a similar situation in which the number of
spokes doubles to twelve, the aliasing frequency would also double—to
240 Hertz.

“This is all very interesting,” you may say, “but what does this have to do
with SCADA?” If the highest natural frequency of the process is known,
then the aliasing frequency can be calculated. The process parameters can
be sampled effectively at frequencies higher than the aliasing frequency,
but not at lower frequencies—meaning this simple test can tell if the scan
frequency is adequate for sampling. If it is adequate and if the
measurement is not too critical, the process can be sampled, the raw data
can be scanned, the calculation (or computation) can be done in the MTU,
and the result can be sent back to the RTU and processed. On the other
hand, those processes that have aliasing frequencies higher than the
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selected scanning frequency must have the computations done before the
scanning. These computations must take place in the RTU or some other
equipment at the same location as the RTU. The following two examples
will illustrate this point.

Example 4-6. Given that a scan interval of one minute is practical,
determine where the calculations should be performed to measure the
amount of water produced from a well using a tank metering system.
Such metering systems are used in irrigation systems to keep track of the
amount of water diverted to a field. Water flows into a tank until it is full,
then stops. A valve is then opened to start the flow of water from the tank
to the field. When the tank becomes empty, the drain valve closes and the
tank refills. It takes four minutes to fill the tank and four minutes to drain
the tank. Status switches on the valves are monitored by the SCADA
system. When the drain valve is closed, the refill valve is open and vice
versa.

Question: Can the flow totalizing be done at the MTU?

Answer: Since the scan interval is one minute and the aliasing frequency
(the highest cycling frequency in the process) is one cycle in eight minutes,
this calculation would be an acceptable one to do at the MTU.

Example 4-7. Assume the same conditions as in Example 4-6, except that
only twenty seconds are required to fill the tank and thirty seconds are
required to empty it.

Question: Can the flow totalizing be done at the MTU?

Answer: Since the natural frequency of the drain valve (1 cycle divided by
20/60ths of a minute plus 30/60ths of a minute) = (1 / (50/60)) = 60 /50 =
1.2 cycles per minute is higher than the scan frequency of 1 cycle per ’
minute, the MTU cannot reliably calculate the flow rate. ’

Refer to Figure 4-5. Consider that on scan 1, the MTU sees the drain valve
closed. On scan 2, the drain valve has opened and closed, but the MTU has
no way to tell that it has opened. The MTU will not recognize that the
valve has moved until the third cycle. This will result in an error. For this
case, it is necessary to do the totalizing at the RTU, and the RTU must
sample the position of the drain valve more frequently than 1.2 cycles per
minute. That should not be a problem. RTU sampling frequencies of
several thousands of cycles per minute are normal.

| —_— ,
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Given that some rather simple calculations can be used to determine
which computations should be done at the MTU and which should be
done at the RTU, there remains the question of which hardware should be
used to perform auxiliary calculations at the RTU’s location. At one time,
it would have been normal to use a dedicated kilowatt-hour meter to
measure delivered energy. Because of the enormous reduction in the cost
of small computer hardware, it is now feasible to purchase a computer
that is powerful enough to complete, in a timely manner, all of the
calculations, all of the instructions to actuators, and all of the storage of
historical data that may be needed at the site. This means that it is possible
to have the computer-based RTU do all of the remote site calculations.

There are several reasons why you do not want to “put all of your eggs in
one basket” and do all of the calculations in the RTU. As will be explained
in Unit 11, safety-related considerations call for the use of fail-safe logic for
safety shutdowns. Regulatory requirements may mandate that meter
totalizer logic be located in separate locked enclosures. Small, simple
RTUs supported by special-purpose logic modules may be more price
competitive than large, complex RTUs that can do all of the logic
calculations. Finally, some control calculations require input data from
more than one remote site. These control calculations are most logically
completed at the MTU. Simple orders can then be sent to the appropriate
RTU to effect the controls.
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Unit 4 Exercises:

4-1.

4-2.

4-3.

4-4.

4-5.

4-7.

4-8.

“Real—time” is a relative term. For the following process conditions,
determine if the response time is adequate:

a. Customer billing for gas through a meter is issued once per month.
The scan rate is once per hour.

b. Customer billing for gasoline is based on individual fill-ups, each
lasting ninety seconds. The scan rate of the meter is once per hour.

An RTU recognizes that a motor that should be running has stopped. It is
2:00 a.m. For this motor failure, overtime is not allowed, so no maintenance
crew will be sent to investigate until 9:00 a.m.

a. Would a ten-minute scan rate be acceptable?
b. Would a one-hour scan rate be acceptable?
c. Would a twenty-four-hour scan rate be acceptable?

An RTU in a Master-Slave SCADA system determines that a fire is
burning in the chlorine injection building of a water treatment plant.
Because this is an extremely serious condition, what can the RTU do to
notify the MTU without waiting for the next scan?

Describe one way that the scan rate for a single RTU could be increased
beyond the scan rate for the other RTUs.

What is the range of data rates for most SCADA systems?
Name three things that detract from communications efficiency.

In Example 4-4, what would be the scan interval if a dedicated telephone
line, not a UHF radio, were the communications medium?

The liquid level in a column gravity separator is observed to cycle with a
two-minute period from one maximum level to the next. What would be the
effect of sampling this level with the following:

a. A two-minute scan rate?
b. A thirty-second scan rate?
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Control System Elements: Sensors, Actuators, and
Algorithms

The details of any project can easily be overshadowed by its one or two
most prominent or obvious highlights. With SCADA projects, for
example, the features that attract the eye are the MTU, the communication
system, and the RTUs. It may, therefore, come as a surprise to learn that
such apparently simple and inexpensive parts as limit switches, valve
actuators, analyzers, and their associated wiring may easily represent the
largest portion of the capital cost of a SCADA project. This is particularly
true if the project involves the modification of an existing process so it
interfaces with SCADA.

Control functionality includes measurement, comparison of what the
measured value is to what it should be, and correction of some parameter
that should result in the measurement value getting closer to the desired
value. This series of actions is repeated over and over again, as long as the
process is operating. It is important that the controller is updated with
fresh information often enough to keep ahead of the changes in the
process, and, for this reason, most controllers are located in or near the
RTU instead of at the MTU.

The instruments—sensors, actuators, analyzers, and so on—must be able
to communicate with the RTU. To do so, they must speak the same
language, or protocol. In addition, they must use the same medium. It
may be copper wire, optical fiber, or radio signals. These are the factors
that we will discuss in Unit 8.

Learning Objectives—When you have completed this unit, you should:

A. Be aware that the cost of process interface equipment can be
significant.

B. Recognize that when sensors and actuators are being selected and
installed, the special considerations of the process and ambient
conditions must be taken into account.

C. Be comfortable with the knowledge that sensors provide a
representation of what the present conditions of the process are.
Actuators provide a means of changing certain of those conditions.
Between these two items of equipment, there must be a decision-
making logic function, or algorithm, that will manipulate one
variable in response to a change in a different, measured variable.
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A Forgotten Cost

This unit—indeed, this entire book—will make no attempt to discuss all of
the types of sensors and actuators that SCADA systems can use to
interface with the process that they control and monitor. Several sensors
and actuators will be discussed as examples, but it should be obvious by
now that many industries use SCADA. Each of those industries has many
measurement and control requirements that are unique. In addition, most
of these requirements can be handled in several ways by many different
pieces of equipment. Multiplying “many” by “many” by “several” by
“many” culminates in a very large result indeed. For most SCADA RTU
locations, this same kind of vast arithmetic calculation can be applied to
determining the cost of the sensors and actuators associated with the
SCADA system.

Rightly or wrongly, the economics of establishing an RTU at a particular
location are usually based on taking one or two valuable measurements
remotely and making one, two, or sometimes three changes remotely or
automatically from a distant control location. It is on these three or four
functional benefits that the cost of the installation must be justified. As
soon as the feasibility of installing SCADA for these three or four
functions is established, the phrase, “Wouldn’t it be nice if...” rises to the
top of the hit parade. The hurdle has been cleared: The MTU and RTU
have been justified. So everything else is free, right?

What is forgotten by the uninitiated is that the sensors, the actuators, and
the wiring between them and the RTU also cost money. In fact, these items
frequently cost three to four times as much as the RTU, UPS, and
communications equipment at a particular site. Figure 5-1 shows the costs
of SCADA at a simple RTU site. In the figure, there is only one RTU, one
radio, and one power supply at a remote site; however, that site may
easily have as many as 250 sensors, actuators, and analyzers.

Many of the things an operator does while visiting a remote site are done
without conscious thought. He or she does them by using the enormously
versatile sensing and actuating capabilities of the human body. We have
been augmenting these capabilities for the past sixty-four million years,
ever since the dinosaurs moved over to make room for mammals. Since
1769, when James Watt developed improvements to the steam engine and
the Industrial Revolution began, operators have been recognizing
parameters that need to be measured and controls that need to be
adjusted. Generally speaking, we are very well matched to the
measurement and control functions that process operators are required to
fulfill because those functions have been established with the operators in
mind.
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Item Cost
RTU cost (includes panel) 6,900
Radio System (includes path study) 1,150
Uninterruptible Power Supply (24 VDC) 2,000
Instrumentation
Sensors 9,200
Actuators 8,625
Heater Automatic/Remote Ignitor 3,450
Installation/Wiring of Instrumentation 5,000
Engineering
Design, Configuration, Procurement 10,000
Drafting 4.000
Total Cost 50,325

Figure 5-1. The Costs of SCADA at Simple RTU Site (Courtesy of Tartan Engineering Corp. Ltd.)

Specialized tools have developed as industry has grown. When it became
important to know not just whether a liquid was “hot” or “cold” but “how
hot” and “how cold,” thermometers were developed. When enough
people had to know the height of liquid in a vessel, sensors that a person
could read were built, even when the atmosphere above the liquid was
500°F at a pressure of six atmospheres and consisted of combustible,
carcinogenic vapors.

The point is that many years of engineering effort have been invested in
perfecting sensors and actuators so a person-operator can interface with
the process. When a SCADA system is installed between the operator and
the process, some additional engineering effort (and cost) is required. For
example, very little extra effort is required to enable an operator to use a
thermometer to measure a process within arm’s length, but extensive
work and equipment will be needed to allow the operator to read a non-
contact, infrared-sensing, 4-20 mA output thermal-imaging device on a
process several miles away. Similarly, a person needs little support to
operate a quarter-turn, hand-operated ball valve actuator, but extensive
engineering, planning, and equipment will be needed for that same
person to operate a pneumatically controlled, Scotch yoke, spring-
opposed, fail-safe ball valve actuator that is located several miles away.

Sensors that are cheap to buy if they are to be read by a human operator
are usually more expensive if they are to be read by a machine. The
thermometer to be fitted into a thermowell in a process vessel (shown in
Figure 5-2) will cost about $50; a temperature transmitter to be fitted into
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[ T 5
Figure 5-2. Thermometer to Fit into Thermowell in a Process Vessel

the same thermowell and to output a 4-20 mA signal to an RTU (shown in
Figure 5-3), $600. The ratio of costs for the local versus the remote
measurement of pressure or level is similar.

Figure 5-3. Tem

perature Transmitter (Courtesy: Rosemount Instruments, Ltd.)

Besides purchase cost, there is a cost associated with connecting the sensor
or actuator to the RTU. Copper wire is normally used because the signals
are usually low-voltage electrical. In many applications, shielding must be
added over the copper wire to prevent electromagnetic interference
(noise) from corrupting the signal. Some form of physical protection of the
copper wire and shield is also necessary; it may take the form of some type
of flexible armor that is integral to the structure of the cable. Alternatively,
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the unarmored cable may be fed through rigid pipes called conduit or laid
in protective channels called cable tray. Both of these techniques will
provide mechanical protection for the cable. To protect the conductors
from moisture or corrosive atmospheres, the cable is usually encapsulated
in a jacket of fluid-proof, flexible plastic. This jacket will also prevent toxic
or flammable fluids from entering and traveling through the cable to areas
that must be kept free of these fluids.

OVERALL POLYETHYLENE JACKET

CORRUGATED STEEL ARMOR

IMPERVIOUS JACKET
{ l—- ALUMINIZED MYLAR SHIELD

[ COLOR-CODED, STRANDED,
TWISTED-PAIR COPPER WIRES
ALUMINIZED MYLAR SHIELD

BINDING TAPE

N

Figure 5-4. Cutaway Drawing of Cable

Figure 5-4 shows a cutaway drawing of such a cable. Many pairs of copper
wires, each pair twisted in such a way that the inductance of the wire pair
combined with its capacitance will attenuate the frequency most expected
to provide noise, can be integrated into this cable. Process instruments are
not large enough to allow multi-pair cables to enter their wiring boxes,
pass through, and carry on to the next instrument; junction boxes or field
termination boxes are used to overcome this limitation. Figure 5-5 shows a
large multi-pair cable coming from an RTU to a concentration of
instruments; in this case, status switches on ball valves. At a convenient
location near the concentration, a junction box (Figure 5-6) with terminal
strips is mounted. The wires from the multi-pair cable are terminated in
the junction box. Smaller cables, often with only one or two pairs of wires,
are run from this junction box to the individual instruments.

In general, it is better to have few rather than many junction boxes because
most wiring problems happen at places where a wire connects to a
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terminal. Corrosion, loose connections, and broken wires due to
mishandling are the main reason for this.

VALVE #1
STATUS

‘ VALVE #2
STATUS

FIELD JUNCTION BOX (

VALVE #3

STATUS
MULTIPAIR CABLE

VALVE #4
STATUS

Figure 5-5. Large, Multipair Cable from an RTU

The physical configuration of the process may mean that several of these
multi-pair cables will need to connect to the RTU. Often, when this is
done, a large junction box, called a marshalling panel, is located at the
RTU location (see Figure 5-7). Terminal strips in this box allow all of the
wiring to the process instruments to be wired and checked for correctness
before the RTU is even delivered to the construction site. The marshalling
panel also acts as the platform for power relays, control power fuses or
circuit breakers, intrinsically-safe barriers, and special calibration or
testing circuitry. If small numbers of special instruments are required,
such as flowmeter totalizers, pollution-monitoring electronics, or process
moisture analyzers, they are often housed in the marshalling panel. Very
often, the marshalling panel even houses a few status lights and manual
controls. If local, manually read meter outputs are mandated, they also are
usually located here. Figure 5-8 shows the front of a marshalling panel.

All of this technical equipment must be specified. Installation drawings
and instructions must be developed. Documentation of the system,
individual equipment, licenses, software, and operating instructions must
be gathered or written. In short, the engineering of the SCADA field
installation must be performed.

Because of the high relative complexity of a SCADA system, the ratio of
control engineering cost to total project cost may often be three to five
times as high as would be expected for a non-SCADA project.
Engineering, development, and documentation costs may reach 50 percent
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Figure 5-6. Field Junction Box with rminal Strips (Courtesy: Imperial Oil Resources, Ltd.)

of the total SCADA project cost compared to 10 to 15 percent of the cost of
non-automated process projects.
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Flgure 5-7. Marshaliling Panel—RTU in Lower Cnter (ourtesy: Imperil Qil Resources, Ltd.)

Special Considerations

Each industry has process considerations that make it, if not unique, then
certainly distinct. The production, processing, and transportation of
hydrocarbon fluids require that the sensors, actuators, and wiring used in
these processes not initiate fires and explosions. Chemical processing may
face these same issues, but it will also be concerned with corrosion caused
by the process fluids and the pollution of the surrounding atmosphere.
Electric power generation and transmission must deal with the issue of
isolating instruments from strong electrical fields and high voltages. Food
processing has to be concerned about field equipment that comes into
contact with the food could contaminate it. Each of these special
considerations can be met by equipment if there is enough of a market for
suppliers to produce it and if the purchasers are prepared to pay enough.
It will cost extra. The extra costs of these specialized control systems will,
of course, accrue whether the system has SCADA system or is operated
from a control room on the site. Since the field equipment must overcome
these particular issues, consideration must be paid to them unless the
facility will be operated manually.

As an example, Figure 5-9 shows how a simple device (a cam-operated
limit switch) operates. On the left side of the figure, a simple Form C,
single-pole, double-throw switch is equipped with a lever that is moved
by a cam on a valve shaft. When the shaft moves down, contacts “COM”
(common) and “NO” (normally open) close, indicating that the valve is
closed. In a clean, non-combustible atmosphere, the housing for this

EX1007, Page 59 ,
WB_00001112




Unit 5: Control System Elements Sensors, Actuators, and Algorithms 59

Figure 5-8. Front View of RTU Marshalling Pael (Courtesy: Imperial Oil Resources, Ltd.)

switch can be designed so support for the working parts is the primary
consideration. The materials used can be low-cost cast plastics. The cost
will be about $30.

The right side of Figure 5-9 shows a switch that functions in a way similar
to the switch shown on the left side; however, in this case, the atmosphere
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CAST METAL EXPLOSION-PROOF ENCLOSURE
PLASTIC SWITCH ENCLOSURE

—
CLOSED

(- -
OPEN

STATUS SWITCH VALVE SHAFT STATUS SWITCH VALVE SHAFT

(A)

Figure 5-9. How a Cam-operated Limit Switch Operates

is often 20 percent methane. A common way to address this condition is to
design an explosion-proof housing for the switch. The housing is not

designed to keep the atmosphere away from the contacts; it is designed to
be so strong that if a combustible atmosphere does exist and the sparking

of the switch contacts ignites the atmosphere inside the housing, the
housing will not break up and explode. In addition, the clearance between
the moving and mating surfaces must allow the expanding gases to escape
and the surfaces must be long enough that the gases will cool as they
escape. The gases must be below the ignition temperature of the
atmosphere when they get out of the box. The materials for this enclosure
will be metal, and the surfaces will be finely machined. The cost will be
about $250.

Standardization

Very few sensors and actuators are so unusual that they are made by only
one manufacturer. As market conditions change, the prices of one
manufacturer’s product relative to another’s will vary, and there may be a
temptation to switch from one supplier of these process end devices to
another. This temptation should be resisted. It is acceptable to change
suppliers because the instrument is of inferior quality or because the
original is no longer available, but small price savings can easily be
overshadowed by the time lost replacing the old instrument and the
increased costs of warehousing, training personnel, changes to drawings
and other documentation, and calibration procedures. If the SCADA
system will be installed in an existing facility, you should consult local
maintenance personnel to learn which suppliers have provided good
service in the past.

A survey should be made of potential suppliers of sensors and actuators
early in the planning stages of a SCADA system. In addition to the fitness
of a manufacturer’s sensors and actuators for the purpose of the device,

EX1007, Page 61
WB_00001114




Unit 5: Control System Elements Sensors, Actuators, and Algorithms 61

consideration should be given to the financial stability of the
manufacturer and the manufacturer’s history of supporting equipment
that is no longer marketed. Ideally, spares for each part that forms your
SCADA system will be available until you decommission it. An acceptable
second-best situation might be that replacement parts for the field devices
will continue to be available for at least ten years after the devices cease to
be marketed.

The reason that this is more important for sensors and actuators than for
MTUs and RTUs is that MTUs and RTUs do not have very many moving
parts. They may suffer from a lot of failures when they are first installed
(so-called infant mortality), but, unless subjected to long-term
overheating, they can be expected to run without trouble for a long time
afterward. On the other hand, sensors and actuators do have moving parts
that wear out. They are exposed to process chemicals, shifts in ambient
temperature, vibration, and a host of other conditions that contribute to
failure. The planning for a SCADA project should include provision for
maintenance, and those maintenance plans should concentrate on sensors
and actuators.

Maintenance

The maintenance requirements in a SCADA system are not significantly
different from those in most other high-technology control systems, the
exception being the communications equipment, including radios,
modems, and protocol drivers. The calibration, validation, and servicing
of those devices require special equipment and manpower training that is
not generally available. Depending on the size of your SCADA system
and the availability of contract service companies with these particular
talents and resources, you may have to make sure your company is able to
provide for this maintenance.

As noted earlier in this unit, when you are establishing the proper level of
service for your SCADA system, you should do it with the expectation
that service requirements (primarily for RTUs and MTUs) will be high
initially and then will drop off to a lower plateau (see Figure 5-10). There
will be a high initial maintenance level as new equipment goes through its
early mortality stage and as loose contacts and pinched wires from the
manufacturing and construction phases make themselves known. After
this early phase is over, the process interface devices will continue to wear
and fail at a higher rate than will the solid-state equipment (see Figure 5-
11). To anticipate this, the facility’s design should allow ease of access;
temporary isolation from the process; and manual monitoring and control
while the remote sensors and actuators are being calibrated, replaced, or
repaired.
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FAILURE
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LIFE OF EQUIPMENT

Figure 5-10. Failure Profile of Solid-State Equipment

EQUIPMENT
FAILURE
RATE

S I
END

LIFE OF EQUIPMENT

Figure 5-11. Failure Profile of Mechanical Equipment

Local Controllers

In Unit 4, we considered scan times and aliasing, and determined that
there are some (or many) process loops that move too quickly to allow
each control decision to be made in the MTU. One way to address this
problem is to buy and install a controller dedicated to the fast loop. This
controller will be located in the field location. If the process is not
potentially explosive and the ambient conditions are not extreme, the
controller can be located anywhere that is convenient. An enclosure to
keep out rain and bugs is sufficient. If the process is likely to generate
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explosive atmospheres and/or the temperature and /or humidity reach
extremes, the controller should be located in an atmosphere-conditioned
room near the remote terminal unit.

“Controller” is a very general term. Depending on what response is
required to a change in the measured variable, the controller may be very
simple—or very complex. An example of a very simple controller is
illustrated in Figure 5-12. The controller supplies +24VDC to a level switch
on the vessel. When the level is below a selected value, the contacts are
closed. Current flowing through the contacts energizes a relay in the
controller. Energizing this relay causes a set of contacts to supply 120VAC
to a solenoid. As long as this solenoid is energized, the instrument air
supply will force valve LV-101 to open, allowing more fluid into the
vessel. When the level reaches the selected value or above, the 24VDC will
be interrupted, the relay will de-energize, and the solenoid will de-
energize, disconnecting the instrument air from valve LV-101. When the
solenoid de-energizes, it will also vent air from the valve, allowing the
valve to close. This is one of the simplest controllers that you can have. It
has a very simple algorithm. An algorithm is the mathematical description
of what the controller does. The algorithm for this type of controller is
Z=A. A time graph of how the system works is shown in Figure 5-13.

Figure 5-12. Two Position Control
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VOLTAGE TO
SOLENOID

Figure 5-13. Time Response of Two Position Control

This system will work. It will not keep the level of liquid in the vessel very
constant. The top of the liquid will go up, then down, then up, etc. But that
is all that we required.

If we want to keep the level more constant, we have to use a different
controller. Figure 5-14 shows a system that would work. Be aware that the
level signal is more complex than in Figure 5-12. It is an analog signal. The
signal varies between 4 mA (when the level is very low) and 20 mA (when
the level is very high). Not very long ago, most controllers were
mechanical or pneumatic. They received analog signals that represented
the process value as a position of a mechanical lever or a pressure of
instrument air. In those cases, the controller would do all of the
calculations as mechanical or pneumatic operations on the input and
would output a mechanical or pneumatic signal. Controllers of this type
have been largely replaced because of the need for frequent, difficult
maintenance. Electrical controllers, with few or no moving parts, are not
as subject to wear and vibration.

With a system like this, the controller can recognize a very small increase
in level and output a control signal to decrease, by a very small amount,
the flow into the vessel. The relative amount that the valve must be closed
to keep the level constant is proportional to the relative amount that the
level is above its desired value. A proportional controller, with a selectable
Proportional factor, would work for this situation. The algorithm for such
a situation is shown in Figure 5-15.
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Figure 5-14. Analog Control

If the pressure upstream of the control valve were to change, or if any of
several other factors were to change, this algorithm would not respond
quickly enough to keep the process stable. Integral and Differential factors
would have to be added to the algorithm to address these problems. The
mechanical, pneumatic, or electrical parts that would have to be added to
the controller would make it more complex, expensive, and difficult to
maintain. But it is possible to build a controller that is capable of
controlling process level, temperature, or pressure as tightly as necessary.
An algorithm for a more general controller, including Proportional,
Integral, and Differential factors, is shown in Figure 5-16.

Since we seem able to write a mathematical description for each of these
controllers, someone might ask if it would be possible to do the controller
function in a computer. The answer is, “Yes.” As computers became less
and less expensive, they became the basis for building controllers. Just as
important, as computers became more and more capable, they were able
to handle multiple functions, one after another. One computer is capable
of providing the functional equivalent of several older controllers.

Controllers in RTUs

RTUs are now made from small computers. Shortly after this began,
controller algorithms were programmed into the RTU. Flow totalizers,
power factor calculators, and logic solvers soon followed. Any function
that can be described by a mathematical formula, or algorithm, can be
solved by the computer in a sufficiently complex RTU. The signals are
gathered from field sensing devices. The algorithms are solved. Control
instructions are sent out to valves or other control actuators. This happens
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SENSOR

b=c

ForTs=0, m=(Kc)x(e)+b

Figure 5-15. Proportional Algorithm

SENSOR
b=c

m = K.e + 1/T; _[e dt + T4 de/dt +b

Figure 5-16. General Proportional, integral and Differential Algorithm
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very fast, in the order of milliseconds or less, and then the RTU does it all
again. Scan periods in RTUs are very short.

Certain safety-related functions, like fire or smoke detection and toxic gas
concentration, are solved in dedicated hardware. It is not because they
have technically difficult algorithms, but because the regulatory agencies
that certify them require them to be stand-alone devices.

With sensors measuring the process variables and actuators adjusting
process parameters, controllers solving algorithms to control the actuators
in response to the measured variables, and the whole system tied together
by wiring or some similar communication system, the field process near
the RTU can operate according to design.

This unit has concentrated on some of the considerations to be kept in
mind when applying sensors and actuators. As used in SCADA, these
devices may not be significantly different from the instruments that fulfill
similar functions in any highly automated plant in a similar industry;
however, they will be different from instruments that are designed to be
read directly by a human operator. SCADA sensors and actuators tend to
be expensive to buy and to maintain, a fact that should be taken into
account when you develop cost estimates for SCADA installations.

Unit 5 Exercises:

5-1.  Why is electric wire the most common medium for moving signals between
the RTU and the field devices?

5-2.  What special feature of oil and gas processing increases the cost of many of
the sensors used in those industries?

5-3.  What is the primary purpose of a marshalling panel? Name three other
purposes.

5-4.  For what are field termination boxes used?

5-5.  Why are engineering charges higher for SCADA than for most other
projects?

5-6.  Name four factors that would increase the cost of a project if the same type
of sensor were purchased from multiple manufacturers.

5-7.  Why do maintenance costs peak at the beginning of a SCADA project?
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Unit 6

Field/RTU Communications

Before the control algorithm can be solved, the information gathered by
the field sensor must be delivered as an input to the controller or RTU.
Some communication must happen between the sensor and the RTU.
Then, after the algorithm is solved, some communication must happen
between the RTU and the actuator. This unit will discuss some of the
methods that are used to effect this communication.

Learning Objectives—When you have completed this unit you should:

A. Understand the differences between analog and digital methods for
communicating information.

B. Be clear on the way that analog signals can be changed to digital
signals and back.

C. Know the Three Rules of Communication and how the choice of
topologies may affect these rules.

6-1. Three Rules of Communication

There are three general rules that describe what is needed for
communication to be successful between a talker and a listener.

1. Talker and Listener must use the same medium.
2. Talker and Listener must use the same language.
3. Talker must not talk when someone else is talking.

Rule 1: Field communication normally uses twisted copper wire as the
medium of communication between RTUs and instruments. It is possible
to use optical fiber, and more and more, we are seeing small dedicated
radios as the medium of communication. The important point here: If the
instrument is going to use twisted copper wire, the RTU must use twisted
copper wire. If the instrument is going to use optical fiber, the RTU must
use optical fiber. The medium must be the same.

- Rule 2: There are several languages that can be used between field
instruments and RTUs. Most existing instruments use a language that
carries its information in the amount of current in a copper wire loop that
connects the instrument and the RTU (see Figure 6-1). The process

! transmitter measures the variable of interest (e.g., fluid level) and adjusts
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the amount of current flowing through the transmitter according to some
formula. The minimum level may result in 4 milliamps of current. The
maximum level would then result in 20 mA of current. These minimum
and maximum levels are normally adjustable to meet the process
requirements. 4 to 20 mA is a normal range for analog process
transmitters. In the past, 0 to 50 mA was a standard, but if the wire loop
were broken, 0 mA would flow, which meant that there was no clear
indication that the loop was still working. With a 4- to 20-mA standard, a
broken wire would be recognized as such if 0 mA were flowing. Normally
the RTU or a dedicated controller will provide a supply of electrical power
to the instrument and the instrument will control the current flowing
through the loop.

MAX
CALIBRATED
LEVEL

FLUID
LEVEL

MIN
CALIBRATED
LEVEL

20 mA

TRANSMITTER
OUTPUT
MILLIAMPS

4 mA

Figure 6-1. 4- to 10-mA Transmitter for Level Measurement

Rule 3: Interference that could occur if the receiver were talking when a
message is sent to it is not often much of a problem. It almost never
happens that an RTU talks to an analog transmitter. If it does, it uses a
separate wire pair or a method of communication different from 4- to 20-
mA loop current. The potential problem of one transmitter talking when
another transmitter is talking is not an issue because each transmitter that
uses 4- to 20-mA loop current is connected to the RTU by its own twisted-
pair copper wire medium and feeds into a dedicated input circuit on the
RTU.

The signal that goes from the RTU to the field actuator further illustrates
the point about speaking the same language. After the RTU has calculated
what message it wants to send to a control valve (for example), it outputs
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6-2.

an electrical signal. Since most valves understand an instrument air
pressure language, not an electrical language, a translator is needed
between the RTU and the valve. These translators are called transducers in
the process control industry (see Figure 6-2 for the rest of this discussion).

24 YDC FROM INSTRUMENT AIR AT 100
r PSI PRESSURE
RTU ]
ELECTRIC TRANSDUCER PNEUMATIC (AIR)
(TRANSLATOR)
4t0 20 mA 3to 15 PSI *

Figure 6-2. Transducer from 4-20 mA Electric to 3-15 psi Pneumatic

The RTU outputs an electrical signal that is a direct current that varies
between 4 and 20 mA. It is received by a transducer, sometimes also called
an I to P transducer or just an I to P, since it will change the language from
electric current (I) to air pressure (P). The I to P receives air from the
instrument air compressor at about 100 psi, and outputs 6 psi if it receives
4 mA from the RTU. It outputs 30 psi if it receives 20 mA from the RTU.
This air pressure provides power to open or close the valve by an amount
proportional to the current output by the RTU. The 6 to 30 psi is one
popular air pressure language, but not the only one. Smaller valves may
use 3 to 15 psi. Larger valves, requiring more power to open and close,
may use 10 to 50 psi.

Very large valve actuators may be powered by hydraulic actuators, in
which case, the transducer will convert an electric signal of 4 to 20 mA into
a hydraulic signal of 100 to 500 psi to operate the actuator (see Figure 6-3).

Analog Pneumatic and Hydraulic Signals

Historically, process instruments were first built for reading directly by a
human operator. The operator would then communicate to the process by
turning a knob or moving a lever. When automatic controllers became
available, analog signals were developed to feed directly into the
controller. These first controllers were mechanical, and the field signals
were either mechanical, pneumatic, or hydraulic. Unless the signal was
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HYDRAULIC OIL AT 600 PSI, OR
24 VDC FROM 120 VAC FOR ELECTRO-

r BATTERY HYDRAULIC PUMP

1P
ELECTRIC TRANSDUCER HYDRAULIC (OIL)
(TRANSLATOR)

40 20 mA 100 to 500 PSI v

><]

Figure 6-3. Transducer from 4- to 20-mA Electric to 100- to 500-psi Hydraulic

mechanical, the medium that was used to allow the process sensor to pass
its pneumatic or hydraulic signal to the controller was metal tubing. One
run of metal tubing had to be installed between each sensor and the
controller, and one run of metal tubing had to be installed between each
controller and the actuator that it controlled. Labor for installing these
tubing runs was expensive. The space taken up by many tubing runs
became significant. Tubing connections eventually leaked, causing loss of
instrument air or hydraulic fluid and the subsequent loss of measurement
and control.

Hydraulic systems caused the most problems and had the best reasons to
be replaced. Not only did lost hydraulic fluid cost more to replace than
instrument air, it also made a big mess.

One of the advantages that pneumatic or hydraulic communication
systems have is that in addition to providing the data about the process,
they also provide the power needed to move the parts inside the controller
that do the calculating. They can provide the power to move the actuator,
both against an opposing spring and against the force of the process (see
Figure 6-4).

Analog Electronic Controllers

When pneumatic and hydraulic controllers developed into electronic
controllers, the signalling medium between sensors and controllers, and
between controllers and actuators, shifted from pressurized fluid inside
metal tubing to electric current carried in an electrical conductor.

At the sensor end, there is relatively little power required. The controller
or RTU is usually the location where electrical power, in the form of a low
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AIR SIGNAL FROM AIR PRESSURE FORCES DIAPHRAGM
3-15 PSI CONTROLLER DOWN.

PRESSURE x AREA = FORCE
r 15 PSI x 100 SQ IN = 1500 POUNDS

SPRING FORCES DIAPHRAGM
UP. SELECT SPRING SO
DIAPHRAGM NEARLY RISES
WITH ONLY 3 PSI OF AIR.

Figure 6-4. Air Signal Can Provide the Power to Move the Vaive

voltage, direct current supply, is applied to the circuit (see Figure 6-5). The
circuit is a low resistance loop, which means that with no additional
control, a high current would flow through the loop. But the sensor is
equipped with a variable constant-current device that will limit the
current. The device is variable so that when the sensor detects a low
process measurement, let us say temperature, it will allow a small amount
of current to flow in the loop. When the sensor detects a high temperature,
it will allow a large amount of current to flow in the loop. At the controller
end of this loop, a precision resistor is connected to ground. If we know
the value of the resistor, and we measure the voltage drop across this
dropping resistor, we can calculate the current flowing in the loop. The
sensor has been calibrated to have a direct relationship between the
current and the process measurement, so we know the measurement—
temperature in this case.

In all discussions until now in this book, a low process measurement has
been translated into a low current. This is not necessary. It may be that 4
mA will be used to represent the highest expected temperature and that 20
mA will be used to represent the lowest expected temperature. The
important thing is that both the sensor and the controller must speak the
same language (i.e., they must both know what 4 mA means and what 20
mA means).

It also is not necessary that there be a linear relationship between the
process measurement and the current output from the sensor. It may be an
exponential function, an inverse function, or any kind of function that will
produce an effective message. The controller must be programmed to
understand what is meant by any value between 4 mA and 20 mA.
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Figure 6-5. The RTU Supplies the Electric Power to Sensors

As mentioned earlier, it may be that the wire between the controller and
the sensor has broken or there is a corroded connection where the wire

joins either the sensor or the controller. If so, no current will flow, or less
than 4 mA will flow. As a standard practice, this condition is treated as a

communication failure.

The electricity that is provided by the RTU or the controller is low voltage
DC. There are regulations that define low voltage DC, and they usually
limit the voltage to 32 volts. In fact, most industrial low voltage systems
are nominally 24 volt. Electrical code regulations, which are the basis for
cable manufacturing standards, have resulted in standard instrument
electrical cables that are used in most industrial applications. These cables
are available with conductor sizes from very small, 24 AWG (American
Wire Gauge), to large, 14 AWG. Even though we limit the amount of
current flowing through the loop, it is necessary that the wire resistance of
the loop does not result in too much of the voltage drop happening before
the dropping resistor can introduce its voltage drop. Longer loop runs
therefore require larger gauge cable. Short runs may be able to use a wire
smaller than 24 AWG, but it is difficult to work with wire smaller than 20

or 24 AWG.

There are several advantages to using electrical cable as an analog signal
medium in process areas. It is much less expensive than metal tubing, both

to buy and to install. It takes up less room in process trays and in the
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6-4.

control rooms or RTU buildings. Once electrical cable has been installed
and tested, it is less likely to degrade than metal tubing, which is subject to
leakage caused by vibration.

Over the years, several standard signal levels have been accepted. At
present, 4- to 20-mA and 10- to 50-mA current loops are the two most
commonly applied. Signal levels based on voltage instead of current are
more susceptible to noise.

Digital Electrical Communication

Digital electrical communication is replacing analog electrical
communication in new installations. Two main advantages are that more
than just the basic process measurement can be made, and that the digital
signal is less susceptible to noise than an analog signal.

New technologies that are successful in replacing older technologies often
use the same infrastructure as the older technology. Digital Electrical
Communication operates with the same voltage levels and sources and
can use the same electrical cable systems as analog electrical.

In the same way that automobile manufacturers introduced us to a new
technology by building a hybrid between internal combustion engines
and electric motors as the driving force, measurement instrument
manufacturers got us used to the concept of digital communication in the
late 1990s with a hybrid communication system called HART. HART
stands for Highway Addressable Remote Transducer. It still uses a current
loop to send the main signal, for example, process pressure from the
instrument to the controller. In addition, HART allows the instrument to
send such things as calibration data, instrument health status, and device
identification via a digital signal. In fact, as many as forty data items are
available in a HART-enabled instrument.

Note that it must be a HART instrument. Implicit in this is that the
instrument is “smart.” It is computer based and has been built to have the
additional communication capability. '

HART operates by superimposing a Bell 202 digital signal over the 4- to
20-mA current signal (see Figure 6-6). Bell 202 is a frequency-shift key
system and its standard defines a “one” as a frequency burst of 1200 Hz
for 1/1200t of a second. It defines a “zero” as a frequency burst of 2200
Hz for 1/1200t" of a second. This allows as much as 1200 bits per second of
digital information to be piggy-backed onto the standard 4- to 20-mA
signal without distorting the analog signal.

The developers of HART recognized another very important advantage of
the system. Now, the controller could also send messages to the

1
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Figure 6-6. HART Has Digital Signal Piggy-Backing on Analog

instrument. The type of message that a controller may want to send to a
sensor might be “change the sensor range to 10 to 150 psi” if the controller
noticed that the process pressure was getting too close to the maximum of
its previous 10 to 100 psi range. With both the controller and the sensor
now able to talk, rules had to be put in place to ensure that both do not
talk at the same time. HART uses a Master-Slave system to ensure that the
sensor (slave) only talks in response to an order from the controller
(master).

There are other messages that the controller can send to the sensor to
increase its effectiveness. These messages depend on the type of sensor
that is being addressed.

HART can also be used to send messages from the effector device such as
a valve controller to the RTU. The signals that are piggy-backed on the
current signal can include information that shows wear, play, and other
factors that can be used to predict equipment life remaining,.

How Digital Works—Analog to Binary to Digital

All data moved between the MTU and the RTUs is binary data. It may
have originated as binary data as the status condition of an on-off switch
or it may have been converted to binary form from analog form. Figure
6-7 shows the output from a limit switch that may be used to indicate the
state of a valve. In Figure 6-7(a), the valve is open and the switch output is
a steady +5 VDC. In Figure 6-7(b), the valve is closed and the switch
output is a steady 0 VDC. Note that the switch output is 0 VDC at any time
that the valve is not completely open. This feature can be used to
advantage. If you need to know when the valve is not completely closed,
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you can arrange to have it output +5 VDC at all times except when it is
completely closed. The bottom part of Figure 6-7 shows a switch output
for a valve that is open, then closed, then open, and so on.

t WITCH

QUTPUT

{a) GATE VALVE OPEN (b) GATE VALVE CLOSED

STATUS | OPEN | CLOSED| OPEN | CLOSED
+5V

SWITCH
OUTPUT
VOLTAGE

e T ME

Figure 6-7. Output from a Limit Switch

Figure 6-8 shows how the switch output from a valve is changed to a bit.
The word bit stands for binary digit. A single-bit register, or flip-flop, is
shown in Figure 6-8(a). The valve status switch output is fed to the enable
input of the register, and the register binary output signal comes out of
the register. A continuous series of pulses, called the clock, is fed into
another input of the register. Figure 6-8(b) shows the timing of the logic.
Shortly before time = 1, the valve opens and the valve status switch
output moves from 0 volts to +5 volts. At time =1, the clock pulse goes
positive (from 0 volts to +5 volts) and this, combined with +5 volts on the
enable input of the register, causes the register to output a “1” (see bottom
line of Figure 6-8(b).

The valve stays open for several clock periods and closes after time = 3.
When it does, the enable signal goes to 0 volts, but this does not change
the register output. When the clock goes positive at time = 4, the register
output changes to a “0”.
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Figure 6-8. Valve Switch Output Changed to a Bit

Figure 6-9 shows how an analog signal is developed to represent a valve
position. When the valve stem rises to its fully open position, the
transmitter output will be +5.000 volts. When the valve is fully closed, the
output will be 0.000 volts. As shown in Figure 6-8, the output is at some
value between 0 and 5 volts. Let us assume that it is +3.000 volts.

Instead of going directly to a register, the +3.000 volt analog signal is sent
to an analog-to-digital converter (ADC), shown in Figure 6-10, that
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Figure 6-9. Analog Signal Developed to Represent a Valve Position

changes it to a series of binary digits and stores these bits in a register.
Usually, there are eight to 16 bits in this kind of register, but for simplicity,
only four bits will be used in this example. The largest bit is usually called
the most significant bit or MSB; the smallest bit is the least significant bit
or LSB. The MSB is one half of the value of the full-scale amount. Each
succeeding bit is one half the value of the previous bit.

Starting at the top left of Figure 6-10, the +3.000 volt signal is fed to the
first stage of the ADC. The converter tries to subtract 2.500 volts from it. It
can (because 3.000 is larger than 2.500) so it outputs a +5 volt signal to the
enable input of 2.500 volt bit (MSB) of the register. The next clock pulse
forces the register MSB to output a “1”. The remainder (3.000 - 2.500 =
0.500 volts) is fed to the second stage. The converter tries to subtract 1.250
volts from it. It cannot (because 0.500 is smaller than 1.250) so it outputs a
0 volt signal to the enable input of the 1.250 volt bit of the register. The
next clock pulse forces that register bit to a “0”.

The remainder (still 0.500 volts) is fed to the third stage. The converter
tries to subtract 0.625 volts from it. It cannot (because 0.500 is smaller than
0.625) so it outputs a 0 volt signal to the enable input of the 0.625 volt bit of
the register. The next clock pulse forces that register bit to a “0”. The
remainder (still 0.500 volts) is fed to the fourth stage. The converter tries to
subtract 0.3125 volts from it. It can, so it outputs a +5 volt signal to the
enable input of the LSB of the register. The next clock pulse forces that
register bit toa “1”. '
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Figure 6-10. Analog-to-Digital Converter

The result is a four-bit binary word that describes the 3.000 volts as
follows:

MSB 1 x 2.500 volts
+0 x 1.250 volts
+0 x 0.625 volts
+LSB 1 x 0.3125 volts

2.500 volts

0 volts

0 volts
0.3125 volts
2.8125 volts

Because a four-bit register provides precision of 1 in 2% or1in 16, this is as
close as we can get to 3.000 volts. For some applications, the signal will
vary from positive to negative, using up one additional bit. Additional bits
would provide additional precision. The accuracy of analog-to-digital
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converters is sometimes defined in terms of plus or minus one-half of the
least significant bit (LSB).

. 1 2.500 v
SIGNAL “1001 [ 25000 v | >
CLOCK < | FLIP-FLOP |
S5 A
0 ov
12500 V p °
FLIP-FLOP
28125 v
—’
D
0.6250 V ° >
FLIP-FLOP g
E
1 0.3125v
0.3125V
FLIP-FLOP » R

Figure 6-11. Digital-to-Analog (DAC) Converter

Digital-to-analog converters (DACs) are devices that take a digital signal
and convert it to an analog value. Figure 6-11 shows how this can be done.

Using the digital value established by the ADC in Figure 6-10, we feed the
most significant bit into the enable port of the top flip flop, the second
most significant bit into the enable port of the second flip flop, and so on.
When the clock pulse triggers each of these flip flops, 5 volts will appear at
the output of each flip flop that had a “1” on its input. 0 volts will appear
at the output of each flip-flop that had a “0” on its input. The voltage
switches each have two inputs. One is a very precise voltage that will
either be allowed to pass through the switch or will be blocked. The other
input is the switching signal. If it is 5 volts, the precise voltage will pass
through. If it is 0 volts, the precise voltage will not pass. The largest
voltage is one half of the full scale of the DAC. The second voltage is
exactly one half of the first, and so on. The adder block on the right adds
each of its inputs and then outputs a result that is the sum of the inputs.

In this case, the output will add 2.500 volts plus 0.3125 volts to output
2.8125 volts.
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Parallel or Serial?

Digital signals can be moved in two ways: parallel or serial. In the last
section, the four bits were moved in parallel. By clocking each of the four
flip-flops at the same time, we were able to move the data out of these flip-
flops and on to another location. This is a very fast way to move
information, but it requires a path for each bit of data. Normally our
digital words are 16 bits long. Sometimes they are as little as 8 bits long;
sometimes as much as 32 bits. Occasionally 64 bits are used, but that is
seldom needed in SCADA applications.

Because a separate path is required for each bit when parallel
communication is used, this method is only used for very short distances.
Because of its speed, it is the preferred method within logic solvers like
computers.

2.5000 V
CLOCK 1 FLIP-FLOP

MSB

1.2500 V
FLIP-FLOP

CLOCK 2

—>
—»
—>
—P

0.6250 v
CLOCK 3 FLIP-FLOP

0.3125v
CLOCK 4 FLIP-FLOP

—>

Figure 6-12. Use Clock Pulses to Generate Serial Digital Message

If the distance is more than about three feet (one meter), it is normal to
send the data out in serial form (see Figure 6-12). Instead of clocking all
four flip-flops with the same clock pulse, we will steer the clock pulses,
with the first one going to the MSB flip-flop, the second one going to the
next most significant bit flip-flop, and so on. The outputs of all four flip-
flops are tied together and the wave form coming out of the flip-flops will
appear as shown on the right side of the figure. It is a serial signal that
takes longer to move, but requires only one data path. One data path costs
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less to provide than four or eight or sixteen data paths. If we are using
copper conductors or optical fiber for the communication medium, using a
single data path will provide a cheaper way to build the system. If the
communication medium is to be radio, we can do it with just one carrier
frequency. There are many cases where multiple carrier frequencies are
just not available to a SCADA system. In these cases, the ability to
communicate serially means the difference between being able to build a
system and not being able to build a system.

6-7. Communication Topology

In this unit, we have learned that often, each instrument is connected to
the RTU by its own dedicated wire loop. If you were to draw this layout in
a very simple way, you would have something called a “Star” layout, as
shown in Figure 6-13(A). Characteristic of this layout, each instrument is
connected to the RTU but is not connected to any other instrument.
Implicit in this statement is the expectation that no instrument can speak
to any other instrument. A condition of having only one path between the
instrument and the RTU is that the RTU cannot talk to the instrument if
the instrument is talking to the RTU. Remember that the talker, per Rule 3,
must not talk when someone else is talking. The way around this problem
will be discussed in more detail in Unit 8, when we talk about Master-
Slave communication.

Another of the common layouts (topologies) that are used in SCADA
communication is called “Bus” and is shown in Figure 6-13(B). In this
layout, any one of the instruments is connected to all the other
instruments. The RTU is also connected to all the instruments. In effect,
they appear to have equal status. They are “peers.” This layout allows for
any entity to talk directly to any other entity. As you would expect, there
are potential problems with two entities talking at the same time, but
methods have been developed to prevent that from happening. This
topology is much used for instruments that use digital communication
methods to talk/listen with RTUs.

The third layout type is called “Ring,” as shown in Figure 6-13(C). It
suffers from the same problem of instruments talking when they should
be listening, and gets around the problem a similar way. One other
problem with this topology is that in order for a message to be sent to a
non-adjacent station, the message must be passed from station to station
until it reaches the correct station. This takes time, bu