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In this paper trade-offs among certain computational factors 
in hash coding are analyzed. The paradigm problem con­
sidered is that of testing a series of messages one-by-one 
for membership in a given set of messages. Two new hash­
coding methods ore examined and compared with a par­
ticular conventional hash-coding method. The computational 
factors considered are the size of the hash area (space), the 
time required to identify a message as o nonmember of the 
given set (reject time), and on allowable error frequency. 

The new methods ore intended to reduce the amount of 
space required to contain the hash-coded information from 
that associated with conventional methods. The reduction in 
space is accomplished by exploiting the possibility that 0 
small fraction of errors of commission may be tolerable in 
some applications, in particular, applications in which a large 
amount of data is involved and a core resident hash area is 
consequently not feasible using conventional methods. 

In such applications, it is envisaged that overall performance 
could be improved by using a smaller core resident hash area 
in

. 
conjunction with the new methods and, when necessary, by 

using some secondary and perhaps time-consuming test to 
"catch" the small fraction of errors associated with the new 
methods. An example is discussed which illustrates possible 
areas of application for the new methods. 

Analysis of the paradigm problem demonstrates that al­
lowing a small number of test messages to be folsely identified 
as members of the given set will permit a much smaller hash 
area to be used without increasing reject time. 
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Introduction 

. In conventional hash coding, a hash area is organized 
mto cel�s, and an iterative pseudorandom computational 
process is used to generate, from the given set of messages, 
hash addresses of empty cells into which the messages 
are then stored. Messages are tested by a similar process of 
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iteratively generating hash addresses of cells. The con­
tents of these cells are then compared with the test mes­
sages. A match indicates the test message is a member of 
the set; an empty cell indicates the opposite. The reader is 
assumed to be familiar with this and similar conventional 
hash-coding methods [l, 2, 3]. 

The new hash-coding methods to be introduced are 
suggested for applications in which the great majority of 
messages to be tested will not belong to the given set. For 
these applications, it is appropriate to consider as a unit of 
time (called reject time) the average time required to 
classify a test message as a nonmember of the given set. 
Furthermore, since the contents of a cell can, in general, 
be recognized as not matching a test message by examining 
only part of the message, an appropriate assumption will 
be introduced concerning the time required to access in­
dividual bits of the hash area. 

In addition to the two computational factors, reject 
time and space (i.e. hash area size), this paper considers a 
third computational factor, allowable fraction of errors. 
It will be shown that allowing a small number of test 
messages to be falsely identified as members of the given 
set will permit a much smaller hash area to be used without 
increasing the reject time. In some practical applications, 
this reduction in hash area size may make the difference 
between maintaining the hash area in core, where it can 
be processed quickly, or having to put it on a slow access 
bulk storage device such as a disk. 

Two methods of reducing hash area size by allowing 
errors will be introduced. The trade-off between hash area 
size and fraction of allowable errors will be analyzed for 
each method, as well as their resulting space/time trade­
offs. 

The reader should note that the new methods are not 
intended as alternatives to conventional hash-coding meth­
ods in any application area in which hash coding is cur­
rently used (e.g. symbol table management [l]). Rather, 
they are intended to make it possible to exploit the bene• 
fits of hash-coding techniques in certain areas in which con­
ventional error-free methods suffer from a need for hash 
areas too large to be core resident and consequently found 
to be infeasible. In order to gain substantial reductions in 
hash area size, without introducing excessive reject times, 
the error-free performance associated with conventional 
methods is sacrificed. In application areas where error-free 
performance is a necessity, these new methods are not 
applicable. 

A Sample Application 

The type of application in which allowing errors is 
expected to permit a useful reduction in hash area size 
may be characterized as follows. Suppose a program must 
perform a computational process for a large number of 
distinct cases. Further, suppose that for a great majority 
of these cases the process is very simple, but for a small 
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