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ABSTRACT 
As the marketplace for digital media increases we witness the 
rise of new media distribution models where timely delivery, 
convenience, privacy and personalization are essential 
features of competitive offerings. Consumers are looking for 
innovative ways to access content in a service-oriented 
manner that suits their mobile life style. This paper describes 
a prototype standard-based system that allows the secure and 
fast download of content to SD-Card-enabled consumer 
devices. Content is protected by Content Protection for 
Recordable Media (CPRM) technology; specifically we use 
CPRM SD-Video. Our prototype shows Digital Media 
Terminals (DMT, also denoted kiosks) that enable innovative 
rental and purchase models. Our solution combines IBM’s 
plug-in web services, Panasonic’s leading-edge devices and 
Porto Media’s   high-speed data transfer to Secure Digital 
Memory Flash Cards (SD-Cards).  

Categories and Subject Descriptors 
C.3 [Special-Purpose and Application-Based Systems]: 
Smartcards. H.5.1 [Information Interfaces and 
Presentation]: Multimedia Information Systems, Video. 
 
General Terms:  
Standardization, Security, Design & Human Factors. 
  
Keywords: Secure Media Distribution, Download, SD-
Card, CPRM, SD-Video,  Content Protection, Security, 
Digital Media 

1. INTRODUCTION 
Delivering digital media securely and effectively balancing the 
needs of content owners, consumers and implementers poses 
challenges. We have seen the evolution of traditional movie 
rental towards innovative and more flexible offerings. The 
success of Netflix [4], the first and largest on-line DVD rental 
service, shows that convenience matters. Consumer’s 
expectations are growing rapidly; consumers want to rent or 
purchase a digital content anytime, anywhere. We address the 
secure delivery of digital content in a mobile environment with 
flexible time-based usage rules. We describe here a prototype of 
a kiosk video rental that enables consumers to download content 

to an SD-Card. Downloaded content can be played back 
immediately on a CPRM compliant portable device, or at a later 
time in a home device. DMTs are designed to be placed in high-
traffic areas such as train stations, universities, supermarkets 
and major retail stores. Our system is the result of a 
collaborative effort among several companies and it combines 
Panasonic’s devices [5] (mobile phones, plasma TV), IBM’s 
Digital Media Transaction Services (DMTS), and Porto Media’s 
high-speed flash-memory module.  

2. SYSTEM ARCHITECTURE 
 
There are several elements that made our prototype unique:  the 
content protection technology, the target media, fast downloads, 
and a general service framework to facilitate transactions and 
communication among the different components.  
 
2.1 CPRM Network Download  
CPRM is a content protection technology for recordable 
media (i.e. writable DVD, SD-Cards, Compact Flash, and 
Microdrive). It was developed by a consortium comprising 
IBM, Intel, Matsushita and Toshiba and referred to as “4C” 
[8].  CPRM [2] is based on broadcast encryption, and it is a 
standard feature of SD Memory Cards [7]. Broadcast 
encryption [1], unlike public-key cryptography does not rely 
on identity. Instead, it is sufficient to establish that the device 
is compliant, i.e. that it has not been revoked. Hence, it is 
possible to protect consumer’s privacy while delivering and 
playing content only to authorized devices.  
 
2.2 Digital Media Transaction Services 
 A Service Oriented Architecture (SOA) approach breaks down 
a business and the underlying IT into reusable components that 
can be combined to build solutions and later recombined to 
respond to changes to the system requirements. DMTS is a set 
of SOA web services plug-ins that enables the flow of protected 
entertainment content and facilitates new distribution and 
business models. DMTS can be deployed as an Enterprise 
Application on any web server, such as IBM's WebSphere. It 
provides a robust set of client and back-end web service APIs to 
quickly adapt and integrate into existing content mgmt., 
distribution, accounting, and user authentication systems.  
Specifically, DMTS is designed to support business models and 
APIs as specified by both 4C for CPRM protected content (e.g. 
CPRM download) and AACS for next generation content (e.g. 
content enablement, download, managed copy and streaming).  
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Figure 1: Secure Multimedia Distribution Architecture 
 

2.3 SD-Cards and Enabling Fast Downloads 
SD-Cards are playing an important role in interoperability in 
this digitally networked and highly mobile world. SD-Cards are 
considered a revolutionary ‘bridge media’ because they link 
different digital products offline enabling access anytime, 
anywhere. Current capacity is at least 2GB and it is projected to 
go up to 32 GB in a couple of years. Its compactness, 
portability, ease of use and large capacity make this card ideal 
for high-quality video. An SD-card has a ‘Protected Area’ and a 
‘User Area’. Access to the protected area requires authentication 
between devices. A random number is generated every time 
there is an exchange of data to prevent the man-in-the-middle 
attack. Porto Media, an Irish service provider promoting “Media 
in a flash for people on the go” [6] enables the download of  a 
120-minutes, DVD-quality movie in less than 20 sec. (i.e. four 
times the speed of a typical rate). IBM and Porto Media worked 
together on developing extensions to CPRM. Specifically new 
usage rules for SD-Video to support a variety of rental models, 
including limited duration, limited viewings, constrained dates, 
deferred viewing, pre-release, etc. [2].  
 

2.4 Media Distribution Process 
A high-level description of the system is illustrated in Figure 1. 
Content is injected into a content management and distribution 
module. Encrypted content is either cached in advanced, or it is 
streamed over a content distribution network to the DMT. The 
steps involved in a typical session of a media download are.  

• User inserts the SD card registered under her subscription 
into the client (kiosk)  

• Kiosk client reads key management information from the 
SD card and sends them to the licensing server. 

• Client receives subscription entitlement info from the 
licensing server, and presents the user with a list of titles 
available for rental or purchase. User selects a title and 
pays for the title. 

• Kiosk starts recording the encrypted content to the SD card. 
• Kiosk sends the title ID to the licensing server. The 

licensing server verifies payment and generates a title 

binding token from the media ID, the Key Management 
Block, and the title ID. The token contains a decryption 
key necessary for content playback and title usage rules.  

• Client receives the token from the licensing server and 
writes it to the protected area of the SD card, thus binding 
the content to this particular SD card only. 

• After title is recorded to the SD card, the user can play it on 
any CPRM-compliant device, in accordance with the 
specified usage rules. 

3. KEY FEATURES AND CONLUSIONS 
The key features of our system are:  
• Content protection is transparent to the user. 
• It uses off-the-shelf physical media: SD-Cards.  
• No online connection is needed to playback the content. 
• Content can be played on any CPRM compliant device.  
• Kiosk and content distribution network are free of 

cryptographic secrets. Encrypted content is already pre-
package at the kiosk. Transactions do not require sensitive 
key material. 

• Automatic expiration of content: a rich set of usage rules 
enables a convenient rental model where the user does not 
need to return the physical media, no late fees, etc.  

• It is possible to use a subscription rental model for the SD-
card similar to the popular Netflix’s model.  

• Anonymity can be provided by using pre-paid cards. 
Content can be played off the card or moved to a CPRM 
approved output technology.  

• The set of usage rules enables convenient rental model as 
well as a rent-to-own model. 

• If the user does a bit-by-bit copy of a title to a PC or to 
another SD-Card, compliant players will not be able to 
playback the copy (title binding to new media is required). 

The system described here can be extended to enable downloads 
to optical media, the client can be a PC or a set-top-box, and the 
content protection can be Advanced Access Content Protection 
(AACS).   
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