a9 United States

US 20150188789A1

a2 Patent Application Publication (o) Pub. No.: US 2015/0188789 A1

Jayaprakash 43) Pub. Date: Jul. 2, 2015
(54) MONITORING FOR MANAGED SERVICES Publication Classification
, (51) Int.CL
(76) Inventor: Arun Jayaprakash, Bangalore (IN) HO4L 1226 (2006.01)
(52) US.CL
(21)  Appl. No.: 14/408,838 CPC oo HO4L 43/08 (2013.01)
(22) PCTFiled:  Jul. 31,2012 7 ABSTRACT
A system includes a monitoring attaching service to provide
(86) PCT No.: PCT/IN2012/000535 monitoring for a managed service operated on target
" resources. A search manager can query the monitoring attach-
§ 371 (c)(1), ing service for a monitoring function that is compatible with
(2), (4) Date:  Dec. 17,2014 a service template that describes the managed service.
400
130
R — L -
] MONITORING i
140 | ATTACHING SERVICE :
! 132 I
SEARCH MANAGER : :
162 | MONITORING !
LJPDATfFR | SYSTEM :
- ? 133 |
0 | MONITORING !
TAGS !
114 - | !
i 134 i
SERVICE ? MONITORING| ||
TEMPLATE TARGET s T g |
RESOURCES ; TEMPLATES |
WUBONUONP: NN~ 160 i :;4 ﬂ—-ﬁ‘[ !
SERVICE 7 ! 136 i
Y. 10 TAGS MANAGED ! |
USER & SERVICE : WORKFLOW !
§ mn
INTERFACE 180 i ENGINE !
¥ ! 137 :
SERVICE ! WORKFLOW !
PORTAL  |® et TAGS !
! L~ 138 :
{ MONITORING :
: WORKFLOWS :
! !
L

Tessell Exhibit 1083
Tessell v. Nutanix




US 2015/0188789 A1

Jul. 2,2015 Sheet 1 of 10

Patent Application Publication

SMOTANHOM
DONIMOLINOW

gy —

SOVL
MO TAIOM

e
SANIESNG
MOTEHHOM

gg) —

SALYTdNEL
ONIHOLINOW

oL~

SDVL
DNIHOLINOW

e —

WILGAS
DNIHOLINOW

zey

ADIAGEES ONIHOVLLY
ONIHOLINOW

ol TviNOd
I0IAMIS
4
084 SOVAHILN]
IDIANIS 838N
AIOVNYI — oL
N ma..w%m
saoUNOsIy [ 08
139uYL TR YTl
I0IANES
— pip
0zi
NEINZ
zay

HIDYNVYIW HOYUVES

ovL



Patent Application Publication Jul. 2, 2015 Sheet 2 of 10 US 2015/0188789 A1

DEFINE MANAGED SERVICE BASED ON |~ 210
SERVICE REQUEST

:

SELECT OCPERATING SYSTEM TO BE [ 220
INSTALLED ON EACH SERVER AND
DEFINE TAGS

é

SELECT AFPPLICATION (6) TOBE 330
INSTALLED ON EACH SERVERAND |
DEFINE TAGS

'

QUERY MONITORING SYSTEM FOR |~ 240
MONITORING FUNCTION

i

RETRIEVE MONITORING FUNCTIONS | 2zq
WHOSE TAGS MATCH THOSE IN /
SERVICE TEMPLATES

i

STORE AND DISPLAY RETRIEVED | 260
RESULTS

TOFIG. 3



Patent Application Publication Jul. 2, 2015 Sheet 3 of 10 US 2015/0188789 A1

DEFINE EXECUTION POINTS AT 310
VARIOUS STAGES IN MANAGED 4
SERVICE LIFECYCLE

;

EMPLOY SEARCH RESULTS TO DEFINE 320
MONITOR POLICY FOR EACH
EXECUTION POINT

/ 338 340

MULTIPLE RESULTS APPLY POLICY
OBTAINED? AUTOMATICALLY

BROWSE RESULTS AND APPLY — 350
SUITABLE POLICY TO EXECUTION
POINT

l

DISPLAY CHANGES TO SERVICE
TEMPLATE BEFORE DEPLOYMENT

l

RETRIEVE INSTRUCTIONS FOR
MANAGED SERVICE DEFPLOYMENT
FROM SERVICE PORTAL AND DEPLOY
MONITORS ON TARGET SERVER AND
APPLICATIONS

- 360

— 370




Patent Application Publication Jul. 2, 2015 Sheet 4 of 10 US 2015/0188789 A1

QUERY A MONITORING ATTACHING
SERVICE UTILIZING SERVICE TAGS IN
A SERVICE TEMPLATE THAT DESCRIBE |~ 410
TARGET RESOURCES OF A MANAGED
APPLICATION

é

MATCH THE SERVICE TAGS TO
MONITORING SERVICE TAGS THAT |~ 420
IDENTIFY MONITORING FUNCTIONS IN
THE MONITORING ATTACHING
SERVICE

!

GENERATE A QUERY RESULT FROM
THE MATCHING TO ENABLE — 430
INSTALLATION OF A MONITOR POLICY
AT AN EXECUTION POINT FOR THE
TARGET RESOQURCES




US 2015/0188789 A1

Jul. 2,2015 Sheet 5 of 10

Patent Application Publication

205

AHCWINW

015 ]

NOLLONNA
ONRGLINOW

456

30IA3E3
DNIHDVLLY
ONIHOLINOW

HIADVNYIN HOHVES

&

¥

ATIAGES
JEOVNYW

oz —

SHAIHNOSTY
1394V

oeg —

ALV IdWEL
FTIAYES

oy —

0os —"

705 —1

HOSSAI0H

&




US 2015/0188789 A1

) _ .
|
1| | smoTdiom ! I '©OIld
_ ONIMOLINOW i
) ggl — |
{
" - SOV . .| Ivivod
! MOTIHHOM | I0IANIS
= | £~ “ oL —
m “ INIONS | , 30V4Y3LNI |
g ! MOTHRIOM “ 30IAY3S w3sn.
[-P] ! . |
g e | ROV sovl oL~
i ! vy — JDINYIS
- t | , rA" % T
2 _ " szounosay [ 09
« ! SALVIdNIL ! fEvo
o~ ' | ONIMOLINOW | AL
E Hover— _ . L
K _ “ pLL
_ SOV | p—— |
" ONIMOLINOW |
= .
2 | gelL — | _
E: “ WILSAS _ ¥31vadn
&
= ! ONINOLINOW _Alv" 201
< " _ YIOVNVIN HOMVIS
g L ze !
£ _ ! ovL —
= i 3OIAY3S ONIHOVLLY |
= " ONINOLINOW i
Aw osL —
= oo —~
>
[~
=™



Patent Application Publication Jul. 2, 2015 Sheet 7 of 10 US 2015/0188789 A1

DEFINE MANAGED SERVICE BASED ON |— 210
SERVICE REQUEST

Y

SELECT OPERATING SYSTEM TO BE — 220
INSTALLED ON EACH SERVER AND A
DEFINE TAGS

'

SELECT APPLICATION (S) TO BE 230
INSTALLED ON EACH SERVERAND [~
DEFINE TAGS

'

QUERY MONITORING SYSTEM FOR |~ 240
MONITORING FUNCTION

l

RETRIEVE MONITORING FUNCTIONS | _ &0
WHOSE TAGS MATCH THOSEIN |
SERVICE TEMPLATES

STORE AND DISPLAY RETRIEVED — 260
RESULTS

FIG. 2

TOFIG. 3



Patent Application Publication Jul. 2, 2015 Sheet 8 of 10 US 2015/0188789 A1

DEFINE EXECUTION POINTS AT
VARIOUS STAGES IN MANAGED
SERVICE LIFECYCLE

Y

EMPLOY SEARCH RESULTS TO DEFINE | - 320
MONITOR POLICY FOR EACH
EXECUTION POINT

330 340

APPLY POLICY
AUTOMATICALLY

MULTIPLE RESULTS
OBTAINED?

BROWSE RESULTS AND APPLY 350
SUITABLE POLICY TO EXECUTION |
POINT

l |

DISPLAY CHANGES TO SERVICE P
TEMPLATE BEFORE DEPLOYMENT |~

,— 360

RETRIEVE INSTRUCTIONS FOR
MANAGED SERVICE DEPLOYMENT
FROM SERVICE PORTAL AND DEPLOY
MONITORS ON TARGET SERVER AND
APPLICATIONS

— 370

FIG. 3



Patent Application Publication Jul. 2, 2015 Sheet 9 of 10 US 2015/0188789 A1

QUERY A MONITORING ATTACHING
SERVICE UTILIZING SERVICE TAGS IN
A SERVICE TEMPLATE THAT DESCRIBE [~ 410
TARGET RESOURCES OF A MANAGED
APPLICATION

'

MATCH THE SERVICE TAGSTO
MONITORING SERVICE TAGS THAT ~ 420
IDENTIFY MONITORING FUNCTIONS IN
THE MONITORING ATTACHING
SERVICE

!

GENERATE A QUERY RESULT FROM
THE MATCHING TO ENABLE — 430
INSTALLATION OF A MONITOR POLICY
AT AN EXECUTION POINT FOR THE
TARGET RESOURCES

FIG. 4



A

'y

JOINGES
A39VvNVYIN

02s -

S304N0Ss3y
13904Vl

0€s -/

JLVIdAN3L
ADING3S

095 —

yo—
“
N
[« ]
% .
® G Ol
S
w,
=
[g\]
N
2 AHOWIW
)
yo—
= ,
- NOILONNA
= ONIMOLINOW
%]
m 0ss —
- ElOTNELS
= ONIHOVL1Y
“, oig ONINOLINOW
E 3
y
=
2 YIOVNVIN HONY3S
[
2 805
= ovs —
=™
= :
2
8 00s —
2 pog 4 HOSS300¥d
<
=
2
[~
=™




US 2015/0188789 A1l

MONITORING FOR MANAGED SERVICES

BACKGROUND

[0001] Cloud computing refers to the delivery of scalable
and pooled computing, storage and networking capacity as a
service to a network of end-recipients. The name comes from
the use of clouds as an abstraction for the complex infrastruc-
ture of networks and associated hardware operative within the
cloud. Cloud computing provides services for a user’s data,
software and computation over a network, for example. Such
computing capability relies on sharing of resources to achieve
coherence and economies of scale similar to a utility (like the
electricity grid) over a network (typically the Internet).
[0002] Managed applications deployed on target resources
supporting the cloud can be monitored in order ensure that
services, as specified by a service level agreement (SLA) and
offered by a service provider, are fulfilled according to the
agreement. Presently, complex manual procedures are uti-
lized to determine which monitoring components may be
applicable to a given target resource and application. Such
procedures often improperly specify an incorrect monitor for
a given resource or application and the designer of such
systems can inadvertently fail to install a relevant monitor.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] FIG. 1illustrates an example of a system that facili-
tates automation of monitoring for managed services.
[0004] FIGS. 2 and 3 illustrate a flowchart for an example
method that facilitates automation of monitoring for managed
services utilizing a monitoring service.

[0005] FIG. 4 illustrates a flowchart for an example method
that facilitates automation of monitoring for managed ser-
vices.

[0006] FIG. 5 illustrates an example system for automation
of monitoring for managed services.

DETAILED DESCRIPTION

[0007] Systems and methods providing automation of
monitoring for managed services are disclosed. Service tem-
plates can be generated to specify target resources that can be
employed to execute a managed service. Service tags within
the service template can be employed to automatically query
and retrieve relevant monitoring functions (e.g., monitoring
templates or monitoring workflows) offered by a monitoring
service. The monitoring functions can be retrieved by match-
ing the service tags with monitoring service tags associated
with the monitoring functions. The monitoring functions
specify monitoring policies that can be added to the service
template to facilitate that monitors can be suitably installed at
service runtime to ensure that service level agreements are
satisfied. Based on such automated matching of service tags
with monitoring tags, relevant monitors for the target
resources can be automatically selected and controlled (e.g.,
deployed, enabled, disabled or removed) while mitigating
errors with conventional manual selection and monitor
deployment.

[0008] FIG. 1 illustrates an example of a system 100 that
facilitates automation of monitoring for managed services.
The system 100 includes a user interface 110 that can be
employed to define a service template 114, wherein the ser-
vice template specifies target resources 120 (e.g., servers,
operating systems, disk space, applications, and so forth) that
can be employed to execute a managed service 124. The user
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interface 110 can be employed to display search results of
monitoring functions and define execution points for various
stages of an application lifecycle (e.g., stages for deploying a
monitor, stages for removing a monitor). The managed ser-
vice 124 can be executable in a cloud computing environment
and serviced by a service provider who manages the target
resources 120. As used herein the term “cloud” can be a
hybrid such that it can be a combination of traditional Data
Centers that are made to behave like infrastructure resources,
private clouds (cloud technology developed on premise),
public clouds (offered by service providers and managed
cloud configurations (managed on premise or in a public
cloud/virtual private cloud).

[0009] A monitoring attaching service 130, corresponding
to instructions executable by a processor, provides monitor-
ing for the managed service 124, wherein such monitoring is
provided to facilitate that a service level agreement support-
ing the managed service is being honored. In one example, the
monitoring attaching service 130 can include a monitoring
system 132 which utilizes a monitoring tag 133 (or tags) to
identify a monitoring template 134 (or templates) which
describes a policy (or policies) to monitor the target resources
120 and/or managed service 124. In another example, the
monitoring attaching service 130 can include a workflow
engine 136 which utilizes a workflow tag 137 (or tags) to
identify a monitoring workflow 138 (or which) describes a
policy (or policies) to monitor the target resources 120 and/or
managed service 124. The monitoring template 134 and
monitoring workflow 138 can be referred to as monitoring
functions of the monitoring attaching service 130.

[0010] Typically, the monitoring system 132 or the work-
flow engine 136 are provided for the monitoring attaching
service 130 as described herein although it is possible that
both the monitoring system and workflow engine could be
utilized collectively in some examples. A search manager
140, also corresponding to instructions executable by a pro-
cessor, can query the monitoring attaching service 130 for a
monitoring function (e.g., monitoring template 134 or moni-
toring workflow 138) that is compatible with the service
template 114 and that describes the managed service 124.
Service tags 160 can be specified in the service template 114
to identify the components of the target resources 120 and the
managed service 124, whereas monitoring service tags (e.g.,
monitoring tags 133 or workflow tags 137) can specify vari-
ous monitoring functions within the monitoring attaching
service 130. As used herein, service tags 160 refer to key-
words (e.g., metadata describing a component of a managed
service or target resource) which can be associated with the
service template 114 to identify elements of the target
resource 120 or managed service 124 that are to be monitored.
Similarly, monitoring service tags (e.g., monitoring tags 133
or workflow tags 137) are keywords utilized to describe moni-
toring functions within the monitoring attaching service 130
that are available for those resources or applications
described by the service template 114.

[0011] The search manager 140 automatically queries the
monitoring attaching service 130 for the monitoring func-
tions that are compatible (e.g., substantially match service
tags with monitoring service tags) with the service tags 160
specified in the service template 114. As used herein, the term
“substantially” is intended to indicate that while the function
or results of the term being modified are a desired or intended
result, some variation can result. In this context, for example,
the term “substantially match” describes a situation that the
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resulting analysis and comparison of tags is performed to
identify resources and monitors that are the same; however, in
practice the match can correspond to a set of resources and
monitors that are sufficiently similar to enable monitor
deployment for the managed service. Where more than one
such set of monitors might correspond to a match, the search
manager 140 can select a best matching set of available
resources and monitors. Other approaches for selecting such
match can be utilized. Upon identifying the compatible moni-
toring functions via the search, the service template 114 can
be automatically updated, via an updater 162 in the search
manager 140, to specify monitors for deployment with the
given managed service 124. After updating, the service tem-
plate 114 can be stored in a service portal 180 which can then
be accessed by the monitoring attaching service 130 to deter-
mine which monitors to deploy for the managed service 124.
[0012] As used herein, the term monitoring attaching ser-
vice 130 can refer to a dedicated monitoring system, or to a
workflow engine whose monitoring workflows interact with a
dedicated monitoring system. In some cases, the monitoring
system can be separate from the workflow engine. In other
examples, the monitoring system and workflow engine can
work in conjunction with each other. A method for imple-
menting a monitoring attaching service is illustrated with
respect to FIGS. 2-4 and described below.

[0013] In some examples, the target resources 120 can be
specified by service tags 160 in the service template 114 that
enable the search manager 140 to locate the monitoring func-
tion, wherein the service tags can include operating system
tag data to specify at least one of an operating system type to
be installed on a server, an operating system architecture, or
an operating system version, for example. The service tags
160 can include application tag data to specify an application
type to be installed on the server, an application name, an
operating system compatible with the application type, an
operating system architecture compatible with the applica-
tion type, or an operating system version compatible with the
application type, for example. The application type can
include, and does not limit itself to, specifications for data-
base servers, file transfer protocol (FTP) servers, web servers,
application servers, or mail servers, for example.

[0014] The monitoring attaching service tag (e.g., monitor-
ing tag 133 or workflow tag 137) describes the monitoring
function, wherein the monitoring tag is substantially matched
to the service tag 160 by the search manager 140 to determine
the monitoring function that is compatible with the service
template 114 (e.g., compatibility determined by substantially
matching service tag keywords with monitoring service tag
keywords). The user interface 110 can display returned moni-
tor function results from the search manager 140 that are
compatible with the service template 114 in response to the
query. The monitor function results returned by the user inter-
face 110 can be employed to define the monitoring policy at
each execution point for each server defined in the service
template. In one example, the search manager 140 employs
the updater 162 (e.g., processor instructions that modify the
service template) to apply the monitoring policy automati-
cally to the service template 114 at each execution point.
[0015] As noted above, the monitoring attaching service
130 can be a monitoring system 132 to deploy monitors on the
target resources 120, wherein the monitoring system employs
monitoring tags 133 to identify the monitoring template 134
which is employed by the monitoring system to describe the
monitoring function. The monitoring system 132 can be dedi-
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cated to monitoring of the target resources 120 without also
assisting in the workflow of the target resources. In another
example, the monitoring attaching service 130 can be a work-
flow engine 136 to deploy monitors on the target resources
120, wherein the workflow engine 136 employs workflow
tags 137 to identify the monitoring workflows 138 which are
then employed by the workflow engine to provide monitoring
of target resources.

[0016] In a cloud-based environment, whether private,
hybrid or public, service architects often have to design new
service templates 114 based on subscriber requirements. As
requirements are refined, existing service templates 114 may
undergo changes. Since the elements of service templates 114
pertain to target resources 120 that require monitoring, such
as to honor service-level agreements, the system 100 can
automatically determine appropriate monitors according to
the determined monitoring policy and control such monitors
at corresponding execution points for the managed services
124. The system 100 automates the process of identifying the
required monitoring functions and applies such functions on
the elements of the service template 114 during service
design. This can reduce the time taken to design new service
templates 114 or update existing service templates when their
designs may have to be revised. In turn, this can reduce the
wait time experienced by subscribers if their requests have to
be designed from the beginning and in substantially real-time.
It can also reduce the possibility of using incorrect monitor-
ing templates, which can in turn mitigate the scope of human
error.

[0017] In some examples, the target resources 120 can be
provided as part of a cloud-based data center with an imple-
mentation of cloud services on hosts and storage systems that
are dedicated to one or more departments (e.g., for private
clouds) or organizations (e.g., for public clouds) that have
subscribed to such services. Thus, subscribers can receive the
benefits of self-service, scalability, and elasticity, along with
additional advantages of control and customization that are
possible from dedicated resources. Managers of cloud-based
environments first have to gather possible needs of subscrib-
ers and then instruct the respective administrators (of servers,
networks, and storage) to provision them as demanded. Based
on a service request assigned to an administrator, the target
resources 120 can then be provided to the subscriber.

[0018] As a further example, target resources 120 provi-
sioned to subscribers should be monitored on a regular basis
for a smooth running of the respective data center. To facili-
tate such operation, an expected clause in service level agree-
ments between a cloud service provider and a subscriber is
typically very little downtime and low latency between
requests and response. Thus, a cloud service provider should
ensure that the data center translates incoming requests into
managed services 124 as quickly as possible. This also
implies that the data center may have to be available round-
the-clock (e.g., 24 hours, 7 days per week). In order to track
the utilization of managed services 124, cloud service pro-
viders can make use of software such as the monitoring
attaching service 130 that monitor the utilization patterns of
the managed services 124. The monitoring can be achieved
using agents or without using agents. Generally, monitoring
can be performed after service requests are translated into
managed services 124 and maintained as long as the subscrip-
tions of the managed services are valid.

[0019] A typical managed service 124 can be a realization
of'one or more servers running the same or different operating
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systems, for example. The monitoring requirements of such
managed service 124 in one example can be to track the
utilization ratios of disk, central processing unit (CPU), and
memory of the servers in the managed service. The managed
service 124 can be realized by implementing the service
template 114, wherein the typical service template defines the
different target resources 120 that are required for implement-
ing in the cloud the managed service, such as server, network,
physical memory, and permanent storage, for example.

[0020] The service template 114 may also include the pro-
vision to install certain applications as demanded by its sub-
scriber. These applications are usually, but not restricted to,
database servers, web servers, application servers, mail serv-
ers, FTP servers, and so forth, for example. When the service
template 114 provides application services, the monitoring
requirements can further vary depending on the application.
For example, an FTP server may be monitored to track the
bandwidth required for data transfer on a dally basis, while a
web server may be monitored to track the number of requests
it receives on an hourly basis. Thus, if an FTP monitor were
improperly specified in place of the web server monitor for a
web server application, for example, monitoring of the web
server would not occur. The system 100 mitigates such prob-
lems by automatically matching specifications of the service
tags 160 with the specifications of the monitoring service tags
to help ensure that an accurate monitoring policy is executed
for each managed service. If the data center also provides
application services, then these applications can also be
included in the service template 114.

[0021] In contrast to a manually implemented approach to
identify the required monitoring functions as well as to apply
them correctly on the service template 114, the system 100
mitigates errors by automating the process of searching and
applying monitoring functions on service templates based on
automated matching of the service tags 160 with the moni-
toring service tags to correctly identify the desired monitor.

[0022] For purposes of simplification of explanation, in the
example of FIG. 1, different components of the system 100
are illustrated and described as performing different func-
tions. However, one of ordinary skill in the art will understand
and appreciate that the functions of the described components
can be performed by different components, and the function-
ality of several components can be combined and executed on
a single component. The components can be implemented,
for example, computer executable instructions, hardware
(e.g., an application specific integrated circuit or a processing
unit), or as a combination of both. In other examples, the
components could be distributing among remote devices
across a network.

[0023] In view of the foregoing structural and functional
features described above, example methods will be better
appreciated with reference to FIGS. 2-4. While, for purposes
of simplicity of explanation, the example methods of FIGS.
2-4 are shown and described as executing serially, it is to be
understood and appreciated that the present examples are not
limited by the illustrated order, as some actions could, in other
examples, occur in different orders and/or concurrently from
that shown and described herein. Moreover, it is not necessary
that all described actions be performed to implement a
method. The example methods of FIGS. 2-4 can be imple-
mented as machine-readable instructions that can be stored in
a non-transitory computer readable medium, such as can be
computer program product or other form of memory storage.
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The computer readable instructions corresponding to the
methods of FIGS. 2-4 can also be accessed from memory and
be executed by a processor.

[0024] FIGS. 2 and 3 illustrate a flowchart for an example
method 200 and 300 that facilitates automation of monitoring
for managed services. Such method 200 and 300 can be
employed when interacting with a monitoring system or
workflow engine described above with respect to FIG. 1. For
instance, when a service template is being designed, the
architect should be aware of the operating system and appli-
cation requirements. This awareness can be manifested in the
form of tags or keywords for each server in the service tem-
plate itself as noted above. The stages when monitors should
be applied or removed are known. A monitor can be deployed
after a service is successfully provisioned and is removed just
before the resources of the service are reclaimed. If the ser-
vice designer is integrated with a workflow engine to auto-
mate monitor deployment and removal, the tags of the service
template can be used to identify which monitoring workflows
are best suited to deploy these monitors. This implies that the
workflows should also use tags or keywords for the service
designer to identify the workflows.

[0025] At210 ofthe method 200, a managed service can be
defined based on a service request (e.g., via user interface 110
of FIG. 1). The service request can include adding servers,
memory, storage, and networks as desired. At 220, the method
200 can include selecting the operating system that should be
installed on each server (e.g., specifying keywords in the
service template 114 of FIG. 1). This can include generating
tags in the service template for each server. The tags can
include keywords that describe an operating system, an oper-
ating system architecture (e.g., 32 bit tag or 64 bit tag), and/or
an operating system version for example. At 230 of the
method 200, application(s) that should be installed on each
server can be selected, if applicable (e.g., specitying applica-
tion keywords via service template 114 of FIG. 1). This can
include generating tags in the service template for each appli-
cation. These tags can include an application type, an appli-
cation name, an operating system, an operating system archi-
tecture, and/or an operating system version, for example.
[0026] Afterthe service template is ready and the tags have
been defined, at 240 of the method 200, query the monitoring
system for a suitable monitoring function (or functions) (e.g.,
via search manager 140 for monitoring ‘templates or moni-
toring workflows of FIG. 1) that can be applied on the man-
aged service. Here, matching of service template tags with
monitoring service tags can be performed by the query to
determine suitable monitoring functions for the resources and
applications specified in the service template.

[0027] At250 of the method 200, retrieve monitoring func-
tions whose tags substantially match all the service tags in the
service template (e.g., via search manager 140 of FIG. 1). For
example, all the tags in the service template should have a
matching tag in the monitoring function (e.g., monitoring
template or monitoring workflow). If no such match is found,
an error message can be generated and/or. flag set to indicate
an error. At 260 of the method 200, results of the query,
corresponding to the retrieved monitoring templates, can be
stored in memory and displayed (e.g., via a user interface 110
of FIG. 1). Such results can later be employed to enable
monitoring policies for various points of execution of a given
monitor for a managed service. The method 200 will now be
described with respect to the method 300 illustrated in FIG. 3
which is a continuation of the method 200.
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[0028] At 310 of the method 300 which continues on from
260 of the method 200, define the execution points in the
implementation for various stages of the managed service
lifecycle (e.g., via user interface 110 of FIG. 1 altering service
template). For example, execution points can be provided to
perform the following monitor functions: For deploying a
monitor, deploy the monitor after the servers are provisioned
and powered on; For removing a monitor, un-deploy the
monitor just before the server’s resources are reclaimed; For
disabling a monitor when a server powers off or goes into
standby, disable the monitor before the server state changes;
and For enabling a monitor after a server powers on or comes
out of standby, enable the monitor after the server becomes
available again. At 320 of the method 300, employ results of
the search for monitoring functions to create/generate the
monitoring policy at each execution point for each server
described in the service template (e.g., via user interface 110
of FIG. 1). At 330, a decision is made to determine whether
multiple search results were obtained. If it is determined at
330 that a single monitoring function result is obtained
(single monitoring template or single monitoring workflow
returned for a given execution point definition), then the
monitoring policy at each execution point can be applied
automatically at 340 (e.g., via updater 162 of FIG. 1).

[0029] From 340, the method can proceed to 360. If it is
determined at 330, however, that more than one search result
is obtained, results can be displayed to the user (e.g., to a
service architect via user interface 110 of FIG. 1) where the
user can browse through the results and select the monitoring
policy that should be applied at each execution point at 350 of
the method 300. Also, an automated process can be setup to
select the best available policy based on a given criteria. At
360 of the method 300, display changes to the service tem-
plate in order that the service architect can review before
makingitavailable for use (e.g., viauser interface 110 of FIG.
1). At 370, when the service template is realized into an actual
service, the information of the name of the target server, its IP
address, operating system, and applications and so forth can
be retrieved from the service portal described above with
respect to FIG. 1. This information can be fed to the moni-
toring attaching service in order to deploy monitors on the
target server and applications.

[0030] FIG. 4 illustrates a flowchart for an example method
400 that facilitates automation of monitoring for managed
services. At 410, the method 400 includes querying a moni-
toring attaching service, by a computer (e.g., via search man-
ager of FIG. 1), utilizing service tags in a service template that
describe target resources of a managed application. At 420,
the method 400 includes matching, by the computer (e.g., via
search manager of FIG. 1), the service tags to monitoring
service tags that identify monitoring functions in the moni-
toring attaching service. At 430, the method 400 can include
generating, by the computer (e.g., via search manager of FIG.
1), a query result from the matching to enable installation of
amonitor policy at an execution point for the target resources.
Although not shown, the method 400 can also include auto-
matically applying the monitoring policy to the service tem-
plate after generating the query result.

[0031] FIG. 5 illustrates an example system 500 for
automaton of monitoring for managed services. As shown,
the system 500 can include a processor 504 that executes
instructions in a memory 508. The memory 508 includes a
monitoring attaching service 510, corresponding to instruc-
tions executable by the processor 504, to provide monitoring
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for a managed service 520 operated on target resources 530.
A search manager 540, corresponding to instructions execut-
able by the processor 504, can query the monitoring attaching
service 510 for a monitoring function 550, or that is compat-
ible with a service template 560 that describes the managed
service 520.

[0032] What have been described above are examples. It is,
of course, not possible to describe every conceivable combi-
nation of components or methods, but one of ordinary skill in
the art will recognize that many further combinations and
permutations are possible. Accordingly, the invention is
intended to embrace all such alterations, modifications, and
variations that fall within the scope of this application, includ-
ing the appended claims. Additionally, where the disclosure
or claims recite “a,” “an,” “a first,” or “another” element, or
the equivalent thereof, it should be interpreted to include one
or more than one such element, neither requiring nor exclud-
ing two or more such elements. As used herein, the term
“includes” means includes but not limited to, and the term
“including” means including but not limited to. The term
“based on” means based at least in part on.

What is claimed is:

1. A system comprising:

a memory for storing machine-readable instructions; and

a processing unit for accessing the memory and executing

the machine-readable instructions, the machine-read-

able instructions comprising:

amonitoring attaching service to provide monitoring for
a managed service operated on target resources; and

a search manager to query the monitoring attaching ser-
vice for a monitoring function that is compatible with
a service template that describes the managed service.

2. The system of claim 1, wherein the target resources are
specified by service tags in the service template that enable
the search manager to locate the monitoring function,
wherein the service tags include operating system tag data to
specify at least one of an operating system type to be installed
on a server, an operating system architecture, or an operating
system version.

3. The system of claim 2, wherein the service tags include
application tag data to specify an application type to be
installed on the server, an application name, an operating
system compatible with the application type, an operating
system architecture compatible with the application type, or
an operating system version compatible with the application
type.

4. The system of claim 3, wherein the application type
includes database servers, file transfer protocol (FTP) serv-
ers, web servers, application servers, or mail servers.

5. The system of claim 4, wherein the service manager
utilizes a monitoring service tag that describes the monitoring
function, wherein the monitoring tag is substantially matched
to the service tag by the search manager to determine the
monitoring function that is compatible with the service tem-
plate.

6. The system of claim 5, further comprising a user inter-
face component to cause a display of monitor function results
from the search manager that is compatible with the service
template.

7. The system of claim 6, wherein the user interface com-
ponent defines an execution point for deploying, removing,
enabling, or disabling a monitoring policy at the defined
execution point for the managed service.
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8. The system of claim 7, wherein the monitor function
results returned by the user interface component define the
monitoring policy at each execution point for each server
defined in the service template.

9. The system of claim 8, wherein the search manager
employs an updater to apply the monitoring policy automati-
cally to the service template at each execution point.

10. The system of claim 1, wherein the monitoring attach-
ing service is a monitoring system to deploy monitors on the
target resources, wherein the monitoring system employs
monitoring templates to describe the monitoring function and
monitoring tags to identify the monitoring template for the
query from the search manager, wherein the monitoring sys-
tem is dedicated to monitoring of the target resources without
assisting in the workflow of the target resources.

11. The system of claim 1, wherein the monitoring attach-
ing service is a workflow engine to deploy monitors on the
target resources, wherein the workflow engine employs
monitoring workflows to describe the monitoring function
and workflow tags to identify the monitoring workflows for
the query from the search manager, wherein the workflow
engine assists in the workflow of the target resources and
provides monitoring the target resources.

12. A method comprising:

querying a monitoring attaching service, by a computer,
utilizing service tags in a service template that describe
target resources of a managed application; and
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matching, by the computer, the service tags to monitoring

service tags that identify monitoring functions in the

monitoring attaching service; and

generating, by the computer, a query result from the match-

ing to enable installation of a monitor policy at an execu-

tion point for the target resources.

13. The method of claim 12, further comprising automati-
cally applying the monitoring policy to the service template
after generating the query result.

14. A system comprising:

a memory for storing machine-readable instructions; and

a processing unit for accessing the memory and executing

the machine-readable instructions, the machine-read-

able instructions comprising:

a monitoring attaching service to store a monitoring
function and a monitoring service tag that identifies
the monitoring function, wherein the monitoring
function identifies a monitoring policy for a managed
service; and

a search manager to query the monitoring attaching ser-
vice in order to associate the monitoring service tag
with a service template service tag that describes the
managed service, wherein the search manager
retrieves instructions relating to deployment of the
monitoring policy for the managed service.

15. The system of claim 14, further comprising an updater
in the search manager to apply the monitoring policy to the
service template.



