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(57) ABSTRACT

A computer-implemented method for proactively evaluating
failover nodes prior to the occurrence of failover events may
include (1) identifying at least one primary node that services
at least one application, (2) identifying at least one failover
node designated to service the application if the primary node
were to fail, (3) prior to detecting failure of the primary node,
proactively evaluating the failover node’s ability to service
the application if the primary node were to fail, and then (4) in
response to determining that the failover node would be
unable to adequately service the application if the primary
node were to fail, proactively performing at least one correc-
tive action that would cause the application to be adequately
serviced if the primary node were to fail. Various other meth-
ods, systems, and computer-readable media are also dis-
closed.

20 Claims, 7 Drawing Sheets

Identify at least one primary node that services at least one
application

A 4

application in the event of

Identify at least one failover node designated to service the

404

failure of the primary node

A 4

event of failure of the primary node

Determine, during a proactive evaluation of the failover node, that

the failover node would be unable to service the application in the

A

A

the application to be adequately

Proactively perform at least one corrective action that would cause

the primary node

serviced In the event of failure of

Tessell Exhibit 1016
Tessell v. Nutanix




U.S. Patent Dec. 23, 2014

Sheet 1 of 7

US 8,918,673 B1

System
100

Modules
102

Identification Module
104

Evaluation Module
106

Correction Module
108

Configuration Module
110

Database
120

Failover Policy
122

Criteria
123

Prioritization List
124

FIG. 1



U.S. Patent Dec. 23, 2014 Sheet 2 of 7 US 8,918,673 B1

200

™

Network
204

l l

Node Node
202(1) 202(N)
Modules Modules
102 eoe 102
Database Database
120 120
Cluster Agent Cluster Agent
203(1) 203(N)
\ J
Y
Computer Cluster
208

FIG. 2



U.S. Patent

300

\

Dec. 23,2014

Sheet 3 of 7

Management Server

US 8,918,673 B1

206
Modules
102
Database
120
Cluster Engine
207
Network
204
h 4 \ 4
Node Node
202(1) 202(N)
Cluster Agent Cluster Agent
203(1) oo o 203(N)
N
Y
Computer Cluster
208

FIG. 3



U.S. Patent Dec. 23, 2014 Sheet 4 of 7 US 8,918,673 B1

400

\

=D
|

Identify at least one primary node that services at least one
application
402

l

Identify at least one failover node designated to service the
application in the event of failure of the primary node
404

l

Determine, during a proactive evaluation of the failover node, that
the failover node would be unable to service the application in the
event of failure of the primary node
406

\ 4

Proactively perform at least one corrective action that would cause
the application to be adequately serviced in the event of failure of
the primary node
408

|
=

FIG. 4



US 8,918,673 B1

Sheet 5 of 7

Dec. 23,2014

U.S. Patent

g5 ‘old

708
SPON Jeroje4

suoleolioN paJslsiboy

Vs "Old

0S
SPON Janojie

sobessa| buljjod

208
SPON/Jenleg Juswabeuely

208
SpON/Jenleg Juswabeuey




US 8,918,673 B1

Sheet 6 of 7

Dec. 23,2014

U.S. Patent

9 9Id

AIOWBSA Wa)sAS

(4%
TE9 aseqeleq
aoIna( abelo)g
dnyoeg 750
aolne(] 8belolg
Aewid 370 779
A A Eellitlg| 321n9(
indu| Aeidsig
A A
A 4 y
0€9 929 219
aoepa)U| soeps| Jaydepy aJnjonusenu|
abelo)g indu| Ae|dsiq uopeslunwwon
A K \
A 4 y
A A A A A A v
y y y h 4 y
z01
oo, 4 7o seInpop 70
UOREDIUNWIWOY Js|josuod QI Js|[o5juo) Alows| — 10888001
919

x_

019

waysAg Bunndwosn



US 8,918,673 B1

Sheet 7 of 7

Dec. 23,2014

U.S. Patent

Z9ld

(N)0ZZ

801n8Q

(NJ06Z

8o1Ae(g

(10ZZ

a01Ae(g

A

A

1062

801A8(Q

S6Z
Aely ebelo)s
juabijyu|

Svi
IsAleg

(72
310

001
wolsAs

0zl
Juslig

ovi
18A18G

(NJ03Z

a21A8Q

A

F

(1)09Z

a21n8Q

01
ualo

AN

004
2INJI8YIYIIY YIOMISN



US 8,918,673 Bl

1
SYSTEMS AND METHODS FOR
PROACTIVELY EVALUATING FAILOVER
NODES PRIOR TO THE OCCURRENCE OF
FAILOVER EVENTS

BACKGROUND

Organizations increasingly depend on critical applications
and data in the course of business. For this reason, organiza-
tions may attempt to both minimize the downtime of critical
applications and control the risk of losing sensitive data man-
aged by such applications.

For example, an organization may attempt to reduce appli-
cation downtime by implementing a high-availability com-
puter cluster in which a primary node responsible for servic-
ing an application fails over to at least one secondary node in
the event of a failure at the primary node. In this example, if
the primary node fails, the secondary node would take on the
role of the primary node in an attempt to reduce application
downtime.

Unfortunately, existing failover technologies may suffer
from one or more shortcomings and/or inefficiencies. For
example, existing failover technologies may fail to evaluate
the ability of a secondary (or “failover”) node to adequately
service an application prior to attempting to fail the applica-
tion over to the secondary node. As such, existing failover
technologies may attempt to fail an application over to a
secondary node after detecting a failure at a primary node,
only to discover that the secondary node is unable to
adequately service the application (due to, e.g., a software or
hardware failure). This may, in turn, result in increased appli-
cation downtime and/or data loss.

SUMMARY

As will be described in greater detail below, the instant
disclosure generally relates to systems and methods for pro-
actively evaluating failover nodes prior to the occurrence of
failover events in order to reduce the downtime that may
occur from attempting to fail an application over to anode that
is unable to adequately service the application. In one
example, a computer-implemented method for performing
such a task may include (1) identifying at least one primary
node that services at least one application, (2) identifying at
least one failover node designated to service the application if
the primary node were to fail, (3) prior to detecting failure of
the primary node, proactively evaluating the failover node’s
ability to service the application if the primary node were to
fail by (a) identifying a failover policy that specifies criteria
that the failover node must satisfy in order to adequately
service the application and (b) determining, by applying the
criteria of the failover policy to the failover node, that the
failover node would be unable to adequately service the appli-
cation if the primary node were to fail, and then (4) in
response to determining that the failover node would be
unable to adequately service the application if the primary
node were to fail, proactively performing at least one correc-
tive action that would cause the application to be adequately
serviced if the primary node were to fail.

In one example, the step of identifying the failover node
may include (1) retrieving a prioritization list that specifies a
user-defined order for selecting failover nodes if the primary
node were to fail and then (2) identifying the failover node
within the prioritization list. In another example, the step of
identifying the failover node may include (1) identifying a
plurality of failover candidates, (2) automatically generating,
by applying the criteria of the failover policy to the failover
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candidates, a prioritization list that identifies a preferred order
for selecting failover nodes from the failover candidates if the
primary node were to fail, and then (3) identifying the failover
node within the prioritization list. In this example, the method
may also include, upon generating the prioritization list, auto-
matically configuring each failover node identified in the
prioritization list to service the application.

In one embodiment, the failover node’s ability to service
the application may be proactively evaluated on a periodic
basis. In another embodiment, the failover node’s ability to
service the application may be proactively evaluated by reg-
istering with a monitoring framework to be notified of events
that would impact the failover node’s ability to service the
application. In this embodiment, at a later point in time, a
notification may be received, via the monitoring framework,
of an event that would impact the failover node’s ability to
service the application.

In one example, the step of proactively evaluating the
failover node’s ability to service the application may include
(1) identifying at least one attribute flag associated with the
failover node that identifies the failover node’s ability to
service the application and then (2) determining, by evaluat-
ing the attribute flag associated with the failover node, that the
failover node would be unable to adequately service the appli-
cation if the primary node were to fail.

In some examples, the step of proactively performing the
corrective action may include (1) generating at least one
notification that indicates that the failover node is unable to
adequately service the application, (2) automatically correct-
ing at least one issue that is preventing the failover node from
being able to adequately service the application, (3) prevent-
ing the failover node from servicing the application if the
primary node were to fail, and/or (4) prioritizing at least one
other failover node that satisfies the criteria of the failover
policy over the failover node. In one example, the step of
prioritizing the other failover node that satisfies the criteria of
the failover policy over the failover node may include over-
riding a prioritization list that identifies a user or administra-
tor-defined order for selecting failover nodes if the primary
node were to fail.

In one embodiment, a system for implementing the above-
described method may include an identification module pro-
grammed to identify both (1) at least one primary node that
services at least one application and (2) at least one failover
node designated to service the application if the primary node
were to fail. The system may also include an evaluation mod-
ule programmed to proactively (i.e., before detecting failure
of the primary node) evaluate the failover node’s ability to
service the application if the primary node were to fail by (a)
identifying a failover policy that specifies criteria that the
failover node must satisfy in order to adequately service the
application and (b) determining, by applying the criteria of
the failover policy to the failover node, that the failover node
would be unable to adequately service the application if the
primary node were to fail. The system may also include a
correction module programmed to proactively perform at
least one corrective action that would cause the application to
be adequately serviced if the primary node were to fail. In
some examples, the system may also include at least one
processor configured to execute the identification module, the
evaluation module, and the correction module.

In some examples, the above-described method may be
encoded as computer-readable instructions on a computer-
readable-storage medium. For example, a computer-read-
able-storage medium may include one or more computer-
executable instructions that, when executed by at least one
processor of a computing device, may cause the computing
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device to (1) identify at least one primary node that services at
least one application, (2) identify at least one failover node
designated to service the application if the primary node were
to fail, (3) prior to detecting failure of the primary node,
proactively evaluate the failover node’s ability to service the
application if the primary node were to fail by (a) identifying
a failover policy that specifies criteria that the failover node
must satisfy in order to adequately service the application and
(b) determining, by applying the criteria of the failover policy
to the failover node, that the failover node would be unable to
adequately service the application ifthe primary node were to
fail, and then (4) in response to determining that the failover
node would be unable to adequately service the application if
the primary node were to fail, proactively perform at least one
corrective action that would cause the application to be
adequately serviced if the primary node were to fail.

As will be explained in greater detail below, by proactively
evaluating failover nodes prior to the occurrence of failover
events, the systems and methods described herein may reduce
and/or eliminate the downtime that may occur from attempt-
ing to fail an application over to a node that is unable to
adequately service the application. In addition, by automati-
cally selecting and/or configuring failover nodes based on
various criteria, the systems and methods described herein
may avoid having to rely on static (and thus potentially out-
of-date) user-defined failover lists.

Features from any of the above-mentioned embodiments
may be used in combination with one another in accordance
with the general principles described herein. These and other
embodiments, features, and advantages will be more fully
understood upon reading the following detailed description in
conjunction with the accompanying drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings illustrate a number of exem-
plary embodiments and are a part of the specification.
Together with the following description, these drawings dem-
onstrate and explain various principles of the instant disclo-
sure.

FIG. 1 is a block diagram of an exemplary system for
proactively evaluating failover nodes prior to the occurrence
of failover events.

FIG. 2 is a block diagram of an additional exemplary sys-
tem for proactively evaluating failover nodes prior to the
occurrence of failover events.

FIG. 3 is a block diagram of an additional exemplary sys-
tem for proactively evaluating failover nodes prior to the
occurrence of failover events.

FIG. 4 is a flow diagram of an exemplary method for
proactively evaluating failover nodes prior to the occurrence
of failover events.

FIGS. 5A and 5B are block diagrams illustrating various
exemplary techniques for proactively evaluating failover
nodes prior to the occurrence of failover events.

FIG. 6 is a block diagram of an exemplary computing
system capable of implementing one or more of the embodi-
ments described and/or illustrated herein.

FIG. 7 is a block diagram of an exemplary computing
network capable of implementing one or more of the embodi-
ments described and/or illustrated herein.

Throughout the drawings, identical reference characters
and descriptions indicate similar, but not necessarily identi-
cal, elements. While the exemplary embodiments described
herein are susceptible to various modifications and alternative
forms, specific embodiments have been shown by way of
example in the drawings and will be described in detail
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herein. However, the exemplary embodiments described
herein are not intended to be limited to the particular forms
disclosed. Rather, the instant disclosure covers all modifica-
tions, equivalents, and alternatives falling within the scope of
the appended claims.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

The following will provide, with reference to FIGS. 1-3,
detailed descriptions of exemplary systems for proactively
evaluating failover nodes prior to the occurrence of failover
events. Detailed descriptions of corresponding computer-
implemented methods will also be provided in connection
with FIGS. 4-5. In addition, detailed descriptions of an exem-
plary computing system and network architecture capable of
implementing one or more of the embodiments described
herein will be provided in connection with FIGS. 6 and 7,
respectively.

FIG. 1 is a block diagram of an exemplary system 100 for
proactively evaluating failover nodes prior to the occurrence
of failover events. As illustrated in this figure, exemplary
system 100 may include one or more modules 102 for per-
forming one or more tasks. For example, and as will be
explained in greater detail below, exemplary system 100 may
include an identification module 104 programmed to identify
both (1) a primary node that services an application and (2) at
least one failover node designated to service the application if
the primary node were to fail. Exemplary system 100 may
also include an evaluation module 106 programmed to pro-
actively (i.e., before the primary node fails) evaluate the
failover node’s ability to service the application if the primary
node were to fail.

In addition, and as will be described in greater detail below,
exemplary system 100 may include a correction module 108
programmed to perform at least one corrective action that
would cause the application to be adequately serviced if the
primary node were to fail. Exemplary system 100 may also
include a configuration module 110 programmed to automati-
cally configure failover nodes to service applications.
Although illustrated as separate elements, one or more of
modules 102 in FIG. 1 may represent portions of a single
module or application.

In certain embodiments, one or more of modules 102 in
FIG. 1 may represent one or more software applications or
programs that, when executed by a computing device, may
cause the computing device to perform one or more tasks. For
example, and as will be described in greater detail below, one
or more of modules 102 may represent software modules
stored and configured to run on one or more computing
devices, such as the devices illustrated in FIGS. 2 and 3 (e.g.,
nodes 202(1)-(N) and/or management server 206), comput-
ing system 610 in FIG. 6, and/or portions of exemplary net-
work architecture 700 in FIG. 7. One or more of modules 102
in FIG. 1 may also represent all or portions of one or more
special-purpose computers configured to perform one or
more tasks.

As illustrated in FIG. 1, exemplary system 100 may also
include one or more databases, such as database 120. In one
example, database 120 may be configured to store at least one
failover policy 122 that specifies criteria 123 that failover
nodes must satisty in order to adequately service a particular
application. Database 120 may also contain a prioritization
list 124 that specifies a preferred order for selecting one or
more failover nodes in the event that a primary node respon-
sible for servicing a particular application fails.
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Database 120 may represent portions of a single database
or computing device or a plurality of databases or computing
devices. For example, database 120 may represent a portion
of nodes 202(1)-(N) and/or management server 206 in FIGS.
2 and 3, computing system 610 in FIG. 6, and/or portions of
exemplary network architecture 700 in FIG. 7. Alternatively,
database 120 in FIG. 1 may represent one or more physically
separate devices capable of being accessed by a computing
device, such as nodes 202(1)-(N) and/or management server
206 in FIGS. 2 and 3, computing system 610 in FIG. 6, and/or
portions of exemplary network architecture 700 in FIG. 7.

Exemplary system 100 in FIG. 1 may be implemented in a
variety of ways. For example, all or a portion of exemplary
system 100 may represent portions of exemplary system 200
in FIG. 2 and/or exemplary system 300 in FIG. 3. Specifically,
one or more of modules 102 from FIG. 1 may, when executed
by at least one processor of nodes 202(1)-(N) and/or manage-
ment server 206, cause nodes 202(1)-(N) and/or management
server 206 to proactively evaluate failover nodes prior to the
occurrence of failover events by (1) identifying at least one
primary node (e.g., node 202(1)) that services at least one
application, (2) identifying at least one failover node (e.g.,
node 202(N)) designated to service the application if the
primary node were to fail, (3) proactively evaluating the
failover node’s ability to service the application if the primary
node were to fail, and then, if the failover node would be
unable to adequately service the application if the primary
node were to fail, (4) proactively performing at least one
corrective action that would cause the application to be
adequately serviced if the primary node were to fail.

In the examples illustrated in FIGS. 2 and 3, nodes 202(1)-
(N) may collectively form a computer cluster 208 capable of
communicating with one another to collectively perform one
or more tasks, such as collectively providing high availability
of at least one application and/or collectively executing at
least one application. Although not illustrated in FIG. 2, com-
puter cluster 208 may also include one or more shared
resources (e.g., one or more storage devices) configured to
store data used by such an application and/or a server config-
ured to control execution of such an application by the nodes.
Examples of computer cluster 208 include, without limita-
tion, high-availability clusters, load-balancing clusters, Beo-
wolf clusters, high-performance computing clusters, or any
other suitable computer clusters.

Nodes 202(1)-(N) generally represent any type or form of
computing device capable of reading computer-executable
instructions. Examples of nodes 202(1)-(N) include, without
limitation, laptops, desktops, servers, cellular phones, per-
sonal digital assistants (PDAs), multimedia players, embed-
ded systems, combinations of one or more of the same, exem-
plary computing system 610 in FIG. 6, or any other suitable
computing devices.

In some examples, each of nodes 202(1)-(N) may include
a cluster agent, such as cluster agents 203(1)-(N). Cluster
agents 203(1)-(N) generally represent any type or form of
software module capable of communicating and/or coordi-
nating either with other nodes and/or a cluster engine (such as
cluster engine 207 in FIG. 3) as part of a high-availability
computer cluster. In some examples, cluster agents 203(1)-
(N) may be configured to execute an application as part of a
high-availability computer cluster. Cluster agents 203(1)-(N)
may also enable cluster engine 207 to control execution of the
application within a high-availability computer cluster. In
some examples, cluster agents 203(1)-(N) may represent at
least a portion of high-availability cluster software (e.g.,
SYMANTEC’S VERITAS CLUSTER SERVER software).
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6

In one example, nodes 202(1)-(N) may communicate with
one another via a network 204. Network 204 generally rep-
resents any medium or architecture capable of facilitating
communication or data transfer. Examples of network 204
include, without limitation, an intranet, a wide area network
(WAN), a local area network (LAN), a personal area network
(PAN), the Internet, power line communications (PLC), a
cellular network (e.g., a GSM Network), exemplary network
architecture 700 in FIG. 7, or the like. Network 204 may
facilitate communication or data transfer using wireless or
wired connections.

In one example, nodes 202(1)-(N) may collectively man-
age and/or coordinate the resources of computer cluster 208.
For example, and as illustrated in FIG. 2, cluster agents 203
(1)-(N) onnodes 202(1)-(N) may, by communicating directly
with one another, collectively manage and/or coordinate the
resources of computer cluster 208. In another example, an
additional management device may help manage and/or coor-
dinate the resources of computer cluster 208. For example,
and as illustrated in FIG. 3, management server 206 may, by
communicating with cluster agents 203(1)-(N) on nodes 202
(1)-(N), manage and/or coordinate the resources of computer
cluster 208.

Management server 206 generally represents any type or
form of computing device capable of controlling and/or man-
aging nodes within computer clusters. Examples of manage-
ment server 206 include, without limitation, application serv-
ers, web servers, and database servers configured to provide
various web and/or database services and/or run certain soft-
ware applications.

FIG. 4 is a flow diagram of an exemplary computer-imple-
mented method 400 for proactively evaluating failover nodes
prior to the occurrence of failover events. The steps shown in
FIG. 4 may be performed by any suitable computer-execut-
able code and/or computing system. In some embodiments,
the steps shown in FIG. 4 may be performed by one or more
of the components of system 100 in FIG. 1, system 200 in
FIG. 2, system 300 in FIG. 3, computing system 610 in FIG.
6, and/or portions of exemplary network architecture 700 in
FIG. 7.

As illustrated in FIG. 4, at step 402 the systems described
herein may identify at least one primary node that services at
least one application. For example, identification module 104
may, as part of one or more of nodes 202(1)-(N) and/or
management server 206 in FIG. 2 or 3, determine that node
202(1) within computer cluster 208 is currently servicing one
or more applications.

The term “primary node,” as used herein, generally refers
to a node within a computer cluster that is currently servicing
(i.e., hosting and/or providing resources for) an application.
In contrast, the terms “failover node” or “secondary node”
generally refer to nodes that have been designated to service
(but which are not currently servicing) an application in the
event of the failure of a primary node.

The systems described herein may perform step 402 in a
variety of ways. In some examples, identification module 104
may (either as part of one or more of nodes 202(1)-(N) and/or
as part of management server 206) identify the primary node
by accessing information that identifies each of nodes 202(1)-
(N) within computer cluster 208. For example, identification
module 104 may, by querying database 120, access informa-
tion that identifies each of nodes 202(1)-(N) (and/or any other
devices or resources included in computer cluster 208) using
an identification address (such as an IP address or a MAC
address), a physical or virtual location, a node registration
key, and/or a status identifier (e.g., “primary,” “failover/sec-
ondary,” etc.). By analyzing this information, identification
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module 104 may identify a node that is currently servicing an
application (i.e., a “primary” node).

In another example, identification module 104 may (either
as part of one or more of nodes 202(1)-(N) and/or as part of
management server 206) identify the primary node by receiv-
ing a notification from one or more of nodes 202(1)-(N). For
example, at least one node within computer cluster 208 may
send a notification to identification module 104 that indicates
that the sending node has been designated as a primary node.
In one example, this notification may be sent as part of a
boot-up process (initiated, e.g., when one or more of nodes
202(1)-(N) are powered on by a user).

In an additional example, identification module 104 may
(either as part of one or more of nodes 202(1)-(N) and/or as
part of management server 206) probe nodes 202(1)-(N) via
network 204 to determine the configuration of computer clus-
ter 208. For example, identification module 104 may send a
request for identification to nodes 202(1)-(N). In this
example, in response to receiving the request for identifica-
tion, nodes 202(1)-(N) may send information to identification
module 104 that identifies both the sending node and its status
(e.g., “primary,” “failover/secondary,” etc.).

At step 404, the systems described herein may identify at
least one failover node designated to service the application if
the primary node were to fail. For example, identification
module 104 may, either as part of one or more of nodes
202(1)-(N) and/or as part of management server 206, deter-
mine that node 202(N) has been designated as a failover node
to service an application currently serviced by node 202(1) if
node 202(1) were to fail.

As with step 402, the systems described herein may per-
form step 404 in a variety of ways. For example, identification
module 104 may (either as part of one or more of nodes
202(1)-(N) and/or as part of management server 206) identify
the failover node by (1) accessing information that identifies
each of nodes 202(1)-(N) within computer cluster 208, (2)
receiving a notification from one or more of nodes 202(1)-
(N), and/or (3) probing nodes 202(1)-(N) via network 204 to
determine the configuration of computer cluster 208.

In some examples, computer cluster 208 may maintain a
prioritization list (e.g., prioritization list 124 in FIG. 1) that
specifies an order for selecting failover nodes in the event of
the failure of a primary node. In one example, this prioritiza-
tion list may only identify a single failover node. In other
examples, this prioritization list may identify a plurality of
failover nodes (such as one or more nodes within a cloud
computing environment).

In some examples, the preferred order for selecting failover
nodes in the event of the failure of the primary node may be
specified by a user or administrator. In other examples, this
prioritization order may be automatically generated and/or
modified. For example, identification module 104 may auto-
matically evaluate and rank or prioritize nodes within com-
puter cluster 208 based on a variety of criteria relevant to
determining whether a particular node would be able to
adequately service the application in question in the event of
a failover. In this example, identification module 104 may
then create and/or modify prioritization list 124 based on this
automatically generated order.

Examples of the types of criteria that may be used in such
an evaluation include, without limitation, criteria for evalu-
ating the health of a node (i.e., criteria for evaluating the
operational status and/or performance of various software
and/or hardware components of the node), criteria for evalu-
ating whether the node satisfies various prerequisites associ-
ated with the application in question (e.g., mount points,
application-specific binaries, configuration files, or the like
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that may be required by the application for proper operation),
and/or any other criteria that may be relevant to determining
whether the node would be able to adequately service the
application if the primary node were to fail.

In some examples, the systems described herein may, upon
generating the prioritization list, automatically configure one
or more failover nodes identified in the prioritization list to
service the application. For example, identification module
104 may automatically modify various mount points, appli-
cation-specific binaries, configuration files, or the like within
each failover node identified within prioritization list 124 in
order to ensure that these nodes satisfy the various prerequi-
sites associated with the application in question.

At step 406, the systems described herein may proactively
evaluate the failover node’s ability to service the application
in the event of the failure of the primary node. For example,
evaluation module 106 may, either as part of one or more of
nodes 202(1)-(N) and/or management server 206, proactively
evaluate the ability of node 202(N) to service the application
currently serviced by node 202(1).

The systems described herein may perform step 406 in a
variety of ways. In one example, the systems described herein
may (1) identify a failover policy that specifies criteria that
failover nodes must satisfy in order to adequately service the
application and then (2) determine, by applying the criteria of
the failover policy to the failover node, if the failover node
would be able to adequately service the application in the
event of the failure of the primary node. For example, evalu-
ation module 106 may determine, by applying criteria 123 of
failover policy 122 in FIG. 1 to node 202(N), that node 202
(N) currently fails to satisty at least a portion of criteria 123,
such that node 202(N) would be unable to adequately service
the application currently serviced by node 202(1) if node
202(1) were to fail.

Examples of the types of criteria that may be used in such
an evaluation include, without limitation, criteria for evalu-
ating the health of a node (i.e., criteria for evaluating the
operational status and/or performance of various software
and/or hardware components of the node), criteria for evalu-
ating whether the node satisfies various prerequisites associ-
ated with the application in question (e.g., mount points,
application-specific binaries, configuration files, or the like
that may be required by the application for proper operation),
and/or any other criteria that may be relevant to determining
whether the node would be able to adequately service the
application if the primary node were to fail.

In one example, the systems described herein may proac-
tively evaluate the failover node in step 406 on a periodic
basis. For example, and as illustrated in FIG. 5A, evaluation
module 106 may, as part of management server/node 502
(which may represent either one or more of nodes 202(1)-(N)
or management server 206), send periodic polling messages
to failover node 504. In this example, these polling messages
may request that failover node 504 provide responses con-
taining information sufficient to evaluate whether failover
node 504 would be able to adequately service the application
in question (i.e., information sufficient to evaluate whether
failover node 504 satisfies the various criteria associated with
the application in question).

In another example, the systems described herein may
perform step 406 by registering with a monitoring framework
to be notified of events that would impact the failover node’s
ability to service the application in question. In this example,
and as illustrated in FIG. 5B, if an event occurs that would
impact the ability of failover node 504 to service the applica-
tion in question, then failover node 504 (and/or a monitoring
framework on failover node 504) would automatically gen-
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erate and transmit a notification to management server/node
502 that notifies management server/node 502 of the same.
Examples of such events include, without limitation, events
that would impact the health of a node (i.e., events that would
impact the operational status and/or performance of various
software and/or hardware components of the node), events
that would impact the node’s ability to satisfy various prereq-
uisites associated with the application in question (e.g.,
mount points, application-specific binaries, configuration
files, or the like that may be required by the application for
proper operation), and/or any other event that may be relevant
to determining whether the node would be able to adequately
service the application if the primary node were to fail.

The systems described herein may register to be notified of
events that would impact a failover node’s ability to service
an application in a variety of ways. In some examples, one or
more of cluster agents 203(1)-(N) and/or cluster engine 207
may activate an operating system kernel driver (e.g.,
SYMANTEC’S  ASYCHRONOUS MONITORING
FRAMEWORK (AMF)) that interfaces with the operating
system kernel installed on a failover node to facilitate gener-
ating an immediate notification of any changes in the operat-
ing state of the failover node. For example, cluster engine 207
may configure an operating system kernel driver that inter-
faces with the operating system kernel installed on node
202(N) to generate an immediate notification whenever the
operating status of cluster agent 203(N) changes from a run-
ning state to a stalled or malfunctioning state. In this example,
if the operating status of cluster agent 203(N) changes, then
the operating system kernel driver may send a notification to
cluster engine 207 that indicates that node 202(N) would be
unable to service the application currently serviced by node
202(1) if node 202(1) were to fail.

In one example, the operating system kernel drivers acti-
vated on nodes 202(1)-(N) may use an interrupt (e.g., a hard-
ware interrupt) to notify cluster engine 207 of any change in
operating status. For example, cluster engine 207 may con-
figure a hardware interrupt located on node 202(N) to be
triggered whenever the operating status associated with clus-
ter agent 203(N) changes from a running state to a stalled or
malfunctioning state. In this example, when the hardware
interrupt is triggered, the operating system kernel may imme-
diately generate a notification indicating that the operating
state associated with cluster agent 203(N) has changed from
a running state to a stalled state. The operating system kernel
driver activated on node 202(N) may then send this notifica-
tion to cluster engine 207 to notify cluster engine 207 of the
same.

In one example, cluster agents 203(1)-(N), cluster engine
207, and/or the above-described operating system kernels
may determine whether a particular failover node would be
able to adequately service an application by evaluating an
attribute flag associated with the failover node that identifies
the failover node’s ability to service the application. For
example, cluster agent 203(N) on node 202(N) may set the
attribute flag “ReadyToOnline” to “1” if node 202(N) is cur-
rently able to provide failover service for an application (i.e.,
if node 202(N) currently satisfies all of the various criteria
required to adequately service the application). Alternatively,
cluster agent 203(N) on node 202(N) may set the attribute flag
“ReadyToOnline” to “0” if node 202(N) is currently unable to
provide failover service for an application (i.e., if node 202
(N) does not currently satisfy all of the various criteria
required to adequately service the application). In either case,
cluster agent 203(N) may then transmit a notification to clus-
ter agent 203(1) and/or cluster engine 207 that identifies this
attribute value, which may in turn store the same within
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database 120. In this example, the cluster agent and/or engine
may, when failing over an application from a primary node to
one or more failover nodes, avoid all failover nodes for which
the attribute flag “ReadyToOnline” has been set to “0.”

Returning to FIG. 4, at step 408 the systems described
herein may proactively perform at least one corrective action
that would cause the application to be adequately serviced if
the primary node were to fail. For example, correction mod-
ule 108 may, either as part of one or more of nodes 202(1)-(N)
or management server 206, proactively perform at least one
corrective action that would cause the application currently
serviced by node 202(1) to be adequately serviced if node
202(1) were to fail.

The systems described herein may perform step 408 in a
variety of ways and contexts. In one example, the systems
described herein may automatically correct at least one issue
that is preventing the failover node from being able to
adequately service the application in question. For example,
correction module 108 may modify various mount points,
application-specific binaries, configuration files, or the like of
node 202(N) in order to ensure that node 202(N) would be
able to adequately service the application in question.

In another example, the systems described herein may
prevent the failover node in question from servicing the appli-
cation if the primary node were to fail. For example, correc-
tion module 108 may prevent node 202(N) from servicing the
application in question either indefinitely or until node 202
(N) satisfies the criteria required to adequately service the
application in question.

In another example, the systems described herein may
simply prioritize at least one other failover node that satisfies
the criteria associated with the application in question over
the failover node. For example, correction module 108 may
retrieve and modify prioritization list 124 such that at least
one other node will be ranked ahead of (and thus selected
before) node 202(N). Since, as detailed above, prioritization
list 124 may include a user-defined order for selecting failover
nodes in the event of a primary node failure, correction mod-
ule 108 may need to override and/or modify this user-defined
order in order to ensure that the application in question will be
adequately serviced in the event of a failover.

In another example, the systems described herein may
generate and transmit at least one notification that indicates
that the failover node is unable to adequately service the
application. For example, correction module 108 may notify
an administrator of computer cluster 208 that node 202(N)
would be unable to adequately service the application in
question in the event of a failover. In some examples, this
notification may include information that identifies an event
responsible for this failure (e.g., a software or hardware com-
ponent failure) and/or instructions for resolving the same.

Upon completion of step 408, the logical flow of exemplary
method 400 in FIG. 4 may terminate.

As detailed above, by proactively evaluating failover nodes
prior to the occurrence of failover events, the systems and
methods described herein may reduce and/or eliminate the
downtime that may occur from attempting to fail an applica-
tion over to a node that is unable to adequately service the
application. In addition, by automatically selecting and/or
configuring failover nodes based on various criteria, the sys-
tems and methods described herein may avoid having to rely
on static (and thus potentially out-of-date) user-defined
failover lists.

FIG. 6 is a block diagram of an exemplary computing
system 610 capable of implementing one or more of the
embodiments described and/or illustrated herein. For
example, all or a portion of computing system 610 may per-
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form and/or be a means for performing, either alone or in
combination with other elements, one or more of the identi-
fying, detecting, evaluating, determining, applying, perform-
ing, retrieving, generating, configuring, registering, correct-
ing, preventing, prioritizing, and overriding steps described
herein. All or a portion of computing system 610 may also
perform and/or be a means for performing any other steps,
methods, or processes described and/or illustrated herein.

Computing system 610 broadly represents any single or
multi-processor computing device or system capable of
executing computer-readable instructions. Examples of com-
puting system 610 include, without limitation, workstations,
laptops, client-side terminals, servers, distributed computing
systems, handheld devices, or any other computing system or
device. In its most basic configuration, computing system 610
may include at least one processor 614 and a system memory
616.

Processor 614 generally represents any type or form of
processing unit capable of processing data or interpreting and
executing instructions. In certain embodiments, processor
614 may receive instructions from a software application or
module. These instructions may cause processor 614 to per-
form the functions of one or more of the exemplary embodi-
ments described and/or illustrated herein.

System memory 616 generally represents any type or form
of volatile or non-volatile storage device or medium capable
of storing data and/or other computer-readable instructions.
Examples of system memory 616 include, without limitation,
random access memory (RAM), read only memory (ROM),
flash memory, or any other suitable memory device. Although
not required, in certain embodiments computing system 610
may include both a volatile memory unit (such as, for
example, system memory 616) and a non-volatile storage
device (such as, for example, primary storage device 632, as
described in detail below). In one example, one or more of
modules 102 from FIG. 1 may be loaded into system memory
616.

In certain embodiments, exemplary computing system 610
may also include one or more components or elements in
addition to processor 614 and system memory 616. For
example, as illustrated in FIG. 6, computing system 610 may
include a memory controller 618, an Input/Output (1/O) con-
troller 620, and a communication interface 622, each of which
may be interconnected via a communication infrastructure
612. Communication infrastructure 612 generally represents
any type or form of infrastructure capable of facilitating com-
munication between one or more components of a computing
device. Examples of communication infrastructure 612
include, without limitation, a communication bus (such as an
ISA, PCI, PCle, or similar bus) and a network.

Memory controller 618 generally represents any type or
form of device capable of handling memory or data or con-
trolling communication between one or more components of
computing system 610. For example, in certain embodiments
memory controller 618 may control communication between
processor 614, system memory 616, and I/O controller 620
via communication infrastructure 612.

1/O controller 620 generally represents any type or form of
module capable of coordinating and/or controlling the input
and output functions of a computing device. For example, in
certain embodiments I/O controller 620 may control or facili-
tate transfer of data between one or more elements of com-
puting system 610, such as processor 614, system memory
616, communication interface 622, display adapter 626, input
interface 630, and storage interface 634.

Communication interface 622 broadly represents any type
or form of communication device or adapter capable of facili-
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tating communication between exemplary computing system
610 and one or more additional devices. For example, in
certain embodiments communication interface 622 may
facilitate communication between computing system 610 and
a private or public network including additional computing
systems. Examples of communication interface 622 include,
without limitation, a wired network interface (such as a net-
work interface card), a wireless network interface (such as a
wireless network interface card), a modem, and any other
suitable interface. In at least one embodiment, communica-
tion interface 622 may provide a direct connection to a remote
server via a direct link to a network, such as the Internet.
Communication interface 622 may also indirectly provide
such a connection through, for example, a local area network
(such as an Ethernet network), a personal area network, a
telephone or cable network, a cellular telephone connection,
a satellite data connection, or any other suitable connection.

In certain embodiments, communication interface 622
may also represent a host adapter configured to facilitate
communication between computing system 610 and one or
more additional network or storage devices via an external
bus or communications channel. Examples of host adapters
include, without limitation, SCSI host adapters, USB host
adapters, IEEE 1394 host adapters, SATA and eSATA host
adapters, ATA and PATA host adapters, Fibre Channel inter-
face adapters, Ethernet adapters, or the like. Communication
interface 622 may also allow computing system 610 to
engage in distributed or remote computing. For example,
communication interface 622 may receive instructions from a
remote device or send instructions to a remote device for
execution.

As illustrated in FIG. 6, computing system 610 may also
include at least one display device 624 coupled to communi-
cation infrastructure 612 via a display adapter 626. Display
device 624 generally represents any type or form of device
capable of visually displaying information forwarded by dis-
play adapter 626. Similarly, display adapter 626 generally
represents any type or form of device configured to forward
graphics, text, and other data from communication infrastruc-
ture 612 (or from a frame buffer, as known in the art) for
display on display device 624.

As illustrated in FIG. 6, exemplary computing system 610
may also include at least one input device 628 coupled to
communication infrastructure 612 via an input interface 630.
Input device 628 generally represents any type or form of
input device capable of providing input, either computer or
human generated, to exemplary computing system 610.
Examples of input device 628 include, without limitation, a
keyboard, a pointing device, a speech recognition device, or
any other input device.

As illustrated in FIG. 6, exemplary computing system 610
may also include a primary storage device 632 and a backup
storage device 633 coupled to communication infrastructure
612 via a storage interface 634. Storage devices 632 and 633
generally represent any type or form of storage device or
medium capable of storing data and/or other computer-read-
able instructions. For example, storage devices 632 and 633
may be a magnetic disk drive (e.g., a so-called hard drive), a
solid state drive, a floppy disk drive, a magnetic tape drive, an
optical disk drive, a flash drive, or the like. Storage interface
634 generally represents any type or form of interface or
device for transferring data between storage devices 632 and
633 and other components of computing system 610. In one
example, database 120 from FIG. 1 may be stored in primary
storage device 632.

In certain embodiments, storage devices 632 and 633 may
be configured to read from and/or write to a removable stor-
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age unit configured to store computer software, data, or other
computer-readable information. Examples of suitable remov-
able storage units include, without limitation, a floppy disk, a
magnetic tape, an optical disk, a flash memory device, or the
like. Storage devices 632 and 633 may also include other
similar structures or devices for allowing computer software,
data, or other computer-readable instructions to be loaded
into computing system 610. For example, storage devices 632
and 633 may be configured to read and write software, data, or
other computer-readable information. Storage devices 632
and 633 may also be a part of computing system 610 or may
be a separate device accessed through other interface sys-
tems.

Many other devices or subsystems may be connected to
computing system 610. Conversely, all of the components
and devices illustrated in FIG. 6 need not be present to prac-
tice the embodiments described and/or illustrated herein. The
devices and subsystems referenced above may also be inter-
connected in different ways from that shown in FIG. 6. Com-
puting system 610 may also employ any number of software,
firmware, and/or hardware configurations. For example, one
or more of the exemplary embodiments disclosed herein may
be encoded as a computer program (also referred to as com-
puter software, software applications, computer-readable
instructions, or computer control logic) on a computer-read-
able-storage medium. The phrase “computer-readable-stor-
age medium” generally refers to any form of device, carrier,
or medium capable of storing or carrying computer-readable
instructions. Examples of computer-readable-storage media
include, without limitation, transmission-type media, such as
carrier waves, and non-transitory-type media, such as mag-
netic-storage media (e.g., hard disk drives and floppy disks),
optical-storage media (e.g., CD- or DVD-ROMs), electronic-
storage media (e.g., solid-state drives and flash media), and
other distribution systems.

The computer-readable-storage medium containing the
computer program may be loaded into computing system
610. All or a portion of the computer program stored on the
computer-readable-storage medium may then be stored in
system memory 616 and/or various portions of storage
devices 632 and 633. When executed by processor 614, a
computer program loaded into computing system 610 may
cause processor 614 to perform and/or be a means for per-
forming the functions of one or more of the exemplary
embodiments described and/or illustrated herein. Addition-
ally or alternatively, one or more of the exemplary embodi-
ments described and/or illustrated herein may be imple-
mented in firmware and/or hardware. For example,
computing system 610 may be configured as an application
specific integrated circuit (ASIC) adapted to implement one
or more of the exemplary embodiments disclosed herein.

FIG. 7 is a block diagram of an exemplary network archi-
tecture 700 in which client systems 710, 720, and 730 and
servers 740 and 745 may be coupled to a network 750. As
detailed above, all or a portion of network architecture 700
may perform and/or be a means for performing, either alone
or in combination with other elements, one or more of the
identifying, detecting, evaluating, determining, applying,
performing, retrieving, generating, configuring, registering,
correcting, preventing, prioritizing, and overriding steps dis-
closed herein. All or a portion of network architecture 700
may also be used to perform and/or be a means for performing
other steps and features set forth in the instant disclosure.

Client systems 710, 720, and 730 generally represent any
type or form of computing device or system, such as exem-
plary computing system 610 in FIG. 6. Similarly, servers 740
and 745 generally represent computing devices or systems,
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such as application servers or database servers, configured to
provide various database services and/or run certain software
applications. Network 750 generally represents any telecom-
munication or computer network including, for example, an
intranet, a wide area network (WAN), a local area network
(LAN), a personal area network (PAN), or the Internet. In one
example, client systems 710, 720, and/or 730 and/or servers
740 and/or 745 may include all or a portion of system 100
from FIG. 1.

As illustrated in FIG. 7, one or more storage devices 760
(1)-(N) may be directly attached to server 740. Similarly, one
or more storage devices 770(1)-(N) may be directly attached
to server 745. Storage devices 760(1)-(N) and storage devices
770(1)-(N) generally represent any type or form of storage
device or medium capable of storing data and/or other com-
puter-readable instructions. In certain embodiments, storage
devices 760(1)-(N) and storage devices 770(1)-(N) may rep-
resent network-attached storage (NAS) devices configured to
communicate with servers 740 and 745 using various proto-
cols, such as NFS, SMB, or CIFS.

Servers 740 and 745 may also be connected to a storage
area network (SAN) fabric 780. SAN fabric 780 generally
represents any type or form of computer network or architec-
ture capable of facilitating communication between a plural-
ity of storage devices. SAN fabric 780 may facilitate commu-
nication between servers 740 and 745 and a plurality of
storage devices 790(1)-(N) and/or an intelligent storage array
795. SAN fabric 780 may also facilitate, via network 750 and
servers 740 and 745, communication between client systems
710, 720, and 730 and storage devices 790(1)-(N) and/or
intelligent storage array 795 in such a manner that devices
790(1)-(N) and array 795 appear as locally attached devices
to client systems 710, 720, and 730. As with storage devices
760(1)-(N) and storage devices 770(1)-(N), storage devices
790(1)-(N) and intelligent storage array 795 generally repre-
sent any type or form of storage device or medium capable of
storing data and/or other computer-readable instructions.

In certain embodiments, and with reference to exemplary
computing system 610 of FIG. 6, a communication interface,
such as communication interface 622 in FIG. 6, may be used
to provide connectivity between each client system 710, 720,
and 730 and network 750. Client systems 710, 720, and 730
may be able to access information on server 740 or 745 using,
for example, a web browser or other client software. Such
software may allow client systems 710, 720, and 730 to
access data hosted by server 740, server 745, storage devices
760(1)-(N), storage devices 770(1)-(N), storage devices 790
(1)-(N), or intelligent storage array 795. Although FIG. 7
depicts the use of a network (such as the Internet) for
exchanging data, the embodiments described and/or illus-
trated herein are not limited to the Internet or any particular
network-based environment.

In at least one embodiment, all or a portion of one or more
of the exemplary embodiments disclosed herein may be
encoded as a computer program and loaded onto and executed
by server 740, server 745, storage devices 760(1)-(N), storage
devices 770(1)-(N), storage devices 790(1)-(N), intelligent
storage array 795, or any combination thereof. All or a portion
of one or more of the exemplary embodiments disclosed
herein may also be encoded as a computer program, stored in
server 740, run by server 745, and distributed to client sys-
tems 710, 720, and 730 over network 750.

As detailed above, computing system 610 and/or one or
more components of network architecture 700 may perform
and/or be a means for performing, either alone or in combi-
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nation with other elements, one or more steps of an exemplary
method for proactively evaluating failover nodes prior to the
occurrence of failover events.

While the foregoing disclosure sets forth various embodi-
ments using specific block diagrams, flowcharts, and
examples, each block diagram component, flowchart step,
operation, and/or component described and/or illustrated
herein may be implemented, individually and/or collectively,
using a wide range of hardware, software, or firmware (or any
combination thereof) configurations. In addition, any disclo-
sure of components contained within other components
should be considered exemplary in nature since many other
architectures can be implemented to achieve the same func-
tionality.

In some examples, all or a portion of exemplary system 100
in FIG. 1 may represent portions of a cloud-computing or
network-based environment. Cloud-computing environ-
ments may provide various services and applications via the
Internet. These cloud-based services (e.g., software as a ser-
vice, platform as a service, infrastructure as a service, etc.)
may be accessible through a web browser or other remote
interface. Various functions described herein may be pro-
vided through a remote desktop environment or any other
cloud-based computing environment.

The process parameters and sequence of steps described
and/or illustrated herein are given by way of example only
and can be varied as desired. For example, while the steps
illustrated and/or described herein may be shown or discussed
in a particular order, these steps do not necessarily need to be
performed in the order illustrated or discussed. The various
exemplary methods described and/or illustrated herein may
also omit one or more of the steps described or illustrated
herein or include additional steps in addition to those dis-
closed.

While various embodiments have been described and/or
illustrated herein in the context of fully functional computing
systems, one or more of these exemplary embodiments may
be distributed as a program product in a variety of forms,
regardless of the particular type of computer-readable-stor-
age media used to actually carry out the distribution. The
embodiments disclosed herein may also be implemented
using software modules that perform certain tasks. These
software modules may include script, batch, or other execut-
able files that may be stored on a computer-readable storage
medium or in a computing system. In some embodiments,
these software modules may configure a computing system to
perform one or more of the exemplary embodiments dis-
closed herein.

In addition, one or more of the modules described herein
may transform data, physical devices, and/or representations
of physical devices from one form to another. For example,
one or more of the modules recited herein may transform a
conventional computer cluster into a system that is capable of
proactively evaluating failover nodes prior to the occurrence
of failover events.

The preceding description has been provided to enable
others skilled in the art to best utilize various aspects of the
exemplary embodiments disclosed herein. This exemplary
description is not intended to be exhaustive or to be limited to
any precise form disclosed. Many modifications and varia-
tions are possible without departing from the spirit and scope
of the instant disclosure. The embodiments disclosed herein
should be considered in all respects illustrative and not
restrictive. Reference should be made to the appended claims
and their equivalents in determining the scope of the instant
disclosure.
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Unless otherwise noted, the terms “a” or “an,” as used in
the specification and claims, are to be construed as meaning
“at least one of” In addition, for ease of use, the words
“including” and “having,” as used in the specification and
claims, are interchangeable with and have the same meaning
as the word “comprising.”

What is claimed is:

1. A computer-implemented method for proactively evalu-
ating failover nodes prior to the occurrence of failover events,
at least a portion of the method being performed by a com-
puting device comprising at least one processor, the method
comprising:

identifying at least one primary node that services at least

one application;

identifying at least one failover node designated to service

the application if the primary node were to fail;

prior to detecting failure of the primary node, proactively

evaluating the failover node’s ability to service the appli-
cation if the primary node were to fail by:

identifying a failover policy that specifies criteria that the

failover node must satisfy in order to adequately service
the application;

determining, by applying the criteria of the failover policy

to the failover node, that the failover node would be
unable to adequately service the application if the pri-
mary node were to fail;

in response to determining that the failover node would be

unable to adequately service the application if the pri-
mary node were to fail, proactively performing at least
one corrective action that would cause the application to
be adequately serviced if the primary node were to fail.

2. The method of claim 1, wherein identifying the failover
node comprises:

retrieving a prioritization list that specifies a user-defined

order for selecting failover nodes if the primary node
were to fail;

identifying the failover node within the prioritization list.

3. The method of claim 1, wherein identifying the failover
node comprises:

identifying a plurality of failover candidates;

automatically generating, by applying the criteria of the

failover policy to the failover candidates, a prioritization
list that identifies a preferred order for selecting failover
nodes from the failover candidates if the primary node
were to fail;

identifying the failover node within the prioritization list.

4. The method of claim 3, further comprising, upon gener-
ating the prioritization list, automatically configuring each
failover node identified in the prioritization list to service the
application.

5. The method of claim 1, wherein proactively evaluating
the failover node’s ability to service the application com-
prises evaluating the failover node’s ability to service the
application on a periodic basis.

6. The method of claim 1, wherein proactively evaluating
the failover node’s ability to service the application com-
prises:

registering with a monitoring framework to be notified of

events that would impact the failover node’s ability to
service the application;

receiving notification, via the monitoring framework, of an

event that would impact the failover node’s ability to
service the application.

7. The method of claim 1, wherein proactively evaluating
the failover node’s ability to service the application com-
prises:
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identifying at least one attribute flag associated with the
failover node that identifies the failover node’s ability to
service the application;

determining, by evaluating the attribute flag associated
with the failover node, that the failover node would be
unable to adequately service the application if the pri-
mary node were to fail.

8. The method of claim 1, wherein proactively performing

the corrective action comprises at least one of:

generating at least one notification that indicates that the
failover node is unable to adequately service the appli-
cation;

automatically correcting at least one issue that is prevent-
ing the failover node from being able to adequately
service the application;

preventing the failover node from servicing the application
if the primary node were to fail;

prioritizing at least one other failover node that satisfies the
criteria of the failover policy over the failover node.

9. The method of claim 8, wherein prioritizing the other
failover node that satisfies the criteria of the failover policy
over the failover node comprises overriding a prioritization
list that identifies a preferred order for selecting failover
nodes if the primary node were to fail.

10. A system for proactively evaluating failover nodes prior
to the occurrence of failover events, the system comprising:

an identification module programmed to:

identify at least one primary node that services at least one
application;

identify at least one failover node designated to service the
application if the primary node were to fail;

an evaluation module programmed to proactively evaluate,
prior to detecting failure of the primary node, the
failover node’s ability to service the application if the
primary node were to fail by:

identifying a failover policy that specifies criteria that the
failover node must satisty in order to adequately service
the application;

determining, by applying the criteria of the failover policy
to the failover node, that the failover node would be
unable to adequately service the application if the pri-
mary node were to fail;

a correction module programmed to proactively perform,
in response to the determination that the failover node
would be unable to adequately service the application if
the primary node were to fail, at least one corrective
action that would cause the application to be adequately
serviced if the primary node were to fail;

at least one processor configured to execute the identifica-
tion module, the evaluation module, and the correction
module.

11. The system of claim 10, wherein the identification

module identifies the failover node by:

retrieving a prioritization list that specifies a user-defined
order for selecting failover nodes if the primary node
were to fail;

identifying the failover node within the prioritization list.

12. The system of claim 10, wherein the identification
module identifies the failover node by:

identifying a plurality of failover candidates;

automatically generating, by applying the criteria of the
failover policy to the failover candidates, a prioritization
list that identifies a preferred order for selecting failover
nodes from the failover candidates if the primary node
were to fail;

identifying the failover node within the prioritization list.
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13. The system of claim 12, further comprising a configu-
ration module programmed to automatically configure, upon
generation of the prioritization list, each failover node iden-
tified in the prioritization list to service the application.

14. The system of claim 10, wherein the evaluation module
proactively evaluates the failover node’s ability to service the
application on a periodic basis.

15. The system of claim 10, wherein the evaluation module
proactively evaluates the failover node’s ability to service the

0 application by:

15

20

40

45

50

55

60

registering with a monitoring framework to be notified of
events that would impact the failover node’s ability to
service the application;

receiving notification, via the monitoring framework, of an

event that would impact the failover node’s ability to
service the application.

16. The system of claim 10, wherein the evaluation module
proactively evaluates the failover node’s ability to service the
application by:

identifying at least one attribute flag associated with the

failover node that identifies the failover node’s ability to
service the application;

determining, by evaluating the attribute flag associated

with the failover node, that the failover node would be
unable to adequately service the application if the pri-
mary node were to fail.

17. The system of claim 10, wherein the correction module
proactively performs the corrective action by at least one of:

generating at least one notification that indicates that the

failover node is unable to adequately service the appli-
cation;

automatically correcting at least one issue that is prevent-

ing the failover node from being able to adequately
service the application;

preventing the failover node from servicing the application

if the primary node were to fail;

prioritizing at least one other failover node that satisfies the

criteria of the failover policy over the failover node.

18. The system of claim 17, wherein the correction module
prioritizes the other failover node that satisfies the criteria of
the failover policy over the failover node by overriding a
prioritization list that identifies a preferred order for selecting
failover nodes if the primary node were to fail.

19. A non-transitory computer-readable-storage medium
comprising one or more computer-executable instructions
that, when executed by at least one processor of a computing
device, cause the computing device to:

identify at least one primary node that services at least one

application;

identify at least one failover node designated to service the

application if the primary node were to fail;

prior to detecting failure of the primary node, proactively

evaluate the failover node’s ability to service the appli-
cation if the primary node were to fail by:

identifying a failover policy that specifies criteria that the

failover node must satisfy in order to adequately service
the application;

determining, by applying the criteria of the failover policy

to the failover node, that the failover node would be
unable to adequately service the application if the pri-
mary node were to fail;

in response to determining that the failover node would be

unable to adequately service the application if the pri-
mary node were to fail, proactively perform at least one
corrective action that would cause the application to be
adequately serviced if the primary node were to fail.



US 8,918,673 Bl

19

20. The non-transitory computer-readable-storage
medium of claim 19, wherein the corrective action comprises
at least one of:

generating at least one notification that indicates that the

failover node is unable to adequately service the appli-
cation;

automatically correcting at least one issue that is prevent-

ing the failover node from being able to adequately
service the application;

preventing the failover node from servicing the application

if the primary node were to fail;

prioritizing at least one other failover node that satisfies the

criteria of the failover policy over the failover node.

#* #* #* * *
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