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UNITED STATES DEPARTMENT ODF COMMERCE

Uindted States Pafent nod Trademark Oifice
September 18, 2021

THIS IS TO CERTIFY THAT ANNEXED HERETO IS A TRUE COPY FROM
THE RECORDS OF THE UNITED STATES PATENT AND TRADEMARK
OFFICE OF THOSE PAPERS OF THE BELOW IDENTIFIED PATENT
APPLICATION THAT MET THE REQUIREMENTS TO BE GRANTED A
FILING DATE.

APPLICATION NUMBER: 63/073,513
FILING DATE: September 02, 2020
RELATED PCT APPLICATION NUMBER: PCT/US21/48366

THE COUNTRY CODE AND NUMBER OF YOUR PRIORITY
APPLICATION, TO BE USED FOR FILING ABROAD UNDER THE PARIS
CONVENTION, IS US63/073,513

Certifted by

K4
s
2 olasn  fRAALA

Ultiater Seerciary of Commeres
for Intellectual Property

and Director of the United States
Patent and Trademark Office
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DocuSign Envelope ID: 24C5D17A-F43D-4EEB-8849-6CE204EBAE35

Doc Code: PA..
Document Description: Power of Attorney
PTO/AIA/82B (07-13)
Approved for use through 01/31/2018. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s),

and to transact all business in the United States Patent and Trademark Office connected therewith for the application
referenced in the attached transmittal letter (form PTO/AIA/82A) or identified above: 78792

OR

| hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address assaciated with the above-mentioned Customer Number
OR
I:l The address associated with Customer Number:

OR

Firm or
Individual Name

Address

City | state | | Zip |
Country

Telephone | Email |

| am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

Google LLC

|:| Inventor or Joint Inventor (title not required below)
|:| Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)

Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in
the application or is concurrently being filed with this document) (provide signer’s title if applicant is a juristic entity)

SIGNATURE of Applicant for Patent

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).

~~=~~DocuSigned by:
Signature ( Midiarl, e Date (Optional) 12/5/2017
Name Michael Lee \,....‘1 D303CT414A447 .
Title Authorized Signatory of Google LLC

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

D Total of 1 forms are submitted.
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Electronic Acknowledgement Receipt

EFSID: 40450528
Application Number: 63073513
International Application Number:
Confirmation Number: 3381

Title of Invention:

Hybrid Lease For Primary Election

First Named Inventor/Applicant Name:

Zhenyu Zhao

Customer Number:

78792

Filer:

Stephen M. Lund/Cindy Corb

Filer Authorized By:

Stephen M. Lund

Attorney Docket Number:

GOOGLE 3.8F-3101

Receipt Date: 02-SEP-2020
Filing Date:
Time Stamp: 11:00:52
Application Type: Provisional
Payment information:
Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $280
RAM confirmation Number E202092B01096420

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document ... . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest | Part/.zip| (ifappl.)
1256206
GOOGLE13036_-
1 Application Data Sheet _Application_Data_Sheet_Filla no 1
ble_PDF. pdf adbf61b8f1ab2058266709aed9f2857ed8
Warnings:
Information:
2032219
GOOGLE13036_-
2 Provisional Cover Sheet (SB16) _Provisional_Patent_Applicatio no 4
n_Transmittal_Fillable_PDF.pdf| sasszststefecssisesadss bzscsofs2ac
Warnings:
Information:
41447
GOOGLE_LLC Power of Attor
3 Power of Attorney PDE no 1
nEy- fed59ff4e 1656e423ee0902ddb26f088997:
boe
Warnings:
Information:
112443
4 Drawings-only bIaFk and white line Drawings.PDF no 7
drawings
4c3f898cb5bf9143a12ac56197eb91f99257|
Warnings:
Information:
119879
5 Specification Specification.pdf no 33
579a41(1b87912(d35a3/0(el6915b4alb625|
ff
Warnings:
Information:
29800
6 Fee Worksheet (SB06) fee-info.pdf no 2
e20b67edb1f9180aee3d8fd b2obfe67dd90)|
aeBaa
Warnings:
Information:
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Total Files Size (in bytes){ 3591994

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEFPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

] } Attorney Docket Number | GOOGLE 3.8F-3101
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Hybrid Lease For Primary Election

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

R
Inventor ‘1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
| E| IZhenyu | IZhao | E|
Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City | Fammamish I State/Province | lNA I Country of Residencd ‘ IJS

Mailing Address of Inventor:

Address 1 600 Amphitheatre Parkway
Address 2
City | I\/Iountain View I State/Province | FA
Postal Code | jp4043 | Countryi | |US
Inventor h Remove
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
rVIr. EI IZachary | Fewtrell | EI
Residence Information (Select One) (8 US Residency Non US Residency Active US Military Service
City | Iledmond I State/Province | 'NA I Country of Residencd ‘ IJS

Mailing Address of Inventor:
Address 1 600 Amphitheatre Parkway
Address 2
City | l\dountain View | State/Province | F:A
Postal Code | |94043 | Countryi | IUS
Inventor L.’» Remave
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
| E' Frishti | ISrivastava | EI
Residence Information (Select One) (8) US Residency Non US Residency Active US Military Service

EFS Web 2.2.13
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEFPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number | GOOGLE 3.8F-3101

Application Number

Title of Invention

Hybrid Lease For Primary Election

City | Iaotheu

I State/Province | FA I Country of Residencd | pS

Mailing Address of Inventor:

Address 1 600 Amphitheatre Parkway

Address 2

City [Mountain View | state/Province | FA

Postal Code | jp4043 | Countryi ‘ |US

Inventor Ll

Legal Name

Prefix|

Given Name

Middle Name Family Name

Suffix

Frajakta

o []

| IJoshi

| O

Residence Information (Select One) (8 US Residency

Non US Residency Active US Military Service

City | Pedmond

I State/Province | MA I Country of Residencd ‘ lJS

Mailing Address of Inventor:

Address 1

8251 NE 111 St

Address 2

City

| Fedmond

| State/Province

Postal Code

| baos2 | Countryi | s

Inventor L’s

Legal Name

Prefix

Given Name

Middle Name Family Name

Suffix

| [ e

| Kothari

[

Residence Information (Select One) (8 US Residency

Non US Residency Active US Military Service

City | kiridand

I State/Province | lNA I Country of Residencd ‘ IJS

Mailing Address of Inventor:

Address 1 600 Amphitheatre Parkway

Address 2

City lountain View I State/Province | FA

Postal Code | |94043 | Countryi ‘ IUS

Inventor % Remave

Legal Name

Prefix|

Given Name

Middle Name Family Name

Suffix

] Foer

I\Iaguib

[

Residence Information (Select One) () US Residency

® Non US Residency Active US Military Service

EFS Web2.2.13
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEFPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number | GOOGLE 3.8F-3101

Application Number

Title of Invention

Hybrid Lease For Primary Election

City |r)ub|in4

|‘Country of Residence | ‘FE

Mailing Address of Inventor:

Address 1

1 The Alliance

Address 2

The Gasworks; Barrow street

City

| publin 4

| State/Province | |

Postal Code

| | | Countryi ‘ IIE

Inventor FI

Legal Name

Prefix|

Given Name

Middle Name

Family Name

Suffix

por. 1]

lawrence

Freenﬁeld

B

Residence Information (Select One) (8 US Residency

(O Non US Residency

Active US Military Service

City “\IewYork

I State/Province | hY I Country of Residencd I PS

Mailing Address of Inventor:

Address 1 600 Amphitheatre Parkway

Address 2

City | [Mountain View | state/Province | FA
Postal Code | jp4043 | Countryi ‘ |US

Inventor kl

Remove

Legal Name

Prefix|

Given Name

Middle Name Family Name

Suffix

| [

l—luseyin

| imitci

]

Residence Information (Select One) (®) US Residency

O Non US Residency Active US Military Service

City | Pellevue

I State/Province | MA I Country of Residencd ‘ lJS

Mailing Address of Inventor:

Address 1

361 168th Ave SE

Address 2

City

| IBeIIevue

| State/Province

[ Jua

Postal Code

| losoos | Countryi | s

Inventor

Remove

Legal Name

Prefix|

Given Name

Middle Name Family Name

Suffix

el

| Jashok

[

Residence Information (Select One) (®) US Residency

O Non US Residency Active US Military Service

EFS Web2.2.13
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEFPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | GOOGLE 3.8F-3101

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Hybrid Lease For Primary Election

City | Fan Francisco I State/Province | FA I Country of Residencd | pS

Mailing Address of Inventor:

Address 1 600 Amphitheatre Parkway

Address 2

City | [Mountain View | state/Province | FA
Postal Code | jp4043 | Countryi ‘ |US

Inventor ‘1 0

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
| E' Fn'stopher +Nhitton Fhumate | E|
Residence Information (Select One) (®) US Residency (O Non US Residency Active US Military Service

City | Pedmond I State/Province | m Country of Residencd ‘ lJS

Mailing Address of Inventor:

Address 1 600 Amphitheatre Parkway

Address 2

City | [Mountain View | state/Province | F:A
Postal Code | jpa0a3 | Countryi ‘ ‘US

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[[] An Address is being provided for the correspondence Information of this application.

Customer Number 8792

Email Address | Add Email Remove Email

Application Information:

Title of the Invention ybrid Lease For Primary Election

Attorney Docket Number| [GOOGLE 3.8F-3101 Small Entity Status Claimed [ ]

Application Type Provisional v
Subject Matter Utility -
Total Number of Drawing Sheets (if any) 7 Suggested Figure for Publication (if any)

EFS Web2.2.13
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEFPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | GOOGLE 3.8F-3101

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Hybrid Lease For Primary Election

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of afiling date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country -
filed application

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.8.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application {see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ® Customer Number US Patent Practitioner | (O Limited Recognition (37 CFR 11.9)
Customer Number |78792

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status I - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

I I . |

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Add

EFS Web2.2.13
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PTO/AIA/M4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEFPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number | GOOGLE 3.8F-3101

Application Number

Title of Invention | Hybrid Lease For Primary Election

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i){(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number

Countryi

Filing Date (YYYY-MM-DD)

Remove

Access Codé (if applicable)

Add button.

Additional Foreign Priority Data may be generated within this form by selecting the

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition

Applications

[] 16, 2013.

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AlA.

EFS Web2.2.13
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEFPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | GOOGLE 3.8F-3101

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Hybrid Lease For Primary Election

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: {1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)
(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating fareign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.

EFS Web2.2.13
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEFPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
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1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
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to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
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records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
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122(b) or issuance of a patent pursuant to 35 U.S.C. 151, Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
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of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. This

form can only be used when in conjunction with EFS-Web. If this form is mailed to the USPTO, it may cause delays in handling
the provisional application.

EFS - Web 1.0.2

EX1019 - Page 27



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of
the attached form related to a patent application or paten. Accordingly, pursuant to the requirements of the Act, please be
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The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether disclosure of these records is required by the Freedom of Information
Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to
a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuantto 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, t o a n other federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).
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or his/her designee, during an inspection of records conducted by GSA as part of that agency’s responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
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purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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HYBRID LEASE FOR PRIMARY ELECTION
BACKGROUND
[0001] Databases may run parallel instances of a dataset or data collection in order to
increase processing efficiency. One of the instances may be designated as a primary node storing
a primary copy of the dataset. Another instance may be designated as a secondary or replica node
storing a secondary or replica copy of the dataset. When the instance of the primary node
experiences a failure, operations may move from reading the data from the primary node
instancc to rcading the data from the sccondary node instancc instcad, in order to avoid cxtended
downtime. This process is typically referred to as “failover.”
[0002] Parallel instances storing the primary and secondary copies of the dataset may be
associated with respective virtual machines of the database. Control of the virtual machines,
including control of failover operations, may be operated by one or more servers assigned with
performing administrative tasks. The virtual machincs may opcrate within a data planc of the
database, and the one or more servers within a control plane for controlling the data plane. For
example, the one or more servers may designate primary and secondary statuses to the respective
instances. This may include demoting an instance from its status as a primary copy, such as
failure of the instance.
[0003] In the case of failure of an instance storing a primary copy of the dataset, it may be
necessary for the one or more servers to recreate a managed instance group (MIG) before
demoting the previous primary node and promoting the new secondary node. This process can
take a few minutes or even longer.
BRIEF SUMMARY
[0004] The technology of the present disclosure relates generally to managing primary and
replica read copies of database instances.
[0005] One aspect of the present disclosure is directed to a system including a data plane
comprising a plurality of virtual machines including a first virtual machine designated as a
primary node and a second virtual machine designated as a secondary node, and a lock service
configured to control changes in designation of the primary node and the secondary node,
wherein the first virtual machine is configured to repeatedly issue a request to at least one of the

second virtual machine or the lock service extending designation of the first virtual machine as

1
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the primary node for a first duration of time, wherein the request is repeatedly issued within a
second duration of time shorter than the first duration of time, and wherein the second virtual
machine is configured to: receive from the first virtual machine or the lock service an indication
of the designation of the first virtual machine as the primary node being extended for the first
duration of time; after passage the first duration of time without a further indication of the
designation of the first virtual machine as the primary node being extended, issue a request to the
lock service to change the designation of the primary node from the first virtual machine to the
sccond virtual machine; and rcccive confirmation from the lock scrvice of the change in
designation of the primary node from the first virtual machine to the second virtual machine.
[0006] In some examples, the first virtual machine may be configured to repeatedly issue the
request until occurrence of a failure at the [irst virtual machine, a determination at the [irst virtual
machine to self-demote from the designation as the primary node, or receiving, from one or more
scrvers of a control planc communicatively coupled to the data plane, an instruction to demote
itself from the designation as the primary node.

[0007] In some examples, each of the first virtual machine and the second virtual machine
may be assigned a unique identification, and the lock service may be configured to track
designation of the primary node and the secondary node based on the respective unique
identifications of the first virtual machine and the second virtual machine. In some examples, the
unique identification of the first virtual machine may be reset each time a process of the first
virtual machine is restarted, and the unique identification of the second virtual machine may be
reset each time a process of the second virtual machine is restarted. In some examples, the
respective unique identifications of the first virtual machine and the second virtual machine may
be stored in memory, such that the respective unique identifications do not change each time a
respective process of the first virtual machine or the second virtual machine is restarted.

[0008] In some examples, the first virtual machine may be further configured to receive from
the lock service, in response to the request extending designation of the first virtual machine as
the primary node, confirmation of the designation of the first virtual machine as the primary
node.

[0009] In some examples, the lock service may be configured to: store in memory a stored

precondition; receive a conditional request from a requesting virtual machine to maintain or

2
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change the designation of the primary node, wherein the conditional request includes a
precondition from the requesting virtual machine; compare the precondition from the requesting
virtual machine to the stored precondition; responsive to the precondition from the requesting
virtual machine matching the stored precondition, authorize the conditional request; and
responsive to the precondition from the requesting virtual machine not matching the stored
precondition, deny the conditional request.

[0010] In some examples, the lock service may be further configured to: transmit to each of
the first virtual machinc and the sccond virtual machine, in response to the request cxtending
designation of the first virtual machine as the primary node, a first precondition for maintaining
or changing the designation of the primary node; and store the first precondition in the memory.
[0011] In some examples, the lock service may be [urther confligured to: receive a [irst
conditional request from one of the first virtual machine or the second virtual machine, the first
conditional request including the first precondition; authorize the first conditional request; and
transmit, to each of the first virtual machine and the second virtual machine. an indication of the
authorized first conditional request and a second precondition; and replace the stored first
precondition with the second precondition in the memory, wherein the first conditional request
being received from the first virtual machine results in extending designation of the first virtual
machine as the primary node for the first duration of time, and wherein the first conditional
request being received from the second virtual machine results in changing designation of the
primary node from the first virtual machine to the second virtual machine.

[0012] In some examples, the system may further include a control plane comprising one or
more processors for managing operation of the plurality of virtual machines in the data plane.
The one or more processors of the control plane may be configured to: monitor health of each of
the first virtual machine, the second virtual machine and the lock service; in response to an
indication of failure of one of the first virtual machine or the second virtual machine, execute one
or more programs to recover the failed virtual machine; after recovery of the failed virtual
machine, transmit an indication to the recovered virtual machine designating the other virtual
machine as the primary node; and after transmission of the indication to the recovered virtual
machine, transmitting an instruction to the other virtual machine designating it as the primary

node.
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[0013] In some examples, the one or more processors of the control plane may be configured
to, in response to determining that the lock service and the primary node are inoperable: transmit
instructions to the secondary node designating it as the primary node; recover, repair, restart or
replace the primary node; and transmit instructions to the recovered, repaired, restarted or
replaced primary node designating it as the secondary node.

[0014] In some examples, the one or more processors of the control plane may be configured
to, in response to determining that the lock service and both the primary and secondary nodes are
inopcrable: recover, repair, restart or replace cach of the primary node and the sccondary nodc;
select one of the nodes to be the primary node; transmit instructions to the selected recovered,
repaired, restarted or replaced node designating it as the primary node; and transmit instructions
to the not-selected recovered, repaired, restarted or replaced node designaling it as the secondary
node.

[0015] In some cxamples, the onc or morc processors of the control planc may be configured
to, in response to determining that both the primary and secondary nodes are inoperable and that
the lock service is operable, recover, repair, restart or replace each of the primary node and the
secondary node. Each of the recovered, repaired, restarted or replaced nodes may be configured
to transmit to the lock service a request for designation as the primary node, and the lock service
may be configured to grant the request for designation to a first requesting node.

[0016] Another aspect of the disclosure is directed to a method of controlling designation of
a primary node and a secondary node among a plurality of virtual machines in a data plane of a
data center. The method may include: receiving, at one or more processors, an indication of
designation of a first virtual machine as the primary node, wherein the one or more processors
are assigned to a second virtual machine; transmitting, from the one or more processors to the
first virtual machine, an acknowledgement of the indication of designation; receiving, at the one
or more processors, an indication of extension of the designation of the first virtual machine as
the primary node, wherein the indication of extension is received a predetermined first amount of
time after the indication of designation is received; determining passage of a predetermined
second amount of time after the indication of extension is received without receiving a further
indication of extension, wherein the second amount of time is greater than the first amount of

time; in response to the determination, transmitting, from the one or more processors to a lock
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service, a request for designation as the primary node; and receiving, from the lock service at the
one or more processors, confirmation that the second virtual machine is designated as the
primary node.

[0017] In some examples, the second virtual machine may be initially designated as the
secondary node, and the request for designation as the primary node may be a request to change
the designation of the second virtual machine from the secondary node to the primary node.
[0018] In some examples, each virtual machine may be associated with a unique
identification scparatc from an IP address of the virtual machine, and transmitting the request for
designation as the primary node may include transmitting the unique identification of the second
virtual machine to the lock service.

[0019] In some examples, the method may [urther include: receiving the indication of
designation of the first virtual machine as the primary node with a first precondition for changing
the designation of the primary node from the first virtual machine to the sccond virtual machinc;
and storing the first precondition in memory.

[0020] In some examples, the method may further include: receiving, by the one or more
processors, the indication of extension with a second precondition, wherein the second
precondition is different from the first precondition; replacing, by the one or more processors, the
stored first precondition with the second precondition in the memory; and transmitting, by the
one or more processors to the lock service, the request for designation as the primary node with
the second precondition.

[0021] Yet another aspect of the disclosure is directed to a method of controlling designation
of a primary node and a secondary node among a plurality of virtual machines in a data plane of
a data center. The method may include: receiving, at one or more processors included in the data
plane of the data center and configured to execute a lock service routine, a designation request
from a first virtual machine to be designated as the primary node; transmitting, from the one or
more processors to the first virtual machine, confirmation that the first virtual machine is
designated as the primary node for a grace period having a predetermined length and beginning
from receipt of the designation request; receiving, at the one or more processors, an extension
request from the first virtual machine to renew the designation of the first virtual machine as the

primary node, wherein a time between the designation request and the extension request is a

5

EX1019 - Page 33



GOOGLE 3.8F-3101

lease period shorter than the grace period; transmitting, from the one or more processors to the
first virtual machine, confirmation that the first virtual machine is maintained as the primary
node; resetting, by the one or more processors, the grace period to begin from receipt of the
extension request; receiving, at the one or more processors from a second virtual machine, a first
change request to change designation of the primary node to the second virtual machine, wherein
the first change request is received during the grace period; transmitting, from the one or more
processors to the second virtual machine, denial of the first change request; receiving, at the one
or morc proccssors from the sccond virtual machine, a sccond change rcquest to change
designation of the primary node to the second virtual machine, wherein the second change
request is received after expiration of the grace period; and transmitting, from the one or more
processors 1o the second virtual machine, acceptance of the second change request.

[0022] In some examples, the method may further include: receiving, at the one or more
proccssors, a unique identification of the first virtual machinc with the designation request,
wherein the unique identification is separate from an IP address of the first virtual machine.
storing, the one or more processors, the unique identification of the first virtual machine in
memory; receiving, at the one or more processors, the unique identification of the first virtual
machine with the extension request; determining that the extension request is received from the
first virtual machine based on the unique identification; and transmitting, from the one or more
processors to the first virtual machine, the confirmation in response to the determination that the
extension request is received from the first virtual machine.

[0023] In some examples, the method may further include: transmitting, by the one or more
processors, a first precondition to the first virtual machine with the confirmation that the first
virtual machine is designated as the primary node; storing, by the one or more processors, the
first precondition in memory; receiving, at the one or more processors, the first precondition
from the first virtual machine with the extension request; determining that the extension request
is valid based on the first precondition received with the extension request matching the first
precondition stored in memory; transmitting, by the one or more processors, a second
precondition to the first virtual machine with the confirmation that the first virtual machine is
maintained as the primary node; and replacing, by the one or more processors, the stored first

precondition with the second precondition in the memory.
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[0024] In some examples, transmitting the first precondition to the first virtual machine may
further include transmitting the first precondition to the second virtual machine, transmitting the
second precondition to the first virtual machine may further include transmitting the second
precondition to the second virtual machine, receiving the first change request from the second
virtual machine may further include receiving the second precondition from the second virtual
machine, and receiving the second change request from the second virtual machine may further
include receiving the second precondition from the second virtual machine. The method may
further include determining, by the onc or morce processors, to grant the sccond change request
based on each of (i) the expiration of the grace period and (ii) the second precondition received
with the second change request matching the second precondition stored in memory.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] Fig. 1 is a block diagram illustrating an example system in accordance with an aspect
of the present disclosure.

[0026] Fig. 2 is a functional block diagram illustrating an example database of the example
system of Fig. 1.

[0027] Figs. 3-7 are block diagrams of example methods implemented using the example
database of Fig. 2

DETAILED DESCRIPTION

Overview

[0028] The present disclosure is directed to a method of controlling failover from within the
data plane and without having to communicate with the control plane. Excluding the control
plane from the failover process can shorten the duration of the failover process, thus resulting in
less downtime for the database.

[0029] In order to manage the failover from the data plane, one or more processors in the
data plane may be programmed with a lock service routine that controls control changes in
designation of the primary node and the secondary node within the database. The lock service
may receive repeatedly requests repeatedly issued from the primary node to commence and
extend the designation as the primary node for a given duration of time, and may deny requests
from the other nodes to be designated as the primary node for the given duration of time. The

repeatedly issued requests may be received with a frequency that is shorter than the given
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duration of time, such that the currently-designated primary node does not risk another node
being granted the designation as primary node in the interim between expiration of one request
and issuance of the next request.

[0030] The primary node may be configured to communicate with the secondary node to
indicate its designation as primary node. The secondary node may further communicate to the
primary node a confirmation of the designation. For instance, the confirmation may include a
promise to not issue a request to the lock service to be designated the primary node for the given
duration. After passage of the given duration, if the sccondary node has not reccived a further
communication from the primary node and not made a renewed promise, such as in the event of
failure at the primary node, the secondary node may issue a request to the lock service to be
designated the primary node. Assuming that the primary node has (ailed and has not requested to
extend its designation as primary node, the request from the secondary node may be granted by
the lock scrvice, thus completing the failover opcration.

[0031] In some examples, the lock service may track identities of the primary and secondary
nodes using unique identifications assigned to each respective node. The unique identifications
may be separate from the IP addresses of the nodes, since relying on IP addresses may result in a
conflict, such as when two virtual machines have the same IP address.

[0032] In some examples, requests for designation as primary node may include a
precondition, which may be compared to a stored precondition at the lock service. If the
preconditions match and the given duration of time has passed, then the request may be granted.
Granting a request may result in the stored precondition at the lock service being updated, and
the updated precondition being sent to the then-current primary and secondary nodes.
Subsequent requests from another node including the outdated precondition may then be denied.
[0033] For example, if a primary node experiences failure and is demoted, two other nodes
may be designated the primary and secondary nodes. Later, when the primary node is repaired, it
may not have been informed of the change in designation and may issue a request to extend its
designation as the primary node along with the outdated precondition. However, the outdated
precondition will have already been replaced in the memory of the lock service, so the request

will be denied and the newly-designated primary node will remain the primary node. As seen

EX1019 - Page 36



GOOGLE 3.8F-3101

from this example, the use of preconditions may prevent a conflict whereby two nodes are
separately granted designation as the primary node.

[0034] In some examples, the primary node may retain its designation and data may continue
to be read from the primary node even if the lock service fails. For instance, the primary node
may communicate directly with the secondary node to repeatedly communicate designation as
primary node. The primary node may further receive from the secondary node repeated promises
to not issue a request to be designated the primary node. As such, the data plane is configured to
avoid changes in designation of the primary and sccondary nodes in the possible cvent of a
failure at the lock service.

[0035] The above examples may reduce an overall unavailability time of the database due to
[ailover events. Based on an analysis of current database systems, the overall downtime is
estimated to be reduced by approximately 57% for an arrangement in which failover events are
resolved after an average of 2 minutes, and the overall downtime is cstimated to be reduced by
approximately 69% for an arrangement in which failover events are resolved after an average of
1 minute. Thus, the systems and routines of the present disclosure can provide for reduced
downtime and, in turn, increased efficiency.

Example Systems

[0036] Fig. 1 is a block diagram illustrating an example system including a datacenter 100.
The datacenter may include one or more servers 110. The servers 110 may communicate with a
plurality of client devices, such as client computing systems or clients 182, 184 over one or more
network connections shown as network 170 in Fig. 1, which may connect the servers and clients
through the Internet, World Wide Web, intranets, virtual private networks, wide area networks,
local networks, private networks using communication protocols proprietary to one or more
companies, Ethernet, WiFi (e.g., 702.71, 702.71b, g, n, or other such standards), and RPC,
HTTP, and various combinations of the foregoing. The servers 110 may also communicate with
each other, for example, through local wired or wireless connections, over the network, or any
combination thereof.

[0037] Each of clients 182, 184 may include a processor and memory. The memory may
include any one or combination of data and instructions. Data included in the memory may be

analyzed or otherwise processed by the processor based on the instructions. The clients 182, 184
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may communicate data and instructions with the one or more servers 110 of the datacenter over
the network 170 by transmitting or receiving operations. For example, a client 182, 184 may
transmit an instruction to the servers 110 to access, store or process data at the datacenter 100.
While only a few clients are shown, it should be understood that a vast number of client devices
may communicate with the datacenter 100 over the network 170. While only a few servers are
shown in Fig. 1, it should be understood that any number of servers may be included in the
datacenter 100. Furthermore, in some instances, each server may be associated with one or more
smaller databascs included in the datacenter.

[0038] The datacenter 100 may include a number of virtualized environments, or virtual
machines 120. Processors 130 and memory 140 of the servers 110 may be allocated to addresses
of the virtual machines 120 of the datacenter 100. The processors 130 may be utilized as
computing resources for workloads and other instructions received from the clients 182, 184,
such as tasks to access, storc, or otherwisc operate on data at the memory 140. Workloads may
be divided among the virtual machines 120. Each virtual machine 120 may be associated with or
assigned an amount of processing power of the processors 130, such as a number of assigned
processors, as well as an amount of random access memory from the memory 140, for
completing various client tasks or workloads.

[0039] The processors 130 can be a well-known processor or other lesser-known types of
processors. Alternatively, the processors 130 can be dedicated controllers such as an ASIC.
[0040] The memory 140 may include a type of non-transitory computer readable medium
capable of storing information accessible by the processors 130, such as a hard-drive, solid state
drive, tape drive, optical storage, memory card, ROM, RAM, DVD, CD-ROM, write-capable,
and read-only memories. The datacenter 100 may implement any of a number of architectures
and technologies, including, but not limited to, direct attached storage (DAS), network attached
storage (NAS), storage area networks (SANSs), fiber channel (FC), fiber channel over Ethernet
(FCoE), mixed architecture networks, or the like. The datacenter may include a number of other
devices in addition to the storage devices, such as cabling, routers, etc.

[0041] The memory 140 can store information accessible by the one or more processors 130,
including data 150 that is received at or generated by the processors 130, and instructions 160

that can be executed by the one or more processors 130. The data 150 can be retrieved, stored or
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modified by the processors 130 in accordance with the instructions 160. For instance, although
the system and method is not limited by a particular data structure, the data 150 can be stored in
computer registers, in a data store as a structure having a plurality of different fields and records,
or documents, or buffers. The data 150 can also be formatted in a computer-readable format
such as, but not limited to, binary values, ASCII or Unicode. Moreover, the data 150 can include
information sufficient to identify relevant information, such as numbers, descriptive text,
proprietary codes, pointers, references to data stored in other memories, including other network
locations, or information that is uscd by a function to calculatc rclevant data. The instructions
160 can be a set of instructions executed directly, such as machine code, or indirectly, such as

ELINTS

scripts, by the processor 130. In this regard, the terms “instructions,” “steps” and “programs”
can be used interchangeably herein. The instructions 160 can be stored in object code format for
direct processing by the processor 130, or other types of computer language including scripts or
collections of independent source code modules that arc intcrpreted on demand or compiled in
advance.

[0042] The data 150 may include copies 152 of one or more datasets. For a given dataset.
Copies of the dataset may be stored at memory of multiple virtual machines 120. Each virtual
machine 120 may represent a node within the datacenter 100, such that each node may store a
respective copy of the dataset run at a separate instance of the datacenter 100. For example, a
primary copy of the dataset may be stored at memory assigned to a first node of the virtual
machines, and a secondary or backup copy of the dataset may be stored at memory assigned to a
second node of the virtual machines. In order to maintain consistency of the dataset, the virtual
machines may be configured to allow client to access and process only data in the primary copy,
and to use the primary copy in order to update the secondary copy.

[0043] An advantage of having the secondary copy may be to move access and operations
from the primary copy to the secondary copy in case of failure at the primary node. However,
until such failure occurs, operations may remain directed to the primary node and the secondary
node may be prevented from receiving or responding to commands from a client. In order to lock
the secondary node, the data 150 may include lock data 154. The lock data 154 may indicate an
identity of a primary node, such that only commands directed to the primary node are valid.
Additionally or alternatively, the lock data 154 may indicate an identity of the secondary node,
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such that commands directed to the secondary node are determined to be invalid. In some
examples, identities of the primary and secondary nodes may include respective virtual addresses
of the nodes. In some examples, identities of the primary and secondary nodes may include
unique identifiers associated with each virtual machine, such as a run_id which is regenerated
every time a virtual machine is restarted. Use of run_id in place of virtual addresses can ensure
that two virtual machines are not being identified by the same identifier at any given time.

[0044] Lock data 154 may also include information used to determine whether requests from
the respective nodes to be granted status as a primary node arc valid or invalid. For cxample,
lock data 154 may include an indication of a most recent time that one node requested or
renewed designation as primary node, whereby requests from other nodes to be granted status as
primary node may be denied for a predetermined duration alterwards. For [urther example, lock
data 154 may include a predicate. The predicate may function as a token, whereby future
requests for designation or cxtension as primary node must include the predicate in order to be
valid. Example implementations of lock data are provided in the example routines herein.

[0045] The instructions 160 may include various algorithms for instructing the processor 130
to execute operations in accordance with the routines described herein. For example, the
instructions 160 may include a lock service routine 162 for managing designation of primary and
secondary nodes, including locking or preventing a secondary node from being designated a
primary node absent failure of the primary node to retain its designation as the primary node. For
further example, the instructions 160 may include a failover routine 164 for moving primary
node designation over from the previously designated primary node to the previously designated
secondary node. The failover routine may be designed to avoid split brain errors that result in
multiple designations of a primary node at one time, while also avoid long outages without
designation of a working primary node. These routines and others are described in greater detail
in connection with the flow diagrams of Figs. 3-7. It should be understood that the routines
described herein are merely examples, and in other examples, certain steps may be added,
subtracted, replaced or reordered.

[0046] Although Fig. 1 functionally illustrates each of the processor 130 and memory 140 as
being a single block, the processor 130 and memory 140 may actually include multiple

processors and memories that may or may not be stored within the same physical housing. For
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example, some of the data 150 and instructions 160 stored in the memory can be stored on a
removable CD-ROM and others within a read-only computer chip. Some or all of the
instructions and data can be stored in a location physically remote from, yet still accessible by,
the processors 130.
[0047] Additionally, although Fig. 1 functionally illustrates the datacenter 100 as being a
single block, the datacenter 100 may actually include multiple datacenters forming a distributed
database. The multiple datacenters may be capable of communication over wired/wireless
conncctions and over the network 170.
[0048] Fig. 2 is a functional block diagram illustrating an example implementation of the
example database of the system of Fig. 1. In the example of Fig. 2, the database is shown as
including a data plane 200 having multiple nodes including database instance nodes 210 and a
lock service node 200. The database instance nodes 210 may store multiple copies of a dataset
across multiplc instances, shown as instance copics 152 in Fig. 1, for cxamplc at respective
virtual machines. A first virtual machine having a primary copy 242 of the dataset may be
designated a primary node 232. A second virtual machine having a secondary copy 244 of the
dataset may be designated a secondary node 234. The respective dataset copies may be stored at
respective memory assigned to each of the first and second virtual machines. Each of the nodes
may further include a lease agent 246, 248 configured to control requests for designation as a
primary node. In a primary node, the lease agent may track an amount of time that the primary
node has remaining with its designation. Similarly, in a secondary node, the lease agent may
track an amount of time that the secondary node has remaining with its designation. Each lease
agent may also track time remaining until a node automatically demotes itself from its current
status, which may be either primary or secondary node. The lock service node 220 may be
maintained as separate node from the database instance nodes, and may be operated by a separate
virtual machine from the primary and secondary virtual machines, within the data plane 200. The
lock service node 220 may be tasked with performing at least some aspects of the lock service
routine 162 and failover routine 164 of Fig. 1, although some aspects of those routines may be
tasked to the database instance nodes 210 in case of failure at the lock service node 220.
Furthermore, memory assigned to the lock service node 220 may be tasked with storing and
managing the lock data 154 of Fig. 1.
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[0049] In the example of Fig. 2, each of the primary and secondary nodes 232, 234 may be
capable of communicating with the lock service node 220. Communication may include requests
for designation or extension as a primary node, indications of acceptance or denial of a request,
identification information for the respective instance nodes 210, and in some examples additional
information such as a predicate to validate the designation/extension requests. Examples of lock
data management are described in greater detail in connection with the example routines herein.
[0050] The database of Fig. 2 is also shown as including a control plane 250 having one or
morc proccssors designated to monitor and control opcerations at the data planc 200. The control
plane 250 may include a health monitor 260 configured to receive data from each nodes in the
data plane, and determine based on the data received — or absence of data received — a health of
the node, such as whether the node is operational, non-operational, or operating poorly. The
control plane 250 may further include a workflow manager 270 configured to manage the nodes
of the data planc 200, such as rcpairing or replacing a node that is not opcrating properly. In
conventional systems, the control plane processors are typically tasked with controlling
designation and re-designation of primary and secondary nodes, including controlling failover
operations between working and non-working nodes. In the present disclosure, the lock service
node 220 I primarily tasked with such responsibilities, although the workflow manger 270 may
also be configured to perform similar tasks, such as in the event that the lock service is
determined to be non-operational or operating poorly.

Example Methods

[0051] Figs. 3-5 are diagrams illustrating various routines that may be conducted by the
primary and secondary nodes 232, 234 and the lock service node 220 shown in Fig. 2. Each of
the “primary node” and “secondary node” labels in Fig. 3 indicate a temporary designated status
of respective virtual machines included in datacenter, and this designated status is subject to
change under certain conditions are described in the example routines herein.

[0052] Fig. 3 illustrates a primary node designation and extension routine 300. In the
example of Fig. 3, the routine begins with two virtual machines being designated as potential
primary and secondary nodes, but neither one of the two virtual machines having being

designated the primary node.
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[0053] At block 310, a first virtual machine transmits a request to the lock service node to be
designated as the primary node. The lock service node may receive the request and confirm that
no other node is currently designated as primary node. At block 320, the lock service node
transmits back to the first virtual machine an acknowledgement, acknowledging that the first
virtual machine has been designated as the primary node. In some examples, designation of the
first virtual machine as primary node may by default designate the second virtual node as a
secondary node. In other examples, designation of a secondary node may be prompted by a
diffcrent activity, such as rccciving a designation request from the sccond virtual machine and
denying the request, or such as receiving an instruction from the control plane of the datacenter.
[0054] At block 330, the primary node may transmit a request to the second virtual machine,
which has been designaled as the secondary node, (o promise or guarantee that the second virtual
machine will honor the primary node designation of the first virtual machine. Honoring the
primary nodc designation may involve the sccond virtual machine not requesting its own
designation as the primary node. At block 340, the second virtual machine transmits back to the
first virtual machine an acknowledgement of the promise or guarantee, meaning that the first
virtual machine is assured that the second virtual machine will not disrupt its status as the
primary node.
[0055] In order to avoid long outages, the designation as primary node lasts only a finite
amount of time Ty, also referred to herein as a grace period, and may be rescinded by the lock
service node after expiration of the grace period Ti. Likewise, the promise by the second virtual
machine can last only a finite amount of time T2, referred to herein as a promise period, so that
after or when the grace expires the second virtual machine is available and able to request
designation as the primary node. The promise period T2 may be equal to or longer than the grace
period Ti. A relatively short promise period allows for the second virtual machine to quickly
request designation as the primary node just after the grace period Ti expires. Conversely,
extending the promise period can provide a cushion between an unlocking event receipt of the
second virtual machine’s designation request at the lock service node. In some examples, the
promise period and grace period may be equal to each other but a buffer may be provided by
starting each period at a separate time such as block 310 for the grace period and block 330 for
the promise period, or block 320 for the grace period and block 340 for the promise period.
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[0056] In order to avoid a situation in which the first virtual machine loses its designation as
the primary node to the second virtual machine, the first virtual machine must repeatedly
transmit requests to the lock service node to extend its designation as primary node, and to the
second virtual machine in order to extend the promise.

[0057] At block 350, the first virtual machine transmits an extension request to the lock
service node to extend its designation as primary node. The request is transmitted at a time
occurring a predetermined duration after the initial designation as primary node. The duration
may be chosen to be shorter than the grace period Ti, which is nccessarily shorter than the
promise period T». Thus, the designation is renewed before it expires and before the second
virtual machine attempts to request re-designation of the primary node status. In some examples,
a slarting time of the renewal period (shown as “<T;” in Fig. 3) may be measured [rom
block 310. In other examples, the renewal period may be measured starting from block 320. The
duration of the rencwal period could be measured starting from blocks 330 or 340, but this may
lead to a risk of the designation expiring early is communications between the lock service and
first virtual machine, or between the first and second virtual machines, is delayed.

[0058] At block 360, the lock service node checks that the first virtual machine is the
primary node and thus authorized to extend its designation, and then transmits back to the first
virtual machine an acknowledgement of the extension of the designation as primary node.
Extension of initial designation as primary node may reset the grace period T, such that the first
virtual machine can reset its renewal period with risk of losing its designation as the primary
node.

[0059] At block 370, the primary node may transmit a request to the second virtual machine
to extend the promise by the second virtnal machine to honor the primary node designation of the
first virtual machine. At block 380, the second virtual machine transmits back to the first virtual
machine an acknowledgement of extension of the promise, meaning that the first virtual machine
is assured that the second virtual machine will continue to not disrupt its status as the primary
node for the duration of the promise period Ts.

[0060] Fig. 4 illustrates a failover routine 400. The example of Fig.4 begins with
blocks 310-340 of Fig. 3, in which the first virtual machine is designated primary node by the
lock service node for a grace period and receives a promise from the second virtual machine to
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not request designation as primary node until after expiration of a promise period. However, in
the example of Fig. 4, the first virtual machine does not request an extension of the designation
as primary node. This may be for any one or combination of reasons. For example, the first
virtual machine may experience a failure, rendering it unable to update the lock service node or
any other node of its inability to act as a primary node. For further example, the first virtual
machine may not be dead but may demote itself, such as after passage of a demote time stored at
the virtual machine. For further example, the first virtual machine may receive a control message
from the workflow manager at the control planc (such as block 170 in Fig. 1) dirccting the first

virtual machine to demote itself. [INVENTORS: What are some standard causes for a

controller opting to demote a virtual machine that I can add to the description here?]

[0061] Since the first virtual machine does not request an extension of the designation as
primary node, it also does not renew its request for a promise from the second virtual machine.
Thercfore, as or shortly after the grace period T1 for the first virtual machine cxpires, the
promise period for the second virtual machine also expires. Since the second virtual machine
does not renew its promise to not request designation as the primary node, the second virtual
machine is left free to request designation as the primary node.

[0062] At block 410, the second virtual machine transmits to the lock service node a request
to be designated as the primary node. Since the request is transmitted by the second virtual
machine after expiration the promise period, it is necessarily received by the lock service node
after expiration of the grace period. As such, when the lock service node receives the request and
checks whether the primary node has already been designated to a different virtual machine, it
will determine that no such designation is currently in effect. Then, at block 420, the lock service
node will return to the secondary node an acknowledgement of the designation request, thereby
designating the second virtual machine as the primary node. After block 420, requests from a
client to access or process a dataset will be handled by the second virtual machine instead of the
first virtual machine, thus completing the failover process.

[0063] The example failover process of Fig.4 is advantageous in that all decisions and
operations are carried out within the data plane, thus completely excluding the control plane
from the process. This avoids the time and processing costs associated with conducting failover
based on node health measurements and workflow management instructions.
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[0064] The above examples generally show designation, extension and failover routines in a
system that supports unique identifications for each virtual machine, such as the use of run_id for
identifying servers. This may be possible in some databases such as Redis, but not possible in
other databases. Therefore, alternative identification and validation methods may be needed to
ensure that a request for designation as a primary node can be granted.

[0065] Fig. 5 illustrates an alternative primary node designation, extension and failover
routine 500 using predicates. In the example of Fig. 5, the routine begins with two virtual
machines being designated as potential primary and sccondary nodcs, but ncither onc of the two
virtual machines having being designated the primary node.

[0066] At block 510, a first virtual machine transmits a request to the lock service node to be
designated as the primary node. The lock service node may receive the request and conflirm that
no other node is currently designated as primary node. At block 515, the lock service node
transmits back to the first virtual machine an acknowledgement, acknowledging that the first
virtual machine has been designated as the primary node. Along with the acknowledgement, the
lock service node can transmit back to the first virtual machine a first predicate (Predicate 1),
which may be value needed to validate future requests for designation (or extension of prior
designation) as the primary node. The first predicate can be stored in memory of the lock service
node for future reference, and may also be stored in the memory of the first virtual machine.
[0067] In the example of Fig. 5, the second virtual machine also attempts to be designated as
the primary node, potentially creating a conflict. However, the second virtual machine’s request
is denied. At block 520, the second virtual machine transmits a request to the lock service node
to be designated as the primary node. The lock service node may receive the request and check
whether any other node is currently designated as primary node. In the example of Fig. 5, the
first virtual machine has already been designated as the primary node. Thus, at block 525, the
lock service node may return to the second virtual machine a denial of the request. The lock
service node may also transmit to the second virtual machine a copy of the first predicate which
was provided to the first virtual machine. The first predicate may be used by the second virtual
machine to request designation as primary node in future requests, but those requests will not be

granted by the lock service node until after expiration of the first virtual machine’s designation.
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[0068] At block 530, the first virtual machine transmits an extension request to the lock
service node to extend its designation as primary node. The request is transmitted at a time
occurring a predetermined duration after the initial designation as primary node. The duration
may be chosen to be shorter than the grace period Ti. Thus, the designation is renewed before it
expires and before the second virtual machine attempts to request re-designation of the primary
node status. The request is also transmitted with the first predicate, which may be recalled from
the memory of the first virtual machine. At block 535, the lock service node checks that the first
virtual machine is the primary node and thus authorized to cxtend its designation, and further
checks that the first predicate received from the first virtual machine matches the first predicate
currently in storage at the lock service node. Upon confirmation of the first virtual machine’s
status as primary node and the matching [irst predicates, the lock service may then transmit back
to the first virtual machine an acknowledgement of the extension of the designation as primary
node. Extension of initial designation as primary node may resct the grace period T, such that
the first virtual machine. The lock service node may transmit back to the first virtual machine a
second predicate (Predicate 2) that is different from the first predicate. Transmission of the
second predicate may be performed with replacement of the first predicate in the lock service
node memory with the second predicate.

[0069] Replacement of the first predicate with the second predicate in the lock service node
memory may prevent future requests including the first predicate from being granted. In other
words, the requests including the first predicate may be determined to be outdated compared to
the first virtual machine’s request to extend its designation as primary node, and thus may be
denied by the lock service node. At block 540, the second virtual machine transmits a request to
the lock service node to be designated as the primary node. The second virtual machine may also
transmit with the request the first predicate, which is pulled from storage of the second virtual
machine. The lock service node may receive the request and first predicate and check whether
any other node is currently designated as primary node, and whether the first predicate matches
the currently stored predicate, which in this case is the second predicate. In this particular
example, either of these checks will cause the request from the second virtual machine to be
denied, since the first virtual machine has been re-designated as the primary node, and because

the first predicate does not match the second predicate. Thus, at block 545, the lock service node
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may return to the second virtual machine a denial of the request. The lock service node may also
transmit to the second virtual machine a copy of the second predicate which was provided to the
first virtual machine, and the second virtual machine may replace the first predicate stored in its
memory with the second predicate for future requests.

[0070] In the example of Fig. 5, the second virtual machine may send additional requests to
the lock service node. The additional requests ensure that if the first virtual machine were to fail,
then the second virtual machine may be designated as the primary node without having to wait
for the control planc of the system to intercede. However, requests from the sccond virtual
machine may be denied until a request is received at the lock service node after expiration of the
grace period for the first virtual machine. To illustrate, at block 550, the second virtual machine
may (ransmit another request [or designation as primary node along with the second predicate
which is currently in storage at the second virtual machine. However, since the request is
reccived at the lock service node before expiration of the grace period, the request is denied. The
request may be denied even if the lock service node transmits the request denial after expiration
of the grace period without receiving a request for extension from the first virtual machine. Then,
at block 560, the second virtual machine transmits a further request for designation as primary
node along with the second predicate. Since this further request is received at the lock service
node after expiration of the grace period, and since the second predicate received with the
request matches the second predicate in storage at the lock service node, the request may be
granted by the lock service node. At block 565, the lock service node transmits an
acknowledgement of the second virtual machine being designated the primary node along with
an updated third predicate (Predicate 3). This ensures that future requests from the first virtual
machine are denied due to the designation of the second virtual machine as primary node, due to
the change of the predicate in storage at the lock service node, or a combination thereof.

[0071] The example routine 500 of Fig. 5 omits promises between first and second virtual
machines. However, in other examples, it may be feasible to supplement the predicate-based
validation routine with promise requests and acknowledgements to provide an additional layer of
insurance against a secondary node requesting designation as a primary node.

[0072] The above examples generally show designation, extension and failover of primary

node designation with a working lock service and up to one failed database instance. However,
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these routines are also flexible in that they can be designed to accommodate situations in which
the lock service dies, or even situations in which the lock service and one or more database
instance nodes dies.

[0073] For instance, in the event of a dead lock service node, the primary node extension
routine can continue on its own without a working lock service node. This can be accomplished
by omitting block 360 from the routine of Fig. 3, whereby the promise request transmitted by the
primary node at block 37() and the acknowledgement transmitted by the secondary node back to
the primary nodc at block 380 arc sufficicnt to avoid the sccondary node attempting to take over
as the primary node, even without a lock service to prevent the secondary node from doing so. In
one implementation, the primary node may continue to transmit extension requests to the lock
service node at block 350, but il no response is received within a timeout period, operations may
automatically continue at block 370 with transmission of the promise request. The timeout period
may be chosen to be short cnough so that the promisc request is transmitted by the primary node
and received by the secondary node before expiration of the promise period. In a different
implementation, after timeout of an extension request transmitted to the lock service node, the
primary node may cease transmitting extension requests, thus omitting both blocks 350 and 360
from future designation extensions of the primary node. In other implementations, blocks 350
and 370 may operate exclusive of one another, for instance being transmitted simultaneously.
Thus, failure by the lock service to respond to a designation extension request may have no
impact on the primary node transmitting a promise extension request to the secondary node.
Although handling extension of the primary node designation through promise requests and
acknowledgements does not allow for failover to occur, for instance in the case of failure at the
primary node, it can at least avoid immediate failure due to the lock service outage. This in turn
can give the control plane enough time to recover the lock service node or take over designation
of the primary and secondary nodes if the lock service node cannot be quickly repaired.

[0074] For further instance, in the event of failure at both the lock service and primary node,
the above described routines are still flexible enough to accommodate the control plane taking
over designation of primary and secondary nodes. Fig. 6 shows an example primary node

recovery routine 600 for execution by the one or more processors of the control plane.
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[0075] At block 610, the health monitor of the control plane may check a health of each of
the primary node and the secondary node. In the example of Fig. 6, it is assumed that the primary
node fails the health check and that the secondary node passes. Normally, at this stage, the
secondary node would have requested designation as the primary node from the lock service
node and the lock service node would have re-designated the secondary node as the primary
node. But because the lock service node has also been determined to be dead, the failover has not
occurred.

[0076] At block 620, the workflow manager of the control planc designates the sccondary
node as the new primary node. The designation may involve receiving confirmation from the
node regarding the designation. At block 630, the workflow manager may attempt to recover the
previously designated primary node. Recovery may involve any one or combination of recreating
the node, restarting the node, or repairing the node. Upon recovery, at block 640, the workflow
manager at the control planc can transmit instructions to the previously designated primary node.
The instructions may indicate the node’s updated status as a secondary node. In some examples,
the instructions may indicate the previously designated secondary node’s updated status as a
primary node. Upon completion of the routine 600, the database may again include a primary
node and a secondary node, and without risk of a double-nanny situation in which two primary
nodes are designated.

[0077] A similar routine may be executed in the secondary node is determined to have failed
while the primary node remains operational, whereby the control plane may recover the
secondary node and then notify the secondary node of its continued status as secondary node
after the recovery.

[0078] Additionally, in the event of failure at the primary node and secondary node, the
above described routines are yet still flexible enough to accommodate the control plane taking
over designation of primary and secondary nodes. Fig. 7 shows an example total database
recovery routine 700 for execution by the one or more processors of the control plane.

[0079] At block 710, the health monitor of the control plane may check a health of each of
the primary node and the secondary node. In the example of Fig. 7, it is assumed that both the
primary node and the secondary node fail the health check. Since there is no healthy node, even
if the lock service node were still healthy, there would be no available node with which to
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perform a failover operation. As such, whether the lock service node is operational or not, the
control plane will need to step in so that database instance nodes may be recovered.

[0080] At block 720, the workflow manager of the control plane may attempt to recover each
of the previously designated primary node and the previously designated secondary node. As
with the example of Fig. 6, recovery may involve any one or combination of recreating the node,
restarting the node, or repairing the node.

[0081] Further operations may differ depending on whether the lock service node is healthy
or dcad. To illustrate the difference, a decision block 730 is provided in Fig. 7. The decision at
block 730 is a health check that may be performed by the health monitor of the control plane,
and that may be performed at an earlier time in the routine, or at a time after completion of
block 720. If it is determined by the health monitor that the lock service is healthy, then
operations of the routine 700 may end, whereby designation of primary and secondary nodes
may be performed by the lock service node as shown in prior cxamples such as the routine of
Fig. 3. However, if the lock service node is not healthy and cannot complete a node designation
routine, then operations may continue at block 740 with the workflow manager of the control
plane taking over node designation responsibilities from the lock service unit. At block 740, the
workflow manager at the control plane may select one of the nodes as a new primary node. The
selected node may be either one of the previously designated primary node or the previously
designated secondary node. The designation may be confirmed or otherwise acknowledged by
the designated node through communication with the control plane. Then, at block 750, the
workflow manager may designate the other one of the previous nodes as the secondary node.
[0082] Implementation of the designation and failover routines of the present disclosure can
reduce database unavailability time. When a database is unavailable until nodes are repaired or
replaced by the control plane processors, the outage may last for several minutes. By
comparison, failover handled entirely within the data plane may be resolved in much less time,
such as two minutes or even one minute. Additionally, the average recovery time may be
dictated by respective predetermined durations of the grace period and the promise period, and
thus can easily be scaled to meet future needs, such as faster average failover times with more
frequent communication to the lock service node, or less frequent communication between data

plane nodes with the tradeoff of slower average failover times.
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[0083] The present disclosure is also beneficial for overcoming a single zone failure such as
zone isolation. In the case of the zone isolation, all instances whose primary nodes are in the
isolated zone may be subject to failover using the lock service node, thus streamlining the
process of creating new primary nodes for all of the temporarily failed instances. Unresponsive
nodes can be recovered while the instances continue to run from the secondary nodes (which
have been promoted to primary node status). By contrast, reliance on a control plane to handle
zone isolation may require wait times of over half an hour, during which the control plane
attcmpts to rccrcatc unresponsive nodes, send control messages to new replica nodes, and finally
assign primary node status to the newly created primary node before finally resolving the outage.
[0084] Although the technology herein has been described with reference to particular
embodiments, it is to be understood that these embodiments are merely illustrative of the
principles and applications of the present technology. It is therefore to be understood that
numcrous modifications may bc made to the illustrative cmbodiments and that other
arrangements may be devised without departing from the spirit and scope of the present
technology as defined by the appended claims.

[0085] Most of the foregoing alternative examples are not mutually exclusive, but may be
implemented in various combinations to achieve unique advantages. As these and other
variations and combinations of the features discussed above can be utilized without departing
from the subject matter defined by the claims, the foregoing description of the embodiments
should be taken by way of illustration rather than by way of limitation of the subject matter
defined by the claims. As an example, the preceding operations do not have to be performed in
the precise order described above. Rather, various steps can be handled in a different order, such
as reversed, or simultaneously. Steps can also be omitted unless otherwise stated. In addition,
the provision of the examples described herein, as well as clauses phrased as “such as,”
“including” and the like, should not be interpreted as limiting the subject matter of the claims to
the specific examples; rather, the examples are intended to illustrate only one of many possible
embodiments. Further, the same reference numbers in different drawings can identify the same

or similar elements.

24

EX1019 - Page 52



GOOGLE 3.8F-3101

CLAIMS

1. A system comprising:

a data plane comprising a plurality of virtual machines including a first virtual machine
designated as a primary node and a second virtual machine designated as a secondary node, and
a lock service configured to control changes in designation of the primary node and the
secondary node,

wherein the first virtual machine is configured to repeatedly issue a request to at least one
of the sccond virtual machine or the lock scrvice cxtending designation of the first virtual
machine as the primary node for a first duration of time, wherein the request is repeatedly issued
within a second duration of time shorter than the first duration of time, and

wherein the second virtual machine is configured to:

receive from the first virtual machine or the lock service an indication of the
designation of the first virtual machinc as the primary nodc being extended for the first
duration of time;

after passage the first duration of time without a further indication of the

designation of the first virtual machine as the primary node being extended, issue a

request to the lock service to change the designation of the primary node from the first

virtual machine to the second virtual machine; and
receive confirmation from the lock service of the change in designation of the

primary node from the first virtual machine to the second virtual machine.

2. The system of claim 1, wherein the first virtual machine is configured to
repeatedly issue the request until occurrence of a failure at the first virtnal machine, a
determination at the first virtual machine to self-demote from the designation as the primary
node, or receiving, from one or more servers of a control plane communicatively coupled to the

data plane, an instruction to demote itself from the designation as the primary node.

3. The system of claim 1, wherein each of the first virtual machine and the second

virtual machine is assigned a unique identification, and wherein the lock service is configured to
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track designation of the primary node and the secondary node based on the respective unique

identifications of the first virtual machine and the second virtual machine.

4. The system of claim 3, wherein the unique identification of the first virtual
machine is reset each time a process of the first virtual machine is restarted, and wherein the
unique identification of the second virtual machine is reset each time a process of the second

virtual machine is restarted.

5. The system of claim 3, wherein the respective unique identifications of the first
virtual machine and the second virtnal machine are stored in memory, such that the respective
unique identifications do not change each time a respective process of the [irst virtual machine or

the second virtual machine is restarted.

6. The system of claim 1, wherein the first virtual machine is further configured to
receive from the lock service, in response to the request extending designation of the first virtual
machine as the primary node, confirmation of the designation of the first virtual machine as the

primary node.

7. The system of claim 6, wherein the lock service is configured to:

store in memory a stored precondition;

receive a conditional request from a requesting virtual machine to maintain or change the
designation of the primary node, wherein the conditional request includes a precondition from
the requesting virtual machine;

compare the precondition from the requesting virtual machine to the stored precondition;

responsive to the precondition from the requesting virtual machine matching the stored
precondition, authorize the conditional request; and

responsive to the precondition from the requesting virtual machine not matching the

stored precondition, deny the conditional request.
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8. The system of claim 7, wherein the lock service is further configured to:

transmit to each of the first virtual machine and the second virtual machine, in response
to the request extending designation of the first virtual machine as the primary node, a first
precondition for maintaining or changing the designation of the primary node; and

store the first precondition in the memory.

9. The system of claim 8, wherein the lock service is further configured to:

receive a first conditional request from onc of the first virtual machine or the sccond
virtual machine, the first conditional request including the first precondition;

authorize the first conditional request;

transmit, to each of the [irst virtual machine and the second virtual machine. an indication
of the authorized first conditional request and a second precondition; and

replace the stored first precondition with the sccond precondition in the memory,

wherein the first conditional request being received from the first virtual machine results
in extending designation of the first virtual machine as the primary node for the first duration of
time, and wherein the first conditional request being received from the second virtual machine
results in changing designation of the primary node from the first virtual machine to the second

virtual machine.

10. The system of claim 1, further comprising a control plane comprising one or more
processors for managing operation of the plurality of virtual machines in the data plane, wherein
the one or more processors of the control plane are configured to:

monitor health of each of the first virtual machine, the second virtual machine and the
lock service;

in response to an indication of failure of one of the first virtual machine or the second
virtual machine, execute one or more programs to recover the failed virtual machine;

after recovery of the failed virtual machine, transmit an indication to the recovered virtual
machine designating the other virtual machine as the primary node; and

after transmission of the indication to the recovered virtual machine, transmitting an
instruction to the other virtual machine designating it as the primary node.
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11. The system of claim 10, wherein the one or more processors of the control plane
are configured to, in response to determining that the lock service and the primary node are
inoperable:

transmit instructions to the secondary node designating it as the primary node;

recover, repair, restart or replace the primary node; and

transmit instructions to the recovered, repaired, restarted or replaced primary node

designating it as the sccondary nodec.

12. The system of claim 11, wherein the one or more processors of the control plane
are confligured lo, in response (o determining that the lock service and both the primary and
secondary nodes are inoperable:

rccover, repair, restart or replace cach of the primary node and the sccondary nodce;

select one of the nodes to be the primary node;

transmit instructions to the selected recovered, repaired, restarted or replaced node
designating it as the primary node; and

transmit instructions to the not-selected recovered, repaired, restarted or replaced node

designating it as the secondary node.

13. The system of claim 12, wherein the one or more processors of the control plane
are configured to, in response to determining that both the primary and secondary nodes are
inoperable and that the lock service is operable, recover, repair, restart or replace each of the
primary node and the secondary node,

wherein each of the recovered, repaired, restarted or replaced nodes is configured to
transmit to the lock service a request for designation as the primary node, and

wherein the lock service is configured to grant the request for designation to a first

requesting node.

14. A method of controlling designation of a primary node and a secondary node

among a plurality of virtual machines in a data plane of a data center, the method comprising:
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receiving, at one or more processors, an indication of designation of a first virtual
machine as the primary node, wherein the one or more processors are assigned to a second
virtual machine;

transmitting, from the one or more processors to the first virtual machine, an
acknowledgement of the indication of designation;

receiving, at the one or more processors, an indication of extension of the designation of
the first virtual machine as the primary node, wherein the indication of extension is received a
predetermined first amount of time after the indication of designation is received;

determining passage of a predetermined second amount of time after the indication of
extension is received without receiving a further indication of extension, wherein the second
amount of time is greater than the (irst amount of time;

in response to the determination, transmitting, from the one or more processors to a lock
scrvice, a request for designation as the primary nodc; and

receiving, from the lock service at the one or more processors, confirmation that the

second virtual machine is designated as the primary node.

15. The method of claim 14, wherein the second virtual machine is initially
designated as the secondary node, wherein the request for designation as the primary node is a
request to change the designation of the second virtual machine from the secondary node to the

primary node.
16. The method of claim 14, wherein each virtual machine is associated with a unique
identification separate from an IP address of the virtual machine, and wherein transmitting the

request for designation as the primary node comprises transmitting the unique identification of

the second virtual machine to the lock service.
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17. The method of claim 14, further comprising:

receiving the indication of designation of the first virtual machine as the primary node
with a first precondition for changing the designation of the primary node from the first virtual
machine to the second virtual machine; and

storing the first precondition in memory.

18. The method of claim 17, further comprising:

rcceiving, by the onc or morc processors, the indication of cxtension with a sccond
precondition, wherein the second precondition is different from the first precondition;

replacing, by the one or more processors, the stored first precondition with the second
precondition in the memory; and

transmitting, by the one or more processors to the lock service, the request for

designation as the primary node with the second precondition.

19. A method of controlling designation of a primary node and a secondary node
among a plurality of virtual machines in a data plane of a data center, the method comprising:

receiving, at one or more processors included in the data plane of the data center and
configured to execute a lock service routine, a designation request from a first virtual machine to
be designated as the primary node;

transmitting, from the one or more processors to the first virtual machine, confirmation
that the first virtual machine is designated as the primary node for a grace period having a
predetermined length and beginning from receipt of the designation request;

receiving, at the one or more processors, an extension request from the first virtual
machine to renew the designation of the first virtual machine as the primary node, wherein a time
between the designation request and the extension request is a lease period shorter than the grace
period;

transmitting, from the one or more processors to the first virtual machine, confirmation
that the first virtual machine is maintained as the primary node;

resetting, by the one or more processors, the grace period to begin from receipt of the

extension request;
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receiving, at the one or more processors from a second virtual machine, a first change
request to change designation of the primary node to the second virtual machine, wherein the
first change request is received during the grace period;

transmitting, from the one or more processors to the second virtual machine, denial of the
first change request;

receiving, at the one or more processors from the second virtual machine, a second
change request to change designation of the primary node to the second virtual machine, wherein
the sccond change request is received after expiration of the grace period; and

transmitting, from the one or more processors to the second virtual machine, acceptance

of the second change request.

20 The method of claim 19, further comprising:

rceeiving, at the onc or morc processors, a unique identification of the first virtual
machine with the designation request, wherein the unique identification is separate from an IP
address of the first virtual machine.

storing, the one or more processors, the unique identification of the first virtual machine
in memory;

receiving, at the one or more processors, the unique identification of the first virtual
machine with the extension request;

determining that the extension request is received from the first virtual machine based on
the unique identification; and

transmitting, from the one or more processors to the first virtual machine, the
confirmation in response to the determination that the extension request is received from the first

virtual machine.

21. The method of claim 19, further comprising:
transmitting, by the one or more processors, a first precondition to the first virtual
machine with the confirmation that the first virtual machine is designated as the primary node;

storing, by the one or more processors, the first precondition in memory;
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receiving, at the one or more processors, the first precondition from the first virtual
machine with the extension request;

determining that the extension request is valid based on the first precondition received
with the extension request matching the first precondition stored in memorys;

transmitting, by the one or more processors, a second precondition to the first virtual
machine with the confirmation that the first virtual machine is maintained as the primary node;
and

replacing, by the onc or morc proccssors, the stored first precondition with the sccond

precondition in the memory.

22. The method of claim 21, wherein (ransmitting the (irst precondition to the first
virtual machine further comprises transmitting the first precondition to the second virtual
machine, transmitting the sccond prccondition to the first virtual machine further compriscs
transmitting the second precondition to the second virtual machine, receiving the first change
request from the second virtual machine further comprises receiving the second precondition
from the second virtual machine, and receiving the second change request from the second
virtual machine further comprises receiving the second precondition from the second virtual
machine, wherein the method further comprises:

determining, by the one or more processors, to grant the second change request based on
each of (i) the expiration of the grace period and (ii) the second precondition received with the

second change request matching the second precondition stored in memory.
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ABSTRACT OF THE DISCLOSURE
A system including a data plane including a first virtual machine designated as a primary node
and a second virtual machine designated as a secondary node, and a lock service configured to
control changes in designation of the primary node and the secondary node. The first virtual
machine repeatedly issues requests to the second virtual machine or lock service extending
designation as the primary node for a first duration. The request is repeatedly issued within a
duration shorter than the first duration. The second virtual machine receives an indication of the
designation of the first virtual machinc as thc primary nodc being cxtended, issucs a request to
the lock service to change the designation of the primary node after passage the first duration of
time without further indication of first virtual machine being extended as primary node, and

receives conlirmation from the lock service of the change in designation.
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