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2000

2005 START

) 4

CREATE OR UPDATE DATABASE GROUP HAVING AUTO-
2010 —»{ REGISTRATION ENABLED ON DATABASE SERVER VIRTUAL
MACHINE

A 4

RECEIVE REQUEST TO REGISTER A DATABASE ON THE
DATABASE SERVER VIRTUAL MACHINE

2015 ——p

A 4

AUTOMATICALLY AUTO-REGISTER THE DATABASE TO THE
2020 —»| DATABASE GROUP ON THE NEXT LOG CATCHUP OR
SNAPSHOT CAPTURE OPERATION

2025 END

FIG. 20
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2301 START

2300 2305 5E{ ECT DATABASE(S) TO
\ CLONE

3 ¥

FROM AVAILABLE
SNAPSHOT

234 0> POINT IN TIME e 3045

RECEIVE SELECTION OF
320> DATABASE SERVER VIRTUAL
MACHINE

!

RECEIVE INPUTS FOR CREATING
2325~ DATABASE GROUP FOR CLONED
DATABASE

A

¥
CREATE CLONED DATABASE
FOR EACH SELECTED
DATABASE, CREATE CLONED
2330 ——> DATABASE GROUP, AND
ASSOCIATE EACH CLONED
DATABASE WITH THE CLONED
DATABASE GROUP

2335 END

FIG. 23
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DATABASE GROUP MANAGEMENT

CROSS-REFERENCE TO RELATED
APPLICATIONS

This is a non-provisional application of U.S. Provisional
Application No. 63/271,585, filed on Oct. 25, 2021, the
entirety of which is incorporated by reference herein.

BACKGROUND

Virtual computing systems are widely used in a variety of
applications. Virtual computing systems include one or more
host machines running one or more virtual machines and
other entities (e.g., containers) concurrently. Modern virtual
computing systems allow several operating systems and
several software applications to be safely run at the same
time, thereby increasing resource utilization and perfor-
mance efficiency. However, the present-day virtual comput-
ing systems have limitations due to their configuration and
the way they operate.

SUMMARY

In accordance with some aspects of the present disclosure,
a non-transitory computer-readable media having computer-
readable instructions stored thereon is disclosed. The com-
puter-readable instructions when executed by a processor of
a database management system cause the processor to
receive request to create a database group, receive selection
of a database server virtual machine on which to create the
database group to add to the database group, receive selec-
tion of at least one database from a list of databases that are
not part of another database group, receive selection of a
Service Level Agreement (“SLA”) and a protection sched-
ule, and create the database group on the database server
virtual machine, including associating the database group
with the SLLA and the protection schedule and adding the at
least one database to the database group, wherein each of the
at least one database is protected using the same SLLA and the
protection schedule that is associated with the database
group.

In accordance with some aspects of the present disclosure,
a system is disclosed. The system includes a memory having
computer-readable instructions stored thereon and a proces-
sor that executes the computer-readable instructions to
receive request to create a database group, receive selection
of a database server virtual machine on which to create the
database group, receive selection of at least one database
from a list of databases that are not part of another database
group to add to the database group, receive selection of a
Service Level Agreement (“SLA”) and a protection sched-
ule, and create the database group on the database server
virtual machine, including associating the database group
with the SLLA and the protection schedule and adding the at
least one database to the database group, wherein each of the
at least one database is protected using the same SLLA and the
protection schedule that is associated with the database
group.

In accordance with some aspects of the present disclosure,
a method is disclosed. The method includes receiving
request to create a database group, receiving selection of a
database server virtual machine on which to create the
database group, receiving selection of at least one database
from a list of databases that are not part of another database
group to add to the database group, receiving selection of a
Service Level Agreement (“SLA”) and a protection sched-
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ule, and creating the database group on the database server
virtual machine, including associating the database group
with the SLLA and the protection schedule and adding the at
least one database to the database group, wherein each of the
at least one database is protected using the same SLA and the
protection schedule that is associated with the database
group.

The foregoing summary is illustrative only and is not
intended to be in any way limiting. In addition to the
illustrative aspects, embodiments, and features described
above, further aspects, embodiments, and features will
become apparent by reference to the following drawings and
the detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an example block diagram of a cluster in a
hyperconverged virtual computing system, in accordance
with some embodiments of the present disclosure.

FIG. 2 is an example block diagram of a database system
in the virtual computing system of FIG. 1, in accordance
with some embodiments of the present disclosure.

FIG. 3 is an example block diagram showing various
configurations of a database group, in accordance with some
embodiments of the present disclosure.

FIG. 4 is an example flowchart outlining operations for
creating a database group, in accordance with some embodi-
ments of the present disclosure.

FIGS. 5-11 are example user interfaces showing the
creation of the database group, as outlined in the flowchart
of FIG. 4, in accordance with some embodiments of the
present disclosure.

FIG. 12 is another example flowchart outlining operations
for creating a database group, in accordance with some
embodiments of the present disclosure.

FIGS. 13-17 are example user interfaces showing the
creation of the database group, as outlined in the flowchart
of FIG. 12, in accordance with some embodiments of the
present disclosure.

FIGS. 18-19B are example user interfaces showing addi-
tion of a database to a database group, in accordance with
some embodiments of the present disclosure.

FIG. 20 is an example flowchart outlining operations for
auto-registering databases with a database group, in accor-
dance with some embodiments of the present disclosure.

FIG. 21 is an example user interface showing a time
machine dashboard of a database group, in accordance with
some embodiments of the present disclosure.

FIG. 22 is an example user interface showing additional
details of a time scale portion of a time machine dashboard
of'a database group, in accordance with some embodiments
of the present disclosure.

FIG. 23 is an example flowchart outlining operations for
cloning a database in a database group and adding the cloned
database to a cloned database group, in accordance with
some embodiments of the present disclosure.

FIGS. 24-29 are example user interfaces showing the
cloning of the database, as outlined in FIG. 23, in accor-
dance with some embodiments of the present disclosure.

FIGS. 30 and 31 are example user interfaces showing
adding new cloned databases to a cloned database group, in
accordance with some embodiments of the present disclo-
sure.

FIGS. 32 and 33 are example user interfaces for restoring
a database in a database group, in accordance with some
embodiments of the present disclosure.
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The foregoing and other features of the present disclosure
will become apparent from the following description and
appended claims, taken in conjunction with the accompa-
nying drawings. Understanding that these drawings depict
only several embodiments in accordance with the disclosure
and are therefore, not to be considered limiting of its scope,
the disclosure will be described with additional specificity
and detail through use of the accompanying drawings.

DETAILED DESCRIPTION

In the following detailed description, reference is made to
the accompanying drawings, which form a part hereof. In
the drawings, similar symbols typically identify similar
components, unless context dictates otherwise. The illustra-
tive embodiments described in the detailed description,
drawings, and claims are not meant to be limiting. Other
embodiments may be utilized, and other changes may be
made, without departing from the spirit or scope of the
subject matter presented here. It will be readily understood
that the aspects of the present disclosure, as generally
described herein, and illustrated in the figures, can be
arranged, substituted, combined, and designed in a wide
variety of different configurations, all of which are explicitly
contemplated and made part of this disclosure.

The present disclosure is generally directed to a virtual
computing system (e.g., a hyperconverged virtual comput-
ing system) having at least one cluster, with the at least one
cluster having at least one node. The at least one node
includes one or more virtual machines, which may be
managed by an instance of a monitor such as a hypervisor.
These and other components may be part of a datacenter
(whether on-premise or cloud), which may be managed by
a user (e.g., an administrator or other authorized personnel).
A distributed storage system, for providing storage and
protection capabilities, may be associated with the virtual
computing system and shared at least partially by each of the
at least one node. The virtual computing system may be
configured as a database system for providing database
management services. For example, at least some of the one
or more virtual machines within the virtual computing
system may be configured as database server virtual
machines (also referred to herein as database virtual
machines, database server instances, virtual machine
instances, and the like) for storing one or more databases.
These databases may be managed by a database manage-
ment system. The database management system may pro-
vide a plurality of database services. For example, in some
embodiments, the database system may provide database
provisioning services and copy data management services.

Database provisioning services involve creating or pro-
visioning new databases. Creating a database may be a time
intensive process and inconvenient for the user. In some
embodiments, creating a database may take multiple days.
The user may not have the time or desire to wait for multiple
days to create a database. Additionally, the user may not be
fully privy to or even understand the various configurational
details that may be needed to create a database. The present
disclosure provides technical solutions to the above prob-
lems.

Specifically, the database management system of the
present disclosure greatly simplifies the database provision-
ing service. The database management system of the present
disclosure allows the user to quickly and conveniently create
a new database and associate the database with the database
management system, thereby increasing the usability of the
database management system and improving the operations/
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4

functionality of the database management system. The entire
process of creating and associating the database with the
database management system may be completed by the user
within a span of a few minutes (or less) instead of the
multiple days mentioned above. The database management
system of the present disclosure provides a user friendly,
intuitive user interface that solicits information from and
conveniently walks the user through the various steps for
creating a new database within minutes. The database man-
agement system may include a catalog of standardized
configurations, which the user may select from the user
interface for creating the database. The user may modify the
standardized configurations or create custom configurations
to suit their needs. By virtue of providing standardized
configurations, the present disclosure simplifies the database
creation process for the user. The user interface also hides
the complexity of creating the database from the user. For
example, the user need not worry about creating, partition-
ing, or associating storage space (e.g., storage disk space)
with the database that is being created. The user may simply
specify a size of the database that is desired in the user
interface and the database management system may auto-
matically translate that size into storage space. Thus, based
upon the needs of the user, the user is able to specifically
tailor the database during creation and create the database
easily and quickly using the user interface.

The database management system may also provide the
ability to register an existing database with the database
management system. Such existing databases may have
been created outside of the database management system
(e.g., by a different database provider or vendor). Users
having existing databases may desire to associate their
databases with the database management system (e.g., when
changing vendors). Similar to creating a new database in the
database management system, registering an existing data-
base with the database management system is easy, conve-
nient, and may be completed within a span of a few minutes
(or less) via the user interface(s). As with the creation of a
new database, the user interface(s) walk the user through the
registration process, provides standardized configurations
for the user to select from, ability to modify the standardized
configurations, and create new configurations. Upon regis-
tering the database with the database management system,
the database may take advantage of other database manage-
ment services offered by the database system.

Another database management service may include copy
data management. Copy data management services involve
protecting a database. Protecting a database may include
replicating a state of the database. Replicating the state of
the database may involve creating fully functional read/write
copy (e.g., clone) of the database. Replicating the state of the
database may also include restoring a database. Since the
clones are fully functional copies of the original or source
database, a user may perform operations on the cloned copy
that would otherwise be performed on the original database.
For example, the user may perform reporting, auditing,
testing, data analysis, etc. on the cloned copy of the original
database. A cloned database or restored database may be
created by periodically capturing snapshots of the database.
A snapshot stores the state of the database at the point in time
at which the snapshot is captured. The snapshot is thus a
point in time image of the database. The snapshot may
include a complete encapsulation of the virtual machine on
which the database is created, including the configuration
data of the virtual machine, the data stored within the
database, and any metadata associated with the virtual
machine. Any of a variety of snapshotting techniques may be
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used. For example, in some embodiments, copy-on-write,
redirect-on-write, near-sync, or other snapshotting methods
may be used to capture snapshots. From the snapshot, the
source database may be recreated to the state at which the
snapshot was captured.

However, the number of snapshots that are captured in a
given day may be limited. Specifically, because capturing a
snapshot requires quiescing (e.g., pausing) the database and
entering a safe mode in which user operations are halted, it
may be desirable to take only a minimum number of
snapshots in a day. Thus, choices of state that may recreated
from a snapshot may be limited. If a state is desired that falls
between the capture of two snapshots, the user may be out
of luck. Thus, the desire to limit the number of snapshots in
a day results in a significant technical problem that results in
losing changes made to a database since the last snapshot
capture or between two snapshot captures. The present
disclosure provides technical solutions to these problems.

Specifically, the present disclosure automatically creates
an instance of a database protection system (e.g., time
machine) for each database (e.g., source database) that is
provisioned or registered with the database management
system. The database protection system instance may be
configured to protect the database by automatically captur-
ing snapshots of the database. Additionally, to avoid losing
changes in state between two snapshot captures or since the
last snapshot capture, the database system may capture
transactional logs. Backup using transactional logs may
create one or more transactional log backup files (e.g., with
extension .trn) that record every transaction or change that
occurs on the source database since a last snapshot capture.
Thus, by using the snapshots or a combination of snapshots
and transactional logs, any state of the source database down
to the last second (or even fractions of seconds or other time
granularities) may be recreated. Specifically, states of the
source database that fall between the capture of two snap-
shots may be recreated by using a combination of snapshots
and transactional logs.

The frequency of capturing transactional logs may be
higher than the frequency of capturing snapshots in a day.
For example, in some embodiments, a transactional log may
be captured every 15 minutes. In other embodiments, the
user may define the frequency of capturing transactional
logs. Further, since the source database is not quiesced
(paused) for capturing the transactional log, user operations
may continue while the transactional logs are being cap-
tured. Further, since the transactional logs only capture the
changes in the database since the last snapshot capture, the
transactional logs do not consume a lot of space. Thus,
clones of the database may be created to a point in time by
using a combination of transactional logs and snapshots
(e.g., between two snapshot captures), or based upon avail-
able snapshots (e.g., at the point of snapshot capture).

Further, the frequency with which the snapshots and
transactional logs are captured by the database system may
depend upon the level of protection desired by the user. The
database management system may solicit a protection sched-
ule and definition of a Service Level Agreement (“SLA”)
from the user while creating the database (or registering the
database). For convenience, the database management sys-
tem may include built-in defaults of the protections schedule
and SLA levels that the user may select from. The user may
modify the defaults or define new parameters for the pro-
tection schedule and SLA. Thus, the level of protection
accorded to each database associated with the database
management system may be individually tailored based
upon the requirements of the user. The protection schedule
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may allow the user to define the frequency of snapshots and
transactional logs to be captured each day, and the time-
period for capturing daily, weekly, monthly, and/or quarterly
snapshots based upon the SLA.

In addition to provisioning and copy data management
services, the database management system of the present
disclosure may be configured for performing a variety of
other database services, such as patching, load balancing
database snapshot replication for improved scalability (par-
ticularly in a multi-cluster environment), cross availability
zone database as a service, a singular database as a service
for a multi-cloud environment, etc. Thus, in some embodi-
ments, each database that is either provisioned or registered
within the database management system or that exists within
the database management system (e.g., source database,
cloned or restored database) may need to be managed in one
way or the other. Further, the operations that may be
performed on these databases for a particular type of man-
agement operation may be at least somewhat similar.

For example, for every database within the database
management system from which a cloned database or
restored database is desired, snapshots and/or transactional
logs may be captured. As noted above, in some embodi-
ments, a database protection may be associated with each
database that is provisioned or registered with the database
management system. In some embodiments, the database
management system may be managing hundreds or thou-
sands of databases. Thus, hundreds or thousands of database
protection system instances may exist within the database
management system, all performing the same operations—
capturing snapshots and/transactional logs from their asso-
ciated database. As the number of databases in the database
management system increases, the complexity of manage-
ment of these databases increases as well. Further, the cost
of maintaining these databases may increase as well due to
need for providing extra resources (e.g., extra storage space,
extra servers, etc.). In some embodiments, the performance
in the database management system may be impacted as
well (e.g., increased latency due to hundreds or thousands of
database protection system instances quiescing and unqui-
escing databases).

Thus, the present disclosure provides a mechanism for
performing group operations. Specifically, in some embodi-
ments, certain databases in the database management system
may be grouped together to form a group database (also
referred to herein as database group, grouped databases,
anchor or anchored databases, and the like). Operations may
be performed on the grouped databases. For example,
instead of performing the same operation individually on
each database that forms part of the database group, a single
operation may be performed on all the databases in the
group, thereby reducing the number of instances that the
operation is performed, thereby increasing performance and
reducing complexity and cost of management. For example,
if 50 databases are in a database group, instead of creating
and maintaining 50 different time machines, each individu-
ally capturing snapshots and/or transactional logs from their
associated database, by grouping the 50 databases in a single
group, a single time machine may be created for the entire
group and the single time machine may capture snapshots
and/or transactional logs from the 50 databases that are in
the group. Further, in some embodiments, instead of cap-
turing 50 separate snapshots or staging drive snapshots for
the 50 individual databases, a single snapshot and/or a single
staging drive snapshot may be captured from the 50 data-
bases that have been grouped together in the single database

group.
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Thus, the present disclosure provides technical solutions
that enable better management of databases by a database
management system while increasing performance of the
databases and the database management system, as well as
consuming fewer computing resources allowing additional
functionality to be supported by the database management
system.

Referring now to FIG. 1, a cluster 100 of a virtual
computing system is shown, in accordance with some
embodiments of the present disclosure. The cluster 100
includes a plurality of nodes, such as a first node 105, a
second node 110, and a third node 115. Each of the first node
105, the second node 110, and the third node 115 may also
be referred to as a “host” or “host machine.” The first node
105 includes database virtual machines (“database virtual
machines”) 120A and 120B (collectively referred to herein
as “database virtual machines 120”), a hypervisor 125
configured to create and run the database virtual machines,
and a controller/service virtual machine 130 configured to
manage, route, and otherwise handle workflow requests
between the various nodes of the cluster 100. Similarly, the
second node 110 includes database virtual machines 135A
and 135B (collectively referred to herein as “database virtual
machines 135”), a hypervisor 140, and a controller/service
virtual machine 145, and the third node 115 includes data-
base virtual machines 150A and 150B (collectively referred
to herein as “database virtual machines 150”), a hypervisor
155, and a controller/service virtual machine 160. The
controller/service virtual machine 130, the controller/service
virtual machine 145, and the controller/service virtual
machine 160 are all connected to a network 165 to facilitate
communication between the first node 105, the second node
110, and the third node 115. Although not shown, in some
embodiments, the hypervisor 125, the hypervisor 140, and
the hypervisor 155 may also be connected to the network
165. Further, although not shown, one or more of the first
node 105, the second node 110, and the third node 115 may
include one or more containers managed by a monitor (e.g.,
container engine).

The cluster 100 also includes and/or is associated with a
storage pool 170 (also referred to herein as storage sub-
system). The storage pool 170 may include network-at-
tached storage 175 and direct-attached storage 180A, 180B,
and 180C. The network-attached storage 175 is accessible
via the network 165 and, in some embodiments, may include
cloud storage 185, as well as a networked storage 190. In
contrast to the network-attached storage 175, which is
accessible via the network 165, the direct-attached storage
180A, 180B, and 180C includes storage components that are
provided internally within each of the first node 105, the
second node 110, and the third node 115, respectively, such
that each of the first, second, and third nodes may access its
respective direct-attached storage without having to access
the network 165.

It is to be understood that only certain components of the
cluster 100 are shown in FIG. 1. Nevertheless, several other
components that are needed or desired in the cluster 100 to
perform the functions described herein are contemplated and
considered within the scope of the present disclosure.

Although three of the plurality of nodes (e.g., the first
node 105, the second node 110, and the third node 115) are
shown in the cluster 100, in other embodiments, greater than
or fewer than three nodes may be provided within the
cluster. Likewise, although only two database virtual
machines (e.g., the database virtual machines 120, the
database virtual machines 135, the database virtual
machines 150) are shown on each of the first node 105, the
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second node 110, and the third node 115, in other embodi-
ments, the number of the database virtual machines on each
of the first, second, and third nodes may vary to include
other numbers of database virtual machines. Further, the first
node 105, the second node 110, and the third node 115 may
have the same number of database virtual machines (e.g., the
database virtual machines 120, the database virtual
machines 135, the database virtual machines 150) or differ-
ent number of database virtual machines.

In some embodiments, each of the first node 105, the
second node 110, and the third node 115 may be a hardware
device, such as a server. For example, in some embodiments,
one or more of the first node 105, the second node 110, and
the third node 115 may be an NX-1000 server, NX-3000
server, NX-6000 server, NX-8000 server, etc. provided by
Nutanix, Inc. or server computers from Dell, Inc., Lenovo
Group Ltd. or Lenovo PC International, Cisco Systems, Inc.,
etc. In other embodiments, one or more of the first node 105,
the second node 110, or the third node 115 may be another
type of hardware device, such as a personal computer, an
input/output or peripheral unit such as a printer, or any type
of device that is suitable for use as a node within the cluster
100. In some embodiments, the cluster 100 may be part of
a data center. Further, one or more of the first node 105, the
second node 110, and the third node 115 may be organized
in a variety of network topologies. Each of the first node
105, the second node 110, and the third node 115 may also
be configured to communicate and share resources with each
other via the network 165. For example, in some embodi-
ments, the first node 105, the second node 110, and the third
node 115 may communicate and share resources with each
other via the controller/service virtual machine 130, the
controller/service virtual machine 145, and the controller/
service virtual machine 160, and/or the hypervisor 125, the
hypervisor 140, and the hypervisor 155.

Also, although not shown, one or more of the first node
105, the second node 110, and the third node 115 may
include one or more processors configured to execute
instructions. The instructions may be carried out by a special
purpose computer, logic circuits, or hardware circuits of the
first node 105, the second node 110, and the third node 115.
The processors may be implemented in hardware, firmware,
software, or any combination thereof. The term “execution”
is, for example, the process of running an application or the
carrying out of the operation called for by an instruction. The
instructions may be written using one or more programming
language, scripting language, assembly language, etc. The
processors, thus, execute an instruction, meaning that they
perform the operations called for by that instruction.

The processors may be operably coupled to the storage
pool 170, as well as with other elements of the first node 105,
the second node 110, and the third node 115 to receive, send,
and process information, and to control the operations of the
underlying first, second, or third node. The processors may
retrieve a set of instructions from the storage pool 170, such
as, from a permanent memory device like a read only
memory (“ROM”) device and copy the instructions in an
executable form to a temporary memory device that is
generally some form of random access memory (“RAM”).
The ROM and RAM may both be part of the storage pool
170, or in some embodiments, may be separately provi-
sioned from the storage pool. In some embodiments, the
processors may execute instructions without first copying
the instructions to the RAM. Further, the processors may
include a single stand-alone processor, or a plurality of
processors that use the same or different processing tech-
nology.
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With respect to the storage pool 170 and particularly with
respect to the direct-attached storage 180A, 180B, and
180C, each of the direct-attached storage may include a
variety of types of memory devices that are suitable for a
virtual computing system. For example, in some embodi-
ments, one or more of the direct-attached storage 180A,
180B, and 180C may include, but is not limited to, any type
of RAM, ROM, flash memory, magnetic storage devices
(e.g., hard disk, floppy disk, magnetic strips, etc.), optical
disks (e.g., compact disk (“CD”), digital versatile disk
(“DVD?”), etc.), smart cards, solid state devices, etc. Like-
wise, the network-attached storage 175 may include any of
a variety of network accessible storage (e.g., the cloud
storage 185, the networked storage 190, etc.) that is suitable
for use within the cluster 100 and accessible via the network
165. The storage pool 170, including the network-attached
storage 175 and the direct-attached storage 180A, 180B, and
180C, together form a distributed storage system configured
to be accessed by each of the first node 105, the second node
110, and the third node 115 via the network 165, the
controller/service virtual machine 130, the controller/service
virtual machine 145, the controller/service virtual machine
160, and/or the hypervisor 125, the hypervisor 140, and the
hypervisor 155. In some embodiments, the various storage
components in the storage pool 170 may be configured as
virtual disks for access by the database virtual machines 120,
the database virtual machines 135, and the database virtual
machines 150.

Each of the database virtual machines 120, the database
virtual machines 135, the database virtual machines 150 is
a software-based implementation of a computing machine.
The database virtual machines 120, the database virtual
machines 135, the database virtual machines 150 emulate
the functionality of a physical computer. Specifically, the
hardware resources, such as processor, memory, storage,
etc., of the underlying computer (e.g., the first node 105, the
second node 110, and the third node 115) are virtualized or
transformed by the respective hypervisor 125, the hypervi-
sor 140, and the hypervisor 155, into the underlying support
for each of the database virtual machines 120, the database
virtual machines 135, the database virtual machines 150 that
may run its own operating system and applications on the
underlying physical resources just like a real computer. By
encapsulating an entire machine, including CPU, memory,
operating system, storage devices, and network devices, the
database virtual machines 120, the database virtual
machines 135, the database virtual machines 150 are com-
patible with most standard operating systems (e.g. Windows,
Linux, etc.), applications, and device drivers.

Thus, each of the hypervisor 125, the hypervisor 140, and
the hypervisor 155 is a virtual machine monitor that allows
a single physical server computer (e.g., the first node 105,
the second node 110, third node 115) to run multiple
instances of the database virtual machines 120, the database
virtual machines 135, and the database virtual machines 150
with each virtual machine sharing the resources of that one
physical server computer, potentially across multiple envi-
ronments. For example, each of the hypervisor 125, the
hypervisor 140, and the hypervisor 155 may allocate
memory and other resources to the underlying virtual
machines (e.g., the database virtual machines 120, the
database virtual machines 135, the database virtual machine
150A, and the database virtual machine 150B) from the
storage pool 170 to perform one or more functions. In some
embodiments, a different type of monitor (or no monitor)
may be used instead of the hypervisor 125, the hypervisor
140, and the hypervisor 155.
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By running the database virtual machines 120, the data-
base virtual machines 135, and the database virtual
machines 150 on each of the first node 105, the second node
110, and the third node 115, respectively, multiple workloads
and multiple operating systems may be run on a single piece
of underlying hardware computer (e.g., the first node, the
second node, and the third node) to increase resource
utilization and manage workflow. When new database vir-
tual machines are created (e.g., installed) on the first node
105, the second node 110, and the third node 115, each of the
new database virtual machines may be configured to be
associated with certain hardware resources, software
resources, storage resources, and other resources within the
cluster 100 to allow those virtual machines to operate as
intended.

The database virtual machines 120, the database virtual
machines 135, the database virtual machines 150, and any
newly created instances of the database virtual machines
may be controlled and managed by their respective instance
of the controller/service virtual machine 130, the controller/
service virtual machine 145, and the controller/service vir-
tual machine 160. The controller/service virtual machine
130, the controller/service virtual machine 145, and the
controller/service virtual machine 160 are configured to
communicate with each other via the network 165 to form a
distributed system 195. Each of the controller/service virtual
machine 130, the controller/service virtual machine 145, and
the controller/service virtual machine 160 may be consid-
ered a local management system configured to manage
various tasks and operations within the cluster 100. For
example, in some embodiments, the local management
system may perform various management related tasks on
the database virtual machines 120, the database virtual
machines 135, and the database virtual machines 150.

The hypervisor 125, the hypervisor 140, and the hyper-
visor 155 of the first node 105, the second node 110, and the
third node 115, respectively, may be configured to run
virtualization software, such as, ESXi from virtual machines
are, AHV from Nutanix, Inc., XenServer from Citrix Sys-
tems, Inc., etc. The virtualization software on the hypervisor
125, the hypervisor 140, and the hypervisor 155 may be
configured for running the database virtual machines 120,
the database virtual machines 135, the database virtual
machine 150A, and the database virtual machine 150B,
respectively, and for managing the interactions between
those virtual machines and the underlying hardware of the
first node 105, the second node 110, and the third node 115.
Each of the controller/service virtual machine 130, the
controller/service virtual machine 145, the controller/service
virtual machine 160, the hypervisor 125, the hypervisor 140,
and the hypervisor 155 may be configured as suitable for use
within the cluster 100.

The network 165 may include any of a variety of wired or
wireless network channels that may be suitable for use
within the cluster 100. For example, in some embodiments,
the network 165 may include wired connections, such as an
Ethernet connection, one or more twisted pair wires, coaxial
cables, fiber optic cables, etc. In other embodiments, the
network 165 may include wireless connections, such as
microwaves, infrared waves, radio waves, spread spectrum
technologies, satellites, etc. The network 165 may also be
configured to communicate with another device using cel-
lular networks, local area networks, wide area networks, the
Internet, etc. In some embodiments, the network 165 may
include a combination of wired and wireless communica-
tions. The network 165 may also include or be associated
with network interfaces, switches, routers, network cards,
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and/or other hardware, software, and/or firmware compo-
nents that may be needed or considered desirable to have in
facilitating intercommunication within the cluster 100.

Referring still to FIG. 1, in some embodiments, one of the
first node 105, the second node 110, or the third node 115
may be configured as a leader node. The leader node may be
configured to monitor and handle requests from other nodes
in the cluster 100. For example, a particular database virtual
machine (e.g., the database virtual machines 120, the data-
base virtual machines 135, or the database virtual machines
150) may direct an input/output request to the controller/
service virtual machine (e.g., the controller/service virtual
machine 130, the controller/service virtual machine 145, or
the controller/service virtual machine 160, respectively) on
the underlying node (e.g., the first node 105, the second node
110, or the third node 115, respectively). Upon receiving the
input/output request, that controller/service virtual machine
may direct the input/output request to the controller/service
virtual machine (e.g., one of the controller/service virtual
machine 130, the controller/service virtual machine 145, or
the controller/service virtual machine 160) of the leader
node. In some cases, the controller/service virtual machine
that receives the input/output request may itself be on the
leader node, in which case, the controller/service virtual
machine does not transfer the request, but rather handles the
request itself.

The controller/service virtual machine of the leader node
may fulfil the input/output request (and/or request another
component within/outside the cluster 100 to fulfil that
request). Upon fulfilling the input/output request, the con-
troller/service virtual machine of the leader node may send
a response back to the controller/service virtual machine of
the node from which the request was received, which in turn
may pass the response to the database virtual machine that
initiated the request. In a similar manner, the leader node
may also be configured to receive and handle requests (e.g.,
user requests) from outside of the cluster 100. If the leader
node fails, another leader node may be designated.

Additionally, in some embodiments, although not shown,
the cluster 100 may be associated with a central manage-
ment system that is configured to manage and control the
operation of multiple clusters in the virtual computing
system. In some embodiments, the central management
system may be configured to communicate with the local
management systems on each of the controller/service vir-
tual machine 130, the controller/service virtual machine 145,
the controller/service virtual machine 160 for controlling the
various clusters.

Again, it is to be understood again that only certain
components and features of the cluster 100 are shown and
described herein. Nevertheless, other components and fea-
tures that may be needed or desired to perform the functions
described herein are contemplated and considered within the
scope of the present disclosure. It is also to be understood
that the configuration of the various components of the
cluster 100 described above is only an example and is not
intended to be limiting in any way. Rather, the configuration
of those components may vary to perform the functions
described herein.

Turning now to FIG. 2, an example block diagram of a
database system 200 is shown, in accordance with some
embodiments of the present disclosure. FIG. 2 is discussed
in conjunction with FIG. 1. The database system 200 or
portions thereof may be configured as utility software for
creating and implementing database management services.
The database system 200 is configured to facilitate creation/
registration, protection, querying, and/or administration of
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the databases associated therewith. In other words, the
database system 200 is configured to provide a variety of
database services or database management services related
to the databases associated therewith. Thus, the database
system 200 includes a database management system 205 that
is configured to receive input from and provide output to a
user via a dashboard 210. The database management system
205 is also associated with a database storage system 215
that is configured to store one or more databases under
management of the database system 200. In association with
the dashboard 210 and the database storage system 215, the
database management system 205 is configured to imple-
ment one or more database management services of the
database system 200. For example, the database manage-
ment system 205 may be configured to provide database
provisioning services to create new databases or database
registration services to register existing databases with the
database system 200 using a database provisioning system
220. The database management system 205 may also be
configured to protect databases created or registered by the
database provisioning system 220 via a database protection
system 225, as well as provide other types of database
management services. Although the database provisioning
system 220 and the database protection system 225 are
shown as separate components, in some embodiments, the
database provisioning system and the database protection
system may be combined, and the combined component
may perform the operations of the individual components.
Although not shown, the database management system 205
may include other or additional components that provide
other or additional database management services. The
database management system 205 may also be referred to
herein as a “database service,” “Era service,” or “Era
server.”

The database system 200 may be installed on a database
virtual machine (e.g., the database virtual machines 120, the
database virtual machines 135, the database virtual
machines 150 of FIG. 1). The database system 200 may be
installed via the controller/service virtual machine (e.g., the
controller/service virtual machine 130, the controller/service
virtual machine 145, the controller/service virtual machine
160) of the node (e.g., the first node 105, the second node
110, and the third node 115) on which the database system
is to be installed. For example, an administrator desiring to
install the database system 200 may download a copy on
write image file (e.g., qcow or qcow2 image file) on the
controller/service virtual machine to define the content and
structure of a disk volume to be associated with the database
system 200. In some embodiments, instead of a copy on
write image file, another type of disk image file, depending
upon the type of underlying hypervisor, may be installed.
Further, the administrator may create or one or more new
database virtual machines on which the database system 200
is to reside. As part of creating the database virtual
machines, the administrator may allocate a particular num-
ber of virtual central processors (VCPU) to each of the
database virtual machines, define the number of cores that
are desired in each vCPU, designate a specific amount of
memory to each of the database virtual machines, and attach
a database storage device (e.g., a virtual disk from the
storage pool 170) with each of the database virtual
machines. In some embodiments, at least a portion of the
database storage device attached to the database system 200
may form the database storage system 215. The administra-
tor may also create a new network interface (e.g., associate
a virtual local area network (VLAN), assign an Internet
Protocol (“IP”) address to access the database system 200,
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etc.) with each of the database virtual machines. The admin-
istrator may perform additional and/or other actions to create
the database virtual machines on which the database system
200 resides upon creation and installation of the disk image
file.

In some embodiments, the database virtual machines on
which the database system 200 resides may all be located on
a single node (e.g., one of the first node 105, the second node
110, and the third node 115). In other embodiments, the
database virtual machines on which the database system 200
resides may be spread across multiple nodes within a single
cluster, or amongst multiple clusters. When spread across
multiple clusters, each of the associated multiple clusters
may be configured to at least indirectly communicate with
one another to facilitate operation of the database system
200. Upon installing the database system 200, a user (e.g.,
the administrator or other user authorized to access the
database system) may access the dashboard 210. The dash-
board 210, thus, forms the front end of the database system
200 and the database management system 205 and the
database storage system 215 form the backend of the data-
base system.

The database system 200 may be accessed via a comput-
ing device associated with the virtual computing system
(e.g., of FIG. 1). In other embodiments, instead of or in
addition to being accessible via a particular computing
device, the database system 200 or at least portions thereof
may be hosted on a cloud service and may be accessed via
the cloud. In some embodiments, the database system 200
may additionally or alternatively be configured as a mobile
application suitable for access from a mobile computing
device (e.g., a mobile phone). In some embodiments, the
database system 200 and particularly the dashboard 210 may
be accessed via an Application Programming Interface
(“API”) 230. To access the dashboard 210 via the API 230,
a user may use designated devices such as laptops, desktops,
tablets, mobile devices, other handheld or portable devices,
and/or other types of computing devices that are configured
to access the API. These devices may be different from the
computing device on which the database system 200 is
installed.

In some embodiments and when the dashboard 210 is
configured for access via the API 230, the user may access
the dashboard via a web browser and upon entering a
uniform resource locator (“URL”) for the API such as the IP
address or other indicator of the database system 200 or
other web address. Using the API 230 and the dashboard
210, the users may then send instructions to the database
management system 205 and receive information back from
the database management system. In some embodiments, the
API 230 may be a representational state transfer (“REST”)
type of APL. In other embodiments, the API 230 may be any
other type of web or other type of API (e.g., ASP.NET) built
using any of a variety of technologies, such as Java, .Net,
etc., that is capable of accessing the database management
system 205 and facilitating communication between the
users and the database management system. In some
embodiments, the API 230 may be configured to facilitate
communication via a hypertext transfer protocol (“HTTP”)
or hypertext transfer protocol secure (“HTTPS”) type
request. The API 230 may receive an HT'TP/HTTPS request
and send an HTTP/HTTPS response back. In other embodi-
ments, the API 230 may be configured to facilitate commu-
nication using other or additional types of communication
protocols. In other embodiments, the database system 200
may be configured for access in other ways.
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The dashboard 210 provides a user interface that facili-
tates human-computer interaction between the users and the
database management system 205. The dashboard 210 is
configured to receive user inputs from the users via a
graphical user interface (“GUI”) and transmit those user
inputs to the database management system 205. The dash-
board 210 is also configured to receive outputs/information
from the database management system 205 and present
those outputs/information to the users via the GUI of the
management system. The GUI may present a variety of
graphical icons, windows, visual indicators, menus, visual
widgets, and other indicia to facilitate user interaction. In
other embodiments, the dashboard 210 may be configured as
other types of user interfaces, including for example, text-
based user interfaces and other man-machine interfaces.
Thus, the dashboard 210 may be configured in a variety of
ways.

Further, the dashboard 210 may be configured to receive
user inputs in a variety of ways. For example, the dashboard
210 may be configured to receive the user inputs using input
technologies including, but not limited to, a keyboard, a
stylus and/or touch screen, a mouse, a track ball, a keypad,
a microphone, voice recognition, motion recognition,
remote controllers, input ports, one or more buttons, dials,
joysticks, etc. that allow an external source, such as the user,
to enter information into the database system 200. The
dashboard 210 may also be configured to present outputs/
information to the users in a variety of ways. For example,
the dashboard 210 may be configured to present information
to external systems such as users, memory, printers, speak-
ers, etc. Therefore, although not shown, dashboard 210 may
be associated with a variety of hardware, software, firmware
components, or combinations thereof. Generally speaking,
the dashboard 210 may be associated with any type of
hardware, software, and/or firmware component that enables
the database management system 205 to perform the func-
tions described herein.

Thus, the dashboard receives a user request (e.g., an
input) from the user and transmits that user request to the
database management system 205. In some embodiments,
the user request may be to request a database management
service. For example, in some embodiments, the user
request may be to request a database provisioning service. In
response to the user request for a database provisioning
service, the database management system 205 may activate
the database provisioning system 220.

The database management system 205, including the
database provisioning system 220 and the database protec-
tion system 225 may be configured as, and/or operate in
association with, hardware, software, firmware, or a com-
bination thereof. Specifically, the database management
system 205 may include a processor 235 configured to
execute instructions for implementing the database manage-
ment services of the database system 200. In some embodi-
ments, each of the database provisioning system 220 and the
database protection system 225 may have their own separate
instance of the processor 235. The processor 235 may be
implemented in hardware, firmware, software, or any com-
bination thereof. “Executing an instruction” means that the
processor 235 performs the operations called for by that
instruction. The processor 235 may retrieve a set of instruc-
tions from a memory for execution. For example, in some
embodiments, the processor 235 may retrieve the instruc-
tions from a permanent memory device like a read only
memory (ROM) device and copy the instructions in an
executable form to a temporary memory device that is
generally some form of random access memory (RAM). The
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ROM and RAM may both be part of the storage pool 170
and/or provisioned separately from the storage pool. In some
embodiments, the processor 235 may be configured to
execute instructions without first copying those instructions
to the RAM. The processor 235 may be a special purpose
computer, and include logic circuits, hardware circuits, etc.
to carry out the instructions. The processor 235 may include
a single stand-alone processor, or a plurality of processors
that use the same or different processing technology. The
instructions may be written using one or more programming
language, scripting language, assembly language, etc.

The database management system 205 may also include a
memory 240. The memory 240 may be provisioned from or
be associated with the storage pool 170. In some embodi-
ments, the memory 240 may be separate from the storage
pool 170. The memory 240 may be any of a variety of
volatile and/or non-volatile memories that may be consid-
ered suitable for use with the database management system
205. In some embodiments, the memory 240 may be con-
figured to store the instructions that are used by the proces-
sor 235. Further, although not shown, in some embodiments,
the database provisioning system 220 and the database
protection system 225 may each, additionally or alterna-
tively, have their own dedicated memory. In some embodi-
ments, the memory 240 may be configured to store metadata
associated with managing the various databases in the
database system 200. Thus, in some embodiments, the
memory 240 may be a repository for metadata and other
types of data that may be needed to provide the database
management services (the terms database management ser-
vices, database services, and the like are used interchange-
ably herein).

Further, the database management system 205 may be
configured to handle a variety of database engines. For
example, in some embodiments, the database management
system 205 may be configured to manage PostgreSQL,
Oracle, Microsoft SQL server, and MySQL database
engines. In other embodiments, the database management
system 205 may be configured to manage other or additional
database engines. Each database that is provisioned (e.g.,
created or registered) within the database system 200 may be
of a particular “database engine.” The database engine may
identify the type of database management system (e.g.,
Oracle, PostgreSQL, etc.) of a particular database. By virtue
of creating or registering a database with a particular data-
base engine, that database is managed in accordance with the
rules and protocols of that database engine. Thus, the
database management system 205 is configured to be oper-
able with and manage databases associated with a variety of
database engines.

It is to be understood that only some components of the
database management system 205 are shown and discussed
herein. In other embodiments, the database management
system 205 may also include other components that are
considered necessary or desirable in implementing the vari-
ous database management services discussed herein. Simi-
larly, the database provisioning system 220 and the database
protection system 225 may have components that are con-
sidered necessary or desirable in implementing the various
database management services discussed herein.

Referring still to FIG. 2, the database storage system 215
is configured to store one or more databases that are provi-
sioned in the database system 200. The database storage
system 215 may include a source database storage 245 and
a target database storage 250. The source database storage
245 may be configured to store the original or recovered
instances of the databases (also referred to herein as source
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databases) that are created within, registered with, or recov-
ered in, the database system 200. The target database storage
250 may be configured to store the clones of the source
databases (also referred to herein as cloned databases). In
some embodiments, the source database storage 245 and the
target database storage 250 may be provisioned from the
storage pool 170 and may include virtual disk storage that is
associated with the database virtual machines (e.g., the
database virtual machines 120, the database virtual
machines 135, the database virtual machines 150) on which
the database system 200, the source databases, and the
cloned databases reside.

For example, in some embodiments, the source database
storage 245 may be associated with one or more source
database virtual machines (referred to herein as source
database virtual machines or source database server virtual
machines) and the source databases stored within the source
database storage may be stored within the virtual disks
associated with the source database virtual machines. Simi-
larly, in some embodiments, the target database storage 250
may be associated with one or more database virtual
machines (referred to herein as target database virtual
machines or target database server virtual machines) and the
databases stored within the target database storage may be
stored within the virtual disks associated with the target
database virtual machines. In some embodiments, one or
more source databases and/or one or more cloned databases
may be stored on a cloud. In some embodiments, each
source database virtual machine may be configured to store
one or more source databases and each target database
virtual machine may be configured to store one or more
target databases. In other embodiments, the source database
storage 245 and the target database storage 250 may addi-
tionally or alternatively be provisioned from other types of
storage associated with the database system 200. In some
embodiments, a source database virtual machine and/or a
target database virtual machine may store source databases,
restored databases, and/or cloned databases.

Further, depending upon the size of a particular database
and the size of the storage space associated with a particular
source database virtual machine, a source (or restored)
database may be stored in its entirety on a single source
database virtual machine or may span multiple source data-
base virtual machines. Further, as the size of that source
database increases, the source (or restored) database may be
moved to another source database virtual machine, may be
stored onto multiple source database virtual machines, and/
or additional storage space may be provisioned to the source
database virtual machines to house the increased size of the
source database. Similarly, depending upon the size of a
cloned database and the size of the storage space associated
with a particular target database virtual machine, the cloned
database may be stored on a single or multiple target
database virtual machines. Further, as the size of the cloned
database increases, the cloned database may be moved to
another target database virtual machine of appropriate size,
may be divided amongst multiple target database virtual
machines, and/or additional storage space may be provi-
sioned to the target database virtual machine. Thus, the
database storage system 215 is structured with the flexibility
to expand and adapt to accommodate databases of various
sizes.

Additionally, in some embodiments, the databases of the
source database storage 245 and/or the target database
storage 250 may be stored on a single cluster or span across
multiple clusters. For example, in some embodiments, the
databases of the source database storage 245 may span
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across a first set of clusters and the databases of the target
database storage 250 may span across a second set of
clusters. In some embodiments, the source databases and the
cloned databases may be stored on separate designated
clusters. In other embodiments, a cluster may be configured
to store both source and cloned databases.

Turning to FIG. 3, an example block diagram showing
various example configurations of database groups is shown,
in accordance with some embodiments of the present dis-
closure. In some embodiments, databases that are grouped
together may share a common trait. For example, in some
embodiments, databases that are part of a same logical
cluster may be grouped together. In some embodiments,
databases that reside on the same database server virtual
machine may be grouped together. In other embodiments,
databases may be grouped together based on other shared
traits.

For example, a first group 300 shows three databases
305A, 305B, and 305C (collectively referred to as databases
305) that may be grouped together into a single database
group 310. Although 3 databases are shown to be grouped
together in the first group 300, greater or fewer than 3
databases may be in the database group 310. Since all the
databases in a database group may be snapshotted together,
in some embodiments, the number of databases that may be
in a single database group may be dependent upon the
number of databases that may be snapshotted together. For
example, in some embodiments, 84 databases may be snap-
shotted together. Thus, in some embodiments, the number of
databases that may be in a single database group may not
exceed 84 to allow all the databases in the database group to
be snapshotted together. In other embodiments, any number
of databases may be in a database group (e.g., there may be
no limit or the limit may be defined in other ways).

In some embodiments, the databases 305 in the first group
300 may all belong to a same logical cluster. Specifically, in
some embodiments, the databases 305 may be part of a
highly available group of databases. For example, in some
embodiments, the databases 305 may be part of an Always-
On Availability Group (AG). Specifically, in some embodi-
ments, disaster recovery services may be desired. Such
disaster recovery services may provide data recovery and
data backup facilities to maintain a continuity of operation
in the aftermath of a disaster condition. A disaster condition
may include planned outages, performance related failures,
component failures, power failures, natural calamities, or
any other condition that hampers the normal operation.
Generally speaking, and as used herein, a disaster condition
is any condition that causes hardware failure or otherwise
prevents a hardware component from operating as intended,
or results in a downtime at the client site. The disaster
condition may also be referred to a failover event. When the
downtime is preplanned, the disaster condition or failover
event may be a planned failover event. When the downtime
is not preplanned, the disaster condition or failover event
may be an unplanned failover event.

In some embodiments, the disaster recovery services may
involve creating highly available databases, such as an
Always-On Availability Group (“AG”), that provide repli-
cation of databases to multiple locations. When a disaster
condition is detected at one location, a replica of the
database stored at another location may be used to maintain
continuity of operation. For example, in some embodiments,
multiple copies of a database may be stored on multiple
database virtual machines of a single node or multiple nodes
of a single cluster (e.g., one copy on one virtual machine).
In other embodiments, multiple copies of a highly available
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database may be stored on multiple clusters. The various
locations (e.g., various database virtual machines, nodes,
and/or clusters) where copies of a highly available database
may be stored may form a logical cluster. In some embodi-
ments, the databases that form part of a single logical cluster
may be grouped together into a single database group (e.g.,
the database group 310), as shown in the first group 300.
Thus, in some embodiments, each of the databases 305 may
be part of a highly available database, and therefore, part of
a single logical cluster. In some embodiments, each of the
databases 305 may have the same database engine, allowing
them to be managed in accordance with the same rules and
protocols of the database engine.

In other embodiments, databases that are part of different
logical clusters may be grouped together in a single database
group. For example, a second group 315 shows databases
320A, 320B, 320C (collectively referred to as databases
320) that may be grouped together into a single database
group 325. As shown in FIG. 3, the database 320A may be
part of one logical cluster (e.g., one highly available data-
base) and the databases 320B, 320C may be part of another
logical cluster (e.g., another highly available database).
Although 3 databases are shown to be grouped together in
the second group 315, greater or fewer than 3 databases may
be in the database group 325. Further, the number of
databases in the database group 325 may be varied, as
discussed above with respect to the database group 310. In
some embodiments, each of the databases 320 may be stored
on a single database server virtual machine. In other embodi-
ments, one or more of the databases 320 may be stored on
different database server virtual machines of the same clus-
ter or even on different clusters. In some embodiments, each
of the databases 320 may have the same database engine,
allowing those databases to be managed together regardless
of their locations. In other embodiments, the databases 320
may have other common traits that may allow multiple
logical clusters to be grouped together into a single database
group.

A third group 330 may include databases 335A and 335B
(collectively referred to as databases 335) grouped together
into a database group 340. Unlike the databases 305 and 320,
each of which were clustered databases (e.g., highly avail-
able databases associated with a logical cluster), in some
embodiments, the databases 335 may be single instance
databases, or in other words, non-highly available databases
that reside on one location only. Although 2 databases are
shown to be grouped together in the third group 330, greater
or fewer than 2 databases may be in the database group 340.
Further, the number of databases in the database group 340
may be varied, as discussed above with respect to the
database group 310. In some embodiments, the databases
335 that are in the database group 340 may all reside on the
same database server virtual machine but be single instances
databases. Further, in some embodiments, the databases 335
may include the same database engine. In other embodi-
ments, the database 335 that are in the database group 340
may be located on multiple virtual machines (whether of the
same cluster or different clusters) and share another common
trait.

A fourth group 345 may include databases 350A and
350B (collectively referred to as databases 350) grouped
together into a database group 355. Although 2 databases are
shown to be grouped together in the fourth group 345,
greater or fewer than 2 databases may be in the database
group 355. Further, the number of databases in the database
group 355 may be varied, as discussed above with respect to
the database group 310. In some embodiments, the databases
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350 that are in the database group 355 may all reside on the
same database server virtual machine of a cluster. In some
embodiments, the databases 350 may include the same
database engine. Further, in some embodiments, the data-
base 350 may either be single instance databases (e.g.,
non-highly available) or clustered databases (e.g., highly
available database that belong to a logical cluster). For
example, as shown in FIG. 3, the database 350A may be a
single instance database and the database 350B may be a
clustered database (e.g., a highly available database) belong-
ing to a logical cluster.

Thus, in some embodiments, the databases that may be
grouped together may share one or more common traits. For
example, the databases that are grouped together may all be
single instance databases, all be clustered databases being
part of one or more logical clusters, all located on the same
database server virtual machine, all sharing the same data-
base engine, etc. In some embodiments, a database may be
part of a single database group. In other embodiments, a
database may be part of multiple database groups. Further,
in some embodiments, not all databases on a database virtual
machine may necessarily belong to a database group. In
some embodiments, a database server virtual machine may
have databases that are part of a database group, as well as
databases that are part of no database groups. Additionally,
in some embodiments, each database server virtual machine
may have multiple database groups. In general, databases
that are desired to be managed together may be put into a
database group. If the number of databases in the database
group exceeds the permitted number, another database group
may be created.

Referring still to FIG. 3 and as indicated above, in some
embodiments, databases that are in a database group may be
managed together. For example, in some embodiments,
databases that are in a database group may be associated
with a single time machine (e.g., data protection system
instance). For example, a time machine 360 may be defined
to protect the database in the database group 310. Instead of
capturing individual snapshots and/or transactional logs
from each of the databases 305, the time machine 360 may
capture a single snapshot and/or single transactional log for
the database group 310 based on a protection schedule. For
example, if the protection schedule requires capturing a
snapshot every hour, the time machine 360 may capture a
single snapshot of the databases 305 every hour instead of
capturing 3 separate snapshots (1 for each of the databases
305) every hour.

To capture a single snapshot, in some embodiments, the
time machine 360 may quiesce the databases 305 to capture
the state of each of those databases at the time of the
snapshot capture. In some embodiments, the time machine
360 may make a copy of the virtual disk associated with
each of the databases 305. Upon capturing the snapshot, the
time machine 360 may unquiesce the databases 305 to
resume normal operation. The time machine 360 may simi-
larly capture transactional logs. In some embodiments, the
time machine 360 may not need to quiesce the databases 305
to capture transactional logs. In other embodiments, the time
machine 360 may capture snapshots and/or transactional
logs in other ways.

Similarly, the database group 325, the database group 340,
and the database group 355 may be associated with time
machines 365, 370, and 375, respectively. Each of the time
machines 365-375 may be configured to protect the data-
bases that are associated with the respective database group,
similar to the time machine 360. Further, in some embodi-
ments, the time machines 360-375 may be configured to

10

15

20

25

30

35

40

45

50

55

60

65

20

automatically detect the addition or deletion of databases in
their respective database group. For example, if a new
database is added to the database group 310, the time
machine 360 may detect the addition of the new database to
the database group 310 and include the new database during
the next round of snapshot and/or transactional log capture.
In some embodiments, when a database group is created, the
database management system 205 may save database infor-
mation of each database that is managed by the database
management system in metadata. During the next log
catchup (e.g., to capture transactional log) or snapshot
capture, if a new database is added or removed (e.g., from
a database server virtual machine), the database manage-
ment system 205 may know/detect the update (e.g., addition
or removal) by verifying the current databases on the
database server virtual machine relative to the ones saved in
the metadata of the database management system. In other
embodiments, the database management system 205 may
detect updates to databases in other ways.

Although the present disclosure describes protecting data-
bases in a database group as a single operation, in other
embodiments, other management operations may be simi-
larly grouped. For example, in some embodiments, the
databases in a database group may all be cloned/restored
together using a single snapshot as part of the same cloning/
restoring operation, thereby avoiding the need to clone/
restore each database in the database group separately. In
some embodiments, a user may pick which database the user
desires to clone/restore and selectively clone/restore the
selected database using the snapshot captured from the
database group of which that database is a part is of. The
cloning/restoring aspects are discussed further below.

Turning now to FIG. 4, an example flowchart outlining
operations of a process 400 is shown, in accordance with
some embodiments of the present disclosure. The process
400 may be implemented by the database management
system 205 and may be used to create a new database group.
The process 400 may also be used to add a database to the
newly created database group. Specifically, the database
management system 205 receives inputs from the user (e.g.,
via the dashboard 210) and performs operations in response
to those inputs to create a new database group and add an
existing database to the newly created database group. FIG.
4 is explained in conjunction with FIGS. 5-11, which display
various example user interfaces, in accordance with some
embodiments of the present disclosure. The process 400 may
include other or additional operations depending upon the
particular embodiment. The process 400 starts at operation
405 when the user desires to create a new database group
and add one or more databases to the newly created database
group. For example, and referring to FIG. 5, the user may
access a dashboard 500 (e.g., the dashboard 210) of the
database management system 205 to start the process 400.

Specifically, once the database system 200 is installed and
the user is able to access the dashboard 500, the dashboard
may present a provision option 505 to provision a database
or a register option 510 to register a database. To perform the
process 400, the user may select the register option 510.
Upon selecting the register option 510, the user may be
presented with a drop down list 515 presenting available
database engines (e.g., database engines that are supported
by the database management system). In some embodi-
ments, instead of the drop down list 515, the list of database
engines may be presented in a different form (e.g., via a
separate user interface or another way).

To create a database group for a particular database
engine, the user may select the desired database engine from



US 12,174,856 B2

21

the drop down list 515. For example, and as shown in FIG.
5, to create a database group for an SQL Server database
engine, the user may select SQL Server. Upon selecting a
database engine, the user may also be shown a list 520 of
available database types for which the user may create a
database group. For example, and as discussed above, in
some embodiments, database groups may be created for
stand-alone databases (e.g., non-highly available databases)
or clustered databases (e.g., highly available databases).
Thus, depending upon the type of database desired for the
database group, the user may select one database type from
the list 520. In some embodiments, such different database
types may not be available for the selected database engine.
Rather, a single database type option may be available. In
such cases, the list 520 may not be displayed (or the list may
be tailored according to the associated database engine).
Thus, at operation 410, the database management system
205 receives a selection of a database engine (e.g., SQL
Server) from the drop down list 515 and selection of a
database type (e.g., stand-alone database) from the list 520.
As discussed above, the database engine defines the rules
and protocols to be applied to the databases. Thus, the
database management system 205 configures the remaining
user interfaces that are presented to the user based on the
database engine selected by the user at the operation 410.

In some embodiments, if the user selects the clustered
database type from the list 520, in addition to the user
interfaces discussed above, an additional user interface or
option may be presented to the user to request the AG name
and discover the databases in the AG.

At operation 415, the database management system 205
receives a selection of a database server virtual machine on
which the database group is to reside. Referring to FIG. 6 in
conjunction with FIG. 4, upon selecting the database type
from the list 520, a user interface 600 of FIG. 6 may be
displayed in some embodiments. The user interface 600 may
present a database server virtual machine selection option
605 having a first choice 610 for selecting a previously
registered database server virtual machine and a second
choice 615 for selecting a database server virtual machine to
be newly registered with the database management system
205. The remaining of the user interface 600 shows the fields
that may be displayed upon receiving selection of the second
choice 615 for a database server virtual machine to be newly
registered with the database management system 205.

In some embodiments, database server virtual machines
may need to be registered with the database management
system 205 to allow the database management system to
manage databases located on those database server virtual
machines. Thus, in some embodiments, if a virtual machine
(e.g., that was previously created) was not previously reg-
istered with the database management system 205 and the
user desires to use such a database virtual machine for
creating the database group, the user may select the second
choice 615. Upon receiving selection of the second choice
615, the database management system 205 may present user
interface 620 to newly register a database server virtual
machine. In some embodiments, the user interface 620 may
be presented in a separate user interface.

The user interface 620 may request the user for selections
of a cluster 625 on which the database server virtual machine
resides, a network profile (e.g., IP address, name, etc.) 630
to identify the network location of the database server virtual
machine, a description 635 of the database server virtual
machine to identify the database virtual machine, username
640 and password 645 of a user authorized to create the
database group, an instance 650 to select the specific
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instance (e.g., the database server virtual machine) at the
network location identified by the network profile 630, and
admin username 655/password 660 for accessing the data-
base engine selected at the operation 410. Upon completing
the required fields (e.g., not all fields may be required), the
user may click on a next button 665 to go to the next
operation.

On the other hand, if the user selects the first choice 610
for using a previously registered database server virtual
machine, a user interface 700 of FIG. 7 may be displayed.
The user interface 700 may present a list 705 of previously
registered database server virtual machines. The user may
select a database server virtual machine from the list 705 and
click on a next button 710 to go to the next operation. Thus,
at the operation 415, the database management system 205
receives a selection of a database server virtual machine
from the user. At operation 420, the database management
system 205 receives selection of the specific databases to be
added to the database group that is being created. Specifi-
cally, upon clicking on the next button 665 or 710, the user
may be directed to user interface 800 of FIG. 8. The user
interface 800 may present a list 805 of databases that exist
on the database server virtual machine that was selected in
FIG. 6 or 7 and are not part of any database group. In some
embodiments, databases in the list 805 may all have the
same database engine as the one selected from the list 515.
In other words, databases on the database server virtual
machine that don’t have the database engine as that selected
from the list 515 may not be displayed in the list 805 in some
embodiments. Although the list 805 shows 3 databases, that
number may vary in other embodiments. The user may
select none, one, or any number of databases from the list
805 to add to the database group. In some embodiments, the
user may also select an auto-register option 810 if the user
desires to automatically register new databases that are
created on the database server virtual machine that was
selected in FIG. 6 or 7.

For example, the list 805 shows 3 databases that currently
exist on the database server virtual machine that was
selected in FIG. 6 or 7 and that are not part of any database
group. If the auto-register option 810 is checked, any new
database that is added in the future to that database server
virtual machine may be automatically added to the database
group that is being created by the process 400. In some
embodiments, a single database group may exist on a
database server virtual machine. In that case, any new
database may automatically be added to that database group.
In some embodiments, more than one database group may
exist on a database server virtual machine. In that case,
additional criteria may be used to select the database group
to which newly databases may be added. Thus, the new
databases may be automatically protected using the same
time machine that protects the other databases in the data-
base group. If the auto-register option 810 is not selected,
any new database that is created on the database server
virtual machine selected in FIG. 6 or 7 may not be auto-
matically added to the database group associated with that
database server virtual machine. Such databases that are not
automatically added to a database group may show up in the
list 805 when a new database group is created on that
database server virtual machine.

In some embodiments, the user may select a group option
815 from options 820. The group option 815 may be
indicative of user’s desire to create a database group in
which multiple databases may be grouped together and
protected with one time machine. Alternatively, the user may
select stand-alone option 825 to indicate no desire to add the
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database selected from the list 805 to a database group. In
such cases, a time machine may be created solely for the
database that is selected. Thus, in some embodiments, the
user may use the same work flow (e.g., the user interfaces of
FIGS. 5-11) to register databases on a database virtual
machine either as part of a database group or without a
database group. If desiring to create a database group, the
user may provide a name 830 for the database group and a
description 835 for the database group. Upon completing the
required fields in the user interface 800, the user may click
on a next button 840 to move to the next operation.

Thus, at the operation 420, the database management
system 205 receives a selection indicating whether a user
desires to create a database group, the database(s) to be part
of the database group (if a database group is being created),
and a name for the database group. As discussed above, a
time machine may be associated with each database group to
protect database that are in the database group. Thus, at
operation 425, the database management system 205
receives selection of an SLA and a protection schedule. In
some embodiments, the selection of the SLA and/or protec-
tion schedule may be defined after creating the database
group. To define an SL A and protection schedule as part of
the process 400, upon clicking on the next button 840, the
user may be directed to a user interface 900 of FIG. 9.

An SLA or Service Level Agreement is an agreement
between a service provider (e.g., the owner of the database
system 200) and the user (e.g., the owner of the database)
that outlines, among other things, the protection scope of the
databases associated with the database group. In some
embodiments, the SLA may define various protection
parameters such as continuous, daily, weekly, monthly,
quarterly, or yearly protection parameters for determining
the protection scope of the database group. In other embodi-
ments, the SLA may define other or additional protection
parameters. As discussed above, databases within the data-
base group may be protected by capturing snapshots and/or
transactional logs. The number of snapshots and transac-
tional logs to be captured on each day may be defined by the
user in a protection schedule. As used herein, a “day” may
be any 24-hour period (e.g., from midnight to Noon). In
some embodiments, the protection schedule may define
default values to define the frequency of capturing snapshots
and/or transactional logs, which the user may modify. Thus,
based upon the frequency of capturing snapshots and/or
transactional logs defined in the protection schedule, the
time machine may be configured to capture one or more
snapshots and/or one or more transactional logs from the
databases in the database group that is being created. Gen-
erally speaking, the number of transactional logs that are
captured each day may be higher than the number of
snapshots that are captured on that day. Since it may be
impractical and expensive to indefinitely store the captured
snapshots and the transactional logs, the protection param-
eters in the SLLA may define the duration for how long those
snapshots and transactional logs are stored.

For example, the continuous protection parameter within
the SLA defines the duration in days for which all captured
snapshots and transactional logs are retained. For example,
if the continuous protection parameter is defined as 30 days,
the time machine may be configured to retain all snapshots
and transactional logs that are captured within the last 30
days. By retaining all snapshots and the transactional logs,
the user may replicate any or substantially any state of the
database (down to a second or even a fraction of a second,
thereby providing a point in time recovery).
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The SLA may also define a daily protection parameter,
which defines the duration in days for which a daily snapshot
is stored. For example, if the daily protection parameter is 90
days, the time machine is configured to store a daily snap-
shot for 90 days after the expiration of the number of days
indicated in the continuous protection parameter. The pro-
tection schedule may define the time of day to identify the
snapshot that is designated as the daily snapshot. For
example, if the user specifies that the snapshot captured at
11:00 AM every day is the daily snapshot and the SLA
defines the daily protection parameter for 90 days, the time
machine may be configured to store a daily snapshot that
was captured at or closest to 11:00 AM and store the daily
snapshot for 90 days.

Similarly, the SLA may define weekly, monthly, and
quarterly protection parameters. A weekly protection param-
eter in the SLA may define the duration in weeks for which
a weekly snapshot is stored after the expiration of the
number of days indicated in the daily protection parameter.
The protection schedule may define the day of the week to
identify which snapshot is designated as the weekly snap-
shot. For example, if the user defines in the protection
schedule that the snapshot captured on Monday is to be
designated as the weekly snapshot, and the weekly protec-
tion parameter in the SLA specifies a duration of 8 weeks,
the time machine may store the snapshot captured every
week on Monday for 8 weeks. If multiple snapshots are
captured each day, the protection schedule may also define
which snapshot captured on the designated day of the week
(e.g., Monday) serves as the weekly snapshot. In some
embodiments, the time defined in the protection schedule for
capturing a daily snapshot may be used. For example, if the
protection schedule defines that the snapshot captured at
11:00 AM is the daily snapshot, and the weekly snapshot is
to be captured on Monday, the instance of the database
protection system 225 may store the snapshot captured at or
closest to 11:00 AM every Monday as the weekly snapshot.
In other embodiments, another time period may be used.

Likewise, a monthly protection parameter in the SLA may
define a duration in months for which a monthly snapshot is
to be stored after the expiration of the number of weeks
indicated in the weekly protection parameter. The user may
specify the date within the protection schedule for identify-
ing which snapshot corresponds to the monthly snapshot.
For example, the user may specity storing the snapshot
captured on the 20” of every month as the monthly snapshot
in the protection schedule, and the monthly protection
parameter may specify a duration of 12 months for storing
the monthly snapshot. Thus, the time machine stores a
monthly snapshot captured on the 20” of every month and
stores that monthly snapshot for 12 months. A quarterly
protection parameter in the SLA may define a duration in
quarters for which a quarterly snapshot is to be stored after
the expiration of the number of months indicated in the
monthly protection parameter. The user may specify in the
protection schedule which months correspond to the various
quarters. For example, the user may specify January, April,
July, and October as the quarters and the quarterly protection
parameter may specify storing the quarterly snapshots for 20
quarters. Thus, the time machine may designate a snapshot
captured on the first day of January, April, July, and October
(e.g., January 1, April 1, July 1, and October 1) as the
quarterly snapshot and store the quarterly snapshot for 20
quarters.

It is to be understood that the various protection param-
eters and the protection schedules mentioned above are only
examples and may vary from one embodiment to another as
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desired. Further, when the duration specified by a protection
parameter expires, any snhapshots or transactional logs that
are expired (e.g., past their duration) may be deleted. As an
example, if a snapshot is to be stored for 30 days, on the 31
day, that snapshot may be deleted. Thus, each snapshot and
transactional log is managed based on the SLA and protec-
tion schedule independent from other snapshots and trans-
actional logs.

Additionally, to simplify user selection, in some embodi-
ments, various levels of SLA may be pre-defined within the
database management system 205. Each level of the SLA
may have default values of the various protection param-
eters. For example, in some embodiments, the various levels
of SLA may be GOLD, SILVER, BRONZE and the various
protection parameters for these levels may be as follows:

Name Continuous ~ Daily Weekly Monthly Quarterly
GOLD 30 Days 90 Days 16 Weeks 12 Months 75 Quarters
SILVER 14 Days 60 Days 12 Weeks 12 Months 0 Quarters
BRONZE 7 Days 30 Days 8 Weeks 6 Months 0 Quarters

It is to be understood that the nomenclature of the GOLD,
SILVER, BRONZE levels of the SLA is only an example
and the levels may be given different names in other
embodiments. Further, although three levels of the SLA are
described herein, in other embodiments, greater or fewer
than three SLLA levels may be used. Additionally, the values
of the protection parameters in each level of the SLA may
vary from one embodiment to another.

The user interface 900 may present the various pre-
defined SLA levels to the user to select from in an option
905. In some embodiments, the database management sys-
tem 205 may allow the user to modify the values of one or
more protection parameters in the pre-defined SLA levels.
For example, if the user desires to select the GOLD level,
but would like continuous protection for 45 days instead of
the default value of 30 days shown in the table above, the
user may modify the continuous protection parameter of the
GOLD level. Thus, the pre-defined SLA levels provide the
convenience and flexibility of tailoring the various protec-
tion parameters to suit the user’s needs. Alternatively, in
some embodiments, the option 905 may allow the user to
create a new, custom SLA.

The user interface 900 also requests a name 910 and
description 915 for the time machine to be associated with
the database group being created, selection of an application
(e.g., the database management system 205 or another
application) 920 associated with the database engine to
manage the capturing of the snapshots and transactional
logs, and a protection schedule 925. Within the protection
schedule 925, the user interface 900 requests the user to
provide a number of snapshots 930 desired each day, a
frequency of capturing transactional logs 935, and time
period 940 for identifying which snapshot to designate as the
daily snapshot, time period 945 for identifying which snap-
shot to designate as the weekly snapshot, time period 950 for
identifying which snapshot to designate as the monthly
snapshot, and time period 955 for identifying which snap-
shot to designate as the quarterly snapshot. In some embodi-
ments, the SLA and/or protection schedule maybe defined
after creation of the database group. Upon providing the
various parameters in the user interface 900, the user may
select a next button 960 to start the database group creation
process and registering the selected databases with the
database group.
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Thus, at operation 430, the database management system
205 creates a database group on the selected the database
server virtual machine and registers the selected databases
with the newly created database group. The database man-
agement system 205 also creates a time machine for the
database group for protecting the databases of the database
group with the time machine. Therefore, upon clicking on
the next button 960, the user may be directed to a user
interface 1000 of FIG. 10 that shows an entry 1005 for
creating the database group with the database group speci-
fied in FIG. 8. Upon creating the database group, the
database group and the registered databases may be viewed,
as shown in user interface 1100 of FIG. 11.

Turning now to FIG. 12, an example flowchart outlining
operations of a process 1200 is shown, in accordance with
some embodiments of the present disclosure. The process
1200 may be implemented by the database management
system 205 and may be used to create a new database group.
The process 1200 may also be used to provision a new
database and add the newly provisioned database to the
newly created database group. Specifically, the database
management system 205 receives inputs from the user (e.g.,
via the dashboard 210) and performs operations in response
to those inputs to create a new database group and a new
database, as well as add the new database to the newly
created database group. FIG. 12 is explained in conjunction
with FIGS. 13-17, which display various example user
interfaces, in accordance with some embodiments of the
present disclosure. The process 1200 may include other or
additional operations depending upon the particular embodi-
ment. The process 1200 starts at operation 1205 when the
user desires to create a new database group and provision a
new database within the newly created database group. For
example, and as shown in FIG. 5, the user may access the
dashboard 500 (e.g., the dashboard 210) of the database
management system 205 to start the process 1200. From the
dashboard 500, the user may select the provision option 505
to start the process 1200.

At operation 1210, upon selecting the provision option
505, the database management system 205 presents the user
with a list of available database engines (e.g., similar to the
drop down list 515, the list 520). Thus, at the operation 1210
and similar to the operation 410, the user selects either a
stand-alone database or a clustered database for provision-
ing. The database management system 205 configures the
remaining user interfaces that are presented to the user based
on the database engine selected by the user at the operation
1210. The description below is with respect to stand-alone
databases. For a clustered database, an additional user
interface may be presented to request the AG name under
which the database is to be provisioned.

At operation 1215, the database management system 205
receives a selection of a database server virtual machine on
which the database group is to reside. Referring to FIG. 13
in conjunction with FIG. 12, upon selecting the database
type from the list 520, a user interface 1300 of FIG. 13 may
be displayed in some embodiments. The user interface 1300
may present a database server virtual machine selection
option 1305 having a first choice 1310 for selecting a
previously registered database server virtual machine and a
second choice 1315 for registering a new database server
virtual machine with the database management system 205.
The remaining of the user interface 1300 shows the fields
that may be displayed upon receiving selection of the second
choice 1315 for a database server virtual machine to be
newly registered with the database management system 205.
Specifically, upon receiving selection of the second choice
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1315, the database management system 205 may present
user interface 1320 to newly register a database virtual
machine. In some embodiments, the user interface 1320 may
be presented in a separate user interface.

The user interface 1320 may request similar information
as the user interface 620. For example, the user interface
1320 may request the user for selections of a cluster 1325 on
which the database server virtual machine resides, a network
profile (e.g., IP address, name, etc.) 1330 to identify where
the database server virtual machine is located, a name 1335
and description 1340 of the database server virtual machine
to identify the database server virtual machine, username
1345 and password 1350 of a user authorized to create the
database group, details of an instance 1355 to select the
specific instance (e.g., the database virtual machine) asso-
ciated with the network profile, and any other details that
may be needed. In some embodiments, the user interface
1320 may request selection of additional profiles, as dis-
cussed in operation 1220.

For example, in some embodiments, the user interface
1320 may request for a software profile 1360 and a compute
profile 1365. A software profile defines the software and
operating system parameters for the database engine that is
selected at the operation 1210. For example, if at the
operation 1210, the database engine is selected as SQL
Server, the software profile may include one or more soft-
ware and operations system image profiles associated with
SQL Server. Each software profile may define the rules that
are to be applied in managing the database/database group
being created. In some embodiments, one or more sample
software profiles may be available for the user to select. In
other embodiments, the user may create their own custom
software profile or modify an existing software profile to suit
their needs. When creating their own custom software
profile or modifying an existing software profile, in some
embodiments, the user may be required to create/modify the
software profile before starting the process 1200, while in
other embodiments, the user may be able to create the
custom software profile as part of the operations 1215/1220.

A compute profile defines the size/configuration of the
database server. For example, the compute profile may
define the number of vCPUs, number of cores per vCPU,
and memory capacity to be associated with the database
virtual machine. In other embodiments, the compute profile
may define other or additional configurational parameters. A
network profile (e.g., the network profile 1330) identifies the
network location of the cluster and/or the database server
virtual machine. Similar to the software profile, a sample
network profile may be available for the user to select.
Alternatively, the user may create a new network profile or
modify an existing network profile either before starting the
process 1200 or during the operations 1215/1220.

In other embodiments, other or additional information
may be requested for creating a new database server virtual
machine. Upon completing the required fields (e.g., not all
fields may be required), the user may click on a next button
1370 to go to the next operation. On the other hand, if the
user selects the first choice 1310 for using a previously
registered database server virtual machine, a user interface
1400 of FIG. 14 may be displayed. The user interface 1400
may present a list 1405 of previously registered database
server virtual machines. The user may select a database
server virtual machine from the list 1405 and click on a next
button 1410 to go to the next operation. Thus, at the
operation 1215, the database management system 205
receives a selection of a database server virtual machine
from the user.
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At operation 1220, the database management system 205
receives selection of additional profiles and information
related to the database being provisioned. For example, upon
clicking on the next button 1370 or the next button 1410, the
user may be directed to a user interface 1500 of FIG. 15A.
The user interface 1500 may request selection of whether the
user desires to associate the database being provisioned with
a database group. For example, the user may select a first
option 1505 if the user desires to provision a database having
its own dedicated time machine. In such a case, the provi-
sioned database does not become part of a database group
(e.g., no database group will be created through the process
1200). If the user selects the first option 1505, a user
interface portion 1510 requests names 1515 and 1520 of the
database, a description 1525, a size 1530 of the database
being provisioned, a database parameter profile 1535, and a
database collation 1540 if appropriate. Database collation
may be a set of rules that tell the database engine how to
compare and sort the character data in SQL server. In some
embodiments, collation may be set at different levels in the
SQL server. The name 1515 may be the name that may be
displayed on the dashboard 500 and a database list page. The
name 1520 may be the name of the database on the database
server virtual machine. In some embodiments, the names
1515 and 1520 may be same. In other embodiments, the
names 1515 and 1520 may be different. In some embodi-
ments, the user interface portion 1510 may also present an
option 1545 to provision a database from a backup.

For example, when a user wants to migrate their databases
from a 3-tier architecture to a hyperconverged architecture,
the user may take a native backup of the database and use the
database management system 205 to provision the database
from the native backup. Thus, if the option 1545 is selected,
the database may be created from a native backup. The user
may need to provide a backup path when the native backup
is located and the name of the native backup, and the
database management system 205 may provision a new
database from the native backup. A database created from a
native backup may be different from a cloned database. A
cloned database is a database created from the snapshot
taken by the database management system 205.

A database parameter profile defines the custom param-
eters that are applied to the database being created. A sample
database parameter profile may be available for the user to
select in some embodiments. Alternatively, the user may
create a custom database parameter profile or modify an
existing database parameter profile, either before starting the
process 1200 or during the operation 1220. In other embodi-
ments, the user interface portion 1510 may request for other
or additional information. Upon completing the user inter-
face portion 1510, the user may click on a next button 1550
to go to the next operation.

Instead of using the first option 1505 in which the
provisioned database is not part of a database group, the user
may select a second option 1555. The second option 1555
may be for creating a database group and associating the
provisioned database with the database group. When creat-
ing the database group, a single time machine may be
created for all the databases in the database group. Upon
selecting the second option 1555, the user may be presented
with a user interface portion 1560 shown in FIG. 15B. The
user interface portion 1560 may request similar information
as the user interface portion 1510. The user interface portion
1560 may also request a name 1565 for the database group
being created. The user may click on a next button 1570 to
move to the next operation.
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At operation 1225, the database management system 205
receives selection of an SLLA and protection schedule to
create a time machine. If the user selected the first option
1505, the time machine is created for the database being
provisioned only. If the user selected the second option
1555, the time machine is created for the database group and
the same time machine applies to all databases within the
database group. To select the SLA and protection schedule,
a user interface 1600 of FIG. 16 may be displayed upon
clicking on the next button 1550 or 1570. The user interface
1600 is similar to the user interface 900, and therefore, not
described in detail again. The user interface 1600 allows the
user to create a name 1605 for the time machine, enter a
description 1610 of the time machine, and select an SLA
1615 and a protection schedule 1620. The protection sched-
ule 1620 may require selection of similar parameters as in
the protection schedule 925.

Upon completing the user interface 1600, the user may
click on a provision button 1625 to be taken back to the
dashboard 500 where the newly created database group is
displayed, as indicated by field 1700, upon creation at
operation 1230. To create the database and the database
group, the database management system 205 may initiate a
series of operations. For example, the database management
system 205 may create one or more database server virtual
machine (if a new database virtual machine is being created/
registered), convert the database size into a number of
virtual disks associated with that cluster and that are needed
to house the database, create a database profile having a
database name, description, network information, etc.,
attach the software and parameters of the database engine
type with the database, create an instance of the time
machine, associate the SLA and schedule with the database
protection system, designate storage for storing snapshots
and transactional logs, etc. Once the database is created,
database management services (e.g., copy data management
services) may be applied to the databases within the data-
base group.

In some embodiments, instead of creating a new database
group when registering or provisioning a database, the user
may desire to simply register or provision a database to an
existing database group. In such embodiments, the user may
start with the dashboard (e.g., the dashboard 500, 210). From
the dashboard, the user may select a database group with
which a new database is to be registered or provisioned. For
example and referring to FIG. 17, say the user desires to add
a new database to a database group 1705 that was previously
created. The user may select the database group, as shown
in FIG. 18, and select an “add database to group” option
from a database actions list 1800. The database actions list
1800 may present other actions (e.g., capture manual snap-
shot, delete the database group, update the database group,
remove a database from the database group, etc.) that the
user may take on the database group.

Upon selecting the “add database to group” option from
the database actions list 1800, the user may be presented
with a user interface 1900 of FIG. 19A or FIG. 19B. The user
interface 1900 presents a provision option 1905 to allow a
user to provision a new database on an existing database
group or a register option 1910 if the user desires to register
an existing database with the existing database group. For
example, if the user selects the provision option 1905 as
shown in FIG. 19A, a user interface portion 1915 may be
displayed in which the user is requested for names 1920A,
1920B, size 1925, a database parameters profile 1930, a
database collation 1935, and option 1940 to provision data-
base from an existing backup. In other embodiments, the
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user interface portion 1915 may request for other or addi-
tional information. On the other hand, if the user desires to
register an existing database, the user may select the register
option 1910 in which case a user interface portion 1945 of
FIG. 19B may be displayed. The user interface portion 1945
may discover and list all databases that reside on the
database virtual machine associated with the database group
1705 that are currently not part of any database group. In
some embodiments, only those databases may be presented
that are not currently managed by the database management
system 205 (e.g., do not have a time machine associated
therewith) and that are not part of any database group. In
some embodiments, databases that have the same database
engine as the database group may be presented. In some
embodiments, to make a database that is already managed by
the database management system 205 (e.g., has a time
machine associated therewith) part of a database group, the
database may be removed from the management of the
database management system and/or the time machine asso-
ciated with the database may be deleted to allow adding that
database to the database group. Upon adding the database to
the database group, the database may be managed by the
time machine associated with the database group.

The user may select one or more databases from that list.
Upon completing the user interface portion 1915 or 1945,
the user may click on an add button 1950 to either provision
a new database with the database group 1705 or register an
existing database with the database group. Upon being
added, the database that was provisioned or registered may
be displayed in the database group 1705 in the dashboard.
Further, the time machine that is applicable to the database
group 1705 may now be applied to the added database.

Turning now to FIG. 20, an example flowchart outlining
a process 2000 is shown, in accordance with some embodi-
ments of the present disclosure. The process 2000 may be
used to add databases to an existing database group via the
auto-registration feature, discussed above. By adding data-
base to a database group through auto-registration, those
databases may be protected using the same time machine of
the database group, thereby avoiding the need for users to
individually create time machines for respective databases.
Further, by adding databases automatically to a database
group, a user may not need to specifically identify which
database group a database should be part of and manually
add the database to the database group. Rather, the database
management system 205 may make the determination for
the user and automatically add the database to an appropriate
database group.

Thus, upon starting at operation 2005, the database man-
agement system 205 creates a new database group with the
auto-registration feature enabled or updates an existing
database group to enable the auto-registration feature at
operation 2010. In some embodiments, the database man-
agement system 205 may create a new database group, as
discussed above in FIGS. 4-19B. In other embodiments, the
database group may be created with at least one database
registered or provisioned therein, as discussed above. In
some embodiments, the auto-registration feature may be
available only for databases being registered (e.g., not
available for databases being provisioned). In other embodi-
ments, the auto-registration feature may also be available for
databases being provisioned.

At operation 2015, the database management system 205
receives a request to register a new database within the
database management system. During the registration pro-
cess, which is described in greater detail in U.S. application
Ser. No. 16/234,553, filed on Dec. 27, 2018, the entirety of
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which is incorporated by reference herein, the database
management system 205 may decide if the database is to be
automatically added (e.g., auto-registered) to a database
group. For example, in some embodiments, the database
management system 205 may receive selection of a database
server virtual machine for the database being registered. The
database management system 205 may then determine if any
suitable database groups exist on the database server virtual
machine. If no database groups are found on the database
server virtual machine (e.g., if a new database server is being
created), then the database management system 205 may
create a new database group, as discussed above, and add the
database being registered to the newly created database
group. If yes, the database management system 205 may
identify a database group to add the database group to add
the database to.

For example, in some embodiments, the database man-
agement system 205 may determine that a single database
group exists on the database server virtual machine and that
the auto-registration feature of that database group is
enabled. If so, at operation 2020, the database management
system 205 adds the database being registered to the data-
base group. In some embodiments, the database manage-
ment system 205 may determine that there are multiple
database groups on the database server virtual machine. In
such cases, auto-registration may be enabled on only one
database group. Thus, the database management system may
identify the database group that has the auto-registration
feature enabled to add the database. If multiple database
groups have auto-registration feature enabled, the database
management system 205 may use other mechanisms to
select one of the database groups that have the auto-regis-
tration enabled for adding the database being registered.
Upon selecting one database group, the database manage-
ment system 205 adds the database to the database group at
the operation 2020. The process 2000 ends at operation
2025.

Referring to FIG. 21, an example time machine dashboard
2100 is shown, in accordance with some embodiments of the
present disclosure. The time machine dashboard 2100 is
similar to the dashboard 210. The time machine dashboard
2100 may be associated with a time machine of a database
group. Thus, the time machine dashboard 2100 may show a
summary or default collective view of all the databases in
the database group that is associated with the time machine
dashboard 2100. The time machine dashboard 2100 may
include a summary section 2105. The summary section 2105
may display one or more configurational features of the
database group such as the database engine, how long ago
was the database group created (e.g., age), the last time the
database group was updated (e.g., last update), the last time
transactional log was captured, the next period for capturing
a transactional log (e.g., next log catch up), when the last
snapshot was captured, when the next snapshot is to be
captured, the name of the database group, the number of
clones previously made from the database group (e.g.,
clones), the SLA level of the source database (e.g., SLA),
and the protection schedule (e.g., schedule). In other
embodiments, other or additional details may be provided in
the summary section 2105.

The time machine dashboard 2100 may also include an
actions tab 2110 that provides various actions that a user
may take. For example, the user may select a clone option
to create a new clone of one or more databases of the
database group. The user may elect to manually capture
transactional logs or snapshots, restore one or more data-
bases of the database group, and/or perform other allowed
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operations. The time machine dashboard 2100 may also
include a database selection field 2115 that allows the user
to customize the view of the time machine dashboard. For
example, if a “show all” option is selected, as shown in FIG.
21, then the time machine dashboard 2100 may show a
collective view of all the databases in the database group.
Alternatively, the user may select one or more specific
databases of the database group to show the time machine
view of the selected databases. The data that may be
displayed within the time machine dashboard 2100 may be
associated with the selected databases. Additionally, the time
machine dashboard 2100 may include a cluster tab 2120
showing the cluster on which the database group is located.
Additional or other pieces of information may be displayed
on the time machine dashboard 2100.

Further, the time machine dashboard 2100 may display a
calendar 2125. The calendar 2125 may visually display the
SLA associated with the database group. For example, the
calendar 2125 may include a color coded legend to represent
the duration for the continuous, daily, weekly, monthly, and
quarterly protection parameters for a selected number of
months. For example, the calendar 2125 shows five months
(April-August) with dates highlighted based upon the pro-
tection parameter that applies to that date.

For example, by looking at the calendar 2125, the user
may quickly determine that August 18-August 24 fall under
the continuous protection parameter and August 4-August
17 fall under the daily protection parameter. The calendar
2125 also shows that manual snapshots were captured on
August 4-6 and 13. Although not shown, the calendar 2125
may show the dates for weekly, monthly, quarterly protec-
tion, in color coded format represented by color legend
2130. The calendar 2125 may show additional information
as well. Further, upon selecting a particular date from the
calendar 2125, the user may view additional details of
available snapshots and transactional logs for that date from
which a clone may be created. For example, in FIG. 21,
August 24 is shown as selected. Thus, for August 24, a time
scale 2135 shows the available snapshots/transactional logs.
The line between 13:00 and 14:00 on the time scale 2135
may show when the snapshot was captured. Since August 24
falls under the continuous protection parameter, the user
may select any time on the time scale 2135 to create a clone
of one or more databases in the database group. If for
example August 9 is selected by the user, the time scale 2135
may highlight the time at which the daily snapshot was
captured (as identified from the protection schedule) and
which the user may be able to select to create a clone from.
Thus, the time machine dashboard 2100 provides a user
friendly, visual, and intuitive interface for easily and quickly
determining how the database group is protected and the
level of protection that is available to the databases within
the database group.

In some embodiments, the time scale 2135 may show a
color coded legend indicating the number of databases
within the database that are protected for a particular time.
For example, in some embodiments, for each time period,
the time scale 2135 may show a green coded portion if all
databases within the database group have transactional logs
available, a yellow coded portion if transactional logs are
available for some but not all databases within the database
group, and a white or pink coded portion if no transactional
logs are available for any databases within the database
group. For example, FIG. 22 shows an example time scale
2200 for a particular date in which a first color (e.g., green)
coded portion 2205 indicating that all databases in the
associated database group have available transactional logs.
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By interacting (e.g., clicking, hovering, etc.) with the first
color coded portion 2205, the user may see in a box 2210
that the database group includes 2 databases and both
databases have transactional logs available. Other or addi-
tional information may be displayed within the box 2210.
For example, by clicking on the “view details” option, the
user may be displayed which databases are part of the
database group and any additional information associated
with those databases. The time scale 2200 may also include
a second color (e.g., pink) coded portion 2215 that may be
indicative of transactional logs not being available for some
databases in the database group. For example, a box similar
to the box 2210 may be displayed when the interacts (e.g.,
clicks, hovers, etc.) on the second color coded portion 2215
that shows which databases in the database group have
available transactional logs and which databases in the
database group do not have available transactional logs.
Thus, the time scale 2200 provides an easy, visual, and
convenient mechanism to identify the protection status of
the databases in a database group.

In other embodiments, other colors or legends may be
used to show how the databases within the database group
are protected. In some embodiments, one or more of the
color coded portions may be interactive and may provide
additional information to the user. For example, in some
embodiments, by hovering or clicking on the yellow coded
portion, the user may determine the number of databases in
the database group that have transactional logs available and
the number of databases in the database group that do not
have transactional logs available. In some embodiments,
which databases have transactional logs and which database
don’t may also be shown, along with any other details that
may be needed or considered desirable.

Turning now to FIG. 23 and referring to FIG. 23 in
conjunction with FIGS. 24-29, an example flowchart out-
lining operations of a process 2300 is shown, in accordance
with some embodiments of the present disclosure. The
process 2300 may include additional, other, or different
operations depending upon the embodiment. The process
2300 may be used to create a cloned database from a
database group. In some embodiments, the cloned database
may be created for all databases in a database group. In other
embodiments, the cloned database may be created for a
selected one or more of the databases in the database group.
Further, in some embodiments, the cloned database may be
made using a point in time recovery feature of the time
machine. In other words, the cloned database may be a point
in time database created from a snapshot and/or one or more
transactional logs. In some embodiments, the cloned data-
base may be created from a specific selected snapshot.

The process 2300 may be implemented by the database
management system 205. The process 2300 starts at opera-
tion 2301 with the database management system 205 receiv-
ing a user request for creating a clone from a database group.
As discussed in FIG. 21, the user may request creation of a
clone database via the time machine dashboard 2100 asso-
ciated with the time machine of the database group from
which a cloned database is to be created, and specifically by
requesting a clone operation via the actions tab 2110. For
example, FIG. 24 shows an example time machine dash-
board 2400 with an actions tab 2405. To create a clone of one
or more databases in a database group, the user may navigate
to the time machine dashboard 2400 of the time machine
associated with the database group from which a cloned
database is to be created and select a “create database clone”
option from a list 2410 accessed from the actions tab 2405.
In some embodiments, the “create database clone” option
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may further present a list 2415 requesting whether the user
desires to create a cloned database that is a stand-alone
database (e.g., non-highly available) or a clustered database
(e.g., highly available). The user may select one option to
request a cloned database and start the cloning process. The
discussion below is also a stand-alone database. For a
clustered database, an AG name under which the database
needs to be cloned may also be requested.

Upon receiving the user request, at operation 2305, the
database management system 205 receives a selection of one
or more databases from the database group from which the
cloned database is to be created. For example, upon select-
ing an option (e.g., “database(s)”) from the list 2410, the
database management system 205 presents a user interface
2500 of FIG. 25. The user interface 2500 requests a selection
of the databases in the database group for creating a cloned
database. The user interface 2500 presents a list 2505
showing all the databases that are part of the database group
and protected by the time machine. From the list 2505, the
user may select one or more databases. For example, to add
a database to the cloned database, the user may select that
database from the list 2505 and using an add button 2510,
add that database to a list 2515. In some embodiments,
multiple databases may be simultaneously selected from the
list 2505 and added to the list 2515. To remove a database
from the list 2515, the user may select the database to be
removed from the list 2515 and click on a remove button
2520 to move that database back to the list 2505. Thus, the
databases that are in the list 2515 are selected for creating a
cloned database. Upon selecting the desired database(s) for
creating the cloned database, the user may click on a next
button 2525.

Returning back to FIG. 23, upon selecting one or more
databases, the database management system 205 receives
selection from the user of creating the cloned database either
based on a point in time or an available snapshot. If the user
selects the point in time option, the process 2300 proceeds
to operation 2310. At the operation 2310, the database
management system 205 receives selection of a specific
point of time at which the cloned database is to be created.
The cloned database is created based on the state of the
selected database(s) at that specific point of time. Alterna-
tively, if the user desires to create the cloned database from
aparticular snapshot, the process 2300 proceeds to operation
2315. At the operation 2315, the database management
system 205 receives selection of a specific snapshot from
which the cloned database is to be created. The selection of
either a point in time based cloned database or a snapshot
based cloned database may be via a user interface 2600 of
FIG. 26.

Specifically, upon clicking on the next button 2525, the
user interface 2600 may be displayed. Although not shown,
in some embodiments, the user interface 2600 (or another
user interface) may allow the user to select a particular date
(e.g., from a calendar) on which the cloned database is
desired. If the particular date that the user selects is protected
by one of the protection parameters (e.g., continuous, daily,
weekly, monthly, or quarterly), the user may select either a
point in time option 2605 or a snapshot option 2610. In some
embodiments, the point in time option 2605 may only be
available for dates protected by the continuous protection
parameter. If the user desires a cloned database based on a
point in time, the user may select the point in time option
2605 and if the user desires to a cloned database based on an
available snapshot, the user may select the snapshot option
2610. The user interface 2600 may also present a time scale
2615. Although the time scale 2615 is shown for the point
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in time option 2605 (which is shown selected in FIG. 26), a
similar time scale but with different information may be
shown if the snapshot option 2610 is selected.

For the point in time option 2605, the time scale 2615 may
solicit the exact time from which the cloned database is to
be created. The time scale 2615 may display the times that
are available for the user to select for the point in time option
2605. For example, in some embodiments, the time scale
2615 may include an activated slot from which the user may
pick a time and an inactivated slot that is unavailable to the
user. In other embodiments, the available times may be
presented in other ways on the time scale 2615. In some
embodiments, the user may pick a desired time by interact-
ing with the time scale 2615 or by entering the time in a box
associated with the point in time option 2605. For example,
the time scale 2615 (and the box associated with the point in
time option 2605) shows that the state of the selected
database(s) at 11:21:00 is selected for creating the cloned
database. If the snapshot option 2610 is selected, the time
scale 2615 may display the times for which snapshots are
available. Upon selecting the point in time option 2605 or
the snapshot option 2610 (as well as selecting the desired
point in time or available snapshot, respectively), the user
may click on a next button 2620 to move to the next
operation.

At operation 2320, the database management system 205
receives a selection of a database server virtual machine on
which the cloned database is to reside. Specifically, upon
clicking on the next button 2620, a user interface 2700 of
FIG. 27A or a user interface 2705 of FIG. 27B may be
displayed through which the user may select a database
server virtual machine. The user interface 2700/2705 may
provide a first option 2710 to allow the user to create a new
database server virtual machine or a second option 2715 to
allow the user to use an existing database server virtual
machine. To create a new database server virtual machine,
the user may select the first option 2710 and provide
information in a user interface portion 2720 to create a new
database server virtual machine. For example, the user
interface portion 2720 may request a database server virtual
machine name 2725, description 2730 of the database server
virtual machine, a compute profile 2735 to define the com-
puting resources to be associated with the database server
virtual machine, a network profile 2740 to identify the
network location for the database server virtual machine,
username or license key 2745, and password 2750. Upon
providing any required information in the user interface
portion 2720, the user may click on a next button 2755 to
move to the next operation.

Alternatively, if the user selects the second option 2715 to
use an existing database server virtual machine, a user
interface portion 2760 of FIG. 27B may be displayed. The
user interface portion 2760 may present a list of available
database server virtual machines from which the user may
select one database server virtual machine for the cloned
database. Upon selecting the database server virtual
machine, the user may click on a next button 2765 to
proceed to the next operation. Returning back to FIG. 23, at
operation 2325, the database management system 205
receives inputs to create a new database group (e.g., a cloned
database group) for the cloned database. In some embodi-
ments, the cloned databases may be added to the cloned
database group. Similar advantages may be had by creating
a cloned database group and associating the cloned data-
bases with that database group, as discussed above. For
example, in some embodiments, a time machine may be
associated with the cloned database group to protect the
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cloned databases. Once the cloned database group is created,
additional cloned databases may be added to that database
group. In some embodiments, the cloned database group
may also be used for source databases.

To create a new cloned database group, upon clicking on
the next button 2755 or 2765, a user interface 2800 of FIG.
28 may be displayed. The user interface 2800 may request
for inputs to create a new cloned database group. For
example, in some embodiments, the user interface 2800 may
request a name 2805 for the cloned database group, a
description 2810 for the cloned database group, a list 2815
of database(s) that are to be part of the cloned database
group (e.g., the clones of the databases selected in FIG. 25),
an option 2820 to allow the user to customize the name of
the cloned database(s) (e.g., change the name from that
shown in the list 2815), a prefix option 2825 to add a prefix
to the database name shown in the list 2815, a suffix option
2830 to add a suffix to the database name shown in the list
2815, and a schedule data refresh option 2835 if the user
wants to refresh the content of the cloned database from the
source database periodically (e.g., set a refresh schedule), a
removal schedule option 2840 if the user desires to remove
the refresh schedule, a use mount point option 2845 if the
user desires to mount the clone to a location different from
the default location. Upon provided required information in
the user interface 2800, the user may click on a clone button
2850 to create a cloned database for each database that is in
the list 2815, create a cloned database group, and add each
of the cloned databases to that cloned database group. In
some embodiments, a time machine may be associated with
the cloned database as well. In some embodiments, addi-
tional user interfaces may be presented to select the infor-
mation associated with the time machine (e.g., SLA and
protection schedule). In some embodiments, a default time
machine may be associated with the cloned database and the
user may edit the time machine upon creation of the cloned
database.

To create a clone database for each selected database, the
database management system 205 may retrieve a snapshot
and/or any associated transactional log(s). For example, if
the user selected the point in time option 2605, the database
management system 205 may retrieve a snapshot closest to
the time selected by the user for the point in time and/or any
transactional logs that may be needed. For example, if the
snapshot that is retrieved is captured at the specific time
selected by the user, then the cloned database may be created
from that snapshot. However, if the snapshot is captured
before or after the specific time selected by the user, then one
or more transactional logs may exist between the time the
snapshot is captured and the specific time. For example, if
the specific time is 11:00 AM and the closest snapshot to
11:00 AM is from 10:00 AM, the database management
system 205 may determine if there are transactional logs
available between 10:00 AM and 11:00 AM. The database
management system 205 may retrieve any transactional logs
that may be available. If no transactional logs are available
between 10:00 AM and 11:00 AM, the database manage-
ment system 205 may create the clone from the snapshot of
10:00 AM. Otherwise, the database management system 205
may use the snapshot of 10:00 AM and any available
transactional logs between 10:00 AM and 11:00 AM to
create a point in time clone of the selected database(s).
Alternatively, if the user selected the snapshot option 2610,
the database management system 205 retrieves the selected
snapshot. Based on the snapshot, the database management
system 205 may create a clone of each of the selected
databases.
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Additionally, database management system 205 may cre-
ate a new database server virtual machine if the user selected
the first option 2710 to create a new database virtual
machine for the cloned databases. The database server
virtual machine may be associated with computing resources
(e.g., CPU, memory, etc.) in accordance with the compute
profile 2735 and be created at the network location identified
by the network profile 2740. Further, the database manage-
ment system 205 may create a cloned database group to
house each of the cloned databases. The cloned database
group may then be accessed from the time machine dash-
board. For example, user interface 2900 of FIG. 29 shows an
example time machine dashboard. Field 2905 shows the
cloned database group created by the process 2300. The
process 2300 ends at operation 2335.

Upon creating a cloned database group, a user may add
additional databases to the cloned database group. For
example, and referring to FIG. 30, an example user interface
3000 is shown, in accordance with some embodiments of the
present disclosure. The user interface 3000 shows a time
machine dashboard 3005 showing a cloned database group
3010 having a cloned database 3015 therein. To add another
cloned database to the cloned database group 3010, the user
may select the cloned database group and select an update
option 3020 to display a user interface 3025. The user
interface 3025 may be used to add additional cloned data-
bases to the cloned database group 3010. The user interface
3025 shows a list 3030 of databases that are available to be
added to the cloned database group 3010. Specifically, the
list 3030 includes those databases that reside on the database
server virtual machine on which the cloned database group
resides and which are not part of any database group.

The user may select one or more databases from the list
3030 to be cloned and added to the cloned database group
3010. The user interface 3025 also shows a list 3035, which
shows the databases that are already in the cloned database
group (e.g., the cloned database 3015). The user may cus-
tomize the name of the cloned databases that are to be
created from the databases selected from the list 3030. Upon
clicking on an update button 3045, the database manage-
ment system 205 creates a clone of the database(s) selected
from the list 3030 and add those clones to the cloned
database group 3010. Upon adding, the newly cloned data-
base is displayed in the list of databases associated with the
cloned database group on the time machine dashboard 3005,
as shown in user interface 3100 of FIG. 31.

In some embodiments, the time machine dashboard may
also be used to restore one of more databases from a
database group. For example, and as shown in FIG. 24, from
the actions tab 2405 of the time machine dashboard 2400
associated with a database group, the user may select the
“restore source database group” option to display a user
interface 3200 of F1G. 32. From the user interface 3200, the
user may select one or more databases from that database
group to restore from a list 3205. The user may also select
a point of recovery from a time scale 3210 at which the
database(s) selected from the list 3205 are to be restored and
click on a next button 3215 to display a user interface 3300
of FIG. 33. The user interface 3300 further allows the user
to restore a database to a point in time by selecting a point
in time option 3305, restore using an available snapshot by
selecting a snapshot option 3310, and select a restore loca-
tion 3315. Upon clicking on a restore button 3320, the
database(s) selected from the list 3205 may be restored to the
restore location 3315 that is selected. In some embodiments,
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the restore may be an in place restore, such that the data-
base’s contents may be restored to the snapshot or the point
in time selected.

It is to be understood that the shape, size, configuration,
actual text, and details shown on the user interfaces dis-
cussed above are only an example and not intended to be
considered limiting in any way. In other information may be
presented in other ways, may be presented on multiple
interfaces, and the general mechanism in which the infor-
mation is solicited from the user may vary in other embodi-
ments.

The herein described subject matter sometimes illustrates
different components contained within, or connected with,
different other components. It is to be understood that such
depicted architectures are merely exemplary, and that in fact
many other architectures can be implemented which achieve
the same functionality. In a conceptual sense, any arrange-
ment of components to achieve the same functionality is
effectively “associated” such that the desired functionality is
achieved. Hence, any two components herein combined to
achieve a particular functionality can be seen as “associated
with” each other such that the desired functionality is
achieved, irrespective of architectures or intermedial com-
ponents. Likewise, any two components so associated can
also be viewed as being “operably connected,” or “operably
coupled,” to each other to achieve the desired functionality,
and any two components capable of being so associated can
also be viewed as being “operably couplable,” to each other
to achieve the desired functionality. Specific examples of
operably couplable include but are not limited to physically
mateable and/or physically interacting components and/or
wirelessly interactable and/or wirelessly interacting compo-
nents and/or logically interacting and/or logically inter-
actable components.

With respect to the use of substantially any plural and/or
singular terms herein, those having skill in the art can
translate from the plural to the singular and/or from the
singular to the plural as is appropriate to the context and/or
application. The various singular/plural permutations may
be expressly set forth herein for sake of clarity.

It will be understood by those within the art that, in
general, terms used herein, and especially in the appended
claims (e.g., bodies of the appended claims) are generally
intended as “open” terms (e.g., the term “including” should
be interpreted as “including but not limited to,” the term
“having” should be interpreted as “having at least,” the term
“includes” should be interpreted as “includes but is not
limited to,” etc.). It will be further understood by those
within the art that if a specific number of an introduced claim
recitation is intended, such an intent will be explicitly recited
in the claim, and in the absence of such recitation no such
intent is present. For example, as an aid to understanding,
the following appended claims may contain usage of the
introductory phrases “at least one” and “one or more” to
introduce claim recitations. However, the use of such
phrases should not be construed to imply that the introduc-
tion of a claim recitation by the indefinite articles “a” or “an”
limits any particular claim containing such introduced claim
recitation to inventions containing only one such recitation,
even when the same claim includes the introductory phrases
“one or more” or “at least one” and indefinite articles such
as “a” or “an” (e.g., “a” and/or “an” should typically be
interpreted to mean “at least one” or “one or more”); the
same holds true for the use of definite articles used to
introduce claim recitations. In addition, even if a specific
number of an introduced claim recitation is explicitly
recited, those skilled in the art will recognize that such
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recitation should typically be interpreted to mean at least the
recited number (e.g., the bare recitation of “two recitations,”
without other modifiers, typically means at least two reci-
tations, or two or more recitations). Furthermore, in those
instances where a convention analogous to “at least one of
A, B, and C, etc.” is used, in general such a construction is
intended in the sense one having skill in the art would
understand the convention (e.g., “a system having at least
one of A, B, and C” would include but not be limited to
systems that have A alone, B alone, C alone, A and B
together, A and C together, B and C together, and/or A, B,
and C together, etc.). In those instances where a convention
analogous to “at least one of A, B, or C, etc.” is used, in
general such a construction is intended in the sense one
having skill in the art would understand the convention (e.g.,
“a system having at least one of A, B, or C” would include
but not be limited to systems that have A alone, B alone, C
alone, A and B together, A and C together, B and C together,
and/or A, B, and C together, etc.). It will be further under-
stood by those within the art that virtually any disjunctive
word and/or phrase presenting two or more alternative
terms, whether in the description, claims, or drawings,
should be understood to contemplate the possibilities of
including one of the terms, either of the terms, or both terms.
For example, the phrase “A or B” will be understood to
include the possibilities of “A” or “B” or “A and B.” Further,
unless otherwise noted, the use of the words “approximate,”
“about,” “around,” “substantially,” etc., mean plus or minus
ten percent.

The foregoing description of illustrative embodiments has
been presented for purposes of illustration and of descrip-
tion. It is not intended to be exhaustive or limiting with
respect to the precise form disclosed, and modifications and
variations are possible in light of the above teachings or may
be acquired from practice of the disclosed embodiments. It
is intended that the scope of the invention be defined by the
claims appended hereto and their equivalents.

What is claimed is:

1. A non-transitory computer-readable media comprising
computer-readable instructions stored thereon that when
executed by a processor of a database management system
cause the processor to:

receive request to create a database group;

receive selection of a database server virtual machine on

which to create the database group;

receive selection of at least one database from a list of

databases that are not part of another database group to
add to the database group;

receive selection of a Service Level Agreement (“SLA”)

and a protection schedule; and

create the database group on the database server virtual

machine, including associating the database group with
the SLA and the protection schedule and adding the at
least one database to the database group, wherein each
of the at least one database is protected using the same
SLA and the protection schedule that is associated with
the database group.

2. The non-transitory computer-readable media of claim
1, wherein the database group comprises a plurality of
databases, including the at least one database, and wherein
each of the plurality of databases is a stand-alone database.

3. The non-transitory computer-readable media of claim
2, wherein each of the plurality of databases in the database
group resides on the database server virtual machine on
which the database group is created.

4. The non-transitory computer-readable media of claim
1, wherein the database group comprises a plurality of
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databases, including the at least one database, and wherein
each of the plurality of databases is part of a same logical
cluster.

5. The non-transitory computer-readable media of claim
1, wherein the database group comprises a plurality of
databases, including the at least one database, and wherein
at least some databases of the plurality of databases are part
of a first logical cluster and remaining databases of the
plurality of databases are part of a second logical cluster.

6. The non-transitory computer-readable media of claim
1, wherein the database group comprises a plurality of
databases, including the at least one database, and wherein
at least some databases of the plurality of databases are
stand-alone databases and remaining databases of the plu-
rality of databases are part of one or more logical clusters.

7. The non-transitory computer-readable media of claim
1, wherein the processor further executes computer-readable
instructions to:

enable an auto-registration feature in the database group;

receive request to register a new database on the database

server virtual machine on which the database group
resides; and

upon determining that the auto-registration feature in the

database group is enabled, automatically add the new
database to the database group, wherein, upon being
added to the database group, the new database is
protected using the same SL.A and the protection sched-
ule as the at least one database.

8. The non-transitory computer-readable media of claim
1, wherein the database group comprises a plurality of
databases, including the at least one database, and wherein
each of the plurality of databases has a same database
engine.

9. The non-transitory computer-readable media of claim
1, wherein to protect databases in the database group, the
processor further executes computer-readable instructions to
capture one or more shapshots and one or more transactional
logs of the databases in accordance with the SLA and the
protection schedule.

10. The non-transitory computer-readable media of claim
1, wherein to receive the selection of the database server
virtual machine, the processor executes computer-readable
instructions to:

present a list of database server virtual machines previ-

ously registered with the database management system;
and

receive a selection of one database server virtual machine

from the list of database server virtual machines.

11. The non-transitory computer-readable media of claim
1, wherein the processor executes computer-readable
instructions to:

receive selection of a first database from the at least one

database that are part of the database group for remov-
able from the database group; and

remove the first database from the database group.

12. The non-transitory computer-readable media of claim
1, wherein the database group comprises a plurality of
databases including the at least one database, and wherein a
single snapshot is captured for all of the plurality of data-
bases in the database group based on the SLA and the
protection schedule.

13. The non-transitory computer-readable media of claim
1, wherein the database group comprises a plurality of
databases including the at least one database, and wherein a
single transactional log is captured for all of the plurality of
databases in the database group based on the SLA and the
protection schedule.
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14. A system comprising:

a memory having computer-readable instructions stored

thereon; and

a processor that executes the computer-readable instruc-

tions to:

receive request to create a database group;

receive selection of a database server virtual machine
on which to create the database group;

receive selection of at least one database from a list of
databases that are not part of another database group
to add to the database group;

receive selection of a Service Level Agreement
(“SLA”) and a protection schedule; and

create the database group on the database server virtual
machine, including associating the database group
with the SLA and the protection schedule and adding
the at least one database to the database group,
wherein each of the at least one database is protected
using the same SLA and the protection schedule that
is associated with the database group.

15. The system of claim 14, wherein the database group
comprises a plurality of databases, including the at least one
database, and wherein each of the plurality of databases is a
stand-alone database.

16. The system of claim 15, wherein each of the plurality
of databases in the database group resides on the database
server virtual machine on which the database group is
created.

17. The system of claim 14, wherein the database group
comprises a plurality of databases, including the at least one
database, and wherein each of the plurality of databases is
part of a same logical cluster.

18. The system of claim 14, wherein the database group
comprises a plurality of databases, including the at least one
database, and wherein at least some databases of the plu-
rality of databases are part of a first logical cluster and
remaining databases of the plurality of databases are part of
a second logical cluster.

19. The system of claim 14, wherein the database group
comprises a plurality of databases, including the at least one
database, and wherein at least some databases of the plu-
rality of databases are stand-alone databases and remaining
databases of the plurality of databases are part of one or
more logical clusters.

20. The system of claim 14, wherein the processor further
executes computer-readable instructions to:

enable an auto-registration feature in the database group;

receive request to register a new database on the database

server virtual machine on which the database group
resides; and

upon determining that the auto-registration feature in the

database group is enabled, automatically add the new
database to the database group, wherein, upon being
added to the database group, the new database is
protected using the same SLA and the protection sched-
ule as the at least one database.

21. The system of claim 14, wherein the database group
comprises a plurality of databases, including the at least one
database, and wherein each of the plurality of databases has
a same database engine.

22. The system of claim 14, wherein to protect databases
in the database group, the processor further executes com-
puter-readable instructions to capture one or more snapshots
and one or more transactional logs of the databases in
accordance with the SLA and the protection schedule.
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23. The system of claim 14, wherein to receive the
selection of the database server virtual machine, the proces-
sor executes computer-readable instructions to:

present a list of database server virtual machines previ-

ously registered with the database management system;
and

receive a selection of one database server virtual machine

from the list of database server virtual machines.

24. The system of claim 14, wherein the processor
executes computer-readable instructions to:

receive selection of a first database from the at least one

database that are part of the database group for remov-
able from the database group; and

remove the first database from the database group.

25. The system of claim 14, wherein the database group
comprises a plurality of databases including the at least one
database, and wherein a single snapshot is captured for all of
the plurality of databases in the database group based on the
SLA and the protection schedule.

26. The system of claim 14, wherein the database group
comprises a plurality of databases including the at least one
database, and wherein a single transactional log is captured
for all of the plurality of databases in the database group
based on the SLA and the protection schedule.

27. A method comprising:

receiving request to create a database group,

receiving selection of a database server virtual machine

on which to create the database group;

receiving selection of at least one database from a list of

databases that are not part of another database group to
add to the database group;
receiving selection of a Service Level Agreement
(“SLA”) and a protection schedule; and

creating the database group on the database server virtual
machine, including associating the database group with
the SLA and the protection schedule and adding the at
least one database to the database group, wherein each
of the at least one database is protected using the same
SLA and the protection schedule that is associated with
the database group.

28. The method of claim 27, wherein the database group
comprises a plurality of databases, including the at least one
database, and wherein each of the plurality of databases is a
stand-alone database.

29. The method of claim 28, wherein each of the plurality
of databases in the database group resides on the database
server virtual machine on which the database group is
created.

30. The method of claim 27, wherein the database group
comprises a plurality of databases, including the at least one
database, and wherein each of the plurality of databases is
part of a same logical cluster.

31. The method of claim 27, wherein the database group
comprises a plurality of databases, including the at least one
database, and wherein at least some databases of the plu-
rality of databases are part of a first logical cluster and
remaining databases of the plurality of databases are part of
a second logical cluster.

32. The method of claim 27, wherein the database group
comprises a plurality of databases, including the at least one
database, and wherein at least some databases of the plu-
rality of databases are stand-alone databases and remaining
databases of the plurality of databases are part of one or
more logical clusters.

33. The method of claim 27, further comprising:

enabling an auto-registration feature in the database

group;
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receiving request to register a new database on the data-
base server virtual machine on which the database
group resides; and

upon determining that the auto-registration feature in the

database group is enabled, automatically adding the
new database to the database group, wherein, upon
being added to the database group, the new database is
protected using the same SLA and the protection sched-
ule as the at least one database.

34. The method of claim 27, wherein the database group
comprises a plurality of databases, including the at least one
database, and wherein each of the plurality of databases has
a same database engine.

35. The method of claim 27, wherein to protect databases
in the database group, the method further comprises:

capturing one or more snapshots and one or more trans-

actional logs of the databases in accordance with the
SLA and the protection schedule.

36. The method of claim 27, wherein to receive the
selection of the database server virtual machine, the method
further comprises:

presenting a list of database server virtual machines

previously registered with the database management
system; and
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receiving a selection of one database server virtual
machine from the list of database server virtual
machines.

37. The method of claim 27, further comprising:

receiving selection of a first database from the at least one
database that are part of the database group for remov-
able from the database group; and

removing the first database from the database group.

38. The method of claim 27, wherein the database group
comprises a plurality of databases including the at least one
database, and wherein the method further comprises captur-
ing a single snapshot for all of the plurality of databases in
the database group based on the SLA and the protection
schedule.

39. The method of claim 27, wherein the database group
comprises a plurality of databases including the at least one
database, and wherein the method further comprises captur-
ing a single transactional log for all of the plurality of
databases in the database group based on the SLA and the
protection schedule.



