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28

Applications: World Wide
Web (HTTP)

28.1 Introduction

This chapter continues the discussion of applications that use TCP/IP technology
by focusing on the application that has had the most impact: the World Wide Web
(WWW). After a brief overview of concepts, the chapter examines the primary protocol
used to transfer a Web page from a server to a Web browser. The discussion covers
caching as well as the basic transfer mechanism.

28.2 Importance Of The Web

During the early history of the Internet, FTP data transfers accounted for approxi­
mately one third of Internet traffic, more than any other application. From its inception
in the early 1990s, however, the Web had a much higher growth rate. By 1995, Web
traffic overtook FTP to become the largest consumer of Internet backbone bandwidth,
and has remained the leader ever since. By 2000, Web traffic completely overshadowed
other applications.

Although traffic is easy to measure and cite, the impact of the Web cannot be un­
derstood from such statistics. More people know about and use the Web than any other
Internet application. Most companies have Web sites and on-line catalogs; references to
the Web appear in advertising. In fact, for many users, the Internet and the Web are in­
distinguishable.

527
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28.3 Architectural Components

Applications: World Wide Web (HTTP) Chap. 28

Conceptually, the Web consists of a large set of documents, called Web pages, that
are accessible over the Internet. Each Web page is classified as a hypermedia docu­
ment. The suffix media is used to indicate that a document can contain items other than
text (e.g., graphics images); the prefix hyper is used because a document can contain
selectable links that refer to other, related documents.

Two main building blocks are used to implement the Web on top of the global In­
ternet. A Web browser consists of an application program that a user invokes to access
and display a Web page. The browser becomes a client that contacts the appropriate
Web server to obtain a copy of the specified page. Because a given server can manage
more than one Web page, a browser must specify the exact page when making a re­
quest.

The data representation standard used for a Web page depends on its contents. For
example, standard graphics representations such as Graphics Interchange Format (GIF)
or Joint Picture Encoding Group (JPEG) can be used for a page that contains a single
graphics image. Pages that contain a mixture of text and other items are represented us­
ing HyperText Markup Language (HTML). An HTML document consists of a file that
contains text along with embedded commands, called tags, that give guidelines for
display. A tag is enclosed in less-than and greater-than symbols; some tags come in
pairs that apply to all items between the pair. For example, the two commands
<CENTER> and <ICENTER> cause items between them to be centered in the
browser's window.

28.4 Uniform Resource Locators

Each Web page is assigned a unique name that is used to identify it. The name,
which is called a Uniform Resource Locator (URL)t, begins with a specification of the
scheme used to access the item. In effect, the scheme specifies the transfer protocol; the
format of the remainder of the URL depends on the scheme. For example, a URL that
follows the http scheme has the following form:j::

http:// hostname [: port] Ipath[; parameters][? query]

where brackets denote an optional item. For now, it is sufficient to understand that the
hostname string specifies the domain name or IP address of the computer on which the
server for the item operates, :port is an optional protocol port number needed only in
cases where the server does not use the well-known port (80), path is a string that iden­
tifies one particular document on the server, ;parameters is an optional string that speci­
fies additional parameters supplied by the client, and ?query is an optional string used
when the browser sends a question. A user is unlikely to ever see or use the optional
parts directly. Instead, URLs that a user enters contain only a hostname and path. For
example, the URL:

tA URL is a specific type of the more general Uniform Resource ldent(fier (URI).
:j:Some of the literature refers to the initial string, http:, as a pragma.
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Sec. 28.4 Uniform Resource Locators 529

http://www.cs.purdue.edu/people/comer/

specifies the author's Web page. The server operates on computer www.cs.purdue.edu,
and the document is named /people/comer/.

The protocol standards distinguish between the absolute form of a URL illustrated
above, and a relative form. A relative URL, which is seldom seen by a user, is only
meaningful when the server has already been determined. Relative URLs are useful
once communication has been established with a specific server. For example, when
communicating with server www.cs.purdue.edu, only the string /people/comer/ is needed
to specify the document named by the absolute URL above. We can summarize.

Each Web page is assigned a unique identifier known as a Uniform
Resource Locator (URL). The absolute form of a URL contains a full
specification; a relative form that omits the address of the server is
only useful when the server is implicitly known.

28.5 An Example Document

In principle, Web access is straightforward. All access originates with a URL a
user either enters a URL via the keyboard or selects an item which provides the browser
with a URL. The browser parses the URL, extracts the information, and uses it to ob­
tain a copy of the requested page. Because the format of the URL depends on the
scheme, the browser begins by extracting the scheme specification, and then uses the
scheme to determine how to parse the rest of the URL.

An example will illustrate how a URL is produced from a selectable link in a do­
cument. In fact, a document contains a pair of values for each link: an item to be
displayed on the screen and a URL to follow if the user selects the item. In HTML, the
pair of tags <A> and </A> are known as an anchor. The anchor defines a link; a URL
is added to the first tag, and items to be displayed are placed between the two tags. The
browser stores the URL internally, and follows it when the user selects the link. For
example, the following HTML document contains a selectable link:

<H'IML>
The author of this text is
<A HREF="http://www.cs.purdue. edu/people/comer">
Douglas Comer.</A>

</HTML>

When the document is displayed, a single line of text appears on the screen:

The author of this text is Douglas Comer.
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The browser underlines the phrase Douglas Comer to indicate that it corresponds
to a selectable link. Internally, of course, the browser stores the URL from the <A>
tag, which it follows when the user selects the link.

28.6 Hypertext Transfer Protocol

The protocol used for communication between a browser and a Web server or
between intermediate machines and Web servers is known as the HyperText Transfer
Protocol (HTTP). HTTP has the following set of characteristics:

Application Level. HTTP operates at the application level. It assumes
a reliable, connection-oriented transport protocol such as TCP, but does not
provide reliability or retransmission itself.

RequestIResponse. Once a transport session has been established, one
side (usually a browser) must send an HTTP request to which the other side
responds.

Stateless. Each HTTP request is self-contained; the server does not
keep a history of previous requests or previous sessions.

Bi-Directional Transfer. ln most cases, a browser requests a Web
page, and the server transfers a copy to the browser. HTTP also allows
transfer from a browser to a server (e.g., when a user submits a so-called
''form'').

Capability Negotiation. HTTP allows browsers and servers to nego­
tiate details such as the character set to be used during transfers. A sender
can specify the capabilities it offers and a receiver can specify the capabili­
ties it accepts.

Support For Caching. To improve response time, a browser caches a
copy of each Web page it retrieves. If a user requests a page again, HTTP
allows the browser to interrogate the server to determine whether the con­
tents of the page has changed since the copy was cached.

Support For Intermediaries. HTTP allows a machine along the path
between a browser and a server to act as a proxy server that caches Web
pages and answers a browser's request from its cache.

28.7 HTTP GET Request

In the simplest case, a browser contacts a Web server directly to obtain a page.
The browser begins with a URL, extracts the hostname section, uses DNS to map the
name into an equivalent IP address, and uses the IP address to form a TCP connection
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"Comer continues to prove himself the Baedeker of the Internet Protocols with this fine 4th edition."
-Vint Cerf, Senior Vice President, MCI WorldCom, "Father of the Internet"
"Doug's deep insight into the Internet, coupled with his talent for teaching, yields an updated classic that
once again leads the pack."' -Paul Mockapetris, Inventor of the Domain Name System
"There are many TCP/IP books on the shelves today, but Doug Comer's "Internetworking with TCP/IP" is
the one that comes off the shelf for accessible and authoritative answers to questions about Internet technology."
-Lyman Chapin, ChiefScientist, BBN Technologies
The TCP/IP "bible"now completely updated to reflect all the latest technologies! Leading Internet expert Douglas
Comer has updated his classic, superb introduction to TCP/IP-based internetworking that is renowned for its clarity
and accessibility in explaining internetworking and routing. Discover how the basic TCP/IP technology has survived
and evolved over two decades of exponential growth, and understand the TCP/IP protocols and technical advances.
This edition explains emerging technologies such as Mobile IP, Virtual Private Networks, resource reservation with
RSVP, and IPv6. Comer reveals how to master TCP/IP and how the Internet works. The reader is required to have a
modest background in the fundamentals of computer systems, but does not need sophisticated mathematics. As with
previous editions, this edition provides an introduction to physical networks and then shows how they are combined to
form an internet. It states design principles clearly, and discusses motivations and consequences.
THIS NEW EDITION OF VOLUME 1:
■ Explains how voice and video are sent over IP intemets and how IP Telephony operates.
■ Describes Mobile IP (a technology that allows a computer to move from one network to another

without changing its IP address).
■ Discusses IP security and the security standard, IPsec.
■ Revises the discussion of IPv6 to incorporate the latest changes.
■ Shows how to interconnect private intranets and the global Internet using Virtual Private Network

(VPN) and Network Address Translation (NAT) technologies.
■ Expands the description of IP multicasting to cover multicast routing protocols.
■ Presents the Differentiated Services (DiffServe) scheme for classes of services as well as Path MTU

discovery and routing for anonymous serial networks.
■ Explains Random Early Discard (RED), which is now recommended for routers.
■ Updates the coverage of all protocols to the latest versions, including RIP, IGMP, and SNMP.
Douglas E. Comer is a Professor of Computer Science at Purdue University and a Fellow of the ACM. He is the author
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Second Edition, and The Internet Book. Comer served as chairman of the DARPA Distributed Systems Architecture
Board and the CSNET Technical Committees, and is a former member of the Internet Architecture Board (IAB).
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