. International Technical Support Organization *****®
TCP/IP Tutorial and Technical Overview EE=STE TCPP Tutorial and Technical Overview
Martin W. Murhammer, Orcun Atakan, Stefan Bretz, OCIOL'IEF 1998

Larrv R. Pugh, Kazunari Suzuki, David H. Wood

International Technical Support Organization

hitpz/fwww.redbooks.ibm.com

IPR2025-00782 GG24-3376-05 Exhibit 2014 Page 1 of 3



Babore usng the MIOMABON and e DrOdUCT | SUDPOMS. De Sue 10 Mad he Qanersl INSOMaBon iIn ApDendin A “Special
Motices™ on page 673

Sixth Edition (October 1998)

This ediion agphies 1o T ission Control P Protocol (TCPAP) in general and salected 1BM and DEM
impsmarianons ihenpod

Ci “u

w
M Coporabon_ Inemancnal Technical Suppon Organization
Dopt. HZ8 Buiding 678
P.O. Box 12195
Research Triangie Park, NC 27709-2185

When you send wlormason 1 1BM. you grant 1BM & nor-eaciusnee nght 10 uSe of dialribute Bhe nionmaton n By wirg i1 Deieves
APCIOCYLAE WHMGLE INCUMING any ObgANoN 10 you
twmmmintu Al rights reserved.

ot 1o LRF (Bidrs. — Documisntabon relaled [0 iedinctid nghts — Lsé. SUDRCADON OF BRGNS & Subysdt o
resirictions sel forth in GSA ADP Schedule Contract wilh IBM Corp.

Exhibit 2014

Contents

The Team That Wrote This Redbook
Comments Welcome

Part 1. Architecture and Core Protocols

Chapter 1. Introduction to TCP/IP - History, Architecture and Standards .

1.1 Internet History - Where It All Came From

1.1.1 Intemetworks

1.1.2 The Internet A ‘
113 ARPANET .. . .. ... ... B s T e
1.1.4 NSFNET .

115[:mmwudUaedﬂ'mmm

1.1.6 Information Superhighway

1.1.7 Intemet2 . . .

11.8 TT‘HQ']:HI‘I&"W‘E Interconnect IIDGIZI Hodsl

1.2 TCPAP Architectural Model - What It Is All About . . ... . ...

1.21 Internetworking
1.22 The TCPAP Protocol Stack

T e R e
1.2.4 Bridges, Routers and Galeways . . . . . . ... ._...........
1.3 Finding Standards for TCP/IP and the Internet . . . .. . . . . ... ...

1341 HaqmﬂFanmmnﬁ(H’G:
1.3.2 Intemel Standards . . . . .

1.3.3 Major Internet Protocols
1.4 Future of the Intemet
1.5 IBM and the Internet . .

151 ThNdmrkCunpwngmerk

Chapter 2. hmmumcdeanmPrmh
2.1 Inmternet Protocol (IP} . . ¢

200 IPAGESSING . . . ..

2.1.2 IP Subnets

DR TR s w5

2.1.4 Methods of Delivery - um:m. Bmadm mm and Anycasl

215 The IP Addrese Exhaustion Problem . . . . . . ... ..... ... ..

2.1.6 Infranets (Private IP Addresses) .
2.1.7 Classless Inler-Domain Rouling fcll::lR:

e R s R W

2.2 Internet Conirol Message Pratocol (ICMP)
22.1 ICMP Messages i
222 ICMP Applications . . . .
2.3 Internet Group Management Pmml [IGMP) .
2.4 Address Resolution Protocol (ARP) i
241 ARP Cverview . . .........
242 ARP Detailed Concept
24.3 ARP and Subnets .
244 Pru:y-aRPurTrmspm St.bnmng

15meMmHuﬂWummHFtAHP]:I.'.:...I.ii...i.“.l

© Copynght IBM Corp. 1989, 1998

—

L= = T I RS R S A

Page 2 of 3
il



1.1.1 Internetworks

Those original designers, funded by the Defense Advanced Rasearch Projects
Agency (DARPA), ol the ARPANET profocol suile introduced fundamental concepts
such as layering and virualizing in the world of networking, well before 150 even
took an interest in networking.

The official organization of those researchers was the ARPANET Network Working
Group, which had its last general meeting in October 1971. DARPA confinued its
resaarch for an intlematworking protocol suite, from the early NCP (Metwork Control
Program) host-to-host protocol to the TCP/IP protocol suite, which took its current
form around 1978. Al that time, DARPA was well known lor its pioneering of
packet-switching over radio networks and sateliite channels. The first real
implementations of the internet were found around 1980 when DARPA started
converting the machines of its research network (ARPANET) to use the new
TCP/IP protocols. In 1983, the transition was completed and DARPA demanded
that afl computers willing to connect 1o its ARPANET use TCP/IP.

DARPA also contracted Bolt, Beranek, and Newman (BBN) o develop an
implermentation of the TCP/IP protocols for Berkeley UNIX on the VAX and funded
the University of Califonia at Berkeley to distribute that code free of charge with
their UNIX operating system. The first release of the Berkeley Software Distribution
to include the TCP/IP protocol set was made available in 1983 (4.2BSD). From
that point on, TCP/AP spread rapidly among universities and research centers and
has become the standard communications subsystem for all UNIX conmectivity.
The second release (4.3BSD) was distributed in 1986, with updates in 1988
{4.3BSD Tahoe) and 1290 (4.3BSD Reno). 4.4BSD was released in 1993, Due to
funding constraints, 4.4BSD was the last release of the BSD by the Computer
Systems Research Group of the University of California at Barkelay.

As TCPAP intermnetworking spread rapidly, new wide area networks were created in
the U.S. and connected to ARPAMNET. In tum, other networks in the rest of the
workd, not necessarily based on the TCP/IP protocols, were added 10 the set of
interconnected networks. The result is what is described as The Infermet  Some
examples of the different networks that have played key roles in this development
are described in the next sections.

1.1.2 The Internet

I‘PR2025-00782

What exactly is the Internet? First, the word infermet (also internetwork) is simply a
contraction of the phrase interconnacted nemwork. Howeaver, when written with a
capital ‘" the Internat relars o a worldwide sel of interconnacted networks, so the
Internet is an inlernal, but the reverse does nol apply. The Internet is sometimes
called the connecled internet.

The Internet consists of the following groups of networks (see the following sections
for more information on some of these):

+ Backbones: large networks that exist primarily fo interconnect other networks.
Currently the backbones are NSFNET in the US, EBOME in Europe, and large
commercial backbones.

* Regional networks connecting, for example, universities and colleges.

= Commercial networks providing access lo the backbones to subscribers, and

netwarks owned by commercial organizations for intemal use that also have
connections 1o the Intermet.

TCRAP Tusorial and Techaical Overvigw

1.1.4 NSFNET

» Local networks, such as campus-wide university netwarks.

In many cases, particularly lor commercial, military and government natworks,
traffic between these networks and the rest ol the Internet is restricted (see also
5.3. "Firewalls” on page 280).

1.1.3 ARPANET

Sometimes referred 10 as the “grand-daddy of packet networks,” the ARPANET was
built by DARPA (which was called ARPA al that time) in the late 60s to
accommodale research equipment on packel-swilching lachnology and to allow
resource sharing for the Department of Delense's confractors. The network
interconnected research centers, some military bases and government locations. It
soon became popular with researchers for collaboration through elecironic mail and
other services. It was developed into a research ufility run by the Delense
Communications Agency (DCA) by the end of 1975 and spiit in 1983 into MILNET
for interconnection of military sites and ARPANET for interconnection of research
sites. This formed the beginning of the “capital I Internet.

In 1974, the ARPAMNET was based on 56 Kbps leased lines that interconnected
packet-switching nodes (PSN) scattered across the continental U.S. and westarn
Europe. These were minicomputers running a protocol known as 1822 (after the
number of a report describing it) and dedicated to the packet-switching task. Each
PSN had at least two connections to other PSNs (to allow alternate routing in case
of circuit failure) and up to 22 ports for user computer (hosf) conmections. These
1822 systems offered reliable, flow-controlied delivery of a packet to a destination
node. This is the reason why the original NCP protocel was a rather simple
protocol. It was replaced by the TCF/IP protocols, which do not assume reliability
of the underlying network hardware and can be used on othar-than-1822 networks.
This 1822 protocol did not become an industry standard, so DARPA decided later
to replace the 1822 packe! swilching technology with the CCITT X.25 standard.

Data wraffic rapidly exceaded the capacity of the 56 Kbps lines that made up the
nitwork, which ware no longer able 1o support the necessary throughput. Today
the ARPANET has been replaced by new technologies in its role of backbone on
Iha research side of tha connacled Internet (see NSFNET later in this chapler),

whereas MILNET conlinues to form the backbone of the military side.

NSFMNET, the National Science Foundation Network, is a three-level intemeatwork in
the United States consisting of:

» The backbone: a network thai connecis separately adminisiered and operated
mid-level networke and NSF-funded supercomputer centers. The backbone
also has transcontinental links to other networks such as EBONE, the
European |P backbone network.

* Mid-level networks: of three kinds (regional, discipline-based and
supercomputer consortium networks).

* Campus networks: whether acadenic or commercial, connected 10 the
mid-level networks.

First Backbone
Originally established by the National Science Foundation (NSF) as a
communications network for researchers and scientists o access the
NSF supercomputers, the first NSFNET backbone used six DEC
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