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A resource engine 604 maintains.an up-to-date mapping of resource group names to

member mappings. A policy rules database buffer 608 stores a current policy rule set to be
applied by the policy engine 510. The policy rules stored in the buffer 608 are preferably in the
original group-based rule specification format. Thus, the buffer 608 stores a rule created for a
group in its group-based form instead of instantiating a rule for each member of the group.

A decision engine 606 includes logic to serve the incoming policy decision requests in
the policy request table 602 by matching it against the policy rule set in the policy rules database
buffer 608 based on the actual membership information obtained from the resource engine 604.
The relevant group-based rule matching the traffic is then identified and decision bits in the
stream table set for enforcing the corresponding actions. The decision bits thus constitute the set
of actions to be performed on the packets of the stream. All packets matching the streams are
then processed based on these decision bits. The decision engine may also specify an access
control list (ACL) including a set of rules that allow/deny traffic, a DiffServ standard for
providing a quality of service level to the traffic, and/or VPN implementation information.

FIG. 20 is a more detailed schematic block diagram of the protocol classification engine
508 according to one embodiment of the invention. As illustrated in FI1G. 20, the protocol
classification engine 508 includes a stream data assembly 702, a sliding stream data window 704,
an ASN.1 block 706, a protocol classification state machine 708, and a protocol definition
signature database 710. The stream data assembly 702 extracts and re-assembles the data portion
of an input packet stream and stores it in the sliding stream data window 704. Preferably, the
sliding stream data window follows first-in-first-out protocols. The ASN.1 decoder further
decodes the data stream, if needed, per conventional ASN.1 encoding/decoding standards. The
protocol classification state machine 708 then matches the fully re-assembled and decoded data
against the protocol definition signature database 710. This database 710 preferably holds a
mapping of protocol names to data patterns to be found in the data stream. The matched protocol
is then returned to the stream table 506.

Thus, the protocol classification engine 508 provides extensive layer three through layer
seven protocol decode and packet classification, including complete identification of dynamic
streams using a dynamically updated signature database compiled from scripted protocol
definitions. As new protocols are defined in the future and/or users create their own custom
applications with custom protocols, a need may arise to add recognition of these protocols to the
protocol classification engine. The described protocol classification engine architecture allows
such additions by simply adding a new scripted definition of the new protocol to the protocol
classification engine without having to change the design each time a new protocol is added.
This allows for custom protocol support and future protocol extensibility.

FIG. 21 is a more detailed schematic block diagram of the IPSec engine 502 according
to one embodiment of the invention. As illustrated in FIG. 21, the IPSec engine 502 includes a
Pseudo-Random Number Generator (PRNG) function 802 for generating random numbers used
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for cryptographic key generation according to well known methods. A Diffie Hellman 804 and
RSA 812 blocks implement the corresponding asymmetric public key
encryption/decryption/signature algorithms which are also well known in the art. An IKE block
806 communicates with an IPSec SA table 808 for implementing standard ISAKMP/Oakley(IKE)
key exchange protocols. A cryptographic transforms block 814 implements standard symmetric
encryption/decryption algorithms, An IPSec Encapsulation/Decapsulation block 810 performs
standard encapsulation/decapsulation functions. Accordingly, the IPSec engine 502 provides
mature, standards-based IKE/IPSec implementation with public key certificate support and
necessary encryption/decryption functionality for packets passing through the private local
networks 102, 104.

VII. NETWORK POLICY LOGS AND STATISTICS AGGREGATION

Referring again to FIG. 3, the log collecting and archiving module 304 collects
information about the status and usage of resources from the policy enforcers 124, 126 as well
as from the management module 302, and stores them in the archive database 318. The policy
server reports module 316 then uses the collected logs and archives to generate reports in an
organized report format.

According to one embodiment of the invention, each policy enforcer 124, 126 maintains
a log file with information collected about the flow of traffic through the policy enforcer as well
as the status and usage of resources associated with the policy enforcer. All the log files follow
a predefined common log format, preferably designed to create compact logs.

FIG. 22 is a schematic layout diagram of such a log format according to one embodiment
of the invention. Each log entry includes a timestamp 820 in the format yyyymmddhhmmss,
indicative of the year. month, date, hours, minutes, and seconds in which the log entry was
created. A service field 822 indicates the type of service rendered by the policy enforcer 124,
126. Such services include VPN, FTP, Telnet, HTTP, packet filter, bandwidth, and the like.
Each log entry further includes a source IP address and port 824 indicating the source from where
apacket was received, as well as a destination IP address and port 826 indicating the destination
to which the packet was forwarded.

A user ID field 828 identifies the user transmitting the packet. The user ID may be
mapped to an entry in the LDAP database 130, 132, or 134 for obtaining additional details about
the user.

A status field 830 indicates the status of an operation and may include a result code, error
code, and the like. For example, for a packet filter service, the status field may include a result
code “p” if the packet was passed or code “b” if the packet was blocked.

An operation field 832 indicates codes for a type of operation conducted by the service.

For instance, operations for a VPN service may include sending packets and receiving packets.
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Operations for an FTP service may include GET and PUT operations. Operations for an HTTP

service may include GET and POST operations.

In addition to the above, each log entry includes an in-bytes field 832 indicative of the
number of bytes the policy enforcer received as a result of the activity, and an out-bytes ficld 834
indicative of the number of bytes transferred from the policy enforcer. Furthermore, a duration
field 836 indicates the duration (e.g. in seconds) of the activity.

Certain fields of a particular log entry may be left blank if not applicable to a particular
service. For instance, for an FTP download. Where there is no outgoing traffic. the out-bytes
field is left blank. Furthermore, additional fields may be added based on the type of service being
logged. For instance, for an HTTP activity, the URL that is accessed is also logged in the log
entry. The additional fields are preferably appended to the end of the standard log format.

A person skilled in the art should recognize that additions, deletions, and other types of
modifications may be made to the log format without departing from the spirit and the scope of
the invention as long as the log format common to all the policy enforcers and is aimed in
creating compact logs.

The log files created by the policy enforcers 124, 126 are transferred to the policy server
122 based on archive options set by the policy server. In this regard, the network administrator
specifies a threshold size for the logs created by the policy enforcers upon selection of the policy
server archive option 752 of FIG. 9. When the log file exceeds the specified size, it is sent to the
policy server 122. Preferably, the logs are transferred to the policy server 122 at least once a day
even if the threshold size has not been exceeded. The logs may also be archived locally at the
policy enforcer if so specified by the network administrator.

Once the policy server 122 receives the logs, it is stored in the archive database 318
preferably taking the form of an SQL database. The policy server reports module 316 queries this
database to generate reports for each policy enforcer 124, 126. In addition, the logs may be
exported in a format that may be interpreted by commercially available products such as
WEBTRENDS, manufactured by WebTrends Corporation of Portland, Oregon.

The reports created by the reports module 316 include summary usage reports for the
various resources including policy enforcers, users, services, hosts, and VPNs. For instance, the
reports may include VPN summary reports, bandwidth summary reports, packet filter reports, and
the like, for each policy enforcer.

The reports preferably show usage of each of the resources over a period time. The start
and the end date for the report may be specified by the user. The user may further drili down on
the time dimension and on the resource dimension for viewing specific times and specific
resources. For instance, in creating the packet filter reports, the user-may indicate a start and end
time, source IP address, source port, destination IP address, and destination port. All packets
meeting these criteria are then fetched from the archive database 318 and shown in a packet

report.
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VIII. METHOD FOR SELECTIVE LDAP DATABASE SYNCHRONIZATION

According to one embodiment of the invention, the databases 130, 132, 134 in the unified
policy management system of FIG. 1 are LDAP databases storing policy management
information including policies for firewall, VPNs, bandwidth, administration, user records,
network records, services, and the like. As described above, the LDAP directory service model
is based on entries where each entry is a collection of attributes. Entries are arranged in a tree
structure that follows a geographical and organizational distribution. Entries are named
according to their position in the hierarchy by a distinguished name (DN).

The policy server 122 preferably stores the policy management information for all the
policy enforcers in the policy server database 130. This information is organized in the databases
130 as one or more DNs with corresponding attributes. Appropriate portions of the policy server
database are then copied to the policy enforcer databases 132. 134.

FIG. 23 is a block diagram of an LDAP tree structure including an LDAP root 265 and
a plurality of branches 264, 266, 268, 270. According to one example, the policy server 122
maintains in the policy server database 130 branches 264 and 266 with policy management
information for all the policy enforcers 124, 126. Each of the policy enforcers 124, 126 also
maintain portions of the branches 264 and/or 266 in their respective policy enforcer databases
132, 134 as sub-trees of the policy server database 130. The portions of the branches maintained
by each policy enforcer 124, 126 preferably relates to the configuration information for that
policy enforcer as well as some additional information about the other policy enforcers. This
additional information is used to communicate with the other policy enforcers.

The policy server 122 may further maintain branch 268 storing information used only by
the applications running on the server and not shared with any of the policy enforcers 124, 126.
Likewise, policy enforcers 124, 126 may maintain a portion of branch 268 containing information
used only by the applications on each of the policy enforcers and not shared elsewhere.
Typically, the data stored in branch 268 is dynamically generated and used by the applications
running on the corresponding server or agent.

Branch 270 is preferably only included in the LDAP tree for the policy server database
130 and stores logged policy management changes that may be propagated to the policy enforcers
124, 126. Such changes may include, for example, addition, deletion, or modifications of a user
onadevice, VPN cloud, bandwidth policy, or firewall policy made by the network administrator
via the various graphical user interfaces described above. Such changes result in the updating
of the policy database 130 where the corresponding DN of the LDAP tree is added, deleted, or
modified. The policy server 122 further creates a log of the changes and stores them in branch
270 for later distribution to the policy enforcers 124, 126.

FIG. 24 is a more detailed block diagram of branch 270 of the LDAP tree of FIG. 23. The
LDAP root 265 includes an ApplyLog 270a entry which in turn includes a user log entry 270b
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and a device log entry 270c. The user log entries include specific administrator log entries

identified by specific DNs 270d for reflecting the changes made by the particular administrators.
The device log entry 270c includes specific device log entries identified by specific DNs 270e
reflecting the changes that are to be distributed to the particular policy enforces 124, 126.
Preferably, the changes made by the administrators are propagated to the policy enforcers 124,
126 upon actuation of an apply button such as the apply button 417 illustrated in FIG. 6.

FIG. 25 is a flow diagram for logging and propagating LDAP changes to the policy
enforcers according to one embodiment of the invention. In step 420, a particular network
administrator makes a policy setting change. According to one example, the administrator is
administrator “adm’ working in the domain “domainl,” and the change 1s the addition of a new
user on a device.

In step 422, the change made the administrator is reflected in the policy server database
130. In this regard, branches 264 and 266 of the LDAP tree are modified accordingly to reflect
the change in the policy setting. Additionally, in step 424, the policy server 122 creates a log of
the changes for the administrator for later processing and sending to the appropriate policy agent.
In step 426, the policy server 122 updates the administrator’s log DN 270d to reflect the change.
In the above example and as illustrated in FIG. 24, if the log created is named “A_L1,” the policy
server 122 updates the DN 270d for “adm™ at “domainl" to create an attribute “apply” 2701 that
has the value “A_L1”270g. Other changes made by the administrator are reflected in separate
logs (e.g. “A_L2,” “A_L3") and appended to the existing value of the apply attribute in the
administrator’s log DN 270d.

In step 428, the policy server 122 checks whether the changes made by the administrator
are to be propagated to the appropriate policy enforcers 124, 126. As discussed above, the
changes are preferably propagated upon actuation of an apply button from the administrator’s
graphical user interface.

If the apply button has been actuated, the policy server creates, in step 430, a log for each
policy enforcer to whom the change is to be transmitted. In this regard, the policy server 122
collects all the changes made by the administrator as reflected in the values 270g, 270h of the
apply attribute 270f of the administrator’s log DN 270d. These changes are processed for each
policy enforcer belonging to the administrator’s domain. Such processing preferably involves
picking the relevant changes and suitably modifying the DNs for the policy enforcer’s LDAP.
Such suitable modifications may be necessary, for instance, due to the differences in the tree
structures in the policy server database 130 and the policy enforcer databases 132, 134. For
instance, a change in the administrator’s log may contain a DN that specifies the domain name
of the policy enforcer. In applying this change to the policy enforcer, the domain name would
not be specified in the DN since the policy enforcer’s tree structure does not include a domain

name.
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The changes suitably modified for each policy enforcer’s LDAP are then stored in a

device log. Each policy enforcer’s log DN 270e is then modified to reflect the change to the
transmitted to the particular policy enforcer. In the above example and as illustrated in FIG. 24,
if the device log created is named “PE_L1,” the policy server 122 updates the DN 270e for the
particular policy enforcer “PE1" at “domainl" to create an attribute “apply” 270i that has the
value “PE_L 17 270;.

In step 432, the apply attribute 270f for the administrator’s log DN 270d is then deleted
from the LDAP tree. In step 434, the changes collected for each policy enforcer, as reflected in
the values 270j, 270k of the apply attribute 270i of the policy enforcer’s log DN 270e, are
transmitted to the policy enforcer for updating its database 132, 134. The changes are sent to the
policy enforcers preferably over the HTTPS channel.

In step 436, the policy server 122 checks whether the updates have been successful. In
this regard, the policy server 122 waits to receive an acknowledgment from the policy enforcer
that the updates have been successfully completed. Upon a positive response from the policy
enforcer, the policy server 122 deletes the apply attribute 270e for the policy enforcer’s log DN
270e. Otherwise, if the update was not successful (e.g. because the policy enforcer was down),
the apply log is re-sent the next time another apply function is invoked. Alternatively. the failed
policy enforcer transmits a request to the policy server 122 of the log of non-applied changes
when it rejoins the network (e.g. by rebooting).

IX. STATE TRANSITION PROTOCOL FOR HIGH AVAILABILITY UNITS

According to one embodiment of the invention, the policy server 122, policy enforcers
124, 126, as well as other network devices may be configured for high availability by maintaining
a backup unit in addition to a primary unit.

FIG. 26 is a schematic block diagram of a high availability system including a primary
unit 902 and a backup unit 904. The two units 902, 904 communicate with each other by
exchanging heartbeats over parallel ports 906a. 906b and a cable 908. Such parallel ports 906a.
906b and cable 908 are conventional components that arec commonly available in the art.

The primary unit 902 and the backup unit 904 are each similarly connected to other
components 910, 912, 914 via ports 920a, 920b, 922a, 922b, 924a, 924b, respectively. These
components 910, 912, 914 may be hubs, switches, connectors, or the like. Because the primary
unit 902 and backup unit 904 provide similar services and functions and may be used
interchangeably, each unit is preferably connected to the same components 910, 912, 914.

The parallel port cable 908 is preferably a conventional laplink cable designed to connect
two parallel ports and allow communications between them. The primary unit 902 and the
backup unit 904 preferably communicate with each other via TCP packets over the high-
availability ports 906a, 906b. A point-to-point connection preferably exists between the primary
unit 902 and the backup unit 904 over the high-availability ports 906a, 906b.
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The primary unit 902 is preferably responsible for checking the status of its network ports

for problems or failures. For example, if the primary unit 902 detects that one of its network
ports is inoperable, e.g. port 922a, the primary unit 902 then checks whether the corresponding
port 922b in the backup unit 904 is operational. Upon determining that the corresponding port
922b in the backup unit 904 is operational, the primary unit 902 sends a request to the backup
unit 904 to take over the system functions as the active unit. The primary unit 902 then
relinquishes its role as the active unit and shuts itself down, allowing the backup unit 904 to take
on the responsibilities of the primary unit 902. When the primary unit 902 restarts operation, the
backup unit 904 receives a request from the primary unit 902 to relinquish its role as the active
unit.

When the primary unit 902 is active and does not detect any defects in its ports, it
continuously listens on the high-availability port 906a to keep track of the status of the backup
unit 904. The primary unit 902 continues to listen on the high-availability port 906a for signals
coming from the backup unit 904. When the backup unit 904 is up and running, it connects to
the primary unit 902 Once the connection is made, the backup unit 904 begins sending
heartbeats to the primary unit 902. The backup unit 904 continuously sends heartbeats to the
primary unit 902 in predetermined intervals. According to one embodiment of the invention, the
backup unit 904 sends a “Keep Alive” packet including a KEEP_ALIVE command to the
primary unit 902 every one second.

The primary unit 902 responds to the "Keep Alive" packet by changing the command field
of the packet to a KEEP_ ALIVE_RESP command and re-transmitting the packet to the sender.
If the backup unit 904 does not receive a response back from the primary unit 902 for a
predetermined period of time (e.g. one second) for one "Keep Alive" packet, the backup unit 904
begins preparing to take over the active role. Preferably, the predetermined period should not be
greater less than two consecutive “Keep Alive” packets.

Upon taking the role of the active unit, the backup unit 904 attempts to reestablish a
connection with the primary unit 902 at regular intervals to determine whether the problem or
failure in the primary unit has been cured. If the problem or failure has been cured, the backup
unit 904 relinquishes its control to the primary unit 902 after setting the IP addresses of all the
network interface cards to the assigned value.

In situations where the backup unit 904 takes over the active role from the primary unit
902, an alert/alarm is sent to the network administrator indicating such a change. In addition, if
the primary unit 902 does not receive heartbeats from the backup unit 904, an alert/alarm is sent
to the administrator indicating that the backup unit has failed.

A situation may arise when both the primary unit 902 and the backup unit 904 are fully
functional, and the backup unit 904 desires to take over the active role. In this case, the backup
unit 904 transmits a shut-down command to the primary unit 902 which then relinquishes control.
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The backup unit 904 continues its role as the active unit until the primary unit 902 transmits a

request to the backup unit 904 to relinquish its active role.

According to one embodiment of the invention, the initial status determination protocol
of each high availability unit as a primary, backup, or stand-alone unit relies on a self-discovery
process. FIG. 27 is a flow diagram of an exemplary status discovery process according to one
embodiment of the invention. In step 930, a first high availability unit (unit X) that has not yet
definitively discovered its status as a primary or a backup unit boots up, and in step 932 assumes
the role of a backup unit. In step 934, unit X searches the network for a primary unit and
inquires, in step 936, whether a primary unit has been detected. If the answer is YES, unit X tries
to connect to the primary unit. Ifitis successful. unit X initializes as the backup unit in step 938.
If, on the other hand, unit X does not detect the primary unit, unit X assumes the role of the
primary unit in step 940.

In step 942, unit X searches the network for a backup unit. If the backup unit is detected,
as inquired in step 944, unit X connects to the backup unit and initializes as the primary unit in
step 946. If, on the other hand, unit X does not detect any other units in the network within a
predetermined time, unit X initializes as a stand-alone unit in step 948.

Once the primary and secondary units have been initialized, configuration changes of the
primary unit are also transferred to the backup unit in order to keep the two units synchronized.
The configuration information is preferably stored in an LDAP database such as the central policy
server database 130 or policy agent databases 124, 126.

FIG. 28 is a flow diagram of a process for maintaining configuration information
synchronized in the primary and backup units. In step 950, the primary unit boots up and in step
952, detects the backup unit. In step 954, the backup unit receives configuration change
information from the primary unit if it is functional. Otherwise, the configuration changes are
entered directly into the backup unit by the network administrator. If the configuration change
is to be received from the primary unit, the primary unit notifies the backup unit when
configuration changes occur in the primary unit. The changes are then transferred and applied
to the backup unit. The backup unit in turn transmits the status of the transter and the apply back
to the primary unit.

In step 956, the primary unit is checked to determine whether it is functional. Ifitis, the
primary unit is likewise updated with the configuration change. Otherwise, if the primary unit
is not functional, the backup unit takes on the active role and becomes the active unit in step 958.
The primary unit may become non-functional and thus, inactive. due failures in the CPU board,
the network interface card, or power supply.

In step 960, the backup unit tags the changes to transfer them to the primary once the
primary becomes functional. Once the primary unit becomes functional, the primary unit is
updated with the tagged changes maintained by the backup unit as is reflected in step 962.

209.
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According to one embodiment of the invention, software updates on the primary and

backup units are also synchronized so as to update the primary and backup units serially in a
single cycle without the need for multiple update cycles. Thus, the network administrator need
not duplicate the efforts of updating the backup unit with the same information as the primary
unit.

FIG. 29 is an exemplary flow diagram of updating the primary and backup units when
they are both functional. In step 970, an update, such as a software update not stored in the
LDAP databases, is sent/transmitted to the primary unit from a management station accessible
by the network administrator. The primary unit then updates itself in step 972. In step 974, the
primary unit automatically sends/transmits the update information to the backup unit. In step
976, the backup unit updates itself with the update information received from the primary unit.

FIG. 30 is an exemplary flow diagram of updating the primary and backup units when the
primary unit is not functional. In step 978, the primary unit becomes nonfunctional, and in step
980, the network administrator sends/transmits an upgrade directly to the backup unit instead of
the primary unit. In step 982, the backup unit updates itself with the information received from
the management station and waits for the primary unit to become functional. Once the primary
unit becomes functional, the update is automatically sent/transmitted to the primary unit for
upgrading in step 986. The primary unit then updates itself in step 988.

Although the present invention has been described in detail with reference to the preferred
embodiments thereof, those skilled in the art will appreciate that various substitutions and
modifications can be made to the examples described herein while remaining within the spirit
and scope of the invention as defined in the appended claims.

For example. the unified policy management system of FIG. 1 should be viewed as
illustrative rather than limiting. It should be apparent to those skilled in the art who are
enlightened by the present invention that many alternative configurations are possible. For
example, there may be additional networks with policy enforcers or no additional networks at all.
Likewise, policy enforcers may not necessarily access the policy server through the Internet, but
may be connected via other means such as a WAN, MAN, etc. In short, the number and type of
users and resources within and without the organization can vary greatly while staying within the

scope of the invention.
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CLAIMS:

1. A system for managing policy services in an organization, the organization
including a first network having a first set of resources and a second network remote from the
first network having a second set of resources, the system comprising:

a first edge device associated with the first network, the first edge device configured to manage
policies for the first network and the first set of resources in accordance with first policy settings
stored in a first database;

a second edge device associated with the second network, the second edge device configured to
manage policies for the second network and the second set of resources in accordance with
second policy settings stored in a second database; and

a central policy server in communication with the first and second edge devices, the central
policy server configured to define the first and second policy settings and manage the first and

second edge devices from a single location.
2. The system of claim 1, wherein the policies are firewall policies.

The system of claim 1, wherein the policies are virtual private network policies.

(OS]

4. Thesystemofclaim 1, wherein the central policy server includes a central database

for storing configuration information of the first and second edge devices.

5. Thesystem of claim 4, wherein the configuration information includes the firstand

second policy settings.

6.  The system of claim 4, wherein the central database stores a log of changes in the
configuration information for the first and second edge devices.

7. The system of claim 6, wherein the policy server transmits the changes in the
configuration information to the first and second edge devices for respectively updating the first

and second databases.

8. The system of claim 7, wherein the policy server deletes the log of changes upon

a successful update of the first and second databases.

9. The system of claim 4, wherein the central database and the first and second

databases are organized according to a hierarchical object oriented structure.

10.  The system of claim 9, wherein the hierarchical object oriented structure includes

a plurality of resource objects and policy objects for defining the first and second policy settings.
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11. Thesystem of claim 10, wherein the resource objects are selected from a group consisting

of devices, users, hosts, services, and time.

12.  The system of claim 10, wherein the central database and the first and second
databases are Lightweight Directory Access Protocol (LDAP) databases storing each resource

object and policy object as an LDAP entry.

13.  The system of claim 1, wherein the central policy server includes a set of user
application modules for allowing a user to define the first and second policy settings and manage
the first and second edge devices from the single location, the first and second policy settings
being associated with a plurality of resource objects including devices, users, hosts, services. and
time.

14. The system of claim 13, wherein the set of user application modules includes a
centralized management sub-module for allowing installation of the first and second edge devices

from the single location.

15. The system of claim 14, wherein the centralized management sub-module allows

registration of the first and second devices with the central policy server.

16. The system of claim 13, wherein the set of user application modules includes a
policy management sub-module for managing and viewing the resource objects from the single

location.

17.  The system of claim 1, wherein the central policy server includes a set of user
application modules for allowing a user to monitor health and status of the first and second edge

devices from the single location.

18.  The system of claim 1, wherein the central policy server includes:

a log collecting and archiving module for periodically receiving health and status
information from each of the edge devices;

an archive database coupled to the log collecting and archiving module for storing the
health and status information; and

areports module coupled to the archive database for creating reports based on the health

and status information.

19.  The system of claim 18, wherein each edge device collects and transmits health and

status information in a predefined common log format.
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20. Thesystem ofclaim 18, wherzin the health and status information includes network

flow information.

21.  The system of claim 18, wherein the health and status information includes

statistics on use of each edge device’s set of resources.

22.  The system of claim 1, wherein each edge device includes a plurality of modules
for integrating management of the policies for each of the networks into the edge device.

23.  The system of claim 22. wherein the plurality of modules include:

a classification engine for determining a protocol associated with an incoming packet;

a policy engine for making a forwarding decision for the packet based on policy settings
associated with the packet; and

a packet forwarding module for forwarding the packet based on the policy settings.

24. The system of claim 23 further including a security engine for authenticating a user
transmitting the packet.

25.  The system of claim 23 further including a statistics module for collecting statistics

on packets flowing through the edge device.

26. The system of claim 1, wherein each network is a private network and each edge
device is configured to create a table with information of member networks reachable through

the edge device.

27. The system of claim 26, wherein the first and second edge devices enable secure
communication between the first and second private networks, and the first edge device shares
the first table with the second edge device and the second edge device sharing the second table

with the first edge device.
28.  The system of claim 26, wherein the first edge device includes logic for:
receiving a new route information;
storing the new route information in the first database: and

transmitting a portion of the new route information to the second edge device.

29. The system of claim 26, wherein the communication is managed according to a

security policy associated with the member networks.
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30. The system of claim 29, wherein the security policy is defined for a security policy

group providing a hierarchical organization of the group, the group including member networks,
users allowed to access the member networks, and a rule controlling access to the member

networks.

31. The system of claim 30, wherein each member network has full connectivity with
all other member networks and the security policy defined for the security policy group is

automatically configured for each connection.

32. The system of claim 30, wherein the security policy provides encryption of traffic
among the member networks and the rule is a firewall rule providing access control of the

encrypted traffic among the member networks.

33.  The system of claim 30 further including remote user terminals for accessing the
member networks form a remote location. each remote user terminal including a processor, the
processor being operable to execute program instructions, the program instructions including:

establishing communication with the edge device;

transmitting authentication information to the edge device; and

receiving the table with the information of the member networks from the edge device.

34. The system of claim 33, wherein the program instructions further include

automatically receiving updates of the table from the edge device.

35. The system of claim 1, wherein the central policy server and the first and second
edge devices include first class units and second class units, cach second class unit providing

backup for a corresponding first class unit upon failure of the first class unit.

36. The system of claim 35, wherein each of the second class units is initially in an
inactive state, each of the second class units including logic for:

detecting a failure of its corresponding first class unit; and

transitioning from the inactive state to an active state upon detection of the failure.

37. The system of claim 35, wherein each of the second class units includes logic for:
assuming a role of the second class unit;

searching for the corresponding first class unit; and
initializing as the second class unit if the corresponding first class unit is detected.
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38. ‘I'he system of claim 37, wherein each of the second class units further includes

logic for:
assuming a role of the first class unit if the first class unit is not detected;
searching for a corresponding second class unit; and
initializing as the first class unit if the corresponding second class unit is detected.

39. The system of claim 38, wherein each of the second class units further includes

logic for initializing as a third class unit if the corresponding second class unit is not detected.

40. The system of claim 35 further comprising:

means for transitioning each of the first class units to an active state;

means for receiving and storing first database configuration changes for each of the first
class units;

means for transferring the configuration changes to the corresponding second class units;
and

means for storing the configuration changes on the corresponding second class units.

41. The system of claim 40 further comprising:

means for transitioning each of the first class units to an inactive state;

means for receiving and storing second database configuration changes for the second
class unit while the corresponding first class unit is in the inactive state; and

means for transferring the second database configuration changes from the second class

unit to the first class unit after the first class unit re-transitions to the active state.

42.  The system of claim 35 further comprising:

means for transmitting update information to each of the first class units;

means for updating each of the first class units;

means for transmitting the update information from each of the first class units to each
of the second class units; and

means for updating each of the second class units.

43. A system for managing policy services in an organization, the organization
including a first network having a first set of resources and a second network remote from the
first network having a second set of resources, the system comprising:

a first edge device associated with the first network, the first edge device configured
to manage policies for the first network and the first set of resources in accordance with first

policy settings stored in a first database;
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a second edge device associated with the second network, the second edge device

configured to manage policies for the second network and the second set of resources in
accordance with second policy settings stored in a sccond database; and

a central policy server defining the first and second policy settings and managing
the first and second edge devices from a single location, the central policy server being associated
with a central database storing configuration information of the first and second edge devices,
wherein the central database is organized according to a hierarchical object oriented structure.

44, The system of claim 43, wherein the first and second databases are organized

according to the hierarchical object oriented structure.

45. The system of claim 43, wherein the configuration information includes the first
and second policy settings.

46. The system of claim 45, wherein the hierarchical object oriented structure includes

a plurality of resource objects and policy objects for defining the first and second policy settings.
47.  The system of claim 46, wherein the central database and the first and second
databases are Lightweight Directory Access Protocol (LDAP) databases storing each resource

object and policy object as an LDAP entry.

48. The system of claim 46, wherein the resource objects are selected from a group
consisting of devices, users, hosts, services, and time.

49. The system of claim 48, wherein the devices include the first and second edge

devices. each device being associated with a set of users and a particular host.
50. The system of claim 48, wherein the hosts include the first and second networks.

51. The system of claim 46, wherein the policy objects are selected from a group
consisting of bandwidth, firewall, administration, and virtual private network grouping.

52.  The system of claim 51, wherein the virtual private network grouping includes a

virtual private network associated with one or more sites, users, and rules.

53.  The system of claim 52, wherein each site includes one or more networks behind
an edge device.

-36-

0925



10

15

20

25

30

(98]
wh

WO 00/78004 PCT/US00/16246
54. The system of claim 52, wherein the rules are firewall rules providing access

control over network trattic flowing through the virtual private network.

55. A system for selective database synchronization comprising:

a central database storing configuration information for a plurality of edge devices in an
organization, each edge device being associated with a network in the organization and
configured to manage policies for the network;

a subordinate database storing a portion of the configuration information associated with
a particular edge device; and

a central policy server in communication with the central database and the subordinate
database, the central policy server including logic for:

making a change to the portion of the configuration information associated with the
particular edge device in the central database;

creating a log of the changes;

storing the log in the central database; and

transferring the changes to the particular edge device for updating the subordinate

database.

56.  The system of claim 55, wherein the log includes a user log for associating the
change to a particular user making the change, the particular user being associated with the

particular edge device.

57.  The system of claim 56. wherein the central policy server further includes logic for

identifying the particular edge device based on the particular user making the change.

58.  Thesystem ofclaim 57, wherein the log includes a device log for storing the change
for the particular edge device.

59.  The system of claim 55, wherein the central policy server further includes logic for:

receiving a status of the transfer from the particular edge device; and

deleting the log from the central database if the status indicates a successful transfer.

60. The system of claim 55, wherein the central database and the subordinate database
are Lightweight Directory Access Protocol (LDAP) databases storing configuration information

as an LDAP entry identified by a distinguished name.

61. The system of claim 55, wherein the configuration information is policy

management information.
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62. In a system including a first edge device managing policies for a first network

according to first policy settings and a second edge device managing policies for a second
network according to second policy settings, the system further including a central policy server
in communication with the first and second edge devices configured to define the first and second
policy settings and manage the first and second edge devices from a single location, each edge
device comprising:

a classification engine for determining a protocol associated with an incoming packet;

a policy engine for making a forwarding decision for the packet based on policy settings
associated with the packet; and

a packet forwarding module for forwarding the packet based on the policy settings.

63. The edge device of claim 62, wherein the classification engine further includes a

protocol database storing a mapping of protocols to data patterns found in a packet stream.

64. The edge device of claim 62, wherein the policy engine further includes a resource

engine with a current mapping of resource group names to members in each group.

65. The edge device of claim 64, wherein the policy engine further includes a policy
rules buffer storing policy settings specified for a group associated with the packet.

66. The edge device of claim 64, wherein the policy engine further includes a decision
engine for matching the packet with the policy settings in the policy rules buffer based on
membership information from the resource engine.

67. The edge device of claim 62 further including a security engine for authenticating

a user transmitting the packet.

68. The edge device of claim 62 further including a statistics module for collecting

statistics on packets flowing through the edge device.

69. The system of claim 68, wherein the statistics module maintains a byte count of the
packets flowing through the edge device, wherein the byte count is organized according to
resources associated with the packets.

70. A computer network comprising:
a first edge device coupled to a first private network, the first edge device configured to

create a first table with information of member networks reachable through the first edge device,
the first table being stored in a first database;
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a second edge device coupled to a second private network, the second edge device

configured to create a second table with information of member networks reachable through the
second edge device, the second table being stored in a second database;

wherein, the firstand second edge devices enable secure communication between the first
and second private networks, and the first edge device shares the first table with the second edge

device and the second edge device shares the second table with the first edge device.

71. The computer network of claim 70, wherein the first edge device includes logic
for:

recelving a new route information;

storing the new route information in the first database; and

transmitting a portion of the new route information to the second edge device.

72. The computer network of claim 71, wherein the portion of the new route

information is a route name.

73. The computer network of claim 71, wherein the second edge device includes logic
for:

receiving the portion of the new route information;

accessing the first database based on the portion of the new route information;

retricving the new route information from the first database; and

storing the retrieved route information in the second database.

74. The computer network of claim 70, wherein communication between the first and

second networks is managed according to a security policy associated with the networks.

75. The computer network of claim 74, wherein the security policy is defined for a
security group providing a hierarchical organization of the group, the group including member
networks, users allowed to access the member networks, and a rule controlling access to the

member networks.

76. The computer network of claim 75, wherein each member network has full
connectivity with all other member networks and the security policy defined for the security
policy group is automatically configured for each connection.

77. The computer network of claim 75, wherein the security policy provides

encryption of traffic among the member networks and the rule is a firewall rule providing access

control of the encrypted traffic among the member networks.
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78. A computer network comprising: -

an edge device coupled to a private network, the edge device configured to creatc a table
with information of member networks reachable through the edge device, the table being stored
in a database;
aremote user terminal in communication with the edge device, the remote user terminal
including a processor, the processor being operable to execute program instructions, the program
instructions including:
establishing communication with the edge device;
transmitting authentication information to the edge device; and
receiving the table with the information of the member networks from the edge

device.

79.  The computer network of claim 78, wherein the program instructions further
include automatically receiving updates of the table from the edge device.

80. The computer network of claim 78, wherein the program instructions further

include downloading a client software for installation and execution.

81, The computer network of claim 80, wherein the client software allows

communication with the member networks reachable through the edge device.

82. The computer network of claim 80, wherein the client software allows the
downloading of the table with the information of the member networks.

83.  The computer network of claim 80, wherein the client software includes a static
portion and a dynamic portion, the static portion including an executable setup file and the
dynamic portion including a template for being replaced with information specific to the

downloading remote user terminal.

84.  The computer network of claim 80, wherein the dynamic portion is replaced with
the table from the edge device with the information of the member networks.

85. A system for managing policy services in an organization, the organization
including a tirst network having a first set of resources and a second network remote from the
first network having a second set of resources, the system comprising:

a first edge device associated with the first network, the first edge device configured to
manage policies for the first network and the first set of resources in accordance with first policy

settings stored in a first database;
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a second edge device associated with the second network, the second edge device

configured to manage policies for the second network and the second set of resources in
accordance with second policy settings stored in a second database; and

a central policy server in communication with the first and second edge devices, the
central policy server configured to define the first and second policy settings and monitor health

and status of the first and second edge devices from a single location.

86. The system of claim 85, wherein the central policy server includes:

a log collecting and archiving module for periodically receiving health and status
information from each of the edge devices;

an archive database coupled to the log collecting and archiving module for storing the
health and status information; and

areports module coupled to the archive database for creating reports based on the health

and status information.

87. The system of claim 86, wherein each edge device collects and transmits health

and status information in a predefined common log format.

88. The system of claim 86, wherein the health and status information includes

network flow information of packets flowing through the edge device.

89.  The system of claim 88, wherein the each edge device maintains a byte count of
the packets flowing through the edge device, wherein the byte count is organized according to

resources associated with the packets.

90. The system of claim 86, wherein the health and status information includes

statistics on use of each edge device’s set of resources.

91. The system of claim 90, wherein the reports indicate usage of the resources

associated with a particular edge device over a period of time.

92. The system of claim 86, wherein the central policy server further includes means
for determining when each of the edge devices is to transfer the health and status information to
the log collecting and archiving module.

93. A high-availability system comprising:

a first edge device managing policies of a first network;

a second edge device managing policies of a second network; and
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a central policy server in communication with the first and second edge devices, the
central policy server managing the first and second edge devices from a single location;
wherein, the central policy server and the first and second edge devices include first class
units and second class units, each second class unit providing backup for a corresponding first

class unit upon failure of the first class unit.

94, The system of claim 93, wherein each of the second class units is initially in an
inactive state. each of the second class units including logic for:

detecting a failure of a corresponding first class unit; and

transitioning from the inactive state to an active state upon detection of the failure.

95. The system of claim 93, wherein each of the second class units includes logic for:
assuming a role of the second class unit;

searching for the corresponding first class unit; and

initializing as the second class unit if the corresponding first class unit is detected.

96.  The system of claim 95, wherein each of the second class units further includes
logic for:

assuming a role of the first class unit if the first class unit is not detected;

searching for a corresponding second class unit; and

initializing as the first class unit if the corresponding second class unit is detected.

97. The system of claim 96, wherein each of the second class units further includes

logic for initializing as a third class unit if the corresponding second class unit is not detected.

08.  The system of claim 93 further comprising:

means for transitioning each of the first class units to an active state;

means for receiving and storing first database configuration changes for each of the first
class units;

means for transferring the configuration changes to the corresponding second class units;
and

means for storing the configuration changes on the corresponding second class units.

99. The system of claim 98 further comprising:
means for transitioning each of the first class units to an inactive state;

means for receiving and storing second database configuration changes for the second

class unit while the corresponding first class unit is in the inactive state; and
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means for transferring the second database configuration changes from the second class

unit to the first class unit after the first class unit re-transitions to the active state.

100.  The system of claim 93 further comprising:

means for transmitting update information to each of the first class units;

means for updating each of the first class units;

means for transmitting the update information from each of the first class units to each
of the second class units; and

means for updating each of the second class units.

101.  In asystem including a first network having a first set of resources and a second
network remote from the first network having a second set of resources, the first network being
associated with a first edge device and a first database, and the second network being associated
with a second edge device and a second database, the system further including a central policy
server in communication with the first and second edge devices. a method for managing policy
services in the system comprising:

storing first policy settings in the first database;

storing second policy settings in the second database;

managing policies for the first network and the first set of resources from the first edge
device in accordance with the first policy settings stored in the first database;

managing policies for the second network and the second sct of resources from the second
edge device in accordance with the second policy settings stored in the second database; and

defining the first and second policy settings and managing the first and second edge

devices from the central policy server from a single location.
102.  The method of claim 101, whercin the policies are firewall policies.
103.  The method of claim 101, wherein the policies are virtual private network policies.
104.  The method of claim 101, wherein the central policy server includes a central
database and the method further comprises storing configuration information of the first and

second edge devices in the central database.

105.  The method of claim 104, wherein the configuration information includes the first

and second policy settings.

106. The method of claim 104 further comprising:
making changes to the configuration information of the first and second edge devices; and
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storing a log of the changes in the central database.

107.  The method of claim 106 further comprising transmitting the log of the changes
to the first and second edge devices for respectively updating the first and second databases.

108.  The method of claim 107 further comprising deleting the log of changes from the
central database upon a successful update of the first and second databases.

109. The method of claim 104. wherein the central database and the first and second

databases are organized according to a hierarchical object oriented structure.

110. The method of claim 109, wherein the hierarchical object oriented structure
includes a plurality of resource objects and policy objects for defining the first and second policy

settings.

111.  The method of claim 110, wherein the resource objects are selected from a group

consisting of devices, users, hosts, services. and time.

112.  The method of claim 110, wherein the central database and the first and second
databases are Lightweight Directory Access Protocol (LDAP) databases storing each resource
object and policy object as an LDAP entry.

113.  The method of claim 101 further comprising installing the first and second edge

devices from the central policy server.

114.  The method of claim 101 further comprising registering the first and second edge

devices with the central policy server.

115.  The method of claim 101 further comprising monitoring health and status of the

first and second edge devices from the central policy server.
116.  The method of claim 101 further comprising:
periodically receiving health and status information from each of the edge devices;
storing the health and status information in an archive database; and

creating reports based on the health and status information.

117.  The method of claim 116, wherein each edge device collects and transmits health

and status information in a predefined common log format.
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118. The method of claim 116. wherein the health and status information includes

network flow information.

119.  The method of claim 116, wherein the health and status information includes

statistics on use of each edge device’s set of resources.

120. The method of claim 101, wherein each edge device includes a classification
engine, a policy engine, and a packet forwarding engine for integrating management of the
policies into the edge device, and the managing of the policies for each of the networks further
includes:

determining a protocol associated with an incoming packet using the classification engine;

making a forwarding decision for the packet based on policy settings associated with the
packet using the policy engine; and

forwarding the packet based on the policy settings using the packet forwarding module.

121.  The method of claim 120, wherein each edge device includes a security engine
and the managing of the policies for each of the networks further includes authenticating a user

transmitting the packet.

122, The method of claim 120, wherein each edge device includes a statistics module
and the managing of the policies for each of the networks further includes collecting statistics on
packets flowing through the edge device.

123. The method of claim 101, wherein each network is a private network and each
edge device is configured to create a table with information of member networks reachable

through the edge device.

124.  The method of claim 123, wherein the first and second edge devices enable secure
communication between the first and second private networks, and the method further comprises:

sharing the first table with the sccond edge device; and

sharing the second table with the first edge device.

125.  The method of claim 123 further comprising:

receiving a new route information;

storing the new route information in the first database; and

transmitting a portion of the new route information to the second edge device.
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126.  The method of claim 123, wherein the communication is managed according to

a security policy associated with the member networks.

127.  The method of claim 126, further comprising defining the security policy for a
security policy group, the group providing a hierarchical organization of the group including
member networks. users allowed to access the member networks, and a rule controlling access

to the member networks.

128.  The method of claim 127. wherein each member network has full connectivity
with all other member networks, and the method further comprises automatically configuring the
security policy defined for the security policy group for each connection.

129.  The method of claim 127, wherein the security policy provides encryption of
traffic among the member networks and the rule is a firewall rule providing access control of the

encrypted traffic among the member networks.

130. The method of claim 127, wherein the system further includes a remote user
terminal for accessing the member networks form a remote location, the method further
comprising:

establishing communication with the remote terminal;

receiving authentication information from the remote terminal; and

transmitting to the remote terminal the table with the dynamic membership information.

131.  The method of claim 130 further comprising automatically transmitting updates

ot the table to the remote terminal.

132.  The method of claim 101, wherein the central policy server and the first and
second edge devices include first class units and second class units, each second class unit

providing backup for a corresponding first class unit upon failure of the first class unit.

133.  The method of claim 132, wherein each of the second class units is initially in an
inactive state, and the method further comprises:

detecting a failure of a corresponding first class unit; and

transitioning the second class unit from the inactive state to an active state upon detection
of the failure.

134.  The method of claim 132 further comprising initializing each unit, wherein the

mitialization includes:
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assigning to the unit a role of the second class unit;

searching for the corresponding first class unit; and
initializing the unit as the second class unit if the corresponding first class unit is detected.

135.  The method of claim 134 further comprising:

assigning to the unit a role of the first class unit if the first class unit is not detected,;
searching for a corresponding second class unit; and

initializing the unit as the first class unit if the corresponding second class unitis detected.

136.  The method of claim 135 further comprising initializing the unit as a third class

unit if the corresponding second class unit is not detected.

137.  The method of claim 132 further comprising:

transitioning each of the first class units to an active state;

receiving and storing first database contiguration changes for each of the first class units;
transferring the configuration changes to the corresponding second class units; and
storing the configuration changes on the corresponding second class units.

138.  The method of claim 137 further comprising:

transitioning ¢ach of the first class units to an inactive state;

receiving and storing second database configuration changes for the second class unit
while the corresponding first class unit is in the inactive state; and

transferring the second database configuration changes from the second class unit to the

first class unit after the first class unit re-transitions to the active state.

139.  The method of claim 132 further comprising:

transmitting update information to each of the first class units;

updating each of the first class units;

transmitting the update information from each of the first class units to each of the second
class units: and

updating each of the second class units.

140. Ina system including a first network having a first set of resources and a second
network remote from the first network having a second set of resources, the first network being
associated with a first edge device and a first database, and the second network being associated
with a second edge device and a second database, the system further including a central policy

server in communication with the first and second edge devices, the central policy server being
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associated with a central database, a method for managing policy services in the system

comprising:

storing configuration information of the first and second edge devices in the
central database, the central database being organized in a hierarchical object oriented structure;

storing first policy settings in the first database;

storing second policy settings in the second database;

managing policies for the first network and the first set of resources from the first
edge device in accordance with the first policy settings stored in the first database;

managing policies for the second network and the second set of resources from
the second edge device in accordance with the second policy settings stored in the second
database; and

defining the first and second policy settings and managing the first and second

edge devices from the central policy server.

141. The method of claim 140, wherein the first and second databases are organized

according to the hierarchical object oriented structure.

142.  The method of claim 140, wherein the configuration information includes the first

and second policy settings.
143. The method of claim 142, wherein the hierarchical object oriented structure
includes a plurality of resource objects and policy objects for defining the first and second policy

settings.

144. The method of claim 143, wherein the central database and the first and second
databases are Lightweight Directory Access Protocol (LDAP) databases storing each resource
object and policy object as an LDAP entry.

145, The method of claim 143, wherein the resource objects are selected from a group

consisting of devices, users, hosts, services, and time.

146. The method of claim 145, wherein the devices include the first and second edge

devices, each device being associated with a set of users and a particular host.
147. Themethod of claim 145, wherein the hosts include the first and second networks.

148.  The method of claim 143, wherein the policy objects are selected from a group

consisting of bandwidth, firewall, administration, and virtual private network grouping.
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149.  The method of claim 148, wherein the virtual private network grouping includes

a virtual private network associated with onc or more sites, users. and rules.

150. Themethod of claim 149, wherein each site includes one or more networks behind

an edge device.

151.  The method of claim 149, wherein the rules are firewall rules providing access
control over network traffic flowing through the virtual private network.

152. A method for selective database synchronization comprising:

storing in a central database configuration information for a plurality of edge devices in
an organization, each edge device being associated with a network in the organization and
configured to manage policies for the network;

storing in a subordinate database a portion of the configuration information associated
with a particular edge device; and

making a change to the portion of the configuration information associated with the
particular edge device in the central database;

creating a log of the changes;

storing the log in the central database;

transferring the changes to the particular edge device; and

updating the subordinate database based on the changes.

153.  The method of claim 152, wherein creating the log of the changes further
comprises creating a user log for associating the change to a particular user making the change.

the particular user being associated with the particular edge device.

154.  The method of claim 153 further comprising identifying the particular edge device

based on the particular user making the change.

155. The method of claim 154, wherein the creating the log of changes further
comprises creating a device log for storing the change for the particular edge device.

156.  The method of claim 152 further comprising:
receiving a status of the transfer from the particular edge device; and
deleting the log from the central database if the status indicates a successful transfer.
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157. The method of claim 152, wherein the central database and the subordinate

database are Lightweight Directory Access Protocol (LDAP) databases storing configuration
information as an LDAP entry identified by a distinguished name.

158. The method of claim 152, wherein the configuration information is policy

management information.

159. In a system including a first edge device managing policies for a first network
according to first policy settings and a second edge device managing policies for a second
network according to second policy settings, the system further including a central policy server
in communication with the first and second edge devices configured to define the first and second
policy scttings and manage the first and second edge devices from a single location, a method for
integrated policy management comprising:

determining a protocol associated with an incoming packet;
making a forwarding decision for the packet based on policy settings associated with the packet;

and

forwarding the packet based on the policy settings.

160.  The method of claim 159, wherein the determining further comprises:

storing in a protocol database a mapping of protocols to data patterns found in a packet
stream; and

matching the packet to a protocol stored in the protocol database.

161.  The method of claim 159 further comprising maintaining in a resource engine a

current mapping of resource group names to members in each group.

162.  The method of claim 161 further comprising storing in a policy buffer policy

settings specified for a group associated with the packet.
163.  The method of claim 162, further comprising matching the packet with the policy
settings in the policy rules buffer based on membership information from the resource engine.
164.  Themethod of claim 159 further comprising authenticating a user transmitting the

packet.

165. The method of claim 159 further comprising collecting statistics on packets

flowing through the edge device.
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166. The method of claim 165, wherein the collecting further comprises:

maintaining a byte count of the packets flowing through the edge device; and

organizing the byte count according to resources associated with the packets.

167. In a computer network including a first edge device coupled to a first private
network and a second edge device coupled to a second private network, the first and second edge
devices enabling secure communication between the first and second private networks, a method
for gathering membership information comprising:

creating a first table with information of member networks reachable through the first
edge device;

storing the first table in a first database;

creating a second table with information of member networks reachable through the
second edge device;

storing the second table in a second database;

sharing the first table with the second edge device; and

sharing the second table with the first edge device.

168. The method of claim 167 further comprising:

receiving a new route information;

storing the new route information in the first database; and

transmitting a portion of the new route information to the second edge device.

169. The method of claim 168, wherein the portion of the new route information is a

route name.

170.  The method of claim 168 further comprising:

receiving the portion of the new route information;

accessing the first database based on the portion of the new route information;
retrieving the new route information from the first database; and

storing the retrieved route information in the second database.

171. The method of claim 167, wherein communication between the first and second

networks is managed according to a security policy associated with the networks.
172.  The method of claim 171 further comprising defining the security policy for a
security policy group, the group providing a hierarchical organization of the group including

member networks, users allowed to access the member networks, and a rule controlling access

to the member networks.
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173. 'The method of claim 172, wherein each member network has full connectivity

with all other member networks and the security policy defined for the security policy group is

automatically configured for each connection.

174. The method of claim 172, wherein the security policy provides encryption of
traffic among the member networks and the rule is a firewall rule providing access control of the

encrypted traffic among the member networks.

175. Inacomputer network including an edge device coupled to a private network, the
edge device including a table with information of member networks reachable through the edge
device, a method of providing information of the member networks to a remote user terminal.
the method comprising:

establishing communication with the edge device;

transmitting authentication information to the edge device: and

downloading a client software for installation and execution on the remote user terminal,
the client software allowing communication with the member networks reachable through the
edge device, the client software further allowing downloading of the table with the information
of the member networks.

176. The method of claim 175 further comprising automatically receiving updates of
the table from the edge device.

177. The method of claim 175, wherein the client software includes a static portion and
a dynamic portion, the static portion including an executable setup file and the dynamic portion
including a template for being replaced with information specific to the downloading remote user
terminal, and the method further comprises replacing the dynamic portion with the table from the
edge device with the information of the member networks.

178. Ina system including a first network having a first set of resources and a second
network remote from the first network having a second set of resources, the first network being
associated with a first edge device and a first database, and the second network being associated
with a second edge device and a second database, the system further including a central policy
server in communication with the first and second edge devices, the central policy server being
associated with a central database, a method for managing policy services in the system
comprising:

storing configuration information of the first and second edge devices in the central
database;

storing first policy settings in the first database;
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storing second policy settings in the second database;

managing policies for the first network and the first set of resources from the first edge
device in accordance with the first policy settings stored in the first database;

managing policies for the second network and the second set of resources from the second
edge device in accordance with the second policy settings stored in the second database; and

defining the first and second policy settings and monitoring health and status of the first
and sccond edge devices from the central policy server.

179.  The method of claim 178, wherein the monitoring further comprises:
periodically receiving health and status information from each of the edge devices;
storing the health and status information in an archive database; and

creating reports based on the health and status information.

180.  The method of claim 179, wherein each edge device collects and transmits health

and status information in a predefined common log format.

181. The method of claim 179, wherein the health and status information includes

network flow information.

182.  The method of claim 181, further comprising:
maintaining a byte count of the packets flowing through the edge device; and
organizing the byte count according to resources associated with the packets.

183. The method of claim 179, wherein the health and status information includes

statistics on use of cach edge device’s set of resources.

184. The method of claim 183, wherein the reports indicate usage of the resources

associated with a particular edge device over a period of time.

185. The method of claim 179, wherein the monitoring further comprises determining
when each of the edge devices is to transfer the health and status information to the log collecting

and archiving module.

186. In a system including a first edge device managing policies of a first network, a
second edge device managing policies of a second network, and a central policy server in
communication with the first and second edge devices, the central policy server managing the
first and second edge devices from a single location, a method for avoiding a single point of

failure in the central policy server and the first and second edge devices, the method comprising:
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maintaining first class units for the central policy server and the first and second edge

devices;

maintaining second class units of the central policy server and the first and second edge
devices, each of the second class units acting as a backup for a corresponding first class unit, each
of the second class units being initially in an inactive state;
detecting a failure of one of the first class units; and

transitioning the corresponding backup unit from the inactive state to an active state upon

detection of the failure.

187.  The method of claim 186 further comprising:
assuming a role of the second class unit;
searching for the corresponding first class unit; and
initializing as the second class unit if the corresponding first class unit is detected.

188.  The method of claim 187 further comprising:

assuming a role of the first class unit if the first class unit is not detected;
searching for a corresponding second class unit; and

initializing as the first class unit if the corresponding second class unit is detected.

189.  The method of claim 188 further comprising initializing as a third class unit if the

corresponding second class unit is not detected.

190.  The method of claim 186 further comprising:

transitioning each of the first class units to an active state;

receiving and storing first database configuration changes for each of the first class units:
transferring the configuration changes to the corresponding second class units; and
storing the configuration changes on the corresponding second class units.

191.  The method of claim 190 turther comprising:

transitioning each of the first class units to an inactive state;

receiving and storing second database configuration changes for the second class unit
while the corresponding first class unit is in the inactive state; and

transferring the second database configuration changes from the second class unit to the

first class unit after the first class unit re-transitions to the active state.

192.  The method of claim 186 further comprising:
transmitting update information to each of the first class units;

updating each of the first class units;
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transmitting the update information from each of the first class units to each of the second

class units; and
updating each of the second class units.

-55-

0944



PCT/US00/16246

WO 00/78004

1/30

[ "OId

N

ot

9zI 4o
Aayod

¥01

Tel

TTI 19A1RG
Lai104

YTl ansayma
Loijod

0?1
JIALS

PM

1) (L

I I

<ot

(4%

0945



N O

£ A

WO 00/78004

.w\

(J
—‘{ PolicyServerDomamg}———l ResourceRoot

}_

F\%.L

PCT/US00/16246

L oveey

PolicyServer

)

PolicyServer 1

License

e

LDAPMO

License

ﬁ

SNMPMO

Thresholds l

Gl
—{wsemn >
20V DeviceGroup |~ Lol

—{ GrowRoot |

Al
1 HostGroup |’

—— asmincrow |

AdminGroups

E

ServiceGroup
\
ny

0946

- ,’P‘O ProxyPartMO
—-{ Service I-—'l Sarvicet
(oot ] P
9 Lw ,10“’
—{ e ) (gsert |
(oY ¥
. 4
Device m NATPoOIMO
URL
Savicer VideoNATMO
M| B
NATMO
— Lo ]
SNMP { MO }—'— RoutesMO l
: reongs | —{ome ] e
(8) MO I—1 OynamicRoutesMO
i .
2 ' L Aunercaon |
I
Ceris
Mo
e |
'
- S
A\ Gustom
[ [Fom ] v i
. —{siws v
s o
B ]

o
T




PCT/US00/16246

> Administrator

318

WO 00/78004
3/30
122
302
Centralized Policy
Management
Management 308
306 P )
g I ha »
130 <% »
Secure Role Multi-Site
Based Connectivity
Management Management
310 312
Policy Server
g Reports < L,
316
A A
Log collecting and
124, o )l archiving P »
FIG. 3

0947



PCT/US00/16246

4/30

WO 00/78004

0948

AN E |
50t
(434
10303[[0D)
eleg
A
ogr ¢
y A 4
ory 90¥ 14114 Tov
30eJIa)u] JieIsy] TeIsul I J0NUSIN
uoneIndyuo) MR Lorjog Jaazag Aotjod [Bqo[D
A . A A 3
Y Y Y Y
N— _ A
—

Iojensiujwpy



WO 00/78004 PCT/US00/16246

5/30

{ START )

A

INSTALL AND CONNECTDEVICE | 4,0\
TO NETWORK

A
ADD DEVICE TO DEVICE GROUP |~ QOB

TRANSMIT REGISTRATION

oS
PACKET -4

PACKAGE SETTINGS FOR POLICY | L{-Oc\
ENFORCER
A 4
TRANSFER FILE TO POLICY B LH\
ENFORCER

Y

INITIALIZE CONFIGURATION | 415
DATABASE

<
.
v

o

FIG. 5

0949



WO 00/78004 PCT/US00/16246
6/30

) Applet Viewer: Presentation MainMenu

»
] avy . .
NMorgtor - Fepule . Asnn
Al New Device

Device Explored ) HAUAM| oo Name [Bosion =

T Policy Server System Settings /~/ \ é
| & Policy Server Arctive Options e Seral Number vk 12349 - . y
| Olobal URL Blocking Repistered . ]
i [ Global Spam List - R T 3
e * G, AuachedDeviceOrown . L L4ZN . - E;;
[ ® g UlTeam East Coast Device Group / " Remave |
| O &3 Tahoe . e

O & Aspen 57:‘2

O @ Newvork %
i =) East Coast Device Grouy) K4
!
i

LA 78 New

{ Address?2 [Bosion ) oL -
|
b 1 ok || Resst || cancel |

0950



WO 00/78004 PCT/US00/16246

7/30

“J Fort Knox Policy Server 5.0+ Mictasolt Internet Explarer

| e Ed Yiew Go Fovoles Heb
]mle]uwmszwm.t;wmm

5% | m R eoaey
Mana;er_; Honsor 1 Reports ) .- N’NY - Help R

e Caumeam @)
® 3 Tahoe |
3o ~& nams
314~ B Network Status
: -‘_\)’ ~ Q System Load
§1] VPN Connections
© _fl Bandwidth
O C3IFAspen
i © O3 Newvork
 © 3 East Coast Device Group

0951



1L

3

WO 00/78004

B 0 _éjAdmin Users
g0 j Sales & Warketng e
RO _&)Finance

R O %) Manuractoring

B O _&} Customer Service
§ O _i| Engineering
O _#| Mobite Users
B o _4jPanmers

O _@|VPNUsers

8/30

PCT/US00/16246

S Al {HostG L

UmﬁmN lNodGlapAl iServiceGrou...
 UseGuow Al | Hosbrow Al “_—4

ervice. SM...

UmewAl lNoslﬁlunAl Serwoe ISA...

G C :

0

0952



WO 00/78004

- Modify URL of Aspen

B9 Policy Server System Settings
B Policy Server Archive Options
€D Glabal URL Blocking

€ Global Spam Uist

o 3 Tahoe

® C3J Aspen
&4 System Settings el
65 URL Blockinoleg gl
N SpamLlista 60
£, authentication Setlings
B2 Archive Options

O CJ NewYork

G East Coast Device Group

9/30

Enabie Uist Downioad a

PCT/US00/16246

Dawnicad URL {

Paseword . I

——,
Day 61 e wesh |Sun_¥!

-
Tima of g {1200AM v
{1Z00AN v

Profile Management -

Categories

L3y

Dc { Teaxt

Vil & Profanity
[ Sex Education [ Sports & Letswe
O Pactial Nudity [ Gross Depictions
[ Gambéing [3 Full Nudity

0O nkt

4

0953



WO 00/78004 10/30 PCT/US00/16246

© BN ~
L :HKV ® f ~ T
O BJWAN Netmask { -~
o v Ft4
o :ﬁmss.m Extemal Host O~ e -
© b Suas s Phaadvesatnden T~ 1Y
O Wanutackuing 3, Device J ~¥0
|0 1 Finance
0 nsPamers o, Aached HostOrow R 4%
O A Remote Stas [Enoneeng | Romove
O B Moblie Users i —
O Al Customer Sence . i
i
[Tok J Aot || concat |

W . /D

0954



WO 00/78004

11/30 PCT/US00/16246

Miosdy Servce: WTTP O URL B0 = R e e ]

Name TP vUNKL Beddvry ~ 9
LY

o ‘ Descrton FTF e ORL 380
@ ] miormation Retrieval Type {aviP 'I"‘ Tg{

@Oooher

s} HTTP 46, Azachad Sevceorove o~ A0

a FTP Jivéormation Retneval ! Remava |

{s] NNTP

1o] PointCast

ig]ReaPuvw
[0 _jit] Securty snd Authentication
O 4 Wall Applkabons

O | Rowsng Protocols

O _#) Standang Prowols

O i Datanase Appicatons
O _jrPopulac intemet Protocois

Enadie URL Blocking I ~\ _ TRF’

[Tex i( Rosot || Cancel |

0955



PCT/US00/16246

WO 00/78004

12/30

v

Descnplion: Workdng Hours (GAM - 5PM) Yesk Davs

Doy ol Week

o]

e
M.Dirmz:EEzizimj
muiaiaiaiaiaiuj
Diniaiaﬁziaﬁuj
muizizizizizsuﬁ
=NLECRLRCE L ELECE NR B
MDEDEGEDEDEDEEﬁ

WoWDROEOEOWD
OWCEOEOWECEOED
OEDNQEOEDNOER
[OWoEOWoEOWO WD
WoWOWNOBDEOED
.iJiﬁi

< How of Doy

L

R

‘}30

]

= o)
E Westanas

] Evening

i

Tig -\

0956



270

WO 00/78004

13/30

T Firewall - [B5
VPN Policy

“[“%y Administration -

PCT/US00/16246

@ o West Coast Cloud
® fsites 130
@ HostGroup.Customer Service@Device Tahoe

® _@|users
E] UserGroup.VPN Users@Device.Tahoe

fong
=

@ )| Eastcoast Cloud
b fé] sites

— %] users
o ~ =2 rules
8 ~IVEeN Rue 5065, Ovder 5065 ) Oese Po\'.ca Ureedtd \o»a
3\6&‘\'0\4«\ S ven Cloud 'Fuvwa\iomné‘

Char N bt OO A 4 e MIVL 57 AL o DoAY

FIG. |5

0957

DL OO A M W WAL OO T T L AN D Tt



WO 00/78004 PCT/US00/16246

e
- Acton
;?50&-/ Acto d
A Active 0 f'
Do £
8-, User :
KA
4 dh, Sowrce
'{bﬁ?a
Th6en T 2
3% | s, Destination
/B Tme
i .
o Authentication [None  +] %
WY z
| ok ‘H Reset || Cancel |
C
w5

T—i%-lﬁf

0958



PCT/US00/16246

WO 00/78004

15/30

Pyl

HIANA NDA B
TINYIA
R 2B i
INIONT dvan d
ddd 31V9
6% «mﬁ_
A \ZOS_ZO NOWNJ L NOWNG
-1 13N NdA |18t
. 2] ~03t %
9z
8 +7

G B4
—~C L9t
BT y3AIMA NdA é
FINHIA
14 sty Ayt
mﬂ] y 1
ANIONT | gvat Y d < ﬁ:q
ddd EIAV9) 31N0Y
. o4 - M3N
is” 4 i .y
NOWNG | | NOWNG || NoWNG
13N NdA  pGit L 5L
St \
» /,5\9

¥t

0959



WO 00/78004 PCT/US00/16246
16/30
FIG. 10
e\l
ol 1% 1
s % /
VPN
Setup File Reachability Client’s VPN
Configuration Preshared Key
File File
\
Self-Extracting Executable A~ 260
Static Portion Dynamic Portion
(Executable) A 108 | (Dynamic Configuration) ~ 44

0960



WO 00/78004

17/30
FIG. \1

PCT/US00/16246

Self-Extracting Executable

I~290

s

Verify authentication

\ 4

Authentication/
Authorization

Static Portion Dynamic Portion
(Executable) (VPN Configuration) '
3
194
Replace dynamic portion with
client-specific VPN configuration
Topet
o
o ~r
yad Client opens HTTPS connection
e g
Request authentication
VPN < i~ 114
CLIENT A POLICY Enporeer | 1M

Respond to Authentication

.

e

Deliver Self-extracting Executable

<
<

Access VPN Configuration
1

30

0961

DB 328

VPN
Configuration

DB ~B¥L-



110

WO 00/78004 18/30
124, 126
IPSec Engine

502

A

\ 4

Packet Forwarding
A
\ 4
Stream Table

506 - " @
S
I <
Protocol Policy o 2
Classification Engine v = B
Engine 510 > %
508 g

PCT/US00/16246

102,
104

y 122
-

FIG. [§

0962



WO 00/78004 PCT/US00/16246

19/30
310
Policy Request Table < ACL
&
602 8.
< VPN %8
S m
t=]
e,
< DiffServ a
A A 2 A
A
Policy Rules
@ - Database
& =y 4 g Buffer
g a é' o
Q Q
g g ol | & 608
NN RN
S <
Resource Engine.
604

!

132,134

FIG. 19

0963



WO 00/78004 PCT/US00/16246

20/30
A
208 4
Stream Data Assembly Protocol Classification
State Machine
702
708
A 4
Sliding Stream Data Window
704
A
’ Protocol Definition -
Signature DB
ASN.1 710
706

FIG. 10

0964



WO 00/78004 21/30 PCT/US00/16246
502
PRNG Diffie RSA
Hellman
802 812
804
IKE Bulk Cryptographic
<—> < Transforms (DES,
806 3DES, MD5, SHA1)
814
\ 4
IPSec SA Table
808
IPSec Encapsulation/Decapsulation
810

FIG. 2

0965



PCT/US00/16246

WO 00/78004

22/30

¢C DId
so)Ag | solhg H0d 79 SSSIPPVY | HOJ 29 SS9IpPpY
uonem( mQ 194 uoneredQ | smeig | jyiesn dI uoneunsag dI 90mog | 991A10G durejsauwrr],
\. ~ 7 \ \\ \ 7 A s \\
32 oy LA U G o3 w2 0 o3

0966



PCT/US00/16246

23/30

WO 00/78004

<z DIA

vd
1™ HONVId

0967

-y cd
3 HONVId
a1
LO0¥ dvaTl
\
zd oyl

y1~| HONVAE 9

1d
HONVYId

o




WO 00/78004

/

User

|

24/30
LDAPRoot |~ 265
ApplyLog |~ TAO e~

~ LYOV

T~

Device | 270

PCT/US00/16246

[

me A7y

adm(@domainl

PEl@domainl /|

- 0.

205

- Apply: A_L1, ~ 2y po. 1
A_L2, ’\—L?c \\

~Apply: PE_L1, ~ 9
PE L2, A1

04
L7310 ke

FIG. 2

0968

4



WO 00/78004

FIG. 25

25/30

PCT/US00/16246
Start
Y
Admin. Makes A Policy Setting
Change ~410
A
Update LDAP Tree with Change
v 4Ll
Y
Create Log with Change
& £ ~ 424
A
Update Admin. Log DN
P ¢ ~ 4o

418

Apply
Invoked?

Flreate Lpg For Each Policy Enforcer ~ 450
in Domain

v

gl:lar Apply Attribute in Admin’s Log JOYITL A

»l

Transmit Updates to Policy Enforcer 434

Successful?

Clear Apply Attribute in Successful 43;:{
Policy Enforcer’s DN

END

0969



PCT/US00/16246

WO 00/78004

26/30

a7 8Inbi

F05
1INN

4ces q9ols

IS | |T | g
EGQ9
ec
Z0s
eyCs LINA BQCS

AdVINIEd

0970



WO 00/78004 PCT/US00/16246

27/30

Y,
0
BOOT UP b
A
ASSUME ROLE eV
OF FIRST CLASS ~
UNIT
! Fig 27
SEARCH NETWORK o
FOR SECOND CLASS [~
UNIT g
6 4>
oY d
/\/
_//S’ECOND CLASS INITIALIZE AS
UNIT DETECTED? FIRST CLASS -
UNIT
ASSUME ROLE OF |, 1°
SECOND CLASS UNIT
v
SEARCH NETWORK euL
FOR FIRST CLASS a
UNIT
l qdtt 0\4(0
/.J

/../
Y INITIALIZE
" FIRST CLASS AS PN

<___UNIT DETECTED? SECOND CLASS
UNIT

+N

INITIALIZE AS 48
THIRD CLASS -
UNIT

|4

i
END

0971



WO 00/78004

( START )

A

BOOT-UP PRIMARY

=

DETECT BACKUP
UNIT

28/30

~950

~Aa5%

PCT/US00/16246

o
)

Y

RECEIVE CONFIG.
CHANGE

45t

PRIMARY

FUNCTIONAL
?

as¥
/

k0
/

BACKUP
UNIT
BECOMES
ACTIVE UNIT

!

TAG CONFIG.
CHANGES

UPDATE PRIMARY
UNIT

bt

FIG. 28

0972




WO 00/78004 PCT/US00/16246

29/30

MANAGEMENT

STATION SENDS

UPDATE ~ Yo,

TO PRIMARY
UNIT

410

Y
PRIMARY
UNIT ~ AT

UPDATES 420

Y Fig 2% .
PRIMARY
UNIT SENDS

UPDATE ~ At4

TO BACKUP
UNIT
430

A

BACKUP
UNIT

UPDATES
440

~A1e

0973



WO 00/78004

30/30

PRIMARY
UNIT BECOMES

NONFUNCTIONAL
445

_ai 8

y

MANAGEMENT
STATION SENDS
UPDATE
TO BACKUP
UNIT

450

a8

Y

BACKUP
UNIT

UPDATES 460

1
o8

Y

PRIMARY
UNIT BECOMES

FUNCTIONAL
465

o

Y

BACKUP
UNIT SENDS
UPDATE
TO PRIMARY

UNIT 470

akl

Y

PRIMARY
UNIT
UPDATES

/_c\sK

480
\

0974

Fig. 30

PCT/US00/16246



0 0O O At

WO 01/39003 Al

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
31 May 2001 (31.05.2001)

O 60 0 O Dt

(10) International Publication Number

WO 01/39003 Al

(US).

(71) Applicant: SPEEDERA NETWORKS, INC, [US/US}:
4800 Great America Parkway, Santa Clara, CA 95054

(51) International Patent Classification’: GOGF 15/173  (71) Applicants and
(72) Inventors: DAY, Richard, David [US/US]; 912 Rich Av-
(21) International Application Number: PCT/US00/31939 enue #3, Mountain View, CA 94040 (US). SWILDENS,
Eric, Sven-Johnan [US/US]; 723 Tiana Lane, Mountain
(22) International Filing Date: View, CA 94041 (US). GUPTA, Ajit [IN/US]; 33635 Quail
21 November 2000 (21.11.2000) Run Road, Fremont, CA 94555 (US).
(25) Filing Language: English  (74) Agents: PANG, Steven, Y. et al.; Townsend and Townsend
and Crew LLP, 2 Embarcadero Center, 8th Floor, San Fran-
(26) Publication Language: English cisco, CA 94111 (US).
(30) Priority Data: . . .
60/166.906 22 November 1999 (22.11.1999)  US (81) Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR, BY, BZ, CA,CH, CN, CR, CU, CZ,
09/648,420 23 August 2000 (23.08.2000) US.
DE, DK, DM, DZ, EE, ES, F1, GB, GD, GE, GH, GM, HR,
09/644,927 23 August 2000 (23.08.2000) US HU. ID. IL. IN. IS. JP. KE. KG, KP, KR, KZ, L.C, LK. LR
09/645,067 23 August 2000 (23.08.2000) ~ US Y T e e e e e S e Y

LS,LT, LU, LV, MA, MD, MG, MK, MN, MW, MX, MZ,
NO, NZ, PL,PT, RO, RU, SD, SE, SG, SL, SK, SL, TJ, TM,
TR, TT, TZ, UA, UG, UZ, VN, YU, ZA, ZW.

[Continued on next page]

DETERMINE LATENCY FOR REQUESTS TO LDNS
OF THE CUSTOMER WERB SERVERS

l

l DETERMINE PERFORMANCE METRICS FOR

REQUESTS TC POP SERVERS

|

1 USER (CLIENT) REQUESTS ENTERS A WEB

PAGE ADDRESS

1

WEB PAGE ADDRESS SENT TO CLIENT DNS
SERVER

1

ADDRESS TO A DNS SERVER WITHIN THE POP
NETWORK

|

DNS SERVER WITHIN THE POP NETWORK
DETERMINES THE CUSTOMER WEB SERVER
THAT CAN RESPOND TO THE REQUEST BASED
UPON THE LATENCY INFORMATION

l

ONS SERVER WITHIN THE POP NETWORK
DETERMINES AN IP ADDRESS OF THE
CUSTOMER WEB SERVER THAT CAN RESPOND

TO THE REQUEST __J

CUENT DNS SERVER SENDS THE WEB PAGE /

2o

400

@0

420

®30

(54) Title: METHOD FOR OPERATING AN INTEGRATED POINT OF PRESENCE SERVER NETWORK

(57) Abstract: A method for operating a network point of presence servers
sharing a hostname includes receiving a request from a user for a web page
at a first web address, the web address including hostname, determining the
traffic load of a plurality of customer web servers (390) each of the customer
web servers storing the web page, determining a customer web server from the
plurality of customer web servers that is appropriate for the request (440), the
customer web server having a traffic load lower than the loads of remaining
customer web servers from the plurality of customer web servers, determining
an IP address of the customer web server (450), directing the request from the
user to the customer web server, thereafter receiving a request from the user
for static content on the web page at a second web address, the second web
address including a hostname, determining the service metrics of point of pres-
ence servers in the network of point of presence.

0975



WO 01/39003

A1 NN 00 A

(84) Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE,
IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF,
CG, CI, CM, GA, GN, GW, ML, MR, NE, SN, TD, TG).

0976

Published:
—  With international search report.

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazeite.



10

15

20

25

30

WO 01/39003 PCT/US00/31939
1
METHOD FOR OPERATING AN INTEGRATED

POINT OF PRESENCE SERVER NETWORK

CROSS-REFERENCES TO RELATED APPLICATIONS

The present invention disclosure claims priority to and incorporates by
reference for all purposes, Provisional U.S. Patent Application Number 60/166,906,
Attorney Docket No. 22119-04581 (Case 4851 US), filed November 22, 1999; U.S.
Patent Application Number 09/648,420 filed August 23, 2000 (Attorney Docket No.
20533-000210US); U.S. Patent Application Number 09/644,927 filed August 23, 2000
(Attorney Docket No. 20533-000220US); and U.S. Patent Application Number
09/645,067 filed August 23, 2000 (Attorney Docket No. 20533-000270US).

BACKGROUND OF THE INVENTION

The present invention relates to world wide area networking. More
particularly, the invention provides a technique including a method and system for using a
global traffic management system coupled to a plurality of content servers for a service
fee. But it would be recognized that the invention has a much broader range of
applicability. For example, the invention can also be applied to operation on a private
network, and the like.

The Internet is a world wide “super-network” which connects together
millions of individual computer networks and computers. The Internet is generally not a
single entity. Itis an extremely diffuse and complex system over where no single entity
has complete authority or control. Although the Internet is widely know for one of its
ways of presenting information through the World Wide Web (herein “Web”), there are
many other services currently available based upon the general Internet protocols and
mfrastructure.

The Web is often easy to use for people inexperienced with computers.
Information on the Web often is presented on “pages” of graphics and text that contain
“links” to other pages either within the same set of data files (i.e., Web site) or within data
files located on other computer networks. Users often access information on the Web
using a “browser” program such as one made by Netscape Communications Corporation
(now America Online, Inc.) of Mountain View, California or ExplorerTM from Microsoft

Corporation of Redmond, Washington. Browser programs can process information from
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Web sites and display the information using graphics, text, sound, and animation.

Accordingly, the Web has become a popular medium for advertising goods and services
directly to consumers.

As time progressed, usage of the Internet has exploded. There are literally
millions of users on the Internet. Usage of the Internet is increasing daily and will
eventually be in the billions of users. As usage increases so does traffic on the Internet.
Traffic generally refers to the transfer of information from a Web site at a server
computer to a user at a client computer. The traffic generally travels through the world
wide network of computers using a packetized communication protocol, such as TCP/IP.
Tiny packets of information travel from the server computer through the network to the
client computer. Like automobiles during “rush hour” on Highway 101 in Silicon Valley,
the tiny packets of information traveling through the Internet become congested. Here,
traffic jams that cause a delay in the information from the server to the client occur
during high usage hours on the Internet. These traffic jams lead to long wait times at the
client location. Here, a user of the client computer may wait for a long time for a
graphical object to load onto his/her computer.

From the above, it is seen that an improved way to transfer information

over a network is highly desirable.

SUMMARY OF THE INVENTION

The present invention relates to a computer server network. More
particularly, the present invention relates to an integrated load balancing and content
delivery computer network.

Embodiments of the present invention include a number of Linux
machines (on other operating machines) running software available from the current
assignee. This software currently includes eight separate software components that are
delivered as a single product. When deployed across a large number of machines, the
software creates a network of point of presence (POP) computers that provides a solution
for integrated content hosting and traffic management.

Customers using the POP network, according to one embodiment, can
store content such as HTML, images, video, sound, software, or the like on the network
for fast and highly available access by clients (end users). The network also provides

load balancing and high availability for servers outside the network. Customers with
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generated content, such as search engines, auctions and shopping carts, can use the latter

feature to add their own content servers to the network.

The computer network may be monitored using a standard web browser in
some embodiments. In particular, HTML interfaces are provided that display the
computer networks current status as well as historical statistics.

According to one embodiment of the invention a method for operating a
network of point of presence servers sharing a hostname is disclosed. The method
includes a user making a request for a web page with a domain name the POP network 1s
authoritative for. The user’s computer sends a request for name resolution of the domain
name they are requesting content from to the configured local DNS server (LDNS) for
that users computer. The LDNS is typically configured in close proximity to the user’s
computer. The LDNS resolves the IP address of the domain name the user’s computer
has queried for by sending a query to the Authoritative DNS server (ADNS) for that
domain name.

The POP network DNS servers (SPDNS) is designated as an ADNS for all
domains the POP network provides service for. On being asked to resolve the domain
name from the LDNS on behalf of the user, the SPDNS first determines from the plurality
of POP network servers and customer web servers the subset of servers addressable by the
requested domain name. In this embodiment, addressable servers are servers that have
been configured by either the customer or the POP network to satisfy user requests for
content within the requested domain name. These servers have been defined in the POP
network configuration as such.

From this subset of servers, the POP network selects the optimal
server/servers for the user based on rules defined in the POP network configuration.
These rules define how criteria such as POP/customer server health, latency from
POP/customer servers to the user making the request, packet loss experienced at each
POP, cost associated with each POP/customer server, and the like. These factors are then
combined to define the optimal server for a given user making a request for a given
domain name. In addition, persistence is defined in embodiments of the present invention
for a domain name so that the user is returned to the same POP/customer server on
subsequent requests within a definable time. These rules for defining the optimal server
are created on a per domain name basis allowing each domain name to be configured

independently. The next step includes the SPDNS returning the IP address of the optimal
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servers to the LDNS making the request, and the LDNS resolving the domain name for

the user computer making the request for content with the IPs provided by the SPDNS.

In the present embodiment, the POP network servers are defined in the
POP network configuration to be addressable by a requested domain names that represent
a customer’s static or cacheable content, a static domain name. The customer’s servers
are defined as addressable for domain names that represent dynamic or non-cacheable
content, a dynamic domain name. Resolution for either domain name type is performed
by the same set of servers controlled and operated by the POP network, the SPDNS. In
addition, both domain name types leverage the same infrastructure for determining
network and service load as well as configuration.

This technique allows the customer to organize their web site by functions
where functions are mapped into domain names. The functions have requirements that
define what is needed by a server to satisfy the function. Some functions may only be
limited by the ability to access a collection of static content while others require a
proprietary application and access to a customer’s database. The domain names are then
mapped into resources or servers that can be addressed by the domain name and that
satisfy requests for the function that domain name has been defined to support. This
method of organization allows individual elements of a web page to be retrieved from
different resources. Further, such embodiments provides the SPDNS the control to direct
users to an available and optimal server for a given resource. This greatly improves the
user experience by reducing connection time, download time, errors, and the like.

According to one aspect of the invention a method for operating a network
of point of presence servers sharing a hostname is disclosed. The method includes
receiving a request from a user for a web page at a first web address, the first web address
including the hostname, determining traffic loads of a plurality of customer web servers,
each of the customer web servers storing the web page, and determining a customer web
server from the plurality of customer web servers that is appropriate for the request, the
customer web server having a traffic load and/or latency lower than traffic loads of
remaining customer web servers from the plurality of customer web servers. The
technique also includes determining an IP address of the customer web server, and
providing the IP address of the customer web server to the user. The method may
thereafter include receiving a request from the user for static content on the web page at a
second web address, the second web address including the hostname, and determining

latency of point of presence servers in the network of point of presence servers.
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Determining the point of presence server from the network of point of presence servers

that is appropriate for the request, the point of presence server having a latency and/or
server load lower than latency of remaining point of presence servers from the network of
point of presence servers, retrieving the static content from the point of presence server,
and providing the static content to the user may also be performed.

According to another aspect of the invention, a method for operating a
network of point of presence servers is disclosed. The method includes receiving a first
request from a client DNS server to resolve a first domain name, the client DNS server
receiving a request from a user of a web page address that includes the first domain name,
and determining load measurements of a plurality of customer web servers, each of the
customer web servers addressable by the first domain name, and each of the customer web
servers configured to service the request from the user. The technique may also include
determining a customer web server from the plurality of customer web servers, the customer
web server having load measurements lower than load measurements (also including latency
and other factors) of other customer web servers from the plurality of customer web servers
latency, determining an IP address of the customer web server, and providing the IP address
of the customer web server to the client DNS server.

Thereafter, the method typically includes receiving a second request from the
client DNS server to resolve a second domain name, the client DNS server receiving a request
from the user of a uniform resource locator that includes the second domain name, and
sending the request to the authoritative DNS for this domain name (SPDNS) who determines
performance metric measurement of point of presence servers in the network of point of
presence servers, each of the point of presence servers addressable by the second domain
name. Further, determining a point of presence server from the network of point of presence
servers, the point of presence server having performance metric measurements lower than
performance metric measurements of other point of presence servers from the network of
point of presence servers, providing the IP address of the point of presence server to the client
DNS server, retrieving data from the point of presence server in response to the uniform

resource locator, and providing the data to the user are included.

BRIEF DESCRIPTION OF THE DRAWINGS
In order to more fully understand the present invention, reference is made
to the accompanying drawings. Understanding that these drawings are not to be

considered limitations in the scope of the invention, the presently preferred embodiments
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and the presently understood best mode of the invention are described with additional
detail through use of the accompanying drawings in which:

Fig. 1 is an overview block diagram of an embodiment of the present
invention; A

Fig. 2 illustrates a block diagram of a typical server machine according to
an embodiment of the present invention;

Figs. 3A-3C illustrate a flow chart according to an embodiment of the
present invention;

Fig. 4 illustrates a flow chart according to another embodiment of the
present invention; and

Fig. 5 illustrates a more detailed block diagram according to one

embodiment.

DESCRIPTION OF THE SPECIFIC EMBODIMENTS

Fig. 1 is an overview block diagram of an embodiment of the present
invention. Fig. 1 illustrates a series of “point of presence” (POP) servers 10, 20, and 30,
customer web servers (POP servers) 40 and 45, a monitoring POP server 50, and an ISP
cluster 60. In Fig. 1, the servers 10-50, and ISP 60 are typically coupled via a computer
network 70, such as the Internet. In other embodiments, other types of computer
networks may include other wide area networks, local area networks, such as intranets,
and the like.

In the present embodiment, POP servers 10-30 are typically distributed
around the world and together they form a POP network. In a typical embodiment, each
POP server will include a plurality of dedicated servers, providing functionality as will be
described below. For example, POP server 20 includes servers 65, 80-100. In this
example, server 65 operates as a probing server according to NetProbe software described
below; server 80 and 90 operate as a cache according to WebCache software described
below; and server 100 operates as a content server according to WebServer software
described below. Asillustrated in Fig. 1, server 10 and 20 may include a server 110 and
120 that includes Domain Name Server (DNS) software, described below.

In the present embodiment, NetProbe server software performs probes
across computer network 70 to determine server load and availability (metrics), to
perform content checks to ensure servers are delivering correct content, to determine

latency between customer web sites and POP servers, and the like. As will be described
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further below, NetProbe software may operate continuously and typically sends results to

POP servers running NameServer software, such as POP server 10 and 30.

In embodiments of the present invention, measurements of server metrics
may include response times _for HTTP service, FTP service, customer web server CPU
load, customer web server memory load and/or utilization, or the like. In other
embodiment, other types of measurements are contemplated.

In this embodiment, the WebCache server software responds to requests
for static web content from clients, such as web browsers from memory. In this example,
if the requested content does not exist in server memory, the WebCache software will
generate a request to a WebServer. When WebServer sends the requested content, the
WebCache software caches the content in memory.

As described above, the WebServer software responds to requests for
content from WebCache servers. If the content requested does not exist on disk, the
WebServer software will generate a request to a web server, that is known to include the
content, for example, web server 130. Once the content is provided by web server 130,
the WebServer software stores the content to disk and also returns the content to the
WebCache. In this embodiment, this server only gets request for WebCache “misses” so
it does not require caching functionality.

In the present embodiment, DNS software performs a mapping from
domain name to IP address. As an example, the DNS software is queried to resolve a
hostname, or the like, and returns an IP address of a web server that has the bandwidth to
respond to the request. Further, in response to a query, the DNS software returns an 1P
address of a web server that can quickly provide web content.

In Fig. 1, the dedicated servers are typically coupled to the computer
network 70 via a router. In alternative embodiments, fewer number of physical servers
may be used to implement functionality of servers 65, 80-100, or the like. For example, a
physical server may have multiple software packages operating upon it at one time. As
an example, WebCache software and WebServer software may operate as two different
processes on a single server. Generally, each POP server will include NetProbe,
WebCache, and WebServer software. In one embodiment, only a limited number of POP
servers will include DNS software, however, in other embodiments, the number of
servers with DNS software may be increased.

As shown in Fig. 1, customer web servers 40 and 45 typically include web

servers 130 and 135 and servers 140 and 145. In this embodiment, web servers 130 and
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135 provide static content, such as text and graphics, further servers 140 and 145 provide

non-static content, or content that changes in response to a user query, or the like. In
some embodiments, servers 140 and 145 may be search engines, databases, or the like.
Typically, customer POP web servers 40 and 45 are mirrors of each other, and are
designed to improve the perceived responsiveness of a web site with respect to a user.

ISP 60 is illustrated including users 150-160, and a client DNS server 170.
In this embodiment, ISP 60 may be a conventional ISP such as Earthlink, AOL, or the
like. Accordingly, users 150 and 160 may be home users using dial-up lines, cable
modems, DSL, or the like, to connect with ISP 60. As illustrated, client DNS server 170
is typically provided within ISP 60. In the present embodiment, client DNS server 170 is
typically used to resolve a host name into an IP address. If client DNS server 170 does
not know the IP address, client DNS server 170 may pass the request to other DNS
servers, such as DNS servers 110-120, or the like.

In the example in Fig. 1, a monitoring POP server 50 may include a
plurality of dedicated servers, providing functionality described herein. For example,
monitoring POP server 50 includes servers 180-210. In this example, server 180 operates
as an monitoring display server according to NetView software described below; server
190 operates as an administration server according to tools, together termed AdminTool
software, described below; and servers 200 and 210 operate as logging servers according
to LogServer software described below. As illustrated in Fig. 1, POP server 10 and 20
may include a server 110 and 120 that includes Domain Name Server (DNS) software,
described below.

In the present embodiment, NetView software provides an HTML
interface to current and historical statistics for customers and network administrators.
The statistics about the POP network, and the like are typically derived from servers
running LogServer software, such as servers 200 and 210, described below. In this
embodiment, NetView software includes web server CGI programs to provide the HTML
output. The NetView software also provides an interface that allows customers to flush
content from the POP network as they update the content on their web servers.

LogServer software, in this embodiment, receives log file data from
servers running NameServer, WebCache, WebServer and NetProbes software, and the
like. In this example, LogServer software, receives the log file data, and stores the data
onto disk. Next, in response to requests for current and historical information from

NetView software servers, the LogServer software separates the data into appropriate
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categories and processes the data to generate statistics. As mentioned above, the data is

thus used for monitoring the state of POP servers on the network.

In the present embodiment, various administrator tools, termed AdminTool
software are also typically provided. These tools are used by the administrator to
configure and administer the network of POP servers. In one example, tools provides
tools that “spider” a customer web site and load WebServers and caches with content.

In the present embodiment, a single monitoring POP server 50 is
contemplated, however, multiple monitoring servers may be provided in alternative
embodiments of the present invention.

In the present embodiment, POP servers 10-30, and monitoring POP server
50 includes shared software. This set of client and server software programs includes a
server that receives a global configuration file that specifies the architecture of the POP
servers, and stores it locally.

In the present embodiment, in a typical deployment, POP servers will
include multiple machines, each with a single purpose (DNS name server, for instance).
However, it should be understood that virtually any combination of the software
components described above can be installed on a single machine in alternative
embodiments of the present invention. Further details regarding the software components
will be given below.

In the present embodiment, POP servers 10-30 and customer web server
40 and 45 work together to provide static content and dynamic content to a user, such as
user 150 coupled to ISP 60. The POP network illustrated in Fig. 1 provides content
hosting for static content, such as images, video, software, etc. The POP network also
provides for load balancing and traffic management for services, and dynamic content,
that cannot be stored. Further detail regarding the process will be described below.

In the embodiment illustrated in Fig. 1, it should be noted that the POP
server network may simultaneously provide traffic management, as well as content
hosting to more than one specific customer. For example, customerl and customer2
share the POP server network. In one example, POP server network may provide traffic
load management by directing traffic to either customerl web server 40 or customerl web
server 45. At the same time, POP server network may be used to host static content for
customer2. Still further POP server may provide both traffic management and content
hosting, as will be illustrated and discussed below. Accordingly, the POP server network

may be termed a “shared” server network.
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Fig. 2 illustrates a block diagram of a typical server machine 300

according to an embodiment of the present invention. Server machine 300 typically
includes a monitor 330, a computer 340, a keyboard 350, an input device 360, and a
network interface 370. Computer 340 includes familiar computer components such as a
processor 310, and memory storage devices, such as a random access memory (RAM)
320, a disk drive 380, and a system bus 390 interconnecting the above components.
Network interface 370 is illustrated coupled to a network 395, or the like

In the present embodiment, a mouse is but one example of an input device
360, also known as a pointing device. Other types of input devices may include
trackballs, drawing tablets, microphones (for voice activated input), and the like. In the
present embodiment, network interface 370 may be an Ethernet card, a modem, or the
like.

RAM 320 and disk drive 380 are examples of tangible media for storage of
data, files, log data, computer programs, drivers, embodiments of the herein described
methods, and the like. Other types of tangible media include floppy disks, removable
hard disks, optical storage media such as CD-ROMS and bar codes, and semiconductor
memories such as flash memories, read-only-memories (ROMS), battery-backed
memories, and the like.

In a preferred embodiment, Server 300 includes a PC compatible computer
having '586 or ‘686 class based microprocessors, such as the Athlon™ microprocessor
from AMD. Further, in the present embodiment, Server 300 utilizes LINUX, and runs
software provided by Speedera Networks, Inc., the assignee of the present invention.

Fig. 2 is representative of but one type of system for embodying the
present invention. It will be readily apparent to one of ordinary skill in the art that many
types of hardware and software configurations are suitable for use in conjunction with the
present invention. For example, processors such as the G4 from Motorola, PentiumIII,
Pentium4, Itanium from Intel, and the like may be used; further any computer
communications bus may be used in alternative embodiments of the present invention. In
other embodiments, server 300 may operate under the WindowsNT operating system,
may operate under MAC OS from Apple Computer, BeOS from Be, Incorporated, and the
like.

Figs. 3A-3C illustrate a flow chart according to an embodiment of the

present invention. In particular, Figs. 3A-3C illustrate a method for a network of POP
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servers to service a request from a user. In the flow chart below, reference are made to

the system in Fig. 1 for convenience.

Initially, NetProbe servers 670 and 675, and the like determine the amount
of latency between itself and customer web server 40 and customer web server 45, step
390. Latency may also be determined between NetProbe servers 670 and 675 and the
user’s (client’s local) DNS). Latency between a local DNS and NetProbe servers 670 and
675 are measured because the latency information should be as a user would experience
it. Further, a NetProbe server should be in close proximity to the Customers’ origin sites.

In the present embodiment, the latencies may include a measurement of
the amount of traffic and the load on the customer web servers at that moment in time.
Further, the latency may include a measurement of response times between the particular
NetProbe server 670 and the different customer web servers. In embodiments of the
present invention, measurements of latency may include response times for HTTP
service, FTP service, streaming media service. Additionally, factors such as customer
web server CPU load, customer web server memory load and/or utilization, or the like
may also be considered. In other embodiments, other types of measurements are
contemplated, for example performance metrics, availability, persistence data, client
weighting factors, and the like.

Because NetProbe servers 670 and 675, and the like run virtually
independently from other servers within a POP server, such as within POP server 10, this
step may be repeated at regular intervals, for example, every hour or the like. In
embodiments of the present invention, it is envisioned that some customers may have
many more than two web servers, thus NetProbe servers 670 and 675 may take additional
traffic load measurements.

NetProbe servers 670 and 675, and the like also determine the performance
of other POP servers, such as POP server 20, 30, or the like, step 400. This type of data is
termed “service metrics” of the POP network. In the present embodiment, the metrics
may include a measurement of the amount of traffic and the load on a POP server at a
recent period in time. In embodiments of the present invention, service metrics may also
consider response times for HTTP service, FTP service, POP server CPU load, POP
server memory load and/or utilization, or the like. In other embodiment, other types of
measurements are contemplated, for example availability, persistence data, client

weighting factors, monetary costs, and the like.
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Because NetProbe servers 670 and 675, and the like run virtually

independently from other servers within a POP server, such as POP server 10, this step
may be repeated at regular intervals, for example, every hour or the like.

Next a user, such as user 150 enters the name of a customer’s web site,
step 410. In one embodiment, a user can type-in the name of a customer’s web site via
keyboard, and in another embodiment, the user can select a hyperlink to the customer’s
web site from a page the user is viewing, or the like. In the example, the customer’s web
site is “‘customerl.com.”

In response to the user entry, the name of the customer’s web site is passed
(220) to a local client DNS (LDNS) 170, step 420. As discussed above, domain name
servers typically translate textual names, or the like into IP addresses. If the LDNS does
not know how to resolve the name, the DNS may route the request to another DNS. In
this example, client DNS 170 passes (230) the name to an authoritative NameServer
server (ANDS) 110, step 430.

In the present embodiment, NameServer server 110 typically uses the
latency and traffic load information associated with the customer’s web sites that was
determined in step 390, to select an appropriate customer web server to return to the user,
step 440. In this example, NameServer server 110 determines that the west coast
customer web server 45 is very heavily loaded with requests, but the east coast customer
web server 40 has light traffic. Thus, in response to the user’s request, NameServer
server 110 determines that the user should be directed to customer web server 40.
NameServer server 110 then determines the IP address of customer web server 40, step
450, and then sends the IP address to the user, step 460.

In an alternative embodiment of the present embodiment, NameServer
server 110 may uses latency information from multiple NetProbe servers such as
NetProbe server 670 and 675. Further, NameServer server 110 may uses this information
in addition to latencies between the NameServer server and NetProbe servers 670 and 675
in step 440. As an example, NetProbe server 670 reports the latency of customer web
server 45 to NameServer 110 because NetProbe server 670 may be the closest NetProbe
server; further NetProbe server 675 reports the latency of customer web server 40 to
NameServer 110 because NetProbe server 675 may be the closest NetProbe server. In an
example, if the reported latencies are the same, NameServer 110 would resolve the
domain name to customer web server 45 because the additional latency between NetProbe

server 670 and NameServer 110 is smaller than the latency between NetProbe server 675
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and NameServer 110. In other words, the sum of the latencies are used to determine how

to resolve the IP address. In this example, user 150 receives the IP address, and then
sends requests for a web page, or the like, at the received IP address, step 470. The web
page request typically includes static content and dynamic content. In this example, static
content may include graphics and text that typically do not change between web page
accesses, for example, corporate logos, archival images, documents, and the like. In this
example, dynamic content may include graphics and text that do change between web
page accesses, for example, stock quotes, search results, live web cameras, and the like.

In the present example, the web page requested from customer web server
40 includes static data, such as HTML text and URL addresses of static content, such as
images, and dynamic data, such as stock quotes. In Fig. 1, the static data typically resides
on web server 130, and the dynamic data is resides within server 140. As discussed
above, this data is also typically mirrored on web server 135 and server 145 in customer
web server 45.

In the present embodiment, the customer does not want web server 130 to
have the burden of providing static content to many different users. In this embodiment,
the POP network provides the content hosting of the static content. Accordingly, the
URL addresses of the static content typically include textual domain names specifying the
POP server network.

In response to the request from user 150, web server 130 sends the HTML
text, or the like, and the URL address of images to user 150, step 480. Additionally,
server 140 may process the request from user 150, determine the responsive data
dynamically, and send the dynamic data back to user 150, step 490.

In the present embodiment, the user’s 150 client software receives the
HTML text, dynamic data, URL address of static content, and the like from customer web
server 40. Similar to above, the URL address is passed (220) to client DNS (LDNS) 170
for resolution, step 500. In this example, in response, client DNS 170 passes (230) the
URL address to NameServer server (ADNS) 110, step 510.

In the present embodiment, NameServer server 110 uses the service
metrics information associated with the other POP servers that was determined in step
400, to select an appropriate POP server that includes the static content, step 520. In this
example, NameServer server 110 determines that the west coast POP server 10 is very
heavily loaded with content requests, but the east coast POP server 30 has light few

requests. Thus, in response to the user’s request, NameServer server 110 determines that
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the user should retrieve data from POP server 30. NameServer server 110 then recalls the

IP address of POP server 40, step 530, and then sends the TP address to the user, step 540.

Next, user 150 receives the IP address of POP server 30, and then sends
requests (250) for the static content from POP server 30, step 550. In response to the
request, POP server 30 routes the request to WebCache server 280. Next, WebCache
server 280 retrieves the static content from memory, and sends the requested static
content back to user 150, step 560.

In an important embodiment of the present invention, the customer’s web
server may also be considered for providing the static content. In such an embodiment, in
step 520, above, the latency and traffic load information for the customer web server may
be considered at the same time as the other POP servers . If the customer’s web server is
lightly loaded compared to the POP servers, the IP of the customer’s web server may be
retrieved in step 530, and passed to the user in step 540. Accordingly, in step 560, the
customer’s web server provides the static content back to the user.

Once the client receives the static content, the user can view the HTML
text and dynamic data from customer web server 40, as well as view the static content
from POP server 30, step 570. In one embodiment, the source of the static content may
be specified as being provided at a specific server or a limited set of servers.

Fig. 4 illustrates a flow chart according to another embodiment of the
present invention. In particular, Fig. 4 illustrates a more detailed block diagram of step
560, above.

Initially, WebCache server 280 determines whether it has the requested
static content in memory, step 600. In one embodiment of the present invention, this step
may include determining whether the file requested is resident in memory. If the
requested static content is not cached within WebCache server 280, WebCache server 280
sends a request (260) for the static content to WebSever server 290, step 610.

In response, WebServer server 290 determines whether it has the requested
static content on disk, or the like, 620. In one embodiment of the present invention, this
step may include determining whether the file requested is resident in on a disk or
database. If the requested static content is not stored within WebServer server 290,
WebServer server 290 determines sends a request (270) for the static content to a
customer web server, step 630.

In embodiments of the present invention, the appropriate customer web

server selected is also determined based upon the traffic load and latency of the multiple
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customer web servers to POP server 30. As an example, since POP server 30 is on the

east coast and close to customer web server 40. As a result, the request for the static
content 1s directed to customer web server 40. In an alternative embodiment, the
customer web server from which static content is retrieved is predetermined.

In this example, customer web server 40 provides the static content to
WebServer server 290, which in turn stores the static content to disk, or the like, step 640.

Once the data is stored within WebServer server 290, the static content is
copied into the memory of WebCache server 280, step 650. Next, WebCache server 280
returns the static content to the user, step 660.

Fig. 5 illustrates a more detailed block diagram according to one
embodiment. In particular, Fig. 5 illustrates are more detailed description of the flow of
data between software components on the POP network.

Fig. 5 includes a reduced number of software components on servers on
the POP network, including a NameServer server 700, a WebCache server 710, a
WebServer server 720, NetProbes 730, LogServer server 740, and NetView server 750.
As illustrated, in the present embodiment, communication between the components is
performed using a packetized format such as TCP, UDP, or the like. Fig. 5 also illustrates
a customer web site 760.

In the present embodiment, the configuration of the POP network is
maintained in a single global configuration file. This file is known as the “global
configuration” file. In this example, every POP server in the POP network determines
configuration information by the copy of the current Speedera configuration file stored
locally.

In this embodiment, the configuration file includes a list of servers allowed
to change the configuration; a list of domains the network is responsible for (i.e.
customers’ web sites); list of software components and services available in each POP
server; a list of probes that perform latency checks at each POP server; and the like.
Other similar types of information is also included.

In the present example, a new configuration file can be pushed to all POP
server by using the AdminTools software, mentioned above.

The configuration file in the present embodiment, is in a “registry trec”
type format. Typically few statistics, status or extended information is kept in the
configuration file. Such data is typically stored in server 740, as will be described below.

In the present example, the configuration file is kept small to reduce the amount of time
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required for updating a configuration file across the POP network. Further, a tree-type

format is used to allow the configuration to be easily extended without having to change
its structure.

In this embodiment, the configuration file is not necessarily sent to all POP
servers in the POP network. Instead, only POP servers including NameServers,
NetProbes and LogServers are updated. In the present embodiment, POP servers only
including a WebCache or a WebServers are not updated, because WebCache and
WebServers access NameServers to find services on the POP network. For example,
when a WebCache needs to send information to a log server, it will make a request to:
“log.name.speedera.com.” In response, a request is generated to a NameServer and in
response the NameServer returns the appropriate IP address. Because the configuration
file does not need to be sent to all the POP servers in the network, any configuration file
update is performed efficiently.

With this configuration file scheme, to install a new POP server, an
administrator uses the AdminTools software tools, to register the unique domain name
and the services or software components installed on the new POP server. These data are
added to the configuration file. Subsequently, the configuration file is copied across the
POP network.

In the present embodiment, as mentioned above, the domain name
uniquely identifies the POP server. In one example, the name is
“name.pop.speedera.net”, “dpl.westusa.speedera.net”, or the like.

As mentioned above, the NameServer software is embodied as a DNS
server that performs name to IP address mapping. In particular, the software receives
requests containing textual names and returns numeric IP addresses typically in the form
of XXX.XXX.XXX.XXX, associated with those names. In the present embodiment, the
software is also responsible for receiving and storing latency, POP server status
information, and the like from the NetProbe servers. Other types of data includes the
source IP address, the availability of the POP server, the traffic load, and the like are also
stored.

In the present embodiment, approximately 10 servers including the
NameServer software will operate on the POP network. Typically, the NameServer
software is installed onto its own machine to increase the performance of the software. In
one embodiment, the DNS servers should be designed to handle upwards of 1000 hits per

second.
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It is contemplated that the 10 DNS servers will handle all the DNS

requests for all users on the Internet that are serviced by the POP network. For example,
users that require the POP network to determine the least loaded customer web site, and
users that require content stored on the POP network both require services from the DNS
servers. In alternative embodiments, a greater number of lesser number of DNS servers
may be used according to specific application.

In this embodiment, in operation, the NameServer replies to DNS queries
and does not return any other information. Specifically, to generate a reply to a DNS
query, the DNS server may uses the following information: the configuration file to
determine what machines have the content corresponding to the request; a table
containing latency information for each POP to each client DNS (traffic load); a table
containing service metrics (load/availability) information for each POP server, and the
like.

In this embodiment, the data received from NetProbe servers comprise
UDP traffic. Further the NameServer software transmits log information to the
LogServer software, also via UDP traffic. In other embodiments, other schemes for
transferring packetized data is contemplated.

The NameServer receives the service and latency information data from
the NetProbe servers. In addition, in this embodiment, timestamp is also received so the
Name Server software knows how stale the performance information is. The NameServer
software stores this information to disk, to RAM, or the like. In this embodiment, the
NameServer data is typically stored on disk to reduce the effects of a crash or a reboot. In
this way, the latency and probe information is maintained. Further, in some cases, data
such as persistence information, should be maintained even if the system is rebooted.

In this embodiment, the NameServers log the requests they get and the
replies they give, i.e. IP addresses. In operation, at regular intervals (specified by the
global configuration file), the NameServer sends its latest statistics (e.g. number of hits it
has taken per domain name, etc.) to the various NetProbe servers and appropriate log
analysis servers via UDP. In the global configuration file, log analysis servers are
assigned based on the domain name served. In the present embodiment, the log analysis
is a distributed process.

In the present embodiment, the DNS software is proprietary and supports
all features of BIND.
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The WebCache software is typically embodied as a caching web server.

As described above, the WebCache server accepts HTTP or URL requests and checks
memory for the requested content. As discussed in the flow diagram above, the content is
typically static content from a customer’s web page, or the like. If the content is not in
the memory, the WebCache server contacts a WebServer server that may have the web
page stored using HTTP.

In one embodiment, WebCache is a customized caching server. In other
embodiments, WebCache may include hardware cache boxes available from companies
such as CacheFlow, Inktomi, or the like.

In this example, at a regular fixed intervals, the WebCache server
compresses and sends the logs of the content it stores, and sends the logs to log analysis
servers. This transfer is typically via UDP traffic. This information provided by the
WebCache server is typically used for billing purpose as well as by customers for
aunditing and log analysis. In the case where a hardware cache box is used, the box must
also be configured to send the logs to the log analysis servers.

In the present embodiment, the WebCache software is proprietary but
could be integrated with off the shelf caching products.

In the present embodiment, when a WebCache server cannot provide the
content requested, it forwards the request to a server running WebServer software it
believes has the content. As discussed above, the WebServer software processes the
request by looking on its local disk for the content. If the content exists on the local disk,
the WebServer will pass the data to the WebCache. Further, if the content in not on the
disk, the WebServer contacts the customers web site to retrieve the content.

In this embodiment, the WebServer typically does not provide log data.
Instead, the WebCache provides the cache miss information to the log analysis servers.
WebServer, along with many of the other software modules do report error conditions to
the log server.

In the present embodiment, the WebServer and WebCache may exist as
one program. In alternative embodiments, these pieces of software may be separate and
even reside on different machines.

The NetProbes software performs service availability/metric and latency
probes and sends the results via UDP to NameServer servers. There are two distinct types

of probes in the present embodiment, service probes and latency probes.
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In this example, service probes determine service availability and load

(metrics) for each content delivery machine in the network. Content delivery machines
includes the POP servers including WebCache and WebServer modules, and may also
include the customer’s web site(s). Service probes monitor data such as HTTP total
response time, FTP total response time, and the like.

In the present embodiment, service probes run constantly, and send current
metric and availability information to all DNS servers in the POP network. The timing of
the probe intervals and configuration of the service probes is typically speechified in the
global configuration file.

Latency probes determine latency from the POP server hosting the
NetProbe to the client DNS servers that sent the requests to Speedera DNS servers. The
Speedera DNS servers typically drive the latency probes. In particular, when a DNS
server determines that it needs latency information from a probe, it sends a request to the
probe. In response, the latency probe probes the client DNS server and returns with the
result. In one embodiment, the DNS servers send a number of requests in a single UDP
packet to a latency probe.

The NetProbe servers typically do not store the results of the probes, but
simply sends them to other servers via UDP. Each piece of probe information has a
timestamp of when the probe occurred so the receiving server can determine how stale the
probe information is.

In the present embodiment, LogServer servers receives data from
machines running NameServer, NetProbes and WebCache software. The data is typically
transmitted to one or more log analysis servers where the data is stored and analyzed. As
mentioned above, the data is typically stored by customer name to facilitate billing and
preparation of audit and historical statistics. Additionally, The LogServer software also
gets requests for information from the NetView software. Such a request may be made
when an administrator, or the like wants to graphically view or view the table of data for
current or historical status of a web site (hits, open connections, etc.).

The configuration file will have a list of log servers and the customer
domains they manage, however, LogServers will only receive data for the customer
domains they manage, not for other domains.

The NetView software referred to above is typically an HTML user-

interface providing customers and administrators to use a web browser to view real-time

0995



10

15

20

25

30

WO 01/39003 PCT/US00/31939
20
and historical information. The NetView software includes a web server and CGI or web

server plug-in modules written in Perl or C.

In operation, NetView servers contact LogServers or the LogServer
database to get the underlying data. The raw data from LogServers and formats and
displays it to customers, or the like in the form of tables and/or graphs.

The NetView software also provides an interface that allows a customer to
flush content from the POP network when they publish new content to their servers. To
perform the action of flushing content, the NetView software executes the AdminTool
software that has the ability to flush content from the system.

In the present embodiment, the AdminTools software includes tools used
to administer the Speedera Network. It contains two main tools, one to push a new
configuration file to servers in the network and another to cause content to be flushed
from the network.

The configuration administration tool sends the global configuration file to
servers 1n the network in a hierarchical fashion. A list of servers will get the
configuration file and send it to another list of servers and so on. The list of servers to
receive the configuration file and what servers they control is typically specified by the
configuration file itself.

In this embodiment, the configuration system is written such that it does
not allow configuration files to get out of sync, when machines are down or if a socket
connection breaks while transmission is in process, or the like. For example, in one
embodiment, the administration tool opens sockets to all the master configuration servers,
sends the configuration file and waits for confirmation that they and everyone they send
the file to receives it and then send a command to tell everyone to switch to use that
configuration file.

In this embodiment, the configuration administration tool uses TCP and
not UDP because of the increased security. Additionally, password protection and
encryption may also be used.

The Shared software includes software that will exist on all servers in the
network. This includes a configuration daemon that listens for the transmission of a new
configuration file, stores it locally and sends a SIGHUP to local processes to notify them

the configuration has changed.
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In the foregoing specification, the invention has been described with

reference to specific exemplary embodiments thereof. Many changes or modifications
are readily envisioned. For example, in some embodiments, steps 460 and 470 are not
explicitly performed. Instead, after the DNS server resolves the IP address of the
customer web server in step 450, the IP address is automatically used to address the
customer web server. Similarly, in some embodiments, steps 540 and 550 are not
explicitly performed. Instead, after the DNS server resolves the IP address of the POP
server in step 530, the IP address is automatically used to address the POP server.
Details of additional embodiments of the present invention may be found in the
documents in the attached appendix.

In embodiments of the present invention, the static content stored on the
web caches may include movies, audio, images, text, plug-in program data, programs, and the
like. Other types of data can be stored within the web caches, for example, streaming audio
data, video data, and the like.

Further, the embodiments have discussed providing data across wide area
networks, such as the Internet. In other embodiments, embodiments of the above
described invention may be applied to other types of networks including wireless
networks, local area networks, and the like.

The block diagrams of the architecture and flow charts are grouped for
ease of understanding. However it should be understood that combinations of blocks,
additions of new blocks, re-arrangement of blocks, and the like are contemplated in
alternative embodiments of the present invention. Further, the above names of servers,
software modules, and the like are arbitrary, and may be changed.

The specification and drawings are, accordingly, to be regarded in an
illustrative rather than a restrictive sense. It will, however, be evident that various
modifications and changes may be made thereunto without departing from the broader

spirit and scope of the invention as set forth in the claims.
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WHAT IS CLAIMED I8S:

1. A method for operating a network of point of presence servers .
sharing a hostname, the method comprises:

receiving a request from a user for a web page at a first web address, the first
web address including the hostname;

determining traffic loads of a plurality of customer web servers, each of the
customer web servers storing the web page;

determining a customer web server from the plurality of customer web servers
that is appropriate for the request, the customer web server having a traffic load lower than
traffic loads of remaining customer web servers from the plurality of customer web servers;

determining an IP address of the customer web server;

directing the request from the user to the customer web server; thereafter

receiving a request from the user for static content on the web page at a
second web address, the second web address including the hostname;

determining service metrics of point of presence servers in the network of
point of presence servers;

determining the point of presence server from the network of point of
presence servers that is appropriate for the request, the point of presence server having service
metrics better than service metrics of remaining point of presence servers from the network of
point of presence servers;

retrieving the static content from the point of presence server; and

providing the static content to the user.

2. The method of claim 1 further comprising determining load of
point of presence servers in the network of point of presence servers;

wherein determining the point of presence server from the network of point of
presence servers that is appropriate for the request, the point of presence server having a
latency and a load lower than latency or load of the remaining point of presence servers from

the network of point of presence servers.

3. The method of claim 1 further comprising:
determining whether the point of presence server includes the static content;
determining a web server that includes the static content when the point of

presence server does not include the static content;
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retrieving the static content from the web server that includes the static
content; and

storing the static content from the web server in the point of presence server.

4. The method of claim 3 wherein determining the web server
comprises:

determining traffic loads of the plurality of customer web servers, each of the
customer web servers storing the static content; and

determining another customer web server from the plurality of customer web
servers that is appropriate for the request, the another customer web server having a traffic
load lower than traffic loads of remaining customer web servers from the plurality of

customer web servers.

5. The method of claim 4 wherein retrieving the static content from
the web server comprises:

determining another IP address of the another customer web server; and

requesting the static content from the another customer web server at the

another IP address.

6. The method of claim 1 wherein the network of point of presence

servers comprises a domain name server.

7. The method of claim 1

wherein the request from the user for the web page is transferred from a first
domain name server;

wherein the network of point of presence servers comprises a second domain
name server; and

wherein the second domain name server determines the customer web server

from the plurality of customer web servers.

8. A network of point of presence servers sharing a hostname

comprises:

a first network probe server configured to determine traffic loads of a plurality
of customer web servers, and configured to determine latency of web cache servers in the
network of point of presence servers, each of the customer web servers storing a web page;

a first domain name server coupled to the first network probe server,

configured to receive a request from a user for the web page at a first web address, the first
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web address including the hostname, configured to determine a customer web server from the
plurality of customer web servers that is appropriate for the request, the customer web server
having a traffic load lower than traffic loads of remaining customer web servers from the
plurality of customer web servers, configured to determine an IP address of the customer web
server, configured to return the IP address of the customer web server, configured to receive a
request from the user for static content on the web page at a second web address, the second
web address including the hostname, and configured to determine a web cache server from
the network of point of presence servers that is appropriate for the request, the web cache
server having a latency lower than latency of remaining web cache servers within the network
network of point of presence servers; and

the web cache server configured to retrieve the static content, and to provide

the static content to the user.

9. The network of claim 8

wherein the first network probe server is also configured to determine traffic
load of web cache servers in the network of point of presence servers; and

wherein the web cache server also has a traffic load lower than traffic loads of

remaining web cache servers within the network network of point of presence servers.

10. The network of claim 8

wherein the web cache server is also configured to determine whether it
includes the static content, and configured to generate a web cache miss signal, if the static
content is not included; and

the network further comprising a web server coupled to the web cache
configured to determine whether it includes the static content in response to the web cache
miss signal, configured to request data from a customer web server that includes the static
content, if the static content is not included, and configured to store the static content;

wherein the web cache server is also configured to receive the static content

from the web server.

11. The network of claim 10 wherein the first domain name server is
also configured to determining traffic loads of a plurality of customer web servers, each
of the customer web servers storing the static content, and is configured to determine
another customer web server from the plurality of customer web servers that is

appropriate for the request, the another customer web server having a traffic load lower
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than traffic loads of remaining customer web servers from the plurality of customer web

SCIvers.

12. The network of claim 11 wherein the first domain name server is
also configured to determining another IP address of the another customer web server,
and configured to request the static content from the another customer web server at the

another IP address.

13. The network of claim 8 wherein the first domain name server and

the network probe server reside on a common point of presence server.

14.  The network of claim 8 wherein the request from the user for the

web page is transferred from a second domain name server.

15. A method for a computer network comprises:

using a web client to enter a first web address of a web page;

sending a first request from the web client to a client DNS scrver to resolve
the first web address;

sending the first request from the client DNS server to a POP DNS server
within a POP server network;

using a probe server in the POP server network to determine latencies
between the probe server to a plurality of customer web servers, each of the customer web
servers having the web page;

using the POP DNS server to determine a customer web server from the
plurality of customer web servers in response to the latencies, the customer web server having
a latency lower than latencies of other customer web servers in the plurality of customer web
Servers;

requesting the web page from the customer web server, the web page
including an embedded URL representing static content;

sending the web page from the customer web server to the web client;

sending a second request from the web client to the client DNS server for
resolving the URL;

sending the second request from the client DNS server to the POP DNS server
within the POP server network;

using the probe server to determine loads of a plurality of web caches within

the POP server network;
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using the POP DNS server to determine a web cache from the plurality of web
caches in response to the loads, the web cache having a load lower than loads of other web
caches in the plurality of web caches;

retrieving the static content from the web cache;

sending the static content to the web client; and

outputting the static content with the web client.

16. The method of claim 15 wherein the loads comprise measurements

selected from: CPU load, memory load, HTTP response time, FTP response time.

17. The method of claim 15 wherein the latencies comprise data selected

from: CPU load, memory load, HTTP response time, FTP response time.

18. The method of claim 15

determining whether the web cache includes the static content;

determining a web server that includes the static content when the web cache
does not include the static content;

retrieving the static content from the web server; and

storing the static content from the web server in the web cache.

19. The method of claim 18 wherein determining the web server
comprises:

using the probe server to determine latencies of a plurality of customer web
servers that stores the static content; and

using the POP DNS server to determine another customer web server from the
plurality of customer web servers that stores the static content, the other customer web server
having a latency lower than latencies of other customer web servers in the plurality of

customer web servers that includes the static content.

20, The method of claim 15 further comprising:

using another web client to enter a second web address of another web page;

sending a first request from the other web client to another client DNS server
to resolve the second web address;

sending the first request from the other client DNS server to the POP DNS

server;
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using the probe server in the POP server network to determine latencies
between the probe server to a plurality of second customer web servers, each of the second
customer web servers having the other web page;

using the POP DNS server to determine a second customer web server from
the plurality of second customer web servers in response to the latencies, the second customer
web server having a latency lower than latencies of other second customer web servers in the
plurality of second customer web servers;

requesting the other web page from the second customer web server, the other
web page including a web address associated with static data; and

sending the other web page from the second customer web server to the other

web client.

21. The method of claim 20 further comprising:

sending a second request from the other web client to the client DNS server
for resolving the web address;

sending the second request from the other client DNS server to the POP DNS
server within the POP server network;

using the probe server to determine loads of a plurality of web caches within
the POP server network;

using the POP DNS server to determine a web cache from the plurality of web
caches in response to the loads, the web cache having a load lower than loads of other web
caches 1in the plurality of web caches;

retrieving the static data from the web cache;

sending the static data to the other web client; and

outputting the static data with the other web client.
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| 2354350

POLICY REPRESENTATIONS AND MECHANISMS FOR CONTROLLING
SOFTWARE-BASED COMMUNICATION

FIELD OF THE INVENTION
This invention relates in general to communications systems, and more
particulérly to a method and apparatus for use of policies in the control of multi-

enterprise software-based communications systems.

BACKGROUND OF THE INVENTION
The evolution towards the design of multimedia communications systems
based on open standards has been ongoing since the 1980s. One example of such a

system is the MediaPath™ communications server manufactured by Mitel Corporation.

The MediaPath™ system comprises call control software which operates in
conjunction with a plurality of server telecommunication boards (voice processing
board, trunk board, line board, etc.), as described in http.//www.mitel.com/MediaPath
(1997). |

Software agents have been used in such systems as autonomous entities that
are able to act without referring to a main entity (see A. Karmouch, Mobile Software
Agents for Telecommunications, [EEE Communications, July 1998). When spread
over a network, these software entities require autonomy for obvious performance
reasons. Agents are able to interact with each other and can manage conflicts that may
occur between them as a result of these interactions. Furthermore, agents are able to
react to changes that occur in their environments.

In R. Buhr, D. Amyot, M. Elammari, D. Quesnel, T. Gray, S. Mankovski,
"Feature-Interaction Visualisation and Resolution in an Agent Environment", Feature
Interactions in Telecommunications and Software Systems V.”, K. Kimbler and L.G.
Bouma, editors, IOS Press Amsterdam, The Netherlands, 1998, p.135-149, a multi-
agent architecture is set forth wherein each physical device is represented by a device
agent that is responsible for handling and controlling all requests and actions of the
device. The device agent may contain multiple feature agents, which are responsible
for implementing the various features to which the device has subscribed. The end
user may also be represented by a user-agent, which contains all of the preferences of

the user.
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Researchers have also utilized the principles of multi-agent architectures in
designing distributed and federated multi-enterprise systems. One example of such a
system is the Personal Mobility Management System designed and implemented by
the Mobile Agent Alliance, which is a collaboration of the University of Ottawa,
Mitel Corporation and the National Research Council of Canada. The Personal
Mobility Management System (PMMS) provides personalized services and access to
resources for nomadic users over a network. The system provides a nomadic user with
a working environment, which is similar to his/her home environment. In the home
site, a user has a profile that describes his/her preferences: the services he/she uses,
the quality of service required, the cost he/she is willing to pay to use certain billable
services, etc. A dynamic mapping between the user profile and the local policies on
each site determines a set of services that a visiting site can offer to its guest. A
nomadic user can be requested to pay a cost for services such as long distance calling.
For example, in the instance in which the visiting site is a hotel, which has made
arrangements with a guest’s employers having regard to access to hotel facilities
costs that the guest incurs in the use of services can be billed directly to the employer.
Thus, it is desirable for the employer to be able to institute policies about which
billable services are allowable. Hence, agent negotiation techniques are used between
the home site and the visiting site in order to agree on the cost or to find a service that
can fit the requirements of the user with a lower cost. Negotiation is also used for
resource reservation when a user starts a service on a visiting site.

Very little research has been undertaken to date in the area of integrating
policies and agents together. With the use of agents, real automated and policy driven
management can be accomplished. The inventors have recognized that policies can be
used to monitor agent behavior in specific situations and to ensure that such behavior
is consistent with the global strategy of the system.

The term “policies” may be defined as a set of rules in a domain-managed
object. These rules are derived from management goals and related business strategies
to define the desired behavior of distributed heterogeneous systems, networks and
applications. They provide means for expressing how tasks are to be undertaken and
how a system is to respond to a given situation. Policies may also be defined as a
binary relationship between objects. Binary relations, consisting of a subject and a

target, can be used to express different types of policies. Management policies may be
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expressed by a human manager in a high level manner, i.e. policy language. These
policies must then be transformed and refined into scripts or rules that can be
interpreted by software agents (see D. Marriot, M. Sloman, Management Policy
Service for Distributed Systems, IEEE 3™ Int. Workshop on Services in Distributed
and Network Environments, Macé.u, June 1996). Policies are expressed independently
from the agents that interpret them. This separation permits modification of the
policies without changing the code of the agents. Furthermore, agents can be reused in
different networks where different policies apply.

Because of the large number of policies, classification systems have been
developed to give semantics to the policies and to assist in automating the process of
transforming and refining of the policies. The most important classes are set forth in
R. Wies, Policy Definition and Classification: Aspects, Criteria and Examples,
Proceeding of the IFIP, IEEE International Workshop on Distributed Systems:
Operations & Management, Toulouse, France, 10-12 October 1994, as follows:
Maode: Policies can be an obligation, permission, or prohibition.

Lifetime: a short, medium, or long term application can characterize the duration of a
policy.

Trigger mode: the enforcement of a policy can be constantly active, repeated
periodically for a specific period time, triggered by asynchronous events or a
combination of the last two.

Activity: a policy can monitor or enforce actions on its target objects or react to a
new situation that occurs in the system.

Functionality of targets: this class includes policies applicable to resources with
common characteristics (e.g. printers, hubs, and routers...).

In Amin Hooda, “Data Management for Supporting Nomadic Users Based on
LDAP and Sofiware Agents”, Master’s Thesis, October, 1998, Department of
Computer Engineering, University of Ottawa, Ottawa, Canada, policies are defined as
regulations that should facilitate the accountability of proper usage of communication
resources, maximize the availability of communication access for users, provide
security definitions for accessing a device and its corresponding services, and
facilitate the creation of varied secure regions within an organization. The solution set
forth in Hooda for including policies in the system is to add certain attributes to the

site related data that are stored on an LDAP (Lightweight Directory Access Protocol)
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directory of each site. These attributes describe the services available in the site and
the restricted areas that can only be assigned to privileged users. However, this
approach suffers from a number of weaknesses. Firstly, no standard representation of
policies is provided. Secondly, the policies are dependent on the system and co-
located with the description of the system. Also, the policies are not classified
according to the activities they monitor in order to facilitate the enforcement of the
policies into the system. Furthermore, no mechanisms are provided to detect and

resolve conflicts that are inevitable between enterprises.

SUMMARY OF THE INVENTION

According to the present invention, architecture of multiple agents is provided
for setting up and enforcing policies within each site of a virtual network. A policy
server represents the global policies of the site and each agent manages its own
policies. Policies are dynamically downloaded from the policy server into agents that
carry the responsibility to enforce them. Agents propagate their policies to the policy
server to detect any conflict that may rise between agents during dynamic mapping
and resource reservation. A negotiation mechanism is provided to resolve such
conflicts. An authorization-based mechanism is also provided such that agents must
request authorization before performing any action, in response to which a ticket is

delivered to the requesting agent for accountability and security reasons.

BRIEF DESCRIPTION OF THE DRAWINGS

A detailed description of a preferred embodiment of the present invention is
provided herein below with reference to the following drawings, in which:

Figure 1 shows the three-layered architecture of a Personal Mobility
Management System (PMMS) forming the preferred environment for implefnentation
of the present invention;

Figure 2 is a schematic illustration of inter-site communication using a shared
Agora for the PMMS system of Figure 1;

Figure 3 is a schematic representation of a site policy architecture for
implementation within a multi-agent communication system as shown in Figures 1

and 2, in accordance with the present invention;
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Figure 4 is a message diagram for illustrating steps by which an agent requests
authorization before executing an action, in accordance with the present invention,;
Figure 5A shows a first exemplary constraint tree structure for use in
evaluating policies according to the present invention;
Figure 5B shows the constraint tree structure of Figure 3A decorated
accordiﬁg to the values of parameters in the request and in the system;
Figures 6 and 7 show second and third exemplary decorated constraint tree
structures in accordance with the present invention;
Figure 8 is a message diagram showing interaction between agents in a
conflict detection example according to the present invention;
Figure 9 is a message diagram showing a negotiation scenario between the
authorization server and a video mail agent to agree on reservation parameters;
Figure 10 is a message diagram showing the interaction of the video agent
with the facilitator to find executors of the agreed action, and responses of the
potential executors of the action;
Figures 11A to 11E are graphs illustrating regions of belief of a requestor
agent and authorization server, for illustrating the principles of the negotiation model
‘of the present invention; and
Figures 12A to 12E are graphs similar to those of Figure 11, for the example
of a video mail agent-requesting bandwidth for transmission of a video mail message

as set forth in Figures 9 and 10.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

As discussed briefly above, Personal Mobility Management System (PMMS)
is an application that manages personal mobility in a virtual network, provides
personalized services and provides resource access to its nomadic users over a virtual
network. PMMS implements dynamic mapping between a user and the shared devices
(or services) available at any location within the network. The dynamic mapping
functionality is obtained using the Internet LDAP directory. Another inherent aspect
of PMMS is universal messaging for addressing the communication needs of mobile
users. Messaging is implemented predominantly by the interaction of autonomous

programs (agents), representing users, services, and data resources.
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Figure 1 shows the three-layered architecture of PMMS. Each enabled site
within the virtual network maintains this or an analogous structure. Each site also
manages a X.500 Directory Information Base (DIB) for its organizational network.
This DIB physically resides in the first layer (i.e. Data Repository). The first layer
(Layer 1) contains all of the requifed data information such as user profiles, service
profiles and access policies. This layer is only accessible to the middie layer (Layer
2).

Layer 2 deploys intra-site processing agents, as follows:

o Site Profile Agent negotiates, with its remote peer (in a user’s home site), the
user’s preferences, and dynamically determines the authorized services for the
user, in accordance with the two sets of policies of both concerned sites.

e Policy Server maintains the obligations and authorizations allowed or denied to
each agent. The server contains the private knowledge base (for each site)
regarding authorized services, accessible resources and management rules (cost,
delay, privileges, etc.).

e Resource Agent negotiates, with its peer, resources for each requested and
authorized service. It also creates an environment for this service. Negotiation
between two resource agents determines the availability and accessibility of local
resources before processing the service.

e Coordinator manages the inter-agent communications. Its central role is to
establish communication among two or more agents (locally or remotely), to

Jocate agents and to control their activities when exchanging information.

Layer 3 presents a Graphical User Interface (GUI) for the nomadic users. It
contains agents and interfaces for user authentication and service access. A mobile
user logs onto the system via the User Logon Agent, which functions as the
authentication client of the system. After receiving user information as input by the
user, the User Logon Agent locates the user in the virtual network and authenticates
the user as the one he/she claims to be. A Service Access Agent is responsible for
providing dynamically located services to the authenticated user. This interface will
not be displayed if the user cannot be identified by his/her home site.

Interactions between agents are established through the exchange of KQML
messages over the MicMac blackboard messaging system developed by Mitel
Corporation ( see R. Buhr, D. Amyot, M. Elammari, D. Quesnel, T. Gray, S.
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Mankovski, "Feature-Interaction Visualisation and Resolution in an Agent
Environment", Feature Interactions in Telecommunications and Software Systems V.,
K. Kimbler and L.G. Bouma, editors, IOS Press Amsterdam, The Netherlands, 1998,
p.135-149, for a description of MicMac and its operation). MicMac is a set of
software tools, which provide an énvironment to support hands-on experimentation
with multi-agent interaction and negotiation protocols. It allows for the creation and
the manipulation of one or more Agoras (I.E. tuple space). A tuple space is an open
area for exchanging information. A shared Tuple Space is shown in Figure 2 for
effecting inter-site communication according to the present invention.

Figure 3 shows an agent-based site policy architecture according to the present
invention for defining and managing policies in a co-operative system such as
illustrated in Figure 2. As discussed above, agents are autonomous entities that behave
according to their obligations with respect to the overall policies in the system.
Policies are divided into two types: obligations and authorisations. Obligations
specify the motivations or tasks an agent is responsible to perform. Authorisations
represent the laws of the system and determine whether an agent is allowed to perform
a particular action.

According to the present invention, agents can interchangeably play two roles:
requester or executor. A requester agent is an agent that needs another agent, i.e. an
executor agent, to perform an action in order to fulfil one of its obligations. The
executor is an agent that is designed to perform a set of actions as a part of the global
role it plays in the system. For example, a printer manager agent is designed to
execute printing actions, whereas, a Word application agent requests the printer
manager agent to print a document. An agent can aiso behave both as a requester and
as the executor of the same action. Each task is divided into a request action and an
execution action in order to ensure that no action will be performed unless it has been
authorised by the system policies, as discussed in greater detail below. Policies
determine whether or not the executor should perform an action for a requester agent.

Each agent is comprised of two separate modules: a code that represents the
actions the agent is designed to execute, and policies that determine the behavior of
the agent. The reason for separating the policies from the code of the agent is to
permit modification of the policies changing the behavior of the agent without

changing the code of the agent. Furthermore, the same agent can be used again in
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different sites with different policies. Each agent has a set of obligations it is
responsible to fulfill and the associated policies determine whether or not the agent
can accomplish these obligations.

An obligation is an object with the following attributes:

Trigger: an internal or external event that triggers the obligation.

Subject: specifies the agent responsible for the execution of the obligation when it is
initiated.

Action, target, constraints, class, and system mode: These attributes have the same
meaning as for the authorization’s attributes.

Exception: specifies an action that the subject must perform in the event it fails to
accomplish the actions specified by the obligation.

When the conditions of an obligation apply, the agent responsible should
perform the set of actions representing the duty of the obligation.

The policy server receives policies from agents or from human managers via
interfaces. Obligation policies are downloaded into agents that are responsible to
perform them. Authorization policies are distributed to an authorization server, which
gives agents necessary authorizations to perform a set of actions. The policy server is
responsible for the management of each policy’s status. Each policy can, during its
life cycle, be enabled, disabled or deleted. Before accepting a policy, the server
ensures that the new policy does not conflict with existing policies in the system
(referred to herein below as static conflict detection). Run time conflict detection is
also used, as described in greater detail below.

The policy server is notified by agents when any change in the system occurs.
It reacts to these changes by enabling or disabling policies that already exist in the
system, or by distributing new policies. Thus, the system behavior is adapted to meet
the requirements of new system states.

The authorization server agent represents the laws of the system. System laws
are expressed as authorizations. An authorization is a relationship between the
requester agent and an action of the executor agent. Each authorization is an object
with the following attributes:

Mode: The mode of an authorization can be either a permission or an interdiction.
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Subject: specifies the agent to which the authorization applies. Permission allows the

subject to request that the executor agent perform an action. An interdiction prohibits
_the execution of the action.

Action: specifies a set of operations that the requester agent is authorized to or

prohibited from performing, depehding on the mode of the authorization.

Target: specifies the agent, also called executor, which executes the action.

Constraint: The applicability of an authorization can be limited using a constraint.

The constraint determines the conditions that must be verified in order that the

authorization be granted.

Priority: specifies the authority of the policy. A policy with a high authority overrides

low priority policies.

Class: classifies policies according to the activity they monitor in the system.

Examples of classes are security, accounting, and admission control.

System mode: A system mode represents a specific state of the system. Policies

belonging to a system mode are said to define the strategy of the system in this mode.

Creator: specifies the agent or the human manager that adds the policy to the system.

The authorization server is responsible for delivering necessary authorizations
to agents requesting the execution of an action. Each agent who requests an
authorization is first authenticated. Then, the server checks to see if there are
authorizations that apply to the request. The applicable authorizations for the request
are processed to give a response to the requester.

A label any can be used instead of a specific requester, action or executor. A
default authorization can be set to determine the default behavior of the system. The
default authorization can be:

Permission any any any: permits any agent to request any action from any other
agent in the absence of a specific interdiction. '
Or
Interdiction any any any: Prohibits any agent from requesting any action from any
other agent in the absence of a specific permission.

The authorization server confers with a policy conflict detection and resolution agent
to detect any conflict that may rise if an action is performed.

The event server (MicMac) collects events from the system and notifies agents

that have subscribed to receive these events. For example, an email forwarder agent
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may be interested in an email-received event. Each time an email is received, the
email server notifies the event server. The latter dispatches the event to all agents that
are subscribed to it. The email forwarder agent is thus able to accomplish one of its
obligations, which consists of forwarding the received email to the actual location of
the receiver when he/she is away from the home site. A detailed example of this case
scenario is described in greater detail below.

MicMac also provides a low level communication medium to the agents. It
provides a blackboard paradigm for the creation of a shared communication space
referred to above as an Agora or tuple space. A tuple space is an open area for
exchanging information.

According to the present invention, each agent must be authorized before
executing any action. To illustrate how this mechanism is effected by agents
requesting authorization to execute an action, an example is set forth by which a
Word-Agent requests authorization to print a document using a Printer-Manager.

Figure 4 illustrates the steps of requesting an authorization:

1- The agent requester, e.g. Word-agent, sends a request to the authorization server
asking for an authorization to execute an action, e.g. print a document. The request
message includes the agent identification, the action and its parameters, and the

identification of the agent executor of the action.

2- The authorization server authenticates the agent and processes the request. The
authorization server will then deliver a ticket that specifies the result of the
request. In the case of a negative authorization, the ticket contains the reasons of
failure and offers alternative choices to the requester. The requester can then

modify the request to fit the conditions required by the policy server.
3- Ifthe request is authorized, the requester sends the ticket to the agent executor of
the action, e.g. printer-agent. The executor verifies the authenticity of the ticket

and executes the action.

4- A confirmation is sent back to the requester agent to confirm the execution of the

action.
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The ticket is a token that allows an agent to operate with the rights and
privileges of the authorization server that granted the ticket. Naturally, it must be
possible to verify that the ticket was granted by the authorization server. The validity
of the ticket can be verified by using a public key digital signature. The ticket may
include an expiration time. If a ndn-expiring ticket is desired, the expiration time can
be set sﬁfﬁciently far in the future. Furthermore, the ticket mechanism allows the
agents to bill for the services they offer.

As discussed above, policies represent the global strategy of a site. The
policies control behavior of the agents belonging to the site and determine how agents
should react to any changes in the system. Policies are classified according to the
activity they monitor. Four classes of policies are defined for the implementation of
this invention: security, admission control, user profile, and resource reservation.
These classes of policies are used by the coordinator agent, site logon agent, site
profile agent, and resource agent, respectively.

Different system modes are also defined according to the implementation of
this invention and the policies are classified according to these modes. Policies
belonging to a class mode are enabled when the system mode is enabled. They adapt
the behavior of the system to the requirements of a new system state. For example,
critical resource mode is enabled when the amount of resources available in the
system is under a limit. Thus, policies belonging to this mode are enabled and will
define a new resource allocation strategy. Different system modes can be related:
when a mode is enabled, other modes are automatically disabled. For example, when
critical resource mode is enabled, normal resource mode is automatically disabled.

In order to better understand the concept of policy classification and the effect
of system modes, an example of a policy management system is described with
reference to a working site according to the present invention, located at the
University of Ottawa.

A default policy is defined with a low priority that is applied to all requests.
The default policy is used to ensure that at least one policy will apply for a request.

The default policy is expressed as follows:

ID Mode Subject Action Target Constraint Priority

System
Mode

A000 Interdiction Any Any Any 0

Table A — Default Policy
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The default policy is identified as A000, where A denotes that it is an

authorisation object. By default, the execution of any action in the system is

forbidden. The low priority ensures that this policy will be overridden if at least one

other policy applies to the request.

Inter-site communications are encrypted using different encryption algorithms

such as DES and RSA. Each encryption algorithm can use a different key length to

encrypt data. Encryption policies specify which algorithm should be used for a

specific communication between two different sites. Two modes are defined for

system security: Normal level and high level. Each mode has a set of policies that

define the rules that the system must respect when the mode is enabled. The following

policies give an example of some security policies setup by the University of Ottawa

to encrypt its communications with the other two sites (Figure 2).

1D Mode Subject | Action | Target Constraint Priority Sl\}:Is:(ell:
A001 Interdiction Any Encrypt Security Key_length<64 4 NO"“;’L‘ VS;CUfiY}'
Key_length>64 and site =
A002 Permission Coordinator Encrypt Security Ml(')TFL 3 Normr;vs:lcumy
Key length>128 and site = NRC
A003 | Interdiction | Coordinator | Encrypt | Security Key_length < 196 s ng}::::lunty

The first policy (ID A001) applies to all requesters of an authorization to

Table B -~ Security Policies

encrypt a communication. It specifies that it is forbidden for any agent to request a

security agent to encrypt data with a key length less than 64 bits. This is a default

security policy and sets the minimum degree of security needed for inter-site

communications. The second policy (ID A002) is specific to the coordinator agent. It

allows this agent to request encryption when it is establishing communication with the

MITEL site using an encryption key length greater than 64 bits, or with the NRC site

using a key length greater than 128 bits. University of Ottawa assumes that the

connection with NRC is not secure enough. Thus, the key length used for encryption

should be greater than 128 bits in length to ensure privacy of communication on top of

an insecure communication channel. When the system security mode is set to high,

the third policy (ID A003) imposes more constraints on the key length.
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into a visited site. They specify eligible users who are provided with access to the site

and impose constraints on the login of these authorized users. These policies apply for

the site login agent and apply each time a new user wishes to log onto a visited site.

Some examples of admission control policies used by the University of Ottawa site

are set forth in Table C, from which it will be noted that the subject and the target are

the same agent.

D Mode ‘Subject Action Target Constraint Priority System
Mode
A004 Interdiction Site logon login Site logon {8} day = Sunday 4 Normal load
User.Site = NRC
A005 Permission Site logon login Site logon (User.Site SrMITEL and 2 Normal load
User.Category= Manager)
A006 | Interdiction Site logon login Site logon 3 Heavy load
Table C - Admission control pelicies
The first policy (ID A004) prohibits access to any user on Sundays. The
second policy (ID A005) permits access to all NRC users but restricts access of
MITEL users to MITEL managers. When the system switches to heavy load mode,
the third policy (ID A006) is enabled, thereby prohibiting access to the site.
Examples of a second type of policy are shown in Table D, where the ID is
prefaced with an “O”, which indicates an “obligation” object. The site logon agent is
obliged to notify the event server (MicMac) when the number of users in the system
reaches a predetermined limit. The related obligations are expressed as follow:
80 Trigger Mode Subject Action Target Constraint System
Meode—
0001 On login Obligation Site logon Notify(*“Heavy load™) Event server {S} users=7 Normal load
0002 On logout Obligation Site logon Notify( ‘“Normal load™) Event server {S} users =4 Heavy load

The notification of the first obligation (ID O001) is used by the policy server

Table D - Site logon obligations

to switch the system mode to heavy load mode, whereas the notification of the second

obligation (ID 0002) is used to switch the system mode back to normal load.

The successful prototype of the invention presently in operation at the

University of Ottawa is capable of offering three services: printing, email forwarding,
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and video mail service. A different quality of service (QoS) is used for each delivered
service. For example, video service has three qualities of service. A high quality of
service plays back an entire video for a user. Medium quality extracts video frames
using a key framing application, see Ahmed M. and Karmouch A. “Improving Video
Processing Performance using Temporal Reasoning”, SPIE-Applications of Digital
Image Processing XXII, Denver Co USA, July 20-23 1999. and displays the resulting
frames to the user. Low quality of service displays the resulting frames in black and
white.

As discussed briefly above, the site profile agent maps the user’s profile onto
the local policies of a site. The following example defines some policies used by the
University of Ottawa site to offer services to visiting users from MITEL and NRC

sites. The example is limited to video service.

. . . P m
ID Mode Subject Action Target Constraint Priority Sl\y/IS(:(eie
QoS=1 and Cost >15
Or Normal
A007 Permission Site profile Use_Video Site Profile QoS=2 and Cost>25 3 resource
Or mode
QoS=3 and Cost>40
QoS=3 Normal
A008 Interdiction Site profile Use_Video Site Profile AND 3 resource
User.Category <> Manager mode
QoS=1 and Cost > 40 Critical
A009 Permission Site profile Use_Video Site Profile Or 4 resource
QoS=2 and Cost >70 mode

Table E - Policies for user profile mapping

The first policy (ID A007) sets a minimum cost required to use the video
service. The cost depends on the quality of service to be used. For example, a high
quality video service can not be used unless the user pays at least 45 units.

The second policy (ID A008) limits the use of the high quality of video service
to managers from both sites.

The third policy (ID A009) is invoked during system critical resource mode. It
raises the cost for using the low and medium quality of service and prohibits the use
of the high quality of service.

Other policies are used to set more constraints with the use of video service,

but are not set forth herein for the sake of simplicity.
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Each site offers its visitors a set of services resulting from the dynamic
mapping of the user’s profile and the local policies of the site. When the visitor starts
a service, the agent representing the service reserves a predetermined amount of
resources, CPU and Bandwidth, required for the execution of the service with a

specific quality, as set forth in Table F:

D Trigger Mode Subject Action Target Ceonstraint System
Reserve(CPU=20,Band=5) Resource agent QOS=1 nNeds
0003 On startup | Obligation | Video agent resource mode
0004 On startup Obligation Video agent | Reserve(CPU=35,Band=10) | Resource agent QOS=2 MNormal
resource mode
0005 On startup Obligation Video agent | Reserve(CPU=75Band=20) | Resource agent QOs=3 resgfx:cr:ni:o de
0006 On startup Obligation | Video agent Reserve(CPU=15,Band=3) Resource agent QOS=1 reso(t:xrrictlcfrllo de
0007 On startup Obligation Video agent Reserve(CPU=25,Band=7) Resource agent QOS=2 resocl::(:;c:lo de
0008 | Onstartup | Obligation | Videoagent | Reserve(CPU=45Band=12) | Resourceagent |  QOS=3 msg)’;‘f:: e
Table F - Video agent obligations
These obligations define the amount of resources to be reserved for each
quality of service in each mode. The video agent automatically adapts the
requirements of the video application to the actual state of the system.
A resource reservation strategy is defined by policies that apply to controlling
5 the reservation of resources via the resource agent, as set forth below in Figure G.

Again, this example is limited to video service. In Table G, and subsequently in this
disclosure, it should be noted that {S} stands for a system parameter (e.g. {S}
Bandwidth is the available bandwidth in the system whereas Bandwidth is the

required bandwidth to be reserved by a resource agent).

1D Mode Subject Action Target Constraint Priority System
Mode
A010 Permission | Video Agent { Reserve Resource {8} CPU > 200 and CPU <30 5 Normal
Agent Or resource
{S} CPU>300and CPU<350 mode
A011 Permission | Video Agent Reserve Resource {S} Bandwidth > 40 and Bandwidth<$ 5 Normal
Agent Or resource
{S}Bandwidth> 70 and Bandwidth<10 mode
A012 Interdiction | Video Agent | Reserve Resource CPU > 20 OR Bandwidth > 4 7 Critical
Agent resource
mode

Table G - Resource reservation policies
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Policies that belong to normal resource mode are used to monitor the resource

reservation strategy for this particular resource mode. The first and the second policies

(ID A010 and ID A011) specify the maximum amount of CPU and bandwidth that the

video agent can reserve depending on the available amount of CPU and Bandwidth on

the site.

The third policy (ID A012) prohibits an excessive reservation of resources

when the resource status is critical (the resource status can switch between two values:

normal and critical). Critical status means that the available resources in the system

are below a critical value. After each reservation, the resource agent notifies the

system if there has been any change in the resource status. This obligation is

expressed as follows:

15

ID

Trigger

Mode

Subject

Action

Target

Constraint

System
Mode

003

On
reservation
done

Obligation

Resource agent

Notify(“critical resource
mode”)

Event server

{S}CPU<100

OR

{S} Bandwidth<4Q

Normal
resource
mode

004

On resources
released

Obligation

Resource agent

Notify(“normal resource
mode™)

Event server

{S}CPU>200

And

{S} Bandwidth>70

Critical
resource
mode

20

25

According to the invention, agents are designed to notify the policy server

when a change in the system mode occurs. The policy server reacts to these changes

Table H - Resource agent obligations

by enabling and/or disabling certain policies in order to adjust the system behavior to

the requirements resulting from the new state. These reactions are expressed as

obligations:

The enabled policies guarantee that the system will behave to fit the

requirements of the new system state. For example, the heavy load mode enables

Interdiction AQ06, which prohibits any user from logging into the system.

ID

Trigger

Mode

Subject

Action

Target

Constraint

System
Mode

30
003

On heavy
load mode

Obligation

Policy server

Enable(“heavy load mode™)
Disable{*normal load mode™)

Policy
server

On critical
resource mode

Obligation

Policy server

Enable(“critical resource mode™)
Disable(*normal resource mode’)

Policy
server

Table I - Policy server obligations
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In accordance with the principles of a publish-subscribe mechanism such as
MicMac, many policies may apply for the same request. The authorization server
processes all of these policies in order to make a final decision as to which policy will
prevail. First, the authorization server loads all enabled policies that apply for the
request, and then it evaluates cacﬁ policy to determine if the conditions specified by
the poliéy constraint apply. The evaluation of a policy constraint involves three steps:
constructing a decision tree, decorating the tree and extracting the decision related to
the policy. The actual mode is then added to the attributes of the policy. The
authorization server selects the applicable policies with highest priority in order to
make the final decision concerning a request.

An example is provided below to illustrate the steps used in processing a
request. The example relates to the reservation of system resources by a video agent,
which executes a video service with a specific quality of service. The exemplary
request is expressed as follow: Video agent asks authorization to reserve (CPU=25,
Bandwidth=15) by resource agent. The following tables summarize the state of the

system and the amount of resources available in the system at the time of the request

is made.

System Mode Status

esource Value
R Normal resource mode policies Enabled
cru 250 Critical resource mode policies Disabled
Bandwidth 100 Heavy load policies Disabled
Dise 60 Normal load policies Enabled
High level security policies Disabled
Table J - Available resources Low level sccurity Enabled

Table K - System modes
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The authorization server first loads all enable policies that apply to this

request. The following table gives the policies that apply for video agent requests.

5
ID Mode Subject Action Target Constraint Priority Class
Aogo | merdictio Any Any Any 0
A010 | Permission | Video Agent | Reserve Rf\s;:;f" srero 208rand cro= 5 ,ffoTliL
: ' {S} CPU > 300 and CPU< 50 mode
Aoik0! Permission | Video Agent Reserve st;:,:,ce {S} Bandufidm > ‘g)r and Band\.vidxh<5 S rr:;;or::;ne
{S}Bandwidth> 70 and Bandwidth<10 mode
A021 | TPMerdiCtio | vigeo Agent | Reserve Resource | pandwidth > 12 OR CPU> 70 5 :::;:.nr::e
n Agent e
Table L - Policies that apply for the video agent request
15 The evaluation of a policy involves an evaluation of the conditions
representing the constraints of the policy. The policy AOOO has no constraint,
therefore, the actual mode of the policy is Interdiction. The policy A010 has a
constraint to be applicable. The evaluation of the constraint determines if the policy
applies (or not) to the request.
20 The tree diagram of Figure 5A represents the constraint of the A010 policy.
Each leaf of the tree represents a condition of the global constraints. Although the
example set forth herein is characterized by a simple representation of conditions, it
will be understood that more complex representations are possible. Conditions that are
preceded by {S} stands for a condition that depends on the system, otherwise, the
25  condition depends on the parameters specified by the request. The tree is decorated
according to the values of parameters in the request and the actual values of system
parameters (e.g. the available CPU in the system). Figure 5B shows the decorated tree
representing the policy A010. The result of the evaluation of this policy is permission.
The policy A011 is evaluated using the same technique. The decorated tree of
30 this policy is illustrated by Figure 6. This policy neither permits nor prohibits the

request. Therefore, the actual mode of the policy is set to “not applicable”.
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The decorated tree of the policy A021 is illustrated by the tree diagram of
Figure 7. The evaluation of this policy is interdiction. Table M summarizes the results

of the evaluation of policies:

D Mode after evaluation Priority
A000 Interdiction 0
A010 Permission 5
A011 Not applicable 5
A021 Interdiction 5

Table M - Summary of evaluation

The authorization server uses the highest applicable policies to make a
decision. In this example, it uses policies A010 and A021. By default, Interdiction
overrides permissions. Thus, the request is rejected.

The above example shows three different modes that result from the
evaluation of policies. Another mode, conditional, is applicable if some parameters of

the request are modified. This type of result is used for negotiation between agents.

Described thus far, is a framework of agents that behave to fulfill their
obligations in respect of the overall policies of the system. Policies are setup by
human managers or by the agents themselves. Each agent propagates a set of policies
to make other agents know and respect its obligations. Agents can have different goals
and obligations, which can result in conflicting policies being set up in the system. To
illustrate these conflicting policies, consider the email-forwarding scenario:

Among the services offered by the University of Ottawa, is an email
forwarding service. An email forwarder agent has an obligation to forward each
received email to the visiting site where the receiver is currently connected. This

obligation is expressed as follows:

0025 On email received EForwarder forward (Transfer-Mode=Urgent, Site=current-location) when
(receiver.location< home)

A second agent, email screener, has an obligation to set certain restrictions on
the forwarding of received emails. The email screener propagates an interdiction

policy to constrain the actions of any agent in the system, as follows:
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A032 Interdiction any forward Mail-Server Creator mail screener

The scenario of this example is shown in Figure 8. When a new email is
received, the mail server notifies the event server (i.e. MicMac). The latter dispatches
the event to all agents that are subscribed to this event. Among these subscribers, the
email forwarder agent has an obligation to forward the received email. It requests an
authorization for this forwarding action. However, the request is rejected because of
the interdiction that has been setup by the email screening agent. Thus, the email
forwarding and screening agents are seen to be in conflict as a result of two
conflicting policies. Therefore, in accordance with the present invention, the two
agents enter a negotiation session for the resolution of this conflict.

An example of the negotiation model of conflict resolution according to the
present invention is set forth below with reference to Figures 9 and 10, which retumn to
the video agent scenario discussed above.

Figure 9 illustrates a negotiation scenario between the authorization server and
the video agent:

1- The agent requester, e.g. Video agent, sends a request to the authorization server
asking for an authorization to execute an action, e.g. reserve bandwidth. The
request message includes the agent identification, the action and its parameters,
e.g. Bandwidth and Cost, and the identification of the agent executor of the action.
In this example, the video agent starts by requesting an amount of bandwidth and
proposes to pay a cost for the reservation.

2- The authorization server authenticates the agent and processes the request
according to the policies stored in the system, and thereafter delivers a response to
the video agent. In case of a negative authorization, the response contains the
reasons of failure and offers alternative choices to the requester. The requester can
then modify the request to fit the conditions required by the authorization server.
In this example, the first proposal of the video agent has been refused and the
authorization server offers it three choices: 1. Decrease the amount of bandwidth.
2. Increase the cost. 3. Increase the cost and decrease the amount of bandwidth.

3- The video agent chooses, according to its local policies, to reduce the bandwidth

and to increase the cost. It sends the second proposal to the authorization server.
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The second proposal is processed by the authorization server which then delivers a
response to the video agent: Cost is insufficient to reserve the requested amount of
bandwidth.

The video agent verifies if an increase of the cost will not violate any of its
policies and then sends a third proposal to the authorization server.

The authorization server accepts the proposal. The acceptance is sent as a ticket,
which gives the video agent the right to request an executor, e.g. Resource Agent,
to reserve the bandwidth for transferring video mail.

The executor verifies the authenticity of the ticket and executes the action.

A confirmation is sent back to the requester agent to confirm the execution of the

action.

At step 6, above, the agent should look for an agent who is capable of

executing the requested action. According to another aspect of the present invention, a

facilitator agent is provided which can facilitate the search of video mail. The Micmac

server is capable of fulfilling this function. As shown in Figure 10, the video agent

sends the ticket to the facilitator agent, which forwards it to all potential agents. In the

present example, it is assumed that the facilitator has knowledge of three resource

agents who might be interested in executing the action.

The agents interested in this offer can then reply to the requester agent

proposing to execute the action, and may specify additional constraints to execution of

the action (e.g. more cost), or provide some additional information about the

execution (e.g. guaranteeing the reservation). The requester chooses the best offer, or

negotiates, according to the model described above, with agents that are providing the

best offer. In this example, the video mail agent receives two offers from three

different resource agents. Each one proposes to execute the action but with different

conditions.

As illustrated in Figure 10, the first resource agent proposes to reserve the

requested bandwidth with a guarantee of 100% but with a cost of 15 (an extra cost for

the guarantee). The second resource agent agrees to reserve the bandwidth but with a

guarantee of 90%. The third refuses to execute the action and thus does not send any

offer to the requesting agent. Depending on its policies, the video agent chooses an

offer.
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The negotiation model used in the present invention has, for its purpose, to
reach an agreement between two or more agents having different beliefs. Agreement
is reached when the proposal does not violate any policy of the negotiating agents. As

shown in Figure 11, a belief, in general, can be represented as a function:

Kn= Z f fcost,bandwidth), wherein each region of the graph has a priority p to

express the degree of belief of the agent. The priority, p, expresses the strategy of an
agent. Thus, in Figure 11A the video agent strongly believes that it must reserve a
certain amount of bandwidth at a small cost. On the other hand, it weakly believes
(i.e. does not prefer), to reserve this same amount of bandwidth at a high cost. A
proposal, P, is represented by a point on the graphs.

A measure between a point P, i.e. a proposal, and a region of belief Ry, may be

defined as:

M(P ,R,)=min (d(P,X)+ —%—); VX e R, ; where d is the distance between two
p

points (i.e.the Cartesian distance: \/X—z-:_Y—2 ), and p denotes the priority of the
region.

In the above formula, the 1/p term expresses the tendency of an agent to prefer
its strong beliefs over weaker ones. The weights, a,B, control the impact of the
priority in making a decision, and to make the priority of the regions dynamic.

Thus, when an agent wants to propose, or receives a proposal, it uses the
formula above to make the decision. Returning to the example above, the video agent
chooses a point from its strong belief region, i.e. the region with the highest priority,
and sends the proposal to the authorization server as shown in Figure 11D and 11E.

Using the above formula, the authorization server looks for the nearest region
to the proposal. Specifically, it measures the distances M1, M2, M3 between the point
P and the regions R1,R2 and R3 respectively. Since M1 is the smallest distance, 1.c.
R1 is the nearest region, the authorization server, chooses to guide the video agent to
the first region of belief R1.

Returning to the video agent example, the functions that represent the
knowledge of the agents are linear, such that knowledge can be represented by the
constraints of the policies, for example, (cost<22 and 18<bandwidth<32 with

priority p=5) OR (Cost<15 and 4<bandwidth<18 with priority p=2) as knowledge
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of the video agent, and ( (11<Cost<20 and bandwidth<12 with priority p=7) OR
((3<Cost<25 and 12<bandwidth<16) OR (25<Cost<34 and 16<bandwidth<26)
with priority=1)) as knowledge of the authorization server, as shown in Figures 12A
and 12B.

The knowledge, represented above, is used by the two agents to propose or to
evaluate a proposal. The following specific formula is used when an agent has to

evaluate a proposal and deliver a counter proposal.

M(P,R)=min ([(x, %) +(, —F + =) VX(r.y)eR
Y4

The Video Agent starts by sending a proposal to the authorization server, as
discussed in greater detail below. The authorization sever refuses the proposal since it
doesn’t meet any of its policies, however, it tries to guide the requesting agent to the
nearest region (i.e. nearest in the sense of the metric M), which is R2 in the present
example (Figure 12C).

Using the hints provided by the authorization server, the video agent tries to
find the best proposal (according to the metric M) that is contained in its regions of
knowledge and satisfies the conditions sent by the authorization server. The second
proposal is then sent to the authorization server (Figure 12D). Like the first proposal,
the authorization server looks for the nearest region to the proposal, i.e. R1, (the use
of the priority term in the formula of measurement makes the region R1 the nearest
region to the proposal P2), and tries to guide it to that region. It then sends the
response to the video agent.

Using the last hint, the video agent looks for a third proposal (Figure 12E).
This time it sends a proposal that gets the agreement of the authorization server, since
it does not violate any of its policies.

In summary, the present invention provides a multi-agent architecture for
setting up policies in a cooperative network according to different classes based on the
activities they monitor. The advantage of this architecture is that it provides a dynamic
way to adapt the behavior of agents to any changes in the system. Policies can be

quickly setup to control the behavior of agents and make them behave according to
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the global strategy of the system. Conflicts between agents are detected and resolved
through negotiation, as set forth in detail above.

Other embodiments and variations of the invention are possible. For example,
it is contemplated that each agent contain it’s own private authorization server and
policy server for receiving policies from agents or human managers via the
appropriate interfaces and deliver the necessary authorizations to the agents. This
alternative embodiment eliminates bottleneck delays inherent in using cormmon
authorization and policy servers. In this embodiment, each agent manages its own
policies and makes decision without referring to a central authority. Appropriate
security mechanisms are required in such an embodiment to prevent malicious agents
from generating false tickets. This and all such additional embodiments and
applications are believed to be within the sphere and scope of the invention as defined

by the claims appended hereto.
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What is claimed is:

1. A multi-agent system for managing system policies on a site operating in one
of a plurality of system modes within a virtual network, wherein said system policies
include authorization policies for controlling one of either permission or interdiction
of actions by an agent, and obligation policies for specifying said actions said agent is
responsible for performing, comprising:

a plurality of service and device agents, at least one of which functions as a
requester agent defined by at least one obligation policy, and another of which
functions as an executor agent for performing an action requested by said requester
agent in order to fulfil said at least one obligation policy;

an authorization server operating in accordance with said authorization
policies for receiving and authenticating requests from said requester agent and in
response returning one of either (i) a permission authorization to said requester agent,
which in response forwards said permission authorization to said executor agent for
performing said action, or (ii) an interdiction to said requester agent for prohibiting
said action;

a policy server for (i) receiving and downloading said obligation policies into
said plurality of service and device agents, (ii) for distributing said authorization
policies to said authorization server, and (iii) for managing said system policies in
accordance with changes in said system modes; and

an event server for effecting shared communication between said plurality of

service and device agents.

2. The multi-agent system according to claim 1, wherein said authorization
policy is an object characterized by the following attributes:

a Mode attribute which is one of either said permission authorization or said
interdiction,

a Subject attribute which specifies which of said agents said authorization policy
applies to;

an Action attribute which specifies a set of operations that said requester agent is
authorized to or prohibited from performing, depending on said Mode;

a Target attribute which specifies said executor agent;
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a Constraint attribute which prohibits return of said permission authorization unless
predetermined conditions are verified;

a Priority attribute which specifies an authority level of said authorization policy
relative to other ones of said policies;

a Class attribute which classifies bolicies according to a plurality of predetermined
system activities to which said authorization policy relates;

a System mode attribute which represents a predetermined state of said system
modes; and

a Creator attribute which specifies a creator of said authorization responsible for

having added said authorization policy to the system.

3. The multi-agent system according to claim 1, wherein said obligation policy is

an object characterized by the following attributes:

a Trigger attribute which specifies one of either an internal or external event for
triggering said obligation policy; _

a Subject attribute which specifies which of said agents said obligation policy applies
t0;

an Action attribute which specifies a set of operations that said requester agent is
authorized to or prohibited from performing, depending on said Mode;

a Target attribute which specifies said executor agent;

a Constraint attribute which prohibits return of said permission authorization unless
predetermined conditions are verified;

a Class attribute which classifies policies according to a plurality of predetermined
system activities to which said authorization policy relates;

a System mode attribute which represents a predetermined state of said system
modes; and

an Exception attribute which specifies an action that said Subject must perform in the

event said Subject fails to accomplish said Action.

4, The multi-agent system according to either claim 2 or 3, wherein said plurality

of service and device agents further include:
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a site logon agent for authenticating users and opening sessions for said users
at said site;

a coordinator agent for managing inter-agent communications via said event
server,

a site profile agent for mai)ping user preferences to said obligation policies;
and

a resource agent for managing system resources provided by said plurality of

service and device agents.

5. The multi-agent system according to claim 4, wherein said Class attribute
defines one of either (i) a class of securities policies which are applied to said
coordinator agent, (ii) a class of admission control policies which are applied to said
site logon agent, (iii) a class of user profile policies which are applied to said site
profile agent, or (iv) a class of resource reservation policies which are applied to said

resource agent.

6. The multi-agent system according either one of claim 2 or 3, wherein said
Class attribute defines a plurality of classes of policies which are enabled in response

to respective ones of said system modes as defined by said System mode attribute.

7.  The multi-agent system according to claim 1, further comprising:

means within at least one of said requester agent and said executor agent for
issuing notifications in response to events relating to at least one of an associated
service or device; and

means within said policy server for (i) receiving subscriptions from
predetermined ones of said service and device agents to predetermined ones of said
events, (ii) receiving said notifications from said at least one of said requester agent
and said executor agent, and in response (iii) distributing said notifications to said

predetermined ones of said service and device agents.

8. The multi-agent system according to claim 7, wherein said policy server

further includes means for enabling and disabling predetermined ones of said system

1055



10

15

20

25

30

28

policies upon receiving said notifications from said at least one of said requester agent

and said executor agent.

9. In a multi-agent system having a requester agent defined by at least one
obligation policy, an executor agent defined by at least one authorization policy for
performing an action requested by said requester agent in order to fulfil said at least
one obligation policy, and an authorization server in communication with said
requester agent and said executor agent, an action authorization method comprising
the steps of:

sending a request from said requester agent to said authorization server for
execution of said action;

receiving and authenticating said request within said authorization server and
in response generating and returning one of either (i) a permission authorization to
said requester agent in the event that said obligation policy of said requester agent
does not conflict with the authorization policy of said executor agent, or (ii) an
interdiction to said requester agent for prohibiting said action in the event that said
obligation policy of said requester agent conflicts with the authorization policy of said
executor agent; and

modifying said request within said requester and sending a resultant modified
request to said authorization server in the event that said authorization server
previously returned said interdiction; or

sending said permission authorization to said executor agent for performing
said action in the event said authorization server previously returned said permission
authorization, and thereafter sending a confirmation from said executor agent to said

requester agent confirming execution of said action.

10.  The method of claim 9, further comprising the steps of comparing said request
to respective regions of belief of said obligation policy and said authorization policy
and in the event that said request is within each of said regions of belief then returning
said permission authorization and in the event that said request is outside of at least
one of said respective regions of belief then returning said interdiction to said

requester along with information indicating reasons for prohibition of said action.
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11.  The method of claim 10, wherein said step of modifying said request within
said requester further comprises interpreting said information and formulating said

modified request to more likely be within each of said regions of belief.

12.  The multi-agent system according to claim 1, wherein said policy server and
authorization server are stand-alone servers accessible to each of said agents within

said site.

13.  The multi-agent system according to claim 1, wherein each of said agents

incorporates its own authorization server and policy server.

14.  The multi-agent system of claim 1, wherein said site is a hotel.
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Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

[1 37CFR.§197(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

[1 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

XI  37CFR.§1.97(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|Z| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311

was mailed to the Applicant on _January 28, 2014

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 5
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II
FEES

Any required fee is being paid as indicated below:

[l

X OXK X

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

[
X

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.

Page 3 of 5

1066



Attorney Docket No. 0093-US-C1

v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

X No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

] According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

] English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
REMARKS
It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and

Page 4 of 5
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(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VI
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: _ March 11,2014 /DDW/
David D. Wier
Registration No. 48,229
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-3539
Fax: 720-888-5619
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Total in USD ($) 180
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Electronic Acknowledgement Receipt

EFSID: 18887079
Application Number: 11932162
International Application Number:
Confirmation Number: 2099

Title of Invention:

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS
BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name:

Paul E. Stolorz

Customer Number:

83579

Filer:

David Dewey Wier/Kathleen Mclnnish

Filer Authorized By:

David Dewey Wier

Attorney Docket Number: 0093-Us-C1
Receipt Date: 29-APR-2014
Filing Date: 31-0CT-2007
Time Stamp: 11:54:21

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $180

RAM confirmation Number 11477
Deposit Account 505063

Authorized User

SIEKMANN, JONATHAN

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
36422
1 Transmittal Letter 93USC1_SIDS.pdf no 5
ff15889a72773ad635837e75076f43e2a40
e337
Warnings:
Information:
Infi tion Discl Stat t (IDS) 27426
nrormation bisclosure >tatemen
2 Form (SB08) 93USC1_SB08.pdf no 1
47576a1e820978ae29769ff328aa25ec75bd]
2ba8
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
231426
Other Reference-Patent/App/Search EP_027996727_ExRpt_25Mar14|
3 no 3
documents _93EPO1.pdf
354010587a6495c0a2a4da69bbe202ed7dd
77117
Warnings:
Information:
30827
4 Fee Worksheet (SB06) fee-info.pdf no 2
9¢35128fc7798cd 086ch6d63b4d156bb8a)
Warnings:
Information:
Total Files Size (in bytes); 326101

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Attorney Docket No. 0093-US-C1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 11/932,162 Confirmation No. : 2099

First Applicant : STOLORZ et al. Art Unit : 2451

Filed . October 31, 2007 Examiner : John B. Walsh

Title : DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT
DELIVERY NETWORKS BASED ON SUBSCRIBER POLICY

Docket No. : 0093-US-C1

Submitted Via EFS-Web

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
PURSUANT TO 37 C.F.R. §§ 1.56,1.97, AND 1.98

Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

[1 37CFR.§197(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

[1 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

XI  37CFR.§1.97(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|Z| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311

was mailed to the Applicant on _January 28, 2014

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 5
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II
FEES

Any required fee is being paid as indicated below:

[l

X OXK X

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

[
X

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.

Page 3 of 5
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v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

X No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

] According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

] English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
REMARKS
It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and

Page 4 of 5
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(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VI
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: April 29, 2014 /DDW/
David D. Wier
Registration No. 48,229
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-3539
Fax: 720-888-5619

Page 5 of 5
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PTO/SB/80 (11-08)

Approved for use through 11/30/2011. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

| hereby revoke all previous powers of attorney given in the application identified in the attached statement under
37 CFR 3.73(b).

| hereby appoint:

Practitioners associated with the Customer Number: 83579

OR

|:| Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):

Name Registration
Number

Name Registration
Number

as attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
any and all patent applications assigned only to the undersigned according to the USPTO assighment records or assignment documents
attached to this form in accordance with 37 CFR 3.73(b).

Please change the correspondence address for the application identified in the attached statement under 37 CFR 3.73(b) to:

|:| The address associated with Customer Number:
OR

Firm or
Individual Name
Address

City State Zip

Country

Telephone Email

Assignee Name and Address:

Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, CO 80021

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is required to be
filed in each application in which this form is used. The statement under 37 CFR 3.73(b) may be completed by one of
the practitioners appointed in this form if the appointed practitioner is authorized to act on behalf of the assignee,
and must identify the application in which this Power of Attorney is to be filed.

SIGNATURE of Assignee of Record
The individual whose signature and title is supplied below is authorized to act on behalf of the assignee

Signature /David D. Wier/ Date May 13, 2014
Name David D. Wier Telephone 720-888-3539
Title VP Patent Counsel

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTO/SB/96 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: Level 3 Communications, LLC

Application No./Patent No.: 11/932162 Filed/Issue Date: October 31, 2007

Titled:  DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS BASED ON
SUBSCRIBER POLICY

Level 3 Communications, LLC ,a Limited Liability Company

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.

states that it is:

1. the assignee of the entire right, title, and interest in;

2. |:| an assignee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or
3. |:| the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made)

the patent application/patent identified above, by virtue of either:

A. |:| An assighment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a
copy therefore is attached.

OR

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. Erom: Yevmenkin, Maksim et al. To: Digital Island, Inc.

The document was recorded in the United States Patent and Trademark Office at

Reel 027419 , Frame 0198 , orforwhich a copy thereof is attached.

2. From: Digital Island, Inc. To: Cable & Wireless Internet Services, Inc.

The document was recorded in the United States Patent and Trademark Office at

Reel 027544 , Frame 0835 , orforwhich a copy thereof is attached.

3. From: Cable & Wireless Internet Services, Inc. To: Savvis Asset Holdings, Inc.

The document was recorded in the United States Patent and Trademark Office at

Reel 027469 , Frame 0951 or for which a copy thereof is attached.

Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/David D. Wier/ May 13, 2014
Signhature Date

David D. Wier VP Patent Counsel
Printed or Typed Name Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the ff’é’é’*] call 1-800-PT0-9199 and select option 2.



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;

and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark

Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of

Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which

became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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SUPPLEMENTAL SHEET FOR STATEMENT UNDER 37 CFR 3.73(b)

ADDITIONAL DOCUMENTS IN CHAIN OF TITLE

Serial No.: 11/932162
Date Filed: October 31, 2007
4. CHANGE OF NAME

From: Sawvis Asset Holding, Inc.
To: Sawvis, Inc.
The document was recorded in the United States Patent and Trademark Office at

Reel: 027472 Frame: 0445

5. MERGER
From: Savvis, Inc.
To: Savvis Communications Corporation
The document was recorded in the United States Patent and Trademark Office at

Reel: 027472 Frame: 0449

6. SECURITY AGREEMENT
From: Savvis Communications Corporation
To: Wells Fargo Foothill, Inc.
The document was recorded in the United States Patent and Trademark Office at

Reel: 027472 Frame: 0477

7. ASSIGNMENT
From: Savvis Communications Corporation
To: Mount Shasta Acquisition LLC
The document was recorded in the United States Patent and Trademark Office at

Reel: 027486 Frame: 0349
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MERGER

From: Mount Shasta Acquisition LLC

To: Level 3 Communications, LLC

The document was recorded in the United States Patent and Trademark Office at

Reel: 027486 Frame: 0525

ASSIGNMENT

From: Middleton, Ted

To: Level 3 Communications, LLC

The document was recorded in the United States Patent and Trademark Office at

Reel: 022740 Frame: 0672
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Electronic Acknowledgement Receipt

EFSID: 19018808
Application Number: 11932162
International Application Number:
Confirmation Number: 2099

Title of Invention:

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS

BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name:

Paul E. Stolorz

Customer Number:

83579

Filer:

David Dewey Wier/Kathleen Mclnnish

Filer Authorized By:

David Dewey Wier

Attorney Docket Number: 0093-Us-C1
Receipt Date: 13-MAY-2014
Filing Date: 31-0CT-2007
Time Stamp: 15:03:29

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
207526
1 Power of Attorney POAb.pdf no 2
93b5901ad95f8550a6adf070cf201262a680]
Tfac
Warnings:

Information:
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150373
Assignee showing of ownership per 37
2 CFR3.73. 93C1_373b.pdf no 4
bb0aa40c9d70db575410d47b81d09c2dfe

41c89%

Warnings:

Information:

Total Files Size (in bytes); 357899

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPto gov
APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE |
11/932,162 10/31/2007 Paul E. Stolorz 0093-US-C1
CONFIRMATION NO. 2099
83579 POWER OF ATTORNEY NOTICE
LEVEL 3 COMMUNICATIONS, LLC

Attn: Patent Docketing

ORI AT
1025 Eldorado Blvd. 000000068431820

Broomfield, CO 80021

Date Mailed: 05/16/2014

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 05/13/2014.

* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/ddinh/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPto gov
APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE |
11/932,162 10/31/2007 Paul E. Stolorz 0093-US-C1
CONFIRMATION NO. 2099
83579 POA ACCEPTANCE LETTER
LEVEL 3 COMMUNICATIONS, LLC

Attn: Patent Docketing

IR LA A AW
1025 Eldorado Blvd. 00000006843186

Broomfield, CO 80021

Date Mailed: 05/16/2014

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 05/13/2014.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/ddinh/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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PTO/SB/31 (02-14)
Approved for use through 07/31/2016. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)
NOTICE OF APPEAL FROM THE EXAMINER TO

THE PATENT TRIAL AND APPEAL BOARD 0093-US-Ct1

| hereby certify that this correspondence is being facsimile transmitted to In re Application of
the USPTO EFS-Web transmitted to the USPTO, or or deposited with the Paul E. Stolorz et al.

United States Postal Service with sufficient postage as first class mail in

an envelope addressed to “Commissioner for Patents, P.O. Box 1450, Application Number Filed

Alexandria, VA 22313-1450” [37 CFR 1.8(a)] 11/932,162 31 October 2007

on For DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS BASED ON SUBSCRIBER POLICY
Signature Art Unit Examiner

Typed or printed 2451 John B. Walsh

name

Applicant hereby appeals to the Patent Trial and Appeal Board from the last decision of the examiner.

The fee for this Notice of Appeal is (37 CFR 41.20(b)(1)) $ 800.00
|:| Applicant claims small entity status. See 37 CFR 1.27. Therefore, the fee shown above is reduced
by half, and the resulting fee is: $

A check in the amount of the fee is enclosed.

Payment by credit card. Form PTO-2038 is attached.

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment
to Deposit Account No. 50-5063 :

A petition for an extension of time under 37 CFR 1.136(a) (PTO/SB/22) is enclosed.

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

| am the

/David D. Wier/

applicant/inventor.

Signature
assignee of record of the entire interest. . .
See 37 CFR 3.71. Statement under 37 CFR 3.73(b) is enclosed. David D. Wier
(Form PTO/SB/96) Typed or printed name
attorney or agent of record. 48.229 720-888-3539

Registration number

Telephone number

attorney or agent acting under 37 CFR 1.34.
Registration number if acting under 37 CFR 1.34.

July 28, 2014

Date

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required.
Submit multiple forms if more than one signature is required, see below™.

*Total of 2 forms are submitted.

This collection of information is required by 37 CFR 41.31. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11, 1.14 and 41.6. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

1089




Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 11932162

Filing Date: 31-Oct-2007

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS

Title of Invention: BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name: Paul E. Stolorz
Filer: David Dewey Wier
Attorney Docket Number: 0093-Us-C1

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:

Notice of Appeal 1401 1 800 800

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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. . Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension - 3 months with $0 paid 1253 1 1400 1400
Miscellaneous:
Total in USD ($) 2200
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Electronic Acknowledgement Receipt

EFSID: 19707158
Application Number: 11932162
International Application Number:
Confirmation Number: 2099

Title of Invention:

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS
BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name:

Paul E. Stolorz

Customer Number:

83579

Filer:

David Dewey Wier

Filer Authorized By:

Attorney Docket Number: 0093-Us-C1
Receipt Date: 28-JUL-2014
Filing Date: 31-0CT-2007
Time Stamp: 19:55:07

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type Credit Card
Payment was successfully received in RAM $2200

RAM confirmation Number 8884

Deposit Account 505063
Authorized User WIER, DAVID D

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document L. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
. . 187210
. . 201407 28ExtensionofTime0093
1 Extension of Time no 2
USC1.pdf
f66af333e9e8ae3916ee20a9e20f08938c5e
a2d7
Warnings:
Information:
20140728Noti fA 10093 210302
2 Notice of Appeal Filed oticectAppea no 2
USC1.pdf
38065d11h836f066943c5a58fd076f50eadl
112
Warnings:
Information:
32760
3 Fee Worksheet (SB06) fee-info.pdf no 2
20a346aceclbc1927de477e146c269ccc76
b88ad
Warnings:
Information:
Total Files Size (in bytes); 430272

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/22 (03-13)

Approved for use through 3/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) |g093-US-C1

Application Number Filed

11/932,162 31 October 2007

For
DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS BASED ON SUBSCRIBER POLICY

Art Unit Examiner

2451 John B. Walsh

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Entity Fee
[ ] onemonth (37 CFR 1.17(a)(1)) $200 $100 $50 $
[] Twomonths (37 CFR 1.17(a)(2)) $600 $300 $150 $
Three months (37 CFR 1.17(a)(3)) $1,400 $700 $350 $ 1,400.00
[ ] Four months (37 CFR 1.17(a)(4)) $2,200 $1,100 $550 $
[] Five months (37 CFR 1.17(a)(5)) $3,000 $1,500 $750 $

Applicant asserts small entity status. See 37 CFR 1.27.

Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

A check in the amount of the fee is enclosed.

The Director has already been authorized to charge fees in this application to a Deposit Account.

]
]
[
D Payment by credit card. Form PTO-2038 is attached.
]

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 50-5063

Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

| am the
|:| applicant/inventor.
|:| assignee of record of the entire interest. See 37 CFR 3.71. 37 CFR 3.73(b) statement is enclosed (Form PTO/SB/96).
attorney or agent of record. Registration number 48’229
|:| attorney or agent acting under 37 CFR 1.34. Registration number
/David D. Wier/ July 28, 2014
Signature Date
David D. Wier 720-888-3539
Typed or printed hame Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signhature requirements and certifications. Submit
multiple forms if more than one signature is required, see below®.

* Total of 2 forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public, which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PTO/SB/08a (01-08)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control nhumber.

Substitute for form 1449A/PTO

INFORMATION DISCLOSURE Complete if Known
STATEMENT BY APPLICANT Application Number 11/932,162
Filing Date Oct 31, 2007
First Named Inventor Paul E. Stolorz
Art Unit 2451
Examiner Name John B. Walsh

(Use as many sheets as necessary)

Attorney Docket No: 0093-US-C1

Sheet 1 of 1
Examiner Cite Document Publication Date Name of Patentee or Applicant of Cited Document Pages, Columns, Lines,
Initial * No Number Where Relevant Passages
or RelevantFigures Appear

FOREIGN PATENT DOCUMENTS

Pages, Columns, T2
Lines, Where
Relevant Passages
or RelevantFigures
Appear

Foreign Patent

. . Document I i
Examiner Cite - Name of Patentee or Applicant of cited
Initials* No Publication Date Document

OTHER DOCUMENTS -- NON PATENT LITERATURE DOCUMENTS

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item T2
Initials* No 1 (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
publisher, city and/or country where published.

Chinese Reexamination Decision, dated June 18, 2014, Application No.
02821371.8, filed September 30, 2002; Dkt. No. 0093-CN-01 , 7 pgs.

EXAMINER DATE CONSIDERED

Substitute Disclosure Statement Form (PTO-1449)
* EXAMINER: Inifial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to
applicant.1 Applicant's unique citation designation number (optional) 2 Applicant is to place a check mark here if English language Translation is attached
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Electronic Patent Application Fee Transmittal

Application Number: 11932162

Filing Date: 31-Oct-2007

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS

Title of Invention: BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name: Paul E. Stolorz
Filer: David Dewey Wier/Kathleen Mclnnish
Attorney Docket Number: 0093-Us-C1

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

Description Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 180

1099




Electronic Acknowledgement Receipt

EFSID: 20017000
Application Number: 11932162
International Application Number:
Confirmation Number: 2099

Title of Invention:

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS
BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name:

Paul E. Stolorz

Customer Number:

83579

Filer:

David Dewey Wier/Kathleen Mclnnish

Filer Authorized By:

David Dewey Wier

Attorney Docket Number: 0093-Us-C1
Receipt Date: 02-SEP-2014
Filing Date: 31-0CT-2007
Time Stamp: 12:09:43

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $180

RAM confirmation Number 10547
Deposit Account 505063

Authorized User

SIEKMANN, JONATHAN

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
36424
1 Transmittal Letter 93USC1_SIDS.pdf no 5
205aadf7aaa9635877f27b4a4925118a5f2e]
abaf
Warnings:
Information:
Infi tion Discl Stat t (IDS) 27479
nrormation bisclosure >tatemen
2 Form (SB08) 93USC1_SB08.pdf no 1
6b15d6db8315¢c91b08fed40298889f0b64|
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
53990
Other Reference-Patent/App/Search CN_028213718_ReExam_18Jun|
3 no 7
documents 14_93CN.pdf
edfofc2e10e8eb32bf76f168d 19cd88d8ad?)]
4728
Warnings:
Information:
30827
4 Fee Worksheet (SB06) fee-info.pdf no 2
0b34fcd5fae5066a725df33778757cceb068]
Warnings:
Information:
Total Files Size (in bytes); 148720

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 11/932,162 Confirmation No. : 2099

First Applicant : STOLORZ et al. Art Unit : 2451

Filed . October 31, 2007 Examiner : John B. Walsh

Title : DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT
DELIVERY NETWORKS BASED ON SUBSCRIBER POLICY

Docket No. : 0093-US-C1

Submitted Via EFS-Web

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
PURSUANT TO 37 C.F.R. §§ 1.56,1.97, AND 1.98

Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

[1 37CFR.§197(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

[1 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

XI  37CFR.§1.97(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|Z| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311

was mailed to the Applicant on _January 28, 2014

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 5
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II
FEES

Any required fee is being paid as indicated below:

[l

X OXK X

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

[
X

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.

Page 3 of 5
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v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

X No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

] According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

] English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
REMARKS
It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and

Page 4 of 5
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(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VI
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: September 2, 2014 /DDW/
David D. Wier
Registration No. 48,229
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-3539
Fax: 720-888-5619
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Description

FIELD OF THE INVENTION

This application relates to distributed computing
using the client/server model and, more specifically, to
an improved name service for a client/server system.

BACKGROUND OF THE INVENTION

In recent years, the internet has become extremely
popular. Using the internet, a group of users in widely
scattered locations can retrieve information located at a
centralized site. The site, which may offer one or more
"services” (also called "resources"), is connected to the
internet through a high speed connection. A user can
access the site via the internet to read electronic mail,
read news via Usenet, or view World Wide Web pages.
As the speed of the connections between the user and
the site improves, more users will be attempting to
access the site's resources at a given time.

Internet services in a site are accessed via the
servers of the site. Multiple servers can provide access
to a single service. Similarly, a single server can provide
access to multiple services.

Resources on the internet are accessed via names.
A resource name typically contains multiple name com-
ponents. The first name component is a domain name.
This domain name typically refers to one or more hosts
and conventionally is resolved through the Domain
Name Service (DNS) of the site. An implicit or explicit
second name component identifies the communications
endpoint or server that will be used to access the
resource on a particular host. The remaining name
components are processed by the identified server to
access the specified resource on the located host.

For example, a WWW hypertext document is
named by a Uniform Resource Locator (URL), such as:

http:/ Mww.sun.com/welcome.html.

To access this document, the domain name component,
www.sun.com, is first resolved to locate a host. Then,
the hypertext transfer protocol (http) name component
identifies a communications endpoint on the located
host. An hitp server communicates with the client
through this endpoint and retrieves the document spec-
ified by the remaining component of the name, /wel-
come.html. The File Transfer Protocol (FTP) service
uses similar URLs.

Usenet news articles are named in a similar way. To
obtain a news article, the news reader client resolves a
domain name to locate a news server. It then communi-
cates with the news server using a well-known endpoint
to retrieve a particular article on the news server.

Many internet systems include a process called a
"name service" that examines the type of service
required by each incoming request and returns a list of
addresses of servers that can handle the request. It is
the responsibility of the name service to balance the
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workload of the system by returning the addresses in
such a way that work is spread evenly between the
Servers.

In a redundant server system, a site has more then
one server. These servers collectively serve the entire
user population. A problem arises when certain servers
are performing more than their share of the workload of
incoming user tasks. Some servers are operating at or
near their capacity while other servers that could be
sharing the workload remain idle. Such a system is said
to have an "unbalanced” workload. It is desirable to bal-
ance the workload of the servers as much as possible.

In addition, servers go in and out of service.
Because any server can serve any user, the workload of
a failed server can be assigned to other working serv-
ers. A conventional redundant server system effects
load balancing using a "round robin" scheme to assign
incoming requests to servers. As each request is
received, the DNS service assigns a next server of the
available servers. A round robin scheme for load bal-
ancing is not always satisfactory because the name
service does not always have up-to-date information
about which servers are actually available. For example,
a server may have failed or may have been added to the
system without the name service being notified. Con-
ventional name services often rely on a human being to
reconfigure the knowledge that the name service has
about the system.

A site installs one or more internet servers to gain
access to the internet and its services. The primary goal
is to enable a site to deploy its internet servers in a
highly "scalable” and "reliable” manner. A "sealable
deployment” architecture allows the site to support a
large number of users and to increase capacity grace-
fully as the number of users increases. A "reliable”
architecture minimizes the impact of component fail-
ures. It may mask failures by redistributing the workload
of failed components to working components.

SUMMARY OF THE INVENTION

The present invention overcomes the problems and
disadvantages of the prior art by implementing a self-
reconfiguring name service that distributes workload
among the available servers in a system. A Service
Monitor for each host system of a site periodically
broadcasts information about available servers. As new
servers are added to the host, they are announced by
way of this broadcast message. The broadcast mes-
sage also indicates the workload of the host.

Each name service has an associated process
called a Name Binder Modifier that receives the broad-
cast messages from the Service Monitors. Periodically,
each Name Binder Modifier reviews the information it
has received from various Service Monitors. The Name
Binder Modifier maintains a list for each service of avail-
able servers. For each service, servers executing on a
host whose workload exceeds a predetermined work-
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load value are deleted from a list of available servers.
The list of available servers for each service contains at
least a minimum number of servers whenever possible,
however.

The Name Binder Modifier periodically updates a
plurality of zone files for respective services in accord-
ance with its lists to indicate which servers are available
to have work routed to them. The Name Binder Modifier
assumes that servers which have not broadcast a mes-
sage within an update interval are no longer available.
The DNS service loads information from the updated
zone files for use in its routing scheme.

Each Service Monitor has an associated configura-
tion file specifying, for each service, a time interval after
which the Service Monitor should send a broadcast
message. Furthermore, each Name Binder Modifier has
a configuration file specifying, for each service, a time
interval after which the zone files should be updated in
accordance with the broadcast messages, a minimum
number of servers for the service, and a maximum
desirable workload per server.

In accordance with the purpose of the invention, as
embodied and broadly described herein, the invention is
a method for reconfiguring a load balancing system,
comprising the steps, performed by a data processing
system, of sending, by a Service Monitor, for a service
of the data processing system, a broadcast message
containing a workload of a host on which the service is
located and a list of addresses of the host; receiving, by
a Name Binding Modifier, the broadcast message; and
updating, by the Name Binding Modifier, a zone file in
accordance with the information in the broadcast mes-
sage.

Objects and advantages of the invention will be set
forth in part in the description which follows and in part
will be obvious from the description or may be learned
by practice of the invention. The objects and advan-
tages of the invention will be realized and attained by
means of the elements and combinations particularly
pointed out in the appended claims.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The accompanying drawings, which are incorpo-
rated in and constitute a part of this specification, illus-
trate several embodiments of the invention and,
together with the description, serve to explain the princi-
ples of the invention.

Fig. 1 is a block diagram of a computer system in
accordance with a preferred embodiment of the present
invention.

Fig. 2 shows an example of a host system having a
plurality of servers and services.

Fig. 3 is a flow chart of steps performed by a Serv-
ice Monitor of Fig. 1 to send a broadcast message.

Fig. 4 shows an example of a format of a broadcast
message.

10

15

20

25

30

35

40

45

50

55

Fig. 5 is a flow chart of steps performed by a Name
Binding Modifier of Fig. 1 when it receives a broadcast
message.

Figs. 6(a) and 6(b) are flow charts of steps per-
formed by the Name Binding Modifier when a timer for a
service expires.

Fig. 7 shows an example of a configuration file for a
Service Monitor.

Fig. 8 shows an example of a configuration file for a
Name Binder Modifier.

Fig. 9 shows an example of a configuration file for a
DNS service.

Fig. 10 shows an example of several previous and
next lists in the Name Binding Modifier.

BRIEF DESCRIPTION OF THE DRAWINGS

Reference will now be made in detail to the pre-
ferred embodiments of the invention, examples of which
are illustrated in the accompanying drawings. Wherever
possible, the same reference numbers will be used
throughout the drawings to refer to the same or like
parts.

Fig. 1 is a block diagram of a computer system in
accordance with a preferred embodiment of the present
invention. A client 130 communicates with server 140
over line 106, which can be, for example, a LAN, a
WAN, or an internet connection. Line 106 can also rep-
resent a wireless connection, such as a cellular network
connegction. Server 140 includes a first computer 110
and a second computer 120. First computer 110 and
second computer 120 are connected together via line
107.

First computer 110 includes a CPU 102; a memory
104; input/output lines 105; an input device 160, such
as a keyboard or mouse; and a display device 150, such
as a display terminal. First computer 110 further
includes an input device 161 for reading a computer
usable medium 162 having computer readable program
code means embodied therein. Input device 161 is, for
example, a disk drive.

Memory 104 of first computer 110 includes two
server processes (also called "daemons”): Domain
Name Server (DNS) server 170 and Name Binding
Modifier 176. Name Binder Modifier 176 runs on every
system that has a DNS server. Name Binder Modifier
server 176 has an associated configuration file 178 and
one or more associated header files 172 (one per zone
file). DNS server 170 has a plurality of zone files 173,
174. Each zone file corresponds to a service available
on the system.

A preferred embodiment of the present invention
includes a second DNS server (not shown) to provide
redundancy. A person of ordinary skill in the art will
understand that memory 104 also contains additional
information, such as application programs, operating
systems, data, etc., which are not shown in the figure for
the sake of clarity.
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Second computer 120 includes a CPU 102’ and a
memory 104'. Second computer 120 further includes an
input device 161’ for reading a computer usable medium
162" having computer readable program code means
embodied therein. Input device 161" is, for example, a
disk drive. Memory 104’ of second computer 120
includes a Service Monitor process (also called a "dae-
mon") 180 and a plurality of servers and services 185
(not shown). Service Monitor 180 has an associated
configuration file 186. Generally, each host system has
its own Service Monitor 180.

A person of ordinary skill in the art will understand
that memory 104’ also contains additional information,
such as application programs, operating systems, data,
etc., which are not shown in the figure for the sake of
clarity. It will be understood by a person of ordinary skill
in the art that computer system 100 can also include
numerous elements not shown in the Figure for the sake
of clarity, such as additional disk drives, keyboards, dis-
play devices, network connections, additional memory,
additional CPUs, LANSs, input/output lines, etc. A pre-
ferred embodiment of the invention runs under the Sola-
ris operating system, Version 2.5. Solaris is a registered
trademark of Sun Microsystems, Inc.

In a preferred embodiment, the services in the sys-
tem are divided into "zones." Specifically, the DNS
name space is divided into zones. Each zone provides
authoritative bindings between domain names in the
zone and host addresses. Each binding preferably is
stored in respective ones of zone files 173, 174. When
a client resolves a domain name, DNS server 170
sends to the client all host addresses associated with
the domain name. Typically, the client uses the first host
address.

DNS server 170 loads the data for each zone from
a separate zone file 173, 174. Preferably, information for
each service is stored in an independent zone. The
bindings in a zone may change to add host addresses
of new servers that provide the service or to remove
host addresses of failed or overloaded servers. Having
a zone per service allows binding changes to each indi-
vidual service to be independent of changes to other
services or zones.

Service Monitor 180 determines the availability of
services and load on its host system. It also advertises
the server's services the load level of its host through
broadcast messages. Name Binding Modifier 178 lis-
tens to the broadcast messages and uses the informa-
tion in the broadcast message to modify the zone files.

Fig. 2 shows an example of a plurality 185 of serv-
ers and services. In Fig. 2, three servers 202, 204, and
206 provide access to two services: hitp 210 and news
220. Server 202 has an address of 129.144.168.1.
Server 204 has an address of 129.144.168.2. Server
206 has an address of 129.144.168.3.

Fig. 3 is a flow chart of steps performed by Service
Monitor 180 to send a broadcast message. Broadcast
messages are known to persons of ordinary skill in the
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art and preferably are received by all components of the
system, including Name Binder Modifier 176. The sys-
tem includes a Service Monitor for each host in the sys-
tem. Initially, Service Monitor 180 initializes a system
timer for each service (not shown). Each timer times out
after a respective, predetermined period of time. In the
system of Fig. 2, there are two services and, thus, two
timers. When the timer for a particular service times out
in step 302, Service Monitor 180 determines in step 304
whether the service associated with the timer is still
available from the host or whether the service is not
available.

To determine availability, Service Monitor 180
probes the availability of the service on the local lost by
attempting to connect to a TCP port of the service,
determined in accordance with the configuration file of
Fig. 7. If the connect fails, then the service is not availa-
ble. If the connect is successful, then the service is
available on the host.

If the service is still available, in step 308, Service
Monitor 180 sends a broadcast message, as shown in
Fig. 4. A broadcast message contains a service ID for
the service, a current load of the host, and a list of all the
host's addresses (excluding those addresses in the
exclusion list, as described below). Thus, a broadcast
message for a service indicates that the service is avail-
able and which addresses can be used to access the
service. Step 310 resets the timer for the service. The
steps of Fig. 3 are repeated every time a timer for a
service times out.

Fig. 5 is a flow chart of steps performed by Name
Binding Modifier 176 of Fig. 1 when it receives a broad-
cast message. In step 502, the message sent in step
308 is received. The broadcast message includes a
service ID, a current load, and a list of addresses. Steps
504-516 are performed for a "current list" of the service
ID, as described below. If a current list is not found, one
is created (along with an empty previous list).

Fig. 10 shows an example of several previous and
next lists stored in memory 104 and used by Name
Binding Modifier 176. (The term "list" is used herein for
convenience of explanation and it will be understood
that any appropriate data structure could be used to
hold the information shown in Fig. 10.) Name Binding
Modifier 176 includes a pair of lists for each service 1.. i
in the system. Each pair of lists includes a previous list
1002 and a current list 1004. Previous list 1002 reflects
the services that were available at the end of a previous
update period. Next list 1004 reflects the services that
will be available after the current update period. Each
element in lists 1002, 1004 contain an address 1006
and a load value 1008. Each address 1006 reflects an
address of the host. Each load value 1008 reflects a
workload of the host.

In Fig. 5, steps 506 through 516 form a loop that is
performed by Name Binding Modifier 176 for each
address in the list of addresses in the broadcast mes-
sage received in step 502. In step 508, Name Binding
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Modifier 176 searches current list 1004 of the service
ID. If the address is not found in the current list in step
510, then a new entry is added to the current list in step
512. The new entry contains the current address and
the current workload (from the broadcast message). If
the address in the message is found in the current list in
step 510, then the workload value from the broadcast
message is used to update the found entry in step 514.
Thus, the current list for the service ID contains the cur-
rent workloads and addresses of hosts providing availa-
ble services. Note that broadcast messages can be
received from multiple Service Monitors.

Figs. 6(a) and 6(b) are flow charts of steps per-
formed by Name Binding Modifier 176 of Fig. 1. Initially,
Name Binding Modifier 176 initializes respective system
timers for each service (not shown). When one of the
timers times out in step 602, Name Binding Modifier 176
locates the current and previous lists for the service in
step 604. In step 606, the current list is sorted by load.
In step 608, Name Binding Modifier 176 counts the
number of entries in the current list (N,;) that contain
workload values below a desired load index. The
desired load index is determined in accordance with the
configuration file of Fig. 8. In step 610, if N, is greater
than the minimum number of entries in the current list,
then there are more than enough entries in the list that
contain load values less than the load index and, in step
612, the current list is pruned of entries having a work-
load value above the workload index (i.e., so that Ny
entries remain). If not, in step 614, the current list is
pruned so that the minimum number of entries remain.
After steps 612 and 614, control passes to Fig. 6(b).

In step 620 of Fig. 6(b), the host addresses of the
current and previous lists for the service are compared.
If the two lists are not the same, then it is necessary to
modify the zone files in step 624. Step 624 creates a
temporary output file. Header file 172 is copied to the
output file. Next, the address records for the addresses
in the current list are written to the output file. Lastly,
Name Binder Modifier 176 signals DNS server 170 to
reload a zone file for the service from the output file.
DNS server 170 will now have up-to-date information on
the state of the system. In step 626, the current list for
the service ID becomes the previous list and the current
list is made empty.

If, for example, there are four available news serv-
ers (one host address each) and the maximum load for
each service is 60%, the minimum number of servers
for each service is two, and the services are advertising
the following loads:

10%: news1
65%: news2
70%: news3
80%: news4

Only entries for news3 and news4 are removed from the
current list. Even though the host of news2 has a work-
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load value greater than 60%, removing news2 from the
list would leave less than two entries in the list, so
news2 is not removed. For a given service, proper oper-
ation requires that the update interval used by Service
Monitor 180 be of much shorter duration (half or less)
than the update interval used by Name Binder Modifier
176. Otherwise, it would be possible that not all availa-
ble services would send a broadcast message during
each update interval of Name Binder Modifier 176.

Fig. 7 shows an example of a configuration file 182
for Service Monitor 180. The configuration file includes
three types of statements: "service” statements, "sam-
ple” load statements, and "exclude" statements. A
"service" statement 702, which specifies the service
available at a site, includes the term "service" followed
by three arguments. A first argument (e.g., "60") is the
update interval for the service (also called the "refresh
interval”) or the "heartbeat interval.”) in a time unit such
as seconds. The update interval is specified in time
units, such as seconds. For example, in Fig. 7, the dura-
tion of the http timer is 60 seconds and the duration of
the news timer is 120 seconds.

A second argument (e.g., "http") is the name of a
service. A third argument (e.g., "80") is a communica-
tions endpoint used to verify the availability of the serv-
ice on a host. In the described embodiment, this
communication endpoint is a TCP port number.

When a service is initialized, Service Monitor 180
obtains an update interval for the service from the con-
figuration file. A broadcast message is sent by the serv-
ice at the expiration of each update interval if it is
determined that the service is available on the host. At
initialization, the service also obtains the communica-
tions endpoint for the service in accordance with the
configuration file.

Thus, the example configuration file of Fig. 7 corre-
sponds to the servers of Fig. 2. In the configuration file,
the update interval for the service hitp is 60 time units
(e.g., 60 seconds) and the update interval for the serv-
ice news is 120 time units (e.g., 120 seconds). The htip
service uses port 80 and the news service uses port
119.

A "sample” load statement 704 specifies how fre-
quently the load on a host should be measured. In this
example, the sampling interval is 120 seconds. In the
current implementation, only CPU utilization is meas-
ured. Various implementations may use any various
known methods of measuring load. in one implementa-
tion, the configuration file contains the name of a routine
to be used to measure load.

An "exclude" statement eliminates certain host
addresses and subnets from being advertised. This
exclusion reduces the number of broadcast messages if
certain addresses should not participate in providing
services.

Other implementations may provide support for
UDP based services and more sophisticated per serv-
ice liveliness test and load measurements. Service
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Monitor 180 can query the host operating system kernel
to determine if there is any process listening on a spec-
ified UDP port. More sophisticated per service load
measurement may be accomplished through loadable
modules that are service specific. For example, an http
modules may retrieve a document from the hitp server
to test for liveliness, and use the response time as an
indication of load on the hitp server. Value added http
servers may also provide its measured average
response time to the htip module.

Fig. 8 shows an example of a configuration file for
Name Binder Modifier 176. The operation of Name
Binder Modifier 176 is controlled by dns-update state-
ments. One "dns-update" statement 802 occurs for
each service. The statement includes the term "dns-
update” followed by six arguments. A first argument
(e.g., "120") is the update interval (also called the
"refresh interval™) for a service. It determines how fre-
quently bindings associated with a service/zone are
updated. A second argument (e.g., "htip”) is the name
of the service. Third and fourth arguments are the
names of the header and output files for the service. A
fifth argument is the minimum number of addresses that
should be in the zone when possible. A sixth argument
is the desired maximum load index for the service.

Fig. 9 shows an example of a configuration file for
DNS service 170. For each zone, the configuration file
specifies a method to be used for load-balancing within
the zone. Thus, DNS service 170 may use different
methods, such as round robin, etc. to load balance
within different zones. The first field of the configuration
file holds the domain name of the zone. The second
field of the configuration file holds a file name of a file
containing descriptions/information on the zone.

In summary, the load distributing DNS server pro-
vides finer grain load distribution during each name res-
olution, while the Name Binding Modifier provides
coarse grain load balancing based on load information
provided by the Service Monitor. In addition, broadcast
messages by the Service Monitor advertises available
servers. The Name Binding Modifier depends on these
broadcast messages to add and remove host
addresses to zones to reflect new servers, as well as
failed servers.

Together the load distributing DNS server, the Serv-
ice Monitor, and the Name Binding Modifier provide
scalability and reliability for TCP based services on
redundant servers. Multiple servers provide scalability,
and reconfiguration around failed servers provide relia-
bility.

Other embodiments will be apparent to those
skilled in the art from consideration of the specification
and practice of the invention disclosed herein. It is
intended that the specification and examples be consid-
ered as exemplary only, with a true scope of the inven-
tion being indicated by the following claims.
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Claims

1. A method for reconfiguring a load balancing sys-
tem, comprising the steps, performed by a data
processing system, of:

sending, by a Service Monitor, for a service of
the data processing system, a broadcast mes-
sage containing a workload of a host on which
the service is located and a list of addresses of
the host;

receiving, by a Name Binding Modifier, the
broadcast message; and

updating, by the Name Binding Modifier, a zone
file corresponding to the service in accordance
with the information in the broadcast message.

2. The method of claim 1,further including the step of
performing a load balancing operation in accord-
ance with the updated zone file.

3. The method of claim 2, wherein the load balancing
operation is a round robin load balancing operation.

4. The method of claim 3, wherein the round robin
load balancing operation is performed in accord-
ance with a value in the zone file indicating a type of
load balancing operation.

5. The method of claim 1, further including a plurality
of zone files, each corresponding to one of a plural-
ity of services.

6. The method of claim 1,

further including the step of setting, by the
Service Monitor, a timer for the service, and

wherein the sending step is performed
when the timer times out.

7. The method of claim 6, wherein the step of setting
the timer is performed in accordance with a config-
uration file for the Service Monitor.

8. The method of claim 1,

further including the step of setting, by the
Name Binding Modifier, a timer for the service,
and

wherein the updating step is performed
when the timer times out.

9. The method of claim 8, wherein the step of setting
the timer is performed in accordance with a config-
uration file for the Name Binder Modifier.

10. The method of claim 1, wherein the sending step

includes the steps of:
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determining if the service is available; and

if the service is available, adding to the broad-
cast message the addresses that can provide
the service.

The method of claim 1,wherein the updating step
includes the steps of:

finding a current list for the service;
determining whether each address in the list of
addresses is in the current list; and

adding the address to the current list in accord-
ance with the determining step.

The method of claim 11,

further including the step of comparing the cur-
rent list to a previous list, and,

wherein the updating step is performed
when the current and previous lists are not the
same.

An apparatus in a reconfiguring a load balancing
system, comprising:

a Service Monitor configured to send, for a
service in a data processing system, a broad-
cast message containing a workload of a host
on which the service is located and a list of
addresses of the host;

a Name Binding Modifier configured to receive
the broadcast message; and

an updating portion configured to update a
zone file corresponding to the service in
accordance with the information in the broad-
cast message.

The apparatus of claim 13, further including a
Domain Name Service configured to perform a load
balancing operation in accordance with the updated
zone file.

The apparatus of claim 14, wherein the Domain
Name Service performs a round robin load balanc-
ing operation.

The apparatus of claim 15, wherein the Domain
Name Service performs the round robin load bal-
ancing operation in accordance with a value in the
zone file indicating a type of load balancing opera-
tion.

The apparatus of claim 13, further including a plu-
rality of zone files, each corresponding to one of a
plurality of services.

The apparatus of claim 13, wherein the Service
Monitor includes:
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a timer setting portion configured to set a timer
for the service; and

a portion configured to send the broadcast
message when the timer times out.

The apparatus of claim 18, wherein the timer set-
ting portion sets the timer in accordance with a con-
figuration file for the Service Monitor.

The apparatus of claim 13, wherein the Name Bind-
ing Modifier includes:

a timer setting portion configured to set a timer
for the service; and

a portion configured to update the zone file
when the timer times out.

The apparatus of claim 20, wherein the timer set-
ting portion sets the timer is in accordance with a
configuration file for the Name Binding Modifier.

The apparatus of claim 14, wherein the Service
Monitor includes:

a portion configured to determine whether the
service is available; and

a portion configured to add to the broadcast
message, if the service is available, the
addresses that can provide the service.

The apparatus of claim 13, wherein the Name Bind-
ing Modifier includes:

a portion configured to find a current list for the
Service;

a portion configured to determine whether
each address in the list of addresses is in the
current list; and

a portion configured to add the address to the
current list in accordance with the determining
portion.

The method of claim 23, further including a portion
configured to compare the current list to a previous
list, and

wherein the updating portion includes a por-
tion that updates the zone file when the current and
previous lists are not the same.

A computer program product, comprising:

a computer usable medium having computer
readable code embodied therein for reconfigur-
ing a load balancing system, the computer pro-
gram product comprising:

computer readable program code devices con-
figured to cause a computer to effect sending,
for a service of the data processing system, a
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broadcast message containing a workload of a
host on which the service is located and a list of
addresses of the host;

computer readable program code devices con-
figured to cause a computer to effect receiving 5
the broadcast message; and

computer readable program code devices con-
figured to cause a computer to effect updating

a zone file corresponding to the service in
accordance with the information in the broad- 10
cast message.

26. A method for reconfiguring a load balancing sys-
tem, comprising the steps, performed by a Service
Monitor in a data processing system, of: 15

setting a timer for the service of the data
processing system, in accordance with a con-
figuration file for the Service Monitor; and

sending, for the service, a broadcast message 20
containing a workload of a host on which the
service is located and a list of addresses of the
host, the broadcast message being usable to
update a record of a current status of the data
processing system. 25

27. The method of claim 26, wherein the sending step
includes the steps of:

determining if the service is available; and 30
if the service is available, adding to the broad-
cast message the addresses that can provide

the service.

28. A method for reconfiguring a load balancing sys- 35
tem, comprising the steps, performed by a Name
Binder Modifier of a data processing system, of:

receiving a broadcast message containing a
workload of a host on which a service is 40
located and a list of addresses of the host;

setting a timer for the service; and

updating a zone file corresponding to the serv-

ice, when the timer times out, in accordance
with the information in the broadcast message. 45

29. The method of claim 28, further including the step
of performing a load balancing operation in accord-
ance with the updated zone file.

50
30. The method of claim 29, wherein the step of setting
the timer is performed in accordance with a config-
uration file for the Name Binder Modifier.
55
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LOAD BALANCING IN A
NETWORK ENVIRONMENT

BACKGROUND

This invention relates to the field of computer systems. More particularly, a
system and methods are provided for load balancing among application programs or
replicated services.

In many computing environments, clients (e.g., computer systems and users)
connect to servers offering a desired application or service — such as electronic mail or
Internet browsing. One computer server may, however, only be capable of efficiently
satisfying the needs of a limited number of clients. In such a case, an organization may
employ multiple servers offering the same application or service, in which case the client
may be connected to any of the multiple servers in order to satisfy the client’s request.

A service offered simultaneously on multiple servers is often termed “replicated”
in recognition of the fact that each instance of the service operates in substantially the
same manner and provides substantially the same functionality as the others. The
multiple servers may, however, be situated in various locations and serve different clients.

Application programs may also operate simultaneously on multiple servers, with each
instance of an application operating independently of, or in concert with, the others. In
order to make effective use of an application or replicated service offered by multiple
servers (e.g., to satisfy clients’ requests), there must be a method of distributing clients’
requests among the servers and/or among the instances of the application or service. This
process is often known as load balancing. Methods of load balancing among instances of
a replicated service have been developed, but are unsatisfactory for various reasons.

In one method of load balancing a replicated service, clients’ requests are assigned
to the servers offering the service on a round-robin basis. In other words, client requests
are routed to the servers in a rotational order. Each instance of the replicated service may
thus receive substantially the same number of requests as the other instances.
Unfortunately, this scheme can be very inefficient.

Because the servers that offer the replicated service may be geographically
distributed, a client’s request may be routed to a relatively distant server, thus increasing

the transmission time and cost incurred in submitting the request and receiving a
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response. In addition, the processing power of the servers may vary widely. One server
may, for example, be capable of handling a larger number of requests or be able to
process requests faster than another server. As a result, a more powerful server may
periodically be idle while a slower server is over-burdened.

In another method of load balancing, specialized hardware is employed to store
information concerning the servers hosting instances of a replicated service. In particular,
according to this method information is stored on a computer system other than the
system that initially receives clients’ requests. The stored information helps identify the
server having the smallest load (e.g., fewest client requests). Based on that information, a
user’s request is routed to the least-loaded server. In a web-browsing environment, for
example, when a user’s service access request (e.g., a connection request to a particular
Uniform Resource Locator (URL) or virtual server name) is received by a server offering
Domain Name Services (DNS), the DNS server queries or passes the request to the
specialized hardware. Based on the stored information, the user’s request is then
forwarded to the least-loaded server offering the requested service.

This method is also inefficient because it delays and adds a level of complexity to
satisfying access requests. In particular, one purpose of a DNS server is to quickly
resolve a client’s request for a particular service to a specific server (e.g., a specific
network address) offering an instance of the service. Requiring the DNS server to query
or access another server in order to resolve the request is inefficient and delays the
satisfaction of the request.

In yet other methods of balancing requests among multiple instances of a
replicated service, client requests are randomly assigned to a server or are assigned to the
closest server. Random assignment of client requests suffers the same disadvantages as a
round-robin scheme, often causing requests to be routed to geographically distant servers
and/or servers that are more burdened than others. This naturally results in unnecessary
delay. Simply assigning requests to the closest server may also be inefficient because a
faster response may be available from a server that, aithough further from the client, has
less of a load.

As mentioned above, present load balancing techniques are also limited in scope.
For example, the techniques described above are designed for replicated services only
and, in addition, only consider the operational status or characteristics of the servers

hosting the replicated service, not the service itself. In other words, present techniques do
2
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not allow load balancing among instances of an application program or, more generally,
the collection or consideration of information concerning the status of individual

instances of applications or services executing on multiple servers.

SUMMARY

In one embodiment of the invention a system and methods are provided for
balancing client (e.g., user) requests among multiple instances of an application (e.g.,
application program or replicated service) in accordance with a selected policy. In this
embodiment, each instance of the load-balanced application executes on a separate
computer server.

A load balancing policy is selected for distributing the client requests among the
multiple servers and instances of the application and, at periodic intervals, a “preferred”
server is identified in accordance with the policy. The selected policy illustratively
reflects or specifies one or more application-specific factors or characteristics to be
considered in choosing the preferred server. Client requests are routed to the preferred
server until such time as a different server is preferred. A selected load balancing policy
may be replaced while the application continues operating.

Exemplary policies reflect preferences for the least-loaded instance of the
application or the instance having the fastest response time. The least-loaded instance is
illustratively that which has the fewest connected clients and/or the fewest pending client
requests. In another policy, where the closest instance of the application is favored, the
preferred server is illustratively the server that can be reached in the fewest network hops
or connections. Another illustrative policy favors the server and/or the instance with the
greatest throughput (e.g., the highest number of client requests satisfied in a given time
period).

Depending upon the selected policy, status objects (e.g., agents, modules or other
series of executable instructions) are configured to collect these various pieces of
information from each instance of the application that is being load-balanced (and/or its
server). Status objects in one embodiment of the invention thus retrieve application-
specific information (e.g., number and/or type of pending client requests) and/or
information concerning a server’s general status (e.g., its distance from another network

entity). Each instance of a load-balanced application is illustratively associated with its
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own status object(s). In one embodiment of the invention multiple status objects haviﬁg
different functions are associated with one instance.

Each instance of the application (or, alternatively, each server hosting an instance
of the application) is also associated with an individual monitor object or IMO (e.g.,
another object, module or series of executable instructions). Each IMO invokes and
stores information from one or more status object(s) collecting information concerning an
instance of the application. In one embodiment of the invention each IMO is configured
to interact with a single status object; in an alternative embodiment multiple status objects
are associated with an IMO. In addition, in one embodiment of the invention an IMO
interfaces directly with its status object(s); in another embodiment each status object
stores its application-specific information for retrieval by the IMO.

A replicated monitor object (RMO) or module is employed to collect information
from the IMOs associated with the various instances of the load-balanced application.
The RMO stores this information, which is then analyzed to identify a preferred server in
accordance with the selected policy.

In an embodiment of the invention in which clients access the application through
a central server such as a Domain Name Services (DNS) server, a specialized updater
object updates a lookup table (e.g., a DNS zone file) to identify the preferred server (e.g.,
by its network address or an alias). The lookup table is illustratively used to resolve a
virtual server name (e.g., a virtual identity of the application) to a particular server
offering an instance of the application. When a client requests an application via a virtual
name, the central server directs the request to the server indicated in the lookup table (i.e.,
the preferred server). The specialized object is thus configured to update the lookup table
(or other data structure) or otherwise cause the direction or re-direction of load-balanced
requests to the preferred server.

In one embodiment of the invention the status object(s) and an IMO execute on
each individual server hosting an instance of the load-balanced application. The RMO
and updater objects illustratively operate on a central server. In an alternative
embodiment, only the status object(s) execute on the individual servers with the
application instances. The other objects are illustratively distributed among the central

server and other intermediate servers.

1132



10

15

20

25

30

WO 00/14633 PCT/US99/19875

DESCRIPTION OF THE FIGURES

FIG. 1 is a block diagram depicting an illustrative environment in which an
embodiment of the present invention may be implemented to load balance client requests
among multiple instances of an application.

FIG. 2 is a block diagram depicting a method of balancing client requests among
application instances in accordance with an embodiment of the present invention.

FIG. 3 is a block diagram depicting a method of balancing client requests among
geographically dispersed application instances in accordance with an embodiment of the
present invention.

FIG. 4 is a flow chart demonstrating the generation of objects in a load-balancing
framework in accordance with an embodiment of the present invention.

FIG. 5 is a flow chart demonstrating the registration of objects within a load
balancing framework and their use in monitoring an instance of a load-balanced

application in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION

The following description is presented to enable any person skilled in the art to
make and use the invention, and is provided in the context of particular applications of the
invention and their requirements. Various modifications to the disclosed embodiments
will be readily apparent to those skilled in the art and the general principles defined herein
may be applied to other embodiments and applications without departing from the spirit
and scope of the present invention. Thus, the present invention is not intended to be
limited to the embodiments shown, but is to be accorded the widest scope consistent with
the principles and features disclosed herein.

In particular, illustrative embodiments of the invention are described in the context
of applications such as a database management system (DBMS), electronic mail, or web
browsing. Various embodiments of the invention may therefore involve the use of a
central server, such as a Domain Name Services (DNS) server, to resolve an access
request for an application into an address of a physical machine such as a computer
server. One skilled in the art will recognize that the present invention is not limited to the
applications described herein or the use of a DNS server, and may be readily adapted to

other applications and services for which load balancing is appropriate.
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The program environment in which a present embodiment of the invention is
executed illustratively incorporates a general-purpose computer or a special purpose
device such a hand-held computer. Details of such devices (e.g., processor, memory, data
storage and display) are well known and are omitted for the sake of clarity.

It should also be understood that the techniques of the present invention might be
implemented using a variety of technologies. For example, the methods described herein
may be implemented in software running on a computer system, or implemented in
hardware utilizing either a combination of microprocessors or other specially designed
application specific integrated circuits, programmable logic devices, or various
combinations thereof. In particular, the methods described herein may be implemented by
a series of computer-executable instructions residing on a storage medium such as a
carrier wave, disk drive, or computer-readable medium. In addition, although specific
embodiments of the invention are described using object-oriented software programming
concepts, the invention is not so limited and is easily adapted to employ other forms of
directing the operation of a computer.

In a present embodiment of the invention, information concerning instances of an
application (e.g., an application program or replicated service) operating on multiple
computer servers is collected and analyzed to identify a “preferred” server. A preferred
server is illustratively the server to which client requests for the application are to be
routed for processing. A preferred server is identified on a regular or periodic basis, and
may be the same as or different from the server previously identified. By periodically
changing the preferred server, client requests are load-balanced between the participating
servers. Individual clients may thus be routed to, and their requests (e.g., database access,
send electronic mail, browse a web page) satisfied by, any of the multiple servers.

The information that may be collected concerning an instance of the program
illustratively includes its response time for a client request, its operational status (e.g.,
whether it is up or down), the number of clients connected to the instance, the number of
client requests pending with the instance, its throughput (e.g., number of client requests
handled in a period of time), etc. Information concerning the status or performance of the
host servers themselves (e.g., load, capacity, distance from a central server) may also be
collected and analyzed as part of the process of choosing a preferred server.

Illustratively, a central server that distributes client requests for the application

among the various instances uses a lookup table or other data structure or means to store
6
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an identifier of the current preferred server. The central server is, in one embodiment of
the invention, a Domain Name Services (DNS) server. In this embodiment, the
application is exposed (e.g., identified) as a virtual server name to which clients connect
and which the DNS resolves to an address of one of the multiple servers operating an
instance of the application.

The specific information that is collected (from the various application instances
and, possibly, the host servers) is determined by a load balancing policy that is
illustratively selected by a system manager or administrator. The preferred server is then
selected by analyzing the collected information. Thus, in one illustrative policy, the
preferred server is the server offering the application instance that is least-loaded (e.g., has
the fewest pending client requests or fewest connected clients). In another illustrative
policy, the preferred server is the server closest to the central server.

The various pieces of information are illustratively collected and assembled on the
central server. After a preferred server is identified, the central server’s lookup table is
updated with an identifier (e.g., 2 network address) of the preferred server and subsequent
requests for the application or replicated service are directed to that server. For example,
in a web-browsing environment a DNS zone file is updated to indicate that requests for
the Internet service or web page are to be routed to the preferred server.

In one embodiment of the invention a standard application programming interface
(AP]) is provided to construct and apply the load balancing framework described below.
With the standard API, a programmer may generate application-specific status objects
(described in detail below in conjunction with FIG. 2) which, when executed, gather the
information described above. The application-specific status objects may, in addition,
interact with the application in accordance with an application-specific APL

Generating application-specific status objects or modules illustratively allows the
collection of any information that could form the basis for load balancing client requests.
For example, to load-balance a database application, it may be desirable to determine the
number of users being serviced by each instance of the application, the number of users
that have accessed an instance, or the number of access requests that are pending with or
that have been processed by each instance. The information gathered by the application-
specific status objects is used by other objects and/or modules in the load-balancing

framework in order to determine a preferred server.
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FIG. 1 is a block diagram depicting an illustrative environment in which an
embodiment of the invention may be implemented to balance client requests among
multiple instances of an application executing on multiple servers. Central server 100 is
illustratively a computer system that receives information from the various application
instances (and possibly the servers hosting the application instances) and routes requests
from clients such as client 120 to a preferred server. In one embodiment of the invention,
central server 100 is a DNS server. Back-end or host servers 110, 112 and 114 each offer
one or more instances of application 104, represented by the numerals 104a, 104b and
104¢. Servers 110, 112 and 114 may be geographically or logically separated from one
another.

Central server 100 includes lookup table 102 for resolving requests for application
program 104 to an address of a server offering an instance of the program. Lookup table
102 thus includes an entry for the program’s identity as exposed to clients (e.g., an alias or
a virtual server name), to allow the clients to access an instance of the application on
server 110, server 112 or server 114. Thus, the lookup table entry for application 104 may
indicate a network address (e.g., an IP or Internet protocol address) for one of servers 110,
112 and 114.

Client 120 is illustratively a personal computer or workstation configured to
provide a user access to a network (e.g., the Internet) and various applications and
services on servers 110, 112 and 114. Client 120 is thus coupled to central server 100 via
network 122, and includes instructions (e.g., a web browser) for communicating via
network 122. Client 120 further includes common components such as a processor,
memory, storage, input and output devices, etc. Such common components are well
known to those skilled in the art and are omitted from FIG. 1 for the purpose of clarity.

In the environment of FIG. 1, when client 120 attempts to connect to application
104, the access request is received by central server 100. Central server 100, through
lookup table 102, identifies a preferred server offering an instance of program 104 and
routes the client request accordingly. The server identified in lookup table 102 is
illustratively determined according to a load-balancing policy, as discussed below.
Further, the server identified in lookup table 102 is updated or changed from time to time
in accordance with the selected policy in order to distribute client requests among the

instances of the application.
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In a present embodiment of the invention, information reflecting the status or
operation of application instances 104a, 104b and 104c (and/or servers 110, 112 and 114)
is collected and analyzed on a regular or periodic basis. The information that is collected
is identified in a load balancing policy that identifies one or more factors or pieces of
information to be used to identify a “preferred” server to which client requests for
application 104 are to be routed. Different policies thus require different information to
be collected from the application instances, and the active policy can be changed during
load balancing.

The various pieces of information that may be collected illustratively include data
such as: whether a server or instance of application 104 is operational; the response time
for a request submitted to a server or application instance; the number of requests
processed by or pending on a server or application instance, a server’s proximity to the
central server (e.g., the number of network hops necessary to reach the server), etc.

In one embodiment of the invention, status objects are generated or produced to
collect application-specific data from the application instances. The status objects are
illustratively constructed according to a standard API for a present load-balancing
framework. Status objects and the load-balancing framework are described in detail
below with reference to FIG. 2. In one particular embodiment, status objects (and other
objects within the framework) are designed (e.g., an object class is constructed) according
to the standard API in a generation stage. Then, in a registration stage, individual objects
are instantiated from the class(es). Finally, in a monitoring stage, the objects begin
collecting information.

In the illustrated embodiment of the invention, status objects periodically interact
with instances of application 104 to collect application-specific statistics that will be used
to select a preferred server. For example, if application 104 were a DBMS, a status object
may gather the number of database accesses, the number of requests received or pending,
etc. for one instance of the application. As another example, if application 104 were an
electronic mail program, a status object may periodically gather the number of inbound
and/or outbound messages in queue, the number and size of mailboxes, etc.

Besides status objects, other computer-readable instructions (e.g., in the form of
objects, agents or modules) are also executed (also described below) to collect, assemble
and analyze the various pieces of information provided by the status objects and to update

lookup table 102. The objects or agents within a load balancing framework may be
9
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created in a suitable programming or script language and then configured and installed on
each of servers 110, 112 and 114 and/or on central server 100.

In an alternative embodiment of the invention, instead of returning an address of a
server in response to a request for application 104, the lookup table returns an identifier
(e.g., file name) of a set of instructions. The instructions are executed, illustratively by
central server 100, in order to perform a variety of actions (e.g., load or mount an alternate
Internet or domain namespace).

FIG. 2 depicts an illustrative embodiment of the invention in which operational
and statistical information is collected from application instances 104a, 104b and 104c on
servers 110, 112 and 114, respectively. The collected information is analyzed on central
server 100 to choose a preferred server, and lookup table 102 is then modified to reflect
an identity (e.g., a network address) of the preferred server.

In the illustrated embodiment, application instances 104a, 104b and 104c include
application-specific information that is to be considered in choosing the preferred server.
Status objects 200, 202 and 204 therefore execute on servers 110, 112 and 114,
respectively, to gather the information or statistics from their associated application
instances. The status objects advantageously adhere to the format provided by a standard
API, concerning the manner in which the information is to be communicated to the central
server. In particular, the status objects are designed to accumulate, store and/or provide
application-specific data for retrieval by individual monitor objects 210, 212 and 214,
which also execute on servers 110, 112 and 114, respectively.

The configuration of the status objects (e.g., the data they collect) depends upon
the policy that has been selected for choosing a preferred server. For example, where the
selected policy requires choosing the least-loaded server (e.g., the server having the least-
loaded instance of the application), a status object may be configured to retrieve the
number of pending client requests or number of connected clients. As another example,
status objects 200, 202 and 204 may be configured to retrieve a response time or
throughput of their associated application instances.

In addition, status objects are configured to retrieve their specified information on
a periodic basis. If a status object fails to gather its information, it may be assumed that
the associated application instance is not operational. If an application instance is
determined to be down, the associated server is illustratively removed from consideration

as the preferred server for that application.
10
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Iustratively, status objects 200, 202 and 204 communicate with or access

application instances 104a, 104b and 104c in accordance with an application-specific APIL
Each status object also illustratively performs a single function or retrieves a single piece
of application-specific information. In alternative embodiments of the invention,
however, a single status object may perform multiple functions or produce multiple pieces
of information. For example, in one alternative embodiment, a status object may retrieve
multiple pieces of information concerning an application instance’s load (e.g., number of
connected clients, number of pending requests). The multiple pieces of information may
then be combined (e.g., via a specified formula or function) to produce a single value or
representation of the instance’s load.

In FIG. 2, individual monitor objects (IMO) 210, 212 and 214 also reside and
execute on servers 110, 112 and 114. Individual monitor objects are known as server
monitor objects in one embodiment of the invention. A separate IMO is depicted for each
application instance. In particular, IMOs 210, 212 and 214 collect information from
status objects 200, 202 and 204 respectively.

In one embodiment of the invention, a status object collects the specified
application-specific information and stores it on its host server for collection by the
associated IMO. In another embodiment of the invention, status objects interface with
and directly communicate the information to their IMOs.

In the embodiment illustrated in FIG. 2, different types of status objects are
executed or invoked with differing degrees of regularity. When the status objects collect
the application instances’ response times, for example, status object 200 may execute
relatively frequently (e.g., every 60 seconds). In contrast, when the status objects reflect a
policy preferring the closest server, status object 202 may execute only occasionally (e.g.,
once per day) because the distance from central server 100 to server 112 is unlikely to
change very often.

Although each IMO is associated with only one status object and one application
instance in the illustrated embodiment, in an alternative embodiment of the invention an
IMO may collect data from multiple status objects. In this alternative embodiment, for
example, an IMO may interface with one status object to determine the response time of
an application instance or server and another status object to determine the load on the

instance or server.
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Replicated monitor object (RMO) 220 retrieves the collected information
produced from each IMO associated with an application. Therefore, in the illustrated
embodiment where each of servers 110, 112 and 114 operate a separate instance of a load-
balanced application, RMO 220 collects data from IMOs 210, 212 and 214. If the servers
also offered another application or replicated service, a second RMO would illustratively
operate on central server 100 for the purpose of retrieving information concerning that
application from a different set of IMOs. A replicated monitor object may also be known
as a central monitor object due to its coordination role on behalf of a central server that
receives multiple requests for an application.

Various means of communication may be employed between an RMO and the
IMOs associated with a particular application. In a present embodiment of the invention
Object Request Broker (ORB) technology is employed. In an alternative embodiment of
the invention Remote Procedure Call (RPC) technology can be used.

in summary, when load balancing is performed in accordance with the
embodiments of the invention described above, a status object gathers load and/or
operational information for an instance of the application being load-balanced. An IMO
interfaces with or otherwise retrieves the information from each status object and an RMO
gathers the information from all application instances from the IMOs.

The data collected by RMO 220 from the various IMOs is analyzed in accordance
with the selected policy and a preferred server is identified. Illustratively, updater object
230 performs the analysis and selection of a preferred server. As discussed above, the
preferred server may, for example, be the one having the application instance with the
fastest response time, the fewest pending client requests, the greatest capacity for client
requests, etc. Illustratively, RMO 220 maintains a data structure (e.g., array, vector, table,
database) identifying each application instance and/or server that is being load-balanced,
along with one or more values or other indicators or summaries of the collected
information concerning each application instance.

Finally, updater object 230 updates lookup table 102 after the collected
information is analyzed and a preferred server is selected. Illustratively, one updater
object is used to update the lookup table for all applications being load-balanced.
However, in an alternative embodiment of the invention separate updater objects may be

employed for each application.
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In the embodiment of the invention depicted in FIG. 2, RMO 220 retrieves the 7
collected data and updater object 230 updates the lookup table on a periodic basis. The
identity of the preferred server may thus change over time so that the client requests are
distributed among all active application instances.

The status objects, IMOs, RMO and updater object may be considered to comprise
a load-balancing framework for distributing client requests among various instances of an
application. As one skilled in the art will recognize, the different objects within the
framework may be distributed among the servers hosting application instances, a central
server, and other entities such as intermediate servers.

FIG. 3 depicts an alternative embodiment of the invention in which servers
offering an application are geographically dispersed. In FIG. 3, server farm 300
represents a first collection of servers offering the application (e.g., application instances
104a and 104b) and server farm 310 represents a second collection of servers offering the
same application (e.g., application instances 104c and 104d). Although server farms are
depicted in FIG. 3 with multiple members (i.e., servers 302 and 304 in server farm 300
and servers 312 and 314 in server farm 310), a server farm may consist of any number of
members, even one.

Each server farm in the presently described embodiment includes an intermediate
server (i.e., server 306 in server farm 300 and server 316 in server farm 310). One
function of an intermediate server in this embodiment is to collect, from the servers in the
farm that host instances of the application, information necessary to select a preferred
server. For example, intermediate replicated monitor object (IRMO) 306a is operated on
intermediate server 306 to collect data from servers 302 and 304. IRMO 306a operates
similarly to the RMO described above with reference to FIG. 2, but is illustratively
located on a server situated between central server 100 and the servers offering the
application. The load balancing framework of the illustrated embodiment also includes
status objects (e.g., depicted by numerals 302a, 304a, 312a and 314a) and IMOs (e.g.,
depicted by numerals 302b, 304b, 312b and 314b) operating on servers 302, 304, 312 and
314.

RMO 320 operates on central server 100 to collect data from the IRMOs within
each server farm. Updater object 322 updates lookup table 102 to reflect the preferred
server identified from the data collected by RMO 320.

13
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In an alternative embodiment of the invention in which an application is offered
on multiple servers, one or more of which are local and one or more of which are remote,
aspects of the embodiments of the invention depicted in FIGs. 2 and 3 are combined. In
this alternative embodiment, intermediate servers with IRMOs are employed in server
farms comprising the remote servers, in order to pass data between the remote servers’
IMOs and an RMO, as in the embodiment depicted in FIG. 3. Local servers, however,
employ IMOs that communicate with the RMO without an intervening RMO, as in FIG.
2.

In another alternative embodiment of the invention, load balancing among
instances of an application is performed among multiple participating servers wherein one
or more of the servers are segregated (e.g., situated in a remote location and/or within a
server farm). Within the group of segregated servers, a “local” load balancing policy may
be implemented for distributing all client requests sent to the group and/or to a specific
member of the group. In this alternative embodiment, the segregated servers may be
considered a single entity for the purposes of a “global” load balancing policy specifying
the manner in which all client requests for the application are to be distributed among all
participating servers. The global and local policies need not be equivalent (e.g., the global
policy may require selection of the closest server (or group of servers) while the local
policy may require the least-loaded server or application instance).

With reference now to FIGs. 4 and 5, an illustrative method of load balancing
between multiple instances of an application is depicted. In the illustrated method, a
central server (e.g., a DNS) resolves client requests for a virtual name by which the
application is known into an identifier of a preferred server offering an instance of the
application. Each instance of the application illustratively operates on a separate server
and is modified to produce application-specific information needed to choose the
preferred server.

FIG. 4 demonstrates an illustrative generation stage of the method, in which
objects in the load-balancing framework are designed (e.g., object classes are
constructed). FIG. 5 demonstrates illustrative registration and monitoring stages, in
which individual objects are created (e.g., instantiated) and begin collecting information
from instances of the load-balanced application.

With reference now to FIG. 4, state 400 is a start state. In state 402 a policy to be

applied to identify a preferred server is selected. One skilled in the art will appreciate that
14
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various policies are possible, depending upon the nature of the application and the
aspect(s) of the application that are conducive to load balancing.

Illustrative policies in a present embodiment of the invention focus upon the status
or availability of the various instances of the application. Such policies reflect
preferences for the least loaded instance, the instance with the fastest response time or
throughput, the instance with the fewest connected clients, etc. For example, where
access requests for a database management system (DBMS) are load balanced, illustrative
policies may include routing requests to the server on which the fewest DBMS requests
have been processed or the server having the fewest connected users or the fewest
unfulfilled processing or access requests. For each application for which requests are
load-balanced, separate policies may be employed.

In an alternative embodiment of the invention, policies require examination of the
availability or status of the servers offering instances of the application. Such policies
may express preferences for the server having the shortest distance to the central server,
the fastest response time, the best throughput, etc.

In general, the selected policy reflects whichever aspect or aspects of the load-
balanced application form the basis for distributing client requests among the various
instances of the application and/or the servers hosting the application instances. The
information reflecting these aspects is periodically captured for each instance by status
objects working in close cooperation with the application instances.

In state 404, sequences of instructions or executable code are produced for
performing the function(s) of the status objects (i.e., to collect the application-specific
information needed to choose a preferred server). In one embodiment of the invention in
which the load balancing framework is constructed using an object-oriented programming
language, a compatible language and basic building blocks provided by the framework are
used to generate the status objects, IMOs, RMO and specialized object. Thus, in this
embodiment of the invention state 404 comprises the creation of one or more classes of
status objects, from which individual instances will be created in the registration stage
depicted in FIG. 5. Illustratively, status objects are substantially similar for each instance
of the application.

Status objects may be configured to store the information for retrieval by
individual monitor objects or, alternatively, to interface with the IMOs directly in order to

pass the information along. In addition, the status objects may be configured to execute
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automatically on a regular basis, in response to action by another part of the load
balancing framework (e.g., upon invocation by an IMO), the application or some other
external entity, etc.

As discussed above, in a current embodiment of the invention status objects (and
other framework objects) are constructed using an object-oriented programming language.

One skilled in the art will recognize that many suitable programming languages and tools
exist and that the invention may be implemented using techniques than object-oriented
programming. Illustratively, however, status objects substantially adhere to a common
format (e.g., detailed in a load balancing framework API) in order to cooperate with the
overall load balancing framework.

In state 406, the existing load-balancing framework is examined to determine
whether an IMO (e.g., an IMO class) already exists for collecting data concerning an
instance of the load-balanced application. If an IMO already exists, the illustrated method
continues at state 410. Otherwise, in state 408 an IMO structure (e.g., an object class) is
constructed that is specific to the application instance. The IMO is designed such that it
will collect the various data and statistics gathered by one or more status object(s). In an
alternative embodiment of the invention, the IMOs generated for all instances of a
particular application are substantially similar.

In state 410, the existing load balancing framework is examined to determine
whether an RMO already exists for receiving data from the IMOs that are associated with
each instance of the application. As described above, in one embodiment of the invention
an RMO comprises a data structure for retaining application-specific information from the
application instances. If an RMO already exists, the illustrated method continues at state
414. Otherwise, in state 412, an RMO structure (e.g., an object class) is constructed that
is specific to the application. As with the status objects and IMOs, an actual RMO
instance will be created as part of the registration stage depicted in FIG. 5.

In state 414, the existing load balancing framework is examined once more. This
time, it is determined if the sequence of instructions or executable code for the specialized
object that will determine a preferred server already exists. If not, in state 416 a
specialized object structure (e.g., an object class) is constructed to apply the selected load
balancing policy to the results of the data collected concerning the various application

instances (and/or their host servers) and select a preferred server. The specialized object
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is also designed to update the lookup table (or other data structure) to store an identity of
the preferred server.

The generation stage of the illustrated method then ends with end state 418.

With reference now to FIG. 5, illustrative registration and monitoring stages of the
illustrated method are depicted. For present purposes, the term registration refers to the
registration of individual objects (e.g., status object, IMO, RMO, specialized object)
within a load balancing framework, including their creation (e.g., instantiation) from the
object structures (e.g., classes) produced in the generation stage depicted in FIG. 4. In the
monitoring stage, information is collected for the purpose of identifying a preferred server
in accordance with a selected load balancing policy. In FIG. 5, state 500 is a start state.

In state 502, a status object is registered with the load-balancing framework. In
one embodiment of the invention, the standard API provided with the load balancing
framework includes a command (e.g., “create”) for creating an instance of each object
within the framework. As one skilled in the art will appreciate, creating an instance of an
object, such as a status object, involves the dynamic loading and executing of a sequence
of instructions defining the object.

In state 504, configurable parameters of the status object are set in accordance
with the selected policy. Illustrative parameters include the frequency of gathering the
application-specific information, a network or port address for communicating with the
application instance, information detailing how to communicate with the application
instance and/or IMO, etc. One skilled in the art will appreciate that a status object may
have a variety of configurable parameters, depending upon the nature of the application
and the selected policy.

In state 506, an individual monitor object (IMO) is registered with the load-
balancing framework. Illustratively, one IMO is registered or created for each instance of
the application. Each IMO is illustratively installed on the server executing the associated
instance of the application. In an alternative embodiment, however, IMOs operate on the
central server or an intermediate server located between the central server and the host
servers. As described above, IMOs are illustratively configured to collect and report
certain information or data. In the presently described embodiment of the invention, the
collected information is received directly from a status object. In an alternate
embodiment of the invention, the information may be retrieved from a location in which it

was placed by the status object (e.g., a storage device, a file or other data structure).
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As described above, the collected information is illustratively determined by the
selected load balancing policy, and will be used to identify a preferred server. In a present
embodiment of the invention, the active policy for an application may be changed without
disrupting the handling of client requests. Illustratively, this is done by temporarily
pausing the operation of IMOs for the application, installing new status objects reflecting
the new policy, then resuming the IMOs. Advantageously, the IMOs need not be altered
or replaced.

In state 508, parameters are set for the IMO created in state 506. Illustrative
parameters include a list of status objects from which to collect information, the
frequency with which to collect the information, how to communicate with the status
objects and/or RMO, etc.

In state 510 a replicated monitor object is created for the load balanced
application. As described above, the RMO is illustratively installed on the central server
and communicates with the IMOs using a suitable format or protocol (e.g., ORB or RPC).

In an alternative embodiment in which intermediate servers are employed (e.g., where
remote servers or server farms are included), an intermediate RMO is created for each
intermediate server. In state 512, RMO parameters are set, illustratively including a list of
IMOs, the frequency with which data is to be collected from the IMOs, method of
communicating with the IMOs, etc.

A back-end or host server (e.g., server 110 from FIG. 1) may be removed from or
added to the load-balancing scheme without significantly disrupting operation of the
application. A host server may, for example, become inoperative or require replacement.
Illustratively, each RMO maintains an index (e.g., in an array, linked list, vector, other
data structure, etc.) of all servers participating in the load balancing (e.g., all servers
offering an instance of the application). This information may, for example, be included
in a list of IMOs from which the RMO receives information. By temporarily pausing the
RMO, removing the IMO associated with the server from the list and restarting the RMO,
the RMO will stop attempting to retrieve information for the removed server (i.e., the
RMO will no longer communicate with the IMO associated with the server). Servers may
be added to the load-balancing scheme in a similar manner.

In state 514, a specialized object is registered with the load-balancing framework
(e.g., created from its object class). In state 516, parameters concerning the operation of

the specialized object are set. [llustrative parameters include an identity of the RMO, the
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frequency of information retrieval from the RMO, an identity of the lookup table, method
of interfacing with the RMO and/or lookup table, etc. In one embodiment of the
invention, the specialized object analyzes the information collected from the servers
hosting the application instances, identifies a preferred server in accordance with the load-
balancing framework and updates the lookup table.

Where, for example, the application comprises web browsing on web servers, the
specialized object may take the form of a DNS updater configured on a DNS server to
modify a DNS zone file to identify the server to which requests are to be routed.
Similarly, where load balancing is being performed for an application operating in a
master/slave relationship (e.g., a master process or server routes requests to slave
processes or servers), the specialized object updates a data structure or entry indicating a
preferred process or server.

After the various executable objects or program modules are configured and
installed in states 502 - 516, the collection of server/application information can begin.
Thus, in state 518, the created objects (e.g., status objects, IMOs, RMO and specialized
object) are activated or executed if they are not already executing.

In state 520, a status object begins collecting or gathering information from its
application instance. For example, where the selected policy favors the least-loaded
application instance, a status object retrieves data concerning an instance’s load (e.g.,
number of client requests or connected clients).

In state 522 an IMO retrieves the information gathered by its associated status
object(s). Then, in state 524, an RMO calls, invokes or otherwise communicates with the
IMO to retrieve the information. The RMO may similarly communicate with additional
IMOs storing information concerning other servers or instances of the application.
Illustratively, the RMO executes on the central server and stores the information retrieved
from the IMOs for analysis by the specialized object.

In state 526 the information collected by the RMO is analyzed in accordance with
the selected policy to choose a preferred server. In state 528 the specialized object
updates the lookup table for the central server to indicate the preferred server.
Illustratively, the update procedure comprises associating an alias or network address of
the preferred server with the name of a virtual server/service through which clients access
the application. In addition, in a present embodiment of the invention the central server is

signaled to reload the lookup table. State 530 is an end state.
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The foregoing descriptions of embodiments of the invention have been presented
for purposes of illustration and description only. They are not intended to be exhaustive
or to limit the invention to the forms disclosed. Many modifications and variations will
be apparent to practitioners skilled in the art. Accordingly, the above disclosure is not
intended to limit the invention; the scope of the invention is defined by the appended
claims.

In one alternative embodiment of the invention, for example, clients access an
instance of the application program directly (i.e., rather than connecting through a central
server). In this alternative embodiment, the program instances exchange information
(e.g., via status objects and/or other elements of a load-balancing framework) and redirect
client requests as necessary to balance the requests in accordance with the selected policy.

In another alternative embodiment of the invention, one or more elements of a
load-balancing framework are combined. By way of illustration, an RMO may be
designed to perform the functions of an IMO and collect information from one or more

status objects.
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What Is Claimed Is:

1. A method of distributing requests for an application among a plurality of
application instances operating on a plurality of servers, wherein the requests are received
at a central server, the method comprising:

selecting a policy, said policy demonstrating a first server-selection factor for
selecting a preferred server to receive a request for the application;

executing a first status module to determine a first status of said first server-
selection factor for a first instance of the application;

executing a second status module to determine a second status of said first server-
selection factor for a second instance of the application;

receiving said first status at the central server;

receiving said second status at the central server;

examining said first status and said second status to select a preferred server; and

storing an identifier of said preferred server on the central server.

2. The method of claim 1, further comprising executing a third status module
to determine a first status of a second server-selection factor for said first instance of the

application.

3. The method of claim 2, wherein said first status module comprises said

third status module.

4. The method of claim 1, further comprising operating a server monitor
module to receive said first status of said first server-selection factor from said first status

module.

5. The method of claim 4, wherein said operating a server monitor module
comprises receiving a first status of a second server-selection factor from a third status

module.

6. The method of claim 4, wherein said server monitor module executes on
said first server.
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7. The method of claim 4, wherein said server monitor module executes on

the central server.

8. The method of claim 1, further comprising operating a central monitor

module for receiving said first status and said second status.

9. The method of claim 8, wherein said central monitor module executes on

the central server.

10. The method of claim 1, wherein said executing a first status module

comprises operating a first status module residing on the first server.

11. The method of claim 1, wherein said executing a first status module
comprises communicating with a first instance of the application to determine a first

status of said first server-selection factor.

12. The method of claim 1, further comprising;:
selecting a local policy for a subset of the plurality of servers, said local policy
specifying a local server-selection factor for selecting a server to receive a request for the

application.

13. An apparatus for balancing requests for an application among multiple
servers operating multiple instances of the application, wherein the requests are received
at a central server, comprising;:

a first server for operating a first instance of the application;

a second server for operating a second instance of the application;

a first status module for determining a first status of said first instance;

a second status module for determining a second status of said second instance;

a first server monitor module for receiving said first status from said first status
module;

a second server monitor module for receiving said second status from said second

status module;
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a central monitor module for receiving said first status and said second status; and
an update module for updating the central server to indicate one of said first server

and said second server to receive a request for the application.

14. The apparatus of claim 13, wherein said first status module resides on said

first server.

15. The apparatus of claim 13, wherein said first status module determines said

first status by receiving said first status from said first instance.

16. The apparatus of claim 13, wherein said first server monitor module

operates on said first server.

17. The apparatus of claim 13, wherein said first server monitor module

operates on the central server.

18. The apparatus of claim 13, wherein the central server comprises said

central monitor module and said update module.

19. The apparatus of claim 13, further comprising a server farm, said server
farm comprising:

one or more servers; and

an intermediate central monitor module for receiving a status of an instance of the
application operating on one of said one or more servers and communicating said status to

said central monitor module.

20. A method of load balancing requests for an application received at a
central server among a set of servers, wherein each server in the set of servers operates an
instance of the application, comprising:

selecting a policy for directing a request for the application to a preferred server,
wherein said policy reflects a server factor for selecting said preferred server from the set
of servers;

configuring a first status object to determine a first status of said server factor for a
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first instance of the application;
configuring a first server monitor object to receive said first status;
configuring a central monitor object to receive multiple statuses of said server
factor for multiple instances of the application, including said first status;
examining said multiple statuses to select a preferred server; and

updating the central server to identify said preferred server.

21. The method of claim 20, further comprising:

executing said first status object, wherein said first status object resides on said
first server;

receiving said first status by said first server monitor object; and

receiving said first status at the central server, by said central monitor object, from

said first server monitor object.

22, The method of claim 21, wherein said executing said first status object
comprises operating said first status object to periodically determine a status of said server

factor for a first instance of the application.

23. The method of claim 21, further comprising maintaining said first server

monitor object on said first server.

24. The method of claim 20, further comprising:
executing said first status object, wherein said first status object resides on said
central server; and

maintaining said server monitor object on the central server.

25. The method of claim 24, wherein said executing said first status object
comprises operating said first status object to periodically determine a status of said server

factor for a first instance of the application.

26. The method of claim 20, wherein said central server comprises a lookup
table to associate said preferred server with the application, and wherein said updating
comprises storing an address of said preferred server.
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27. The method of claim 20, wherein the set of servers includes a subset, the
method further comprising:

configuring an intermediate central monitor object to collect one or more statuses
of said server factor for one or more members of the subset; and

receiving said one or more statuses at the central server from said intermediate

central monitor object.

28. The method of claim 27, further comprising selecting a local policy for

balancing requests for the application among members of the subset according to a local

server factor.

29. The method of claim 28, wherein said local server policy is different from
said policy.
30. A computer readable storage medium storing instructions that, when

executed by a computer, cause the computer to perform a method for balancing requests
for an application among a plurality of servers, wherein the requests are received at a
central server, the method comprising:

selecting a policy for directing a request for the application to a preferred server,
wherein said policy reflects a server factor for selecting said preferred server from the set
of servers;

configuring a first status object to determine a first status of said server factor for a
first instance of the application;

configuring a first server monitor object to receive said first status;

configuring a central monitor object to receive multiple statuses of said server
factor for multiple instances of the application, including said first status;

examining said multiple statuses to select a preferred server; and

updating the central server to identify said preferred server.

31. An apparatus for load balancing requests for an application received at a
central server, comprising:

a first status determination means for determining a first status of a first instance
25
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of the application;

a second status determination means for determining a second status of a second
instance of the application;

central monitor means for receiving said first status and said second status;

server selection means for selecting a preferred server from one of said first server
and said second server; and

updating means for storing an identifier of said preferred server on the central

scrver.

32. The apparatus of claim 31, further comprising a first server monitor means

for receiving said first status from said first status determination means.
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presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

= are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

[1 37CFR.§197(0).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

[1 37CFR.§1.97).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

X 37CFR.§1.97).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|Z| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311

was mailed to the Applicant on _January 28, 2014

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 5
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II
FEES

Any required fee is being paid as indicated below:

[l

X OKX X

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

[
X

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.

Page 3 of 5
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v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

= No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

] According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

] English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
REMARKS
It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and

Page 4 of 5
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(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VI
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: December 4, 2014 /DDW/
David D. Wier
Registration No. 48,229
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-3539
Fax: 720-888-5619

Page 5 of 5
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re the Application of:
Applicant: Paul E. Stolorz et al. Confirmation No: 2099
Serial No.: 11/932,162 Group Art Unit: 2451
Filed: 31 October 2007 Examiner: WALSH, John B.

Title: DISTRIBUTING REQUESTS ACROSS Docket No. 0093-US-C1
MULTIPLE CONTENT DELIVERY
NETWORKS BASED ON SUBSCRIBER
POLICY

APPELLANT’S APPEAL BRIEF UNDER 37 C.F.R. §41.37

Via EFS-Web
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Commissioner:

Pursuant to 37 C.F.R. § 41.37(a), this brief is filed within the allotted time period
subsequent to the Notice of Appeal which was filed in this case on 28 July 2014.

This brief contains items under the following headings and is in compliance with 37

C.F.R. § 41.37 and M.P.E.P. § 1205.

L Real Party In Interest........coovvvervieeniieeniie e page 3
IL. Related Appeals, Interferences, and Judicial Proceedings............. page 3
L. Status Of ClalmMIS...ccovvveirrieeriiieeeriie et page 3
Iv. Status of AMENdMENtS.......c.ueevvvveerriieeriie et page 3
V. Summary of Claimed Subject Matter...........cccocvevevuieeveernieennnnn, page 3
VI.  Grounds of Rejection to be Reviewed on Appeal.............ccuue...e. page 8
VIL  ATGUIMENE. c.ceiiiiiiiiie ettt ettt st page 8
VIIIL.  Claims APPendiX........ceevueerrreersineenieeeniee et page 51
IX. Evidence AppendiX........ccoccvevvieeriiieeniieiiiieeieee et page 59
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I. REAL PARTY IN INTEREST (37 C.F.R. § 41.37(c)(1)(i))

The real party in interest in this Appeal is:

Level 3 Communications, LLC.

IL. RELATED APPEALS AND INTERFERENCES (37 C.F.R. § 41.37(c)(1)(i1))

None.

I1I. STATUS OF CLAIMS

In view of the Final Office Action issued 28 January 2014, claims 1-4, 6-12, 15-20, 22-
33, and 35-40 are pending in the application. Claims 1-4, 6-12, 15-20, 22-33, and 35-40 stand
rejected and are the subject of this appeal. Claims 1, 11, 19, 22, 33, 38, and 40 are independent

claims.

IV.  STATUS OF AMENDMENTS
Appellants did not file an Amendment After Final Rejection. No amendments have been

filed since the Amendment filed 25 November 2013. All amendments have been entered.

V. SUMMARY OF CLAIMED SUBJECT MATTER (37 C.F.R. § 41.37(c)(1)(ii1))
The following provides a concise explanation of the subject matter defined in each of the
separately argued independent claims involved in the Appeal, referring to the specification by

paragraph number and to the drawings by reference characters, as noted by 37 C.F.R. §

41.37(c)(1)(v).

Each element of the independent claims is identified by a corresponding reference to the
specification and drawings where applicable. It should be noted that the citation to passages in
the specification and drawings for each claim element does not imply that the limitations from

the specification and drawings should be read into the corresponding claim element. Examples
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in the specification are not intended to limit the scope of the claims in any way. Moreover, the

claims do not stand or fall together.

Claim 1:

Claim 1 relates to a method, operable in a framework wherein resources of a content
provider may be delivered to clients from at least one content delivery network (CDN) formed of
a plurality of cache servers or from a subscriber server network associated with said content
provider, wherein the subscriber server network is distinct from said at least one CDN (see, e.g.,

FIG. 1 and paragraphs [0035]-[0048] of Appellant’s specification), the method comprising:

responsive to a client request to resolve a domain name, said domain name being
associated with a request for at least one resource of said content provider, selecting either said at
least one CDN or the subscriber server network, said selecting being based at least in part on one
or more policies set by the content provider and at least one other policy, wherein said one or
more policies set by the content provider relating, at least in part, to delivery of resources on

behalf of said content provider (see, e.g., FIG. 8a and paragraphs [0094]-[0095]); and

by hardware in combination with software, providing the client with information

associated with the selected network. (see, e.g., paragraph [00128])

Claim 11:

Claim 11 relates to a method, operable in a framework wherein resources of a content
provider may be delivered to users from at least two distinct domains, wherein a first domain
comprises a subscriber server network associated with the content provider and a second domain
comprises a content delivery network (CDN) distinct from the subscriber server network, (see,

e.g., FIG. 1 and paragraphs [0035]-[0048] of Appellant’s specification) the method comprising:

obtaining one or more content provider policies relating to delivery of said resources, at
least one of said policies relating to a relative load share for each of said at least two domains;

(see, e.g., FIG. 8a and paragraphs [0094]-[0095], [0097])
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receiving a request from a client's resolver to resolve a first domain name, said request
being associated with a client request for one of said resources of said content provider; (see,

e.g., FIG. 8a and paragraphs [0094]-[0095])

in response to said request, selecting, based at least in part on said one or more content
provider policies set by the content provider and at least one other policy, one of said at least two

domains; and (see, e.g., FIG. 8a and paragraphs [0094]-[0095])

by hardware in combination with software, providing the client with information

associated with the selected domain. (see, e.g., paragraph [00128])

Claim 19:

Claim 19 relates to a method, operable in a framework wherein resources of a content
provider may be delivered from at least two distinct domains, wherein a first domain comprises a
subscriber server network associated with the content provider and a second domain comprises a
content delivery network (CDN) distinct from the subscriber server network, (see, e.g., FIG. 1

and paragraphs [0035]-[0048] of Appellant’s specification) the method comprising:

distributing requests to resolve a domain name among said at least two distinct domains
based at least in part on one or more load share policies set by the content provider and at least
one other policy, said one or more load share policies relating to delivery of content on behalf of

said content provider; (see, e.g., FIG. 8a and paragraphs [0094]-[0095]) and

by hardware in combination with software, providing an interface for the content
provider to update said one or more load share policies set by the content provider. (see, e.g.,

paragraph [00128])

Claim 22:

Claim 22 relates to a method, operable in a framework consisting of at least one content
delivery network (CDN) comprising a plurality of content servers and capable of delivering

resources on behalf of at least one subscriber, wherein said subscriber is associated with a
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subscriber server network distinct from said at least one CDN, (see, e.g., FIG. 1 and paragraphs

[0035]-[0048] of Appellant’s specification) the method comprising:

in response to a request to resolve a domain name associated with a particular client
request for subscriber content of a particular subscriber of said at least one subscriber, selecting
either the at least one CDN or the subscriber server network to handle the particular client
request for subscriber content, said selecting being based, at least in part, on one or more
subscriber policies of said particular subscriber, said subscriber policies relating, at least in part,
to delivery of resources on behalf of said particular subscriber and at least one other policy; (see,

e.g., FIG. 8a and paragraphs [0094]-[0095]) and

by hardware in combination with software, causing said client to be directed to said

selected network. (see, e.g., paragraph [00128])

Claim 33:

Claim 33 relates to a method, operable in a framework wherein resources of a content
provider may be delivered to clients from at least one content delivery network (CDN) or
from a subscriber server network associated with said content provider and distinct from said
at least one CDN, (see, e.g., FIG. 1 and paragraphs [0035]-[0048] of Appellant’s specification)

the method comprising:

(A) responsive to a first request to resolve a particular domain name, selecting
either the at least one CDN or the subscriber server network, said selecting in (A) being
based at least in part on one or more policies set by the content provider and at least one
other policy, wherein, said one or more policies set by the content provider relate, at least in
part, to delivery of resources on behalf of said content provider; (see, e.g., FIG. 8a and

paragraphs [0094]-[0095]) and

(B) by hardware in combination with software, providing information associated

with the selected network. (see, e.g., paragraph [00128])
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Claim 38:

Claim 38 relates to a method, operable in a framework wherein resources of a content
provider may be delivered to users from at least two distinct domains, wherein a first domain
comprises a subscriber server network associated with the content provider and a second domain
comprises a content delivery network (CDN) distinct from the subscriber server network, (see,

e.g., FIG. 1 and paragraphs [0035]-[0048] of Appellant’s specification) the method comprising:

(A)  obtaining one or more content provider policies relating to delivery of said
resources on behalf of said content provider, at least one of said policies relating to a relative
load share for each of said at least two domains; (see, e.g., FIG. 8a and paragraphs [0094]-
[0095], [0097])

(B)  receiving a first request from a first resolver to resolve a particular domain name,
said particular domain name being associated with at least one of said resources of said content
provider, and said first request being associated with at least one resource of said content

provider; (see, e.g., FIG. 8a and paragraphs [0094]-[0095])

(C)  inresponse to said first request, selecting the first domain, said selecting being
based at least in part on said one or more content provider policies and at least one other policy;

(see, e.g., FIG. 8a and paragraphs [0094]-[0095])and

(D) by hardware in combination with software, providing the first resolver with

information associated with the selected first domain; (see, e.g., paragraph [00128])

(E)  receiving a second request from a second resolver to resolve said particular
domain name, said second request being associated with said at least one resource of said

content provider; (see, e.g., paragraph [0041])

(F) in response to said second request, selecting the second domain of said at least
two domains, said selecting being based at least in part on said one or more content provider

policies and said at least one other policy; (see, e.g., paragraph [0041])and

(G)  providing the second resolver with information associated with the second

domain. (see, e.g., paragraph [0041])
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Claim 40:

Claim 40 relates to a method, operable in a framework consisting of at least one content
delivery network (CDN) comprising a plurality of content servers and capable of delivering
resources on behalf of at least one subscriber, wherein the subscriber is associated with a
subscriber server network distinct from said at least one CDN, (see, e.g., FIG. 1 and

paragraphs [0035]-[0048] of Appellant’s specification) the method comprising:

in response to a request from a resolver to resolve a domain name associated with a
particular client request for subscriber content of a particular subscriber, in a domain name
server, selecting either the CDN or the subscriber server network to handle the particular
client request for subscriber content, said selecting being based, at least in part, on one or
more subscriber policies of said particular subscriber and at least one other policy, said one
or more subscriber policies relating, at least in part, to delivery of resources on behalf of said

particular subscriber; (see, e.g., FIG. 8a and paragraphs [0094]-[0095]) and

by hardware in combination with software, causing said client to be directed to said

selected network. (see, e.g., paragraph [00128])

VI.  GROUNDS OF REJECTION TO BE REVIEWED ON APPEAL
(1) Whether the Office erred in rejecting claims 1-4, 6-12, 15-20, 22-33, and 35-40

under 35 U.S.C. §102(e) as being anticipated by U.S. Patent 6,976,090 to Ben-Shaul et al.

VII. ARGUMENT (37 C.E.R. § 41.37(c)(1)(iv))
(1) Whether the Office erred in rejecting claims 1-4, 6-12, 15-20, 22-33, and 35-40
under 35 U.S.C. §102(e) as being anticipated by U.S. Patent 6,976,090 to Ben-Shaul et

al.

1180



To anticipate a claim under 35 U.S.C. § 102, a single reference must teach each and every
element of the claim. See M.P.E.P. § 2131 and Verdegaal Bros. v. Union Qil Co. of California,
814 F. 2d 628, 631 (Fed. Cir. 1987). Moreover, in order for a prior art reference to be

anticipatory under 35 U.S.C. §102 with respect to a claim, “[t]he elements must be arranged as
required by the claim.” See M.P.E.P. § 2131, citing In re Bond, 15 US.P.Q.2d 1566 (Fed. Cir.
1990). Furthermore, in order for a prior art reference to be anticipatory under 35 U.S.C. § 102
with respect to a claim, “[t]he identical invention must be shown in as complete detail as is
contained in the . . . claim.” See M.P.E.P. § 2131, citing Richardson v. Suzuki Motor Co.,

9 U.S.P.Q. 2d 1913 (Fed. Cir. 1989). A cited reference must also enable the claimed invention.

For example, in Forest Laboratories, Inc. v. Ivax Pharmaceuticals, Inc., 501 F.3d 1263 (Fed. Cir.

2007), the Federal Circuit held that a prior art reference must be enabling to support an
anticipation rejection.

Any core factual findings cannot be based on conclusory statements or an examiner’s
personal experiences -- the Office must point to concrete evidence in the record in support of any
factual findings when rejecting claims. See K/S HIMPPv. Hear-Wear Technologies, LLC,
F.3d__ (Fed. Cir. 2014) (quoting In re Zurko, 258 F.3d 1379, 1386 (Fed. Cir. 2001). Appellant

respectfully asserts that the rejection does not satisfy at least one of these requirements.

Independent Claim 1

The claim language dictates that the subscriber server network is distinct

from the at least one CDN

Claim 1 recites a method, “operable in a framework wherein resources of a content
provider may be delivered to clients from at least one content delivery network (CDN)
formed of a plurality of cache servers or from a subscriber server network associated with
the content provider, wherein the subscriber server network is distinct from the at least
one CDN.” Ben-Shaul does not disclose at least these elements — namely, Ben-Shaul does not

teach that the subscriber server network is distinct from the at least one CDN.

The Final Office Action at page 8 cites the text at column 5, lines 10-55 of Ben-Shaul as
purportedly teaching these elements. That portion of Ben-Shaul states that the techniques

disclosed can be seamlessly and gradually integrated into existing web infrastructure, and can be
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deployed globally or regionally, over the internet, over secured extranets and within corporate
intranets. Nothing in that portion of Ben-Shaul states that the subscriber server network is
distinct from the at least one CDN. Note that the cited portion of Ben-Shaul states that the
techniques can be integrated "into existing web infrastructure". This indicates that Ben-Shaul is
contemplating a single network and not a system where the subscriber server network is distinct
from the at least one CDN. Moreover, in the text at column 1, lines 41-47, Ben-Shaul states that
a CDD provider maintains a network of geographically dispersed caches. Again, note the single
network of Ben-Shaul. Ben-Shaul does not disclose that the subscriber server network is distinct
from the at least one content delivery network (CDN).

Moreover, because Ben-Shaul does not teach a subscriber server network distinct from a
content delivery network, Ben-Shaul does not teach that a selection between the two is
performed. Namely Ben-Shaul does not teach the claim language “selecting either said at least
one CDN or the subscriber server network.”

Thus, Ben-Shaul does not teach all of the claimed elements.

Federal Circuit case law dictates that the subscriber server network is

distinct from the at least one CDN

In view of Federal Circuit case law, the recitation of different claim elements indicates
that the subscriber server network is distinct from the at least one CDN. The Federal Circuit has

noted in Becton Dickinson v. Tyco Healthcare, 616 F.3d 1249, 1254 (Fed. Cir. 2010):

Where a claim lists elements separately, "the clear implication of the claim language" is that

those elements are "distinct component[s]" of the patented invention. Gaus v. Conair Corp., 363
F.3d 1284, 1288 (Fed.Cir.2004); Engel Indus., Inc. v. Lockformer Co., 96 F.3d 1398, 1404-05
(Fed.Cir.1996).

Claim 1 recites “responsive to a client request to resolve a domain name, said domain
name being associated with a request for at least one resource of said content provider, selecting

either said at least one CDN or the subscriber server network” (emphasis added). The “at

-10-
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least one CDN” and the “‘subscriber server network™ are recited as different elements. Therefore,
they should be treated as distinct elements.

Moreover, they are distinct networks — (1) at least one content delivery network; and (2)
a subscriber server network. Ben-Shaul does not teach such distinct networks.

The Office fails to treat the “at least one CDN” and the “subscriber server network™ as
distinct elements and has therefore failed to show how each and every element of the claim is

taught by the Ben-Shaul reference.

Ben-Shaul does not implement policy based DNS resolution

The Ben-Shaul reference fails to teach the claim element: “selecting being based at least in
part on one or more policies set by the content provider and at least one other policy,
wherein said one or more policies set by the content provider relating, at least in part, to

delivery of resources on behalf of said content provider.”

Ben-Shaul does not teach or in any way suggest policy-based name resolution, let alone any
type of dynamic policy-based name resolution implemented in a domain name server. Ben-Shaul ases
a modified markup language (CDML)}, embedded in the HTML of web pages, in order to allow his so-
called edge servers to make decisions about where and when content will be served, The DNS system
in Ben-Shaul perfoms conventional name resolution.

Ben-Shaul's CDML is in his web pages, and, as 1s well known, the DNS systern does not see
web pages. Counventional DNS is used as follows: Users’ browsers process HTML 1o order to render
the underlying objects. When a browser finds a URL in a web page, it first {ries to ascertain the
network address of the object referved to by the URL. The address in a URL may be in the form of 2
so-called " hostname,” (e.g., www.uspto.gov}. To do this, the browser uses a resolver. The resolver
may already know a network (IP) address for that hostname (based, e.g., on a previous name
resolution). If the resolver does not already know the name, it sends the name —— not the HFTML and
not the CDMUE — to a DNS server to try to get an address,

Since Ben-Shaul's policies are written in COML which is embedded in the HTML, his
DNS servers do not and cannot implement any type of policy-based DNS resolution. By the
time Ben-Shauol's DBNS servers see a hostname (whose {P address is required), the policy decision has

already been made.

-11-
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Note that Ben-Shaui's "edge server policy” controls "which resources zones are directed to the

1 ~
i
/

edge servers.” Id. at col. 7, limes 21-23. However, the edge server policies do not countrol domain
name resciution, For example, Ben-Shaul's so-called "[clontent based differentiation . . .allows one to
specily different priority to ditferent content. This may affect the priority on the cache interms of
replacement scheme, the frequency of invahidation and mirroring policy.” Id. at col. 7, lines 28-36.
"Regional and group differentiation . . . allows one to differentiate delivery based on the location or
the organization membership of the edge server. Thus, the same resource may have different priorities
in different edge servers, pernitting optimized use of resources. Or, the same URL may be translated
to different physical resources, depending on the region or organization in which the reguest is made.
Or, a certain resource may be visible, in whole or in part, to only some organizations, but not to

~
i
/

others." Id. at col. 7, Hues 28-36, emphasis provided.

According to Ben-Shaul's so-calied "{tlemporal differentiation . . . [clontent may be
prioritized based on time to address different access patterns during the day, or during holidays and
other special days.” Id. at col. 7, lines 47-49. And, according to Ben-Shaul's so-called customer-based
differentiation, [tihe identity, preference, and group membership of the customer may impact the
definition of both the delivery and the content.” Id. at col. 7, lines 30-53.

Ben-Shaul's various differentiation policies are implemented in the origin servers {and, to

some extent, i the edge servers), not in the DNS. As Ben-Shaul clearly states:

“the policy control server is the origin web server wself”

Ben-Shaul at col. 11, lines 35-36, emphasis provided. See also,

“, .. the policy control server includes a plurality of web servers. The web servers can be the
origin web server, the edge server or a server located at a third party site.”

Ben-Shaul at col. 11, lines 61-64.

.. . the pohcy control server resides tn an ongin server that corresponds to the name in the
external domain name zone.”

Ben-Shaul at col. 17, lines 4-6.
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Ben-Shaul's policies are static and are determined at the time each web page is created. Ben-
Shaul provides "policy inforration”™ withen web pages by means of a special markup language -
CDML. "Each edge server implements the policy that is specified by the content provider and other
sources of control, Thus, the content provider may control the operation of s edge servers, although a
specific policy can delegate some or all the control to the edge servers, to a local policy derived at the
target site, or in other cases to a different (third party) source of control. The behavior and evolution of
edge servers, directed from the origin site, locally or from a third party location, is specified in a new
content delivery markap language (CDML)Y" Id at col. 6, lines 23-34. See also,

An important characteristic of differentiated content and application
delivery policy isits adaptability. Policies foragiven contentmaychange
dynamically, andcanbeimmediately applied. The differentiated content
and application delivery model provides anevolution path for future
functions. Since CDML canbe extended, the edge serverincludesthe
functionality of afull fledged webserver and the content platform is
controlled by the content provider remotely. CDML extensions toprovide
new or modified tunctions as well asthe software updates which are
required to provide these new functions are automatically downloaded by
the edge server from the origin site or any other site equipped with that
capabilities.

Ben-Shaul atcol. 11 lines 1-14.

Again, policy decisions are not being made by the DNS servers of Ben-Shaul
Ben-Shaul describes his DNS servers and their operation in great detail at col. 30, line 23 to
col. 59, line 11. Nowhere does Ben-Shaul teach or in any way suggest that the DNS servers implement

policy-based name resolution.

In the Background section, Ben-Shaul describes then-prior systems of operating content
delivery networks (CDNs), Ben-Shaul, col.l, lines 23 et seq. In particular, Ben-Shaul describes the
conventional use of domain name system {DNS) servers. Referring to the prior art, Ben-Shaul notes
the reliance on DNS to select a server.

..the model |, relies onaconstellatign of DNS servers: the client
regional DNS server22, theroot NS server 24, the authoritative DNS
server 26, andthe DNS mapping server 28, The latteris enhanced
DNS systernthatisresponsible toreturnan IP address ofthe serverofthe
CODprovider 12, which islocated in the proximity of theclientforeach
DNS resciution requestin the zone www.odd.com, originating from a
regional DNS server.
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Ben-Shawd ateol 2, Hoes 4-12.

Ben-Shaul describes using a requesting user's location for name resolution. In this, Ben-Shaul
is using DNS {e.g., as used by Digital Island, see col. 1, line 48) to try to figure out where the user is
so that the user can be sent to the "nearest” edge server. What Ben-Shaul further describes 1s the use of
regional DNS systemss. The DNS system is hierarchical, and, as is well known, DNS name resolution
may take place recursively, using a nurnber of name servers, Using the user's location, Ben-Shaul
directs the user to a regional DNS server for the user's region. Hssentially what Ben-Shaul describes
is nothing more than a hterarchical DNS system, where higher level DNS servers forward requests to
focal DNS servers which are authoritative for particular zoues.

Ben-Shaul has modified conventional DNS "to allow local cache replacements,” which his
edge servers rely on in order to implement their redirection requests. Ben-Shaul, col, 50, lines 24-32.

As Ben-Shaul notes, with respect to his BNS name servers:

The inventive systern requires g change in the conventional DNS model. |
..the DNS system isrequired to supply different responsesteagiven
requestorquery, depending onthelocation of the query, and the siatus of
theedgeserverinthezone from which the request was made. This
capability is realized in the preferred embodiments by effecting achange
in the DNS system, suchthatlocaldynamic changescanbemade inthe
database on behalfofthe edge server. While there are current DNS servers
that differentiate among client queries, and issue different replies
accordingly, these systems are not distributed, have scalability problems and
require acomplex mechanism toexist. [nthe invention local DNS servers
are modified to allow dvramic cache replacement by edge servers.

Ben-Shaul, col. 50, lines 53-63, emphasis provided.

Two points should be immediately apparent:
1. In Ben-Shaul, any and all policy decisions are made at the edge servers, not in the DNS
servers. All that the DNS servers do is conventional name resolution using whatever name-to-address

information is in their caches. If the edge servers want to effect some sort of change (e.g., to serve
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from an origin server instead of an edge server), then the edge servers modify the appropriate DNS
server's cache.

2. The only "decision” that Ben-Shaul's DNS servers make depends "on the location of the
query, and the status of the edge server in the zone from which the request was made." Ben-Shaul, col.
50, lines 57-58, emphasis provided. These are not policy decisions. By the time Ben-Shaul's DNS
servers see a hostname (whose [P address is required), any policy decision regarding resolution of that
name has already been made by an edge server.

For at least these reasons, the claims are patentable over Ben-Shaul. Therefore, the Appellant
respectfully asserts that for the above reasons claim 1 is patentable over the 35 U.S.C. § 102 rejection

of record.

Independent Claim 11

The claim language dictates that the subscriber server network is distinct

from the at least one CDN

Claim 11 recites a method, “operable in a framework wherein resources of a
content provider may be delivered to users from at least two distinct domains, wherein
a first domain comprises a subscriber server network associated with the content
provider and a second domain comprises a content delivery network (CDN) distinct
from the subscriber server network.” Ben-Shaul does not disclose at least these elements —

namely, Ben-Shaul does not teach that the subscriber server network is distinct from the at least

one CDN.

The Final Office Action at page 8 cites the text at column 5, lines 10-55 of Ben-Shaul as
purportedly teaching these elements. That portion of Ben-Shaul states that the techniques
disclosed can be seamlessly and gradually integrated into existing web infrastructure, and can be
deployed globally or regionally, over the internet, over secured extranets and within corporate
intranets. Nothing in that portion of Ben-Shaul states that the subscriber server network is
distinct from the at least one CDN. Note that the cited portion of Ben-Shaul states that the
techniques can be integrated "into existing web infrastructure". This indicates that Ben-Shaul is
contemplating a single network and not a system where the subscriber server network is distinct

from the at least one CDN. Moreover, in the text at column 1, lines 41-47, Ben-Shaul states that
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a CDD provider maintains a network of geographically dispersed caches. Again, note the single
network of Ben-Shaul. Ben-Shaul does not disclose that the subscriber server network is distinct
from the at least one content delivery network (CDN).

Thus, Ben-Shaul does not teach all of the claimed elements.

Federal Circuit case law dictates that the subscriber server network is

distinct from the at least one CDN

In view of Federal Circuit case law, the recitation of different claim elements indicates
that the subscriber server network is distinct from the at least one CDN. The Federal Circuit has

noted in Becton Dickinson v. Tyco Healthcare, 616 F.3d 1249, 1254 (Fed. Cir. 2010):

Where a claim lists elements separately, "the clear implication of the claim language" is that
those elements are "distinct component[s]" of the patented invention. Gaus v. Conair Corp., 363
F.3d 1284, 1288 (Fed.Cir.2004); Engel Indus., Inc. v. Lockformer Co., 96 F.3d 1398, 1404-05
(Fed.Cir.1996).

The “at least one CDN” and the “subscriber server network™ are recited as different elements.
Therefore, they should be treated as distinct elements.

Moreover, they are distinct networks — (1) at least one content delivery network; and (2)
a subscriber server network. Ben-Shaul does not teach such distinct networks.

The Office fails to treat the “at least one CDN” and the “subscriber server network™ as
distinct elements and has therefore failed to show how each and every element of the claim is

taught by the Ben-Shaul reference.

Ben-Shaul does not implement policy based DNS resolution

The Ben-Shaul reference fails to teach the claim elements:

“receiving a request from a client's resolver to resolve a first domain name, said
request being associated with a client request for one of said resources of said content

provider;” and
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“in response to said request, selecting, based at least in part on said one or more
content provider policies set by the content provider and at least one other policy, one

of said at least two domains.”

Ben-Shaul does not teach or in any way suggest policy-based name resolution, let alone any
type of dynamic policy-based name resolution mplemented 1o a domain name server. Ben-Shaul uses
a modified markup language (CDML}, embedded in the HTML of web pages, in order to allow his so-
called edge servers to make decisions about where and when content will be served. The DNS system
in Ben-Shaul perfoms conventional name resolation.

Ben-Shaul's CDML is in his web pages, and, as 1s well known, the DNS system does not see
web pages. Conventional DNS is used as follows: Users’ browsers process HTML in order to render
the underlying objects. When a browser finds a URL in 3 web page, it first tries to ascertain the
network address of the object yeferred to by the URL. The addvess ina URL may be in the formof a
so-called " hostname,” (e.g., www.uspto.gov). To do this, the browser uses a resolver. The resolver
may already know a network (IP) address for that hostname (based, ¢.g., on a previous name
resolution). If the resolver does not already know the name, it sends the name - not the HTML and
not the CDME — to a DNS server to try to get an address.

Since Ben-Shaul's policies are written in CDML which is embedded in the HTML, his
DNS servers do not and cannot implement any tyvpe of policy-based DNS resolution. By the
time Ben-Shaul's DNS servers see a hostname {whose 1P address is required), the policy decision has
already been made.

Note that Ben-Shaol's "edge server policy” controls "which resources zones are divected to the
edge servers.” Id. at col. 7, fines 21-23. However, the edge server policies do not control domain
narme resolution. For example, Ben-Shaul’s so-called "[c]ontent based differentiation . . .allows one to
specify different priority to different content. This may affect the priority on the cache in terms of
replacerent scheme, the frequency of invalidation and mirroring policy.” Id. at col. 7, lines 28-36.
"Regional and group differentiation . . . allows one to differentiate delivery based on the location or
the organization membership of the edge server. Thus, the same resource may have ditferent priorities
in different edge servers, permitting optimized use of resources. O, the same URL may be translated

to different physical resources, depending on the region or organization in which the request is made.
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Or, a certain resource may be visible, in whole or in part, to only some organizations, but not to

~
i
/

others." Id. at col. 7, Hues 28-36, emphasis provided.

According to Ben-Shaul's so-calied "{tlemporal differentiation . . . [clontent may be
prionitized based on time to address different access patterns during the day, or during holidays and
other special days.” Id. at col. 7, lines 47-49. And, according to Ben-Shaul's so-called customer-based
differentiation, [tihe identity, preference, and group membership of the customer may impact the
definition of both the delivery and the content.” Id. at col. 7, lines 30-53.

Ben-Shaul's various differentiation policies are implemented in the origin servers {and, to

some extent, i the edge servers), not in the DNS. As Ben-Shaul clearly states:

“the policy control server is the origin web server wself”

Ben-Shaul at col. 11, lines 35-36, emphasis provided. See also,

“, .. the policy control server includes a plurality of web servers. The web servers can be the
origin web server, the edge server or a server located at a third party site.”

Ben-Shaul at col. 11, lines 61-64.

.. . the pohcy control server resides tn an ongin server that corresponds to the name in the
external domain name zone.”

Ben-Shaul at ¢col. 17, lines 4-6.

Ben-Shaul's policies are static and are determined at the time each web page is created. Ben-
Shaol provides "policy information” within web pages by means of a special markup language -
CDML. "Each edge server imaplements the policy that is specified by the content provider and other
sources of control. Thus, the content provider may control the operation of its edge servers, although a
specific policy can delegate some or all the control to the edge servers, to a local policy derived at the
target site, or 1o other cases to a different (third party) source of control. The behavior and evolation of
edge servers, directed from the origin site, locally or from a third party location, is specified in a new
content delivery markup language (CDML}" Id at col, 6, lines 23-34. See also,

An important characteristic of differentiated content and application
delivery policy isits adaptability. Policies foragiven contentmaychange
dynamically, andcanbeimmediately applied. The differentiated content
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and application delivery model provides anevolution path for future
functions. Since CDML canbe extended, the edge serverincludes the
functionality of atull fledged webserver and the content platform is
controlied by the content provider remotely. CDML extensions toprovide
new or modified functions as well as the software updates which are
required to provide these new functions are automatically downloaded by
the edge server from the origin site or any other site equipped with that
capabilities.

Ben-Shauiatcol. 11, lines 1-14.

Again, policy decisions are not being made by the DNS servers of Ben-Shaul.
Ben-Shaul describes his DNS servers and their operation in great detail at col. 58, line 23 to
col. 39, line 11, Nowhere does Ben-Shaul teach or in any way suggest that the DNS servers implement

pohicy-based name resohution.

in the Background section, Ben-Shaul describes then-prior systems of operating content
delivery networks (CDNs). Ben-Shaul, cold, lines 23 et seq. In particular, Ben-Shaul describes the
conventional use of domain name system (DNS) servers. Referning to the prior art, Ben-Shaul notes
the reliance on DNS to select a server.

.theroodel | vehies onaconstellatign of DN servers; the clisut
regional DINS serverZ22, theroot DNS server24, the authoritative DNJS
server26, andthe DNS mapping server 28, The latteris enhanced
DNS systemthatisrespounsible toretorn andP addressofthe serverofthe
COD provider 12, whichisiocated in the proximity ofthechientforeach
DNSresolutionrequestinthe zone www.cdd.com, originating from a
regronal DNS server,

Ren-Shaui ateol, 2, lines 4-12.

Ben-Shaul describes using a requesting user's location for name resolution. In this, Ben-Shanl
is using DNS (e.g., as used by Dhgital Island, see col. 1, hine 40) to try to figure out where the user is
so that the user can be sent to the "nearest” edge server. What Ben-Shaul further describes is the use of
regional DNS systems. The DNS system is hierarchical, and, as s well known, DNS narse resolution
may take place recursively, using a number of name servers, Using the user’s location, Ben-Shaul

directs the user to a regional DNS server for the user's region, Essentially what Ben-Shaul describes
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is nothing more than a hterarchical DNS system, where higher level DNS servers forward requests to
focal DNS servers which are authoritative for particular zoues.

Ben-Shaul has modified conventional DNS "to allow local cache replacements,” which his
edge servers rely on in order to implement thetr redivection requests, Ben-Shaul, col. 50, lines 24-32.

As Ben-Shaul notes, with respect to his BNS name servers:

The inventive systern requires g change in the conventional DNS model. |
..the DNS system isrequired to supply different responsesteagiven
vequestorquery, depeadiag ontheloconion of the query, and the siatis of
theedgeserverinthe zone from which the reqiest was made. This
capability is realized in the preferred embodiments by effecting achange
in the DNS system, suchthatlocaldynamic changescanbemade inthe
database on behalfofthe edge server. While there are current DNS servers
that differentiate among client queries, and issue different replies
accordingly, these systems are not distributed, have scalability problems and
require acomplex mechanism toexist. [nthe invention local DNS servers
are modified to allow dvramic cache replacement by edge servers.

Ben-Shaul, col. 50, lines 53-63, emphasis provided.

Two points should be immediately apparent:

1. In Ben-Shaul, any and all policy decisions are made at the edge servers, not in the DNS
servers. All that the DNS servers do is conventional name resolution using whatever name-to-address
information is in their caches. If the edge servers want to effect some sort of change (e.g., to serve
from an origin server instead of an edge server), then the edge servers modify the appropriate DNS
server's cache.

2. The only "decision” that Ben-Shaul's DNS servers make depends "on the location of the
query, and the status of the edge server in the zone from which the request was made." Ben-Shaul, col.
50, lines 57-58, emphasis provided. These are not policy decisions. By the time Ben-Shaul's DNS
servers see a hostname (whose IP address is required), any policy decision regarding resolution of that
name has already been made by an edge server.

For at least these reasons, the claims are patentable over Ben-Shaul. Therefore, the Appellant
respectfully asserts that for the above reasons claim 11 is patentable over the 35 U.S.C. § 102 rejection

of record.
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Independent Claim 19

The claim language dictates that the subscriber server network is distinct

from the at least one CDN

Claim 19 recites a method, “operable in a framework wherein resources of a content
provider may be delivered from at least two distinct domains, wherein a first domain
comprises a subscriber server network associated with the content provider and a second
domain comprises a content delivery network (CDN) distinct from the subscriber server
network.” Ben-Shaul does not disclose at least these elements — namely, Ben-Shaul does not

teach that the subscriber server network is distinct from the at least one CDN.

The Final Office Action at page 8 cites the text at column 5, lines 10-55 of Ben-Shaul as
purportedly teaching these elements. That portion of Ben-Shaul states that the techniques
disclosed can be seamlessly and gradually integrated into existing web infrastructure, and can be
deployed globally or regionally, over the internet, over secured extranets and within corporate
intranets. Nothing in that portion of Ben-Shaul states that the subscriber server network is
distinct from the at least one CDN. Note that the cited portion of Ben-Shaul states that the
techniques can be integrated "into existing web infrastructure". This indicates that Ben-Shaul is
contemplating a single network and not a system where the subscriber server network is distinct
from the at least one CDN. Moreover, in the text at column 1, lines 41-47, Ben-Shaul states that
a CDD provider maintains a network of geographically dispersed caches. Again, note the single
network of Ben-Shaul. Ben-Shaul does not disclose that the subscriber server network is distinct
from the at least one content delivery network (CDN).

Thus, Ben-Shaul does not teach all of the claimed elements.

Federal Circuit case law dictates that the subscriber server network is

distinct from the at least one CDN

In view of Federal Circuit case law, the recitation of different claim elements indicates
that the subscriber server network is distinct from the at least one CDN. The Federal Circuit has

noted in Becton Dickinson v. Tyco Healthcare, 616 F.3d 1249, 1254 (Fed. Cir. 2010):
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Where a claim lists elements separately, "the clear implication of the claim language" is that
those elements are "distinct component[s]" of the patented invention. Gaus v. Conair Corp., 363
F.3d 1284, 1288 (Fed.Cir.2004); Engel Indus., Inc. v. Lockformer Co., 96 F.3d 1398, 1404-05
(Fed.Cir.1996).

The “at least one CDN” and the “subscriber server network™ are recited as different elements.
Therefore, they should be treated as distinct elements.

Moreover, they are distinct networks — (1) at least one content delivery network; and (2)
a subscriber server network. Ben-Shaul does not teach such distinct networks.

The Office fails to treat the “at least one CDN” and the “subscriber server network™ as
distinct elements and has therefore failed to show how each and every element of the claim is

taught by the Ben-Shaul reference.

Ben-shaul does not implement policy based DNS resolution

The Ben-Shaul reference fails to teach the claim element: “distributing requests to resolve
a domain name among said at least two distinct domains based at least in part on one or
more load share policies set by the content provider and at least one other policy, said one
or more load share policies relating to delivery of content on behalf of said content
provider.”

Ben-Shaul does not teach or in any way suggest policy-based name resolution, let alone any
type of dynamic policy-based name resolution implemented in a domain name server. Ben-Shaol oses
a modified markup language (CDML)}, embedded in the HTML of web pages, in order to allow his so-
called edge servers to make decisions about where and when content will be served, The DNS system
in Ben-Shaul perfoms conventional name resolution.

Ben-Shaul's CDML is in his web pages, and, as is well known, the DNS systera does not see
web pages. Counventional DNS is used as follows: Users’ browsers process HTML 1o order to render
the underlying objects. When a browser finds a URL in a web page, it first {ries to ascertain the
network address of the object referred to by the URL. The address 1o a URL may be in the form of a
so-called " hostname,” {e.g., www.uspto.gov}. To do this, the browser uses a resolver. The resolver

may already know a network (IP) address for that hostname (based, e.g., on a previous name
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resolution). If the resolver does not already know the name, it sends the name - not the HTML and
not the CDME — to a DNS server to try to get an address.

Since Ben-Shaul's policies are written in CDML which is embedded in the HTML, his
DNS servers do unot and cannot umplement any type of policy-based DNS resolution, By the
time Ben-Shaul's DNS servers see a hostname {whose 1P address is required), the policy decision has
already been made.

Note that Ben-Shaal's "edge server policy” controls "which resources zones are divected to the
edge servers,” Id. at col. 7, fines 21-23. However, the edge server policies do not control domain
narme resolution. For example, Ben-Shaul’s so-called "[c]ontent based differentiation . . .allows one to
specify different priority to different content. This may affect the priority on the cache in terms of
"Regional and group differentiation . . . allows one to differentiate delivery based on the location or
the organization membership of the edge server. Thus, the same resource may have ditferent priorities
in different edge servers, permitting optimized use of resources. O, the same URL may be translated
to different physical resources, depending on the region or organization in which the request is made,
Or, a certain resource may be visible, in whole or in part, to only some organizations, but not to

7
/

others.” Id. at col. 7, lines 28-36, emphasis provided.
According to Ben-Shaul's so-called "[tieraporal differentiation . . . [cjontent may be
prioritized based on time to address different access patterns during the day, or during holidays and

~
B
i

other special days." Id. at col. 7, lines 47-49. And, according to Ben-Shaul's so-calied customer-based
differentiation, {tthe identity, preference, and group membership of the castomer may impact the
definition of both the delivery and the content.” Id. at col. 7, lines 50-53.

Ben-Shaul's various differentiation policies are implemented in the origin servers {and, to

some extent, in the edge servers), not in the DNS. As Ben-Shaul clearly states:

“the policy control server is the origin web server itself.”

Ben-Shaul at col. 11, Himes 35-36, emphasis provided. See also,

“. . . the policy control server includes a plurality of web servers. The web servers can be the
origin web server, the edge server or a server located at a third party site.”

Ben-Shaul at col, 11, Unes 61-64.
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.. . the policy control server resides in an origin server that corresponds to the name n the
external domain name zone.”

Ben-Shaul at col. 17, lines 4-6,

Ben-Shaul's policies are static and are determined at the time each web page is created. Ben-
Shaul provides "policy information”™ within web pages by means of a special markup language -
CDML. "Each edge server implements the policy that is specified by the content provider and other
sources of control, Thus, the content provider may control the operation of s edge servers, although a
specific policy can delegate some or all the control to the edge servers, to a local policy derived at the
target site, or in other cases to a different (third party) source of control. The behavior and evolution of
edge servers, directed from the onigin site, locally or from a third party location, is specified in a new
content delivery markap language (CDML)Y" Id at col. 6, lines 23-34. See also,

An important characteristic of differentiated content and application
delivery policy isits adaptability. Policies foragiven contentmaychange
dynamically, andcanbeimmediately applied. The differentiated content
and application delivery model provides anevolution path for future
functions. Since CDML canbe extended, the edge serverinciudesthe
functionality of afull tledged webserver and the content platform is
controlied by the content provider remotely. CDML extensions toprovide
new or modified tunctions as well asthe software updates which are
required to provide these new functions are automatically downloaded by
the edge server from the origin site or any other site equipped with that
capabilities.

Ben-Shauiatcol. 11 Hnes 1-14,

Agatn, policy decisions are not being made by the DNS servers of Ben-Shaul.
Ben-Shaul describes his DNS servers and their operation in great detail at col. 30, line 23 to
col. 59, line 11, Nowhere does Ben-Shaul teach or in any way suggest that the DNS servers implement

policy-based name resolution.

In the Background section, Ben-Shaui describes then-prior systems of operating content
delivery networks (CDNs). Ben-Shaul, col.l | lines 23 et seq. lo particular, Ben-Shaul describes the
conventional use of domain name system {DNS) servers. Referring to the prior art, Ben-Shaul notes

the reliance on DNS to select a server,
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...the model .. relies opaconstellatign of NS servers: the client
regional DNS server22, theroot DNS server 24, the authoritative DNS
server 26, andthe DNS mapping server 28, The latteris enhanced
DNS system thatisresponsible toreturnan IP address of the serverofthe
CODprovider 12, which islocated in the proximiity of the chientforeach
DNS resolution requestinthe zone www.cdd.com, originating froma
regional DNS server,

Ber-Shaul atcol. 2, lines 4-12.

Ben-Shaul describes using a requesting user's location for name resolation, In this, Ben-Shaul
is using DNS {e.g., as used by Digital Island, see col. 1, line 40} to try to figure out where the user is
s0 that the user can be sent to the "nearest” edge server. What Ben-Shaul further describes s the use of
regional DNS systemss. The DNS system is hierarchical, and, as is well known, DNS name resolution
may take place recursively, using a nurnber of name servers, Using the user's location, Ben-Shaul
divects the user to a regional DNS server for the user's region. Essentially what Ben-Shaul deseribes
is nothing more than a hierarchical DNS system, where higher level DNS servers forward requests to
focal DNS servers which are authoritative for particular zoues.

Ben-Shaul has modified conventional DNS "to allow local cache replacements,” which his
edge servers rely on in order to implement their redivection requests, Ben-Shaul, col. 50, lines 24-32

As Ben-Shaul notes, with respect to his DNS name servers:

The inventive systern requires g change in the conventional DNS model. |
..the DNS system isrequired to supply different responsesteagiven
vequestorquery, depeadiag ontheloconion of the query, and the siatis of
theedgeserverinthe zone from which the reqiest was made. This
capability is realized in the preferred embodiments by effecting achange
i the DNS system, suchthatlocaldynamic changescanbemade inthe
database on behalfofthe edge server. While there are current DNS servers
that differentiate among client queries, and issue different replies
accordingly, these systems are not distributed, have scalability problems and
require acomplex mechanism toexist. Inthe invention local DNS servers
aremoditied toallow dynamic cache replacement by edge servers.

Ben-Shaul, col. 50, lines 53-63, emphasis provided.

Two points should be immediately apparent:
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I.  In Ben-Shaul, any and all policy decisions are made at the edge servers, not in the DN§S
servers. All that the DNS servers do is conventional name resolution using whatever naroe-to-address
information is in their caches. If the edge servers want to effect some sort of change (e.g., to serve
from an origin server instead of an edge server), then the edge servers modity the appropriate DNS
server's cache.

2. The only "decision” that Ben-Shaul's DNS servers make depends "on the location of the
query, and the status of the edge server in the zone from which the request was made." Ben-Shaul, col.
50, lines 57-58, emphasis provided. These are not policy decisions. By the time Ben-Shaul's DNS
servers see a hostname (whose IP address is required), any policy decision regarding resolution of that
name has already been made by an edge server.

For at least these reasons, the claims are patentable over Ben-Shaul. Therefore, the Appellant
respectfully asserts that for the above reasons claim 19 is patentable over the 35 U.S.C. § 102 rejection
of record.

Independent Claim 22

The claim language dictates that the subscriber server network is distinct

from the at least one CDN

Claim 22 recites a method, “operable in a framework consisting of at least one
content delivery network (CDN) comprising a plurality of content servers and capable of
delivering resources on behalf of at least one subscriber, wherein said subscriber is
associated with a subscriber server network distinct from said at least one CDN.” Ben-
Shaul does not disclose at least these elements — namely, Ben-Shaul does not teach that the

subscriber server network is distinct from the at least one CDN.

The Final Office Action at page 8 cites the text at column 5, lines 10-55 of Ben-Shaul as
purportedly teaching these elements. That portion of Ben-Shaul states that the techniques
disclosed can be seamlessly and gradually integrated into existing web infrastructure, and can be
deployed globally or regionally, over the internet, over secured extranets and within corporate
intranets. Nothing in that portion of Ben-Shaul states that the subscriber server network is
distinct from the at least one CDN. Note that the cited portion of Ben-Shaul states that the
techniques can be integrated "into existing web infrastructure". This indicates that Ben-Shaul is

contemplating a single network and not a system where the subscriber server network is distinct
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from the at least one CDN. Moreover, in the text at column 1, lines 41-47, Ben-Shaul states that
a CDD provider maintains a network of geographically dispersed caches. Again, note the single
network of Ben-Shaul. Ben-Shaul does not disclose that the subscriber server network is distinct
from the at least one content delivery network (CDN).

Moreover, because Ben-Shaul does not teach a subscriber server network distinct from a
content delivery network, Ben-Shaul does not teach that a selection between the two is
performed. Namely Ben-Shaul does not teach the claim language “selecting either said at least
one CDN or the subscriber server network.”

Thus, Ben-Shaul does not teach all of the claimed elements.

Federal Circuit case law dictates that the subscriber server network is

distinct from the at least one CDN

In view of Federal Circuit case law, the recitation of different claim elements indicates
that the subscriber server network is distinct from the at least one CDN. The Federal Circuit has

noted in Becton Dickinson v. Tyco Healthcare, 616 F.3d 1249, 1254 (Fed. Cir. 2010):

Where a claim lists elements separately, "the clear implication of the claim language" is that
those elements are "distinct component[s]" of the patented invention. Gaus v. Conair Corp., 363
F.3d 1284, 1288 (Fed.Cir.2004); Engel Indus., Inc. v. Lockformer Co., 96 F.3d 1398, 1404-05
(Fed.Cir.1996).

Claim 22 recites “in response to a request to resolve a domain name associated with a
particular client request for subscriber content of a particular subscriber of said at least one
subscriber, selecting either the at least one CDN or the subscriber server network to handle
the particular client request for subscriber content” (emphasis added). The “at least one CDN”
and the “subscriber server network™ are recited as different elements. Therefore, they should be
treated as distinct elements.

Moreover, they are distinct networks — (1) at least one content delivery network; and (2)

a subscriber server network. Ben-Shaul does not teach such distinct networks.
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The Office fails to treat the “at least one CDN” and the “subscriber server network™ as
distinct elements and has therefore failed to show how each and every element of the claim is

taught by the Ben-Shaul reference.

Ben-Shaul does not implement policy based DNS resolution

The Ben-Shaul reference fails to teach the claim element: “selecting being based, at least
in part, on one or more subscriber policies of said particular subscriber, said subscriber
policies relating, at least in part, to delivery of resources on behalf of said particular

subscriber and at least one other policy.”

Ben-Shaul does not teach or 1o any way suggest policy-based naroe resolation, let alone any
type of dynamic policy-based name resolution implemented in a domain name server. Ben-Shaul uses
a modified markop language (CDML), embedded in the HTML of web pages, in order to allow hus so-
called edge servers to make decisions about where and when content will be seyved. The DNS system
in Ben-Shaul perfors conventional narne resolution.

Ben-Shaul's CDML is in his web pages, and, as 1s well known, the DNS system does not see
web pages. Conventional DNS is used as follows: Users' browsers process HTML in order to render
the underlying objects. When a browser finds a URL in a web page, it first tries to ascertain the
network address of the object referred to by the URL. The address in a URL may be in the formof a
so-called " hostnare,” (e.g., www.aspto.gov). To do this, the browser uses a resolver. The resolver
may already know a network (IP) address for that hostname (based, e.g., on a previcus name
resolution). If the resolver does not already know the name, it sends the name — not the HFML and
not the CDML — to a DNS server to try to get an address.

Since Ben-Shauls policies are written in CDMLE which is embedded 1n the HTML, his
DNS servers do not and cannot implement any type of policy-based DNS resolution. By the
time Ben-Shaul's DNS servers see a hostname (whose 1P address is required), the policy decision has
already been made.

Note that Ben-Shaui's "edge server policy” controls "which resources zones are directed to the
edge servers.” Id. at col. 7, limes 21-23. However, the edge server policies do not control domain
name resolotion, For example, Ben-Shaul's so-called "[c]ontent based differentiation . . .allows one to

spectfy different priority to different content. This may affect the priority on the cache in terms of
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replacement scheme, the frequency of invalidation and mirroring policy." Id. at col. 7, lines 28-36.
"Regronal and group differentiation . . . allows one to differentiate delivery based on the location or
the organization membership of the edge server. Thus, the same resource may have different priorities
in different edge servers, permitting optimized use of resources. O, the same URL may be translated
to different physical resources, depending on the region or orgamzation in which the request is made.
Or, a certain resource may be visible, in whole or in part, to only some organizations, but not to

~
i
/

others." Id. at col. 7, lines 28-36, emphasis provided.

According to Ben-Shaul's so-calied "{tlemporal differentiation . . . [clontent may be
prioritized based on time to address different access patterns during the day, or during holidays and
other special days.” Id. at col. 7, lines 47-49. And, according to Ben-Shaul's so-called customer-based
differentiation, {tthe identity, preference, and group membership of the costomer roay umpact the
definition of both the delivery and the content.” Id. at col. 7, lines 53-33.

Ben-Shaul's various differentiation policies are implemented in the origin servers {and, to

some extent, in the edge servers), not in the DNS. As Ben-Shaul clearly states:

“the policy control server is the origin web server itseif.”

Ben-Shaul at col. 11, lines 35-36, emphasis provided. See also,

“. .. the policy control server includes a plurality of web servers. The web servers can be the
origin web server, the edge server or a server located at a third party site.”

Ben-Shaul at col. 11, lines 61-64.

“. . . the policy control server resides in an origin server that corresponds to the name in the
external domain name zone.”

Ben-Shaul at ¢col. 17, lines 4-6.

Ben-Shaul's policies are static and are determined at the time each web page is created. Ben-
Shaul provides "policy information” within web pages by means of a special markup language -
CDML. "Each edge server imaplements the policy that is specified by the content provider and other
sources of control. Thus, the content provider may control the operation of its edge servers, although a

spectfic policy can delegate some or all the control to the edge servers, to a local policy derived at the
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target site, or in other cases to a different (third party) source of control. The behavior and evolution of
edge servers, divected from the origin site, locally or from a third party location, 1s specified in a new
content delivery markup language (CDML}" Id at col. &, lines 23-34. See also,

An important characteristic of differentiated content and application
delivery policy isits adaptability. Policies foragiven contentmaychange
dynamically, andcanbeimmediately applied. The differentiated content
and application delivery model provides anevolution path for future
functions. Since CDML canbe extended, the edge serverincludesthe
functionality of afull fledged webserver and the content platform is
controlled by the content providerremotely. CDML extensionstoprovide
new or modified functions as well as the software updates which are
required to provide these new functions are automatically downloaded by
the edge server from the origin site or any other site equipped with that
capabilities.

Ben-Shaul atcol. 11 lines 1-14.

Again, policy decisions are not being made by the DNS servers of Ben-Shaul
Ben-Shaul describes his DNS servers and their operation in great detaid at col, 50, line 23 to
col. 59, line 11. Nowhere does Ben-Shaul teach or in any way suggest that the DNS servers implement

policy-based name resolution,

In the Background section, Ben-Shaul describes then-prior systems of operating content
delivery networks (CDNs}). Ben-Shaul, col.l, lines 23 et seq. In particular, Ben-Shaul describes the
conventional use of domatn name systern {DNS) servers. Referring to the prior art, Ben-Shaul notes
the reliance on DNS to select a server.

...the model || relies onaconstellatign of DNS servers: the client
regional DNSserver 22, theroot DNS server 24, the authoritative DNS
server26, andthe DNS mapping server28. The latteris enhanced
DNS systernthatisresponsible toreturnan IP address ofthe serverofthe
CODprovider 12, which islocated in the proxiruity of the client foreach
DNS resolution reqguestin the zone www.cdd.com, orniginating from a
regional DNS server.

Ben-Shaul atcol 2, Hnes4-12.

Ben-Shaul describes using a requesting user's location for name resolution. In this, Ben-Shaul

is using DNS (e.g., as used by Digital Island, see col. 1, line 40) to try to figure out where the user is
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so that the user can be sent to the "nearest” edge server. What Ben-Shaul further describes 18 the use of
regional DNS systeras. The DNS system s hierarchical, and, as is well known, DNS vame resolution
may take place recursively, using a number of name servers. Using the user's ocation, Ben-Shaul
directs the user to a regional DNS server for the user's region. Hssentially what Ben-Shaul describes
is nothing more than a lerarchical DNS system, where higher level DBNS servers forward requests to
focal DNS servers which are guthoritative for particular zones,

Ben-Shaul has modified conventional DNS "to allow Jocal cache replacements,” which his
edge servers rely on in order to implement their redirection requests. Ben-Shaul, col, 50, lines 24-32.

Ags Ben-Shaul notes, with respect to his DNS name servers:

The inventive systera requires achange in the conventional DNS model. |
.the NS system isvequired to supply different responsestoagiven
requestorquery, depending onthelocation of the query, and the siatus of
theedgeserverinthezone from which the request was made. This
capability is realized in the preferred embodiments by effecting achange
i the DNS system, suchthatlocaldynamic changescanbemade inthe
database on behalfof the edge server. While there are current DNS servers
that differentiate among client queries, and issue different replies
accordingly, these systems are not distributed, have scalability problems and
require acomplex mechanism toexist. Inthe invention local DNS servers
aremodified to allow dvramic cache replacement by edge servers.

Ben-Shaul, col. 50, lines 53-63, emphasis provided.

Two points should be immediately apparent:

I.  In Ben-Shaul, any and all policy decisions are made at the edge servers, not in the DNS
servers. All that the DNS servers do is conventional name resolution using whatever name-to-address
information is in their caches. If the edge servers want to effect some sort of change (e.g., to serve
from an origin server instead of an edge server), then the edge servers modity the appropriate DNS
server's cache.

2. The only "deciston” that Ben-Shaul's DNS servers make depends "on the location of the
query, and the status of the edge server in the zone from which the request was made." Ben-Shaul, col.
50, lines 57-58, emphasis provided. These are not policy decisions. By the time Ben-Shaul's DNS
servers see a hostname (whose [P address is required), any policy decision regarding resolution of that

name has already been made by an edge server.
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For at least these reasons, the claims are patentable over Ben-Shaul. Therefore, the Appellant
respectfully asserts that for the above reasons claim 22 s patentable over the 35 U.S.C. § 102 rejection

of record.

Independent Claim 33

The claim language dictates that the subscriber server network is distinct

from the at least one CDN

Claim 1 recites a method, “operable in a framework wherein resources of a content
provider may be delivered to clients from at least one content delivery network (CDN)
or from a subscriber server network associated with said content provider and distinct
from said at least one CDN.” Ben-Shaul does not disclose at least these elements — namely,

Ben-Shaul does not teach that the subscriber server network is distinct from the at least one

CDN.

The Final Office Action at page 8 cites the text at column 5, lines 10-55 of Ben-Shaul as
purportedly teaching these elements. That portion of Ben-Shaul states that the techniques
disclosed can be seamlessly and gradually integrated into existing web infrastructure, and can be
deployed globally or regionally, over the internet, over secured extranets and within corporate
intranets. Nothing in that portion of Ben-Shaul states that the subscriber server network is
distinct from the at least one CDN. Note that the cited portion of Ben-Shaul states that the
techniques can be integrated "into existing web infrastructure". This indicates that Ben-Shaul is
contemplating a single network and not a system where the subscriber server network is distinct
from the at least one CDN. Moreover, in the text at column 1, lines 41-47, Ben-Shaul states that
a CDD provider maintains a network of geographically dispersed caches. Again, note the single
network of Ben-Shaul. Ben-Shaul does not disclose that the subscriber server network is distinct
from the at least one content delivery network (CDN).

Moreover, because Ben-Shaul does not teach a subscriber server network distinct from a
content delivery network, Ben-Shaul does not teach that a selection between the two is
performed. Namely Ben-Shaul does not teach the claim language “selecting either the at least

one CDN or the subscriber server network.”
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Thus, Ben-Shaul does not teach all of the claimed elements.

Federal Circuit case law dictates that the subscriber server network is

distinct from the at least one CDN

In view of Federal Circuit case law, the recitation of different claim elements indicates
that the subscriber server network is distinct from the at least one CDN. The Federal Circuit has

noted in Becton Dickinson v. Tyco Healthcare, 616 F.3d 1249, 1254 (Fed. Cir. 2010):

Where a claim lists elements separately, "the clear implication of the claim language" is that
those elements are "distinct component[s]" of the patented invention. Gaus v. Conair Corp., 363
F.3d 1284, 1288 (Fed.Cir.2004); Engel Indus., Inc. v. Lockformer Co., 96 F.3d 1398, 1404-05
(Fed.Cir.1996).

Claim 33 recites “responsive to a first request to resolve a particular domain name,
selecting either the at least one CDN or the subscriber server network, said selecting in
(A) being based at least in part on one or more policies set by the content provider and at
least one other policy, wherein, said one or more policies set by the content provider relate,
at least in part, to delivery of resources on behalf of said content provider” (emphasis added).
The ““at least one CDN” and the “subscriber server network™ are recited as different elements.
Therefore, they should be treated as distinct elements.

Moreover, they are distinct networks — (1) at least one content delivery network; and (2)
a subscriber server network. Ben-Shaul does not teach such distinct networks.

The Office fails to treat the “at least one CDN” and the “subscriber server network™ as
distinct elements and has therefore failed to show how each and every element of the claim is

taught by the Ben-Shaul reference.

Ben-Shaul does not implement policy based DNS resolution

The Ben-Shaul reference fails to teach the claim element: “responsive to a first request to

resolve a particular domain name, selecting either the at least one CDN or the
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subscriber server network, said selecting in (A) being based at least in part on one or
more policies set by the content provider and at least one other policy, wherein, said
one or more policies set by the content provider relate, at least in part, to delivery of

resources on behalf of said content provider.”

Ben-Shaul does not teach or in any way suggest policy-based narue resolation, let alone any
type of dynamic policy-based name resolution implemented in a domain name server. Ben-Shaul uses
a modified markup language (CDML), embedded in the HTML of web pages, in order to allow hus so-
called edge servers to make decisions about where and when content will be served. The DNS system
i Ben-Shaul perforas conventional narse resolation.

Ben-Shaul's CDML is in his web pages, and, as 1s well known, the DNS system does not see
web pages. Conventional DNS 1s used as follows: Users' browsers process HTMLU in order to render
the underlving objects. When a browser finds a URL in a web page, it fivst tries to ascertain the
network address of the object referred to by the URL. The address in a URL may be in the formof g
so-called " hostnare,” (e.g., www.aspto.gov). To do this, the browser uses a resolver. The resolver
may already know a network (IF) address for that hostname (based, e.g., on a previous name
resohution). It the resolver does not already know the naroe, it sends the narne — not the HTML and
not the CDML - to a DNS server to try to get an address.

Since Ben-Shaul's polictes are written in CDML which is embedded 1o the HTML, his
DNS servers do not and cannot implement any type of policy-based DNS resolution. By the
time Ben-Shaul's DNS servers see a hostname (whose [P address 1s required), the policy decision has
already been made.

Note that Ben-Shani's "edge server policy” controls "which resources zones are directed to the

~
i
/

edge servers.” Id. at col. 7, limes 21-23. However, the edge server policies do not countrol domain
name resciution, For example, Ben-Shaul's so-called "[clontent based differentiation . . .allows one to
specily different priority to ditferent content. This may affect the priority on the cache interms of
replacement scheme, the frequency of invalidation and mirroring policy." Id. at col. 7, lines 28-36.
"Regional and group differentiation . . . allows one to differentiate delivery based on the location or
the organization membership of the edge server. Thus, the same resource may have different priorities
in different edge servers, pernitting optimized use of resources. Or, the same URL may be translated

to different physical resources, depending on the region or orgamzation in which the request is made.
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Or, a certain resource may be visible, in whole or in part, to only some organizations, but not to

~
i
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others." Id. at col. 7, Hues 28-36, emphasis provided.

According to Ben-Shaul's so-calied "{tlemporal differentiation . . . [clontent may be
prionitized based on time to address different access patterns during the day, or during holidays and
other special days.” Id. at col. 7, lines 47-49. And, according to Ben-Shaul's so-called customer-based
differentiation, [tihe identity, preference, and group membership of the customer may impact the
definition of both the delivery and the content.” Id. at col. 7, lines 30-53.

Ben-Shaul's various differentiation policies are implemented in the origin servers {and, to

some extent, i the edge servers), not in the DNS. As Ben-Shaul clearly states:

“the policy control server is the origin web server wself”

Ben-Shaul at col. 11, lines 35-36, emphasis provided. See also,

“, .. the policy control server includes a plurality of web servers. The web servers can be the
origin web server, the edge server or a server located at a third party site.”

Ben-Shaul at col. 11, lines 61-64.

.. . the pohcy control server resides tn an ongin server that corresponds to the name in the
external domain name zone.”

Ben-Shaul at ¢col. 17, lines 4-6.

Ben-Shaul's policies are static and are determined at the time each web page is created. Ben-
Shaol provides "policy information” within web pages by means of a special markup language -
CDML. "Each edge server imaplements the policy that is specified by the content provider and other
sources of control. Thus, the content provider may control the operation of its edge servers, although a
specific policy can delegate some or all the control to the edge servers, to a local policy derived at the
target site, or 1o other cases to a different (third party) source of control. The behavior and evolation of
edge servers, directed from the origin site, locally or from a third party location, is specified in a new
content delivery markup language (CDML}" Id at col, 6, lines 23-34. See also,

An important characteristic of differentiated content and application
delivery policy isits adaptability. Policies foragiven contentmaychange
dynamically, andcanbeimmediately applied. The differentiated content
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and application delivery model provides anevolution path for future
functions. Since CDML canbe extended, the edge serverincludes the
functionality of atull fledged webserver and the content platform is
controlied by the content provider remotely. CDML extensions toprovide
new or modified functions as well as the software updates which are
required to provide these new functions are automatically downloaded by
the edge server from the origin site or any other site equipped with that
capabilities.

Ben-Shauiatcol. 11, lines 1-14.

Again, policy decisions are not being made by the DNS servers of Ben-Shaul.
Ben-Shaul describes his DNS servers and their operation in great detail at col. 58, line 23 to
col. 39, line 11, Nowhere does Ben-Shaul teach or in any way suggest that the DNS servers implement

pohicy-based name resohution.

in the Background section, Ben-Shaul describes then-prior systems of operating content
delivery networks (CDNs). Ben-Shaul, cold, lines 23 et seq. In particular, Ben-Shaul describes the
conventional use of domain name system (DNS) servers. Referning to the prior art, Ben-Shaul notes
the reliance on DNS to select a server.

.theroodel | vehies onaconstellatign of DN servers; the clisut
regional DINS serverZ22, theroot DNS server24, the authoritative DNJS
server26, andthe DNS mapping server 28, The latteris enhanced
DNS systemthatisrespounsible toretorn andP addressofthe serverofthe
COD provider 12, whichisiocated in the proximity ofthechientforeach
DNSresolutionrequestinthe zone www.cdd.com, originating from a
regronal DNS server,

Ren-Shaui ateol, 2, lines 4-12.

Ben-Shaul describes using a requesting user's location for name resolution. In this, Ben-Shanl
is using DNS (e.g., as used by Dhgital Island, see col. 1, hine 40) to try to figure out where the user is
so that the user can be sent to the "nearest” edge server. What Ben-Shaul further describes is the use of
regional DNS systems. The DNS system is hierarchical, and, as s well known, DNS narse resolution
may take place recursively, using a number of name servers, Using the user’s location, Ben-Shaul

directs the user to a regional DNS server for the user's region, Essentially what Ben-Shaul describes
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is nothing more than a hterarchical DNS system, where higher level DNS servers forward requests to
focal DNS servers which are authoritative for particular zoues.

Ben-Shaul has modified conventional DNS "to allow local cache replacements,” which his
edge servers rely on in order to implement thetr redivection requests, Ben-Shaul, col. 50, lines 24-32.

As Ben-Shaul notes, with respect to his BNS name servers:

The inventive systern requires g change in the conventional DNS model. |
..the DNS system isrequired to supply different responsesteagiven
vequestorquery, depeadiag ontheloconion of the query, and the siatis of
theedgeserverinthe zone from which the reqiest was made. This
capability is realized in the preferred embodiments by effecting achange
in the DNS system, suchthatlocaldynamic changescanbemade inthe
database on behalfofthe edge server. While there are current DNS servers
that differentiate among client queries, and issue different replies
accordingly, these systems are not distributed, have scalability problems and
require acomplex mechanism toexist. [nthe invention local DNS servers
are modified to allow dvramic cache replacement by edge servers.

Ben-Shaul, col. 50, lines 53-63, emphasis provided.

Two points should be immediately apparent:

1. In Ben-Shaul, any and all policy decisions are made at the edge servers, not in the DNS
servers. All that the DNS servers do is conventional name resolution using whatever name-to-address
information is in their caches. If the edge servers want to effect some sort of change (e.g., to serve
from an origin server instead of an edge server), then the edge servers modify the appropriate DNS
server's cache.

2. The only "decision” that Ben-Shaul's DNS servers make depends "on the location of the
query, and the status of the edge server in the zone from which the request was made." Ben-Shaul, col.
50, lines 57-58, emphasis provided. These are not policy decisions. By the time Ben-Shaul's DNS
servers see a hostname (whose IP address is required), any policy decision regarding resolution of that
name has already been made by an edge server.

For at least these reasons, the claims are patentable over Ben-Shaul. Therefore, the Appellant
respectfully asserts that for the above reasons claim 33 is patentable over the 35 U.S.C. § 102 rejection

of record.
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Independent Claim 38

The claim language dictates that the subscriber server network is distinct

from the at least one CDN

Claim 1 recites a method, “operable in a framework wherein resources of a content
provider may be delivered to users from at least two distinct domains, wherein a first
domain comprises a subscriber server network associated with the content provider and a
second domain comprises a content delivery network (CDN) distinct from the subscriber
server network.” Ben-Shaul does not disclose at least these elements — namely, Ben-Shaul

does not teach that the subscriber server network is distinct from the at least one CDN.

The Final Office Action at page 8 cites the text at column 5, lines 10-55 of Ben-Shaul as
purportedly teaching these elements. That portion of Ben-Shaul states that the techniques
disclosed can be seamlessly and gradually integrated into existing web infrastructure, and can be
deployed globally or regionally, over the internet, over secured extranets and within corporate
intranets. Nothing in that portion of Ben-Shaul states that the subscriber server network is
distinct from the at least one CDN. Note that the cited portion of Ben-Shaul states that the
techniques can be integrated "into existing web infrastructure". This indicates that Ben-Shaul is
contemplating a single network and not a system where the subscriber server network is distinct
from the at least one CDN. Moreover, in the text at column 1, lines 41-47, Ben-Shaul states that
a CDD provider maintains a network of geographically dispersed caches. Again, note the single
network of Ben-Shaul. Ben-Shaul does not disclose that the subscriber server network is distinct
from the at least one content delivery network (CDN).

Thus, Ben-Shaul does not teach all of the claimed elements.

Federal Circuit case law dictates that the subscriber server network is

distinct from the at least one CDN

In view of Federal Circuit case law, the recitation of different claim elements indicates
that the subscriber server network is distinct from the at least one CDN. The Federal Circuit has

noted in Becton Dickinson v. Tyco Healthcare, 616 F.3d 1249, 1254 (Fed. Cir. 2010):
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Where a claim lists elements separately, "the clear implication of the claim language" is that
those elements are "distinct component[s]" of the patented invention. Gaus v. Conair Corp., 363
F.3d 1284, 1288 (Fed.Cir.2004); Engel Indus., Inc. v. Lockformer Co., 96 F.3d 1398, 1404-05
(Fed.Cir.1996).

The “at least one CDN” and the “subscriber server network™ are recited as different elements.
Therefore, they should be treated as distinct elements.

Moreover, they are distinct networks — (1) at least one content delivery network; and (2)
a subscriber server network. Ben-Shaul does not teach such distinct networks.

The Office fails to treat the “at least one CDN” and the “subscriber server network™ as
distinct elements and has therefore failed to show how each and every element of the claim is

taught by the Ben-Shaul reference.

Ben-shaul does not implement policy based DNS resolution

The Ben-Shaul reference fails to teach:

*(A) obtaining one or more content provider policies relating to delivery of said
resources on behalf of said content provider, at least one of said policies relating to a

relative load share for each of said at least two domains;

(B)  receiving a first request from a first resolver to resolve a particular domain
name, said particular domain name being associated with at least one of said resources of
said content provider, and said first request being associated with at least one resource of

said content provider;

(C)  inresponse to said first request, selecting the first domain, said selecting
being based at least in part on said one or more content provider policies and at least one

other policy.”

Ben-Shaul does not teach or 1o any way suggest policy-based naroe resolation, let alone any
type of dynamic policy-based name resolution implemented in a domain name server. Ben-Shaul uses

a modified markop language (CDML), embedded in the HTML of web pages, in order to allow hus so-
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called edge servers to make decisions about where and when content will be served. The DNS system
i Ben-Shaul perforas conventional narse resolation.

Ben-Shaul's CDML is in his web pages, and, as is well known, the DNS system does not see
web pages. Conventional DNS 15 used as follows: Users’ browsers process HTML in order o render
the underlving objects. When a browser finds a URL in a web page, it fivst tries to ascertain the
network address of the object referred to by the URL. The address in a URL may be in the formof
so-called " hostname,” (e.g., www.uspto.gov). To do this, the browser uses a resolver. The resolver
may already know a network (IP) address for that hostname (based, ¢.g., on a previous name
resohution). It the resolver does not already know the naroe, it sends the narne — not the HTML and
not the CDML - to a DNS server to try to get an address.

Since Ben-Shaul's polictes are written in CDML which is embedded 1o the HTML, his
DNS servers do not and cannot implement any type of policy-based DNS resolution. By the
time Ben-Shaul's DNS servers see a hostname (whose [P address 1s required), the policy decision has
already been made.

Note that Ben-Shani's "edge server policy” controls "which resources zones are directed to the

~
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edge servers.” Id. at col. 7, lines 21-23. However, the edge server policies do not control domaty
name resciution, For example, Ben-Shaul's so-called "[clontent based differentiation . . .allows one to
specily different priority to ditferent content. This may affect the priority on the cache interms of
replacement scheme, the frequency of invalidation and mirroring policy." Id. at col. 7, lines 28-36.
"Regronal and group differentiation . . . allows one to differentiate delivery based on the location or
the organization membership of the edge server. Thus, the same resource may have different priorities
in different edge servers, pernitting optimized use of resources. Or, the same URL may be translated
to different physical resources, depending on the region or orgamzation in which the request is made.
Or, a certain resource may be visible, in whole or in part, to only some organizations, but not to

~
B
i

others." Id. at col. 7, Hues 28-36, emphasis provided.

According to Ben-Shaul's so-calied "{tlemporal differentiation . . . [clontent may be
prioritized based on time to address different access patterns during the day, or during holidays and
other special days.” Id. at col. 7, lines 47-49. And, according to Ben-Shaul's so-called customer-based
differentiation, [tihe identity, preference, and group membership of the customer may impact the

definition of both the delivery and the content.” Id. at col. 7, lines 30-53.
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Ben-Shaul's various differentiation policies are implemented in the origin servers {and, to

some extent, in the edge servers), not in the DNS. As Ben-Shaul clearly states:

“the policy control server is the origin web server itself.”

Ben-Shaul at col. 11, Hines 35-36, emphasis provided. See also,

¥, . . the policy control server includes a plarality of web servers. The web servers can be the
origin web server, the edge server or a server located at a third party site.”

Ben-Shaut at col. 11, Hoes 61-64.

.. . the policy control server resides in an origin server that corresponds to the name n the
external domain name zone.”

Ben-Shaul at col. 17, lines 4-6,

Ben-Shaul's policies are static and are determined at the time each web page is created. Ben-
Shaul provides "policy information”™ within web pages by means of a special markup language -
CDML. "Each edge server implements the policy that is specified by the content provider and other
sources of control, Thus, the content provider may control the operation of s edge servers, although a
specific policy can delegate some or all the control to the edge servers, to a local policy derived at the
target site, or in other cases to a different (third party) source of control. The behavior and evolution of
edge servers, directed from the origin site, locally or from a third party location, is specified in a new
content delivery markap language (CDML)Y" Id at col. 6, lines 23-34. See also,

An important characteristic of differentiated content and application
delivery policy isits adaptability. Policies foragiven contentmaychange
dynamically, andcanbeimmediately applied. The differentiated content
and application delivery model provides anevolution path for future
functions. Since CDML canbe extended, the edge serverinciudesthe
functionality of afull tledged webserver and the content platform is
controlled by the content provider remotely. CDML extensions toprovide
new or modified tunctions as well asthe software updates which are
required to provide these new functions are automatically downloaded by
the edge server from the origin site or any other site equipped with that
capabilities.

Ben-Shauiatcol. 11 Hnes 1-14,
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Again, policy decisions are not being made by the DNS servers of Ben-Shaul.
Ben-Shaul describes his DNS servers and their operation in great detail at col. 50, line 23 to
col. 39, fine 11. Nowhere does Ben-Shaul teach or in any way suggest that the DNS servers implement

pohicy-based name resohution.

o the Background section, Ben-Shaol describes then-prior systers of operating content
delivery networks (CDNs). Ben-Shaul, cold, lines 23 et seq. In particular, Ben-Shaul describes the
conventional use of domain narne system (DNS) servers. Referring to the prior art, Ben-Shaul potes
the reliance on DNS to select a server.

...theraodel .. relies onaconsteliatign of DNS servers: the client
regional DNS server 22 theroot DNS server 24, the authoritative DN3
server26, andthe DNS mapping server 28, The latteris enhanced
DNS systemthatisresponsible toreturn andP address of the serverofthe
COD provider 12, whichislocatedin the proxamity oftheclientforeach
DNS resolutionrequestinthe zone www.cdd.com, originating froma
regional DNS server,

Ben-Shani ateol, 2, hnes 4-12.

Ben-Shaul describes using a requesting user’s {ocation for name resolution. {n this, Ben-Shaul
1s using DNS (e.g., as used by Dngital Island, see col. 1, hne 40) o try to figure out where the user s
s0 that the user can be sent to the "nearest” edge server. What Ben-Shaul further describes is the use of
regional DNS systems. The DNS system is hierarchical, and, as is well known, DNS name resolution
may take place recursively, using a number of name servers. Using the user’s location, Ben-Shaul
directs the user to g regional DNS server for the user's region, Hssentially what Ben-Shaul describes
1s nothing more than a hierarchical DNS systern, where higher level DNS servers forward requests to
local DNS servers which are authoritative for particular zones.

Ben-Shaul has roodified conventional DNS "o allow local cache replacements,” which his
edge servers rely on in order to implement their redirection requests. Ben-Shaul, col. 54, lines 24-32.

As Ben-Shaul notes, with respect to his DNS name servers:

The inventive system requires achange in the conventional DNS model. .
Lthe DNS syster isrequired to supply ditferent responsestoagiven
requestorquery, depending onthelocation of the guery, andthe status of
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theedge serverinthe zone from which the request was made. This
capability is realized in the preferred embodiments by effecting achange
inthe DNS system, suchthatlocaldynamic changescanbemadeinthe
database on behalfof the edge server. While there are current DNS servers
that differentiate among client queries, and issue different replies
accordingly, these systems are not distributed, bave scalability problems and
require acomplex mechanism toexist. Inthe invention local DNS servers
aremodified toallow dynamic cache replacement by edge servers.

Ben-Shauld, col. 50, lines 53-63, emphasis provided.

Two points should be immediately apparent:

1. In Ben-Shaul, any and all policy decisions are made at the edge servers, not in the DNS
servers. All that the DNS servers do is conventional name resolution using whatever name-to-address
information is in their caches. If the edge servers want to effect some sort of change (e.g., to serve
from an origin server instead of an edge server), then the edge servers modify the appropriate DNS
server's cache.

2. The only "decision” that Ben-Shaul's DNS servers make depends "on the location of the
query, and the status of the edge server in the zone from which the request was made." Ben-Shaul, col.
S0, lines 57-58, emphasis provided. These are not policy decisions. By the time Ben-Shaul's DNS
servers see a hostname (whose [P address is required), any policy decision regarding resolution of that
name has already been made by an edge server.

For at least these reasons, the claims are patentable over Ben-Shaul. Therefore, the Appellant
respectfully asserts that for the above reasons claim 38 is patentable over the 35 U.S.C. § 102 rejection

of record.

Independent Claim 40

The claim language dictates that the subscriber server network is distinct

from the at least one CDN

Claim 1 recites a method, “operable in a framework consisting of at least one
content delivery network (CDN) comprising a plurality of content servers and capable

of delivering resources on behalf of at least one subscriber, wherein the subscriber is

43-

1215



associated with a subscriber server network distinct from said at least one CDN.” Ben-
Shaul does not disclose at least these elements — namely, Ben-Shaul does not teach that the

subscriber server network is distinct from the at least one CDN.

The Final Office Action at page 8 cites the text at column 5, lines 10-55 of Ben-Shaul as
purportedly teaching these elements. That portion of Ben-Shaul states that the techniques
disclosed can be seamlessly and gradually integrated into existing web infrastructure, and can be
deployed globally or regionally, over the internet, over secured extranets and within corporate
intranets. Nothing in that portion of Ben-Shaul states that the subscriber server network is
distinct from the at least one CDN. Note that the cited portion of Ben-Shaul states that the
techniques can be integrated "into existing web infrastructure". This indicates that Ben-Shaul is
contemplating a single network and not a system where the subscriber server network is distinct
from the at least one CDN. Moreover, in the text at column 1, lines 41-47, Ben-Shaul states that
a CDD provider maintains a network of geographically dispersed caches. Again, note the single
network of Ben-Shaul. Ben-Shaul does not disclose that the subscriber server network is distinct
from the at least one content delivery network (CDN).

Moreover, because Ben-Shaul does not teach a subscriber server network distinct from a
content delivery network, Ben-Shaul does not teach that a selection between the two is
performed. Namely Ben-Shaul does not teach the claim language “in a domain name server,
selecting either the CDN or the subscriber server network to handle the particular
client request for subscriber content.”

Thus, Ben-Shaul does not teach all of the claimed elements.

Federal Circuit case law dictates that the subscriber server network is

distinct from the at least one CDN

In view of Federal Circuit case law, the recitation of different claim elements indicates
that the subscriber server network is distinct from the at least one CDN. The Federal Circuit has

noted in Becton Dickinson v. Tyco Healthcare, 616 F.3d 1249, 1254 (Fed. Cir. 2010):

Where a claim lists elements separately, "the clear implication of the claim language" is that

those elements are "distinct component[s]" of the patented invention. Gaus v. Conair Corp., 363
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F.3d 1284, 1288 (Fed.Cir.2004); Engel Indus., Inc. v. Lockformer Co., 96 F.3d 1398, 1404-05
(Fed.Cir.1996).

Claim 1 recites “in response to a request from a resolver to resolve a domain name
associated with a particular client request for subscriber content of a particular subscriber, in
a domain name server, selecting either the CDN or the subscriber server network to
handle the particular client request for subscriber content” (emphasis added). The “CDN” and
the “subscriber server network™ are recited as different elements. Therefore, they should be
treated as distinct elements.

Moreover, they are distinct networks — (1) a content delivery network; and (2) a
subscriber server network. Ben-Shaul does not teach such distinct networks.

The Office fails to treat the “at least one CDN” and the “subscriber server network™ as
distinct elements and has therefore failed to show how each and every element of the claim is

taught by the Ben-Shaul reference.

Ben-Shaul does not implement policy based DNS resolution

The Ben-Shaul reference fails to teach the claim element: “in response to a request from
a resolver to resolve a domain name associated with a particular client request for
subscriber content of a particular subscriber, in a domain name server, selecting either
the CDN or the subscriber server network to handle the particular client request for
subscriber content, said selecting being based, at least in part, on one or more
subscriber policies of said particular subscriber and at least one other policy, said one
or more subscriber policies relating, at least in part, to delivery of resources on behalf

of said particular subscriber.”

Ben-Shaul does not teach or in any way suggest policy-based name resolution, let alone any
type of dynamic policy-based name resolution implemented in a domain name server. Ben-Shaol oses
a modified markup language (CDML)}, embedded in the HTML of web pages, in order to allow his so-
called edge servers to make decisions about where and when content will be served, The DNS system

in Ben-Shaul perfoms conventional name resolution.
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Ben-Shaul's CDML is in his web pages, and, as is well known, the DNS system does not see
web pages. Conventtonal DNS is used as follows: Users’ browsers process HTML 1o order to render
the underlying objects. When a browser finds a URL in a web page, it first tries to ascertain the
network address of the object referred to by the URL. The address 1o a URL may be in the form of a
so-called " hostname,” {e.g., www.uspto.gov}). To do this, the browser uses a resolver. The resolver
may already know a network (IP} address for that hostname (based, ¢.g., o1 a previous name
resolation). I the resolver does pot already kuow the name, it sends the name — not the HTMUL and
not the CDMLE —— to a DNS server to try to get an address,

Since Ben-Shauls policies are written in CDML which 18 embedded in the HTML, his
DNS servers do not and cannot implement any type of policy-based DNS resolution. By the
tirne Ben-Shaul's DNS servers see a hostname (whose [P address is required), the pohicy deciston has
already been made.

Note that Ben-Shaul's "edge server policy” controls "which resources zones are directed to the
edge servers.” Id. at col. 7, lines 21-23. However, the edge server policies do not control domain
name resolution. For example, Ben-Shaul's so-called "[clontent based differentiation . . .allows one to
specify different prionity to different content. This may affect the priority on the cache in terms of
replacement scheme, the frequency of invalidation and mirroring policy.” Id. at col. 7, lines 28-36.
"Regional and group differentiation . . . allows one to differentiate delivery based oun the location or
the organization membership of the edge server. Thus, the same resource may have different priorities
i different edge servers, permitting opumized use of resources. Or, the same URL may be translated
to different physical resources, depending on the vegion or organization 1n which the request is made.
Or, a certain resource may be visible, in whole or 1n part, to only some organizations, but not to
others.” Id. at col. 7, lines 28-30, emphasis provided.

According to Ben-Shaul's so-called "ftlemporal differentiation . . . [clontent may be
prioritized based on time to address different access patterns during the day, or during hohdays and
other special days.” Id. at col. 7, lines 47-49. And, according to Ben-Shaul's so-calied customer-based
differentiation, {t}he dentity, preference, and group membership of the customer may iapact the
definition of both the delivery and the content.” Id. at col. 7, lines 50-33.

Ben-Shaul's various differentiation policies are implernented in the origin servers {and, to

some extent, in the edge servers), not in the DNS. As Ben-Shaut clearly states:
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“the policy control server is the origin web server itseif.”

Ben-Shaul at col. 11, lines 35-36, emphasis provided. See also,

.. . the pohicy control server includes a plurality of web servers. The web servers can be the
origin web server, the edge server or a server located at a third party site.”

Ben-Shaul at col. 11, hines 61-64.

¥, . . the policy control server resides in an origin server that corresponds to the name in the
external domain name zone.”

Ben-Shaul at col. 17, lines 4-6.

Ben-Shaul's policies are static and are determined at the time each web page is created. Ben-
Shaul provides "policy information” within web pages by means of a special markup language -
{’DML.. "Each edge server implements the policy that is specified by the content provider and other
sources of control. Thus, the content provider may control the operation of its edge servers, although a
specific policy can delegate some or all the control to the edge servers, to a local policy derived at the
target site, or in other cases to a different {third party) source of control. The behavior and evolution of
edge servers, directed from the onigin site, locally or from a third party location, is specified n a new
content delivery markup language (CDML}" Id at col. 6, lines 23-34. See also,

An important characteristic of differentiated content and application
delivery policy isits adaptability. Policies foragiven contentmaychange
dynamically, andcanbeimmediately applied. The differentiated content
and application delivery model provides anevolution path for future
functions. Since CDML canbe extended, the edge serverincludesthe
functionality of afull fledged webserver and the content platform is
controlied by the content provider remotely. CDML extensions toprovide
new or modified functions as well as the software updates which are
required to provide these new functions are automatically downloaded by
the edge server from the origin site or any other site equipped with that
capabilities.

Ben-Shaulatcol. 11,lines 1-14.

Again, policy decisions are not being made by the DNS servers of Ben-Shaul.
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Ben-Shaul describes his DNS servers and their operation in great detail at col. 3G, line 23 to

col. 59, line 11. Nowhere does Ben-Shaul teach or in any way suggest that the DNS servers imaplement

policy-based name resolution.

In the Background section, Ben-Shaunl describes then-prior systems of operating content
delivery networks (CDNs). Ben-Shaul, col.l | lines 23 et seq. lo particular, Ben-Shaul describes the
conventional use of domain name system {BNS) servers. Referring to the prior art, Ben-Shaul notes
the reliance on DNS to select a server.

...the model .. relies opaconstellatign of NS servers: the client
regional DNS server22, theroot DNS server 24, the authoritative DNS
server 26, andthe DNS mapping server 28, The latteris enhanced
DNS system thatisresponsible toreturnan IP address of the serverofthe
CODprovider 12, which islocated in the proximiity of the chientforeach
DNS resolution requestinthe zone www.cdd.com, originating froma
regional DNS server,

Ber-Shaul atcol. 2, lines 4-12.

Ben-Shaul describes using a requesting user's location for name resolation, In this, Ben-Shaul
is using DNS {e.g., as used by Digital Island, see col. 1, line 40} to try to figure out where the user is
s0 that the user can be sent to the "nearest” edge server. What Ben-Shaul further describes s the use of
regional DNS systemss. The DNS system is hierarchical, and, as is well known, DNS name resolution
may take place recursively, using a nurnber of name servers, Using the user's location, Ben-Shaul
divects the user to a regional DNS server for the user's region. Essentially what Ben-Shaul deseribes
is nothing more than a hierarchical DNS system, where higher level DNS servers forward requests to
focal DNS servers which are authoritative for particular zoues.

Ben-Shaul has modified conventional DNS "to allow local cache replacements,” which his
edge servers rely on in order to implement their redivection requests, Ben-Shaul, col. 50, lines 24-32

As Ben-Shaul notes, with respect to his DNS name servers:

The inventive systern requires g change in the conventional DNS model. |
..,the DNS system isrequired to supply different responsestoagiven
vequestorquery, depeadiag ontheloconion of the query, and the siatis of
theedgeserverinthe zone from which the reqiest was made. This
capability is realized in the preferred embodiments by effecting achange
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inthe DNS system, suchthatlocaldynamic changescanbemadeinthe
database on behalfofthe edge server. While there are current DNS servers
that differentiate among client queries, and issue different replies
accordingly, these systems are not distributed, have scalability problems and
require acomplex mechanism toexist. Inthe invention local DNSservers
aremodified toallow dynamic cache replacement by edge servers.

Ben-Shaul, col. 50, lines 53-63, emphasis provided.

Two points should be immediately apparent:

I.  In Ben-Shaul, any and all policy decisions are made at the edge servers, not in the DNS
servers. All that the DNS servers do is conventional name resolution using whatever name-to-address
information is in their caches. If the edge servers want to effect some sort of change (e.g., to serve
from an origin server instead of an edge server), then the edge servers modify the appropriate DNS
server's cache.

2. 'The only "decision” that Ben-Shaul's DNS servers make depends "on the location of the
query, and the status of the edge server in the zone from which the request was made.” Ben-Shaul, col.
50, lines 57-58, emphasis provided. These are not policy decisions. By the time Ben-Shaul's DNS
servers see a hostname (whose IP address is required), any policy decision regarding resolution of that
naroe has already been made by an edge server.

For at least these reasons, the claims are patentable over Ben-Shaul. Therefore, the Appellant
respectfully asserts that for the above reasons claim 40 i1s patentable over the 35 U.S.C. § 102 rejection

of record.

Dependent claims 2-4, 6-10, 12, 15-18, 20, 23-32, 35-37, and 39
Dependent claims 2-4, 6-10, 12, 15-18, 20, 23-32, 35-37, and 39 depend from their respective

independent claims. These dependent claims are allowable for at least the same reasons as their
respective independent claims. Therefore, the Appellant respectfully asserts that for the above reasons

the dependent claims are patentable over the 35 U.S.C. § 102 rejection of record.
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CONCLUSION

In view of the law and facts stated herein, Appellant respectfully submits that the
reasoning and the references cited by the Office are insufficient to maintain obviousness and
rejection of the claims. The Appellant respectfully urges that the rejections of Claims 1-4, 6-12,
15-20, 22-33 and 35-40 be withdrawn. Reversal of the rejections and allowance of the claims in

this application is respectfully requested.

This Appeal Brief is filed with a request for an extension of time and requisite fee
thereof. Appellant believes no other fees or petitions are due with this filing. However, should
any such fees or petitions be required, please consider this a request therefor and authorization to

charge Deposit Account No. 50563 as necessary.

A representative from the U.S. Patent and Trademark Office is invited to contact the
undersigned at the below-listed telephone number regarding any matters relating to the present

application.

Respectfully submitted,

Date: January 28, 2015 /David D. Wier/
David D. Wier, Reg. No. 48,229
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel:720-888-2140
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VIII. CLAIMS APPENDIX (37 C.F.R. §41.37(c)(2)

Listing of Claims:

1. (Previously Presented) A method, operable in a framework wherein resources of a

content provider may be delivered to clients from at least one content delivery network (CDN)
formed of a plurality of cache servers or from a subscriber server network associated with said
content provider, wherein the subscriber server network is distinct from said at least one CDN,

the method comprising:

responsive to a client request to resolve a domain name, said domain name being
associated with a request for at least one resource of said content provider, selecting either said at
least one CDN or the subscriber server network, said selecting being based at least in part on one
or more policies set by the content provider and at least one other policy, wherein said one or
more policies set by the content provider relating, at least in part, to delivery of resources on

behalf of said content provider; and

by hardware in combination with software, providing the client with information

associated with the selected network.

2 (Previously Presented) A method as in claim 1 wherein the information associated with

the selected network includes a domain name associated with the selected network.

3. (Previously Presented) A method as in claim 2 wherein the domain name comprises a

CNAME associated with the selected network.

4. (Previously Presented) A method as in claim 1 wherein the one or more policies set by
the content provider include a load share policy that specifies a relative load share for said at

least one CDN, and wherein the step of selecting attempts to satisfy said load share policy.

5. Canceled.
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6. (Previously Presented) A method as in claim 1 further comprising:
obtaining at least one updated content provider policy, and

wherein said one or more policies set by the content provider and used by said step of

selecting include said at least one updated content provider policy.

7. (Original) A method as in claim 6 wherein said step of obtaining is repeated at regular
intervals.
8. (Previously Presented) A method as in claim 6 wherein said at least one updated

content provider policy includes a load share policy for the at least one of said CDN.

9. (Original) A method as in claim 6 wherein said at least one updated content provider

policy is obtained from a location specified by said content provider.
10. (Previously Presented) A method as in claim 1 further comprising:

if the selecting act selects the at least one CDN, then identifying a particular content

server in said selected CDN; and
providing the client with an address of the particular content server.

11.  (Previously Presented) A method, operable in a framework wherein resources of a
content provider may be delivered to users from at least two distinct domains, wherein a first
domain comprises a subscriber server network associated with the content provider and a
second domain comprises a content delivery network (CDN) distinct from the subscriber

server network, the method comprising:

obtaining one or more content provider policies relating to delivery of said resources,
at least one of said policies relating to a relative load share for each of said at least two

domains;

receiving a request from a client's resolver to resolve a first domain name, said
request being associated with a client request for one of said resources of said content

provider;
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in response to said request, selecting, based at least in part on said one or more
content provider policies set by the content provider and at least one other policy, one of said

at least two domains; and

by hardware in combination with software, providing the client with information

associated with the selected domain.

12.  (Original) A method as in claim 11 wherein the information associated with the
selected domain is either (a) a domain name associated with the selected domain or (b) at

least one Internet Protocol (IP) address of at least one server in the selected domain.
13. Canceled.
14. Canceled.

15.  (Previously Presented) A method as in claim 11 wherein at least one other of said at
least two domains corresponds to a second content delivery network domain distinct from

said first content delivery network domain and said subscriber server network.

16. (Previously Presented) A method as in claim 11 wherein the one or more content
provider policies include a load share policy that specifies a relative load share for each of said at

least two domains, and wherein the step of selecting attempts to satisfy said load share policy.

17.  (Original) A method as in claim 11wherein said step of obtaining is repeated at

regular intervals.
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18. (Original) A method as in claim 11 further comprising:
identifying a particular content server in said selected domain; and
providing the client with an address of the particular content server.

19. (Previously Presented) A method, operable in a framework wherein resources of a
content provider may be delivered from at least two distinct domains, wherein a first domain
comprises a subscriber server network associated with the content provider and a second domain
comprises a content delivery network (CDN) distinct from the subscriber server network, the

method comprising:

distributing requests to resolve a domain name among said at least two distinct domains
based at least in part on one or more load share policies set by the content provider and at least
one other policy, said one or more load share policies relating to delivery of content on behalf of

said content provider; and

by hardware in combination with software, providing an interface for the content

provider to update said one or more load share policies set by the content provider.

20.  (Original) A method as in claim 19 wherein at least one of said two distinct domains

corresponds to a content delivery network domain.
21. Canceled.

22. (Previously Presented) A method, operable in a framework consisting of at least one
content delivery network (CDN) comprising a plurality of content servers and capable of
delivering resources on behalf of at least one subscriber, wherein said subscriber is associated

with a subscriber server network distinct from said at least one CDN, the method comprising:

in response to a request to resolve a domain name associated with a particular client
request for subscriber content of a particular subscriber of said at least one subscriber, selecting
either the at least one CDN or the subscriber server network to handle the particular client
request for subscriber content, said selecting being based, at least in part, on one or more
subscriber policies of said particular subscriber, said subscriber policies relating, at least in part,

to delivery of resources on behalf of said particular subscriber and at least one other policy; and
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by hardware in combination with software, causing said client to be directed to said

selected network.

23. (Original) A method as in claim 22 wherein the one or more subscriber policies include a

subscriber-defined load share policy.

24. (Previously Presented) A method as in claim 22 wherein said step of causing said client

to be directed to said selected network comprises:
providing the client with a domain name associated with the selected network.
25. (Previously Presented) A method as in claim 22 further comprising:

if the selecting act selects the CDN, then identifying a particular content server in said

selected CDN; and providing the client with an address of the particular content server.

26. (Previously Presented) The method of claim 1 further comprising: providing an
interface for content providers to update said one or more policies set by the content

provider.
27. (Previously Presented) The method of claim 11further comprising:

providing an interface for content providers to update said one or more policies set by

the content provider.
28. (Previously Presented) The method of claim 22 further comprising:

providing an interface for said at least one subscriber to update said one or more

subscriber policies.

29. (Previously Presented) The method of claim 1 wherein said selecting is done by a

domain name server.

30. (Previously Presented) The method of claim 11 wherein said selecting is done by a

domain name server.

31. (Previously Presented) The method of claim 19 wherein said distributing is done by a

domain name server.

32,  (Previously Presented) The method of claim 22 wherein said selecting is done by a

domain name server.
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33. (Previously Presented) A method, operable in a framework wherein resources of a
content provider may be delivered to clients from at least one content delivery network
(CDN) or from a subscriber server network associated with said content provider and distinct

from said at least one CDN, the method comprising:

(A) responsive to a first request to resolve a particular domain name, selecting
either the at least one CDN or the subscriber server network, said selecting in (A) being
based at least in part on one or more policies set by the content provider and at least one
other policy, wherein, said one or more policies set by the content provider relate, at least in

part, to delivery of resources on behalf of said content provider; and

(B) by hardware in combination with software, providing information associated

with the selected network.
34. Canceled.

35. (Previously Presented) The method of claim 33 wherein the first request is from a

resolver.

36.  (Previously Presented) The method of claim 35 wherein the resolver is a client

resolver.

37.  (Previously Presented) The method of claim 33 wherein the first request and the

second request are from the same resolver.

38. (Previously Presented) A method, operable in a framework wherein resources of a
content provider may be delivered to users from at least two distinct domains, wherein a first
domain comprises a subscriber server network associated with the content provider and a second
domain comprises a content delivery network (CDN) distinct from the subscriber server network,

the method comprising:

(A)  obtaining one or more content provider policies relating to delivery of said
resources on behalf of said content provider, at least one of said policies relating to a relative

load share for each of said at least two domains;

(B)  receiving a first request from a first resolver to resolve a particular domain name,

said particular domain name being associated with at least one of said resources of said content
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provider, and said first request being associated with at least one resource of said content

provider;

(C)  inresponse to said first request, selecting the first domain, said selecting being
based at least in part on said one or more content provider policies and at least one other policy;

and

(D) by hardware in combination with software, providing the first resolver with

information associated with the selected first domain;

(E)  receiving a second request from a second resolver to resolve said particular
domain name, said second request being associated with said at least one resource of said

content provider;

(F)  inresponse to said second request, selecting the second domain of said at least
two domains, said selecting being based at least in part on said one or more content provider

policies and said at least one other policy; and

(G) providing the second resolver with information associated with the second

domain.

39, (Previously Presented) The method of claim 38 wherein the first resolver is the same as

the second resolver.

40.  (Previously Presented) A method, operable in a framework consisting of at least one
content delivery network (CDN) comprising a plurality of content servers and capable of
delivering resources on behalf of at least one subscriber, wherein the subscriber is associated

with a subscriber server network distinct from said at least one CDN, the method comprising:

in response to a request from a resolver to resolve a domain name associated with a
particular client request for subscriber content of a particular subscriber, in a domain name
server, selecting either the CDN or the subscriber server network to handle the particular
client request for subscriber content, said selecting being based, at least in part, on one or
more subscriber policies of said particular subscriber and at least one other policy, said one
or more subscriber policies relating, at least in part, to delivery of resources on behalf of said

particular subscriber; and
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by hardware in combination with software, causing said client to be directed to said

selected network.
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IX. EVIDENCE APPENDIX

None.

-59-

1231



X.  RELATED PROCEEDINGS APPENDIX

No decisions have been rendered by a court or the Board in any proceeding

identified pursuant to paragraph 37 C.F.R. §41.37 (c)(1)(i1).
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(1) Grounds of Rejection to be Reviewed on Appeal

Every ground of rejection set forth in the Office action dated January 28, 2014 from
which the appeal is taken is being maintained by the examiner except for the grounds of rejection
(if any) listed under the subheading “WITHDRAWN REJECTIONS.” New grounds of rejection

(if any) are provided under the subheading “NEW GROUNDS OF REJECTION.”

(2) Response to Argument
A. Claim 1:

A.1. The Appellant argues, “The claim language dictates that the subscriber server

network is distinct from the at least one CDN”’ (see p. 9 of Brief).

The claims are given the broadest reasonable interpretation and limitations from the
specification are not read into the claims. When determining whether the prior art anticipates the
claimed invention, the metes and bounds of the claims must be ascertained and given the
broadest reasonable interpretation.

In this case claim 1 is reproduced below:

A method, operable in a framework wherein resources of a content provider may be delivered to clients
from at least one content delivery network (CDN) formed of a plurality of cache servers or from a subscriber server
network associated with said content provider, wherein the subscriber server network is distinct from said at least
one CDN, the method comprising:

responsive to a client request to resolve a domain name, said domain name being associated with a request
for at least one resource of said content provider, selecting either said at least one CDN or the subscriber server
network, said selecting being based at least in part on one or more policies set by the content provider and at least

one other policy, wherein said one or more policies set by the content provider relating, at least in part, to delivery of
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resources on behalf of said content provider; and by hardware in combination with software, providing the client

with information associated with the selected network.

The claims taken broadest reasonable interpretation does not require the limitation of
“subscriber server network is distinct from the at least one CDN", as the preamble recites the
resource being delivered to clients "from at least one of (1)content delivery network(CDN) or
(2)from a scriber server network associated with said content provider, wherein the subscriber
server network is distinct from said least one CDN", then the body of the claim recites,
“selecting either said at least one CDN or the subscriber server network™.

Even for arguendo sake, the claim limitation is of " subscriber server network is distinct
from the at least one CDN”, is given weight.

In the instant case, the Appellant is arguing the subscriber server network is distinct from
the at least one CDN. It is the preamble of Appellant’s claim which recites “wherein the
subscriber server network is distinct from said at least one CDN”. The body of the claim does not
recite this limitation as a method step. However, regardless of this limitation not being recited in
the body of the claim, this limitation has not been ignored.

Since the Appellant is arguing and emphasizing the claimed “distinct”, the Examiner has
analyzed the claim to determine if the claim sets forth “how” or in “what way” the “subscriber
server network™ is distinct from the “CDN”. The claim does not appear to provide any
limitations to further define or shed light on this term. Thus the term “distinct” appears to be a
broad term when defining the relation between the “subscriber server network” and the “CDN”.
This limitation is given the broadest reasonable interpretation and limitations from the

specification are not read into the claims.
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The Appellant’s arguments shed light on the term “distinct” since the Appellant further
argues the “at least one CDN” and the “subscriber server network” are recited as different

elements (See Brief p. 11).

The interpretation of the “subscriber server network™ and “CDN” need also be addressed
in response to Appellant’s argument.

The preamble of claim 1 sets forth "a content delivery network (CDN) formed of a
plurality of cache servers” and its function as set forth in the preamble “resources of a content
provider may be delivered to clients from at least one content delivery network (CDN)”.

The prior art of Ben-Shaul disclose multiple distinct elements, such as origin servers and
edge servers (see at least Fig. 3-5, edge server -30, origin server -10; and Fig. 7-origin server-70
and edge server 72).

As shown at least in Fig. 7 (reproduced below), the edge server 72 and web server 70 are
separate boxes as show in the drawing and thus different elements. According to the Appellant’s
interpretation, then these elements satisfy as different elements, and thus distinct from each
other. It is further shown in Fig. 7, the edge server 72 is located in a separate network (cloud
drawn around elements) as shown in the drawing, such that it can be a Local ISP network. The
web server is shown in a separate network as the network of the origin site. Thus Ben-Shaul
disclose two "distinct" networks that satisfy as a “content delivery network™ and “subscriber

server network”.
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U.S. Patent Dec. 13, 2005 Sheet 7 of 15 US 6,976,090 B2
FIG. 7
ORIGIN SITE 70

WEB SERVER

7 SERVICE
CONTENT " PROFILES

@ WEB CLIENT
14

The origin site web server can be interpreted as the claimed “content delivery network
(CDN)”. Ben-Shaul disclose at least at col. 5, lines 60-61:

“an origin site (OS), itself consisting of one or more origin Web servers”.

Thus the origin site web server of Ben-Shaul can comprise a plurality of servers.

Ben-Shaul disclose at least at col. 11, lines 18-20:

“an origin web site which has an origin web server having a first memory for storing a

first version of web content”.
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Thus the plurality of web servers of Ben-Shaul each comprise a memory for storing
resources. Thus the origin web servers of Ben-Shaul can be interpreted as the claimed "content

delivery network (CDN)" since they are formed of a plurality of "cache" servers.

The edge server can be interpreted as the claimed “subscriber server network™. The
claimed “subscriber server network™ is merely a label. The “subscriber server network™ is
defined within the claim by its function of "associated with said content provider" and "delivery
of resources”.

Ben-Shaul disclose the edge servers are “associated” with the content provider, since they
can store and deliver resources of the content provider.

Ben-Shaul disclose at least at col. 5, lines 20-25:

“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested’’;

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”
Ben-Shaul’s abstract discloses:

“one or more edge servers content providers are allocated dedicated resources”
Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver

content differentiated electronic content or data from content providers”.
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Thus there is a local server/edge server that is providing resources of a content provider

to a client.

The claim does not set forth any particular emphasis on the term "subscriber”. The edge
servers of Ben-Shaul can be interpreted as a “subscriber” network.

Ben-Shaul also disclose at least at col. 62, lines 10-11:

“users are optionally allowed to “subscribe” to an edge server”.

Ben-Shaul at Fig. 7 (as shown above) also disclose the edge server as part of an ISP
network which is an “Internet Service Provider” network that can be interpreted as a “subscriber
server network”, since users are “subscribing” to the services of that network.

Ben-Shaul disclose at least at col. 5, line 65-col. 6, line 5:

“edge servers: public edge servers, which reside in internet service provider facilities
(ISPs) and serve individual end-users, and dedicated edge servers”..."They may be privately

owned or supplied by ISPs".

Ben-Shaul disclose the origin web server or the edge server can be selected to deliver a
resource on behalf of the content provider.

Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver
content differentiated electronic content or data from content providers”.

Ben-Shaul at least at col. 5, lines 20-25 disclose:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul at least at col. 8, lines 35-42 disclose:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 21, lines 5-10 disclose:

“requests by the client 14 for selected pages or objects may or may not be directed to the
regional edge server 30. In regions where no regional servers are placed, or when the regional
edge server is not active, requests from the clients are directed to the origin site 10.”

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Ben-Shaul at least at col. 42, lines 1-4 disclose:

“the client may be referred directly to the origin site to obtain the content without
passing it via the edge server’.

Ben-Shaul at least at col. 46, lines 41-48 disclose:

“capability of dynamically delegating control to the edge server...all user requests that
are intercepted by a delegate edge server are handled completely by the edge server, without
involving the origin server” and “Thus, if a resource that was requested by a user resides in the

cache, it is served'.
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Thus there is a local server/edge server or another distinct origin site that is selected to

provide the resource based on some condition (i.e. policy).

A.2. The Appellant argues, “Ben-Shaul does not implement policy based DNS

resolution” (see p. 11 of Brief). The Appellant further argues, “Ben-Shaul does not teach or in

any way suggest policy-based name resolution, let alone any type of dynamic policy-based name

resolution implement in a domain name server”’ (see Brief p. 11, paragraph 5).

The Appellant appears to be arguing features which are not claimed. The claims do not
specifically recite “policy based DNS resolution”. Furthermore the element of a "domain name
server" is not recited in the claim. If this is such a pertinent element to overcome the prior art, it
is unclear why it is not recited the claim. The claims are interpreted in light of the specification;
however, limitations from the specification are not incorporated into the claims.

Regardless, the claims have been given the broadest reasonable interpretation and Ben-
Shaul discloses selecting either a first resource (CDN) or second resource (subscriber server
network) for providing content to a client requesting to resolve a domain name based on a policy.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 5, lines 20-25:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”

Ben-Shaul disclose at least at col. &, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus Ben-Shaul disclose resolving a client request to resolve a domain name, selecting

either an edge server or origin server to provide the content provider resources, wherein such

selection is based in part on a policy (i.e. preferences, specified policy, policy of load balancing).

A.3. The Appellant argues, “In Ben-Shaul, any and all policy decisions are made at the

edge servers, not in the DNS servers”. (See Brief p. 14).

Even if the Examiner were to subscribe to the Appellant’s interpretation of the reference,
it does not render the reference incapable of anticipating the claim, since the claim does not set

forth a DNS server, nor does it set forth where the policy decisions are made.
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The claim does set forth “one or more policies set by content provider and at least one
other policy”.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 8, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy”.

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus the content provider can establish “policies” to control which network element

distributes the resource.

The Appellant further argues, “The only decision that Ben-Shaul’s DNS servers make
depends “on the location of the query, and the status of the edge server in the zone from which
the request was made.” The Appellant further states these are not policy decisions.

The Examiner disagrees with the Appellant. It is unclear how these are not “policy”
decisions. The claims do not set forth any particular definition to limit what a "policy"
constitutes or where the "policy" is stored. Selecting a resource based on the resources location

or the location of a request can be interpreted as a policy (or preference).
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B. Claim 11:

B.1. The Appellant argues, “The claim language dictates that the subscriber server
network is distinct from the at least one CDN” (see p. 15 of Brief).

The claims are given the broadest reasonable interpretation and limitations from the
specification are not read into the claims. When determining whether the prior art anticipates the
claimed invention, the metes and bounds of the claims must be ascertained and given the
broadest reasonable interpretation.

In the instant case, the Appellant is arguing the subscriber server network is distinct from
the at least one CDN. It is the preamble of Appellant’s claim which recites “wherein the
subscriber server network is distinct from said at least one CDN”. The body of the claim does not
recite this limitation as a method step. However, regardless of this limitation not being recited in
the body of the claim, this limitation has not been ignored.

Since the Appellant is arguing and emphasizing the claimed “distinct”, the Examiner has
analyzed the claim to determine if the claim sets forth “how” or in “what way” the “subscriber
server network™ is distinct from the “CDN”. The claim does not appear to provide any
limitations to further define or shed light on this term. Thus the term “distinct” appears to be a
broad term when defining the relation between the “subscriber server network” and the “CDN”.
This limitation is given the broadest reasonable interpretation and limitations from the
specification are not read into the claims.

The Appellant’s arguments shed light on the term “distinct” since the Appellant further
argues the “at least one CDN” and the “subscriber server network”™ are recited as different

elements.
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The interpretation of the “subscriber server network™ and “CDN” need also be addressed
in response to Appellant’s argument.

The preamble of claim 1 sets forth "a content delivery network (CDN) formed of a
plurality of cache servers” and its function as set forth in the preamble “resources of a content
provider may be delivered to clients from at least one content delivery network (CDN)”.

The prior art of Ben-Shaul disclose multiple distinct elements, such as origin servers and
edge servers (see at least Fig. 3-5, edge server -30, origin server -10; and Fig. 7-origin server-70
and edge server 72).

As shown at least in Fig. 7 (reproduced below), the edge server 72 and web server 70 are
separate boxes as show in the drawing and thus different elements. According to the Appellant’s
interpretation, then these elements satisfy as different elements, and thus distinct from each
other. It is further shown in Fig. 7, the edge server 72 is located in a separate network (cloud
drawn around elements) as shown in the drawing, such that it can be a Local ISP network. The
web server is shown in a separate network as the network of the origin site. Thus Ben-Shaul
disclose two "distinct" networks that satisfy as a “content delivery network™ and “subscriber

server network”.
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U.S. Patent Dec. 13, 2005 Sheet 7 of 15 US 6,976,090 B2
FIG. 7
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The origin site web server can be interpreted as the claimed “content delivery network
(CDN)”. Ben-Shaul disclose at least at col. 5, lines 60-61:

“an origin site (OS), itself consisting of one or more origin Web servers”.

Thus the origin site web server of Ben-Shaul can comprise a plurality of servers.

Ben-Shaul disclose at least at col. 11, lines 18-20:

“an origin web site which has an origin web server having a first memory for storing a

first version of web content”.
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Thus the plurality of web servers of Ben-Shaul each comprise a memory for storing
resources. Thus the origin web servers of Ben-Shaul can be interpreted as the claimed "content

delivery network (CDN)" since they are formed of a plurality of "cache" servers.

The edge server can be interpreted as the claimed “subscriber server network™. The
claimed “subscriber server network™ is merely a label. The “subscriber server network™ is
defined within the claim by its function of "associated with said content provider" and "delivery
of resources”.

Ben-Shaul disclose the edge servers are “associated” with the content provider, since they
can store and deliver resources of the content provider.

Ben-Shaul disclose at least at col. 5, lines 20-25:

“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested’’;

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”
Ben-Shaul’s abstract discloses:

“one or more edge servers content providers are allocated dedicated resources”
Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver

content differentiated electronic content or data from content providers”.
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Thus there is a local server/edge server that is providing resources of a content provider

to a client.

The claim does not set forth any particular emphasis on the term "subscriber”. The edge
servers of Ben-Shaul can be interpreted as a “subscriber” network.

Ben-Shaul also disclose at least at col. 62, lines 10-11:

“users are optionally allowed to “subscribe” to an edge server”.

Ben-Shaul at Fig. 7 (as shown above) also disclose the edge server as part of an ISP
network which is an “Internet Service Provider” network that can be interpreted as a “subscriber
server network”, since users are “subscribing” to the services of that network.

Ben-Shaul disclose at least at col. 5, line 65-col. 6, line 5:

“edge servers: public edge servers, which reside in internet service provider facilities
(ISPs) and serve individual end-users, and dedicated edge servers”..."They may be privately

owned or supplied by ISPs".

Ben-Shaul disclose the origin web server or the edge server can be selected to deliver a
resource on behalf of the content provider.

Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver
content differentiated electronic content or data from content providers”.

Ben-Shaul at least at col. 5, lines 20-25 disclose:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul at least at col. 8, lines 35-42 disclose:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 21, lines 5-10 disclose:

“requests by the client 14 for selected pages or objects may or may not be directed to the
regional edge server 30. In regions where no regional servers are placed, or when the regional
edge server is not active, requests from the clients are directed to the origin site 10.”

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Ben-Shaul at least at col. 42, lines 1-4 disclose:

“the client may be referred directly to the origin site to obtain the content without
passing it via the edge server’.

Ben-Shaul at least at col. 46, lines 41-48 disclose:

“capability of dynamically delegating control to the edge server...all user requests that
are intercepted by a delegate edge server are handled completely by the edge server, without
involving the origin server” and “Thus, if a resource that was requested by a user resides in the

cache, it is served'.
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Thus there is a local server/edge server or another distinct origin site that is selected to

provide the resource based on some condition (i.e. policy).

B.2. The Appellant argues “Ben-Shaul does not implement policy based DNS resolution”

(see p. 16 of Brief). The Appellant further argues, “Ben-Shaul does not teach or in any way

suggest policy-based name resolution, let alone any type of dvnamic policy-based name

resolution implement in a domain name server” (see Brief p. 17).

The Appellant appears to be arguing features which are not claimed. The claims do not
specifically recite “policy based DNS resolution”. Furthermore the element of a "domain name
server" is not recited in the claim. If this is such a pertinent element to overcome the prior art, it
is unclear why it is not recited the claim. The claims are interpreted in light of the specification;
however, limitations from the specification are not incorporated into the claims.

Regardless, the claims have been given the broadest reasonable interpretation and Ben-
Shaul discloses selecting either a first resource (CDN) or second resource (subscriber server
network) for providing content to a client requesting to resolve a domain name based on a policy.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 5, lines 20-25:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”

Ben-Shaul disclose at least at col. &, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus Ben-Shaul disclose resolving a client request to resolve a domain name, selecting

either an edge server or origin server to provide the content provider resources, wherein such

selection is based in part on a policy (i.e. preferences, specified policy, policy of load balancing).

B.3. The Appellant argues. “In Ben-Shaul, any and all policy decisions are made at the

edge servers, not in the DNS servers”. (See Brief p. 20).

Even if the Examiner were to subscribe to the Appellant’s interpretation of the reference,
it does not render the reference incapable of anticipating the claim, since the claim does not set

forth a DNS server, nor does it set forth where the policy decisions are made.
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The claim does set forth “one or more policies set by content provider and at least one
other policy”.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 8, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus the content provider can establish “policies” to control which network element

distributes the resource.

The Appellant further argues, “The only decision that Ben-Shaul’s DNS servers make
depends “on the location of the query, and the status of the edge server in the zone from which
the request was made.” The Appellant further states these are not policy decisions.

The Examiner disagrees with the Appellant. It is unclear how these are not “policy”
decisions. The claims do not set forth any particular definition to limit what a "policy"
constitutes or where the "policy" is stored. Selecting a resource based on the resources location

or the location of a request can be interpreted as a policy (or preference).
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C. Claim 19:

C.1. The Appellant argues, ‘“The claim language dictates that the subscriber server

network is distinct from the at least one CDN” (see p. 21 of Brief).

The claims are given the broadest reasonable interpretation and limitations from the
specification are not read into the claims. When determining whether the prior art anticipates the
claimed invention, the metes and bounds of the claims must be ascertained and given the
broadest reasonable interpretation.

In the instant case, the Appellant is arguing the subscriber server network is distinct from
the at least one CDN. It is the preamble of Appellant’s claim which recites “wherein the
subscriber server network is distinct from said at least one CDN”. The body of the claim does not
recite this limitation as a method step. However, regardless of this limitation not being recited in
the body of the claim, this limitation has not been ignored.

Since the Appellant is arguing and emphasizing the claimed “distinct”, the Examiner has
analyzed the claim to determine if the claim sets forth “how” or in “what way” the “subscriber
server network” is distinct from the “CDN”. The claim does not appear to provide any
limitations to further define or shed light on this term. Thus the term “distinct” appears to be a
broad term when defining the relation between the “subscriber server network” and the “CDN”.
This limitation is given the broadest reasonable interpretation and limitations from the
specification are not read into the claims.

The Appellant’s arguments shed light on the term “distinct” since the Appellant further
argues the “at least one CDN” and the “subscriber server network”™ are recited as different

elements.
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The interpretation of the “subscriber server network™ and “CDN” need also be addressed
in response to Appellant’s argument.

The preamble of claim 1 sets forth "a content delivery network (CDN) formed of a
plurality of cache servers” and its function as set forth in the preamble “resources of a content
provider may be delivered to clients from at least one content delivery network (CDN)”.

The prior art of Ben-Shaul disclose multiple distinct elements, such as origin servers and
edge servers (see at least Fig. 3-5, edge server -30, origin server -10; and Fig. 7-origin server-70
and edge server 72).

As shown at least in Fig. 7 (reproduced below), the edge server 72 and web server 70 are
separate boxes as show in the drawing and thus different elements. According to the Appellant’s
interpretation, then these elements satisfy as different elements, and thus distinct from each
other. It is further shown in Fig. 7, the edge server 72 is located in a separate network (cloud
drawn around elements) as shown in the drawing, such that it can be a Local ISP network. The
web server is shown in a separate network as the network of the origin site. Thus Ben-Shaul
disclose two "distinct" networks that satisfy as a “content delivery network™ and “subscriber

server network”.
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U.S. Patent Dec. 13, 2005 Sheet 7 of 15 US 6,976,090 B2
FIG. 7
ORIGIN SITE 70

WEB SERVER

7 SERVICE
CONTENT " PROFILES

@ WEB CLIENT
14

The origin site web server can be interpreted as the claimed “content delivery network
(CDN)”. Ben-Shaul disclose at least at col. 5, lines 60-61:

“an origin site (OS), itself consisting of one or more origin Web servers”.

Thus the origin site web server of Ben-Shaul can comprise a plurality of servers.

Ben-Shaul disclose at least at col. 11, lines 18-20:

“an origin web site which has an origin web server having a first memory for storing a

first version of web content”.

1259



Application/Control Number: 11/932,162 Page 24
Art Unit: 2451

Thus the plurality of web servers of Ben-Shaul each comprise a memory for storing
resources. Thus the origin web servers of Ben-Shaul can be interpreted as the claimed "content

delivery network (CDN)" since they are formed of a plurality of "cache" servers.

The edge server can be interpreted as the claimed “subscriber server network™. The
claimed “subscriber server network™ is merely a label. The “subscriber server network” is
defined within the claim by its function of "associated with said content provider" and "delivery
of resources”.

Ben-Shaul disclose the edge servers are “associated” with the content provider, since they
can store and deliver resources of the content provider.

Ben-Shaul disclose at least at col. 5, lines 20-25:

“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested’;

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”
Ben-Shaul’s abstract discloses:

“one or more edge servers content providers are allocated dedicated resources”
Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver

content differentiated electronic content or data from content providers”.
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Thus there is a local server/edge server that is providing resources of a content provider

to a client.

The claim does not set forth any particular emphasis on the term "subscriber”. The edge
servers of Ben-Shaul can be interpreted as a “subscriber” network.

Ben-Shaul also disclose at least at col. 62, lines 10-11:

“users are optionally allowed to “subscribe” to an edge server”.

Ben-Shaul at Fig. 7 (as shown above) also disclose the edge server as part of an ISP
network which is an “Internet Service Provider” network that can be interpreted as a “subscriber
server network”, since users are “subscribing” to the services of that network.

Ben-Shaul disclose at least at col. 5, line 65-col. 6, line 5:

“edge servers: public edge servers, which reside in internet service provider facilities
(ISPs) and serve individual end-users, and dedicated edge servers”..."They may be privately

owned or supplied by ISPs".

Ben-Shaul disclose the origin web server or the edge server can be selected to deliver a
resource on behalf of the content provider.

Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver
content differentiated electronic content or data from content providers”.

Ben-Shaul at least at col. 5, lines 20-25 disclose:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul at least at col. 8, lines 35-42 disclose:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 21, lines 5-10 disclose:

“requests by the client 14 for selected pages or objects may or may not be directed to the
regional edge server 30. In regions where no regional servers are placed, or when the regional
edge server is not active, requests from the clients are directed to the origin site 10.”

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Ben-Shaul at least at col. 42, lines 1-4 disclose:

“the client may be referred directly to the origin site to obtain the content without
passing it via the edge server’.

Ben-Shaul at least at col. 46, lines 41-48 disclose:

“capability of dynamically delegating control to the edge server...all user requests that
are intercepted by a delegate edge server are handled completely by the edge server, without
involving the origin server” and “Thus, if a resource that was requested by a user resides in the

cache, it is served'.
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Thus there is a local server/edge server or another distinct origin site that is selected to

provide the resource based on some condition (i.e. policy).

C.2. The Appellant argues, “Ben-Shaul does not implement policy based DNS

resolution” (see p. 22 of Brief). The Appellant further argues, “Ben-Shaul does not teach or in

any way suggest policy-based name resolution, let alone any type of dynamic policy-based name

resolution implement in a domain name server’’.

The Appellant appears to be arguing features which are not claimed. The claims do not
specifically recite “policy based DNS resolution”. Furthermore the element of a "domain name
server" is not recited in the claim. If this is such a pertinent element to overcome the prior art, it
is unclear why it is not recited the claim. The claims are interpreted in light of the specification;
however, limitations from the specification are not incorporated into the claims.

Regardless, the claims have been given the broadest reasonable interpretation and Ben-
Shaul discloses selecting either a first resource (CDN) or second resource (subscriber server
network) for providing content to a client requesting to resolve a domain name based on a policy.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 5, lines 20-25:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested” .

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”

Ben-Shaul disclose at least at col. &, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus Ben-Shaul disclose resolving a client request to resolve a domain name, selecting

either an edge server or origin server to provide the content provider resources, wherein such

selection is based in part on a policy (i.e. preferences, specified policy, policy of load balancing).

C.3. The Appellant argues. “In Ben-Shaul, any and all policy decisions are made at the

edge servers, not in the DNS servers”. (See Brief p. 26).

Even if the Examiner were to subscribe to the Appellant’s interpretation of the reference,
it does not render the reference incapable of anticipating the claim, since the claim does not set

forth a DNS server, nor does it set forth where the policy decisions are made.
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The claim does set forth “one or more policies set by content provider and at least one
other policy”.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 8, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus the content provider can establish “policies” to control which network element

distributes the resource.

The Appellant further argues, “The only decision that Ben-Shaul’s DNS servers make
depends “on the location of the query, and the status of the edge server in the zone from which
the request was made.” The Appellant further states these are not policy decisions.

The Examiner disagrees with the Appellant. It is unclear how these are not “policy”
decisions. The claims do not set forth any particular definition to limit what a "policy"
constitutes or where the "policy" is stored. Selecting a resource based on the resources location

or the location of a request can be interpreted as a policy (or preference).
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D. Claim 22:

D.1. The Appellant argues “The claim language dictates that the subscriber server

network is distinct from the at least one CDN” (see p. 26 of Brief).

The claims are given the broadest reasonable interpretation and limitations from the
specification are not read into the claims. When determining whether the prior art anticipates the
claimed invention, the metes and bounds of the claims must be ascertained and given the
broadest reasonable interpretation.

In the instant case, the Appellant is arguing the subscriber server network is distinct from
the at least one CDN. It is the preamble of Appellant’s claim which recites “wherein the
subscriber server network is distinct from said at least one CDN”. The body of the claim does not
recite this limitation as a method step. However, regardless of this limitation not being recited in
the body of the claim, this limitation has not been ignored.

Since the Appellant is arguing and emphasizing the claimed “distinct”, the Examiner has
analyzed the claim to determine if the claim sets forth “how” or in “what way” the “subscriber
server network™ is distinct from the “CDN”. The claim does not appear to provide any
limitations to further define or shed light on this term. Thus the term “distinct” appears to be a
broad term when defining the relation between the “subscriber server network” and the “CDN”.
This limitation is given the broadest reasonable interpretation and limitations from the
specification are not read into the claims.

The Appellant’s arguments shed light on the term “distinct” since the Appellant further
argues the “at least one CDN” and the “subscriber server network”™ are recited as different

elements.
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The interpretation of the “subscriber server network™ and “CDN” need also be addressed
in response to Appellant’s argument.

The preamble of claim 1 sets forth "a content delivery network (CDN) formed of a
plurality of cache servers” and its function as set forth in the preamble “resources of a content
provider may be delivered to clients from at least one content delivery network (CDN)”.

The prior art of Ben-Shaul disclose multiple distinct elements, such as origin servers and
edge servers (see at least Fig. 3-5, edge server -30, origin server -10; and Fig. 7-origin server-70
and edge server 72).

As shown at least in Fig. 7 (reproduced below), the edge server 72 and web server 70 are
separate boxes as show in the drawing and thus different elements. According to the Appellant’s
interpretation, then these elements satisfy as different elements, and thus distinct from each
other. It is further shown in Fig. 7, the edge server 72 is located in a separate network (cloud
drawn around elements) as shown in the drawing, such that it can be a Local ISP network. The
web server is shown in a separate network as the network of the origin site. Thus Ben-Shaul
disclose two "distinct" networks that satisfy as a “content delivery network™ and “subscriber

server network”.

1267



Application/Control Number: 11/932,162 Page 32
Art Unit: 2451
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The origin site web server can be interpreted as the claimed “content delivery network
(CDN)”. Ben-Shaul disclose at least at col. 5, lines 60-61:

“an origin site (OS), itself consisting of one or more origin Web servers”.

Thus the origin site web server of Ben-Shaul can comprise a plurality of servers.

Ben-Shaul disclose at least at col. 11, lines 18-20:

“an origin web site which has an origin web server having a first memory for storing a

first version of web content”.

1268



Application/Control Number: 11/932,162 Page 33
Art Unit: 2451

Thus the plurality of web servers of Ben-Shaul each comprise a memory for storing
resources. Thus the origin web servers of Ben-Shaul can be interpreted as the claimed "content

delivery network (CDN)" since they are formed of a plurality of "cache" servers.

The edge server can be interpreted as the claimed “subscriber server network™. The
claimed “subscriber server network™ is merely a label. The “subscriber server network” is
defined within the claim by its function of "associated with said content provider" and "delivery
of resources”.

Ben-Shaul disclose the edge servers are “associated” with the content provider, since they
can store and deliver resources of the content provider.

Ben-Shaul disclose at least at col. 5, lines 20-25:

“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested’’;

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”
Ben-Shaul’s abstract discloses:

“one or more edge servers content providers are allocated dedicated resources”
Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver

content differentiated electronic content or data from content providers”.
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Thus there is a local server/edge server that is providing resources of a content provider

to a client.

The claim does not set forth any particular emphasis on the term "subscriber”. The edge
servers of Ben-Shaul can be interpreted as a “subscriber” network.

Ben-Shaul also disclose at least at col. 62, lines 10-11:

“users are optionally allowed to “subscribe” to an edge server”.

Ben-Shaul at Fig. 7 (as shown above) also disclose the edge server as part of an ISP
network which is an “Internet Service Provider” network that can be interpreted as a “subscriber
server network”, since users are “subscribing” to the services of that network.

Ben-Shaul disclose at least at col. 5, line 65-col. 6, line 5:

“edge servers: public edge servers, which reside in internet service provider facilities
(ISPs) and serve individual end-users, and dedicated edge servers”..."They may be privately

owned or supplied by ISPs".

Ben-Shaul disclose the origin web server or the edge server can be selected to deliver a
resource on behalf of the content provider.

Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver
content differentiated electronic content or data from content providers”.

Ben-Shaul at least at col. 5, lines 20-25 disclose:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul at least at col. 8, lines 35-42 disclose:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 21, lines 5-10 disclose:

“requests by the client 14 for selected pages or objects may or may not be directed to the
regional edge server 30. In regions where no regional servers are placed, or when the regional
edge server is not active, requests from the clients are directed to the origin site 10.”

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Ben-Shaul at least at col. 42, lines 1-4 disclose:

“the client may be referred directly to the origin site to obtain the content without
passing it via the edge server’.

Ben-Shaul at least at col. 46, lines 41-48 disclose:

“capability of dynamically delegating control to the edge server...all user requests that
are intercepted by a delegate edge server are handled completely by the edge server, without
involving the origin server” and “Thus, if a resource that was requested by a user resides in the

cache, it is served'.

1271



Application/Control Number: 11/932,162 Page 36
Art Unit: 2451

Thus there is a local server/edge server or another distinct origin site that is selected to

provide the resource based on some condition (i.e. policy).

D.2. The Appellant argues, “Ben-Shaul does not implement policy based DNS

resolution” (see p. 28 of Brief). The Appellant further argues, “Ben-Shaul does not teach or in

any way suggest policy-based name resolution, let alone any type of dynamic policy-based name

resolution implement in a domain name server’’.

The Appellant appears to be arguing features which are not claimed. The claims do not
specifically recite “policy based DNS resolution”. Furthermore the element of a "domain name
server" is not recited in the claim. If this is such a pertinent element to overcome the prior art, it
is unclear why it is not recited the claim. The claims are interpreted in light of the specification;
however, limitations from the specification are not incorporated into the claims.

Regardless, the claims have been given the broadest reasonable interpretation and Ben-
Shaul discloses selecting either a first resource (CDN) or second resource (subscriber server
network) for providing content to a client requesting to resolve a domain name based on a policy.

Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 5, lines 20-25:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”

Ben-Shaul disclose at least at col. 8, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus Ben-Shaul disclose resolving a client request to resolve a domain name, selecting

either an edge server or origin server to provide the content provider resources, wherein such

selection is based in part on a policy (i.e. preferences, specified policy, policy of load balancing).

D.3. The Appellant argues, “In Ben-Shaul, any and all policy decisions are made at the

edge servers, not in the DNS servers”. (See Brief p. 31).

Even if the Examiner were to subscribe to the Appellant’s interpretation of the reference,
it does not render the reference incapable of anticipating the claim, since the claim does not set

forth a DNS server, nor does it set forth where the policy decisions are made.
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The claim does set forth “one or more policies set by content provider and at least one
other policy”.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 8, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy”.

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus the content provider can establish “policies” to control which network element

distributes the resource.

The Appellant further argues, “The only decision that Ben-Shaul’s DNS servers make
depends “on the location of the query, and the status of the edge server in the zone from which
the request was made.” The Appellant further states these are not policy decisions.

The Examiner disagrees with the Appellant. It is unclear how these are not “policy”
decisions. The claims do not set forth any particular definition to limit what a "policy"
constitutes or where the "policy" is stored. Selecting a resource based on the resources location

or the location of a request can be interpreted as a policy (or preference).
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E. Claim 33:

E.1. The Appellant argues “The claim language dictates that the subscriber server

network is distinct from the at least one CDN” (see p. 32 of Brief).

The claims are given the broadest reasonable interpretation and limitations from the
specification are not read into the claims. When determining whether the prior art anticipates the
claimed invention, the metes and bounds of the claims must be ascertained and given the
broadest reasonable interpretation.

In this case claim 33 is reproduced below:

A method, operable in a framework wherein resources of a content provider may be
delivered to clients from at least one content delivery network (CDN) or from a subscriber
server network associated with said content provider and distinct from said at least one CDN, the
method comprising:

(A) responsive to a first request to resolve a particular domain name, selecting either
the at least one CDN or the subscriber server network, said selecting in (A) being based at least
in part on one or more policies set by the content provider and at least one other policy, wherein,
said one or more policies set by the content provider relate, at least in part, to delivery of
resources on behalf of said content provider; and

(B) by hardware in combination with software, providing information associated with

the selected network.

The claims taken broadest reasonable interpretation does not require the limitation of

“subscriber server network is distinct from the at least one CDN", as the preamble recites the
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resource being delivered to clients "from at least one of (1)content delivery network(CDN) or
(2)from a scriber server network associated with said content provider, wherein the subscriber
server network is distinct from said least one CDN", then the body of the claim recites,
“selecting either said at least one CDN or the subscriber server network™.

Even for arguendo sake, the claim limitation is of " subscriber server network is distinct
from the at least one CDN”, is given weight.

In the instant case, the Appellant is arguing the subscriber server network is distinct from
the at least one CDN. It is the preamble of Appellant’s claim which recites “wherein the
subscriber server network is distinct from said at least one CDN”. The body of the claim does not
recite this limitation as a method step. However, regardless of this limitation not being recited in
the body of the claim, this limitation has not been ignored.

Since the Appellant is arguing and emphasizing the claimed “distinct”, the Examiner has
analyzed the claim to determine if the claim sets forth “how” or in “what way” the “subscriber
server network™ is distinct from the “CDN”. The claim does not appear to provide any
limitations to further define or shed light on this term. Thus the term “distinct” appears to be a
broad term when defining the relation between the “subscriber server network™ and the “CDN”.
This limitation is given the broadest reasonable interpretation and limitations from the
specification are not read into the claims.

The Appellant’s arguments shed light on the term “distinct” since the Appellant further
argues the “at least one CDN” and the “subscriber server network” are recited as different

elements.

1276



Application/Control Number: 11/932,162 Page 41
Art Unit: 2451

The interpretation of the “subscriber server network™ and “CDN” need also be addressed
in response to Appellant’s argument.

The preamble of claim 1 sets forth "a content delivery network (CDN) formed of a
plurality of cache servers” and its function as set forth in the preamble “resources of a content
provider may be delivered to clients from at least one content delivery network (CDN)”.

The prior art of Ben-Shaul disclose multiple distinct elements, such as origin servers and
edge servers (see at least Fig. 3-5, edge server -30, origin server -10; and Fig. 7-origin server-70
and edge server 72).

As shown at least in Fig. 7 (reproduced below), the edge server 72 and web server 70 are
separate boxes as show in the drawing and thus different elements. According to the Appellant’s
interpretation, then these elements satisfy as different elements, and thus distinct from each
other. It is further shown in Fig. 7, the edge server 72 is located in a separate network (cloud
drawn around elements) as shown in the drawing, such that it can be a Local ISP network. The
web server is shown in a separate network as the network of the origin site. Thus Ben-Shaul
disclose two "distinct" networks that satisfy as a “content delivery network” and “subscriber

server network”.
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The origin site web server can be interpreted as the claimed “content delivery network
(CDN)”. Ben-Shaul disclose at least at col. 5, lines 60-61:

“an origin site (OS), itself consisting of one or more origin Web servers”.

Thus the origin site web server of Ben-Shaul can comprise a plurality of servers.

Ben-Shaul disclose at least at col. 11, lines 18-20:

“an origin web site which has an origin web server having a first memory for storing a

first version of web content”.
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Thus the plurality of web servers of Ben-Shaul each comprise a memory for storing
resources. Thus the origin web servers of Ben-Shaul can be interpreted as the claimed "content

delivery network (CDN)" since they are formed of a plurality of "cache" servers.

The edge server can be interpreted as the claimed “subscriber server network™. The
claimed “subscriber server network™ is merely a label. The “subscriber server network” is
defined within the claim by its function of "associated with said content provider" and "delivery
of resources”.

Ben-Shaul disclose the edge servers are “associated” with the content provider, since they
can store and deliver resources of the content provider.

Ben-Shaul disclose at least at col. 5, lines 20-25:

“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested’’;

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”
Ben-Shaul’s abstract discloses:

“one or more edge servers content providers are allocated dedicated resources”
Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver

content differentiated electronic content or data from content providers”.
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Thus there is a local server/edge server that is providing resources of a content provider

to a client.

The claim does not set forth any particular emphasis on the term "subscriber”. The edge
servers of Ben-Shaul can be interpreted as a “subscriber” network.

Ben-Shaul also disclose at least at col. 62, lines 10-11:

“users are optionally allowed to “subscribe” to an edge server”.

Ben-Shaul at Fig. 7 (as shown above) also disclose the edge server as part of an ISP
network which is an “Internet Service Provider” network that can be interpreted as a “subscriber
server network”, since users are “subscribing” to the services of that network.

Ben-Shaul disclose at least at col. 5, line 65-col. 6, line 5:

“edge servers: public edge servers, which reside in internet service provider facilities
(ISPs) and serve individual end-users, and dedicated edge servers”..."They may be privately

owned or supplied by ISPs".

Ben-Shaul disclose the origin web server or the edge server can be selected to deliver a
resource on behalf of the content provider.

Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver
content differentiated electronic content or data from content providers”.

Ben-Shaul at least at col. 5, lines 20-25 disclose:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul at least at col. 8, lines 35-42 disclose:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 21, lines 5-10 disclose:

“requests by the client 14 for selected pages or objects may or may not be directed to the
regional edge server 30. In regions where no regional servers are placed, or when the regional
edge server is not active, requests from the clients are directed to the origin site 10.”

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Ben-Shaul at least at col. 42, lines 1-4 disclose:

“the client may be referred directly to the origin site to obtain the content without
passing it via the edge server’.

Ben-Shaul at least at col. 46, lines 41-48 disclose:

“capability of dynamically delegating control to the edge server...all user requests that
are intercepted by a delegate edge server are handled completely by the edge server, without
involving the origin server’ and “Thus, if a resource that was requested by a user resides in the

cache, it is served'.

1281



Application/Control Number: 11/932,162 Page 46
Art Unit: 2451

Thus there is a local server/edge server or another distinct origin site that is selected to

provide the resource based on some condition (i.e. policy).

E.2. The Appellant argues, “Ben-Shaul does not implement policy based DNS resolution”

(see p. 33 of Brief). The Appellant further argues, “Ben-Shaul does not teach or in any way

suggest policy-based name resolution, let alone any type of dvnamic policy-based name

resolution implement in a domain name server’’.

The Appellant appears to be arguing features which are not claimed. The claims do not
specifically recite “policy based DNS resolution”. Furthermore the element of a "domain name
server" is not recited in the claim. If this is such a pertinent element to overcome the prior art, it
is unclear why it is not recited the claim. The claims are interpreted in light of the specification;
however, limitations from the specification are not incorporated into the claims.

Regardless, the claims have been given the broadest reasonable interpretation and Ben-
Shaul discloses selecting either a first resource (CDN) or second resource (subscriber server
network) for providing content to a client requesting to resolve a domain name based on a policy.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 5, lines 20-25:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”

Ben-Shaul disclose at least at col. 8, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus Ben-Shaul disclose resolving a client request to resolve a domain name, selecting

either an edge server or origin server to provide the content provider resources, wherein such

selection is based in part on a policy (i.e. preferences, specified policy, policy of load balancing).

E.3. The Appellant argues, “In Ben-Shaul, any and all policy decisions are made at the

edge servers, not in the DNS servers”. (See Brief p. 37).

Even if the Examiner were to subscribe to the Appellant’s interpretation of the reference,
it does not render the reference incapable of anticipating the claim, since the claim does not set

forth a DNS server, nor does it set forth where the policy decisions are made.
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The claim does set forth “one or more policies set by content provider and at least one
other policy”.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 8, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute

at the edge server, and at other times at the origin site, depending on the specified policy”.
Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus the content provider can establish “policies” to control which network element

distributes the resource.

The Appellant further argues, “The only decision that Ben-Shaul’s DNS servers make
depends “on the location of the query, and the status of the edge server in the zone from which
the request was made.”” The Appellant further states these are not policy decisions.

The Examiner disagrees with the Appellant. It is unclear how these are not “policy”
decisions. The claims do not set forth any particular definition to limit what a "policy"
constitutes or where the "policy" is stored. Selecting a resource based on the resources location

or the location of a request can be interpreted as a policy (or preference).
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F. Claim 38:

F1. The Appellant argues “The claim language dictates that the subscriber server network

is distinct from the at least one CDN” (see p. 38 of Brief).

The claims are given the broadest reasonable interpretation and limitations from the
specification are not read into the claims. When determining whether the prior art anticipates the
claimed invention, the metes and bounds of the claims must be ascertained and given the
broadest reasonable interpretation.

In the instant case, the Appellant is arguing the subscriber server network is distinct from
the at least one CDN. It is the preamble of Appellant’s claim which recites “wherein the
subscriber server network is distinct from said at least one CDN”. The body of the claim does not
recite this limitation as a method step. However, regardless of this limitation not being recited in
the body of the claim, this limitation has not been ignored.

Since the Appellant is arguing and emphasizing the claimed “distinct”, the Examiner has
analyzed the claim to determine if the claim sets forth “how” or in “what way” the “subscriber
server network™ is distinct from the “CDN”. The claim does not appear to provide any
limitations to further define or shed light on this term. Thus the term “distinct” appears to be a
broad term when defining the relation between the “subscriber server network” and the “CDN”.
This limitation is given the broadest reasonable interpretation and limitations from the
specification are not read into the claims.

The Appellant’s arguments shed light on the term “distinct” since the Appellant further
argues the “at least one CDN” and the “subscriber server network” are recited as different

elements.
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The interpretation of the “subscriber server network™ and “CDN” need also be addressed
in response to Appellant’s argument.

The preamble of claim 1 sets forth "a content delivery network (CDN) formed of a
plurality of cache servers” and its function as set forth in the preamble “resources of a content
provider may be delivered to clients from at least one content delivery network (CDN)”.

The prior art of Ben-Shaul disclose multiple distinct elements, such as origin servers and
edge servers (see at least Fig. 3-5, edge server -30, origin server -10; and Fig. 7-origin server-70
and edge server 72).

As shown at least in Fig. 7 (reproduced below), the edge server 72 and web server 70 are
separate boxes as show in the drawing and thus different elements. According to the Appellant’s
interpretation, then these elements satisfy as different elements, and thus distinct from each
other. It is further shown in Fig. 7, the edge server 72 is located in a separate network (cloud
drawn around elements) as shown in the drawing, such that it can be a Local ISP network. The
web server is shown in a separate network as the network of the origin site. Thus Ben-Shaul
disclose two "distinct" networks that satisfy as a “content delivery network” and “subscriber

server network”.
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The origin site web server can be interpreted as the claimed “content delivery network
(CDN)”. Ben-Shaul disclose at least at col. 5, lines 60-61:

“an origin site (OS), itself consisting of one or more origin Web servers”.

Thus the origin site web server of Ben-Shaul can comprise a plurality of servers.

Ben-Shaul disclose at least at col. 11, lines 18-20:

“an origin web site which has an origin web server having a first memory for storing a

first version of web content”.
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Thus the plurality of web servers of Ben-Shaul each comprise a memory for storing
resources. Thus the origin web servers of Ben-Shaul can be interpreted as the claimed "content

delivery network (CDN)" since they are formed of a plurality of "cache" servers.

The edge server can be interpreted as the claimed “subscriber server network™. The
claimed “subscriber server network™ is merely a label. The “subscriber server network” is
defined within the claim by its function of "associated with said content provider" and "delivery
of resources”.

Ben-Shaul disclose the edge servers are “associated” with the content provider, since they
can store and deliver resources of the content provider.

Ben-Shaul disclose at least at col. 5, lines 20-25:

“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested’;

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”
Ben-Shaul’s abstract discloses:

“one or more edge servers content providers are allocated dedicated resources”
Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver

content differentiated electronic content or data from content providers”.
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Thus there is a local server/edge server that is providing resources of a content provider

to a client.

The claim does not set forth any particular emphasis on the term "subscriber”. The edge
servers of Ben-Shaul can be interpreted as a “subscriber” network.

Ben-Shaul also disclose at least at col. 62, lines 10-11:

“users are optionally allowed to “subscribe” to an edge server”.

Ben-Shaul at Fig. 7 (as shown above) also disclose the edge server as part of an ISP
network which is an “Internet Service Provider” network that can be interpreted as a “subscriber
server network”, since users are “subscribing” to the services of that network.

Ben-Shaul disclose at least at col. 5, line 65-col. 6, line 5:

“edge servers: public edge servers, which reside in internet service provider facilities
(ISPs) and serve individual end-users, and dedicated edge servers”..."They may be privately

owned or supplied by ISPs".

Ben-Shaul disclose the origin web server or the edge server can be selected to deliver a
resource on behalf of the content provider.

Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver
content differentiated electronic content or data from content providers”.

Ben-Shaul at least at col. 5, lines 20-25 disclose:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul at least at col. 8, lines 35-42 disclose:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 21, lines 5-10 disclose:

“requests by the client 14 for selected pages or objects may or may not be directed to the
regional edge server 30. In regions where no regional servers are placed, or when the regional
edge server is not active, requests from the clients are directed to the origin site 10.”

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Ben-Shaul at least at col. 42, lines 1-4 disclose:

“the client may be referred directly to the origin site to obtain the content without
passing it via the edge server’.

Ben-Shaul at least at col. 46, lines 41-48 disclose:

“capability of dynamically delegating control to the edge server...all user requests that
are intercepted by a delegate edge server are handled completely by the edge server, without
involving the origin server’ and “Thus, if a resource that was requested by a user resides in the

cache, it is served'.
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Thus there is a local server/edge server or another distinct origin site that is selected to

provide the resource based on some condition (i.e. policy).

F2. The Appellant argues, “Ben-Shaul does not implement policy based DNS resolution”

(see p. 39 of Brief). The Appellant further argues, “Ben-Shaul does not teach or in any way

suggest policy-based name resolution, let alone any type of dvnamic policy-based name

resolution implement in a domain name server’’.

The Appellant appears to be arguing features which are not claimed. The claims do not
specifically recite “policy based DNS resolution”. Furthermore the element of a "domain name
server" is not recited in the claim. If this is such a pertinent element to overcome the prior art, it
is unclear why it is not recited the claim. The claims are interpreted in light of the specification;
however, limitations from the specification are not incorporated into the claims.

Regardless, the claims have been given the broadest reasonable interpretation and Ben-
Shaul discloses selecting either a first resource (CDN) or second resource (subscriber server
network) for providing content to a client requesting to resolve a domain name based on a policy.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users”.

Ben-Shaul disclose at least at col. 5, lines 20-25:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested” .

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”

Ben-Shaul disclose at least at col. 8, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy”.

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus Ben-Shaul disclose resolving a client request to resolve a domain name, selecting

either an edge server or origin server to provide the content provider resources, wherein such

selection is based in part on a policy (i.e. preferences, specified policy, policy of load balancing).

F.3. The Appellant argues, “In Ben-Shaul, any and all policy decisions are made at the

edge servers, not in the DNS servers”. (See Brief p. 43).

Even if the Examiner were to subscribe to the Appellant’s interpretation of the reference,
it does not render the reference incapable of anticipating the claim, since the claim does not set

forth a DNS server, nor does it set forth where the policy decisions are made.
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The claim does set forth “one or more policies set by content provider and at least one
other policy”.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 8, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus the content provider can establish “policies” to control which network element

distributes the resource.

The Appellant further argues, “The only decision that Ben-Shaul’s DNS servers make
depends “on the location of the query, and the status of the edge server in the zone from which
the request was made.” The Appellant further states these are not policy decisions.

The Examiner disagrees with the Appellant. It is unclear how these are not “policy”
decisions. The claims do not set forth any particular definition to limit what a "policy"
constitutes or where the "policy" is stored. Selecting a resource based on the resources location

or the location of a request can be interpreted as a policy (or preference).
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G. Claim 40:

G.1. The Appellant argues “The claim language dictates that the subscriber server

network is distinct from the at least one CDN” (see p. 43 of Brief).

The claims are given the broadest reasonable interpretation and limitations from the
specification are not read into the claims. When determining whether the prior art anticipates the
claimed invention, the metes and bounds of the claims must be ascertained and given the
broadest reasonable interpretation.

In the instant case, the Appellant is arguing the subscriber server network is distinct from
the at least one CDN. It is the preamble of Appellant’s claim which recites “wherein the
subscriber server network is distinct from said at least one CDN”. The body of the claim does not
recite this limitation as a method step. However, regardless of this limitation not being recited in
the body of the claim, this limitation has not been ignored.

Since the Appellant is arguing and emphasizing the claimed “distinct”, the Examiner has
analyzed the claim to determine if the claim sets forth “how” or in “what way” the “subscriber
server network” is distinct from the “CDN”. The claim does not appear to provide any
limitations to further define or shed light on this term. Thus the term “distinct” appears to be a
broad term when defining the relation between the “subscriber server network” and the “CDN”.
This limitation is given the broadest reasonable interpretation and limitations from the
specification are not read into the claims.

The Appellant’s arguments shed light on the term “distinct” since the Appellant further
argues the “at least one CDN” and the “subscriber server network” are recited as different

elements.
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The interpretation of the “subscriber server network™ and “CDN” need also be addressed
in response to Appellant’s argument.

The preamble of claim 1 sets forth "a content delivery network (CDN) formed of a
plurality of cache servers” and its function as set forth in the preamble “resources of a content
provider may be delivered to clients from at least one content delivery network (CDN)”.

The prior art of Ben-Shaul disclose multiple distinct elements, such as origin servers and
edge servers (see at least Fig. 3-5, edge server -30, origin server -10; and Fig. 7-origin server-70
and edge server 72).

As shown at least in Fig. 7 (reproduced below), the edge server 72 and web server 70 are
separate boxes as show in the drawing and thus different elements. According to the Appellant’s
interpretation, then these elements satisfy as different elements, and thus distinct from each
other. It is further shown in Fig. 7, the edge server 72 is located in a separate network (cloud
drawn around elements) as shown in the drawing, such that it can be a Local ISP network. The
web server is shown in a separate network as the network of the origin site. Thus Ben-Shaul
disclose two "distinct" networks that satisfy as a “content delivery network™ and “subscriber

server network”.
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The origin site web server can be interpreted as the claimed “content delivery network
(CDN)”. Ben-Shaul disclose at least at col. 5, lines 60-61:

“an origin site (OS), itself consisting of one or more origin Web servers”.

Thus the origin site web server of Ben-Shaul can comprise a plurality of servers.

Ben-Shaul disclose at least at col. 11, lines 18-20:

“an origin web site which has an origin web server having a first memory for storing a

first version of web content”.
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Thus the plurality of web servers of Ben-Shaul each comprise a memory for storing
resources. Thus the origin web servers of Ben-Shaul can be interpreted as the claimed "content

delivery network (CDN)" since they are formed of a plurality of "cache" servers.

The edge server can be interpreted as the claimed “subscriber server network™. The
claimed “subscriber server network™ is merely a label. The “subscriber server network” is
defined within the claim by its function of "associated with said content provider" and "delivery
of resources”.

Ben-Shaul disclose the edge servers are “associated” with the content provider, since they
can store and deliver resources of the content provider.

Ben-Shaul disclose at least at col. 5, lines 20-25:

“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested’;

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”
Ben-Shaul’s abstract discloses:

“one or more edge servers content providers are allocated dedicated resources”
Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver

content differentiated electronic content or data from content providers”.
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Thus there is a local server/edge server that is providing resources of a content provider

to a client.

The claim does not set forth any particular emphasis on the term "subscriber”. The edge
servers of Ben-Shaul can be interpreted as a “subscriber” network.

Ben-Shaul also disclose at least at col. 62, lines 10-11:

“users are optionally allowed to “subscribe” to an edge server”.

Ben-Shaul at Fig. 7 (as shown above) also disclose the edge server as part of an ISP
network which is an “Internet Service Provider” network that can be interpreted as a “subscriber
server network”, since users are “subscribing” to the services of that network.

Ben-Shaul disclose at least at col. 5, line 65-col. 6, line 5:

“edge servers: public edge servers, which reside in internet service provider facilities
(ISPs) and serve individual end-users, and dedicated edge servers”..."They may be privately

owned or supplied by ISPs".

Ben-Shaul disclose the origin web server or the edge server can be selected to deliver a
resource on behalf of the content provider.

Ben-Shaul disclose at least at col. 1, lines 17-20:

“origin servers and spatially distributed controlled edge servers to efficiently deliver
content differentiated electronic content or data from content providers”.

Ben-Shaul at least at col. 5, lines 20-25 disclose:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul at least at col. 8, lines 35-42 disclose:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 21, lines 5-10 disclose:

“requests by the client 14 for selected pages or objects may or may not be directed to the
regional edge server 30. In regions where no regional servers are placed, or when the regional
edge server is not active, requests from the clients are directed to the origin site 10.”

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Ben-Shaul at least at col. 42, lines 1-4 disclose:

“the client may be referred directly to the origin site to obtain the content without
passing it via the edge server’.

Ben-Shaul at least at col. 46, lines 41-48 disclose:

“capability of dynamically delegating control to the edge server...all user requests that
are intercepted by a delegate edge server are handled completely by the edge server, without
involving the origin server’ and “Thus, if a resource that was requested by a user resides in the

cache, it is served'.
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Thus there is a local server/edge server or another distinct origin site that is selected to

provide the resource based on some condition (i.e. policy).

(G.2. The Appellant argues, “Ben-Shaul does not implement policy based DNS

resolution” (see p. 45 of Brief). The Appellant further argues, “Ben-Shaul does not teach or in

any way suggest policy-based name resolution, let alone any type of dynamic policy-based name

resolution implement in a domain name server’’.

The Appellant appears to be arguing features which are not claimed. The claims do not
specifically recite “policy based DNS resolution”. Furthermore the element of a "domain name
server" is not recited in the claim. If this is such a pertinent element to overcome the prior art, it
is unclear why it is not recited the claim. The claims are interpreted in light of the specification;
however, limitations from the specification are not incorporated into the claims.

Regardless, the claims have been given the broadest reasonable interpretation and Ben-
Shaul discloses selecting either a first resource (CDN) or second resource (subscriber server
network) for providing content to a client requesting to resolve a domain name based on a policy.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 5, lines 20-25:
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“provide a flexible and fault tolerant DNS system that can direct the user requests for a
content provider resource or resource class either to a local server that will serve the user
locally or to the origin site according to the user location and the type of resource requested”.

Ben-Shaul disclose at least at col. 7, lines 5-10:

“The client regional DNS system may return for each domain name either the network
address of a local edge server or the network address of one of the origin servers.”

Ben-Shaul disclose at least at col. 8, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus Ben-Shaul disclose resolving a client request to resolve a domain name, selecting

either an edge server or origin server to provide the content provider resources, wherein such

selection is based in part on a policy (i.e. preferences, specified policy, policy of load balancing).

(G.3. The Appellant argues, “In Ben-Shaul, any and all policy decisions are made at the

edge servers, not in the DNS servers”. (See Brief p. 49).

Even if the Examiner were to subscribe to the Appellant’s interpretation of the reference,
it does not render the reference incapable of anticipating the claim, since the claim does not set

forth a DNS server, nor does it set forth where the policy decisions are made.
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The claim does set forth “one or more policies set by content provider and at least one
other policy”.
Ben-Shaul disclose at least at col. 5, lines 3-7:

“allows content providers to directly control the delivery of content based on regional
and temporal preferences, client identity and content priority as well as characteristics of the
resources that are delivered to the end users".

Ben-Shaul disclose at least at col. 8, lines 35-42:

“a given executable resource which is replicated at the edge server may at times execute
at the edge server, and at other times at the origin site, depending on the specified policy".

Ben-Shaul at least at col. 41, lines 5-7 disclose:

“for purposes of load balancing...different edge servers may direct requests to multiple
mirrored origin servers’.

Thus the content provider can establish “policies” to control which network element

distributes the resource.

The Appellant further argues, “The only decision that Ben-Shaul’s DNS servers make
depends “on the location of the query, and the status of the edge server in the zone from which
the request was made.” The Appellant further states these are not policy decisions.

The Examiner disagrees with the Appellant. It is unclear how these are not “policy”
decisions. The claims do not set forth any particular definition to limit what a "policy"
constitutes or where the "policy" is stored. Selecting a resource based on the resources location

or the location of a request can be interpreted as a policy (or preference).
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H. Dependent claims 2-4, 6-10, 12. 15-18, 20, 23-32. 35-37 and 39.

The Appellant has not provided any specific arguments concerning the dependent claims,
other than they are allowable for the same reasons as their respective independent claims. The
Examiner disagrees since the Appellant's arguments concerning the independent claims are not
persuasive. Furthermore the dependent claims have been rejected as addressed in the Final
Rejection.

For the above reasons, it is believed that the rejections should be sustained.

Respectfully submitted,

/John B. Walsh/

John B. Walsh

Primary Examiner, Art Unit 2451

Conferees:

/CHRIS PARRY/

Supervisory Patent Examiner, Art Unit 2451

/BACKHEAN TIV/

Primary Examiner, Art Unit 2451

Requirement to pay appeal forwarding fee. In order to avoid dismissal of the instant
appeal in any application or ex parte reexamination proceeding, 37 CFR 41.45 requires payment
of an appeal forwarding fee within the time permitted by 37 CFR 41.45(a), unless appellant had

timely paid the fee for filing a brief required by 37 CFR 41.20(b) in effect on March 18, 2013.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re the Application of®

Applicant: : Paul E. Stolorz et al. Confirmation No: 2099
Serial No.: : 11/932,162 Group Art Unit: 2451

Filed: ¢ 31 October 2007 Examiner: WALSH, John B.
Title: : DISTRIBUTING REQUESTS Docket No. 0093-US-C1

ACROSS MULTIPLE CONTENT DELIVERY
NETWORKS BASED ON SUBSCRIBER
POLICY

AMENDMENT AND REQUEST FOR CONTINUED EXAMINATION

Via EFS-Web

MAIL STOP AMENDMENT
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Commissioner:

In response to the Examiner’s Answer to Appeal Brief dated 19 May 2015, please amend

the above-identified application as follows:
Amendments to the Claims begin on page 2 of this paper.

Remarks begin on page 8 of this paper.

Level 3 Communications, LLC 1 Attorney Docket No. 0093-US-C1
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Amendments to the Claims:

This listing of claims will replace all prior versions, and listings of claims in the
application.

Listing of Claims:

1. (Currently Amended) A method, operable in a framework wherein resources of a
content provider may be delivered to clients from at least one content delivery network (CDN)
formed of a plurality of cache servers or from a subscriber server network associated with
[[said]] the content provider, wherein the subscriber server network is distinct from [[said]] the at

least one CDN, the method comprising:

responsive to receipt of a client request at a name server to resolve a domain name,

retrieving policies from a policy database of the name server, [[said]] the

domain name being associated with a request for at least one resource of [[said]]
the content provider, and

selecting either [[said]] the at least one CDN or the subscriber server
network, [[said]] the selecting being based at least in part on one or more of the
retrieved policies set by the content provider and at least one other retrieved
policy, wherein [[said]] the one or more retrieved policies set by the content
provider relating relate, at least in part, to delivery of resources on behalf of
[[said]] the content provider; and

by hardware in combination with software, providing the client with information

associated with the selected network.

2. (Previously Presented) A method as in claim 1 wherein the information
associated with the selected network includes a domain name associated with the selected

network.

3. (Previously Presented) A method as in claim 2 wherein the domain name

comprises a CNAME associated with the selected network.

4. (Currently Amended) A method as in claim 1 wherein the one or more policies

set by the content provider include a load share policy that specifies a relative load share for

Level 3 Communications, LLC 2 Attorney Docket No. 0093-US-C1
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[[said]] the at least one CDN, and wherein the step of selecting attempts to satisty [[said]] the
load share policy.

5. (Canceled)

6. (Currently Amended) A method as in claim 1 further comprising:
obtaining at least one updated content provider policy, and

wherein [[said]] the one or more of the retrieved policies set by the content provider and

used by [[said]] the step of selecting include [[said]] the at least one updated content provider

policy.

7. (Currently Amended) A method as in claim 6 wherein [[said]] the step of

obtaining is repeated at regular intervals.

8. (Currently Amended) A method as in claim 6 wherein [[said]] the at least one

updated content provider policy includes a load share policy for the at least one efsaid CDN.

9. (Currently Amended) A method as in claim 6 wherein [[said]] the at least one
updated content provider policy is obtained from a location specified by [[said]] the content

provider.

10. (Currently Amended) A method as in claim 1 further comprising:
if the selecting act selects the at least one CDN, then identifying a particular content
server in [[said]] the selected CDN; and

providing the client with an address of the particular content server.

11. (Currently Amended) A method, operable in a framework wherein resources of a
content provider may be delivered to users from at least two distinct domains, wherein a first
domain comprises a subscriber server network associated with the content provider and a second
domain comprises a content delivery network (CDN) distinct from the subscriber server network,
the method comprising:

receiving a request from a client resolver to resolve a first domain name, the request

being associated with a client request for one of the resources of the content provider;

Level 3 Communications, LLC 3 Attorney Docket No. 0093-US-C1
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1n response to receipt of the the request,

obtaining retrieving from a policy database of a name server one or more

content provider policies relating to delivery of said the one of the resources, at
least one of [[said]] the retrieved policies relating to a relative load share for each

of [[said]] the at least two domains[[;]]. and

inresponse-to-satdrequest; selecting, based at least in part on [[said]] the

one or more retrieved content provider policies set by the content provider and at

least one other retrieved policy, one of [[said]] the at least two domains; and
by hardware in combination with software, providing the client with information

associated with the selected domain.

12. (Original) A method as in claim 11 wherein the information associated with the
selected domain is either (a) a domain name associated with the selected domain or (b) at least

one Internet Protocol (IP) address of at least one server in the selected domain.
13. (Canceled)
14. (Canceled)

15. (Currently Amended) A method as in claim 11 wherein at least one other of
[[said]] the at least two domains corresponds to a second content delivery network domain
distinct from [[said]] the first content delivery network domain and [[said] the subscriber server

network.

16. (Currently Amended) A method as in claim 11 wherein the one or more content
provider policies include a load share policy that specifies a relative load share for each of [[said]
the at least two domains, and wherein the step of selecting attempts to satisty [[said] the load

share policy.

17. (Currently Amended) A method as in claim 11wherein [[said] the step of

obtaining is repeated at regular intervals.
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18. (Currently Amended) A method as in claim 11 further comprising:
identifying a particular content server in [[said] the selected domain; and

providing the client with an address of the particular content server.

19. (Currently Amended) A method, operable in a framework wherein resources of a
content provider may be delivered from at least two distinct domains, wherein a first domain
comprises a subscriber server network associated with the content provider and a second domain
comprises a content delivery network (CDN) distinct from the subscriber server network, the
method comprising:

distributing requests to at least one name server to resolve a domain name among [[said]]

the at least two distinct domains based at least in part on one or more load share policies set by
the content provider and at least one other policy, [[said]] the one or more load share policies

relating to delivery of content on behalf of [[said]] the content provider, the one or more load

share policies and the at least one other policy being retrieved from a policy database of the at

least one name server in response to receipt of at least one of the requests to the at least one name

server; and
by hardware in combination with software, providing an interface for the content

provider to update [[said]] the one or more load share policies set by the content provider.

20. (Currently Amended) A method as in claim 19 wherein at least one of [[said]] the

two distinct domains corresponds to a content delivery network domain.
21. (Canceled)

22. (Currently Amended) A method, operable in a framework consisting of at least
one content delivery network (CDN) comprising a plurality of content servers and capable of
delivering resources on behalf of at least one subscriber, wherein [[said]] the subscriber is
associated with a subscriber server network distinct from [[said]] the at least one CDN, the
method comprising:

in response to receipt of a request at a name server to resolve a domain name associated

with a particular client request for subscriber content of a particular subscriber of [[said]] the at

least one subscriber,
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retrieving from a policy database of a name server one or more policies, the one or more

of the retrieved policies including one or more subscriber polices, and

selecting either the at least one CDN or the subscriber server network to handle the
particular client request for subscriber content, [[said]] the selecting being based, at least in part,
on one or more retrieved subscriber policies of [[said]] the particular subscriber, [[said]] the one

or more retrieved subscriber policies relating, at least in part, to delivery of resources on behalf

of [[said]] the particular subscriber and at least one other retrieved policy; and
by hardware in combination with software, causing [[said]] the client to be directed to

[[said]] the selected network.

23. (Original) A method as in claim 22 wherein the one or more subscriber policies

include a subscriber-defined load share policy.

24, (Currently Amended) A method as in claim 22 wherein [[said]] the step of
causing [[said]] the client to be directed to [[said]] the selected network comprises:

providing the client with a domain name associated with the selected network.

25. (Currently Amended) A method as in claim 22 further comprising:
if the selecting act selects the CDN, then identifying a particular content server in [[said]]

the selected CDN; and providing the client with an address of the particular content server.

26. (Currently Amended) The method of claim 1 further comprising:
providing an interface for content providers to update [[said]] the one or more policies set

by the content provider.

27. (Currently Amended) The method of claim 11 further comprising:
providing an interface for content providers to update [[said]] the one or more policies set

by the content provider.

28. (Currently Amended) The method of claim 22 further comprising:
providing an interface for said at least one subscriber to update [[said]] the one or more

subscriber policies.
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29. (Currently Amended) The method of claim 1 wherein [[said]] the selecting is

done by a domain name server.

30. (Currently Amended) The method of claim 11 wherein [[said]] the selecting is

done by a domain name server.

31. (Currently Amended) The method of claim 19 wherein [[said]] the distributing is

done by a domain name server.

32, (Currently Amended) The method of claim 22 wherein [[said]] the selecting is

done by a domain name server.
33. (Canceled)
34, (Canceled).
35. (Canceled)
36. (Canceled)
37. (Canceled)
38. (Canceled)
39. (Canceled)

40. (Canceled)
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Remarks/Arguments

This Response is considered fully responsive to Final Office Action dated 28 Jan 2015
and the Examiner’s Answer to Appeal Brief mailed 19 May 2015. Claims 1-4, 6-12, 15-20, 22-
33, and 35-40 are pending in the application and stand rejected. Claims 1, 4, 6-11, 15-20, 22 and
24-32 have been amended herein. Claims 33-40 have been canceled. No new claims have been
added. Reexamination and reconsideration of remaining claims 1-4, 6-12, 15-20, and 22-32 are

respectfully requested.

Rejections Under 35 U.S.C. § 102

Claims 1-4, 6-12, 15-20, 22-33, and 35-40 stand rejected under 35 U.S.C. § 102(e) as
being purportedly anticipated by U.S. Patent No. 6,976,090 to Ben-Shaul et al. (hereinafter Ben-
Shaul). Independent claims 1, 11, 19, and 22 have been amended in a matter that is believed to
overcome the rejection. Support for the amendments can be found at least with respect to
FIG. 8(b) and the description thereof in the present invention.

Generally, Ben-Shaul discloses an application delivery system that allows content
providers to directly control the delivery of content based on regional and temporal preferences,
client identity, and content priority. Ben-Shaul, Abstract. An origin server and one or more edge
servers are accessible by a client requesting content from the servers. Each origin server has a set
of subordinate edge servers, which are geographically distributed. Ben-Shaul, col. 5, line 64 to
col. 6, line 22. Each edge server implements one or more policies for delivering content to the
client. See e.g., Ben-Shaul, col. 6, lines 23-35. Importantly, Ben-Shaul employs a mechanism of
domain name resolution that makes it possible to achieve redirection of HT TP requests using

dynamic cache replacement in an edge DNS server, whether the replacement is performed by

trusted entities or reregistration by the edge DNS server of domain name entries in regional DNS
name servers. Ben-Shaul, col. 6, lines 36-42. The configuration of the edge DNS server and its
coordination with the client regional DNS server is controlled by DNS directives that originate
from one or more policy control servers. Ben-Shaul, col. 22, lines 58-61. Service policies also
configure the operation of the edge services. Ben-Shaul, col. 7, line 24 to col. 11, line 16.

Various embodiments of DNS resolution are described in Ben-Shaul from col. 21, line 48 to
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1315



col. 23, line 48. Additional details of the operation of Ben-Shaul’s DNS name server 134 or the
EdgeDNS, for example, is described in detail starting at Ben-Shaul, col. 50, line 24.

In summary, once the DNS cache entries are set up by policies, Ben-Shaul teaches DNS
resolution in the known standard fashion in which the DNS resolution operation itself is no
longer policy dependent. DNS cache entries may be reconfigured based on policies at a later
time, but again the actual DNS resolution operation itself is thereafter policy independent.

Claim 1 of the present application has been amended to recite retrieving policies received

at a name server to resolve a domain name from a policy database of the name server, responsive

to receipt of the client request. Although Ben-Shaul periodically applies policies to set up and
dynamically configure DNS cache registration via DNS insertion (Ben-Shaul, col. 22, line 17 to
col. 23, line 48), independent of receipt of any particular client request for DNS resolution, the
actual DNS resolution itself is handled by standard DNS resolution techniques once the various
domain name caches have been configured. In fact, Ben-Shaul teaches that the actual DNS
resolution simply relies on DNS entries in a name server cache — the DNS entries may have been
written in accordance with one or more policies, but the DNS resolution of the client request
itself proceeds without responsive retrieval of those policies. In contrast, claim 1 recites
retrieving specific policies for a specific name server responsive to a specific client request and
applying those retrieved policies to select a network for that client request. Accordingly, Ben-
Shaul fails to disclose or suggest any such dependent relationship between the receipt of a client
request for a domain name resolution, on one hand, and the retrieval of policies from a name
server’s policy database and the selection of a network based on those retrieved policies, on the
other. Thus, allowance of claim 1 is respectfully requested.

Claims 2-4, 6-10, 26, and 29 depend from claim 1, which is believed to be allowable as
amended, and accordingly include the recited features of claim 1. Therefore, claims 2-4, 6-10,
26, and 29 are believed to be allowable for at least the same reasons as claim 1. Allowance of
claims 2-4, 6-10, 26, and 29 is respectfully requested.

Claim 11 of the present invention has been amended to recite receiving a request from a

client resolver to resolve a first domain name and, responsive to that request, retrieving from a

policy database of a name server one or more content provider policies relating to delivery of the

one of the resources, and selecting, based at least in part on the one or more retrieved content

provider policies set by the content provider and at least one other retrieved policy, one of the at

Level 3 Communications, LLC 9 Attorney Docket No. 0093-US-C1
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least two domains. As explained with respect to claim 1, Ben-Shaul employs policies to set up
DNS entries in a name server cache but does not employ policies retrieved in response to a DNS
resolution request to resolve the DNS request. As such, Ben-Shaul teaches resolving the DNS
request in a DNS framework already set up by policies, whereas claim 11 recites resolving the
DNS request using a set of policies retrieved in response to receipt of the request. Accordingly,
Ben-Shaul fails to disclose or suggest any such dependent relationship between the receipt of a
client request for a domain name resolution, on one hand, and the retrieval of policies from a
name server’s policy database and the selection of a network based on those retrieved policies,
on the other. Thus, allowance of claim 11 is respectfully requested.

Claims 12, 15-18, 27, and 30 depend from claim 11, which is believed to be allowable as
amended, and accordingly include the recited features of claim 11. Therefore, claims 12, 15-18,
27, and 30 are believed to be allowable for at least the same reasons as claim 11. Allowance of
claims 12, 15-18, 27, and 30 is respectfully requested.

Claim 19 has been amended to recite “the one or more load share policies and the at least
one other policy being retrieved from a policy database of the name server in response to receipt
of at least one of the request by the name server.” As explained with respect to claims 1 and 11,
Ben-Shaul employs policies to set up DNS entries in a name server cache but does not employ
policies retrieved in response to a DNS resolution request to resolve the DNS request. As such,
Ben-Shaul teaches resolving the DNS request in a DNS framework already set up by policies,
whereas claim 19 recites distributing requests to at least one name server to resolve a domain
name based on policies retrieved from a policy database of the name server resolving the DNS
request using a set of policies responsive to receipt of the request. Accordingly, Ben-Shaul fails
to disclose or suggest any such dependent relationship between the receipt of a client request for
a domain name resolution, on one hand, and the retrieval of policies from a name server’s policy
database, on the other. Thus, allowance of claim 19 is respectfully requested.

Claims 20 and 31 depend from claim 19, which is believed to be allowable as amended,
and accordingly include the recited features of claim 19. Therefore, claims 20 and 31are believed
to be allowable for at least the same reasons as claim 19. Allowance of claims 20 and 31 is
respectfully requested.

Claim 22 has been amended to recite in part, in response to receipt of a request at a name

server to resolve a domain name, retrieving from a policy database of a name server one or more

Level 3 Communications, LLC 10 Attorney Docket No. 0093-US-C1
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policies and selecting either the at least one CDN or the subscriber server network to handle the
particular client request for the subscriber based, at least in part, on one or more retrieved
subscriber policies. As explained with respect to claims 1, 11 and 19, Ben-Shaul employs
policies to set up DNS entries in a name server cache but does not employ policies retrieved in
response to a DNS resolution request to resolve the DNS request. As such, Ben-Shaul teaches
resolving the DNS request in a DNS framework already set up by policies, whereas claim 22
recites retrieving policies, in response to receipt of a domain name resolution request, and
selecting a network based on the retrieved policies. Accordingly, Ben-Shaul fails to disclose or
suggest any such dependent relationship between the receipt of a client request for a domain
name resolution, on one hand, and the retrieval of policies from a name server’s policy database
and the selection of a network based on those retrieved policies, on the other. Thus, allowance of
claim 22 is respectfully requested.

Claims 23-25, 28 and 32 depend from claim 22, which is believed to be allowable as
amended, and accordingly include the recited features of claim 2. Therefore, claims 23-25, 28
and 32are believed to be allowable for at least the same reasons as claim 22. Allowance of claims
23-25, 28 and 32 is respectfully requested.

Claims 33 and 35-40 have been canceled.

Conclusion

This response to the Final Office Action dated 28 Jan 2015 follows a Notice of Appeal,
an Appeal Brief, and an Examiner’s Answer (dated 19 May 2015). The Applicants decided to
withdraw the application from appeal and have fully responded to each and every objection and
rejection in the Final Office Action dated 28 Jan 2015 with the belief that claims 1-4, 6-12, 15-
20, and 22-32 are in a condition for allowance. Therefore, the Applicants respectfully request
that a timely Notice of Allowance be issued in this case.

Included with this response is a request for continued examination, and the requisite fees.
The Applicants believe no other fees or petitions are due with this filing. However, should any
such fees or petitions be required, please consider this a request therefor and authorization to
charge Deposit Account No. 50-5063 as necessary.

If the Office believes any issues could be resolved via a telephone interview, the Office is

invited to contact the undersigned at the telephone number listed below.
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Respectfully submitted,

Date: July 20, 2015 David D. Wier

David Wier

Registration No. 48,229
USPTO Customer No. 83,579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-3539

Fax: 720-888-5619
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THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
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For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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2 registered patent attorneys or agents. If no name is 3
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3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government
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[ Issue Fee
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Date
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Registration No.

PTOL-85 Part B (10-13) Approved for use through 10/31/2013.
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| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
11/932,162 10/31/2007 Paul E. Stolorz 0093-US-C1 2099
| EXAMINER |
83579 7590 10/16/2015
LEVEL 3 COMMUNICATIONS, LLC WALSH, JOHN B
Attn: Patent Docketing
1025 Eldorado Blvd. | ART UNIT PAPERNUMBER |
Broomfield, CO 80021 2451

DATE MAILED: 10/16/2015

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
11/932,162 STOLORZ ET AL.
: IH i i AlA (First Inventor to
Notice of Allowability E;(r?:]ém\e/\r/ e QZE:J"" File) Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to RCE of 7/20/15.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-4,6-12,15-20 and 22-32. As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see hiig://www.uspin.gov/batents/init_evenis/oph/index.dsg or send an inquiry to PEHeedback@uspio.gov. .

4. [J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[J Al b)[J Some *c)[] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. X Notice of References Cited (PTO-892) 5. [] Examiner's Amendment/Comment

2. X Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/John B Walsh/
Primary Examiner, Art Unit 2451

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20151013
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Application/Control Number: 11/932,162 Page 2
Art Unit: 2451

The present application is being examined under the pre-AlIA first to invent provisions.
DETAILED ACTION

Allowable Subject Matter
1. Claims 1-4, 6-12, 15-20 and 22-32 are allowed.
2. The following is an examiner’s statement of reasons for allowance: See Applicant’s
remarks of July 20, 2015. USPN 6,605,120 is relevant prior art that discloses a policy database
and retrieving provider policies (fig. 7, fig. 10). However the ‘120 reference does not disclose the
Applicant’s invention as claimed in detail, such as receipt of a client request to resolve a domain
name at a name server, the policy database being on the name server and selecting either the
CDN or subscriber server. The '120 reference appears to be drawn to formatting content of a web
page rather than load sharing/balancing of a network.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for
Allowance.”

Conclusion
3. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to John B. Walsh whose telephone number is (571)272-7063. The
examiner can normally be reached on Monday-Thursday from 8:00-6:30.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Christopher L. Parry can be reached on 571-272-8328. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 11/932,162 Page 3
Art Unit: 2451

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at §66-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/John B Walsh/
Primary Examiner, Art Unit 2451
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Application/Control No. Applicant(s)/Patent Under
Reexamination
. . 11/982,162 STOLORZ ET AL.
Notice of References Cited . .
Examiner Art Unit
John B. Walsh 2451 Page 1 of 1
U.S. PATENT DOCUMENTS
* Countre?otg—?\lr::m’\tlnzmgﬁg Code MM[?(t\((aYY Name Classification
* | A | US-6,605,120 08-2003 Fields et al. 715/239
B | US-
c | US-
D | US-
E | US-
F | US-
G | US-
H | US-
| Us-
J | US-
K | US-
L | USs-
M | US-
FOREIGN PATENT DOCUMENTS
* Countre?olgg-?ﬂztm’\tizrzﬁg Code MM[??\?YY Country Name Classification
N
O
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
u
\
w
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited
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Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item T
Initials* No' (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
publisher, city and/or country where published.
European Examination Report, dated January 17, 2014, Application No.
10178695.2, filed September 30, 2002; Dkt. No. 0093-EP-C1, 3 pgs.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant:  Paul E. Stolorz et al. Confirmation No: 2099
Serial No.:  11/932,162 Group Art Unit: 2451
Filed: 31 October 2007 Examiner: WALSH, John B.
Title: DISTRIBUTING REQUESTS ACROSS Docket No. 0093-US-Cl1

MULTIPLE CONTENT DELIVERY NETWORKS
BASED ON SUBSCRIBER POLICY

Applicant:  Paul E. Stolorz et al. Confirmation No: 2099

COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE

Via EFS-Web

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Dear Sir:

Applicant acknowledges the Notice of Allowance mailed on October 16, 2015 in the
present application by the Examiner with appreciation. The Notice of Allowance includes a
Statement on Reasons for Allowance, which Applicant notes are not the only reasons that the
claims are allowable. As the Examiner's reasons for allowance are not exhaustive, such reasons
for allowance do not establish an estoppel against Applicant with regard to the scope of any
claim in the present application or any related applications, including without limitation any

continuation applications claiming priority to the present application.

Respectfully submitted,

Date: October 28, 2015 /David D. Wier/
David D. Wier, Reg. No. 48,229
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-3539
Fax: 720-888-5619

Level 3 Communications, LLC 1 Attorney Docket No. 0093-US-C1
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National Stage of an International Application under 35 U.S.C. 371
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New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
11/932,162 12/01/2015 9203636 0093-US-C1 2099
83579 7590 11/11/2015

LEVEL 3 COMMUNICATIONS, LLC
Attn: Patent Docketing

1025 Eldorado Blvd.

Broomfield, CO 80021

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Paul E. Stolorz, Thousand Oaks, CA;
John K. Salmon, Altadena, CA;

Michael S. Warren, Santa Fe, NM;

Jeffrey Koller, Torrance, CA;

Aric Hagberg, Santa Fe, NM;

Maksim Yevmenkin, Thousand Oaks, CA;
Mark Brady, Thousand Oaks, CA;

David Pfitzner, Thousand Oaks, CA;

Ted Middleton, Moorpark, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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