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As concerns claim 23, wherein the one or more subscriber policies include a subscriber-
defined load share policy (load share policy is dependent upon the location and conditions of the

subscriber, since it is dependent upon this it defines the policy).

Response to Arguments
5. Applicant's arguments filed August 5, 2010 have been fully considered but they are not
persuasive.

As concerns the 101 rejection, the body of the claim does not recite the “particular
machine” that accomplishes the claimed method steps.

In response to Applicant's argument that Garcia-Luna-Aceves includes additional
structure, precluding access, not required by Applicant's invention, it must be noted that the
claims are given the broadest reasonable interpretation and the prior art of Garcia-Luna-Aceves
discloses the invention as claimed. The fact that it discloses additional structure not claimed is
irrelevant.

The applicant argues Garcia-Luna-Aceves et al. teaches preferences that pertain to access
control and have no relation whatsoever to selecting networks or domains from which to deliver
content. The claims have been given the broadest reasonable interpretation and controlling
access to content which is delivered via a network or domain, wherein the selecting is based

upon a policy/preference anticipates the claimed invention.

Sandpiper EX2003 (Part 2 of 3)
Google v. Sandpiper
[PR2025-00806
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Conclusion
6. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO
MONTHS of the mailing date of this final action and the advisory action is not mailed until after
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,
however, will the statutory period for reply expire later than SIX MONTHS from the mailing
date of this final action.

7. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to John B. Walsh whose telephone number is 571-272-7063. The
examiner can normally be reached on Monday-Thursday from 8:00-6:30.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, John Follansbee can be reached on 571-272-3964. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/John B. Walsh/
Primary Examiner, Art Unit 2451
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in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
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] Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a
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[ ] Consider the arguments in the Appeal Brief or Reply Brief previously filed on
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[X] Enclosed
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|:| Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration(s}

[] Other

MISCELLANEOUS

|:| Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17{i) required)

[] Other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 505063
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submissicn related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.
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1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
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court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
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request involving an individual, toc whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Internaticnal Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
ar his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authoerity of 44 U.S5.C. 2904 and
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determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Level 3 Communications, LL.C Attorney Docket No. 0093-US-C1

In re PATENT APPLICATION OF: Attorney Docket: 0093-US-C1
STOLORZ, Paul E. et al. Group Art Unit: 2451
Application Serial No.: 11/932,162 Examiner: WALSH, John B.
Application Filing Date: ~ October 31, 2007 Confirmation No.: 2099

Title: DISTRIBUTING REQUESTS ACROSS MULTIPLE
CONTENT DELIVERY NETWORKS BASED ON
SUBSCRIBER POLICY

RESPONSE / AMENDMENT

Via EFS-Web

MAIL STOP AMENDMENT
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

o Applicant hereby responds to the Final Office Action mailed November 1%, 2010,
filed concurrently with a Request for Continued Examination.

Petition for Extension of Time is on page 2 hereof.

A Listing of Claims begins on page 3 hereof.

Remarks begin on page 8 hereof.
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EXTENSION OF TIME
Applicant hereby petitions for a two-month extension of time and is electronically

submitting the required fee with this correspondence. Other than this extension fee, Applicant
believes no other Petitions or fees are necessary, but if this is incorrect, please consider this a

Petition and authorization of payment therefor. The Commissioner is authorized to deduct any
additional fees from or credit any over-payment to the undersigned’s Deposit Account No. 50-

5063.
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LISTING OF CLAIMS
1. (Currently Amended) A method, operable in a framework wherein resources of

a content provider may be delivered to clients from at least two distinct content delivery
networks (CDN5s), the method comprising;-by-hardware-in-combination-with-seftware:

responsive to a client request, selecting one of said at least two CDNss, said
selecting being based at least in part on one or more policies set by the content provider;
and

by hardware in combination with software, providing the client with information

associated with the selected CDN.

2. (Original) A method as in claim 1 wherein the information associated with the

selected CDN includes a domain name associated with the selected CDN.

3. (Original) A method as in claim 2 wherein the domain name comprises a

CNAME associated with the selected CDN.

4. (Original) A method as in claim 1 wherein the one or more policies include a
load share policy that specifies a relative load share for each of said at least two CDNss,

and wherein the step of selecting attempts to satisfy said load share policy.

5. (Original) A method as in claim 1 wherein said client request comprises a

request from a resolver to resolve a domain name.

6. (Original) A method as in claim 1 further comprising:
obtaining at least one updated content provider policy, and
wherein said one or more policies used by said step of selecting include said at

least one updated content provider policy.
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7. (Original) A method as in claim 6 wherein said step of obtaining is repeated at

regular intervals.

8. (Original) A method as in claim 6 wherein said at least one updated content

provider policy includes a load share policy for at least one of said CDNSs.

9. (Original) A method as in claim 6 wherein said at least one updated content

provider policy is obtained from a location specified by said content provider.

10. (Original) A method as in claim 1 further comprising:
identifying a particular content server in said selected CDN; and

providing the client with an address of the particular content server.

11. (Currently Amended) A method, operable in a framework wherein resources
of a content provider may be delivered to users from at least two distinct domains, the
method comprising;-by-hardware-in-combination-with-seftware:

obtaining one or more content provider policies relating to delivery of said
resources, at least one of said policies relating to a relative load share for each of said at
least two domains;

receiving a request from a client’s resolver to resolve a first domain name, said
request having been part of a client request for one of said resources of said content
provider;

selecting, based at least in part on said one or more content provider policies, one
of said at least two domains; and

by hardware in combination with software, providing the client with information

associated with the selected domain.
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12. (Original) A method as in claim 11 wherein the information associated with
the selected domain is either (a) a domain name associated with the selected domain or

(b) at least one Internet Protocol (IP) address of at least one server in the selected domain.

13. (Original) A method as in claim 11 wherein at least one of said at least two

domains corresponds to a first content delivery network domain.

14. (Original) A method as in claim 13 wherein at least one other of said at least
two domains corresponds to a content provider domain distinct from said first content

delivery network domain.

15. (Original) A method as in claim 13 wherein at least one other of said at least
two domains corresponds to a second content delivery network domain distinct from said

first content delivery network domain.

16. (Original) A method as in claim 11 wherein the one or more policies include a
load share policy that specifies a relative load share for each of said at least two domains,

and wherein the step of selecting attempts to satisfy said load share policy.

17. (Original) A method as in claim 11 wherein said step of obtaining is repeated

at regular intervals.

18. (Original) A method as in claim 11 further comprising:
identifying a particular content server in said selected domain; and

providing the client with an address of the particular content server.

19. (Currently Amended) A method, operable in a framework wherein resources

of a content provider may be delivered from at least two distinct domains, the method

comprising-by-hardware-ir-combinationwith-seftware:

-5-
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distributing requests among said at least two distinct domains based at least in part
on one or more load share policies set by the content provider; and

by hardware in combination with software, providing an interface for the content

provider to update said one or more load share policies set by the content provider.

20. (Original) A method as in claim 19 wherein at least one of said two distinct

domains corresponds to a content delivery network domain.

21. (Original) A method as in claim 20 wherein at least one other of said at least
two distinct domains corresponds to a subscriber domain distinct from said content

delivery network domain.

22. (Currently Amended) A method, operable in a framework consisting of at least
two content delivery networks (CDNs), each CDN comprising a plurality of content
servers, and each CDN being capable of delivering resources on behalf of at least one
subscriber, the method comprising;-by-hardware-in-combination-with-seftware:

selecting a CDN from said at least two CDNs to handle a particular client request
for subscriber content, said selecting being based, at least in part, on one or more
subscriber policies; and

by hardware in combination with software, directing said client to said selected

CDN.

23. (Original) A method as in claim 22 wherein the one or more subscriber

policies include a subscriber-defined load share policy.

24. (Original) A method as in claim 22 wherein said step of directing comprises:

providing the client with a domain name associated with the selected CDN.

25. (Original) A method as in claim 22 further comprising:

-6 -
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identifying a particular content server in said selected CDN; and

providing the client with an address of the particular content server.

26. (Previously presented) The method of claim 1 further comprising:
providing an interface for content providers to update said one or more policies set

by the content provider.

27. (Previously presented) The method of claim 11 further comprising:
providing an interface for content providers to update said one or more policies set

by the content provider.
28. (Previously presented) The method of claim 22 further comprising:

providing an interface for said at least one subscriber to update said one or more

subscriber policies.
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REMARKS
In response to the office action mailed November 1%, 2010 (“the Office Action”),

please enter the following remarks into the present application. In this Response, claims
1, 11, 19, and 22 have been amended, and no claims have been canceled or added.

Reexamination and reconsideration of the claims are respectfully requested.

CLAIM REJECTIONS UNDER §101
The Office Action rejected claims 1-28 under 35 U.S.C. § 101 because the claimed

invention is purportedly directed to non-statutory subject matter. Independent claims 1,
11, 19, and 22 have each been amended to clarify that at least one step recited therein is
performed by hardware in combination with software. The Examiner is reminded of the
Telephonic Interview conducted with Applicant’s representative, Mr. Brian Siritzky, on
December 15, 2009 concerning 35 U.S.C. §101, as noted in this application in the
Amendment filed on December 18, 2009 (see “The Telephone Interview,” on page 7).
Reconsideration and withdrawal of the rejections are respectfully requested in view of

these amendments and the telephone interview.

CLAIM REJECTIONS UNDER §102
The Office Action rejected each claim 1-28 under 35 U.S.C. § 102(e) as being

anticipated by columns 19-20 of U.S. Patent No. 7,577,754 (“Garcia-Luna-Aceves et
al.”).

Applicant has once responded to Garcia-Luna-Aceves et al. and hereby
incorporates its response in its entirety. See Amendment dated August 5, 2010. In
response, the Office Action seems to imply that Applicant’s prior arguments focused on
teachings of “additional structure” by Garcia-Luna-Aceves et al. as opposed to
distinguishing limitations in the claims deficient from Garcia-Luna-Aceves et al. Office
Action, at page 5. While Applicant indeed pointed out such additional structure in
Garcia-Luna-Aceves et al., Applicant also pointed out that the “selecting” acts recited in
each claim were missing from Garcia-Luna-Aceves et al. In fact, Applicant simply
pointed to the “additional structure” of Garcia-Luna-Aceves et al. as evidence of the

distinction between the teachings of Garcia-Luna-Aceves et al. and the claims, notably
8-
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that such additional structure has no relation whatsoever to selecting a network (or
domain, as in the case of claim 11) from a plurality of distinct networks (or domains).

The Office Action states that the “claims have been given the broadest reasonable
interpretation and controlling access to content which is delivered via a network or
domain, wherein the selecting is based upon a policy/preference anticipates the claimed
invention.” However, the question is not whether Garcia-Luna-Aceves et al. teaches
these features, but whether Garcia-Luna-Aceves et al. teaches selection of a network (or
domain) from which to deliver content. Garcia-Luna-Aceves et al. does not teach a
framework in which content from a content provider can be delivered from distinct
networks (or domains), and necessarily can’t teach selection of one of such distinct
networks (or domains) from which to serve the content. Applicant therefore relies on the
“selecting” acts recited in each independent claim to distinguish from Garcia-Luna-
Aceves et al.; consequently, the “broadest reasonable interpretation” of each independent
claim necessarily must include these “selecting” acts.

e Inclaim 1, “responsive to a client request, selecting one of said at least two
CDNss, said selecting being based at least in part on one or more policies set
by the content provider”

e Inclaim 11, “selecting, based at least in part on said one or more content
provider policies, one of said at least two domains”

e Inclaim 22, “selecting a CDN from said at least two CDNs to handle a
particular client request for subscriber content, said selecting being based,
at least in part, on one or more subscriber policies”

With respect to the comments on page 4 of the Office Action regarding the
teaching of multiple networks in Col. 12, 1l. 55-60 of Garcia-Luna-Aceves et al.,
Applicant notes that these passages: (1) are not described in context with Garcia-Luna-
Aceves et al.’s authorization process and Figure 4, and therefore lacks enablement upon
which to base a proper rejection in the first place; and (2) are irrelevant given that Garcia-
Luna-Aceves et al. lacks teaching a process for selecting between different networks for

delivery of a content provider’s/subscriber’s content. Plainly stated, each independent

-9.
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claim recites at least one limitation that is not disclosed or otherwise suggested in Garcia-
Luna-Aceves et al. Applicant respectfully requests reconsideration of the outstanding
rejections, or at a minimum, a direct citation in Garcia-Luna-Aceves et al. that the Office
relies upon to enable the selection of a nerwork (or domain) from a plurality of networks
(or domains) so that Applicant can further respond as appropriate.

Dependent claims 2-10, 12-21 and 23-28 each recite at least these limitations of
the independent claims and therefore are believed allowable over Garcia-Luna-Aceves et

al. for at least the same reasons articulated above.

- 10 -
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CONCLUSION

Applicant respectfully submits that this application is in condition for allowance.
An early action to that effect is earnestly solicited. No fees are believed due other than
the extension of time fees, which are hereby submitted herewith. Should any additional
fees be required, please consider this a request therefor and authorization to charge

Deposit Account No. 50-5063 as necessary.

Respectfully submitted,

/David D. Wier/
Date: March 30, 2011

David D. Wier, Attorney Reg. No. 48,229
Level 3 Communications, LLC

1025 Eldorado Blvd.

Broomfield, CO 80021

(720) 888-3539

-11 -
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DETAILED ACTION
Claim Rejections - 35 USC § 102
1. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.

2. Claims 1-28 are rejected under 35 U.S.C. 102(e) as being anticipated by U.S. Patent No.
7,577,754 to Garcia-Luna-Aceves et al.

As concerns claims 1, 11 and 22, responsive to a client request (col. 19, lines 60-63),
selecting one (request for particular content from plurality of content; col. 20, line 64-web
servers; col. 3, line 45-web services determined dynamically; col. 4, lines 15-17-prior art has
many methods for determining which server: col. 11, lines 47-54 — server selected based on
performance metrics/ TOS parameters) of said at least two CDNss, said selecting being based at
least in part on one or more policies/subscriber policies (“subscriber” is a label and has not been
claimed to limit or modify how it changes the “policy”) set by the content provider (col. 19, lines
30-35-owners of content set access control, which is a “policy”’; col. 16, lines 34-39-TOS
parameters set by content provider/server); and providing the client with information associated
with the selected CDN (col. 16, line 37; col. 20, lines 15-18).

As concerns claims 2, 3, 5, 11 and 24, a resolver and a domain name comprising a
CNAME (col. 7. lines 8-20. lines 30-32-DNS server resolves address: inherent for DNS resolver

to handle a CNAME).
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As concerns claims 4, 11 and 16, a load share policy (col. 11, line 47-54-object repository
selected based on load conditions; col. 12, lines 5-20; col. 18, lines 20-40).

As concerns claims 6-8 and 17, obtaining at least one updated content provider policy;
and selecting based on said at least one updated policy (col. 14, lines 65-67-continuos adjustment
of connection in response to conditions).

As concerns claim 9, said at least one updated policy is obtained from a location specified
by said content provider (col. 19, lines 30-35, 50-55-access control mechanism carried in caching
infrastructure).

As concerns claims 10, 12, 18 and 25, identifying a particular content server in said
selected CDN (col. 20, line 64-web servers, URL for content to particular web server); and
providing the client with an address of the particular content server (col. 19, line 34-URL of
content),

As concerns claims 13 and 20, at least one of said at least two domains corresponds to a
first content delivery network domain (domain provides content for request, thus a “first content
delivery network domain’).

As concerns claims 14 and 15, at least one of said at least two domains corresponds to a
domain distinct from said first domain (col. 12, lines 55-60-distributed over multiple networks,
thus the plural networks arc “distinct’” from each other; col. 14, lines 50-55-various providers).

As concerns claims 19 and 26-28, distributing requests among said at least two distinct
domains based at least in part on one or more load share policies set by the content provider (col.
11, line 47-54-object repository selected based on load conditions; col. 12, lines 5-20; col. 18,

lines 20-40; col. 19, lines 30-35-owners of content sct access control, which is a “policy”); and
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providing an interface for the content provider to update said one or more load share polices set
by the content provider (col. 19, lines 30-35, 50-55-access control mechanism carried in caching
infrastructure).

As concerns claim 21, at least one other of said at least two distinct domains corresponds
to a subscriber domain distinct from said content delivery network domain (col. 12, lines 55-60-
distributed over multiple networks, thus the plural networks are “distinct” from cach other).

As concerns claim 23, wherein the one or more subscriber policies include a subscriber-
defined load share policy (load share policy is dependent upon the location and conditions of the

subscriber, since it is dependent upon this it defines the policy).

3. Claims 1-28 are rejected under 35 U.S.C. 102(e) as being anticipated by U.S. Patent
Application Publication No. 2002/0116444 to Chaudhri et al.

As concerns claims 1, 11 and 22, responsive to a client request (fig. 4-C3-viewer
request), selecting one (Fig. 4- C2) of said at least two CDNs (Fig. 4-C2), said selecting being
based at least in part on one or more policies/subscriber policies (fig. 3;:10; 0010) set by the
content provider (0010-policies on behalf of publisher/provider); and providing the client with
information associated with the selected CDN (00 10).

As concerns claims 2, 3, 5, 11 and 24, a resolver and a domain name comprising a
CNAME (Table 3- DNS change; 0072: inherent for DNS resolver to handle a CNAME).

As concerns claims 4, 11 and 16, a load share policy (0103).

As concerns claims 6-8 and 17, obtaining at least one updated content provider policy;

and selecting based on said at least one updated policy (0038).
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As concerns claim 9, said at least one updated policy is obtained from a location specified
by said content provider (0051).

As concerns claims 10, 12, 18 and 25, identifying a particular content server in said
selected CDN (0038); and providing the client with an address of the particular content server
(0038-directing viewer inherently would provide client with an address (even if it were non-
transparent)).

As concerns claims 13 and 20, at least one of said at least two domains corresponds to a
first content delivery network domain (fig. 4; C2).

As concerns claims 14 and 15, at least one of said at least two domains corresponds to a
domain distinct from said first domain (0040).

As concerns claims 19 and 26-28, distributing requests among said at least two distinct
domains based at least in part on one or more load share policies set by the content provider
(01035); and providing an interface for the content provider to update said one or more load share
polices set by the content provider (0051).

As concerns claim 21, at least one other of said at least two distinct domains corresponds
to a subscriber domain distinct from said content delivery network domain (fig. 3; 0009).

As concerns claim 23, wherein the one or more subscriber policies include a subscriber-

defined load share policy (0044-performance measure of client/subscriber intluences policy).

Response to Arguments

4. Applicant's arguments filed March 30, 2011 have been fully considered but they are not

persuasive.
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The applicant argues Garcia-Luna-Aceves et al. does not disclose the “selecting” as

recited in claims 1, 11 and 22. This limitation has been addressed in the rejection above.

Conclusion
5. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to John B. Walsh whose telephone number is 571-272-7063. The
examiner can normally be reached on Monday-Thursday from 8:00-6:30.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, John Follansbee can be reached on 571-272-3964. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at §66-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/John B. Walsh/
Primary Examiner, Art Unit 2451
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Title of Invention: BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name: Paul E. Stolorz
Filer: David Dewey Wier/Kathleen Mclnnish
Attorney Docket Number: 0093-Us-C1

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

Description Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 180
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Electronic Acknowledgement Receipt

EFSID: 9860178
Application Number: 11932162
International Application Number:
Confirmation Number: 2099

Title of Invention:

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS
BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name:

Paul E. Stolorz

Customer Number:

83579

Filer:

David Dewey Wier/Kathleen Mclnnish

Filer Authorized By:

David Dewey Wier

Attorney Docket Number: 0093-Us-C1
Receipt Date: 12-APR-2011
Filing Date: 31-0CT-2007
Time Stamp: 13:13:59

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $180

RAM confirmation Number 9900
Deposit Account 505063

Authorized User

SIEKMANN,JONATHAN

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Attorney Docket No. 0093-US-C1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 11/932,162 Confirmation No. : 2099

First Applicant : STOLORZ et al. Art Unit : 2451

Filed . October 31, 2007 Examiner : John B. Walsh

Title : DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT
DELIVERY NETWORKS BASED ON SUBSCRIBER POLICY

Docket No. : 0093-US-C1

Submitted Via EFS-Web

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
PURSUANT TO 37 C.F.R. §§ 1.56,1.97, AND 1.98

Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

[1 37CFR.§197(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

X 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

[1 37CFR.§197(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|:| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311
was mailed to the Applicant on

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 6
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II
FEES

Any required fee is being paid as indicated below:

[l

X OXK X

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

X
[

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.

Page 3 of 6
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Attorney Docket No. 0093-US-C1

v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

] No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

X According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

X English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
STATEMENT OF RELATEDNESS (Under M.P.E.P. § 2001.06(b))

In satisfaction of the duty of disclosure under 37 C.F.R. § 1.56, and in accordance with
M.P.E.P. § 2001.06(b), the Examiner is respectfully requested to consider the pending
application (U.S. Application No. 12/978,537, filed December 24, 2010, and listed in the
attached IDS document) which is owned by the Applicant of the present application. The
pending application may include subject matter similar to that of the present application.

Page 4 of 6
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V1
REMARKS

It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and

(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.
VII
CONCLUSION
The Examiner is encouraged to contact the undersigned attorney to discuss any questions

concerning this information disclosure statement or any of the information cited or referred to
herein.

Page 5 of 6
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Respectfully submitted,

Date: _ April 12,2011 HCS/
Jonathan C. Siekmann
Registration No. 58,259
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-2140
Fax: 720-888-5619

Page 6 of 6

0503



PTO/SB/08a (01-08)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control nhumber.

Substitute for form 1449A/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Use as many sheets as necessary)

Complete if Known

Application Number 11/932,162

Filing Date Oct 31, 2007

First Named Inventor Paul E. Stolorz

Art Unit

2451

Examiner Name John B. Walsh

Attorney Docket No: 0093-US-C1

Sheet 1 of 1
US PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Applicant of Cited Pages, Columns, Lines,
Initial * No Document Where Relevant Passages
or RelevantFigures Appear
20070055764A1 Mar 8, 2007 DILLEY, J. A., et al.
20090254661 Oct 8, 2009 Fullagar, David et al.
20100332595A1 Dec 30, 2010 | Fullagar,, David et al.
FOREIGN PATENT DOCUMENTS
Foreign Patent Pages, Columns, T?
. . Document . . Lines, Where
El)r(l?trir;llggr (':\::)e Publication Date Name of Patenéiigkggfllcant of cited Relevant Pagsages
or RelevantFigures
Appear
OTHER DOCUMENTS -- NON PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item T
Initials* No' (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
publisher, city and/or country where published.
EXAMINER DATE CONSIDERED

Substitute Disclosure Statement Form (PTO-1449)
* EXAMINER: Inifial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to
applicant.1 Applicant's unique citation designation number (optional) 2 Applicant is to place a check mark here if English language Translation is attached
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Electronic Patent Application Fee Transmittal

Application Number: 11932162

Filing Date: 31-Oct-2007

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS

Title of Invention: BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name: Paul E. Stolorz
Filer: David Dewey Wier/Kathleen Mclnnish
Attorney Docket Number: 0093-Us-C1

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

Description Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

0505




Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 180
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Electronic Acknowledgement Receipt

EFSID: 10766340
Application Number: 11932162
International Application Number:
Confirmation Number: 2099

Title of Invention:

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS
BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name:

Paul E. Stolorz

Customer Number:

83579

Filer:

David Dewey Wier/Kathleen Mclnnish

Filer Authorized By:

David Dewey Wier

Attorney Docket Number: 0093-Us-C1
Receipt Date: 18-AUG-2011
Filing Date: 31-0CT-2007
Time Stamp: 15:20:44

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $180

RAM confirmation Number 1706
Deposit Account 505063

Authorized User

SIEKMANN,JONATHAN

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

0507




File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
38082
1 Transmittal Letter 93_US_C1_SupplDS.pdf no 5
d1a50f91e57879c0de373088b8b931681dl
e303f
Warnings:
Information:
Infi tion Discl Stat t (IDS) 27681
nrormation bisclosure >tatemen
2 Form (SB08) 93_US_C1_SB08.pdf no 1
847641e487e4578e491d3e6b951ab40879
e61f16
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
30824
3 Fee Worksheet (SB06) fee-info.pdf no 2
04d4f663d4336235b6ce9ad27a3%aalecOc|
d6170
Warnings:
Information:
Total Files Size (in bytes); 96587

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Attorney Docket No. 0093-US-C1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 11/932,162 Confirmation No. : 2099

First Applicant : STOLORZ et al. Art Unit : 2451

Filed . October 31, 2007 Examiner : John B. Walsh

Title : DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT
DELIVERY NETWORKS BASED ON SUBSCRIBER POLICY

Docket No. : 0093-US-C1

Submitted Via EFS-Web

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
PURSUANT TO 37 C.F.R. §§ 1.56,1.97, AND 1.98

Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

[1 37CFR.§197(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

X 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

[1 37CFR.§197(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|:| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311
was mailed to the Applicant on

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 5
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II
FEES

Any required fee is being paid as indicated below:

[l

X OXK X

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

X
[

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.

Page 3 of 5
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Attorney Docket No. 0093-US-C1

v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

] No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

] According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

] English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
STATEMENT OF RELATEDNESS (Under M.P.E.P. § 2001.06(b))

In satisfaction of the duty of disclosure under 37 C.F.R. § 1.56, and in accordance with
M.P.E.P. § 2001.06(b), the Examiner is respectfully requested to consider the pending
applications (2009/0254661, filed March 21, 2009, and 2010/0332595, filed December 30, 2010,
and listed in the attached IDS document) which is owned by the Applicant of the present
application. The pending application may include subject matter similar to that of the present
application.

Page 4 of 5
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V1
REMARKS
It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and

(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VII
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: _ August 18, 2011 HCS/
Jonathan C. Siekmann
Registration No. 58,259
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-2140
Fax: 720-888-5619

Page 5 of 5
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IN THE UNITED STATES PATENT & TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 0093-US-Cl1
STOLORZ, Paul E. et al. Group Art Unit: 2451
Application Serial No.: 11/932,162 Examiner: WALSH, John B.
Application Filing Date: ~ October 31, 2007 Confirmation No.: 2099

Title: DISTRIBUTING REQUESTS ACROSS
MULTIPLE CONTENT DELIVERY
NETWORKS BASED ON SUBSCRIBER
PoOLICY

October 12, 2011

RESPONSE / AMENDMENT

Via EFS-Web

MAIL STOP AMENDMENT
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

o Applicant hereby responds to the Non-Final Office Action mailed April 12, 2011
(the “Office Action”)

A Petition for Extension of Time is on page 2 hereof.

A Listing of Claims begins on page 3 hereof.

Remarks begin on page 11 hereof.
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EXTENSION OF TIME

Applicant hereby petitions for a three-month extension of time and is electronically
submitting the required fee with this correspondence. Other than this extension fee, Applicant
believes no other Petitions or fees are necessary, but if this is incorrect, please consider this a
Petition and authorization of payment therefor. The Commissioner is authorized to deduct any
additional fees from or credit any over-payment to the undersigned’s Deposit Account No. 50-

5063.
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LISTING OF CLAIMS

Please amend the claims as follows:

1. (Currently amended) A method, operable in a framework wherein resources of a
content provider may be delivered to clients from at least two distinct content delivery
networks (CDNs), the method comprising:

responsive to a client request to resolve a domain name, said domain name being

associated with a request for at least one resource of said content provider, selecting one

of said at least two CDN:s, said selecting being based at least in part on one or more

policies set by the content provider, said one or more policies relating, at least in part, to

delivery of resources on behalf of said content provider; and

by hardware in combination with software, providing the client with information

associated with the selected CDN.

2. (Original) A method as in claim 1 wherein the information associated with the

selected CDN includes a domain name associated with the selected CDN.

3. (Original) A method as in claim 2 wherein the domain name comprises a

CNAME associated with the selected CDN.

4. (Original) A method as in claim 1 wherein the one or more policies include a
load share policy that specifies a relative load share for each of said at least two CDNss,
and wherein the step of selecting attempts to satisfy said load share policy.

5. (Canceled)

6. (Original) A method as in claim 1 further comprising:

obtaining at least one updated content provider policy, and
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wherein said one or more policies used by said step of selecting include said at

least one updated content provider policy.

7. (Original) A method as in claim 6 wherein said step of obtaining is repeated at

regular intervals.

8. (Original) A method as in claim 6 wherein said at least one updated content

provider policy includes a load share policy for at least one of said CDNSs.

9. (Original) A method as in claim 6 wherein said at least one updated content

provider policy is obtained from a location specified by said content provider.

10. (Original) A method as in claim 1 further comprising:
identifying a particular content server in said selected CDN; and

providing the client with an address of the particular content server.

11. (Currently amended) A method, operable in a framework wherein resources of
a content provider may be delivered to users from at least two distinct domains, the
method comprising:

obtaining one or more content provider policies relating to delivery of said
resources, at least one of said policies relating to a relative load share for each of said at
least two domains;

receiving a request from a client’s resolver to resolve a first domain name, said
request being associated with havingbeenpart-of a client request for one of said

resources of said content provider;

in response to said request, selecting, based at least in part on said one or more

content provider policies, one of said at least two domains; and
by hardware in combination with software, providing the client with information

associated with the selected domain.
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12. (Original) A method as in claim 11 wherein the information associated with
the selected domain is either (a) a domain name associated with the selected domain or

(b) at least one Internet Protocol (IP) address of at least one server in the selected domain.

13. (Original) A method as in claim 11 wherein at least one of said at least two

domains corresponds to a first content delivery network domain.

14. (Original) A method as in claim 13 wherein at least one other of said at least
two domains corresponds to a content provider domain distinct from said first content

delivery network domain.

15. (Original) A method as in claim 13 wherein at least one other of said at least
two domains corresponds to a second content delivery network domain distinct from said

first content delivery network domain.

16. (Original) A method as in claim 11 wherein the one or more policies include a
load share policy that specifies a relative load share for each of said at least two domains,

and wherein the step of selecting attempts to satisfy said load share policy.

17. (Original) A method as in claim 11 wherein said step of obtaining is repeated

at regular intervals.
18. (Original) A method as in claim 11 further comprising:

identifying a particular content server in said selected domain; and

providing the client with an address of the particular content server.
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19. (Currently amended) A method, operable in a framework wherein resources of
a content provider may be delivered from at least two distinct domains, the method
comprising:

distributing requests to resolve a domain name among said at least two distinct

domains based at least in part on one or more load share policies set by the content

provider, said one or more load share policies relating to delivery of content on behalf of

said content provider; and

by hardware in combination with software, providing an interface for the content

provider to update said one or more load share policies set by the content provider.

20. (Original) A method as in claim 19 wherein at least one of said two distinct

domains corresponds to a content delivery network domain.

21. (Original) A method as in claim 20 wherein at least one other of said at least
two distinct domains corresponds to a subscriber domain distinct from said content

delivery network domain.

22. (Currently amended) A method, operable in a framework consisting of at least
two content delivery networks (CDNs), each CDN comprising a plurality of content
servers, and each CDN being capable of delivering resources on behalf of at least one
subscriber, the method comprising:

in response to a request to resolve a domain name associated with a particular

client request for subscriber content of a particular subscriber of said at least one

subscriber, selecting a CDN from said at least two CDNs to handle the [[a]] particular
client request for subscriber content, said selecting being based, at least in part, on one or

more subscriber policies of said particular subscriber, said subscriber policies relating, at

least in part, to delivery of resources on behalf of said particular subscriber; and

by hardware in combination with software, direeting causing said client to be
directed to said selected CDN.
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23. (Original) A method as in claim 22 wherein the one or more subscriber

policies include a subscriber-defined load share policy.

24. (Original) A method as in claim 22 wherein said step of directing comprises:

providing the client with a domain name associated with the selected CDN.

25. (Original) A method as in claim 22 further comprising:
identifying a particular content server in said selected CDN; and

providing the client with an address of the particular content server.

26. (Previously presented) The method of claim 1 further comprising:
providing an interface for content providers to update said one or more policies set

by the content provider.

27. (Previously presented) The method of claim 11 further comprising:
providing an interface for content providers to update said one or more policies set

by the content provider.
28. (Previously presented) The method of claim 22 further comprising:
providing an interface for said at least one subscriber to update said one or more

subscriber policies.

29. (New) The method of claim 1 wherein said selecting is done by a domain

name Server.

30. (New) The method of claim 11 wherein said selecting is done by a domain

name Server.
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31. (New) The method of claim 19 wherein said distributing is done by a domain

name Server.

32. (New) The method of claim 22 wherein said selecting is done by a domain

name Server.

33. (New) A method, operable in a framework wherein resources of a content
provider may be delivered to clients from at least two distinct content delivery networks
(CDNgs), the method comprising:

(A) responsive to a first request to resolve a particular domain name, selecting a
first CDN of said at least two CDN:ss, said selecting in (A) being based at least in part on
one or more policies set by the content provider, said one or more policies relating, at
least in part, to delivery of resources on behalf of said content provider; and

(B) by hardware in combination with software, providing information

associated with the first CDN.

34. (New) The method of claim 33 further comprising:

(C) responsive to a second request to resolve said particular domain name,
selecting a second CDN of said at least two CDN:gs, said selecting in (C) being based at
least in part on said one or more policies set by the content provider; and

(D) by hardware in combination with software, providing information

associated with the second CDN.

35. (New) The method of claim 33 wherein the first request is from a resolver.

36. (New) The method of claim 35 wherein the resolver is a client resolver.

37. (New) The method of claim 34 wherein the first request and the second request

are from the same resolver.
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38. (New) A method, operable in a framework wherein resources of a content
provider may be delivered to users from at least two distinct domains, the method
comprising:

(A) obtaining one or more content provider policies relating to delivery of said
resources on behalf of said content provider, at least one of said policies relating to a
relative load share for each of said at least two domains;

(B)  receiving a first request from a first resolver to resolve a particular domain
name, said particular domain name being associated with at least one of said resources of
said content provider, and said first request being associated with at least one resource of
said content provider;

(C) inresponse to said first request, selecting a first domain of said at least two
domains, said selecting being based at least in part on said one or more content provider
policies; and

(D) by hardware in combination with software, providing the first resolver with
information associated with the first domain;

(E) receiving a second request from a second resolver to resolve said particular
domain name, said second request being associated with said at least one resource of said
content provider;

(F)  inresponse to said second request, selecting a second domain of said at
least two domains, said selecting being based at least in part on said one or more content
provider policies; and

(G) providing the second resolver with information associated with the second

domain.

39. (New) The method of claim 38 wherein the first resolver is the same as the

second resolver.
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40. (New) A method, operable in a framework consisting of at least two content
delivery networks (CDNs), each CDN comprising a plurality of content servers, and each
CDN being capable of delivering resources on behalf of at least one subscriber, the
method comprising:

in response to a request from a resolver to resolve a domain name associated with
a particular client request for subscriber content of a particular subscriber, in a domain
name server, selecting a CDN from said at least two CDNs to handle the particular client
request for subscriber content, said selecting being based, at least in part, on one or more
subscriber policies of said particular subscriber, said one or more subscriber policies
relating, at least in part, to delivery of resources on behalf of said particular subscriber;
and

by hardware in combination with software, causing said client to be directed to

said selected CDN.

- 10 -
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REMARKS
Reconsideration and allowance of this application are respectfully requested.

By this Response, claims 1, 19, and 22 have been amended, and new claims 29-40
have been added. Claim 5 has been canceled.

Independent claim 1 has been amended to include subject matter of canceled claim
5 and to recite that the “client request comprises a request to resolve a domain name.”
Canceled claim 5 (already examined) recited the method of claim 1 “wherein said client
request comprises a request from a resolver to resolve a domain name,” and claim 11
(also already examined) recites “a request from a client’s resolver to resolve a first
domain name.”

Independent claim 19 has been amended to recite “distributing requests to resolve

a domain name ...”; and independent claim 22 has been amended to clarify that the

“selecting a CDN” is “in response to a request to resolve a domain name associated with

a particular client request for subscriber content.”

New claims 29-32 depend from claims 1, 11, 19, and 22, respectively. Claims 29,
30 and 32 recite that the “selecting is done by a domain name server”; claim 31 recites
that the “distributing is done by a domain name server.” Support for these new claims
can be found throughout the application as filed, including, e.g., in Figure 1 and the
related description, including {{[0029-0037.

The support for the claims listed here is given only by way of example, and is not
intended to limit the scope of the claims in any way.

It should be appreciated that the Applicant has not invoked 35 U.S.C. §112,
paragraph 6, with respect to any term in any claim of the present application. It should
further be appreciated that the words “first,” “second”, and so on in the claims are used to

distinguish or identify within a claim, and not to show a serial or numerical limitation or

2 &6 2% 6%

ordering. Similarly, words such as “particular,” “specific,” “certain,” and “given” if

used, are to distinguish or identify within a claim and are not intended to be otherwise

limiting. Furthermore, letter labels (e.g., “(A)”, “(B)”, “(C)”, and so on) and/or numbers

(e.g., “(1)”, “(11)”, and so on) if in the claims, are used to assist in readability, and are not

-11 -
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intended to be otherwise limiting or to impose any serial or numerical limitations or

orderings.

CLAIM REJECTIONS UNDER §102

The Office Action rejected claims 1-28 under 35 U.S.C. § 102(e) as being
anticipated by columns 19-20 of U.S. Patent No. 7,577,754 to Garcia-Luna-Aceves et al.
(hereinafter “Garcia-Luna-Aceves”). The grounds for this rejection are respectfully
traversed.

Applicant has previously responded to the rejections based on Garcia-Luna-
Aceves and hereby incorporates its previous responses in their entirety. See Amendment
dated August 5, 2010, March 30, 201 1.

The Office Action states (at pg. 2, item 2):

As concerns claims 1, 11 and 22, [Garcia-Luna-Aceves teaches]
... selecting one ... of said at least two CDNSs, said selecting being
based at least in part on one or more policies/subscriber policies
("subscriber" is a label and has not been claimed to limit or modify
how it changes the "policy") set by the content provider.”

Claims 1 and 11 (and their dependents) do not use the term “subscriber.” Claim 1
recites “selecting one of said at least two CDNs, said selecting being based at least in part
on one or more policies set by the content provider.” Claim 11 recites “selecting, based
at least in part on said one or more content provider policies, one of said at least two
domains,” and the “content provider policies” are “content provider policies relating to
delivery of said resources, at least one of said policies relating to a relative load share for
each of said at least two domains.” Claim 22 refers to “subscriber policies,” and has been
amended to clarify that these are policies of the subscriber relating to delivery of
resources on its behalf. Claim 1 has been amended to clarify that “said selecting being
based at least in part on one or more policies set by the content provider, said one or more
policies relating, at least in part, to delivery of resources on behalf of said content
provider.” (Independent claim 19 has been similarly amended.)

Garcia-Luna-Aceves does not teach a framework in which content from a content

provider can be delivered from distinct networks (or domains), and necessarily can’t

-12-
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teach selection of one of such distinct networks (or domains) from which to serve the
content. Applicant therefore relies on the “selecting” acts recited in each independent
claim to distinguish from Garcia-Luna-Aceves; consequently, the “broadest reasonable
interpretation” of each independent claim necessarily must include these “selecting” acts.

e Inclaim 1, “responsive to a client request to resolve a domain name, said
domain name being associated with a request for at least one resource of
said content provider, selecting one of said at least two CDNs, said
selecting being based at least in part on one or more policies set by the
content provider, said one or more policies relating, at least in part, to
delivery of resources on behalf of said content provider”

e Inclaim 11, “selecting, based at least in part on said one or more content
provider policies, one of said at least two domains,” where said “one or
more content provider policies relat[e] to delivery of said resources, at least
one of said policies relating to a relative load share for each of said at least
two domains.”

e In claim 22, “selecting a CDN from said at least two CDNs to handle a
particular client request for subscriber content, said selecting being based,
at least in part, on one or more subscriber policies of said particular
subscriber, said subscriber policies relating, at least in part, to delivery of

resources on behalf of said particular subscriber.”

Plainly stated, each independent claim recites at least one limitation that is not
disclosed or otherwise suggested in Garcia-Luna-Aceves. Applicant respectfully requests
reconsideration of the outstanding rejections, or at a minimum, a direct citation in Garcia-
Luna-Aceves et al. that the Office relies upon to enable the selection of a network (or
domain) from a plurality of networks (or domains) so that Applicant can further respond

as appropriate.

- 13-
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Dependent claims 2-10, 12-21 and 23-28 each recite at least these limitations of
the independent claims and therefore are believed allowable over Garcia-Luna-Aceves.
for at least the same reasons articulated above.

In view of the above, withdrawal of this rejection under §102 is respectfully

requested.

The Office Action rejected claims 1-28 under 35 U.S.C. § 102(e) as being
anticipated by U.S. Patent Application Publication No. 2002/0116444 to Chaudhri et al
(hereinafter “Chaudhri”). The grounds for this rejection are respectfully traversed.

Chaudhri describes a system in which all client requests for content are directed to
so-called retargetter nodes. Chaudhri's retargetter nodes then rewrite URLS to redirect
the client requests to a CDN. Operation of Chaudhri can be seen, e.g., with reference to
Chaudhri’s Figures 3 and 5 (reproduced below) and the related description (Chaudhri,
90070-95 and Table 4 on pg. 7).

- Infrastructure -
5
Policy :
Application | Publisher
10 : Browser
T 42
r f
Retargeter
Nodes ‘\\‘
; 2 |
Publisher o Vewer
Cortent o Browser
40 v / 5
— CDNs
30
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Viowsy
Srowsar

The client (viewer browser 50) requests content from the publisher 40 (at step 1 in
Fig. 5). To do this the client “contacts the publisher's content server at the publisher's
normal URL (e.g. www.pub.com).” Id. 0084. The publisher 40 redirects the client (the
viewer browser 50) to a retargetter 20 (at step 2 in Fig. 5). Id. 0085. The view browser
50 then makes the content request from the retargetter node 20 to which it was directed
(at step 3 in Fig. 5). Id. The retargetter node 20 picks a CDN 30 and “retrieves the
requested HTML page from the publisher's web site.” Id. {[86-88, Fig. 5, steps 6, 10.

The retargetter then “modifies contained URLs ... based on the ... selected CDN.... The
retargetter returns the modified pages to the browser.” Id. {0089, Fig. 5, steps 7.

The browser then uses the modified page (received from the retargetter) to retrieve
content from the CDN that was selected by the retargetter. Id. 0090, Fig. 5, step 8.

In Chaudhri, the selection of a CDN is not made “responsive to a client request to
resolve a domain name,” as recited in claim 1. As shown above, CDN selection is made
by a retargetter node 20 in response to an HTTP request for content. By the time the
view browser 50 gets to the retargetter 20 (at step 3 in Fig. 5), it has already resolved the
domain of the publisher (in order to get to the publisher in step 1),and it has already
resolved the domain of the retargetter node (in order to get to the retargetter in step 3).
When the view browser makes its requests from a CDN (at step 8 in Fig. 5), the CDN has

already been selected.

- 15 -
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The Chaudhri requests are HT'TP requests made after the domain names are
already resolved. This is confirmed by Chaudhri's Table 4 (reproduced here) and related

description.

BANNE AT

Similarly, in Chaudhri, the selection of a CDN is not made “in response to said
request [from a client’s resolver to resolve a first domain name],” as recited in claim 11.
And Chaudhri does not teach or in any way suggest, as recited in claim 19,

“distributing requests to resolve a domain name.”

- 16 -
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Nor does Chaudhri teach or suggest, as recited in claim 22, selecting a CDN “in
response to a request to resolve a domain name associated with a particular client request
for subscriber content of a particular subscriber of said at least one subscriber.”

For at least these reasons, the claims are patentable over Chaudhri.

In view of the above, withdrawal of this rejection under §102(e) is respectfully
requested.

CONCLUSION

Applicant respectfully submits that this application is in condition for allowance.
An early action to that effect is earnestly solicited. No fees are believed due other than
the extension of time fees and the fees associated with the added claims, each of which
are hereby submitted herewith. Should any additional fees be required, please consider
this a request therefor and authorization to charge Deposit Account No. 50-5063 as

necessary.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0096.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed
hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or hereafter relative to
this application and the resulting Official Document under Rule 20, or credit any overpayment, to our Accounting/
Order Nos. shown above.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an
issue fee transmittal sheet is filed.

Respectfully submitted,

CUSTOMER NUMBER /Brian Siritzky/Reg. No. 37,497
By:
83579 Brian Siritzky, Ph.D.
Registration No. 37,497
Phone 703.894.6405 (direct)

DAVIDSON BERQUIST JACKSON & GOWDEY, LLLP
703.894.6400 e 703.894.6430 (Fax)
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Attorney Docket No. 0093-US-C1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 11/932,162 Confirmation No. : 2099

First Applicant : STOLORZ et al. Art Unit : 2451

Filed . October 31, 2007 Examiner : John B. Walsh

Title : DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT
DELIVERY NETWORKS BASED ON SUBSCRIBER POLICY

Docket No. : 0093-US-C1

Submitted Via EFS-Web

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
PURSUANT TO 37 C.F.R. §§ 1.56,1.97, AND 1.98

Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

[1 37CFR.§197(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

X 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

[1 37CFR.§197(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|:| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311
was mailed to the Applicant on

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 5
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II
FEES

Any required fee is being paid as indicated below:

[l

X OXK X

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

X
[

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.

Page 3 of 5
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v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

] No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

] According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

] English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
REMARKS
It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and

Page 4 of 5
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(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VI
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: _December 16, 2011 HCS/
Jonathan C. Siekmann
Registration No. 58,259
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-2140
Fax: 720-888-5619
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WO 00/52594 PCT/US00/05416

SCALABLE AND EFFICIENT DOMAIN NAME RESOLUTION
A portion of the disclosure of this patent document contains material which is
subject to copyright protection. The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent disclosure, as it appears
in the Patent and Trademark Office patent file or records, but otherwise reserves all

copyright rights whatsoever.

BACKGROUND

1. FIELD OF THE INVENTION
This invention relates generally to enhanced domain name servers, and more
particularly, to efficiently processing domain name queries in a network such as the

Internet.

2. BACKGROUND

The Internet has brought about an information revolution through the
development of computerized information resources, on-line services and the World
Wide Web (WWW). The Internet is growing rapidly, with an ever increasing number
of computers and users being connected to the Internet daily.

In order for devices (computers, printers, and the like) on a network such as
the Internet to be able to communicate with each other, the devices need to know (or
be able to determine) each others’ addresses. Many distributive systems (e.g.. the
Internet) assign device names in the distributive system by a hierarchical naming
scheme known as domain names. An Internet domain name is generally a sequence
of domain labels separated by periods. For example. “a.ultradns.com” is a domain

name where “com” is a top level domain name of a top level domain, “‘ultradns™ is a
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second level domain name of a second level domain and “a” is a third level domain
name of a third level domain. A device in a domain is labeled by the name of the
device followed by the domain name. Thus, a device labeled “‘server” in the
“a.ultradns.com” domain has the name, “server.a.ultradns.com”. A device hame is
also referred to as a domain name. The Domain Name System (DNS) is a distributed
hierarchical database comprised of client/server transaction servers that provide a
mapping from domain names to associated information, e.g., to TP addresses.

‘While domain names partition é distributive system in a logical and
hierarchical manner, messages are transferred between devices of the DNS by
identifying devices using specific IP addresses. In the present Internet protocol, IP
addresses are thirty-two-bit numbers that are expressed as four cight-bit values (i.c.,
four numbers in the range 0 to 255) separated by periods, e.g., “121.121.122.2”. 1P
addresses contain information such as a network identifier (“ID”) of a device network
connection and a device ID. IP address are assigned by an address authority. The
addresses are assigned in blocks to authoritative address servers.

A comprehensive description of the operation of domain name servers and IP
addresses is given in DNS and BIND In A Nutshell, Paul Albitz and Cricket Liu,
O’Reilly & Associates, 1994, ISBN: 1-56582-010-4, which is incorporated herein by
reference.

IP addresses also relate to each other in a hierarchical manner. Thus, the DNS
also provides a "reverse mapping" of IP addresscs to domain names, by using a
representation of the IP address that follows the DNS indexing model. However, the
domain name hierarchy and the IP address hierarchy are not directly related to each
other. While some name servers are also address servers, name and address servers do

not have to be the same device. Thus, it is possible for a server to have authority to
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resolve a domain name into a corresponding IP address of a device, the same name
server may not be able to resolve the IP address to the corresponding domain name of
the same device. Thus, resolution of IP addresses to domain names follows a similar
process as resolving domain names to IP‘addresses except different servers may be
mvolved.

Because IP addresses are numerical and, unlike domain names, are assigned
without regard to the logical and hierarchical organization of the DNS, domain names
are generally used in instructions for fllnctions such as data transfers. Thus, a data
transfer instruction identifies the receiving device by its domain name. However, the
domain name must be translated into a corresponding IP address before the data
transfer can occur.

Domain names are managed by authoritative devices calied name servers. That s,
domain name servers perform the task of converting names to IP addresses. Name
servers translate domain names into corresponding IP addresses and vice versa. When
a first device desires to transfer a message to a second device known only by its
domain name, the first device must query a name server to acquire the corresponding
IP address to the known domain name of the second device.

It is estimated that by the year 2003, the number of domains on the Internet
will increase ten-fold, exceeding 150 million domains. Associated with this increase
in the number of domains will be an increase in user dissonance. Current
implementations of the Domain Name System are entirely inadequate and unable to
handle resultant DNS files’ size or the magnitude and frequency of changes to these
DNS files. Even today, real problems exist with content access and/or content
distribution over the Internet. It is estimated that ten to thirty percent of Internet

connection events are unsuccessful or unsatisfactory.
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SUMMARY

The present invention provides a scalable and flexible platform for providing
global directory services. In some embodiments, the invention uses redundant
information:servers to provide ubiquitous and high-performance access to directory
services. This system of servers leverages the scalability and replication mechanisms
provided by commercial database software. The DNS according to the present
invention has an underlying modular design which allows additional wire-protocol
services to be easily incorporated into ;the system, and allows additional modules to
provide intelligent/dynamic responses by affecting changes in the data repository.

In various aspects, the present invention:

¢ Supports large-scale service model better than alternative DNS servers.

¢ Integrates other Internet services, e.g. “whois”, in a single data repository.

¢ Multi-threaded server provides scalability to exploit commercial-level

hardware.

¢ Modular database implementation facilitates the addition of new fcatures.

¢ Database replication provides for ease of management of distributed

servers, and database backup features provide information integrity.

Globally distributed server replicas provide the reliability, throughput and low
delay required to scale a large commercial service. The servers are tied together using
advanced Internet routing mechanisms that are rcactive to the state of individual
server replicas.

Multiple servers provide increased system throughput, reliability in the event
of server failure, reliability in the event of provider network failure and nearest server

mechanics serve as basis for advanced redirection service.
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Embodiments of the present invention provide a DNS system based on an
information-centric design, where multiple system components interact with system
state that is maintained in the database. The database provides both the principle
Internet information, and the required associations and configuration to specify the
operation of the active components. The system allows for reduced operational staff
requirements by supporting custom user-interface for direct management of user data,
with integrated security and data validation to maintain data integrity.

The present invention also provides:

e Information update via multiple user-specific custom interfaces, program

APIs, or Internet services such as dynamic DNS updates.

e Fine-granularity security based on association between login and

information objects.

e Modular active components for reporting, billing and data integrity

checking.

In one aspect, this invention provides a system for processing domain name
requests. The system includes a query mechanism constructed and adapted to (a)
obtain a user request for response information corresponding to a particular domain
name; and (b) provide complete response information in a single response to the user
request. The user request may be a domain name resolution request, in which case the
query mechanism provides an Internet Protocol (TP) address corresponding to the
domain name. The system accommodates user requests for other typed DNS data.

In some embodiments the a query mechanism is further constructed and
adapted to provide the response depending on context information. The context
information may include at least one of (a) context information from the request; (b)

context information from the system; and (c) global context information.
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The context information may include address information indicating an
address of the uscr; the local time; and/or the location of the system.

In some embodiments, the system has a data cache and the query mechanism
is further constructed and adapted to, upon receipt of a user request, first attempt to
find an answer to the user request in the data cache.

In some embodiments, the query mechanism is further constructed and
adapted to (a) if the answer exists in the data cache and the answer is fresh, send the
answer directly from the cached data;.and (b) if the answer exists in the data cache
and the answer is stale, or if the answer does not exist in the data cache, then acquire
the answer from a database; send the answer; and update the data cache to reflect the
acquired answer.

Sometimes items in the data cache have a maximum lifetime which ranges
from the time to live of the lowest resource record in a complete answer to the
maximum cache time value configured for the system as a whole.

In some embodiments, the query mechanism is further constructed and
adapted to implement negative caching such that if a request is made for a host that
does not exist in an active domain, the negative response will be saved in the cache.

In another aspect, this invention is a method of providing an Internet Protocol
(IP) address of one of a plurality of devices on the Internet. The method includes
obtaining a user request for an IP address corresponding to a particular domain namc;
and providing the IP address in a single response to the user request. The method
may include providing the IP address depending on context information. The context
information may include at least one of (a) context information from the user request;

(b) local context information; and (c) global context information.
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In yet another aspect, this invention is a system comprising a network of
distributed Domain Name Servers (DNSs), each DNS comprising a database; and a
query mechanism constructed and adapted to obtain from the database a user request
for response information corresponding to a particular domain name; and to provide
complete response information in a single response to the user request. The databases

in the network are replicated.

BRIEF DESCRIPTION OF THE DRAWINGS

The objects and advantages of the invention will be apparent upon
consideration of the following detailed description, taken in conjunction with the
accompanying drawings, in which the reference characters refer to like parts
throughout and in which:

FIGURE 1 provides an overview of embodiments of the present invention
operating within the Internet; and

FIGURE 2 depicts the logical structure of the database schema according to

embodiments of the present invention.

DETAILED DESCRIPTION

With reference to FIGURE 1, a Domain Name System (DNS) server 100
(DNS)) according to the present invention comprises a database 102 having a unique
database schema and a complementary unique SQL interface 104. A query
mechanism 106 uses the SQL interface 104 to query the database 102 and to return
results to requesting users, e.g., user 108.

The present invention can be considered at two levels, namely at a server level
(e.g., DNS; 100) and at a system level (e.g., DNS;, DNS,, ..., DNS,).

1. Server-level: At the server level, this invention provides mechanisms that

enable a DNS server (e.g., DNS; 100) according to the present invention to

7
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achieve sufficient performance (circa thousands of queries/second) even
though the underlying data repository supports basic data retrieval at a rate of
hundreds of queries/second.

Features of this server level, discussed below in detail, include:

5 e Aggregate database queries
e Common case optimizations
e Data caching (and consequently-required cache invalidation

mechanisms)

10 2. System-level: At the system level, this invention provides mechanisms that
enable a system of DNS servers (e.g., DNS;, DNS;, ..., DNS, in FIGURE 1) to
provide enhanced/integrated management of information, and provides various
levels of performance enhancement for incoming queries and internal
transactions.

15 Features of this system level, discussed below in detail, include:

e Modular data-centric design
e Database-layer synchronization
e Single IP address announcement of replicated servers

The server-level mechanisms according to the present invention enable the
20 DNS server to achieve a greater transaction throughput rate. The system-level
mechanisms work synergistically, and allow the DNS System according to the present
invention to provide a diverse set of features and benefits.
The server-level mechanisms according to the present invention enable the

modular data-centric design and database-layer synchronization.
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SERVER-LEVEL MECHANISMS

A name server response to a DNS query requires a complex set of calculations

that allow:
(a) different responses to be returned depending on the servers authority,
(b) different answers depending on the existing domain name data, and
(c) the server to return an answer comprised of multiple inter-dependent
sections.

Specifically, a DNS’s response algorithm must consider at least the following:

e Three response sections: Answers, Authority, and Additional

s CNAME (domain name alias) dereferencing
e Wild card matching (matching of leading superstrings)

e [Iterative domain name search (matching the longest recognized domain

name)

Conventional (prior art) DNS servers make many distinct queries to the data
repository in order to determine the correct records to include in a response.
Consequently, the transaction rate of the DNS server will be reduced by a similar
factor (e.g., if eight database queries are required, transaction rate will be reduced by
approximately a factor of eight). The DNS server according to the present invention
significantly reduce the average number of queries required to construct a DNS
response, as compared with conventional so-called “straight forward™ algorithms that

depend on many distinct queries to the data repository.

Aggregate Database Queries

The DNS server according to the present invention uses compound database
queries so that a single query can return multiple component records required to
construct a DNS response. Moreover, database queries are correlated so that in

instances where multiple queries are required, subsequent queries can be optimized
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based on records retrieved by earlier database queries. The DNS query strategy
according to the present invention:

(a) retrieves combinations of Answer, Authority, and Additional records in
a single query,

(b) retrieves available CNAME records along with
Answer/Authority/Additional records, and

©) reduces iterative domain name search overhead by correlating records
from different iterations.

With this invention, the number of database queries required to construct a
complete DNS response can be as low as one. This is a considerably improvement
when compared to a similar strategy based on simple database queries that would
require a separate query for each of Answers and Authority, and multiple queries for

Additional records.

Common Case Optimizations

In general, common case optimizations are effective in systems where there
are a number of distinct potential outcomes (a) with differcnt probabilities of
occurrence, (b) requiring varying levels of incremental overhead, and (c) where a
determination can be made that a specific outcome has been reached, without an
exhaustive outcome analysis.

The present invention recognizes that common case optimization is applicable
to the DNS server database query strategy, and has identified two specific
optimizations based on knowledge of DNS protocols and the expected incoming
query stream. The DNS system according to the present invention implements these
optimizations by making the test for (and handling of) each case a separate code
segment, and promotes this code to handle the task prior to the execution of any

general query code.

10
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Case #1:

The DNS server according to the present invention contains authoritative
answer for a domain name query that is one label longer than the zone’s domain name
(e.g., with a zone name of “foo.com”, then an optimization is effective for

“www.foo.com” but not for “www.mkt.foo.com”).

Case #2:

The DNS server according to the present invention has delegated the next-
level subdomain name (e.g., the incoming query is for the domain name
“wyww. mkt. foo.com”, which is in the zone “foo.com”, then the optimization is
effective if the “mkt foo.com” zone has been subdelegated).

The use of these specific optimizations does not preclude the development of
additional optimizations. The fundamental realization and requirements remain
unchanged, allowing common case optimizations to be applied to outcomes based on
revised outcome probabilities.

Specifically, further common case optimizations specified rely on restrictions
on the records in the database to guarantee the validity of the query response. For
example, a generalization of Case #1 (above) that optimizes for arbitrary length
domain name queries (e.g., the incoming query is for the domain name
“yww. unit. mkt.foo.com” within the zone for ‘“‘foo.com”). This case can be optimized
if no conflicting records are present, i.e., any record that could alter the precedence
made for the optimization case (e.g., an intervening NS record or wildcard record
associated with the domain name “mkt.foo.com” would have an impact on the above
example of “www.unit.mkt.foo.com” in zone “foo.com™).

Additionally, the DNS query strategy according to the present invention

allows for flexible/dynamic optimization code to be constructed, where, e.g., a

11
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specific ordering of individual common case optimizations is associated with each
zone, based on prior knowledge or statistics maintained about each zone. This
technique can be applied so that the best strategy is selected at the granularity of each

zone, each server, or any identifiable class of query stream.

Data Caching and Cache Invalidation

Dynamic data caching is a mechanism that has been applied to achieve
performance in many types of systems, but has never before been use to provide a
fast-access data repository of authoritative data within an Domain Name Server.

The Domain Name System was designed with an integrated “time to live”
(TTL) caching mechanism, and we note three example applications of caching
elsewhere within the Internet and Domain Name System.

e Applications such as web browsers frequently maintain copies of DNS records
obtained while processing HTTP requests, and use applicable DNS records for
subsequent requests. This use of caching does not maintain authoritative data,
nor does it directly effect the operation of a DNS server.

e Caching DNS servers (also known as recursive servers or “helper” servers)
provide a separate function from “hosting” DNS servers. Recursive servers act
on the behalf of an application (e.g., a user’s web browser) and query a
hierarchical series of hosting DNS servers to obtain the required DNS
response. Information obtained in the course of a DNS query resolution may
be maintained and used to expedite subsequent DNS queries, until each
record’s specified time-to-live has expired. This is a fundamental use within
the DNS, but only addresses the behavior of non-authoritative servers when

handling authoritative data.

12
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e Conventional primary DNS servers (e.g., as embodied by the “bind” server
distribution) read all authoritative domain information into a computer
memory directly from files, and answer queries based on a complete memory-
resident copy of all domain information. Unlike the above caching examplies,
this is not an application of dynamic caching, but is a static copy of DNS
information that does not change or replace based on well-known caching
criteria such as frequency of use, nor does it embody any dynamic
mechanisms for maintaining cache consistency. There is no dynamic
mechanism for a “cache miss™ that involves the standard alternative method of
making a backup query to the primary (i.e., non-cache) repository.

According to embodiments of the present invention, the DNS server maintains
an internal dynamic cache of recently-used authoritative DNS records taken from the
database repository. Two embodiments are specified: (1) where individual resource
records are cached separately and subsequent DNS response are comprised of the
individual records, and (2) where the entire response to a DNS query is cached as an
aggregate and are immediately available for a subsequent response, eliminating
overhead required to construct a complete response. The strategy for handling
incoming DNS queries includes an examination of the internal cache for efficient
access to data, and if not available, a subsequent query to the primary data repository
(database) is made. These mechanisms are used for both “positive caching,” i.e.,
when the data exists, and “negative caching,” i.e., when the server can authoritatively
respond that the information does not exist.

The DNS server according to the present invention also embodies cache
replacement mechanisms to control the amount of “stale” (infrequently used) data in

the cache, and to allow for effective utilization of cache and system resources.

13
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Multiple embodiments exist to remove DNS data from the cache based on frequency

or timeliness of use.

Cache Invalidation

A dynamic caching system must employ cache invalidation mechanisms to

guarantee that information in the cache corresponds to the state of the primary data

repository. This requires that data items are removed from (or replaced within) the

cache when the corresponding information is changed within the primary data

repository. This allows a DNS server according to the present invention to accurately

reflect the correct information within the system.

The DNS server according to the present invention are embodied by a number

of related cache invalidation mechanisms that address the complete range of

transaction types that can be performed on the primary data repository, and the type of

cache data that can be maintained in the system. The design space that defines the

cache transactions of interest is represented by the Table below which specifies

twenty four different cache invalidation transactions that can be addressed by the

invention’s cache invalidation strategy. Note that not every space need be addressed

by a particular embodiment of the invention, and that some cachc invalidation

mechanisms will address multiple invalidation requirements.
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Multiple embodiments exist to remove DNS data from the cache based on frequency 7

or timeliness of use.

Cache Invalidation

A dynamic caching system must employ cache invalidation mechanisms to

guarantee that information in the cache corresponds to the state of the primary data

repository. This requires that data items are removed from (or replaced within) the

cache when the corresponding information is changed within the primary data

repository. This allows a DNS server according to the present invention to accurately

reflect the correct information within the system.

The DNS server according to the present invention are embodied by a number

of related cache invalidation mechanisms that address the complete range of

transaction types that can be performed on the primary data repository, and the type of

cache data that can be maintained in the system. The design space that defines the

cache transactions of interest is represented by the Table below which specifies

twenty four different cache invalidation transactions that can be addressed by the

invention's cache invalidation strategy. Note that not every space need be addressed

by a particular embodiment of the invention, and that some cache invalidation

mechanisms will address multiple invalidation requirements.
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Multiple invalidation mechanisms can be applied together, so that each

addresses a subset of the potential cache interactions and requirements. Further, these
mechanisms can embody varying criteria for timeliness of data invalidation,
according to the importance assigned to each subset. ‘For example, when caching
entire DNS responses the data within an Answer section may be considered more
critical than the data within an Authority section. In this case, mechanisms can be
employed that immediately respond to updates to information in the Answer section,
while other less timely mechanisms.will eventually invalidate the records within the

Authority section.

SYSTEM-LEVEL MECHANISMS

The system-level mechanisms according to the present invention work
synergistically, enabling the DNS System according to the present invention to
provide enhanced/integrated management of information, and to provide a range of
performance enhancement for incoming queries and internal transactions.

e Modular data-centric design
» Database-layer synchronization

e Single IP address announcement of replicated scrvers

Modular Data-Centric Design

The DNS domain name server according to the present invention (e.g., DNS;
100 of FIGURE 1) separates the functionality of the standard monolithic Internet
server into two distinct components: a commercial database system as the data
repository, and a DNS wire-protocol server designed to answer queries based on

authoritative DNS data from the database component. This architectural choice

15
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provides for a clean modular design, which in turn provides a flexible and scalable

platform that is leveraged to provide a diverse set of features and inventions.

10

15

20

25

Data-Centric Modeling and Functional Server Module Extensions—The two-
component design aliows for modular extensions to both the data model, and
the functions (e.g., servers) that operate on the system. Embodiments of this
invention include, but are not limited to, one or more user interfaces for data
management, transaction processors to provide an extensible APT for data
management, Internet systerﬁ monitors that can query external system status
(e.g., webserver availability) and affect changes to the data repository, and
servers for other Internet directory servers (e.g., whois, radius, etc).

Integrated Access Control Mechanisms—Using a database repository for DNS
information allows several principle objects (e.g., users and other network data
schemas) to be modeled and managed. A significant feature of the DNS
Domain Management System according to the present invention is the ability
to control and delegate the many-to-many access patterns of users accessing
domain name data.

Query and Context Specific Responses—Conventional (prior art) DNS servers
take as input a <domain name, query type, query class> tuple, and return the
appropriate resource records. The DNS system according to the present
invention has revised the basic query/response transaction by incorporating
additional fields within the data model such that the response to a query can be
based on additional criteria. These criteria can be comprised of information
obtaincd from the incoming query (e.g., source IP address), information
available to the local server (e.g., time of day or server identity), and similar

context or query specific information.
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e Dynamically Configurable DNS Record Types—The DNS server according to 7
the present invention allows new resource record types to be defined, and
immediately incorporated into the system. Based on resource record templates
included in the data model, the DNS server according to the present invention
system can incorporate new record types in minutes without additional low-
level code development. This is in contrast to the conventional (prior art),
where deployment of a new resource record type requires considerable low-
level program design and coding, and requires a new server binary be
deployed on all applicable machines. Moreover, combined with context
specific responses (above), domain administrators may define their own
“local” types that are specific to the answers returned for their DNS domain.

e Ability to deploy and maintain a state-of-the-art data management service
based on commodity implementations of core database technologies. The
conventional (prior art) systems for Domain Name System management
deploy integrated ad-hoc implementations of database technology, which lag
advanced database features and make it difficult to deploy new features based

on database technology advances.

Database-Layer Synchronization

The DNS system according to the present invention maintains data
consistency between multiple redundant servers (e.g., DNS;, DNS;, ..., DNS, n
FIGURE 1) by propagating changes to the managed data using database-level
transaction processing. This has advantages over conventional (prior art) consistency
mechanisms, which are based on application-level transactions. These advantages

include:

17
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e Virtually immediate propagation of changes to Domain Name System
information. This is particularly important when inaccurate information must
‘be corrected, or when critical domain information changes frequently and
changes must be visible quickly. For example, one of the most frequently
changed zones, “.COM?”, also has the greatest number of records. Using
conventional (prior art) systems, “.COM?” has historically been restricted to a
twelve-hour periodic updates. Using the DNS system of the present invention,
changes to “.COM?” are routiﬁely propagated within 5-15 minutes.

e Ability to accept and propagate changes to Domain Name System information
from multiple servers, and consequently, the ability to make data management
more reliable with better system availability and performance. This is in
contrast to conventional (prior art) DNS systems, which do not have the
conflict resolution mechanisms required to support multiple sources of update

transactions.

Single IP Address Deployment for Replicated Servers

Globally distributed server replicas (e.g., DNS;, DNS,, ..., DNS,) provide the
reliability, throughput and low delay required to scale a large commercial service.
The servers are tied together using advanced Internet routing mechanisms that are
reactive to the state of individual server replicas. In preferred embodiments, each
DNS system according to the present invention shares a common IP address and
supports a name server replica. The shared IP addresses are injected into the Internet
routing mesh by each server so that Internet routers will direct IP packets to the
nearest topological server. Each server replica is monitored for correct behavior, and
the IP route is withdrawn if the server no longer responds to DNS queries. This
mechanism provides the following benefits:

18
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User DNS queries are directed to the nearest DNS replica minimizes the delay
experienced for DNS resolution.

Transitory server and network failures are transparent to a user’s DNS query
and application transaction. Servers that are not reachable or functional are
invisible, and DNS queries arrive at the nearest functional server without
experiencing the delay for standard DNS timeout and retransmission.

The DNS system acquires user proximity information based on the server
replica that receives the user DNS query. This information can be used to
provide proximity based responses to direct users to nearby application

SErvers.

IMPLEMENTATION

THE DATABASE

This section describes the unique database schema of the database 102.

OVERVIEW

The database 102 according to preferred embodiments of this invention is

organized and structured according to the following unique database schema. The

database schema involves fourteen (14) tables. Only three (3) of these tables contain

actual data (i.e., DNS & Contact), the other eleven (11) tables are needed to manage

the data. The schema allows management of who has access to which data, how can

they access it, who can create new data, and how they should be billed for use of the

system.

The data managed by the DNS Server 100 is (a) contact information, (b) zone

information, and (c) resource record information. Although zones and resource

records are related, the system must have the ability to manage them distinctly. The

19

0568



WO 00/52594 PCT/US00/05416
reason for this is to enable targeting different users, some of which want to use the
Server 100 to manage an entire zone for them, and some of which will just enter
individual resource records (in a particular zone).

For any data that can put in the system, there are two access control
mechanisms involved: (1) a mechanism that specifies whether the item can be put in
(created) in the system, and (2) a mechanism that specifies how items can be

accessed.

TABLE LIST & SUMMARY

Table Name Description

LOGIN User information (to establish identity on the system)

SYS MGMT Describes how the DNS system is managed (e.g., who
can create new zones, billing policy, etc)

RRIUMBO combined Resource Record (RR) index and data.

CONTACT people/role/organization (like whois)

CONTACT ASSOC indicates association between contact information, and

other data/items (e.g., zones or RRs)

ZONE basic mgmt information for a related set of DNS RRs
ZONE _INTERFACE list of “outside” servers the system must talk to

primaries/masters OR secondaries we update)

ZONE CNTL much like information in SOA record

ZONE MGMT zone owner describes how zone may be used (e.g.,
who can create new RRs, billing policy, etc)

ZONE SERVERS maintains list of which zones in system, and which IP
addresses can do zone transfer

RR MGMT indicates logins that can modify specific RRs
(Resource Records)

BillingPolicy rules/policy owners set for billing others for use

BillingInfo actual billing information for a particular object

(derived from owners BillingPolicy)

USAGE_HISTORY contains past usage data (to answer biiling concems)
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Table Name Description
TPV4RANGE restricts (or allows) access per source [P address

TABLE SCHEMA

This section describes what information is in the tables and, in some cases,

gives the formats and sizes of the data used in some embodiments of the present

invention.

The LOGIN table describes identity within DNS system of the present

invention. The table includes information on how to authenticate a user to system.

The LOGIN Table is established via login/password, X.509, PGP, DNSSec, etc.

The following table summarizes the fields of the LOGIN table.

LOGIN
Field Description Relationship to other
Tables
Id internal dbase index/pointer appears in other tables
indicating this users has
some claim/access to the
object
Email contact information
Ipaddr restrict logins to specific IP range index to IPV4ARANGE
table
x5091d ID for primary authentication
method
Username backup login name
Password backup password
Passques user-supplied question for lost
information
Passansw user-supplies answer for lost
information

The SYS MGMT table (described below) provides a template about use,

access, etc. It provides information about how the system is managed; who can

access, modify, create new “objects”, and information on how users are charged for
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access. The SYS MGMT table allows the DNS according to the present invention to 7
be deployed in different ways (e.g., closed access at large companies versus open ISP
access). Some preferred embodiments allow deployment of two object types to be
created, namely contacts and zones. Both can be created by anyone. Contacts can be

created at no charge; zones may or may not incur charges (perhaps per-user).

SYS MGMT

Field Description Relationship to other
Tables

Objtype what type of objects can be created

Access type (create or read)

Login (loginid OR “ANY™) ID in LOGIN table
about who can create

Ipaddr restrict/grant access by IPsrc Addr

Billing specifies how to charge for access index into BILLING
table

The RRJUMBO table represents DNS resource record (RR) information. This
table is for the “index” or “lookup” of the incoming query, and contains columns for
different parts of RR data section. Resource records are defined in RFC 1035
[Network Working Group Request for Comments: 1035, P. Mockapetris, ISI,

November 1987] which is incorporated herein by reference.

RRJUMBO
Field Description Relationship to other
Tables
1d internal dbase ID referenced by other tables
Active indicates RR is "active" (e.g., paid
for)
Dead indicates "machine" inactive
Zone vone membership identifier indicates RR associated
with ZONE table
Dname domain name (e.g.,
“www.ultradns.com’)
Lname Lower case Dname to optimize
lookups
Type RR type
Class RR Class
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RRJUMBO
Field Description Relationship to other
Tables
Servers indicates which server return
particular RR
Time Indicates time frame RR 1s returned ]
ipv4addr index into IPV4RANGE Table index into IPV4RANGE
table (to specify per
IPaddress RRs)
ip_low simple (hi-performance) IP source
address specification
ip_high simple (hi-performance) IP source
address specification
ip_bits simple (hi-performance) IP source

Create_who

login ID of record creator

indicates record created
by TLOGIN table

Create ip TP address of creator (if anonymous)
Create_date when created
Update_who login ID last modify login id of last update

Update _when

last modified time

Billing index to BillingInfo billing information
associated with RR

Readent recent RR reads

Readsince start time of read count

Writecnt recent RR changes

‘Writesince start time of write count

Ttl Resource record TTL (time to live)

(seconds)

fl RRdata field #1

F2 RRdata field #2

F3 RRdata field #3

F4 RRdata field #4

F5 RRdata field #5

Fo6 RRdata field #6

F7 RRdata field #7

F8 RRdata field #8

refl dname reference for "additional”

RRs

A “DNS lookup” in the RRIUMBO tablc uses (matches against) the following

six values to find the requested DNS resource record:

1. domain name (from dns query packet)

2. dns type (from dns query packet)
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3. dns class (from dns guery packet)

4, server id (name/id of server answering query)
5. time (current time of day at server)

6. sourcc IP address (from the IP packet)

Note that the use of the RRdata fields, f1 ... f8, depends on the type of RR
(e.g., MX records will use f1 and 2, A records will only use f1, and SOA records will
use f1 - £7).

The RRTUMBO table is used to store data for multiple purposes: in addition to
storing "live" domain records, "template” records are stored which embody the
mechanism to provide configurable DNS records. Each DNS Resource Record type
is represented by one or more template records in the RRITUMBO table which specify
the format and structure of each record type.

The CONTACT Table contains information about a person, role, or
organization (i.e., this is basically “whois” information). Note that the information in

the CONTACT Table has nothing to do system login.

CONTACT
Field Description Relationship to other
Tables
1d Internal dbase index referenced by other
tables
Order Sequence information for related
records
Type name, phone, fax, email, etc. (see list
below)
Information Associated information (e.g., name:
Steve Hotz)
Anonacl read permission for field (e.g., do not
give out phone number)
ipaddr IP address based read index into IPVARANGE
restrictions/permissions Table

The TYPE values for above “type” field (similar to RIPE-181) include:

® name
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email

email-alt

phone

phone-alt

fax-no

nic-hdl

nic-hdl-alt

address (multiple-line text string)

source (in case information came from another place)

date-create
date-update

PCT/US00/05416

The CONTACT_ASSOC Table indicates association between contact

information, and other data/items (e.g., zones or RRs)

CONTACT _ASSOC
Field Description Relationship fo other
Tables
Id name/id of object (e.g., internal identifier of DNS
“ultradns.com™.) data item (e.g., contact,
zone, or RR)
Objtype {system, zone, record}
contact id of CONTACT information
Type {admin, tech, billing, registration}
Public {yes, no} read access for general
public
The ZONE table basic information about a group of related RRs.
ZONE
Field Description Relationship
to other
Tables
Zone Name of the zone (e.g., “ultradns.com™) Every column
Owner LOGIN id of zone owner in this table
Billing How this zone 1s billed (Billinginfo) relates to other
zonecntl ZONE CTRL id for internal consistency tables.

The ZONE_ INTERFACE Table specifies external servers (i.e., servers that

are not embodiments of the present invention) that must either be used as

primary/master, or updated as secondary/slave.
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ZONE_INTERFACE
Field Description Relationship to other
Tables
Zone zone being updated/transferred refers to zone name in
numerous tables
inout {in, out}
srvname name of server
Srvip IP address of server
ctrl ZONE_CTRL id for record reference into
controlling frequency ZONE CTRL table
view_ip if multi-dimension records,
snapshot this IP
view_time 1f multi-dimension, snapshot at
this time ‘
VIEW STV if multi-dimension, snapshot for
server

The ZONE CNTL Table contains zone control information, similar to SOA
parameters. This Table is used for database consistency (may not be needed with

internal Oracle, however, can specify interface with external servers).

ZONE_CNTL
Field Description Relationship to other
Tables

Id Internal 1dentifier Referenced by other tables
Serial
Refresh
Retry
Expire
Mincache
| Flags Notify turned on

The ZONE_MGMT table inciudes information about how a particular zone is
managed; who can access, modify, create new “objects”, and information on how the

user is charged for access.

ZONE MGMT

Field Description Relationship to other
Tables

Zone zone being managed relates several tables
holding zone information

login login ID with access (or “ANY™) LOGIN table for who has
access
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ZONE MGMT
Field Description Relationship to other
Tables
ipaddr source [P access restrictions IPv4Range table for src
address access
Billing billing policy associated with index into BillingPolicy
access table
rrlist bit map of RR types that can be
created
Mods allow zone modifications:
¢ can modify via dynamic
update
e modify all RRs
e modify all contact
information
» modify zone information
¢ modify zone_mgmt
information -
Features e Bit map of allowed features
¢ define new types
e create multi-dimensional
e can create RRs that allow
dynamic updates
e can create new RRs using
dynamic update
¢ dead machine monitoring
¢ other
Flags indicate other actions associated
with update/access
¢ indicating required per-record
information (i.e., contact)
e owner requires change
notification (via email)

The ZONE_SERVERS table is an auxiliary table listing zones for which the

system is responsible. This table is used by servers to find zones for which they are

authoritative.

ZONE SERVERS

Field Description Relationship to other
Tables

Zone Zorne name Zone name relates to
multiple tables

Server Server holding zone

xferip IPVARANGE allowed zone transfers | IPv4Range index
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The RR_MGMT Table provides an access list for specific RRs.

RR MGMT
Field Description Relationship to other
Tables

Rrod Rrindex id Every column (except

Login Login allowed to change (or flags) relates columns in
“ANY™) other tables.

ipaddr src IP based access restrictions

Flags access allowed (initially, all or
nothing)

The BillingPolicy table (set by owner(s) of system or zone) contains
information about how to bill for system use. The owner of system sets this up ahead

of time, and the system enforces the various billing policies.

BillingPolicy
Field Description Relationship to other
Tables
billp id internal dbase index referenced by other table
columns
what zone, contact, dname, RRtype(s),
feature
type one-time, read, write, time,
<feature name>
Unit <count> for read/write
day|week|month|year for time or
feature
Amt Amount (in dollars)
cnd_type reads OR writes [must be greater
than]
cnd unit count [per]
cnd time time unit (day|week|month|year)
intro time days before billing starts
period yearly/monthly/choice
year discount | can offer (percentage) discount for
yearly rate

Each zone may specify more than one policy. For example,:

<what> <type> <unit> <amt> <cond>
Type | > | Unit Time
Zone 1-time 29.99
Zone Time Year 9.99
Zone Write 1 1.00 Write | > | 10 Month
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<what> <type> <unit> <amt> <cond>
Type | > | Unit Time
Feature Dyn _Upd | Month 1.99

The BILLINGINFO Table contains information about who and when to bill for

use.

BILLINGINFO

Field Description Relationship to other Tables

billi_id internal dbase index referenced by other table

columns

who 1d billing contact index- reference to CONTACT table

Method Credit card, usmail, email

billp id Reference to BillingPolicy table

Credcard credit card account

expire credit card expire date

card_id billing address for credit card (if | reference to CONTACT table
different from who id)

billp id index to Billing Policy record

Create _date when billing record was created

next_date next statement date

The USAGE_HIST Table contains historical system/information usage

information. Can attach to various objects: RRdata, Zone, Contact, etc. (Some

preferred embodiments attach to RRs)

USAGE_HIST

Field Description Relationship to other
Tables

Id internal dbase ID of object tracked relates to id field of other
tables

Objtype RR/zone/contact/other determines which “other
table”

Access read/write/other

start start of period (seconds since epoch)

End duration of period (e.g., in seconds)

cnt number of accesses

Preferably use logging is (a) only turned on for some records, and (b) could be

a “premium service”. Must keep “current” usage for billing, but this feature is

“turned on”.
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The IPv4Range Table contains CIDRized subnet masks, primarily used for
address based (i.e., weak) authentication. This table is used for (a) handing out RRs
based on srcipaddress, and (b) simple access control for updates to data (e.g., using

dynamic updates as implemented).

IPv4Range

Field Description Relationship to other
Tables

Ipid index of IP range spec this table id serves as index,
and appears in other tables
(indicating whether access
is allowed from specific
source JP addresses

Flag flag indicating allowed/prohibited

bits number of bits in mask

Low lowest address value

High highest address value

Example

listid Flag bits iprangelow Iprangehi

#1 Prohibit | 0 0x00000000 Ox fffTfft

#1 Allow 16 0x80090000 0x 800911t

#2 Allow 0 0x00000000 Ox fTfeffff

#2 Prohibit | 16 0xa0070000 0xaO007ffft

#2 Prohibit | 16 0xa0090000 0xa009ffff

#3 Prohibit | 0 0x00000000 Ox fEffffff

#3 allow 16 0xc9140000 Oxc9141fff

#3 prohibit | 24 0xc9142800 0xc91428ff

#3 prohibit | 24 0xc9142a00 Oxc9142aff

#1 allows small number of addresses;
#2 prohibits small number of addresses;

#3 allows all in range, with exceptions;
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The following section provides the database field formats and sizes for a

preferred embodiment of the present invention. Some of the fields have common

sizes:
256 char = dnamcs
10 num == 32bit integers (e.g., [Pvdaddr and time in seconds)
14 num = internal identifier
LOGIN
Id num 14
Email vch 256
Ipaddr num 14 null-ok
x5091d vch 256
Username vch 64
Password vch 32
Passques vch 80
Passansw vch 80
SYS MGMT
objtype Vch 16
access Vch 16
login Num 14
ipaddr Num 14 null-ok
billing Num 14 null-ok
RRJUMBO
id num 14
active num 1
dead num 2
zone vch 256
dname vch 256
type vch 16
class vch 16
servers vch 32 null-ok
time vch 168 null-ok
ipv4addr num 14 null-ok
ip_low num 10 null-ok
ip_high num 10 null-ok
ip_bits num 3 null-ok
create who num 14
create ip num 10
create date num 10
update_who num 14
update when num 10
billing num 14 null-ok
readcent num 8§ null-ok
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RRJUMBO

readsince

num 10

null-ok

writecnt

num 8

null-ok

writesince

num 10

null-ok

TTL

num 10

f1

vch 1024

2

vch 1024

null-ok

3

vch 256

null-ok

f4

vch 256

null-ok

£5

vch 256

null-ok

f6

vch 256

null-ok

f7

vch 256

null-ok

38

vch 256

null-ok

refl

vch 256

null-ok

CONTACT

id

num 14

order

num 2

type

vch 16

info

vch 168

anonacl

vch 8

null-ok

ipaddr

num 14

null-ok

CONTACT

ASSOC

id

num 14

obijt

ype

vch 16

contact

num 14

type

vch 20 null-ok

public

vch 8

ZONE

zZone

vch 256

owner

num 14

billing

num 14

null-ok

zonecntl

num 14

ZONE _INTERFACE

zone

vch 256

nout

vch 8

srvname

vch 256

null-ok

Srvip

num 10

null-ok

ctrl

num 14

view_ip

num 10

null-ok

view time

num 3

null-ok

view srv

num 3

null-ok
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ZONE CNTL
1d num 14
serial num 10
refresh num 10
retry num 10
expire num 10
mincache num 10
flags vch 8 nuil-ok
ZONE_MGMT
zone vch 256
login num 14 | null-ok
ipaddr num 14 | null-ok
billing num 14 | null-ok
rrlist vch 256
mods vch 16
features vch 16 null-ok
flags vch 8
ZONE_ SERVERS
zone vch 256
server vch 256
xferip num 14 | null-ok
RR MGMT
rrid num 14
login num 14 | null-ok
ipaddr num 14 | null-ok
flags vch 8 null-ok
BILLINGPOLICY
billp 1d num 14
what vch 32
type vch 32
unit vch 16
amt num 8
cnd type vch 8 null-ok
cnd unit num 8 | null-ok
cnd time vch 8 null-ok
intro_time num 6
period vch 8
year discount num 4
BILLINGINFO
billi id num 14
who id num 14
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BILLINGINFO
method vch 12
credcard num 16 | null-ok
expire vch 7 null-ok
card 1id num 14 | null-ok
billp_1d num 14
create date num 10
next date num 10
USAGE HIST
id num 14
objtype vch 16
access vch 16
start num 10
end num 10
cnt num 12
IPV4RANGE
ipid num 14
flag num 2
bits num 2
low num 10
high num 10

DESIGN CHOICES

Probably the least obvious design choice is the way that CONTACT is laid
out. What would be more obvious/natural is to have one table row represent each
particular contact record . However, this design breaks contact information 1into
multiple fields, and represents each field as a row in the database. This method is
more flexible (given the flexible nature of the data), and supports the association and
efficient lookup of "ACCESS POLICY" to individual fields (e.g., to allow random
people looking at a CONTACT record to see an email address but not see a phone

number associated with that record).

THE SQL INTERFACE

The SQL Interface 104 takes queries/requests for domain name/address

resolution and returns the appropriate address and other information. The SQL
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implementing the interface 104 in a preferred embodiment is listed below (in the

Table titled SQL Query).

EXAMPLE

Here is a sample query made by a user 108 of the DNS 100 according to the

present invention. The request is processed by the query mechanism 106 which uses

5
the SQL interface 104 to access the database 102.
Query: a.b.c.d.wonk.com. <type>
where the system knows that it has “wonk.com. ZONE”
Then, in the worst case, the system has to make the following queries into the
10 database 102:
a.b.c.d.wonk.com. <typc> ## commonly rcturns ANSWER
b.c.d.wonk.com. NS ## commonly returns AUTH data
ab.c.dwonk.com. NS ## common to indicate sub-delegation
* b.c.d.wonk.com. <type>
15 b.c.d.wonk.com. NS
* c.d.wonk.com. <type>
c.d.wonk.com. NS
*.d.wonk.com. <type>
d.wonk.com. NS
20 * wonk.com. <type>

This invention embodies a query strategy that significantly reduces the

average number of database queries required to complete a DNS query.

There are essentially two common cases:

(1) no sub-delegation—Query gets simple answer for foo.wonk.com
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(2) the system will end-up telling about sub-delegation—Query made for
a.b.c.d.wonk.com gets NS for d.wonk.com

In both of the common cases noted above, the answer “dname” is likely to be
one component longer than the zone name. So, the system tests this before making
the query (i.e., the system does not want to query for “a.b.c.d.wonk.com”,
“b.c.d.wonk.com”, and “c.d. wonk.com” just to finally say that the delegation is made
at “d.wonk.com”).

Consequently, the following qﬁery optimization (in the query mechanism 106)
can be used:

If the requested name is one component longer than zone name, then look for
a quick answer.

This can be written as:

if (shorten(reqg.dname) == ZONE) {

SQL (<reqg.dname>, <type> H#H#
SQL (d.wonk.com, <types>,

shorten (<reqg.dname>), NS) H#
wonk . com, NS)

if (<type> found)
return_ answer;
save NS_for later();
SQL (reqg.dname, NS,
“WA” + shorten(reqg.dname), <type>);
if (“"* found, return answer and my NS
records) ;
if (NS found, return authority);
return (NXDOMAIN) ;

If long request name, check for shortest delegation first. For example, if the
request name 1s “a.b.c.d.wonk.com”, check if “d.wonk.com” has NS.

SQL (shorten.to one piece (<reqg.dname=), NS); if (NS
found) return;

If neither optimization worked then start with original question.

SQL {<reqg.name>, <types>,
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zone.name, NS) ;
if (answer found)

return (answer + NS);
} else {

save NS_for later();
}

If no answer is found then loop through and look for NS delegations.

for (working name = reg.dname,
next name = shorten (working name) ;
next = zone;
working name = next name, next_name =

shorten (working name)

) | _
SQL (working name, NS) ;
if (NS found) return;

No delegation made.

Now loop looking for “*” records.

for (working name = shorten(req.dname),
next name = shorten(working_name) ;
next != zone;
working name = next name, next_name =

shorten (working name)

) |
SOL (M *” + working name, <type>;
if (<type> found) {
return (answer + save NS records) ;

return (NXDOMAIN) ;
EXAMPLE

Give the example query “foo.bar.wonk.com. MX?”, call following SQL (Table
XX) with following variables:

“foo.bar.wonk.com.”

reg.namel

“* bar.wonk.com.”

I

req.name?’

reg.name3 = “bar.wonk.com.”
reg.type = 15 (this is the MX cype)
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reqg.class = 1 (this is the IN class)
reqg.time = <current_time>
req.server = <server ID#>
req.ipaddr = <incoming pkt IP source>
SQL QUERY
SELECT * FROM rrjumbo, RR
The main “start with” clause gets the ANSWERS and AUTHORATATIVE, plus it gets
any “*" records that exist. ‘
START WITH
(
(RR.dname = ‘reg.namel’ AND ((RR.type =
‘reqg.type’)
OR (RR.type = = 2)))
OR
(RR.dname = ‘reg.name2’ AND (RR.type =
‘reg.type’ )]
OR
(RR.dname = ‘reg.name3’ AND (RR.type = 2))
)
AND
RR.class = ‘reqg.class’ AND
substr (RR.time, ‘reqg.time’, 1) =1 AND
substr (RR.servers, ‘reqg.server’, 1) =1 AND
RR.active = 1 AND
RR.dead = 0 AND
This is pari of main query, that handles the IPv4range
EXISTS (select * FROM ipvd4range, IP WHERE
RR.ipv4addr = IP.ipid AND
IP.low <= req.ipaddr AND
IP.high >= reg.ipaddr AND
Ip.flag = 2 AND)
This part of query grabs ADDITIONAL records
CONNECT BY
PRIOR refl = dname AND
type = 1 AND
class = ‘reg.class’ AND
substr (time, ‘reqg.time’, 1) =1 AND
substr (servers, ‘req.server’, 1) = 1 AND
active =1 AND
dead =0 AND
Make certain ADDITIONAL RECORDS also have IPv4 permission
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SQL QUERY
EXISTS (select * FROM ipv4range, IP WHERE
RR.ipvd4addr = IP.ipid AND
IP.low <= reqg.ipaddr AND
IP.high >= reqg.ipaddr AND
IP.flag = 2 AND)
SELECT * FROM rrjumbo, RR
START WITH
(
(RR.dname = ‘reqg.namel’ AND ((RR.type =
‘req.type’)
OR (RR.type = = 2)))
OR .
(RR.dname = ‘reg.name2’ AND (RR.type =
‘req.type’))
OR
(RR.dname = ‘reg.namel3’ AND (RR.type = 2))
)
AND
RR.class = ‘reg.class’ AND
substr (RR.time, ‘reg.time’, 1) =1 AND
substr (RR.servers, ‘req.server’, 1) =1 AND
RR.active = 1 AND
RR.dead = 0 AND
EXISTS (select * FROM ipvé4range, IP WHERE
RR.ipv4addr = IP.ipid AND
IP.low <= req.ipaddr AND
IP.high >= reqg.ipaddr AND
IP.flag = 2 AND)
CONNECT BY
PRIOCR refl = dname AND
type =1 AND
class = ‘reqg.class’ AND
substr(time, ‘reg.time’, 1) =1 AND
substr (servers, ‘req.server’, 1) =1 AND
active = 1 AND
dead = 0 AND
EXISTS (select * FROM ipv4range, IP WHERE
RR.ipvé4addr = IP.ipid AND
IP.low <= req.ipaddr AND
IP.high >= req.ipaddr AND
IP.flag = 2 AND)
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OTHER FEATURES
Building a modular system has allowed additional mechanisms to be

incorporated easily into the system which can serve as the base for new features/uses.

CONTFIGURABLE RESOURCE RECO@ TYPES

The DNS according to some embodiments of the present invention has over
thirty (30) defined resource record types, which provide data formats/fields for use by
different applications; current implementations hard-code the type definitions. Thus,
the present invention offers users the ability to dynamically configure RR types, to
allow directory-enabled applications to be deployed and tested within short time

frames.

CONTEXT SENSITIVE (QUERY-SPECIFIC) ANSWERS

In the abstract, a directory service maps a query’s incoming request (key) to an
outgoing response (data indexed by the key). Using a relational database model gives
the present invention an effective mechanism to add other components to the lookup
key. Inthe DNS example, a different answer can be given depending on various
context information: from the packet (IP address), from the machine (local time), and
from global system (which server location). Thus, for example, the system may

provide different answers at different times of day or to different geographic regions.

DYNAMIC DATA CACHE

In some embodiments, the DNS server 100 incorporates a dynamic load-on-
demand cache algorithm which significantly enhances performance by reducing the
amount of data that must be retrieved from the database 102.

When an inbound query is received, the server 100 will first attempt to find

the answer in the data cache 110. If the answer exists and is fresh, the response will
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be sent directly from the cached data stored in data cache 110. If the answer exists in
the cache 110 but is stale, or if the answer does not yet exist in the cache, the data will
be acquired from the database 102, transmitted in the response, and then added to or
updated within the cache 110. In some embodiments, the cache 1s maintained in a
Most Recently Used order to optimize lookup times and facilitate cache management.

Items in the cache 110 have a maximum lifetime which ranges from the time
to live (TTL) of the lowest resource record (RR) in the complete answer to the
maximum cache time value confi gured for the server as a whole. For records that
change frequently, the TTL value can be set to zero to ensure the data is never added
to cache and always retrieved from the database.

By setting a relatively short lifetime on data in the cache 110, the server 100
can provide maximum throughput while still offering near real-time propagation of
zone changes. Because the cache is load-on-demand, the DNS daemon can be up and
ready to respond to queries within moments of exccution.

In addition to normal caching of DNS response data, the cache algorithm is
designed so that negative caching is also achieved. For example, if a request is made
for a host that does not exist in an active domain, the negative response will be saved
just like a valid response. If the server is for some reason hit with a barrage of
requests for this same invalid host, they can be filled using the negative response in
cache, once again eliminating unnecessary calls to the database.

Further, in some embodiments, a management threcad is incorporated into the
cache design. This thread comes to life at a configurable interval and walks through
the RR data cache, deleting any stale entries that it encounters. This feature ensures

that the most active data is always the most readily available.
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In some embodiments, a cache invalidation mechanism is incorporated that is
responsible for removing (or modifying) data within the dynamic cache so that the

cache accurately and acceptably reflects changes made to the primary data repository.

IMPLEMENTATION DETAILS

An embodiment of this invention has been implemented. The DNS server 100
was designed on top of and tightly integrated with the database 102. The database
102 was implemented using Oracle, however, care was taken to modularize the
database interface so that the system could easily be integrated with a database from a
different vendor, such as Sybase or Informix. The server was developed using Gnu
C++ on a Linux platform. The server build process was later expanded to support
both Linux and Solaris.

Implementations of the present invention can be written in any suitable high-
level computer language. Further, while aspects of the present invention have been
implemented in software running on a computer system as described above, all
aspects of the present invention can also be implemented in hardware or in a
combination of software and hardware. That is, although described with reference to
a particular system, the present invention operates on any computer system and can be
implemented in software, hardware or any combination thereof. When implemented
fully or partially in software, the invention can reside, permanently or temporarily, on
any memory or storage medium, including but not limited to a RAM, a ROM, a disk,
an ASIC, a PROM and the like.

While the above embodiments relate to domain name processing, one skilled
in the art will realize that domain names are merely one example of directory services,

and that the present invention is applicable to other directory services.
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Thus are provided methods, systems and devices for scalable domain name
resolution. One skilled in the art will appreciate that the present invention can be
practiced by other than the described embodiments, which are presented for purposes
of illustration and not limitation, and the present invention is limited only by the

claims that follow.
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We claim:

1. A systemn for processing domain name requests, the system
comprising:

a query mechanism constructed and adapted to:

(a) obtain a user request for response information corresponding to a
particular domain name; and

(b) provide complete respo‘nse information in a single response to the user

request.

2. A system as in claim 1 wherein the user request is a domain name
resolution request and wherein the query mechanism provides an Internet Protocol

(TP) address corresponding to the domain name.

3. A system as in claim 1 wherein the a query mechanism is further
constructed and adapted to:

provide the response depending on context information.

4. A system as in claim 3 wherein the context information includes at
least one of (a) context information from the request; (b) context information from the

system; and (c) global context information.

5. A system as in claim 4 wherein the context information includes

address information indicating an address of the user.
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6. A system as in claim 4 wherein the context information includes the
local time.
7. A system as in claim 4 wherein the context information includes the
5 location of the system.
8. A system as in claim 1 further comprising:

a data cache;
wherein the query mechanism is further constructed and adapted to:
10 upon receipt of a user request, first attempt to find an answer to the

user request in the data cache.

9. A system as in claim 8 wherein the query mechanism is further
constructed and adapted to:
15 (a) if the answer exists in the data cache and the answer is fresh, send the
answer directly from the cached data; and
(b) if the answer exists in the data cache and the answer is stale, or if the
answer does not exist in the data cache, then
(b1)  acquire the answer from a database;
20 (b2)  send the answer; and

(b3) update the data cache to reflect the acquired answer.

10. A system as in claim 8 wherein items in the data cache have a

maximum lifetime which ranges from the time to live of the lowest resource record in
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a complete answer to the maximum cache time value configured for the system as a

whole.

11. A system as in claim 8 wherein the query mechanism is further
constructed and adapted to:
implement negative caching such that if a request is made for a host that does

not exist in an active domain, the negative response will be saved in the cache.

12. A method of providing an Intemet Protocol (IP) address of one of a
plurality of devices on the Internet, the method comprising:

obtaining a user request for an IP address corresponding to a particular domain
name; and

providing the IP address in a single response to the user request.

13. A method as in claim 12 further comprising:

providing the IP address depending on context information.
14. A method as in claim 13 wherein the context information includes at
least one of (a) context information from the user request; (b) local context

information; and (c) global context information.

15. A method as in claim 14 wherein the context information includes

address information indicating an address of the user.
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16. A method as in claim 14 wherein the context information includes the
local time.
17. A method as in claim 14 wherein the context information includes a

geographic location.

18. A method as in claim 12 further comprising:

attempting to find an answer to the user request in a data cache.

19. A method as in claim 18 further comprising:
(a) if the answer exists in the data cache and the answer is fresh, sending

the answer directly from the cached data; and
(b) if the answer exists in the data cache and the answer is stale, or if the
answer does not exist in the data cache, then
(bl) acquiring the answer from a database;
(b2)  sending the answer; and

(b3)  updating the data cachc to reflect the acquired answer.

20. A method as in claim 18 wherein items in the data cache have a
maximum lifetime which ranges from the time to live of the lowest resource record in

a complete answer to a maximum cache time value.

21. A method as in claim 18 further comprising:
if arequest is made for a host that does not exist in an active domain, saving

the negative response in the data cache.
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22. A system comprising:
a network of distributed replicated Domain Name Servers (DNSs), each DNS
comprising:
a database; and
5 a query mechanism constructed and adapted to:
(a) obtain from the database a user request for response
information corresponding to a particular domain name; and
(b) provide complcte‘response information in a single response to
the user request,
10 wherein the databases in the network are replicated and wherein the

DNSs share the same network address.
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SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
PURSUANT TO 37 C.F.R. §§ 1.56,1.97, AND 1.98

Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

[1 37CFR.§197(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

X 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

[1 37CFR.§197(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|:| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311
was mailed to the Applicant on

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.
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II
FEES

Any required fee is being paid as indicated below:

X

X OO O

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

[
X

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

X

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.
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v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

] No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

] According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

] English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
REMARKS
It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and

Page 4 of 5
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(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VI
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: _December 20, 2011 HCS/
Jonathan C. Siekmann
Registration No. 58,259
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-2140
Fax: 720-888-5619

Page 5 of 5

0607



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
11/932,162 10/31/2007 Paul E. Stolorz 0093-US-C1 2099
83579 7590 12/21/2011 | |
EXAMINER
LEVEL 3 COMMUNICATIONS, LLC
c¢/o CPA Global WALSH, JOHN B
P.0. Box 52050 ART UNIT PAPER NUMBER
Minneapolis, MN 55402 | | |
2451
| NOTIFICATION DATE | DELIVERY MODE |
12/21/2011 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

docketing @cpaglobal.com

PTOL-90A (Rev. 04/07)
0608



Application No. Applicant(s)

11/932,162 STOLORZ ET AL.
Office Action Summary Examiner AriUnit

John B. Walsh 2451

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

)X Responsive to communication(s) filed on amat of 10/12/11.
2a)[X] This action is FINAL. 2b)[] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
___;therestriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

5)X Claim(s) 1-4 and 6-40 is/are pending in the application.
5a) Of the above claim(s) ______is/are withdrawn from consideration.
6)[] Claim(s) ____is/are allowed.
7)X] Claim(s) 1-4 and 6-40 is/are rejected.
8)[] Claim(s) ____is/are objected to.
9)[] Claim(s) ____ are subject to restriction and/or election requirement.

Application Papers

10)[] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b)[JSome * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) X Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date 8/18/11. 6) |:| Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20111214
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Application/Control Number: 11/932,162 Page 2
Art Unit: 2451

DETAILED ACTION
Claim Rejections - 35 USC § 102
1. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.

2. Claims 1-4 and 6-40 are rejected under 35 U.S.C. 102(e) as being anticipated by U.S.
Patent No. 7,577,754 to Garcia-Luna-Aceves et al.

As concerns claims 1, 11, 22, 33 and 40, responsive to a client request (col. 19, lines 60-
63), (request for particular content from plurality of content; col. 20, line 64-web servers; col. 3,
line 45-web services determined dynamically; col. 4, lines 15-17-prior art has many methods for
determining which server; col. 11, lines 47-54 - server selected based on performance metrics/
TOS parameters) to resolve a domain name (col. 7, lines 35-36; col. 13, line 49-map address),
said domain name being associated with a request for at least one resource of said content
provider (col. 7, line 28); selecting one of said at least two CDNs (col. 7, lines 35-44-multiple
web caches to select from to provide the content; col. 13, lines 48-60-selecting; col. 14, lines 5-7;
col. 14, lines 42-43-different content provider networks), said selecting being based at least in
part on one or more policies set by the content provider/subscriber (col. 19, lines 30-35-owners
of content set access control, which is a “policy’’; col. 16, lines 34-39-TOS parameters set by
content provider/server; note: the subscriber has been interpreted as the resource provider which

is equivalent to the claimed “content provider”), said one or more policies relating, at least in
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part to delivery of resources on behalf of said content provider (col. 7, lines 45-44-load balancing
policy; col. 19, lines 30-50); and providing the client with information associated with the
selected CDN (col. 16, line 37: col. 20. lines 15-18: col. 7, lines 40-44),

As concerns claims 2, 3, 11, 24 and 40, a resolver and a domain name comprising a
CNAME (col. 7, lines 8-20, lines 30-32-DNS server resolves address; inherent for DNS resolver
to handle a CNAME).

As concerns claims 4, 11, 16 and 38, a load share policy (col. 11, line 47-54-object
repository selected based on load conditions; col. 12, lines 5-20; col. 18, lines 20-40).

As concerns claims 6-8 and 17, obtaining at least one updated content provider policy;
and selecting based on said at least one updated policy (col. 14, lines 65-67-continuos adjustment
of connection in response to conditions).

As concerns claim 9, said at least one updated policy is obtained from a location specified
by said content provider (col. 19, lines 30-35, 50-55-access control mechanism carried in caching
infrastructure).

As concerns claims 10, 12, 18 and 25, identifying a particular content server in said
selected CDN (col. 20, line 64-web servers, URL for content to particular web server); and
providing the client with an address of the particular content server (col. 19, line 34 URL of
content),

As concerns claims 13 and 20, at least one of said at least two domains corresponds to a
first content delivery network domain (domain provides content for request, thus a “first content

delivery network domain’’).

0611



Application/Control Number: 11/932,162 Page 4
Art Unit: 2451

As concerns claims 14 and 15, at least one of said at least two domains corresponds to a
domain distinct from said first domain (col. 12, lines 55-60-distributed over multiple networks,
thus the plural networks are “distinct” from cach other; col. 14, lines 50-55-various providers).

As concerns claims 19 and 26-28, distributing requests among said at least two distinct
domains based at least in part on one or more load share policies set by the content provider (¢ol.
11, line 47-54-object repository selected based on load conditions; col. 12, lines 5-20; col. 18,
lines 20-40: col. 19, lines 30-35-owners of content set access control, which is a “policy”); and
providing an interface for the content provider to update said one or more load share polices set
by the content provider (col. 19, lines 30-35, 50-55-access control mechanism carried in caching
infrastructure).

As concerns claim 21, at least one other of said at least two distinct domains corresponds
to a subscriber domain distinct from said content delivery network domain (col. 12, lines 55-60-
distributed over multiple networks, thus the plural networks arc “distinct’” from each other).

As concerns claim 23, wherein the one or more subscriber policies include a subscriber-
defined load share policy (load share policy is dependent upon the location and conditions of the
subscriber, since it is dependent upon this it defines the policy).

As concerns claims 29-32, wherein said selecting is done by a domain name server (col.
7. lines 5-10).

As concerns claims 34 and 38, responsive to a second request (col. 19, lines 60-63; more
than one request over time can be received), selecting a second CDN, said selecting being based
at least in part on said one more policies set by the content provider (col. 19, lines 30-35-owners

of content set access control, which is a “policy’; col. 16, lines 34-39-TOS parameters set by
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content provider/server; note: the subscriber has been interpreted as the resource provider which
is equivalent to the claimed “content provider”).

As concerns claim 35, the first request is from a resolver (col. 16, lines 28-34-resolvers
can submit requests to other resolvers; col. 13, lines 61-63-web router/resolver).

As concerns claim 36, the resolver is a client resolver (col. 16, lines 28-34-resolvers can
submit requests to other resolvers; col. 13, lines 61-63-web router/resolver).

As concerns claims 37 and 39, the first and second requests are from the same resolver
(col. 16, lines 28-34-resolvers can submit requests to other resolvers; col. 13, lines 61-63-web

router/resolver).

Response to Arguments
3. Applicant's arguments filed October 12, 2011 have been fully considered but they are not
persuasive concerning the prior art rejection in view of Garcia-Luna-Aceves.
The applicant argues Garcia-Luna-Aceves does not disclose the selecting acts set forth in
independent claims 1, 11 and 22. The examiner disagrees since the limitations have been

addressed in the rejection above.

Conclusion

4. The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure. USPN 6,976,090 discloses content providers controlling delivery of content.
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5. Applicant's amendment necessitated the new ground(s) of rejection presented in this
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a).
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO
MONTHS of the mailing date of this final action and the advisory action is not mailed until after
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,
however, will the statutory period for reply expire later than SIX MONTHS from the date of this
final action.

6. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to John B. Walsh whose telephone number is (571)272-7063. The
examiner can normally be reached on Monday-Thursday from 8:00-6:30.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, John Follansbee can be reached on 571-272-3964. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at §66-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/John B Walsh/
Primary Examiner, Art Unit 2451
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IN THE UNITED STATES PATENT & TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 0093-US-Cl1
STOLORZ, Paul E. et al. Group Art Unit: 2451
Application Serial No.: 11/932,162 Examiner: WALSH, John B.
Application Filing Date:  October 31, 2007 Confirmation No.: 2099
Title: DISTRIBUTING REQUESTS ACROSS

MULTIPLE CONTENT DELIVERY

June 21, 2012
NETWORKS BASED ON SUBSCRIBER
POLICY
RESPONSE / AMENDMENT

Via EFS-Web
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Madam:
Applicant hereby responds to the Final Office Action mailed December 21, 2011

(the “Office Action”).

A Petition for Extension of Time is on page 2 hereof.

A Listing of Claims begins on page 3 hereof.

Remarks begin on page 11 hereof.

A Notice of Appeal is being filed herewith.
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EXTENSION OF TIME
Applicant hereby petitions for a three-month extension of time and is
electronically submitting the required fee with this correspondence. Other than this
extension fee, Applicant believes no other Petitions or fees are necessary, but if this is
incorrect, please consider this a Petition and authorization of payment therefor. The
Commissioner is authorized to deduct any additional fees from or credit any over-

payment to the undersigned’s Deposit Account No. 501860.
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LISTING OF CLAIMS

Please amend the claims as follows:

1. (previously presented) A method, operable in a framework wherein resources of
a content provider may be delivered to clients from at least two distinct content delivery

networks (CDNs), the method comprising:

responsive to a client request to resolve a domain name, said domain name being
associated with a request for at least one resource of said content provider, selecting one
of said at least two CDNs, said selecting being based at least in part on one or more
policies set by the content provider, said one or more policies relating, at least in part, to

delivery of resources on behalf of said content provider; and

by hardware in combination with software, providing the client with information

associated with the selected CDN.

2. (Original) A method as in claim 1 wherein the information associated with the

selected CDN includes a domain name associated with the selected CDN.

3. (Original) A method as in claim 2 wherein the domain name comprises a

CNAME associated with the selected CDN.

4. (Original) A method as in claim 1 wherein the one or more policies include a
load share policy that specifies a relative load share for each of said at least two CDNs,

and wherein the step of selecting attempts to satisfy said load share policy.

5. (Canceled)

6. (Original) A method as in claim 1 further comprising:

obtaining at least one updated content provider policy, and
-3-
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wherein said one or more policies used by said step of selecting include said at

least one updated content provider policy.

7. (Original) A method as in claim 6 wherein said step of obtaining is repeated at

regular intervals.

8. (Original) A method as in claim 6 wherein said at least one updated content

provider policy includes a load share policy for at least one of said CDNSs.

9. (Original) A method as in claim 6 wherein said at least one updated content

provider policy is obtained from a location specified by said content provider.

10. (Original) A method as in claim 1 further comprising:
identifying a particular content server in said selected CDN; and

providing the client with an address of the particular content server.

11. (previously presented) A method, operable in a framework wherein resources
of a content provider may be delivered to users from at least two distinct domains, the
method comprising:

obtaining one or more content provider policies relating to delivery of said
resources, at least one of said policies relating to a relative load share for each of said at

least two domains;

receiving a request from a client’s resolver to resolve a first domain name, said
request being associated with a client request for one of said resources of said content
provider;

in response to said request, selecting, based at least in part on said one or more

content provider policies, one of said at least two domains; and

_4.-
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by hardware in combination with software, providing the client with information

associated with the selected domain.

12. (Original) A method as in claim 11 wherein the information associated with
the selected domain is either (a) a domain name associated with the selected domain or

(b) at least one Internet Protocol (IP) address of at least one server in the selected domain.

13. (Original) A method as in claim 11 wherein at least one of said at least two

domains corresponds to a first content delivery network domain.

14. (Original) A method as in claim 13 wherein at least one other of said at least
two domains corresponds to a content provider domain distinct from said first content

delivery network domain.

15. (Original) A method as in claim 13 wherein at least one other of said at least
two domains corresponds to a second content delivery network domain distinct from said

first content delivery network domain.

16. (Original) A method as in claim 11 wherein the one or more policies include a
load share policy that specifies a relative load share for each of said at least two domains,

and wherein the step of selecting attempts to satisfy said load share policy.

17. (Original) A method as in claim 11 wherein said step of obtaining is repeated

at regular intervals.

18. (Original) A method as in claim 11 further comprising;:

identifying a particular content server in said selected domain; and

-5-
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providing the client with an address of the particular content server.

19. (previously presented) A method, operable in a framework wherein resources
of a content provider may be delivered from at least two distinct domains, the method
comprising:

distributing requests to resolve a domain name among said at least two distinct
domains based at least in part on one or more load share policies set by the content
provider, said one or more load share policies relating to delivery of content on behalf of

said content provider; and

by hardware in combination with software, providing an interface for the content

provider to update said one or more load share policies set by the content provider.

20. (Original) A method as in claim 19 wherein at least one of said two distinct

domains corresponds to a content delivery network domain.

21. (Original) A method as in claim 20 wherein at least one other of said at least
two distinct domains corresponds to a subscriber domain distinct from said content

delivery network domain.

22. (previously presented) A method, operable in a framework consisting of at
least two content delivery networks (CDNs), each CDN comprising a plurality of content
servers, and each CDN being capable of delivering resources on behalf of at least one

subscriber, the method comprising:

in response to a request to resolve a domain name associated with a particular
client request for subscriber content of a particular subscriber of said at least one
subscriber, selecting a CDN from said at least two CDNs to handle the particular client

request for subscriber content, said selecting being based, at least in part, on one or more
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subscriber policies of said particular subscriber, said subscriber policies relating, at least

in part, to delivery of resources on behalf of said particular subscriber; and

by hardware in combination with software, causing said client to be directed to

said selected CDN.

23. (Original) A method as in claim 22 wherein the one or more subscriber

policies include a subscriber-defined load share policy.

24. (currently amended) A method as in claim 22 wherein said step of direeting

causing said client to be directed to said selected CDN comprises:

providing the client with a domain name associated with the selected CDN.

25. (Original) A method as in claim 22 further comprising:
identifying a particular content server in said selected CDN; and

providing the client with an address of the particular content server.

26. (Previously presented) The method of claim 1 further comprising:

providing an interface for content providers to update said one or more policies set

by the content provider.

27. (Previously presented) The method of claim 11 further comprising:

providing an interface for content providers to update said one or more policies set

by the content provider.

28. (Previously presented) The method of claim 22 further comprising:

providing an interface for said at least one subscriber to update said one or more

subscriber policies.

0626



Level 3 Communications, LLC Application Serial No. 11/932,162
Attorney Docket No. 0093-US-C1

29. (previously presented) The method of claim 1 wherein said selecting is done

by a domain name server.

30. (previously presented) The method of claim 11 wherein said selecting is done

by a domain name server.

31. (previously presented) The method of claim 19 wherein said distributing is

done by a domain name server.

32. (previously presented) The method of claim 22 wherein said selecting is done

by a domain name server.

33. (previously presented) A method, operable in a framework wherein resources
of a content provider may be delivered to clients from at least two distinct content

delivery networks (CDNs), the method comprising:

(A) responsive to a first request to resolve a particular domain name, selecting a
first CDN of said at least two CDNs, said selecting in (A) being based at least in part on
one or more policies set by the content provider, said one or more policies relating, at
least in part, to delivery of resources on behalf of said content provider; and

(B) by hardware in combination with software, providing information

associated with the first CDN.

34. (previously presented) The method of claim 33 further comprising:

(C) responsive to a second request to resolve said particular domain name,
selecting a second CDN of said at least two CDNgs, said selecting in (C) being based at
least in part on said one or more policies set by the content provider; and

-8 -
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(D) by hardware in combination with software, providing information

associated with the second CDN.

35. (previously presented) The method of claim 33 wherein the first request is

from a resolver.

36. (previously presented) The method of claim 35 wherein the resolver is a client

resolver.

37. (previously presented) The method of claim 34 wherein the first request and

the second request are from the same resolver.

38. (previously presented) A method, operable in a framework wherein resources
of a content provider may be delivered to users from at least two distinct domains, the

method comprising:

(A) obtaining one or more content provider policies relating to delivery of said
resources on behalf of said content provider, at least one of said policies relating to a

relative load share for each of said at least two domains;

(B) receiving a first request from a first resolver to resolve a particular domain
name, said particular domain name being associated with at least one of said resources of
said content provider, and said first request being associated with at least one resource of

said content provider;

(C) inresponse to said first request, selecting a first domain of said at least two
domains, said selecting being based at least in part on said one or more content provider

policies; and
(D) by hardware in combination with software, providing the first resolver with

information associated with the first domain;
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(E) receiving a second request from a second resolver to resolve said particular
domain name, said second request being associated with said at least one resource of said

content provider;

(F)  inresponse to said second request, selecting a second domain of said at
least two domains, said selecting being based at least in part on said one or more content
provider policies; and

(G) providing the second resolver with information associated with the second

domain.

39. (previously presented) The method of claim 38 wherein the first resolver is the

same as the second resolver.

40. (previously presented) A method, operable in a framework consisting of at
least two content delivery networks (CDNs), each CDN comprising a plurality of content
servers, and each CDN being capable of delivering resources on behalf of at least one

subscriber, the method comprising:

in response to a request from a resolver to resolve a domain name associated with
a particular client request for subscriber content of a particular subscriber, in a domain
name server, selecting a CDN from said at least two CDNs to handle the particular client
request for subscriber content, said selecting being based, at least in part, on one or more
subscriber policies of said particular subscriber, said one or more subscriber policies
relating, at least in part, to delivery of resources on behalf of said particular subscriber;

and

by hardware in combination with software, causing said client to be directed to

said selected CDN.

-10 -
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REMARKS

Reconsideration and allowance of this application are respectfully requested.

By this Response, claim 24 has been amended. Claim 5 was previously canceled.

Claim 24 is amended here to make it consistent with an earlier amendment to
claim 22 from which it depends.

No new matter has been added by this amendment.

Claims 1-4 and 6-40 remain pending in this application.

INTERVIEW SUMMARY

On or about Friday, May 25, 2012 the undersigned (Brian Siritzky) telephoned the
Examiner to discuss this application. On or about May 30, 2012 the Examiner returned
the undersigned’s telephone call. In that May 30th telephone call, the undersigned
indicated he wished to discuss the current claim rejections and the prior art before filing a
response. The Examiner indicated that he would review the application. On June 19, 2012
the undersigned telephoned the Examiner again to discuss this application the Examiner’s
voicemail indicates that he is out of the office until June 25, 2012. The undersigned

respectfully request that the Examiner contact him discuss this application.

CLAIM REJECTIONS UNDER §102

The Office Action rejected claims 1-4 and 6-40 under 35 U.S.C. § 102(e) as being
anticipated by U.S. Patent No. 7,577,754 to Garcia-Luna-Aceves ef al. (hereinafter
“Garcia-Luna-Aceves” or “GLA”). The grounds for this rejection are respectfully
traversed.

Applicant has previously responded to the rejections based on Garcia-Luna-
Aceves and hereby incorporates its previous responses in their entirety.

Independent Claim 1 recites a method, operable in a framework wherein resources
of a content provider may be delivered to clients from at least two distinct content
delivery networks (CDNs).

As recited in claim 1, the method includes:

[Al] “selecting one of said at least two CDNs,

-11 -
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[A2] said selecting being based at least in part on one or more policies set
by the content provider,
[A3] said one or more policies relating, at least in part, to delivery of
resources on behalf of said content provider;
[B]  where the selecting is “responsive to a client request to resolve a domain
name ... associated with a request for at least one resource of said content provider.”
Claim 1 further recites:
[C] “providing the client with information associated with the selected CDN.”
(The references in square brackets are provided here to aid the discussion and not
to imply any other structure or ordering of the claim.)

The Examiner has applied GLA to claim 1 as follows:

Claim Claim Language The Examiner Applies GLA
element
Al selecting one of said at least two | “col. 7. lines 35-44-multiple web caches
CDNs to select from to provide the content; col.

13. lines 48-60-selecting; col. 14. lines 5-
7; col. 14. lines 42-43-different content
provider networks” Office Action, pg. 2.

A2 said selecting being based at least | “col. 19. lines 30-35 - owners of content
in part on one or more policies set access control, which is a "policy";
set by the content provider col. 16, lines 34-39-TOS parameters set

by content provider/server” Office
Action, pg. 2.

A3 said one or more policies “col. 7. lines 45-44 - load balancing

relating, at least in part, to policy; col. 19, lines 30-50” Office

delivery of resources on behalf of | Action, pg. 3.
said content provider

However, the Examiner ignored the connection between the terms of the claim and
has treated each element independently. In particular, the Examiner has ignored that [1]
the selecting is based (at least in part) on [1i] at least on policy set by a content provider
[111] relating to delivery of resources on behalf of that content provider.

Accordingly, the Examiner has failed to show any connection between any access

control policy that might be implemented in GLA and the server selection in GLA. To
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the contrary, GLA teaches the implementation and use of access control after server
selection has already taken place.

For claim 1, element A1 (“selecting one of said at least two CDNs”) the Examiner
refers to a portion of GLA citing to U.S. Patent No. 6,108,703 — the ‘703 Patent.
However, the “703 Patent does not describe or teach or in any way suggest selection of a
CDN (Content Delivery Network). The ‘703 Patent describes only the selection of a
server (or servers) in a single CDN. To the extent that the Examiner is relying on GLA’s
description of the ‘703 Patent (at GLA, Col. 7, lines 35-44), that description (consistent
with the scope of the ‘703 Patent) does not teach or in any way suggest the claimed
“selecting one of ... at least two CDNs.” Similarly, none of the other portions of GLA
cited by the Examiner teach or in any way suggest the selection of a network, let alone a
Content Delivery Network, as claimed.

Claim 1 further requires that the selection of the Content Delivery Network be
based on one or more policies set by the content provider. For this claim element the
Examiner relies on GLA, col. 19, lines 30-35 and col. 16, lines 34-39. In these sections
GLA describes so-called “User Configured Access Control” for controlling access to

content. However, importantly, in GLA access control is enforced by and at the cache

servers (“security may be enforced by the cache servers (or other information object
repositories, as appropriate)” GLA, C19L51-52. In GLA, all requests for content are sent
to a cache server (or other object repository), and then the cache server or repository that
receives the request determines whether or not the requesting client is authorized to get
the requested content (“a client's request for an information object is directed to an

information object repository ...; and it is subsequently determined ... whether the client

is authorized to receive the information object.” GLA, C11L41-47, emphasis added.)

Note that GLA defines “object repositories” as “caches, proxies, origin content
servers and the like,” (GLA, C12L55), but this list does not include or imply that an
object repository, as GLA uses that term, would include a Content Delivery Network.
GLA does state that “object repositories storing the information objects may be

distributed over one or more computer networks or networks of networks,” (Id. C12L56-

-13 -
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50) but the selection of an object repository in GLA, regardless of where it is, is made

before any access control is implemented, and no repository selection in GLA is made

based on “policies set by the content provider,” as required by the claim.

GLA teaches various factors (performance metrics) that may be used for selection
of a cache (“The information object repositories are selected according to specified
performance metrics, such as: average delay from a selected one of the information object
repositories to a source of a corresponding one of the requests, average processing delays
at the selected one of the information object repositories, reliability of a path from the
selected one of the information object repository, available bandwidth in said path, and
loads on the selected one of the information object repositories.” GLA, C12L918) But
there is nothing in GLA to teach or in any way suggest that any of GLA’s access control
policies (or any other content provider policies) are used to select a cache or object
repository. To the contrary, as explained above, GLA specifically teaches that access
control polices (GLA’s “User Configured Access Control”) are enforced at the selected
caches and after the cache selection has taken place and after the client has requested
content from the selected cache.

The Examiner has incorporated the GLA access control policies into the prior art
(the 703 Patent described at GLA, Col. 7. lines 35-44), moving the GLA access control
to the server selection process — contrary to all of the teachings of GLA, and without any
showing that or how such a system would or could operate.

For at least these reasons claim 1 and its dependents are patentable of GLA.
Similar arguments apply to claims 11, 22, 33 and 40.

Claim 2 depends from claim 1 and is therefore patentable over GLA for at least
the reasons given above. Claim 2 recites the method of claim 1 “wherein the information
associated with the selected CDN includes a domain name associated with the selected
CDN.” Recall that “the information” referred to in claim 2 is the “information [provided
to the client] associated with the selected CDN.” The portion of GLA relied on by the
Examiner for this claim is again the description of the ‘703 Patent (at GLA, Col. 7, lines

35-44). However, there is nothing in that description to teach or in any way suggest that
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the DNS would return anything other than a network address (an Internet Protocol (IP)
address) for the selected cache. Since GLA only teaches the selection of cache server or
some other object repository, there is no reason why any repository selector (e.g., cache
server) in GLA would return anything other than an IP address of the selected repository.
The Examiner’s argument presupposes that GLA teaches the selection of a CDN.

For at least these additional reasons, claim 2 is further patentable over GLA.
Similar arguments apply to claims 3, 11, 24, and 40.

Claim 4 depends from claim 1 and is therefore patentable over GLA for at least
the reasons given above.

Claim 4 recite the method of claim 1 “wherein the one or more policies [set by the
content provider] include a load share policy that specifies a relative load share for each
of said at least two CDNs5s, and wherein the step of selecting attempts to satisty said load
share policy.” This is not taught or in any way suggested by GLA. The Examiner cites
to a portion of GLA that states that repository selection by Web routers in GLA may take
place based on “loads on the Web caches and content servers.” First, GLA’s suggestion
of the use of “loads on the Web caches and content servers” does not in any way suggest

or imply the use of any load share policy set by the content provider that specifies relative

load share for each off at least to CDNs. Secondly, as shown above, GLA does not teach
or in any way suggest the use of policies set by the content provider to select a CDN, let
alone the use of a load share policy set by the content provider to select a CDN.

For at least these additional reasons, claim 4 is further patentable over GLA.
Similar arguments apply to claims 8§, 11, 16, 19, 22, and 38.

Claim 6 depends from claim 1 and is therefore patentable over GLA for at least
the reasons given above.

Claim 6 recites the method of claim 1 further including “obtaining at least one
updated content provider policy, and wherein said one or more policies used by said step
of selecting include said at least one updated content provider policy.” This feature is
neither taught nor in any way suggested by GLA. The Examiner relies on GLA, C14L65-

67 (“continuous adjustment of connection in response to conditions.”) Applicant

-15 -

0634



Level 3 Communications, LLC Application Serial No. 11/932,162
Attorney Docket No. 0093-US-C1

respectfully submits, however, that the portion of GLA cited by the Examiner does not
teach anything to do with updating content provider policies, as required by claim 6. The
portion of GLA cited by the Examiner against claim 6 relates to “minimizing the latency
of cache hits." (GLA, C14L57) In particular, in the cited portion of GLA, mechanisms
are defined in the architecture “providing continuous adjustment of this connection in
response to changing network conditions." (GLA, C14L65-67). The portion of GLA cited
by the Examiner has no relationship in any way to updating content provider policies, let
alone to updating content provider policies and then using the updated content provider
policies in the selecting step.

For at least these additional reasons, claim 6 is further patentable over GLA.
Similar arguments apply to claims 7, 8, and 17.

Claim 9 depends from claim 1 (via claim 6) and is therefore patentable over GLA
for at least the reasons given above. Claim 9 recites the method of claim 6, “wherein said
at least one updated content provider policy is obtained from a location specified by said
content provider.” Since, as noted above, claim 6 does not teach any updated content
provider policy, such a policy could not be “obtained from a location specified by said
content provider." The portion of GLA cited by the Examiner against claim 9 (GLA,
C19L30-35; L50-55) does not relate in any way to updating content provider policies as
required by the claim. The cited portion of GLA relates to access control lists that are
maintained at cache servers or other object repositories. As noted above, these access
control lists are used in GLA after a cache server or object repository has been selected,
and they are not used in or by cache server or object repository selection process. Even if
these access control lists are updated by the content owners, those updates will have no
effect whatsoever on server selection.

For at least these additional reasons, claim 9 is further patentable over GLA.

Independent claim 19 recites a method, operable in a framework wherein
resources of a content provider may be delivered from at least two distinct domains. The
method of claim 19 includes “[A] distributing requests to resolve a domain name among

said at least two distinct domains based at least in part on one or more load share policies
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set by the content provider, said one or more load share policies relating to delivery of
content on behalf of said content provider.” Claim 19 further recites “[B] providing an
interface for the content provider to update said one or more load share policies set by the
content provider.”

There is nothing in GLA to teach or in any way suggest distributing requests to
resolve a domain name based on any load share policies set by a content provider. While
GLA may use load information on the cache servers or repositories as part of a repository
selection process, there is nothing in GLA to teach or in any way suggest that this load

information uses any load share policy set by any content provider. Furthermore, since

GLA does not teach or in any way suggest the use of the load share policies, as claimed,
GLA does not and cannot provide an interface for a content provided to update policies.
It should be noted that the Examiner has relied on the same sections of GLA as were used
against claim 9. For at least the same reasons given above for claim 9, this portion of
GLA does not teach or in any way suggest updating or providing an interface for a
content provider load share policies set by a content provider.

For at least these reasons claim 19 and its dependents are patentable over GLA.

Similar arguments apply to claims 26 to 28.

Independent claim 40 recites a method, operable in a framework consisting of at
least two content delivery networks (CDNs). Each CDN has a plurality of content
servers, and each CDN is capable of delivering resources on behalf of at least one
subscriber. As recited in claim 40, the method includes: [A] in response to a request from
a resolver to resolve a domain name associated with a particular client request for
subscriber content of a particular subscriber, in a domain name server, selecting a CDN
from the at least two CDNs to handle the particular client request for subscriber content,
the selecting being based, at least in part, on one or more subscriber policies of the
particular subscriber, the one or more subscriber policies relating, at least in part, to
delivery of resources on behalf of the particular subscriber; and [B] causing the client to

be directed to the selected CDN.
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As discussed above respect to claim 1, claim 40 is patentable over GLA. As noted
above, GLA does not teach or in any way suggest the selection off a CDN to handle a
particular client request by hardware in combination with software, at least in part, on any
subscriber policies, let alone on any subscriber policies relating to delivery of resources
on the half of any particular subscriber. As noted above, in GLA, to the extent that there
aren't any subscriber policies, they are implemented and enforced after server selection
has already taken place, and they are implemented and enforced by the selected cache
SErver or repository.

For at least these additional reasons, claim 40 is patentable over GLA.

In view of the above, withdrawal of this rejection under section 102 is respectfully
requested.

CONCLUSION

Applicant respectfully submits that this application is in condition for allowance.
An early action to that effect is earnestly solicited. No fees are believed due other than
the extension of time fees, which are hereby submitted herewith. Should any additional
fees be required, please consider this a request therefor and authorization to charge

Deposit Account No. 501860 as necessary.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0095

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed
hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or hereafter relative to
this application and the resulting Official Document under Rule 20, or credit any overpayment, to our Accounting/
Order Nos. shown above.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an
issue fee transmittal sheet is filed.

Respectfully submitted,

CUSTOMER NUMBER /Brian Siritzky/Reg. No. 37,497
By:
8 3 5 7 9 Brian Siritzky, Ph.D.
Registration No. 37,497
Phone 703.894.6405 (direct)

DAVIDSON BERQUIST JACKSON & GOWDEY, LLP
703.894.6400 e 703.894.6430 (Fax)
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preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
11/932,162 10/31/2007 Paul E. Stolorz 0093-US-C1 2099
83579 7590 07/03/2012 | |
EXAMINER
LEVEL 3 COMMUNICATIONS, LLC
Attn: Patent Docketing WALSH, JOHN B
1025 Eldorado Blvd. o e —
Broomfield, CO 80021 | | |
2451
| NOTIFICATION DATE | DELIVERY MODE |
07/03/2012 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

patent.docketing @level3.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
Advisory Action 11/932,162 STOLORZ ET AL.
Before the Filing of an Appeal Brief Examiner Art Unit
John B. Walsh 2451

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 21 June 2012 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.
NO NOTICE OF APPEAL FILED
1. [ The reply was filed after a final rejection. No Notice of Appeal has been filed. To avoid abandonment of this application, applicant must timely file
one of the following replies: (1) an amendment, affidavit, or other evidence, which places the application in condition for allowance;
(2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3) a Request for Continued Examination (RCE) in compliance with
37 CFR 1.114 if this is a utility or plant application. Note that RCEs are not permitted in design applications. The reply must be filed within one of
the following time periods:
a) |:| The period for reply expires months from the mailing date of the final rejection.
b) |:| The period for reply expires on: (1) the mailing date of this Advisory Action; or (2) the date set forth in the final rejection, whichever is later.
In no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
c) D A prior Advisory Action was mailed more than 3 months after the mailing date of the final rejection in response to a first after-final reply filed
within 2 months of the mailing date of the final rejection. The current period for reply expires months from the mailing date of
the prior Advisory Action or SIX MONTHS from the mailing date of the final rejection, whichever is earlier.
Examiner Note: If box 1 is checked, check either box (a), (b) or (c). ONLY CHECK BOX (b) WHEN THIS ADVISORY ACTION IS THE
FIRST RESPONSE TO APPLICANT'’S EIRST AFTER-FINAL REPLY WHICH WAS FILED WITHIN TWO MONTHS OF THE FINAL
REJECTION. ONLY CHECK BOX (c) IN THE LIMITED SITUATION SET FORTH UNDER BOX (c). See MPEP 706.07(f).
Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate
extension fee have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The
appropriate extension fee under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally
set in the final Office action; or (2) as set forth in (b) or (c) above, if checked. Any reply received by the Office later than three months after the
mailing date of the final rejection, even if timely filed, may reduce any earned patent term adjustment. See 37 CFR 1.704(b).
NOTICE OF APPEAL
2. [X] The Notice of Appeal was filed on 21 June 2012. A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of
filing the Notice of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since a Notice
of Appeal has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a).
AMENDMENTS

3. |:| The proposed amendments filed after a final rejection, but prior to the date of filing a brief, will not be entered because
a) |:| They raise new issues that would require further consideration and/or search (see NOTE below);
b) |:| They raise the issue of new matter (see NOTE below);
c) O They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for
appeal; and/or
d) O They present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: . (See 37 CFR 1.116 and 41.33(a)).
4. |:| The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).
5. |:| Applicant’s reply has overcome the following rejection(s):
6. |:| Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the non-
allowable claim(s).
7.4 For purposes of appeal, the proposed amendment(s): (a) [ will not be entered, or (b) [X will be entered, and an explanation of how the
new or amended claims would be rejected is provided below or appended.
AFFIDAVIT OR OTHER EVIDENCE
8. [ The affidavit or other evidence filed after final action, but before or on the date of filing a Notice of Appeal will not be entered because
applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and was not earlier
presented. See 37 CFR 1.116(e).

9. [ The affidavit or other evidence filed after the date of filing the Notice of Appeal, but prior to the date of filing a brief, will not be entered
because the affidavit or other evidence failed to overcome all rejections under appeal and/or appellant fails to provide a showing of good
and sufficient reasons why it is hecessary and was not earlier presented. See 37 CFR 41.33(d)(1).

10. [ The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/OTHER

11. [ The request for reconsideration has been considered but does NOT place the application in condition for allowance because:

See Continuation Sheet.

12. [ Note the attached Information Disclosure Statement(s). (PTO/SB/08) Paper No(s).

13. [ Other: .

STATUS OF CLAIMS

14. The status of the claim(s) is (or will be) as follows:

Claim(s) allowed:

Claim(s) objected to: .

Claim(s) rejected: 1-4 and 6-40.
Claim(s) withdrawn from consideration:

/John B Walsh/
Primary Examiner, Art Unit 2451

U.S. Patent and Trademark Office
PTOL-303 (Rev. 09-2010) Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20120628
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Continuation Sheet (PTOL-303) Application No. 11/932,162

Continuation of 11. does NOT place the application in condition for allowance because: The applicant's arguments are not persuasive to
overcome the prior art rejection of record. The applicant argues GLA does not disclose selecting one of said at least two CDNs. GLA
discloses at least at col. 13, lines 37-67- selecting a web cache, or content server or other information object repository in response to a
request for a resource. The web cache/content server is one among a plurality of information repositories across multiple networks (thus it
is selected from at least one CDN) (see at least col. 14, lines 32-54).The claims are given the broadest reasonable interpretation and the
applicant's specification at paragraph 00121 equates a single server with a CDN or a group of servers with CDNs. The term CDN has been
given the broadest reasonable interpretation and also interpreted in light of the specification. If the applicant has a more specific
interpretation of the term it has not been set forth by the applicant or considered by the Examiner at this time.

The applicant argues GLA does not disclose said selecting being based at least in part on one or more policies set by the content
provider. The applicant has not identified any particular passages within the applicant's disclosure that provide further support for the
arguments. The applicant's specification refers to subscriber policies in more detail than the claimed content provider policies. GLA
discloses at least at col. 19, lines 30-50 the content providers controlling access which is a "policy". Thus this policy influences the
selection/direction of the resource to be selected ("owners of information objects...control access thereto based on access control label in
the URL") (see also col. 20, line 60-col. 21, line 7).

The applicant argues GLA does not disclose said one or more policies relating, at least in part, to delivery of resources on behalf of said
content provider. The claims are given the broadest reasonable interpretation and the "policies relating to delivery of resources on behalf of
said content provider" need not be related to load balancing which has not been claimed in the independent claim. The "control policy" itself
is "related to delivery of the resource" which could be interpreted as inherent to GLA's delivery of the resource in response to a request.
GLA at least at col. 22, claim 2 disclose the resource is selected based on performance metrics. (See also col. 18, lines 20-40).

The applicant argues GLA does not disclose the limitations of claim 2. GLA discloses the use of domain hames for identifying resources
(see at least col. 18, lines 1-10). Furthermore it is unclear where additional support in the specification corresponds to the claimed subject
matter (See Applicant's Figure 8(a)-which appears to return an IP address not a domain hame).

The applicant argues GLA does not disclose the limitations of claim 4 (i.e. a "load share policy"). The claims are given the broadest
reasonable interpretation and GLA discloses, at least at col. 13, lines 37-60, the selection is based on a policy concerned with loads on the
content/cache servers.

The applicant argues GLA does not disclose the limitations of claim 6 (i.e. updating content provider policies). The claims have been
given the broadest reasonable interpretation and GLA discloses multiple policy parameters that can be selected (col. 15, lines 35-50)
wherein an embodiment of one policy parameter can be deployed and another embodiment within an additional parameter could also be
deployed as an "updated policy". Furthermore, as concerns claim 9, these different parameters would have an effect on the content/server
selected.

No updated search has been performed at this time. However the applicant's attention is directed to USPN 6,108,703 is referenced in
GLA. USPN '703 at least at col. 7, lines 59-65 (return a hosthame); col. 11, lines 5-26 (load balance); col. 13, lines 55-60 (content
providers/subscribers); col. 14, lines 29-50, col. 15, lines 15-30 (load balance content).
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IN THE UNITED STATES PATENT & TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 0093-US-Cl1
STOLORZ, Paul E. et al. Group Art Unit: 2451
Application Serial No.: 11/932,162 Examiner: WALSH, John B.
Application Filing Date:  October 31, 2007 Confirmation No.: 2099
Title: DISTRIBUTING REQUESTS ACROSS

MULTIPLE CONTENT DELIVERY

June 21, 2012
NETWORKS BASED ON SUBSCRIBER
POLICY
RESPONSE / AMENDMENT

Via EFS-Web
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Madam:
Applicant hereby responds to the Final Office Action mailed December 21, 2011

(the “Office Action”).

A Petition for Extension of Time is on page 2 hereof.

A Listing of Claims begins on page 3 hereof.

Remarks begin on page 11 hereof.

A Notice of Appeal is being filed herewith.

OKTO ENTER: /JW/ (06/28/2012)
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Doc code: RCEX PTO/SB/30EFS (07-09)

Doc description: Request for Continued Examination (RCE) Approved for use through 07/31/2C12. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a ccllection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Applicaticn Filing Docket Number Art

Number 11/932,162 Date 2007-10-31 (if applicable) 0093-USs-C1 Unit 2451
First Named| o paul E. Examiner Walsh, John B.

Inventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment(s).

] Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a
submission even if this box is not checked.

[ ] Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[ ] Other

[X] Enclosed

Amendment/Reply
Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration(s}

[] Other

MISCELLANEOUS

|:| Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17{i) required)

[] Other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 505063

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

Patent Practitioner Signature

[] Applicant Signature

EFS - Web 2.1.15
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Doc code: RCEX
Doc description: Request for Continued Examination (RCE)

PTO/SB/30EFS (07-09)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.5. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a ccllection of information unless it contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner

Signature

/David D. Wier/

Date (YYYY-MM-DD)

2013-01-22

Name

David D. Wier

Registration Number

48,22

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for

reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.

EFS - Web 2.1.15
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submissicn related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of reccrds may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiaticns.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, toc whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Internaticnal Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
ar his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authoerity of 44 U.S5.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used toc make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS - Web 2.1.15
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PTO/SB/08a (01-08)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control nhumber.

Substitute for form 1449A/PTO

(Use as many sheets as necessary)

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT Application Number

Complete if Known

11/932,162

Filing Date

Oct 31, 2007

First Named Inventor

Paul E. Stolorz

Art Unit

2451

Examiner Name

John B. Walsh

Sheet 1 of

Attorney Docket No: 0093-US-C1

US PATENT DOCUMENTS

Examiner Cite Document
Initial * No Number

Publication Date Name of Patentee or Applicant of Cited Document

Pages, Columns, Lines,
Where Relevant Passages
or RelevantFigures Appear

FOREIGN PATENT DOCUMENTS

Foreign Patent

Examiner Cite Document

Initials* No

Publication Date

Name of Patentee or Applicant of cited
Document

Pages, Columns, T?
Lines, Where
Relevant Passages
or RelevantFigures
Appear

OTHER DOCUMENTS -- NON PATENT LITERATURE DOCUMENTS

publisher, city and/or country where published.

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item T
Initials* No' (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),

Chinese Reexamination Notification, dated July 5, 2012, Appl. No. 02821371.8,
Dkt No. 0093-CN-01, 5 pgs.

Chinese Reexamination Notification, dated September 13, 2012, Chinese App.
No. 02821371.8, Dkt No. 0093-CN-01, including translation, 10 pgs.

European Examination Report dated September 6, 2012, EP Application No.
10178695.2, Dkt No. 0093-EP-C1, 4 pgs.

EXAMINER

DATE CONSIDERED

Substitute Disclosure Statement Form (PTO-1449)

* EXAMINER: Inifial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to
applicant.1 Applicant's unique citation designation number (optional) 2 Applicant is to place a check mark here if English language Translation is attached
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Attorney Docket No. 0093-US-C1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 11/932,162 Confirmation No. : 2099

First Applicant : STOLORZ et al. Art Unit : 2451

Filed . October 31, 2007 Examiner : John B. Walsh

Title : DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT
DELIVERY NETWORKS BASED ON SUBSCRIBER POLICY

Docket No. : 0093-US-C1

Submitted Via EFS-Web

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
PURSUANT TO 37 C.F.R. §§ 1.56,1.97, AND 1.98

Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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Attorney Docket No. 0093-US-C1

|
BASIS

This information disclosure statement is filed pursuant to

X 37CFR.§1.97(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

[1 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

[1 37CFR.§197(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|:| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311
was mailed to the Applicant on

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 5
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II
FEES

Any required fee is being paid as indicated below:

X

X OO O

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

X
[

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.

Page 3 of 5
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v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

] No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

] According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

] English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
REMARKS
It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and

Page 4 of 5
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(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VI
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: _January 22, 2013 /DDW/
David D. Wier
Registration No. 48,229
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-3539
Fax: 720-888-5619
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IN THE UNITED STATES PATENT & TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket: 0093-US-Cl1
STOLORZ, Paul E. et al. Group Art Unit: 2451
Application Serial No.: 11/932,162 Examiner: WALSH, John B.
Application Filing Date: ~ October 31, 2007 Confirmation No.: 2099

Title: DISTRIBUTING REQUESTS ACROSS
MULTIPLE CONTENT DELIVERY

NETWORKS BASED ON SUBSCRIBER January 21, 2013

POLICY
AMENDMENT
WiITH RCE
Via EFS-Web
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
This Amendment is being filed with a Request for Continued Examination (RCE).
Amendments to the Specification begin on page 3 hereof.

A Listing of Claims begins on page 5 hereof.

Remarks begin on page 14 hereof.

A Notice of Appeal was filed on June 21, 2012.
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EXTENSION OF TIME

Applicant hereby petitions for an extension of time and is electronically
submitting the required fee with this correspondence (note: January 21, 2013 occurred on
a federal holiday). The Commissioner is authorized to deduct any additional fees from or

credit any over-payment to the undersigned’s Deposit Account No. 50-5063.
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IN THE SPECIFICATION

Please amend the specification as follows:

Please replace paragraph 0007 in its entirety with the following:

[0007] There are many potential uses for the invention. One use is to provide a
stand-alone service directing traffic exclusively to a set of designated servers managed
by a single organization. The invention may also be used in more general ways — for
example, one or more of the designated destinations can refer to servers (or server
collections) outside the organization’s control. The latter case includes, for example,
Content Delivery Networks (CDNs GBNs), as well as local load-balancing servers, as
potential destinations. The invention can also be used, e.g., to provide the DNS
(Domain Name Service) component of a Content Delivery Network itself. It can be
deployed as a service on behalf of subscribers, or it can be deployed as software to be

used directly by subscribers themselves.
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Please replace paragraph 0121 in its entirety with the following:

[0121] Fic. 10(b) shows an exemplary decision tree embedded in a set of
geographical policies that guide how the traffic should be directed to a set of servers. In
the decision tree depicted in FiG. 10(b), the selection is first directed to different
resources at the top level according to a split between the United States and rest of the
world. A resource may correspond to either a single server (or CDN) or a group of
servers (or CDNs). A request initiated from non-U.S. geographical regions is directed to
a resource named “London”. Within the United States, time zone based policies are
further applied. A request initiated from a region within the central time zone is directed
to a resource named “New York Werk”. A request initiated from a region within Alaska
time zone is directed to the resource “London”. Finally, a request initiated from a region
within the United States that does not fall in any of these time zones (i.e., Alaska or

Central) can be directed to either “London” or “New York”.
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LISTING OF CLAIMS

Please amend the claims as follows:

1. (Currently amended) A method, operable in a framework wherein resources of a
content provider may be delivered to clients from at least-twe-distinet one content

delivery networks (CDNs) formed of a plurality of cache servers or from a subscriber

server network associated with said content provider, wherein the subscriber server

network is distinct from said at least one CDN, the method comprising:

responsive to a client request to resolve a domain name, said domain name being
associated with a request for at least one resource of said content provider, selecting

either ene-of said at least twe one CDNs or the subscriber server network , said selecting

being based at least in part on one or more policies set by the content provider and at least

one other policy, wherein said one or more policies set by the content provider relating, at

least in part, to delivery of resources on behalf of said content provider; and

by hardware in combination with software, providing the client with information

associated with the selected EBDN network.

2. (Currently Amended) A method as in claim 1 wherein the information
associated with the selected €PN network includes a domain name associated with the

selected EPN network.

3. (Currently Amended) A method as in claim 2 wherein the domain name

comprises a CNAME associated with the selected EPN network.

4. (Currently Amended) A method as in claim 1 wherein the one or more policies

set by the content provider include a load share policy that specifies a relative load share
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for each of said at least two CDNs5s, and wherein the step of selecting attempts to satisfy

said load share policy.

5. (Canceled)

6. (Currently Amended) A method as in claim 1 further comprising:
obtaining at least one updated content provider policy, and

wherein said one or more policies set by the content provider and used by said step

of selecting include said at least one updated content provider policy.

7. (Original) A method as in claim 6 wherein said step of obtaining is repeated at

regular intervals.

8. (Currently Amended) A method as in claim 6 wherein said at least one updated

content provider policy includes a load share policy for the at least one of said CDNs.

9. (Original) A method as in claim 6 wherein said at least one updated content

provider policy is obtained from a location specified by said content provider.

10. (Currently Amended) A method as in claim 1 further comprising:

if the selecting act selects the at least one CDN, then identifying a particular

content server in said selected CDN; and

providing the client with an address of the particular content server.
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11. (Currently amended) A method, operable in a framework wherein resources of
a content provider may be delivered to users from at least two distinct domains, wherein a

first domain comprises a subscriber server network associated with the content provider

and a second domain comprises a content delivery network (CDN) distinct from the

subscriber server network. the method comprising:

obtaining one or more content provider policies relating to delivery of said
resources, at least one of said policies relating to a relative load share for each of said at

least two domains;

receiving a request from a client’s resolver to resolve a first domain name, said
request being associated with a client request for one of said resources of said content
provider;

in response to said request, selecting, based at least in part on said one or more

content provider policies_set by the content provider and at least one other policy, one of

said at least two domains; and

by hardware in combination with software, providing the client with information

associated with the selected domain.

12. (Original) A method as in claim 11 wherein the information associated with
the selected domain is either (a) a domain name associated with the selected domain or

(b) at least one Internet Protocol (IP) address of at least one server in the selected domain.

13. (Canceled)

14. (Canceled)

15. (Currently Amended) A method as in claim 13 wherein at least one other of

said at least two domains corresponds to a second content delivery network domain
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distinct from said first content delivery network domain and said subscriber server

network.

16. (Currently Amended) A method as in claim 11 wherein the one or more

content provider policies include a load share policy that specifies a relative load share

for each of said at least two domains, and wherein the step of selecting attempts to satisfy

said load share policy.

17. (Original) A method as in claim 11 wherein said step of obtaining is repeated

at regular intervals.
18. (Original) A method as in claim 11 further comprising:
identifying a particular content server in said selected domain; and

providing the client with an address of the particular content server.

19. (Currently Amended) A method, operable in a framework wherein resources

of a content provider may be delivered from at least two distinct domains, wherein a first

domain comprises a subscriber server network associated with the content provider and a

second domain comprises a content delivery network (CDN) distinct from the subscriber

server network, the method comprising:

distributing requests to resolve a domain name among said at least two distinct
domains based at least in part on one or more load share policies set by the content

provider and at least one other policy, said one or more load share policies relating to

delivery of content on behalf of said content provider; and

by hardware in combination with software, providing an interface for the content

provider to update said one or more load share policies set by the content provider.
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20. (Original) A method as in claim 19 wherein at least one of said two distinct

domains corresponds to a content delivery network domain.

21. (Canceled)

22. (Currently Amended) A method, operable in a framework consisting of at least
twe one content delivery networks (CDNs);-each-EDN comprising a plurality of content
servers; and each-CDPN-being capable of delivering resources on behalf of at least one

subscriber, wherein said subscriber is associated with a subscriber server network distinct

from said at least one CDN, the method comprising:

in response to a request to resolve a domain name associated with a particular
client request for subscriber content of a particular subscriber of said at least one

subscriber, selecting either the at least one CDN frem-said-atleast-twe-CPNs-or the

subscriber server network to handle the particular client request for subscriber content,

said selecting being based, at least in part, on one or more subscriber policies of said
particular subscriber, said subscriber policies relating, at least in part, to delivery of

resources on behalf of said particular subscriber and at least one other policy; and

by hardware in combination with software, causing said client to be directed to

said selected network €BN.

23. (Original) A method as in claim 22 wherein the one or more subscriber

policies include a subscriber-defined load share policy.

24. (Currently Amended) A method as in claim 22 wherein said step of causing

said client to be directed to said selected network €PN comprises:

providing the client with a domain name associated with the selected EBN

network.
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25. (Currently Amended) A method as in claim 22 further comprising:

if the selecting act selects the CDN, then identifying a particular content server in

said selected CDN; and

providing the client with an address of the particular content server.

26. (Previously Presented) The method of claim 1 further comprising:

providing an interface for content providers to update said one or more policies set

by the content provider.

27. (Previously Presented) The method of claim 11 further comprising:

providing an interface for content providers to update said one or more policies set

by the content provider.

28. (Previously presented) The method of claim 22 further comprising:

providing an interface for said at least one subscriber to update said one or more

subscriber policies.

29. (previously presented) The method of claim 1 wherein said selecting is done

by a domain name server.

30. (previously presented) The method of claim 11 wherein said selecting is done

by a domain name server.

31. (previously presented) The method of claim 19 wherein said distributing is

done by a domain name server.

- 10 -
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32. (previously presented) The method of claim 22 wherein said selecting is done

by a domain name server.

33. (Currently Amended) A method, operable in a framework wherein resources
of a content provider may be delivered to clients from at least twe-distinet one content

delivery networks (CDNs); or from a subscriber server network associated with said

content provider and distinct from said at least one CDN, the method comprising:

(A) responsive to a first request to resolve a particular domain name, selecting

either the at least one afirst CDN ofsaid-atleasttwo-CDNSs or the subscriber server

network, said selecting in (A) being based at least in part on one or more policies set by

the content provider and at least one other policy, wherein , said one or more policies set

by the content provider relate relating, at least in part, to delivery of resources on behalf

of said content provider; and

(B) by hardware in combination with software, providing information

associated with the selected fixstCDN network.

34. (Canceled)

35. (previously presented) The method of claim 33 wherein the first request is

from a resolver.

36. (previously presented) The method of claim 35 wherein the resolver is a client

resolver.

37. (previously presented) The method of claim 34 wherein the first request and

the second request are from the same resolver.

-11 -
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38. (Currently amended) A method, operable in a framework wherein resources of
a content provider may be delivered to users from at least two distinct domains, wherein a

first domain comprises a subscriber server network associated with the content provider

and a second domain comprises a content delivery network (CDN) distinct from the

subscriber server network. the method comprising:

(A) obtaining one or more content provider policies relating to delivery of said
resources on behalf of said content provider, at least one of said policies relating to a

relative load share for each of said at least two domains;

(B)  receiving a first request from a first resolver to resolve a particular domain
name, said particular domain name being associated with at least one of said resources of
said content provider, and said first request being associated with at least one resource of

said content provider;
(C) inresponse to said first request, selecting a the first domain-ef-said-atleast
two-demains, said selecting being based at least in part on said one or more content

provider policies and at least one other policy; and

(D) by hardware in combination with software, providing the first resolver with

information associated with the selected first domain;

(E) receiving a second request from a second resolver to resolve said particular
domain name, said second request being associated with said at least one resource of said

content provider;

(F)  inresponse to said second request, selecting a the second domain of said at
least two domains, said selecting being based at least in part on said one or more content

provider policies_and said at least one other policy; and

(G) providing the second resolver with information associated with the second

domain.

39. (previously presented) The method of claim 38 wherein the first resolver is the

same as the second resolver.

-12-
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40. (Currently amended) A method, operable in a framework consisting of at least
twe one content delivery networks (CDNs);-each-EDN comprising a plurality of content
servers; and each-CDPN-being capable of delivering resources on behalf of at least one

subscriber, wherein the subscriber is associated with a subscriber server network distinct

from said at least one CDN, the method comprising:

in response to a request from a resolver to resolve a domain name associated with
a particular client request for subscriber content of a particular subscriber, in a domain

name server, selecting either a the CDN frem-said-atteast-two-CDPNs or the subscriber

server network to handle the particular client request for subscriber content, said selecting

being based, at least in part, on one or more subscriber policies of said particular

subscriber and at least one other policy, said one or more subscriber policies relating, at

least in part, to delivery of resources on behalf of said particular subscriber; and

by hardware in combination with software, causing said client to be directed to

said selected €DN network.

- 13-
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REMARKS

Reconsideration and allowance of this application are respectfully requested.

By this Amendment, claims 1-4, 6, 8, 10-11, 15-16, 19, 22, 24-25, 33, 38 and 40
have been amended. Claims 13, 14, 21 and 34 have been canceled. Claim 5 was
previously canceled.

Claim 1 has been amended to clarify that the content provider is associated with a
subscriber server network distinct from the CDN and that the act of selecting selects
“either the ... CDN or the subscriber server network,” and furthermore, that the act of
selecting is based, at least in part, on a policy set by the content provider and “at least one
other policy.” Various claims that depend from claim 1 have been amended to conform
to the changes made to claim 1. For example, claim 2 is amended to recite that the
information associated with the selected network (either the content delivery network —
CDN - or the subscriber server network) that is provided to the client “includes a domain
name associated with the selected network.”

Similar amendments have been made to the other independent claims.

Support for these amendments is found throughout the application as filed,
including, e.g., at { 0029 (““A subscriber ... provides content via a subscriber server
network...”) and 9 0030 (“A subscriber (typically a content or applications provider)
...); and [ 0038 (“a subscriber may be a content provider”); and 0058 (“The policies
from the policy database 124 used by the ATC mechanism 126 are collectively referred
to as ATC policies, which may include, not is not limited to, the subscriber policies 120
as well as other policies 122”); and 0109 (“The name server 118 receives the request to
resolve the hostname (at 808) and determines one or more servers in the subscriber server
network 104 or in the CDN 105 that can process the client's request according to the
location of the resolver 116 as well as relevant ATC policies retrieved from the policy

database 124 (at 810).”)

-14 -
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The specification has been amended to correct a typographical error in paragraphs
0007 (the word “CDNs” should not have an apostrophe), and 0121 (the spelling of “New
York™ is corrected).

No new matter has been added by these amendments.

Claims 1-4 and 6-12, 15-20, and 22-33 and 35-40 are pending in this application.

PROCEDURAL STATUS SUMMARY

On April 12, 2011 the Examiner issued a non-final Office Action (hereinafter the
“Non-Final Action”).

Applicant responded to the Non-Final Action on October 12, 2011.

The Examiner issued a Final Office Action on December 21, 2011 (hereinafter the
“Final Action”).

Applicant responded to the Final Action on June 21, 2012. Applicant’s June 21,
2012 response included a Notice of Appeal and the required fee for that Notice (Fee code
1401, $620).

On July 3, 2012 the Examiner issued an Advisory Action. On the first page of the
Advisory Action the Examiner states both “NO NOTICE OF APPEAL FILED” (before
item #1) and

NOTICE CF APPEAL i
2. {74 The Notice of Appeal was filed on 27 Jung 2012 A brief in compliante with 37 CFR 21.37 must be filed within two months of the date of |
fifing the Notioe of Apped (37 CFR 41.37{ad), or any exiension thereal {37 GFR 41.37{(&)). 1o avoid diamizsat of the appeal 3inee 3 Natics |
of Appeal has heen filed, any reply must be filed wilhin the ime period set forth in 37 CFR 41.37(a). ;

The PAIR system does not show the Notice of Appeal that was filed on June 21,
2012. The Office is respectfully requested to update the PAIR system and any other

records to reflect the timely filing of a Notice of Appeal in this application.

CLAIM REJECTIONS UNDER §102

The Examiner previously (in the Non-Final Action and the Final Action) rejected
claims 1-4 and 6-40 under 35 U.S.C. § 102(e) as being anticipated by U.S. Patent No.
7,577,754 to Garcia-Luna-Aceves et al. (hereinafter “Garcia-Luna-Aceves” or “GLA”).

The grounds for this rejection are respectfully traversed.

- 15 -
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In the Advisory Action the Examiner discussed applicant’s prior arguments and

also referred to U.S. 6,108,703. The Examiner stated that:

No updated search has been performed at this time. However the
applicant's attention is directed to USPN 6,108,703 is referenced in GLA. USPN
'703 at least at col. 7, lines 59-65 (return a hostname); col. 11, lines 5-26 (load
balance); col. 13, lines 55-60 (content providers/subscribers); col. 14, lines 29-
50, col. 15, lines 15-30 (load balance content).

Applicant notes that U.S. 6,108,703 was cited by Applicant in an Information
Disclosure Statement (IDS) filed 04/11/2008, and was considered by the Examiner on
02/10/2009.

The prior art of record (including GLA and U.S. 6,108,703) does not teach or in
any way suggest the embodiment of Applicant’s invention recited in the amended claims
above.

Applicant has previously responded to the rejections based on Garcia-Luna-
Aceves U.S. 6,108,703 and hereby incorporates its previous responses in their entirety.

Applicant respectfully submits that none of the prior art, alone or in any
combination, teaches or in any way suggests the claimed invention of claim 1 in which,
“responsive to a client request to resolve a domain name, said domain name being
associated with a request for at least one resource of said content provider, selecting
either said at least one CDN or the subscriber server network, said selecting being
based at least in part on one or more policies set by the content provider and at least one
other policy, wherein said one or more policies set by the content provider relating, at
least in part, to delivery of resources on behalf of said content provider,” wherein the at
least one CDN and the subscriber server network are distinct networks. (emphasis
added)

Similar arguments apply to the other claims.

Applicant further notes the Examiner’s continued reliance on GLA, col. 19, lines
30 to 50, as apparently teaching that content providers control access “which is a “policy’.
Thus this policy influences the selection/direction of the resource to be selected ("owners

of information objects...control access thereto based on access control label in the URL")

- 16 -
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(see also col. 20, line 60-col. 21, line 7).” Advisory Action. However, regardless of
whether or not GLA’s access control is a policy, it is not used by GLA as part of a
selection process. In GLA, any access control is applied after the user is already at the
server and not as part of any server selection.

Even if GLA has some notion of policy, that does not mean that GLA uses that

“policy” in the manner claimed herein. Importantly, in GLLA access control is enforced

by and at the cache servers (“security may be enforced by the cache servers (or other
information object repositories, as appropriate)” GLA, C19L51-52. In GLA, all requests
for content are sent to a cache server (or other object repository), and then the cache
server or repository that receives the request determines whether or not the requesting
client is authorized to get the requested content (“a client's request for an information

object is directed to an information object repository ...; and it is subsequently

determined ... whether the client is authorized to receive the information object.” GLA,
C11L41-47, emphasis added.)

Since GLA and/or U.S. 6,108,703 lack any teaching or suggestion of at least some
elements of each of the claims, applicant respectfully submits that the claims are neither
anticipated by nor obvious in over either GLA or U.S. 6,108,703. In view of the above,

withdrawal of the rejection under section 102 is respectfully requested.

-17 -
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CONCLUSION
Applicant respectfully submits that this application is in condition for allowance.

An early action to that effect is earnestly solicited. No fees are believed due other than
the extension of time fees, which are hereby submitted herewith. Should any additional
fees be required, please consider this a request therefor and authorization to charge

Deposit Account No. 50-5063 as necessary.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0096.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed
hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or hereafter relative to
this application and the resulting Official Document under Rule 20, or credit any overpayment, to our Accounting/
Order Nos. shown above.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an
issue fee transmittal sheet is filed.

Respectfully submitted,
CUSTOMER NUMBER /David D. Wier/
By:
8 3 5 7 9 David D. Wier
Registration No. 48,229
Phone 720-888-3539 (direct)
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10201¢0da813da934d0dc450752bcdeas 3d}
81a85
Warnings:
Information:
308859
5 Non Patent Literature 20130122NPL2.pdf no 4
40bfc37e02d63de387faaab79ac396a883b¢
Warnings:
Information:
1733135
6 Non Patent Literature 20130122NPL3.pdf no 10
39b01836e31de5ccbd0d4c09¢35d432260
beb19
Warnings:
Information:
. 173419
20130122AmendmentwithRCE,
7 yes 18
pdf
0f52abd0c437d3323d6e6df53¢655461551
31cb2
Multipart Description/PDF files in .zip description
Document Description Start End
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Amendment Submitted/Entered with Filing of CPA/RCE 1 1
Extension of Time 2 2
Specification 3 4
Claims 5 13
Applicant Arguments/Remarks Made in an Amendment 14 18
Warnings:
Information:
32766
8 Fee Worksheet (SB06) fee-info.pdf no 2
a0b300e59dd3e48402641179893ebd7e46i
Warnings:
Information:
Total Files Size (in bytes); 3147560

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Filing Date
Substitute for Form PTO-875 11/932,162 10/31/2007 | [ To be Mailed
APPLICATION AS FILED — PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY [] OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a) (b} or (c))
[ searcH Fee N/A N/A N/A N/A
(37 CFR1.16(K). (i), or (m))
|:| EXAMINATION FEE
(37 CFR 1.16(0), (B), or (@) N/A N/A N/A N/A
O 2o |- K- e -
INDEPENDENT CLAIMS ) N _ _
(37 CFR 1.16(h)) minus 3 = X $ = X $ _
If the specification and drawings exceed 100
O sheets of paper, the application size fee due
ASF;P&%U?N SIZE FEE is $250 ($125 for small entity) for each
¢ 16(s)) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
[] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED — PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
i | 01/22/2013 | \eren PREVIOUSLY EXTRA RATE®) | Fee 5) RATE ($) FEE ($)
E AMENDMENT PAID FOR
S Ig}(?)') (27 OFR ~ 35 Minus | = 39 -0 X$ = OR | x seo= 0
5 .
5 g;ig;;grﬁe&th» -7 Minus | =7 -0 X$ = OR | x $250= 0
<§E I:l Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD'L OR ADDL 0
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE (§) FEE ($) RATE ($) FEE ($)
— AMENDMENT PAID FOR
5 ;r.?g(?)l) (37 CFR * Minus I * _ X $ = OR | X$ =
S s ] - = A o
5 I:l Application Size Fee (37 CFR 1.16(s))
=
<C |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

Legal Instrument Examiner:

/BRENDA J. DENNY/

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control nhumber.

Substitute for form 1449A/PTO
INFORMATION DISCLOSURE Complete if Known
STATEMENT BY APPLICANT Application Number 11/932,162
Filing Date Oct 31, 2007
First Named Inventor Paul E. Stolorz
Art Unit 2451
Examiner Name John B. Walsh
(Use as many sheets as necessary)
Attorney Docket No: 0093-US-C1
Sheet 1 of 1
US PATENT DOCUMENTS
Examiner Cite Document Publication Date Name of Patentee or Applicant of Cited Document Pages, Columns, Lines,
Initial * No Number Where Relevant Passages
or RelevantFigures Appear
20020087684 | Jul 4, 2002 Foth, Thomas J.
20020145975 | Oct 10, 2002 | MeLampy, Patrick J., et al.
6052788 Apr 18, 2000 | Wesinger, Ralph E., et al.
6092178 Jul 18,2000 | Jindal, Anita et al.
6484261 Nov 19, 2002 | Wiegel, Scott L.
FOREIGN PATENT DOCUMENTS
Foreign Patent Pages, Columns, T?
. " D t . . Lines, Wh
Examiner | Cite P Publication Date Name of Patentee or Applicant of cited | goiclary Bagsages
or RelevantFigures
Appear
OTHER DOCUMENTS -- NON PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item T
Initials* No' (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
publisher, city and/or country where published.
EXAMINER DATE CONSIDERED

Substitute Disclosure Statement Form (PTO-1449)
* EXAMINER: Inifial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to
applicant.1 Applicant's unique citation designation number (optional) 2 Applicant is to place a check mark here if English language Translation is attached
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Electronic Acknowledgement Receipt

EFSID: 15312725
Application Number: 11932162
International Application Number:
Confirmation Number: 2099

Title of Invention:

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS
BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name:

Paul E. Stolorz

Customer Number:

83579

Filer:

David Dewey Wier/Kathleen Mclnnish

Filer Authorized By:

David Dewey Wier

Attorney Docket Number: 0093-Us-C1
Receipt Date: 20-MAR-2013
Filing Date: 31-0CT-2007
Time Stamp: 17:00:55

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
36307
1 Transmittal Letter 93USC1_IDS.pdf no 5
233496332fc8f45aad3d639524 11 ef3b4fh|
aba
Warnings:

Information:
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] ] 28041
Information Disclosure Statement (IDS)

2 Form (SB08) 93USC1_SB08.pdf no 1
eaefc48e24439a57904a903d6b6e333e26e
blcdb
Warnings:
Information:
This is notan USPTO supplied IDS fillable form
Total Files Size (in bytes); 64348

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Attorney Docket No. 0093-US-C1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 11/932,162 Confirmation No. : 2099

First Applicant : STOLORZ Art Unit : 2451

Filed . October 31, 2007 Examiner : John B. Walsh

Title : DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT
DELIVERY NETWORKS BASED ON SUBSCRIBER POLICY

Docket No. : 0093-US-C1

Submitted Via EFS-Web

INFORMATION DISCLOSURE STATEMENT
PURSUANT TO 37 C.F.R. §§ 1.56,1.97, AND 1.98

Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

X 37CFR.§1.97(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

[1 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

[1 37CFR.§197(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|:| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311
was mailed to the Applicant on

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 5
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II
FEES

Any required fee is being paid as indicated below:

X

X OO O

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

X
[

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.

Page 3 of 5
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v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

] No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

] According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

] English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references

are also enclosed.

\%
REMARKS

It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and

Page 4 of 5
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(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VI
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: _March 20, 2013 HCS/
Jonathan C. Siekmann
Registration No. 58,259
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-2140
Fax: 720-888-5619

Page 5 of 5
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
11/932,162 10/31/2007 Paul E. Stolorz 0093-US-C1 2099
83579 7590 05/23/2013 | |
EXAMINER
LEVEL 3 COMMUNICATIONS, LLC
Attn: Patent Docketing WALSH, JOHN B
1025 Eldorado Blvd. o e —
Broomfield, CO 80021 | | |
2451
| NOTIFICATION DATE | DELIVERY MODE |
05/23/2013 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

patent.docketing @level3.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

11/932,162 STOLORZ ET AL.
Office Action Summary Examiner AriUnit
John B. Walsh 2451

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

)X Responsive to communication(s) filed on RCE of 1/22/13.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
___;therestriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

5)X Claim(s) 1-4.6-12,15-20,22-33 and 35-40 is/are pending in the application.

5a) Of the above claim(s) ______is/are withdrawn from consideration.
6)[] Claim(s) ____is/are allowed.
7)X Claim(s) 1-4.6-12,15-20,22-33 and 35-40 is/are rejected.
8)[] Claim(s) ____is/are objected to.
9)[] Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway
program at a participating intellectual property office for the corresponding application. For more information, please see
hito/iwww. useto.qovipatents/init_svenis/pph/indsx.isp or send an inquiry to PPHisedoack@uspio.aoy.

Application Papers

10)[] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
Priority under 35 U.S.C. § 119

12)[C] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or ().
a)[J Al b)[] Some * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. _____
3.[]] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) |:| Notice of References Cited (PTO-892) 3) D Interview Summary (PTO-413)
Paper No(s)/Mail Date.
2) & Information Disclosure Statement(s) (PTO/SB/08) 4) |:| Other:
Paper No(s)/Mail Date 1/22/13;3/20/13.
U.S. Patent and Trademark Office
PTOL-326 (Rev. 09-12) Office Action Summary Part of Paper No./Mail Date 20130128
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Application/Control Number: 11/932,162 Page 2
Art Unit: 2451

DETAILED ACTION

Claim Objections

1. The following is a quotation of 35 U.S.C. 112(d):

(d) REFERENCE IN DEPENDENT FORMS.—Subject to subsection (e), a claim in dependent
form shall contain a reference to a claim previously set forth and then specify a further limitation
of the subject matter claimed. A claim in dependent form shall be construed to incorporate by
reference all the limitations of the claim to which it refers.

The following is a quotation of 35 U.S.C. 112 (pre-AIA), fourth paragraph:

Subject to the [fifth paragraph of 35 U.S.C. 112 (pre-AIA)], a claim in dependent form shall
contain a reference to a claim previously set forth and then specify a further limitation of the
subject matter claimed. A claim in dependent form shall be construed to incorporate by reference
all the limitations of the claim to which it refers.

2. Claim 15 is dependent upon canceled claim 13.

3. Claim 37 is dependent upon canceled claim 34.

Claim Rejections - 35 USC § 112
4. The following is a quotation of 35 U.S.C. 112(b):
(B) CONCLUSION.—The specification shall conclude with one or more claims particularly
pointing out and distinctly claiming the subject matter which the inventor or a joint inventor
regards as the invention.

The following is a quotation of 35 U.S.C. 112 (pre-AIA), second paragraph:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

5. Claim 4 is rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AlIA), second

paragraph, as being indefinite for failing to particularly point out and distinctly claim the subject
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Art Unit: 2451

matter which the inventor or a joint inventor, or for pre-AIA the applicant regards as the
invention.
Claim 4 recites the limitation "said at least two CDNs". There is insufficient antecedent

basis for this limitation in the claim.

Claim Rejections - 35 USC § 102
6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.

7. Claims 1-4, 6-12, 15-20, 22-33 and 35-40 are rejected under 35 U.S.C. 102(e) as being
anticipated by U.S. Patent No. 6,976,090 to Ben-Shaul et al.

As concerns claims 1 and 33, responsive to a client request (col. 1, lines 41-30; col. 5,
lines 20-25) to resolve a domain name (col. 1, lines 41-50), said domain name being associated
with a request for at least one resource of said content provider (abstract; col. 1, lines 41-50; col.
5. lines 20-25); selecting either said at least one CDN (col. 1, lines 41-50) or the subscriber
server network (col. 5, lines 35-40-other “'distinct” networks), said selecting being based at least
in part on one or more policies set by the content provider (abstract; col. 5, lines 1-6; col. 6, lines
20-25) and at least one other policy (“‘other policy’ is one other policy not selected above; col. 1,

lines 41-50-selected based on proximity and availability; col. 5, lines 1-6-control delivery based
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on regional and temporal preferences, client identity and content priority and characteristics of
the resource; col. 6, lines 20-35-"other sources of control”). wherein said one or more policies set
by the content provider relating, at least in part to delivery of resources on behalf of said content
provider (abstract: col. 3, lines 1-6); and providing the client with information associated with
the selected network (col. 10, lines 63-67).

As concerns claims 2 and 24, the information associated with the selected network
includes a domain name associated with the selected network (col. 5. lines 20:25).

As concerns claim 3, the domain name comprises a CNAME associated with the selected
network (col. 2, Table - CNAME).

As concerns claims 4 (as best understood) and 16, the one or more policies set by the
content provider include a load share policy that specifies a relative load share for each of said at
least two CDNs, and wherein the step of selecting attempts to satisfy said load share policy (¢col.
6, lines 55-60-load balancing policy; col. 10, lines 38-45).

As concerns claim 6, obtaining at least one updated content provider policy (col. 10, lines
63-67-updates policies: col. 7, lines 45-50-content prioritized “‘updated’” based on time; col. 3,
lines 26-31-add new services on demand; col. §, lines 50-55-dynamic updates); and wherein said
one or more policies set by the content provider and used by said step of selecting include said at
least one updated content provider policy (col. 10, lines 63-67-updates policies).

As concerns claims 7 and 17, said step of obtaining is repeated at regular intervals (col.

10, lines 63-67-updates policies-periodically polling).

0695



Application/Control Number: 11/932,162 Page 5
Art Unit: 2451

As concerns claim 8, wherein said at least one updated content provider policy includes a
load share policy for the at least one of said CDN (col. 6, lines 55-60-load balancing policy; col.
10, hnes 38-45).

As concerns claim 9, said at least one updated policy is obtained from a location specified
by said content provider (col. 10, lines 63-67; col. 11, lines 1-13).

As concerns claims 10, 18 and 25, if the selecting act selects the at least one CDN then
identifying a particular content server in said selected CDN (col. 1, lines 41-50; col. 5, lines 20-
253); and providing the client with an address of the particular content server (col. 10, lines 63-
67).

As concerns claim 11, obtaining one or more content provider policies relating to
delivery of said resources (abstract; col. 3, lines 1-6; col. 6. lines 20-25), at least one of said
policies relating to a relative load share (col. 6, lines 55-60-1oad balancing policy; col. 10, lines
38-45) for each of said at least two domains; receiving a request from a client's resolver to
resolve a first domain name (col. 16, lines 30-63), said request being associated with a client
request for one of said resources of said content provider (col. 1, lines 41-30: col. 5, lines 20-25);
in response to said request, selecting, based at least in part on said one or more content provider
policies (abstract; col. 5, lines 1-6; col. 6, lines 20-25) set by the content provider and at least one
other policy (“‘other policy’’ is one other policy not sclected above; col. 1, lines 41-50-selected
based on proximity and availability; col. 5, lines 1-6-control delivery based on regional and
temporal preferences, client identity and content priority and characteristics of the resource; col.

6, lines 20-35-"other sources of control”), one of said at least two domains; and by hardware in
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combination with software, providing the client with information associated with the selected
domain (col. 10, lines 63-67; col. 16, lines 55-65).

As concerns claim 12, the information associated with the selected domain is either (a) a
domain name associated with the selected domain or (b) at least one IP address of at least one
server in the selected domain (col. 16, lines 55-63).

As best understood concerning claim 15 (examiner will interpret the claim as dependent
upon claim 11) wherein at least one other of said at least two domains corresponds to a second
content delivery network domain distinct from said first content delivery network domain and
said subscriber server network (col. 5, lines 35-40-other “distinct” networks).

As concerns claim 19, distributing requests to resolve a domain name (col. I, lines 41-50)
among said at least two distinct domains based at least in part on one or more load share policies
(col. 6, lines 55-60-load balancing policy; col. 10, lines 35-45) set by the content provider
(abstract; col. 3, lines 1-6; col. 6, lines 20-25) and at least one other policy (*‘other policy” is one
other policy not selected above; col. 1, lines 41-50-selected based on proximity and availability;
col. 5, lines 1-6-control delivery based on regional and temporal preferences, client identity and
content priority and characteristics of the resource; col. 6, lines 20-35-"other sources of
control’’), said one or more load share policies relating to delivery of content on behalf of said
content provider (abstract); and by hardware in combination with software, providing an
interface for the content provider to update (col. 10, lines 63-67-updates policies) said one or
more load share policies set by the content provider.

As concerns claim 20, at least one of said at least two domains corresponds to a first

content delivery network domain (col, 5, lines 20-25).
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As concerns claims 22 and 40, in response to a request to resolve a domain name (col. 1,
lines 41-50) associated with a particular client request for subscriber content of a particular
subscriber of said at least one subscriber, selecting either the at least one CDN (col. 1, lines 41-
50) from said at least two CDNs5s or the subscriber server network to handle the particular client
request for subscriber content, said selecting being based, at least in part, on one or more
subscriber policies of said particular subscriber, said subscriber policies relating, at least in part,
to delivery of resources on behalf of said particular subscriber (abstract; col. 5, lines 1-6; col. 6,
lines 20-25) and at least one other policy ((“other policy’’ is one other policy not selected above;
col. 1, lines 41-50-selected based on proximity and availability; col. 5, lines 1-6-control delivery
based on regional and temporal preferences, client identity and content priority and
characteristics of the resource: col. 6, lines 20-35-"other sources of control”); and by hardware in
combination with software, causing said client to be directed to said selected network (col. 10,
lines 63-67).

As concerns claim 23, the one or more subscriber policies include a subscriber-defined
load share policy (col. 6, lines 55-60-load balancing policy; col. 10, lines 38-45).

As concerns claims 26-28, providing an interface (col. 36, lines 1-2 and 55-60) for
content providers to update said one or more policies set by the content provider (col. 10, lines
63-67-updates policies).

As concerns claims 29 and 30, said selecting is done by a domain name server (¢ol. 3,
lines 20-23).

As concerns claims 31 and 32, said distributing is done by a domain name server (col. 3,

lines 20-29%).
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As concerns claim 33, the first request is from a resolver (col. 20, table 2- Resolver).

As concerns claim 36, the resolver is a client resolver (col. 19, table 2- proxy-acts on
behalf of a client).

As concerns claims 37 and 39, the first request and second request are from the same
resolver (a resolver can submit multiple requests over time).

As concerns claim 38, obtaining one or more content provider policies relating to
delivery of said resources (abstract; col. 5, lines 1-6; col. 6. lines 20-23), at least one of said
policies relating to a relative load share (col. 6, lines 55-60-load balancing policy; col. 10, lines
38-45) for each of said at least two domains; receiving a request from a client's resolver to
resolve a first domain name (col. 16, lines 30-65), said request being associated with a client
request for one of said resources of said content provider (col. 1, lines 41-50; col. 3, lines 20-23);
in response to said request, selecting, based at least in part on said one or more content provider
policies (abstract; col. 5, lines 1-6; col. 6, lines 20-25) set by the content provider and at least one
other policy (‘‘other policy’ 1s one other policy not sclected above; col. 1, lines 41-50-selected
based on proximity and availability; col. 5, lines 1-6-control delivery based on regional and
temporal preferences, client identity and content priority and characteristics of the resource; col.
6, lines 20-35-"other sources of control”), one of said at least two domains; and by hardware in
combination with software, providing the client with information associated with the selected
first domain (col. 10, lines 63-67; col. 16, lines 553-65); receiving a second request (another
request from another user; col. 12, lines 48-51) from a second resolver to resolve said particular
domain name, said second request being associated with said at least one resource of said content

provider; in response to said second request, selecting the second domain of said at least two
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domains, said selecting being based at least in part on said one or more content provider policies
(col. 1, lines 41-50; col. 5, lines 20-25) and said at least one other policy ((“'other policy’’ is one
other policy not selected above; col. 1, lines 41-50-selected based on proximity and availability;
col. 5, lines 1-6-control delivery based on regional and temporal preferences, client identity and
content priority and characteristics of the resource; col. 6, lines 20-35-"other sources of
control”); and providing the second resolver with information associated with the second domain

(eol. 10, lines 63:67: col. 16, lines 55-65).

Response to Arguments
8. Applicant’s arguments with respect to claims have been considered but are moot because
the arguments do not apply to any of the references being used in the current rejection.
As concerns the applicant’s arguments to the Procedural Status Summary, Form PTOL-
303 (mailed 7/3/12) contains sections 1 a)-c) under the heading “No Notice of Appeal Filed” and
section 2 under the heading “Notice of Appeal”. Section 2 was checked to acknowledge the
Notice of Appeal filed June 21, 2012. If the applicant has questions concerning the PAIR system

contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

Conclusion
0. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to John B. Walsh whose telephone number is (571)272-7063. The

examiner can normally be reached on Monday-Thursday from 8:00-6:30.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, John Follansbee can be reached on 571-272-3964. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at §66-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/John B Walsh/
Primary Examiner, Art Unit 2451
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Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

[1 37CFR.§197(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

X 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

[1 37CFR.§197(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|:| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311
was mailed to the Applicant on

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 5
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II
FEES

Any required fee is being paid as indicated below:

[l

X OXK X

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

X
[

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.
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v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

] No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

] According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

] English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
REMARKS
It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and

Page 4 of 5
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(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VI
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: _November 19, 2013 /DDW/
David D. Wier
Registration No. 48,229
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-3539
Fax: 720-888-5619
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Paul E. Stolorz et al.

Application No.: 11/932,162 Confirmation No.: 2099
Filed: 31 October 2007 Art Unit: 2451
For: DISTRIBUTING REQUESTS ACROSS Examiner: John B. WALSH

MULTIPLE CONTENT DELIVERY
NETWORKS BASED ON SUBSCRIBER
POLICY

RESPONSE

Via EFS-Web
Dear Commissioner:

INTRODUCTORY COMMENTS

In response to the Office Action dated 23 May 2013, Applicant respectfully requests that
the Examiner reconsider the above-identified U.S. patent application in view of the amendments

and comments set forth below:

Request for an Extension of Time is made on page 2 of this paper.

Amendments to the Claims, if any, are reflected in the listing of claims which begins on

page 3 of this paper.

Remarks/Arguments begin on page 11 of this paper.
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EXTENSION OF TIME

Applicant hereby petitions for a THREE-month extension of time and is electronically
submitting the required fee with this response. The Commissioner is authorized to
deduct any additional fees from or credit any overpayment to the undersigned's account
no. 50-5063.
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AMENDMENTS TO THE CLAIMS

1. (Previously Presented) A method, operable in a framework wherein resources of
a content provider may be delivered to clients from at least one content delivery network (CDN)
formed of a plurality of cache servers or from a subscriber server network associated with said
content provider, wherein the subscriber server network is distinct from said at least one CDN,

the method comprising:

responsive to a client request to resolve a domain name, said domain name being
associated with a request for at least one resource of said content provider, selecting either said at
least one CDN or the subscriber server network, said selecting being based at least in part on one
or more policies set by the content provider and at least one other policy, wherein said one or
more policies set by the content provider relating, at least in part, to delivery of resources on

behalf of said content provider; and

by hardware in combination with software, providing the client with information

associated with the selected network.

2 (Previously Presented) A method as in claim 1 wherein the information
associated with the selected network includes a domain name associated with the selected

network.

3. (Previously Presented) A method as in claim 2 wherein the domain name

comprises a CNAME associated with the selected network.

4. (Currently Amended) A method as in claim 1 wherein the one or more policies set
by the content provider include a load share policy that specifies a relative load share for each-of

said at least one CDN, twe-EPNs; and wherein the step of selecting attempts to satisty said

load share policy.

5. Canceled.
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6. (Previously Presented) A method as in claim 1 further comprising:
obtaining at least one updated content provider policy, and

wherein said one or more policies set by the content provider and used by said step of

selecting include said at least one updated content provider policy.

7. (Original) A method as in claim 6 wherein said step of obtaining is repeated at

regular intervals.

8. (Previously Presented) A method as in claim 6 wherein said at least one

updated content provider policy includes a load share policy for the at least one of said CDN.

9. (Original) A method as in claim 6 wherein said at least one updated content

provider policy is obtained from a location specified by said content provider.

10. (Previously Presented) A method as in claim 1 further comprising:

if the selecting act selects the at least one CDN, then identifying a particular content

server in said selected CDN; and

providing the client with an address of the particular content server.

11.  (Previously Presented) A method, operable in a framework wherein resources
of a content provider may be delivered to users from at least two distinct domains, wherein a
first domain comprises a subscriber server network associated with the content provider and
a second domain comprises a content delivery network (CDN) distinct from the subscriber

server network, the method comprising:

obtaining one or more content provider policies relating to delivery of said resources,
at least one of said policies relating to a relative load share for each of said at least two

domains;
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receiving a request from a client's resolver to resolve a first domain name, said
request being associated with a client request for one of said resources of said content

provider;

in response to said request, selecting, based at least in part on said one or more
content provider policies set by the content provider and at least one other policy, one of said

at least two domains; and

by hardware in combination with software, providing the client with information

associated with the selected domain.

12.  (Original) A method as in claim 11 wherein the information associated with
the selected domain is either (a) a domain name associated with the selected domain or (b) at

least one Internet Protocol (IP) address of at least one server in the selected domain.

13. Canceled.

14. Canceled.

15. (Currently Amended) A method as in claim 11 [[13]] wherein at least one other
of said at least two domains corresponds to a second content delivery network domain

distinct from said first content delivery network domain and said subscriber server network.

16. (Previously Presented) A method as in claim 11 wherein the one or more content
provider policies include a load share policy that specifies a relative load share for each of said at

least two domains, and wherein the step of selecting attempts to satisfy said load share policy.

17.  (Original) A method as in claim 11wherein said step of obtaining is repeated

at regular intervals.
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18. (Original) A method as in claim 11 further comprising:

identifying a particular content server in said selected domain; and

providing the client with an address of the particular content server.

19. (Previously Presented) A method, operable in a framework wherein resources of
a content provider may be delivered from at least two distinct domains, wherein a first domain
comprises a subscriber server network associated with the content provider and a second domain
comprises a content delivery network (CDN) distinct from the subscriber server network, the

method comprising:

distributing requests to resolve a domain name among said at least two distinct domains
based at least in part on one or more load share policies set by the content provider and at least
one other policy, said one or more load share policies relating to delivery of content on behalf of

said content provider; and

by hardware in combination with software, providing an interface for the content

provider to update said one or more load share policies set by the content provider.

20.  (Original) A method as in claim 19 wherein at least one of said two distinct

domains corresponds to a content delivery network domain.

21. Canceled.

22. (Previously Presented) A method, operable in a framework consisting of at least
one content delivery network (CDN) comprising a plurality of content servers and capable of
delivering resources on behalf of at least one subscriber, wherein said subscriber is associated

with a subscriber server network distinct from said at least one CDN, the method comprising:

in response to a request to resolve a domain name associated with a particular client
request for subscriber content of a particular subscriber of said at least one subscriber, selecting

either the at least one CDN or the subscriber server network to handle the particular client
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request for subscriber content, said selecting being based, at least in part, on one or more
subscriber policies of said particular subscriber, said subscriber policies relating, at least in part,

to delivery of resources on behalf of said particular subscriber and at least one other policy; and

by hardware in combination with software, causing said client to be directed to said

selected network.

23. (Original) A method as in claim 22 wherein the one or more subscriber policies

include a subscriber-defined load share policy.

24. (Previously Presented) A method as in claim 22 wherein said step of causing said

client to be directed to said selected network comprises:

providing the client with a domain name associated with the selected network.

25. (Previously Presented) A method as in claim 22 further comprising:

if the selecting act selects the CDN, then identifying a particular content server in said

selected CDN; and providing the client with an address of the particular content server.

26. (Previously Presented) The method of claim 1 further comprising: providing an
interface for content providers to update said one or more policies set by the content

provider.

27. (Previously Presented) The method of claim 11further comprising:

providing an interface for content providers to update said one or more policies set by

the content provider.

28. (Previously Presented) The method of claim 22 further comprising:

providing an interface for said at least one subscriber to update said one or more

subscriber policies.
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29. (Previously Presented) The method of claim 1 wherein said selecting is done by a

domain name server.

30. (Previously Presented) The method of claim 11 wherein said selecting is done by

a domain name server.

31. (Previously Presented) The method of claim 19 wherein said distributing is done

by a domain name server.

32.  (Previously Presented) The method of claim 22 wherein said selecting is done

by a domain name server.

33. (Previously Presented) A method, operable in a framework wherein resources
of a content provider may be delivered to clients from at least one content delivery network
(CDN) or from a subscriber server network associated with said content provider and distinct

from said at least one CDN, the method comprising:

(A) responsive to a first request to resolve a particular domain name, selecting
either the at least one CDN or the subscriber server network, said selecting in (A) being
based at least in part on one or more policies set by the content provider and at least one
other policy, wherein, said one or more policies set by the content provider relate, at least in

part, to delivery of resources on behalf of said content provider; and

(B) by hardware in combination with software, providing information associated

with the selected network.

34. Canceled.

35. (Previously Presented) The method of claim 33 wherein the first request is from a
resolver.

36.  (Previously Presented) The method of claim 35 wherein the resolver is a client
resolver.
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37. (Currently Amended) The method of claim 33 [[34]] wherein the first request

and the second request are from the same resolver.

38. (Previously Presented) A method, operable in a framework wherein resources of
a content provider may be delivered to users from at least two distinct domains, wherein a first
domain comprises a subscriber server network associated with the content provider and a second
domain comprises a content delivery network (CDN) distinct from the subscriber server network,

the method comprising:

(A)  obtaining one or more content provider policies relating to delivery of said
resources on behalf of said content provider, at least one of said policies relating to a relative

load share for each of said at least two domains;

(B)  receiving a first request from a first resolver to resolve a particular domain name,
said particular domain name being associated with at least one of said resources of said content
provider, and said first request being associated with at least one resource of said content

provider;

(C)  inresponse to said first request, selecting the first domain, said selecting being
based at least in part on said one or more content provider policies and at least one other policy;

and

(D) by hardware in combination with software, providing the first resolver with

information associated with the selected first domain;

(E)  receiving a second request from a second resolver to resolve said particular
domain name, said second request being associated with said at least one resource of said

content provider;

(F)  inresponse to said second request, selecting the second domain of said at least
two domains, said selecting being based at least in part on said one or more content provider

policies and said at least one other policy; and
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(G) providing the second resolver with information associated with the second

domain.

39. (Previously Presented) The method of claim 38 wherein the first resolver is the

same as the second resolver.

40.  (Previously Presented) A method, operable in a framework consisting of at
least one content delivery network (CDN) comprising a plurality of content servers and
capable of delivering resources on behalf of at least one subscriber, wherein the subscriber is
associated with a subscriber server network distinct from said at least one CDN, the method

comprising:

in response to a request from a resolver to resolve a domain name associated with a
particular client request for subscriber content of a particular subscriber, in a domain name
server, selecting either the CDN or the subscriber server network to handle the particular
client request for subscriber content, said selecting being based, at least in part, on one or
more subscriber policies of said particular subscriber and at least one other policy, said one
or more subscriber policies relating, at least in part, to delivery of resources on behalf of said

particular subscriber; and

by hardware in combination with software, causing said client to be directed to said

selected network.

10
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REMARKS

Applicant hereby traverses the current rejections, and requests reconsideration and
withdrawal in light of the remarks contained herein. Claims 1-4, 6-12, 15-20, 22-33 and 35-40

are pending in this application.

Amendments to the Claims

Claims 15 and 37 are amended to correctly identify their dependency. No new matter has

been entered.

Claim 4 has been amended to change the "at least two CDNs" to "at least one CDN" to

correspond with claim 1. No new matter has been entered.

Objection to the Claims

Claims 15 and 27 stand objected to under 35 U.S.C. 112(d) as being dependent from
canceled claims. In response Applicant has corrected their dependencies. Applicant respectfully

requests withdrawal of this objection.

Rejection Under 35 U.S.C. § 112

Claim 4 has been rejected under 35 U.S.C. 112(b) for lack of antecedent basis. In
response, Applicant has amended claim 4 to recite "at least one CDN". Applicant respectfully

requests withdrawal of this rejection.

Rejection Under 35 U.S.C. § 102

Claims 1-4, 6-12, 15-20, 22-33 and 35-40 are rejected under 35 U.S.C. § 102(e) as being
anticipated by Ben-Shaul et al., U.S. Patent 6,976,090 (hereinafter Ben-Shaul).

It is well settled that to anticipate a claim, the reference must teach every element of the
claim, see M.P.E.P. § 2131. To anticipate a claim under 35 U.S.C. § 102, a single reference must
teach each and every element of the claim. See Verdegaal Bros. v. Union Oil Co. of California,

814 F. 2d 628, 631 (Fed. Cir. 1987). Moreover, in order for a prior art reference to be

11
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anticipatory under 35 U.S.C. § 102 with respect to a claim, “[t]he elements must be arranged as
required by the claim,” see M.P.E.P. § 2131, citing In re Bond, 15 US.P.Q.2d 1566 (Fed. Cir.
1990). Furthermore, in order for a prior art reference to be anticipatory under 35 U.S.C. § 102
with respect to a claim, “[t]he identical invention must be shown in as complete detail as is
contained in the . . . claim,” see M.P.E.P. § 2131, citing Richardson v. Suzuki Motor Co.,

9 U.S.P.Q. 2d 1913 (Fed. Cir. 1989). Applicant respectfully asserts that the rejection does not

satisfy at least one of these requirements.

Independent Claim 1

Claim 1 defines a method, operable in a framework wherein resources of a content
provider may be delivered to clients from at least one content delivery network (CDN) formed of
a plurality of cache servers or from a subscriber server network associated with said content

provider, wherein the subscriber server network is distinct from said at least one CDN.

Ben-Shaul does not disclose at least these elements, specifically Ben-Shaul does not
teach that the subscriber server network is distinct from said at least one CDN. The Office
Action cites the text at column 5, lines 35-40 of Ben-Shaul as teaching these elements. This
portion states that the techniques herein disclosed can be seamlessly and gradually integrated
into existing web infrastructure, and can be deployed globally or regionally, over the internet,
over secured extranets and within corporate intranets. Nothing in this portion states that the
subscriber server network is distinct from said at least one CDN. Note that this portion states
that the techniques can be integrated "into existing web infrastructure”. This indicates that Ben-
Shaul is contemplating a single network and not a system where the subscriber server network is
distinct from said at least one CDN. In the text at column 1, lines 41-47, Ben-Shaul states that a
CDD provider maintains a network of geographically dispersed caches. Again, note the single
network. Ben-Shaul does not disclose that the subscriber server network is distinct from said at

least one CDN. Thus, Ben-Shaul does not teach all of the claimed elements.

Therefore, the Applicant respectfully asserts that for the above reasons claim 1 is

patentable over the 35 U.S.C. § 102 rejection of record.

12
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Independent Claim 11

Claim 11 defines a method, operable in a framework wherein resources of a content
provider may be delivered to users from at least two distinct domains, wherein a first domain
comprises a subscriber server network associated with the content provider and a second
domain comprises a content delivery network (CDN) distinct from the subscriber server

network.

Ben-Shaul does not disclose at least these elements, specifically Ben-Shaul does not
teach that the content delivery network is distinct from the subscriber server network. The
Office Action does not provide an element-by-element analysis for this aspect of claim 11.
Applicant assumes that the Office Action would cite the text at column 5, lines 35-40 of Ben-
Shaul as teaching these elements. This portion states that the techniques herein disclosed can be
seamlessly and gradually integrated into existing web infrastructure, and can be deployed
globally or regionally, over the internet, over secured extranets and within corporate intranets.
Nothing in this portion states that the content delivery network is distinct from the subscriber
server network. Note that this portion states that the techniques can be integrated "into existing
web infrastructure”. This indicates that Ben-Shaul is contemplating a single network and not a
system where the content delivery network is distinct from the subscriber server network. In
the text at column 1, lines 41-47, Ben-Shaul states that a CDD provider maintains a network of
geographically dispersed caches. Again, note the single network. Ben-Shaul does not disclose
that the content delivery network is distinct from the subscriber server network. Thus, Ben-

Shaul does not teach all of the claimed elements.

Therefore, the Applicant respectfully asserts that for the above reasons claim 11 is

patentable over the 35 U.S.C. § 102 rejection of record.

Independent Claim 19

Claim 19 defines a method, operable in a framework wherein resources of a content

provider may be delivered from at least two distinct domains, wherein a first domain comprises a

13
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subscriber server network associated with the content provider and a second domain comprises a

content delivery network (CDN) distinct from the subscriber server network.

Ben-Shaul does not disclose at least these elements, specifically Ben-Shaul does not
teach that the content delivery network is distinct from the subscriber server network. The
Office Action does not provide an element-by-element analysis for this aspect of claim 19.
Applicant assumes that the Office Action would cite the text at column 5, lines 35-40 of Ben-
Shaul as teaching these elements. This portion states that the techniques herein disclosed can be
seamlessly and gradually integrated into existing web infrastructure, and can be deployed
globally or regionally, over the internet, over secured extranets and within corporate intranets.
Nothing in this portion states that the content delivery network is distinct from the subscriber
server network. Note that this portion states that the techniques can be integrated "into existing
web infrastructure”. This indicates that Ben-Shaul is contemplating a single network and not a
system where the content delivery network is distinct from the subscriber server network. In
the text at column 1, lines 41-47, Ben-Shaul states that a CDD provider maintains a network of
geographically dispersed caches. Again, note the single network. Ben-Shaul does not disclose
that the content delivery network is distinct from the subscriber server network. Thus, Ben-

Shaul does not teach all of the claimed elements.

Therefore, the Applicant respectfully asserts that for the above reasons claim 19 is

patentable over the 35 U.S.C. § 102 rejection of record.

Independent Claim 22

Claim 22 defines a method, operable in a framework consisting of at least one content
delivery network (CDN) comprising a plurality of content servers and capable of delivering
resources on behalf of at least one subscriber, wherein said subscriber is associated with a

subscriber server network distinct from said at least one CDN.

Ben-Shaul does not disclose at least these elements, specifically Ben-Shaul does not
teach that the subscriber server network is distinct from said at least one CDN. The Office

Action does not provide an element-by-element analysis for this aspect of claim 22.

14
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Applicant assumes that the Office Action would cite the text at column 5, lines 35-40 of Ben-
Shaul as teaching these elements. This portion states that the techniques herein disclosed can be
seamlessly and gradually integrated into existing web infrastructure, and can be deployed
globally or regionally, over the internet, over secured extranets and within corporate intranets.
Nothing in this portion states that the subscriber server network is distinct from said at least one
CDN. Note that this portion states that the techniques can be integrated "into existing web
infrastructure”. This indicates that Ben-Shaul is contemplating a single network and not a
system where the subscriber server network is distinct from said at least one CDN. In the text at
column 1, lines 41-47, Ben-Shaul states that a CDD provider maintains a network of
geographically dispersed caches. Again, note the single network. Ben-Shaul does not disclose
that the subscriber server network is distinct from said at least one CDN. Thus, Ben-Shaul does

not teach all of the claimed elements.

Therefore, the Applicant respectfully asserts that for the above reasons claim 22 is

patentable over the 35 U.S.C. § 102 rejection of record.

Independent Claim 33

Claim 33 defines a method, operable in a framework wherein resources of a content
provider may be delivered to clients from at least one content delivery network (CDN) or
from a subscriber server network associated with said content provider and distinct from said

at least one CDN.

Ben-Shaul does not disclose at least these elements, specifically Ben-Shaul does not
teach that the content delivery network is distinct from the subscriber server network. The
Office Action cites the text at column 5, lines 35-40 of Ben-Shaul as teaching these elements.
This portion states that the techniques herein disclosed can be seamlessly and gradually
integrated into existing web infrastructure, and can be deployed globally or regionally, over the
internet, over secured extranets and within corporate intranets. Nothing in this portion states that
the content delivery network is distinct from the subscriber server network. Note that this
portion states that the techniques can be integrated "into existing web infrastructure”. This

indicates that Ben-Shaul is contemplating a single network and not a system where the content

15
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delivery network is distinct from the subscriber server network. In the text at column 1, lines
41-47, Ben-Shaul states that a CDD provider maintains a network of geographically dispersed
caches. Again, note the single network. Ben-Shaul does not disclose that the content delivery
network is distinct from the subscriber server network. Thus, Ben-Shaul does not teach all of

the claimed elements.

Therefore, the Applicant respectfully asserts that for the above reasons claim 33 is

patentable over the 35 U.S.C. § 102 rejection of record.

Independent Claim 38

Claim 38 defines a method, operable in a framework wherein resources of a content
provider may be delivered to users from at least two distinct domains, wherein a first domain
comprises a subscriber server network associated with the content provider and a second domain

comprises a content delivery network (CDN) distinct from the subscriber server network.

Ben-Shaul does not disclose at least these elements, specifically Ben-Shaul does not
teach that the subscriber server network is distinct from said at least one CDN. The Office
Action does not provide an element-by-element analysis for this aspect of claim 38.
Applicant assumes that Office Action would cite the text at column 5, lines 35-40 of Ben-Shaul

as teaching these elements.

This portion states that the techniques herein disclosed can be seamlessly and gradually
integrated into existing web infrastructure, and can be deployed globally or regionally, over the
internet, over secured extranets and within corporate intranets. Nothing in this portion states that
there are at least two distinct domains. Note that this portion states that the techniques can be
integrated "into existing web infrastructure”. This indicates that Ben-Shaul is contemplating a
single network and not a system involving at least two distinct domains. In the text at column 1,
lines 41-47, Ben-Shaul states that a CDD provider maintains a network of geographically
dispersed caches. Again, note the single network. Ben-Shaul does not disclose that the resources
of a content provider may be delivered to users from at least two distinct domains, wherein a first

domain comprises a subscriber server network associated with the content provider and a second

16
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domain comprises a content delivery network (CDN) distinct from the subscriber server network.

Thus, Ben-Shaul does not teach all of the claimed elements.

Therefore, the Applicant respectfully asserts that for the above reasons claim 38 is

patentable over the 35 U.S.C. § 102 rejection of record.

Independent Claim 40

Claim 40 defines a method, operable in a framework consisting of at least one content
delivery network (CDN) comprising a plurality of content servers and capable of delivering
resources on behalf of at least one subscriber, wherein the subscriber is associated with a

subscriber server network distinct from said at least one CDN.

Ben-Shaul does not disclose at least these elements, specifically Ben-Shaul does not
teach that the subscriber server network is distinct from said at least one CDN. The Office
Action does not provide an element-by-element analysis for this aspect of claim 40.
Applicant assumes that the Office Action would cite the text at column 5, lines 35-40 of Ben-
Shaul as teaching these elements. This portion states that the techniques herein disclosed can be
seamlessly and gradually integrated into existing web infrastructure, and can be deployed
globally or regionally, over the internet, over secured extranets and within corporate intranets.
Nothing in this portion states that the subscriber server network is distinct from said at least one
CDN. Note that this portion states that the techniques can be integrated "into existing web
infrastructure”. This indicates that Ben-Shaul is contemplating a single network and not a
system where the subscriber server network is distinct from said at least one CDN. In the text at
column 1, lines 41-47, Ben-Shaul states that a CDD provider maintains a network of
geographically dispersed caches. Again, note the single network. Ben-Shaul does not disclose
that the subscriber server network is distinct from said at least one CDN. Thus, Ben-Shaul does

not teach all of the claimed elements.

Therefore, the Applicant respectfully asserts that for the above reasons claim 40 is

patentable over the 35 U.S.C. § 102 rejection of record.

17
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Dependent Claims 3-14 and 17-20

Claims 2-4, 6-10, 12, 15-18, 20, 23-32, 35-37, 39 depend from base claims 1, 11, 19, 22,
33, and 38, respectively, and thus inherit all elements of their respective base claims. Each of
claims 2-4, 6-10, 12, 15-18, 20, 23-32, 35-37, 39 sets forth features and elements not recited by
Ben-Shaul. Thus, the Applicant respectfully asserts that for the above reasons claims 2-4, 6-10,
12, 15-18, 20, 23-32, 35-37, 39 are patentable over the 35 U.S.C. § 102 rejection of record.

Conclusion

In view of the above, Applicant believes the pending application is in condition for

allowance.

Applicant respectfully requests that the Examiner call the below listed attorney if the

Examiner believes that such a discussion would be helpful in resolving any remaining problems.

Applicant believes no additional fee is due with this response. However, if a fee is due,
please charge Deposit Account No. 50-5063 from which the undersigned is authorized to draw.

Similarly, please credit any overage amount to the same account.

Respectfully submitted,
Date: 25 November 2013
By: HCS/
Jonathan C. Siekmann
Registration No. 58,259
Attorney for Level 3 Communications, LLC
Phone 720-888-2052

18
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Application/Control Number: 11/932,162 Page 2
Art Unit: 2451

DETAILED ACTION

The present application is being examined under the pre-AlA first to invent provisions.

Claim Rejections - 35 USC § 102
1. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.

2. Claims 1-4, 6-12, 15-20, 22-33 and 35-40 are rejected under 35 U.S.C. 102(e) as being
anticipated by U.S. Patent No. 6,976,090 to Ben-Shaul et al.

As concerns claims 1 and 33, responsive to a client request (col. 1, lines 41-50; col. 5,
lines 20-25) to resolve a domain name (col. 1, lines 41-50), said domain name being associated
with a request for at least one resource of said content provider (abstract: col. 1, lines 41-30; col.
5, lines 20-25); selecting either said at least one CDN (col. 1, lines 41-50) or the subscriber
server network (col. 5, lines 35-40-other “distinct” networks; col. 3, lines 40-57-different
resources), said selecting being based at least in part on one or more policies set by the content
provider (abstract; col. 5, lines 1-6; col. 6, lines 20-25) and at least one other policy (‘'other
policy’’ is ong other policy not selected above; col. 1, lines 41-50-selected based on proximity
and availability; col. 5, lines 1-6-control delivery based on regional and temporal preferences,

client identity and content priority and characteristics of the resource; col. 6, lines 20-35-"other
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sources of control’’), wherein said one or more policies set by the content provider relating, at
least in part to delivery of resources on behalf of said content provider (abstract; col. 5, lines 1-
6); and providing the client with information associated with the selected network (col. 10, lines
63-67).

As concerns claims 2 and 24, the information associated with the selected network
includes a domain name associated with the selected network (col. 3, lines 20-25).

As concerns claim 3, the domain name comprises a CNAME associated with the selected
network (col. 2. Table 1 .CNAME).

As concerns claims 4 (as best understood) and 16, the one or more policies set by the
content provider include a load share policy that specifies a relative load share for each of said at
least two CDNs, and wherein the step of selecting attempts to satisfy said load share policy (col.
6, lines 55-60-load balancing policy; col. 10, lines 38-45).

As concerns claim 6, obtaining at least one updated content provider policy (col. 10, lines
63-67-updates policies; col. 7, lines 45-50-content prioritized “updated” based on time; col. 5,
lines 26-31-add new services on demand; col. 8, lines 50-55-dynamic updates); and wherein said
one or more policies set by the content provider and used by said step of selecting include said at
least one updated content provider policy (col. 10, lines 63-67-updates policies).

As concerns claims 7 and 17, said step of obtaining is repeated at regular intervals (col.
10, lines 63-67-updates policies-periodically polling).

As concerns claim 8, wherein said at least one updated content provider policy includes a
load share policy for the at least one of said CDN (col. 6, lines 55-60-load balancing policy; col.

10, lines 38-45).
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As concerns claim 9, said at least one updated policy is obtained from a location specified
by said content provider (col. 10, lines 63-67; col. 11, lines 1-13).

As concerns claims 10, 18 and 25, if the selecting act selects the at least one CDN then
identifying a particular content server in said selected CDN (col. 1, lines 41-50; col. 5, lines 20-
25); and providing the client with an address of the particular content server (col. 10, lines 63-
67).

As concerns claim 11, obtaining one or more content provider policies relating to
delivery of said resources (abstract; col. 3, lines 1-6; col. 6, lines 20-25), at least one of said
policies relating to a relative load share (col. 6, lines 55-60-1oad balancing policy; col. 10, lines
38-45) for each of said at least two domains; receiving a request from a client's resolver to
resolve a first domain name (col. 16, lines 30-63), said request being associated with a client
request for one of said resources of said content provider (col. 1, lines 41-50; col. 5, lines 20-25);
in response to said request, selecting, based at least in part on said one or more content provider
policies (abstract; col. 5, lines 1-6; col. 6, lines 20-25) set by the content provider and at least one
other policy (‘‘other policy’ is one other policy not sclected above; col. 1, lines 41-50-selected
based on proximity and availability: col. 5, lines 1-6-control delivery based on regional and
temporal preferences, client identity and content priority and characteristics of the resource; col.
6, lines 20-35-"other sources of control”), one of said at least two domains; and by hardware in
combination with software, providing the client with information associated with the selected
domain (¢ol. 10, lines 63-67; col. 16, lines 55-63).

As concerns claim 12, the information associated with the selected domain is either (a) a
domain name associated with the selected domain or (b) at least one IP address of at least one

server in the selected domain (¢ol. 16; lines 55-65).
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As concerns claim 15, wherein at least one other of said at least two domains corresponds
to a second content delivery network domain distinct from said first content delivery network
domain and said subscriber server network (col. 5, lines 35-40-other “distinct’’ networks).

As concerns claim 19, distributing requests to resolve a domain name (col. 1, lines 41-50)
among said at least two distinct domains based at least in part on one or more load share policies
(col. 6, lines 55-60-load balancing policy; col. 10, lines 38-45) set by the content provider
(abstract: col. 3, lines 1-6; col. 6, lines 20-25) and at least one other policy (“other policy’ is one
other policy not selected above; col. 1, lines 41-50-selected based on proximity and availability;
col. 5, lines 1-6-control delivery based on regional and temporal preferences, client identity and
content priority and characteristics of the resource; col. 6, lines 20-35-“other sources of
control”), said one or more load share policies relating to delivery of content on behalf of said
content provider (abstract); and by hardware in combination with software, providing an
interface for the content provider to update (col. 10, lines 63-67-updates policies) said one or
more load share policies set by the content provider.

As concerns claim 20, at least one of said at least two domains corresponds to a first
content delivery network domain (col. 5, lines 20-25).

As concerns claims 22 and 40, in response to a request to resolve a domain name (col. 1,
lines 41-50) associated with a particular client request for subscriber content of a particular
subscriber of said at least one subscriber, selecting either the at least one CDN (col. 1, lines 41-
50) from said at least two CDN5s or the subscriber server network to handle the particular client
request for subscriber content, said selecting being based, at least in part, on one or more
subscriber policies of said particular subscriber, said subscriber policies relating, at least in part,

to delivery of resources on behalf of said particular subscriber (abstract; col. 5, lines 1-6; col. 6,
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lines 20-25) and at least one other policy ((*‘other policy’ is on¢ other policy not selected above;
col. 1, lines 41-50-selected based on proximity and availability; col. 5, lines 1-6-control delivery
based on regional and temporal preferences, client identity and content priority and
characteristics of the resource; col. 6, lines 20-35-"other sources of control”); and by hardware in
combination with software, causing said client to be directed to said selected network (col. 10,
lines 63-67).

As concerns claim 23, the one or more subscriber policies include a subscriber-defined
load share policy (col. 6, lines 55-60-load balancing policy; col. 10, lines 38-45).

As concerns claims 26-28, providing an interface (col. 36, lines 1-2 and 55-60) for
content providers to update said one or more policies set by the content provider (col. 10, lines
63-67-updates policies).

As concerns claims 29 and 30, said selecting is done by a domain name server (col. 5,
lines 20-25).

As concerns claims 31 and 32, said distributing is done by a domain name server (¢ol. 5,
lines 26-25).

As concerns claim 35, the first request is from a resolver (col. 20, table 2- Resolver).

As concerns claim 36, the resolver is a client resolver (col. 19, table 2- proxy-acts on
behalf of a client).

As concerns claims 37 and 39, the first request and second request are from the same
resolver (a resolver can submit multiple requests over time).

As concerns claim 38, obtaining one or more content provider policies relating to
delivery of said resources (abstract; col. 5, lines 1-6; col. 6, lines 20-25), at least one of said

policies relating to a relative load share (col. 6. lines 55-60-1oad balancing policy; col. 10, lines
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38-45) for each of said at least two domains; receiving a request from a client's resolver to
resolve a first domain name (col. 16, lines 30-65), said request being associated with a client
request for one of said resources of said content provider (col. 1, lines 41-50; col. 3, lines 20-23);
in response to said request, selecting, based at least in part on said one or more content provider
policies (abstract; col. 5, lines 1-6; col. 6, lines 20-25) set by the content provider and at least one
other policy (‘‘other policy’ 1s one other policy not sclected above; col. 1, lines 41-50-selected
based on proximity and availability; col. 5, lines 1-6-control delivery based on regional and
temporal preferences, client identity and content priority and characteristics of the resource; col.
6, lines 20-35-"other sources of control”), one of said at least two domains; and by hardware in
combination with software, providing the client with information associated with the selected
first domain (col. 10, lines 63-67; col. 16, lines 553-65); receiving a second request (another
request from another user; col. 12, lines 48-51) from a second resolver to resolve said particular
domain name, said second request being associated with said at least one resource of said content
provider; in response to said second request, selecting the second domain of said at least two
domains, said selecting being based at least in part on said one or more content provider policies
(col. 1, lines 41-50; col. 3, lines 20-25) and said at least one other policy ((“‘other policy” is one
other policy not selected above; col. 1, lines 41-50-selected based on proximity and availability;
col. 3, lines 1-6-control delivery based on regional and temporal preferences, client identity and
content priority and characteristics of the resource; col. 6, lines 20-35-"other sources of
control”); and providing the second resolver with information associated with the second domain

(col. 10, lines 63-67: col. 16, lines 55-65).
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Response to Arguments
3. Applicant's arguments filed November 25, 2013 have been fully considered but they are
not persuasive.

The applicant argues Ben-Shaul does not disclose the subscriber server network is
distinct from said at least one CDN.

The claims are given the broadest reasonable interpretation and the claimed limitation of
“is distinct" is not defined within the claim. Furthermore the applicant has not indicated which
portions of the specification would shed light on the interpretation of this limitation. The claims
are read in light of the specification; however limitations from the specification are not read into
the claims.

Ben-Shaul at least at col. 5, lines 10-55 disclose different network resources are selected
over other network resources. These different resources can be in a different location (“local”)
from other resources considered to be part of a “CDN”. Thus these resources are a "distinct”
location from the resources of the "CDN".

Conclusion
4. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO
MONTHS of the mailing date of this final action and the advisory action is not mailed until after
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,
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however, will the statutory period for reply expire later than SIX MONTHS from the mailing
date of this final action.

5. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to John B. Walsh whose telephone number is (571)272-7063. The
examiner can normally be reached on Monday-Thursday from 8:00-6:30.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, John Follansbee can be reached on 571-272-3964. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at §66-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/John B Walsh/
Primary Examiner, Art Unit 2451
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First Named Inventor/Applicant Name:

Paul E. Stolorz

Customer Number:

83579

Filer:
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the application.

0750




Attorney Docket No. 0093-US-C1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 11/932,162 Confirmation No. : 2099

First Applicant : STOLORZ et al. Art Unit : 2451

Filed . October 31, 2007 Examiner : John B. Walsh

Title : DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT
DELIVERY NETWORKS BASED ON SUBSCRIBER POLICY

Docket No. : 0093-US-C1

Submitted Via EFS-Web

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
PURSUANT TO 37 C.F.R. §§ 1.56,1.97, AND 1.98

Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

[1 37CFR.§197(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

[1 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

XI  37CFR.§1.97(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|Z| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311

was mailed to the Applicant on _January 28, 2014

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 5
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II
FEES

Any required fee is being paid as indicated below:

[l

X OXK X

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

[
X

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.

Page 3 of 5
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v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

] No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

X According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

X English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
REMARKS
It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and
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(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VI
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: _ February 11, 2014 /DDW/
David D. Wier
Registration No. 48,229
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-3539
Fax: 720-888-5619
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Substitute for form 1449A/PTO

INFORMATION DISCLOSURE Complete if Known
STATEMENT BY APPLICANT Application Number 11/932,162
Filing Date Oct 31, 2007
First Named Inventor Paul E. Stolorz
Art Unit 2451
Examiner Name John B. Walsh

(Use as many sheets as necessary)

Attorney Docket No: 0093-US-C1

Sheet 1 of 1
Examiner Cite Document Publication Date Name of Patentee or Applicant of Cited Document Pages, Columns, Lines,
Initial * No Number Where Relevant Passages
or RelevantFigures Appear

FOREIGN PATENT DOCUMENTS

Pages, Columns, T?
Lines, Where
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or RelevantFigures
Appear

Foreign Patent

. . Document I i
Examiner Cite - Name of Patentee or Applicant of cited
Initials* No Publication Date Document

OTHER DOCUMENTS -- NON PATENT LITERATURE DOCUMENTS

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item T
Initials* No' (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
publisher, city and/or country where published.
European Examination Report, dated January 17, 2014, Application No.
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Electronic Patent Application Fee Transmittal

Application Number: 11932162

Filing Date: 31-Oct-2007

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS

Title of Invention: BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name: Paul E. Stolorz
Filer: David Dewey Wier/Kathleen Mclnnish
Attorney Docket Number: 0093-Us-C1

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

Description Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 180
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Electronic Acknowledgement Receipt

EFSID: 18296975
Application Number: 11932162
International Application Number:
Confirmation Number: 2099

Title of Invention:

DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT DELIVERY NETWORKS
BASED ON SUBSCRIBER POLICY

First Named Inventor/Applicant Name:

Paul E. Stolorz

Customer Number:

83579

Filer:

David Dewey Wier/Kathleen Mclnnish

Filer Authorized By:

David Dewey Wier

Attorney Docket Number: 0093-Us-C1
Receipt Date: 25-FEB-2014
Filing Date: 31-0CT-2007
Time Stamp: 15:45:07

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $180

RAM confirmation Number 2260
Deposit Account 505063

Authorized User

SIEKMANN, JONATHAN

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Attorney Docket No. 0093-US-C1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No. : 11/932,162 Confirmation No. : 2099

First Applicant : STOLORZ et al. Art Unit : 2451

Filed . October 31, 2007 Examiner : John B. Walsh

Title : DISTRIBUTING REQUESTS ACROSS MULTIPLE CONTENT
DELIVERY NETWORKS BASED ON SUBSCRIBER POLICY

Docket No. : 0093-US-C1

Submitted Via EFS-Web

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
PURSUANT TO 37 C.F.R. §§ 1.56,1.97, AND 1.98

Sir:

The Examiner is respectfully requested to consider the patents, patent applications,
publications, or other information cataloged on the enclosed Form (e.g., PTO-1449, PTO-892,
PTO/SB/08, etc.) during examination of the above-identified patent application. The order of
presentation of the references should not be construed as an indication of importance. These
references are submitted for the Examiner’s consideration and are submitted pursuant to an
Applicant’s duty of disclosure under 37 C.F.R. § 1.56.

Copies of all of the cited documents:
[] are enclosed unless otherwise indicated on the enclosed Form PTO/SB/08a.

] have been previously furnished to the Office in prior application No.

, filed , which the present application relies upon for an earlier
effective filing date under 35 U.S.C. § 120. Therefore, no copies of the cited documents are
included herewith pursuant to 37 C.F.R. § 1.98(d); MPEP § 609(II1)(A)(2).

X are enclosed unless they are U.S. patents or U.S. patent application publications
pursuant to 37 C.F.R. § 1.98(a).
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|
BASIS

This information disclosure statement is filed pursuant to

[1 37CFR.§197(b).
This information disclosure statement is filed either (1) within three months of the
filing date of a national application other than a continued prosecution application
under 37 C.F.R. § 1.53(d); (2) within three months of the date of entry of the
national stage as set forth in 37 C.F.R. § 1.491 in an international application; (3)
before the mailing date of a first Office action on the merits; (4) concurrently with
the filing of a request for continued examination under 37 C.F.R. § 1.114; or
(5) before the mailing of a first Office action after the filing of a request for
continued examination under 37 C.F.R. § 1.114, whichever event occurs last.

Accordingly, this information disclosure statement requires no fee and no
certification.

[1 37CFR.§197@).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(b), but before the mailing date of any of (1) a final action under
37 C.FR. § 1.113; (2) a notice of allowance under 37 C.F.R. § 1.311; or (3) an
action that otherwise closes prosecution in the application.

Accordingly, this information disclosure statement requires either the fee
specified in 37 C.F.R. § 1.17(p) for submission of an information disclosure
statement under 37 C.F.R. § 1.97(c), or a statement under 37 C.F.R. § 1.97(e).

XI  37CFR.§1.97(d).
This information disclosure statement is filed after the period specified in
37 C.FR. § 1.97(c) since a:

|Z| final action under 37 C.F.R. § 1.113
|:| notice of allowance under 37 C.F.R. § 1.311

was mailed to the Applicant on _January 28, 2014

Accordingly, this information disclosure statement requires the fee set forth in
37 C.F.R. § 1.17(p) to consider an information disclosure statement under
37C.FR. § 1.97(d), and a statement under 37 C.F.R. § 1.97(e).

If this statement crosses in the mail with an Office action, or is otherwise not in the
indicated category of 37 C.F.R. § 1.97, it is respectfully requested that this statement be treated

in the next appropriate category and made of record. To the extent required, please treat this
paper as a conditional petition for acceptance of the information disclosure statement.

Page 2 of 5

0762



Attorney Docket No. 0093-US-C1

II
FEES

Any required fee is being paid as indicated below:

[l

X OXK X

No fee is due.

The $180 fee specified in 37 C.F.R. § 1.17(p) for submission of an information
disclosure statement under 37 C.F.R. § 1.97(c) or (d) is due.

This fee is paid by credit card.
Please charge the required fee to Deposit Account No. 505063.

The Commissioner is hereby authorized to charge any additional required fees or
credit any overpayments associated with this information disclosure statement to
the account.

1

CERTIFICATION

Pursuant to 37 C.F.R. § 1.97(e), I state as follows:

[
X

No statement is necessary.

Each item of information contained in this information disclosure statement was
first cited in a communication from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of this information
disclosure statement. 37 C.F.R. § 1.97(e)(1).

No item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart foreign
application, and, to my knowledge after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any
individual designated in 37 C.F.R. § 1.56(c) more than three months prior to the
filing of this information disclosure statement. 37 C.F.R. § 1.97(e)(2).

Pursuant to 37 C.F.R. § 1.704(d), I state as follows:

[l

Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart application,
and this communication was not received by any individual designated in

37 C.F.R. § 1.56(c) more than thirty days prior to the filing of this information
disclosure statement.
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v
FOREIGN LANGUAGE REFERENCES

Pursuant to 37 C.F.R. § 1.98(a)(3)(i), any information disclosure statement filed under
37 C.F.R. § 1.97 shall include a concise explanation of the relevance, as it is presently
understood by the individual designated in § 1.56(c) most knowledgeable about the content of
the information, of each patent, publication, or other information listed that is not in the English
language. The concise explanation may be either separate from the specification or incorporated
therein. In compliance with the rules, the Applicant states as follows:

] No concise explanation is required since all cited references are in English.

] A concise explanation of the relevance of one or more foreign language
references is attached.

] According to the procedural policy adopted by the PTO with regard to disclosure
requirements, the Applicant is satisfying the disclosure requirement pursuant to
MPEP § 609.04(a)(IlI) by submitting herewith the following:

] English language versions of any non-English language documents.

] English language versions of one or more search reports or other actions
by one or more foreign patent offices in one or more counterpart foreign
applications, which indicate the degree of relevance found by the foreign
office(s).

[] Pursuant to 37 C.F.R. § 1.98(a)(3)(ii), a copy of a translation is not
submitted herewith because a written English-language translation of a
non-English-language document, or portion thereof, is not within the

possession, custody, or control of, or is readily available to any individual
designated in § 1.56(c).

The Applicant has not analyzed these documents and, therefore, declines to
comment on their relevance at this time.

] One or more English language abstracts for the non-English language references
are also enclosed.

\%
REMARKS
It is respectfully requested that:

(1) The Examiner sign the enclosed Form to evidence that the cited information has been
fully considered by the Patent and Trademark Office during the examination of this
application; and
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(2) The citations for the cited information be printed on any patent that issues from this
application.

The submission of this information disclosure statement by the Applicant shall not be
construed as a representation that a search has been performed or that no other material
information under 37 C.F.R. § 1.56 exists. See 37 C.F.R. § 1.97(g).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, material to the patentability of one or more of the pending claims in this application pursuant
to 37 C.F.R. § 1.56(b), unless specifically designated by the Applicant as such. See 37 C.F.R.

§ 1.97(h).

The submission of this information disclosure statement by the Applicant shall not be
construed as an admission that any information cited or referred to herein is, or is considered to
be, or even qualifies as “prior art” under 35 U.S.C. § 102 with respect to this invention, unless
specifically designated by the Applicant as such.

Notwithstanding any statements by the Applicant, the Examiner is urged to form his or
her own conclusion regarding the relevance of the cited information.

VI
CONCLUSION

The Examiner is encouraged to contact the undersigned attorney to discuss any questions
concerning this information disclosure statement or any of the information cited or referred to
herein.

Respectfully submitted,

Date: _ February 25, 2014 /DDW/
David D. Wier
Registration No. 48,229
USPTO Customer No. 83579
Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, Colorado 80021
Tel: 720-888-3539
Fax: 720-888-5619

Page 5 of 5

0765



PTO/SB/08a (01-08)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control nhumber.

Substitute for form 1449A/PTO

INFORMATION DISCLOSURE Complete if Known
STATEMENT BY APPLICANT Application Number 11/932,162
Filing Date Oct 31, 2007
First Named Inventor Paul E. Stolorz
Art Unit 2451
Examiner Name John B. Walsh

(Use as many sheets as necessary)

Attorney Docket No: 0093-US-C1

Sheet 1 of 1

US PATENT DOCUMENTS

Examiner Cite Document Publication Date Name of Patentee or Applicant of Cited Document Pages, Columns, Lines,
Initial * No Number Where Relevant Passages
or RelevantFigures Appear

6282574 Aug 28, 2001 | Voit, E. A.

FOREIGN PATENT DOCUMENTS
Foreign Patent Document Pages, Columns, T2

. . . . Lines, Where
Examiner Cite Publication Date Name of Patentee or Applicant of cited

Initials* No Document Relevant Pagsages
or RelevantFigures

Appear

WO-200026806A2 | May 11, 2000 | Waters, Glenn
WO-200041091A1 Jul 13, 2000 Eichert, Stuart et al.
WO-200052594A2 | Sep 8, 2000 Lachman, Ronald et al.
WO-200078004A2 | Dec 21, 2000 | lyer, Mahaderan et al.
WO-200139003A1 May 31, 2001 | Day, Richard et al.
GB-2354350 Mar 21, 2001 | Karmouch, Ahmed et al.

OTHER DOCUMENTS -- NON PATENT LITERATURE DOCUMENTS

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item T?
Initials* No 1 (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
publisher, city and/or country where published.

European Search Report, dated March 6, 2014, Application No. 10012965.9,
filed September 30, 2002; Dkt. No. 0093-EP-C2, 13 pgs.

DURHAM, D. etal., "The COPS (Common Open Policy Service) Protocol”,
rfc2748.txt; XP015008531; http://www.sanface.com/txt2pdf.ntml 1 Jan 2000 , 39
pgs.

STEVENS, MARK L. et al., "Policy-Based Management for IP Networks", Bell
Labs Technical Journal vol. 4, no. 4 1 Oct 1999, pp. 75-94

EXAMINER DATE CONSIDERED

Substitute Disclosure Statement Form (PTO-1449)
* EXAMINER: Inifial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to
applicant.1 Applicant's unique citation designation number (optional) 2 Applicant is to place a check mark here if English language Translation is attached

0766



PCT

WORLD INTELLECTUAL PROPERTY ORGANIZATION
nternational Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent Classification 7 :

GO6F 17/00 A2

(11) International Publication Number:

(43) International Publication Date:

WO 00/26806

11 May 2000 (11.05.00)

(21) International Application Number: PCT/IB99/01873

(22) International Filing Date: 29 October 1999 (29.10.99)

(30) Priority Data:

09/182,949 29 October 1998 (29.10.98) us

(71) Applicant (for all designated States except US): NORTEL
NETWORKS CORPORATION [CA/CA)}, World Trade
Center of Montreal, 8th floor, 380 St. Antoine Street West,
Montreal, Quebec H2Y 3Y4 (CA).

(72) Inventor; and
(75) Inventor/Applicant (for US only): WATERS, Glenn [CA/CA];
7450 Fallowfield Road, Stittsville, Ontario K2S 1B8 (CA).

(74) Agents: MCGRAW, James et al.; Smart & Biggar, 900 — 55
Metcalfe Street, P.O. Box 2999, Station D, Ottawa, Ontario
K1P 6L5 (CA).

(81) Designated States: AE, AL, AM, AT, AU, AZ, BA, BB, BG,
BR, BY, CA, CH, CN, CR, CU, CZ, DE, DX, DM, EE,
ES, FI, GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP,
KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA,
MD, MG, MK, MN, MW, MX, NO, NZ, PL, PT, RO, RU,
SD, SE, SG, SI, SK, SL, TJ, T™M, TR, TT, TZ, UA, UG,
US, UZ, VN, YU, ZA, ZW, ARIPO patent (GH, GM, KE,
LS, MW, SD, SL, SZ, TZ, UG, ZW), Eurasian patent (AM,
AZ, BY, KG, KZ, MD, RU, TJ, TM), European patent (AT,
BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, IT, LU,
MC, NL, PT, SE), OAPI patent (BF, BJ, CF, CG, CI, CM,
GA, GN, GW, ML, MR, NE, SN, TD, TG).

Published
Without international search report and to be republished
upon receipt of that report.

(54) Title: SERVER MANAGER
(57) Abstract

A method and apparatus for manag-
ing IP addressing in a network and ef-
fectively synchronizing communication be-
tween a central database and one or more
servers (such as DNS and DHCP).

BINDING
SERVER
209

CLIENT
208

206 ggg
207, —_—
SNMP
SERVER
MANAGER
201 |
TCP /cp JcP JCP

DNS DHCP DNS DHCP
SERVER SERVER| eee SERVER SERVER
2024 203A 202N 203N

0767




AL
AM
AT
AU
AZ
BA
BB
BE
BF
BG

BR
BY
CA
CF
CG

CI
CM
CN
Cu
Cz
DE
DK
EE

FOR THE PURPOSES OF INFORMATION ONLY

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT.

Albania
Armenia
Austria
Australia
Azerbaijan
Bosnia and Herzegovina
Barbados
Belgium
Burkina Faso
Bulgaria

Benin

Brazil

Belarus

Canada

Central African Republic
Congo
Switzeriand
Cote d’Tvoire
Cameroon
China

Cuba

Czech Republic
Germany
Denmark
Estonia

ES
FI
FR
GA
GB
GE
GH
GN
GR
HU
IE
IL
IS
IT
JP
KE
KG
KpP

KR
KZ
LC
LI

LK
LR

Spain

Finland

France

Gabon

United Kingdom
Georgia

Ghana

Guinea

Greece

Hungary

Treland

Israel

Tceland

Ttaly

Japan

Kenya
Kyrgyzstan
Democratic People’s
Republic of Korea
Republic of Korca
Kazakstan

Saint Lucia
Liechtenstein

Sri Lanka

Liberia

LS
LT
LU
LV
MC
MD
MG
MK

ML
MN
MR
MW
MX
NE
NL
NO
NZ
PL
PT
RO
RU
SD
SE
8G

Lesotho

Lithuania
Luxembourg

Latvia

Monaco

Republic of Moldova
Madagascar

The former Yugoslav
Republic of Macedonia
Mali

Mongolia

Mauritania

Malawi

Mexico

Niger

Netherlands

Norway

New Zealand

Poland

Portugal

Romania

Russian Federation
Sudan

Sweden

Singapore

SI
SK
SN
SZ
TD
TG
TJ
™
TR
TT
UA
UG
Us
UZ
VN
YU
W

Slovenia

Slovakia

Senegal

Swaziland

Chad

Togo

Tajikistan
Turkmenistan
Turkey

Trinidad and Tobago
Ukraine

Uganda

United States of America
Uzbekistan

Viet Nam
Yugoslavia
Zimbabwe

0768




WO 00/26806 PCT/IB99/01873

-1-

SERVER MANAGER

BACKGROUND OF THE INVENTION

1. FIELD OF THE INVENTION
The present invention relates to the field information networking and more
specifically to transmitting configuration information between a central database and one

Or more servers in a network.

2. DESCRIPTION OF THE RELATED ART

In a typical network, a server directly communicates with the central database in
order to obtain configuration information. Figure 1 illustrates an overall diagram of a
conventional Transmission Control Protocol (TCP)/Internet Protocol (IP) network 101
including one or more Domain Name Service (DNS) servers 102A - N, one or more
Dynamic Host Configuration Protocol (DHCP) servers 103A - N and a central database
104. Typically, the one or more DNS servers 102A - N and DHCP servers 103A - N on
the network transmit requests for configuration information and send configuration
updates to the central database 104. The central database 104 either transmits the
requested configuration information back to each server or it stores the configuration
updates received from each server.

In the past, organizations relied on paper based methods of managing IP
addresses in a network. DHCP simplified the management and assignment of IP
addresses to clients by eliminating the need for the network administrator to manually
configure the network. With DCHP, when a client requests an IP address in order to
communicate over the network, a DHCP server answers the request by providing
network configuration information that was obtained from a database and dynamically
assigning an IP address to the client. Each DHCP server manages a range of client
addresses and can pick any address from that range as long as it is not being used by a

another client managed by that DHCP server. Since the address is dynamically assigned,
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the client can have a different IP address each time it logs on to the network. Along with
the ability to dynamically assign IP addresses, a DHCP server also supports static IP
address that have been assigned to one particular client on the network. Based on the
configuration information received from the database, the DHCP server can
automatically assign a specific IP address to a specific client.'

DNS also simplified the management of networks by translating domain names
into IP addresses. Since the DNS server contains a list of domain names and their
associated IP addresses, a host or client can be located through by its domain name
rather than its IP address. Any given domain name could be associated with more than
one IP address and any IP address could be associated with more than one domain name.
A DNS server updates the domain name and IP address associations by periodically
polling a central database containing configuration information for the network. When a
new client is assigned an IP address by a DHCP server, the new configuration
information is stored in the central database. Each DNS servers on the network poll the
central database for configuration changes. If a new IP address was assigned to a client
managed by a DNS server, the DNS server updates the domain name with the new IP
address or updates the IP address with the new domain name.’

In mid-to large-scale networks, a significant number of transmissions between the
central database 104 and the DNS servers 102A - N and DHCP servers 103A - N occur.
Each DNS server 102A - N and DHCP server 103A - N must individually contact the
central database 104 to obtain any configuration changes made to the network that were
stored in the central database 104. If there are a large number of DNS servers 102A — N
and DHCP servers 103A - N, for example 100, on the network, a bandwidth issue is
created at the central database 104.

Therefore, it would be useful to provide an improved means of communicating

between a database and one or more servers.

SUMMARY OF THE INVENTION
A method and apparatus for managing IP addressing in a network and effectively

synchronizing communication between a central database and one or more servers (such
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as DNS and DHCP) is described. In one embodiment, a server manager acts as an
interface between the one or more servers and the central database. The server manager
also synchronizes requests for configuration information and configuration updates from
the one or more servers and transmits the requests and updates to the central database
through a single communication channel. The server manager then receives the
configuration information from the central database and sends the information to the
servers that issued the requests. The server manager also transmits the configuration
updates from the one or more servers to the central database. Periodically, the server
manager polls the central database for any changes in configuration made to the network.
If the server manager finds any changes stored in the central database, it transmits the
changes to the appropriate servers. The server manager also processes multiple requests
at one time and queues up any further requests based on the priority of the work

requested or the order in which they were recetved.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is an overall diagram of a conventional TCP/IP network.

Figure 2 is an overall diagram of a TCP/IP network as may implement the
present invention.

Figure 3 is a flow diagram illustrating the steps for a server to server manager
login process as may be utilized by an embodiment of the present mvention.

Figure 4 is a flow diagram illustrating a method for communicating configuration
information from the central database to a DHCP server through the server manager as
may be utilized by an embodiment of the present invention.

Figure 5 is a flow diagram illustrating a method for communicating configuration
updates from the central database to a DNS server as may be utilized by an embodiment
of the present invention.

Figure 6 is a flow diagram illustrating a method for retrieving any configuration
changes in the network from the delta-logging facility in the central database and
transmitting them to the servers on the network as may be utilized by an embodiment of

the present invention.
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Figure 7 is a flow diagram illustrating a method for determining the operational
status of the DNS and DHCP servers on the network and transmitting the status
information to the NMS as may be utilized by an embodiment of the present invention.

Figure 8 is a flow diagram illustrating a method for authenticating a user and
binding the user to the IP address dynamically assigned to it by a DHCP server as may
be utilized by an embodiment of the present invention.

For ease of reference, it might be pointed out that reference numerals in all of the
accompanying drawings typically are in the form "drawing number" followed by two
digits, xx; for example, reference numerals on Figure 1 may be numbered 1xx; on Figure

3, reference numerals may be numbered 3xX.
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DETAILED DESCRIPTION OF AN
EMBODIMENT OF THE PRESENT INVENTION

Figure 2 illustrates a TCP/IP network configured in accordance with the methods
and apparatus discussed hercin. Although described with reference to certain specific
embodiments, those skilled in the art will recognize that the present invention may be
practiced without some or all of these details and further, the present invention may be
utilized in alternative networks. In one embodiment, the network can contain a plurality
of servers that must access the central database in order to obtain configuration
information. In order to reduce the number communication channels going to the central
database, a server manager can be introduced. The server manager would communicate
directly with the plurality of servers and the central database and transmit any requests
from the servers to the central database. Therefore, the central database only would need
to communicate with the server manager. As will be discussed, this reduces the number
of requests which must be managed by the central database. In another embodiment of
the invention, dynamic DNS updates are possible and IP addressing is integrated with
DNS and DHCP management. All configuration changes, whether made statically,
dynamically or at remote locations, are registered in the central database and
automatically distributed to the appropriate servers. Also, DHCP redundancy guarantees
that a DHCP server is always serving a given range of client addresses. Primary and
backup DHCP servers serve the same address range which ensures that DHCP clients in
the range can always acquire an IP address. Internet Service Providers (ISP) can benefit
from the present invention because management of IP address space is simplified. DHCP
servers can act as both DHCP and Bootstrap Protocol (BootP) servers which enables
ISPs to integrate the static allocation of IP addresses to cable modems through BootP
with the dynamic allocation of IP addresses to end users through DHCP. The present
invention also will be of great importance in such applications as Voice/Fax Over IP and
Policy-Enabled Networking where a user needs an authenticated address to access
network services.

In the described embodiment, the network includes a server manager 201, one or
more DNS servers 202A - N, one or more DHCP servers 203A - N, a central database

204, a NMS 205, one or more clients 208, a Lightweight Directory Access Protocol
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(LDAP) server 209 and a LDAP database 210. The one or more DNS servers 202A-N
and DHCP servers 203A - N are coupled in communication with the server manager 201
through individual communication channels. The server manager 201 is coupled in
communication with the central database 204 over a single communication channel 206
and the NMS 205 over a single communication channel 207. The LDAP server 209 is
coupled in communication with the server manager 201 over a single communication
channel 211. However, in alternative networks, the LDAP server 209 can communicate
directly with the central database 204.

The central database 204 may be any number of conventional databases. In the
described embodiment, cither a Sybase 7.3 or 8.0, available from Sybase, Inc. of
Emeryville, CA or Oracle 11.x database, available from Oracle Corporation of Redwood
Shores, CA, is utilized to store network configuration information. The configuration
information may include DNS and DHCP parameters, other server parameters, [P
addresses, domain names, the operational status of servers that have successfully logged
in to the network and the like. In the described embodiment, the central database 204 is
relational and stores changes in configuration made to the network. Because the central
database 204 is relational, it can log any configuration changes in a separate area. For
purposes of this disclosure, the section of the central database 204 that contains the log
of changes in configuration will be referred to as the delta-logging facility. Since
changes in configuration in the network are stored in the delta-logging facility, audit
records can be kept accurately and the server manager 201 can restore the central
database 204 to a previously known state. For example, if the central database becomes
corrupted, the server manager can search the delta logging facility for the configuration
information of a previously known uncorrupted state.

In the described embodiment, the one or more DNS servers 202A - N are
Berkeley Internet Name Domain (BIND) 4.9.5 DNS servers, BIND 8. 1.1 DNS servers
or the like. These servers 202A - N communicate with the central database 204 through
the server manager 201. Each DNS server is coupled to the server manager 201 through
a TCP link. The TCP links from the servers 202A - N to the server manager 201 enable
dynamic DNS updates and dynamic DNS reconfl guration. In the described embodiment,
the one or more DHCP servers 203A - N are based on the BootP. These servers 203A —
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N also communicate with the server manager 201 through a TCP link and update the
central database 204 with changes in DHCP configuration.’ The ability of the DHCP
servers to update the central database with configuration changes enables incremental
synchronization of DNS and DHCP services. The servers that can be linked to the server
manager are not limited to DNS and DHCP servers. For example, a similar configuration
could be used to support Remote Access Dial In User Services (RADIUS), Policy and
future servers through the use of protocol server plug-in technology.

The server manager 201, DNS 202A - N and DHCP 203A - N servers described
in the embodiment may, for example, run on the operating systems and hardware

platforms given in Table 1.

Operating Minimum Minimum
System Processor Memory

Solaris 2.5, Sun Sparc 20 64 Mb
2.6

HP - UX Hewlett 64 Mb
10.x Packard 600

Windows Pentium 166 64 Mb
NT 4.0

Table 1

In the described embodiment, the DNS servers 202A - N and DHCP servers
203A - N must first login with the server manager 201. If the login process is successful,
the servers 202A - N, 203A - N must set their server id in able to issue command and
requests to the server manager 201 for processing. The following sections describe how
the servers 202A - N, 203A - N complete the login process and how they communicate
with the server manager 201. It should be appreciated that the methods described can be
performed in other ways without departure from the scope of the present invention.

Figure 3 provides a flow diagram illustrating steps utilized in the described
embodiment for a server to server manager login process. The login process is not

unique to one type of server and can be used by any server attempting to establish a
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communication channel with the server manager 201. First, the one or more DNS servers
202A - N and DHCP servers 203A - N establish a TCP link to the server manager 201,
step 301. Next, each server 202A - N, 203A - N issues a login request by providing a
userid and a password to the server manager 201, step 302. The password for each server
202A - N, 203A - N is only known by each individual server and the server manager
201.* The server manager 201 validates the userid and password by using MDS5, which
is described in detail in Rivest, R., "The MD5 Message-Digest Algorithm," Networking
Group Request For Comments (RFC) 1331, April 1992, to compute a digest value, step
303. If the password is correct, the server, for example a DNS server 2024, is logged in
to the server manager 201, step 305. If the password is incorrect, the login fails and the
server manager 201 drops the TCP link, step 304. In order to retry the login sequence,
the server 202A must reinitiate a TCP link to the server manager 201 and start the login
process from the beginning, step 301.

After logging in with the server manager 201, each DNS server 202A - N and
DHCP server 203A - N must set their server-id, step 306. Each server-id is checked
against all of the DNS and DHCP servers already coupled in communication with the
server manager 201, step 307. If the server-id 1s the same as a server-id for a server
already on the network, the TCP link for the requesting server will be dropped, step 308.
If the server-id is unique to that server, the login process is complete, step 309.

Once the DNS servers 202A - N and DHCP servers 203A - N establish a link
with the server manager 201, the servers can issue requests for configuration information
from the central database 204 or send updated configuration information to the central
database 204. The server manager 201 synchronizes all of the requests and updates from
the servers and transmits them to the central database 204. The server manager 201
monitors all the DNS servers 202A - N and DHCP servers 203A - N on the network
from a single point and acts as a single pipeline to the central database 204. For example,
when a new client 208 sends a request for an IP address to a DHCP server 203A, the
DHCP server 203A determines if it can send configuration information to the requesting
client 208. If the DHCP server 203A can give an IP address and configuration
information to the client 208, it sends host configuration information and an IP address

to the client 208. The DHCP server 203A automatically registers the new domain name,
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the IP address and the host configuration information with the central database 204
through the server manager 201. The DNS server 202A detects the new IP address
through the server manager and updates its DNS information. When the lease expires or
the client 208 leaves the network and releases the IP address, the DHCP server 203A
notifies the central database 204 of the change through the server manager 201. The IP
address is available for reassignment by the DHCP server 203A to a new client.
Therefore, the server manager 201 eliminates the need for the individual DNS servers
202A - N and DHCP servers 203A - N to establish direct communication channels with
the central database by providing access to the central database 204 through one
communication channel 206.

Advantageously, the described embodiment utilizes plug-in technology in order
to allow support for current as well as future generation servers. The DHCP server
plug-in has three functions: (1) Provides configuration information to the DHCP servers
linked to the nctwork; (2) Informs the DHCP servers of any relevant changes in the
central database; and (3) Transacts the DHCP hosts into the central database.

Figure 4 provides a flow diagram which is useful for describing a method of the
described embodiment for transmitting configuration information from the central
database 204 to a DHCP server 203A.° When the server manager 201 receives a request
for configuration information from a DHCP server 203A, step 401, it checks to see if the
server-id is zero, step 402. If the server-id is zero, the message is ignored, step 403.°
Otherwise, the server manager 201 initiates a process to retrieve configuration
information from the central database 204. The server manager 201 first receives
information, such as range and host lists, from the DHCP server 203A, step 404. It then
builds a subnet list associated with the DHCP server 203 A based on the range and host
lists, step 405. Finally, it builds a network list associated with the DHCP server 203A
based on the subnet list, step 406. The server manager 201 then requests the
configuration information from the central database 204 based on the lists provided by
the DHCP server 203A and the lists it created, step 407. The central database 204
transmits configuration information requested by the server manager 201, step 408, and
this information is sent to the DHCP server 203A requesting the configuration

information, step 409. In one embodiment, the configuration information can consist of
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(1) the global options for the network, which is sent to the requesting server and the
backup server serving the same address ranges, if DHCP redundancy is supported, (2)
the network options for each network contained in the network list that was created by
the server manager, (3) the subnet options for each subnet contained in the subnet list,
(4) the range options for each range contained in the range list and (5) the host options
for each host contained in the host list.” A benefit of processing all requests for
configuration information from the central database 204 by the DHCP servers 203A - N
in the server manager 201 is that the load on the central database 204 is reduced. The
server manager 204 eliminates the active link between every DHCP server 203A - N that
needs configuration information from the central database 204.

The server manager 201 also notifies each DHCP server 203A - N of any changes
to the central database 201. Once the DHCP servers 203A - N have logged in with the
server manager 201, the server manager 201 polls the delta-logging facility in the central
database 204 for configuration changes made to the network that would effect the DHCP
servers 203A - N coupled in communication with the server manager 201. The interval in
between polling can be either a default value or a value set by a user such as the network
administrator. In the described embodiment, the interval between each time the server
manager 201 polls the central database 204 for configuration changes is 60 seconds.
Figure 5 provides a flow diagram which illustrates a method of the described
embodiment for retrieving any changes in configuration made to the network from the
delta-logging facility in the central database 204 and transmitting them to the DHCP
203A - N servers coupled in communication with the server manager 201. Once at least
one of the DHCP servers 203A - N is communicating, with the server manager 201, the
server manager 201 queries the delta-logging facility in the central database 204, step
501, to determine if there were any configuration changes, step 502. If there were
changes in configuration, the server manager 201 issues a request to the central database
204 for the global range information, the network information, the global client pool and
each client pool and client pool entry managed by the DHCP servers 203A - N, step
503.% Depending on what configuration changes occurred in the network, the server
manager 201 retrieves the appropriate information, step 504 and distributes it to the

appropriate DHCP 203A - N servers.? If the server manager 201 finds no changes or has
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completed distributing the changes 10 the DHCP server 203A - N, it waits the set interval
of time and polls the delta-logging facility again for changes, step 501. A benefit of only
allowing the server manger 201 to pool the delta-logging facility for changes in
configuration is that the load on the network is reduced. The reduced load and reduced
amount of traffic to the database increases the overall performance of the network
because the server manager 201 automatically determines which DHCP servers 203A - N
are effected by the changes. This eliminates update requests from DHCP servers that are
not affected by the configuration changes made to the network.

The server manager 201 also processes host commit requests from DHCP servers
203A - N.'° In order to add host information to the central database 204, the server
manager 201 must determine if the domain name is available, unavailable, moving from
another host or being updated. Upon receiving a request from a DHCP server 203A to
add a host, the server manager 201 first checks if the domain is a Canonical Name
(CNAME) or primary name. If the domain is a CNAME, it fails validation and the server
manager 201 notifies the DHCP server 203A that the domain is unavailable." If the
domain does not exist in the central database 204, the label'? may be assigned to the host
and the server manager 201 notifies the DHCP server 203A that the domain is available.
If the client-id of the host requesting the label is the same as the client-id of the host in
the central database 204 that owns the label, the label may be assigned to the requesting
host and the server manager notifies the DHCP server 203A that the domain is available.
If the host in the central database 204 is static, the label can't be used and the server
manager 201 notifies the DHCP server 703A that the domain is unavailable. If the IP
addresses match, the label is updated and the server manager 201 notifies the DHCP
server 203 A that the domain has been updated. If the 1P addresses do not match, the
label is moved to the requesting host and the server manager 201 notifies the DHCP
server 203A that the domain has been moved. If the client-id of the host requesting the
label is not the same as the client-id of the host in the central database that owns the
Jabel, the label is in use and may not be assigned to the host. The server manager 201
notifies the DHCP server 203A that the domain is unavailable. If the server manager 201
determines that the domain name is available, the server manager adds the new host to

the network by (1) setting the host IP address; (2) assigning a client-id to the host; (3)
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setting the hardware address; (4) setting the DHCP server-id; (5) assigning a lease expire
time; and (7) determining a domain name." The server manager 201 will then validate
all of the above information. If the validation fails, the server manager 201 notifies the
DHCP server 203 A that the host commit failed, otherwise the server manager 201
notifies the DHCP server 203A that the host has been committed and transmits the host
information to the central database 204.

The DNS server's plug-in has two functions: (1) Provides format configuration
information to the both the BIND 4.9.5 DNS servers and the BIND 8.1.1 DNS servers;
and (2) Informs them of the relevant changes in the central database. Figure 6 provides a
flow diagram which is useful for describing a method of the described embodiment for
communicating configuration updates from the central database 201 to a DNS server
202A." When the server manager 201 receives a configuration update message from a
DNS server 202A, step 601, it checks to see if the server id is valid, step 602. If the
server-id is NULL, the message is ignored, step 603. However, if the server id is a valid
domain name and the version number is valid, the server manager 201 receives the
primary and secondary zones managed by the DNS server 202A, step 604. The server
manager 201 then issues a configuration update request for each zone managed by the
DNS server 202A to the central database 204, step 605. The central database 204
transmits the configuration information for each zone to the sever manager 201, step
606. The server manager 201 then transmits the updated configuration information to the
DNS server, step 607. For each primary forward zone, the server manger 201 sends the
Start of Authority (SOA) record, name servers of the zone, the A record,” RR record,
option record, CNAME record and the glue record with the subzones to the DNS server
202A.'° For each primary reverse zone, the server manager 201 sends the SOA record,
name servers of the zone, the PTR record for each subdomain of the zone and the glue
record with the subzones to the DNS server 202A. For each secondary zone, the server
manager 201 sends that zone transfer list to the DNS server 202A. Finally, the server
manager 201 sends information about the root server on the network to the DNS server
202A."

The server manager 201 also polls the delta-logging facility in the central

database 204 periodically to determine if there were any changes in configuration made
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to the network that would effect the DNS servers 202A - N. The process of polling the
delta-logging facility in the central database 204 for the DNS servers 202A - N is similar
to the process previously described in Figure 5 for the DHCP servers 203A-N.
However, the server manager 201 requests the primary and secondary zone information,
the primary forward and reverse zone information, the subzone information for each
subzone not managed by a DNS server and the subdomain of one of the primary zones
managed by the DNS server. Once the server manager 201 retrieves this information, it
transmits the relevant information to the appropriate DNS servers 203A - N."”® This
method has a similar benefit, as described above in the DHCP section, in that DNS
servers that are not effected by the configuration changes will not be polling the central
database 204 for changes since the only server manager 201 is coupled in
communication with the central database 204.

The server manager 201 can process multiple requests or commands at the same
time. However, the number of requests or updates that the server manager 201 can
process at the same time is determined by the machine that it is running on. Therefore,
the server manager 201, as used by the described embodiment, prioritizes what it
processes based on the type of work requested. The server manager 201 services the
requests and updates in the following order: (1) get configuration requests from the
DCHP servers; (2) polling the central database for any configuration changes in the
network; (3) configuration update requests from the DNS servers; and (4) removing
Jeases for IP addresses when they expire.'” Prioritizing based on the type of work
requested is not the only method available for the server manager 201 to process
information. It could also process the information based on a first-in first-out method.
For example, the first request or packet of information received by the server manager
201 would be processed first and the last request or packet of information received by
the server would be processed last.

The server manager 201 also has the ability to actively manage the DNS 202A to
202N and DHCP 203A - N servers and report their operational status to the NMS 205.In
the described embodiment, the NMS 205 communicates with an agent, the server
manager 201, to keep track of the network statistics and resources. Network

administrators can use the NMS 205 to view the real-time operating status of the DNS
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202A - N and DHCP 203A - N servers that are linked with the server manager 201.In
one embodiment, the NMS 205 could be a graphical user interface (GUI) running on a
powerful computer such as a workstation. Figure 7 provides a flow diagram which
illustrates a method of the described embodiment for determining the operational status
of the DNS 202A - N and DHCP 203A - N servers on the network and transmitting, the
status information to the NMS 205. The server manager 201 polls the servers every 40
seconds to determinc if the server is still running or if it has stopped, step 701.2° The
server generates an alarm or warning to indicate its operating status and communicates
the message to the server manager 201, step 702. The message could contain information
such as a key word to trigger the correct plug-in, the severity of the alarm, the specific
server-id, and an alarm code to indicate the problem. The server manager 201 queues up
the reports from the servers along with any other requests that it receives and attaches a
database time stamp to each one. The server manager 201 then communicates the alarms
to the central database 204 and to the NMS 205, step 703 2" The alarms are sent to the
NMS 205 through a Simple Network Management Protocol (SNMP) trap. The traps
could contain information such as setting the server status to up when the server
successfully establishes a TCP link with the server manager 201, setting the server status
to down when the TCP link between the server and the server manager is dropped and
setting the server status to failed login when the server successfully establishes a TCP
link with the server manager 201 but tried an invalid login. These traps can then be
viewed from the GUI by the network administrator. The advantage to using the server
manager 201 for active server management is that the server manager 201 can detect
when a server has crashed. In some embodiments, multiple servers are rurming on the
same hardware. If the hardware is still running but one of the servers has crashed, the
server manager 201 can detect the change through the TCP link which will be dropped if
the server crashes. When the TCP link is started or dropped, the server manager_ 201
generates an exception, such as the described SNMP traps, to the NMS 205. Therefore,
the network administrator is able to determine if a server has gone down if the hardware
is still operational.

The present invention also allows a user to be authenticated and binds the user to

the IP address that was given to it by the DHCP server on the network. Figure 8
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provides a flow diagram which illustrates a method of the described embodiment for
authenticating a user and binding the user to their current address. First a client 208
requests an IP address from the DHCP server 203N on the network, step 801. The
DHCP server 203N dynamically assigns the client 208 an IP address before it has been
authenticated, step 802. The client 208 then issues a registration request with the binding
server 209 and communicates its userid, password and the [P address it just obtained
from the DHCP server 203N to the binding server 209, step 803. The method of
communication used by the client in the described embodiment is the Hyper Text
Transfer Protocol (HTTP) but alternative methods can be used. Currently the client does
not provide itself with a userid or password. However, two examples of methods for the
client to obtain its userid and password are to have the user goto a World Wide Web
(WWW) page or download a Java applet to obtain information from a PC or workstation
which could modify the operating system to automatically provide it. The binding server
209 then authenticates the userid, password and IP address through an LDAP request to
the LDAP database 210, step 804. The LDAP request searches the LDAP database 210
for the userid, password and the possible IP addresses that the DHCP server 203N could
assign, step 805. The LDAP database 210 is organized in a tree hierarchy. For example,
the root of an Internet address is at the top and the common name associated with the
user is at the bottom. The LDAP database 210 is accessible through an open, standards
based protocol such as TCP. If the information is found in the LDAP database 210, it
notifies the binding server 209 that the user credentials were verified by returning the
authenticated credentials, step 807.% The binding server 209 then sends the
authenticated credentials to be stored in the central database 204, step 808. In the
described embodiment, the binding server 209 communicates with the server manager
201 over a single channel 211 to store the credentials in the central database 204.
However, the binding server 209 could also communicate directly or through some other
device with the central database 204 in order to store the authenticated credentials.

The present invention as utilized in the described embodiment authenticates the
actual userid/password and address combination. Applications such as Voice/Fax over 1P

and Video Conferencing can benefit from the present invention because routing and
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bandwidth considerations are based on source and destination addresses. Therefore,
deciding which users can access the network services requires authenticated addresses.
Thus, method and apparatus for transmitting configuration between a central
database and one or more servers through a server manager on a network has been
described. Although the present invention has been described with specific reference to a
number of details of the preferred embodiment and with reference to Figures 1 through
8, it will be apparent to those skilled in the art that a number of modifications and
various variations may be employed without departure from the scope and spirit of the

present invention.
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CLAIMS

What is claimed is:

1. A network comprising:
(a) a database accessible by one or more servers; and
(b) a server manager coupled in communication with the database and the one or

more servers.

2. The network as recited by claim 1 wherein the database is a relational

database.

3. The network as recited by claim 2 wherein the database stores configuration
information for the network and logs configuration changes made to the network in a

delta-logging facility within the database.

4. The network as recited by claim 3 wherein the logging of the configuration
changes made to the network allows the database to be restored to a previously known

state.

5. The network as recited by claim 1 wherein the server manager synchronizes
all communication to and from the one or more servers and acts as a single pipeline to

the database.

6. The network as recited by claim 1 wherein the server manager polls the

database and communicates changes made to the database to the one or more servers.
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7. The network as recited by claim 1 wherein the server manager receives
updated information from the one or more servers and transmits the updated information

to the database.

8. The network as recited by claim 1 wherein the server manager services

multiple work requests at one time and queues up any further requests based on priority.

9. The network as recited by claim 8 wherein the server manager prioritizes the
requests in-the following order:

(a) get configuration requests from the one or more servers;

(b) polling the database for the configuration changes;

(c) configuration update requests from the one or more servers; and

(d) removing leases for Internet Protocol (IP) addresses when expired.

10. The network as recited by claim 1 wherein the server manager processes
multiple requests at one time and queues up any further requests based on first-in

first-out priority.

11. The network as recited by claim 1 wherein the one or more servers is
selected from the group consisting essentially of a Domain Name Services (DNS),
Dynamic Host Configuration Protocol (DHCP), Remote Access Dial In User Services
(RADIUS), or Policy server.

12. A server manager configured as an interface between a database and one or

more SCrvers.

13. The server manager as recited by claim 12 further configured to synchronize
all communication to and from the one or more servers and act as a single pipeline to the

database.
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14. The server manager as recited by claim 12 further configured to poll the

database and communicate network configuration changes to the one or more servers.

15. The server manager as recited by claim 12 further configured to receive
updated information from the one or more servers and communicate the updated

information to the database.

16. The server manager as recited by claim 12 further configured to processes

multiple requests at one time and queue up any further requests based on priority.

17. A server configured to access information from a database through a server

manager.

18. The server as recited by claim 17 wherein the server manager enables

dynamic updates and dynamic reconfiguration of the server.

19. The server as recited by claim 17 wherein the server manager enables

incremental synchronization of the servers through updates of changes in configuration.

20. The server as recited by claim 17 wherein the server manager receives
requests for the information in the database from the server and transmits the information

from the database to the server.

21. A method of communicating information between a database and one or
more servers through a server manager comprising the steps of:

() receiving at the server manager requests for the information stored in the
database and information updates from the one or more servers;

(b) communicating by the server manager the request for the information stored
in the database and the information updates from the one or more servers to the database;

(c) receiving at the server manager the requested information from the database.
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(d) transmitting by the server manager the requested information to the one or

IMOre servers.

22. The method as recited by claim 21 further comprising the step of polling the
database by the server manager for configuration changes in a network and

communicating the configuration changes in the network to the one or more servers.

23. A widely-distributed IP network comprising:
(a) a database accessible by one or more DNS and DHCP servers; and
(b) a server manager configured as a central control for the database and the one

or more DNS and DHCP servers.

24. The widely-distributed IP network as recited by claim 23 wherein the server
manager monitors and controls the database and the one or more DNS and DHCP

servers.

25. The widely-distributed IP network as recited by claim 23 wherein the server
manager controls the database and the DNS and DHCP servers in dynamic configuration
of the IP addresses.

26. A server manager configured as a central control for a database and one or

more DNS and DHCP servers in a widely distributed IP network.

27. A server manager as recited by claim 26 further configured to monitor and

control the one or more distributed DNS and DHCP servers.

28. A server manager as recited by claim 26 further configured to manager [P

services in dynamic configuration of IP addresses.
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DYNAMIC POLICY MANAGEMENT APPARATUS AND METHOD
USING ACTIVE NETWORK DEVICES

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to establishing and enforcing system policy on a network;
and more specifically to systems employing dynamic policy management using active

networking devices to establish and enforce system policy.

Discussion of the Related Art

The Internet has grown significantly over the past several decades, yet there are signs
that applications would benefit from a richer set of Internet services. For example, the
expected growth in voice over IP (VoIP) traffic on the Internet will change its overall traffic
characteristics. While up to now real-time delivery requirements for IP traffic have been rare,
VoIP packets must be delivered within fairly strict time constraints. Since the volume of
VoIP traffic is likely to grow into a high percentage of Internet traffic, the services required
by the Internet will change. As other real-time traffic, such as that supporting video, becomes
prominent, the effect on Internet services will be even more dramatic.

The growth of the Internet and the use of IP based technology has also created a
corresponding growth in the number of systems administrators must manage. This scaling
problem is being addressed by the use of policy based management systems, whereby
administrators specify what should happen and leave it to the policy management system to
determine procedures to implement the policy.

The system administrators' task of administering policy is even further complicated by
legacy systems. As networks evolve, older equipment, i.e., legacy systems, remain that may
not be able to participate in a particular management policy. Alternately, legacy systems may
be able to participate, but the methods required to execute the policy are different, thereby
complicating the implementation of the policy. Because of the variety of devices and legacy

systems, the complexity of implementing a management policy makes it difficult to establish

0800



10

15

20

25

30

WO 00/41091 PCT/US99/28199

the policy across all layers and device types of the network, and particularly difficult to
maintain such a policy management system even if it could be successfully implemented.

Typically in the prior art a central management station that dispatches instructions to
the network devices as needed controls the policy management. The instructions may be
very basic, such as telling the device to shut down, or very complex requiring the device.
Often the instructions are in response to repetitive processes that are executed periodically,
i.e., daily or weekly, or on the occurrence of some event. If system congestion is high or the
management system is inoperative, the appropriate action may not be taken, thereby creating
system performance degradation; and in the worse case scenario this could lead to system
failure.

Accordingly, it is desirable to implement a policy management system which allows
for system policy to be executed and maintained at the network device level across layers of

network systems and protocols.

SUMMARY OF THE INVENTION

Accordingly, the present invention is directed to a dynamic policy management
apparatus and method using active network devices that provide for policy enforcement.

The present invention provides a system for providing policy management in a
network that includes passive nodes and active nodes operating in multiple protocol layers
and having enforcement functions. A variety of network devices, i.e., nodes or active nodes,
such as routers, remote access equipment, switches, repeaters, network cards, and end system
processes having security functions, are configured to contribute to the implementation of
policy enforcement in the network. By distributing policy enforcement functionality to a
variety of network devices and end systems, a pervasive policy management system is
implemented. The policy management system includes a policy implementation component
that accepts policy, i.e., instructions or rules that define how the network device should
behave when confronted with a particular situation. The policy enforcement is performed by
network devices having tools and resources to execute the active packets distributed
throughout the network to enforce the defined policy. The policy being implemented can be
implemented across multiple protocol layers and must be coordinated by the policy
management system such that particular devices enforce that part of the policy pertinent to

their part of the network.
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For example, a router in the network enforces that part of the policy that is pertinent
to those systems and network devices whose traffic might traverse the router. A switch
enforces that part of the policy that is pertinent to those systems and network devices whose
traffic traverses the switch. A repeater enforces that part of the policy that is pertinent to
those systems and network devices whose traffic traverses the repeater. A network interface
card with processing resources (smart NIC) enforces that part of the policy that is pertinent to
the system or device to which it is connected. In addition, other parts of the network are
included in the policy management hierarchy, such as end system operating systems and
applications, remote access equipment, nethrk management systems for controlling network
traffic and monitoring network traffic, and other auxiliary systems such as name services and
file services are included in the collection of network devices that are called upon to enforce a
portion of the policy being implemented by the present invention.

To implement the system policy a network manager uses a management station to
specify policy for a network. The management station employs a policy definition system
(PDS) supporting a policy definition language (PDL) to create a programming language
active packet, which represents at least one rule of the policy, which is then encapsulated in
preparation for transmission to the active network devices. The active packet includes, but is
not limited to, an object-oriented programming language, such as C++, CAML, JAVA, and
Python, having objects and scripting programming language, such as Practical Extraction and
Report Language (PERL), Tool Command Language (TCL), or employing shells, e.g. Unix
supports Bourne shell, Korn shell, and C-shell code. The active packet is stored in an active
packet file on a memory device and the file is optionally signed with a digital signature. The
active packet file is either deposited in a network directory, or other distributed database, or
sent through the network to the enforcement device and stored in its memory. The
enforcement device is signaled when a new policy, represented by the active packet file, for it
is available. The signal may contain the active packet or it may inform the device to find the
active packet in a network directory or distributed database.

After the enforcement device obtains the active packet file, it is optionally verified via
the signature to determine the privileges the active packet should be granted. The active
packet file is then extracted from the memory location and the active packet is prepared for
execution. The enforcement device checks to see if it has the implementing code (at least one

variable, method, and/or data) for the active packet loaded in its memory. If not, the
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enforcement device obtains the code from a distributed database or directory, or another
enforcement device, or similar memory device.

The policy definition language comprises a mobile programming language which in
turn includes, but is not limited to, object-oriented and scripting programming languages. If
the mobile programming language is an object-oriented language then the active packet
comprises an active object, i.e. code plus data, normally referred to just as an object. For
each object a thread of execution is established, and the object is executed. The object then
uses the services available to it on the enforcement device to enforce the policy or a portion
of the policy. If the mobile programming language is a scripting programming language then
the active packets comprises active code, normally referred to just as code. The code along
with an interpreter for interpreting the code is transferred to the enforcement device. The
code then uses the services available to it on the enforcement device to enforce the policy or a
portion of the policy. Several enforcement devices may be utilized to execute a certain
policy. Therefore, a particular enforcement device may only enforce a portion of the policy.

The reader should note that the remainder of the disclosure will primarily focus on
active packets comprising objects. Those of ordinary skill in the art will appreciate that
substantially the same processes and procedures applicable to active objects are applicable to
active code. Throughout the disclosure any reference made to an object, unless otherwise
stated, refers to an object-oriented object and any reference made to code, unless otherwise
stated, refers to a code associated with a scripting programming language.

The management station software provides the system administrator with resources to
input a list of rules describing the policy to be enforced on a network. The management
station PDS is a software product that creates one or more programming language active
packets as previously explained, which represent the rules. The objects, once created, are in a
ready-to-run state and are invoked by a thread of execution to implement the processes that
they represent. The invocation of the object establishes a thread that can execute
independently of other processes running on the various network devices. A process can
have several threads running concurrently, each performing different jobs such as waiting for
events to occur or performing some other time consuming task. When a thread has finished
its job, the thread is suspended or destroyed and the resources utilized are returned to the
system.

After the creation of one or more objects, the management station software will

encode the objects into a transportable format. Upon the completion of the encoding, the data
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identifying the code that the objects need in order to be executed is associated with the
encoded transportable objects. After storing the objects to an object file, the management
station software will optionally sign the file. The purpose of signing the file is to allow the
enforcement device to decide which rights and privileges to grant the objects when they are
executed on the enforcement device.

The optionally signed file can either be deposited in a on a storage device, which
includes but is not limited to a directory server or distributed database, or sent to the
enforcement device via the network. If the file has been deposited in a directory server or
distributed database, the management station will either provide the enforcement device with
the address to the storage location or the device will know to retrieve the file at a specified
location. The notification that an object file is available for the enforcement device can occur
in many ways including, but not limited to, the changing of a state or variable that the
enforcement device monitors.

If the enforcement device receives a signal indicating that a new policy, represented
by the object file, is available for it on a directory server or distributed database, it will
retricve the object file. Upon retrieval or receipt of the object file, the enforcement device
will extract the object file contents.

The enforcement device will optionally verify the signature of the object file, as
previously stated, to determine which of its base services that it will allocate to the objects in
the signed file to utilize in the implementation of its proscribed functions. The enforcement
device will then examine the data within the file which specifies the code required by the
objects. If it does not have the code stored in its memory, it will extract the code or a
reference to the code from the file. If the code is in the enforcement device's memory it is
then loaded into its program memory and executed. Otherwise, the device uses the reference
to retrieve the code from a directory server or distributed database.

The present invention provides distinct advantages over the prior art, in that
traditionally, policy is represented as flat data, requiring an enforcement device to understand
its syntax. If this syntax changes, either to add new kinds of policy terms or to restructure the
representation, all enforcement devices must be reprogrammed to parse the new syntax.

With the present invention, the contract between the network device and network
management system involves only the methods that a policy object exports. Thus, new

methods can be added to an object class that control new aspects of policy without affecting
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legacy enforcement devices. Also, the internal representation of policy may change without
affecting either the network management station or the enforcement device.

The present invention further supports a process called co-location, which enables the
objects to be distributed with their code, or references to their code that implements the
policy, throughout the network. Co-location enables new policy implementations to be
distributed to devices without changing the underlying base implementations of the devices.
For instance, legacy systems would have to be re-booted in order for new policy
implementations to be enabled. Co-location permits the legacy systems to continue their base
functions undisturbed while a new policy is implementation is distributed to the enforcement
devices.

Another advantage of the present invention is the separation of policy rule
enforcement, which is accomplished by creating an independent thread for each object
representing a particular rule. Network administrators can independently stop or start the
enforcement of each rule in the policy specification without affecting the enforcement of
other polices in the specification.

Additional features and advantages of the invention will be set forth in the detailed
description which follows, and in part will be apparent from the description, or may be
learned by practice of the invention. The aspects and other advantages of the invention will
be realized and attained by the structure particularly pointed out in the written description and
claims hereof as well as the appended drawings.

To achieve these and other advantages and in accordance with the purpose of the
present invention, as embodied and broadly described, the present invention can be
characterized according to one aspect as a system providing dynamic policy management in a
network, including a management station coupled to said network, the management station
including resources to store data defining policy rules for a device in the network. Resources
in the management station are included for producing an active packet including at least a
variable and a method, in response to the data defining the policy rule, the active packet
having a format. Resources in the management station are included for sending the active
packet to the network device adapted to read and execute the active packet according to the
format.

Another aspect of the present invention can be characterized as a system for dynamic
policy management in a network, including a network device coupled to said network, the

network device including resources to receive an active packet representing a policy rule

6

0805



10

15

20

25

30

WO 00/41091 PCT/US99/28199

from a second device in the network, the active packet having a format; resources in the

network device for decoding the active packet according to the format, the active packet
including a variable and a method; and resources in the network device for executing the
active packet.

A further aspect of the present invention can be characterized as a system for dynamic
policy management in a network including a management station and a network device
coupled to said network, wherein the management station includes:

1) resources to store data defining a policy rule for a device coupled to the network;

2) resources in the management station for producing an active packet including a
variable and a method in response to the data defining the policy rule, the active packet
having a format; and

3) resources in the management station for sending the active packet to the network
device, wherein the network device includes resources to receive, decode, and execute the
active packet according to the format.

A still further aspect of the present invention can be characterized as a system
providing dynamic policy management by a method, the system, including an interface
adapted to receive instructions characterizing policy regarding control of a network; and an
active node connected to the interface which provides a packet to the network, the packet
including one of a variable and a method and a reference to the variable and the method,
executable on the network to set up a process to enforce at least a portion of the policy.

Another aspect of the present invention can be characterized as a system for dynamic
policy management in a network, including a network node adapted to receive a packet,
created by a first process, representing policy for control of a network; and resources in the
network node capable of executing a packet including one of a variable and a method and
instructions to locate the variable and the method, executable on the network node to enforce
a portion of the policy.

An additional aspect of the present invention can be characterized as a system for
dynamic policy management in a network, including an active node and a network node
coupled to said network, wherein the active node includes:

A) resources to store data defining a policy rule for a device coupled to the network;

B) resources in the active node for producing a packet including a variable and a
method in response to the data defining the policy rule; and

C) resources in the active node for sending a packet file containing one of the packet
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and a reference to the packet to the network node, wherein the network node includes
resources to receive, decode, and execute the packet.

It is to be understood that both the foregoing general description and the following
detailed description are exemplary and explanatory and are intended to provide further

explanation of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are included to provide a further understanding
of the invention and are incorporated in and constitute a part of this specification, illustrate
embodiments of the invention and together with the description serve to explain the
principles of the invention. In the drawings:

Fig. 1 is schematic diagram illustrating the interconnections of the management
station, the network and the enforcement devices of the present invention;

Fig. 2 depicts a general-purpose computer and its resources of the present invention;

Fig. 3 is a flow diagram illustrating the process steps performed by the software
product for creating and storing the objects of the present invention;

Fig. 4 illustrates a stored file of objects and their references to the methods and data
necessary to execute the object of the present invention;

Fig. 5 illustrates a hierarchy of systems executing multiple software products of the
present invention; and

Fig. 6 is a flow diagram illustrating the process steps of the software product for

deserializing and executing objects of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Reference will now be made in detail to the preferred embodiments of the present
invention, examples of which are illustrated in the accompanying drawings.

Fig. 1 illustrates a schematic diagram of a general network and its connected network
devices. The management station 100 comprising an interface 101 is connected to network
110. Network 110 can be a WAN, LAN, INTERNET, or similar type network wherein
devices are inter-connected and control, i.e., policy, is desired. The intermediate network

devices, such as switch 120, smart NIC, 130 and 180, repeater 140, router 160, bridge 170
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and hub 190 are connected to network 110. Peripheral devices such as fax 150, include but
are not limited to, printers and modems are connected to any one of the intermediate devices.
The intermediate network devices are coupled to an active packet (AP) exécution engine, as
depicted in Fig. 1, which provides resources for executing an active packet created by the
management station 100 pursuant to the policy definition language (PDL) and transferred to a
network intermediate or end device.

Fig. 2 illustrates the resources of management station 100 and Fig. 3 depicts a flow
diagram of the process steps executed by the PDS software product utilized by the
management station 100 of the present invention.

The system administrator inputs instructions representing policy through a interface
101, which includes but is not limited to a graphical user interface GUI, of management
station 100. As shown in Fig. 2, the management station 100 comprises a general purpose
computer operating pursuant to a first software product providing a user interface for
inputting instructions representing system policy. The general-purpose computer includes,
but is not limited to, an IBM, IBM-clone, UNIX workstation, Macintosh, Sun Microsystems,
or similar computer capable of executing an policy definition system. The management
station 100 operates pursuant to an operating system including, but not limited to, Windows
or Windows NT, UNIX, OS/2, Mac OS 8.0 or similar operating system.

The management station 100 includes a processor 210, memory 220 running a
general-purpose operating system, and an engine operating pursuant to PDS software 230
such as JAVA Virtual Machine operating pursuant to JAVA. The management station 100
further includes a graphical GUI engine 240 and a smart NIC 250 which provides access to
the network 110. The system administrator proceeds to input the instructions representing
policy in the form of rules. The rules can be generated at the time of the input and saved for
future reference or they may have been previously generated to handle specific policy
situations and stored in the memory 220 or some other memory device connected to network
110 for later access. In one embodiment basic rules are pre-determined and selected from a
table and populated with at least one variable and a method using the GUI 240 and stored in
memory 220.

For example, the system administrator may decide that the system traffic is very
heavy on Mondays and Fridays causing system congestion, resulting in a degradation of
system performance. The administrator can implement a policy whereby Internet access may

be limited or totally eliminated during working hours on Mondays and Fridays. The policy
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will be created and dispatched to the appropriate network devices to effectuate this policy. In
Fig. 1 this may be the smart NIC/AP engine combination 130, Router/AP engine combination
160, or Switch/AP engine combination 120 working alone or in combination to effectuate the
policy for disabling Internet access on the dates and times in question. The reader should
note that from this point on in the disclosure that a reference to switch 120, smart NIC 130,
repeater 140, router 160, bridge 170, and hub 190, of Fig. 1, also includes the AP engine that
the aforementioned devices are in communication with.

The rules contain a variety of information necessary to effectuate the current policy or
policies dictated by the system administrator. For instance, the rules may contain information
which includes, but is not limited to, network and transport layer source addresses, network
and transport layer destination addresses, protocol(s), time of action, conditionals, e.g. if time
of day is between 8:00 a.m. and 5:00 p.m. disable Internet access, and other variables related
to the execution of the policy by the network devices.

The process steps, performed by the software product running on management station
100, for the transformation of the rules to active packets will be described with reference to
the flow diagram of Fig. 3 and process steps 310 through 380 illustrated therein. The AP
engines depicted in Fig. 1 are devices capable of executing active packets, operating
independently of the legacy systems supporting the network devices, and are configured as
shown in Fig. 5. A discussion of the AP engine and its interrelationship with the base
operating system will now ensue before continuing with the detailed description of the
present invention.

In Fig. 5 the legacy systems 510 perform base services 520, which include, but are not
limited to, recognizing input from the keyboard, sending output to the display screen, keeping
track of files and directories on the memory devices, and controlling peripheral devices. The
legacy systems can also perform policy enforcement, but require the system to be rebooted to
purge the system of any currently executing policy. The AP engine is a self-contained
operating environment that behaves as if it is a separate computer, i.e., similar in many
respects to a virtual machine (VM). An example of a special type of AP engine is the JAVA
Virtual Machine (JVM), which executes active packets. Since JAVA is an object-oriented
language, the active packets executed by the JVM are JAVA objects. JAVA objects and
JAVA applets are executed by the JVM on a level above the host operating system, i.e.,

legacy system.
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The AP engine design has two main advantages: 1) System independence, wherein an
application, i.e., active packet, will run the same regardless of the hardware and software
underlying the system, hence, an active packet formatted to execute on the AP engine can
also be executable by a VM or a JVM; and 2) Security, since the AP engine has limited or no
contact with the operating system, there is little possibility of an active packet damaging files
or applications running on the legacy systems 510; this approach allows for the dynamic
transfer and execution of active packets, i.e., objects or codes, without having to reboot the
AP engine or legacy system, thereby interrupting the base services 520 being provided by the
legacy systems 510. »

As shown in Fig. 1 and the flow diagram of Fig. 3, the rules are inputted into
management station 100 pursuant to step 310. After entering the rules, the rules are
transformed into objects at step 320, each object having a format. The format comprises a
data structure established according to and AP executable representation particular to the
network device that will enforce the policy. Objects are higher level representations of the
policy to be enforced by the enforcement devices 120, 130, 140, 160, 170, or 190 distributed
throughout the network. In a preferred embodiment the created objects are active objects.

The rules are then transformed into objects by instantiation of classes in the
management station 100 pursuant to the step 320. At step 330 the object is encoded. Ina
preferred embodiment the encoding is encapsulation. Encapsulation is a process whereby the
objects representing one or more rules representing a policy is encoded making the object
transportable. The encoding process removes the environment specific parameters from the
object, thereby making it mobile. In a most preferred embodiment, the JAVA method of
serializing the object is the encoding method employed. Programming languages which
support the creation of objects, include, but are not limited to, JAVA, C++, CAML, Python,
and Smalltalk.

At step 340 the software optionally signs the object file. The purpose of the signature
is to provide the enforcement devices with information to allocate rights and privileges to the
objects contained within the object file when the object or objects are executed on the
enforcement device, i.e., one of the network devices 120, 130, 140, 160, 170, or 190 of Fig. 1.
In a preferred embodiment the signature comprises a digital signature.

At step 350 the software stores the file on a memory device containing the objects
along with their references to variables and methods necessary to execute the objects. A

typical object file is depicted in Fig. 4, wherein the encoded object and references to the
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encoded object are stored to a file or archived. The object file and its variables and any
required methods for execution can be stored on a common memory device or on a directory
server or distributed database. The object file and its variables can also be stored on
management station 100, the network 110, or one of the policy enforcement devices as long
references are provided so that the policy enforcement devices can access the appropriate
memory device address to retrieve the necessary data for execution.

At step 360, the management station 100 signals the policy enforcement device that
new policy, in the form of an object file, is available. Management station 100 either
forwards the object file containing the requir_ed variables and methods or references to the
variables and methods to execute the object and enforce the policy to the network 110 or to
some other memory device, i.e. directory server, distributed database, etc., pursuant to step
370. It should be noted that since the network 110 generally operates on several levels each
requiring different protocols that the variables and methods must be formatted, with the
appropriate data structures and protocol, at ménagement station 100 by the PDS software.
The formatting is necessary to accommodate the myriad parameters necessary for a
successful transmission and execution of the object and hence the enforcement of the specific
portion of the policy assigned to that network device.

The technique of using objects to represent and enforce policy permits the dynamic
modification of policy without having to reboot the enforcement device to purge it of a
previous policy. Multiple policy rules are capable of being supported concurrently on each
network device equipped with an AP engine. In the event that inconsistent policy rules are
scheduled to be executed on the same enforcement device, several alternatives are available.
A first or last in time approach can be taken wherein either the first policy rule or last policy
rule provided to the enforcement device will take priority.

If the first in time approach is taken, the object representing the new policy rule may
be loaded into memory, but the system resources will not be allocated to it until the first
process is concluded. In the latter approach the first process may be terminated and its
variables and states along with the attendant resources allocated to its execution are returned
to their initial states before the execution of the new policy rule. Other approaches, as
determined by the system administrator, can be implemented to overcome conflicts between

objects and will be apparent to persons of ordinary skill in the art, and therefore will not be

discussed at this time.
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An example of the above process will now be given. The system administrator at
management station 100 inputs a rule to discontinue traffic between hub 190 and the users
attached to that node. The rule in question is selected from a table accessed by a GUI 101
being executed on management station 100. The rule is then converted into an object,
encoded with the proper format, i.e., data structures and protocol for the network device or
devices that it is intended to be executed on, then saved into an object file, which is digitally
signed. The object file along with any implementing code or data is sent to the network 110
to be stored. In this example the object file and its attendant code, here code refers to the
methods and data necessary to execute the object in the file, will most likely be sent to hub
190, or router 160, or stored at the management station 100 in the memory 220. It should be
noted that storing the object at management station 100 is not the preferred storage location.
This is because if management station 100 is busy because of system congestion or loses its
connection to the network 110 then the code and/or object necessary to effectuate the policy
by the network devices 160 or 190 will not be accessible.

Either hub 190 or router 160 can enforce the policy established by the system
administrator. Router 160 could perform a primary or secondary function or it could
complement hub 190 by enforcing a portion of the policy. Conversely, the object could be
designated as private code signed such that only hub 190 or router 160 is permitted to access
and execute the object file. The network devices have resources, i.e., logic, to receive and
read the object provided by the management station 100 thereby determining access and
execution rights and privileges. The following discussion will be premised on hub 190 being
the only network device involved in this particular policy enforcement.

Fig. 6 depicts a flow diagram of the process steps performed and an execution
environment set up by the software running on the AP engine at hub 190. At step 610, the
AP engine is signaled that a new object or objects are ready for its use and execution.
Pursuant to step 620 hub 190 accepts the object file or instruction to retrieve the object file
and any code necessary to execute the object in the file. The object file signature is
optionally verified, pursuant to step 630, and an execution environment 640 is established to
execute the object.

The establishment of the execution environment step 640 is to provide base services
to the object for its use in its execution. This will include, but is not limited to, setting and
clearing filters, setting and clearing timers, reading and writing states within the network

device related to congestion, priority-based forwarding, and similar operations. The AP
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engine is capable of executing multiple objects concurrently on hub 190. Pursuant to step
650 hub 190 will then decode the object, i.e., examine the data within the object which
specifies the variables and methods required for that object, and access its memory for the
variables and methods necessary to execute the object. If the variables and methods required
by the object are not available in its memory, it will then retrieve and extract the variables
and methods from the appropriate memory device, i.e., directory server or distributed
database, using the references provided within the object by management station 100. As
previously noted, the object may be designated as a private code and only accessed and
executed by a particular network device.

After having retrieved the necessary methods and data to execute the object the object
will be executed pursuant to step 660. In a preferred embodiment the decoding process is a
method of unwrapping the encapsulated object. In a most preferred embodiment the
decoding process is the JAVA method of de-serializing the object. The thread of execution
associated with each object will then be executed invoking the method that the object
implements, thereby providing hub 190 with the resources and functionality necessary to
enforce the policy and block all traffic beyond its node.

The policy represented by the object at hub 190 may be of a limited duration or
perpetual until either it is replaced or canceled by a subsequent object. Since the objects are
capable of executing dynamically, without the need to power down the network device as in
the conventional case, the implementation and modification of an object can be performed
without regard to the functioning of the legacy system 510.

In general a currently running object that is scheduled to be terminated by a
subsequent object will not terminate until the subsequent object is executed by its thread of
execution. When a thread completes execution, the environment reclaims any resources it
has allocated to it (in some systems this may be automatic, for example by system-wide
garbage collection), and then determines what to do with the implementing code. It may
decide to retain it in its code file library, or it may discard it.

If the network administrator wishes to stop the execution of the thread associated with
an object, he uses the management station 100 to signal the network device to terminate the
object's thread. Reasons for such termination include, but are not limited to, the network
policy has changed or the administrator wishes to correct a mistake made in a previous policy
specification. The enforcement device can also terminate the execution of an object's thread.

This may be necessary, but is not limited to, an over consumption of resources, or when the
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signer of the object is no longer trusted to execute code on the device, or the period over
which the policy was being enforced has expired, or the triggering condition no longer exists
on the system.

In an embodiment of the present invention the object is executed on a JAVA Virtual
Machine (JVM) or similar device capable of running a mobile language such as, but not
limited to, CAML, JAVA, Python, Smalltalk.

In an alternative embodiment, active networking can be performed using a script
programming language (SPL) such as, but not limited to, Practical Extraction and Report
Language (PERL), Tool Command Language (TCL), or shell type programming language.

The above-described embodiments of the present invention can be employed in any
type of system wherein an AP engine, VM, or similar device has been established with the
device and provides resources to enforce policy at the network device using the above-
described active networking principles. Active networking includes, but is not limited to,
sending active packets, i.e., objects or code, to a network device or a network intermediate
device by the network management station in order to tailor network device behavior
according to some system administration objective. Active networking also permits
applications to send active packets to network devices, which lie between them and the
destination of their traffic.

As demonstrated, active nodes can provide a larger variety of functionality with the
same amount of dynamic memory wherein a passive network device must contain all of‘the
code implementing its full feature set. Once a passiVe device is deployed, its feature set may
only be modified by loading a new version of the software. Conversely, an active node need
only have the code resident that is necessary to support the features currently in use and is
capable of dynamic change without rebooting the device.

In addition to the active packet services described above, the AP engine provides the
following general services. It provides a multiplexing substrate for executing threads. This
allows the code from multiple active objects to execute concurrently without adversely
affecting the executions associated with other active objects. It provides a security subsystem
for controlling access to active node resources. These resources may be native to the node,
such as clocks, buffer memory, or network interfaces or they may be logical resources created
by shared libraries or representing exported entry points of executing active code.

An active node is a device operating pursuant to a general-purpose operating system,

such as one of the varieties of UNIX or it may be operating pursuant to an existing
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networking device, which generally uses a proprietary or commercially supported real-time
operating system (RTOS). The term software-based active node is used to describe the
former and the term hybrid active node to describe the latter. In both cases only a part of the
device is dedicated to active networking.

Traditionally, network devices do not support the notion of multi-user computations,
even if they are based on multiprogramming operating systems, such as UNIX. While there
may be administrative access control, which assigns different privileges to different users,
generally these do not translate into processes running in separate address spaces. Rather, the
privileges are normally assigned to the terminal connection or console port, which the
administrator uses.

Active networking introduces new requirements that lead to more sophisticated access
control mechanisms. For example, active code in execution may wish to communicate with
other executing active code. The two threads may represent computations carried out on
behalf of two different principals. This active networking provides for more dynamic system
administration and enforcement, heretofore not provided nor contemplated by conventional
means.

The foregoing description of a preferred embodiment of the invention has been
presented for purposes of illustration and description. It is not intended to be exhaustive or to
limit the invention to the precise forms disclosed. Obviously, many modifications and
variations will be apparent to practitioners skilled in this art. It is intended that the following

claims and their equivalents define the scope of the invention.
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WHAT IS CLAIMED IS:

1. A system for dynamic policy management in a network, comprising:
a management station coupled to said network, the management station including
resources to store data defining policy rules for a device in the network;
resources in the management station for producing an active packet including at least
a variable and a method in response to the data defining the policy rule, the active packet
having a format; and
resources in the management station for sending the active packet to the network

device adapted to read and execute the active packet according to the format.

2. The system according to claim 1, wherein the format comprises a data

structure established according to a mobile programming language executable at the network

device.

3. The system according to claim 2, wherein the data structure comprises an
object.

4, The system according to claim 3, wherein the object comprises a JAVA
object.

5. The system according to claim 4, wherein encoding is performed on the JAVA
object.

6. The system according to claim 5, wherein the encoding comprises

serialization.

7. The system according to claim 2, wherein the resources for sending include

logic to transmit one of the variable and the method and a reference to the variable and the

method to the network device.

8. The system according to claim 2, wherein the format of the mobile

programming language supports co-location.
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9. The system according to claim 2, wherein the format of the mobile

programming language supports enforcement by multiple network devices.

10. The system according to claim 2, wherein the network device is an

intermediate network device.
11.  The system according to claim 1, wherein the active packet comprises an
object specified according to a mobile programming language, and the resources for sending

include logic to encode the object.

12.  The system according to claim 11, wherein the mobile programming language

comprises a scripting programming language.

13, The system according to claim 12, wherein the scripting programming

language comprises one of PERL, TCL, and a shell type programming language.

14.  The system according to claim 12, wherein the format of the scripting

programming language supports co-location.

15.  The system according to claim 12, wherein the format of the scripting

programming language supports enforcement by multiple network devices.

16.  The system according to claim 2, wherein the mobile programming language

comprises an object.

17. The system according to claim 16, wherein the object comprises a JAVA

object.

18

0817



10

15

20

25

30

WO 00/41091 PCT/US99/28199

18.  The system according to claim 17, wherein encoding is performed on the
JAVA object.

19. A system for dynamic policy management in a network, comprising:

a network device coupled to said network, the network device including resources
receive an active packet representing a policy rule from a second device in the network, the
active packet having a format;

resources in the network device for decoding the active packet according to the
format, the active packet including a variable and a method; and

resources in the network device for executing the active packet.

20.  The system according to claim 19, wherein the format comprises a data

structure established according to a mobile programming language.

21.  The system according to claim 20, wherein the data structure comprises an

object.

22.  The system according to claim 21, wherein the object comprises a JAVA

object.

23.  The system according to claim 20, wherein the mobile programming language

comprises JAVA.

24.  The system according to claim 19, wherein the resources for receiving include
logic to receive one of the variable and the method and a reference to the variable and the

method from the second network device.

25.  The system according to claim 19, wherein the format of the active packet

supports co-location.

26.  The system according to claim 19, wherein the format of the active packet

representing policy supports enforcement by multiple network devices.
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27. The system according to claim 19, wherein the network device comprises a

network intermediate device,

28. The system according to claim 27, wherein the network intermediate device

comprises a router.

29, The system according to claim 27, wherein the network intermediate device

comprises a hub.

30.  The system according to claim 27, wherein the network intermediate device

comprises a switch.

31.  The system according to claim 27, wherein the network intermediate device

comprises an adapter.

32.  The system according to claim 27, wherein the network intermediate device

comprises a NIC including the resources for executing the active packet.

33.  The system according to claim 27, wherein the network intermediate device

comprises a bridge.

34.  The system according to claim 27, wherein the network intermediate device

comprises a repeater.

35.  The system according to claim 20, wherein the mobile programming language

comprises a scripting programming language.
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36. The system according to claim 35, wherein the scripting programming

language comprises one of PERL, TCL, and a shell type programming language.

37.  The system according to claim 35, wherein the scripting programming

language supports co-location.

38.  The system according to claim 35, wherein the format of the active packet

representing policy supports enforcement by multiple network devices.

39. A system for dynamic policy management in a network, comprising;:

a management station and a network device coupled to said network, wherein the
management station includes:

resources to store data defining a policy rule for a device coupled to the network;

resources in the management station for producing an active packet including a
variable and a method in response to the data defining the policy rule, the active packet
having a format; and

resources in the management station for sending the active packet to the network
device, wherein the network device includes resources to receive, decode, and execute the

active packet according to the format.

40.  The system according to claim 39, wherein the format comprises a data
structure established according to a mobile programming language executable at the network

device.

41.  The system according to claim 40, wherein the data structure comprises an

object.

42.  The system according to claim 41, wherein the object comprises a JAVA

object and the resources for sending include logic to encode the object.

43.  The system according to claim 42, wherein the resources for sending include

logic to transmit the variable and one of the method and a reference to the method to the
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network device.

44.  The system according to claim 43, wherein the method of encoding the object

comprises serialization.

45.  The system according to claim 44, wherein the mobile programming language
comprises JAVA.
46.  The system according to claim 45, wherein the resources for receiving include

logic to receive the variable and one of the method and reference to the method from the

management station.

47.  The system according to claim 40, wherein the mobile programming language

comprises a scripting programming language.

48.  The system according to claim 47, wherein the scripting programming

language is one of PERL, TCL, and a shell-type programming language.

49.  The system according to claim 47, wherein the scripting programming

language supports co-location.

50.  The system according to claim 47, wherein the scripting programming

language supports enforcement by multiple network devices.

51. The system according to claim 47, wherein the network device comprises an

intermediate network device.
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52. A system providing dynamic policy management by a method, the system
comprising:

an interface adapted to receive instructions characterizing policy regarding control of
a network; and )

an active node connected to the interface which provides a packet to the network, the
packet including one of a variable and a method and a reference to the variable and the
method, executable on the network to set up a process to enforce at least a portion of the

policy.

53.  The system providing dynamic policy management according to claim 52,

wherein the instructions characterizing policy comprise one or more rules defining policy.

54.  The system providing dynamic policy management according to claim 53,

wherein the active node includes logic to translate the one or more rules into the packet.
55.  The system providing dynamic policy management according to claim 52,
wherein the packet comprises a data structure created according to a policy definition

language.

56.  The system providing dynamic policy management according to claim 55,

wherein the policy definition language comprises a mobile programming language.

57.  The system providing dynamic policy management according to claim 56,
wherein the mobile programming language comprises an object oriented programming

language.

58.  The system providing dynamic policy management according to claim 57,

wherein the object-oriented programming language comprises JAVA.
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59. The system providing dynamic policy management according to claim 56,

wherein mobile programming language comprises a scripting programming language.

60.  The system providing dynamic policy management according to claim 59,
wherein scripting programming language comprises one of PERL, TCL, and a shell-type

programming language.

61. The system providing dynamic policy management according to claim 52,
wherein the active node comprises resources to signal a node on the network that a new
policy is available, and wherein the node retrieves a packet file containing one of the packet

and a reference to the packet, and operates pursuant to a second process.

62.  The system providing dynamic policy management according to claim 61,
wherein a management station includes logic to combine plurality of packets within the

packet file wherein the data in the packet file indicates privileges that the packet is granted.

63.  The system providing dynamic policy management according to claim 62,
wherein the packet file data comprises a digital signature.

64.  The system providing dynamic policy management according to claim 63,

including resources to store the packet on the active node.

65.  The system providing dynamic policy management according to claim 64,

wherein the packet is stored on a memory device on the network.

66.  The system providing dynamic policy management according to claim 52,

wherein the packet supports co-location.

67.  The system providing dynamic policy management according to claim 52,

wherein the packet supports enforcement by multiple network devices.

68.  The system providing dynamic policy management according to claim 52,

wherein the network device comprises an intermediate network device.
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69.  The system providing dynamic policy management according to claim 67,
wherein the network device comprises a node.
70.  The system providing dynamic policy management according to claim 52,

wherein the network node comprises a second active node.

71. A system providing dynamic policy management by a method, the system
comprising:

an network node adapted to receive a packet, created by a first process, representing
policy for control of a network; and

resources in the network node capable of executing a packet including one of a
variable and a method and instructions to locate the variable and the method, executable on

the network node to enforce a portion of the policy.

72.  The system providing dynamic policy management according to claim 71,
wherein the packet comprises a data structure created according to a policy definition

language.

73.  The system providing dynamic policy management according to claim 72,

wherein the policy definition language comprises a mobile programming language.

74.  The system providing dynamic policy management according to claim 73,

wherein the mobile programming language comprises JAVA.

75.  The system providing dynamic policy management according to claim 73,

wherein mobile programming language comprises a scripting programming language.

76.  The system according to claim 75, wherein the scripting programming

language is one of PERL, TCL, and a shell-type programming language.

71.  The system providing dynamic policy managing according to claim 71,
wherein the network node includes resources to signal a node on the network that a new

policy is available, and wherein the node retrieves a packet file containing one of the packet
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and a reference to the packet and operates pursuant to a second process.

78. The system providing dynamic policy management according to claim 71,

wherein the packet supports co-location.

79.  The system providing dynamic policy management according to claim 71,

wherein the active packet supports enforcement by multiple network devices.

80. A system for dynamic policy management in a network, comprising:

an active node and a network node coupled to said network, wherein the active node
includes:

resources to store data defining a policy rule for a device coupled to the network;

resources in the active node for producing a packet including a variable and a method
in response to the data defining the policy rule; and

resources in the active node for sending a packet file containing one of the packet and
a reference to the packet to the network node, wherein the network node includes resources to

receive, decode, and execute the packet.

81.  The system according to claim 80, wherein the packet comprises an object
specified according to an policy definition language, and the resources for sending include

logic to encode the packet.

82.  The system according to claim 81, wherein the resources for sending include
logic to transmit one of the variable and the method and the reference to the variable and the

method to the network node.
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83.  The system according to claim 81, wherein the policy definition language

comprises a mobile programming language.

84.  The system according to claim 83, wherein the mobile programming language

comprises JAVA and the packet comprises a JAVA object.

85.  The system according to claim 84, wherein a method of encoding the JAVA

object comprises serialization.

86.  The system according to claim 83, wherein the mobile programming language

comprises a scripting programming language.

87.  The system according to claim 86, wherein the scripting programming

language is one of PERL, TCL, and a shell-type programming language.

88.  The system according to claim 80, wherein the resources for receiving include

logic to receive one of the packet and a reference to the packet from the active node.

89.  The system according to claim 81, wherein the policy definition language

supports co-location.

90.  The system according to claim 81, wherein the policy definition language

supports enforcement by multiple network nodes.
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SCALABLE AND EFFICIENT DOMAIN NAME RESOLUTION

A portion of the disclosure of this patent document contains material which is
subject to copyright protection. The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent disclosure, as it appears
in the Patent and Trademark Office patent file or records, but otherwise reserves all

copyright rights whatsoever.

BACKGROUND

1. FIELD OF THE INVENTION
This invention relates generally to enhanced domain name servers, and more
particularly, to efficiently processing domain name queries in a network such as the

Internet.

2. BACKGROUND

The Internet has brought about an information revolution through the
development of computerized information resources, on-line services and the World
Wide Web (WWW). The Internet is growing rapidly, with an ever increasing number
of computers and users being connected to the Internet daily.

In order for devices (computers, printers, and the like) on a network such as
the Internet to be able to communicate with each other, the devices need to know (or
be able to determine) each others’ addresses. Many distributive systems (e.g.. the
Internet) assign device names in the distributive system by a hierarchical naming
scheme known as domain names. An Internet domain name is generally a sequence
of domain labels separated by periods. For example, “a.ultradns.com” is a domain

name where “com” is a top level domain name of a top level domain, “ultradns™ is a
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second level domain name of a second level domain and “a” is a third level domain
name of a third level domain. A device in a domain is labeled by the name of the
device followed by the domain name. Thus, a device labeled “server” in the
“a.ultradns.com” domain has the name, “server.a.ultradns.com”. A device hame is
also referred to as a domain name. The Domain Name System (DNS) is a distributed
hierarchical database comprised of client/server transaction servers that provide a
mapping from domain names to associated information, e.g., to IP addresses.

While domain names partition é distributive system in a logical and
hierarchical manner, messages are transferred between devices of the DNS by
identifying devices using specific IP addresses. In the present Internet protocol, TP
addresses are thirty-two-bit numbers that are expressed as four eight-bit values (i.e.,
four numbers in the range 0 to 255) separated by periods, e.g., “121.121.122.2”. IP
addresses contain information such as a network identifier (“ID”) of a device network
connection and a device ID. IP address are assigned by an address authority. The
addresses are assigned in blocks to authoritative address servers.

A comprehensive description of the operation of domain name servers and IP
addresses is given in DNS and BIND In A Nutshell, Paul Albitz and Cricket Liu,
O’Reilly & Associates, 1994, ISBN: 1-56582-010-4, which is incorporated herein by
reference.

IP addresses also relate to each other in a hierarchical manner. Thus, the DNS
also provides a "reverse mapping" of IP addresses to domain names, by using a
representation of the IP address that follows the DNS indexing model. However, the
domain name hierarchy and the IP address hierarchy are not directly related to each
other. While some name servers are also address servers, name and address servers do

not have to be the same device. Thus, it is possible for a server to have authority to
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resolve a domain name into a corresponding IP address of a device, the same name
server may not be able to resolve the IP address to the corresponding domain name of
the same device. Thus, resolution of IP addresses to domain names follows a similar
process as resolving domain names to IP‘addresses except different servers may be
involved.

Because IP addresses are numerical and, unlike domain names, are assigned
without regard to the logical and hierarchical organization of the DNS, domain names
are generally used in instructions for ftlnctions such as data transfers. Thus, a data
transfer instruction identifies the receiving device by its domain name. However, the
domain name must be translated into a corresponding IP address before the data
transfer can occur.

Domain names are managed by authoritative devices called name servers. That is,
domain name servers perform the task of converting names to IP addresses. Name
servers translate domain names into corresponding IP addresses and vice versa. When
a first device desires to transfer a message to a second device known only by its
domain name, the first device must query a name server to acquire the corresponding
IP address to the known domain name of the second device.

It is estimated that by the year 2003, the number of domains on the Internet
will increase ten-fold, exceeding 150 million domains. Associated with this increase
in the number of domains will be an increase in user dissonance. Current
implementations of the Domain Name System are entirely inadequate and unable to
handle resultant DNS files’ size or the magnitude and frequency of changes to these
DNS files. Even today, real problems exist with content access and/or content
distribution over the Internet. It is estimated that ten to thirty percent of Internet

connection events are unsuccessful or unsatisfactory.
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SUMMARY

The present invention provides a scalable and flexible platform for providing
global directory services. In some embodiments, the invention uses redundant
information:servers to provide ubiquitous and high-performance access to directory
services. This system of servers leverages the scalability and replication mechanisms
provided by commercial database software. The DNS according to the present
invention has an underlying modular design which allows additional wire-protocol
services to be easily incorporated into fhe system, and allows additional modules to
provide intelligent/dynamic responses by affecting changes in the data repository.

In various aspects, the present invention:

e Supports large-scale service model better than alternative DNS servers.

e Integrates other Internet services, e.g. “whois”, in a single data repository.

e Multi-threaded server provides scalability to exploit commercial-level

hardware.

¢ Modular database implementation facilitates the addition of new features.

e Database replication provides for ease of management of distributed

servers, and database backup features provide information integrity.

Globally distributed server replicas provide the reliability, throughput and low
delay required to scale a large commercial service. The servers are tied together using
advanced Internet routing mechanisms that are rcactive to the state of individual
server replicas.

Multiple servers provide increased system throughput, reliability in the event
of server failure, reliability in the event of provider network failure and nearest server

mechanics serve as basis for advanced redirection service.
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Embodiments of the present invention provide a DNS system based on an
information-centric design, where multiple system components interact with system
state that is maintained in the database. The database provides both the principle
Internet information, and the required associations and configuration to specify the
operation of the active components. The system allows for reduced operational staff
requirements by supporting custom uscr-interface for direct management of user data,
with integrated security and data validation to maintain data integrity.

The present invention also pro‘vides:

e Information update via multiple user-specific custom interfaces, program

APIs, or Internet services such as dynamic DNS updates.

e Fine-granularity security based on association between login and

information objects.

e Modular active components for reporting, billing and data integrity

checking.

In one aspect, this invention provides a system for processing domain name
requests. The system includes a query mechanism constructed and adapted to (a)
obtain a user request for response information corresponding to a particular domain
name; and (b) provide complete response information in a single response to the user
request. The user request may be a domain name resolution request, in which case the
query mechanism provides an Internet Protocol (IP) address corresponding to the
domain name. The system accommodates user requests for other typed DNS data.

In some embodiments the a query mechanism is further constructed and
adapted to provide the response depending on context information. The context
information may include at least one of (a) context information from the request; (b)

context information from the system; and (c¢) global context information.
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The context information may include address information indicating an
address of the user; the local time; and/or the location of the system.

In some embodiments, the system has a data cache and the query mechanism
is further constructed and adapted to, upon receipt of a user request, first attempt to
find an answer to the user request in the data cache.

In some embodiments, the query mechanism is further constructed and
adapted to (a) if the answer exists in the data cache and the answer is fresh, send the
answer directly from the cached data;.and (b) if the answer exists in the data cache
and the answer is stale, or if the answer does not exist in the data cache, then acquire
the answer from a database; send the answer; and update the data cache to reflect the
acquired answer.

Sometimes items in the data cache have a maximum lifetime which ranges
from the time to live of the lowest resource record in a complete answer to the
maximum cache time value configured for the system as a whole.

In some embodiments, the query mechanism is further constructed and
adapted to implement negative caching such that if a request is made for a host that
does not exist in an active domain, the negative response will be saved in the cache.

In another aspect, this invention is a method of providing an Internet Protocol
(IP) address of one of a plurality of devices on the Internet. The method includes
obtaining a user request for an IP address corresponding to a particular domain name;
and providing the TP address in a single response to the user request. The method
may include providing the IP address depending on context information. The context
information may include at least one of (a) context information from the user request;

(b) local context information; and (c) global context information.

0841



10

16

20

25

WO 00/52594 ’ PCT/US00/05416

In yet another aspect, this invention is a system comprising a network of
distributed Domain Name Servers (DNSs), each DNS comprising a database; and a
query mechanism constructed and adapted to obtain from the database a user request
for response information corresponding to a particular domain name; and to provide
complete response information in a single response to the user request. The databases

in the network are replicated.

BRIEF DESCRIPTION OF THE DRAWINGS

The objects and advantages of the invention will be apparent upon
consideration of the following detailed description, taken in conjunction with the
accompanying drawings, in which the reference characters refer to like parts
throughout and in which:

FIGURE 1 provides an overview of embodiments of the present invention
operating within the Internet; and

FIGURE 2 depicts the logical structure of the database schema according to

embodiments of the present invention.

DETAILED DESCRIPTION

With reference to FIGURE 1, a Domain Name System (DNS) server 100
(DNS)) according to the present invention comprises a database 102 having a unique
database schema and a complementary unique SQL mterface 104. A query
mechanism 106 uses the SQL interface 104 to query the database 102 and to return
results to requesting users, e.g., user 108.

The present invention can be considered at two levels, namely at a server level
(e.g., DNS; 100) and at a system level (e.g., DNS;, DNS,, ..., DNS,).

1. Server-level: At the server level, this invention provides mechanisms that

enable a DNS server (e.g., DNS; 100) according to the present invention to
7
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achieve sufficient performance (circa thousands of queries/second) even
though the underlying data repository supports basic data retrieval at a rate of
hundreds of queries/second.

Features of this server level, discussed below in detail, include:

5 ¢ Aggregate database queries
¢ Common case optimizations
e Data caching (and consequently-required cache invalidation

mechanisms)

10 2. System-level: At the system level, this invention provides mechanisms that
enable a system of DNS servers (e.g., DNS;, DNS,, ..., DNS, in FIGURE 1) to
provide enhanced/integrated management of information, and provides various
levels of performance enhancement for incoming queries and internal
transactions.

15 Features of this system level, discussed below in detail, include:

¢ Modular data-centric design
» Database-layer synchronization
o Single IP address announcement of replicated servers

The server-level mechanisms according to the present invention enable the
20 DNS server to achieve a greater transaction throughput rate. The system-level
mechanisms work synergistically, and allow the DNS System according to the present
invention to provide a diverse set of features and benefits.
The server-level mechanisms according to the present invention enable the

modular data-centric design and database-layer synchronization.
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SERVER-LEVEL MECHANISMS
A name server response to a DNS query requires a complex set of calculations

that allow:

(a) different responses to be returned depending on the servers authority,
(b) different answers depending on the existing domain name data, and
©) the server to return an answer comprised of multiple inter-dependent

sections.

Specifically, a DNS’s response algorithm must consider at least the following:

e Three response sections: Answers, Authority, and Additional
¢ (CNAME (domain name alias) dereferencing
e Wild card matching (matching of leading superstrings)

e [Iterative domain name search (matching the longest rccognized domain

name)

Conventional (prior art) DNS servers make many distinct queries to the data
repository in order to determine the correct records to include in a response.
Consequently, the transaction rate of the DNS server will be reduced by a similar
factor (e.g., if eight database queries are required, transaction rate will be reduced by
approximately a factor of eight). The DNS server according to the present invention
significantly reduce the average number of queries required to construct a DNS
response, as compared with conventional so-called “straight forward” algorithms that

depend on many distinct queries to the data repository.

Aggregate Database Queries

The DNS server according to the present invention uses compound database
queries so that a single query can return multiple component records required to
construct a DNS response. Moreover, database queries are correlated so that in

instances where multiple queries are required, subsequent queries can be optimized
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based on records retrieved by earlier database queries. The DNS query strategy

according to the present invention:

(a) retrieves combinations of Answer, Authority, and Additional records in
a single query,

(b) retrieves available CNAME records along with
Answer/Authority/Additional records, and

(©) reduces iterative domain name search overhead by correlating records
from different iterations.

With this invention, the number of database queries required to construct a
complete DNS response can be as low as one. This is a considerably improvement
when compared to a similar strategy based on simple database queries that would
require a separate query for each of Answers and Authority, and multiple queries for

Additional records.

Common Case Optimizations

In general, common case optimizations are effective in systems where there
are a number of distinct potential outcomes (a) with different probabilities of
occurrence, (b) requiring varying levels of incremental overhead, and (c) where a
determination can be made that a specific outcome has been reached, without an
exhaustive outcome analysis.

The present invention recognizes that common case optimization is applicable
to the DNS server database query strategy, and has identified two specific
optimizations based on knowledge of DNS protocols and the expected incoming
query stream. The DNS system according to the present invention implements these
optimizations by making the test for (and handling of) each case a separate code
segment, and promotes this code to handle the task prior to the execution of any

general query code.

10
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Case #1:

The DNS server according to the present invention contains authoritative
answer for a domain name query that is one label longer than the zone’s domain name
(e.g., with a zone name of “foo.com ", then an optimization is effective for

“www.foo.com” but not for “www.mkt foo.com”).

Case #2:

The DNS server according to the present invention has delegated the next-
level subdomain name (e.g., the incoming query is for the domain name
“www.mkt.foo.com”, which is in the zone “foo.com”, then the optimization is
effective if the “mkt.foo.com” zone has been subdelegated).

The use of these specific optimizations does not preclude the development of
additional optimizations. The fundamental realization and requirements remain
unchanged, allowing common case optimizations to be applied to outcomes based on
revised outcome probabilities.

Specifically, further common case optimizations specified rely on restrictions
on the records in the database to guarantee the validity of the query response. For
example, a generalization of Case #1 (above) that optimizes for arbitrary length
domain name queries (e.g., the incoming query is for the domain name
“www.unit. mkt_foo.com” within the zone for “foo.com”). This case can be optimized
if no conflicting records are present, i.e., any record that could alter the precedence
made for the optimization case (e.g., an intervening NS record or wildcard record
associated with the domain name “mékt.foo.com” would have an impact on the above
example of “www.unit.mkt.foo.com” in zone “foo.com™).

Additionally, the DNS query strategy according to the present invention

allows for flexible/dynamic optimization code to be constructed, where, e.g., a

11
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specific ordering of individual common case optimizations is associated with each
zone, based on prior knowledge or statistics maintained about each zone. This
technique can be applied so that the best strategy is selected at the granularity of each

zone, each server, or any identifiable class of query stream.

Data Caching and Cache Invalidation

Dynamic data caching is a mechanism that has been applied to achieve
performance in many types of systems, but has never before been use to provide a
fast-access data repository of authoritative data within an Domain Name Server.

The Domain Name System was designed with an integrated “time to live”
(TTL) caching mechanism, and we note three exarhple applications of caching
elsewhere within the Internet and Domain Name System.

e Applications such as web browsers frequently maintain copies of DNS records
obtained while processing HTTP requests, and use applicable DNS records for
subsequent requests. This use of caching does not maintain authoritative data,
nor does it directly effect the operation of a DNS server.

e Caching DNS servers (also known as recursive servers or “helper” servers)
provide a separate function from “hosting” DNS servers. Recursive servers act
on the behalf of an application (e.g., a user’s web browser) and query a
hierarchical series of hosting DNS servers to obtain the required DNS
response. Information obtained in the course of a DNS query resolution may
be maintained and used to expedite subsequent DNS queries, until each
record’s specified time-to-live has expired. This is a fundamental use within
the DNS, but only addresses the behavior of non-authoritative servers when

handling authoritative data.

12
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e Conventional primary DNS servers (e.g., as embodied by the “bind” server
distribution) read all authoritative domain information into a computer
memory directly from files, and answer queries based on a complete memory-
resident copy of all domain information. Unlike the above caching examples,
this is not an application of dynamic caching, but is a static copy of DNS
information that does not change or replace based on well-known caching
criteria such as frequency of use, nor does it embody any dynamic
mechanisms for maintaining cache consistency. There is no dynamic
mechanism for a “cache miss™ that involves the standard alternative method of
making a backup query to the primary (i.e., non-cache) repository.

According to embodiments of the present invention, the DNS server maintains
an internal dynamic cache of recently-used authoritative DNS records taken from the
database repository. Two embodiments are specified: (1) where individual resource
records are cached separately and subsequent DNS response are comprised of the
individual records, and (2) where the entire response to a DNS query 1s cached as an
aggregate and are immediately available for a subsequent response, eliminating
overhead required to construct a complete response. The strategy for handling
incoming DNS queries includes an examination of the internal cache for efficient
access to data, and if not available, a subsequent query to the primary data repository
(database) is made. These mechanisms are used for both “positive caching,” i.e.,
when the data exists, and “negative caching,” i.e., when the server can authoritatively
respond that the information does not exist.

The DNS server according to the present invention also embodies cache
replacement mechanisms to control the amount of “stale” (infrequently used) data in

the cache, and to allow for effective utilization of cache and system resources.

13
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Multiple embodiments exist to remove DNS data from the cache based on frequency

or timeliness of use.

Cache Invalidation

A dynamic caching system must employ cache invalidation mechanisms to

guarantee that information in the cache corresponds to the state of the primary data

repository. This requires that data items are removed from (or replaced within) the

cache when the corresponding information is changed within the primary data

repository. This allows a DNS server according to the present invention to accurately

reflect the correct information within the system.

The DNS server according to the present invention are embodied by a number

of related cache invalidation mechanisms that address the complete range of

transaction types that can be performed on the primary data repository, and the type of

cache data that can be maintained in the system. The design space that defines the

cache transactions of interest is represented by the Table below which specifies

twenty four different cache invalidation transactions that can be addressed by the

invention’s cache invalidation strategy. Note that not every space need be addressed

by a particular embodiment of the invention, and that some cache invalidation

mechanisms will address multiple invalidation requirements.

0849

Record Cache Query Cache | Query Cache | Query Cache
(Answers) (Authority) (Additional)
Delete from | Positive Positive Positive Positive
Primary -Vs.- -VS.- -Vs.- -VS.-
Dbase Negative Negative Negative Negative
Addition to | Positive Positive Positive Positive
Primary -VS.- -VS.- -VS.- -Vs.-
Dbase Negative Negative Negative Negative
Modify Positive Positive Positive Positive
within -VS.- -Vs.- -vs.- -VS§.-
Primary Negative Negative Negative Negative
Dbase
14




10

15

WO 00/52594

PCT/US00/05416

Multiple embodiments exist to remove DNS data from the cache based on frequency 7

or timeliness of use.

Cache Invalidation

A dynamic caching system must employ cache invalidation mechanisms to

guarantee that information in the cache corresponds to the state of the primary data

repository. This requires that data items are removed from (or replaced within) the

cache when the corresponding information is changed within the primary data

repository. This allows a DNS server according to the present invention to accurately

reflect the correct information within the system.

The DNS server according to the present invention are embodied by a number

of related cache invalidation mechanisms that address the complete range of

transaction types that can be performed on the primary data repository, and the type of

cache data that can be maintained in the system. The design space that defines the

cache transactions of interest is represented by the Table below which specifies

twenty four different cache invalidation transactions that can be addressed by the

invention's cache invalidation strategy. Note that not every space need be addressed

by a particular cmbodiment of the invention, and that some cachc invalidation

mechanisms will address multiple invalidation requirements.
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Record Cache Query Cache | Query Cache | Query Cache
(Answers) (Authority) (Additional)
Delete from | Positive Positive Positive Positive
Primary -VS.- -VS.- -VS.- -VS.-
Dbase Negative Negative Negative Negative
Addition to | Positive Positive Positive Positive
Primary -VS.- -Vs.- ~VS.- -VS.-
Dbase Negative Negative Negative Negative
Modify Positive Positive Positive Positive
within -Vs.- -VS.- -VS.- -VS.-
Primary Negative Negative Negative Negative
Dbase
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Multiple invalidation mechanisms can be applied together, so that each
addresses a subset of the potential cache interactions and requirements. Further, these
mechanisms can embody varying criteria for timeliness of data invalidation,
according to the importance assigned to each subset. -For example, when caching
entire DNS responses the data within an Answer section may be considered more
critical than the data within an Authority section. In this case, mechanisms can be
employed that immediately respond to updates to information in the Answer section,
while other less timely mechanisms.will eventually invalidate the records within the

Authority section.

SYSTEM-LEVEL MECHANISMS

The system-level mechanisms according to the present invention work
synergistically, enabling the DNS System according to the present invention to
provide enhanced/integrated management of information, and to provide a range of
performance enhancement for incoming queries and internal transactions.

e Modular data-centric design
e Database-layer synchronization

e Single IP address announcement of replicated servers

Modular Data-Centric Design

The DNS domain name server according to the present invention (e.g., DNS;
100 of FIGURE 1) separates the functionality of the standard monolithic Internct
server into two distinct components: a commercial database system as the data
repository, and a DNS wire-protocol server designed to answer queries based on

authoritative DNS data from the database component. This architectural choice
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provides for a clean modular design, which in turn provides a flexible and scalable

platform that is leveraged to provide a diverse set of features and inventions.
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Data-Centric Modeling and Functional Server Module Extensions—The two-
component design aliows for modular extensions to both the data model, and
the functions (e.g., servers) that operate on the system. Embodiments of this
invention include, but are not limited to, one or more user interfaces for data
management, transaction processors to provide an extensible API for data
management, Internet systerﬁ monitors that can query cxternal system status
(e.g., webserver availability) and affect changes to the data repository, and
servers for other Internet directory servers (e.g., whois, radius, etc).

Integrated Access Control Mechanisms—Using a database repository for DNS
information allows several principle objects (e.g., users and other network data
schemas) to be modeled and managed. A significant feature of the DNS
Domain Management System according to the present invention is the ability
to control and delegate the many-to-many access patterns of users accessing
domain name data.

Query and Context Specific Responses—Conventional (prior art) DNS servers
take as input a <domain name, query type, query class> tuple, and return the
appropriate resource records. The DNS system according to the present
invention has revised the basic query/response transaction by incorporating
additional fields within the data model such that the response to a query can be
based on additional criteria. These criteria can be comprised of information
obtained from the incoming query (e.g., source IP address), information
available to the local server (e.g., time of day or server identity), and similar

context or query specific information.
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e Dynamically Configurable DNS Record Types—The DNS server according to 7
the present invention allows new resource record types to be defined, and
immediately incorporated into the system. Based on resource record templates
included in the data model, the DNS server according to the present invention
system can incorporate new record types in minutes without additional low-
level code development. This is in contrast to the conventional (prior art),
where deployment of a new resource record type requires considerable low-
level program design and coding, and requires a new server binary be
deployed on all applicable machines. Moreover, combined with context
specific responses (above), domain administrators may define their own
“local” types that are specific to the answers returned for their DNS domain.

e Ability to deploy and maintain a state-of-the-art data management service
based on commodity implementations of core database technologies. The
conventional (prior art) systems for Domain Name System management
deploy integrated ad-hoc implementations of database technology, which lag
advanced database features and make it difficult to deploy new features based

on database technology advances.

Database-Layer Synchronization

The DNS system according to the present invention maintains data
consistency between multiple redundant servers (e.g., DNS;, DNS>, ..., DNS, in
FIGURE 1) by propagating changes to the managed data using database-level
transaction processing. This has advantages over conventional (prior art) consistency
mechanisms, which are based on application-level transactions. These advantages

mnclude:

17
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e Virtually immediate propagation of changes to Domain Name System
information. This is particularly important when inaccurate information must
be corrected, or when critical domain information changes frequently and
changes must be visible quickly. For example, one of the most frequently
changed zones, “.COM?”, also has the greatest number of records. Using
conventional (prior art) systems, “.COM” has historically been restricted to a
twelve-hour periodic updates. Using the DNS system of the present invention,
changes to “.COM” are routiﬁely propagated within 5-15 minutes.

e Ability to accept and propagate changes to Domain Name System information
from multiple servers, and consequently, the ability to make data management
more reliable with better system availability and performance. This is in
contrast to conventional (prior art) DNS systems, which do not have the
conflict resolution mechanisms required to support multiple sources of update

transactions.

Single IP Address Deployment for Replicated Servers

Globally distributed server replicas (e.g., DNS,, DNS,, ..., DNS,) provide the
reliability, throughput and low delay required to scale a large commercial service.
The servers are tied together using advanced Internet routing mechamsms that are
reactive to the state of individual server replicas. In preferred embodiments, each
DNS system according to the present invention shares a common IP address and
supports a name server replica. The shared IP addresses are injected into the Internet
routing mesh by each server so that Internet routers will direct IP packets to the
nearest topological server. Each server replica is monitored for correct behavior, and
the IP route is withdrawn if the server no longer responds to DNS queries. This

mechanism provides the following benefits:

18
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User DNS queries are directed to the nearest DNS replica minimizes the delay 7
experienced for DNS resolution.

Transitory server and network failures are transparent to a user’s DNS query
and application transaction. Servers that are not reachable or functional are
invisible, and DNS queries arrive at the nearest functional server without
experiencing the delay for standard DNS timeout and retransmission.

The DNS system acquires user proximity information based on the server
replica that receives the user DNS query. This information can be used to
provide proximity based responses to direct users to nearby application

SEIVETS.

IMPLEMENTATION

THE DATABASE

This section describes the unique database schema of the database 102.

OVERVIEW

The database 102 according to preferred embodiments of this invention is

organized and structured according to the following unique database schema. The

database schema involves fourteen (14) tables. Only three (3) of these tables contain

actual data (i.c., DNS & Contact), the other eleven (11) tables are needed to manage

the data. The schema allows management of who has access to which data, how can

they access it, who can create new data, and how they should be billed for use of the

system.

The data managed by the DNS Server 100 is (a) contact information, (b) zone

information, and (c) resource record information. Although zones and resource

records are related, the system must have the ability to manage them distinctly. The
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reason for this is to enable targeting different users, some of which want to use the
Server 100 to manage an entire zone for them, and some of which will just enter
individual resource records (in a particular zone).

For any data that can put in the system, there are two access control
mechanisms involved: (1) a mechanism that specifies whether the item can be put in
(created) in the system, and (2) a mechanism that specifies how items can be

accessed.

TABLE LIST & SUMMARY

Table Name Description

LOGIN User information (to establish identity on the system)

SYS MGMT Describes how the DNS system is managed (e.g., who
can create new zones, billing policy, etc)

RRJUMBO combined Resource Record (RR) index and data.

CONTACT people/role/organization (like whois)

CONTACT ASSOC indicates association between contact information, and

other data/items (e.g., zones or RRs)

ZONE basic mgmt information for a related set of DNS RRs
ZONE _INTERFACE list of “outside™ servers the system must talk to

primaries/masters OR secondaries we update)

ZONE CNTL much like information in SOA record

ZONE MGMT zone owner describes how zone may be used (e.g.,
who can create new RRs, billing policy, etc)

ZONE SERVERS maintains list of which zones in system, and which IP
addresses can do zone transfer

RR MGMT indicates logins that can modify specific RRs
(Resource Records)

BillingPolicy rules/policy owners set for billing others for use

BillingInfo actual billing information for a particular object

(derived from owners BillingPolicy)

USAGE HISTORY contains past usage data (to answer biiling concerns)

20
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Table Name Description

IPV4RANGE restricts (or allows) access per source IP address

TABLE SCHEMA

This section describes what information is in the tables and, in some cases,
gives the formats and sizes of the data used in some embodiments of the present
5 invention.
The LOGIN table describes identity within DNS system of the present
invention. The table includes information on how to authenticate a user to system.
The LOGIN Table is established via login/password, X.509, PGP, DNSSec, etc.
The following table summarizes the fields of the LOGIN table.

10

LOGIN
Field Description Relationship to other
Tables
Id internal dbase index/pointer appears in other tables
indicating this users has
some claim/access to the
object
Email contact information
Ipaddr restrict logins to spectific IP range index to IPV4ARANGE
table
x50%1d ID for primary authentication
method
Usemame backup login name
Password backup password
Passques user-supplied question for lost
information
Passansw user-supplies answer for lost
information

The SYS MGMT table (described below) provides a template about use,
access, etc. It provides information about how the system is managed; who can
access, modify, create new “objects”, and information on how users are charged for

21
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access. The SYS MGMT table allows the DNS according to the present invention to 7
be deployed in different ways (e.g., closed access at large companies versus open ISP
access). Some preferred embodiments allow deployment of two object types to be
created, namely contacts and zones. Both can be created by anyone. Contacts can be

created at no charge; zones may or may not incur charges (perhaps per-user).

SYS MGMT

Field Description Relationship to other
Tables

Objtype what type of objects can be created

Access type (create or read)

Login (loginid OR “ANY™) ID in LOGIN table
about who can create

Ipaddr restrict/grant access by IPsrc Addr

Billing specifies how to charge for access index into BILLING
table

The RRIUMBO table represents DNS resource record (RR) information. This
table is for the “index” or “lookup” of the incoming query, and contains columns for
different parts of RR data section. Resource records are defined in RFC 1035
[Network Working Group Request for Comments: 1035, P. Mockapetris, IS],

November 1987] which is incorporated herein by reference.

RRJUMBO
Field Description Relationship to other
Tables
1d internal dbase ID referenced by other tables
Active indicates RR is "active" (e.g., paid
for)
Dead indicates "machine" inactive
Zone zone membership identifier indicates RR associated
with ZONE table
Dname domain name (e.g.,
“www ultradns.com’)
Lname Lower case Dname to optimize
lookups
Type RR type
Class RR Class
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RRJUMBO
Field Description Relationship to other
Tables
Servers indicates which server return
particular RR
Time Indicates time frame RR is returned ]
ipvé4addr index into IPVARANGE Table index into IPV4ARANGE
table (to specify per
IPaddress RRs)
ip_low simple (hi-performance) IP source
address specification
ip_high simple (hi-performance) IP source
address specification
ip_bits simple (hi-performance) IP source
address specification
Create_who login ID of record creator indicates record created
by LOGIN table
Create_ip IP address of creator (if anonymous)
Create date when created
Update who | login ID last modify login id of last update
Update when | last modified time
Billing index to BillingInfo billing information
associated with RR
Readent recent RR reads
Readsince start time of read count
Writecnt recent RR changes
Writesince start time of write count
Ttl Resource record TTL (time to live)
{(seconds)
fl RRdata field #1
F2 RRdata field #2
F3 RRdata field #3
F4 RRdata field #4
F5 RRdata field #5
F6 RRdata field #6
F7 RRdata ficld #7
F8 RRdata field #8
refl dname reference for "additional"

A “DNS lookup” in the RRJUMBO table uses (matches against) the following

six values to find the requested DNS resource record:

1. domain name (from dns query packet)

2. dns type (from dns query packet)
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3. dns class (from dns query packet)

4, server id (name/id of server answering query)
5. time (current time of day at server)

6. source IP address (from the IP packet)

Note that the use of the RRdata fields, f1 ... {8, depends on the type of RR
(e.g., MX records will use f1 and 2, A records will only use {1, and SOA records will
use f1 - £7).

The RRJUMBO table is used to store data for multiple purposes: in addition to
storing "live" domain records, "template” records are stored which embody the
mechanism to provide configurable DNS records. Each DNS Resource Record type
is represented by one or more template records in the RRJUMBO table which specify
the format and structure of each record type.

The CONTACT Table contains information about a person, role, or
organization (i.e., this is basically “whois” information). Note that the information in

the CONTACT Table has nothing to do system login.

CONTACT
Field Description Relationship to other
Tables
1d Internal dbase index referenced by other
tables
Order Sequence information for related
records
Type name, phone, fax, email, etc. (see list
below)
Information Associated information (e.g., name:
Steve Hotz)
Anonacl read permission for field (e.g., do not
give out phone number)
ipaddr IP address based read index into IPV4RANGE
restrictions/permissions Table

The TYPE values for above “type” field (similar to RIPE-181) include:

¢ name
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email

email-alt

phone

phone-alt

fax-no

nic-hdl

nic-hdl-alt

address (multiple-line text string)
source (in case information came from another place)
date-create

date-update

PCT/US00/05416

The CONTACT_ASSOC Table indicates association between contact

information, and other data/items (e.g., zones or RRs)

CONTACT ASSOC
Field Deseription Relationship to other
Tables
Id name/id of object (e.g., internal identifier of DNS
“ultradns.com”.) data item (e.g., contact,
zone, or RR)
Objtype {system, zone, record}
contact id of CONTACT information
Type {admin, tech, billing, registration}
Public {yes, no} read access for general
public

The ZONE table basic information about a group of related RRs.

ZONE
Field Description Relationship

to other

Tables
Zone Name of the zone (e.g., “ultradns.com™) Every column
Owner LOGIN id of zone owner in this table
Billing How this zone 1s billed (BillingInfo) relates to other
zonecntl ZONE_CTRL id for internal consistency tables. }

The ZONE _INTERFACE Table specifies external servers (i.e., servers that

are not embodiments of the present invention) that must either be used as

primary/master, or updated as secondary/slave.

25

0862



WO 00/52594 PCT/US00/05416

ZONE_INTERFACE
Field Description Relationship to other
Tables
Zone zone being updated/transferred refers to zone name in
numerous tables
inout {in, out} -
srvname name of server
Srvip IP address of server
ctrl ZONE_CTRL id for record reference into
controlling frequency ZONE CTRL table
view_1ip if multi-dimension records,
snapshot this IP
view_time if multi-dimension, snapshot at
this time
view_srv if multi-dimension, snapshot for
server

The ZONE_CNTL Table contains zone control information, similar to SOA
parameters. This Table is used for database consistency (may not be needed with

internal Oracle, however, can specify interface with external servers).

ZONE_CNTL
Field Description Relationship to other
Tables

id Internal Identifier Referenced by other tables
Serial
Refresh
Retry
Expire
Mincache
Flags Notify turned on

The ZONE MGMT table includes information about how a particular zone is
managed; who can access, modify, create new “objects”, and information on how the

user is charged for access.

ZONE MGMT

Field Description Relationship to other
Tables

Zone zone being managed relates several tables
holding zone information

login login ID with access (or *ANY™) LOGIN table for who has
access
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ZONE _MGMT

Field

Description

Relationship to other
Tables

ipaddr

source IP access restrictions

IPv4Range table for src
address access

Billing

billing policy associated with
access

index into BillingPolicy
table

rrlist

bit map of RR types that can be
created

Mods

allow zone modifications:

e can modify via dynamic
update

o modify all RRs

e modify all contact
information

e modify zone information

e modify zone_mgmt
information

Features

Bit map of allowed features
define new types

create multi-dimensional
can create RRs that allow
dynamic updates

can create new RRs using
dynamic update

dead machine monitoring
other

Flags

indicate other actions associated
with update/access

indicating required per-record

information (i.e., contact)
owner requires change
notification (via email)

The ZONE_SERVERS table is an auxiliary tablc listing zones for which the

system is responsible. This table is used by servers to find zones for which they are

authoritative.

ZONE_SERVERS

Field Description Relationship to other
Tables

Zone Zone name Zone name relates to
multiple tables

Server Server holding zone

xferip IPV4RANGE allowed zone transfers | IPv4Range index
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The RR_MGMT Table provides an access list for specific RRs.

RR MGMT
Field Description Relationship to other
Tables

Rrod Rrindex id Every column (except

Login Login allowed to change (or flags) relates columns in
“ANY”) other tables.

ipaddr src IP based access restrictions

Flags access allowed (initially, all or
nothing)

The BillingPolicy table (set by owner(s) of system or zone) contains
information about how to bill for system use. The owner of system sets this up ahead

of time, and the system enforces the various billing policies.

BillingPolicy
Field Description Relationship to other
Tables
billp_id internal dbase index referenced by other table
columns
what zone, contact, dname, RRtype(s),
feature
type one-time, read, write, time,
<feature name>
Unit <count> for read/write
day|week|month|year for time or
feature
Amt Amount (in dollars)
cnd_type reads OR writes [must be greater
than]
cnd unit count [per]
cnd time time unit (day|week/month|year)
intro_time days before billing starts
period yearly/monthly/choice
year discount | can offer (percentage) discount for
yearly rate

Each zone may specify more than one policy. For example,:

0865

<what> | <type> <unit> <amt> <cond>
Type | > | Unit Time
Zone 1-time 29.99
Zone Time Year 9.99
Zone Write 1 1.00 Write | > 10 Month
28
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<what> <type> <unit> <amt> <cond>
Type | > | Unit Time
Feature Dyn_Upd | Month 1.99

The BILLINGINFO Table contains information about who and when to bill for

use.

BILLINGINFO

Field Description Relationship to other Tables

billi_id internal dbase index referenced by other table

columns

who id billing contact index" reference to CONTACT table

Method Credit card, usmail, email

billp id Reference to BillingPolicy table

Credcard credit card account

expire credit card expire date

card 1d billing address for credit card (if | reference to CONTACT tablc
different from who id)

billp_id index to Billing Policy record

Create_date when billing record was created

next date next statement date

The USAGE HIST Table contains historical system/information usage

information. Can attach to various objects: RRdata, Zone, Contact, etc. (Some

preferred embodiments attach to RRs)

USAGE HIST

Field Description Relationship to other
Tables

Id internal dbase ID of object tracked relates to id field of other
tables

Objtype RR/zone/contact/other determines which “other
table”

Access read/write/other i

start start of period (seconds since epoch)

End duration of period (e.g., in seconds)

cnt number of accesses

Preferably use logging is (a) only turned on for some records, and (b) could be

a “premium service”. Must keep “current” usage for billing, but this feature is

“turned on”.
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The IPv4Range Table contains CIDRized subnet masks, primarily used for
address based (i.e., weak) authentication. This table is used for (a) handing out RRs
based on srcipaddress, and (b) simple access control for updates to data (e.g., using

dynamic updates as implemented).

10

IPv4Range

Field Description Relationship to other
Tables

Ipid index of IP range spec this table id serves as index,
and appears in other tables
(indicating whether access
is allowed from specific
source 1P addresses

Flag flag indicating allowed/prohibited

bits number of bits in mask

Low lowest address value

High highest address value

Example

listid Flag bits iprangelow Iprangehi

#1 Prohibit | 0 0x00000000 isiiiiig

#1 Allow 16 0x80090000 0x 80091ttt

#2 Allow 0 0x00000000 Ox ffeffef

#2 Prohibit | 16 0xa0070000 0xa007ffff

#2 Prohibit | 16 0xa0090000 0xa009fftf

#3 Prohibit | 0 0x00000000 Ox fEffffef

#3 allow 16 0xc9140000 0xcO14ffff

#3 prohibit | 24 0xc9142800 0xc91428ff

#3 prohibit | 24 0xc9142a00 0xc9142aff

#1 allows small number of addresses;

#2 prohibits small number of addresses;

#3 allows all in range, with exceptions;

30




WO 00/52594 PCT/US00/05416
The following section provides the database field formats and sizes for a

preferred embodiment of the present invention. Some of the fields have common

sizes:
256 char = dnames
10 num == 32bit integers (e.g., [Pvdaddr and time in seconds)
14 num = internal identifier
LOGIN
Id num 14
Email vch 256
Ipaddr mum 14 null-ok
x509id vch 256
Username vch 64
Password vch 32
Passques vch 80
Passansw vch 80
SYS MGMT
objtype Vch 16
access Vch 16
login Num 14
ipaddr Num 14 null-ok
billing Num 14 null-ok
RRJUMBO
id num 14
active num 1
dead num 2
zone vch 256
dname vch 256
type vch 16
class vch 16
servers vch 32 nuli-ok
time vch 168 null-ok
ipv4addr num 14 | null-ok
ip_low num 10 | null-ok
ip_high num 10 nuli-ok
ip_bits num 3 null-ok
create who num 14
create ip mum 10
create date num 10
update_who mm 14
update when mum 10
billing num 14 null-ok
readent mum 8§ null-ok
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RRJUMBO
readsince num 10 null-ok
writecnt num 8 null-ok
writesince num 10 null-ok
TTL num 10
f1 vch 1024
2 vch 1024 | null-ok
3 vch 256 null-ok
f4 vch 256 null-ok
5 vch 256 null-ok
6 vch 256 null-ok
f7 vch 256 null-ok
8 vch 256 null-ok
refl vch 256 null-ok
CONTACT
id num 14
order num 2
type veh 16
info vch 168
anonacl vch 8 nuli-ok
ipaddr num 14 | null-ok
CONTACT ASSOC
1d num 14
objtype vch 16
contact num 14
type vch 20 | null-ok
public vch 8
ZONE
zone vch 256
owner num 14
billing num 14 | null-ok
zonecntl num 14

ZONE_INTERFACE

zone vch 256
mout vch 8
srvname vch 256 | null-ok
srvip num 10 | null-ok
ctrl num 14
view ip num 10 | null-ok
view time num 3 null-ok
view Srv num 3 null-ok
32
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ZONE _CNTL
1d num 14
serial num 10
refresh num 10
retry num 10
expire num 10
mincache num 10
flags vch § null-ok
ZONE MGMT
zone vch 256
login num 14 | null-ok
ipaddr num 14 | null-ok
billing num 14 | null-ok
rrlist vch 256
mods vch 16
features vch 16 | null-ok
flags vch 8
ZONE SERVERS
zone vch 256
server vch 256
xferip num 14 | null-ok
RR_MGMT
rrid num 14
login num 14 | null-ok
ipaddr num 14 | null-ok
flags vch 8 null-ok
BILLINGPOLICY
billp_id num 14
what vch 32
type vch 32
unit vch 16
amt num 8
cnd type vch § null-ok
cnd unit num 8§ | null-ok
cnd time vch 8 null-ok
intro_time num 6
period vch 8
year discount num 4
BILLINGINFO
billi 1d num 14
who id num 14
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BILLINGINFO
method vch 12
credcard num 16 | null-ok
expire vch 7 null-ok
card id num 14 | null-ok
billp_id num 14
create date num 10
next date num 10
USAGE HIST
id num 14
objtype vch 16
access vch 16
start num 10
end num 10
cnt num 12
IPV4RANGE
ipid num 14
flag num 2
bits num 2
low num 10
high num 10

DESIGN CHOICES

Probably the least obvious design choice is the way that CONTACT is laid
out. What would be more obvious/natural is to have one table row represent each
particular contact record . However, this design breaks contact information mto
multiple fields, and represents each field as a row in the database. This method is
more flexible (given the flexible nature of the data), and supports the association and
efficient lookup of "ACCESS POLICY" to individual fields (e.g., to allow random
people looking at a CONTACT record to see an email address but not see a phone

number associated with that record).

THE SQL INTERFACE

The SQL Interface 104 takes queries/requests for domain name/address

resolution and returns the appropriate address and other information. The SQL
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implementing the interface 104 in a preferred embodiment is listed below (in the

Table titled SQL Query).

EXAMPLE
Here is a sample query made by a user 108 of the DNS 100 according to the

present invention. The request is processed by the query mechanism 106 which uses

the SQL interface 104 to access the database 102.
Query: a.b.c.d.wonk.com. <type>
where the system knows that it has “wonk.com. ZONE”
Then, in the worst case, the system has to make the following queries into the
10 database 102:
a.b.c.d.wonk.com. <type> ## commonly returns ANSWER
b.cdwonkcom. NS  ## commonly returns AUTH data
a.b.c.dwonk.com. NS  ## common to indicate sub-delegation
*.b.c.d.wonk.com. <type>
15 b.c.d.wonk.com. NS
*.c.d.wonk.com. <type>
c.d.wonk.com. NS
* d.wonk.com. <type>
d.wonk.com. NS
*.wonk.com. <type>

20

This invention embodies a query strategy that significantly reduces the

average number of database queries required to complete a DNS query.

There are essentially two common cases:

(1) no sub-delegation—Query gets simple answer for foo.wonk.com
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(2) the system will end-up telling about sub-delegation—Query made for
a.b.c.d.wonk.com gets NS for d.wonk.com

In both of the common cases noted above, the answer “dname” is likely to be
one component longer than the zone name. So, the system tests this before making
the query (i.c., the system does not want to query for “a.b.c.d.wonk.com”,
“b.c.d.wonk.com”, and “c.d.wonk.com” just to finally say that the delegation is made
at “d.wonk.com”).

Consequently, the following qﬁery optimization (in the query mechanism 106)
can be used:

If the requested name is one component longer than zone name, then look for
a quick answer.

This can be written as:

if (shorten(req.dname) == ZONE) {

SQL (<reg.dname>, <types> H##
SQL (d.wonk.com, <type>,

shorten (<reqg.dname>) , NS) H##
wonk . com, NS)

if (<type> found)
return answer;
save NS_for later();
SQL (reg.dname, NS,
“*” + shorten(req.dname), <type>);
if ("*” found, return answer and my NS
records) ;
if (Ns found, return authority);
return (NXDOMAIN) ;

If long request name, check for shortest delegation first. For example, if the
request name is “a.b.c.d.wonk.com”, check if “d.wonk.com” has NS.

SQL (shorten.to one piece(<reqg.dname>), NS); if (NS
found) return;

If neither optimization worked then start with original question.

SQL (<reqg.name>, <types>,
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zone.name, NS) ;
if (answer found) {
return (answer + NS);

} else {

save NS_for later();

}

PCT/US00/05416

If no answer is found then loop through and look for NS delegations.

for (working name = req.dname,

next_name

next

working name = next_name,

= shorten (working_ name) ;
zone;

shorten (working_name)

) |

SQL (working name, NS);
if (NS found) return;

No delegation made.

Now loop looking for

A2 %0

records.

next_name

for (working name = shorten (reqg.dname) ,

next name

next

working name = next name,

= shorten (working name) ;
zone;

shorten (working name)

) A

next name

SQL (™ *” + working name, <type>;
if (<type> found) {
return (answer + save_NS_records);

return (NXDOMAIN) ;

EXAMPLE

Give the example query “foo.bar.wonk.com. MX”, call following SQL (Table

XX) with following variables:

reqg.namel
req.name?

redq.name3

reqg.type

“foo.bar.wonk.com.”

15

“* pbar.wonk.com.”

“bar.wonk.com.”

(this is the MX type)

0874
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reg.class = 1 (this is the IN class)
reg.time = <current_time>
req.server = <server ID#>
req.ipaddr = <incoming pkt IP source>

SQL QUERY

SELECT * FROM rrjumbo, RR

The main “start with” clause gets the ANSWERS and AUTHORATATIVE, plus it gels
any “*” records that exist. ‘

START WITH

(
(RR.dname = ‘reg.namel’ AND {(RR.type =

‘req.type’)
OR (RR.type = = 2)))
OR
(RR.dname = ‘reg.name2’ AND (RR.type =
‘reqg.type’))
OR

(RR.dname = ‘reg.name3’ AND (RR.type = 2))

AND

RR.class = ‘req.class’ AND

substr (RR.time, ‘reg.time’, 1) =1 AND

substr (RR.sexvers, ‘reqg.server’, 1) =1 AND

RR.active =1 AND

RR.dead =0 AND

This is part of main query, that handles the IPvdrange
EXISTS (select * FROM ipv4range, IP WHERE

RR.ipv4daddr = IP.ipid AND

IP.low <= reqg.ipaddr AND

IP.high »>= reqg.ipaddr AND

Ip.flag = 2 AND)

This part of query grabs ADDITIONAL records
CONNECT BY

PRIOR refl = dname AND
type = 1 AND
class = ‘reqg.class’ AND
substr (time, ‘reg.time’, 1) =1 AND
substr (servers, ‘reg.server’, 1) =1 AND
active = 1 AND
dead =0 AND

Make certain ADDITIONAL RECORDS also have IPv4 permission
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SQL QUERY
EXISTS (select * FROM ipvé4range, IP WHERE
RR.ipv4addr = IP.ipid AND
IP.low <= req.ipaddr AND
IP.high >= req.ipaddr AND
IP.flag = 2 AND)

SELECT * FROM rrjumbo, RR
START WITH

(
(RR.dname = ‘req.namel’ AND ((RR.type =

‘reg.type’)
OR (RR.type = = 2)))
OR .
(RR.dname = ‘reqg.name2’ AND (RR.type =
‘reg.type’))
OR
(RR.dname = ‘reg.namel3’ AND (RR.type = 2))
)
AND
RR.class = ‘reg.class’ AND
substr (RR.time, ‘reg.time’, 1) =1 AND
substr (RR.servers, ‘req.server’, 1) =1 AND
RR.active = 1 AND
RR.dead =0 AND
EXISTS (select * FROM ipv4range, IP WHERE
RR.ipv4addr = IP.ipid AND
IP.low <= req.ipaddr AND
IP.high >= req.ipaddr AND
IP.flag = 2 AND)
CONNECT BY
PRIOR refl = dname AND
type = 1 AND
class = ‘reqg.class’ AND
substr(time, ‘req.time’, 1) =1 AND
substr (servers, ‘reqg.server’, 1) =1 AND
active =1 AND
dead =0 AND

EXISTS (select * FROM ipvdrange, IP WHERE

RR.ipvdaddr = IP.ipid AND
TP.low <= req.ipaddr AND
IP.high >= req.ipaddr AND
IP.flag = 2 AND)
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OTHER FEATURES
Building a modular system has allowed additional mechanisms to be

incorporated easily into the system which can serve as the base for new features/uses.

CONFIGURABLE RESOURCE RECORD TYPES

The DNS according to some embodiments of the present invention has over
thirty (30) defined resource record types, which provide data formats/fields for use by
different applications; current implementations hard-code the type definitions. Thus,
the present invention offers users the ability to dynamically configure RR types, to
allow directory-enabled applications to be deployed and tested within short time

frames.

CONTEXT SENSITIVE (QUERY-SPECIFIC) ANSWERS

In the abstract, a directory service maps a query’s incoming request (key) to an
outgoing response (data indexed by the key). Using a relational database model gives
the present invention an effective mechanism to add other components to the lookup
key. In the DNS example, a different answer can be given depending on various
context information: from the packet (IP address), from the machine (local time), and
from global system (which server location). Thus, for example, the system may

provide different answers at different times of day or to different geographic regions.

DyNAMIC DATA CACHE

In some embodiments, the DNS server 100 incorporates a dynamic load-on-
demand cache algorithm which significantly enhances performance by reducing the
amount of data that must be retrieved from the database 102.

When an inbound query is received, the server 100 will first attempt to find

the answer in the data cache 110. If the answer exists and is fresh, the response will
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be sent directly from the cached data stored in data cache 110. If the answer exists in
the cache 110 but is stale, or if the answer does not yet exist in the cache, the data will
be acquired from the database 102, transmitted in the response, and then added to or
updated within the cache 110. In some embodiments, the cache is maintained in a
Most Recently Used order to optimize lookup times and facilitate cache management.

Items in the cache 110 have a maximum lifetime which ranges from the time
to live (TTL) of the lowest resource record (RR) in the complete answer to the
maximum cache time value conﬁgureci for the server as a whole. For records that
change frequently, the TTL value can be set to zero to ensure the data is never added
to cache and always retrieved from the database.

By setting a relatively short lifetime on data in the cache 110, the server 100
can provide maximum throughput while still offering near real-time propagation of
zone changes. Because the cache is load-on-demand, the DNS daemon can be up and
ready to respond to queries within moments of execution.

In addition to normal caching of DNS response data, the cache algorithm is
designed so that negative caching is also achieved. For example, if a request is made
for a host that does not exist in an active domain, the negative response will be saved
just like a valid response. If the server is for some reason hit with a barrage of
requests for this same invalid host, they can be filled using the negative response in
cache, once again eliminating unnecessary calls to the database.

Further, in some embodiments, a management thread is incorporated into the
cache design. This thread comes to life at a configurable interval and walks through
the RR data cache, deleting any stale entries that it encounters. This feature ensures

that the most active data is always the most readily available.
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In some embodiments, a cache invalidation mechanism is incorporated that is
responsible for removing (or modifying) data within the dynamic cache so that the

cache accurately and acceptably reflects changes made to the primary data repository.

IMPLEMENTATION DETAILS

An embodiment of this invention has been implemented. The DNS server 100
was designed on top of and tightly integrated with the database 102. The database
102 was implemented using Oracle, however, care was taken to modularize the
database interface so that the system could easily be integrated with a database from a
different vendor, such as Sybase or Informix. The server was developed using Gnu
C++ on a Linux platform. The server build process was later expanded to support
both Linux and Solaris.

Implementations of the present invention can be written in any suitable high-
Jevel computer language. Further, while aspects of the present invention have been
implemented in software running on a computer system as described above, all
aspects of the present invention can also be implemented in hardware or in a
combination of sofiware and hardware. That is, although described with reference to
a particular system, the present invention operates on any computer systen and can be
implemented in software, hardware or any combination thereof. When implemented
fully or partially in software, the invention can reside, permanently or temporarily, on
any memory or storage medium, including but not limited to a RAM, a ROM, a disk,
an ASIC, a PROM and the like.

While the above embodiments relate to domain name processing, one skilled
in the art will realize that domain names are merely one example of directory services,

and that the present invention is applicable to other directory services.
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Thus are provided methods, systems and devices for scalable domain name
resolution. One skilled in the art will appreciate that the present invention can be
practiced by other than the described embodiments, which are presented for purposes
of illustration and not limitation, and the present invention is limited only by the

claims that follow.
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We claim:

1. A system for processing domain name requests, the system
comprising:

a query mechanism constructed and adapted to:

(2) obtain a user request for response information corresponding to a
particular domain name; and

d) provide complete respo‘nse information in a single response to the user

request.

2. A system as in claim 1 wherein the user request is a domain name
resolution request and wherein the query mechanism provides an Internet Protocol

(IP) address corresponding to the domain name.

3. A system as in claim 1 wherein the a query mechanism 1s further
constructed and adapted to:

provide the response depending on context information.
4. A system as in claim 3 wherein the context information includes at
least one of (a) context information from the request; (b) context information from the

system; and (c) global context information.

5. A system as in claim 4 wherein the context information includes

address information indicating an address of the user.
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6. A system as in claim 4 wherein the context information includes the
local time.
7. A system as in claim 4 wherein the context information includes the
5 location of the system.
8. A system as in claim 1 further comprising:

a data cache;
wherein the query mechanism is further constructed and adapted to:
10 upon receipt of a user request, first attempt to find an answer to the

user request in the data cache.

9. A system as in claim 8 wherein the query mechanism is further
constructed and adapted to:
15 (a) if the answer exists in the data cache and the answer is fresh, send the
answer directly from the cached data; and
(b) if the answer exists in the data cache and the answer is stale, or if the
answer does not exist in the data cache, then
(b1)  acquire the answer from a database;
20 (b2)  send the answer; and

(b3)  update the data cache to reflect the acquired answer.

10. A system as in claim 8 wherein items in the data cache have a

maximum lifetime which ranges from the time to live of the lowest resource record in
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a complete answer to the maximum cache time value configured for the system as a

whole.

11. A system as in claim 8 wherein the query mechanism is further
constructed and adapted to:
implement negative caching such that if a request is made for a host that does

not exist in an active domain, the negative response will be saved in the cache.

12. A method of providing an Internet Protoco! (IP) address of one of a
plurality of devices on the Internet, the method comprising:

obtaining a user request for an IP address corresponding to a particular domain
name; and

providing the IP address in a single response to the user request.

13. A method as in claim 12 further comprising:

providing the IP address depending on context information.

14. A method as in claim 13 wherein the context information includes at
least one of (a) context information from the user request; (b) local context

information; and (c¢) global context information.

15. A method as in claim 14 wherein the context information includes

address information indicating an address of the user.

46

0883



WO 00/52594 PCT/US00/05416

16. A method as in claim 14 wherein the context information includes the
local time.
17. A method as in claim 14 wherein the context information includes a
5 geographic location.

18. A method as in claim 12 further comprising:

attempting to find an answer to the user request in a data cache.

10 19. A method as in claim 18 further comprising:
(a) if the answer exists in the data cache and the answer is fresh, sending

the answer directly from the cached data; and
(b) if the answer exists in the data cache and the answer is stale, or if the
answer does not exist in the data cache, then
15 (b1)  acquiring the answer from a database;
(b2) sending the answer; and

(b3)  updating the data cache to reflect the acquired answer.

20. A method as in claim 18 wherein items in the data cache have a
20 maximum lifetime which ranges from the time to live of the lowest resource record in

a complete answer to a maximum cache time value.

21. A method as in claim 18 further comprising:
if a request is made for a host that does not exist in an active domain, saving

25 the negative response in the data cache.

47

0884



WO 00/52594 PCT/US00/05416
22. A system comprising:
a network of distributed replicated Domain Name Servers (DNSs), each DNS
comprising:
a database; and
5 a query mechanism constructed and adapted to:
(a) obtain from the database a user request for response
information corresponding to a particular domain name; and
(b) provide complete‘response information in a single response to
the user request,
10 wherein the databases in the network are replicated and wherein the

DNSs share the same network address.
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POLICY BASED NETWORK ARCHITECTURE

FIELD OF THE INVENTION
The present invention relates to computer networks, and more particularly, to devices and
methods for providing efficient, integrated and scalable policy management services for remote

private nctworks across the Internet.

BACKGROUND OF THE INVENTION

The growth and proliferation of computers and computer networks allow businesses to
efficiently communicate with their own components as well as with their business partners,
customers, and suppliers. However, the flexibility and efficiencies provided by such computers
and computer networks come with increasing risks, including security breaches from outside the
corporation, accidental release of vital information from within it, and inappropriate use of the
LLAN, WAN, Internet, or extranet.

In managing the growth of computer networks as well as addressing the various security
issues, network managers often turn to network policy management services such as firewall
protection, Network Address Translation, spam email filtering, DNS caching, Web caching,
virtual private network (VPN) organization and security, and URL blocking for keeping network
users from accessing certain Web sites through use of the organization’s ISP. Each policy
management service, however, generally requires a separate device that needs to be configured,
managed, and monitored. Furthermore, as an organization grows and spreads across multiple
locations, the devices maintained also multiply, multiplying the associated expenditures and
efforts to configure, manage, and monitor the devices.

The solution to this problem is not as simple as just integrating multiple network policy
management functions into a single device at each location and allowing each location to share
its policy information with other locations. In fact, there are many obstacles and challenges in
adopting such an approach. For example, a scheme for specifying and distributing policy
management information effectively across remote private networks of an entire organization
generally requires a well designed object model. The synchronizing of multiple databases in the
organization with updates to the policy management information may also be a complex problem.
Moreover, managing the policy information efficiently for remote devices across an organization
may present a challenge. Furthermore, collecting logs and statistics information from the remote
private networks ina large distributed policy management system for efficient analysis and report
generation is often a difficult task. Conventionally, only raw packet information is logged and
saved, generally requiring time-consuming and custom-generated programs to be run on the raw
data off-line to produce meaningful reports and statistics.

There are other challenges in providing a unified policy management system. For
increased benefits. such unified policy management functions should be implemented as much
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as possible in hardware. However, implementing policy management on a chip typically requires

an efficient design partitioning. Furthermore, the unified policy management system should
allow for efficient configuration, management, and updating of virtual private networks
extending over different remote sites.

Accordingly, there remains a need in the art for a network management solution that

overcomes these and other obstacles of the prior art.

SUMMARY OF THE INVENTION

The present invention is directed to a unified policy management system where various
policies. namely, the set of rules and instructions that determine the network’s operation, may be
established and enforced from a single site. According to one embodiment of the invention, the
system includes a first edge device associated with a first network having a first set of resources
that is configured to manage the policies for the first network according to the policy settings
stored in a first database. The system also includes a second edge device associated with a
second network having a second set of resources that is configured to manage the policies for the
second network according to the policy settings stored in a second database. The first and second
edge devices act as policy enforcers for their respective networks. The policies being enforced
may include firewall policies, VPN policies, and the like.

The system further includes a central policy server in communication with the first and
second edge devices. The policy server is configured to define the first and second policy
settings and manage the first and second edge devices from a single location. Thus, a network
administrator need not multiply his or her efforts and associated expenditures in configuring and
managing the policy enforcers individually.

In alternative embodiments, the unified policy management system includes one or more
of the following features:

The central policy server may include a central database for storing configuration
information of the policy enforcers. The central database as well as the databases associated with
the policy enforcers are Lightweight Directory Access Protocol (LDAP) databases organized
according to a hierarchical object oriented structure. This structure includes resource objects and
policy objects for defining the policy settings for the policy enforcers. Such a structure helps
simplify policy management by allowing the various elements of the policy management system
to be defined and organized in an intuitive and extensible fashion.

According to one embodiment of the invention, the resource objects include devices,
users. hosts. services. and time. Devices are the policy enforcers at the edge of a particular
private local network. Each device is associated with users and a host. A hostisa network (e.g.
a LAN subnet) in an organization. Services reflect the various services (e.g. HTTP, TELNET,
FTP) provided by the policy server. Time is another dimension in controlling access to the

network resources.
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The central database stores the configuration information, including policy settings, for

all the policy enforcers. When a change is made to the configuration information, the policy
server creates a log of such changes and stores it in the central database for later transferring to
the policy enforcers. When the policy enforcers receive the log of changes, they update their
respective databases accordingly and indicate to the policy server whether the updates have been
successful. If they have been successful, the log of changes corresponding to these policy
enforcers are deleted from the central database.

The central policy server may further include a set of user application modules for
allowing a user, such as the network administrator, to define the policy settings for the policy
enforcers and further manage the policy enforcers from the single location. Preferably, the policy
settings are associated with a plurality of resource objects including devices, users, hosts,
services, and time.

In one aspect of the invention, the set of application modules includes a centralized
management sub-module for allowing installation and registration of the policy enforcers with
the central policy server.

In another aspect of the invention, the set of application modules includes a policy
management sub-module for managing and viewing the resource objects from the single location.

In yet a further aspect of the invention, the policy server includes a set of user application
modules for allowing a user to monitor the health and status of the policy enforcers. Each policy
enforcer collects and transmits the health and status information to the policy server in a
predefined common log format. The policy server may then create various reports based on this
information. It should be appreciated, therefore, that the present invention allows on-the-fly
monitoring of the resources in the organization, yielding further advantages of the invention over
the prior art, which generally collected only raw data and required the tedious generation of
reports.

The functionalities of the policy enforcers in enforcing the policies for their respective
networks may also be partitioned for effective hardware implementation. According to one
embodiment of the invention, each edge device preferably includes a plurality of modules
including a classification engine, a policy engine, and a packet forwarding engine. The
classification engine determines a protocol associated with an incoming packet. The policy
engine makes a forwarding decision for the packet based on policy settings associated with the
packet. The packet forwarding module then forwards the packet based on the policy settings.

In alternative embodiments, the module may further include a security engine for
authenticating a user transmitting the packet and/or a statistics module for collecting statistics of
packets flowing through the policy enforcer.

Each of the networks in the system may also constitute private networks and each policy
enforcer associated with the private network is configured to create a table with information of
member networks reachable through the policy enforcer. The table is then shared with the other

3
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member policy enforcers in the VPN. This allows the creation of VPNs whose member lists are

dynamically compiled.

In one particular aspect of the invention, the communication between the first and second
private networks is managed according to a security policy associated with the member networks.
The security policy is preferably defined for a security policy group, referred to as a VPN cloud,
providing a hierarchical organization of the group. The VPN cloud includes member networks
(hosts). users allowed to access the member networks, and a rule controlling access to the
member networks. The hierarchical organization provided by the VPN clouds thus allows the
network administrator to create fully meshed VPNs where every site within a VPN cloud has full
connectivity with every other site. The network administrator need no longer manually configure
each possible connection in the VPN, but only need to create a VPN cloud and specify the sites,
users, and rules to be associated with the VPN. Each connection is then configured based on the
configuration specified for the VPN cloud. The hierarchical organization thus facilitates the
setup of a VPN with a large number of sites.

In another aspect of the invention, the rule in the VPN is a firewall rule providing access
control of the traffic among the member networks. Such firewall rules allow the administrator
to have fine grained access control over the traffic that flows through the VPN, all within the
realm of the encrypted access provided by such VPN.

In a further aspect of the invention, a remote user accesses the member networks from a
remote location using a remote user terminal. The terminal is configured with software for
downloading the table with the dynamic membership information from the edge device to which
it is connected. Updates to the membership information are further automatically transmitted to
the remote user terminal without requiring reconfiguration of the terminal.

The policy server and policy enforcers, as well as other network devices may also be
configured for high availability by maintaining a second class unit (backup unit) in addition to
a first class unit (primary unit) for preventing a single point of failure. In one aspect of the
invention, the backup unit is initially in an inactive state and later transitions to the active state
upon detection of a failure is the primary unit.

In another aspect of the invention, each high-availability device discovers its status as a
primary unit, a backup unit, or a stand-alone unit (third class unit) during initialization.

In a further aspect of the invention, the configuration information stored in the databases
of the primary and backup units are synchronized by transitioning the first class unit to an active
state, receiving and storing the first database configuration changes on the first class unit,
transferring the configuration changes to the second class unit, and storing the configuration
changes on the second class unit. When the primary unit transitions to an inactive state, the
backup unit stores the second database configuration changes on the second class unit and
transfers those changes to the primary unit after it re-transitions to the active state.
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In still another aspect of the invention, undates to the primary and backup units, such as

software updates, are also synchronized transmitting the update information to the primary unit,
updating the primary unit, transmitting the update from the primary unit to the backup unit, and
updating the backup unit. Thus, the network administrator need not duplicate his or her efforts

to update the backup units.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features, aspects and advantages of the present invention will be more
fully understood when considered with respect to the following detailed description, appended
claims and accompanying drawings wherein:

FIG. 1 is a schematic block diagram of an exemplary unified policy management system;

FIG. 2 illustrates the hierarchical object-oriented structure of policies stored for an
organization in accordance with the principles of the invention;

FIG. 3 is a schematic block diagram of a policy server in the policy management system
of FIG. 1;

FIG. 4 is a schematic diagram of a central management sub-module in the policy server
of FIG. 3;

FIG. 5 is an exemplary flow diagram of a device registration process carried out by the
central management sub-module of FIG. 4;

FIG. 6 is a screen illustration of an exemplary graphical user interface for registering a
device;

FI1G. 7 is a screen illustration of an exemplary global monitor user interface presenting
device health and status information;

FIG. 8 is a screen illustration of an exemplary graphical user interface provided by a
policy management sub-module in the policy server of FIG. 3;

FIG. 9 is a screen illustration of an exemplary graphical user interface for managing
system devices;

FIG. 10 is a screen illustration of an exemplary graphical user interface for managing
system hosts;

FIG. 11 is a screen illustration of an exemplary graphical user interface for managing
system services;

FIG. 12 isa screenillustration of an exemplary graphical user interface for managing time
groups;

FIG. 13 is a screen illustration of an exemplary graphical user interface displaying a
plurality of VPN clouds;

FIG. 14 is a screen illustration of an exemplary graphical user interface for adding a new

firewall policy;
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FIG. 15 is a schematic functional block diagram of policy enforcers updating their

respective VPN membership information;

FIG. 16 is a block diagram of components in a self-extracting executable for downloading
by a remote VPN client;

FIG. 17 is a functional block diagram for downloading the self-extracting executable of
FIG. 16;

FI1G. 18 is a schematic block diagram of a policy enforcer in the policy management
system of F1G. 1;

FIG. 19 is a more detailed schematic block diagram of a policy engine in the policy
enforcer of FIG. 18;

FIG. 20 is a more detailed schematic block diagram of a protocol classification engine of
the policy enforcer of FIG. 18;

FIG. 21 is amore detailed schematic block diagram of an Internet protocol security engine
in the policy enforcer of FIG. 18;

FIG. 22 is a schematic layout diagram of a common log format according to one
embodiment of the invention;

FIG. 23 is a block diagram of an LDAP tree structure according to one embodiment of
the invention;

FIG. 24 is a more detailed block diagram of a branch of the LDAP tree of FIG. 23;

FIG. 25 is a flow diagram for logging and propagating LDAP changes to policy enforcers;

FIG. 26 is a schematic block diagram of a high availability system including a primary
unit and a backup unit;

FIG. 27 is a flow diagram of an exemplary status discovery process conducted by a high
availability unit;

FIG. 28 is a flow diagram of a process for maintaining configuration information
synchronized in the primary and backup units of FIG. 26;

FIG. 29 is an exemplary flow diagram of updating the primary and backup units of FIG.
26 when they are both functional; and

FIG. 30 is an exemplary flow diagram of updating the primary and backup units FIG. 26
when the primary is not functional.

DETAILED DESCRIPTION OF THE INVENTION

1.  UNIFIED POLICY MANAGEMENT SYSTEM ARCHITECTURE

FIG. 1 is a schematic block diagram of an exemplary unified policy management system
according to one embodiment of the invention. As illustrated in FIG. 1, private local networks
102, 104, and 106 are all coupled to a public network such as the Internet 108 via respective
routers (generally identified at 110) and Internet Service Providers (ISPs) (not shown). Also
coupled to the public Internet 108 via the ISPs are web surfers 112, dial-up network users 114,
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servers providing unauthorized web sites 116, email spammers 118 sending out unsolicited junk

email, and remote VPN clients 140 seeking access to the private local networks 102.

According to one example, local network 102 connects users and resources, such
as workstations, servers, printers, and the like, at a first location of the organization, such as the
organization’s headquarters, and local network 104 connects users and resources at a second
location of the organization, such as a branch office. Furthermore, local network 106 connects
users and resources of a customer of the organization requiring special access to the
organization’s users and resources. Authorized dial-up network users 114 of the organization
are respectively situated at remote locations from the first and second local networks, and also
require special access to the organization’s users and resources. Furthermore, web surfers 112
communicate with the organization’s web server 120 over the public Internet 108 and access the
organization’s web site.

Local network 102 includes a policy server 122 for defining and managing network
services and policies for the organization. The network policies are a set of rules and instructions
that determine the network’s operation, such as firewall, VPN, bandwidth, and administration
policies. The firewall policies decide the network traffic that is to be allowed to flow from the
public Internet 108 into the local networks 102, 104, and the traffic that is to be blocked. The
bandwidth policies determine the kind of bandwidth that is to be allocated to the traffic flowing
through the local networks. The VPN policies determine the rules for implementing multiple site
connectivity across the local networks. The administration policies decide the users that have
access to administrative functions. the type of administrative functions allocated to these users.
and the policy enforcers 124, 126 on which these users may exercise such administrative
functions. The firewall, VPN, bandwidth, and administration policies for the entire organization
are preferably stored in a policy server database 130 maintained by the policy server 122.

Each local network 102, 104 also includes an edge device, referred to as a policy enforcer
124, 126, for controlling access to the network. Each policy enforcer 124, 126 manages the
network policies and services for the users and resources of their respective local networks 102,
104, as permitted by the policy server 122. Respective portions of the policy server database 130
are copied to the policy enforcer databases 132, 134 for allowing the policy enforcers to manage
the network policies and services for the local networks 102, 104.

According to one embodiment of the invention, the policy server 122 and policy enforcers
124, 126 may be implemented in a similar fashion as the FORT KNOX series of policy routers
made by Alcatel Internetworking, Inc., of Milpitas, California.

1I.  OBJECT MODEL FOR NETWORK POLICY MANAGEMENT

According to one embodiment of the invention, the policy server database 130 and policy
enforcer databases 132, 134 are LDAP databases adhering to a unified hierarchical object
oriented structure. The LDAP directory service model is based on entries where each entry is a

.-
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collection ot attributes referenced by a distinguished name (DN). Each of'the attributes includes

a type and one or more values. The type is typically a mnemonic string, such as “o” for
organization, “c” for country, or “mail” for email address. The values depend on the type of
attribute. For example. a “mail” attribute may contain the value “babs‘@umich.edu.” A
“jpegPhoto™ attribute may contain a photograph in binary JPEG/JFIF format. Additional details
of the LDAP directory service model are defined in RFC 1777 "The Lightweight Directory
Access Protocol" (W. Yeong, T. Howes, and Kille, Network Working Group, March 1995) and
"LDAP Programming: Directory-enabled Applications with Lightweight Directory Access
Protocol" (T. Howes, and M. Smith, Macmillan Technical Publishing, 1997), incorporated herein
by reference.

The entries in the LDAP database are preferably arranged in a hierarchical tree-like
structure reflecting political, geographic, and/or organizational boundaries. Entries representing
countries appear at the top of the tree. Below them are entries representing states or national
organizations. Below the states or national organizations may be entries representing people,
organization units, printers, documents, and the like.

FIG. 2 is a schematic layout diagram of a unified hierarchical object oriented structure
adhered by the policy server database 130 according to one embodiment of the invention. The
policy enforcer databases 132, 134 adhere to a similar structure except for a few differences. For
example. the policy enforcer databases preferably do not contain a policy server domain object
201 and related policy server objects, nor a policy domain object 240.

Asillustrated in FIG. 2, each object in the structure is preferably stored asan LDAP entry.
At the top of the hierarchy is the policy server domain object 201 including various policy server
resources and a plurality of policy domains objects (generally referenced at 204). Each policy
domain object 240 is a grouping of policy enforcers that share common policies. Each policy
domain object 240 includes a resource root object 200 and a group root object 202. All policy
management functions are preferably implemented in terms of the resource objects which include
devices 204. users 206, hosts 208, services 210, and time 220. Thus, a firewall policy may be
defined by simply assigning the particular devices, users, hosts, services, and time applicable to
the policy. The devices, users, hosts, and services are preferably organized in groups 212, 214,
216, and 218, respectively, having a group name, description, and member information for a
more intuitive way of addressing and organizing the resources.

Users 206 are preferably associated with a user domain providing a secure and efficient
means of authenticating the user. Each user domain has a single policy enforcer who is authorized
to authenticate the user. Thus, user domains ensure that the authenticating agent is generally
located in the same local network as the user. This helps eliminate the cost of network
dependency or network latency during the user authentication process. It should be noted,
however, that users may also constitute authorized dial-up users 114 and users from the customer
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network 106. These users contact aremote authenticating agent which proxies the authentication

back to the appropriate policy enforcer.

Hosts 208 are the various networks present in an organization. For instance, a particular
LAN subnet may be specified as a host in the system. Hosts 208 are preferably organized based
on their physical locations within the organization. A host’s physical location is identified by the
device (policy enforcer) 204 associated with the host.

Services 210 reflect the various services provided by the policy server 122. Such services
include, for example, multimedia streaming/conferencing, information retrieval, security and
authentication, database applications, mail applications, routing applications, standard
communication protocols, and the like. Attributes associated with each service preferably
include a service name, description, type (e.g. HTTP, HTTPS, FTP, TELNET, SMTP, Real
Networks, and the like), and group.

Devices 204 are the policy enforcers 124, 126 at the edge of a particular local network.
Each device/policy enforcer preferably includes users 206 and a host/network 208 that is
managed by the policy enforcer.

Time 220 is another dimension in controlling access to the network resources. Various
time objects covering a range of times may be created and used in creating the firewall policies.

Similar to resources, network policies are also preferably defined in terms of objects for
amore efficient and intuitive definition of the policies. Policies are defined by the administrators
and implemented by the policy enforcers 124, 126 on the network traffic flowing between the
public Internct 108 and the local networks 102 and 104.

According to one embodiment of the invention, a policy object 222 includes a bandwidth
policy 224, firewall policy 226, administration policy 228, and VPN policy 230. The VPN policy
230 defines a security policy for the member networks and includes one or more VPN clouds
232. Each VPN cloud 232 is an individual VPN or a group of VPNs defining a security policy
group which includes a list of sites 234 and users 236 who can communicate with each other.
A site is preferably a set of hosts/networks physically located behind one of the policy enforcers
124, 126. In other words, a site is a definition of a network which includes the policy enforcer
that is associated with it. The policy enforcers for the sites act as VPN tunnel endpoints once the
hosts under the sites start communicating. These communications are governed by a set of rules
238 configured for each VPN cloud. The rules 238 may govern, among other things, VPN access
permissions and security features such as the level of encryption and authentication used for the
connectivity at the network layer.

The object oriented structure of FIG. 2 thus allows the network administrators to define
policies in an intuitive and extensible fashion. Such policies may be defined by simply
assoclating resources to the policies. This allows for a policy-centric management model where

the administrator is given the impression that a single logical server provides the firewall,
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bandwidth management, and VPN services across the enterprise. The fact that the policy is

enforced on individual policy enforcers in different locations is transparent to the administrator.

ITII. POLICY-BASED NETWORK ARCHITECTURE

FIG. 3 is a more detailed schematic block diagram of the policy server 122 according to
one embodiment of the invention. The policy server 122 preferably includes a management
module 302 that allows centralized control over the policy enforcers 124, 126 from a single
console. The policy server 122 further includes a log collecting and archiving module 304 and
a policy server reports module 316. The log collecting and archiving module 304 collects
information about the status and usage of resources from the policy enforcers 124, 126 as well
as from the management module 302, and stores them in an archive database 318. The policy
server reports module 316 uses the collected logs and archives to generate reports inan organized
report format.

Referring again to the management module 302, the management module 302 preferably
includes four sub-modules aiding in the centralized control, namely, a centralized management
sub-module 306, policy management sub-module 308, secure role-based management sub-
module 310, and multiple sitc connectivity management sub-module 312.

The centralized management sub-module 306 enables a network administrator to install
and manage individual policy enforcers from a central location. The network administrator
preferably uses a web-based graphical user interface to define the policy enforcer’s network
configuration and monitor various aspects of the device, such as device health, device alarms,
VPN connection status, and the like.

The policy management sub-module 308 provides the network administrator with the
ability to create policies that span multiple functional aspects of the policy enforcer (e.g. firewall,
bandwidth management, and virtual private networks), multiple resources (e.g. users, hosts,
services and time), and multiple policy cnforcers.

The secure role-based management sub-module 310 provides role-based management to
enable administrators to delegate administrative responsibilities to other administrators. This
sub-module preferably provides for maximum security when it comes to accessing the
management functions.

The multiple site connectivity management sub-module 312 allows the network
administrator to set-up secure communication channels between two or more remote sites. In
doing so, this sub-module leverages the centralized management sub-module 306, policy
management sub-module 308, dynamic routing capabilities of the policy enforcers 124, 126, and
the management infrastructure to provide virtual private networks across the enterprise with fine
grained access control.

FIG. 4 is a more detailed schematic diagram of the central policy management sub-
module 306 according to one embodiment of the invention. The sub-module includes a policy
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server installation wizard 404 providing an interactive user interface to aid the installation of the

policy server 122. In this regard, the network administrator has access to a personal computer
connected to a LAN port of the policy server 122 via a cross over cable, hub, or the like. The
network administrator connects to the policy server 122 by preferably typing-in a URL of the
policy server 122 into a standard Internet browser such as Microsoft Internet Explorer. The URL
1s preferably of the form of “http://<ipaddress>:88/index.html” where <ipaddress> is the IP
address that is to be assigned to the policy server. The I[P address is automatically assigned to
the po‘licy server when the browser attempts to contact the address. When the administrator’s
personal computer sends an address resolution protocol request for the IP address, the policy
server detects that a packet directed to port 88 is not claimed, and assumes the IP address.

Once connected, the policy server installation wizard 404 invokes the interactive user
interface to assist the administrator in setting up the policy server 122. Among other things. the
policy server installation wizard 404 prompts the administrator to specify a server name, server
IP address, and router IP address. Furthermore, the policy server installation wizard 404 prompts
the administrator to select one of various default policies for creating default firewall, VPN,
bandwidth, and administrator policies. These policies are then replicated on each new policy
enforcer registering with the policy server 122.

The centralized management sub-module 306 further includes a policy enforcer
installation wizard 406 providing an interactive user interface to aid the installation of the policy
enforcers 124, 126. As with the installation of the policy server 122, the access to the wizard 406
is preferably web-based using the network administrator’s personal computer.

Once connected, the policy enforcer installation wizard 406 invokes the interactive user
interface to assist the network administrator in setting up a particular policy enforcer 124, 126.
Among other things, the policy enforcer installation wizard 464 prompts the administrator to
specify the policy server IP address, policy enforcer IP address, and router IP address. The policy
enforcer then registers with the policy server 122 by invoking a URL on the policy server with
basic bootstrap information of its own. The registration of the policy enforcer allows the
initialization of the policy enforcer’s database 132, 134 with the configuration information, as
well as the monitoring of the policy enforcer’s status and health by the policy server 122.

Prior to registering the policy enforcer with the policy server 122, the network
administrator preferably pre-registers the policy enforcer on the policy server. Such pre-
registering allows the creation of a placeholder node on the policy server for the policy enforcer
data for when the policy enforcer does in fact register. In this regard, the centralized management
sub-module 306 includes a configuration interface 410 allowing the pre-registration of a new
policy enforcer.

FIG. 5 is an exemplary flow diagram of a policy enforcer pre-registration and registration
process according to one embodiment of the invention. In step 401, the policy enforcer is
connected to the network and installed at its actual physical location using the above-described
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policy enforcer installation wizard 406. The network administrator, possessing the new device’s

serial number, pre-registers the policy enforcer by adding the new policy enforcer to a device
group in step 403. In this regard, the configuration interface 410 invokes an interactive graphical
interface, such as the one illustrated in FIG. 6, allowing the network administrator to enter a
device name 415, serial number 417, and location information 419, and further allowing the
administrator to select a device group 421 to which the new policy enforcer is to belong.
Actuation of an apply button 423 causes the new policy enforcer, in step 405, to contact the
policy server 122 by preferably invoking a URL on the policy server. Once the policy server has
been contacted, the new policy enforcer transmits its registration packet to the policy server. The
registration packet includes at least a serial number of the new policy enforcer, as well as the IP
addresses of the LAN. WAN, and DMS on the policy enforcer. In step 407. the centralized
management sub-module 306 compares the serial number of the new policy enforcer with the list
of policy enforcers pre-registered with the policy server 122. If a match is found, the policy
server 122 proceeds with the registration process by packaging, in step 409, the settings selected
for the policy enforcer during its installation process, preferably into an LDAP Data Interchange
Format (1dif) file. In step 411, the file is transmitted to the policy enforcer, preferably over an
HTTPS channel, by invoking a common gateway interface (CGI) on the policy enforcer. The
policy enforcer then uses the file to initialize its configuration database, such as database 132,
134, in step 413.

Referring again to FIG. 4, the centralized management sub-module 306 also includes a
global monitor user interface 402 and a data collector program 412, respectively displaying and
collecting the health and status of all the policy enforcers managed by the policy server 122. The
data collector program 412 receives health and status information from each of the up-and-
running policy enforcers it manages, and passes the relevant information to the global monitor
user interface. A health agent running as a daemon in each of the policy enforcers being
monitored periodically collects data from the device and analyzes its health status. The collected
data is then transferred to the policy server 122 when requested by the data collector program
412.

FIG. 7 is a screen illustration of an exemplary global monitor user interface 402
presenting various types of health and status information. Such information may relate to the
health of the device, such as system load 712 and network usage information 714. The
information may also relate to current alarms 716 on the device including alarm name, type,
description, and the like. The information may further relate to current VPN connections 718
including connection type, source/destination, duration, and VPN traffic volume.

Referring again to FIG. 3, the policy management sub-module 308 allows for policy
management of the policy enforcers 124, 126. As discussed above, all policy management
functions are implemented in terms of resource objects stored in the policy databases 130, 132,
134 including users, devices, hosts, services, and time. Preferably, all resources are associated

-12-

0901



10

15

20

19
N

35

WO 00/78004 PCT/US00/16246
with default policy settings selected by the administrator during the installation process.  The
network administrator views, adds, and modifies the policies centrally via a graphical user
interface provided by the policy management sub-module 308. This allows for a policy-centric
management model where the administrator is given the impression that a single logical server
provides the firewall, bandwidth management, and VPN services across the enterprise. The fact
that the policy is enforced on individual policy enforcers in different locations is transparent to
the administrator.

FIG. 8 is a screen illustration of an exemplary graphical user interface provided by the
policy management sub-module 308. The interface includes a resource palette 718 including a
list of resource tabs including a users tab 718a, devices tab 718b, hosts tab 718c, services tab
718d. and time tab 718e. The resource palette allows the administrator to add and modify
resource definitions from a single console.

Selection of the users tab 718a causes a display of the user groups 722 defined for the
system. New users may be added to the group by selecting a particular group and defining
various attributes of the user such as a login name, full name, policy enforcer to which the user
belongs, authentication scheme, password, and the like.

Selection of the devices tab 718b causes a display of various device management icons
for managing the policy server 122 and the policy enforcers 124, 126 as is illustrated in FIG. 9.
A policy server systems settings icon 750 allows the network administrator to view and modify
system settings like LAN, WAN/DMS IP addresses of the policy server 122. A policy server
archive options icon 752 allows specification of reporting and other database archive options at
the policy server 122. A global URL blocking icon 754 allows the administrator to specify a list
of unauthorized web sites 116 to be blocked by all the policy enforcers 124, 126 of the system.
Similarly, a global spam list icon 756 allows the administrator to specify a list of email addresses
of spammers 118 to be blocked by all the policy enforcers.

The administrator may view information on all the policy enforcers 124, 126 by selecting
icon 758. Information on a specific policy enforcer may be viewed by selecting a specific policy
enforcer 760 under a particular device group 761. Such information includes system settings
information 762, URL blocking information 764, spam list information 766, and the like, that is
specific to the selected policy enforcer. For instance, selection of the policy enforcer’s URL
blocking information 764 icon causcs a display of various categories 768 of URLs that the
network administrator may select to block for the selected policy enforcer.

Selection of the hosts tab 718c¢ causes a display of various hosts (networks) of the system
as is illustrated in FIG. 10. A host is organized based on its physical location and is further
associated with a particular policy enforcer 124, 126. Hosts are associated with various attributes
including a unique name 770, an IP address of the network 772, and a subnet mask 774. In
addition. the administrator may specify whether the host is an external host 776 belonging to a
network that is not administered by the policy server 122. If the host is an external host, the
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administrator specifies an IP address 778 of the external device to which the host belongs. A

device field 780 allows the administrator to enter the policy enforcer’s name to which the host
belongs. Each host is further associated with a particular group 782 assigned by the
administrator.

Selection of the services tab 718d causes a display of various service groups supported
by the policy server 122 as is illustrated in FIG. 11. Such service groups include, for example,
multimedia streaming/conferencing, information retrieval, security and authentication, mail
applications, routing applications, database applications, standard communication protocols and
the like. Users may also add new service groups as desired.

Each service is associated with a name 784, description 786, and service type 788 (e.g.
[ITTP.HTTPS. FTP. TELNET. SMTP. Real Networks. and the like). Furthermore, each service
is associated with a service group 790. Based on the type of service, additional information may
also be specified for the service. For instance, for an HTTP service, the administrator may
specify whether URL blocking 792 is to be enabled.

Selection of the time tab 718e causes a display of various time group icons 794 covering
a range of times to be used in the firewall policies as is illustrated in FIG. 12. For instance,
selection of a work time group icon allows the network administrator to set the days and times
which are to be set as working days and hours.

Referring again to FIG. 8, the interface also includes a policy canvas 720 including a list
of policies available to the system. A policy definition is preferably an association of a set of
resources that may be dragged from the resource palette 718 and dropped onto the policy canvas
720.

Selection of a firewall tab 720a causes a display of all the firewall policies defined for a
particular policy domain including one or more policy enforcers. The network administrator
decides the domain to which a policy enforcer is to belong during pre-registration of the policy
enforcer. The interface allows the network administrator to view, add, and modify the various
policies from the policy server 122 and effectuate the changes on the policy enforcers 124, 126
without the need to make such changes individually in each policy enforcer.

According to one embodiment of the invention, each firewall policy includes a policy
identifier (ID) attribute 724 for identifying a particular policy rule in the list of policies. Anorder
number attribute 726 for the policy rule indicates the sequence in which the policy is to be
applied. In this regard, the policy enforcer 124, 126 for the local network takes one rule at a time,
in sequence, compares it against the network traffic, and preferably applies the first rule that
matches the network traffic.

Each firewall policy also includes a description attribute 728 for describing the firewall
policy to be applied. For instance, the description may indicate that the policy allows spam
blocking, URL blocking, VPN key management, and the like. An action flag attribute 730

indicates whether traffic is to be allowed or denied for the indicated policy. An active flag
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attribute 732 indicates whether the policy has been activated or de-activated. Thus, the network

administrator may create a policy and activate it at a later time. A policy that has been de-
activated prefcrably has no effect on the network traffic.

Each firewall policy further includes a user attribute 734, source attribute 736, service
attribute 738, destination attribute (not shown), and time attribute (not shown). Each of these
attributes is preferably represented by a group name or a resource name. The name acts as a
pointer to an entry in the group root object 202 or resource root object of the LDAP database 130,
132, or 134.

Preferably. the user attribute 734 indicates the user groups and users that are eligible for
the policy. The source attribute 736 indicates a point of origination of the network traffic
associated with the user. The services attribute 738 indicates the services to the allowed or
denied by the policy. The destination attribute indicates a specific LAN, WAN, DMS segment
or specific hosts where the specified services are to be allowed or denied. For example, to
configure SMTP pop services on a mail server, the host may be the IP address where the mail
server is running, and the services specified is SMTP. The time attribute indicates a time slot in
which the policy is to be effective,

In addition to the above, each firewall policy also includes an authentication attribute (not
shown) indicating an authentication scheme for the policy (e.g. none, LDAP, SecurlD, RADIUS,
WinNT, or all).

FIG. 14 is a screen illustration of an exemplary graphical user interface for adding a new
firewall policy to the policy domain upon actuation of an add button 725. Existing firewall
policies may also be modified or deleted by actuation of a modify button 727 and a delete button
729, respectively.

As illustrated in FIG. 14, a new firewall policy may be defined by simply adding a
description of the policy in a description area 728a, selecting an action to be applied to the
matching network traffic in an action box 730a, and indicating in an active area 732a whether the
policy is to be active or inactive. Furthermore, the network administrator specifies the user,
source, services, destination, and time resources in a user area 734a, source area 736a, services
area 738a, destination area 739a, and time area 741, respectively. The network administrator
further selects an authentication scheme for the policy in an authentication area 743. Upon
actuation of an OK button 745, appropriate entries of the policy server database’s LDAP tree are
suitably changed to reflect the addition of the new policy. The change is also transmitted to the
respective policy enforcers as is described in further detail below.

Referring again to FIG. 8, selection of the bandwidth tab 720c allows the display,
addition, and modification of various bandwidth policies determining the kind of bandwidth to
be allocated to a traffic flowing through a particular policy enforcer. Different bandwidths may
be specified for different users, hosts, and services.
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Selection of the administration tab 720d allows the display, addition, and modification

of various administrative policies allowing a head network administrator to delegate
administrative responsibilities to other administrators. In this regard, the head network
administrator specifies administration policies that determine which users have access to what
functions, and for what devices. Preferably the administration policies include similar attributes
as the firewall rules except for the specification of a role attribute. Extra administrative

privileges may be afforded to certain users depending on their role.

IV. VIRTUAL PRIVATE NETWORK HAVING AUTOMATIC
REACHABILITY UPDATING

Referring again to FIG. 3, the multi-site connectivity management module 312 allows the
creation of dynamically routed VPNs where VPN membership lists are automatically created
without statically configuring the membership information by the network administrator. Thus,
once the administrator configures a VPN from one policy enforcer’s LAN to another, routing
protocols such as RIPvI or RIPv2 running on the LAN interfaces learn about the networks
reachable through their respective interfaces. These networks then become the VPN’s members,
and the policy enforcers 124, 126 on either side of the VPN create membership tables using the
learned routes. The membership information is preferably exchanged between the policy
enforcers 124, 126 through the LDAP databases 132, 134. Thus, the combined use of routing
protocols and LDAP allows the creation of VPNs whose member lists are dynamically compiled.

Referring again to FIG. 8, the network administrator configures VPN policies for multiple
site connectivity using the resource palette 718 and policy canvas 720. Selection of the VPN tab
720b in the policy canvas 720 causes the display of a collection of VPN clouds 270 already
configured for the system as is illustrated in FIG. 13. As described above, a VPN cloud is an
individual VPN or a group of VPNs for which a security policy may be defined. Each VPN cloud
includes a list of sites under a sites node 234 and users under a users node 236, who can
communicate with each other. A site is a set of hosts that are physically behind one of the policy
enforcers 124, 126. The policy enforcers for the sites preferably act as VPN tunnel endpoints
once the hosts under the sites start communicating.

The users in the VPN cloud are the users who may access the hosts associated with the
sites 234. The users access the hosts as VPN clients using VPN client software installed in each
user’s personal computer as is described in further detail below.

Each VPN cloud 270 further includes a firewall rules node 276 including firewall rules
to be applied all the connections in the cloud. The rules may govern, among other things, VPN
access permissions, security features such as the level of encryption and authentication used for
the connectivity at the network layer.

The hierarchical organization provided by the VPN clouds thus allows the network
administrator to create fully meshed VPNs where every site within a VPN cloud has full
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connectivity with every other site. The network administrator need no longer manually configure

each possible connection in the VPN, but only need to create a VPN cloud and specify the sites,
users, and rules to be associated with the VPN. Each connection is then configured based on the
configuration specified for the VPN cloud. The hierarchical organization thus facilitates the
setup of a VPN with a large number of sites.

The network administrator preferably adds a new VPN cloud by actuating an add button
280. Inresponse, the policy server 122 automatically creates the sites node 272, users node 274,
and rules node 276 under the VPN cloud. The administrator then specifies the sites and users in
the VPN.

According to one embodiment of the invention, the rules node 276 initially includes a
default VPN rule 278 corresponding to the policy settings selected by the network administrator
during setup of the policy server 122. The default VPN rule 278 allows unrestricted access
between the hosts in the VPN.

The administrator may implement the access control within the VPN cloud by deleting
the default rule 278 and adding specific firewall rules to the VPN. Such firewall rules allow the
administrator to have fine grained access control over the traffic that flows through the VPN, all
within the realm of the encrypted access provided by such VPN. The firewall rules are applied
to the cleartext packet after it is decrypted or before it is encrypted.

According to one embodiment of the invention, the administrator selects the default rule
278 to effectuate such changes to the default rule. Selection of the default rule invokes a
graphical user interface similar to the one illustrated in FIG. 8. The network administrator then
fine tunes the access to the VPN by defining the firewall rules applicable to the VPN. The
parameters in these firewall rules are preferably identical to the general firewall rules illustrated
in FIG. 8.

Once a VPN cloud is configured, VPN membership information is dynamically created
by the policy enforcers 124, 126 in the VPN. In this regard, each VPN site includes a tag
identifying the hosts included in the site. At runtime, the policy enforcers 124, 126 for the
respective sites associate IP addresses to the tag identifying the hosts in each site. This allows
the IP addresses to be dynamically discovered without requiring static configuration of the IP
addresses.

After the creation of the membership tables, any changes in the routing information is
detected and notified to the member policy enforcers using a publish/subscribe process. The
actual changes are retrieved by a policy enforcer by querying the LDAP database on the particular
network that corresponds to the changed routing information.

FIG. 15 is a schematic functional block diagram of policy enforcers 124, 126 at opposite
ends of a VPN tunnel updating their respective routing information. As illustrated in FIG. 15,
each policy enforcer 124, 126 includes a gated module 252, 261 configured as a daemon to run
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one or more routing protocols for exchanging routes on the network. Such routing protocols may
include RIPv1, RIPv2, OSPF, and the like.

When a network administrator wishes to add a new route to the private local network 102
connected to policy enforcer 124, the administrator submits, in step 241, the new route to a gated
module 252 in the policy enforcer 124. This is typically done by configuring a downstream of
the policy enforcer to have an additional network. This information is then propagated by
standard routing protocols to the gated module 252 of the policy enforcer 124. For example, the
policy server 122 may publish the new route to the policy enforcer 124 with which the new route
is to be associated. The route may be specified, for example, by an LDAP statement such as
“LAN_Group@PR1,” which specifies a new route from a policy enforcer PR1 to a LAN named
LAN_Group. The gated module 252, in step 242, writes the new route to a kernel 253 of the
policy enforcer including a VPN driver 254 so that the policy enforcer 124 can properly direct
appropriate messages along the new route. Furthermore, the gated module 252, in step 243,
writes the new route to its LDAP database 132.

The gated module 252 also provides, in step 244, the name of the new route to a
distinguished name monitor (DNMonitor) daemon 255 configured to listen for updates in the
LDAP database 132. The DNMonitor in turn notifies, in steps 245a, 245b, a VPN daemon 256
and a policy deployment point (PDP) engine 257 of the change in the LDAP database 132. The
PDP engine then updates the modules that enforce the policies, with the change.

The VPN daemon 256, in step 246, uses the route name to access the LDAP database 132
to get the complete route information, a list of all VPNs to which the new route belongs, and a
list of all other policy routers connected to those VPNs. In step 247, the VPN daemon 256
proceeds to send the new route name to each of the other policy routers.

When policy router 126 receives a new route name from policy router 124, its network
daemon 258, in step 248, accesses the LDAP database 132 in the sending policy router 124 to
obtain the complete new route information. If the new route belongs to more than one VPN and
has different parameters for the different VPNs, routers on the different VPN retrieve different
information corresponding to the individual VPNs.

In step 249, the network daemon 258 writes the new route information obtained in its own
LDAP database 134 and provides it to its own DNMonitor module. As in the sending policy
router 124, the DNMonitor module 259 in the receiving policy router 126 provides the new route
information to its PDP engine 260 for updating its kernel 265 with the latest changes.

Although FIG. 15 has been described in connection with addition of a route to a policy
enforcer and its associated VPN, it should be readily apparent to those skilled in the art that
essentially the same techniques may be applied to deletion of a route (for example, if a network
component becomes inoperative or incommunicative), or change of a route (the policy router may
recognize that a route already exists in a different form and simply overwrite it). In this way, the
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VPN system or systems can dynamically maintain routing information between its policy

enforcers with minimal intervention by the system administrator.

V. VIRTUALPRIVATE NETWORK HAVING AUTOMATIC UPDATING OF
CLIENT REACHABILITY INFORMATION

Remote users communicate over the public Internet 108 with the other members of the
VPN behind policy enforcers 124, 126, upon presenting appropriate credentials. These remote
users access the private networks as VPN clients 140 using a VPN client software. According to
one embodiment of the invention, the system allows the remote user to download a self-
extracting executable which, upon execution, installs both the VPN client software and VPN
reachability information unique to the remote user in the user’s remote terminal.

Each policy enforcer 124, 126 preferably maintains a copy of the self-extracting
executable of the VPN client software including a setup program and VPN reachability
configuration template. The setup program allows the VPN client software to be installed on the
VPN client 140. When downloading the self-extracting executable, the configuration template
is replaced with the VPN reachability information that is specific to the downloading user.

According to another embodiment of the invention, the system allows the VPN client 140
to download a self-extracting executable which, upon execution, only installs the VPN
reachability information that is unique to the user. According to thisembodiment, the VPN client
software is already installed on the VPN client 140. In this scenario, the setup program allows
the installation of the reachability information that is specific to the downloading user, on the
VPN client 140.

According to a third embodiment of the invention, the system allows the VPN client 140
to automatically download the VPN reachability information each time it connects to the policy
enforcer 124, 126. Thus, VPN reachability information is kept up-to-date for each VPN client
140. Once a VPN session is established, the connection between the VPN client 140 and the
policy enforcer is assumed to already be secure. The VPN client preferably makes a common
gateway interface (CGI) query to a web server running on the policy enforcer, and downloads the
current VPN reachability information from the corresponding LDAP database.

FIG. 16 is a block diagram of components in a self-extracting executable 290 according
to one embodiment of the invention. The self-extracting executable 290 may be created using
commercially available tools such as the INSTALLSHIELD EXEBUILDER of InstallShiled
Software Corporation of Schaumburg, Illinois.

The self-extracting executable 290 preferably includes an executable setup file 292 for
installing the VPN client software and/or the VPN configuration information. The setup file 292
preferably forms a static portion 298 of the self-extracting executable since this information does
not change based on the downloading VPN client. The self-extracting executable 290 further
includes VPN configuration file templates for the VPN reachability information 294 and the VPN
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client’s preshared key information 296. The VPN reachability information 294 and the VPN

client’s preshared key 296 preferably form a dynamic portion 299 of the self-extracting
executable 290 since this information changes based on the downloading VPN client. The self-
extracting executable 290 is then saved as a template file in the policy enforcers 124, 126 and is
ready to the downloaded by the remote users.

FIG. 17 is a functional block diagram for downloading the self-extracting executable 290
of FIG. 16 according to one embodiment of the invention. In step 320, a new VPN client 140
first establishes a secure communication session with the policy enforcer 124, 126 to download
the self-extracting executable 290. Preferably, this is accomplished via an HTTPS protocol
session on the VPN client’s web browser or the like. In steps 322 and 324, the policy enforcer
engages the VPN client in an authentication procedure where the policy enforcer requests, and
the VPN client provides, his or her user name and password. In step 326, the policy enforcer
compares the provided information with entries in its VPN client database 328. If the
information is correct, the policy enforcer finds appropriate preshared keys for the user, and in
step 330, also determines the VPN reachability information of the client from a VPN
configuration databasc 332. The VPN client database 328 and VPN configuration database 332
may reside as part of a single LDAP database 312, 314 managed by the policy enforcer 124,126,
or may constitute separate LDAP databases.

In step 334, the policy enforcer replaces the dynamic portion 299 of the self-extracting
executable 290 with the VPN reachability information and preshared key that is unique to the
VPN client. The newly generated self-extracting executable is then downloaded to the VPN
client 140 in step 336. When the executable is run, it either installs the VPN client software
and/or the VPN reachability information.

Similar techniques may also be used for downloading a new and updated copy of the VPN
configuration information to the VPN client each time the client connects to the policy enforcer
and negotiates a session key. In addition, the user may obtain the latest configuration of the VPN
network by expressly requesting the policy enforcer for such information. Thus, the VPN client
need not be reinstalled and reconfigured each time updates are made to the VPN reachability

information.

V1. INTEGATED POLICY ENFORCER

According to one embodiment of the invention, the functionalities of the policy enforcer
124, 126 for policy enforcement are partitioned for effective hardware implementation.
However, it should be apparent to one skilled in the art that some or all of the functionalities may
be implemented in software, hardware, or various combinations thereof.

FIG. 18 is a schematic block diagram of the policy enforcer 124, 126 illustrating the
partitioning of the various functionalities according to one embodiment of the invention. The
policy enforcer includes an Internet protocol security (IPSec) engine 502 for performing security
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and authentication functions in implementing, for instance, virtual private networks. A stream

table 506 assemblcs the packets passing through the policy enforcer into streams. A protocol
classification engine 508 decodes the protocols used in forwarding the packets. A policy engine
510 enforces policies for the packets based on the policy settings stored in the policy database
132, 134. A packet forwarding module 504 receives packets from the public Internet via the
router 110 and buffers, forwards, or drops the packets based on the policies being enforced. A
bandwidth management module 514 provides bandwidth shaping services to the packets being
forwarded based on the bandwidth settings stored in the policy database 132, 134.

In practice, an incoming packet is matched against the stream table 506 for determining
if 2 matching entry already exists in the table. If not, a new entry is added. The stream table
preferably includes enough portions of the packet to uniquely identify a stream. For example,
in enforcing policies on IP layer three through layer four traffic, the stream table may store a
source IP, destination IP, source port, destination port, and protocol number of the incoming
packet.

The protocol classification enginc 508 takes the new stream and obtains a detailed
protocol decode for the stream. The policy engine 510 is then queried for the policy rules to be
applied to the stream. Based on the policy rules returned by the policy engine 510, the packet
forwarding module 504, IPSec engine 502, and/or the bandwidth management module 514
process the streams accordingly. The processing may be recursive until the packets in the stream
have had all the actions specified by the policy rule set applied to them.

The policy enforcer also includes a statistics module 512 for collecting statistics on the
packets forwarded through the local network as well as other status and resource usage
information, and provides the same in logs and archives for sending to the policy server 122.
According to one embodiment of the invention, the statistics module 512 keeps running byte
counts of the packets passing through the network 102, 104. These byte counts may be
automatically sorted by classes, such as classes based on certain resources (e.g. users, hosts,
services), as well as by bytes that are blocked by policies and exceptions, such as firewall
policies. In this regard, the statistics module 512 maintains in a cache a state table including a
list of resources involved for each connection allowed through the firewall. For every packet
flowing through the connection, the statistics module increments the packet and byte count for
each of the resources in the list. The statistics module 512 then forwards the organized
information to the policy server 122 which enters the information directly into tables organized
by classes and aged out periodically.

FIG. 19 is a more detailed schematic block diagram of the policy engine 510 according
to one embodiment of the invention. The policy engine 510 includes a policy request table 602
that acts as a queue for all the policy decision requests. In this regard, the portion of the packet
matching the information stored in the stream table 506 is presented to the policy engine 510 in

the form of a policy request. The policy request is then queued in the policy request table 602.

Dl-

0910



	83579_11932162_11-01-2010_List of References cited by applicant and considered by examiner
	83579_11932162_03-30-2011_Request for Continued Examination (RCE)
	83579_11932162_03-30-2011_Fee Worksheet (SB06)
	83579_11932162_03-30-2011_Electronic Filing System Acknowledgment Receipt
	83579_11932162_03-30-2011_Amendment Submitted/Entered with Filing of Continued Prosecution Application (CPA)/Request for Continued Examination(RCE)
	83579_11932162_03-30-2011_Extension of Time
	83579_11932162_03-30-2011_Claims
	83579_11932162_03-30-2011_Applicant Arguments/Remarks Made in an Amendment
	83579_11932162_03-30-2011_Fee Worksheet (SB06)
	83579_11932162_04-12-2011_Non-Final Rejection
	83579_11932162_04-12-2011_List of references cited by examiner
	83579_11932162_04-12-2011_Information Disclosure Statement (IDS) Form (SB08)
	83579_11932162_04-12-2011_Fee Worksheet (SB06)
	83579_11932162_04-12-2011_Electronic Filing System Acknowledgment Receipt
	83579_11932162_04-12-2011_Transmittal Letter
	83579_11932162_08-18-2011_Information Disclosure Statement (IDS) Form (SB08)
	83579_11932162_08-18-2011_Fee Worksheet (SB06)
	83579_11932162_08-18-2011_Electronic Filing System Acknowledgment Receipt
	83579_11932162_08-18-2011_Transmittal Letter
	83579_11932162_10-12-2011_Amendment/Request for Reconsideration-After Non-Final Rejection
	83579_11932162_10-12-2011_Extension of Time
	83579_11932162_10-12-2011_Claims
	83579_11932162_10-12-2011_Applicant Arguments/Remarks Made in an Amendment
	83579_11932162_10-12-2011_Fee Worksheet (SB06)
	83579_11932162_10-12-2011_Electronic Filing System Acknowledgment Receipt
	83579_11932162_10-19-2011_Fee Worksheet (SB06)
	83579_11932162_12-16-2011_Information Disclosure Statement (IDS) Form (SB08)
	83579_11932162_12-16-2011_Fee Worksheet (SB06)
	83579_11932162_12-16-2011_Electronic Filing System Acknowledgment Receipt
	83579_11932162_12-16-2011_Transmittal Letter
	83579_11932162_12-20-2011_Information Disclosure Statement (IDS) Form (SB08)
	83579_11932162_12-20-2011_Foreign Reference
	83579_11932162_12-20-2011_Electronic Filing System Acknowledgment Receipt
	83579_11932162_12-20-2011_Transmittal Letter
	83579_11932162_12-21-2011_Final Rejection
	83579_11932162_12-21-2011_List of references cited by examiner
	83579_11932162_12-21-2011_List of References cited by applicant and considered by examiner
	83579_11932162_12-21-2011_List of References cited by applicant and considered by examiner
	83579_11932162_06-21-2012_Response After Final Action
	83579_11932162_06-21-2012_Extension of Time
	83579_11932162_06-21-2012_Claims
	83579_11932162_06-21-2012_Applicant Arguments/Remarks Made in an Amendment
	83579_11932162_06-21-2012_Fee Worksheet (SB06)
	83579_11932162_06-21-2012_Electronic Filing System Acknowledgment Receipt
	83579_11932162_06-21-2012_Notice of Appeal Filed
	83579_11932162_06-21-2012_Fee Worksheet (SB06)
	83579_11932162_07-03-2012_Advisory Action (PTOL-303)
	83579_11932162_07-03-2012_Amendment After Final or under 37CFR 1.312, initialed by the examiner.
	83579_11932162_01-22-2013_Request for Continued Examination (RCE)
	83579_11932162_01-22-2013_Information Disclosure Statement (IDS) Form (SB08)
	83579_11932162_01-22-2013_Transmittal Letter
	83579_11932162_01-22-2013_Amendment Submitted/Entered with Filing of Continued Prosecution Application (CPA)/Request for Continued Examination(RCE)
	83579_11932162_01-22-2013_Extension of Time
	83579_11932162_01-22-2013_Specification
	83579_11932162_01-22-2013_Claims
	83579_11932162_01-22-2013_Applicant Arguments/Remarks Made in an Amendment
	83579_11932162_01-22-2013_Fee Worksheet (SB06)
	83579_11932162_01-22-2013_Electronic Filing System Acknowledgment Receipt
	83579_11932162_01-22-2013_Fee Worksheet (SB06)
	83579_11932162_03-20-2013_Information Disclosure Statement (IDS) Form (SB08)
	83579_11932162_03-20-2013_Electronic Filing System Acknowledgment Receipt
	83579_11932162_03-20-2013_Transmittal Letter
	83579_11932162_05-23-2013_Non-Final Rejection
	83579_11932162_05-23-2013_List of References cited by applicant and considered by examiner
	83579_11932162_05-23-2013_List of References cited by applicant and considered by examiner
	83579_11932162_11-19-2013_Information Disclosure Statement (IDS) Form (SB08)
	83579_11932162_11-19-2013_Fee Worksheet (SB06)
	83579_11932162_11-19-2013_Electronic Filing System Acknowledgment Receipt
	83579_11932162_11-19-2013_Transmittal Letter
	83579_11932162_11-25-2013_Amendment/Request for Reconsideration-After Non-Final Rejection
	83579_11932162_11-25-2013_Extension of Time
	83579_11932162_11-25-2013_Claims
	83579_11932162_11-25-2013_Applicant Arguments/Remarks Made in an Amendment
	83579_11932162_11-25-2013_Fee Worksheet (SB06)
	83579_11932162_11-25-2013_Electronic Filing System Acknowledgment Receipt
	83579_11932162_01-28-2014_Final Rejection
	83579_11932162_02-11-2014_Information Disclosure Statement (IDS) Form (SB08)
	83579_11932162_02-11-2014_Fee Worksheet (SB06)
	83579_11932162_02-11-2014_Electronic Filing System Acknowledgment Receipt
	83579_11932162_02-11-2014_Transmittal Letter
	83579_11932162_02-25-2014_Information Disclosure Statement (IDS) Form (SB08)
	83579_11932162_02-25-2014_Fee Worksheet (SB06)
	83579_11932162_02-25-2014_Electronic Filing System Acknowledgment Receipt
	83579_11932162_02-25-2014_Transmittal Letter
	83579_11932162_03-11-2014_Information Disclosure Statement (IDS) Form (SB08)
	83579_11932162_03-11-2014_Foreign Reference
	83579_11932162_03-11-2014_Foreign Reference
	83579_11932162_03-11-2014_Foreign Reference
	83579_11932162_03-11-2014_Foreign Reference



