Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823

Exhibit 1: Infringement Contentions for U.S. Patent No. 10.594.823 vs. Home Depot Retail Media +

Plaintiff RavenWhite accuses Defendants The Home Depot, Inc. and Home Depot U.S.A., Inc. (collectively, “Home Depot”) of
making, using, offering for sale, selling in (including licensing) and/or importing into the United States Home Depot’s Retail Media+
platform, the Home Depot website, and Home Depot Mobile Applications (the “Accused Instrumentalities”). The term “Accused
Instrumentalities” includes the associated software and data, associated hardware, and processes and methods related thereto, such as
edge servers, data centers, and/or hosted software.

Home Depot directly infringes U.S. Patent No. 10,594,823 (the “’823 Patent”) by performing each and every step of the claims or
making, using, selling, or offering for sale the Accused Instrumentalities which exhibit every element of the claims, as shown below.
Home Depot also directly infringes the asserted claims of the *823 patent to the extent Home Depot contracted with or directed a third-
party to perform any of the steps of the asserted claims. Home Depot also directly infringes the asserted claims to the extent it
conditions participation in an activity or receipt of a benefit upon performance of a step or steps of a patented method and establishes
the manner or timing of that performance or to the extent it controls the Accused Instrumentalities as a whole and obtains benefit from
them. Home Depot is therefore liable for infringement of the 823 Patent under 35 U.S.C. § 271(a).

Home Depot induces infringement of the 823 Patent by providing to third parties including users, customers, agents and others the
Accused Instrumentalities to utilize in an infringing manner, as charted below. Home Depot intends to cause infringement by such
third parties because Home Depot instructs and/or controls and directs third parties to use the Accused Instrumentalities in an
infringing manner, including without limitation by instructing the users to operate the Accused Instrumentalities. Home Depot
manifests this intent by providing support services for the Accused Instrumentalities, including providing instruction, support training,
and services, and actively inducing its customers to sign up for online accounts. See, e.g.,
https://www.homedepot.com/auth/view/createaccount; see also https://www.homedepot.com/c/customer_service; see also
https://corporate.homedepot.com/page/contact-us; see also https://www.homedepot.com/c/View Pro Directory; see also
https://www.homedepot.com/c/pro_customer support. The underlying direct infringement occurs, for example, when an end-user
conducts searches as described in the claims below. End-users obtain benefits such as targeted search results. Home Depot is
therefore liable for infringement of the 823 Patent under 35 U.S.C. § 271(b).

The asserted claims include elements that are implemented, at least in part, by proprietary and specialized electronics, firmware and
software in the Accused Instrumentalities . The precise designs, processes, and algorithms used in them are held secret, at least in part,
and are not publicly available in their entirety. An analysis of Home Depot’s documentation and/or source code may be necessary to
fully and accurately describe all infringing features and functionality of the Accused Instrumentalities and, accordingly, Plaintiffs
reserve the right to supplement these contentions once such information is made available to Plaintiffs. Furthermore, Plaintiffs reserve
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the right to revise these contentions, including as discovery in the case progresses, in view of any non-infringement arguments Home
Depot may make (e.g., to allege infringement under the doctrine of equivalents), in view of the Court's final claim construction in this
action and in connection with the provision of expert reports.

configured to:

e Evidence of Infringement by Accused Instrumentalities

Language

1[pre] A To the extent the preamble is limiting, Home Depot has infringed and continues to infringe the 823 Patent by
system, creating, maintaining, and operating the Accused Instrumentalities. The Accused Instrumentalities, including web
comprising: servers controlled by Home Depot, comprise one or more processors configured to use cookies and other tracking
one or more technologies on its websites when receiving and responding to client requests such as accessing web pages.
processors

For example, the Accused Instrumentalities use cookies on Home Depot’s websites when responding to client requests
such as accessing web pages.

We collect information from you passively.

We use tools like browser cookies, flash cookies, pixel tags, and web beacons to collect information when you us¢
our websites and applications or interact with our emails. For more information about these tools and the choices
you may have, please read the Our Tracking Tools section. And we use cameras and other technologies in our
stores, in parking lots and at other facilities to learn about customer traffic and for fraud prevention, security, and
asset protection.

https://www.homedepot.com/privacy/privacy-and-security-statement
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This Privacy and Security Statement describes the privacy practices of The Home
Depot, Inc. and its subsidiaries, divisions, affiliates, brands, and other The Home Depot
companies that link to this Privacy and Security Statement, including The Home Depot
Foundation (subject to exceptions noted in The Home Depot Foundation section below)
(collectively, "The Home Depot," "our," "us," or "we"). It applies to the information we
collect in association with your interactions with us, including, but not limited to:

* Use of our websites, including mobile websites

¢ Visits to our stores or attendance at our events

* Use of our applications for mobile phones, tablets, or other smart devices

¢ Phone and email communications with us

* Social media interactions on our websites and other third-party websites like
Facebook, YouTube, Pinterest, Google+, Instagram, and Twitter

» Viewing our online advertisements or emails

¢ Interactions with our authorized service providers

https://www.homedepot.com/privacy/privacy-and-security-statement
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Our Tracking Tools

We collect personal and other information using digital tracking tools, such as cookies and web beacons, when you

use our websites or mobile applications, interact with our emails or applications provided on connected devices, or
otherwise engage with our digital offerings. We also partner with third parties that collect information this way.
These third parties may place similar tracking tools on our websites, applications, and advertising to facilitate
tracking, advertising, and measurement services.

The tools may collect information about your activities over time and on various digital services offered by us or
others.

The tools that we, our vendors, and third parties use include:

* Browser and flash cookies. Cookies are small text files that websites send to your computer or other
connected device to identify your browser or to store information or settings. Your browser may provide the
ability to be notified when you receive certain types of cookies and how to restrict or disable certain cookies.
Flash cookies generally can be disabled only by accessing Adobe Flash settings (information available here)

e Server logs, which record information about the device, browser, operating system, network, and other
resources you use to access our digital services

* Web beacons and pixels. These are small electronic images deployed on websites and emails that collect
information about how users interact with content

* Application software. Software in our mobile and other connected-device applications collects information
about how you interact with the digital services

https://www.homedepot.com/privacy/privacy-and-security-statement

1[a] receive a
network
resource
request from a
client device,
wherein the
network
resource

The one or more processors of the Accused Instrumentalities are configured to receive a network resource request
from a client device, wherein the network resource request corresponds to a first cookie of a first type that was caused
to be stored to the client device during a first previous network session, wherein the first cookie of the first type was
caused to be stored to the client device at least in part by causing the client device to initiate a set of network resource
requests determined during the first previous network session, wherein the client device initiating the set of network
resource requests caused data representative of the set of network resource requests to be stored at the client device,
wherein a second cookie of a second type different from the first type was caused to be stored at the client device
during a second previous network session, and wherein the first cookie of the first type is stored in a first client device
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request
corresponds
to a first
cookie of a
first type that
was caused to
be stored to
the client
device during
a first
previous
network
session,
wherein the
first cookie of
the first type
was caused to
be stored to
the client
device at least
in part by
causing the
client device
to initiate a
set of network
resource
requests
determined
during the
first previous
network
session,
wherein the

browser storage area and the second cookie of the second type is stored in a second client device browser storage area
different from the first client device browser storage area.

Client devices accessing the Home Depot’s website with HTTP resource requests receive network resources including
cookies and other similar tracking data. For example, Home Depot’s privacy and security statement describes using
multiple types of tracking technologies, such as cookies, web beacons, and pixels.

Our Tracking Tools

We collect personal and other information using digital tracking tools, such as cookies and web beacons, when you

use our websites or mobile applications, interact with our emails or applications provided on connected devices, or
otherwise engage with our digital offerings. We also partner with third parties that collect information this way.
These third parties may place similar tracking tools on our websites, applications, and advertising to facilitate
tracking, advertising, and measurement services.

The tools may collect information about your activities over time and on various digital services offered by us or
others.

The tools that we, our vendors, and third parties use include:

* Browser and flash cookies. Cookies are small text files that websites send to your computer or other
connected device to identify your browser or to store information or settings. Your browser may provide the
ability to be notified when you receive certain types of cookies and how to restrict or disable certain cookies.
Flash cookies generally can be disabled only by accessing Adobe Flash settings (information available here)

» Server logs, which record information about the device, browser, operating system, network, and other
resources you use to access our digital services
-

* Web beacons and pixels. These are small electronic images deployed on websites and emails that collect
information about how users interact with content

» Application software. Software in our mobile and other connected-device applications collects information
about how you interact with the digital services

https://www.homedepot.com/privacy/privacy-and-security-statement
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client device
initiating the
set of network
resource
requests
caused data
representative
of the set of
network
resource
requests to be
stored at the
client device,
wherein a
second cookie
of a second
type different
from the first
type was
caused to be
stored at the
client device
during a
second
previous
network
session, and
wherein the
first cookie of
the first type
is stored in a
first client
device

The cookies and trackers used by Home Depot are stored in different locations on the client device, such as, for
example, in Local Storage, Session Storage, and Cookies.

[x ﬂ Elements Sources Console Recorder & Performance Performance insights & Netw
Application Storage

B Manifest https://www.homedepot.com/

L Service Workers

=

4.4 MB used out of 296631 MB storage quota

Storage
v £E Local Storage Learn more

£E https://www.homedepot.com/
£E https://customer.homedepot.com/
£E https://h.online-metrix.net/ 4.4 MB 44MB M IndexedDB
v £2 Session Storage 4.4MB Total
£E https://www.homedepot.com/
£E https://customer.homedepot.com/
£E https://h.online-metrix.net/
» £ IndexedDB
£ Web SQL
v & Cookies
@ https://www.homedepot.com Clear site data including third-party cookies

(J Simulate custom storage quota

@ https:/customer.homedepot.com
& https:/h.online-metrix.net Application

£ Trust Tokens

- Unregister service workers
£ Interest Groups

v £ Shared Storage

https://www.homedepot.com Storage

https://customer.homedepot.com Local and session storage

https://h.online-metrix.net
- IndexedDB
£ Cache Storage

Screenshot of “Application” tab in Google Chrome.

Home Depot stores a first cookie of a first type that was caused to be stored to the client device during a first previous
network session, wherein the first cookie of the first type was caused to be stored to the client device at least in part by
causing the client device to initiate a set of network resource requests determined during the first previous network
session, wherein the client device initiating the set of network resource requests caused data representative of the set
of network resource requests to be stored at the client device.

As explained further below, there may be at least three distinct browser storage areas — Cookies, Local Storage, and
Session Storage. The “Cookie” browser storage area stores cookies such as “thda.u,” “THD USER,”

“THD USER SESSION,” “THD_PERSIST,” and “THD CUSTOMER.” The “Local Storage” browser storage area
stores cookies such as “THD CART”, “checkoutPromptsDisplayInfo”, User ID, “C12”, “C13”, “thd-
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browser
storage area
and the
second cookie
of the second
type is stored
in a second
client device
browser
storage area
different from
the first client
device
browser
storage area;

99 ¢¢

membershipinformation,” “b2b-hf-dynamic-phone-number,” “customerConfiguration,” QM, and “gpc.” The “Session
Storage” browser storage area stores cookies such as “dsPersistedStorage.”

The “first” cookie can be, for example, any cookie in a first one of those three storage areas. The “second” cookie can
be, for example, any cookie in any of the other two storage areas.

The following screen shots provide an example of how the Accused Instrumentalities cause a client to store cookies in
different browser storage areas, starting when a user first visits homedepot.com, and subsequently when a user signs
in to homedepot.com. The initial visit and the subsequent sign in may each occur during different sessions, including
the “first previous network session” and the “second previous network session.” Timestamps in the form of entries in
a database or file modification dates, for example, show that certain storage occurred at particular times.
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As a first example, in a first previous network session, the Firefox browser profile has never been used. The browser
stores first cookies (received from servers controlled by Home Depot) in the browser’s storage area in a sqlite
database in one browser storage area at C:\Users\z1\AppData\Roaming\Mozilla\Firefox\Profiles\zp\cookies.sqlite.

(GRONON + | M
Name = Size Type Modified
shader-cache File Folder Today 6:08 PM
storage File Folder Today 5:37 PM
0 addons.json 24 bytes JSON File Today 5:39 PM
Il addonStartup.json.lz4 5.22 KB LZ4 File Today 5:37 PM
| AlternateServices.bin 7.53 KB BIN File Today 6:12 PM
Il broadcast-listeners.json 221 bytes JSON File Today 6:14 PM
cert9.db 224 KB Data Base File Today 543 PM
& compatibility.ini 200 bytes Configuration set... Today 5:37 PM
0 containers.json 875 bytes JSON File Today 5:37 PM
3 content-prefs.sqlite 256 KB SQLITE File Today 6:12 PM
| '] cookies.sglite 96 KB SQLITE File Today 5:37 PM
) cookies.sqlite-shm 32 KB SQLITE-SHM File Today 6:12 PM
O cookies.sqlite-wal 0 bytes SQLITE-WAL File Today 5:38 PM
3 ExperimentStoreData.json 11.6 KB JSON File Today 6:12 PM
0 extension-preferences.json 1.15 KB JSON File Today 5:37 PM
9 extensions.json 39 KB JSON File Today 5:39 PM
[ favicons.sglite 5 MB SQLITE File Today 5:37 PM
3 favicons.sqlite-shm 32 KB SQLITE-SHM File Today 6:12 PM
Il favicons.sglite-wal 0 bytes SQLITE-WAL File Today 5:37 PM
zp ’+‘
0/13 []1/39 96KB/11.5MB " 83968
8
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The cookies database is empty, as can be seen by opening the database.

:'E DB Browser for SQLite - C:\Users\z1\AppData\Roaming\Mozilla\Firefox\Profiles\zp\cookies.sqlite = O X

oNew Database % Open Database .  ‘BWrite Changes » © [5Open Project » g Attach Database »

Database Structure Browse Data Edit Pragmas Execute SQL

Table: ] moz_cookies ¥ & & % = (=) B, = A & g Filter in any column
name value host path expiry lastAccessed creationTime

Filter |Fi|ter |Fi|ter |Fi|ter |Fi|ter |Fi|ter Filter

K 4 0-00f0pF M Go to: 1

UTF-8

The browser’s “Local Storage” folder is saved to the user’s computer at a different browser storage area at
C:\Users\zl1\AppData\Roaming\Mozilla\Firefox\Profiles\zp\storage\default. Initially, the only folder in the browser’s
local storage is a folder for the “about:welcome” page for new browser users. That is, the Accused Instrumentalities
have not yet caused the client to store anything.
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Folder Tree Q g X @ @ @ _ < zp > storage > default > 'm

- Mozilla Name = Size Type Modified
_ about+newtab File Folder Today 6:15PM

Extensions
_ Firefox
~ Crash Reports
Pending Pings
_ Profiles
_zZp
bookmarkbackups
_ crashes
~ datareporting
extension-store
~ gmp-gmpopenh264
- gmp-widevinecdm
minidumps
_ saved-telemetry-ping:
_ security_state
sessionstore-backups
_ settings

_ shader-cache

storage
_ default ‘
— ~1/1 [ 0/0 0bytes/0 bytes LY

_default |+ ‘

In this first example, when a user visits homedepot.com, the Accused Instrumentalities cause the browser to store data

in folders within local storage and store cookies in the browser’s cookies database, even when the user has not logged
n.
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=] KS The Home Depot X +

O B8 =W https//www.homedepot.com

Dt
&
Il

® History v X Black Friday Savings
: - === You're shopping Delivering to
£ Search history | Viewv Q === Longview v 75670 v ‘ Search

v (© Today
B3 Firefox Privacy N...
E The Home Depot

@ OPEN until 10 pm

7052300 oFF

Select 4 pc. Kitchen Appliance Packages
Valid 11/1-11/29/2023.

(XY {:} Inspector Console [ Debugger N Network B Storage

v B Cookies

@ https://customer.homedepot.com Value

@ about:srcdoc
@ https://cdn.quantummetric.com
@ https://Ipcdn.lpsnmedia.net
@ https://www.homedepot.com

» 8 Indexed DB

v B Local Storage
@ about:srcdoc
@ https://cdn.quantummetric.com
@ https://customer.homedepot.com
@ https://Ipcdn.lpsnmedia.net

v B Session Storage
@ about:srcdoc

@ https://cdn.quantummetric.com

-~

Y Filter Items

devicelnfo1
dsPersistedStorage
ed73f20edbf2b73
forterToken
localizationMethod
IpLastVisit-31564604
NRBA_SESSION
PXJ770cP7Y_px_fp
Q_INTER

QM
QSI_ActionSetHistory
signinReminderTimestamp
tgt:tim:2
tgt:tim:lower
tgt:tim:upper
thd3276851z-0

%$900 orr

Select Washer & Dryer Sets
Valid 11/1-11/29/2023.

O - X
+ C

{"cpuCores":16,"deviceClassification":2,"webgl2Supported":true}

&

85a626411f5d4b9c9bccal9b9766eb90_1855535112785
6aecaf8b7897496a86485af98e66cf3b, 1700015181080

change store overlay

1700015183840
{"value":"9a3b89abad8b3869","inactiveAt":1700018837312,"expiresAt":1700029513135,"u...
{"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274":"17b...
{"SI_ehszkP3JIwnjF77":1700015181.45,"SI_cG97Lo3Q9PaJsmG":1700015181.452}
{"shouldLogResources"false,"s":"a92b22b03f514f6580adb65cd7ed9d57", "events":[{"i":154,...
{"AS_78122939":1700015181447,"AS_084Y1IruHbCTzG5":1700015181448,"AS_9FEOXCZBF...
1700015112383
{"execution":1009,"parsing":0,"request":{"timeToFirstByte":43,"responseSize":301},"telemetr...
1

2

0
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The data can also be seen stored on the client device through the file system.

Folder Tree Q d X [G OO0 < zp > storage > default > 'm

Mozilla
Extensions
Firefox

- Crash Reports
Pending Pings
Profiles
_zZp

crashes
~ datareporting
. extension-store

~ minidumps

security_state

settings
shader-cache
- storage
default
I

bookmarkbackups

gmp-gmpopenh264
gmp-widevinecdm

saved-telemetry-ping:

_ sessionstore-backups

Name -
about+newtab
https+++cdn.quantummetric.com” partitionKey=%28https%2Cho
https+++customer.homedepot.com
https+++Ipcdn.Ipsnmedia.net” partitionKey=%28https%2Chomec
https+++www.homedepot.com

|
default [+ ’

1/5 [ 0/0 1.01MB/1.01MB

SN =CXci:]

A comparison between the browser view and local storage view shows the cookies reflected in the browser’s local
storage are stored in the file system.
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v 8 Local Storage
@ about:srcdoc
@ https://cdn.quantummetric.com
@ https://customer.homedepot.com
@ https://lpcdn.lpsnmedia.net

@ https://www.homedepot.com

https+++cdn.quantummetric.com”p
https+++customer.homedepot.com
https++ +Ipcdn.lpsnmedia.net” partiti
https+++www.homedepot.com

Additionally, the Accused Instrumentalities cause a “thda.u” cookie to be stored in the client device’s cookies.sqlite
cookies database and a “dsPersistedStorage” cookie to be stored in the client device’s session storage.

When a user visits homedepot.com but does not log in, the Accused Instrumentalities cause the browser to store
cookies in the browser’s cookies.sqlite database, including the “thda.u” cookie (here, a string with value
“0ef9f2a5...”). This 0ef9f2a5 value may be used, for example, as a device ID.
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=] K The Home Depot X ==

O B8 W https//www homedepot.com

11/29 >

® History v X Black Friday Savings Happenin
- - === You're shopping Delivering to
£ Search history  Viewv Q m== Longview 75670 v ’ Search
@ OPEN until 10 pm
v (© Today

Firefox Privacy N...
@ The Home Depot

1652300 oFF*

Select 4 pc. Kitchen Appliance Packages
Valid 11/1-11/29/2023.

%$900 oFF

Select Washer & Dryer Sets

Valid 11/1-11/29/2023.

G‘ -C} Inspector Console [© Debugger T& Network B Storage
v 8 Cookies Y Filter Items
® nttpsy//customer.homedepot.com NENS Value Domain Expires / Max-Age
oo YELULEINLLIINL Ty DYy VI TN SIUHISUSPULLUIT 11U, 15 18UV 206 Ve,
@ about:srcdoc .
mbox session#670de60d5db5415fb62a724cd8f12... .homedepot.com  Sun, 16 Nov 2025 02:...
@ nttps://cdn quantummetriccom ¢y o ite 292b22b03f514f6580adbESCATeddS7 homedepotcom  Wed, 15 Nov 2023 03...
® nttpsy/Ipcdn.psnmedia.net QuantumMe... b8e49b98b87190e41bb1573162e2b7dc .homedepot.com  Thu, 14 Nov 2024 02:...
@ https://www.homedepot.com s_pers %20s_nr365%3D1700015180880-New%7C1... .homedepot.com  Sat, 14 Nov 2026 02:2...
» 8 Indexed DB s_sess %20s_pv_pName%3Dhomepage%3B%20s_... .homedepot.com  Session
L 0y 0y )0 1
- 8 Local Storage s_sq %5B%5BB%5D%5D .homedepot.com  Session
THD_CACHE... .homedepot.com  Mon, 07 Jul 2025 02:2...
@ about:srcdoc
THD_CACHE... .homedepot.com  Thu, 16 Nov 2023 02....
@ nttpsy/cdn.quantummetriccom | oAl 925789%2522WORKFLOWS625229%253A%2.. homedepot.com  Thu, 14 Nov 2024 02:...
® nttps://customerhomedepot.com THp_NR 1 ‘homedepot.com  Thu, 16 Nov 2023 02:...
@ https://lpcdn.lpsnmedia.net THD_PERSIST .homedepot.com  Mon, 07 Jul 2025 02:2...
@ https://www.homedepot.com THD_SESSION .homedepot.com  Thu, 16 Nov 2023 02....
. thda.m 28071782225140056280210898850812205... .homedepot.com | Session
v B Session Storage
i thda.s b2982b8c-9591-f7c5-ae40-f1dad8103f11 .homedepot.com  Session
@ https://cdn.quantummetric.com
I thda.u 0ef9f2a5-5b01-ch99-acc5-704abd40b8ac .homedepot.com ISat, 15 Nov 2025 02:2...
@ https:/customer homedepot.com thx_guid 5d1be958f853915326b05d073ee31b64 customerhome...  Thu, 19 Oct 2028 02:2...

»

@ - X
+ C

Last Accessed

VWS, 10 INUY cUes Ve,
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...

The cookie can also be seen by using the browser’s debugger tool or by opening the cookies.sqlite database on a client

device with a database editor.
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2 DB Browser for SQLite fIC:\Users\N\AppData\Roaming\Mozi||a\Firefox\ProﬁIes\zp\cookies.sqliteI = O X

sNew Database % Open Database . ‘BWrite Changes ZRevert Changes @ Open Project » - @ Attach Database »

Database Structure Browse Data Edit Pragmas Execute SQL

Table: [ moz_cookies ¥ & % % b & & @ ® g Filter in any column
name v1! value host expiry lastAccessed

thd Q [Filter |homedepot € |Filter [Filter |
1 THD_CACHE_N... .homedepot.com 1751855111 1700015172097000
2 THD_CACHE_N... .homedepot.com 1700101511 1700015172097000
3 THD_LOCALIZER %257B%2522WORKFLOW%2522%253... .homedepot.com 1731551178 1700015178725000
4 THD_NR 1 .homedepot.com 1700101511 1700015172097000
5 THD_PERSIST .homedepot.com 1751855111 1700015172097000
6 THD_SESSION .homedepot.com 1700101511 1700015172097000
7 |thda.u 0ef9f2a5-5b01-cb99-acc5-704abd40b8ac  .homedepot.com | 1763173512 1700015176692000

1

M | 4 1-60f7 b M Go to: 1

UTF-8

The Accused Instrumentalities also store a “dsPersistedStorage” cookie (JSON data structure) in the client device’s
Session Storage, which contains a device ID. As shown in the enlarged screenshot below, the “userld” (“0Oef9f2a5...”)
is the same as reflected in the thda.u cookie above, which means the dsPersistedStorage cookie is tracking the device
ID at this time.
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) | K The Home Depot X + v — O X
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£ Search history  Viewv @ === Longview
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Delivering to

75670 v Search E 8 @ W
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F The Home Depot

»]» » NR )
" . - - | - =
o> D Inspector Console [ Debugger N Network E Storage @ e X
@ https://cdn.quantummetric.com V Filter Items + C' B Vriltervalues
® nttps/lpcdn.psnmedia.net Value Y.Data
® https://wwwhomedepot.com _px_4946... 348dd962-835e-11ee-8191-cf49bfIcc692 dsPersistedStorage:"{"uds-{\"stor...che-first"}}}"
i o \" " - - -acC5- “\"uni ~{J ¥ Parsed Value
> a Indexed DB \"userld\"\"0ef9f2a5-5b01-cb99-acc5-704abd40b8ac\" \"unique\ t||
GPS_STAT... gps access denied v
v 8 Local Storage IpTabld 667596662 v dsPersistedStorage:Object

® aboutsredoc ~uds-{"storeld":"1861","key":"2zSR74piSRa6z... ;
=uds-{"storeld":"6545","key":"2zSR74pj5Rq6z... ]

» _ proto_:Object

PXJ770cP... 0
® nttpsy//cdn.quantummetriccom  pxy770cP... {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777...
@https://customer.homedepot.com PXJ770cP... 1

@ https://Ipcdn.lpsnmedia.net gm_last_p... https://www.homedepot.com/

@ https://www.homedepot.com qm_last_p... 1700017844317

N qm_store... ' Longview
v a Session Storage

qm_store... 6545
@ about:srcdoc

qmd homedepot.com
® nttps://cdn.quantummetric.com QSI_Actio... {"AS_78122939":1700015181447,"AS_084Y1IruHbCTzG5":1700015...
@https://customer.homedepot.com QSI_History {"BlurTime":2,"FocusTime":58}

@https://lpcdnAIpsnmediaAnet tag98547... 3
tag13827... 3

@ https://www.homedepot.com

(Enlarged from above screenshot)

oSSl \ "userld\":\"0ef9f2a5-5b01-cb99-acc5-704abd40b8ac\"

During such a first previous network session, a client device will send a request to Home Depot’s servers with a thda.u
cookie, but a blank THD PERSIST cookie (string).
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@ @ The Home Depot

® History v X

O Search history  Viewv

v (© Today

ﬂ Firefox Privacy N...

@ The Home Depot

x|+

O B =R https//www.homedepot.com

[y
0]

All

Met...

GET

POST
POST
POST
POST
POST
POST
POST
POST
POST

POST

<}

=== You're shopping

— .
w== Longview

@ OPEN until 10 pm

Black Friday Savings
{3 Inspector Console

Black Friday Savings Happel

Delivering to

75670 v Search

O Debugger N Network [ Storage

 Filter URLs I
HTML CSS JS XHR Fonts Images Media WS Other
Domain File Initiator Type Transferred Size

& www.homedepot.com

& % vauv.liveperson.net
collector-pxj770cp7y.px-cl...
swasc.homedepot.com
ingest.quantummetric.com
ingest.quantummetric.com
6aecaf8b7897496a86485af...
6aecaf8b7897496a86485af...
ingest.quantummetric.com
ingest.quantummetric.com
ingest.quantummetric.com

innect Aanantummetric com

414 requests

14.21 MB / 912.35 kB transferred

document html 100.38 kB 470.52 kB

315646047sid=) /74 (script) Jjs 1.17 kB 73B
beacon beacon
$954440531916; appMeasure.c...
homedepot?T=t guantum-ho...
homedepot?T=t guantum-ho...
prop.json scriptjs:1 (bea...
prop.json scriptjs:1 (bea...
homedepot?T=t guantum-ho...
homedepot?T=t guantum-ho...
homedepot?T=t guantum-ho...
hamedenat?T—F anantim-hn
Finish: 5.05 min DOMContentLoaded: 833 ms

@ oo X

4+ Q © [DisableCache NoThrottings ¢

Cookies Request  Response ¥

%22THD_STORE_HOURS%22%3A
%221%3B8%3A00-20%3A00%3B2%
3B6%3A00-22%3A00%3B3%3B6%3
A00-22%3A00%3B4%3B6%3A00-22
%3A00%3B5%3B6%3A00-22%3A00
%3B6%3B6%3A00-22%3A00%3B7%
3B6%3A00-22%3A00%22%2C
%22THD_STORE_HOURS_EXPIRY
%22%3A1700018778%7D"

| [P Headers

THD NR: "1"
THD_PERSIST: "*
THD_SESSION: "*

thda.m: "280717822251400562802108988508122059
46"

thda.s: "b2982b8c-9591-f7c5-ae40-f1dad8103f11"
thda.u: "0ef9f2a5-5b01-cb99-acc5-704abd40b8ac”
trx: "5127963918660798122"

lo
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Enlarged from above:

THD_PERSIST: ™
THD_SESSION: ™

thda.m: "280717822251400562802108988508122059
46"

thda.s: "b2982b8c-9591-f7c5-ae40-f1dad8103f11"
thda.u: "0ef9f2a5-5b01-cb99-acc5-704abd40b8ac”

As a second example, such as during a second previous network session, when a user logs in to homedepot.com with a
Personal Account, the Accused Instrumentalities cause further cookies to be stored on a client device.
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=) ES The Home Depot: sign i, creat X + v O X
&« O [5 2 @ https://www.homedepot.com/auth/view/createaccount?redirect=/&ref=null 80% ¥ ﬂ » =
Create an Account
Select the account type that best suits your needs. _—
®
£
o
< Back .g
il
. 4]
RS KsProXtra :
[N N — '8
@
Personal Account Pro Xtra Account B
I'm shopping for myself I'm making purchases for my business
« Enjoy faster checkout + Home Depot’s loyalty program built for Pros
¢ Save more with exclusive offers ¢ Member exclusive business tools and benefits
« Favorite product and save lists o It's free to join
Select & Continue Select & Continue
™
>
Prvacy - Terms
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For example, during login, the Accused Instrumentalities will cause both a THD USER SESSION cookie
(combination of string and base64 encoded JSON string) and THD USER cookie (base64 encoded JSON string) to be
stored on the client device in the cookies storage area.

& || B siteMap - The Home Depot X | 4+ v — [} X

80% ©¥ N O» =

&« O B8 2R https;//www.homedepot.com/c/site_map

Black Friday Savings ~

4 8 Indexed DB
> B Local Storage

> 8 Session Storage

@ https://cdn.quantummetric.com

THD_PERSIST
@ https://www.homedepot.com
THD_SESSION

THD_SSUI_LOG_TOKEN
THD_SSUI_TOKEN
THD_TMX_CACHE
THD_TRANSACT

C6%3d%7b%2211%22%3a...

eyJhbGciOiJkaXIiLCJIbmMi...
eyJhbGciOilkaXIiLCIIbmMi...
nkGEE3Yrx5QLMQE-wScGh...
d1726467-8c02-435f-94b2...

.homedepot.com
.homedepot.com
.homedepot.com

.homedepot.com

.homedepot.com

.homedepot.com

Tue, 08 Jul 2025 06:01:48 GMT
Thu, 16 Nov 2023 02:25:11 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Thu, 16 Nov 2023 03:26:27 GMT

Session

E& cards & Accounts ePro  GiftCards  Credit Services  Track Order  Help
w You're shopping Delivering to
k\s Longview v/ 75670 What can we help you find today? Military Discount :My Account 2 Lists ) cart|2items 7
" @ OPEN until 10 pm
All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Pt 8 Profile Specials & Offers Local Ad & Catalog
HomeygSilsmap O Product Lists
Sitemap - The Home Depot £ security & Password
About Home Depot Electrical Home Projects & Ideas . r
- . > Sign Out

Affiliate Program Batteries Bathroom Ideas
G‘ 'C} Inspector Console [ Debugger N Network 8 Storage E eee X
> 8 Cache Storage Y Filter Items + e'
v 8 Cookies Name Value Domain Expires / Max-Age Last Accessed

@ https;//Ipcdn.Ipsnmedia.net THD_MCC_TOKEN eyJhbGciOilkaXIiLCJlbmMi... .homedepot.com Wed, 15 Nov 2023 06:16:16 GMT Wed, 15 Nov 2023 06:01:16 GMT

THD_NR 1 .homedepot.com Thu, 16 Nov 2023 02:25:11 GMT  Wed, 15 Nov 2023 20:21:23 GMT

Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 03:26:26 GMT
Wed, 15 Nov 2023 07:42:29 GMT
Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT

THD_USER_SESSION
THD_USER

eyJzljoiMDQyNOVFQORERE...
eyJjdXNOb21IclR5cGUIOIIC...

.homedepot.com

.homedepot.com

Thu, 14 Nov 2024 03:26:27 GMT
Thu, 14 Nov 2024 03:26:27 GMT

Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT

thda.m
thda.s
thda.u

2807178222514005628021...
b2982b8c-9591-f7c5-ae40-...
0ef9f2a5-5b01-cb99-acc5-...

.homedepot.com
.homedepot.com

.homedepot.com

Session
Session
Sat, 15 Nov 2025 02:25:12 GMT

Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT
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Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823

A cropped and enlarged version of these cookies is shown here.

THD_USER_SESSION eyJzljoiMDQyNOVFQORERE... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
THD_USER eyJjdXNOb21IcIR5cGUIOIIC...  .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
thda.m 2807178222514005628021... .homedepot.com Session
thda.s b2982b8c-9591-f7c5-ae40-... .homedepot.com Session
thda.u 0ef9f2a5-5b01-cb99-acc5-... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT

The THD USER SESSION value includes data that is encoded in base 64. Decoding it provides the following result,
showing that the THD USER SESSION contains a user ID.

{"s":"0427EECDDDF1CD740U:11eb45ac-aee7-4f9d-
b97¢c-933761f31e7b"["'u":"0427EECDDDF1CD740U,"i":"3wWZWXXWhPx6P9iz
0sODBfFX3AIls.*AAJTSQACMDIAAINLABXVNOJNbHIzYy90ZGxhQjFDQNRT
UE95S0VS5dTA9AAROeXBIAANDVFMAAIMXAAIWMQ..*","c":"B2C","t":"0427E
ECDDDEFCD740S","v":1700018787584,"k":"y"}

The THD USER value is also encoded in base 64. Decoding it provides the following result, showing that the
THD USER includes the customer’s svocCustomerAccountld, logonld, and userld.

{"customerType":"B2C","svocCustomerAccountld":"0427EECDDDEFCD740S"
,"logonld":"z_user1@b.org","userld":"0427EECDDDF1CD740U"}

The Accused Instrumentalities will also populate the THD PERSIST cookie during login, unlike when the user was
visiting homedepot.com without logging in. When logging in, the client device will send the THD PERSIST cookie
with data including information from the C12 cookie (JSON data structure) (such as the user’s email address, which
may be used as a user ID) to Home Depot servers.
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Home / Sitemap

POST customer.homedepot.com

e www.homedepot.com

(=) ‘ B siteMap - The Home Depot X | + v — O X
&« S O B8 =R https//www.homedepot.com/c/site_map 80% T s » =
Black Friday Savings Happening Now. End 11/29
Store Finder ~ Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help
You're shopping Delivering to
o Longview v 75670 ‘ What can we help you find today? EMY Account 2 Lists (0 Cart |0 items 17
" @ OPEN until 10 pm
All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & Services Specials & Offers Local Ad & Catalog

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor

Affiliate Program Batteries Bathroom Ideas Artificial Grass

Careers Carbon Monoxide Detectors Blog Bike Racks [—]
Arnnrnin Infa NAnrhnlin DIV Ctrvnmn 1dnnn A arninl Dlnunntn Covnitiin ]
® O Inspector Console [ Debugger N Network [ Storage @ s X
@ Y Filter URLs Il 4+ Q © Al HML CSS JS XHR Fonts Images Media WS Other [ Disable Cache  No Throttling % -):(-
Method ~ Domain File Initiator Type Transferred Size | B Headers  Cookies  Request ~ Response v
POST  collector-pxj770cp7y.px-cloud.net beacon main.mins:3 (beacon) %3B6%3B6%3A00-22%3A00%3B7%

Yox-8zszwlack UA7Rz0ToNeZacfKQ:137 (be...

site_map document 105.11 kB

3B6%3A00-22%3A00%22%2C
%22THD_STORE_HOURS_EXPIRY

480.15 kB %22%3A1700022393%7D"

THD_NR: "1

THD_PERSIST: "C12=z_user1@b.org;
C12_EXP=1731554787;;C13=self;
C13_EXP=1731554787"

POST swasc.homedepot.com 59974961878: appMeasure.core,js:1 (beacon)
POST ingest.quantummetric.com homedepot?T guantum-homedepot.js [cdn...
POST ingest.quantummetric.com homedepot?T guantum-homedepot.s [cdn...
POST 6aecaf8b7897496a86485af98e66cf3... prop.json scripts:1 (beacon)

POST 6aecaf8b7897496a86485af98e66cf3... prop.json scripts:1 (beacon)

POST inaest anantummetric com homedennt?T auantiim-homedenat is fedn

Finish: 1.32 min DOMContentLoaded: 412 ms  load: 687 ms

[©)

171 requests 5.70 MB / 1.07 MB transferred

THD_SESSION: ™"

THD_TMX_CACHE: "nkGEE3Yrx5QLMQE-
WScGh9xgSYjp1W3Lj364Dw2rbgC
Halz_dEcMzfO6LOVGbZ2yPAFBPj8
nlhO3uhrAMmvU7qZsDzFOINoug
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Enlarged from above:

THD_PERSIST: "C12=z_user1@b.org:;
C12_EXP=1731554787:C13=self;
C13_EXP=1731554787"

THD_SESSION: ™"

The C12 cookie information is stored in Local Storage on a customer device after a user has logged in. Also shown
below is the User ID key (“0427EE...”") (JSON data structure) stored in Local Storage.
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You're shopping
Longview v
@ OPEN until 10 pm

R

@ https://cdn.quantummetric.com
@ https://www.homedepot.com
» 8 Indexed DB

Delivering to
75670

E] @ SiteMap - The Home Depot X +

<« O B8 2R https//www.homedepot.com/c/site_map 80% ¥ N =

Black Friday Savings Happening Now. End 11/29

v = O X

Store Finder Truck & Tool Rental For the Pro Gift Cards Credit Services Track Order Help

‘ What can we help you find today?

BMy Account 2 Lists Q) cart|0items 7

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & Services Specials & Offers Local Ad & Catalog

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor

Affiliate Program Batteries Bathroom Ideas Artificial Grass

Careers Carbon Monoxide Detectors Blog Bike Racks [—l
Aevnarnta Infn Nanrhalin NIV Qiacnas \inos Aemmarninl Dlauanta Cuimitin =
(XY {:} Inspector Console [ Debugger N Network B Storage B e X
v E Cookies v + C

0427EECDDDF1CD740U

Value

{"numberOfServiceAccounts™0,"timestamp":1700025994177}

v 8 Local Storage
@ https://Ipcdn.lpsnmedia.net
@ https://cdn.quantummetric.com

@ https://www.homedepot.com

_meta_enrichmentService_user_failure
BTT_Collect

BTT_GUID_PV

BTT_WCD_Collect

{"value™:"not found","expires™:"2023-11-16103:26:35.77/52"}
{"value":"on","expires":"1700021754180"}
{"GUID":"531626447404975825","cartValDOY":"318" "cartVal":
{"value":"off","expires":"1700021754180"}

("va[£ :"345589163605768860" _xm :"1700021754180"}

{"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}

@ https://Ipcdn.lpsnmedia.net
@ https://cdn.quantummetric.com
@ https://www.homedepot.com

C13

devicelnfo1
NRBA_SESSION
PXJ770cP7Y_px_fp

{"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}

{"cpuCores":16,"deviceClassification":2,"webgl2Supported“:true}
{"value":"9a3b89abad8b3869","inactiveAt":1700021751767,"expiresAt":1700029513135,"updatedAt":1700019951935,"ses...
{"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274":"17b9e238678e960ac4cb6fc58bd2...
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In Session Storage, the Accused Instrumentalities will also cause the dsPersistedStorage cookie to be updated.

& | E siteMap - The Home Depot X + v - ] X
« O 8 =W https//www.homedepot.com/c/site_map 80% % g » =
Black Friday Savings Happening Now. End 11/29
Store Finder  Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services Track Order  Help
w You're shopping Delivering to
;‘ Longview v/ 75670 ’ What can we help you find today? EMY Account 2 Lists ) Cart|0items 7
" @OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & Services Specials & Offers Local Ad & Catalog

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor
Affiliate Program Batteries Bathroom Ideas Artificial Grass
Careers Carbon Monoxide Detectors Blog Bike Racks m
Covoorsto oo Nanrhalia NIV Qiaraco doaa, Socamavalal Dissaats SRR ]
XY c} Inspector Console [ Debugger N Network E Storage B e X
v B Cookies W Filter Items 4+ @ [BI VFiltervalues

@ https://cdn.quantummetric.com Value v Data

@ https://www.homedepot.com _px_494645...  b9e62f71-8365-11ee-b2aa-7ba1d96122ad dsPersistedStorage:"{"uds-{\"storeld\":...":"cache-first"}}}"
» B Indexed DB EEEEERT -\ userld\\'0427EECDDDEFCD7405\""unique\ rue'zipCode\"\ 75605\"\"apiNamev'] ¥ Parsed Value
v E Local Storage GULP_TH2 1 v

IpTabld 4473944619 v dsPersistedStorage:Object

® httpsy/pcdnpsnmedia.net = uds-{"storeld":"6545","key""2zSR74piSRq6ZDHENHKA... |

NRBA_SESSI... ad2e1beb30733c02
» _proto__:Object

PIM-SESSIO... ' B4asRIAUCYREVUoT
@ https://www.homedepot.com PXJ770cPTY... O
v B Session Storage PXJ770cP7Y... {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274""1...

@https://lpcdn,lpsnmedia.net PXJ770cP7Y... 1
qm_last_page | https://www.homedepot.com/c/site_map

@ https://cdn.quantummetric.com

@ https://cdn.quantummetric.com

last_peri... 1700020234726
@ https://www.homedepot.com qm.fast.pert

The dsPersistedStorage cookie is updated to show value “0427EE...”, which is the value of the user ID shown above
in, for example, THD USER and THD USER_SESSION, instead of the previous value dsPersistedStorage contained,
which pertained to the device ID.

Key o Value
_px_494645... b9e62f71-8365-11ce-b2aa-7ba1d96122ad

EEREERE -\ userld\"\"0427EECDDDEFCD7405\"\"unique\"true \'zipCode\"\'75605\"\"apiName\’
GULPTH2 1
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As a third example, during a second previous network session, when a user logs in to homedepot.com with a Pro
Account, the Accused Instrumentalities cause different cookies to be stored on a client device.

For example, the Accused Instrumentalities continue to cause the THD PERSIST cookie (in Cookie storage), and
C12 (in Local Device storage), to be stored on the client device during login, as described in the second example. The
Accused Instrumentalities additionally cause a THD CUSTOMER cookie (base64 encoded JSON string) to be stored
in the Cookies storage area and C13, b2b-hf-dynamic-phone-number, customerConfiguration, QM, and thd-
membershipinformation cookies (all JSON data structures) to be stored in the Local Storage area on the client device.
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For example, the THD CUSTOMER, thda.u, and THD PERSIST cookies are shown in the Cookie storage area

below:

E] g}” SiteMap - The Home Depot X +

O 8 =R https://www.homedepot.com/c/site_map

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

SPro © garee

Delivering to
75670

All Products Specials & Offers Credit Services Rental Services Special Order Resource Center

Black Friday Savings All Month Long — Shop Now >

Home / Sitemap

Sitemap - The Home Depot

80%

Search by product, manufacturer part, or SKU number... p & iello,

Z Customer

Lists

Buy It Again

Quotes

Cart

Quick Add

(XY -I:J- Inspector Console [ Debugger N Network B Storage @ e X

» E Cache Storage W thd + C
v 8 Cookies Name Value Domain Expires / Max-Age Last Accessed

® nttpsy//pcdn.psnmedia.net THD_CUSTOMER eyJzljoiMDUyNOYwQzZGRUFDNjMXRDBVOmMIyMDNjMWM2LTEZY2UtND]... .homedepot.ml Thu, 14 Nov 2024 2... Wed, 15 Nov 2023 2...

@ https://cdn.quantummetric.com | THD_LOCALIZER %257B%2522WORKFLOW%2522%253A%2522LOCALIZED_BY_STORE%25... .homedepot.... Thu, 14 Nov 2024 2... Wed, 15 Nov 2023 2...

O http omedepot.co THD_MCC_ID 2e6bfd13-bfcd-4b90-bd66-1ce02da2a335 .homedepot.... Session Wed, 15 Nov 2023 2...

> & Indexed DB THD_MCC_TOKEN eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2RONNINO..7klJFs2mObpd3R7xg0i5pQ.... .homedepot.... Wed, 15 Nov 2023 0... Wed, 15 Nov 2023 0...

N 8 Local Storage THD_NR 1 .homedepot.... Thu, 16 Nov 2023 0... Wed, 15 Nov 2023 2...

. I THD_PERSIST %3D%3A%3BC12%3Dz_customer1%40b.org%3A%3BC12_EXP%3D17316... .homedepot.... IThu, 14 Nov 2024 2... Wed, 15 Nov 2023 2...

> B session storage THD_SESSION "homedepot....  Thu, 16 Nov 2023 0... Wed, 15 Nov 2023 2...

THD_SSUI_LOG_TOKEN eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2RONNINO..ZKNeCieg3vMAOsdI-Trriw.2... .homedepot.... Thu, 16 Nov 2023 0... Wed, 15 Nov 2023 2...

THD_SSUI_TOKEN eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2RONNINO..ZKNeCieg3vMAOsdI-Trriw.2... .homedepot... Thu, 16 Nov 2023 0... Wed, 15 Nov 2023 2...

THD_TMX_CACHE zZwC3GpjRhJVBNKIhTnyrV74rwwUennaPAfey8Wm1UIw5XMA6buhOVaHyO... .homedepot.... Thu, 16 Nov 2023 2... Wed, 15 Nov 2023 2...

THD_TRANSACT 81550e92-85a0-4ccc-90ab-9d6358db8555 .homedepot.... Session Wed, 15 Nov 2023 2...

thda.m 28071782225140056280210898850812205946 .homedepot.... Session Wed, 15 Nov 2023 2...

thda.s b2982b8c-9591-f7c5-ae40-f1dad8103f11 Session Wed, 15 Nov 2023 2...

I thda.u 0ef9f2a5-5b01-cb99-acc5-704abd40b8ac ISat, 15 Nov 2025 02... Wed, 15 Nov 2023 2...
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An expanded view of the THD PERSIST cookie is shown below, showing C12 and C13 user identifying information:

=) K Get Started - The Home Depot X + v — O X

< O 8 =R

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

Delivering to Hello, b
75670 Search by product, manufacturer part, or SKU number... p 8 L — . e

/w.homedepot.com/c/overview_pro_onboarding 80% T N »

s & g i
SPro © Lo

Cart

All Products Specials & Offers Credit Services Rental Services Special Order Resource Center Lists Buy It Again Quotes Quick Add

Black Friday Savings All Month Long — Shop Now »

Home / Features of Your Pro Account — The Home Depot Pro

Welcome to Your Pro Account

O - X

W Filter URLs Il + Q © Al HIML CSS JS XHR Fonts Images Media WS Other [ Disable Cache  NoThrottings 3¢

G' ‘D Inspector Console O Debugger N Network B Storage

[ Headers Cookies  Request Response ¥

Method  Domain File Initiator Type Transferred Size

PEOEZNGY Y thd_persist 0

& www.homedepot.com

overview_pro_onboar document 63.42 kB

GET assets.thdstatic.com global-shell.d950bcf9 script js cached 0B v Request Cookies
GET assets.thdstatic.com sync,js script js cached 0B THD_PERSIST: 'C6={"11""0"};C6_EXP=1702679117:;
GET assets.thdstatic.com localizerAutolnit.amd. script js cached 0B EE_ZIEZ)ZE’ZS:;);:I;C???O[CQ‘I3:Z
GET assets.thdstatic.com react.production.min. script js cached 0B CUSTOMER;C13_EXP=1751927117"
GET assets.thdstatic.com react-dom.productior script js cached 0B
GET assets.thdstatic.com core,js script js cached 0B
GET assets.thdstatic.com thd-customer.js script js cached 0B
GET assets.thdstatic.com cookie-utils.min.js script js cached 0B
GET assets.thdstatic.com global digitalData.js  script js cached 0B
GET assets.thdstatic.com jquery.minjs script js cached 0B
O 170 requests 1.63 MB / 305.60 kB transferred Finish: 7.81 min DOMContentLoaded: 385 ms load: 551 ms
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The THD CUSTOMER cookie is encoded in base64.

) | B siteMap - The Home Depot X | + - B . ;

& O 8 =W https//www.homedepot.com/c/site_map 80% ¢ & » =

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

Y You're shopping Delivering to
°§Pr0 @ Longview 75670 Search by product, manufacturer part, or SKU number... D ol T Aw

Cart
All Products  Specials & Offers  Credit Services ~ Rental ~ Services  Special Order  Resource Center Lists  BuyltAgain Quotes  Quick Add

Black Friday Savings All Month Long — Shop Now >

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment  Home Décor
Afiint Driram Rattnrine Bothrnnm Idnne Artifiniol Grace.
® O Inspector Console [ Debugger N Network [ Storage D e X
W VrFilter URLs Il + Q © Al HIML CSS JS XHR Fonts Images Media WS Other [JDisableCache  NoThrottings 3¢
Me... Domain File Initiator Type  Transferred Size) B Headers  Cookies ~ Request Response  Timings  Security

& wwwhomedepotcom  sitemap  document  html  101.64kB  47.. JRTEIIION [x]
GET @ assetsthdstaticcom  global-shell. script js cached 0B v Request Cookies
GET assets.thdstatic.com syncjs script Jjs cached 21. THD_CACHE_NAV_PERSIST: "
GET assets.thdstatic.com corejs script js cached 1 THD_CACHE_NAV_SESSION: ™
GET assets thdstatic.com cookie-utils.r script js cached 0B THD_CUSTOMER: "ey)zljoiMDUyNOYwQzZGRUFDNjMxRDBVOmIyMDNjMWM2LTEZY2UtNDJiNi1iNzQOLTNjZmY

3YTFhMDFmOCIsInUiOilwNTI3RjBDNKZFQUM2MzFEMFUILCIpljoiNG 1DZ1ZVRW 1heHIScjcdZ
GE assetsthdstaticcom  jquery.minjs script s cached 0B TVZV302endienlZLipBQUPUU1FBQOTESUFBBESMQUJ4alRrdDVTMnh4YWKSbIRSRINZMKkdyZU
hkTligbHIha05z2VURNOUFBUjBIWEJSQUFORFZGTUFBbE14QUF)AO1RLi4gliwiYyl6IklyQilsimciOi

cE assetsthdstaticcom  localizerAuto script » cached |08 JDb250cmFidGIycylsInQiOiWNTI3RIBDNKZFQTRFMZFEMFMILC)yljoi QURNSU4ILCI2fjoxNzAW

GET assets.thdstatic.com react.produc script Jjs cached 0B MDg0OTk2MTgwi CJrljoieS)9.Baaf81K2KXNSTO1Ecys6)wleLCReRpvBDy--

GET assets.thdstatic.com gpeis script js cached 0B 4_8HN29Y8YmZ8ewliZPPjuHH45RqEMb2EURNf_MpszDWw)UacQjimX0ObdemR4hDtf10ByrHW
UjygKSmwpO8bh1alZKKmM8ugriXK7tnS18Pzid6qIf4hMWtMeGw1 7wbQuimjxaA”

GEL R assets.thdstaticcom _react-dom.ot_scrint is cached 0B THD_LOCALIZER: "9%7B%22WORKFLOWS22%3A%22LOCALIZED_BY_STORE%22%2C%22THD_FORCE_LOC

O s6requests | 339MB/52291 kB transferred  Finish: 49215 | DOMContentlo: 9%22%3A%220%22%2C%22THD_INTERNAL%229%3A%220%22%2C9%22THD_LOCSTORE

Decoding it gives the following result, showing a Pro user ID (“u”:*“0527f...”):
{"s":"0527FOC6FEAC631D0U:b203c1c6-13ce-42b6-
b744-3cff7a1a01f8"|"u":"0527FO0C6FEAC631D0OU"["i":"4mCgVUEmMaxyRr78e5YWz6zwHzyY.*A
AJTSQACMDIAAINLABXjTkt5S2xxaiOnTIFXY2N2eHdNYjlyakNsUDg9AAROeXBIAANDVFMAAI
MxAAIwWMQ..*""c":"B2B","g":"Contractors","t":"05627FOC6FEA4E31D0S","r":"ADMIN","v":17000
84996180,"k":"y"}

The C12, C13, b2b-h-dynamic-phone-number, and customerConfiguration cookies in the Local Storage area are
shown below:
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é K}L SiteMap - The Home Depot X + o B B B
< O 8 #=R https//www.homedepot.com/c/site_map 0% Ty oy =

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

P You're shopping Delivering to
§§ 0 @ Longview 75670 Search by product, manufacturer part, or SKU number... jo 8 Lo W

Cart

All Products Specials & Offers Credit Services Rental Services Special Order Resource Center Lists Buy It Again Quotes Quick Add

Black Friday Savings All Month Long — Shop Now »

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor
Affilintn Dranram Rattarine Rathranm ldane Artifininl Rrace
W O Inspector Console [ Debugger N Network [ Storage @ e X
» B cache storage T +
@ https://cdn.quantummetriccom  0427EECDDDF1CD740U {"numberOfServiceAccounts":0,"timestamp":1700086884182}
@ https://www.homedepot.com __paypal_storage__ {"id":"uid_2a13e47951_mdubmzkemtu","_session__":{"guid":"uid_316361be48_mduéntkémjg","created":1700027968100}, "experimen...

N 8 Indexed DB _meta_enrichmentService_use... {"value":"not found","expires":"2023-11-16T03:26:35.775Z"}

b2b-hf-dynamic-phone-num...  {"phoneNumber":"1-800-525-5000","shortCode":"78465","expiration":"2023-11-16T21:50:09.535Z","svocld":"0527FOC6FEA4E31D0S"}
v 8 Local Storage
BTT_Collect {"value":"on","expires":"1700086620224"}
https://lpcdn.| dia.net . .
© nttps://lpcanipsnmediane BTT_GUID_PV {'GUID":"531626447404975825" "cartValDOY":"318","cartVal""0" "ajaxCartVal™0, "ajaxCartValDOY":318}
@ https//cdn.quantummetriccom | 577 wep_collect {"value""off" "expires":"1700087597031"}
@ https://www.homedepot.com BTT_X0siD {"value":"541756187758760199","expires":"1700087597031"}
v 8 Session Storage C12 {"value":"z_customer1%40b.org","expiry":'Thu, 14 Nov 2024 21:49:56 GMT"}
@ https://Ipcdn.Ipsnmedia.net C13 {"value":"Z%20CUSTOMER","expiry":"Thu, 14 Nov 2024 21:49:56 GMT"}

checkoutPromptsDisplaylnfo {"orderld":"HD100066957768","cartTotal":"$25.94","cartCount":"2","image":"https://images.thdstatic.com/productimages/554a3f25-6...

@ https://cdn.quantummetric.com
customerConfiguration {"callCenterType":"ProOcc","chatEnabled"false, "eliteCallCenterNumber":"1-866-333-3551","eliteCallCenterSMSCode":"78465", "expira...

@ https://www.homedepot.com

devicelnfnal oot arac 1A dovical Tacefiratinn™ "wahnD S innartad el

Filtering the results in the same screen by the Pro user ID “052F0C6,” the b2b-hf-dynamic-phone-number,
customerConfiguration, QM, and thd-membershipinformation cookies in the Local Storage area are shown below,
showing they all contain references to the identified user ID:
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@ SiteMap - The Home Depot X + v — O X

)

&~ O 8 =R https://www.homedepot.com/c/site_map 80% ¥ N »

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

& @ You're shopping Delivering to 0z
°®§ PI’O Longview 75670 Search by product, manufacturer part, or SKU number... ,O 8 ze°’ tomer

All Products Specials & Offers Credit Services Rental Services Special Order Resource Center Lists Buy It Again Quotes Quick Add

Black Friday Savings All Month Long — Shop Now »

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor
Affilintn Dranram Rattarine Rathranm ldane Artifininl Rrace
(XY -I:I- Inspector Console [ Debugger N Network B Storage O e X
» B cache storage 7 0527F0C6 + c
v B Cookies Key Bl Value
@ https://cdn.quantummetriccom | b2b-hf-dynamic-phone-num...  {"phoneNumber":"1-800-525-5000","shortCode":"78465" "expiration":"2023-11-16T21:50:09.535Z","svocld":"0527FOC6FEA4E31D0S"}
@ https://www.homedepot.com customerConfiguration {"callCenterType":"ProOcc”,"chatEnabled":false,"eliteCallCenterNumber":"1-866-333-3551","eliteCallCenterSMSCode":"78465", "expira...
QM {"shouldLogResources"false,"s":"ca6fd6c3a3655f8b564f03af1e247b9c", "events™:[{"i":817,"v":"","t":1700084763838} {"i":-25,"v":"Cookie...

» E Indexed DB
thd-membershipInformation {"svoclD":"0527FOC6FEA4E31D0S","programTiers™[],"expireTime":1700128209617}
v 8 Local Storage

@ https://Ipcdn.Ipsnmedia.net
@ https://cdn.quantummetric.com
v 8 Session Storage
@ https://Ipcdn.Ipsnmedia.net
@ https://cdn.quantummetric.com

@ https://www.homedepot.com

The Accused Instrumentalities also cause cookies to be stored in session storage (dsPersistedStorage).
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S siteMap - The Home Depot X +

&

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

&

You're _shopping

@ Longview

All Products Specials & Offers Credit Services Rental

Home / Sitemap

Sitemap - The Home Depot

(XY C} Inspector Console
» B Cache Storage
v B Cookies

¥ Filter It
Key -

@https://tdn.quantummetric.com _pXx_4946459675_cs_id

@ https://www.homedepot.com

4 B Indexed DB GULP_TH2

isEnrolledinPerksPro...

v Local Storage
B 9 isEnrolledinPreferred...

IpTabld
NRBA_SESSION_ID

@ https://Ipcdn.Ipsnmedia.net
@ https://cdn.quantummetric.com

@ https://www.homedepot.com perkCurrentTier
v 8 Session Storage perkProgramsStartDate
@ https://Ipcdn.lpsnmedia.net perkProgramstatus
PIM-SESSION-ID

@ https://cdn.quantummetric.com

@ https://www.homedepot.com

proTiersCurrentTierN...
PXJ770cP7Y_pX_C_p_...
PXJ770cP7Y_px_fp

O [5 0‘2@ https://www.homedepot.com/c/site_map

Delivering t
;;é?tl)ng ° Search by product, manufacturer part, or SKU number... p 8

O Debugger N Network 8 Storage

80%

hw

Hello,
Z Customer
Cart

Services Special Order Resource Center Lists Buy It Again Quotes Quick Add

Black Friday Savings All Month Long — Shop Now »

+G|E] Y Filter values

Value v Data

21666eb1-8408-11ee-8492-7fc9b719abed dsPersistedStorage:"{"uds-{\"storeld\":...":"cache-first"}}}"

dsPersistedStorage I\"l\"userld\":\"Oef9f2a5- 5b01-cb99-acc5-704abd40b8ac\" \"unique\":true,\"zipCoq

v Parsed Value

1 v

v dsPersistedStorage:Object

=uds-{"storeld":"6545","key":"2zSR74pj5Rq6zDtHENHKA... |
» _proto_:Object

true

false

182102621
3b911187946425¢cc
$2.5K Tier
2023-11-15T21:49:55Z
ACTIVE
B4asRIAUCYREVUOT

Member
0
{"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","P...

The dsPersistedStorage shows a value of “0ef9f2a5...”, showing that it contains the device ID in its userld field,
rather than the Pro user ID “052F0C6...” as seen in the Local Storage cookies above. (Enlarged from above):

dsPersistedStorage ’,\"userld\":\"Oef9f2a5-5b01 -cb99-acc5-704abd40b8ac\",\"un

The Accused Instrumentalities may also cause additional cookies to be stored on a client device. For example, the
Accused Instrumentalities may cause cookies such as “QM” and “gpc” cookies (JSON data structures) to be stored in
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Local Storage after a user logs in, and may store the same user ID value that is stored in the THD USER or
THD_ CUSTOMER cookie.

As a fourth example, when a user clicks on the cart icon, the Accused Instrumentalities cause a THD CART cookie
(JSON data structure) to be stored in Local Storage. If the cart contains an item, or if a user adds an item to the cart,
the Accused Instrumentalities also cause a checkoutPromptsDisplaylnfo cookie (JSON data structure) to be stored in
Local Storage. If the user is logged in, THD CART and checkoutPromptsDisplaylnfo will store the same user ID
value that is stored in the THD USER (Personal Account) or THD CUSTOMER (Pro Account) cookie.

For example, a non-logged-in user viewing the homedepot.com site without visiting the user’s cart shows that no
THD CART cookie exists.

(=) K SiteMap - The Home Depot X + o

& G O B8 =Y https//wwwhomedepot.com/c/site_map w B 8

#1 Home Improvement Retailer

Store Finder Truck & Tool Rental For the Pro Gift Cards Credit Services Track Order Help
You're shopping
X Longview v
[N

@ OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Proj¢ “ iials & Offers

Local Ad & Catalog

Delivering to

75670 ‘ Search E My Account 8 Lists@ Cart | 0 items 7

Create an Account

Home / Sitemap

@ Track Order

Sitemap - The Home Depot

I - . I . L _ EF cards & Accounts —
XY 'I:} Inspector Console [ Debugger N Network E Storage O E’D eee X
» B cache storage V THD +
» E Cookies Key ol Value
» e Indexed DB thd3276851z-0 0
v 8 Local Storage thd3276851z-campaign {"value™:"","expires":"1701379560644"}

thd3276851z-campMedium {"value":"None","expires":1701379560644}

@ https://Ipcdn.lpsnmedia.net
thd3276851z-campSource {"value™:"Direct","expires":1701379560644}

@ https://cdn.quantummetric.com
":"Default”,"expires”:"1701379560644"}

thd3276851z-datacenter {"value
@ https://www.homedepot.com
» 8 Session Storage
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Once the user visits their cart, the Accused Instrumentalities cause a THD CART cookie to be saved on the client
device, even without any items in the cart.

=) @ The Home Depot - Shopping X + v
& G O B =Y https//www.homedepot.com/mycart/home w B B
All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & Services Specials & Offers
Local Ad & Catalog
1 -
There's Nothing Here Yet
-
]
Missing products? Sign in to see your cart from a previous visit. 5
]
>
3
— —
(XY 'I:} Inspector Console [ Debugger N Network E Storage o Ij:l eee X
» B Indexed DB W check +
v e Local Storage Key Bl Value
@ https://customer.homedepot.com QM {"shouldLogResources"false,"s":"e3be6e39e8dd3c2cfde198dc3a1726fb", "events™[{"i":"154","v":"Emeryville","t":"1701376194000"},{"i":"-25" "v":"Coo...
@ https://Ipcdn.psnmedia.net THD_CART {"cart"{"promotionCode":"","cartAction":"","saveQuoteName":"","expressCheckout":false, "paypal Express"false,"messagesModel":[{"shortDescriptio...
@ https://cdn.quantummetric.com
@ https://www.homedepot.com
@ https://www.paypal.com
4 e Session Storage
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After logging in, the THD CART cookie is overwritten to add the user ID (0427EE...)

=] Kﬁ The Home Depot - Shopping ¢ X +

& C O 8 =R https://www.homedepot.com/mycart/home w 9 =
Store Finder Truck & Tool Rental For the Pro Gift Cards Credit Services Track Order Help
w You're shopping Delivering to
Longview «/ 75670 v
; .ogEN il 10 o Search E My Account 8 Lists Q? Cart | O items -U

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Proje We|Come BaCk' ials & Offers

Local Ad & Catalog EE Account Dashboard

E Online Orders

YO ur Cart [ In-Store Orders

Thel‘e's Nothing He| = Cards & Accounts

Over one million products eligible for fi

(XY Dlnspec‘tor ) Console O Debugger N Network EStorage (im) D':l

+
QR x ] &) Live chat

» B cookies WV check
4 8 Indexed DB Key B Value
v 8 Local Storage QM {"shouldLogResources"false,"s":"e3be6e39e8dd3c2cfde198dc3a1726fb", "events™[{"i":"154","v":"Emeryville","t":"1701376194000"},{"i":"

@ https://customer.homedepot.com THD_CART {"cart":{"promotionCode":"","cartAction":"","saveQuoteName":"","userld":"0427EECDDDEFCD740S","expressCheckout":false,"paypal Expr...

@ https://lpcdn.lpsnmedia.net

@ https://cdn.quantummetric.com
@ https://www.homedepot.com
> 8 Session Storage

Expanded:
THD_CART {"cart":{"promotionCode":"","cartAction":"","saveQuoteName":"","userld":"0427EECDDDEFCD740S","
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The user may add an item to their cart — here, a lightbulb, by selecting “move to cart” option.

|f| K:g The Home Depot - Shopping ¢ X + v

&~ C O 8 =W https;//www.homedepot.com/mycart/home w A

———— ————————————————

Over one million products eligible for free shipping.

Continue Shopping

Saved for Later (1) Remove Al

EcoSmart 60-Watt Equivalent A19 Dimmable Frosted Glass Filament LED Light Bulb Bright $11.98
White (4-Pack)

Qty: 1

{ii Move to Cart | Save to Favorites = Remove

https://www.homedepot.com/mycart/home#

X ] &) Live Chat

o> c} Inspector Console [ Debugger N Network E Storage (im] D—_|

» B cookies W check +

> 8 Indexed DB Key Bl Value

v B Local Storage [e]Y] {"shouldLogResources"false,"s":"e3bebe39e8dd3c2cfde198dc3a1726fb" "events™:[{"i":"154","v":"Emeryville","t":"1701376194000"},{"i":"-25","V...
@ https://customer homedepot.com THD_CART {"cart":{"promotionCode":"","cartAction":"cartToSfl","saveQuoteName":"","userld":"0427EECDDDEFCD740S", "expressCheckout"false, "paypalE...

@ https://Ipcdn.Ipsnmedia.net

@ https://cdn.quantummetric.com

@ https://www.homedepot.com
» B Session Storage

After adding a lightbulb to a user’s cart, the THD CART cookie is updated and other cookies are also created, such as
the checkoutPromptsDisplaylnfo cookie, which also contains the user ID value that is also present in THD_ USER.
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=) @ The Home Depot - Shopping ¢ X + v

&« c O B8 =R https//www homedepot.com/mycart/home w Eh)

Your Ord
Your Cart (1) P srae TOUTNCET

Remove All ltems Subtotal $11.98
Delivery FREE
Del Ivel'y Sales Tax (determined in later step) -

75670 (1 item)

Total $1q8
[y Your Delivery Cost: FREE

-
©
Have a promo code? S
]
2
par}
EcoSmart 60-Watt Equivalent A19 $11.98 ) ) ©
Nimmahla Frasted (Glass Filament | FN - Delivery fees are calculated at the lowest rate available. | —
> 'E} Inspector Console [ Debugger ¥ Network 8 Storage (=] ET.I eee X
» B cookies V 0427EE +
v 8 Local Storage 0427EECDDDF1CD740U {"numberOfServiceAccounts":0,"timestamp":1701384356661}
@https://customer.homedepotcom checkoutPromptsDisplayinfo | {"orderld":"HD100066957768","cartTotal":"$11.98","cartCount":"1","image":"https://images.thdstatic.com/productimages/554a3f25-6...
@ https://lpcdn.Ipsnmedia.net am {"shouldLogResources"false,"s":"e3be6e39e8dd3c2cfde198dc3a1726fb", "events™[{"i":" 154", "v":"Emeryville","t":"1701376194000"},
THD_CART {"cart":{"promotionCode":"","cartAction":"sflToCart","saveQuoteName":"","userld":"0427EECDDDEFCD740S", "orderld":"HD100066957...

@ https://cdn.quantummetric.com
@ https://www.google.com

@ https://www.homedepot.com
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Expanded:

Key ol Value

0427EECDDDF1CD740U {"numberOfServiceAccounts™:0,"timestamp":1701384356661}

checkoutPromptsDisplayinfo  {"orderld":"HD100066957768","cartTotal":"$11.98","cartCount":"1","image":"https://images.thdstatic.com/productimages/554a3f25-6...
QM {"shouldLogResources":false,"s":"e3be6e39e8dd3c2cfde198dc3a1726fb", "events™:[{"i":" 154", "v":"Emeryville","t":"1701376194000"} {"i":...
THD_CART {"cart"{"promotionCode™:"" "cartAction":"sflToCart","saveQuoteName":"","userld":"0427EECDDDEFCD740S", "orderld":"HD100066957...

(=) ES The Home Depot - Shopping € X + v 0
& C O B =W hitpsy//www.homedepot.com/mycart/home ks ) =

Your Order

Your Cart (1) F Share

Remove All ltems Subtotal $11.98
Delivery FREE
Dellvery Sales Tax (determined in later step) -
75670 (1 item)
_ Total s11%
U} Your Delivery Cost: FREE
.
Have a promo code? (W]
S
-
EcoSmart 60-Watt Equivalent A19 $11.98 L ) =
Nimmahla Ernctad Mlace Filamant | EN hl?ehve:r){_fees arg_calculatefi a th? Ipyvgst r.ate Iaval.lable. [ —
O® O Inspector Console [ Debugger N Network [E) Storage O 4l - X
v B Local Storage T 0427ee 4+ Q@ BRI  Fitervalues

@ https://www.google.com Value v

@ https://www.homedepot.com 0427EECDDDF1C...  {"numberOfServiceAccounts":0,"timestamp":1701414809306} ¥ checkoutPromptsDisplayInfo:Object
orderld:"HD100066957768"
© i msive e iesizesc - | checkoutPrompts. | Corderld'HD100066957768" cartTotal'$11.98" cartCount™1" mage'¢ht... |

cartTotal:"$11.98"

) aM {"shouldLogResources"false,"s":"34e6714e0361f20752bc9128003d0fb0","event...
@ https://cdn.quantummetric.com cartCount:"1"
@ https:/lpcdn Ipsnmedianet THD_CART {"cart":{"promotionCode":"","cartAction":"sflToCart","saveQuoteName":"","userld":... image:*https://images.thdst..960wesd02-64_400pg"
customerld:"0427EECDDDEFCD740S"
@ https://www.sandbox.paypal.com
userld:"0427EECDDDF1CD740U"
L’ 8 Session Storage » _proto__:Object 4
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The THD CART cookie is a JSON data structure holding shopping cart related information, which is different from
the THD USER cookie’s base64 encoded string. When the user is logged in, the THD CART cookie and the
checkoutPromptsDisplayInfo also contains the same user ID seen in the decoded THD USER cookie (“0427EE...”)

The first cookie of the first type is stored in a first client device browser storage area and the second cookie of the
second type is stored in a second client device browser storage area different from the first client device browser
storage area. For example, as described above, the THD USER is a different type of cookie than the THD CART
cookie since at least THD USER is base64 encoded string and THD CART is a JSON data structure. THD USER is
also stored in the cookies area of the client device, whereas THD CART is stored in local storage.

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

1[b] based at
least in part
on the
network
resource
request from
the client
device
corresponding
to the first
cookie of the
first type
caused to be
stored at the
client device
during the
first previous
network
session,
determine

The Accused Instrumentalities’ one or more processors, based at least in part on the network resource request from the
client device corresponding to the first cookie of the first type caused to be stored at the client device during the first
previous network session, determines information that was encoded and stored in the client device.

As described for element 1[a], any of the cookies in any of the three browser storage areas can be a first cookie of the
first type stored at the client device during the first previous network session. As one example, based at least in part on
the network resource request from the client device corresponding to any of the cookies stored in the Cookie Storage
area (“thda.u,” “THD USER,” “THD _USER _SESSION,” “THD_PERSIST,” “THD_CUSTOMER,”), the Accused
Instrumentalities’ one or more processors determine information that was encoded and stored in the client device
during a previous network session, such as whether a user has previously visited the site.

As a first example, based at least in part on the network resource request from the client device corresponding to any
of the cookies stored in the Cookie Storage area (“thda.u,” “THD_ USER,” “THD USER_ SESSION,”
“THD_PERSIST,” “THD CUSTOMER,”), Home Depot determines information that was encoded and stored in the

client device, such as a user ID or device ID.

For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to
determine information (such as a device ID (“0ef9f2a5...”)) that was encoded and stored in the thda.u cookie in the
client device.
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information
that was
encoded and
stored in the
client device;

®© History v

v (© Today

£ Search history | [Viewv | | RR%)

ﬂ Firefox Privacy N...
553,‘ The Home Depot

=) @ The Home Depot X +

O B 2R https//www.homedepot.com

X Black Friday Savings Happe Now. End 11/29 >
Bl 290w

=== You're shopping
Longview

@ OPEN until 10 pm

XY {:} Inspector

v E Cookies

Console

@ https://customel
@ about:srcdoc

edepo

@ https://cdn.quantummetric.com
@ https://Ipcdn.lpsnmedia.net
@ https://www.homedepot.com

» B indexed DB

v E Local Storage
@ about:srcdoc
@ https://cdn.quantummetric.com
@ https://customer.homedepot.com
@ https://Ipcdn.Ipsnmedia.net
@ https://www.homedepot.com

v B Session Storage
@ https://cdn.quantummetric.com
@ https://customer.homedepot.com

w

Delivering to

75670 v ‘ Search

1%$2300 orr*

Select 4 pc. Kitchen Appliance Packages
Valid 11/1-11/29/2023.

O Debugger N Network 8 Storage

V Filter Items

Name Value

Loviv YELULEINLLIINL Ty Uy VIL TN

mbox session#670de60d5db5415fb62a724cd8f12...
QuantumMe... a92b22b03f514f6580adb65cd7ed9d57
QuantumMe... b8e49b98b87190e41bb1573162e2b7dc
s_pers %205_nr365%3D1700015180880-New%7C1...
S_sess %20s_pv_pName%3Dhomepage%3B%20s._....
s_sq %5B%5BB%5D%5D

THD_CACHE...

THD_CACHE...

THD_LOCALI... %257B%2522WORKFLOW%2522%253A%2...
THD_NR 1

THD_PERSIST

THD_SESSION

thda.m 28071782225140056280210898850812205...
thda.s b2982b8c-9591-f7c5-ae40-f1dad8103f11
thda.u 0ef9f2a5-5b01-cb99-acc5-704abd40b8ac
thx_guid 5d1be958f853915326b05d073ee31b64

%$900 orr

Select Washer & Dryer Sets
Valid 11/1-11/29/2023.

Domain

SUTTISUSULLUIT

Expires / Max-Age

.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com  Session
.homedepot.com  Session
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com  Session
.homedepot.com  Session
.homedepot.com

customer.home...

U, 1 INUY 2uest Ve

Sun, 16 Nov 2025 02:...
Wed, 15 Nov 2023 03...
Thu, 14 Nov 2024 02....
Sat, 14 Nov 2026 02:2...

Mon, 07 Jul 2025 02:2...
Thu, 16 Nov 2023 02....
Thu, 14 Nov 2024 02:...
Thu, 16 Nov 2023 02....
Mon, 07 Jul 2025 02:2...
Thu, 16 Nov 2023 02....

Sat, 15 Nov 2025 02:2...
Thu, 19 Oct 2028 02:2...

— O X

f » =

@ - X
+ C

Last Accessed

Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...

For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to
determine information (such as a user ID) that was encoded and stored in the THD USER_SESSION cookie in the

client device.
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THD_USER_SESSION eyJzljoiMDQyNOVFQORERE... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
THD_USER eyJjdXNOb21IcIR5cGUIOIIC... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
thda.m 2807178222514005628021... .homedepot.com Session
thda.s b2982b8c-9591-f7c5-ae40-... .homedepot.com Session
thda.u 0ef9f2a5-5b01-cb99-acc5-... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT

The THD USER_SESSION value includes data that is encoded in base 64. Decoding it provides the following result,
showing that the THD USER SESSION cookie includes a user ID.

{"s":"0427EECDDDF1CD740U:11eb45ac-aee7-4f9d-
b97¢c-933761f31e7b"["'u":"0427EECDDDF1CD740U1,"i":"3WZWXxWhPx6P9iz
0sODBfFX3Als.*AAJTSQACMDIAAINLABXVNOJNbHIZYY90ZGxhQjFDQNRT
UE95S0V5dTASAAROeXBIAANDVFMAAIMXAAIWMQ..*" "c":"B2C","t":"0427E
ECDDDEFCD740S","v":1700018787584,"k":"y"}

For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to
determine information (such as a user ID) that was encoded and stored in the THD USER cookie in the client device.

THD_USER_SESSION eyJzljoiMDQyNOVFQORERE... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
THD_USER eyJjdXNOb21IcIR5cGUIOIIC... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
thda.m 2807178222514005628021... .homedepot.com Session
thda.s b2982b8c-9591-f7c5-ae40-... .homedepot.com Session
thda.u 0ef9f2a5-5b01-cb99-acc5-... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT

The THD USER value is encoded in base 64. Decoding it provides the following result, showing that the
THD_USER cookie includes the customer’s svocCustomerAccountld, logonld, and userld.

{"customerType":"B2C","svocCustomerAccountld":"0427EECDDDEFCD740S"
,"logonld":"z_user1@b.org","userld":"0427EECDDDF1CD740U"}
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For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to
determine information (such as a user email) that was encoded and stored in the THD PERSIST cookie in the client
device.

THD_PERSIST: "C12=z_user1@b.org;
C12_EXP=1731554787:;;,C13=self;
C13_EXP=1731554787"

THD_SESSION: ™

For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to
determine information (such as a user ID) that was encoded and stored in the THD CUSTOMER cookie in the client
device.

{"s":"0527FOC6FEAC631D0U:b203c1c6-13ce-42b6-
b744-3cffra1a01f8""u":"0527FOC6FEACG631D0OU"|"i":"4mCgVUEmaxyRr78e5YWz6zwHzyY.*A
AJTSQACMDIAAINLABX|jTkt5S2xxai9nTIFXY2N2eHdNY]jlyakNsUDg9AAROeXBIAANDVFMAAI
MxAAIwWMQ..*","c":"B2B","g":"Contractors","t":"0527FOC6FEA4E31D0S","r":"ADMIN","v":17000
84996180,"k":"y"}

As a second example, a network resource request from the client causes Home Depot servers to determine information
(such as a userld or user email) that was encoded and stored in the Local Storage directly or within the C12 cookie in
Local Storage in the client device.
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&~ =

@ @ SiteMap - The Home Depot X +

O B8 =W https//www.homedepot.com/c/site_map

Black Friday Savings Happening Now. End 11/29

Store Finder  Truck & Tool Rental For the Pro

,.sbﬂ You're shopping Delivering to
NOXY  Longview v 75670
O
A

‘ What can we help you find today?

@ OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware

Home / Sitemap

Sitemap - The Home Depot

@ https://cdn.quantummetric.com
@ https://www.homedepot.com

DIY Projects & Ideas Project Calculators Installation & Services

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor
Affiliate Program Batteries Bathroom Ideas Artificial Grass

Careers Carbon Monoxide Detectors Blog Bike Racks

Aarnavata Infa NAnrhalin NIV Qigvaco idaon Armmarainl Diavanta

[KY {:} Inspector Console [ Debugger 1 Network 8 Storage

v 8 Cookies v

mMy Account 2 Lists Q) cart | 0items 7

Specials & Offers

v = O X

bk N » =

80%

Gift Cards ~ Credit Services ~ Track Order  Help

Local Ad & Catalog

8 - X
+ C

Value
0427EECDDDF1CD740U {"numberOfServiceAccounts"0,"timestamp":1700025994177}

» B indexed DB

_meta_enrichmentService_user_failure

{"value":"not found","expires":"2023-11-16T03:26:35.775Z"}

NRBA_SESSION
PXJ770cP7Y_px_fp

@ https://cdn.quantummetric.com

@ https://www.homedepot.com

- 8 Local Storage BTT_Collect {"value":"on","expires":"1700021754180"}
. BTT_GUID_PV {"GUID":"531626447404975825","cartValDOY":"318","cartVal":"0"}
@ https://lpcdn.lpsnmedia.net
BTT_WCD_Collect {"value":"off" "expires":"1700021754180"}
@ https://cdn.quantummetric.com ; .
BTT_X0siD {"value":"345589163605768860","expires":"1700021754180"}
) hitp OMedepot.co c12 {"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"} |
v E’ Session Storage Cc13 {"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
@ https://Ipcdn.lpsnmedia.net devicelnfo1 {"cpuCores":16,"deviceClassification":2,"webgl2Supported":true}

{"value":"9a3b89abad8b3869", "inactiveAt":1700021751767,"expiresAt":
{"PX31":"35.7501022554934" "PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274"" 17b9e238678e960ac4cbbfc58bd?2. ..

1700029513135, "updatedAt":1700019951935,"ses...

43

Home Depot
Ex. 1009 - Page 43




Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823

Enlarged (showing userld “0427EE...” and email “z user...” as the value of key C12):

Key

0427EECDDDF1CD740U
_meta_enrichmentService_user_failure
BTT_Collect

BTT_GUID_PV

BTT_WCD_Collect

BTT_XO0siD

Cc12

C13

Value

{"numberOfServiceAccounts™0,"timestamp":1700025994177}
{"value":"not found","expires":"2023-11-16T03:26:35.775Z"}
{"value":"on","expires":"1700019732438"}
{"GUID":"531626447404975825","cartValDOY":"318","cartVal":"0"}
{"value":"off","expires":" 17000205956 12"}
{"value":"345589163605768860","expires™:" 17000205956 12"}
{"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
{"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}

As a third example, a network resource request from the client causes Home Depot servers to determine information
(such as a device ID stored in the userld field (“0ef9f2a5...”) that was encoded and stored in the dsPersistedStorage
within the Session Storage in the client device.
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v 8 Local Storage IpTabld
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@https://cdn.quantummetric.com PXJ770cP...
@ https://customer.homedepot.com PXJ770cP...

@ https://Ipcdn.lpsnmedia.net qm_last_p...
@ https://www.homedepot.com gm_fastp...
m_store...
v 8 Session Storage ;
qm_store...
@ about:srcdoc
gmd

@https://cdnquantummetriccom QSI_Actio.

@ https://Ipcdn.Ipsnmedia.net tag98547..

@ https://www.homedepot.com tag13827..

® History v X Black Friday Savings Happening Now. End 11/29 >

v = O X

w g » =

: - === You're shopping Delivering to
£ Search history | Viewv R == Longview «/ 75670 v ‘Search

Bl 29w

@ https://cdn.quantummetric.com  Filter Items + C
® nhitps;//ipcdn.Ipsnmedia.net Value

348dd962-835e-11ee-8191-cf49bf9cc692

"\

"userld\"\"0ef9f2a5-5b01-cb99-acc5-704abd40b8ac\" \"unique\"| ¥ Parsed Value

.. gps access denied

667596662

0
{"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777...
1

https://www.homedepot.com/

1700017844317

Longview

6545

homedepot.com

. [3

. (3

{"AS_78122939":1700015181447,"AS_084Y1IruHbCTzG5":1700015...
@ https://customer.homedepot.com QSI_History {"BlurTime":2,"FocusTime":58}

Y Filter values
v Data

dsPersistedStorage:"{"uds-{\"stor...che-first"}}}"

v
v dsPersistedStorage:Object
=uds-{"storeld":"1861","key":"2zSR74pj5Rq6z... |
=uds-{"storeld":"6545","key":"2zSR74pj5Rq6z... |
» _ proto__:Object

(Enlarged from above screenshot)

sl \"userld\":\"0ef9f2a5-5b01-cb99-acc5-704abd40b8ac\"
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The Accused Instrumentalities determine information that was encoded and stored in the client device. For example,
copying the cookies.sqlite database from [1] a first computer that stored cookies for a user who had logged in to
homdepot.com to [2] a second computer that had never before been used to visit homedepot.com, then visiting
homedepot.com on that second computer causes the Accused Instrumentalities to store, on the second computer, in the
“Local Storage” area, the cookies described previously, such as a cookie with a name that matches the user ID stored
in the THD USER or THD CUSTOMER cookie.

For example, as shown below, a second computer has an empty Local Storage folder. A cookies.sqlite database is then
copied from the first computer.

@ @ Welcome to Firefox x|+

C Q Search with Google or enter address.

@ History X
C Search history Viewv
T N S
~ @ Today /
[ Firefox Privacy Notice ¢ mozilla / firefox / zp2 i
Name - size Modified
- storage 4items 15:52
Bl chombnaits oitems 15:52
© activitystream.discovery_stream.json 38.7kB 16:05
™ N i " .
{ activity-stream.discovery_stream json.tmp 38.7kB 16:05
default  : Q 83 v
| © addonsjson 1.0kB 16:08

i | addonStartup.json.lzd 6.1KkB 15:52
~ AlternateServices.txt 759 bytes 16:02
) broadcastisteners.json 216 bytes 16:00

cert9.db 220.4k8 16:02
compatibility.ini 199 bytes 15552
Folderis Empty

€ containers json 939 bytes 15:52

content-prefs.sqlite 229.4kB 15:52

. cookies.sqlite

cookies_empty.sqlite 98.3kB 15:52
“cookies.sqlite” selected (524.3 kB)

After the cookies.sqlite database is transferred, when the user visits homedepot.com, the Accused Instrumentalities
cause cookies to be downloaded in the local storage such as the user ID key of the user on the first computer
(“0427EE...”).
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@ SiteMap - The Home Dep x = +

« - C U 8 =W https://www.homedepot.com/c/site_map

#1 Home Improvement Retailer

§ == You're shopping Delivering to
S Longview v 75670
© OPEN until 10 pm v

1
Home /_Sitemap Welcome Back!

B @ G { mozilla / firefox / zp2 | Q 88 | v

1]
1]

( ) p2 / storage / default | : Q 8 v

Name ~ Size Modified Name v Size Modified

-https+++cdn,quantummetric.com"partitionKey=%28https... Oitems 16113 ¥ .storage pltems 552

. https+++customer.homedepot.com Oitems 16111 ¥ . Bimninelt Ol B

activity-stream.discovery_stream.json 38.7kB 16:11

Bl riees++ipcdn. dia.netApartitionKey="%28https%2C... 0items 611 % || ©

©| addonsjson 1.0kB 16:08

https+++www.homedepot.com Y
¥
i | addonStartup.json.lz4 6.7kB 16:11
ttps+++www.homedepot.com” selected (containing 1item) .
acy & fa AlternateServices.txt 4.5kB 16:21
® O inspector ) Console [ Debugger 1 Network €
) E; dexed 08  Filter ltems © | broadcast-listeners.json 216 bytes 16:16
Indexe
~ B Local storage o Volue )
© htpsifipcdnipsnmedionet  0427EECODDFICDTA0U  (numbel certo.db 229.4kB G2
| _meta_enrichmentServ... {"value"
@ hitps:jcinquantummetriceom "dedsect compatibility.ini 199 bytes 15:52
ajs_user_id null I
~ B sessionstorage :':"ci’lfdfmmm’" ?'v ed | ©] containers.json 939 bytes 15:52
@ nttps/fipcdn.psnmedia.net Collec sney —
BTT_GUID_PV {GuID":
© hutpsiffedn.quantummetric.com BTT_WCD_Collect {value™ content-prefs.sqlite 229.4kB 16:11
@ nhtps:/fwwwhomedepot.com BT XosiD {value™
cookies.sqlite 524.3kB 16:21
i1t | cookies.sqlite-wal 557.5kB 16:22
cookies_empty.sqlite 98.3kB 15:52
“extensions” selected (containing 2 items)

(Enlarged from above)
=] Local Storage

A hirnc//lardn lnenmadia nak 0427EECDDDF1CD74OU

Key

This shows that the Accused Instrumentalities are able to determine information that was encoded and stored in the
cookies.sqlite database (Cookies storage area) with no other information.
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Similarly, copying cookies from a logged in Pro Account user to a second computer shows the presence of the
THD_CUSTOMER user ID in both Local Storage and Session Storage.

@ &l siteMap-The Home Dep X = + v

O 8 =8 https

//www.homedepot.com/c/site_map

Explore Features | Need Help? | Call 1-866-333-3551 or Text 78465

xt 784
@PI’O Longview 75670 Search by product, manufacturer part, or SKU... p 8 e

(@ O Inspector () Console (O Debugger 1) Network [5] Storage
- B Cache Storage [ 7 THD_CU +

v B Cookies Name Value Domain Expires [ Max-Age Last Accessed

@ https: ,’/cdnvquantummetnc.corrl THD_CUSTOMER eyJzljoiMDUyNOYwQzZGRUFDNjMxRDBVOmMIyMDNjMWM2LTEZY2UENDJiNi1iNzQOLTNjZmY3... .homedepo... Thu, 14 Nov 2024 2... Thu, 16 Nov 2023 0...

@ https://www.homedepot.com

» B Indexed DB
v B Local Storage

@ https://lpcdn.lpsnmedia.net
@ https://cdn.quantummetnc.com

@ https:/fwww.homedepot.com

v B Session Storage
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User ID in Local Storage:

@ B siteMap-The Home Dep X = + N7
&« c O B8 W https://www.homedepot.com/c/site_map w 9 =

Explore Features | Need Help? | Call 1-866-333-3551 or Text 78465

L (URORE TR Rl o -1 o procict manuiacturer par, or SKU.. L
6égpru Longview 75670 Search by product, manufacturer part, or SKU... [i§ @] 8 Dol omer

W O Inspector Console [ Debugger N Network [ Storage
» B cache storage 7 0527F0C +

» E Cookies Key o Value

> E Indexed DB b2b-hf-dynamic-phone-n... ' {"phoneNumber":"1-866-333-3551","shortCode":"78465" "expiration™"2023-11-17T00:41:02.377Z'}"svocld":"0527FOC6FEA4E31D0S"}
- E Local Storage customerConfiguration {"callCenterType":"ProOCC","chatEnabled™:false,"eliteCallCenterNumber":"1-866-333-3551", "eliteCallCenteraMocode . 78465 , expiration”:"2023-11-23T0...
QM {"shouldLogResources":false,"s":"79ab544cd3261b83b4127c73436efdeb","lastUrl":{"hash":™,"host":"www.homedepot.com”,"hostname":"www.homedepot...
thd-membershiplnforma...I ("svccID":"OSZ?FOCGFEMEBlDOS",‘I:rogramTiers':[("tier":'d3c70f2d-10bc446c0-946a-193a957880f4”,'program“:"2"),('tier":"5f596644-94574f0c-8c54-1db..A

@ https://lpcdn.lpsnmedia.net

@ https://cdn.quantummetric.com

@ https://www.homedepot.com

» E Session Storage

Enlarged:
["svocID™:"0527FOC6FEA4E31D0S"
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User ID in Session Storage:

@ | EjsiteMap-The Home Dep X | + N

&« C U B8 #=W https://www.homedepot.com/c/site_map w ® 9 =

Explore Features | Need Help? | Call 1-866-333-3551 or Text 78465

@Pro O oz [ ETRENEIRETN O] 8 i
&N PI‘O Longview 75670 Search by product, manufacturer part, or SKU... ,O 8 G CUSTOTeT

W O Inspector Console [ Debugger P Network [F Storage B g - X
» 8 Cache Storage Y Filter Items + el
v e Cookies Bl Value

@ https://cdn.quantummetric.com _px_4946459675 c... 1cd22971-841c-11ee-bd12-c9e523877ael

@ https://www.homedepot.com |dsPersistedStorage {"uds-{\"storeld\":\"6545\",\"key\":\"2zSR74pj5Rq6zDtHENHkAScT4RWSslOpg\",\"dataSource\":\"rv_homepage_rr\",\"userld\":\"0527FOC6FEA4E31D0S\" \"unique\...
ISENTONEAINPETKSP .. | true

» e Indexed DB
isEnrolledinPreferr... | false

IpTabld 2894454862

@ https://lpcdn.lpsnmedia.net perkCurrentTier $2.5K Tier

@ https://cdn.quantummetric.com perkProgramStart... 2023-11-15T21:49:55Z

@https://www.homedepot,com perkProgramStatus  ACTIVE

proTiersCurrentTie... Member

PXJT70cPTY_px_c_... 0

PXJT70cPTY_px_fp {"PX317:"35.73774025589228","PX32":"623c9ce91116d62a452331384f2d6dca","PX274":"08b20b 192159 14fade799afe7c255¢38","PX275" true,"PX441":[],"PX276...
@ https://cdn.quantummetric.com PXJT70cPTY_px_nfsp 1

@ https://www.homedepot.com [LINMERSEL https://www.homedepot.com/c/site_map

qm_last_period 1700097140212

v 8 Local Storage

v E Session Storage
@ https://lpcdn.lpsnmedia.net

Enlarged:
dsPersistedStorage  "userld\":\"0527F0C6FEA4E31DOS\"

The value in the cookies was encoded and stored in the client device. For example, the value in at least the
THD_ USER, THD USER SESSION, and THD CUSTOMER cookies is stored in base64 encoded format, as
described above.
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THD_CUSTOMER: "eyJzljoiMDUyNOYwQzZGRUFDNjMxRDBVOmIyMDNjMWM2LTEzY2UtNDJiNi1iNzQOLTNjZmY
3YTFhMDFmOCIsInUiOilwNTI3RjBDNKZFQUM2MzFEMFUILCpljoiNG1DZ1ZVRW TheHIScjc4Z
TVZV302endlenlZLipBQUpUU1FBQO1ESUFBbESMQUJ4alRrdDVTMnh4YWkSbIRsRIhZMk4yZU
hkTligbHIha05zVURNOUFBUjBIWEJsQUFORFZGTUFBbE14QUFJdO1RLi4qliwiYyl6lklyQilsimciOi
JDb250cmFjdGYycylsInQiOilwNTI3R]BDNKZFQTRFMzFEMFMILCJyljoiQURNSU4ILCI2ljoxNzAW
MDg0OTk2MTgwLCJrljoieS)9.Baafe 1K2KXN5TO1Ecys6)wleL CReRpvBDy--
4_8HN29Y8YmZ8ewliZPPjuHH45RqEMb2EURNf_MpszDWwJUacQjlmX0bdemR4hDtf10ByrHW
UjygKSmwpO8bh1alZKKmM8ugrjXK7tnS1BPzid6qlf4AhMWtMeGw17wbQvimjxaA"

As an additional example, in browsers such as Chrome, cookies are stored in encrypted format. When Chrome is in
use, Chrome decrypts the cookies so that they can be used normally, which is why the cookie values are viewable in
the Chrome browser debugger tool. In contrast, the cookie names are viewable in the cookies database, but the values
are not; instead, the values are stored in encrypted format, in the “encrypted value” column, and shown as “BLOB”.
For example, the “THD_ USER” cookie data is viewable in the Chrome debugger tool, but is encrypted in the Chrome
cookies database. In the example below, the Chrome browser stores cookies in a sqlite database named “Cookies”
and stored at C:\Users\z1\AppData\Local\Google\Chrome\User Data\Default\Network\.
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? DB Browser for SQLite - C:\Users\z1\AppData\Local\Google\Chrome\User Data\Default\Network\Cookies — a
File Edit Vie Tools He
Database Structure Browse Data Edit Pragmas Execute SQL
Table: ] cookies v B % % B, &8 B B A & Y Filter in any column
host_key name value encrypted_value
[Filter [THD Q [Filter [Filter || Edit Database Cell
4 .homedepot.com THD_SESSION
5  .homedepot.com thda.u Hece Binary __~ > B BB G
.h depot. THD_SSUI_LOG_TOKEN
6 -homedepot.com >R 0000 76 31 30 12 68 96 38 6 3e €0 7c d
7 .homedepot.com THD_SSUI_TOKEN 0010 68 77 59 31 3d 0d 89 78 23 5b 2d 2
0020 fb 2 b 28 59 7¢c 14 0 0 b5 b
8  .homedepot.com THD _FORCE LOC  &o5 0 |asn 2 a b hee sy el le el ™
9  .homedepot.com THD_LOCALIZER
10 .homedepot.com THD_PERSIST Type of data currently in cell: Binary Apply
213 byte(s)
11 .homedepot.com THD_TMX_CACHE
12 .homedepot.com THD_USER BLOB
13 .homedepot.com THD_USER_SESSION
14  .btttag.com thd3276851z-BrowserVersion
K| 4 4-150f15 b M Go to: 1
@ Network — o
Folder Tree Q8 X @ @ @ » o X '@ ©) @ E\‘ < Google > Chrome > User Data > Default > Network 7
Google Name = Size Type M| Name = Size Type Modified  Attr
Chrome W Caalies 76 KB File Today 1:45PM -a-—
User Data [ Cookies-journal 0 bytes File Today 1:45PM -a-—---
AutofillStates [) Network Persistent State 27.9 KB File Today 1:45PM -a-----
BrowserMetric [ NetworkDataMigrated 0 bytes File 11/19/2023 540 PM -a----
CertificateRev [) Reporting and NEL 84 KB File Today 1:45PM -a-—--
CommerceHe N D Reporting and NEL-journal 0 bytes File Today 1:45PM -a-----
component ¢ Is ’+ Network ’+
Crashpad
I

As another example, Chrome stores “Local Storage” data in encoded format on the client, so that it is viewable when

using the Chrome debugger tool but is not viewable by a normal user outside of the debugger tool.
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

1[c] perform a
first
identification
of at least one
of the client
device and a
user of the
client device
using the first
cookie of the
first type,
wherein the
first
identification
is performed
using the first
cookie of the
first type at
least in part
by using the
determined
information
that was
encoded and
stored in the
client device;

The Accused Instrumentalities’ one or more processors are configured to perform first identification of at least one of
the client device and a user of the client device using the first cookie of the first type, wherein the first identification is
performed using the first cookie of the first type at least in part by using the determined information that was encoded
and stored in the client device.

As described above, a “first” cookie may be any of the cookies stored in Cookies, Local Storage, or Session Storage.
The Accused Instrumentalities perform a first identification of at least one of the client device and a user of the client
using, for example, a stored user ID or user email.

For example, the thda.u cookie identifies at least one of the client device and a user of the client using a device ID
(“0ef91f2a5...”)) that was encoded and stored in the thda.u cookie in the client device.

The value of the thda.u cookie in the Cookies storage area identifies the device, and remains the same before any user
logs into homedepot.com on a browser, after a user logs in to a user account, after a user logs out, and after a user logs
in to a second, Pro user account.
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ﬁ @ The Home Depot

® History v

O Search history  Viewwv

R =

v @ Today
m Firefox Privacy N...

X+

You're shopping
Longview
@ OPEN until 10 pm

O 8 =W https//www.homedepot.com

X Black Friday Savings Happening Now. End 11/29 >
Bl 290w

Delivering to
75670 v

w

‘ Search

— O X

»

ch

%5900 orr

Select Washer & Dryer Sets
Valid 11/1-11/29/2023.

1052300 oFr+

F The Home Depot

Select 4 pc. Kitchen Appliance Packages
Valid 11/1-11/29/2023.

Ky 'C} Inspector Console [ Debugger N Network e Storage O e X
v B Cookies Y Filter Items + C
@® https://customer.homedepot.com [ENEUS Value Domain Expires / Max-Age Last Accessed
v YELULINELIINL Ty Uy VIZ TN SIVHISUSPULLUIT 111U, 15 INUV €UE Ul WY, 10 1NOY €UED U
@ about:srcdoc .
mbox session#670de60d5db5415fb62a724cd8f12... .homedepot.com  Sun, 16 Nov 2025 02:... Wed, 15 Nov 2023 02...
@ nttpsy/cdn quantummetric.com QuantumMe... a92b22b03f514f6580adb65cd7ed9d57 ‘homedepot.com  Wed, 15 Nov 2023 03... Wed, 15 Nov 2023 02...
® nttpsy//pcdn.psnmedia net QuantumMe... b8e49b98b87190e41bb1573162e2b7dc ‘homedepot.com  Thu, 14 Nov 2024 02:... Wed, 15 Nov 2023 02...
@ https://www.homedepot.com s_pers %20s_nr365%3D1700015180880-New%7C1... .homedepot.com  Sat, 14 Nov 2026 02:2... Wed, 15 Nov 2023 02...
» B Indexed DB s_sess %20s_pv_pName%3Dhomepage%3B%20s_... .homedepot.com  Session Wed, 15 Nov 2023 02...
[ 0, 0 O, i
- B Local Storage s.sq %5B%5BB%5D%5D .homedepot.com  Session Wed, 15 Nov 2023 02...
THD_CACHE... .homedepot.com  Mon, 07 Jul 2025 02:2... Wed, 15 Nov 2023 02...
@ about:srcdoc
THD_CACHE... .homedepot.com  Thu, 16 Nov 2023 02.... Wed, 15 Nov 2023 02...
@ nttpsy//cdn.quantummetriccom i | Al 0257892522 WORKFLOWS625229253A%2.  homedepot.com  Thu, 14 Nov 2024 02:.. Wed, 15 Nov 2023 02..
® nttpsy//customerhomedepot.com THp_NR 1 ‘homedepot.com  Thu, 16 Nov 2023 02.... Wed, 15 Nov 2023 02...
@ https://Ipcdn.lpsnmedia.net THD_PERSIST .homedepot.com  Mon, 07 Jul 2025 02:2... Wed, 15 Nov 2023 02...
® nttps://mww.homedepot.com THD_SESSION .homedepot.com  Thu, 16 Nov 2023 02:... Wed, 15 Nov 2023 02...
. thda.m 28071782225140056280210898850812205... ' .homedepot.com  Session Wed, 15 Nov 2023 02...
v B Session Storage
. thda.s b2982b8c-9591-f7c5-ae40-f1dad8103f11 .homedepot.com  Session Wed, 15 Nov 2023 02...
@ https://cdn.quantummetric.com
thda.u 0ef9f2a5-5b01-cb99-acc5-704abd40b8ac .homedepot.com  Sat, 15 Nov 2025 02:2... Wed, 15 Nov 2023 02...
@ nttpsy/customer homedepot.com thx_guid 5d1be958f853915326b05d073ee31b64 customerhome... | Thu, 19 Oct 2028 02:2... Wed, 15 Nov 2023 02...

For example, the THD USER cookie identifies at least one of the client device and a user of the client using any of a
svocCustomerAccountld, logonld, and user ID that was encoded and stored in the THD USER cookie in the client

device.
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{"customerType":"B2C","svocCustomerAccountld":"0427EECDDDEFCD740S"
,"logonld":"z_user1@b.org","userld":"0427EECDDDF1CD740U"}

For example, the THD USER SESSION cookie identifies at least one of the client device and a user of the client
using the same user ID value that is stored in the THD USER cookie (here, “0427EECD ...”) that was encoded in
base64 format and stored in the THD USER SESSION cookie in the client device.

{"s":"0427EECDDDF1CD740U:11eb45ac-aee7-4f9d-
b97c-933761f31e7b","u":"0427EECDDDF1CD740U","i":"3WZWXxWhPx6P9iz
0sODBfFX3Als.*AAJTSQACMDIAAINLABXVNOJNbHIZYy90ZGxhQjFDQNRT
UE95S0VSdTA9AAROeXBIAANDVFMAAIMXAAIWMQ..*","c":"B2C","t":"0427E
ECDDDEFCD740S","v":1700018787584,"k":"y"}

For example, the THD PERSIST cookie identifies at least one of the client device and a user of the client using a user
email that was encoded and stored in the THD PERSIST cookie in the client device.

THD_PERSIST: "C12=z_user1@b.org:;
C12_EXP=1731554787:C13=self;
C13_EXP=1731554787"

THD_SESSION: ™

For example, the THD CUSTOMER cookie identifies at least one of the client device and a user of the client using a
user email that was encoded and stored in the THD CUSTOMER cookie in the client device.
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{"s":"0527FOC6FEAC631D0U:b203c1c6-13ce-42b6-
b744-3cffra1a01f8"|"u":"0527FO0C6FEAC631D0U"|"i":"4mCgVUEmaxyRr78e5YWz6zwHzyY.*A
AJTSQACMDIAAINLABXjTkt5S2xxaiOnTIFXY2N2eHdNYjlyakNsUDg9AAROeXBIAANDVFMAAI
MxAAIwMQ..*" "c":"B2B","g":"Contractors","t":"0527FOC6FEA4E31D0S","r":"ADMIN","v":17000
84996180,"k":"y"}

As a second example, the user ID key that was encoded and stored in the Local Storage directly (as key 0427EE...) or
the C12 cookie that was encoded and stored in the Local Storage identifies at least one of the client device and a user
of the client using a user ID or user email stored in the client device. Further, if the user is logged in with a Pro
Account, the C13 cookies stores the user’s login name (see 1[a]).

Enlarged (showing userld “0427EE...” and email “z user...” as the value of key C12):

Value
0427EECDDDF1CD740U {"numberOfServiceAccounts":0,"timestamp":1700025994177}
_meta_enrichmentService_user_failure  {"value":"not found","expires":"2023-11-16T03:26:35.775Z"}
BTT_Collect {"value":"on","expires":"1700019732438"}
BTT_GUID_PV {"GUID":"531626447404975825","cartValDOY":"318","cartVal":"0"}
BTT_WCD_Collect {"value":"off","expires":"1700020595612"}
BTT_XO0siD {"value":"345589163605768860","expires™:"1700020595612"}
C12 {"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
C13 {"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}

As additional examples, the userID that is stored in the THD CUSTOMER cookies is also stored in the thd-
membershipinformation, b2b-hf-dynamic-phone-number, and customerConfiguration cookies in Local Storage.

As additional examples, the userID that is stored in the THD USER or THD CUSTOMER cookies is also stored in
the THD CART and checkoutPromptsDisplayInfo cookies in Local Storage when, for example, a user is logged in
and has an item in the user’s cart.
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As additional examples, the userID that is stored in the THD USER or THD CUSTOMER cookies may also be
stored in QM and gpc cookies in the Local Storage area.

As a third example, the dsPersistedStorage cookie within the Session Storage identifies at least one of the client
devices and a user of the client using a device ID (“0Oef9f2a5...”) that was encoded and stored in the
dsPersistedStorage cookie within the Session Storage in the client device. The value of the dsPersistedStorage cookie
in session storage identifies the device by including the same value as the thda.u cookie when, for example, no user is
logged in to homedepot.com. In other situations, such as when a user is logged into homdepot.com, the value of the
dsPersistedStorage cookie instead includes the same value as the THD USER or THD CUSTOMER cookie and
identifies the user of the device.

EESEn M \"userld\"\"0efof2a5-5b01-cb99-acc5-704abd40b8ac\"

As the user is recognized through information present in any of the cookies that track a user ID or a device ID, by the
Accused Instrumentalities’ servers, the user will see a “Welcome Back!” message displayed. Here, the Accused
Instrumentalities recognize the user by at least one of THD USER SESSION or THD USER.
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@ K siteMap-TheHome Dep x | +

« > C O 8 =W https://www.homedepot.com/c/site_map

#1 Home Improvement Retailer

=== You're shopping Delivering to
= Longview v 75670 Search m A& C
v

© OPEN until 10 pm

|
Home / Sitemap Welcome Back!

Sitemap - The Home Depot 88 Account Dashboard

About Home Depot E Online Orders
Affiliate Program

Careers E|$ In-Store Orders
Corporate Info

Home Decorators

Home Depot App

Home Depot Credit Card
Home Depot Foundation Military Discount

Home Depot Gift Card

Gift Ideas

Investor Relations

Privacy & Security Statement

® {3 Inspector () Console [ Debugger TN Network [ Storage B 0] - X

» 6 Cache Storage Y Filter ltems + cl
v E Cookies Name Value Domain Expires / Max-Age Last Accessed
THD_SESSION .homedepo... Thu, 16 Nov20230... Thu, 16 Nov20230...
THD_SSUI_LOG_TOKEN  eyJhbGciOiJkaXIiLCJIbmMiOiJBM;... .homedepo... Wed, 15 Nov 2023... Wed, 15 Nov 2023 ...
THD_SSUI_TOKEN eyJhbGciOiJkaXIiLCJIbmMiOiJBM;... .homedepo... Wed, 15 Nov 2023 ... Wed, 15Nov 2023 ...
» B indexed DB THD_TMX_CACHE nKGEE3Yrx5QLMQE-wScGh9xgSYjp... .homedepo... Thu, 16 Nov20230... Thu, 16 Nov 2023 0...
v e Local Storage THD_USER_SESSION eyJzljoiMDQYNOVFQOREREYXQOQ... ' .homedepo... Thu, 14 Nov 2024 0... Thu, 16 Nov 2023 0...
THD_USER eyJjdXNOb21(cIR5cGUIOIJCMKMILC... .homedepo... Thu, 14 Nov 2024 0... Thu, 16 Nov 2023 0...
thda.m 2807178222514005628021089885...  .homedepo... Session Thu, 16 Nov 2023 0...
© hteps/jecn.quantummetriccom . o db7bad46-1d2c-c78b-d19d-3060bd... homedepo... Session Th, 16 Nov 20230...
® https://www.homedepot.com  thda.u 0ef9F2a5-5b01-cb99-acc5-704abd4... .homedepo... Sat, 15 Nov20250... Thu, 16 Nov 2023 0...

Cards & Accounts

Profile

@ https://cdn.quantummetric.col

@ https://www.homedepot.com

@ https://lpcdn.lpsnmedia.net
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Enlarged:

v @ Cookies Name Value Domain

@ https://cdn.quantummetric.conf THD_SESSION ‘homedepo...

THD_SSUI_LOG_TOKEN ' eyJhbGciOiJkaXIiLCJIbmMiOiJBMj... .homedepo...

@ https://www.homedepot.com . . . .
THD_SSUI_TOKEN eyJhbGciOiJkaXIiLCJIbmMiOiJBM;... .homedepo...
4 @ Indexed DB THD_TMX_CACHE nkGEE3Yrx5QLMQE-wScGh9xgSYjp... .homedepo...
4 @ Local Storage THD_USER_SESSION eyJzljoiMDQYNOVFQOREREYxQO0Q... |homedepo...
@ httos://locdn.losnmedia.net THD_USER eyJjdXNOb21lclR5cGUiOIJCMKMILC... |.homedepo...

As an additional example showing that the Accused Instrumentalities identify a device using information stored on the
device, when a user logs in to a device, the Accused Instrumentalities send an email to the user’s email account if the
Accused Instrumentalities determine that the user has logged in using a device that the user has not previously used
for logging in to homedepot.com. An example of such an email is shown below.
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How doers
I\ get more done.

Did you sign in to your account?

We noticed a sign-in to your account from a device we don’t recognize. If this

was you, no further action is needed.

When: November 14, 4:44 PM

Where: near San francisco, CA

If this was not you, reset your password and review your account for
unauthorized activity.

Reset Password

Why did | get this email?

We'll always notify you when there is a sign-in to your Home Depot account
from an unrecognized device to help protect you from unauthorized activity.

Visit your Security & Password page to review sign-in activity and manage

security features.

How doers
(N get more done.

Please do not reply to this automated message.

X o f 0@ m

Privacy & Security Return Policy Customer Service

© 2023 The Home Depot Product Authority, LLC. All right reserved.
2455 Paces Ferry Rd SE, Atlanta, GA 30339
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The Accused Instrumentalities may also identify users and devices with other cookies not specifically identified here
or by using cookie-less methods.

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

1[d] perform
a second
identification
of at least one
of the client
device and the
user of the
client device
using the
second cookie
of the second

type;

The Accused Instrumentalities’ one or more processors are configured to perform a second identification of at least
one of the client device and the user of the client device using the second cookie of the second type.

The “second” cookie can be any of the cookies described above if the “second” cookie is stored in a different location
than the “first” cookie. So, for example, if the THD USER cookie or another cookie stored in the “Cookies” storage
area is the “first” cookie, the “second” cookie may be any of the cookies stored in the “Local Storage” area or the
“Session Storage” area. Similarly, if the C12 or another cookie stored in the “Local Storage” area is the “first”
cookie, the “second” cookie can be any of the cookies stored in the “Cookies” area or the “Session Storage” area.

For example, as discussed in limitation 1[c], the Accused Instrumentalities identify a client device or a user of the
client device using:
1. cookies stored in the Cookies” storage area, such as “thda.u,” “THD USER,” “THD USER SESSION,”
“THD_PERSIST,” or “THD_CUSTOMER;”
2. cookies stored in the “Local Storage” area, such as C12 or the user ID key; and
3. cookies stored in the “Session Storage” area, such as the dsPersistedStorage cookie.

The Accused Instrumentalities may also identify users and devices with other cookies not specifically identified here
or by using cookie-less methods.

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

1[e] and The Accused Instrumentalities’ one or more processors are configured to perform a determination based at least in
perform a part on (1) a presence of a network resource request associated with one of the first cookie and the second cookie, and
determination | (2) an absence of a network resource request associated with the other of the first cookie and the second cookie.

based at least

in part on (1)

61
Home Depot

Ex. 1009 - Page 61




Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823

a presence of
a network
resource
request
associated
with one of
the first
cookie and
the second
cookie, and
(2) an absence
of a network
resource
request
associated
with the other
of the first
cookie and
the second
cookie;

When a user visits homedepot.com, a presence of a network resource request associated with one of the first cookie
and the second cookie can be identified by, for example, examining the cookies described in elements 1[c] and 1[d],
any of which can be the “first” or “second” cookie for the reasons explained in element 1[c].

The Accused Instrumentalities perform determinations such as:

1. Determining whether a current user who is not logged in is the same user who was previously logged in.
Such a determination may be based on the presence of a network resource request associated with a cookie that
identifies a device stored in one of the Cookies, Local Storage, or Session Storage browser areas and the absence of a

network resource request associated with a cookie that identifies a logged-in user stored in a different area than the
first cookie.

After logging in to homedepot.com and then logging out, certain cookies continue to contain information that
identifies a user. For example, if the THD USER cookie (for a Personal Account) or THD CUSTOMER cookie (for
a Pro Account) stored in the Cookies storage area is deleted, the previously-logged in user’s user ID values and email
address (which may also be used as a user ID) continue to be stored in Local Storage. Similarly, the value of the
thda.u cookie, which contains a device ID, does not change regardless of whether a user is logged in or not.

For example, the cookies of a Personal Account user are shown below while logged in.
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B | B SiteMap - The Home Depot X | + v - [m] X
<« O B8 =R hitps//www.homedepot.com/c/site_ map 80% % & » =
B3 cards & Accounts EPro  GitCards  Crodt Serices  TrackOrder  Help
'&& You're ‘shoppmg Delivering to
Longview v 76670 ‘ What can we help you find today? B Military Discount }My Account 2, Lists () cart|2items 7
" @OPEN until 10 pm 1
Al Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas P A Pprofile Specials & Offers Local Ad & Catalog
Homeg/gSHamap Q  Product Lists
Sitemap - The Home Depot B securty & Password
About Home Depot Electrical Home Projects & Ideas sign out 14
Affiliate Program Batteries Bathroom Ideas X Sign
® O inspector () Console [ Debugger N Network [ Storage @ - X
» B cache storage ¥ Filter Items + C
+ B cookies Name Value Domain Expires / Max-Age Last Accessed
@ nitpsy/ipcdnipsnmedianet THD_MCC_TOKEN eyJhbGCiOikaXiiLC/IbmMi.. | homedepot.com Wed, 15 Nov 2023 06:16:16 GMT | Wed, 15 Nov 2023 06:01:16 GMT
THD_NR 1 homedepot.com Thu, 16 Nov 2023 02:225:11 GMT  Wed, 15 Nov 2023 2021:23 GMT
@ hitpsy/cdn.quantummetric.com
THD_PERSIST C6%39%7b%2211%22%3a... | homedepot.com Tue, 08 Jul 2025 06:01:48 GMT | Wed, 15 Nov 2023 20:21:23 GMT
@ httpsy//wwwhomedepot.com
THD_SESSION homedepot.com Thu, 16 Nov 2023 0225:11 GMT  Wed, 15 Nov 2023 20:21:23 GMT
» B indexed 0B THD_SSUILLOG_TOKEN eyJhbGCiOUkaXiiLC/IbmMi... | .homedepot.com Wed, 15 Nov 2023 15:23:07 GMT | Wed, 15 Nov 2023 03:26:26 GMT
» B Local storage THD_SSUI_TOKEN JhbGeiOikaXIiLC/lbmMi m Wed, 15 Nov 2023 15:23:07 GMT | Wed, 15 Nov 2023 07:42:29 GMT
» B session storage THD_TMX_CACHE nkGEE3YXSQLMQE-wScGh... homedepot.com Thu, 16 Nov 2023 03:26:27 GMT | Wed, 15 Nov 2023 20:21:23 GMT
THD_TRANSACT d1726467-802-4351-94b2... _homedepot.com Session Wed, 15 Nov 2023 20:21:23 GMT
THD_USER_SESSION eyJzljoiIMDQYNOVFQORERE... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT | Wed, 15 Nov 2023 20:21:23 GMT
THD_USER eyJjdXNOb21ICIRSCGUIOIC... homedepot.com Thu, 14 Nov 2024 03:26:27 GMT  Wed, 15 Nov 2023 20:21:23 GMT
thdam 2807178222514005628021... _homedepot.com Session Wed, 15 Nov 2023 20:21:23 GMT
thdas b2982b8c-9591-{7¢5-aed0-... homedepot.com Session Wed, 15 Nov 2023 20:21:23 GMT
thdau 0ef9f2a5-5b01-cb99-acc5-... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT__ Wed, 15 Nov 2023 20:21:23 GMT.

The THD USER_SESSION, THD USER, and thda.u cookies are visible in this enlarged image:
THD_USER_SESSION

THD_USER
thda.m
thda.s
thda.u

eyJzljoiMDQyNOVFQORERE...
eyJjdXNOb21IcIR5cGUIOIC...
2807178222514005628021...

b2982b8c-9591-f7c5-ae40-...

0efof2a5-5b01-cb99-acc5-...

.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com

.homedepot.com

Thu, 14 Nov 2024 03:26:27 GMT
Thu, 14 Nov 2024 03:26:27 GMT
Session
Session
Sat, 15 Nov 2025 02:25:12 GMT
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As described above, the decoded values of THD USER_SESSION contain a user ID 0427EE...

{"s":"0427EECDDDF1CD740U:11eb45ac-aee7-4f9d-
b97¢c-933761f31e7b"|"u":"0427EECDDDF1CD740U1,"i":"3wZWXxWhPx6P9iz
0sODBfFX3Als.*AAJTSQACMDIAAINLABXVNOJNbHIZYY90ZGxhQjFDQNRT
UE95S0V5dTASAAROeXBIAANDVFMAAIMXAAIWMQ..*" "c":"B2C","t":"0427E
ECDDDEFCD740S","v":1700018787584,"k":"y"}

Similarly, the THD USER cookie also contains the same user ID 0427EE... and the user’s email address.
{"customerType":"B2C","svocCustomerAccountld":"0427EECDDDEFCD740S"
,"logonld":"z_user1@b.org","userld":"0427EECDDDF1CD740U"}
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The dsPersistedStorage cookie in Session Storage of a user logged in to a Personal Account is shown below,
displaying the User ID 0427EE...:

= | E siteMap - The Home Depot X + v = O X
&~ O 8 =R https://www.homedepot.com/c/site_map 80% 1% N » =
E=H cards & Accounts ePro  GiftCards  Credit Services  Track Order  Help
&3$ You're shopping Delivering to
‘\ Longview v 75670 What can we help you find today? | & Military Discount }MY Account 2 Lists () Cart|2items 7
" @OPEN until 10 pm
All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Pt & Profile Specials & Offers Local Ad & Catalog
Liomey/Siismap Q Product Lists
Sitemap - The Home Depot € security & Password
About Home Depot Electrical Home Projects & Ideas Sign Out r
Affiliate Program Batteries Bathroom Ideas X 9
O® 3 inspector Console [ Debugger N Network [ Storage @ - X
» 8 Cache Storage Y Filter Iltems + G [P | ¥ Filter values
@© nttps://Ipcdn.Ipsnmedia.net _pX_4946459675... h9e62f71-8365-11ee-b2aa-7ba1d96122ad dsPersistedStorage:"{"uds-{\"storeld\"....":"cache-first"}}}"
@ https://cdn.quantummetric.com |,\"user|d\":\"0427EECDDDEFCD74OS\",\"unique\":true,\"zipCode\":\"75605\",\"apiNam v Parsed Value
@ https://www.homedepot.com GULP_TH2 1 M . .
hda {"eVar62":"STH:n|BOPIS/BOSS:y|APPL:n|BODFS:n","t":"21:52:39"} v dsPersistedStorage:Object
» B Indexed DB IpTabid P —— =uds-{"storeld":"6545" "key":"2zSR74pj5Rq6zDtHENHKA...]
> » _ proto__:Object
B Local storage NRBA_SESSION_ID | ad2e1beb30733c02 —Prote—h)
~ [ session storage PIM-SESSION-ID  B4asRIAUCYREVUOT
@ https://cdn.quantummetriccom  PXJ770cP7Y_px_... 0
@) https;//Ipcdn.ipsnmedia.net PXJ770cP7Y_px_fp  {"PX31":"35.7501022554934" "PX32":"451a844752c9e884ffcaa777b36bbe3b","PX27...
@ https://www.homedepot.com PXJ770cP7Y_px_... 1
PXJ770cP7Y_pxti... _client_tag:v6.3.4,PX123:d35f3e60-8379-11ee-88f7-030b4e188c97,PX378:17000269...
gm_last_page https://www.homedepot.com/c/site_map
am last nerind 1700080523837
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After logging out, the Local Storage area of the client device is shown below:

B || B siteMap - The Home Depot X | + v = o X

<~ O 8 =R https://www.homedepot.com/c/site_map 80% T N » =

Store Finder  Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help

You're shopping Delivering to
Y Longview v/ 75670 What can we help you find today? E MyAc.. R Lists Q) cart|0ftems 7
© OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & ¢ “ Catalog

Home / Sitemap |

Create an Account |

Sitemap - The Home Depot

@ Track Order

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment
Affliate Program Batteries Bathroom Ideas Artificial Grass . .
® O3 Inspector Console [ Debugger N Network ([ Storage D e X
» B cache storage e + C
@ https://cdn.quantummetriccom  0427EECDDDF1CD740U {"numberOfServiceAccounts™0,"timestamp":1700086884182}
@© nhtps://www.homedepot.com _paypal_storage__ id"
N B Indexed DB _meta_enrichmentService_user_failure {"value":"not found","expires":"2023-11-16T03:26:35.775Z"}
BTT_Collect {"value":"on","expires":"1700083326027"}
v B Local storage
BTT_GUID_PV {"GUID":"531626447404975825" "cartValDOY":"318","cartVal":"0","ajaxCartVal -0, "ajaxCartValDOY":318}

@ https://lpcdn.lpsnmedia.net

Black Friday Savings Happening Now. End 11/29

BTT_WCD_Collect
@ nttps://cdn.quantummetric.com BTT_X0siD {"value""235881739763954756","expires™:"1700083326027"}
@ https://www.homedepot.com c12 {"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
v E Session Storage Cc13 {"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
@ https://Ipcdn. ia.net checkoutPr isplaylnfc {"orderld":"HD100066957768","cartTotal":"$25.94","cartCount":"2","image":"https://images.thdstatic.com/productimage...
@ https://cdn.quantummetric.com devicelnfo1 {"cpuCores":16,"deviceClassification’ ebgl2Supported:true}
NRBA_SESSION {"value":"f83053bca96fc18e","inactiveAt":1700083331899,"expiresAt":1700093769455,"updatedAt":1700081531899,"ses...
@ https://www.homedepot.com
DY 1770cP7V ny fn [PY31""35 7501029554034" "PY30"" 451284475 " DYD74""17h0e0286 S8hd

As seen in this enlarged image, the User ID key persists (0427EE...) and the C12 cookie continues to contain the

user’s email address:
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Key o Value
0427EECDDDF1CD740U {"numberOfServiceAccounts™0,"timestamp™:1700086884182}
_ paypal_storage__ {"id":"uid_2a13e47951_mdubmzkémtu","__session__":{"guid":"uid_316361
_meta_enrichmentService_user_failure {"value":"not found","expires":"2023-11-16T03:26:35.775Z"}
BTT_Collect {"value":"on","expires":"1700083326027"}
BTT_GUID_PV {"GUID""531626447404975825" "cartValDOY":"318","cartVal":"0","ajaxCar
BTT_WCD_Collect {"value":"off","expires":"1700083326027"}
BTT_X0siD {"value":"235881739763954756","expires":"1700083326027"}
I Cc12 {"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
c13 {"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
) | B siteMap - The Home Depot X | + v = O X
« > O B =R https//wwwhomedepot.com/c/site_map 8% ¢ g » =

Black Friday Savings Happening Now. End 11/29

Store Finder  Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help
You're shopping
Longview v
[

@ OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & ¢ “ Catalog

Home / Sitemap |

Delivering to

75670 ’ What can we help you find today? m MyAc.. R ListsQ)  cart|0items 7

Create an Account |

Sitemap - The Home Depot

@ Track Order

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment
Affiliate Program Batteries Bathroom Ideas Artificial Grass —_ R
> 'D Inspector Console [ Debugger N Network E Storage O e X
» B) cache storage ¥ 0427EECDD + C
v E Cookies Value

@ https://cdn.quantummetriccom  0427EECDDDF1CD740U {"numberOfServiceAccounts™:0,"timestamp":1700086884182}

@https://\nmw.homedepot.com checkoutPromptsDisplayinfo  {"orderld":"HD100066957768","cartTotal":"$25.94","cartCount":"2","image":"https://images.thdstatic.com/productimages/554a3f25-6c...
{"shouldLogResources"false,"s":"e11afbd03fac490a6ab893c177727f72","events":[{"i":817,"v" 11700079430081},{"i":-25,"v":"Cookie ...
"userld":"0427EECDDDEFCD740S","orderld":"HD100066957768","mer...

» E Indexed DB aMm
THD_CART {"cart™{"promotionCode":"",

‘cartAction™:"","saveQuoteName":

v a Local Storage
@ https://Ipcdn.lpsnmedia.net
@ https://cdn.quantummetric.com
v E Session Storage
@ https://Ipcdn.lpsnmedia.net
@ https://cdn.quantummetric.com
@ https://www.homedepot.com
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The User ID also persists in the checkoutPromptsDisplayInfo, QM, and THD CART cookies shown in this enlarged
image, all of which contain the User ID 0427EE....

\ 0427EECDD

Key ol Value

0427EECDDDF1CD740U {"numberOfServiceAccounts™0,"timestamp”:1700086884182}

checkoutPromptsDisplaylnfo | {"orderld":"HD100066957768","cartTotal":"$25.94","cartCount":"2","image":"https://images.thdstatic.
QM {"shouldLogResources"false,"s":"e11afbd03fac490a6ab893c177727f72","events":[{"i":817,"v":"","t":17
THD_CART {"cart":{"promotionCode":"","cartAction":"","saveQuoteName":"" "userld":"0427EECDDDEFCD740S","

In contrast, other cookies change depending on whether a user is signed in or not. For example, if a user logs out, the
Accused Instrumentalities delete any THD USER, THD USER SESSION, and THD CUSTOMER cookies.

For example, below are the cookies of a Personal Account user while logged in (same image as above).

THD_USER_SESSION eyJzljoiMDQyNOVFQORERE... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
THD_USER eyJjdXNOb21IcIR5cGUIOIIC... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
thda.m 2807178222514005628021... .homedepot.com Session
thda.s b2982b8c-9591-f7c5-ae40-... .homedepot.com Session
thda.u 0ef9f2a5-5b01-cb99-acc5-... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT
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After logging out, the cookies appear as shown:

E] @ SiteMap - The Home Depot X —+ o B B »

&« O B =¥ https//www.homedepot.com/c/site_map 80% Y N =

Black Friday Savings Happening Now. End 11/29

Store Finder  Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help
You're shopping
Longview v

m MyAc.. R Lists QD cart|0items 7
©® OPEN until 10 pm

e “ “——

Delivering to
75670 ’ What can we help you find today?

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators

Home / Sitemap

Sitemap - The Home Depot

@ https://www.homedepot.com

I Create an Account |

@ Track Order

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment
Affiliate Program Batteries Bathroom Ideas Artificial Grass —_ ~
XY C} Inspector Console [ Debugger N Network B Storage @ e X
v 8 Cookies Y Filter Iltems + C
@ https://Ipcdn.lpsnmedia.net Name Value Domain Expires / Max-Age Last Accessed
@ nttps:/cdn quantummetic.com THD_LOCALIZER %257B%2522WORKFLOW%2522%25... homedepotcom  Thu, 14 Nov 2024 20:21:23 GMT  Wed, 15 Nov 2023 20:40:18 GMT
@® https://wwwhomedepot.com THD_MCC_ID 2e6bfd13-bfcd-4b90-bd66-1ce02da2... homedepotcom  Session Wed, 15 Nov 2023 20:40:18 GMT
» a Indexed DB THD_MCC_TOKEN eyJhbGciOiJkaXIliLCJIbmMiOiJBMjU2R... ' .homedepot.com Wed, 15 Nov 2023 06:16:16 GMT  Wed, 15 Nov 2023 06:01:16 GMT
v E Local Storage THD_NR 1 -homedepot.com Thu, 16 Nov 2023 02:25:11 GMT  Wed, 15 Nov 2023 20:40:18 GMT
@ httpsy//cdn.quantummetric.com THD_PERSIST .homedepot.com Thu, 14 Nov 2024 20:40:18 GMT  Wed, 15 Nov 2023 20:40:18 GMT
. THD_SESSION .homedepot.com Thu, 16 Nov 2023 02:25:11 GMT  Wed, 15 Nov 2023 20:40:18 GMT
@ https://Ipcdn.lpsnmedia.net
THD_SSUI_LOG_TOKEN ey)hbGciOiJkaXIiLC)IbmMiOiJBMjU2R... .homedepot.com Wed, 15 Nov 2023 15:23:07 GMT  Wed, 15 Nov 2023 03:26:26 GMT
@ https://www.homedepot.com e . P,
THD_SSUI_TOKEN eyJhbGciOiJkaXIiLCIbmMiOiJBMjU2R... .homedepot.com Wed, 15 Nov 2023 15:23:07 GMT  Wed, 15 Nov 2023 07:42:29 GMT
~ B session storage THD_TMX_CACHE nkGEE3YrX5QLMQE-wScGhIxgSYjp1... | .homedepot.com Thu, 16 Nov 2023 03:26:27 GMT  Wed, 15 Nov 2023 20:40:18 GMT
@ https://cdn.quantummetriccom  thda.m 280717822251400562802108988508...  .homedepot.com Session Wed, 15 Nov 2023 20:40:18 GMT
@ https://Ipcdn.lpsnmedia.net thda.s b2982b8c-9591-f7c5-ae40-f1dad810... .homedepot.com Session Wed, 15 Nov 2023 20:40:18 GMT
thda.u 0efof2a5-5b01-cb99-acc5-704abd40b... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT ~ Wed, 15 Nov 2023 20:40:18 GMT
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As seen in this enlarged view, THD USER and THD USER_SESSION have been deleted and THD PERSIST is

now blank:
THD_PERSIST "
THD_SESSION
THD_SSUI_LOG_TOKEN eyJhbGciOiJkaXIiLCJIbmMiOiJBMjU2R...
THD_SSUI_TOKEN eyJhbGciOiJkaXIiLCJIbmMiOiJBMjU2R...
THD_TMX_CACHE nkGEE3Yrx5QLMQE-wScGh9xgSYjp1...
thda.m 280717822251400562802108988508...
thda.s b2982b8c-9591-f7c5-ae40-f1dad810...
thda.u 0ef9f2a5-5b01-cb99-acc5-704abd40b...

.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com

.homedepot.com

Thu, 14 Nov 2024 20:40:18 GMT
Thu, 16 Nov 2023 02:25:11 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Thu, 16 Nov 2023 03:26:27 GMT
Session

Session

Sat, 15 Nov 2025 02:25:12 GMT
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In Session Storage, the dsPersistedStorage cookie has also reverted back to the device ID (0ef9f...)

= @ SiteMap - The Home Depot X + v — O X

&< O B8 =W https//www.homedepot.com/c/site_map 80% ¥ S » =

Black Friday Savings Happening Now. End 11/29

Store Finder Truck & Tool Rental For the Pro Gift Cards Credit Services Track Order Help
Delivering to

&& You're shopping
>
75670 ‘ What can we help you find today? E MyAc.. R Lists QD cCart|0items 7

Q\ Longview v
» © OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & ¢ “ Catalog

Home / Sitemap |

Create an Account l

Sitemap - The Home Depot

@ Track Order

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment
Affiliate Program Batteries Bathroom Ideas Artificial Grass — .
kY 'E} Inspector (&) Console [ Debugger N, Network 8 Storage @ e X
v B Cookies  Filter Iltems 4+ @ BV rilter values
® nttps://lpcdn.lpsnmedia.net Key N Value v Data
@ https//cdn.quantummetriccom | _px 4946459675 _c... b9e62f71-8365-11ee-h2aa-7ha1d96122ad dsPersistedStorage:"{"uds-{\"storeld\"....":"cache-first"}}}"
@ https://www.homedepot.com ',\"userld\":\"Oef9f2a5-5b01-cb99Aacc5—704abd40b8ac\",\"unique\":true,\”zipCode\" ¥ Parsed Value
» B indexed DB GULP_TH2 1 v ‘ .
+ B Local storage hda {"eVar62":"STH:n|BOPIS/BOSS:y|APPL:n|BODFS:n","t":"21:52:39"} "u‘iji’i;’:;i‘:jfi;a;e;?“?:c:l" _ |
IpTabld P — : "key":"2zSR74piSRq6ZDtHENHKA. .|
@ https://cdn.quantummetric.com NRBA SESSIONID  ad2e1beb30733c02 » _ proto__:Object
© nttpsy/pcdnipsnmedianet PIM-SESSION-ID  B4asRIAUCYREVUGT
® nttps//wwwhomedepotcom  PXJ770cPTY_px.c... 0
v 8 Session Storage PXJ770cP7Y_px_fp {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX...

PXJ770cP7Y_px_nfsp 1
PXJ770cP7Y_pxtim... _client_tag:v6.3.4,PX123:d35f3e60-8379-11ee-88f7-030b4e188c97,PX378:170002...

@ https://cdn.quantummetric.com

@ https://lpcdn.lpsnmedia.net

gm_last_page https://www.homedepot.com/c/site_map
@ https://www.homedepot.com i
am lact nerind 1700021396213

Enlarged:

I CO S Gl '\ "user|d\ "\ "0ef9f2a5-5b01-cb99-acc5-704abd40b8ac\" \"unique\":true \"zipCode\"
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For a Pro Account, the Accused Instrumentalities will function similarly. The Accused Instrumentalities will cause the
client device to store THD CUSTOMER (with decoded user ID 0527F...) and THD PERSIST (with customer email)
cookies in Cookies storage (full walkthrough described in element 1[a]).

W THD_
Name Value Domain
THD_CACHE_NAV_SESSION .homedepot.com
THD_CART_HASH dd29b1eba .homedepot.com
THD_CUSTOMER eyJzljoiMDUyNOYwQzZGRUFDN... .homedepot.com
THD_LOCALIZER %257B%2522WORKFLOW%252... .homedepot.com

{"s":"0527FOC6FEAC631D0U:b203c1c6-13ce-42b6-
b744-3cffra1a01f8'|"u":"0527FO0C6FEACG631DOU"["i":"4mCgVUEmaxyRr78e5YWz6zwHzyY.*A
AJTSQACMDIAAINLABX|jTkt5S2xxai9nTIFXY2N2eHdNY]jlyakNsUDg9AAROeXBIAANDVFMAAI
MxAAIWMQ..*","c":"B2B","g":"Contractors","t":"0527FOC6FEA4E31D0S","r":"ADMIN","v":17000
84996180,"k":"y"}

v Request Cookies

THD_PERSIST: 'Co={"11""0"};;C6_EXP=1702679117;
C12=z_customer1@b.org;
C12_EXP=1751927117;;C13=Z
CUSTOMER:;C13_EXP=1751927117"

The Accused Instrumentalities will cause the client device to store b2b-hf-dynamic-phone-number,
customerConfiguration, QM, thd-membershipinformation, C12, C13, and THD CART cookies in Local Storage (see
1[a] for full walkthrough), all containing the 0527F0C6... user ID, user email (C12), or user name (C13).

 0527F0C6 4+

Key el Value

b2b-hf-dynamic-phone-num...  {"phoneNumber":"1-800-525-5000","shortCode":"78465","expiration":"2023-11-16T21:50:09.535Z","svocld":"0527FOC6FEA4E31D0S"}

customerConfiguration {"callCenterType":"ProOcc","chatEnabled":false,"eliteCallCenterNumber":"1-866-333-3551","eliteCallCenterSMSCode":"78465", "expira...

(0]Y] {"shouldLogResources"false,"s":"ca6fd6c3a3655f8b564f03af1e247b9c", "events":[{"i":817,"v":"","t":1700084763838} {"i":-25,"v":"Cookie...

thd-membershipInformation {"svocID":"0527FOC6FEA4E31D0S","programTiers":[],"expireTime": 1700128209617}
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(=] K SiteMap - The Home Depot X + v — O X
&~ O 8 =R https://www.homedepot.com/c/site_map 80% ¢ HO» =

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

P You're shopping Delivering to
§§P 0 @ Longview 75670 Search by product, manufacturer part, or SKU number... p 8 ;‘9"0, omer -w

Cart

All Products Specials & Offers Credit Services Rental Services Special Order Resource Center Lists Buy It Again Quotes Quick Add

Black Friday Savings All Month Long — Shop Now »

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor
Affilintn Dranram Rattarine Rathranm ldane Artifininl Rrace
W O Inspector Console [ Debugger N Network [ Storage @ e X
» B cache storage T +
v 8 Cookies Key B Value

@ https://cdn.quantummetriccom  0427EECDDDF1CD740U {"numberOfServiceAccounts":0,"timestamp":1700086884182}

@ https://www.homedepot.com __paypal_storage__ {"id":"uid_2a13e47951_mdubmzkemtu","_session__":{"guid":"uid_316361be48_mduéntkémjg","created":1700027968100}, "experimen...

_meta_enrichmentService_use... {"value":"not found","expires":"2023-11-16T03:26:35.775Z"}

> 8 Indexed DB
-800-525-5000","shortCode":"78465", "expiration":"2023-11-16T21:50:09.535Z", "svocld":"0527 FOC6FEA4E3 1D0S"}

b2b-hf-dynamic-phone-num...  {"phoneNumbe
v 8 Local Storage VEISE fp

BTT_Collect {"value":"on","expires":"1700086620224"}
https://lpcdn.| dia.net . .

© nttps://lpcanipsnmediane BTT_GUID_PV {'GUID":"531626447404975825" "cartValDOY":"318","cartVal""0" "ajaxCartVal™0, "ajaxCartValDOY":318}

@ https//cdn.quantummetriccom 517 Wwep cCollect {"value""off" "expires":"1700087597031"}

@ https://www.homedepot.com BTT_X0siD {"value":"541756187758760199","expires":"1700087597031"}

v 8 Session Storage C12 {"value":"z_customer1%40b.org","expiry":'Thu, 14 Nov 2024 21:49:56 GMT"}

@ https://Ipcdn.Ipsnmedia.net Cc13 {"value":"Z%20CUSTOMER","expiry":"Thu, 14 Nov 2024 21:49:56 GMT"}

@ https://cdn.quantummetric.com checkoutPromptsDisplaylnfo {"orderld":"HD100066957768","cartTotal":"$25.94","cartCount":"2","image":"https://images.thdstatic.com/productimages/554a3f25-6...
customerConfiguration {"callCenterType":"ProOcc","chatEnabled"false, "eliteCallCenterNumber":"1-866-333-3551","eliteCallCenterSMSCode":"78465", "expira...

@ https://www.homedepot.com X . P
devicelnfnl "enuCarec™ 16 "deviceClascification”2 "wehal2Sunnarted el

THD_CART {"cart":{"promotionCode":"","cartAction":"remove","saveQuoteName":"","userld":"0527FOC6FEA4E31D0S", "expressCheckout™false, "pay...
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After logging out, the THD CUSTOMER cookie is deleted and the THD PERSIST cookie is blanked (both in

Cookie storage).
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XY D Inspector &) Console [ Debugger N Network 8 Storage

» B cache Storage  thd
v 8 Cookies Name Value
@ https://Ipcdn.lpsnmedia.net THD_CACHE_NAV_PERSIST
® nttps;//cdn.quantummetriccom  THD_CACHE NAV_SESSION
dd29b1e5a

@ https://www.homedepot.com THD_CART_HASH

THD_LOCALIZER
» B Indexed DB

THD_SSUI_LOG_TOKEN
THD_SSUI_TOKEN
THD_TMX_CACHE

%257B%2522WORKFLOW%2522%253A%25...

THD_MCC_ID 266bfd13-bfcd-4b90-bd66-1ce02da2a335
» B tocal storage THD_MCC_TOKEN eyJhbGciOiJkaXiiLCJIbmMiOiJBMjU2RONNIN...
> E Session Storage THD_NR 1

THD_PERSIST

THD_SESSION

eyJhbGciOiJkaXIiLCJIbmMiOiJBMjU2RONNIN...
eyJhbGciOiJkaXIiLCJIbmMiOiJBMjU2RONNIN...
zwC3GpjRhJV8NKJhTnyrV74rWwUennaPAfe...

thda.m 280717822251400562802108988508122059...
thda.s b2982b8c-9591-f7c5-ae40-f1dad8103f11
thda.u 0ef9f2a5-5b01-ch99-acc5-704abd40b8ac

Credit Services

— O X

HO» =

Black Friday Savings Happening Now. End 11/29

Track Order  Help

E MyAc... R Lists Q) cart|0items 7

Create an Account

Domain

.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com

.homedepot.com

Expires / Max-Age

Mon, 07 Jul 2025 02:25:11 G...
Thu, 16 Nov 2023 02:25:11 ...

Fri, 15 Dec 2023 05:39:15 G...

Thu, 14 Nov 2024 22:53:54 ...

Session

Wed, 15 Nov 2023 06:16:16 ...
Thu, 16 Nov 2023 02:25:11 ...

Thu, 14 Nov 2024 22:53:52 ...

Thu, 16 Nov 2023 02:25:11 ...

Thu, 16 Nov 2023 09:46:56 ...

Thu, 16 Nov 2023 09:46:56 ...

Thu, 16 Nov 2023 21:49:55 ...

Session

Session

Sat, 15 Nov 2025 02:25:12 G...

O e X
+ C

Last Accessed

Wed, 15 Nov 2023 22:53:52 ...
Wed, 15 Nov 2023 22:53:52 ...
Wed, 15 Nov 2023 22:26:00 ...
Wed, 15 Nov 2023 22:53:54 ...
Wed, 15 Nov 2023 22:53:52 ...
Wed, 15 Nov 2023 06:01:16 ...
Wed, 15 Nov 2023 22:53:52 ...
Wed, 15 Nov 2023 22:53:53 ...
Wed, 15 Nov 2023 22:53:52 ...
Wed, 15 Nov 2023 21:49:13 ...
Wed, 15 Nov 2023 21:49:13 ...
Wed, 15 Nov 2023 22:53:52 ...
Wed, 15 Nov 2023 22:53:52 ...
Wed, 15 Nov 2023 22:53:52 ...

Wed, 15 Nov 2023 22:53:52 ...

However, the cookies in Local Storage persist (b2b-hf-dynamic-phone-number, customerConfiguration, QM, thd-
membershipinformation, C12, C13, and THD CART cookies in local storage (see 1[a] for full walkthrough), all
containing the 0527F0C6... user ID, user email (C12), or user name (C13).
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@ https://www.homedepot.com __paypal_storage__ {"id":"uid_2a13e47951_mdubmzkémtu","__session__":{"guid":"uid_386976086f_mjmémti6nte","created":1700089971146},"exp...
> B Indexed DB _meta_enrichmentService_user_failure  {"value":"not found","expires":"2023-11-16T03:26:35.775Z"}
b2b-hf-dynamic-phone-number {"phoneNumber":"1-800-525-5000","shortCode":"78465", "expiration":"2023-11-16T21:50:09.535Z", "svocld":"0527FOC6FEA4E...
v B Local Storage .
BTT_Collect {"value":"on","expires":"1700090635868"}
@ nttpsi/ipcdnipsnmedianet BTT_GUID_PV {"GUID""531626447404975825" "cartValDOY":"318" "cartVal":"0","ajaxCartVal":0,"ajaxCartValDOY":318}
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PXJ770cP7Y_px_fp {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274":"f3b598116ee105998d5d 1abc84d449cd...
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{"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274":"f3b598116ee105998d5d 1abc84d449¢cd...
{"'SI_ehszkP3JlwnjF77":1700089997.998,"S|_cG97L03Q9PaJsmG":1700089998.006,"SI_2IVW226zFt4dV)3":1700026824.821,"SI _c...
{"shouldLogResources"false,"s":"ca6fd6c3a3655f8b564f03af1€247b9c", "events™:[{"i":817,"v":"","t": 1700084763838} {"i":-25,"V"...
{"AS_78122939":1700089997994,"AS_084Y1IruHbCTzG5": 1700089997994, "AS_9FEOXCZBFATE25D":1700089997994,"AS_8909...
[{"keyword":"tires"},{"keyword":"light bulbs"},{"keyword":"light bulb"},{"keyword":"LED bulb"}]
{"cc.ConsumerSessionld":"0_04915afe-baab-4dbe-a09f-fc714484896e"}
{"execution":342,"parsing":0,"request":{"timeToFirstByte":49, "responseSize":298},"telemetryServerToken":"SDfLmdfA6Hh +MgT...
{"value":"" "expires":"1700091797617"}
{"value":"None","expires":1700091797617}
{"value":"homedepot.com","expires":1700091797617}
{"value":"Default","expires":"1700091797617"}
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0527F0C6 +

Key o Value
b2b-hf-dynamic-phone-num...  {"phoneNumber":"1-800-525-5000","shortCode":"78465","expiration":"2023-11-16T21:50:09.535Z","svocld":"0527FOC6FEA4E31D0S"}

customerConfiguration {"callCenterType":"ProOcc","chatEnabled"false,"eliteCallCenterNumber":"1-866-333-3551","eliteCallCenterSMSCode":"78465", "expira...
QM {"shouldLogResources":false,"s":"ca6fdbc3a3655f8b564f03af1€247b9c", "events™:[{"i":817,"v":"","t":1700084763838},{"i":-25,"v":"Cookie...
thd-membershipInformation {"svocID":"0527FOC6FEA4E31D0S","programTiers":[],"expireTime":1700128209617}

Thus, the Accused Instrumentalities determine that the current user who is not logged in may be the same user who
was previously logged in based at least in part on, for example:

e The presence of any of the Local Storage cookies (User ID, C12, C13, checkoutPromptsDisplaylnfo, QM,
THD CART, b2b-hf-dynamic-phone-number, customerConfiguration, or thd-membershipinformation) that
continue to identify a user after logging out and the absence of a network resource request associated with of
any of the Cookie Storage cookies that store a user ID (THD USER, THD PERSIST, or THD CUSTOMER);

e The presence of a network resource request associated with a Session Storage cookie (dsPersistedStorage) that
contains a device ID (reflected from thda.u) and the absence of a network resource request associated with of
any of the Cookie Storage cookies that store a user ID (THD USER, THD PERSIST, or THD CUSTOMER);

e The presence of a network resource request associated with a Session Storage cookie (dsPersistedStorage), or a
Cookie Storage cookie (thda.u), that contains a device ID (reflected from thda.u) and the absence of any of the
Local Storage cookies (User ID, C12, C13, checkoutPromptsDisplaylnfo, QM, THD CART, b2b-hf-dynamic-
phone-number, customerConfiguration, or thd-membershipinformation) if those Local Storage cookies have
been overridden by another user’s login.

Alternatively, a cookie stored in the Local Storage or Session Storage areas may be considered the “second” cookie
and a cookie stored in the Cookie storage area may be considered the “first” cookie.

Determinations regarding user tracking may also be made by the Accused Instrumentalities based at least in part on
the presence and absence described above. For example, a user may have previously logged in to a device that the
Accused Instrumentalities associated with that user, for example by using a cookie that identifies a user (e.g., the
THD USER cookie). The Accused Instrumentalities may have also identified that device, before, while, and/or after
a user logged in to the device, by using a cookie that identifies the device (e.g., the thda.u cookie). After the user logs
out, and visits homedepot.com as a logged-out user on the same device, the Accused Instrumentalities may identify
that same device by, for example, identifying a cookie that identifies the device, or by identifying a cookie stored in
Local Storage that continues to contain the previously-logged in user’s user ID value (e.g. the C12 cookie). The
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Accused Instrumentalities may also note that the device is currently sending network requests that do not include any
cookies that identify the previously-logged in user (e.g., the device is not sending a request that includes the

THD USER cookie when requesting homedepot.com). The Accused Instrumentalities may then determine that the
device may be in use by the user identified by the previously-sent THD USER cookie. If more than one THD USER
cookie value has been sent by the device (e.g., in the examples in 1[c] and 1[d] above where the user with a personal
account sends a THD USER cookie with a user ID value and the “Z Customer” user with a Pro Account sends a
different THD CUSTOMER cookie with a different user ID value), then the Accused Instrumentalities may make a
determination regarding whether the current user is one of the previously-logged in users. If only one user ID value
has ever been sent by the device, then the Accused Instrumentalities may be more confident that the single previously-
logged in user is continuing to use the same device, even though the user is not logged in.

2. Determining whether to request certain cookies.

The Accused Instrumentalities make different determinations in situations when the user is logged in from when the
user is not logged in. The Accused Instrumentalities may make such determinations, for example, whether to attribute
browsing behavior to a user for tracking accuracy.

For example, when the user is logged in, the THD USER and THD USER SESSION cookies are stored in the
Cookies storage area of the client device, and the browser sends a network request that included those cookies and that
included a THD PERSIST cookie having a value that included the user’s email address (login) that is also stored in
the C12 cookie.

78
Home Depot

Ex. 1009 - Page 78




Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823

=) § SiteMap - The Home Depot X + v — O X

&« = O B =Y https//www homedepot.com/c/site_map 80% T D =

Black Friday Savings Happening Now. End 11/29
For the Pro
@

Store Finder Truck & Tool Rental Gift Cards Credit Services Track Order Help

You're shopping
Longview v EMy Account 2 Lists ) cart|0items 7

@ OPEN until 10 pm

Delivering to
75670

‘ What can we help you find today?

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & Services Specials & Offers Local Ad & Catalog

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor

Affiliate Program Batteries Bathroom Ideas Artificial Grass

Ky {:} Inspector Console O Debugger N Network B Storage @ e X
W  V Filter URLs Il + Q @ Al HML CSS JS XHR Fonts Images Media WS Other []DisableCache  NoThrottings ¥
M... Domain File Initiator Type  Transferr... Size | [B] Headers  Cookies  Request Response  Timings  Security

PO... collector-pxj770cp7y.px-... beacon  beacon W THD_USER 0

html  105.25 kB

GET
GET
GET

(©)

& www.homedepot.com

site_map document

PO...
PO...
PO...
PO...
PO...

collector-pxj770cp7y.px-... beacon  beacon

» Response Cookies

¥ Request Cookies

THD_USER: "eyJjdXNOb21IcIR5cGUIOI)CMkMIiLC)zdm9jQ3VzdGotZX)BY2NvdW50SWQiOilwNDI3RUVDRERERUZDR
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In contrast, when the user was not logged in, the THD USER and THD USER_SESSION cookies were not stored at
the client device, and the browser sent a network request that did not include a THD USER or
THD_USER_SESSION cookie, and the browser sent a network request with a THD PERSIST cookie having an
empty value.

80
Home Depot

Ex. 1009 - Page 80




Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823

e

You're shopping Delivering to

a ‘ @ SiteMap - The Home Depot X +

O 8 =W https//www.homedepot.com/c/site_map

Black Friday Savings Happening Now. End 11/29

Store Finder Truck & Tool Rental

80%

w

For the Pro Gift Cards

Longview v 75670

S

‘ What can we help you find today?

E My Ac... &

@ OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware

Home / Sitemap

Sitemap - The Home Depot

Electrical
Batteries

About Home Depot
Affiliate Program

v 8 Cookies Y Filter ltems

@ https://Ipcdn.Ipsnmedia.net Name

@ https://cdn.quantummetnc.com THD_LOCALIZER

@ https://www.homedepot.com THD_MCC_ID

» B Indexed DB THD_MCC_TOKEN

v 8 Local Storage THD_NR
@ https://cdn.quantummetric.com THD_PERSIST
THD_SESSION

@ https://Ipcdn.lpsnmedia.net
THD_SSUI_LOG_TOKEN

THD_SSUI_TOKEN
THD_TMX_CACHE

@ https://www.homedepot.com

v 8 Session Storage

@ https://cdn.quantummetric.com  thda.m
® nitps://lpcdn.Ipsnmedia.net thda.s
thda.u

@ https://www.homedepot.com

DIY Projects & Ideas Project Calculators

Home Projects & Ideas

XY D Inspector Console [ Debugger N Network B Storage

Installation & ¢

Playground Sets & Equipment

Bathroom Ideas Artificial Grass

Value Domain

e e
%257B%2522WORKFLOW%2522%25...  .homedepot.com
2e6bfd13-bfcd-4b90-bd66-1ce02da2... .homedepot.com
eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2R... .homedepot.com
1 .homedepot.com
.homedepot.com

eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2R...
eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2R...
nkGEE3YrX5QLMQE-wScGh9IxgSYjp1...
280717822251400562802108988508...
b2982b8c-9591-f7c5-ae40-f1dad810...
0ef9f2a5-5b01-cb99-acc5-704abd40b...

.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com

.homedepot.com

“ ——

Credit Services

— m} X

HO» =

Track Order  Help

Lists Q) Cart|0items 7

I Create an Account |

@ Track Order

Expires / Max-Age
Thu, 14 Nov 2024 20:21:23 GMT
Session

Wed, 15 Nov 2023 06:16:16 GMT
Thu, 16 Nov 2023 02:25:11 GMT
Thu, 14 Nov 2024 20:40:18 GMT
Thu, 16 Nov 2023 02:25:11 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Thu, 16 Nov 2023 03:26:27 GMT
Session

Session

Sat, 15 Nov 2025 02:25:12 GMT

O e X
+ C

Last Accessed

Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 06:01:16 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 03:26:26 GMT
Wed, 15 Nov 2023 07:42:29 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
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=) K SiteMap - The Home Depot X + v — O X

&« O 8 =W https//www.homedepot.com/c/site_map 80% ¥ N » =

Black Friday Savings Happening Now. End 11/29

Store Finder Truck & Tool Rental For the Pro Gift Cards Credit Services Track Order Help

‘§.& You're shopping Delivering to
XY ongview v 75670 ’ What can we help you find today? B MyAc.. R Lists Q) cart|0items 7

@ OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & ¢ “ Catalog

Home / Sitemap ‘

Create an Account ‘

Sitemap - The Home Depot

@ Track Order

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment

Affiliate Program Batteries Bathroom Ideas Artificial Grass —_— .

XY {:} Inspector Console [ Debugger N Network B Storage B e X
W ¥ Filter URLs Il 4+ Q @ Al HIML CSS JS XHR Fonts Images Media WS Other [ Disable Cache  NoThrottings 3¢
M.. Domain File Initiator Type  Transferr.. Size [l Headers  Cookies Request Response  Timings  Security

GET @ www.homedepotcom site_map document html  10444kB  48... THD:NFC 71‘

GET @ assets.thdstatic.com global-shell.c script js cached 0B THD_PERSIST: "'

GET @ assets.thdstatic.com syncjs script js cached 0B THD_SESSION: ™

GET @ assets.thdstatic.com core,js script js cached 0B THD_TMX_CACHE: "nkGEESYXSQLMQE-

WScGh9IxgSYjp1W3Lj364Dw2rbgCHalz_dEcMzfO6LOVGbZ2yPAFBPj8nIhO3uhrAMmvU7qZsDzF

GET @@ assets.thdstatic.com cookie-utils.r script js cached 0B OINougeANBVpF5POqrhrTZoSKAVzsyInWILMwaqc5pjPzH_iaNSEpb5nCuAqCKuYVp_2¢iFbDzR
= . ) . ) WpyUhmE1SOCeXv3lqWyhJt4QnQHIRWELX_imT-

GET @ assets.thdstatic.com localizerAutc script js cached 0B SZPBmbIONKCyDByBY6etCmWAHb 1iGPjoScmd104-

GET @ assets.thdstatic.com react.produc script js cached 0B eqbz0uD9Et4hoR4XPNDIURYEHbSpW6LXGG3dTORI-

jM2frrweSNPCDUEUW3T44dHWXBg5_Q1rnf)6ZMws4-8CXfqjQ6H7BqVESIZHGYkQpUAPmMWOX

a . . . .
GET @ assets.thdstatic.com react-dom.pi script js cached 0B dPgBhtbPoYayFXFR-JZKTLS"

GET @ assets.thdstatic.com thd-custome script js cached 0B thda.m: "280717822251400562802710898850812205946"
GET & assets.thdstatic.com alobal.diaita scriot is cached 0B thda.s: "b2982b8c-9591-f7c5-ae40-f1dad8103f11"

0 123 requests 1.76 MB / 514.28 kB transferred Finish: 2.02 min DOMConter thda.u: "0ef9f2a5-5b01-cb99-acc5-704abd40b8ac”

3. Determining whether the THD PERSIST cookie should include a user’s email address.

The Accused Instrumentalities makes different determinations in situations when the user is logged in from when the
user is not logged in. The Accused Instrumentalities may make such determinations, for example, whether to attribute

browsing behavior to a user for tracking accuracy.
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Based at least in part on (1) the absence of a network request associated with a cookie that identifies a logged-in user
(such as the THD USER cookie), and (2) the presence of a network request [a] associated with a cookie that identifies
a device (such as the dsPersistedStorage cookie stored in Session Storage), or [b] associated with a previously-logged

in user (such as THD_CART, checkoutPromptsDisplayInfo, C12, C13, the cookie with the key that is the value of a
user ID stored in a previously-logged in user’s THD USER cookie, QM, thd-membershipinformation, b2b-hf-
dynamic-phone-number, or customerConfiguration stored in Local Storage), the Accused Instrumentalities determine
that the THD PERSIST cookie should omit the user’s email address (login).

E] @ SiteMap - The Home Depot X —+

Delivering to

<« O B =Y https//www.homedepot.com/c/site_map

Black Friday Savings Happening Now. End 11/29

v

80% 7

— O X

NHO» =

Store Finder ~ Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help

75670

& Y You're shopping

Longview v
(> '
@ OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical

Affiliate Program Batteries

v E Cookies  Filter Items

@ https://Ipcdn.Ipsnmedia.net Name

@ https://cdn.quantummetric.com THD_LOCALIZER

@ https://www.homedepot.com THD_MCC_ID

> 8 Indexed DB THD_MCC_TOKEN

v E Local Storage THD_NR
@ https://cdn.quantummetric.com THD_PERSIST
THD_SESSION

@ https://Ipcdn.Ipsnmedia.net
THD_SSUI_LOG_TOKEN

THD_SSUI_TOKEN
THD_TMX_CACHE
@ https://cdn.quantummetriccom  thda.m

@ https://www.homedepot.com

v E Session Storage

@ https;//pcdn.Ipsnmedia.net thdas

@ https://www.homedepot.com thda.u

DIY Projects & Ideas

Home Projects & Ideas
Bathroom Ideas

’ What can we help you find today?

Project Calculators

Playground Sets & Equipment
Artificial Grass

XY c} Inspector (&) Console [ Debugger 1, Network E Storage

Value Domain
%257B%2522WORKFLOW%2522%25... | .homedepot.com
2e6bfd13-bfcd-4b90-bd66-1ce02da2... .homedepot.com
eyJhbGciOiJkaXIiLCIbmMiOiJBMjU2R... .homedepot.com
1 .homedepot.com

.homedepot.com

.homedepot.com
eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2R... .homedepot.com
eyJhbGciOiJkaXIiLCIbmMiOiJBMjU2R... .homedepot.com
nkGEE3Yrx5QLMQE-wScGh9xgSYjp1...  .homedepot.com
280717822251400562802108988508...  .homedepot.com
b2982b8c-9591-f7c5-ae40-f1dad810... .homedepot.com
0ef9f2a5-5b01-cb99-acc5-704abd40b... .homedepot.com

E My Ac... 8

Lists Q) cart |0items 7

o “ ——

I Create an Account |

@ Track Order

Expires / Max-Age

Thu, 14 Nov 2024 20:21:23 GMT
Session

Wed, 15 Nov 2023 06:16:16 GMT
Thu, 16 Nov 2023 02:25:11 GMT
Thu, 14 Nov 2024 20:40:18 GMT
Thu, 16 Nov 2023 02:25:11 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Thu, 16 Nov 2023 03:26:27 GMT
Session

Session

Sat, 15 Nov 2025 02:25:12 GMT

@ - X
+ C

Last Accessed
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 06:01:16 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 03:26:26 GMT
Wed, 15 Nov 2023 07:42:29 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
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Enlarged from above:

THD_PERSIST .homedepot.com Thu, 14 Nov 2024 20:40:18 GMT
THD_SESSION .homedepot.com Thu, 16 Nov 2023 02:25:11 GMT
THD_SSUI_LOG_TOKEN eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2R...  .homedepot.com Wed, 15 Nov 2023 15:23:07 GMT
THD_SSUI_TOKEN eyJhbGciOiJkaXIiLCJIbmMiOiJBMjU2R...  .homedepot.com Wed, 15 Nov 2023 15:23:07 GMT
THD_TMX_CACHE nkGEE3Yrx5QLMQE-wScGh9xgSYjp1...  .homedepot.com Thu, 16 Nov 2023 03:26:27 GMT
thda.m 280717822251400562802108988508...  .homedepot.com Session

thda.s b2982b8c-9591-f7c5-ae40-f1dad810... .homedepot.com Session

thda.u 0ef9f2a5-5b01-cb99-acc5-704abd40b... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT

In contrast, the Accused Instrumentalities determine that the THD PERSIST cookie should include the user’s email
address when the THD USER or THD CUSTOMER cookie is present.
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Home / Sitemap

POST customer.homedepot.com

e www.homedepot.com

(=) ‘ B siteMap - The Home Depot X | + v — O X
&« S O B8 =R https//www.homedepot.com/c/site_map 80% T s » =
Black Friday Savings Happening Now. End 11/29
Store Finder ~ Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help
You're shopping Delivering to
o Longview v 75670 ‘ What can we help you find today? EMY Account 2 Lists (0 Cart |0 items 17
" @ OPEN until 10 pm
All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & Services Specials & Offers Local Ad & Catalog

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor

Affiliate Program Batteries Bathroom Ideas Artificial Grass

Careers Carbon Monoxide Detectors Blog Bike Racks [—]
Arnnrnin Infa NAnrhnlin DIV Ctrvnmn 1dnnn A arninl Dlnunntn Covnitiin ]
® O Inspector Console [ Debugger N Network [ Storage @ s X
@ Y Filter URLs Il 4+ Q © Al HML CSS JS XHR Fonts Images Media WS Other [ Disable Cache  No Throttling % -):(-
Method ~ Domain File Initiator Type Transferred Size | B Headers  Cookies  Request ~ Response v
POST  collector-pxj770cp7y.px-cloud.net beacon main.mins:3 (beacon) %3B6%3B6%3A00-22%3A00%3B7%

Yox-8zszwlack UA7Rz0ToNeZacfKQ:137 (be...

site_map document 105.11 kB

3B6%3A00-22%3A00%22%2C
%22THD_STORE_HOURS_EXPIRY

480.15 kB %22%3A1700022393%7D"

THD_NR: "1

THD_PERSIST: "C12=z_user1@b.org;
C12_EXP=1731554787;;C13=self;
C13_EXP=1731554787"

POST swasc.homedepot.com 59974961878: appMeasure.core,js:1 (beacon)
POST ingest.quantummetric.com homedepot?T guantum-homedepot.js [cdn...
POST ingest.quantummetric.com homedepot?T guantum-homedepot.s [cdn...
POST 6aecaf8b7897496a86485af98e66cf3... prop.json scripts:1 (beacon)

POST 6aecaf8b7897496a86485af98e66cf3... prop.json scripts:1 (beacon)

POST inaest anantummetric com homedennt?T auantiim-homedenat is fedn

Finish: 1.32 min DOMContentLoaded: 412 ms  load: 687 ms

[©)

171 requests 5.70 MB / 1.07 MB transferred

THD_SESSION: ™"

THD_TMX_CACHE: "nkGEE3Yrx5QLMQE-
WScGh9xgSYjp1W3Lj364Dw2rbgC
Halz_dEcMzfO6LOVGbZ2yPAFBPj8
nlhO3uhrAMmvU7qZsDzFOINoug

85

Home Depot
Ex. 1009 - Page 85




Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823

Enlarged from above:

THD_PERSIST: "C12=z_user1@b.org:;
C12_EXP=1731554787:,C13=self;
C13_EXP=1731554787"

THD_SESSION: ™"

4. Determining Storage of a user ID or device ID.

Similarly, the Accused Instrumentalities determine that the dsPersistedStorage Session Storage cookie should store the
value of the thda.u cookie based at least in part on the presence of a network request associated with the
dsPersistedStorage cookie and based at least in part on the absence of a network request associated with the

THD USER cookie in order to attribute browsing behavior to a user for tracking accuracy. In effect, this causes the
value of the dsPersistedStorage cookie to reflect a user ID when a user is logged in, and dsPersistedStorage to reflect a
device ID when a user is logged out.

For example, the dsPersistedStorage cookie shows a device ID corresponding to the value of the thda.u cookie when
there is no network request associated with a THD USER cookie.
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@ OPEN until 10 pm

All Departments

Home / Sitemap

About Home Depot
Affiliate Program

v 8 Cookies
@ https://lpcdn.lpsnmedia.net
@ https://cdn.quantummetric.com
@ https://www.homedepot.com

» 8 Indexed DB

v B Local Storage
@ https://cdn.quantummetric.com
@ https://Ipcdn.lpsnmedia.net
@ https://www.homedepot.com

v B Session Storage
@ https://cdn.quantummetric.com

@ https://lpcdn.lpsnmedia.net

@ https://www.homedepot.com
o

=) ‘ K siteMap - The Home Depot X = + v - [} X
&~ o O 8 =R https://www.homedepot.com/c/site_map 80% ¥ 9 » =
Black Friday Savings Happening Now. End 11/29
Store Finder  Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help
You're shopping Delivering to
Q Longview v 75670 ‘ What can we help you find today? B MyAc.. R Lists Q) cCart|0items 7

Home Decor, Furniture & Kitchenware

Sitemap - The Home Depot

Electrical
Batteries

XY {:} Inspector (&) Console [ Debugger 1 Network B Storage

DIY Projects & Ideas Project Calculators

S “ —

| Create an Account ‘

@ Track Order
Playground Sets & Equipment

Artificial Grass

Home Projects & Ideas
Bathroom Ideas

B e X

Y Filter ltems

4+ @ B Vriltervalues

Key o Value v Data

_pX_4946459675_c... b9e62f71-8365-11ee-b2aa-7ba1d96122ad dsPersistedStorage:"{"uds-{\"storeld\"....":"cache-first"}}}"

'.\"userld\":\"Oef9f2a5—5b01-cb99—acc5-704abd40b8ac “\"unique\"true,\"zipCode\" ¥ Parsed Value

GULP_TH2 1 v

hda {"eVar62":"STHn[BOPIS/BOSS:y|APPL:n[BODFS:n", "t":"21:52:39} ¥ dsPersistedStorage:Object

IpTabld 2473944619 =uds-{"storeld":"6545","key":"2zSR74pj5Rq6zDtHENHKA...]
» _ proto__:Object

NRBA SESSION_ID  ad2e1beb30733¢02

PIM-SESSION-ID  B4asRIAUCYREVUGT

PXJ770cP7Y_px_c_... 0O
PXJ770cP7Y_px_fp  {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX...
PXJ770cP7Y_px_nfsp 1
PXJ770cP7Y_pxtim... _client_tag:v6.3.4,PX123:d35f3e60-8379-11ee-88f7-030b4e188c97,PX378:170002...

gm_last_page https://www.homedepot.com/c/site_map

m lact norind 170002139A313
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When there is a network request associated with a THD USER cookie, the dsPersistedStorage cookie shows a user ID
corresponding to the value of the THD USER cookie.

= | E siteMap - The Home Depot X + v = O X
& O B8 =W https//www.homedepot.com/c/site_map 80% ¥ N » =
= cards & Accounts ePro  GiftCards  Credit Services  Track Order  Help
w You're shopping Delivering to
@ Longview v 75670 ’ What can we help you find today? & military Discount ]My Account 2 Lists () cart|2items 7
WSS @ OPEN until 10 pm -
All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Pr 8 Profile Specials & Offers Local Ad & Catalog
Homeggsiiemap o Product Lists
Sitemap - The Home Depot ) security & Password
About Home Depot Electrical Home Projects & Ideas Sign Out g
Affiliate Program Batteries Bathroom Ideas X ‘gn Ou
= 'l:} Inspector Console [ Debugger N Network B Storage B e X
> 8 Cache Storage  Filter Items 4+ @ [BI VrFiltervalues
v B cookies Key B Value ¥ Data
@ nttps://ipcdn.Ipsnmedia.net _pX_4946459675... b9e62f71-8365-11ee-b2aa-7ba1d96122ad dsPersistedStorage:"{"uds-{\"storeld\"....":"cache-first"}}}"
@ https://cdn.quantummetric.com  [EEIENCNGICEN ‘,\"userld\":\"0427EECDDDEFCD74OS\”,\"unique\":true,\”zipCode\":\"75605\“,\"apiNam v Parsed Value
@ https://www.homedepot.com GULP_TH2 i - . .
» ) Indexed DB hda {"eVar62""STH:n|BOPIS/BOSS:y|APPLIN[BODFSIn","t":"21:52:39"} v dsPersistedStorage:Object
ndexe et P : )
IpTabld 4473944619 uds-{"storeld":"6545","key":"2zSR74pj5Rq6zDtHENHKA...
> 4 roto__:Object
B Lol storage NRBA SESSION_ID | ad2e1beb30733¢02 —Proto—t)
+ B session storage PIM-SESSION-ID | B4asRIAUCYREVUOT
@ https://cdn.quantummetriccom  PXJ770cP7Y_px_... 0
@ https://Ipcdn.Ipsnmedia.net PXJ770cP7Y_px_fp  {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX27...
@ https://www.homedepot.com PXJ770cP7Y_px_... | 1
PXJ770cP7Y_pxti... _client_tag:v6.3.4,PX123:d35f3e60-8379-11ee-88f7-030b4e188c97,PX378:17000269...
gm_last_page https://www.homedepot.com/c/site_map
am_last nerind 1700080523837

As an additional example, based at least in part on the presence and of cookies in the Cookies storage area as
described above, and the absence of cookies in the Local Storage area, the Accused Instrumentalities make
determinations regarding cookies to save in Local Storage. For example, if the Local Storage area is empty, and the
Cookies storage area has cookies for a logged in user, the Accused Instrumentalities determine that the Local Storage
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area should be populated with cookies, including cookies that contain the user’s ID value (full walkthrough in 1[b]).
As another example, if a user attempts to view their cart, Home Depot determines whether the user can view the items
in their cart due to the presence of the THD USER cookie (the first cookie) and the absence of the THD CART
cookie (the second cookie). If Home Depot finds the THD USER cookie (see, for example, THD USER cookie
verification shown in element 1[a]) but does not find the THD CART cookie, Home Depot servers will allow the user
to view their cart page without signing in again, but will re-download data to create the THD CART cookie. For
example, in the screenshots below, the THD CART cookie is removed to cause it to be absent, which causes Home
Depot servers to download the THD CART cookie to recreate the user’s cart.

In the screenshots below, the THD CART cookie is present in local storage.
St
oreas Key Value

v §% Local Storage

i

S5 https://www.homedepot.com/ =l F8201035£45093097

ZZ https://customer.homedepot.com/ THD_CART {"cart":{"promotionCoc
Tha32768512-0 0

22 httne'//h anlina.matriv nat/

The THD CART cookie is then removed from local storage.

Storage
Key Value
v £2 Local Storage
— ak_a F8201035E4EDD3C97!
== https://www.homedepot.com/
o . . thd3276851z-0 0
22 https://h.online-metrix.net/
ed73f20edbf2b73 0fa34dc2f4524c838eb:

== httne*//riictamar hamadannt ram/

During a new network request, Home Depot servers request the THD CART cookie from local storage of the client.

Name X Headers Payload Preview Response Initiator Timing Cookies

“— /mcc-cart/v2
cart?storeid=4701&anchor=205652219%2C304616955&key=aGAQFG4j6QtVTSWq..

Request URL: https://www.homedepot.com/mcc-cart/v2/Cart?_=1683064489882&
Request Method: GET

/multianchordynamicrecs

Cart?_=1683064489882&

/mcc-cart/v2 Status Code: @ 200
cart?storeid=4701&anchor=205652219%2C304616955&key=aGAQFG4j6QtVTSWa.. Remote Address: 104.97.45.184:443
/multianchordynamicrecs Referrer Policy: strict-origin-when-cross-origin

Because the THD CART cookie is not present, the THD USER cookie is used as one input in order for the client to
request that the Home Depot servers re-create the THD CART cookie.
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Name X Headers Payload Preview Response
el A )
assets.thdstatic.com/images/v1/brand-logos PIM-SESSION-ID XgeDVILXY
Cart?_=1690304194361& b S
Jmcc-cart/v2 | THD_USER eyJjdXNOE|
THD_USER_SESSION eyJzljoiMDL
bat.svg i
assets.homedepot-static.com/hf/images/svg THD_TRANSACT aebd434c-¢
The THD CART cookie is then re-created.
Name X Headers Payload Preview Response Initiator  Ti
—— b e 1 ¢ -

assets.thdstatic.com/images/v1/brand-logos

Cart?_=1690304194361&
/mcc-cart/v2

bat.svg
assets.homedepot-static.com/hf/images/svg

"CartModel": {
"userId": "051
"orderId": "HG
"merchandiseItemsSubTotal™: "17.97",
"merchandiseItemsGrandTotal": "17.97",
"cartTotal": "17.97",
"currency": "USD",
"totalItemCount": "1",
"localStoreId": "4007",
"expressCheckout": false,
"paypalExpress": true,
"automatedOrderCompletion": "Y",
"itemModels": [

{

T

LI T I B I B |

lifeproof.png
assets.thdstatic.com/images/v1/brand-logos

lifeproof_v1.svg
assets.thdstatic.com/images/v1/brand-logos

glacier-bay.png "itemId": "304616955",
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In the user interface, the cart appears with the items that were present.

:! Hello, - 8 Lists @ Cart|1item J

ices ' \Welcome Back! talog

m Online Orders

Yc

[:s In-Store Orders

sut [ Cards & Accounts $17.97
Deli FREE
sall &  Military Discount
8 Profile
TO 51 797
O Product Lists
Hay
@ Security & Password
“Del ty options may

pea X SignOut

In contrast, if Home Depot does not find the THD USER cookie, Home Depot servers will not allow the user to view
their cart. For example, if the THD USER cookie is removed, a user attempting to view their cart will be met with
only a request to sign in:
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My Account 8 Lists Q Cart | Oitems J

Create an Account

Track Order

@ Live Chat

Cards & Accounts

Military Discount

Profile

Product Lists
(1-800-466-3337)

@ Q @ [ &

Security & Password

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

1[f] and a
memory
coupled to the
one or more
processors
and
configured to
provide the
one or more
processors

Each Home Depot web server (including the edge servers controlled by Home Depot) comprises a memory coupled to
the one or more processors and configured to provide the one or more processors with instructions.

For example, Home Depot runs at least Nginx on its web servers, which requires memory coupled to the one or more
processors and configured to provide the one or more processors with instructions.
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with
instructions. Site Info - Homedepot.com

Overview of web technologies used by Homedepot.com.

Website Background

Description on Homepage | The Home Depot

Shop online for all your home improvement needs:
appliances, bathroom decorating ideas, kitchen
remodeling, patio furniture, power tools, bbq grills,
carpeting, lumber, concrete, lighting, ceiling fans and
more at The Home Depot.

Popularity rank | Top 1k among all websites

Content Management System

Drupal 9 Drupal is an open source content management system
1% of sites use a newer version written in PHP, originally developed by Dries Buytaert.
used on a subdomain

Server-side Programming L

Sl ]

PHP PHP is a scripting language for creating websites.
used on a subdomain

Client-side Programming Language

JavaScript JavaScript is a lightweight, object-oriented, cross-
platform scripting language, often used within web
pages.

JavaScript Libraries

jQuery jQuery is a JavaScript library that simplifies HTML
document traversing, event handling, animating and
Ajax interaction. Originally developed by John Resig.

React React is an open source JavaScript library for building
user interfaces, developed by Facebook.

Anguiar Angular is a JavaScript library for building web

used until recently applications, developed by Google.

Web Server

Nginx Nginx (pronounced as "engine X") is a lightweight
open source web server developed by Igor Sysoev.

Site Info - Homedepot.com. https://w3techs.com/sites/info/homedepot.com

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

2. The system | The Accused Instrumentalities comprise the system of claim 1 wherein the client device is identified by a server in a
of claim 1 domain different from a server that caused the two different types of cookies to be stored to the client device during
wherein the the first and second previous network sessions.

client device
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is identified For example, Home Depot contracts with third parties to allow cookies to be served on a customer’s device. When a
by a server in | customer, using a client device, visits homedepot.com, the Accused Instrumentalities store cookies from bing.com,
a domain tagdelivery.com, agkn.com, doubleclick.net, and google.com, among others. These cookies allow a server in a
different from | different domain to identify the client device.
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For example, the cookie stored by the doubleclick.net server is an IDE cookie, which Google uses for advertising,
including “limiting the number of times an ad is shown to a user,” which necessarily requires identification of a client
device.

Our advertising and measurement
cookies

To help our partners manage their advertising and websites, we offer many products, including AdSense, Google Ads, Google
Analytics, and a range of products within the Google Marketing Platform. When users visit a page or see an ad that uses one

of these products, either on Google services or on other sites and apps, various cookies may be sent to their browser.

These may be set from a few different domains, including google.com, doubleclick.net, googlesyndication.com, or
googleadservices.com, or the domain of our partners’ sites. Some of our advertising and measurement products enable our
partners to use other services in conjunction with ours (like an ad measurement and reporting service), and these services
may send their own cookies to your browser. These cookies will be set from their domains.

The cookie information on this site is made available to assist with the use of Google’s ad products and reflects cookies that
can be associated with these products and may be sent to a user’s browser. Cookie purposes reflect the range of products and
features supported in our ad products, but individual cookies may rely on only a subset of purposes, depending on
implementation of the product. Although the cookies listed here are those associated with our advertising and measurement
products, you can find more details at How Google Uses Cookies.

Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/

Advertising - Google uses cookies for advertising, including serving and rendering ads, personalizing ads
(depending on your ad settings at g.co/adsettings), limiting the number of times an ad is shown to a user, muting

ads you have chosen to stop seeing, and measuring the effectiveness of ads.

Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/
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Campaign Manager,

Display & Video 360,
. 13 months EEA UK/ )
IDE Advertising Google Ad Manager, doubleclick.net
) 24 months elsewhere
Google Analytics,
Search Ads 360

Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/

As another example, the cookie stored by Microsoft’s bing.com server stores a MUID, which Microsoft uses for
identifying “unique web browsers,” which is an identification of a client device.

What cookies does Clarity set?

Name Purpose Value Passed
_clck Persists the Clarity User ID and preferences, unique to that site is attributed to the same user ID. String
_clsk Connects multiple page views by a user into a single Clarity session recording. String
CLID Identifies the first-time Clarity saw this user on any site using Clarity. String

ANONCHK Indicates whether MUID is transferred to ANID, a cookie used for advertising. Clarity doesn't use ANID and Flag
so this is always set to 0.

MR Indicates whether to refresh MUID. Flag

MUID Identifies unique web browsers visiting Microsoft sites. These cookies are used for advertising, site GUID
analytics, and other operational purposes.

SM Used in synchronizing the MUID across Microsoft domains. Character
Flags

Cookie List. Published 5/10/2023. Available at https://learn.microsoft.com/en-us/clarity/setup-and-installation/cookie-
list
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

3. The system
of claim 1
wherein the
client device
is identifiable
based at least
in part on a
presence of
either one of
the first
cookie and
the second
cookie in the
respective
first and
second client
device
browser
storage areas.

The Accused Instrumentalities comprise the system of claim 1 wherein the client device is identifiable based at least
in part on a presence of either one of the first cookie and the second cookie in the respective first and second client
device browser storage areas.

As described in element 1[a], the “first” cookie can be, for example, any cookie in a first one of three storage areas
(Cookie storage, Local Storage, and Session Storage). The “second” cookie can be, for example, any cookie in any of
the other two storage areas. As further explained above, the “Cookie” browser storage area stores cookies such as
“thda.u,” “THD_USER,” “THD_USER_SESSION,” “THD_PERSIST,” and “THD CUSTOMER.” The “Local
Storage” browser storage area stores cookies such as “THD CART”, User ID, “C12”, “C13”, “thd-
membershipinformation,” “b2b-hf-dynamic-phone-number,” “customerConfiguration,” QM, and “gpc.” The “Session
Storage” browser storage area stores cookies such as “dsPersistedStorage.”

For example, the client device may be identifiable based at least in part on a presence of a first cookie that contains a
device ID, such as the thda.u cookie stored in Cookie storage. The client device is also identifiable based at least in
part on a presence of a second cookie such as a dsPersistedStorage cookie in Session Storage when it contains a
device ID. (see 1[a] for detailed analysis).

As another example, as a user’s ID becomes linked with a device ID, a client device may become identifiable by a
cookie containing a user ID such as a THD USER cookie in Local Storage. Such a cookie may be considered either a
first or second cookie and combined with any other cookie in a different browser storage area such as the thda.u or the
dsPersistedStorage cookies identified above.

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

5. The system

The Accused Instrumentalities comprise the system of claim 1 wherein in response to the performed determination,

of claim 1 the one or more processors are configured to cause a third cookie to be stored at the client device, wherein the third
wherein in cookie is one of the first type and the second type.

response to

the performed | Several determinations may be performed by the Accused Instrumentalities as described in 1[e]:
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determination,
the one or
more
processors are
configured to
cause a third
cookie to be
stored at the
client device,
wherein the
third cookie is
one of the
first type and
the second

type.

Determining whether a current user who is not logged in is the same user who was previously logged in.
Determining whether to request certain cookies.

Determining whether the THD PERSIST cookie should include a user’s email address.

Determining Storage of a user ID or device ID.

AW —

As one example, in response to the performed determination of example 1, the one or more processors are configured
to cause THD PERSIST to become blank when a user logs out in order to remove the user’s email from the cookie.

As another example, in response to the performed determination of example 4, the one or more processors are
configured to cause dsPersistedStorage to store the device ID of thda.u rather than the user ID of THD USER when a
user logs out in order to track browsing by device rather than user.

In addition, the Accused Instrumentalities also store cookies from bing.com, tagdelivery.com, agkn.com,
doubleclick.net, and google.com, among others. These cookies allow a server in a different domain to identify the
client device. In response to the performed determination, the one or more processors are configured to cause a third
cookie to be stored at the client device, wherein the third cookie is of the first type — that is, stored in the Cookies area
of the browser.
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.
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6[pre]. A To the extent the preamble is limiting, Home Depot performs the claimed method using the Accused Instrumentalities.
method,

comprising:

6[a]. The Accused Instrumentalities receive a network resource request from a client device, wherein the network resource
receiving a request corresponds to a first cookie of a first type that was caused to be stored to the client device during a first
network previous network session, wherein the first cookie of the first type was caused to be stored to the client device at least
resource in part by causing the client device to initiate a set of network resource requests determined during the first previous

request from a
client device,
wherein the
network
resource
request
corresponds
to a first
cookie of a
first type that
was caused to
be stored to
the client
device during
a first
previous
network
session,
wherein the
first cookie of
the first type
was caused to
be stored to
the client
device at least
in part by

network session, wherein the client device initiating the set of network resource requests caused data representative of
the set of network resource requests to be stored at the client device, wherein a second cookie of a second type
different from the first type was caused to be stored at the client device during a second previous network session, and
wherein the first cookie of the first type is stored in a first client device browser storage area and the second cookie of
the second type is stored in a second client device browser storage area different from the first client device browser
storage area.

Client devices accessing Home Depot’s website receive network resources including cookies and other similar
tracking data. For example, Home Depot’s privacy and security statement describes using multiple types of tracking
technologies, such as cookies, web beacons, and pixels.
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causing the
client device
to initiate a
set of network
resource
requests
determined
during the
first previous
network
session,
wherein the
client device
initiating the
set of network
resource
requests
caused data
representative
of the set of
network
resource
requests to be
stored at the
client device,
wherein a
second cookie
of a second
type different
from the first
type was
caused to be
stored at the

Our Tracking Tools

We collect personal and other information using digital tracking tools, such as cookies and web beacons, when you

use our websites or mobile applications, interact with our emails or applications provided on connected devices, or
otherwise engage with our digital offerings. We also partner with third parties that collect information this way.
These third parties may place similar tracking tools on our websites, applications, and advertising to facilitate
tracking, advertising, and measurement services.

The tools may collect information about your activities over time and on various digital services offered by us or
others.

The tools that we, our vendors, and third parties use include:

* Browser and flash cookies. Cookies are small text files that websites send to your computer or other
connected device to identify your browser or to store information or settings. Your browser may provide the
ability to be notified when you receive certain types of cookies and how to restrict or disable certain cookies.
Flash cookies generally can be disabled only by accessing Adobe Flash settings (information available here)

e Server logs, which record information about the device, browser, operating system, network, and other
resources you use to access our digital services
-

* Web beacons and pixels. These are small electronic images deployed on websites and emails that collect
information about how users interact with content

« Application software. Software in our mobile and other connected-device applications collects information
about how you interact with the digital services

https://www.homedepot.com/privacy/privacy-and-security-statement

The cookies and trackers used by Home Depot are stored in different locations on the client device, such as, for
example, in Local Storage, Session Storage, Cookies, and Shared Storage.
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client device
during a
second
previous
network
session, and
wherein the
first cookie of
the first type
is stored in a
first client
device
browser
storage area
and the
second cookie
of the second
type is stored
in a second
client device
browser
storage area
different from
the first client
device
browser
storage area;
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Application

Unregister service workers

Storage

Local and session storage

IndexedDB

Screenshot of “Application” tab in Google Chrome.

Client devices accessing the Home Depot’s website with HTTP resource requests receive network resources including
cookies and other similar tracking data. For example, Home Depot’s privacy and security statement describes using
multiple types of tracking technologies, such as cookies, web beacons, and pixels.
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Our Tracking Tools

We collect personal and other information using digital tracking tools, such as cookies and web beacons, when you

use our websites or mobile applications, interact with our emails or applications provided on connected devices, or
otherwise engage with our digital offerings. We also partner with third parties that collect information this way.
These third parties may place similar tracking tools on our websites, applications, and advertising to facilitate
tracking, advertising, and measurement services.

The tools may collect information about your activities over time and on various digital services offered by us or
others.

The tools that we, our vendors, and third parties use include:

* Browser and flash cookies. Cookies are small text files that websites send to your computer or other
connected device to identify your browser or to store information or settings. Your browser may provide the
ability to be notified when you receive certain types of cookies and how to restrict or disable certain cookies.
Flash cookies generally can be disabled only by accessing Adobe Flash settings (information available here)

» Server logs, which record information about the device, browser, operating system, network, and other
resources you use to access our digital services
-

* Web beacons and pixels. These are small electronic images deployed on websites and emails that collect
information about how users interact with content

« Application software. Software in our mobile and other connected-device applications collects information
about how you interact with the digital services

https://www.homedepot.com/privacy/privacy-and-security-statement

The cookies and trackers used by Home Depot are stored in different locations on the client device, such as, for
example, in Local Storage, Session Storage, and Cookies.
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Home Depot stores a first cookie of a first type that was caused to be stored to the client device during a first previous
network session, wherein the first cookie of the first type was caused to be stored to the client device at least in part by
causing the client device to initiate a set of network resource requests determined during the first previous network
session, wherein the client device initiating the set of network resource requests caused data representative of the set
of network resource requests to be stored at the client device.

As explained further below, there may be at least three distinct browser storage areas — Cookies, Local Storage, and
Session Storage. The “Cookie” browser storage area stores cookies such as “thda.u,” “THD USER,”

“THD USER SESSION,” “THD_PERSIST,” and “THD CUSTOMER.” The “Local Storage” browser storage area
stores cookies such as “THD CART”, “checkoutPromptsDisplayInfo”, User ID, “C12”, “C13”, “thd-
membershipinformation,” “b2b-hf-dynamic-phone-number,” “customerConfiguration,” QM, and “gpc.” The “Session
Storage” browser storage area stores cookies such as “dsPersistedStorage.”
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The “first” cookie can be, for example, any cookie in a first one of those three storage areas. The “second” cookie can
be, for example, any cookie in any of the other two storage areas.

The following screen shots provide an example of how the Accused Instrumentalities cause a client to store cookies in
different browser storage areas, starting when a user first visits homedepot.com, and subsequently when a user signs
in to homedepot.com. The initial visit and the subsequent sign in may each occur during different sessions, including
the “first previous network session” and the “second previous network session.” Timestamps in the form of entries in
a database or file modification dates, for example, show that certain storage occurred at particular times.
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As a first example, in a first previous network session, the Firefox browser profile has never been used. The browser
stores first cookies (received from servers controlled by Home Depot) in the browser’s storage area in a sqlite
database in one browser storage area at C:\Users\z1\AppData\Roaming\Mozilla\Firefox\Profiles\zp\cookies.sqlite.

(GRONON + | M
Name = Size Type Modified
shader-cache File Folder Today 6:08 PM
storage File Folder Today 5:37 PM
0 addons.json 24 bytes JSON File Today 5:39 PM
Il addonStartup.json.lz4 5.22 KB LZ4 File Today 5:37 PM
| AlternateServices.bin 7.53 KB BIN File Today 6:12 PM
Il broadcast-listeners.json 221 bytes JSON File Today 6:14 PM
cert9.db 224 KB Data Base File Today 543 PM
& compatibility.ini 200 bytes Configuration set... Today 5:37 PM
0 containers.json 875 bytes JSON File Today 5:37 PM
3 content-prefs.sqlite 256 KB SQLITE File Today 6:12 PM
D cookies.sqlite 96 KB SQLITE File Today 5:37 PM
) cookies.sqlite-shm 32 KB SQLITE-SHM File Today 6:12 PM
O cookies.sqlite-wal 0 bytes SQLITE-WAL File Today 5:38 PM
3 ExperimentStoreData.json 11.6 KB JSON File Today 6:12 PM
[ extension-preferences.json 1.15 KB JSON File Today 5:37 PM
9 extensions.json 39 KB JSON File Today 5:39 PM
[ favicons.sglite 5 MB SQLITE File Today 5:37 PM
3 favicons.sqlite-shm 32 KB SQLITE-SHM File Today 6:12 PM
Il favicons.sglite-wal 0 bytes SQLITE-WAL File Today 5:37 PM
[+
0/13 [] 1/39 96KB/11.5MB " 839GB |l

The cookies database is empty, as can be seen by opening the database.
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8 DB Browser for SQLite - C:\Users\z1\AppData\Roaming\Mozilla\Firefox\Profiles\zp\cookies.sqlite = O X

sNew Database % Open Database . EWrite Changes » - [»Open Project » @ Attach Database »

Database Structure Browse Data Edit Pragmas Execute SQL

Table: [ moz_cookies ¥ & % % B & B = A & By Filter in any column
name value host path expiry lastAccessed creationTime

Filter |Fi|ter |Filter |Filter |Fi|ter |Filter |Fi|ter

M 4 0-00f0 P> M Go to: 1

UTF-8

The browser’s “Local Storage” folder is saved to the user’s computer at a different browser storage area at
C:\Users\z1\AppData\Roaming\Mozilla\Firefox\Profiles\zp\storage\default. Initially, the only folder in the browser’s
local storage is a folder for the “about:welcome” page for new browser users. That is, the Accused Instrumentalities
have not yet caused the client to store anything.
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Folder Tree Q g X @ @ @ _ < zp > storage > default > 'm

- Mozilla Name = Size Type Modified
_ about+newtab File Folder Today 6:15PM

Extensions
_ Firefox
~ Crash Reports
Pending Pings
_ Profiles
_zZp
bookmarkbackups
_ crashes
~ datareporting
extension-store
~ gmp-gmpopenh264
- gmp-widevinecdm
minidumps
_ saved-telemetry-ping:
_ security_state
sessionstore-backups
_ settings

_ shader-cache

storage
_ default ‘
— ~1/1 [ 0/0 0bytes/0 bytes LY

_default |+ ‘

In this first example, when a user visits homedepot.com, the Accused Instrumentalities cause the browser to store data

in folders within local storage and store cookies in the browser’s cookies database, even when the user has not logged
n.
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=] KS The Home Depot X +

O B8 =W https//www.homedepot.com

Dt
&
Il

® History v X Black Friday Savings
: - === You're shopping Delivering to
£ Search history | Viewv Q === Longview v 75670 v ‘ Search

v (© Today
B3 Firefox Privacy N...
E The Home Depot

@ OPEN until 10 pm

7052300 oFF

Select 4 pc. Kitchen Appliance Packages
Valid 11/1-11/29/2023.

(XY {:} Inspector Console [ Debugger N Network B Storage

v B Cookies

@ https://customer.homedepot.com Value

@ about:srcdoc
@ https://cdn.quantummetric.com
@ https://Ipcdn.lpsnmedia.net
@ https://www.homedepot.com

» 8 Indexed DB

v B Local Storage
@ about:srcdoc
@ https://cdn.quantummetric.com
@ https://customer.homedepot.com
@ https://Ipcdn.lpsnmedia.net

v B Session Storage
@ about:srcdoc

@ https://cdn.quantummetric.com

-~

Y Filter Items

devicelnfo1
dsPersistedStorage
ed73f20edbf2b73
forterToken
localizationMethod
IpLastVisit-31564604
NRBA_SESSION
PXJ770cP7Y_px_fp
Q_INTER

QM
QSI_ActionSetHistory
signinReminderTimestamp
tgt:tim:2
tgt:tim:lower
tgt:tim:upper
thd3276851z-0

%$900 orr

Select Washer & Dryer Sets
Valid 11/1-11/29/2023.

O - X
+ C

{"cpuCores":16,"deviceClassification":2,"webgl2Supported":true}

&

85a626411f5d4b9c9bccal9b9766eb90_1855535112785
6aecaf8b7897496a86485af98e66cf3b, 1700015181080

change store overlay

1700015183840
{"value":"9a3b89abad8b3869","inactiveAt":1700018837312,"expiresAt":1700029513135,"u...
{"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274":"17b...
{"SI_ehszkP3JIwnjF77":1700015181.45,"SI_cG97Lo3Q9PaJsmG":1700015181.452}
{"shouldLogResources"false,"s":"a92b22b03f514f6580adb65cd7ed9d57", "events":[{"i":154,...
{"AS_78122939":1700015181447,"AS_084Y1IruHbCTzG5":1700015181448,"AS_9FEOXCZBF...
1700015112383
{"execution":1009,"parsing":0,"request":{"timeToFirstByte":43,"responseSize":301},"telemetr...
1

2

0
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The data can also be seen stored on the client device through the file system.

Folder Tree Q d X [G OO0 < zp > storage > default > 'm

Mozilla
Extensions
Firefox

- Crash Reports
Pending Pings
Profiles
_zZp

crashes
~ datareporting
. extension-store

~ minidumps

security_state

settings
shader-cache
- storage
default
I

bookmarkbackups

gmp-gmpopenh264
gmp-widevinecdm

saved-telemetry-ping:

_ sessionstore-backups

Name -
about+newtab
https+++cdn.quantummetric.com” partitionKey=%28https%2Cho
https+++customer.homedepot.com
https+++Ipcdn.Ipsnmedia.net” partitionKey=%28https%2Chomec
https+++www.homedepot.com

|
default [+ ’

1/5 [ 0/0 1.01MB/1.01MB

SN =CXci:]

A comparison between the browser view and local storage view shows the cookies reflected in the browser’s local
storage are stored in the file system.
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v 8 Local Storage
@ about:srcdoc
@ https://cdn.quantummetric.com
@ https://customer.homedepot.com
@ https://lpcdn.lpsnmedia.net

@ https://www.homedepot.com

https+++cdn.quantummetric.com”p
https+++customer.homedepot.com
https++ +Ipcdn.lpsnmedia.net” partiti
https+++www.homedepot.com

Additionally, the Accused Instrumentalities cause a “thda.u” cookie to be stored in the client device’s cookies.sqlite
cookies database and a “dsPersistedStorage” cookie to be stored in the client device’s session storage.

When a user visits homedepot.com but does not log in, the Accused Instrumentalities cause the browser to store
cookies in the browser’s cookies.sqlite database, including the “thda.u” cookie (here, a string with value
“0ef9f2a5...”). This 0ef9f2a5 value may be used, for example, as a device ID.
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=] K The Home Depot X ==

O B8 W https//www homedepot.com

® Hist ory v X Black Friday Savings Happeni
- - === You're shopping Delivering to

L Search history  Viewv Q === Longview 75670 v ‘ Search

o ® Today @ OPEN until 10 pm

Firefox Privacy N...
@ The Home Depot

Ky -C} Inspector ) Console DO Debugger

v 8 Cookies

1652300 oFF*

Select 4 pc. Kitchen Appliance Packages
Valid 11/1-11/29/2023.

N Network B Storage

Y Filter Items

%$900 oFF

Select Washer & Dryer Sets

Valid 11/1-11/29/2023.

@ https://customer.homedepot.com ENEWT Value Domain Expires / Max-Age
oo YELULEINLLIINL Ty DYy VI TN SIUHISUSPULLUIT 11U, 15 18UV 206 Ve,
@ about:srcdoc .
mbox session#670de60d5db5415fb62a724cd8f12... .homedepot.com  Sun, 16 Nov 2025 02:...
@ nttps://cdn quantummetriccom ¢y o ite 292b22b03f514f6580adbESCATeddS7 homedepotcom  Wed, 15 Nov 2023 03...
® nttpsy/Ipcdn.psnmedia.net QuantumMe... b8e49b98b87190e41bb1573162e2b7dc .homedepot.com  Thu, 14 Nov 2024 02:...
@ https://www.homedepot.com s_pers %20s_nr365%3D1700015180880-New%7C1... .homedepot.com  Sat, 14 Nov 2026 02:2...
» 8 Indexed DB s_sess %20s_pv_pName%3Dhomepage%3B%20s_... .homedepot.com  Session
L 0y 0y )0 1
- 8 Local Storage s_sq %5B%5BB%5D%5D .homedepot.com  Session
THD_CACHE... .homedepot.com  Mon, 07 Jul 2025 02:2...
@ about:srcdoc
THD_CACHE... .homedepot.com  Thu, 16 Nov 2023 02:
@ nttpsy/cdn.quantummetriccom | oAl 925789%2522WORKFLOWS625229%253A%2.. homedepot.com  Thu, 14 Nov 2024 0.
® nttps://customerhomedepot.com THp_NR 1 ‘homedepot.com  Thu, 16 Nov 2023 0
@ https://lpcdn.lpsnmedia.net THD_PERSIST .homedepot.com  Mon, 07 Jul 2025 02:2...
@ https://www.homedepot.com THD_SESSION .homedepot.com  Thu, 16 Nov 2023 02....
. thda.m 28071782225140056280210898850812205... .homedepot.com | Session
v 8 Session Storage
. thda.s b2982b8c-9591-f7c5-ae40-f1dad8103f11 .homedepot.com  Session
@ https://cdn.quantummetric.com
I thda.u 0ef9f2a5-5b01-ch99-acc5-704abd40b8ac .homedepot.com ISat, 15 Nov 2025 02:2...
@ https:/customer homedepot.com thx_guid 5d1be958f853915326b05d073ee31b64 customerhome...  Thu, 19 Oct 2028 02:2...

@ - X
+ C

Last Accessed

VWS, 10 INUY cUes Ve,
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
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The cookie can also be seen by using the browser’s debugger tool or by opening the cookies.sqlite database on a client

device with a database editor.

2 DB Browser for SQLite fIC:\UserS\N\AppData\Roaming\l\/lozi[|a\Fir'efox\ProﬁIes\zp\cookies.sqliteI = O X

sNew Database % Open Database 1Write Changes ZRevert Changes @ Open Project » - @ Attach Database »
Database Structure Browse Data Edit Pragmas Execute SQL
Table: ] moz_cookies ¥ & ¢ % @ & & @ ®) B Filter in any column

name v! value host expiry lastAccessed
thd Q [Filter |homedepot € |Filter [Filter |
1 THD_CACHE_N... .homedepot.com 1751855111 1700015172097000
2 THD_CACHE_N... .homedepot.com 1700101511 1700015172097000
3 THD_LOCALIZER %257B%2522WORKFLOW%2522%253... .homedepot.com 1731551178 1700015178725000
4 THD_NR 1 .homedepot.com 1700101511 1700015172097000
5 THD_PERSIST .homedepot.com 1751855111 1700015172097000
6 THD_SESSION .homedepot.com 1700101511 1700015172097000
7 |thda.u 0ef9f2a5-5b01-cb99-acc5-704abd40b8ac  .homedepot.com | 1763173512 1700015176692000
_____________________________________________________________|

K| 41-60f7 b M

Go to: 1

UTF-8

The Accused Instrumentalities also store a “dsPersistedStorage” cookie (JSON data structure) in the client device’s
Session Storage, which contains a device ID. As shown in the enlarged screenshot below, the “userld” (“0ef9f2a5...”)
is the same as reflected in the thda.u cookie above, which means the dsPersistedStorage cookie is tracking the device

ID at this time.
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) | K The Home Depot X + v — O X

O B8 =W https//www.homedepot.com w g » =

® History v X Black Friday Savings Happening Now. End 11/29 >

=== You're shopping
£ Search history  Viewv @ === Longview

@ OPEN until 10 pm

Delivering to

75670 v Search E 8 @ W

v (O Today
m Firefox Privacy N...
F The Home Depot

»]» » NR )
" . - - | - =
o> D Inspector Console [ Debugger N Network E Storage @ e X
@ https://cdn.quantummetric.com V Filter Items + C' B Vriltervalues
® nttps/lpcdn.psnmedia.net Value Y.Data
® https://wwwhomedepot.com _px_4946... 348dd962-835e-11ee-8191-cf49bfIcc692 dsPersistedStorage:"{"uds-{\"stor...che-first"}}}"
i o \" " - - -acC5- “\"uni ~{J ¥ Parsed Value
> a Indexed DB \"userld\"\"0ef9f2a5-5b01-cb99-acc5-704abd40b8ac\" \"unique\ t||
GPS_STAT... gps access denied v
v 8 Local Storage IpTabld 667596662 v dsPersistedStorage:Object

® aboutsredoc ~uds-{"storeld":"1861","key":"2zSR74piSRa6z... ;
=uds-{"storeld":"6545","key":"2zSR74pj5Rq6z... ]

» _ proto_:Object

PXJ770cP... 0
® nttpsy//cdn.quantummetriccom  pxy770cP... {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777...
@https://customer.homedepot.com PXJ770cP... 1

@ https://Ipcdn.lpsnmedia.net gm_last_p... https://www.homedepot.com/

@ https://www.homedepot.com qm_last_p... 1700017844317

N qm_store... ' Longview
v a Session Storage

qm_store... 6545
@ about:srcdoc

qmd homedepot.com
® nttps://cdn.quantummetric.com QSI_Actio... {"AS_78122939":1700015181447,"AS_084Y1IruHbCTzG5":1700015...
@https://customer.homedepot.com QSI_History {"BlurTime":2,"FocusTime":58}

@https://lpcdnAIpsnmediaAnet tag98547... 3
tag13827... 3

@ https://www.homedepot.com

(Enlarged from above screenshot)

o SISl \ "userld\":\"0ef9f2a5-5b01-cb99-acc5-704abd40b8ac\"

During such a first previous network session, a client device will send a request to Home Depot’s servers with a thda.u
cookie, but a blank THD PERSIST cookie (string).
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@ @ The Home Depot

® History v X

O Search history  Viewv

v (© Today

ﬂ Firefox Privacy N...

@ The Home Depot

x|+

O B =R https//www.homedepot.com

[y
0]

All

Met...

GET

POST
POST
POST
POST
POST
POST
POST
POST
POST

POST

<}

=== You're shopping

— .
w== Longview

@ OPEN until 10 pm

Black Friday Savings
{3 Inspector Console

Black Friday Savings Happel

Delivering to

75670 v Search

O Debugger N Network [ Storage

 Filter URLs I
HTML CSS JS XHR Fonts Images Media WS Other
Domain File Initiator Type Transferred Size

& www.homedepot.com

& % vauv.liveperson.net
collector-pxj770cp7y.px-cl...
swasc.homedepot.com
ingest.quantummetric.com
ingest.quantummetric.com
6aecaf8b7897496a86485af...
6aecaf8b7897496a86485af...
ingest.quantummetric.com
ingest.quantummetric.com
ingest.quantummetric.com

innect Aanantummetric com

414 requests

14.21 MB / 912.35 kB transferred

document html 100.38 kB 470.52 kB

315646047sid=) /74 (script) Jjs 1.17 kB 73B
beacon beacon
$954440531916; appMeasure.c...
homedepot?T=t guantum-ho...
homedepot?T=t guantum-ho...
prop.json scriptjs:1 (bea...
prop.json scriptjs:1 (bea...
homedepot?T=t guantum-ho...
homedepot?T=t guantum-ho...
homedepot?T=t guantum-ho...
hamedenat?T—F anantim-hn
Finish: 5.05 min DOMContentLoaded: 833 ms

@ oo X

4+ Q © [DisableCache NoThrottings ¢

Cookies Request  Response ¥

%22THD_STORE_HOURS%22%3A
%221%3B8%3A00-20%3A00%3B2%
3B6%3A00-22%3A00%3B3%3B6%3
A00-22%3A00%3B4%3B6%3A00-22
%3A00%3B5%3B6%3A00-22%3A00
%3B6%3B6%3A00-22%3A00%3B7%
3B6%3A00-22%3A00%22%2C
%22THD_STORE_HOURS_EXPIRY
%22%3A1700018778%7D"

| [P Headers

THD NR: "1"
THD_PERSIST: "*
THD_SESSION: "*

thda.m: "280717822251400562802108988508122059
46"

thda.s: "b2982b8c-9591-f7c5-ae40-f1dad8103f11"
thda.u: "0ef9f2a5-5b01-cb99-acc5-704abd40b8ac”
trx: "5127963918660798122"

lo
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Enlarged from above:

THD_PERSIST: ™
THD_SESSION: ™

thda.m: "280717822251400562802108988508122059
46"

thda.s: "b2982b8c-9591-f7c5-ae40-f1dad8103f11"
thda.u: "0ef9f2a5-5b01-cb99-acc5-704abd40b8ac”

As a second example, such as during a second previous network session, when a user logs in to homedepot.com with a
Personal Account, the Accused Instrumentalities cause further cookies to be stored on a client device.
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=) ES The Home Depot: sign i, creat X + v O X
&« O [5 2 @ https://www.homedepot.com/auth/view/createaccount?redirect=/&ref=null 80% ¥ ﬂ » =
Create an Account
Select the account type that best suits your needs. _—
®
£
o
< Back .g
il
. 4]
RS KsProXtra :
[N N — '8
@
Personal Account Pro Xtra Account B
I'm shopping for myself I'm making purchases for my business
« Enjoy faster checkout + Home Depot’s loyalty program built for Pros
¢ Save more with exclusive offers ¢ Member exclusive business tools and benefits
« Favorite product and save lists o It's free to join
Select & Continue Select & Continue
™
>
Prvacy - Terms
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For example, during login, the Accused Instrumentalities will cause both a THD USER SESSION cookie
(combination of string and base64 encoded JSON string) and THD USER cookie (base64 encoded JSON string) to be
stored on the client device in the cookies storage area.

& || B siteMap - The Home Depot X | 4+ v — [} X

80% ©¥ N O» =

&« O B8 2R https;//www.homedepot.com/c/site_map

Black Friday Savings ~

4 8 Indexed DB
> B Local Storage

> 8 Session Storage

@ https://cdn.quantummetric.com

THD_PERSIST
@ https://www.homedepot.com
THD_SESSION

THD_SSUI_LOG_TOKEN
THD_SSUI_TOKEN
THD_TMX_CACHE
THD_TRANSACT

C6%3d%7b%2211%22%3a...

eyJhbGciOiJkaXIiLCJIbmMi...
eyJhbGciOilkaXIiLCIIbmMi...
nkGEE3Yrx5QLMQE-wScGh...
d1726467-8c02-435f-94b2...

.homedepot.com
.homedepot.com
.homedepot.com

.homedepot.com

.homedepot.com

.homedepot.com

Tue, 08 Jul 2025 06:01:48 GMT
Thu, 16 Nov 2023 02:25:11 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Thu, 16 Nov 2023 03:26:27 GMT

Session

E& cards & Accounts ePro  GiftCards  Credit Services  Track Order  Help
w You're shopping Delivering to
k\s Longview v/ 75670 What can we help you find today? Military Discount :My Account 2 Lists ) cart|2items 7
" @ OPEN until 10 pm
All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Pt 8 Profile Specials & Offers Local Ad & Catalog
HomeygSilsmap O Product Lists
Sitemap - The Home Depot £ security & Password
About Home Depot Electrical Home Projects & Ideas . r
- . > Sign Out

Affiliate Program Batteries Bathroom Ideas
G‘ 'C} Inspector Console [ Debugger N Network 8 Storage E eee X
> 8 Cache Storage Y Filter Items + e'
v 8 Cookies Name Value Domain Expires / Max-Age Last Accessed

@ https;//Ipcdn.Ipsnmedia.net THD_MCC_TOKEN eyJhbGciOilkaXIiLCJlbmMi... .homedepot.com Wed, 15 Nov 2023 06:16:16 GMT Wed, 15 Nov 2023 06:01:16 GMT

THD_NR 1 .homedepot.com Thu, 16 Nov 2023 02:25:11 GMT  Wed, 15 Nov 2023 20:21:23 GMT

Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 03:26:26 GMT
Wed, 15 Nov 2023 07:42:29 GMT
Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT

THD_USER_SESSION
THD_USER

eyJzljoiMDQyNOVFQORERE...
eyJjdXNOb21IclR5cGUIOIIC...

.homedepot.com

.homedepot.com

Thu, 14 Nov 2024 03:26:27 GMT
Thu, 14 Nov 2024 03:26:27 GMT

Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT

thda.m
thda.s
thda.u

2807178222514005628021...
b2982b8c-9591-f7c5-ae40-...
0ef9f2a5-5b01-cb99-acc5-...

.homedepot.com
.homedepot.com

.homedepot.com

Session
Session
Sat, 15 Nov 2025 02:25:12 GMT

Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT
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A cropped and enlarged version of these cookies is shown here.

THD_USER_SESSION eyJzljoiMDQyNOVFQORERE... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
THD_USER eyJjdXNOb21IcIR5cGUIOIIC...  .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
thda.m 2807178222514005628021... .homedepot.com Session
thda.s b2982b8c-9591-f7c5-ae40-... .homedepot.com Session
thda.u 0ef9f2a5-5b01-cb99-acc5-... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT

The THD USER SESSION value includes data that is encoded in base 64. Decoding it provides the following result,
showing that the THD USER SESSION contains a user ID.

{"s":"0427EECDDDF1CD740U:11eb45ac-aee7-4f9d-
b97¢c-933761f31e7b"["'u":"0427EECDDDF1CD740U,"i":"3wWZWXXWhPx6P9iz
0sODBfFX3AIls.*AAJTSQACMDIAAINLABXVNOJNbHIzYy90ZGxhQjFDQNRT
UE95S0VS5dTA9AAROeXBIAANDVFMAAIMXAAIWMQ..*","c":"B2C","t":"0427E
ECDDDEFCD740S","v":1700018787584,"k":"y"}

The THD USER value is also encoded in base 64. Decoding it provides the following result, showing that the
THD USER includes the customer’s svocCustomerAccountld, logonld, and userld.

{"customerType":"B2C","svocCustomerAccountld":"0427EECDDDEFCD740S"
,"logonld":"z_user1@b.org","userld":"0427EECDDDF1CD740U"}

The Accused Instrumentalities will also populate the THD PERSIST cookie during login, unlike when the user was
visiting homedepot.com without logging in. When logging in, the client device will send the THD PERSIST cookie
with data including information from the C12 cookie (JSON data structure) (such as the user’s email address, which
may be used as a user ID) to Home Depot servers.
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Home / Sitemap

POST customer.homedepot.com

e www.homedepot.com

(=) ‘ B siteMap - The Home Depot X | + v — O X
&« S O B8 =R https//www.homedepot.com/c/site_map 80% T s » =
Black Friday Savings Happening Now. End 11/29
Store Finder ~ Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help
You're shopping Delivering to
o Longview v 75670 ‘ What can we help you find today? EMY Account 2 Lists (0 Cart |0 items 17
" @ OPEN until 10 pm
All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & Services Specials & Offers Local Ad & Catalog

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor

Affiliate Program Batteries Bathroom Ideas Artificial Grass

Careers Carbon Monoxide Detectors Blog Bike Racks [—]
Arnnrnin Infa NAnrhnlin DIV Ctrvnmn 1dnnn A arninl Dlnunntn Covnitiin ]
® O Inspector Console [ Debugger N Network [ Storage @ s X
@ Y Filter URLs Il 4+ Q © Al HML CSS JS XHR Fonts Images Media WS Other [ Disable Cache  No Throttling % -):(-
Method ~ Domain File Initiator Type Transferred Size | B Headers  Cookies  Request ~ Response v
POST  collector-pxj770cp7y.px-cloud.net beacon main.mins:3 (beacon) %3B6%3B6%3A00-22%3A00%3B7%

Yox-8zszwlack UA7Rz0ToNeZacfKQ:137 (be...

site_map document 105.11 kB

3B6%3A00-22%3A00%22%2C
%22THD_STORE_HOURS_EXPIRY

480.15 kB %22%3A1700022393%7D"

THD_NR: "1

THD_PERSIST: "C12=z_user1@b.org;
C12_EXP=1731554787;;C13=self;
C13_EXP=1731554787"

POST swasc.homedepot.com 59974961878: appMeasure.core,js:1 (beacon)
POST ingest.quantummetric.com homedepot?T guantum-homedepot.js [cdn...
POST ingest.quantummetric.com homedepot?T guantum-homedepot.s [cdn...
POST 6aecaf8b7897496a86485af98e66cf3... prop.json scripts:1 (beacon)

POST 6aecaf8b7897496a86485af98e66cf3... prop.json scripts:1 (beacon)

POST inaest anantummetric com homedennt?T auantiim-homedenat is fedn

Finish: 1.32 min DOMContentLoaded: 412 ms  load: 687 ms

[©)

171 requests 5.70 MB / 1.07 MB transferred

THD_SESSION: ™"

THD_TMX_CACHE: "nkGEE3Yrx5QLMQE-
WScGh9xgSYjp1W3Lj364Dw2rbgC
Halz_dEcMzfO6LOVGbZ2yPAFBPj8
nlhO3uhrAMmvU7qZsDzFOINoug
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Enlarged from above:

THD_PERSIST: "C12=z_user1@b.org;
C12_EXP=1731554787:;,C13=self;
C13_EXP=1731554787"

THD_SESSION: ™

The C12 cookie information is stored in Local Storage on a customer device after a user has logged in. Also shown
below is the User ID key (“0427EE...”) (JSON data structure) stored in Local Storage.
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You're shopping
Longview v
@ OPEN until 10 pm

R

@ https://cdn.quantummetric.com
@ https://www.homedepot.com
» 8 Indexed DB

Delivering to
75670

E] @ SiteMap - The Home Depot X +

<« O B8 2R https//www.homedepot.com/c/site_map 80% ¥ N =

Black Friday Savings Happening Now. End 11/29

v = O X

Store Finder Truck & Tool Rental For the Pro Gift Cards Credit Services Track Order Help

‘ What can we help you find today?

BMy Account 2 Lists Q) cart|0items 7

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & Services Specials & Offers Local Ad & Catalog

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor

Affiliate Program Batteries Bathroom Ideas Artificial Grass

Careers Carbon Monoxide Detectors Blog Bike Racks [—l
Aevnarnta Infn Nanrhalin NIV Qiacnas \inos Aemmarninl Dlauanta Cuimitin =
(XY {:} Inspector Console [ Debugger N Network B Storage B e X
v E Cookies v + C

0427EECDDDF1CD740U

Value

{"numberOfServiceAccounts™0,"timestamp":1700025994177}

v 8 Local Storage
@ https://Ipcdn.lpsnmedia.net
@ https://cdn.quantummetric.com

@ https://www.homedepot.com

_meta_enrichmentService_user_failure
BTT_Collect

BTT_GUID_PV

BTT_WCD_Collect

{"value™:"not found","expires™:"2023-11-16103:26:35.77/52"}
{"value":"on","expires":"1700021754180"}
{"GUID":"531626447404975825","cartValDOY":"318" "cartVal":
{"value":"off","expires":"1700021754180"}

("va[£ :"345589163605768860" _xm :"1700021754180"}

{"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}

@ https://Ipcdn.lpsnmedia.net
@ https://cdn.quantummetric.com
@ https://www.homedepot.com

C13

devicelnfo1
NRBA_SESSION
PXJ770cP7Y_px_fp

{"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}

{"cpuCores":16,"deviceClassification":2,"webgl2Supported“:true}
{"value":"9a3b89abad8b3869","inactiveAt":1700021751767,"expiresAt":1700029513135,"updatedAt":1700019951935,"ses...
{"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274":"17b9e238678e960ac4cb6fc58bd2...
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In Session Storage, the Accused Instrumentalities will also cause the dsPersistedStorage cookie to be updated.

& | E siteMap - The Home Depot X + v - ] X
« O 8 =W https//www.homedepot.com/c/site_map 80% % g » =
Black Friday Savings Happening Now. End 11/29
Store Finder  Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services Track Order  Help
w You're shopping Delivering to
;‘ Longview v/ 75670 ’ What can we help you find today? EMY Account 2 Lists ) Cart|0items 7
" @OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & Services Specials & Offers Local Ad & Catalog

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor
Affiliate Program Batteries Bathroom Ideas Artificial Grass
Careers Carbon Monoxide Detectors Blog Bike Racks m
Covoorsto oo Nanrhalia NIV Qiaraco doaa, Socamavalal Dissaats SRR ]
XY c} Inspector Console [ Debugger N Network E Storage B e X
v B Cookies W Filter Items 4+ @ [BI VFiltervalues

@ https://cdn.quantummetric.com Value v Data

@ https://www.homedepot.com _px_494645...  b9e62f71-8365-11ee-b2aa-7ba1d96122ad dsPersistedStorage:"{"uds-{\"storeld\":...":"cache-first"}}}"
» B Indexed DB EEEEERT -\ userld\\'0427EECDDDEFCD7405\""unique\ rue'zipCode\"\ 75605\"\"apiNamev'] ¥ Parsed Value
v E Local Storage GULP_TH2 1 v

IpTabld 4473944619 v dsPersistedStorage:Object

® httpsy/pcdnpsnmedia.net = uds-{"storeld":"6545","key""2zSR74piSRq6ZDHENHKA... |

NRBA_SESSI... ad2e1beb30733c02
» _proto__:Object

PIM-SESSIO... ' B4asRIAUCYREVUoT
@ https://www.homedepot.com PXJ770cPTY... O
v B Session Storage PXJ770cP7Y... {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274""1...

@https://lpcdn,lpsnmedia.net PXJ770cP7Y... 1
qm_last_page | https://www.homedepot.com/c/site_map

@ https://cdn.quantummetric.com

@ https://cdn.quantummetric.com

last_peri... 1700020234726
@ https://www.homedepot.com qm.fast.pert

The dsPersistedStorage cookie is updated to show value “0427EE...”, which is the value of the user ID shown above
in, for example, THD USER and THD USER_SESSION, instead of the previous value dsPersistedStorage contained,
which pertained to the device ID.

Key o Value
_px_494645... b9e62f71-8365-11ce-b2aa-7ba1d96122ad

EEREERE -\ userld\"\"0427EECDDDEFCD7405\"\"unique\"true \'zipCode\"\'75605\"\"apiName\’
GULPTH2 1
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As a third example, during a second previous network session, when a user logs in to homedepot.com with a Pro
Account, the Accused Instrumentalities cause different cookies to be stored on a client device.

For example, the Accused Instrumentalities continue to cause the THD PERSIST cookie (in Cookie storage), and
C12 (in Local Device storage), to be stored on the client device during login, as described in the second example. The
Accused Instrumentalities additionally cause a THD CUSTOMER cookie (base64 encoded JSON string) to be stored
in the Cookies storage area and C13, b2b-hf-dynamic-phone-number, customerConfiguration, QM, and thd-
membershipinformation cookies (all JSON data structures) to be stored in the Local Storage area on the client device.
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For example, the THD CUSTOMER, thda.u, and THD PERSIST cookies are shown in the Cookie storage area

below:

E] g}” SiteMap - The Home Depot X +

O 8 =R https://www.homedepot.com/c/site_map

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

SPro © garee

Delivering to
75670

All Products Specials & Offers Credit Services Rental Services Special Order Resource Center

Black Friday Savings All Month Long — Shop Now >

Home / Sitemap

Sitemap - The Home Depot

80%

Search by product, manufacturer part, or SKU number... p & iello,

Z Customer

Lists

Buy It Again

Quotes

Cart

Quick Add

(XY -I:J- Inspector Console [ Debugger N Network B Storage @ e X

» E Cache Storage W thd + C
v 8 Cookies Name Value Domain Expires / Max-Age Last Accessed

® nttpsy//pcdn.psnmedia.net THD_CUSTOMER eyJzljoiMDUyNOYwQzZGRUFDNjMXRDBVOmMIyMDNjMWM2LTEZY2UtND]... .homedepot.ml Thu, 14 Nov 2024 2... Wed, 15 Nov 2023 2...

@ https://cdn.quantummetric.com | THD_LOCALIZER %257B%2522WORKFLOW%2522%253A%2522LOCALIZED_BY_STORE%25... .homedepot.... Thu, 14 Nov 2024 2... Wed, 15 Nov 2023 2...

O http omedepot.co THD_MCC_ID 2e6bfd13-bfcd-4b90-bd66-1ce02da2a335 .homedepot.... Session Wed, 15 Nov 2023 2...

> & Indexed DB THD_MCC_TOKEN eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2RONNINO..7klJFs2mObpd3R7xg0i5pQ.... .homedepot.... Wed, 15 Nov 2023 0... Wed, 15 Nov 2023 0...

N 8 Local Storage THD_NR 1 .homedepot.... Thu, 16 Nov 2023 0... Wed, 15 Nov 2023 2...

. I THD_PERSIST %3D%3A%3BC12%3Dz_customer1%40b.org%3A%3BC12_EXP%3D17316... .homedepot.... IThu, 14 Nov 2024 2... Wed, 15 Nov 2023 2...

> B session storage THD_SESSION "homedepot....  Thu, 16 Nov 2023 0... Wed, 15 Nov 2023 2...

THD_SSUI_LOG_TOKEN eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2RONNINO..ZKNeCieg3vMAOsdI-Trriw.2... .homedepot.... Thu, 16 Nov 2023 0... Wed, 15 Nov 2023 2...

THD_SSUI_TOKEN eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2RONNINO..ZKNeCieg3vMAOsdI-Trriw.2... .homedepot... Thu, 16 Nov 2023 0... Wed, 15 Nov 2023 2...

THD_TMX_CACHE zZwC3GpjRhJVBNKIhTnyrV74rwwUennaPAfey8Wm1UIw5XMA6buhOVaHyO... .homedepot.... Thu, 16 Nov 2023 2... Wed, 15 Nov 2023 2...

THD_TRANSACT 81550e92-85a0-4ccc-90ab-9d6358db8555 .homedepot.... Session Wed, 15 Nov 2023 2...

thda.m 28071782225140056280210898850812205946 .homedepot.... Session Wed, 15 Nov 2023 2...

thda.s b2982b8c-9591-f7c5-ae40-f1dad8103f11 Session Wed, 15 Nov 2023 2...

I thda.u 0ef9f2a5-5b01-cb99-acc5-704abd40b8ac ISat, 15 Nov 2025 02... Wed, 15 Nov 2023 2...
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An expanded view of the THD PERSIST cookie is shown below, showing C12 and C13 user identifying information:

=) K Get Started - The Home Depot X + v — O X

< O 8 =R

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

Delivering to Hello, b
75670 Search by product, manufacturer part, or SKU number... p 8 L — . e

/w.homedepot.com/c/overview_pro_onboarding 80% T N »

s & g i
SPro © Lo

Cart

All Products Specials & Offers Credit Services Rental Services Special Order Resource Center Lists Buy It Again Quotes Quick Add

Black Friday Savings All Month Long — Shop Now »

Home / Features of Your Pro Account — The Home Depot Pro

Welcome to Your Pro Account

O - X

W Filter URLs Il + Q © Al HIML CSS JS XHR Fonts Images Media WS Other [ Disable Cache  NoThrottings 3¢

G' ‘D Inspector Console O Debugger N Network B Storage

Transferred Size [P Headers  Cookies Request  Response ¥

Method Domain File Initiator Type

PEOEZNGY Y thd_persist 0

& www.homedepot.com

overview_pro_onboar document 63.42 kB

GET assets.thdstatic.com global-shell.d950bcf9 script js cached 0B v Request Cookies
GET assets.thdstatic.com sync,js script js cached 0B THD_PERSIST: 'C6={"11""0"};C6_EXP=1702679117:;
GET assets.thdstatic.com localizerAutolnit.amd. script js cached 0B EE_ZIEZ)ZE’ZS:;);:I;C???O[CQ‘I3:Z
GET assets.thdstatic.com react.production.min. script js cached 0B CUSTOMER;C13_EXP=1751927117"
GET assets.thdstatic.com react-dom.productior script js cached 0B
GET assets.thdstatic.com core,js script js cached 0B
GET assets.thdstatic.com thd-customer.js script js cached 0B
GET assets.thdstatic.com cookie-utils.min.js script js cached 0B
GET assets.thdstatic.com global digitalData.js  script js cached 0B
GET assets.thdstatic.com jquery.minjs script js cached 0B
O 170 requests 1.63 MB / 305.60 kB transferred Finish: 7.81 min DOMContentLoaded: 385 ms load: 551 ms
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The THD CUSTOMER cookie is encoded in base64.

B || B siteMap - The Home Depot X | + v = O X

<« O 8 =W https//w

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465
aé&‘ You're shopping Delivering to el
prro Longview 75670 Search by product, manufacturer part, or SKU number. p zec?.'slo

All Products ~ Specials & Offers ~ Credit Services  Rental ~ Services  Special Order  Resource Center Lists  BuyltAgain Quotes  Quick Add

vw.homedepot.com/c/site_map 80% ¥ Ny » =

Cart

Black Friday Savings All Month Long — Shop Now >

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment  Home Décor
Afiint Driram Rattnrine Bothenam Irnne Avttinind Grnce
® O Inspector Console [ Debugger N Network [ Storage
URLS Il + Q © Al HIML CSS JS XHR Fonts Images Media WS Other [JDisableCache  NoThrottings 3¢
File Initiator Type Transferred Size| Bl Headers Cookies Request Response  Timings  Security

document html  101.64 kB W THD_ 0

GET @ assetsthdstaticcom  global-shell. script js hed 0B v Request Cookies
GET @ assetsthdstaticcom  syncjs script js cached 2. THD_CACHE_NAV_PERSIST:
GET assets.thdstatic.com corejs script js cached 1 THD_CACHE_NAV_SESSION:
GET | @ assetsthdstaticcom | cookie-utiss saript . aded |08 THD_CUSTOMER: "ey)zljoiMDUYNOYWQzZGRUFDNMXRDBVOmIyMDNjMWM2LTEZY2UtNDJiNi1iNZQOLTNjZmY
. - ' v J - 3YTFhMDFmOCISInUiOilwNTI3RjBDNKZFQUM2MZFEMFUILCIpljoiNG1DZ1ZVRW TheHIScjcdZ
GET @ assetsthdstaticcom  jquery.minjs script js cached 0B TVZV302endleniZLipBQUPUUTFBQOTESUFBDESMQUI4alRrdDVTMNhdYWKSbIRSRINZMK4yZU
. ) ) - hkTligbHIha052VURNOUFBUBIWEISQUFORFZGTUFBDE14QUFIOTRLiAgliwiYyl6IklyQilsimciOi
GE assetsthdstaticcom  localizerAuto script js cached 0B JDb250cmF pue NFQ EMFMILC)yjoiQURNSUAILCI20xNzAw
GET @ assetsthdstaticcom  reactproduc script js cached 0B MDgOOTk2MTgwLClrljoieS)9.Baaf81K2KXNSTO1Ecys6)wleLCReRpvBDy--
GET | @ assetsihdstaticco e . ached | 0B 4_8HN29V8YmZ8ewliZPPjuHHASREMb2EURNF_MpszDWwlUacQjimXObdemRa4hDt10ByrHW
G sets.the om P E s cached J

9pe) F J UjyaKSmwpO8bhTalZKKmMBugrjXK7tnS1BPzid6qIf4nMWiMeGw1 7wbQuimjxaA”
GEL R assets.thdstaticcom _react-dom.ot_scrint is cached 0B THD_LOCALIZER: "9%7B%22WORKFLOWS22%3A%22LOCALIZED_BY_STORE%22%2C%22THD_FORCE_LOC
O s6requests | 339MB/52291 kB transferred  Finish: 49215 | DOMContentlo: %22%3A%220%22%2C%22THD_INTERNAL622%3A%220%22%2C%22THD_LOCSTORE

Decoding it gives the following result, showing a Pro user ID (“u”:*“0527f...”):
{"s":"0527FOC6FEAC631D0U:b203c1c6-13ce-42b6-
b744-3cff7a1a01f8"|"u":"0527FOC6FEAC631D0OU"|"i":"4mCgVUEmMaxyRr78e5YWz6zwHzyY.*A
AJTSQACMDIAAINLABXjTkt5S2xxaiOnTIFXY2N2eHdNYjlyakNsUDg9AAROeXBIAANDVFMAAI
MxAAIwWMQ..*""c":"B2B","g":"Contractors","t":"05627FOC6FEA4E31D0S","r":"ADMIN","v":17000
84996180,"k":"y"}
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The C12, C13, b2b-h-dynamic-phone-number, and customerConfiguration cookies in the Local Storage area are
shown below:

é K}E SiteMap - The Home Depot X + o B B B
& O 8 =R https://www.homedepot.com/c/site_map 8% Ty f oy =

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

S @ You're shopping Delivering to Hell
@ﬁ PI'O Longview 75670 Search by product, manufacturer part, or SKU number... p 8 z‘”" o

All Products Specials & Offers Credit Services Rental Services Special Order Resource Center Lists Buy It Again Quotes Quick Add

Black Friday Savings All Month Long — Shop Now »

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor
Affilintn Dranram Rattarine Rathranm ldane Artifininl Rrace
W O Inspector Console [ Debugger N Network [ Storage @ e X
» B cache storage T +
v B Cookies Key Bl Value

@ https://cdn.quantummetriccom  0427EECDDDF1CD740U {"numberOfServiceAccounts":0,"timestamp":1700086884182}

@ https://www.homedepot.com __paypal_storage__ {"id":"uid_2a13e47951_mdubmzkémtu","_session__":{"guid":"uid_316361be48_mduéntkémjg","created":1700027968100}, "experimen...

N 8 Indexed DB _meta_enrichmentService_use... {"value":'not found","expires":"2023-11-16T03:26:35.775Z"}

b2b-hf-dynamic-phone-num...  {"phoneNumber":"1-800-525-5000","shortCode":"78465","expiration":"2023-11-16T21:50:09.535Z","svocld":"0527FOC6FEA4E31D0S"}
v 8 Local Storage
BTT_Collect {"value":"on","expires":"1700086620224"}
https://lpcdn.l dia.net . .
© nttps://lpcdnipsnmediane BTT_GUID_PV {'GUID":"531626447404975825" "cartValDOY":"318","cartVal""0" "ajaxCartVal™0, "ajaxCartValDOY":318}
@ https//cdnquantummetriccom | gr1 wep_collect {"value":"off" "expires":"1700087597031"}
@ https://www.homedepot.com BTT_X0siD {"value":"541756187758760199","expires":"1700087597031"}
v 8 Session Storage C12 {"value":"z_customer1%40b.org","expiry":"Thu, 14 Nov 2024 21:49:56 GMT"}
@ https://Ipcdn.Ipsnmedia.net C13 {"value":"Z%20CUSTOMER","expiry":"Thu, 14 Nov 2024 21:49:56 GMT"}
@ https://cdn.quantummetric.com checkoutPromptsDisplaylnfo {"orderld":"HD100066957768","cartTotal":"$25.94","cartCount":"2","image":"https://images.thdstatic.com/productimages/554a3f25-6...
customerConfiguration {"callCenterType":"ProOcc","chatEnabled":false, "eliteCallCenterNumber":"1-866-333-3551","eliteCallCenterSMSCode":"78465", "expira...
@ https://www.homedepot.com
devicolnfnl TrniCarac 16 deviral [acsiration™2 "wahnlDSinnartad sl

Filtering the results in the same screen by the Pro user ID “052F0C6,” the b2b-hf-dynamic-phone-number,
customerConfiguration, QM, and thd-membershipinformation cookies in the Local Storage area are shown below,
showing they all contain references to the identified user ID:
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E] @ SiteMap - The Home Depot X + v — O X

M
1l

& O B =W https//www.homedepot.com/c/site_map 80% T N

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

& @ You're shopping Delivering to o
§§ PI’O Longview 75670 Search by product, manufacturer part, or SKU number... ,O 8 zeo, tomer

All Products Specials & Offers Credit Services Rental Services Special Order Resource Center Lists Buy It Again Quotes Quick Add

Black Friday Savings All Month Long — Shop Now »

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor
Affilintn Dranram Rattarine Rathranm ldane Artifininl Rrace
(XY -I:I- Inspector Console [ Debugger N Network B Storage O e X
» B cache storage 7 0527F0C6 + c
v B Cookies Key B Value
@ https://cdn.quantummetriccom | b2b-hf-dynamic-phone-num...  {"phoneNumber":"1-800-525-5000","shortCode":"78465" "expiration":"2023-11-16T21:50:09.535Z","svocld":"0527FOC6FEA4E31D0S"}
@ https://www.homedepot.com customerConfiguration {"callCenterType":"ProOcc”, "chatEnabled":false, "eliteCallCenterNumber":"1-866-333-3551","eliteCallCenterSMSCode":"78465", "expira...
QM {"shouldLogResources"false,"s":"ca6fd6c3a3655f8b564f03af1e247b9c", "events™:[{"i":817,"v":"","t":1700084763838} {"i":-25,"v":"Cookie...

» E Indexed DB
thd-membershipInformation {"svoclD":"0527FOC6FEA4E31D0S","programTiers™[],"expireTime":1700128209617}

v 8 Local Storage
@ https://Ipcdn.Ipsnmedia.net
@ https://cdn.quantummetric.com
v 8 Session Storage
@ https://Ipcdn.Ipsnmedia.net
@ https://cdn.quantummetric.com

@ https://www.homedepot.com
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The Accused Instrumentalities also cause cookies to be stored in session storage (dsPersistedStorage).

5 | K siteMap - The Home Depot X + o _ 0 »

<« O B8 =W https//www.homedepot.com/c/site_map 80% T¢ 9 »

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

S @ You're shopping Delivering to -
@% PI’O Longview 75670 Search by product, manufacturer part, or SKU number... p 8 Zeo, tomer

Cart

All Products Specials & Offers Credit Services Rental Services Special Order Resource Center Lists Buy It Again Quotes Quick Add

Black Friday Savings All Month Long — Shop Now »

Home / Sitemap

Sitemap - The Home Depot

XY D Inspector Console [ Debugger N Network 8 Storage O e X
> 8 Cache Storage Y Filter Items + C B | Vriltervalues
v B Cookies Key B Value v Data
@ nttps://cdn.quantummetriccom _px 4946459675 cs id  21666eb1-8408-11ee-8492-7fc9b719abe0 dsPersistedStorage:"{"uds-{\"storeld\"...""cache-first"}}}"
@ https://www.homedepot.com L",\"userld\":\"Oef9f2a5—5b01—cb99—acc5—704abd40b8ac\",\"unique\":true,\"zipCo v Parsed Value

4 B Indexed DB GULP_TH2 [ v
v dsPersistedStorage:Object

=uds-{"storeld":"6545","key":"2zSR74pj5Rq6zDtHENHKA... |

isEnrolledinPerksPro... | true
v E Local Storage )
isEnrolledinPreferred... false

; i 4 roto__:Object
@ https://Ipcdn.lpsnmedia.net IpTabld 182102621 —proto__:Obj
@ nttps://cdn.quantummetriccom | NRgA SESSIONID | 30b911167946425¢c
@ https://www.homedepot.com perkCurrentTier $2.5K Tier
v B Session Storage perkProgramStartDate  2023-11-15T21:49:55Z
@ https://Ipcdn.Ipsnmedia.net perkProgramStatus ACTIVE
PIM-SESSION-ID B4asRIAUCYREVUoT

@ https://cdn.quantummetric.com

proTiersCurrentTierN... Member
https://www.homedepot.com
© htipsy/ P PXJTTOCPTY_pX_C_p.... O
PXJ770cP7Y_px_fp {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","P...

The dsPersistedStorage shows a value of “0ef9f2a5...”, showing that it contains the device ID in its userld field,
rather than the Pro user ID “052F0C6...” as seen in the Local Storage cookies above. (Enlarged from above):

dsPersistedStorage N'userld\":\"0ef9f2a5-5b01-cb99-acc5-704abd40b8ac\",\"un
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The Accused Instrumentalities may also cause additional cookies to be stored on a client device. For example, the
Accused Instrumentalities may cause cookies such as “QM” and “gpc” cookies (JSON data structures) to be stored in
Local Storage after a user logs in, and may store the same user ID value that is stored in the THD USER or
THD_CUSTOMER cookie.

As a fourth example, when a user clicks on the cart icon, the Accused Instrumentalities cause a THD CART cookie
(JSON data structure) to be stored in Local Storage. If the cart contains an item, or if a user adds an item to the cart,
the Accused Instrumentalities also cause a checkoutPromptsDisplayInfo cookie (JSON data structure) to be stored in
Local Storage. If the user is logged in, THD CART and checkoutPromptsDisplayInfo will store the same user ID
value that is stored in the THD USER (Personal Account) or THD CUSTOMER (Pro Account) cookie.

For example, a non-logged-in user viewing the homedepot.com site without visiting the user’s cart shows that no
THD CART cookie exists.
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=) S siteMap - The Home Depot X + v

(= © O B8 =Y https//wwwhomedepot.com/c/site_map w B S

#1 Home Improvement Retailer

Truck & Tool Rental For the Pro Gift Cards Credit Services Track Order Help

m My Account 8 ListsQ? Cart | Oitems -/

Store Finder
Delivering to

& \y You're shopping
75670 ‘ Search

RN A
N2 Longview v
> ’

@ OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Proje “ iials & Offers

Local Ad & Catalog

Create an Account

Home / Sitemap

@ Track Order

Sitemap - The Home Depot

L - . B o _ E= cards & Accounts —
(XY 'I:} Inspector Console [ Debugger N Network B Storage (i) Ij:l eee X
» B cache storage W THD 4+ C
» E Indexed DB thd3276851z-0 0
v 8 Local Storage thd3276851z-campaign {"value":"","expires":"1701379560644"}

@ https://lpcdn.Ipsnmedianet thd3276851z-campMedium {"value":"None","expires":1701379560644}
X thd3276851z-campSource {"value™:"Direct","expires":1701379560644}
@ https://cdn.quantummetric.com
thd3276851z-datacenter {"value":"Default","expires":"1701379560644"}

@ https://www.homedepot.com

» 8 Session Storage

Once the user visits their cart, the Accused Instrumentalities cause a THD CART cookie to be saved on the client

device, even without any items in the cart.
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=) @ The Home Depot - Shopping € X + v
& G O B8 =Y https//www.homedepot.com/mycart/home w 9 =
All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & Services Specials & Offers

Local Ad & Catalog

Your Cart

There's Nothing Here Yet

Missing products? Sign in to see your cart from a previous visit.

X ] &) Live Chat

(XY 'I:} Inspector Console [ Debugger N Network E Storage (i) |f|:|
» B Indexed DB W check +
v e Local Storage Key Bl Value
@ https://customer.homedepot.com QM {"shouldLogResources"false,"s":"e3be6e39e8dd3c2cfde198dc3a1726fb", "events™[{"i":"154","v":"Emeryville","t":"1701376194000"},{"i":"-25" "v":"Coo...
@ https://Ipcdn.Ipsnmedia.net THD_CART {"cart"{"promotionCode":"","cartAction":"","saveQuoteName":"","expressCheckout":false,"paypalExpress"false,"messagesModel":[{"shortDescriptio...

@ https://cdn.quantummetric.com

@ https://www.homedepot.com

@ https://www.paypal.com

4 E Session Storage

After logging in, the THD CART cookie is overwritten to add the user ID (0427EE...)
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E] @ The Home Depot - Shopping € X +

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Proje WelCome BaCk'

Local Ad & Catalog EE Account Dashboard

[%] Online Orders

Your Cart E's In-Store Orders

There's Nothing Hel = cards & Accounts

Over one million products eligible for fi

<« c O 8 =W https//www.homedepot.com/mycart/home w 5 =
Store Finder Truck & Tool Rental For the Pro Gift Cards Credit Services Track Order Help
You're shopping Delivering to
Longview 75670 v
N . .
O @ OPEN until 10 pm Search E My Account & Lists Q? Cart | 0 items -W.

ials & Offers

X ] &) Live Chat

> 'l:} Inspector Console [ Debugger N Network 8 Storage (=] m
» 8 Cookies W check +
v B Local Storage QM {"shouldLogResources"false,"s":"e3be6e39e8dd3c2cfde198dc3a1726fb", "events™[{"i":" 154", "v":"Emeryville","t":"1701376194000"},{"i":"-...
@ https://customer homedepot.com THD_CART {"cart":{"promotionCode":"","cartAction":"","saveQuoteName":"","userld":"0427EECDDDEFCD740S","expressCheckout":false,"paypal Expr...
@ https://Ipcdn.Ipsnmedia.net
@ https://cdn.quantummetric.com
@ https://www.homedepot.com
» E Session Storage
Expanded:
THD_CART {"cart":{"promotionCode":"","cartAction":"","saveQuoteName":"","userld":"0427EECDDDEFCD740S","
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The user may add an item to their cart — here, a lightbulb, by selecting “move to cart” option.

=) @ The Home Depot - Shopping ¢ X + o

1l

& C O 8 =R https://www.homedepot.com/mycart/home w b

_____ -_———————————

Over one million products eligible for free shipping.

Continue Shopping

Saved for Later (1) Remove Al

EcoSmart 60-Watt Equivalent A19 Dimmable Frosted Glass Filament LED Light Bulb Bright $11.98
White (4-Pack)

Qty: 1

@ Move to Cart | Save to Favorites = Remove

https://www.homedepot.com/mycart/home#

o> U Inspector Console [ Debugger N Network E Storage (im] |j:|

» B cookies V check + C

> 8 Indexed DB Key Bl Value

v B Local Storage oM {"shouldLogResources"false,"s":"e3bebe39e8dd3c2cfde198dc3a1726fb" "events™:[{"i":"154","v":"Emeryville","t":"1701376194000"},{"i":"-25","V...
@ https://customer homedepot.com THD_CART {"cart":{"promotionCode":"","cartAction":"cartToSfl","saveQuoteName":"","userld":"0427EECDDDEFCD740S", "expressCheckout"false, "paypalE...

@ https://Ipcdn.Ipsnmedia.net

@ https://cdn.quantummetric.com

@ https://www.homedepot.com
> B Session Storage

X ] &) Live Chat
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After adding a lightbulb to a user’s cart, the THD CART cookie is updated and other cookies are also created, such as
the checkoutPromptsDisplaylnfo cookie, which also contains the user ID value that is also present in THD_ USER.

) K The Home Depot - Shopping ¢ X + o

&~ C O 8 =R https://www.homedepot.com/mycart/home w |

Your Ord
Your Cart (1) pome A

Remove All ltems

Subtotal $11.98
Delivery FREE

Delivery

Sales Tax (determined in later step) -
75670 (1 item)

Total $1q8
[y Your Delivery Cost: FREE

at

Have a promo code? 5
v
2
-
EcoSmart 60-Watt Equivalent A19 $11.98 ) ) ©
Nimmahle Frasted (Glass Filament | FN h?ehvelry”fees are“calculatefj at m.e. If)\.Ne.St rlate Iavatlable. r—
O® 3 Inspector Console [ Debugger ¥ Network B Storage (=] ET.I eee X
» B cookies  0427EE + C
> 8 Indexed DB Key ol Value
v 8 Local Storage 0427EECDDDF1CD740U {"numberOfServiceAccounts™0,"timestamp”:1701384356661}

. . oM {"shouldLogResources"false,"s":"e3be6e39e8dd3c2cfde198dc3a1726fb" "events™[{"i":" 154", "v":"Emeryville","t":"1701376 194000} {"i":...
@ https://Ipcdn.psnmedia.net
THD_CART {"cart":{"promotionCode":"","cartAction":"sflToCart","saveQuoteName":

. ,"userld":"0427EECDDDEFCD740S","orderld":"HD100066957....
@ https://cdn.quantummetric.com

@ https://www.google.com

@ https://www.homedepot.com
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Expanded:

Key ol Value

0427EECDDDF1CD740U {"numberOfServiceAccounts™:0,"timestamp":1701384356661}

checkoutPromptsDisplayinfo  {"orderld":"HD100066957768","cartTotal":"$11.98","cartCount":"1","image":"https://images.thdstatic.com/productimages/554a3f25-6...
QM {"shouldLogResources":false,"s":"e3be6e39e8dd3c2cfde198dc3a1726fb", "events™:[{"i":" 154", "v":"Emeryville","t":"1701376194000"} {"i":...
THD_CART {"cart"{"promotionCode™:"" "cartAction":"sflToCart","saveQuoteName":"","userld":"0427EECDDDEFCD740S", "orderld":"HD100066957...

(=) ES The Home Depot - Shopping € X + v 0
& C O B =W hitpsy//www.homedepot.com/mycart/home ks ) =

Your Order

Your Cart (1) F Share

Remove All ltems Subtotal $11.98
Delivery FREE
Dellvery Sales Tax (determined in later step) -
75670 (1 item)
_ Total s11%
U} Your Delivery Cost: FREE
.
Have a promo code? (W]
S
-
EcoSmart 60-Watt Equivalent A19 $11.98 L ) =
Nimmahla Ernctad Mlace Filamant | EN hl?ehve:r){_fees arg_calculatefi a th? Ipyvgst r.ate Iaval.lable. [ —
O® O Inspector Console [ Debugger N Network [E) Storage O 4l - X
v B Local Storage T 0427ee 4+ Q@ BRI  Fitervalues

@ https://www.google.com Value v

@ https://www.homedepot.com 0427EECDDDF1C...  {"numberOfServiceAccounts":0,"timestamp":1701414809306} ¥ checkoutPromptsDisplayInfo:Object
orderld:"HD100066957768"
© i msive e iesizesc - | checkoutPrompts. | Corderld'HD100066957768" cartTotal'$11.98" cartCount™1" mage'¢ht... |

cartTotal:"$11.98"

) aM {"shouldLogResources"false,"s":"34e6714e0361f20752bc9128003d0fb0","event...
@ https://cdn.quantummetric.com cartCount:"1"
@ https:/lpcdn Ipsnmedianet THD_CART {"cart":{"promotionCode":"","cartAction":"sflToCart","saveQuoteName":"","userld":... image:*https://images.thdst..960wesd02-64_400pg"
customerld:"0427EECDDDEFCD740S"
@ https://www.sandbox.paypal.com
userld:"0427EECDDDF1CD740U"
L’ 8 Session Storage » _proto__:Object 4
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The THD CART cookie is a JSON data structure holding shopping cart related information, which is different from
the THD USER cookie’s base64 encoded string. When the user is logged in, the THD CART cookie and the
checkoutPromptsDisplayInfo also contains the same user ID seen in the decoded THD USER cookie (“0427EE...”)

The first cookie of the first type is stored in a first client device browser storage area and the second cookie of the
second type is stored in a second client device browser storage area different from the first client device browser
storage area. For example, as described above, the THD USER is a different type of cookie than the THD CART
cookie since at least THD USER is base64 encoded string and THD CART is a JSON data structure. THD USER is
also stored in the cookies area of the client device, whereas THD CART is stored in local storage.

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

6[b]. based at
least in part
on the
network
resource
request from
the client
device
corresponding
to the first
cookie of the
first type
caused to be
stored at the
client device
during the
first previous
network
session,

Home Depot, based at least in part on the network resource request from the client device corresponding to the first
cookie of the first type caused to be stored at the client device during the first previous network session, determines
information that was encoded and stored in the client device.

As described for element 6[a], any of the cookies in any of the three browser storage areas can be a first cookie of the
first type stored at the client device during the first previous network session. As one example, based at least in part on
the network resource request from the client device corresponding to any of the cookies stored in the Cookie Storage
area (“thda.u,” “THD_USER,” “THD USER _SESSION,” “THD_PERSIST,” “THD_CUSTOMER,”), the Accused
Instrumentalities’ one or more processors determine information that was encoded and stored in the client device
during a previous network session, such as whether a user has previously visited the site.

As a first example, based at least in part on the network resource request from the client device corresponding to any
of the cookies stored in the Cookie Storage area (“thda.u,” “THD_ USER,” “THD USER_ SESSION,”
“THD_PERSIST,” “THD CUSTOMER,”), Home Depot determines information that was encoded and stored in the
client device, such as a user ID or device ID.

For example, as shown in element 6[a], a network resource request from the client causes Home Depot servers to
determine information (such as a device ID (“0ef9f2a5...”)) that was encoded and stored in the thda.u cookie in the
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determining
information
that was
encoded and
stored in the
client device;
and

client device.

®© History v

£ Search history  Viewv

v (© Today

553,‘ The Home Depot

ﬂ Firefox Privacy N...

=) @ The Home Depot X +

O B 2R https//www.homedepot.com

PNy === You're shopping
;\ === Longview

@ OPEN until 10 pm

XY {:} Inspector

v E Cookies

Console

@ https://customel
@ about:srcdoc

edepo

@ https://cdn.quantummetric.com
@ https://Ipcdn.lpsnmedia.net
@ https://www.homedepot.com

» B indexed DB

v E Local Storage
@ about:srcdoc
@ https://cdn.quantummetric.com
@ https://customer.homedepot.com
@ https://Ipcdn.Ipsnmedia.net
@ https://www.homedepot.com

v B Session Storage
@ https://cdn.quantummetric.com
@ https://customer.homedepot.com

w

X Black Friday Savings Happe Now. End 11/29 >

Delivering to

75670 v ‘ Search

1%$2300 orr*

Select 4 pc. Kitchen Appliance Packages
Valid 11/1-11/29/2023.

%$900 orr

Select Washer & Dryer Sets
Valid 11/1-11/29/2023.

Bl 290w

V Filter Items

Name

Loviv
mbox
QuantumMe...
QuantumMe...
s_pers

s_sess

s_sq
THD_CACHE...
THD_CACHE...
THD_LOCALI...
THD_NR
THD_PERSIST
THD_SESSION
thda.m

thda.s

thda.u
thx_guid

O Debugger N Network 8 Storage

Value

YLLULEINLCIINL Ty UV VI TN

session#670de60d5db5415fb62a724cd8f12...

a92b22b03f514f6580adb65cd7ed9d57
b8e49b98b87190e41bb1573162e2b7dc

%205_nr365%3D1700015180880-New%7C1...
%20s_pv_pName%3Dhomepage%3B%20s._....

%5B%5BB%5D%5D

%257B%2522WORKFLOW%2522%253A%?2...

1

28071782225140056280210898850812205...

b2982b8c-9591-f7c5-ae40-f1dad8103f11
0ef9f2a5-5b01-cb99-acc5-704abd40b8ac
5d1be958f853915326b05d073ee31b64

Domain

SnicuspULCUTT
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com
.homedepot.com

customer.home...

Expires / Max-Age

U, 1 INUY 2uest Ve

Sun, 16 Nov 2025 02:...
Wed, 15 Nov 2023 03...
Thu, 14 Nov 2024 02....
Sat, 14 Nov 2026 02:2...

Session

Session

Mon, 07 Jul 2025 02:2...
Thu, 16 Nov 2023 02....
Thu, 14 Nov 2024 02:...
Thu, 16 Nov 2023 02....
Mon, 07 Jul 2025 02:2...
Thu, 16 Nov 2023 02....

Session

Session

Sat, 15 Nov 2025 02:2...
Thu, 19 Oct 2028 02:2...

— O X

f » =

@ - X
+ C

Last Accessed

VYSU, 10 INUY £V Ve

Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...
Wed, 15 Nov 2023 02...

For example, as shown in element 6[a], a network resource request from the client causes Home Depot servers to
determine information (such as a user ID) that was encoded and stored in the THD USER_SESSION cookie in the

client device.
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THD_USER_SESSION eyJzljoiMDQyNOVFQORERE... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
THD_USER eyJjdXNOb21IclR5¢cGUIOIIC...  .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
thda.m 2807178222514005628021... .homedepot.com Session
thda.s b2982b8c-9591-f7c5-ae40-... .homedepot.com Session
thda.u 0ef9f2a5-5b01-cb99-acc5-... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT

The THD USER_SESSION value includes data that is encoded in base 64. Decoding it provides the following result,
showing that the THD USER SESSION cookie includes a user ID.

{"s":"0427EECDDDF1CD740U:11eb45ac-aee7-4f9d-
b97¢c-933761f31e7b"{'u":"0427EECDDDF1CD740U},"i":"3WZWXXWhPx6P9iz
0sODBfFX3Als.*AAJTSQACMDIAAINLABXVNOJNbHIZYY90OZGxhQjFDQNRT
UE95S0VSdTA9AAROeXBIAANDVFMAAIMXAAIWMQ..*","c":"B2C","t":"0427E
ECDDDEFCD740S","v":1700018787584,"k":"y"}

For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to
determine information (such as a user ID) that was encoded and stored in the THD USER cookie in the client device.

THD_USER_SESSION eyJzljoiMDQyNOVFQORERE... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
THD_USER eyJjdXN0Ob21IcIR5cGUIOIIC... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
thda.m 2807178222514005628021... .homedepot.com Session
thda.s b2982b8c-9591-f7c5-ae40-... .homedepot.com Session
thda.u 0ef9f2a5-5b01-cb99-acc5-... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT

The THD USER value is encoded in base 64. Decoding it provides the following result, showing that the
THD_USER cookie includes the customer’s svocCustomerAccountld, logonld, and userld.
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{"customerType":"B2C","svocCustomerAccountld":"0427EECDDDEFCD740S"
,"logonld":"z_user1@b.org","userld":"0427EECDDDF1CD740U"}

For example, as shown in element 6[a], a network resource request from the client causes Home Depot servers to
determine information (such as a user email) that was encoded and stored in the THD PERSIST cookie in the client
device.

THD_PERSIST: "C12=z_user1@b.org:;
C12_EXP=1731554787:;C13=self;
C13_EXP=1731554787"

THD_SESSION: ™

For example, as shown in element 6[a], a network resource request from the client causes Home Depot servers to
determine information (such as a user ID) that was encoded and stored in the THD CUSTOMER cookie in the client
device.

{"s":"0527FOC6FEAC631D0U:b203c1c6-13ce-42b6-
b744-3cff7a1a01f8"|"u":"0527F0C6FEAC631D0U"|"i":"4mCgVUEmaxyRr78e5YWz6zwHzyY.*A
AJTSQACMDIAAINLABXjTkt5S2xxaiOnTIFXY2N2eHdNYjlyakNsUDg9AAROeXBIAANDVFMAAI
MxAAIwMQ..*""c":"B2B","g":"Contractors","t":"0527FOC6FEA4E31D0S","r":"ADMIN","v":17000
84996180,"k":"y"}

As a second example, a network resource request from the client causes Home Depot servers to determine information
(such as a userld or user email) that was encoded and stored in the Local Storage directly or within the C12 cookie in
Local Storage in the client device.
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v 8 Cookies v

BMy Account 2 Lists Q) cart | 0items 7
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v = O X
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8 - X
+ C

Value
0427EECDDDF1CD740U {"numberOfServiceAccounts"0,"timestamp":1700025994177}

» B indexed DB

_meta_enrichmentService_user_failure

{"value":"not found","expires":"2023-11-16T03:26:35.775Z"}

NRBA_SESSION
PXJ770cP7Y_px_fp

@ https://cdn.quantummetric.com

@ https://www.homedepot.com

- 8 Local Storage BTT_Collect {"value":"on","expires":"1700021754180"}
. BTT_GUID_PV {"GUID":"531626447404975825","cartValDOY":"318","cartVal":"0"}
@ https://lpcdn.lpsnmedia.net
BTT_WCD_Collect {"value":"off" "expires":"1700021754180"}
@ https://cdn.quantummetric.com ; .
BTT_X0siD {"value":"345589163605768860","expires":"1700021754180"}
) hitp OMedepot.co c12 {"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"} |
v E’ Session Storage Cc13 {"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
@ https://Ipcdn.lpsnmedia.net devicelnfo1 {"cpuCores":16,"deviceClassification":2,"webgl2Supported":true}

{"value":"9a3b89abad8b3869", "inactiveAt":1700021751767,"expiresAt":
{"PX31":"35.7501022554934" "PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274"" 17b9e238678e960ac4cbbfc58bd?2. ..

1700029513135, "updatedAt":1700019951935,"ses...

Enlarged (showing userld “0427EE...” and email “z user...” as the value of key C12):
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0427EECDDDF1CD740U
_meta_enrichmentService_user_failure
BTT_Collect

BTT_GUID_PV

BTT_WCD_Collect

BTT_XO0siD

Cc12

C13

{"numberOfServiceAccounts™0,"timestamp":1700025994177}
{"value":"not found","expires":"2023-11-16T03:26:35.775Z"}
{"value":"on","expires":"1700019732438"}
{"GUID":"531626447404975825","cartValDOY":"318","cartVal":"0"}
{"value":"off","expires":" 17000205956 12"}
{"value":"345589163605768860","expires™:" 17000205956 12"}
{"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
{"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}

As a third example, a network resource request from the client causes Home Depot servers to determine information
(such as a device ID stored in the userld field (“0ef9f2a5...”) that was encoded and stored in the dsPersistedStorage
within the Session Storage in the client device.
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=] & The Home Depot X -

O 8 =W https//www.homedepot.com

@ OPEN until 10 pm
v (O Today

Firefox Privacy N...
S The Home Depot

DRED » 0

n | ]
(XY -Ij Inspector Console [© Debugg
@ https://cdn.quantummetric.com  Filter |

» 8 Indexed DB dsPersist

@ https://Ipcdn.Ipsnmedia.net tag98547.

@ https://www.homedepot.com tag13827.

GPS_STAT.
v 8 Local Storage IpTabld
pTa
@ about:srcdoc PXJ770cP.

@https://cdn.quantummetric.com PXJ770cP...
@ https://customer.homedepot.com PXJ770cP...

@ https://Ipcdn.lpsnmedia.net qm_last_p...
@ https://www.homedepot.com gm_fastp...
m_store...
v 8 Session Storage ;
qm_store...
@ about:srcdoc
gmd

@https://cdnquantummetriccom QSI_Actio.

® History v X Black Friday Savings Happening Now. End 11/29 >

v = O X

w g » =

ivering to

- === You're shopping Del
£ Search history  Viewv R === Longview v 75670 v ‘Search

Bl 29w

er N Network a Storage
tems + C @Bl

® nhitps;//ipcdn.Ipsnmedia.net Value
© https://mwwhomedepotcom  PA46... 348dd962-835e-1Tee-B191-cF49bfIcc692

"\

"userld\"\"0ef9f2a5-5b01-cb99-acc5-704abd40b8ac\" \"unique\"| ¥ Parsed Value

.. gps access denied

667596662

0
{"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777...
1

https://www.homedepot.com/

1700017844317

Longview

6545

homedepot.com

.. {"AS_78122939":1700015181447,"AS_084Y1IruHbCTzG5"1700015...
@ https://customer.homedepot.com QSI_History {"BlurTime":2,"FocusTime":58}

-3
- |3

Y Filter values
v Data

dsPersistedStorage:"{"uds-{\"stor...che-first"}}}"

v
v dsPersistedStorage:Object
=uds-{"storeld":"1861","key":"2zSR74pj5Rq6z... |
=uds-{"storeld":"6545","key":"2zSR74pj5Rq6z... |
» _ proto__:Object

(Enlarged from above screenshot)

sl \"userld\":\"0ef9f2a5-5b01-cb99-acc5-704abd40b8ac\"
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The Accused Instrumentalities determine information that was encoded and stored in the client device. For example,
copying the cookies.sqlite database from [1] a first computer that stored cookies for a user who had logged in to
homdepot.com to [2] a second computer that had never before been used to visit homedepot.com, then visiting
homedepot.com on that second computer causes the Accused Instrumentalities to store, on the second computer, in the
“Local Storage” area, the cookies described previously, such as a cookie with a name that matches the user ID stored
in the THD USER or THD CUSTOMER cookie.

For example, as shown below, a second computer has an empty Local Storage folder. A cookies.sqlite database is then
copied from the first computer.

@ @ Welcome to Firefox x|+

C Q Search with Google or enter address.

@ History X
C Search history Viewv
T N S
~ @ Today /
[ Firefox Privacy Notice ¢ mozilla / firefox / zp2 i
Name - size Modified
- storage 4items 15:52
Bl chombnaits oitems 15:52
© activitystream.discovery_stream.json 38.7kB 16:05
™ N i " .
{ activity-stream.discovery_stream json.tmp 38.7kB 16:05
default  : Q 83 v
| © addonsjson 1.0kB 16:08

i | addonStartup.json.lzd 6.1KkB 15:52
~ AlternateServices.txt 759 bytes 16:02
) broadcastisteners.json 216 bytes 16:00

cert9.db 220.4k8 16:02
compatibility.ini 199 bytes 15552
Folderis Empty

€ containers json 939 bytes 15:52

content-prefs.sqlite 229.4kB 15:52

. cookies.sqlite

cookies_empty.sqlite 98.3kB 15:52
“cookies.sqlite” selected (524.3 kB)

After the cookies.sqlite database is transferred, when the user visits homedepot.com, the Accused Instrumentalities
cause cookies to be downloaded in the local storage such as the user ID key of the user on the first computer
(“0427EE...”).
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@ SiteMap - The Home Dep x = +

« - C U 8 =W https://www.homedepot.com/c/site_map

#1 Home Improvement Retailer

§ == You're shopping Delivering to
S Longview v 75670
© OPEN until 10 pm v

1
Home /_Sitemap Welcome Back!

B @ G { mozilla / firefox / zp2 | Q 88 | v

1]
1]

( ) p2 / storage / default | : Q 8 v

Name ~ Size Modified Name v Size Modified

-https+++cdn,quantummetric.com"partitionKey=%28https... Oitems 16113 ¥ .storage pltems 552

. https+++customer.homedepot.com Oitems 16111 ¥ . Bimninelt Ol B

activity-stream.discovery_stream.json 38.7kB 16:11

Bl riees++ipcdn. dia.netApartitionKey="%28https%2C... 0items 611 % || ©

©| addonsjson 1.0kB 16:08

https+++www.homedepot.com Y
¥
i | addonStartup.json.lz4 6.7kB 16:11
ttps+++www.homedepot.com” selected (containing 1item) .
acy & fa AlternateServices.txt 4.5kB 16:21
® O inspector ) Console [ Debugger 1 Network €
) E; dexed 08  Filter ltems © | broadcast-listeners.json 216 bytes 16:16
Indexe
~ B Local storage o Volue )
© htpsifipcdnipsnmedionet  0427EECODDFICDTA0U  (numbel certo.db 229.4kB G2
| _meta_enrichmentServ... {"value"
@ hitps:jcinquantummetriceom "dedsect compatibility.ini 199 bytes 15:52
ajs_user_id null I
~ B sessionstorage :':"ci’lfdfmmm’" ?'v ed | ©] containers.json 939 bytes 15:52
@ nttps/fipcdn.psnmedia.net Collec sney —
BTT_GUID_PV {GuID":
© hutpsiffedn.quantummetric.com BTT_WCD_Collect {value™ content-prefs.sqlite 229.4kB 16:11
@ nhtps:/fwwwhomedepot.com BT XosiD {value™
cookies.sqlite 524.3kB 16:21
i1t | cookies.sqlite-wal 557.5kB 16:22
cookies_empty.sqlite 98.3kB 15:52
“extensions” selected (containing 2 items)

(Enlarged from above)
=] Local Storage

A hirnc//lardn lnenmadia nak 0427EECDDDF1CD74OU

Key

This shows that the Accused Instrumentalities are able to determine information that was encoded and stored in the
cookies.sqlite database (Cookies storage area) with no other information.
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Similarly, copying cookies from a logged in Pro Account user to a second computer shows the presence of the
THD_CUSTOMER user ID in both Local Storage and Session Storage.

@ &l siteMap-The Home Dep X = + v

O 8 =8 https

//www.homedepot.com/c/site_map

Explore Features | Need Help? | Call 1-866-333-3551 or Text 78465

xt 784
@PI’O Longview 75670 Search by product, manufacturer part, or SKU... p 8 e

(@ O Inspector () Console (O Debugger 1) Network [5] Storage
- B Cache Storage [ 7 THD_CU +

v B Cookies Name Value Domain Expires [ Max-Age Last Accessed

@ https: ,’/cdnvquantummetnc.corrl THD_CUSTOMER eyJzljoiMDUyNOYwQzZGRUFDNjMxRDBVOmMIyMDNjMWM2LTEZY2UENDJiNi1iNzQOLTNjZmY3... .homedepo... Thu, 14 Nov 2024 2... Thu, 16 Nov 2023 0...

@ https://www.homedepot.com

» B Indexed DB
v B Local Storage

@ https://lpcdn.lpsnmedia.net
@ https://cdn.quantummetnc.com

@ https:/fwww.homedepot.com

v B Session Storage
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User ID in Local Storage:

@ B siteMap-The Home Dep X = + N7
&« c O B8 W https://www.homedepot.com/c/site_map w 9 =

Explore Features | Need Help? | Call 1-866-333-3551 or Text 78465

L (URORE TR Rl o -1 o procict manuiacturer par, or SKU.. L
6égpru Longview 75670 Search by product, manufacturer part, or SKU... [i§ @] 8 Dol omer

W O Inspector Console [ Debugger N Network [ Storage
» B cache storage 7 0527F0C +

» E Cookies Key o Value

> E Indexed DB b2b-hf-dynamic-phone-n... ' {"phoneNumber":"1-866-333-3551","shortCode":"78465" "expiration™"2023-11-17T00:41:02.377Z'}"svocld":"0527FOC6FEA4E31D0S"}
- E Local Storage customerConfiguration {"callCenterType":"ProOCC","chatEnabled™:false,"eliteCallCenterNumber":"1-866-333-3551", "eliteCallCenteraMocode . 78465 , expiration”:"2023-11-23T0...
QM {"shouldLogResources":false,"s":"79ab544cd3261b83b4127c73436efdeb","lastUrl":{"hash":™,"host":"www.homedepot.com”,"hostname":"www.homedepot...
thd-membershiplnforma...I ("svccID":"OSZ?FOCGFEMEBlDOS",‘I:rogramTiers':[("tier":'d3c70f2d-10bc446c0-946a-193a957880f4”,'program“:"2"),('tier":"5f596644-94574f0c-8c54-1db..A

@ https://lpcdn.lpsnmedia.net

@ https://cdn.quantummetric.com

@ https://www.homedepot.com

» E Session Storage

Enlarged:
["svocID™:"0527FOC6FEA4E31D0S"
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User ID in Session Storage:

@ | EjsiteMap-The Home Dep X | + N

&« C U B8 #=W https://www.homedepot.com/c/site_map w ® 9 =

Explore Features | Need Help? | Call 1-866-333-3551 or Text 78465

@Pro O oz [ ETRENEIRETN O] 8 i
&N PI‘O Longview 75670 Search by product, manufacturer part, or SKU... ,O 8 G CUSTOTeT

W O Inspector Console [ Debugger P Network [F Storage B g - X
» 8 Cache Storage Y Filter Items + el
v e Cookies Bl Value

@ https://cdn.quantummetric.com _px_4946459675 c... 1cd22971-841c-11ee-bd12-c9e523877ael

@ https://www.homedepot.com |dsPersistedStorage {"uds-{\"storeld\":\"6545\",\"key\":\"2zSR74pj5Rq6zDtHENHkAScT4RWSslOpg\",\"dataSource\":\"rv_homepage_rr\",\"userld\":\"0527FOC6FEA4E31D0S\" \"unique\...
ISENTONEAINPETKSP .. | true

» e Indexed DB
isEnrolledinPreferr... | false

IpTabld 2894454862

@ https://lpcdn.lpsnmedia.net perkCurrentTier $2.5K Tier

@ https://cdn.quantummetric.com perkProgramStart... 2023-11-15T21:49:55Z

@https://www.homedepot,com perkProgramStatus  ACTIVE

proTiersCurrentTie... Member

PXJT70cPTY_px_c_... 0

PXJT70cPTY_px_fp {"PX317:"35.73774025589228","PX32":"623c9ce91116d62a452331384f2d6dca","PX274":"08b20b 192159 14fade799afe7c255¢38","PX275" true,"PX441":[],"PX276...
@ https://cdn.quantummetric.com PXJT70cPTY_px_nfsp 1

@ https://www.homedepot.com [LINMERSEL https://www.homedepot.com/c/site_map

qm_last_period 1700097140212

v 8 Local Storage

v E Session Storage
@ https://lpcdn.lpsnmedia.net

Enlarged:
dsPersistedStorage  "userld\":\"0527F0C6FEA4E31DOS\"

The value in the cookies was encoded and stored in the client device. For example, the value in at least the
THD_ USER, THD USER SESSION, and THD CUSTOMER cookies is stored in base64 encoded format, as
described above.
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THD_CUSTOMER: "eyJzljoiMDUyNOYwQzZGRUFDNjMxRDBVOmIyMDNjMWM2LTEzY2UtNDJiNi1iNzQOLTNjZmY
3YTFhMDFmOCIsInUiOilwNTI3RjBDNKZFQUM2MzFEMFUILCpljoiNG1DZ1ZVRW TheHIScjc4Z
TVZV302endlenlZLipBQUpUU1FBQO1ESUFBbESMQUJ4alRrdDVTMnh4YWkSbIRsRIhZMk4yZU
hkTligbHIha05zVURNOUFBUjBIWEJsQUFORFZGTUFBbE14QUFJdO1RLi4qliwiYyl6lklyQilsimciOi
JDb250cmFjdGYycylsInQiOilwNTI3R]BDNKZFQTRFMzFEMFMILCJyljoiQURNSU4ILCI2ljoxNzAW
MDg0OTk2MTgwLCJrljoieS)9.Baafe 1K2KXN5TO1Ecys6)wleL CReRpvBDy--
4_8HN29Y8YmZ8ewliZPPjuHH45RqEMb2EURNf_MpszDWwJUacQjlmX0bdemR4hDtf10ByrHW
UjygKSmwpO8bh1alZKKmM8ugrjXK7tnS1BPzid6qlf4AhMWtMeGw17wbQvimjxaA"

As an additional example, in browsers such as Chrome, cookies are stored in encrypted format. When Chrome is in
use, Chrome decrypts the cookies so that they can be used normally, which is why the cookie values are viewable in
the Chrome browser debugger tool. In contrast, the cookie names are viewable in the cookies database, but the values
are not; instead, the values are stored in encrypted format, in the “encrypted value” column, and shown as “BLOB”.
For example, the “THD_ USER” cookie data is viewable in the Chrome debugger tool, but is encrypted in the Chrome
cookies database. In the example below, the Chrome browser stores cookies in a sqlite database named “Cookies”
and stored at C:\Users\z1\AppData\Local\Google\Chrome\User Data\Default\Network\.
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As another example, Chrome stores “Local Storage” data in encoded format on the client, so that it is viewable when

{8 DB Browser for SQLite - C:\Users\z1\AppData\Local\Google\Chrome\User Data\Default\Network\Cookies (]
Database Structure Browse Data Edit Pragmas Execute SQL
Table: -] cookies v B * B &8 B B8 #“ @& B Filterin any column
host_key name value encrypted_value
lFHter THD (x] IFHter |Fi|ter Edit Database Cell
4 .homedepot.com THD_SESSION
5  .homedepot.com thda.u Rete Binary =B BB @@L
6  homedepot.com THD_SSUL_LOG_TOKEN 0000 76 31 30 12 68 96 38 e6 3e 0 7c d
7 .homedepot.com THD_SSUI_TOKEN 0010 68 77 59 31 3d 0d 89 78 23 5b 2d 2
0020 fb 2 b 28 59 7¢ 14 0 0 b5 b
8  .homedepot.com THD_FORCE_LOC 208 | |Aasa 2 s enee e el
9 .homedepot.com THD_LOCALIZER
10 .homedepot.com THD_PERSIST Type of data currently in cell: Binary Apply
213 byte(s)
11 .homedepot.com THD_TMX_CACHE
12 .homedepot.com THD_USER BLOB
13 .homedepot.com THD_USER_SESSION
14  .btttag.com 'thd3276851z-BrowserVersion
K| 4d4-150f15 > M Go to: 1
UTF-8
@ Network . O
Folder Tree QA 8 X [GHONON » _ » o x]|O© G ®E < Google > Chrome > User Data > Default > Network ¥
Google Name = Size Type M| Name = Size Type Modified — Attr
Chrome [ ] Cookies 76 KB File Today 1:45PM -a-——--
User Da.ta 0 Cookies-journal 0 bytes File Today 1:45PM -a-----
AutofillStates [] Network Persistent State 27.9 KB File Today 1:45PM -a-----
BrowserMetric 0O NetworkDataMigrated 0 bytes File 11/19/2023 540PM -a-----
CertificateRev [ Reporting and NEL 84 KB File Today 145PM -a---—-
CommerceHe — 0O Reporting and NEL-journal 0 bytes File Today 1:45PM -a-----
component_c Is |+ Network [+
Crashpad
I

using the Chrome debugger tool but is not viewable by a normal user outside of the debugger tool.

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these

infringement contentions once such information is made available to Plaintiff.
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o[c].
performing a
first
identification
of at least one
of the client
device and a
user of the
client device
using the first
cookie of the
first type,
wherein the
first
identification
is performed
using the first
cookie of the
first type at
least in part
by using the
determined
information
that was
encoded and
stored in the
client device;
and

Home Depot performs a first identification of at least one of the client device and a user of the client device using the
first cookie of the first type, wherein the first identification is performed using the first cookie of the first type at least
in part by using the determined information that was encoded and stored in the client device.

As described above, a “first” cookie may be any of the cookies stored in Cookies, Local Storage, or Session Storage.
The Accused Instrumentalities perform a first identification of at least one of the client device and a user of the client
using, for example, a stored user ID or user email.

For example, the thda.u cookie identifies at least one of the client device and a user of the client using a device ID
(“0ef91f2a5...”)) that was encoded and stored in the thda.u cookie in the client device.

The value of the thda.u cookie in the Cookies storage area identifies the device, and remains the same before any user
logs into homedepot.com on a browser, after a user logs in to a user account, after a user logs out, and after a user logs
in to a second, Pro user account.
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ﬁ @ The Home Depot

® History v

O Search history  Viewwv

R =

v @ Today
m Firefox Privacy N...

X+

You're shopping
Longview
@ OPEN until 10 pm

O 8 =W https//www.homedepot.com

X Black Friday Savings Happening Now. End 11/29 >
Bl 290w

Delivering to
75670 v

w

‘ Search

— O X

»

ch

%5900 orr

Select Washer & Dryer Sets
Valid 11/1-11/29/2023.

1052300 oFr+

F The Home Depot

Select 4 pc. Kitchen Appliance Packages
Valid 11/1-11/29/2023.

Ky 'C} Inspector Console [ Debugger N Network e Storage O e X
v B Cookies Y Filter Items + C
@® https://customer.homedepot.com [ENEUS Value Domain Expires / Max-Age Last Accessed
v YELULINELIINL Ty Uy VIZ TN SIVHISUSPULLUIT 111U, 15 INUV €UE Ul WY, 10 1NOY €UED U
@ about:srcdoc .
mbox session#670de60d5db5415fb62a724cd8f12... .homedepot.com  Sun, 16 Nov 2025 02:... Wed, 15 Nov 2023 02...
@ nttpsy/cdn quantummetric.com QuantumMe... a92b22b03f514f6580adb65cd7ed9d57 ‘homedepot.com  Wed, 15 Nov 2023 03... Wed, 15 Nov 2023 02...
® nttpsy//pcdn.psnmedia net QuantumMe... b8e49b98b87190e41bb1573162e2b7dc ‘homedepot.com  Thu, 14 Nov 2024 02:... Wed, 15 Nov 2023 02...
@ https://www.homedepot.com s_pers %20s_nr365%3D1700015180880-New%7C1... .homedepot.com  Sat, 14 Nov 2026 02:2... Wed, 15 Nov 2023 02...
» B Indexed DB s_sess %20s_pv_pName%3Dhomepage%3B%20s_... .homedepot.com  Session Wed, 15 Nov 2023 02...
[ 0, 0 O, i
- B Local Storage s.sq %5B%5BB%5D%5D .homedepot.com  Session Wed, 15 Nov 2023 02...
THD_CACHE... .homedepot.com  Mon, 07 Jul 2025 02:2... Wed, 15 Nov 2023 02...
@ about:srcdoc
THD_CACHE... .homedepot.com  Thu, 16 Nov 2023 02.... Wed, 15 Nov 2023 02...
@ nttpsy//cdn.quantummetriccom i | Al 0257892522 WORKFLOWS625229253A%2.  homedepot.com  Thu, 14 Nov 2024 02:.. Wed, 15 Nov 2023 02..
® nttpsy//customerhomedepot.com THp_NR 1 ‘homedepot.com  Thu, 16 Nov 2023 02.... Wed, 15 Nov 2023 02...
@ https://Ipcdn.lpsnmedia.net THD_PERSIST .homedepot.com  Mon, 07 Jul 2025 02:2... Wed, 15 Nov 2023 02...
® nttps://mww.homedepot.com THD_SESSION .homedepot.com  Thu, 16 Nov 2023 02:... Wed, 15 Nov 2023 02...
. thda.m 28071782225140056280210898850812205... ' .homedepot.com  Session Wed, 15 Nov 2023 02...
v B Session Storage
. thda.s b2982b8c-9591-f7c5-ae40-f1dad8103f11 .homedepot.com  Session Wed, 15 Nov 2023 02...
@ https://cdn.quantummetric.com
thda.u 0ef9f2a5-5b01-cb99-acc5-704abd40b8ac .homedepot.com  Sat, 15 Nov 2025 02:2... Wed, 15 Nov 2023 02...
@ nttpsy/customer homedepot.com thx_guid 5d1be958f853915326b05d073ee31b64 customerhome... | Thu, 19 Oct 2028 02:2... Wed, 15 Nov 2023 02...

For example, the THD USER cookie identifies at least one of the client device and a user of the client using any of a
svocCustomerAccountld, logonld, and user ID that was encoded and stored in the THD USER cookie in the client

device.
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{"customerType":"B2C","svocCustomerAccountld":"0427EECDDDEFCD740S"

,"logonld":"z_user1@b.org","userld":"0427EECDDDF1CD740U"}
For example, the

THD USER SESSION cookie identifies at least one of the client device and a user of the client using the same user
ID value that is stored in the THD USER cookie (here, “0427EECD ...”) that was encoded in base64 format and
stored in the THD USER_SESSION cookie in the client device.

{"s":"0427EECDDDF1CD740U:11eb45ac-aee7-4f9d-
b97¢c-933761f31e7b","u":"0427EECDDDF1CD740U","i":"3wZWXxWhPx6P9iz
0sODBfFX3Als.*AAJTSQACMDIAAINLABXVNOJNbHIZYYy90ZGxhQjFDQNRT
UE95S0V5dTASAAROeXBIAANDVFMAAIMXAAIWMQ..*" "c":"B2C","t":"0427E
ECDDDEFCD740S","v":1700018787584,"k":"y"}

For example, the THD PERSIST cookie identifies at least one of the client device and a user of the client using a user
email that was encoded and stored in the THD PERSIST cookie in the client device.

THD_PERSIST: "C12=z_user1@b.org;
C12_EXP=1731554787:;;,C13=self;
C13_EXP=1731554787"

THD_SESSION: ™

For example, the THD CUSTOMER cookie identifies at least one of the client device and a user of the client using a
user email that was encoded and stored in the THD CUSTOMER cookie in the client device.
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{"s":"0527FOC6FEAC631D0U:b203c1c6-13ce-42b6-
b744-3cffra1a01f8"|"u":"0527FO0C6FEAC631D0U"|"i":"4mCgVUEmaxyRr78e5YWz6zwHzyY.*A
AJTSQACMDIAAINLABXjTkt5S2xxaiOnTIFXY2N2eHdNYjlyakNsUDg9AAROeXBIAANDVFMAAI
MxAAIwMQ..*" "c":"B2B","g":"Contractors","t":"0527FOC6FEA4E31D0S","r":"ADMIN","v":17000
84996180,"k":"y"}

As a second example, the user ID key that was encoded and stored in the Local Storage directly (as key 0427EE...) or
the C12 cookie that was encoded and stored in the Local Storage identifies at least one of the client device and a user
of the client using a user ID or user email stored in the client device. Further, if the user is logged in with a Pro
Account, the C13 cookies stores the user’s login name (see 6[a]).

Enlarged (showing userld “0427EE...” and email “z user...” as the value of key C12):

Value
0427EECDDDF1CD740U {"numberOfServiceAccounts":0,"timestamp":1700025994177}
_meta_enrichmentService_user_failure  {"value":"not found","expires":"2023-11-16T03:26:35.775Z"}
BTT_Collect {"value":"on","expires":"1700019732438"}
BTT_GUID_PV {"GUID":"531626447404975825","cartValDOY":"318","cartVal":"0"}
BTT_WCD_Collect {"value":"off","expires":"1700020595612"}
BTT_XO0siD {"value":"345589163605768860","expires™:"1700020595612"}
C12 {"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
C13 {"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}

As additional examples, the userID that is stored in the THD CUSTOMER cookies is also stored in the thd-
membershipinformation, b2b-hf-dynamic-phone-number, and customerConfiguration cookies in Local Storage.

As additional examples, the userID that is stored in the THD USER or THD CUSTOMER cookies is also stored in
the THD CART and checkoutPromptsDisplayInfo cookies in Local Storage when, for example, a user is logged in
and has an item in the user’s cart.
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As additional examples, the userID that is stored in the THD USER or THD CUSTOMER cookies may also be
stored in QM and gpc cookies in the Local Storage area.

As a third example, the dsPersistedStorage cookie within the Session Storage identifies at least one of the client
device and a user of the client using a device ID (“0ef9f2a5...”) that was encoded and stored in the dsPersistedStorage
cookie within the Session Storage in the client device. The value of the dsPersistedStorage cookie in session storage
identifies the device by including the same value as the thda.u cookie when, for example, no user is logged in to
homedepot.com. In other situations, such as when a user is logged into homdepot.com, the value of the
dsPersistedStorage cookie instead includes the same value as the THD USER or THD CUSTOMER cookie, and
identifies the user of the device.

EESEEel \"userld\"\"0ef9f2a5-5b01-cb99-acc5-704abd40b8ac\"

As the user is recognized through information present in any of the cookies that track a user ID or a device ID, by the
Accused Instrumentalities’ servers, the user will see a “Welcome Back!” message displayed. Here, the Accused
Instrumentalities recognize the user by at least one of THD USER SESSION or THD USER.
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@ K siteMap-TheHome Dep x | +

« > C O 8 =W https://www.homedepot.com/c/site_map

#1 Home Improvement Retailer

=== You're shopping Delivering to
= Longview v 75670 Search m A& C
v

© OPEN until 10 pm

|
Home / Sitemap Welcome Back!

Sitemap - The Home Depot 88 Account Dashboard

About Home Depot E Online Orders
Affiliate Program

Careers E|$ In-Store Orders
Corporate Info

Home Decorators

Home Depot App

Home Depot Credit Card
Home Depot Foundation Military Discount

Home Depot Gift Card

Gift Ideas

Investor Relations

Privacy & Security Statement

® {3 Inspector () Console [ Debugger TN Network [ Storage B 0] - X

» 6 Cache Storage Y Filter ltems + cl
v E Cookies Name Value Domain Expires / Max-Age Last Accessed
THD_SESSION .homedepo... Thu, 16 Nov20230... Thu, 16 Nov20230...
THD_SSUI_LOG_TOKEN  eyJhbGciOiJkaXIiLCJIbmMiOiJBM;... .homedepo... Wed, 15 Nov 2023... Wed, 15 Nov 2023 ...
THD_SSUI_TOKEN eyJhbGciOiJkaXIiLCJIbmMiOiJBM;... .homedepo... Wed, 15 Nov 2023 ... Wed, 15Nov 2023 ...
» B indexed DB THD_TMX_CACHE nKGEE3Yrx5QLMQE-wScGh9xgSYjp... .homedepo... Thu, 16 Nov20230... Thu, 16 Nov 2023 0...
v e Local Storage THD_USER_SESSION eyJzljoiMDQYNOVFQOREREYXQOQ... ' .homedepo... Thu, 14 Nov 2024 0... Thu, 16 Nov 2023 0...
THD_USER eyJjdXNOb21(cIR5cGUIOIJCMKMILC... .homedepo... Thu, 14 Nov 2024 0... Thu, 16 Nov 2023 0...
thda.m 2807178222514005628021089885...  .homedepo... Session Thu, 16 Nov 2023 0...
© hteps/jecn.quantummetriccom . o db7bad46-1d2c-c78b-d19d-3060bd... homedepo... Session Th, 16 Nov 20230...
® https://www.homedepot.com  thda.u 0ef9F2a5-5b01-cb99-acc5-704abd4... .homedepo... Sat, 15 Nov20250... Thu, 16 Nov 2023 0...

Cards & Accounts

Profile

@ https://cdn.quantummetric.col

@ https://www.homedepot.com

@ https://lpcdn.lpsnmedia.net
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Enlarged:

v @ Cookies Name Value Domain

@ https://cdn.quantummetric.conf THD_SESSION ‘homedepo...

THD_SSUI_LOG_TOKEN ' eyJhbGciOiJkaXIiLCJIbmMiOiJBMj... .homedepo...

@ https://www.homedepot.com . . . .
THD_SSUI_TOKEN eyJhbGciOiJkaXIiLCJIbmMiOiJBM;... .homedepo...
4 @ Indexed DB THD_TMX_CACHE nkGEE3Yrx5QLMQE-wScGh9xgSYjp... .homedepo...
4 @ Local Storage THD_USER_SESSION eyJzljoiMDQYNOVFQOREREYxQO0Q... |homedepo...
@ httos://locdn.losnmedia.net THD_USER eyJjdXNOb21lclR5cGUiOIJCMKMILC... |.homedepo...

As an additional example showing that the Accused Instrumentalities identify a device using information stored on the
device, when a user logs in to a device, the Accused Instrumentalities send an email to the user’s email account if the
Accused Instrumentalities determine that the user has logged in using a device that the user has not previously used
for logging in to homedepot.com. An example of such an email is shown below.
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How doers
I\ get more done.

Did you sign in to your account?

We noticed a sign-in to your account from a device we don’t recognize. If this

was you, no further action is needed.

When: November 14, 4:44 PM

Where: near San francisco, CA

If this was not you, reset your password and review your account for
unauthorized activity.

Reset Password

Why did | get this email?

We'll always notify you when there is a sign-in to your Home Depot account
from an unrecognized device to help protect you from unauthorized activity.

Visit your Security & Password page to review sign-in activity and manage

security features.

How doers
(N get more done.

Please do not reply to this automated message.

X o f 0@ m

Privacy & Security Return Policy Customer Service

© 2023 The Home Depot Product Authority, LLC. All right reserved.
2455 Paces Ferry Rd SE, Atlanta, GA 30339
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The Accused Instrumentalities may also identify users and devices with other cookies not specifically identified here
or by using cookie-less methods.

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

o[d].
performing a
second
identification
of at least one
of the client
device and the
user of the
client device
using the
second cookie
of the second

Home Depot performs a second identification of at least one of the client device and the user of the client device using
the second cookie of the second type.

The “second” cookie can be any of the cookies described above if the “second” cookie is stored in a different location
than the “first” cookie. So, for example, if the THD USER cookie or another cookie stored in the “Cookies” storage
area is the “first” cookie, the “second” cookie may be any of the cookies stored in the “Local Storage” area or the
“Session Storage” area. Similarly, if the C12 or another cookie stored in the “Local Storage” area is the “first”
cookie, the “second” cookie can be any of the cookies stored in the “Cookies” area or the “Session Storage” area.

For example, as discussed in limitation 6[c], the Accused Instrumentalities identify a client device or a user of the
client device using:
1. cookies stored in the Cookies” storage area, such as “thda.u,” “THD USER,” “THD USER SESSION,”

type; and “THD_PERSIST,” or “THD_CUSTOMER;”
2. cookies stored in the “Local Storage” area, such as C12 or the user ID key; and
3. cookies stored in the “Session Storage” area, such as the dsPersistedStorage cookie.
The Accused Instrumentalities may also identify users and devices with other cookies not specifically identified here
or by using cookie-less methods.
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.
6[¢]. Home Depot performs a determination based at least in part on (1) a presence of a network resource request associated
performing a | with one of the first cookie and the second cookie, and (2) an absence of a network resource request associated with
determination | the other of the first cookie and the second cookie.
based at least
in part on (1)
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a presence of
a network
resource
request
associated
with one of
the first
cookie and
the second
cookie, and
(2) an absence
of a network
resource
request
associated
with the other
of the first
cookie and
the second
cookie.

When a user visits homedepot.com, a presence of a network resource request associated with one of the first cookie
and the second cookie can be identified by, for example, examining the cookies described in elements 6[c] and 6[d],
any of which can be the “first” or “second” cookie for the reasons explained in element 6[c].

The Accused Instrumentalities perform determinations such as:

1. Determining whether a current user who is not logged in is the same user who was previously logged in.
Such a determination may be based on the presence of a network resource request associated with a cookie that
identifies a device stored in one of the Cookies, Local Storage, or Session Storage browser areas and the absence of a

network resource request associated with a cookie that identifies a logged-in user stored in a different area than the
first cookie.

After logging in to homedepot.com and then logging out, certain cookies continue to contain information that
identifies a user. For example, if the THD USER cookie (for a Personal Account) or THD CUSTOMER cookie (for
a Pro Account) stored in the Cookies storage area is deleted, the previously-logged in user’s user ID values and email
address (which may also be used as a user ID) continue to be stored in Local Storage. Similarly, the value of the
thda.u cookie, which contains a device ID, does not change regardless of whether a user is logged in or not.

For example, the cookies of a Personal Account user are shown below while logged in.
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5 | K SiteMap - The Home Depot X | + o - - B

<« O B8 =R hitps//www.homedepot.com/c/site_ map 80% % & » =

Cards & Accounts ePro  Gift Cards  Credit Services

Track Order  Help
Delivering to
75670

JERY  You're shopping

B .
Longview v Military Discount

‘ What can we help you find today? }My Account 2 Lists ) cart|2items 7

i v
© OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware Specials & Offers Local Ad & Catalog

Home / Sitemap

=
B

DIY Projects & Ideas P A Profile
Q  Product Lists
o}

Sitemap - The Home Depot

Security & Password

About Home Depot Electrical Home Projects & Ideas w

@ httpsy/Ipcdnlpsnmedia.net
@ hitpsy/cdn.quantummetric.com

@ httpsy//wwwhomedepot.com

» B Indexed DB
» B Local storage

» B session storage

THD_MCC_TOKEN
THD_NR

THD_PERSIST
THD_SESSION
THD_SSUI_LOG_TOKEN
THD_SSUI_TOKEN
THD_TMX_CACHE
THD_TRANSACT
THD_USER_SESSION

THD_USER eyJjdXNOb21IcIRScGUIOIIC... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT  Wed, 15 Nov 2023 20:21:23 GMT
thdam 2807178222514005628021... .homedepot.com Session Wed, 15 Nov 2023 20:21:23 GMT
thdas b2982b8c-9591-7¢5-aed0-... .homedepot.com Session Wed, 15 Nov 2023 20:21:23 GMT
thda.u £92a5-5b01-cb99-acc5-... m Sat, 15 Nov 2025 02:25:12 GMT _ Wed, 15 Nov 2023 20:21:23 GMT

eyJhbGciOiJkaXIiLC)IbmMi...
1
C6%3d%7b%2211%22%3a...

eyJhbGciOiJkaXIiLC)IbmMi..
JhbGeiOikaXliLC/bmMi

homedepot.com
homedepot.com
homedepot.com
homedepot.com
‘homedepot.com

m

nkGEE3YnGQLMQE-wSCGh...

d1726467-8c02-435f-94b2...

eyJzljoiMDQYNOVFQORERE...

~homedepot.com
homedepot.com

‘homedepot.com

Affliate Program Batteries Bathvoom deas % Sign Out
® O Inspector () Console [ Debugger N Network [ Storage B - X
» B cache storage ¥ Filter Items + C
+ B cookies Name Value Domain Expires / Max-Age Last Accessed

Wed, 15 Nov 2023 06:16:16 GMT
Thu, 16 Nov 2023 02:25:11 GMT
Tue, 08 Jul 2025 06:01:48 GMT
Thu, 16 Nov 2023 02:25:11 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Thu, 16 Nov 2023 03:26:27 GMT
Session

Thu, 14 Nov 2024 03:26:27 GMT

‘Wed, 15 Nov 2023 06:01:16 GMT
Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 03:26:26 GMT
Wed, 15 Nov 2023 07:42:29 GMT
Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT
Wed, 15 Nov 2023 20:21:23 GMT

The THD USER_SESSION, THD USER, and thda.u cookies are visible in this enlarged image:

THD_USER_SESSION eyJzljoiMDQyNOVFQORERE... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
THD_USER eyJjdXNOb21IcIR5cGUIOIIC... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
thda.m 2807178222514005628021... .homedepot.com Session
thda.s b2982b8c-9591-f7c5-ae40-... .homedepot.com Session
thda.u 0ef9f2a5-5b01-cb99-acc5-... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT

As described above, the decoded values of THD USER SESSION contain a user ID 0427EE...
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{"s":"0427EECDDDF1CD740U:11eb45ac-aee7-4f9d-
b97¢c-933761f31e7b"|"u":"0427EECDDDF1CD740U1,"i":"3wZWXxWhPx6P9iz
0sODBfFX3Als.*AAJTSQACMDIAAINLABXVNOJNbHIZYY90ZGxhQjFDQNRT
UE95S0V5dTASAAROeXBIAANDVFMAAIMXAAIWMQ..*" "c":"B2C","t":"0427E
ECDDDEFCD740S","v":1700018787584,"k":"y"}

Similarly, the THD USER cookie also contains the same user ID 0427EE... and the user’s email address.
{"customerType":"B2C","svocCustomerAccountld":"0427EECDDDEFCD740S"
,"logonld":"z_user1@b.org","userld":"0427EECDDDF1CD740U"}
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The dsPersistedStorage cookie in Session Storage of a user logged in to a Personal Account is shown below,
displaying the User ID 0427EE...:

= | E siteMap - The Home Depot X + v = O X
&~ O 8 =R https://www.homedepot.com/c/site_map 80% 1% N » =
E=H cards & Accounts ePro  GiftCards  Credit Services  Track Order  Help
&3$ You're shopping Delivering to
‘\ Longview v 75670 What can we help you find today? | & Military Discount }MY Account 2 Lists () Cart|2items 7
" @OPEN until 10 pm
All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Pt & Profile Specials & Offers Local Ad & Catalog
Liomey/Siismap Q Product Lists
Sitemap - The Home Depot € security & Password
About Home Depot Electrical Home Projects & Ideas Sign Out r
Affiliate Program Batteries Bathroom Ideas X 9
O® 3 inspector Console [ Debugger N Network [ Storage @ - X
» 8 Cache Storage Y Filter Iltems + G [P | ¥ Filter values
@© nttps://Ipcdn.Ipsnmedia.net _pX_4946459675... h9e62f71-8365-11ee-b2aa-7ba1d96122ad dsPersistedStorage:"{"uds-{\"storeld\"....":"cache-first"}}}"
@ https://cdn.quantummetric.com |,\"user|d\":\"0427EECDDDEFCD74OS\",\"unique\":true,\"zipCode\":\"75605\",\"apiNam v Parsed Value
@ https://www.homedepot.com GULP_TH2 1 M . .
hda {"eVar62":"STH:n|BOPIS/BOSS:y|APPL:n|BODFS:n","t":"21:52:39"} v dsPersistedStorage:Object
» B Indexed DB IpTabid P —— =uds-{"storeld":"6545" "key":"2zSR74pj5Rq6zDtHENHKA...]
> » _ proto__:Object
B Local storage NRBA_SESSION_ID | ad2e1beb30733c02 —Prote—h)
~ [ session storage PIM-SESSION-ID  B4asRIAUCYREVUOT
@ https://cdn.quantummetriccom  PXJ770cP7Y_px_... 0
@) https;//Ipcdn.ipsnmedia.net PXJ770cP7Y_px_fp  {"PX31":"35.7501022554934" "PX32":"451a844752c9e884ffcaa777b36bbe3b","PX27...
@ https://www.homedepot.com PXJ770cP7Y_px_... 1
PXJ770cP7Y_pxti... _client_tag:v6.3.4,PX123:d35f3e60-8379-11ee-88f7-030b4e188c97,PX378:17000269...
gm_last_page https://www.homedepot.com/c/site_map
am last nerind 1700080523837
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After logging out, the Local Storage area of the client device is shown below:

B || B siteMap - The Home Depot X | + v = o X

<~ O 8 =R https://www.homedepot.com/c/site_map 80% T N » =

Store Finder  Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help

You're shopping Delivering to
Y Longview v/ 75670 What can we help you find today? E MyAc.. R Lists Q) cart|0ftems 7
© OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & ¢ “ Catalog

Home / Sitemap |

Create an Account |

Sitemap - The Home Depot

@ Track Order

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment
Affliate Program Batteries Bathroom Ideas Artificial Grass . .
® O3 Inspector Console [ Debugger N Network ([ Storage D e X
» B cache storage e + C
@ https://cdn.quantummetriccom  0427EECDDDF1CD740U {"numberOfServiceAccounts™0,"timestamp":1700086884182}
@© nhtps://www.homedepot.com _paypal_storage__ id"
N B Indexed DB _meta_enrichmentService_user_failure {"value":"not found","expires":"2023-11-16T03:26:35.775Z"}
BTT_Collect {"value":"on","expires":"1700083326027"}
v B Local storage
BTT_GUID_PV {"GUID":"531626447404975825" "cartValDOY":"318","cartVal":"0","ajaxCartVal -0, "ajaxCartValDOY":318}

@ https://lpcdn.lpsnmedia.net

Black Friday Savings Happening Now. End 11/29

BTT_WCD_Collect
@ nttps://cdn.quantummetric.com BTT_X0siD {"value""235881739763954756","expires™:"1700083326027"}
@ https://www.homedepot.com c12 {"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
v E Session Storage Cc13 {"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
@ https://Ipcdn. ia.net checkoutPr isplaylnfc {"orderld":"HD100066957768","cartTotal":"$25.94","cartCount":"2","image":"https://images.thdstatic.com/productimage...
@ https://cdn.quantummetric.com devicelnfo1 {"cpuCores":16,"deviceClassification’ ebgl2Supported:true}
NRBA_SESSION {"value":"f83053bca96fc18e","inactiveAt":1700083331899,"expiresAt":1700093769455,"updatedAt":1700081531899,"ses...
@ https://www.homedepot.com
DY 1770cP7V ny fn [PY31""35 7501029554034" "PY30"" 451284475 " DYD74""17h0e0286 S8hd

As seen in this enlarged image, the User ID key persists (0427EE...) and the C12 cookie continues to contain the

user’s email address:

165

Home Depot
Ex. 1009 - Page 165




Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823

Key o Value
0427EECDDDF1CD740U {"numberOfServiceAccounts™0,"timestamp™:1700086884182}
_ paypal_storage__ {"id":"uid_2a13e47951_mdubmzkémtu","__session__":{"guid":"uid_316361
_meta_enrichmentService_user_failure {"value":"not found","expires":"2023-11-16T03:26:35.775Z"}
BTT_Collect {"value":"on","expires":"1700083326027"}
BTT_GUID_PV {"GUID""531626447404975825" "cartValDOY":"318","cartVal":"0","ajaxCar
BTT_WCD_Collect {"value":"off","expires":"1700083326027"}
BTT_X0siD {"value":"235881739763954756","expires":"1700083326027"}
I Cc12 {"value":"z_user1%40b.org","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
c13 {"value":"self","expiry":"Thu, 14 Nov 2024 03:26:27 GMT"}
) | B siteMap - The Home Depot X | + v = O X
« > O B =R https//wwwhomedepot.com/c/site_map 8% ¢ g » =

Black Friday Savings Happening Now. End 11/29

Store Finder  Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help
You're shopping
Longview v
[

@ OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & ¢ “ Catalog

Home / Sitemap |

Delivering to

75670 ’ What can we help you find today? m MyAc.. R ListsQ)  cart|0items 7

Create an Account |

Sitemap - The Home Depot

@ Track Order

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment
Affiliate Program Batteries Bathroom Ideas Artificial Grass —_ R
> 'D Inspector Console [ Debugger N Network E Storage O e X
» B) cache storage ¥ 0427EECDD + C
v E Cookies Value

@ https://cdn.quantummetriccom  0427EECDDDF1CD740U {"numberOfServiceAccounts™:0,"timestamp":1700086884182}

@https://\nmw.homedepot.com checkoutPromptsDisplayinfo  {"orderld":"HD100066957768","cartTotal":"$25.94","cartCount":"2","image":"https://images.thdstatic.com/productimages/554a3f25-6c...
{"shouldLogResources"false,"s":"e11afbd03fac490a6ab893c177727f72","events":[{"i":817,"v" 11700079430081},{"i":-25,"v":"Cookie ...
"userld":"0427EECDDDEFCD740S","orderld":"HD100066957768","mer...

» E Indexed DB aMm
THD_CART {"cart™{"promotionCode":"",

‘cartAction™:"","saveQuoteName":

v a Local Storage
@ https://Ipcdn.lpsnmedia.net
@ https://cdn.quantummetric.com
v E Session Storage
@ https://Ipcdn.lpsnmedia.net
@ https://cdn.quantummetric.com
@ https://www.homedepot.com
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The User ID also persists in the checkoutPromptsDisplayInfo, QM, and THD CART cookies shown in this enlarged
image, all of which contain the User ID 0427EE....

W 0427EECDD

Key o Value

0427EECDDDF1CD740U {"numberOfServiceAccounts":0,"timestamp":1700086884182}

checkoutPromptsDisplaylnfo | {"orderld":"HD100066957768","cartTotal":"$25.94","cartCount":"2","image":"https://images.thdstatic.
QM {"shouldLogResources"false,"s":"e11afbd03fac490a6ab893c177727f72","events":[{"i":817,"v":"","t":17
THD_CART {"cart":{"promotionCode":"","cartAction":"","saveQuoteName":"","userld":"0427EECDDDEFCD740S" "«

In contrast, other cookies change depending on whether a user is signed in or not. For example, if a user logs out, the
Accused Instrumentalities delete any THD USER, THD USER SESSION, and THD CUSTOMER cookies.

For example, below are the cookies of a Personal Account user while logged in (same image as above).

THD_USER_SESSION eyJzljoiMDQyNOVFQORERE... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
THD_USER eyJjdXNOb21IcIR5cGUIOIIC... .homedepot.com Thu, 14 Nov 2024 03:26:27 GMT
thda.m 2807178222514005628021... .homedepot.com Session
thda.s b2982b8c-9591-f7c5-ae40-... .homedepot.com Session
thda.u 0ef9f2a5-5b01-cb99-acc5-...  .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT
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After logging out, the cookies appear as shown:

E] @ SiteMap - The Home Depot X —+

<« O B =¥ https//www.homedepot.com/c/site_map

Delivering to

80% 7

You're shopping
Longview v

75670 ’ What can we help you find today?
©® OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment
Affiliate Program Batteries Bathroom Ideas Artificial Grass
XY C} Inspector Console [ Debugger N Network B Storage
+ B cookies V Filter Items
@ https://Ipcdn.Ipsnmedia.net Name Value Domain

%257B%2522WORKFLOW%2522%25... .homedepot.com
2e6bfd13-bfcd-4b90-bd66-1ce02da2... .homedepot.com
eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2R... .homedepot.com

@ https://cdn.quantummetric.com THD_LOCALIZER

@ https://www.homedepot.com THD_MCC_ID

4 8 Indexed DB THD_MCC_TOKEN

v B Local storage THD_NR 1 ‘homedepot.com
® nttps://cdn.quantummetric.com WL ‘homedepot.com
THD_SESSION .homedepot.com

@ https://Ipcdn.Ipsnmedia.net
THD_SSUI_LOG_TOKEN

THD_SSUI_TOKEN
THD_TMX_CACHE
@https://cdn.quantummetric,com thda.m

eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2R... .homedepot.com
eyJhbGciOiJkaXIiLCIbmMiOiJBMjU2R... .homedepot.com
nkGEE3YrX5QLMQE-wScGh9xgSYjp1...  .homedepot.com
280717822251400562802108988508... .homedepot.com
@ https://Ipcdn.lpsnmedia.net thda.s b2982b8c-9591-f7c5-ae40-f1dad810... .homedepot.com
thda.u 0efof2a5-5b01-cb99-acc5-704abd40b... .homedepot.com

@ https://www.homedepot.com

v E Session Storage

@ https://www.homedepot.com

m My Ac... 8

— O X

N » =

Black Friday Savings Happening Now. End 11/29

Store Finder  Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help

Lists Q) cart|0items 7

e “ “——

I Create an Account |

@ Track Order

Expires / Max-Age
Thu, 14 Nov 2024 20:21:23 GMT

Session

Wed, 15 Nov 2023 06:16:16 GMT
Thu, 16 Nov 2023 02:25:11 GMT

Thu, 14 Nov 2024 20:40:18 GMT

Thu, 16 Nov 2023 02:25:11 GMT

Wed, 15 Nov 2023 15:23:07 GMT
Wed, 15 Nov 2023 15:23:07 GMT
Thu, 16 Nov 2023 03:26:27 GMT

Session

Session

Sat, 15 Nov 2025 02:25:12 GMT

@ - X
+ C

Last Accessed
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 06:01:16 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 03:26:26 GMT
Wed, 15 Nov 2023 07:42:29 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT
Wed, 15 Nov 2023 20:40:18 GMT

As seen in this enlarged view, THD USER and THD USER_SESSION have been deleted and THD PERSIST is

now blank:
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THD_PERSIST .homedepot.com Thu, 14 Nov 2024 20:40:18 GMT
THD_SESSION .homedepot.com Thu, 16 Nov 2023 02:25:11 GMT
THD_SSUI_LOG_TOKEN eyJhbGciOiJkaXIiLCJIbmMiOiJBMjU2R...  .homedepot.com Wed, 15 Nov 2023 15:23:07 GMT
THD_SSUI_TOKEN eyJhbGciOiJkaXIiLCJIbmMiOiJBMjU2R...  .homedepot.com Wed, 15 Nov 2023 15:23:07 GMT
THD_TMX_CACHE nkGEE3Yrx5QLMQE-wScGh9xgSYjp1...  .homedepot.com Thu, 16 Nov 2023 03:26:27 GMT
thda.m 280717822251400562802108988508...  .homedepot.com Session

thda.s b2982b8c-9591-f7c5-ae40-f1dad810... .homedepot.com Session

thda.u 0ef9f2a5-5b01-ch99-acc5-704abd40b... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT

In Session Storage, the dsPersistedStorage cookie has also reverted back to the device ID (0ef9f...)
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=] @ SiteMap - The Home Depot X + v — [} X

&« O 8 2R https//www.homedepot.com/c/site_map 80% T g » =

Black Friday Savings Happening Now. End 11/29

Store Finder  Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help
You're shopping
Longview v
()

@ OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & ¢ “ Catalog

Home / Sitemap |

Delivering to

75670 ‘ What can we help you find today? B MyAc... R Lists QD cart|0items 7

Create an Account ‘

Sitemap - The Home Depot

@ Track Order

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment
Affiliate Program Batteries Bathroom Ideas Artificial Grass — .
(XY {:} Inspector Console [© Debugger N Network B Storage O e X
v B cookies V Filter Items 4+ @ B Vriltervalues
@ https://Ipcdn.lpsnmedia.net Key N Value v Data
® nttps://cdn.quantummetric.com _pX_4946459675_c... b9e62f71-8365-11ee-b2aa-7ba1d96122ad dsPersistedStorage:"{"uds-{\"storeld\"....":"cache-first"}}}"
@ https://www.homedepot.com ',\"userld\":\"Oef9f2a5—5b01-cb99—acc5-704abd40b8ac "\"unique\"true,\"zipCode\" ¥ Parsed Value
» B Indexed DB GULP_TH2 1 M ) )
+ B Local storage hda {"eVar62":"STH:n|BOPIS/BOSS:y|APPL:n[BODFS:n", "t":"21:52:39"} '.u‘:jss'i;f;j::jfﬁ'66;95:?2:5:” . |
IpTabld 4473944619 : "key":"2zSR74pj5SRq6ZDtHENHKA. .|
@ https://cdn.quantummetric.com NRBA SESSIONID  ad2e1beb30733¢02 » _ proto__:Object
® nhttpsy/lpcdn.psnmedianet PIM-SESSION-ID  B4asRIAUCYREVUOT
® nttps;/wwwhomedepot.com PXJ770cP7Y_px_c_... 0
v B session storage PXJ770cP7Y_px_fp  {"PX31""35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX...

PXJ770cP7Y_px_nfsp 1
PXJ770cP7Y_pxtim... _client_tag:v6.3.4,PX123:d35f3e60-8379-11ee-88f7-030b4e188c97,PX378:170002...
gm_last_page https://www.homedepot.com/c/site_map

@ https://cdn.quantummetric.com

@ https://lpcdn.lpsnmedia.net

@ ps://www.homedep:

am lact nerind 170002139A313

Enlarged:
',\"userld\":\"Oef9f2aS-5b01 -cb99-acc5-704abd40b8ac\" \"unique\":true,\"zipCode\"
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For a Pro Account, the Accused Instrumentalities will function similarly. The Accused Instrumentalities will cause the
client device to store THD CUSTOMER (with decoded user ID 0527F...) and THD PERSIST (with customer email)
cookies in Cookies storage (full walkthrough described in element 6[a]).

W THD_
Name Value Domain
THD_CACHE_NAV_SESSION .homedepot.com
THD_CART_HASH dd29b1eba .homedepot.com
THD_CUSTOMER eyJzljoiMDUyNOYwQzZGRUFDN... .homedepot.com
THD_LOCALIZER %257B%2522WORKFLOW%252... .homedepot.com

{"s":"0527FOC6FEAC631D0U:b203c1c6-13ce-42b6-
b744-3cffra1a01f8'|"u":"0527FO0C6FEACG631DOU"["i":"4mCgVUEmaxyRr78e5YWz6zwHzyY.*A
AJTSQACMDIAAINLABX|jTkt5S2xxai9nTIFXY2N2eHdNY]jlyakNsUDg9AAROeXBIAANDVFMAAI
MxAAIWMQ..*","c":"B2B","g":"Contractors","t":"0527FOC6FEA4E31D0S","r":"ADMIN","v":17000
84996180,"k":"y"}

v Request Cookies

THD_PERSIST: 'Co={"11""0"};;C6_EXP=1702679117;
C12=z_customer1@b.org;
C12_EXP=1751927117;;C13=Z
CUSTOMER:;C13_EXP=1751927117"

The Accused Instrumentalities will cause the client device to store b2b-hf-dynamic-phone-number,
customerConfiguration, QM, thd-membershipinformation, C12, C13, and THD CART cookies in Local Storage (see
6[a] for full walkthrough), all containing the 0527F0C6... user ID, user email (C12), or user name (C13).

 0527F0C6 4+

Key el Value

b2b-hf-dynamic-phone-num...  {"phoneNumber":"1-800-525-5000","shortCode":"78465","expiration":"2023-11-16T21:50:09.535Z","svocld":"0527FOC6FEA4E31D0S"}

customerConfiguration {"callCenterType":"ProOcc","chatEnabled":false,"eliteCallCenterNumber":"1-866-333-3551","eliteCallCenterSMSCode":"78465", "expira...

(0]Y] {"shouldLogResources"false,"s":"ca6fd6c3a3655f8b564f03af1e247b9c", "events":[{"i":817,"v":"","t":1700084763838} {"i":-25,"v":"Cookie...

thd-membershipInformation {"svocID":"0527FOC6FEA4E31D0S","programTiers":[],"expireTime": 1700128209617}
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é K}L SiteMap - The Home Depot X + o B B B
< O 8 #=R https//www.homedepot.com/c/site_map 0% Ty oy =

Explore Features | Need Help? | Call 1-800-525-5000 or Text 78465

P You're shopping Delivering to
§§ 0 @ Longview 75670 Search by product, manufacturer part, or SKU number... jo 8 Lo W

Cart

All Products Specials & Offers Credit Services Rental Services Special Order Resource Center Lists Buy It Again Quotes Quick Add

Black Friday Savings All Month Long — Shop Now »

Home / Sitemap

Sitemap - The Home Depot

About Home Depot Electrical Home Projects & Ideas Playground Sets & Equipment Home Décor
Affilintn Dranram Rattarine Rathranm ldane Artifininl Rrace
W O Inspector Console [ Debugger N Network [ Storage @ e X
» B cache storage T +
@ https://cdn.quantummetriccom  0427EECDDDF1CD740U {"numberOfServiceAccounts":0,"timestamp":1700086884182}
@ https://www.homedepot.com __paypal_storage__ {"id":"uid_2a13e47951_mdubmzkemtu","_session__":{"guid":"uid_316361be48_mduéntkémjg","created":1700027968100}, "experimen...

_meta_enrichmentService_use... {"value":"not found","expires":"2023-11-16T03:26:35.775Z"}
b2b-hf-dynamic-phone-num...  {"phoneNumber":"1-800-525-5000","shortCode":"78465","expiration":"2023-11-16T21:50:09.535Z","svocld":"0527FOC6FEA4E31D0S"}

4 8 Indexed DB
v 8 Local Storage

BTT_Collect {"value":"on","expires":"1700086620224"}
https://lpcdn.| dia.net . .

© nttps://lpcanipsnmediane BTT_GUID_PV {'GUID":"531626447404975825" "cartValDOY":"318","cartVal""0" "ajaxCartVal™0, "ajaxCartValDOY":318}

@ https//cdn.quantummetriccom 517 Wwep cCollect {"value""off" "expires":"1700087597031"}

@ https://www.homedepot.com BTT_X0siD {"value":"541756187758760199","expires":"1700087597031"}

v 8 Session Storage C12 {"value":"z_customer1%40b.org","expiry":'Thu, 14 Nov 2024 21:49:56 GMT"}

@ https://Ipcdn.Ipsnmedia.net Cc13 {"value":"Z%20CUSTOMER","expiry":"Thu, 14 Nov 2024 21:49:56 GMT"}

@ https://cdn.quantummetric.com checkoutPromptsDisplaylnfo {"orderld":"HD100066957768","cartTotal":"$25.94","cartCount":"2","image":"https://images.thdstatic.com/productimages/554a3f25-6...
customerConfiguration {"callCenterType":"ProOcc","chatEnabled"false, "eliteCallCenterNumber":"1-866-333-3551","eliteCallCenterSMSCode":"78465", "expira...

@ https://www.homedepot.com X . P
devicelnfnl "enuCarec™ 16 "deviceClascification”2 "wehal2Sunnarted el

THD_CART {"cart":{"promotionCode":"","cartAction":"remove","saveQuoteName":"","userld":"0527FOC6FEA4E31D0S", "expressCheckout™false, "pay...

After logging out, the THD CUSTOMER cookie is deleted and the THD PERSIST cookie is blanked (both in
Cookie storage).
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E] @ SiteMap - The Home Depot X + v — m} X

&« O B =W https//www.homedepot.com/c/site_map 80% T¥ HO» =

Black Friday Savings Happening Now. End 11/29

Truck & Tool Rental
@
[\

All Departments

Store Finder For the Pro Gift Cards Credit Services Track Order Help

E MyAc... R Lists Q) cart|0items 7

Home / Sitemap |

You're shopping
Longview v
@ OPEN until 10 pm

Delivering to
75670

‘ What can we help you find today?

Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators

Create an Account |

Qiteman - Tha Hhmea Nannt

> B Indexed DB

@ https://www.homedepot.com

THD_LOCALIZER

THD_SSUI_LOG_TOKEN
THD_SSUI_TOKEN
THD_TMX_CACHE

thda.m 280717822251400562802108988508122059... .homedepot.com Session Wed, 15 Nov 2023 22:53:52 ...
thda.s b2982b8c-9591-f7c5-ae40-f1dad8103f11 .homedepot.com Session Wed, 15 Nov 2023 22:53:52 ...
thda.u 0ef9f2a5-5b01-cb99-acc5-704abd40b8ac .homedepot.com Sat, 15 Nov 2025 02:25:12 G... Wed, 15 Nov 2023 22:53:52 ...

%257B%2522WORKFLOW%2522%253A%25...

eyJhbGciOiJkaXIiLCJIbmMiOiJBMjU2RONNIN...
eyJhbGciOiJkaXIiLCJIbmMiOiJBMjU2RONNIN...
zwC3GpjRhJV8nKJhTnyrV74rWwUennaPAfe...

.homedepot.com

.homedepot.com
.homedepot.com

.homedepot.com

Thu, 14 Nov 2024 22:53:54 ...

Thu, 16 Nov 2023 09:46:56 ...
Thu, 16 Nov 2023 09:46:56 ...
Thu, 16 Nov 2023 21:49:55 ...

XY D Inspector Console [ Debugger N Network 8 Storage @ e X

» B cache storage ¥ thd + C
v 8 Cookies Name Value Domain Expires / Max-Age Last Accessed

@ https://Ipcdn.lpsnmedia.net THD_CACHE_NAV_PERSIST .homedepot.com Mon, 07 Jul 2025 02:25:11 G... Wed, 15 Nov 2023 22:53:52 ...

@ https;//cdn.quantummetriccom  THD_CACHE_NAV_SESSION -homedepot.com Thu, 16 Nov 2023 02:25:11 ... ' Wed, 15 Nov 2023 22:53:52 ...

THD_CART_HASH dd29b1e5a .homedepot.com Fri, 15 Dec 2023 05:39:15 G... Wed, 15 Nov 2023 22:26:00 ...

Wed, 15 Nov 2023 22:53:54 ...

THD_MCC_ID 2e6bfd13-bfcd-4b90-bd66-1ce02da2a335 .homedepot.com Session Wed, 15 Nov 2023 22:53:52 ...
» B tocal storage THD_MCC_TOKEN eyJhbGciOiJkaXiiLCJIbmMiOUBMjU2RONNIN... homedepot.com Wed, 15 Nov 2023 06:16:16 ... | Wed, 15 Nov 2023 06:01:16 ...
» B session storage THD_NR 1 ‘homedepot.com Thu, 16 Nov 2023 02:25:11 ... Wed, 15 Nov 2023 22:53:52 ...
THD_PERSIST .homedepot.com Thu, 14 Nov 2024 22:53:52 ... Wed, 15 Nov 2023 22:53:53 ...
THD_SESSION .homedepot.com Thu, 16 Nov 2023 02:25:11 ... Wed, 15 Nov 2023 22:53:52 ...

Wed, 15 Nov 2023 21:49:13 ...
Wed, 15 Nov 2023 21:49:13 ...
Wed, 15 Nov 2023 22:53:52 ...

However, the cookies in Local Storage persist (b2b-hf-dynamic-phone-number, customerConfiguration, QM, thd-
membershipinformation, C12, C13, and THD CART cookies in local storage (see 6[a] for full walkthrough), all
containing the 0527F0C6... user ID, user email (C12), or user name (C13).
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(=) @ SiteMap - The Home Depot X + v — O X

&« - O B =W https//www homedepot.com/c/site_map 80% 1% Y =

Black Friday Savings Happening Now. End 11/

Store Finder ~ Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help
You're shopping
Longview v
A

@ OPEN until 10 pm

All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Project Calculators Installation & ¢ “ Catalog

Home / Sitemap |

Delivering to

75670 ‘ What can we help you find today? E MyAc.. A Lists QD cart|0items 7

Create an Account |

Sitemap - The Home Depot

(XY {:I- Inspector Console [ Debugger N Network 8 Storage O e X
» B cache storage vy + C
B cookie Y -
@ https://cdn.quantummetriccom  0427EECDDDF1CD740U {"numberOfServiceAccounts™:0,"timestamp”:1700086884182}
@ https://www.homedepot.com __paypal_storage__ {"id":"uid_2a13e47951_mdubmzkémtu","__session__":{"guid":"uid_386976086f_mjmémti6nte","created":1700089971146},"exp...
> B Indexed DB _meta_enrichmentService_user_failure  {"value":"not found","expires":"2023-11-16T03:26:35.775Z"}
b2b-hf-dynamic-phone-number {"phoneNumber":"1-800-525-5000","shortCode":"78465", "expiration":"2023-11-16T21:50:09.535Z", "svocld":"0527FOC6FEA4E...
v B Local Storage .
BTT_Collect {"value":"on","expires":"1700090635868"}
@ nttpsi/ipcdnipsnmedianet BTT_GUID_PV {"GUID""531626447404975825" "cartValDOY":"318" "cartVal":"0","ajaxCartVal":0,"ajaxCartValDOY":318}
@ https://cdn.quantummetriccom | g7 wep_Collect {"value":"off","expires":"1700091797617"}
@ https://www.homedepot.com BTT_X0siD {"value":"541756187758760199","expires":*1700091797617"}
v B Session Storage Cc12 {"value":"z_customer1%40b.org","expiry":"Thu, 14 Nov 2024 23:04:08 GMT"}
@ hittps://Ipcdn.Ipsnmedianet Cc13 {"value":"Z%20CUSTOMER","expiry":"Thu, 14 Nov 2024 23:04:08 GMT"}
. customerConfiguration {"callCenterType":"ProOcc","chatEnabled"false,"eliteCallCenterNumber":"1-866-333-3551","eliteCallCenterSMSCode":"78465"...
@ https://cdn.quantummetric.com
devicelnfo1 {"cpuCores":16,"deviceClassification":2,"webgl2Supported":true}
® httpsy/wwwhomedepot.com NRBA_SESSION {"value""103b11e66e499b3","inactiveAt": 1700091878988, "expiresAt": 1700099046500, "updatedAt's1700090078988, "session...
PXJ770cP7Y_px_fp {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274":"f3b598116ee105998d5d 1abc84d449cd...

Q INTER
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ef

You're shopping
Longview v
@ OPEN until 10 pm

&

All Departments

Home / Sitemap

4 8 Cache Storage

v 8 Cookies
@ https://cdn.quantummetric.com
@ https://www.homedepot.com

4 8 Indexed DB

v 8 Local Storage
@ https://Ipcdn.Ipsnmedia.net
@ https://cdn.quantummetric.com

v E Session Storage
@ https://Ipcdn.Ipsnmedia.net
@ https://cdn.quantummetric.com
@ https://www.homedepot.com

Delivering to
75670

Home Decor, Furniture & Kitchenware

[5 @ SiteMap - The Home Depot X +

v = O X

O 8 =R https://www.homedepot.com/c/site_map 80% ¥ g » =

Black Friday Savings Happening Now. End 11/29

Store Finder Truck & Tool Rental For the Pro Gift Cards Credit Services ~ Track Order Help

’ What can we help you find today?

E MyAc... R Lists Q) cart|0items 7

Sitemap - The Home Depot

Gz‘ -l:} Inspector Console (O Debugger N Network B Storage

v
Key
NRBA_SESSION
PXJ770cP7Y_px_fp
Q_INTER
QM
QSI_ActionSetHistory
search_history

simpleStorage

@ https://www.homedepot.com tgt:tim:63

thd3276851z-campaign
thd3276851z-campMedium
thd3276851z-campSource
thd3276851z-datacenter
thd-membershipInformation
THD_CART

WORKFLOW

DIY Projects & Ideas

Project Calculators

e “ —

| Create an Account |

@ e X
+ C
ol Value
{"value":"103b11e66fe499b3" "inactiveAt":1700091878988,"expiresAt":1700099046500, "updatedAt": 1700090078988, "session...
{"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX274":"f3b598116ee105998d5d 1abc84d449¢cd...
{"'SI_ehszkP3JlwnjF77":1700089997.998,"S|_cG97L03Q9PaJsmG":1700089998.006,"SI_2IVW226zFt4dV)3":1700026824.821,"SI _c...
{"shouldLogResources"false,"s":"ca6fd6c3a3655f8b564f03af1€247b9c", "events™:[{"i":817,"v":"","t": 1700084763838} {"i":-25,"V"...
{"AS_78122939":1700089997994,"AS_084Y1IruHbCTzG5": 1700089997994, "AS_9FEOXCZBFATE25D":1700089997994,"AS_8909...
[{"keyword":"tires"},{"keyword":"light bulbs"},{"keyword":"light bulb"},{"keyword":"LED bulb"}]
{"cc.ConsumerSessionld":"0_04915afe-baab-4dbe-a09f-fc714484896e"}
{"execution":342,"parsing":0,"request":{"timeToFirstByte":49, "responseSize":298},"telemetryServerToken":"SDfLmdfA6Hh +MgT...
{"value":"" "expires":"1700091797617"}
{"value":"None","expires":1700091797617}
{"value":"homedepot.com","expires":1700091797617}
{"value":"Default","expires":"1700091797617"}
{"svocID":"0527FOC6FEA4E31D0S","programTiers™:[],"expireTime": 1700128209617}
{"cart":{"promotionCode":"","cartAction":"","saveQuoteName":"","userld":"0527FOC6FEA4E31D0S", "expressCheckout":false, "pa...
{"createTime":"2023-11-15T23:04:09.225Z","data":"LOCALIZED_BY_STORE","expireTime":31536000000}
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0527F0C6 +

Key o Value
b2b-hf-dynamic-phone-num...  {"phoneNumber":"1-800-525-5000","shortCode":"78465","expiration":"2023-11-16T21:50:09.535Z","svocld":"0527FOC6FEA4E31D0S"}

customerConfiguration {"callCenterType":"ProOcc","chatEnabled"false,"eliteCallCenterNumber":"1-866-333-3551","eliteCallCenterSMSCode":"78465", "expira...
QM {"shouldLogResources":false,"s":"ca6fdbc3a3655f8b564f03af1€247b9c", "events™:[{"i":817,"v":"","t":1700084763838},{"i":-25,"v":"Cookie...
thd-membershipInformation {"svocID":"0527FOC6FEA4E31D0S","programTiers":[],"expireTime":1700128209617}

Thus, the Accused Instrumentalities determine that the current user who is not logged in may be the same user who
was previously logged in based at least in part on, for example:

e The presence of any of the Local Storage cookies (User ID, C12, C13, checkoutPromptsDisplaylnfo, QM,
THD CART, b2b-hf-dynamic-phone-number, customerConfiguration, or thd-membershipinformation) that
continue to identify a user after logging out and the absence of a network resource request associated with of
any of the Cookie Storage cookies that store a user ID (THD _USER, THD PERSIST, or THD CUSTOMER);

e The presence of a network resource request associated with a Session Storage cookie (dsPersistedStorage) that
contains a device ID (reflected from thda.u) and the absence of a network resource request associated with of
any of the Cookie Storage cookies that store a user ID (THD USER, THD PERSIST, or THD CUSTOMER);

e The presence of a network resource request associated with a Session Storage cookie (dsPersistedStorage), or a
Cookie Storage cookie (thda.u), that contains a device ID (reflected from thda.u) and the absence of any of the
Local Storage cookies (User ID, C12, C13, checkoutPromptsDisplaylnfo, QM, THD CART, b2b-hf-dynamic-
phone-number, customerConfiguration, or thd-membershipinformation) if those Local Storage cookies have
been overridden by another user’s login.

Alternatively, a cookie stored in the Local Storage or Session Storage areas may be considered the “second” cookie
and a cookie stored in the Cookie storage area may be considered the “first” cookie.

Determinations regarding user tracking may also be made by the Accused Instrumentalities based at least in part on
the presence and absence described above. For example, a user may have previously logged in to a device that the
Accused Instrumentalities associated with that user, for example by using a cookie that identifies a user (e.g., the
THD USER cookie). The Accused Instrumentalities may have also identified that device, before, while, and/or after
a user logged in to the device, by using a cookie that identifies the device (e.g., the thda.u cookie). After the user logs
out, and visits homedepot.com as a logged-out user on the same device, the Accused Instrumentalities may identify
that same device by, for example, identifying a cookie that identifies the device, or by identifying a cookie stored in
Local Storage that continues to contain the previously-logged in user’s user ID value (e.g. the C12 cookie). The
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Accused Instrumentalities may also note that the device is currently sending network requests that do not include any
cookies that identify the previously-logged in user (e.g., the device is not sending a request that includes the

THD USER cookie when requesting homedepot.com). The Accused Instrumentalities may then determine that the
device may be in use by the user identified by the previously-sent THD USER cookie. If more than one THD USER
cookie value has been sent by the device (e.g., in the examples in 6[c] and 6[d] above where the user with a personal
account sends a THD USER cookie with a user ID value and the “Z Customer” user with a Pro Account sends a
different THD CUSTOMER cookie with a different user ID value), then the Accused Instrumentalities may make a
determination regarding whether the current user is one of the previously-logged in users. If only one user ID value
has ever been sent by the device, then the Accused Instrumentalities may be more confident that the single previously-
logged in user is continuing to use the same device, even though the user is not logged in.

2. Determining whether to request certain cookies.

The Accused Instrumentalities make different determinations in situations when the user is logged in from when the
user is not logged in. The Accused Instrumentalities may make such determinations, for example, whether to attribute
browsing behavior to a user for tracking accuracy.

For example, when the user is logged in, the THD USER and THD USER SESSION cookies are stored in the
Cookies storage area of the client device, and the browser sends a network request that included those cookies and that
included a THD PERSIST cookie having a value that included the user’s email address (login) that is also stored in
the C12 cookie.
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THD_USER: "eyJjdXNOb21IcIR5cGUIOI)CMkMIiLC)zdm9jQ3VzdGotZX)BY2NvdW50SWQiOilwNDI3RUVDRERERUZDR
DcOMFMILCIsb2dvbklkljoiel91c2VyMUBILMOyZylsinVzZX)JZCl6ljAOMjdFRUNERERGMUNENZQWVSJ9"
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WYzMWU3YilsInUiOilwNDI3RUVDRERERjFDRDcOMFUILCJpljoiM3daV1h4V2hQeDZQOWI6M
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@ assets.thdstatic.com headerfoo stylesheet css cached 77.1...
& www.homedepotcom 20345226 script Jjs 10.08kB  266...
& assets.thdstatic.com global-she script is cached 0B
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nQiOilwNDI3RUVDRERERUZDRDCcOMFMILCJ2ljoxNzAWMDE4Nzg3NTgOLC)rljoieS)9.GhWOVip
HYjIZHvjgLbFHIdjD_aoz2icfQhICFFp8uouk2pqjKqokO4yljtrgtQ38)6Mdh40n-
aeAqSk110SHOFGKI3nxANz5TcFLIfNyh4UQuQrx_gZZBOs5roAQ_8--OPOI5dfd3BaoWlkCokU1
PXe8luvyRPawaqUE16ySok"
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= {:} Inspector Console [ Debugger N Network 8 Storage @ e X

W Filter URLs Il + Q © Al HIML CSS JS XHR Fonts Images Media WS Other [ Disable Cache  NoThrottlings 3¢

M... Domain File Initiator Type  Transferr... Size | [ Headers Cookies Request Response  Timings  Security

PO... collector-pxj770cp7y.px-... beacon  beacon YV ers o
site_map document html  105.25 kB » Response Cookies

PO... collector-pxj770cp7y.px-... beacon  beacon v Request Cookies

PO... ingestquantummetriccom homedepc guantum-h... AMCV_F6421253512D2C100A490D45@AdobeOrg: "1585540135|MCMID|280717822251400562802108988508122

05946|MCAAMLH-1700624753|9|MCAAMB-

1700624753|6G1ynYcLPuiQxYZrsz_pkqfLGIyMXBpb2zX5dvidY

PO... @ 6aecaf8b7897496a86.. propjson scriptjs:1(.. json 625B 0B QJzPXImdjOy|MCOPTOUT-1700027153s|NONE|MCCIDH|-
1997361141|vVersion|4.4.0"

s_pers: " s_nr365=1700019953415-Repeat|1731555953415; s_dslv=1700019953416|1794627953416;"

s_sess: " ecridUDSCalled=true; s_pv_pName=sitemap%20-%20the%20home%20depot; s_pv_pType=content;

PO... ingestquantummetriccom homedepc guantum-h...

PO... @ 6aecaf8b7897496a86.. propjson scriptis:l(.. json  625B 0B

GET @ assets.thdstatic.com headerfoo stylesheet css cached 77.1...

GET @ www.homedepotcom 20345226 script js 10.08 kB 26.6... s_pv_cmpgn=; s_pv_pVer=content%3Aversion%3Agen2; stsh=; s_cc=true;"
GET @ assets.thdstatic.com global-she script is cached 0B THD_CACHE_NAV_PERSIST: "*
® 496 requests 5.48 MB / 929.85 kB transferred Finish: 17.13 min DOMCor THD_PERSIST: "C12=z_user1@b.org;C12_EXP=1731554787;;C13=self;C13_EXP=1731554787"

In contrast, when the user was not logged in, the THD USER and THD USER_SESSION cookies were not stored at
the client device, and the browser sent a network request that did not include a THD USER or
THD_USER_SESSION cookie, and the browser sent a network request with a THD PERSIST cookie having an
empty value.
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3. Determining whether the THD PERSIST cookie should include a user’s email address.

The Accused Instrumentalities makes different determinations in situations when the user is logged in from when the
user is not logged in. The Accused Instrumentalities may make such determinations, for example, whether to attribute

browsing behavior to a user for tracking accuracy.
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Based at least in part on (1) the absence of a network request associated with a cookie that identifies a logged-in user
(such as the THD USER cookie), and (2) the presence of a network request [a] associated with a cookie that identifies
a device (such as the dsPersistedStorage cookie stored in Session Storage), or [b] associated with a previously-logged
in user (such as THD_CART, checkoutPromptsDisplayInfo, C12, C13, the cookie with the key that is the value of a
user ID stored in a previously-logged in user’s THD USER cookie, QM, thd-membershipinformation, b2b-hf-
dynamic-phone-number, or customerConfiguration stored in Local Storage), the Accused Instrumentalities determine
that the THD PERSIST cookie should omit the user’s email address (login).
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Enlarged from above:

THD_PERSIST .homedepot.com Thu, 14 Nov 2024 20:40:18 GMT
THD_SESSION .homedepot.com Thu, 16 Nov 2023 02:25:11 GMT
THD_SSUI_LOG_TOKEN eyJhbGciOiJkaXIiLC)IbmMiOiJBMjU2R...  .homedepot.com Wed, 15 Nov 2023 15:23:07 GMT
THD_SSUI_TOKEN eyJhbGciOiJkaXIiLCJIbmMiOiJBMjU2R...  .homedepot.com Wed, 15 Nov 2023 15:23:07 GMT
THD_TMX_CACHE nkGEE3Yrx5QLMQE-wScGh9xgSYjp1...  .homedepot.com Thu, 16 Nov 2023 03:26:27 GMT
thda.m 280717822251400562802108988508...  .homedepot.com Session

thda.s b2982b8c-9591-f7c5-ae40-f1dad810... .homedepot.com Session

thda.u 0ef9f2a5-5b01-cb99-acc5-704abd40b... .homedepot.com Sat, 15 Nov 2025 02:25:12 GMT

In contrast, the Accused Instrumentalities determine that the THD PERSIST cookie should include the user’s email
address when the THD USER or THD CUSTOMER cookie is present.
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site_map document 105.11 kB

3B6%3A00-22%3A00%22%2C
%22THD_STORE_HOURS_EXPIRY

480.15 kB %22%3A1700022393%7D"

THD_NR: "1

THD_PERSIST: "C12=z_user1@b.org;
C12_EXP=1731554787;;C13=self;
C13_EXP=1731554787"

POST swasc.homedepot.com 59974961878: appMeasure.core,js:1 (beacon)
POST ingest.quantummetric.com homedepot?T guantum-homedepot.js [cdn...
POST ingest.quantummetric.com homedepot?T guantum-homedepot.s [cdn...
POST 6aecaf8b7897496a86485af98e66cf3... prop.json scripts:1 (beacon)

POST 6aecaf8b7897496a86485af98e66cf3... prop.json scripts:1 (beacon)

POST inaest anantummetric com homedennt?T auantiim-homedenat is fedn

Finish: 1.32 min DOMContentLoaded: 412 ms  load: 687 ms

[©)

171 requests 5.70 MB / 1.07 MB transferred

THD_SESSION: ™"

THD_TMX_CACHE: "nkGEE3Yrx5QLMQE-
WScGh9xgSYjp1W3Lj364Dw2rbgC
Halz_dEcMzfO6LOVGbZ2yPAFBPj8
nlhO3uhrAMmvU7qZsDzFOINoug
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Enlarged from above:

THD_PERSIST: "C12=z_user1@b.org:;
C12_EXP=1731554787:,C13=self;
C13_EXP=1731554787"

THD_SESSION: ™"

4. Determining Storage of a user ID or device ID.

Similarly, the Accused Instrumentalities determine that the dsPersistedStorage Session Storage cookie should store the
value of the thda.u cookie based at least in part on the presence of a network request associated with the
dsPersistedStorage cookie and based at least in part on the absence of a network request associated with the

THD USER cookie in order to attribute browsing behavior to a user for tracking accuracy. In effect, this causes the
value of the dsPersistedStorage cookie to reflect a user ID when a user is logged in, and dsPersistedStorage to reflect a
device ID when a user is logged out.

For example, the dsPersistedStorage cookie shows a device ID corresponding to the value of the thda.u cookie when
there is no network request associated with a THD USER cookie.
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@ OPEN until 10 pm

All Departments

Home / Sitemap

About Home Depot
Affiliate Program

v 8 Cookies
@ https://lpcdn.lpsnmedia.net
@ https://cdn.quantummetric.com
@ https://www.homedepot.com

» 8 Indexed DB

v B Local Storage
@ https://cdn.quantummetric.com
@ https://Ipcdn.lpsnmedia.net
@ https://www.homedepot.com

v B Session Storage
@ https://cdn.quantummetric.com

@ https://lpcdn.lpsnmedia.net

@ https://www.homedepot.com
o

=) ‘ K siteMap - The Home Depot X = + v - [} X
&~ o O 8 =R https://www.homedepot.com/c/site_map 80% ¥ 9 » =
Black Friday Savings Happening Now. End 11/29
Store Finder  Truck & Tool Rental ~ Forthe Pro  Gift Cards  Credit Services  Track Order  Help
You're shopping Delivering to
Q Longview v 75670 ‘ What can we help you find today? B MyAc.. R Lists Q) cCart|0items 7

Home Decor, Furniture & Kitchenware

Sitemap - The Home Depot

Electrical
Batteries

XY {:} Inspector (&) Console [ Debugger 1 Network B Storage

DIY Projects & Ideas Project Calculators

S “ —

| Create an Account ‘

@ Track Order
Playground Sets & Equipment

Artificial Grass

Home Projects & Ideas
Bathroom Ideas

B e X

Y Filter ltems

4+ @ B Vriltervalues

Key o Value v Data

_pX_4946459675_c... b9e62f71-8365-11ee-b2aa-7ba1d96122ad dsPersistedStorage:"{"uds-{\"storeld\"....":"cache-first"}}}"

'.\"userld\":\"Oef9f2a5—5b01-cb99—acc5-704abd40b8ac “\"unique\"true,\"zipCode\" ¥ Parsed Value

GULP_TH2 1 v

hda {"eVar62":"STHn[BOPIS/BOSS:y|APPL:n[BODFS:n", "t":"21:52:39} ¥ dsPersistedStorage:Object

IpTabld 2473944619 =uds-{"storeld":"6545","key":"2zSR74pj5Rq6zDtHENHKA...]
» _ proto__:Object

NRBA SESSION_ID  ad2e1beb30733¢02

PIM-SESSION-ID  B4asRIAUCYREVUGT

PXJ770cP7Y_px_c_... 0O
PXJ770cP7Y_px_fp  {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX...
PXJ770cP7Y_px_nfsp 1
PXJ770cP7Y_pxtim... _client_tag:v6.3.4,PX123:d35f3e60-8379-11ee-88f7-030b4e188c97,PX378:170002...

gm_last_page https://www.homedepot.com/c/site_map

m lact norind 170002139A313
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When there is a network request associated with a THD USER cookie, the dsPersistedStorage cookie shows a user ID
corresponding to the value of the THD USER cookie.

= | E siteMap - The Home Depot X + v = O X
& O B8 =W https//www.homedepot.com/c/site_map 80% ¥ N » =
= cards & Accounts ePro  GiftCards  Credit Services  Track Order  Help
w You're shopping Delivering to
@ Longview v 75670 ’ What can we help you find today? & military Discount ]My Account 2 Lists () cart|2items 7
WSS @ OPEN until 10 pm -
All Departments Home Decor, Furniture & Kitchenware DIY Projects & Ideas Pr 8 Profile Specials & Offers Local Ad & Catalog
Homeggsiiemap o Product Lists
Sitemap - The Home Depot ) security & Password
About Home Depot Electrical Home Projects & Ideas Sign Out g
Affiliate Program Batteries Bathroom Ideas X ‘gn Ou
= 'l:} Inspector Console [ Debugger N Network B Storage B e X
> 8 Cache Storage  Filter Items 4+ @ [BI VrFiltervalues
v B cookies Key B Value ¥ Data
@ nttps://ipcdn.Ipsnmedia.net _pX_4946459675... b9e62f71-8365-11ee-b2aa-7ba1d96122ad dsPersistedStorage:"{"uds-{\"storeld\"....":"cache-first"}}}"
@ https://cdn.quantummetric.com  [EEIENCNGICEN ‘,\"userld\":\"0427EECDDDEFCD74OS\”,\"unique\":true,\”zipCode\":\"75605\“,\"apiNam v Parsed Value
@ https://www.homedepot.com GULP_TH2 i - . .
» ) Indexed DB hda {"eVar62""STH:n|BOPIS/BOSS:y|APPLIN[BODFSIn","t":"21:52:39"} v dsPersistedStorage:Object
ndexe et P : )
IpTabld 4473944619 uds-{"storeld":"6545","key":"2zSR74pj5Rq6zDtHENHKA...
> 4 roto__:Object
B Lol storage NRBA SESSION_ID | ad2e1beb30733¢02 —Proto—t)
+ B session storage PIM-SESSION-ID | B4asRIAUCYREVUOT
@ https://cdn.quantummetriccom  PXJ770cP7Y_px_... 0
@ https://Ipcdn.Ipsnmedia.net PXJ770cP7Y_px_fp  {"PX31":"35.7501022554934","PX32":"451a844752c9e884ffcaa777b36bbe3b","PX27...
@ https://www.homedepot.com PXJ770cP7Y_px_... | 1
PXJ770cP7Y_pxti... _client_tag:v6.3.4,PX123:d35f3e60-8379-11ee-88f7-030b4e188c97,PX378:17000269...
gm_last_page https://www.homedepot.com/c/site_map
am_last nerind 1700080523837

As an additional example, based at least in part on the presence and of cookies in the Cookies storage area as
described above, and the absence of cookies in the Local Storage area, the Accused Instrumentalities make
determinations regarding cookies to save in Local Storage. For example, if the Local Storage area is empty, and the
Cookies storage area has cookies for a logged in user, the Accused Instrumentalities determine that the Local Storage
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area should be populated with cookies, including cookies that contain the user’s ID value (full walkthrough in 6[b]).
As another example, if a user attempts to view their cart, Home Depot determines whether the user can view the items
in their cart due to the presence of the THD USER cookie (the first cookie) and the absence of the THD CART
cookie (the second cookie). If Home Depot finds the THD USER cookie (see, for example, THD USER cookie
verification shown in element 6[a]) but does not find the THD CART cookie, Home Depot servers will allow the user
to view their cart page without signing in again, but will re-download data to create the THD CART cookie. For
example, in the screenshots below, the THD CART cookie is removed to cause it to be absent, which causes Home
Depot servers to download the THD CART cookie to recreate the user’s cart.

In the screenshots below, the THD CART cookie is present in local storage.
St
oreas Key Value

v §% Local Storage

i

S5 https://www.homedepot.com/ =l F8201035£45093097

ZZ https://customer.homedepot.com/ THD_CART {"cart":{"promotionCoc
Tha32768512-0 0

22 httne'//h anlina.matriv nat/

The THD CART cookie is then removed from local storage.

Storage
Key Value
v £2 Local Storage
— ak_a F8201035E4EDD3C97!
== https://www.homedepot.com/
o . . thd3276851z-0 0
22 https://h.online-metrix.net/
ed73f20edbf2b73 0fa34dc2f4524c838eb:

== httne*//riictamar hamadannt ram/

During a new network request, Home Depot servers request the THD CART cookie from local storage of the client.

Name X Headers Payload Preview Response Initiator Timing Cookies

“— /mcc-cart/v2
cart?storeid=4701&anchor=205652219%2C304616955&key=aGAQFG4j6QtVTSWq..

Request URL: https://www.homedepot.com/mcc-cart/v2/Cart?_=1683064489882&
Request Method: GET

/multianchordynamicrecs

Cart?_=1683064489882&

/mcc-cart/v2 Status Code: @ 200
cart?storeid=4701&anchor=205652219%2C304616955&key=aGAQFG4j6QtVTSWa.. Remote Address: 104.97.45.184:443
/multianchordynamicrecs Referrer Policy: strict-origin-when-cross-origin

Because the THD CART cookie is not present, the THD USER cookie is used as one input in order for the client to
request that the Home Depot servers re-create the THD CART cookie.
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Name X Headers Payload Preview Response
el A )
assets.thdstatic.com/images/v1/brand-logos PIM-SESSION-ID XgeDVILXY
Cart?_=1690304194361& b S
Jmcc-cart/v2 | THD_USER eyJjdXNOE|
THD_USER_SESSION eyJzljoiMDL
bat.svg i
assets.homedepot-static.com/hf/images/svg THD_TRANSACT aebd434c-¢
The THD CART cookie is then re-created.
Name X Headers Payload Preview Response Initiator  Ti
—— b e { -

1 =

assets.thdstatic.com/images/v1/brand-logos

Cart?_=1690304194361&
/mcc-cart/v2

bat.svg
assets.homedepot-static.com/hf/images/svg

"CartModel": {
"userId": "051
"orderId": "HG
"merchandiseItemsSubTotal™: "17.97",
"merchandiseItemsGrandTotal": "17.97",
"cartTotal": "17.97",
"currency": "USD",
"totalItemCount": "1",
- "localStoreId": "4007",
"expressCheckout": false,
"paypalExpress": true,
"automatedOrderCompletion": "Y",
"itemModels": [
{

T

lifeproof.png
assets.thdstatic.com/images/v1/brand-logos

lifeproof_v1.svg
assets.thdstatic.com/images/v1/brand-logos

glacier-bay.png "itemId": "304616955",

In the user interface, the cart appears with the items that were present.
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:l Hello, - 8 Lists Q? Cart | 1item -/

ices  \Welcome Back! talog

E Online Orders

Yc

E‘s In-Store Orders

sut [ Cards & Accounts $17.97
Deli FREE
Sall & Military Discount
A Profile
To $4797
o Product Lists
Hay
@ Security & Password
“Del fy options may

pea 2 Sign Out

In contrast, if Home Depot does not find the THD USER cookie, Home Depot servers will not allow the user to view
their cart. For example, if the THD USER cookie is removed, a user attempting to view their cart will be met with
only a request to sign in:
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My Account 8 Lists Q Cart | Oitems J

Create an Account

Track Order

@ Live Chat

Cards & Accounts

Military Discount

Profile

Product Lists
(1-800-466-3337)

@ Q @ [ &

Security & Password

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

7. The
method of
claim 6
wherein the
client device
is identified
by a server in
a domain

Home Depot performs the method of claim 6, wherein the client device is identified by a server in a domain different
from a server that caused the two different types of cookies to be stored to the client device during the first and second
previous network sessions.

For example, Home Depot contracts with third parties to allow cookies to be served on a customer’s device. When a
customer, using a client device, visits homedepot.com, the Accused Instrumentalities store cookies from bing.com,
tagdelivery.com, agkn.com, doubleclick.net, and google.com, among others. These cookies allow a server in a
different domain to identify the client device.
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different from
a server that
caused the
two different
types of
cookies to be
stored to the
client device
during the
first and
second
previous
network
sessions.

v B The Home Depot X o = a X
<« c 25 homedepot.com Q % = O &
- [o Elements Console  Sources Network  Performance  Memory  Application Security » |61 533 X
T You're ghemmin—L ing to Application “ C [Filter = x 0O Only show cookies with an issue
S ‘ — Newark Search 8':5 )v w D Manifest Name Value Domain P.. Ex.. Size Htt.. Se.. Sa.. Par. P o
© OPEN U °0 Service workers 1P_JAR 2023-11-16-... .google.com / 20.. 19 v No. Me..
B storage AEC Ackid1T1fFO... .google.com / 20.. 61 v v Lax Me..
KOHLER MR 0 .cbing.com /20 3 v No. Me..
ENJOY SAVINGS ON Storage IDE AHWQqTUn78... .doubleclick.net / 20... 70 v v No.. Me..
THE HIGHLINE® ARG » BB Locsl storage USERID 1580410c-Ge... tagdelivery.com /2. # 7 No. Me..
== » B8 Session storage u C|OCEAAAAA... .agkn.com /o 20.. 42 v No. Me..
» 8 IndexedDB ab 0001%:3AG9... .agkn.com /o 20.. 43 v Ne Me..
8 web sqL NID 511=dQyAtV... .google.com / 20.. 178 v No. Me..
§ RT "z=18dm=w... .www.homedepot.c.. /  20.. 97 Lax Me..
bt QuantumMetric... 8cce7ea5d9d... .homedepot.com / 20... 54 v No. Me...
_g s_sess 9%20s_pv_pN... .homedepot.com / Ses.. 315 Me...
— < 3/5 % _pxde 3d54622b81... www.homedepot.com / 20.. 106 Lax Me..
QuantumMetric... 592478b78e.. .homedepot.com / 20... 51 v No. Me..
< ool S sewam e rces AN @ X _gid GA1.2.82096... .homedepot.com / 20.. 30 Me..
s Ipcdn.ipsnmedia.net _meta_acuityAds... auid=853207.. www.homedepotcom /  20.. 38 v Me..
° @ https://h.online-metrix.net _meta_acuityAds... 853207210772 www.homedepotcom /  20.. 32 v Me..
Black Friday Savi ng P £ Private state tokens _meta_revjet_rev... 5077403976.. www.homedepotcom /  20.. 42 v Me..
E; B Interest groups _meta_xandr_uid2 uuid2=8664.. www.homedepot.com / 20... 41 v Me..
» 8 Shared storage thda.u 9e4d06f9-9e... .homedepot.com /20.. 42 Me..
Top Picks Appliances Tools Ladde 8 Cache storage _meta_xandr_uid  8664927902... www.homedepotcom /  20.. 34 v Me..
P — THD_SESSION ‘homedepot.com / 20.. 1 Me..
LG 28 cu. ft. 3 Door Background services trx 5077403976... www.homedepot.com / 20... 22 v Me...
French Door... = © Back/forward cache _meta_neustar_f.. "ElitludgCq.. wwwhomedepotcom /  20.. 135 v Me..
Yo ok (131 % Background fetch thda.m 3125089969... .homedepot.com / Ses.. 44 Me... v
S1 89800 ¢J Background sync Cookie Value (J Show U : oded A
5289900 & Bounce tracking mitigations AHWqTUn78R7xQAa6M 119EtojucmL8Cb7kwQTCIXiZQOUKrMpPDfuGATUTC1vNgmrdug
Save $1001.00 (35%) 0 Notifications
B3 Payment handler
. @ Periodic background sync
Shop All Top Picks O Push messaging
D Reporting API
Benefits Down Every Signin = -~ preloading
J D P Snerulation ml h

www.homedepot.com

For example, the cookie stored by the doubleclick.net server is an IDE cookie, which Google uses for advertising,
including “limiting the number of times an ad is shown to a user,” which necessarily requires identification of a client

device.
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Our advertising and measurement
cookies

To help our partners manage their advertising and websites, we offer many products, including AdSense, Google Ads, Google
Analytics, and a range of products within the Google Marketing Platform. When users visit a page or see an ad that uses one

of these products, either on Google services or on other sites and apps, various cookies may be sent to their browser.

These may be set from a few different domains, including google.com, doubleclick.net, googlesyndication.com, or
googleadservices.com, or the domain of our partners’ sites. Some of our advertising and measurement products enable our
partners to use other services in conjunction with ours (like an ad measurement and reporting service), and these services

may send their own cookies to your browser. These cookies will be set from their domains.

The cookie information on this site is made available to assist with the use of Google’s ad products and reflects cookies that
can be associated with these products and may be sent to a user’s browser. Cookie purposes reflect the range of products and
features supported in our ad products, but individual cookies may rely on only a subset of purposes, depending on
implementation of the product. Although the cookies listed here are those associated with our advertising and measurement

products, you can find more details at How Google Uses Cookies.

Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/

Advertising - Google uses cookies for advertising, including serving and rendering ads, personalizing ads
(depending on your ad settings at g.co/adsettings), limiting the number of times an ad is shown to a user, muting
ads you have chosen to stop seeing, and measuring the effectiveness of ads.

Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/
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Campaign Manager,

Display & Video 360,
. 13 months EEA UK/ )
IDE Advertising Google Ad Manager, doubleclick.net
) 24 months elsewhere
Google Analytics,
Search Ads 360

Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/

As another example, the cookie stored by Microsoft’s bing.com server stores a MUID, which Microsoft uses for
identifying “unique web browsers,” which is an identification of a client device.

What cookies does Clarity set?

Name Purpose Value Passed
_clck Persists the Clarity User ID and preferences, unique to that site is attributed to the same user ID. String
_clsk Connects multiple page views by a user into a single Clarity session recording. String
CLID Identifies the first-time Clarity saw this user on any site using Clarity. String

ANONCHK Indicates whether MUID is transferred to ANID, a cookie used for advertising. Clarity doesn't use ANID and  Flag
so this is always set to 0.

MR Indicates whether to refresh MUID. Flag

MUID Identifies unique web browsers visiting Microsoft sites. These cookies are used for advertising, site GUID
analytics, and other operational purposes.

SM Used in synchronizing the MUID across Microsoft domains. Character
Flags

Cookie List. Published 5/10/2023. Available at https://learn.microsoft.com/en-us/clarity/setup-and-installation/cookie-
list
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

8. The
method of
claim 6
wherein the
client device
is identifiable
based at least
in part on a
presence of
either one of
the first
cookie and
the second
cookie in the
respective
first and
second client
device
browser
storage areas.

Home Depot performs the method of claim 6, wherein the client device is identifiable based at least in part on a
presence of either one of the first cookie and the second cookie in the respective first and second client device browser
storage areas.

As described in element 6[a], the “first” cookie can be, for example, any cookie in a first one of three storage areas
(Cookie storage, Local Storage, and Session Storage). The “second” cookie can be, for example, any cookie in any of
the other two storage areas. As further explained above, the “Cookie” browser storage area stores cookies such as
“thda.u,” “THD_USER,” “THD_USER_SESSION,” “THD_PERSIST,” and “THD CUSTOMER.” The “Local
Storage” browser storage area stores cookies such as “THD CART”, User ID, “C12”, “C13”, “thd-
membershipinformation,” “b2b-hf-dynamic-phone-number,” “customerConfiguration,” QM, and “gpc.” The “Session
Storage” browser storage area stores cookies such as “dsPersistedStorage.”

For example, the client device may be identifiable based at least in part on a presence of a first cookie that contains a
device ID, such as the thda.u cookie stored in Cookie storage. The client device is also identifiable based at least in
part on a presence of a second cookie such as a dsPersistedStorage cookie in Session Storage when it contains a
device ID. (see 6[a] for detailed analysis).

As another example, as a user’s ID becomes linked with a device ID, a client device may become identifiable by a
cookie containing a user ID such as a THD USER cookie in Local Storage. Such a cookie may be considered either a
first or second cookie and combined with any other cookie in a different browser storage area such as the thda.u or the
dsPersistedStorage cookies identified above.

An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.

10. The
method of
claim 6
wherein in
response to

Home Depot performs the method of claim 6, wherein in response to the performed determination, the one or more
processors are configured to cause a third cookie to be stored at the client device, wherein the third cookie is one of
the first type and the second type.

Several determinations may be performed by the Accused Instrumentalities as described in 6[e]:
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the performed
determination,
further
comprising
causing a
third cookie
to be stored at
the client
device,
wherein the
third cookie is
one of the
first type and
the second

type.

Determining whether a current user who is not logged in is the same user who was previously logged in.
Determining whether to request certain cookies.

Determining whether the THD PERSIST cookie should include a user’s email address.

Determining Storage of a user ID or device ID.

AW —

As one example, in response to the performed determination of example 1, the one or more processors are configured
to cause THD PERSIST to become blank when a user logs out in order to remove the user’s email from the cookie.

As another example, in response to the performed determination of example 4, the one or more processors are
configured to cause dsPersistedStorage to store the device ID of thda.u rather than the user ID of THD USER when a
user logs out in order to track browsing by device rather than user.

In addition, the Accused Instrumentalities also store cookies from bing.com, tagdelivery.com, agkn.com,
doubleclick.net, and google.com, among others. These cookies allow a server in a different domain to identify the
client device. In response to the performed determination, the one or more processors are configured to cause a third
cookie to be stored at the client device, wherein the third cookie is of the first type — that is, stored in the Cookies area
of the browser.
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v EJ The Home Depot X o = m] X
<« c 25 homedepot.com Q & = 0 &
Black Friday Savings Happening Now. End 11/29 > ~ g [0 Elements Console Sources Network Performance Memory Application Security » o 61 @ X
w— You're sl . ing to Application * C [Filter S X [ Only show cookies with an issue
D j — Newark Search 8 v O D Manifest Name Value Domain P.. Ex.. Size Htt.. Se.. Sa.. Par.. P &
S OFEN 1t °¢ Service workers 1P_JAR 2023-11-16-... .google.com / 20.. 19 v Ne. Me..
B storage AEC Ackid1T1fFO... .google.com /I |20.. 61 v v Lax Me..
KOHLER MR 0 .c.bing.com /20 3 v No. Me..
ENJOY SAVINGS ON Storage IDE AHWQTUn78... .doubleclick.net / 20... 70 v No.. Me..
THE HIGHLINE® ARG » B8 Local storage USERID 1580410c-9e... tagdelivery.com /20, 8 7 Ne. Me..
— » EB Session storage u CJOCEAAAAA... .agkn.com /20, 42 v No.. Me..
> @ IndexedDB ab 0001%3AG9... .agkn.com / 20... 43 v No.. Me..
B websaL NID 511=dQyAtV... .google.com /20.. 178 v v No. Me..
E v@ Cookies RT "z=18dm=w... .www.homedepotc.. /  20.. 97 Lax Me..
v @ https://www.homedepot.com QuantumMetric... 8cce7ea5d9d... .homedepot.com / 20... 54 v No.. Me..
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these
infringement contentions once such information is made available to Plaintiff.
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