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Exhibit 1: Infringement Contentions for U.S. Patent No. 10,594,823 vs. Home Depot Retail Media + 

Plaintiff RavenWhite accuses Defendants The Home Depot, Inc. and Home Depot U.S.A., Inc. (collectively, “Home Depot”) of 
making, using, offering for sale, selling in (including licensing) and/or importing into the United States Home Depot’s Retail Media+ 
platform, the Home Depot website, and Home Depot Mobile Applications (the “Accused Instrumentalities”).  The term “Accused 
Instrumentalities” includes the associated software and data, associated hardware, and processes and methods related thereto, such as 
edge servers, data centers, and/or hosted software.   

Home Depot directly infringes U.S. Patent No. 10,594,823 (the “’823 Patent”) by performing each and every step of the claims or 
making, using, selling, or offering for sale the Accused Instrumentalities which exhibit every element of the claims, as shown below.  
Home Depot also directly infringes the asserted claims of the ’823 patent to the extent Home Depot contracted with or directed a third-
party to perform any of the steps of the asserted claims.  Home Depot also directly infringes the asserted claims to the extent it 
conditions participation in an activity or receipt of a benefit upon performance of a step or steps of a patented method and establishes 
the manner or timing of that performance or to the extent it controls the Accused Instrumentalities as a whole and obtains benefit from 
them.  Home Depot is therefore liable for infringement of the ’823 Patent under 35 U.S.C. § 271(a). 

Home Depot induces infringement of the ’823 Patent by providing to third parties including users, customers, agents and others the 
Accused Instrumentalities to utilize in an infringing manner, as charted below. Home Depot intends to cause infringement by such 
third parties because Home Depot instructs and/or controls and directs third parties to use the Accused Instrumentalities in an 
infringing manner, including without limitation by instructing the users to operate the Accused Instrumentalities. Home Depot 
manifests this intent by providing support services for the Accused Instrumentalities, including providing instruction, support training, 
and services, and actively inducing its customers to sign up for online accounts.  See, e.g., 
https://www.homedepot.com/auth/view/createaccount; see also https://www.homedepot.com/c/customer_service; see also 
https://corporate.homedepot.com/page/contact-us; see also https://www.homedepot.com/c/View_Pro_Directory; see also 
https://www.homedepot.com/c/pro_customer_support. The underlying direct infringement occurs, for example, when an end-user 
conducts searches as described in the claims below.  End-users obtain benefits such as targeted search results. Home Depot is 
therefore liable for infringement of the ’823 Patent under 35 U.S.C. § 271(b). 

The asserted claims include elements that are implemented, at least in part, by proprietary and specialized electronics, firmware and 
software in the Accused Instrumentalities . The precise designs, processes, and algorithms used in them are held secret, at least in part, 
and are not publicly available in their entirety. An analysis of Home Depot’s documentation and/or source code may be necessary to 
fully and accurately describe all infringing features and functionality of the Accused Instrumentalities and, accordingly, Plaintiffs 
reserve the right to supplement these contentions once such information is made available to Plaintiffs. Furthermore, Plaintiffs reserve 
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the right to revise these contentions, including as discovery in the case progresses, in view of any non-infringement arguments Home 
Depot may make (e.g., to allege infringement under the doctrine of equivalents), in view of the Court's final claim construction in this 
action and in connection with the provision of expert reports. 

 
 
Claim 
Language Evidence of Infringement by Accused Instrumentalities 

1[pre] A 
system, 
comprising: 
one or more 
processors 
configured to: 
 

To the extent the preamble is limiting, Home Depot has infringed and continues to infringe the ’823 Patent by 
creating, maintaining, and operating the Accused Instrumentalities. The Accused Instrumentalities, including web 
servers controlled by Home Depot, comprise one or more processors configured to use cookies and other tracking 
technologies on its websites when receiving and responding to client requests such as accessing web pages. 
 
For example, the Accused Instrumentalities use cookies on Home Depot’s websites when responding to client requests 
such as accessing web pages. 
 

 
https://www.homedepot.com/privacy/privacy-and-security-statement 
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https://www.homedepot.com/privacy/privacy-and-security-statement 
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https://www.homedepot.com/privacy/privacy-and-security-statement 
 

1[a] receive a 
network 
resource 
request from a 
client device, 
wherein the 
network 
resource 

The one or more processors of the Accused Instrumentalities are configured to receive a network resource request 
from a client device, wherein the network resource request corresponds to a first cookie of a first type that was caused 
to be stored to the client device during a first previous network session, wherein the first cookie of the first type was 
caused to be stored to the client device at least in part by causing the client device to initiate a set of network resource 
requests determined during the first previous network session, wherein the client device initiating the set of network 
resource requests caused data representative of the set of network resource requests to be stored at the client device, 
wherein a second cookie of a second type different from the first type was caused to be stored at the client device 
during a second previous network session, and wherein the first cookie of the first type is stored in a first client device 

Home Depot
Ex. 1009 - Page 4



Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823 
 

 5 

request 
corresponds 
to a first 
cookie of a 
first type that 
was caused to 
be stored to 
the client 
device during 
a first 
previous 
network 
session, 
wherein the 
first cookie of 
the first type 
was caused to 
be stored to 
the client 
device at least 
in part by 
causing the 
client device 
to initiate a 
set of network 
resource 
requests 
determined 
during the 
first previous 
network 
session, 
wherein the 

browser storage area and the second cookie of the second type is stored in a second client device browser storage area 
different from the first client device browser storage area. 
 
Client devices accessing the Home Depot’s website with HTTP resource requests receive network resources including 
cookies and other similar tracking data. For example, Home Depot’s privacy and security statement describes using 
multiple types of tracking technologies, such as cookies, web beacons, and pixels. 
 

 
https://www.homedepot.com/privacy/privacy-and-security-statement 
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client device 
initiating the 
set of network 
resource 
requests 
caused data 
representative 
of the set of 
network 
resource 
requests to be 
stored at the 
client device, 
wherein a 
second cookie 
of a second 
type different 
from the first 
type was 
caused to be 
stored at the 
client device 
during a 
second 
previous 
network 
session, and 
wherein the 
first cookie of 
the first type 
is stored in a 
first client 
device 

The cookies and trackers used by Home Depot are stored in different locations on the client device, such as, for 
example, in Local Storage, Session Storage, and Cookies. 

 
Screenshot of “Application” tab in Google Chrome. 
 
Home Depot stores a first cookie of a first type that was caused to be stored to the client device during a first previous 
network session, wherein the first cookie of the first type was caused to be stored to the client device at least in part by  
causing the client device to initiate a set of network resource requests determined during the first previous network 
session, wherein the client device initiating the set of network resource requests caused data representative of the set 
of network resource requests to be stored at the client device.  
 
As explained further below, there may be at least three distinct browser storage areas – Cookies, Local Storage, and 
Session Storage.  The “Cookie” browser storage area stores cookies such as “thda.u,” “THD_USER,” 
“THD_USER_SESSION,” “THD_PERSIST,” and “THD_CUSTOMER.” The “Local Storage” browser storage area 
stores cookies such as “THD_CART”, “checkoutPromptsDisplayInfo”, User ID, “C12”, “C13”, “thd-
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browser 
storage area 
and the 
second cookie 
of the second 
type is stored 
in a second 
client device 
browser 
storage area 
different from 
the first client 
device 
browser 
storage area; 
 

membershipinformation,” “b2b-hf-dynamic-phone-number,” “customerConfiguration,” QM, and “gpc.” The “Session 
Storage” browser storage area stores cookies such as “dsPersistedStorage.” 
 
The “first” cookie can be, for example, any cookie in a first one of those three storage areas.  The “second” cookie can 
be, for example, any cookie in any of the other two storage areas.   
 
The following screen shots provide an example of how the Accused Instrumentalities cause a client to store cookies in 
different browser storage areas, starting when a user first visits homedepot.com, and subsequently when a user signs 
in to homedepot.com.  The initial visit and the subsequent sign in may each occur during different sessions, including 
the “first previous network session” and the “second previous network session.”  Timestamps in the form of entries in 
a database or file modification dates, for example, show that certain storage occurred at particular times.   
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As a first example, in a first previous network session, the Firefox browser profile has never been used.  The browser 
stores first cookies (received from servers controlled by Home Depot) in the browser’s storage area in a sqlite 
database in one browser storage area at C:\Users\z1\AppData\Roaming\Mozilla\Firefox\Profiles\zp\cookies.sqlite.  
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The cookies database is empty, as can be seen by opening the database. 
 

 
 
The browser’s “Local Storage” folder is saved to the user’s computer at a different browser storage area at 
C:\Users\z1\AppData\Roaming\Mozilla\Firefox\Profiles\zp\storage\default.  Initially, the only folder in the browser’s 
local storage is a folder for the “about:welcome” page for new browser users.  That is, the Accused Instrumentalities 
have not yet caused the client to store anything. 
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In this first example, when a user visits homedepot.com, the Accused Instrumentalities cause the browser to store data 
in folders within local storage and store cookies in the browser’s cookies database, even when the user has not logged 
in.   
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The data can also be seen stored on the client device through the file system. 
 

 
 
A comparison between the browser view and local storage view shows the cookies reflected in the browser’s local 
storage are stored in the file system. 
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Additionally, the Accused Instrumentalities cause a “thda.u” cookie to be stored in the client device’s cookies.sqlite 
cookies database and a “dsPersistedStorage” cookie to be stored in the client device’s session storage. 
 
When a user visits homedepot.com but does not log in, the Accused Instrumentalities cause the browser to store 
cookies in the browser’s cookies.sqlite database, including the “thda.u” cookie (here, a string with value 
“0ef9f2a5…”). This 0ef9f2a5 value may be used, for example, as a device ID. 
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The cookie can also be seen by using the browser’s debugger tool or by opening the cookies.sqlite database on a client 
device with a database editor.   
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The Accused Instrumentalities also store a “dsPersistedStorage” cookie (JSON data structure) in the client device’s 
Session Storage, which contains a device ID. As shown in the enlarged screenshot below, the “userId” (“0ef9f2a5…”) 
is the same as reflected in the thda.u cookie above, which means the dsPersistedStorage cookie is tracking the device 
ID at this time. 
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(Enlarged from above screenshot)  
 

 
 
During such a first previous network session, a client device will send a request to Home Depot’s servers with a thda.u 
cookie, but a blank THD_PERSIST cookie (string). 
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Enlarged from above: 

 
 
As a second example, such as during a second previous network session, when a user logs in to homedepot.com with a 
Personal Account, the Accused Instrumentalities cause further cookies to be stored on a client device.  
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For example, during login, the Accused Instrumentalities will cause both a THD_USER_SESSION cookie 
(combination of string and base64 encoded JSON string) and THD_USER cookie (base64 encoded JSON string) to be 
stored on the client device in the cookies storage area. 
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A cropped and enlarged version of these cookies is shown here. 

  
 
The THD_USER_SESSION value includes data that is encoded in base 64. Decoding it provides the following result, 
showing that the THD_USER_SESSION contains a user ID. 

 
 
The THD_USER value is also encoded in base 64. Decoding it provides the following result, showing that the 
THD_USER includes the customer’s svocCustomerAccountId, logonId, and userId. 

 
 
The Accused Instrumentalities will also populate the THD_PERSIST cookie during login, unlike when the user was 
visiting homedepot.com without logging in. When logging in, the client device will send the THD_PERSIST cookie 
with data including information from the C12 cookie (JSON data structure) (such as the user’s email address, which 
may be used as a user ID) to Home Depot servers.  
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Enlarged from above: 

 
 
The C12 cookie information is stored in Local Storage on a customer device after a user has logged in. Also shown 
below is the User ID key (“0427EE…”) (JSON data structure) stored in Local Storage. 
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In Session Storage, the Accused Instrumentalities will also cause the dsPersistedStorage cookie to be updated. 
 

 
 
The dsPersistedStorage cookie is updated to show value “0427EE…”, which is the value of the user ID shown above 
in, for example, THD_USER and THD_USER_SESSION, instead of the previous value dsPersistedStorage contained, 
which pertained to the device ID. 
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As a third example, during a second previous network session, when a user logs in to homedepot.com with a Pro 
Account, the Accused Instrumentalities cause different cookies to be stored on a client device. 
 
For example, the Accused Instrumentalities continue to cause the THD_PERSIST cookie (in Cookie storage), and 
C12 (in Local Device storage), to be stored on the client device during login, as described in the second example. The 
Accused Instrumentalities additionally cause a THD_CUSTOMER cookie (base64 encoded JSON string) to be stored 
in the Cookies storage area and C13, b2b-hf-dynamic-phone-number, customerConfiguration, QM, and thd-
membershipinformation cookies (all JSON data structures) to be stored in the Local Storage area on the client device.  
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For example, the THD_CUSTOMER, thda.u, and THD_PERSIST cookies are shown in the Cookie storage area 
below: 
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An expanded view of the THD_PERSIST cookie is shown below, showing C12 and C13 user identifying information: 
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The THD_CUSTOMER cookie is encoded in base64.  
 

 
 
Decoding it gives the following result, showing a Pro user ID (“u”:“0527f…”): 

 
 
The C12, C13, b2b-h-dynamic-phone-number, and customerConfiguration cookies in the Local Storage area are 
shown below: 
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Filtering the results in the same screen by the Pro user ID “052F0C6,” the b2b-hf-dynamic-phone-number, 
customerConfiguration, QM, and thd-membershipinformation cookies in the Local Storage area are shown below, 
showing they all contain references to the identified user ID: 
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The Accused Instrumentalities also cause cookies to be stored in session storage (dsPersistedStorage). 
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The dsPersistedStorage shows a value of “0ef9f2a5…”, showing that it contains the device ID in its userId field, 
rather than the Pro user ID “052F0C6…” as seen in the Local Storage cookies above. (Enlarged from above): 

 
The Accused Instrumentalities may also cause additional cookies to be stored on a client device. For example, the 
Accused Instrumentalities may cause cookies such as “QM” and “gpc” cookies (JSON data structures) to be stored in 
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Local Storage after a user logs in, and may store the same user ID value that is stored in the THD_USER or 
THD_CUSTOMER cookie. 
 
As a fourth example, when a user clicks on the cart icon, the Accused Instrumentalities cause a THD_CART cookie 
(JSON data structure) to be stored in Local Storage.  If the cart contains an item, or if a user adds an item to the cart, 
the Accused Instrumentalities also cause a checkoutPromptsDisplayInfo cookie (JSON data structure) to be stored in 
Local Storage.  If the user is logged in, THD_CART and checkoutPromptsDisplayInfo will store the same user ID 
value that is stored in the THD_USER (Personal Account) or THD_CUSTOMER (Pro Account) cookie.   
 
For example, a non-logged-in user viewing the homedepot.com site without visiting the user’s cart shows that no 
THD_CART cookie exists. 
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Once the user visits their cart, the Accused Instrumentalities cause a THD_CART cookie to be saved on the client 
device, even without any items in the cart. 
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After logging in, the THD_CART cookie is overwritten  to add the user ID (0427EE…) 
 

 
 
Expanded: 
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The user may add an item to their cart – here, a lightbulb, by selecting “move to cart” option. 
 

 
 
After adding a lightbulb to a user’s cart, the THD_CART cookie is updated and other cookies are also created, such as 
the checkoutPromptsDisplayInfo cookie, which also contains the user ID value that is also present in THD_USER. 
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Expanded: 
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The THD_CART cookie is a JSON data structure holding shopping cart related information, which is different from 
the THD_USER cookie’s base64 encoded string. When the user is logged in, the THD_CART cookie and the 
checkoutPromptsDisplayInfo also contains the same user ID seen in the decoded THD_USER cookie (“0427EE…”) 
 
The first cookie of the first type is stored in a first client device browser storage area and the second cookie of the 
second type is stored in a second client device browser storage area different from the first client device browser 
storage area. For example, as described above, the THD_USER is a different type of cookie than the THD_CART 
cookie since at least THD_USER is base64 encoded string and THD_CART is a JSON data structure. THD_USER is 
also stored in the cookies area of the client device, whereas THD_CART is stored in local storage. 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

1[b] based at 
least in part 
on the 
network 
resource 
request from 
the client 
device 
corresponding 
to the first 
cookie of the 
first type 
caused to be 
stored at the 
client device 
during the 
first previous 
network 
session, 
determine 

The Accused Instrumentalities’ one or more processors, based at least in part on the network resource request from the 
client device corresponding to the first cookie of the first type caused to be stored at the client device during the first 
previous network session, determines information that was encoded and stored in the client device. 
 
As described for element 1[a], any of the cookies in any of the three browser storage areas can be a first cookie of the 
first type stored at the client device during the first previous network session. As one example, based at least in part on 
the network resource request from the client device corresponding to any of the cookies stored in the Cookie Storage 
area (“thda.u,” “THD_USER,” “THD_USER_SESSION,” “THD_PERSIST,”  “THD_CUSTOMER,”), the Accused 
Instrumentalities’ one or more processors determine information that was encoded and stored in the client device 
during a previous network session, such as whether a user has previously visited the site.  
 
As a first example, based at least in part on the network resource request from the client device corresponding to any 
of the cookies stored in the Cookie Storage area (“thda.u,” “THD_USER,” “THD_USER_SESSION,” 
“THD_PERSIST,”  “THD_CUSTOMER,”), Home Depot determines information that was encoded and stored in the 
client device, such as a user ID or device ID.  
 
For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to 
determine information (such as a device ID (“0ef9f2a5...”)) that was encoded and stored in the thda.u cookie in the 
client device. 
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information 
that was 
encoded and 
stored in the 
client device; 
 

 

 
 
For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to 
determine information (such as a user ID) that was encoded and stored in the THD_USER_SESSION cookie in the 
client device. 
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The THD_USER_SESSION value includes data that is encoded in base 64. Decoding it provides the following result, 
showing that the THD_USER_SESSION cookie includes a user ID. 

 
 
For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to 
determine information (such as a user ID) that was encoded and stored in the THD_USER cookie in the client device. 

 
 
The THD_USER value is encoded in base 64. Decoding it provides the following result, showing that the 
THD_USER cookie includes the customer’s svocCustomerAccountId, logonId, and userId. 
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For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to 
determine information (such as a user email) that was encoded and stored in the THD_PERSIST cookie in the client 
device. 

 
 
For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to 
determine information (such as a user ID) that was encoded and stored in the THD_CUSTOMER cookie in the client 
device. 
 

 
 
As a second example, a network resource request from the client causes Home Depot servers to determine information 
(such as a userId or user email) that was encoded and stored in the Local Storage directly or within the C12 cookie in 
Local Storage in the client device. 
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Enlarged (showing userId “0427EE…” and email “z_user…” as the value of key C12): 
 

 
 
As a third example, a network resource request from the client causes Home Depot servers to determine information 
(such as a device ID stored in the userId field (“0ef9f2a5…”) that was encoded and stored in the dsPersistedStorage 
within the Session Storage in the client device. 
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(Enlarged from above screenshot) 
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The Accused Instrumentalities determine information that was encoded and stored in the client device.  For example, 
copying the cookies.sqlite database from [1] a first computer that stored cookies for a user who had logged in to 
homdepot.com to [2] a second computer that had never before been used to visit homedepot.com, then visiting 
homedepot.com on that second computer causes the Accused Instrumentalities to store, on the second computer, in the 
“Local Storage” area, the cookies described previously, such as a cookie with a name that matches the user ID stored 
in the THD_USER or THD_CUSTOMER cookie.   
 
For example, as shown below, a second computer has an empty Local Storage folder. A cookies.sqlite database is then 
copied from the first computer. 

 
 
After the cookies.sqlite database is transferred, when the user visits homedepot.com, the Accused Instrumentalities 
cause cookies to be downloaded in the local storage such as the user ID key of the user on the first computer 
(“0427EE…”). 
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(Enlarged from above) 

 
 
This shows that the Accused Instrumentalities are able to determine information that was encoded and stored in the 
cookies.sqlite database (Cookies storage area) with no other information. 
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Similarly, copying cookies from a logged in Pro Account user to a second computer shows the presence of the 
THD_CUSTOMER user ID in both Local Storage and Session Storage. 
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User ID in Local Storage: 
 

 
 
Enlarged:  
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User ID in Session Storage: 
 

 
 
Enlarged: 

 …  
 
The value in the cookies was encoded and stored in the client device.  For example, the value in at least the 
THD_USER, THD_USER_SESSION, and THD_CUSTOMER cookies is stored in base64 encoded format, as 
described above. 
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As an additional example, in browsers such as Chrome, cookies are stored in encrypted format.  When Chrome is in 
use, Chrome decrypts the cookies so that they can be used normally, which is why the cookie values are viewable in 
the Chrome browser debugger tool.  In contrast, the cookie names are viewable in the cookies database, but the values 
are not; instead, the values are stored in encrypted format, in the “encrypted_value” column, and shown as “BLOB”.  
For example, the “THD_USER” cookie data is viewable in the Chrome debugger tool, but is encrypted in the Chrome 
cookies database.  In the example below, the Chrome browser stores cookies in a sqlite database named “Cookies” 
and stored at C:\Users\z1\AppData\Local\Google\Chrome\User Data\Default\Network\.   
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As another example, Chrome stores “Local Storage” data in encoded format on the client, so that it is viewable when 
using the Chrome debugger tool but is not viewable by a normal user outside of the debugger tool. 
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

1[c] perform a 
first 
identification 
of at least one 
of the client 
device and a 
user of the 
client device 
using the first 
cookie of the 
first type, 
wherein the 
first 
identification 
is performed 
using the first 
cookie of the 
first type at 
least in part 
by using the 
determined 
information 
that was 
encoded and 
stored in the 
client device; 
 

The Accused Instrumentalities’ one or more processors are configured to perform first identification of at least one of 
the client device and a user of the client device using the first cookie of the first type, wherein the first identification is 
performed using the first cookie of the first type at least in part by using the determined information that was encoded 
and stored in the client device. 
 
As described above, a “first” cookie may be any of the cookies stored in Cookies, Local Storage, or Session Storage.  
The Accused Instrumentalities perform a first identification of at least one of the client device and a user of the client 
using, for example, a stored user ID or user email. 
 
For example, the thda.u cookie identifies at least one of the client device and a user of the client using a device ID 
(“0ef9f2a5...”)) that was encoded and stored in the thda.u cookie in the client device. 
 
The value of the thda.u cookie in the Cookies storage area identifies the device, and remains the same before any user 
logs into homedepot.com on a browser, after a user logs in to a user account, after a user logs out, and after a user logs 
in to a second, Pro user account. 
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For example, the THD_USER cookie identifies at least one of the client device and a user of the client using any of a 
svocCustomerAccountId, logonId, and user ID that was encoded and stored in the THD_USER cookie in the client 
device. 
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For example, the THD_USER_SESSION cookie identifies at least one of the client device and a user of the client 
using the same user ID value that is stored in the THD_USER cookie (here, “0427EECD …”) that was encoded in 
base64 format and stored in the THD_USER_SESSION cookie in the client device. 
 

 
 
For example, the THD_PERSIST cookie identifies at least one of the client device and a user of the client using a user 
email that was encoded and stored in the THD_PERSIST cookie in the client device. 

 
 
For example, the THD_CUSTOMER cookie identifies at least one of the client device and a user of the client using a 
user email that was encoded and stored in the THD_CUSTOMER cookie in the client device. 
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As a second example, the user ID key that was encoded and stored in the Local Storage directly (as key 0427EE…) or 
the C12 cookie that was encoded and stored in the Local Storage identifies at least one of the client device and a user 
of the client using a user ID or user email stored in the client device.  Further, if the user is logged in with a Pro 
Account, the C13 cookies stores the user’s login name (see 1[a]). 
 
Enlarged (showing userId “0427EE…” and email “z_user…” as the value of key C12):  

 
 
As additional examples, the userID that is stored in the THD_CUSTOMER cookies is also stored in the thd-
membershipinformation, b2b-hf-dynamic-phone-number, and customerConfiguration cookies in Local Storage. 
 
As additional examples, the userID that is stored in the THD_USER or THD_CUSTOMER cookies is also stored in 
the THD_CART and checkoutPromptsDisplayInfo cookies in Local Storage when, for example, a user is logged in 
and has an item in the user’s cart.   
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As additional examples, the userID that is stored in the THD_USER or THD_CUSTOMER cookies may also be 
stored in QM and gpc cookies in the Local Storage area. 
 
As a third example, the dsPersistedStorage cookie within the Session Storage identifies at least one of the client 
devices and a user of the client using a device ID (“0ef9f2a5…”) that was encoded and stored in the 
dsPersistedStorage cookie within the Session Storage in the client device.  The value of the dsPersistedStorage cookie 
in session storage identifies the device by including the same value as the thda.u cookie when, for example, no user is 
logged in to homedepot.com.  In other situations, such as when a user is logged into homdepot.com, the value of the 
dsPersistedStorage cookie instead includes the same value as the THD_USER or THD_CUSTOMER cookie and 
identifies the user of the device.   
 

 
 
As the user is recognized through information present in any of the cookies that track a user ID or a device ID, by the 
Accused Instrumentalities’ servers, the user will see a “Welcome Back!” message displayed. Here, the Accused 
Instrumentalities recognize the user by at least one of THD_USER_SESSION or THD_USER. 
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Enlarged: 
 

 
 
As an additional example showing that the Accused Instrumentalities identify a device using information stored on the 
device, when a user logs in to a device, the Accused Instrumentalities send an email to the user’s email account if the 
Accused Instrumentalities determine that the user has logged in using a device that the user has not previously used 
for logging in to homedepot.com.  An example of such an email is shown below. 
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The Accused Instrumentalities may also identify users and devices with other cookies not specifically identified here 
or by using cookie-less methods. 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

1[d] perform 
a second 
identification 
of at least one 
of the client 
device and the 
user of the 
client device 
using the 
second cookie 
of the second 
type; 
 

The Accused Instrumentalities’ one or more processors are configured to perform a second identification of at least 
one of the client device and the user of the client device using the second cookie of the second type. 
 
The “second” cookie can be any of the cookies described above if the “second” cookie is stored in a different location 
than the “first” cookie.  So, for example, if the THD_USER cookie or another cookie stored in the “Cookies” storage 
area is the “first” cookie, the “second” cookie may be any of the cookies stored in the “Local Storage” area or the 
“Session Storage” area.  Similarly, if the C12 or another cookie stored in the “Local Storage” area is the “first” 
cookie, the “second” cookie can be any of the cookies stored in the “Cookies” area or the “Session Storage” area.   
 
For example, as discussed in limitation 1[c], the Accused Instrumentalities identify a client device or a user of the 
client device using: 

1. cookies stored in the Cookies” storage area, such as “thda.u,” “THD_USER,” “THD_USER_SESSION,” 
“THD_PERSIST,” or “THD_CUSTOMER;”  

2. cookies stored in the “Local Storage” area, such as C12 or the user ID key; and  
3. cookies stored in the “Session Storage” area, such as the dsPersistedStorage cookie. 

 
The Accused Instrumentalities may also identify users and devices with other cookies not specifically identified here 
or by using cookie-less methods. 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

1[e] and 
perform a 
determination 
based at least 
in part on (1) 

The Accused Instrumentalities’ one or more processors are configured to perform a determination based at least in 
part on (1) a presence of a network resource request associated with one of the first cookie and the second cookie, and 
(2) an absence of a network resource request associated with the other of the first cookie and the second cookie. 
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a presence of 
a network 
resource 
request 
associated 
with one of 
the first 
cookie and 
the second 
cookie, and 
(2) an absence 
of a network 
resource 
request 
associated 
with the other 
of the first 
cookie and 
the second 
cookie; 
 

When a user visits homedepot.com, a presence of a network resource request associated with one of the first cookie 
and the second cookie can be identified by, for example, examining the cookies described in elements 1[c] and 1[d], 
any of which can be the “first” or “second” cookie for the reasons explained in element 1[c].   
 
The Accused Instrumentalities perform determinations such as:   
 

1. Determining whether a current user who is not logged in is the same user who was previously logged in. 
 
Such a determination may be based on the presence of a network resource request associated with a cookie that 
identifies a device stored in one of the Cookies, Local Storage, or Session Storage browser areas and the absence of a 
network resource request associated with a cookie that identifies a logged-in user stored in a different area than the 
first cookie.  
 
After logging in to homedepot.com and then logging out, certain cookies continue to contain information that 
identifies a user. For example, if the THD_USER cookie (for a Personal Account) or THD_CUSTOMER cookie (for 
a Pro Account) stored in the Cookies storage area is deleted, the previously-logged in user’s user ID values and email 
address (which may also be used as a user ID) continue to be stored in Local Storage.  Similarly, the value of the 
thda.u cookie, which contains a device ID, does not change regardless of whether a user is logged in or not.   
 
For example, the cookies of a Personal Account user are shown below while logged in.  
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The THD_USER_SESSION, THD_USER, and thda.u  cookies are visible in this enlarged image: 
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As described above, the decoded values of THD_USER_SESSION contain a user ID 0427EE… 
 

 
 
Similarly, the THD_USER cookie also contains the same user ID 0427EE… and the user’s email address. 
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The dsPersistedStorage cookie in Session Storage of a user logged in to a Personal Account is shown below, 
displaying the User ID 0427EE…: 
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After logging out, the Local Storage area of the client device is shown below: 
 

 
 
As seen in this enlarged image, the User ID key persists (0427EE…) and the C12 cookie continues to contain the 
user’s email address: 
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The User ID also persists in the checkoutPromptsDisplayInfo, QM, and THD_CART cookies shown in this enlarged 
image, all of which contain the User ID 0427EE.... 

 
 
In contrast, other cookies change depending on whether a user is signed in or not.  For example, if a user logs out, the 
Accused Instrumentalities delete any THD_USER, THD_USER_SESSION, and THD_CUSTOMER cookies. 
 
For example, below are the cookies of a Personal Account user while logged in (same image as above). 
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After logging out, the cookies appear as shown: 
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As seen in this enlarged view, THD_USER and THD_USER_SESSION have been deleted and THD_PERSIST is 
now blank: 
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In Session Storage, the dsPersistedStorage cookie has also reverted back to the device ID (0ef9f…) 
 

 
 
Enlarged: 
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For a Pro Account, the Accused Instrumentalities will function similarly. The Accused Instrumentalities will cause the 
client device to store THD_CUSTOMER (with decoded user ID 0527F…) and THD_PERSIST (with customer email) 
cookies in Cookies storage (full walkthrough described in element 1[a]). 

 
 

 
 

 
The Accused Instrumentalities will cause the client device to store b2b-hf-dynamic-phone-number, 
customerConfiguration, QM, thd-membershipinformation, C12, C13, and THD_CART cookies in Local Storage (see 
1[a] for full walkthrough), all containing the 0527F0C6… user ID, user email (C12), or user name (C13). 
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After logging out, the THD_CUSTOMER cookie is deleted and the THD_PERSIST cookie is blanked (both in 
Cookie storage). 
 

 
 
However, the cookies in Local Storage persist (b2b-hf-dynamic-phone-number, customerConfiguration, QM, thd-
membershipinformation, C12, C13, and THD_CART cookies in local storage (see 1[a] for full walkthrough), all 
containing the 0527F0C6… user ID, user email (C12), or user name (C13). 
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Thus, the Accused Instrumentalities determine that the current user who is not logged in may be the same user who 
was previously logged in based at least in part on, for example:  

• The presence of any of the Local Storage cookies (User ID, C12, C13, checkoutPromptsDisplayInfo, QM, 
THD_CART, b2b-hf-dynamic-phone-number, customerConfiguration, or thd-membershipinformation) that 
continue to identify a user after logging out and the absence of a network resource request associated with of 
any of the Cookie Storage cookies that store a user ID (THD_USER, THD_PERSIST, or THD_CUSTOMER); 

• The presence of a network resource request associated with a Session Storage cookie (dsPersistedStorage) that 
contains a device ID (reflected from thda.u) and the absence of a network resource request associated with of 
any of the Cookie Storage cookies that store a user ID (THD_USER, THD_PERSIST, or THD_CUSTOMER); 

• The presence of a network resource request associated with a Session Storage cookie (dsPersistedStorage), or a 
Cookie Storage cookie (thda.u), that contains a device ID (reflected from thda.u) and the absence of any of the 
Local Storage cookies (User ID, C12, C13, checkoutPromptsDisplayInfo, QM, THD_CART, b2b-hf-dynamic-
phone-number, customerConfiguration, or thd-membershipinformation) if those Local Storage cookies have 
been overridden by another user’s login. 
 

Alternatively, a cookie stored in the Local Storage or Session Storage areas may be considered the “second” cookie 
and a cookie stored in the Cookie storage area may be considered the “first” cookie. 

 
Determinations regarding user tracking may also be made by the Accused Instrumentalities based at least in part on 
the presence and absence described above. For example, a user may have previously logged in to a device that the 
Accused Instrumentalities associated with that user, for example by using a cookie that identifies a user (e.g., the 
THD_USER cookie).  The Accused Instrumentalities may have also identified that device, before, while, and/or after 
a user logged in to the device, by using a cookie that identifies the device (e.g., the thda.u cookie).  After the user logs 
out, and visits homedepot.com as a logged-out user on the same device, the Accused Instrumentalities may identify 
that same device by, for example, identifying a cookie that identifies the device, or by identifying a cookie stored in 
Local Storage that continues to contain the previously-logged in user’s user ID value (e.g. the C12 cookie).  The 
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Accused Instrumentalities may also note that the device is currently sending network requests that do not include any 
cookies that identify the previously-logged in user (e.g., the device is not sending a request that includes the 
THD_USER cookie when requesting homedepot.com).  The Accused Instrumentalities may then determine that the 
device may be in use by the user identified by the previously-sent THD_USER cookie.  If more than one THD_USER 
cookie value has been sent by the device (e.g., in the examples in 1[c] and 1[d] above where the user with a personal 
account sends a THD_USER cookie with a user ID value and the “Z Customer” user with a Pro Account sends a 
different THD_CUSTOMER cookie with a different user ID value), then the Accused Instrumentalities may make a 
determination regarding whether the current user is one of the previously-logged in users.  If only one user ID value 
has ever been sent by the device, then the Accused Instrumentalities may be more confident that the single previously-
logged in user is continuing to use the same device, even though the user is not logged in.   
 

2. Determining whether to request certain cookies. 
 
The Accused Instrumentalities make different determinations in situations when the user is logged in from when the 
user is not logged in.  The Accused Instrumentalities may make such determinations, for example, whether to attribute 
browsing behavior to a user for tracking accuracy. 
 
For example, when the user is logged in, the THD_USER and THD_USER_SESSION cookies are stored in the 
Cookies storage area of the client device, and the browser sends a network request that included those cookies and that 
included a THD_PERSIST cookie having a value that included the user’s email address (login) that is also stored in 
the C12 cookie.   
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In contrast, when the user was not logged in, the THD_USER and THD_USER_SESSION cookies were not stored at 
the client device, and the browser sent a network request that did not include a THD_USER or 
THD_USER_SESSION cookie, and the browser sent a network request with a THD_PERSIST cookie having an 
empty value.   
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3. Determining whether the THD_PERSIST cookie should include a user’s email address. 
 

The Accused Instrumentalities makes different determinations in situations when the user is logged in from when the 
user is not logged in.  The Accused Instrumentalities may make such determinations, for example, whether to attribute 
browsing behavior to a user for tracking accuracy. 
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Based at least in part on (1) the absence of a network request associated with a cookie that identifies a logged-in user 
(such as the THD_USER cookie), and (2) the presence of a network request [a] associated with a cookie that identifies 
a device (such as the dsPersistedStorage cookie stored in Session Storage), or [b] associated with a previously-logged 
in user (such as THD_CART, checkoutPromptsDisplayInfo, C12, C13, the cookie with the key that is the value of a 
user ID stored in a previously-logged in user’s THD_USER cookie, QM, thd-membershipinformation, b2b-hf-
dynamic-phone-number, or customerConfiguration stored in Local Storage), the Accused Instrumentalities determine 
that the THD_PERSIST cookie should omit the user’s email address (login).   
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Enlarged from above: 
 

 
 
In contrast, the Accused Instrumentalities determine that the THD_PERSIST cookie should include the user’s email 
address when the THD_USER or THD_CUSTOMER cookie is present.   
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Enlarged from above: 

 
 

4. Determining Storage of a user ID or device ID. 
 

Similarly, the Accused Instrumentalities determine that the dsPersistedStorage Session Storage cookie should store the 
value of the thda.u cookie based at least in part on the presence of a network request associated with the 
dsPersistedStorage cookie and based at least in part on the absence of a network request associated with the 
THD_USER cookie in order to attribute browsing behavior to a user for tracking accuracy. In effect, this causes the 
value of the dsPersistedStorage cookie to reflect a user ID when a user is logged in, and dsPersistedStorage to reflect a 
device ID when a user is logged out. 
 
For example, the dsPersistedStorage cookie shows a device ID corresponding to the value of the thda.u cookie when 
there is no network request associated with a THD_USER cookie. 
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When there is a network request associated with a THD_USER cookie, the dsPersistedStorage cookie shows a user ID 
corresponding to the value of the THD_USER cookie.  
 

 
 
As an additional example, based at least in part on the presence and of cookies in the Cookies storage area as 
described above, and the absence of cookies in the Local Storage area, the Accused Instrumentalities make 
determinations regarding cookies to save in Local Storage.  For example, if the Local Storage area is empty, and the 
Cookies storage area has cookies for a logged in user, the Accused Instrumentalities determine that the Local Storage 
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area should be populated with cookies, including cookies that contain the user’s ID value (full walkthrough in 1[b]).  
As another example, if a user attempts to view their cart, Home Depot determines whether the user can view the items 
in their cart due to the presence of the THD_USER cookie (the first cookie) and the absence of the THD_CART 
cookie (the second cookie). If Home Depot finds the THD_USER cookie (see, for example, THD_USER cookie 
verification shown in element 1[a]) but does not find the THD_CART cookie, Home Depot servers will allow the user 
to view their cart page without signing in again, but will re-download data to create the THD_CART cookie. For 
example, in the screenshots below, the THD_CART cookie is removed to cause it to be absent, which causes Home 
Depot servers to download the THD_CART cookie to recreate the user’s cart. 
 
In the screenshots below, the THD_CART cookie is present in local storage. 

  
 
The THD_CART cookie is then removed from local storage. 

 
 
During a new network request, Home Depot servers request the THD_CART cookie from local storage of the client. 

 
 
Because the THD_CART cookie is not present, the THD_USER cookie is used as one input in order for the client to 
request that the Home Depot servers re-create the THD_CART cookie. 
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The THD_CART cookie is then re-created. 
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In the user interface, the cart appears with the items that were present.  
 

 
 
In contrast, if Home Depot does not find the THD_USER cookie, Home Depot servers will not allow the user to view 
their cart. For example, if the THD_USER cookie is removed, a user attempting to view their cart will be met with 
only a request to sign in: 
 
 
 
 
 
 
 
 

Home Depot
Ex. 1009 - Page 91



Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823 
 

 92 

 

 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

1[f] and a 
memory 
coupled to the 
one or more 
processors 
and 
configured to 
provide the 
one or more 
processors 

Each Home Depot web server (including the edge servers controlled by Home Depot) comprises a memory coupled to 
the one or more processors and configured to provide the one or more processors with instructions. 
 
For example, Home Depot runs at least Nginx on its web servers, which requires memory coupled to the one or more 
processors and configured to provide the one or more processors with instructions. 
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with 
instructions. 
 

 

 
Site Info - Homedepot.com. https://w3techs.com/sites/info/homedepot.com 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

2. The system 
of claim 1 
wherein the 
client device 

The Accused Instrumentalities comprise the system of claim 1 wherein the client device is identified by a server in a 
domain different from a server that caused the two different types of cookies to be stored to the client device during 
the first and second previous network sessions. 
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is identified 
by a server in 
a domain 
different from 
a server that 
caused the 
two different 
types of 
cookies to be 
stored to the 
client device 
during the 
first and 
second 
previous 
network 
sessions. 

For example, Home Depot contracts with third parties to allow cookies to be served on a customer’s device. When a 
customer, using a client device, visits homedepot.com, the Accused Instrumentalities store cookies from bing.com, 
tagdelivery.com, agkn.com, doubleclick.net, and google.com, among others. These cookies allow a server in a 
different domain to identify the client device. 
 

 
www.homedepot.com 
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For example, the cookie stored by the doubleclick.net server is an IDE cookie, which Google uses for advertising, 
including “limiting the number of times an ad is shown to a user,” which necessarily requires identification of a client 
device. 

 
Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/ 
 

 
Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/ 
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Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/  
 
As another example, the cookie stored by Microsoft’s bing.com server stores a MUID, which Microsoft uses for 
identifying “unique web browsers,” which is an identification of a client device. 
 

 
Cookie List. Published 5/10/2023. Available at https://learn.microsoft.com/en-us/clarity/setup-and-installation/cookie-
list  
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

3. The system 
of claim 1 
wherein the 
client device 
is identifiable 
based at least 
in part on a 
presence of 
either one of 
the first 
cookie and 
the second 
cookie in the 
respective 
first and 
second client 
device 
browser 
storage areas. 

The Accused Instrumentalities comprise the system of claim 1 wherein the client device is identifiable based at least 
in part on a presence of either one of the first cookie and the second cookie in the respective first and second client 
device browser storage areas. 
 
As described in element 1[a], the “first” cookie can be, for example, any cookie in a first one of three storage areas 
(Cookie storage, Local Storage, and Session Storage).  The “second” cookie can be, for example, any cookie in any of 
the other two storage areas.  As further explained above, the “Cookie” browser storage area stores cookies such as 
“thda.u,” “THD_USER,” “THD_USER_SESSION,” “THD_PERSIST,” and “THD_CUSTOMER.” The “Local 
Storage” browser storage area stores cookies such as “THD_CART”, User ID, “C12”, “C13”, “thd-
membershipinformation,” “b2b-hf-dynamic-phone-number,” “customerConfiguration,” QM, and “gpc.” The “Session 
Storage” browser storage area stores cookies such as “dsPersistedStorage.” 
 
For example, the client device may be identifiable based at least in part on a presence of a first cookie that contains a 
device ID, such as the thda.u cookie stored in Cookie storage. The client device is also identifiable based at least in 
part on a presence of a second cookie such as a dsPersistedStorage cookie in Session Storage when it contains a 
device ID. (see 1[a] for detailed analysis). 
 
As another example, as a user’s ID becomes linked with a device ID, a client device may become identifiable by a 
cookie containing a user ID such as a THD_USER cookie in Local Storage. Such a cookie may be considered either a 
first or second cookie and combined with any other cookie in a different browser storage area such as the thda.u or the 
dsPersistedStorage cookies identified above. 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

5. The system 
of claim 1 
wherein in 
response to 
the performed 

The Accused Instrumentalities comprise the system of claim 1 wherein in response to the performed determination, 
the one or more processors are configured to cause a third cookie to be stored at the client device, wherein the third 
cookie is one of the first type and the second type. 
 
Several determinations may be performed by the Accused Instrumentalities as described in 1[e]: 
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determination, 
the one or 
more 
processors are 
configured to 
cause a third 
cookie to be 
stored at the 
client device, 
wherein the 
third cookie is 
one of the 
first type and 
the second 
type. 

1. Determining whether a current user who is not logged in is the same user who was previously logged in. 
2. Determining whether to request certain cookies. 
3. Determining whether the THD_PERSIST cookie should include a user’s email address. 
4. Determining Storage of a user ID or device ID. 

 
As one example, in response to the performed determination of example 1, the one or more processors are configured 
to cause THD_PERSIST to become blank when a user logs out in order to remove the user’s email from the cookie. 
 
As another example, in response to the performed determination of example 4, the one or more processors are 
configured to cause dsPersistedStorage to store the device ID of thda.u rather than the user ID of THD_USER when a 
user logs out in order to track browsing by device rather than user.  
 
In addition, the Accused Instrumentalities also store cookies from bing.com, tagdelivery.com, agkn.com, 
doubleclick.net, and google.com, among others. These cookies allow a server in a different domain to identify the 
client device. In response to the performed determination, the one or more processors are configured to cause a third 
cookie to be stored at the client device, wherein the third cookie is of the first type – that is, stored in the Cookies area 
of the browser. 
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www.homedepot.com 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

Home Depot
Ex. 1009 - Page 99



Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823 
 

 100 

6[pre]. A 
method, 
comprising: 

To the extent the preamble is limiting, Home Depot performs the claimed method using the Accused Instrumentalities. 

6[a]. 
receiving a 
network 
resource 
request from a 
client device, 
wherein the 
network 
resource 
request 
corresponds 
to a first 
cookie of a 
first type that 
was caused to 
be stored to 
the client 
device during 
a first 
previous 
network 
session, 
wherein the 
first cookie of 
the first type 
was caused to 
be stored to 
the client 
device at least 
in part by 

The Accused Instrumentalities receive a network resource request from a client device, wherein the network resource 
request corresponds to a first cookie of a first type that was caused to be stored to the client device during a first 
previous network session, wherein the first cookie of the first type was caused to be stored to the client device at least 
in part by causing the client device to initiate a set of network resource requests determined during the first previous 
network session, wherein the client device initiating the set of network resource requests caused data representative of 
the set of network resource requests to be stored at the client device, wherein a second cookie of a second type 
different from the first type was caused to be stored at the client device during a second previous network session, and 
wherein the first cookie of the first type is stored in a first client device browser storage area and the second cookie of 
the second type is stored in a second client device browser storage area different from the first client device browser 
storage area. 
 
Client devices accessing Home Depot’s website receive network resources including cookies and other similar 
tracking data. For example, Home Depot’s privacy and security statement describes using multiple types of tracking 
technologies, such as cookies, web beacons, and pixels. 
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causing the 
client device 
to initiate a 
set of network 
resource 
requests 
determined 
during the 
first previous 
network 
session, 
wherein the 
client device 
initiating the 
set of network 
resource 
requests 
caused data 
representative 
of the set of 
network 
resource 
requests to be 
stored at the 
client device, 
wherein a 
second cookie 
of a second 
type different 
from the first 
type was 
caused to be 
stored at the 

 
https://www.homedepot.com/privacy/privacy-and-security-statement 
 
 
The cookies and trackers used by Home Depot are stored in different locations on the client device, such as, for 
example, in Local Storage, Session Storage, Cookies, and Shared Storage.  
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client device 
during a 
second 
previous 
network 
session, and 
wherein the 
first cookie of 
the first type 
is stored in a 
first client 
device 
browser 
storage area 
and the 
second cookie 
of the second 
type is stored 
in a second 
client device 
browser 
storage area 
different from 
the first client 
device 
browser 
storage area; 

 

 
Screenshot of “Application” tab in Google Chrome. 
 
 
Client devices accessing the Home Depot’s website with HTTP resource requests receive network resources including 
cookies and other similar tracking data. For example, Home Depot’s privacy and security statement describes using 
multiple types of tracking technologies, such as cookies, web beacons, and pixels. 
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https://www.homedepot.com/privacy/privacy-and-security-statement 
 
 
The cookies and trackers used by Home Depot are stored in different locations on the client device, such as, for 
example, in Local Storage, Session Storage, and Cookies. 
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Screenshot of “Application” tab in Google Chrome. 
 
Home Depot stores a first cookie of a first type that was caused to be stored to the client device during a first previous 
network session, wherein the first cookie of the first type was caused to be stored to the client device at least in part by  
causing the client device to initiate a set of network resource requests determined during the first previous network 
session, wherein the client device initiating the set of network resource requests caused data representative of the set 
of network resource requests to be stored at the client device.  
 
As explained further below, there may be at least three distinct browser storage areas – Cookies, Local Storage, and 
Session Storage.  The “Cookie” browser storage area stores cookies such as “thda.u,” “THD_USER,” 
“THD_USER_SESSION,” “THD_PERSIST,” and “THD_CUSTOMER.” The “Local Storage” browser storage area 
stores cookies such as “THD_CART”, “checkoutPromptsDisplayInfo”, User ID, “C12”, “C13”, “thd-
membershipinformation,” “b2b-hf-dynamic-phone-number,” “customerConfiguration,” QM, and “gpc.” The “Session 
Storage” browser storage area stores cookies such as “dsPersistedStorage.” 
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The “first” cookie can be, for example, any cookie in a first one of those three storage areas.  The “second” cookie can 
be, for example, any cookie in any of the other two storage areas.   
 
The following screen shots provide an example of how the Accused Instrumentalities cause a client to store cookies in 
different browser storage areas, starting when a user first visits homedepot.com, and subsequently when a user signs 
in to homedepot.com.  The initial visit and the subsequent sign in may each occur during different sessions, including 
the “first previous network session” and the “second previous network session.”  Timestamps in the form of entries in 
a database or file modification dates, for example, show that certain storage occurred at particular times.   
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As a first example, in a first previous network session, the Firefox browser profile has never been used.  The browser 
stores first cookies (received from servers controlled by Home Depot) in the browser’s storage area in a sqlite 
database in one browser storage area at C:\Users\z1\AppData\Roaming\Mozilla\Firefox\Profiles\zp\cookies.sqlite.  
 

 
 
The cookies database is empty, as can be seen by opening the database. 
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The browser’s “Local Storage” folder is saved to the user’s computer at a different browser storage area at 
C:\Users\z1\AppData\Roaming\Mozilla\Firefox\Profiles\zp\storage\default.  Initially, the only folder in the browser’s 
local storage is a folder for the “about:welcome” page for new browser users.  That is, the Accused Instrumentalities 
have not yet caused the client to store anything. 
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In this first example, when a user visits homedepot.com, the Accused Instrumentalities cause the browser to store data 
in folders within local storage and store cookies in the browser’s cookies database, even when the user has not logged 
in.   
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The data can also be seen stored on the client device through the file system. 
 

 
 
A comparison between the browser view and local storage view shows the cookies reflected in the browser’s local 
storage are stored in the file system. 
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Additionally, the Accused Instrumentalities cause a “thda.u” cookie to be stored in the client device’s cookies.sqlite 
cookies database and a “dsPersistedStorage” cookie to be stored in the client device’s session storage. 
 
When a user visits homedepot.com but does not log in, the Accused Instrumentalities cause the browser to store 
cookies in the browser’s cookies.sqlite database, including the “thda.u” cookie (here, a string with value 
“0ef9f2a5…”). This 0ef9f2a5 value may be used, for example, as a device ID. 
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The cookie can also be seen by using the browser’s debugger tool or by opening the cookies.sqlite database on a client 
device with a database editor.   
 

 
 
The Accused Instrumentalities also store a “dsPersistedStorage” cookie (JSON data structure) in the client device’s 
Session Storage, which contains a device ID. As shown in the enlarged screenshot below, the “userId” (“0ef9f2a5…”) 
is the same as reflected in the thda.u cookie above, which means the dsPersistedStorage cookie is tracking the device 
ID at this time. 
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(Enlarged from above screenshot)  

 
 
During such a first previous network session, a client device will send a request to Home Depot’s servers with a thda.u 
cookie, but a blank THD_PERSIST cookie (string). 
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Enlarged from above: 

 
 
As a second example, such as during a second previous network session, when a user logs in to homedepot.com with a 
Personal Account, the Accused Instrumentalities cause further cookies to be stored on a client device.  
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For example, during login, the Accused Instrumentalities will cause both a THD_USER_SESSION cookie 
(combination of string and base64 encoded JSON string) and THD_USER cookie (base64 encoded JSON string) to be 
stored on the client device in the cookies storage area. 
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A cropped and enlarged version of these cookies is shown here. 
 

  
 
The THD_USER_SESSION value includes data that is encoded in base 64. Decoding it provides the following result, 
showing that the THD_USER_SESSION contains a user ID. 

 
 
The THD_USER value is also encoded in base 64. Decoding it provides the following result, showing that the 
THD_USER includes the customer’s svocCustomerAccountId, logonId, and userId. 

 
 
The Accused Instrumentalities will also populate the THD_PERSIST cookie during login, unlike when the user was 
visiting homedepot.com without logging in. When logging in, the client device will send the THD_PERSIST cookie 
with data including information from the C12 cookie (JSON data structure) (such as the user’s email address, which 
may be used as a user ID) to Home Depot servers.  
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Enlarged from above: 

 
 
The C12 cookie information is stored in Local Storage on a customer device after a user has logged in. Also shown 
below is the User ID key (“0427EE…”) (JSON data structure) stored in Local Storage. 
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In Session Storage, the Accused Instrumentalities will also cause the dsPersistedStorage cookie to be updated. 
 

 
 
The dsPersistedStorage cookie is updated to show value “0427EE…”, which is the value of the user ID shown above 
in, for example, THD_USER and THD_USER_SESSION, instead of the previous value dsPersistedStorage contained, 
which pertained to the device ID. 
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As a third example, during a second previous network session, when a user logs in to homedepot.com with a Pro 
Account, the Accused Instrumentalities cause different cookies to be stored on a client device. 
 
For example, the Accused Instrumentalities continue to cause the THD_PERSIST cookie (in Cookie storage), and 
C12 (in Local Device storage), to be stored on the client device during login, as described in the second example. The 
Accused Instrumentalities additionally cause a THD_CUSTOMER cookie (base64 encoded JSON string) to be stored 
in the Cookies storage area and C13, b2b-hf-dynamic-phone-number, customerConfiguration, QM, and thd-
membershipinformation cookies (all JSON data structures) to be stored in the Local Storage area on the client device.  
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For example, the THD_CUSTOMER, thda.u, and THD_PERSIST cookies are shown in the Cookie storage area 
below: 
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An expanded view of the THD_PERSIST cookie is shown below, showing C12 and C13 user identifying information: 
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The THD_CUSTOMER cookie is encoded in base64.  
 

 
 
Decoding it gives the following result, showing a Pro user ID (“u”:“0527f…”): 
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The C12, C13, b2b-h-dynamic-phone-number, and customerConfiguration cookies in the Local Storage area are 
shown below: 
 

 
 
Filtering the results in the same screen by the Pro user ID “052F0C6,” the b2b-hf-dynamic-phone-number, 
customerConfiguration, QM, and thd-membershipinformation cookies in the Local Storage area are shown below, 
showing they all contain references to the identified user ID: 
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The Accused Instrumentalities also cause cookies to be stored in session storage (dsPersistedStorage). 
 

 
 
The dsPersistedStorage shows a value of “0ef9f2a5…”, showing that it contains the device ID in its userId field, 
rather than the Pro user ID “052F0C6…” as seen in the Local Storage cookies above. (Enlarged from above): 
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The Accused Instrumentalities may also cause additional cookies to be stored on a client device. For example, the 
Accused Instrumentalities may cause cookies such as “QM” and “gpc” cookies (JSON data structures) to be stored in 
Local Storage after a user logs in, and may store the same user ID value that is stored in the THD_USER or 
THD_CUSTOMER cookie. 
 
As a fourth example, when a user clicks on the cart icon, the Accused Instrumentalities cause a THD_CART cookie 
(JSON data structure) to be stored in Local Storage.  If the cart contains an item, or if a user adds an item to the cart, 
the Accused Instrumentalities also cause a checkoutPromptsDisplayInfo cookie (JSON data structure) to be stored in 
Local Storage.  If the user is logged in, THD_CART and checkoutPromptsDisplayInfo will store the same user ID 
value that is stored in the THD_USER (Personal Account) or THD_CUSTOMER (Pro Account) cookie.   
 
For example, a non-logged-in user viewing the homedepot.com site without visiting the user’s cart shows that no 
THD_CART cookie exists. 
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Once the user visits their cart, the Accused Instrumentalities cause a THD_CART cookie to be saved on the client 
device, even without any items in the cart. 
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After logging in, the THD_CART cookie is overwritten  to add the user ID (0427EE…) 
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Expanded: 
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The user may add an item to their cart – here, a lightbulb, by selecting “move to cart” option. 
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After adding a lightbulb to a user’s cart, the THD_CART cookie is updated and other cookies are also created, such as 
the checkoutPromptsDisplayInfo cookie, which also contains the user ID value that is also present in THD_USER. 
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Expanded: 
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The THD_CART cookie is a JSON data structure holding shopping cart related information, which is different from 
the THD_USER cookie’s base64 encoded string. When the user is logged in, the THD_CART cookie and the 
checkoutPromptsDisplayInfo also contains the same user ID seen in the decoded THD_USER cookie (“0427EE…”) 
 
The first cookie of the first type is stored in a first client device browser storage area and the second cookie of the 
second type is stored in a second client device browser storage area different from the first client device browser 
storage area. For example, as described above, the THD_USER is a different type of cookie than the THD_CART 
cookie since at least THD_USER is base64 encoded string and THD_CART is a JSON data structure. THD_USER is 
also stored in the cookies area of the client device, whereas THD_CART is stored in local storage. 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 
 

6[b]. based at 
least in part 
on the 
network 
resource 
request from 
the client 
device 
corresponding 
to the first 
cookie of the 
first type 
caused to be 
stored at the 
client device 
during the 
first previous 
network 
session, 

Home Depot, based at least in part on the network resource request from the client device corresponding to the first 
cookie of the first type caused to be stored at the client device during the first previous network session, determines 
information that was encoded and stored in the client device. 
 
As described for element 6[a], any of the cookies in any of the three browser storage areas can be a first cookie of the 
first type stored at the client device during the first previous network session. As one example, based at least in part on 
the network resource request from the client device corresponding to any of the cookies stored in the Cookie Storage 
area (“thda.u,” “THD_USER,” “THD_USER_SESSION,” “THD_PERSIST,”  “THD_CUSTOMER,”), the Accused 
Instrumentalities’ one or more processors determine information that was encoded and stored in the client device 
during a previous network session, such as whether a user has previously visited the site.  
 
As a first example, based at least in part on the network resource request from the client device corresponding to any 
of the cookies stored in the Cookie Storage area (“thda.u,” “THD_USER,” “THD_USER_SESSION,” 
“THD_PERSIST,”  “THD_CUSTOMER,”), Home Depot determines information that was encoded and stored in the 
client device, such as a user ID or device ID.  
 
For example, as shown in element 6[a], a network resource request from the client causes Home Depot servers to 
determine information (such as a device ID (“0ef9f2a5...”)) that was encoded and stored in the thda.u cookie in the 
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determining 
information 
that was 
encoded and 
stored in the 
client device; 
and 

client device.

 
 
For example, as shown in element 6[a], a network resource request from the client causes Home Depot servers to 
determine information (such as a user ID) that was encoded and stored in the THD_USER_SESSION cookie in the 
client device. 
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The THD_USER_SESSION value includes data that is encoded in base 64. Decoding it provides the following result, 
showing that the THD_USER_SESSION cookie includes a user ID. 
 

 
For example, as shown in element 1[a], a network resource request from the client causes Home Depot servers to 
determine information (such as a user ID) that was encoded and stored in the THD_USER cookie in the client device. 
 

 
 
The THD_USER value is encoded in base 64. Decoding it provides the following result, showing that the 
THD_USER cookie includes the customer’s svocCustomerAccountId, logonId, and userId. 
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For example, as shown in element 6[a], a network resource request from the client causes Home Depot servers to 
determine information (such as a user email) that was encoded and stored in the THD_PERSIST cookie in the client 
device. 

 
 
For example, as shown in element 6[a], a network resource request from the client causes Home Depot servers to 
determine information (such as a user ID) that was encoded and stored in the THD_CUSTOMER cookie in the client 
device. 
 

 
 
As a second example, a network resource request from the client causes Home Depot servers to determine information 
(such as a userId or user email) that was encoded and stored in the Local Storage directly or within the C12 cookie in 
Local Storage in the client device. 
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Enlarged (showing userId “0427EE…” and email “z_user…” as the value of key C12): 
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As a third example, a network resource request from the client causes Home Depot servers to determine information 
(such as a device ID stored in the userId field (“0ef9f2a5…”) that was encoded and stored in the dsPersistedStorage 
within the Session Storage in the client device. 
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(Enlarged from above screenshot) 
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The Accused Instrumentalities determine information that was encoded and stored in the client device.  For example, 
copying the cookies.sqlite database from [1] a first computer that stored cookies for a user who had logged in to 
homdepot.com to [2] a second computer that had never before been used to visit homedepot.com, then visiting 
homedepot.com on that second computer causes the Accused Instrumentalities to store, on the second computer, in the 
“Local Storage” area, the cookies described previously, such as a cookie with a name that matches the user ID stored 
in the THD_USER or THD_CUSTOMER cookie.   
 
For example, as shown below, a second computer has an empty Local Storage folder. A cookies.sqlite database is then 
copied from the first computer. 

 
 
After the cookies.sqlite database is transferred, when the user visits homedepot.com, the Accused Instrumentalities 
cause cookies to be downloaded in the local storage such as the user ID key of the user on the first computer 
(“0427EE…”). 
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(Enlarged from above) 

 
 
This shows that the Accused Instrumentalities are able to determine information that was encoded and stored in the 
cookies.sqlite database (Cookies storage area) with no other information. 
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Similarly, copying cookies from a logged in Pro Account user to a second computer shows the presence of the 
THD_CUSTOMER user ID in both Local Storage and Session Storage. 
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User ID in Local Storage: 
 

 
 
Enlarged:  
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User ID in Session Storage: 
 

 
 
Enlarged: 

 …  
 
The value in the cookies was encoded and stored in the client device.  For example, the value in at least the 
THD_USER, THD_USER_SESSION, and THD_CUSTOMER cookies is stored in base64 encoded format, as 
described above. 
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As an additional example, in browsers such as Chrome, cookies are stored in encrypted format.  When Chrome is in 
use, Chrome decrypts the cookies so that they can be used normally, which is why the cookie values are viewable in 
the Chrome browser debugger tool.  In contrast, the cookie names are viewable in the cookies database, but the values 
are not; instead, the values are stored in encrypted format, in the “encrypted_value” column, and shown as “BLOB”.  
For example, the “THD_USER” cookie data is viewable in the Chrome debugger tool, but is encrypted in the Chrome 
cookies database.  In the example below, the Chrome browser stores cookies in a sqlite database named “Cookies” 
and stored at C:\Users\z1\AppData\Local\Google\Chrome\User Data\Default\Network\.   
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As another example, Chrome stores “Local Storage” data in encoded format on the client, so that it is viewable when 
using the Chrome debugger tool but is not viewable by a normal user outside of the debugger tool. 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 
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6[c]. 
performing a 
first 
identification 
of at least one 
of the client 
device and a 
user of the 
client device 
using the first 
cookie of the 
first type, 
wherein the 
first 
identification 
is performed 
using the first 
cookie of the 
first type at 
least in part 
by using the 
determined 
information 
that was 
encoded and 
stored in the 
client device; 
and 

Home Depot performs a first identification of at least one of the client device and a user of the client device using the 
first cookie of the first type, wherein the first identification is performed using the first cookie of the first type at least 
in part by using the determined information that was encoded and stored in the client device. 
 
As described above, a “first” cookie may be any of the cookies stored in Cookies, Local Storage, or Session Storage.  
The Accused Instrumentalities perform a first identification of at least one of the client device and a user of the client 
using, for example, a stored user ID or user email. 
 
For example, the thda.u cookie identifies at least one of the client device and a user of the client using a device ID 
(“0ef9f2a5...”)) that was encoded and stored in the thda.u cookie in the client device. 
 
The value of the thda.u cookie in the Cookies storage area identifies the device, and remains the same before any user 
logs into homedepot.com on a browser, after a user logs in to a user account, after a user logs out, and after a user logs 
in to a second, Pro user account. 
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For example, the THD_USER cookie identifies at least one of the client device and a user of the client using any of a 
svocCustomerAccountId, logonId, and user ID that was encoded and stored in the THD_USER cookie in the client 
device. 
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For example, the 
THD_USER_SESSION cookie identifies at least one of the client device and a user of the client using the same user 
ID value that is stored in the THD_USER cookie (here, “0427EECD …”) that was encoded in base64 format and 
stored in the THD_USER_SESSION cookie in the client device. 
 

 
 
For example, the THD_PERSIST cookie identifies at least one of the client device and a user of the client using a user 
email that was encoded and stored in the THD_PERSIST cookie in the client device. 

 
 
For example, the THD_CUSTOMER cookie identifies at least one of the client device and a user of the client using a 
user email that was encoded and stored in the THD_CUSTOMER cookie in the client device. 
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As a second example, the user ID key that was encoded and stored in the Local Storage directly (as key 0427EE…) or 
the C12 cookie that was encoded and stored in the Local Storage identifies at least one of the client device and a user 
of the client using a user ID or user email stored in the client device.  Further, if the user is logged in with a Pro 
Account, the C13 cookies stores the user’s login name (see 6[a]). 
 
Enlarged (showing userId “0427EE…” and email “z_user…” as the value of key C12):  

 
 
As additional examples, the userID that is stored in the THD_CUSTOMER cookies is also stored in the thd-
membershipinformation, b2b-hf-dynamic-phone-number, and customerConfiguration cookies in Local Storage. 
 
As additional examples, the userID that is stored in the THD_USER or THD_CUSTOMER cookies is also stored in 
the THD_CART and checkoutPromptsDisplayInfo cookies in Local Storage when, for example, a user is logged in 
and has an item in the user’s cart.   
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As additional examples, the userID that is stored in the THD_USER or THD_CUSTOMER cookies may also be 
stored in QM and gpc cookies in the Local Storage area. 
 
As a third example, the dsPersistedStorage cookie within the Session Storage identifies at least one of the client 
device and a user of the client using a device ID (“0ef9f2a5…”) that was encoded and stored in the dsPersistedStorage 
cookie within the Session Storage in the client device.  The value of the dsPersistedStorage cookie in session storage 
identifies the device by including the same value as the thda.u cookie when, for example, no user is logged in to 
homedepot.com.  In other situations, such as when a user is logged into homdepot.com, the value of the 
dsPersistedStorage cookie instead includes the same value as the THD_USER or THD_CUSTOMER cookie, and 
identifies the user of the device.   
 

 
 
As the user is recognized through information present in any of the cookies that track a user ID or a device ID, by the 
Accused Instrumentalities’ servers, the user will see a “Welcome Back!” message displayed. Here, the Accused 
Instrumentalities recognize the user by at least one of THD_USER_SESSION or THD_USER. 
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Enlarged: 
 

 
 
As an additional example showing that the Accused Instrumentalities identify a device using information stored on the 
device, when a user logs in to a device, the Accused Instrumentalities send an email to the user’s email account if the 
Accused Instrumentalities determine that the user has logged in using a device that the user has not previously used 
for logging in to homedepot.com.  An example of such an email is shown below. 
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The Accused Instrumentalities may also identify users and devices with other cookies not specifically identified here 
or by using cookie-less methods. 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

6[d]. 
performing a 
second 
identification 
of at least one 
of the client 
device and the 
user of the 
client device 
using the 
second cookie 
of the second 
type; and 

Home Depot performs a second identification of at least one of the client device and the user of the client device using 
the second cookie of the second type. 
 
The “second” cookie can be any of the cookies described above if the “second” cookie is stored in a different location 
than the “first” cookie.  So, for example, if the THD_USER cookie or another cookie stored in the “Cookies” storage 
area is the “first” cookie, the “second” cookie may be any of the cookies stored in the “Local Storage” area or the 
“Session Storage” area.  Similarly, if the C12 or another cookie stored in the “Local Storage” area is the “first” 
cookie, the “second” cookie can be any of the cookies stored in the “Cookies” area or the “Session Storage” area.   
 
For example, as discussed in limitation 6[c], the Accused Instrumentalities identify a client device or a user of the 
client device using: 

1. cookies stored in the Cookies” storage area, such as “thda.u,” “THD_USER,” “THD_USER_SESSION,” 
“THD_PERSIST,” or “THD_CUSTOMER;”  

2. cookies stored in the “Local Storage” area, such as C12 or the user ID key; and  
3. cookies stored in the “Session Storage” area, such as the dsPersistedStorage cookie. 

 
The Accused Instrumentalities may also identify users and devices with other cookies not specifically identified here 
or by using cookie-less methods. 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

6[e]. 
performing a 
determination 
based at least 
in part on (1) 

Home Depot performs a determination based at least in part on (1) a presence of a network resource request associated 
with one of the first cookie and the second cookie, and (2) an absence of a network resource request associated with 
the other of the first cookie and the second cookie. 
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a presence of 
a network 
resource 
request 
associated 
with one of 
the first 
cookie and 
the second 
cookie, and 
(2) an absence 
of a network 
resource 
request 
associated 
with the other 
of the first 
cookie and 
the second 
cookie. 

When a user visits homedepot.com, a presence of a network resource request associated with one of the first cookie 
and the second cookie can be identified by, for example, examining the cookies described in elements 6[c] and 6[d], 
any of which can be the “first” or “second” cookie for the reasons explained in element 6[c].   
 
The Accused Instrumentalities perform determinations such as:   
 

1. Determining whether a current user who is not logged in is the same user who was previously logged in. 
 
Such a determination may be based on the presence of a network resource request associated with a cookie that 
identifies a device stored in one of the Cookies, Local Storage, or Session Storage browser areas and the absence of a 
network resource request associated with a cookie that identifies a logged-in user stored in a different area than the 
first cookie.  
 
After logging in to homedepot.com and then logging out, certain cookies continue to contain information that 
identifies a user. For example, if the THD_USER cookie (for a Personal Account) or THD_CUSTOMER cookie (for 
a Pro Account) stored in the Cookies storage area is deleted, the previously-logged in user’s user ID values and email 
address (which may also be used as a user ID) continue to be stored in Local Storage.  Similarly, the value of the 
thda.u cookie, which contains a device ID, does not change regardless of whether a user is logged in or not.   
 
For example, the cookies of a Personal Account user are shown below while logged in.  
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The THD_USER_SESSION, THD_USER, and thda.u  cookies are visible in this enlarged image: 

 
 
As described above, the decoded values of THD_USER_SESSION contain a user ID 0427EE… 
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Similarly, the THD_USER cookie also contains the same user ID 0427EE… and the user’s email address. 
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The dsPersistedStorage cookie in Session Storage of a user logged in to a Personal Account is shown below, 
displaying the User ID 0427EE…: 
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After logging out, the Local Storage area of the client device is shown below: 
 

 
 
As seen in this enlarged image, the User ID key persists (0427EE…) and the C12 cookie continues to contain the 
user’s email address: 
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The User ID also persists in the checkoutPromptsDisplayInfo, QM, and THD_CART cookies shown in this enlarged 
image, all of which contain the User ID 0427EE.... 

 
 
In contrast, other cookies change depending on whether a user is signed in or not.  For example, if a user logs out, the 
Accused Instrumentalities delete any THD_USER, THD_USER_SESSION, and THD_CUSTOMER cookies. 
 
For example, below are the cookies of a Personal Account user while logged in (same image as above). 

 
 
 
 
 
 
 
 
 
 
 

Home Depot
Ex. 1009 - Page 167



Exhibit 1 - Claim Chart for U.S. Patent No. 10,594,823 
 

 168 

After logging out, the cookies appear as shown: 
 

 
 
As seen in this enlarged view, THD_USER and THD_USER_SESSION have been deleted and THD_PERSIST is 
now blank: 
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In Session Storage, the dsPersistedStorage cookie has also reverted back to the device ID (0ef9f…) 
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Enlarged: 
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For a Pro Account, the Accused Instrumentalities will function similarly. The Accused Instrumentalities will cause the 
client device to store THD_CUSTOMER (with decoded user ID 0527F…) and THD_PERSIST (with customer email) 
cookies in Cookies storage (full walkthrough described in element 6[a]). 

 
 

 
 

 
The Accused Instrumentalities will cause the client device to store b2b-hf-dynamic-phone-number, 
customerConfiguration, QM, thd-membershipinformation, C12, C13, and THD_CART cookies in Local Storage (see 
6[a] for full walkthrough), all containing the 0527F0C6… user ID, user email (C12), or user name (C13). 
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After logging out, the THD_CUSTOMER cookie is deleted and the THD_PERSIST cookie is blanked (both in 
Cookie storage). 
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However, the cookies in Local Storage persist (b2b-hf-dynamic-phone-number, customerConfiguration, QM, thd-
membershipinformation, C12, C13, and THD_CART cookies in local storage (see 6[a] for full walkthrough), all 
containing the 0527F0C6… user ID, user email (C12), or user name (C13). 
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Thus, the Accused Instrumentalities determine that the current user who is not logged in may be the same user who 
was previously logged in based at least in part on, for example:  

• The presence of any of the Local Storage cookies (User ID, C12, C13, checkoutPromptsDisplayInfo, QM, 
THD_CART, b2b-hf-dynamic-phone-number, customerConfiguration, or thd-membershipinformation) that 
continue to identify a user after logging out and the absence of a network resource request associated with of 
any of the Cookie Storage cookies that store a user ID (THD_USER, THD_PERSIST, or THD_CUSTOMER); 

• The presence of a network resource request associated with a Session Storage cookie (dsPersistedStorage) that 
contains a device ID (reflected from thda.u) and the absence of a network resource request associated with of 
any of the Cookie Storage cookies that store a user ID (THD_USER, THD_PERSIST, or THD_CUSTOMER); 

• The presence of a network resource request associated with a Session Storage cookie (dsPersistedStorage), or a 
Cookie Storage cookie (thda.u), that contains a device ID (reflected from thda.u) and the absence of any of the 
Local Storage cookies (User ID, C12, C13, checkoutPromptsDisplayInfo, QM, THD_CART, b2b-hf-dynamic-
phone-number, customerConfiguration, or thd-membershipinformation) if those Local Storage cookies have 
been overridden by another user’s login. 
 

Alternatively, a cookie stored in the Local Storage or Session Storage areas may be considered the “second” cookie 
and a cookie stored in the Cookie storage area may be considered the “first” cookie. 

 
Determinations regarding user tracking may also be made by the Accused Instrumentalities based at least in part on 
the presence and absence described above. For example, a user may have previously logged in to a device that the 
Accused Instrumentalities associated with that user, for example by using a cookie that identifies a user (e.g., the 
THD_USER cookie).  The Accused Instrumentalities may have also identified that device, before, while, and/or after 
a user logged in to the device, by using a cookie that identifies the device (e.g., the thda.u cookie).  After the user logs 
out, and visits homedepot.com as a logged-out user on the same device, the Accused Instrumentalities may identify 
that same device by, for example, identifying a cookie that identifies the device, or by identifying a cookie stored in 
Local Storage that continues to contain the previously-logged in user’s user ID value (e.g. the C12 cookie).  The 
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Accused Instrumentalities may also note that the device is currently sending network requests that do not include any 
cookies that identify the previously-logged in user (e.g., the device is not sending a request that includes the 
THD_USER cookie when requesting homedepot.com).  The Accused Instrumentalities may then determine that the 
device may be in use by the user identified by the previously-sent THD_USER cookie.  If more than one THD_USER 
cookie value has been sent by the device (e.g., in the examples in 6[c] and 6[d] above where the user with a personal 
account sends a THD_USER cookie with a user ID value and the “Z Customer” user with a Pro Account sends a 
different THD_CUSTOMER cookie with a different user ID value), then the Accused Instrumentalities may make a 
determination regarding whether the current user is one of the previously-logged in users.  If only one user ID value 
has ever been sent by the device, then the Accused Instrumentalities may be more confident that the single previously-
logged in user is continuing to use the same device, even though the user is not logged in.   
 

2. Determining whether to request certain cookies. 
 
The Accused Instrumentalities make different determinations in situations when the user is logged in from when the 
user is not logged in.  The Accused Instrumentalities may make such determinations, for example, whether to attribute 
browsing behavior to a user for tracking accuracy. 
 
For example, when the user is logged in, the THD_USER and THD_USER_SESSION cookies are stored in the 
Cookies storage area of the client device, and the browser sends a network request that included those cookies and that 
included a THD_PERSIST cookie having a value that included the user’s email address (login) that is also stored in 
the C12 cookie.   
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In contrast, when the user was not logged in, the THD_USER and THD_USER_SESSION cookies were not stored at 
the client device, and the browser sent a network request that did not include a THD_USER or 
THD_USER_SESSION cookie, and the browser sent a network request with a THD_PERSIST cookie having an 
empty value.   
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3. Determining whether the THD_PERSIST cookie should include a user’s email address. 
 

The Accused Instrumentalities makes different determinations in situations when the user is logged in from when the 
user is not logged in.  The Accused Instrumentalities may make such determinations, for example, whether to attribute 
browsing behavior to a user for tracking accuracy. 
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Based at least in part on (1) the absence of a network request associated with a cookie that identifies a logged-in user 
(such as the THD_USER cookie), and (2) the presence of a network request [a] associated with a cookie that identifies 
a device (such as the dsPersistedStorage cookie stored in Session Storage), or [b] associated with a previously-logged 
in user (such as THD_CART, checkoutPromptsDisplayInfo, C12, C13, the cookie with the key that is the value of a 
user ID stored in a previously-logged in user’s THD_USER cookie, QM, thd-membershipinformation, b2b-hf-
dynamic-phone-number, or customerConfiguration stored in Local Storage), the Accused Instrumentalities determine 
that the THD_PERSIST cookie should omit the user’s email address (login).   
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Enlarged from above: 
 

 
 
In contrast, the Accused Instrumentalities determine that the THD_PERSIST cookie should include the user’s email 
address when the THD_USER or THD_CUSTOMER cookie is present.   
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Enlarged from above: 

 
 

4. Determining Storage of a user ID or device ID. 
 

Similarly, the Accused Instrumentalities determine that the dsPersistedStorage Session Storage cookie should store the 
value of the thda.u cookie based at least in part on the presence of a network request associated with the 
dsPersistedStorage cookie and based at least in part on the absence of a network request associated with the 
THD_USER cookie in order to attribute browsing behavior to a user for tracking accuracy. In effect, this causes the 
value of the dsPersistedStorage cookie to reflect a user ID when a user is logged in, and dsPersistedStorage to reflect a 
device ID when a user is logged out. 
 
For example, the dsPersistedStorage cookie shows a device ID corresponding to the value of the thda.u cookie when 
there is no network request associated with a THD_USER cookie. 
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When there is a network request associated with a THD_USER cookie, the dsPersistedStorage cookie shows a user ID 
corresponding to the value of the THD_USER cookie.  
 

 
 
As an additional example, based at least in part on the presence and of cookies in the Cookies storage area as 
described above, and the absence of cookies in the Local Storage area, the Accused Instrumentalities make 
determinations regarding cookies to save in Local Storage.  For example, if the Local Storage area is empty, and the 
Cookies storage area has cookies for a logged in user, the Accused Instrumentalities determine that the Local Storage 
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area should be populated with cookies, including cookies that contain the user’s ID value (full walkthrough in 6[b]).  
As another example, if a user attempts to view their cart, Home Depot determines whether the user can view the items 
in their cart due to the presence of the THD_USER cookie (the first cookie) and the absence of the THD_CART 
cookie (the second cookie). If Home Depot finds the THD_USER cookie (see, for example, THD_USER cookie 
verification shown in element 6[a]) but does not find the THD_CART cookie, Home Depot servers will allow the user 
to view their cart page without signing in again, but will re-download data to create the THD_CART cookie. For 
example, in the screenshots below, the THD_CART cookie is removed to cause it to be absent, which causes Home 
Depot servers to download the THD_CART cookie to recreate the user’s cart. 
 
In the screenshots below, the THD_CART cookie is present in local storage. 

  
 
The THD_CART cookie is then removed from local storage. 

 
 
During a new network request, Home Depot servers request the THD_CART cookie from local storage of the client. 

 
 
Because the THD_CART cookie is not present, the THD_USER cookie is used as one input in order for the client to 
request that the Home Depot servers re-create the THD_CART cookie. 
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The THD_CART cookie is then re-created. 

 
 
In the user interface, the cart appears with the items that were present. 
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In contrast, if Home Depot does not find the THD_USER cookie, Home Depot servers will not allow the user to view 
their cart. For example, if the THD_USER cookie is removed, a user attempting to view their cart will be met with 
only a request to sign in: 
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 
 

7. The 
method of 
claim 6 
wherein the 
client device 
is identified 
by a server in 
a domain 

Home Depot performs the method of claim 6, wherein the client device is identified by a server in a domain different 
from a server that caused the two different types of cookies to be stored to the client device during the first and second 
previous network sessions. 
 
For example, Home Depot contracts with third parties to allow cookies to be served on a customer’s device. When a 
customer, using a client device, visits homedepot.com, the Accused Instrumentalities store cookies from bing.com, 
tagdelivery.com, agkn.com, doubleclick.net, and google.com, among others. These cookies allow a server in a 
different domain to identify the client device. 
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different from 
a server that 
caused the 
two different 
types of 
cookies to be 
stored to the 
client device 
during the 
first and 
second 
previous 
network 
sessions. 

 

 
www.homedepot.com 
 
For example, the cookie stored by the doubleclick.net server is an IDE cookie, which Google uses for advertising, 
including “limiting the number of times an ad is shown to a user,” which necessarily requires identification of a client 
device. 
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Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/ 
 

 
Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/ 
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Our advertising and measurement cookies. Available at https://business.safety.google/adscookies/  
 
As another example, the cookie stored by Microsoft’s bing.com server stores a MUID, which Microsoft uses for 
identifying “unique web browsers,” which is an identification of a client device. 
 

 
Cookie List. Published 5/10/2023. Available at https://learn.microsoft.com/en-us/clarity/setup-and-installation/cookie-
list  
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An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

8. The 
method of 
claim 6 
wherein the 
client device 
is identifiable 
based at least 
in part on a 
presence of 
either one of 
the first 
cookie and 
the second 
cookie in the 
respective 
first and 
second client 
device 
browser 
storage areas. 

Home Depot performs the method of claim 6, wherein the client device is identifiable based at least in part on a 
presence of either one of the first cookie and the second cookie in the respective first and second client device browser 
storage areas. 
 
As described in element 6[a], the “first” cookie can be, for example, any cookie in a first one of three storage areas 
(Cookie storage, Local Storage, and Session Storage).  The “second” cookie can be, for example, any cookie in any of 
the other two storage areas.  As further explained above, the “Cookie” browser storage area stores cookies such as 
“thda.u,” “THD_USER,” “THD_USER_SESSION,” “THD_PERSIST,” and “THD_CUSTOMER.” The “Local 
Storage” browser storage area stores cookies such as “THD_CART”, User ID, “C12”, “C13”, “thd-
membershipinformation,” “b2b-hf-dynamic-phone-number,” “customerConfiguration,” QM, and “gpc.” The “Session 
Storage” browser storage area stores cookies such as “dsPersistedStorage.” 
 
For example, the client device may be identifiable based at least in part on a presence of a first cookie that contains a 
device ID, such as the thda.u cookie stored in Cookie storage. The client device is also identifiable based at least in 
part on a presence of a second cookie such as a dsPersistedStorage cookie in Session Storage when it contains a 
device ID. (see 6[a] for detailed analysis). 
 
As another example, as a user’s ID becomes linked with a device ID, a client device may become identifiable by a 
cookie containing a user ID such as a THD_USER cookie in Local Storage. Such a cookie may be considered either a 
first or second cookie and combined with any other cookie in a different browser storage area such as the thda.u or the 
dsPersistedStorage cookies identified above. 
 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 

10. The 
method of 
claim 6 
wherein in 
response to 

Home Depot performs the method of claim 6, wherein in response to the performed determination, the one or more 
processors are configured to cause a third cookie to be stored at the client device, wherein the third cookie is one of 
the first type and the second type. 
 
Several determinations may be performed by the Accused Instrumentalities as described in 6[e]: 
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the performed 
determination, 
further 
comprising 
causing a 
third cookie 
to be stored at 
the client 
device, 
wherein the 
third cookie is 
one of the 
first type and 
the second 
type. 

1. Determining whether a current user who is not logged in is the same user who was previously logged in. 
2. Determining whether to request certain cookies. 
3. Determining whether the THD_PERSIST cookie should include a user’s email address. 
4. Determining Storage of a user ID or device ID. 

 
As one example, in response to the performed determination of example 1, the one or more processors are configured 
to cause THD_PERSIST to become blank when a user logs out in order to remove the user’s email from the cookie. 
 
As another example, in response to the performed determination of example 4, the one or more processors are 
configured to cause dsPersistedStorage to store the device ID of thda.u rather than the user ID of THD_USER when a 
user logs out in order to track browsing by device rather than user.  
 
In addition, the Accused Instrumentalities also store cookies from bing.com, tagdelivery.com, agkn.com, 
doubleclick.net, and google.com, among others. These cookies allow a server in a different domain to identify the 
client device. In response to the performed determination, the one or more processors are configured to cause a third 
cookie to be stored at the client device, wherein the third cookie is of the first type – that is, stored in the Cookies area 
of the browser. 
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www.homedepot.com 
An analysis of source code may be necessary to fully and accurately describe the functionality of the Accused 
Instrumentalities with respect to this limitation and, accordingly, Plaintiff reserves the right to supplement these 
infringement contentions once such information is made available to Plaintiff. 
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