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~ Computer
Networks and
the Internet

1.1 4 What Is the Internet?

In this book we use the public Internet, a specific computer network (and one which
probably most readers have used), as our principle vehicle for discussing computer
networking protocols. But what is the Internet? We would like to be able to give you
a one-sentence definition of the Internet, a definition that you can take home and
share with your family and friends. Alas, the Internet is very complex, both in terms
of its hardware and software components, as well as in the services it provides.

1.1.1 A Nuts and Bolis Description

Instead of giving a one-sentence definition, let’s try a more descriptive approach.
There are a couple of ways to do this. One way is to describe the nuts and bolts of
the Internet, that is, the basic hardware and software components that make up the
Internet. Another way is to describe the Internet in terms of a networking infrastruc-
ture that provides services to distributed applications. Let’s begin with the nuts-and-
bolts description, using Figure 1.1 to illustrate our discussion.

The public Internet is a world-wide computer network, that is, a network that
interconnects millions of computing devices throughout the world. Most of these
computing devices are traditional desktop PCs, Unix-based workstations, and so
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2 CHAPTER 1 ® Computer Networks and the Internet

Base station

<>
Company network .‘
’7

gl ‘g g

Host Mobile  Server Router
{or end system)

Figure 1.1 + Some pieces of the Internet

called servers that store and transmit information such as Web (WWW) pages and
e-mail messages. Increasingly, nontraditional computing devices such as Web TVs,
mobile computers, pagers, and toasters are being connected to the Internet. (Toast-
ers are not the only rather unusual devices to have been hooked up to the Internet;
see the The Future of the Living Room [Greenberg 1997].) In the Internet jargon, all
of these devices are called hosts or end systems. The Internet applications with
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which many of us are familiar, such as the Web and e-mail, are network applica-
tion programs that run on such end systems. We will look into Internet end systems
in more detail in Section 1.3 and then delve deeply into the study of network appli-
cations in Chapter 2. . '

End systems, as well as most other “pieces” of the Internet, run protocols that
control the sending and receiving of information within the Internet. TCP (the
Transmission Control Protocol) and IP (the Internet Protoc¢el) are two of the most
important protocols in the Internet. The Internet’s principal protocols are collec-
tively known as TCP/IP. We begin looking into protocols in Section 1.2. But that’s
just a start—much of this book is concerned with computer network protocols!

End systems are connected together by communication links. We’ll see in
Section 1.5 that there are many types of communication links. Links are made up
of different types of physical media, including coaxial cable, copper wire, fiber
optics, and radio spectrum. Different links can transmit data at different rates. The
link transmission rate is often called the link bandwidth and is typically measured
in bits/second.

Usually, end systems are not directly attached to each other via a single com-
munication link. Instead, they are indirectly connected to each other through inter-
mediate switching devices known as routers. A router takes information arriving on
one of its incoming communication links and then forwards that information on one
of its outgoing communication links. The IP protocol specifies the format of the
information that is sent and received among routers and end systems. The path that
transmitted information takes from the sending end system, through a series of com-
munications links and routers, to the receiving end system is known as a route or
path through the network. We introduce routing in more detail in Section 1.4 and
study the algorithms used to determine routes, as well as the internal structure of a
router itself, in Chapter 4.

Rather than provide a dedicated path between communicating end systems, the
Internet uses a technique known as packet switching that allows multiple commu-
nicating end systems to share a path, or parts of a path, at the same time. The earli-
est ancestors of the Internet were the first packet-switched networks.

The Internet is really a network of networks. That is, the Internet is an intercon-
nected set of privately and publicly owned and managed networks. Any network
connected to the Internet must run the IP protocol and conform to certain naming
and addressing conventions. Other than these few constraints, however, a network
operator can configure and run its network (that is, its little piece of the Internet)
however it chooses. Because of the universal use of the IP protocol in the Internet,
the IP protocol is sometimes referred to as the Internet dial tone.

The topology of the Internet, that is, the structure of the interconnection among
the various pieces of the Internet, is loosely hierarchical. Roughly speaking, from
bottom-to-top, the hierarchy consists of end systems connected to local Internet
service providers (ISPs) though access networks. An access network may be a
so-called local area network within a company or university, a dial telephone line
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with a modem, or a high-speed cable-based or phone-based access network. Local
ISPs are in turn connected to regional ISPs, which are in turn connected to national
and international ISPs. The national and international ISPs are connected together at
the highest tier in the hierarchy. New tiers and branches (that is, new networks, and
new networks of networks) can be added just as a new piece of Lego can be attached
to an existing Lego construction. In the first half of 1996, approximately 40,000 new
networks were added to the Internet [Network 1996]—an astounding growth rate.

At the technical and developmental level, the Internet is made possible through
creation, testing, and implementation of Internet standards. Thése standards are
developed by the Internet Engineeting Task Force (IETF). The IETF standards doc-
uments are called RFCs (request for comments). RFCs started out as general te-
quest for comments (hence the name) to resolve architecture problems that faced the
precursor to the Internet. RFCs, though not formally standards, have evolved to the
point where they are cited as such. RFCs tend to be quite technical and detailed.
They define protocols such as TCP, IP, HTTP (for the Web), and SMTP (for open-
standards e-mail). There are more than 2,000 different RFCs.

The public Internet (that is, the global network of networks discussed above) is
the network that one typically refers to as the Internet. There are also many private
networks, such as certain corporate and government networks, whose hosts are not
accessible from (that is, they cannot exchange messages with) hosts outside of that
private network. These private networks are often referred to as intranets, as they

- often use the same Internet technology (for example, the same types of host, routers,

links, protocols, and standards) as the public Internet.

1.1.2 A Service Description

The preceding discussion has identified many of the pieces that make up the Inter-
net. Let’s now leave the nuts-and-bolts description and take a more abstract, service-
oriented view:

4 The Internet allows distributed applications running on its end systems to ex-
change data with each other. These applications include remote login, file trans-
fer, electronic mail, audio and video streaming, real-time audio and video
conferencing, distributed games, the World Wide Web, and much, much more
[AT&T Apps 1998]. It is worth emphasizing that the Web is not a separate net-
work but rather just one of many distributed applications that use the communi-
cation services provided by the Internet. The Web could also run over a network
besides the Internet. One reason that the Internet is the communication medium
of choice for the Web, however, is that no other existing packet-switched network
connects more than 43 million [Network 1999] computers together and has over
100 million users [Almanac 1998]. (By the way, determining the number of com-
puters hooked up to the Internet is a very difficult task, as no one is responsible
for maintaining a list of who’s connected. When a new network is added to the
Internet, its administrators do not need to report which end systems are con-
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Server: Apache/1.3.0 (Unix)
Last-Modified: Mon, 22 Jun 1998 09:23:24
Content-Type: image/gif

(data data data data data ...)

The client displays the object to the user but also saves the object in its local cache.
Importantly, the client also caches the last-modified date along with the object.
Third, one week later, the user requests the same object and the object is still in the
cache. Since this object may have been modified at the Web server in the past week,
the browser performs an up-to-date check by issuing a conditional GET. Specifi-
cally, the browser sends

GET /fruit/kiwi.gif HTTP/1.0
User-agent: Mozilla/4.0
If-modified-since: Mon, 22 Jun 1998 09:23:24

Note that the value of the Tf-modified-since: header line is exactly equal to
the value of the Last-Modified: header line that was sent by the server one
week ago. This conditional GET is telling the server to send the object only if the
object has been modified since the specified date. Suppose the object has not been
modified since 22 Jun 1998 09:23:24. Then, fourth, the Web server sends a
response message to the client:

HTTP/1.0 304 Not Modified
Date: Wed, 19 Aug 1998 15:39:29
Server: Apache/1.3.0 (Unix)

(empty entity body)

We see that in response to the conditional GET, the Web server still sends a response
message, but does not include the requested object in the response message.
Including the requested object would only waste bandwidth and increase user-
perceived response time, particularly if the object is large. Note that this last
response message has in the status line 304 Not Modified, which tells the
client that it can go ahead and use its cached copy of the object.

2.2.6 Web Caches

A Web cache—also called a proxy server—is a network entity that satisfies HTTP
requests on the behalf of a client. The Web cache has its own disk storage and keeps
in this storage copies of recently requested objects. As shown in Figure 2.9, users
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Proxy
server-

S Origin server
Client

Figure 2.9 + Clients requesting objects through a Web cache

configure their browsers so that all of their HTTP requests are first directed to the

Web cache. (This is a straightforward procedure with Microsoft and Netscape
browsers.) Once a browser is configured, each browser request for an object is first
directed to the Web cache. As an example, suppose a browser is requesting the ob-

jecthttp://www.someschool.edu/campus.gif.

4 The browser establishes a TCP connection to the Web cache and sends an HTTP

request for the object to the Web cache.

4 The Web cache checks to see if it has a copy of the object stored locally. If it
does, the Web cache forwards the object within an HTTP response message to

the client browser.

4 If the Web cache does not have the object, the Web cache opens a TCP connec-
tion to the origin server, that is, to www. someschool.edu. The Web cache

then sends an HTTP request for the object into the TCP connection. After receiv-

ing this request, the origin server sends the object within an HTTP response to

the Web cache.

4 When the Web cache receives the object, it stores a copy in its local storage
and forwards a copy, within an HTTP response message, to the client browser
(over the existing TCP connection between the client browser and the Web

cache).
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Note that a cache is both a server and a client at the same time. When it receives
requests from and sends responses to a browser, it is a server. When it sends requests
to and receives responses from an origin server it is a client.

So why bother with a Web cache? What advantages does it have? Web caches are
enjoying wide-scale deployment in the Internet for at least three reasons. First, a Web
cache can substantially reduce the response time for a client request, particularly if
the bottleneck bandwidth between the clicnt and the origin server is much less than
the bottleneck bandwidth between the client and the cache. If there is a high-speed
connection between the client and the cache, as there often is, and if the cache has
the requested object, then the cache will be able to rapidly deliver the object to the
client. Second, as we will soon illustrate with an example, Web caches can substan-
tially reduce traffic on an institution’s access link to the Internet. By reducing traffic,
the institution (for example, a company or a university) does not have to upgrade
bandwidth as quickly, thereby reducing costs. Furthermore, Web caches can substan-
tially reduce Web traffic in the Internet as a whole, thereby improving performance
for all applications. In 1998, over 75 percent of Internet traffic was Web traffic, so a
significant reduction in Web traffic can translate into a significant improvement in
Internet performance [Claffy 1998]. Third, an Internet dense with Web caches—such
as, at institutional, regional, and national levels—provides an infrastructure for rapid
distribution of content, even for content providers who run their sites on low-speed
servers behind low-speed access links. If such a “resource-poor” content provider
suddenly has popular content to distribute, this popular content will quickly be
copied into the Internet caches, and high user demand will be satisfied.

To gain a deeper understanding of the benefits of caches, let us consider an ex-
ample in the context of Figure 2.10. This figure shows two networks—the institu-
tional network and the rest of the public Internet. The institutional network is a
high-speed LAN. A router in the institutional network and a router in the Internet
are connected by a 1.5 Mbps link. The origin servers are attached to the Internet, but
located all over the globe. Suppose that the average object size is 100 Kbits and that
the average request rate from the institution’s browsers to the origin servers is 15 re-
quests per second. Also suppose that the amount of time it takes from when the
router on the Internet side of the access link in Figure 2.10 forwards an HTTP re-
quest (within an IP datagram) until it receives the IP datagram (typically, many IP
datagrams) containing the corresponding response is two seconds on average. Infor-
mally, we refer to this last delay as the “Internet delay.”

The total response time—that is, the time from the browser’s request of an ob-
ject until its receipt of the object—is the sum of the LAN delay, the access delay
(that is, the delay between the two routers), and the Internet delay. Let us now do a
very crude calculation to estimate this delay. The traffic intensity on the LAN (see
Section 1.6) is

(15 requests/sec) * (100 Kbits/request)/(10Mbps) = 0.15
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Figure 2.10 + Boftleneck between an institutional network and the Internet

whereas the traffic intensity on the access link (from the Internet router to institution
router) is

(15 requests/sec) * (100 Kbits/request)/(1.5 Mbps) = 1

A traffic intensity of 0.15 on a LAN typically results in, at most, tens of mil-
liseconds of delay; hence, we can neglect the LAN delay. However, as discussed in
Section 1.6, as the traffic intensity approaches 1 (as is the case of the access link in
Figure 2.10), the delay on a link becomes very large and grows without bound.
Thus, the average response time to satisfy requests is going to be on the order of
minutes, if not more, which is unacceptable for the institution’s users. Clearly some-
thing must be done.

One possible solution is to increase the access rate from 1.5 Mbps to, say, 10
Mbps. This will lower the traffic intensity on the access link to 0.15, which trans-
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lates to negligible delays between the two routers. In this case, the total response
time will roughly be 2 seconds, that is, the Internet delay. But this solution also
means that the institution must upgrade its access link from 1.5 Mbps to 10 Mbps,
which can be very costly.

Now consider the alternative solution of not upgrading the access link but in-
stead installing a Web cache in the institutional network. This solution is illustrated
in Figure 2.11. Hit rates—the fraction of requests that are satisfied by a cache—
typically range from 0.2 to 0.7 in practice. For illustrative purposes, let us suppose
that the cache provides a hit rate of 0.4 for this institution. Because the clients and
the cache are connected to the same high-speed LAN, 40 percent of the requests will
be satisfied almost immediately, say, within 10 milliseconds, by the cache. Never-
theless, the remaining 60 percent of the requests still need to be satisfied by the
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origin servers. But with only 60 percent of the requested objects passing through
the access link, the traffic intensity on the access link is reduced from 1.0 to 0.6.
Typically, a traffic intensity less than 0.8 corresponds to a small delay, say, tens
of milliseconds, on a 1.5 Mbps link. This delay is negligible compared with the
2-second Internet delay. Given these considerations, average delay therefore is

0.4 * (0.010 seconds) + 0.6 * (2.01 seconds)

which i : just slightly greater than 1.2 seconds. Thus, this second solution provides:
an even lower response time than the first solution, and it doesn’t require the institu-
tion to upgrade its link to the Internet. The institution does, of course, have to pur-
chase and install a Web cache. But this cost is low—many caches use public-domain
software that run on inexpensive servers and PCs.

Cooperative Caching

Multiple Web caches, located at different places in the Internet, can cooperate and
improve overall performance. For example, an institutional cache can be configured
to send its HTTP requests to a cache in a backbone ISP at the national level. In this
case, when the institutional cache does not have the requested object in its storage,
it forwards the HTTP request to the national cache. The national cache then retrieves
the object from its own storage or, if the object is not in storage, from the origin
server. The national cache then sends the object (within an HTTP response message)
to the institutional cache, which in turn forwards the object to the requesting
browser. Whenever an object passes through a cache (institutional or national), the
cache keeps a copy in its local storage. The advantage of passing through a higher-
level cache, such as a national cache, is that it has a larger user population and there-
fore higher hit rates.

An example of a cooperative caching system is the NLANR caching system,
which consists of a number of backbone caches in the United States providing ser-
vice to institutional and regional caches from all over the globe [NLANR 1999]. The
NLANR caching hierarchy is shown in Figure 2.12 [Huffaker 1998]. The caches ob-
tain objects from each other using a combination of HTTP and ICP (Internet Caching
Protocol). ICP is an application-layer protocol that allows one cache to quickly ask
another cache if it has a given document [RFC 2186]; a cache can then use HTTP to
retrieve the object fro.n the other cache. ICP is used extensively in many cooperative
caching systems and is fully supported by Squid, a popular public-domain software
for Web caching [Squid 2000]. If you are interested in learning more about ICP, you
are encouraged to see [Luotonen 1998], {[Ross 1998], and the ICP RFC [RFC 2186].

An alternative form of cooperative caching involves clusters of caches, often
co-located on the same LAN. A single cache is often replaced with a cluster of
caches when the single cache is not sufficient to handle the traffic or provide suffi-
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Figure 2.12 + The NLANR caching hierarchy (Courtesy of [Huffaker and Jung 1998])

cient storage capacity. Although cache clustering is a natural way to scale as traffic
increases, clusters introduce a new problem: When a browser wants to request a
particular object, to which cache in the cache cluster should it send the request? This
problem can be elegantly solved using hash routing. (If you are not familiar with
hash functions, you can read about them in Chapter 7.) In the simplest form of hash
routing, the browser hashes the URL, and depending on the result of the hash, the
browser directs its request message to one of the caches in the cluster. By having all
the browsers use the same hash function, an object will never be present in more
than one cache in the cluster, and if the object is indeed in the cache cluster, the
browser will always direct its request to the correct cache. Hash routing is the
essence of the Cache Array Routing Protocol (CARP). Additional information is
available if you are interested in learning more about hash routing or CARP [Val-
loppillil 1997; Luotonen 1998; Ross 1997, 199§].

Web caching is a rich and complex subject. Web caching has also enjoyed ex-
tensive research and product development in recent years. Furthermore, caches are
now being built to handle streaming audio and video. Caches will likely play an im-
portant role as the Internet begins to provide an infrastructure for the large-scale, on-
demand distribution of music, television shows, and movies in the Internet.
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user to pause/resume a message or to reposition within a message; furthermore,
streaming over TCP often leads to poor reception (see Chapter 6). These inadequa-
cies will hopefully be addressed in the upcoming years. Possible solutions are dis-
cussed in the literature [Gay 1997; Hess 1998; Schurmann 1996; and Turner 1999].

2.5 4 DNS—The Internet's Directory Service
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We human beings can be identified in many ways. For example, we can be identi-
fied by the names that appear on our birth certificates. We can be identified by our
social security numbers. We can be identified by our driver’s license numbers.
Although each of these identifiers can be used to identify people, within a given
context one identifier may be more appropriate than another. For example, the com-
puters at the IRS (the infamous tax collecting agency in the United States) prefers to
use fixed-length social security numbers rather than birth-certificate names. On the
other hand, ordinary people prefer the more mnemonic birth-certificate names rather
than social security numbers. (Indeed, can you imagine saying, “Hi. My name is
132-67-9875. Please meet my husband, 178-87-1146.”)

Just as humans can be identified in many ways, so too can Internet hosts.
One identifier for a host is its hostname. Hostnames—such as cnn.com,
www.yahoo.com, gaia.cs.umass.edu, and surf.eurecom.fr—are
mnemonic and are therefore appreciated by humans. However, hostnames provide
little, if any, information about the location within the Internet of the host. (A host-
name such as surf.eurecom. fr, which ends with the country code . fr, tells
us that the host is probably in France, but doesn’t say much more.) Furthermore,
because hostnames can consist of variable-length alphanumeric characters, they
would be difficult to process by routers. For these reasons, hosts are also identified
by so-called IP addresses. We will discuss IP addresses in some detail in Chapter 4,
but it is useful to say a few brief words about them now. An IP address consists of
four bytes and has a rigid hierarchical structure. An IP address looks like
121.7.106.83, where each period separates one of the bytes expressed in deci-
mal notation from O to 255. An IP address is hierarchical because as we scan the ad-
dress from left to right, we obtain more and more specific information about where
(that is, within which network, in the network of networks) the host is located in the
Internet. (Similarly, when we scan a postal address from bottom to top, we obtain
more and more specific information about where the residence is located.)

2.5.1 Services Provided by DNS

We have just seen that there are two ways to identify a host—by a hostname and by
an IP address. People prefer the more mnemonic hostname identifier, while routers
prefer fixed-length, hierarchically structured IP addresses. In order to reconcile
these different preferences, we need a directory service that translates hostnames to
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IP addresses. This is the main task of the Internet’s Domain Name System (DNS).
The DNS is (1) a distributed database implemented in a hierarchy of name servers
and (2) an application-layer protocol that allows hosts and name servers to commu-
nicate in order to provide the translation service. Name servers are often Unix
machines running the Berkeley Internet Name Domain (BIND) software. The DNS
protocol runs over UDP and uses port 53. On the Web site for this book, at http://
www.awl.com/kurose-ross we provide interactive links to DNS programs that allow
you to translate arbitrary hostnames, among other things. ,

DNS is commonly employed by other application-layer protocols—including
HTTP, SMTP, and FTP—to translate user-supplied host names to IP addresses.
As an example, consider what happens when a browser (that is, an HTTP client),
running on some user’s machine, requests the URL www.someschool.edu/
index.html. In order for the user’s machine to be able to send an HTTP request
message to the Web server www.someschool.edu, the user’s machine must
obtain the IP address of www.someschool.edu. This is done as follows. The
same user machine runs the client-side of the DNS application. The browser
extracts the hostname, www.someschool. edu, from the URL and passes the
hostname to the client-side of the DNS application. As part of a DNS query mes-
sage, the DNS client sends a query containing the hostname to a DNS server. The
DNS client eventually receives a reply, which includes the IP address for the host-
name. The browser then opens a TCP connection to the HTTP server process
located at that IP address. We see from this example that DNS adds an additional
delay—sometimes substantial—to the Internet applications that use DNS. Fortu-
nately, as we shall discuss below, the desired IP address is often cached in a
“nearby” DNS name server, which helps to reduce the DNS network traffic as well
as the average DNS delay.

P 2 ) .
hd /DM/(&///M i Practice

DNS: Critical network functions via the client-server paradigm

Like HTTP, FTP, and SMTP, the DNS protocol is an application-layer protocol since it
(1) runs between communicating end using the client-server paradigm, and (2) relies
on an underlying end-+to-end transport protocol to transfer DNS messages between
communicating end systems. In another sense, however, the role of the DNS is quite
different from Web, file transfer, and e-mail applications. Unlike these applications,
the DNS is not an application with which a user directly interacts. Instead, the DNS
provides a core Internet function—namely, translating hostnames to their underlying IP
addresses, for user applications and other software in the Internet. We noted earlier
in Section 1.2 that much of the complexity in the Internet architecture is located at

the “edges” of the network. The DNS, which implements the critical name-to-address
translation process using clients and servers located at the edge of the network, is

yet another example of that design philosophy. &
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DNS provides a few other important services in addition to translating host-

names to IP addresses:

4+ Host aliasing. A host with a complicated hostname can have one or more

alias names. For example, a hostname such as relayl.west-coast.
enterprise.comcould have, say, two aliases such as enterprise.com
and www.enterprise.com. In this case, the hostname relayl.west=-
coast.enterprise.comis said to be a canonical hostname: Alias host-.
names, when present, are typically more mnemonic than a ¢anonical hostriame.
DNS can be invoked by an application to obtain the canonical hostname for a
supplied alias hostname as well as the IP address of the host. - ‘

Mail server aliasing. For obvious reasons, it is highly desirable that e-mail
addresses be mnemonic. For example, if Bob has an account with Hotmalil,
Bob’s e-mail address might be as simple as bob@hotmail.com. However, the
hostname of the Hotmail mail server is more complicated and much less
mnemonic than simply hotmail.com (for example, the canonical hostname
might be something like relayl.west-coast.hotmail.com). DNS can
be invoked by a mail application to obtain the canonical hostname for a supplied
alias hostname as well as the IP address of the host. In fact, DNS permits a
company’s mail server and Web server to have identical (aliased) hostnames;
for example, a company’s Web server and mail server can both be called
enterprise.com

Load distribution. Increasingly, DNS is also being used to perform load distri-
bution among replicated servers, such as replicated Web servers. Busy sites,
such as cnn. com, are replicated over multiple servers, with each server running
on a different end system, and having a different IP address. For replicated Web
servers, a set of IP addresses is thus associated with one canonical hostname.
The DNS database contains this set of IP addresses. When clients make a DNS
query for a name mapped to a set of addresses, the server responds with the
entire set of [P addresses, but rotates the ordering of the addresses within each
reply. Because a client typically sends its HTTP request message to the IP ad-
dress that is listed first in the set, DNS rotation distributes the traffic among all
the replicated servers. DNS rotation is also used for e-mail so that multiple mail
servers can have the same alias name. Recently, companies such as Akamai
[Akamai 2000] have used DNS in more sophisticated ways to provide Web con-
tent distribution.

The DNS is specified in RFC 1034 and RFC 1035, and updated in several addi-

tional RFCs. It is a complex system, and we only touch upon key aspects of its oper-
ation here. The interested reader is referred to these RFCs and a book by Abitz and
Liu [Abitz 1993].
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2.5.2 Overview of How DNS Works

We now present a high-level overview of how DNS works. Our discussion will fo-
cus on the hostname-to-IP-address translation service. From the client’s perspective,
the DNS is a black box. The client sends a DNS query message into the black box,
specifying the hostname that needs to be translated to an IP address. On many Unix-
based machines, gethostbyname () is the library routine that an application
calls in order to issue the query message. In Section 2.7, we will present a Java pro-
gram that begins by issuing a DNS query. After a delay, ranging from milliseconds
to tens of seconds, the client receives a DNS reply message that provides the desired
mapping. Thus, from the client’s perspective, DNS is a simple, straightforward
translation service. But in fact, the black box that implements the service is com-
plex, consisting of a large number of name servers distributed around the globe, as
well as an application-layer protocol that specifies how the name servers and query-
ing hosts communicate.

A simple design for DNS would have one Internet name server that contains all
the mappings. In this centralized design, clients simply direct all queries to the
single name server, and the name server responds directly to the querying clients.
Although the simplicity of this design is attractive, it is completely inappropriate for
today’s Internet, with its vast (and growing) number of hosts. The problems with a
centralized design include:

+ A single point of failure. If the name server crashes, so too does the entire
Internet!

4 Traftic volumes. A single name server would have to handle all DNS queries
(for all the HTTP requests and e-mail messages generated from millions of
hosts).

4+ Distant centralized database. A single name server cannot be “close to” all the
querying clients. If we put the single name server in New York City, then all
queries from Australia must travel to the other side of the globe, perhaps over
slow and congested links. This can lead to significant delays (thereby increasing
the “world wide wait” for the Web and other applications).

4 Maintenance. The single name server would have to keep records for all Inter-
net hosts. Not only would this centralized database be huge, but it would have to
be updated frequently to account for every new host. There are also authentica-
tion and authorization problems associated with allowing any user to register a
host with the centralized database.

In summary, a centralized database in a single name server simply doesn’t scale.
Consequently, the DNS is distributed by design. In fact, the DNS is a wonderful ex-
ample of how a distributed database can be implemented in the Internet.
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In order to deal with the issue of scale, the DNS uses a large number of name

servers, organized in a hierarchical fashion and distributed around the world. No one
name server has all of the mappings for all of the hosts in the Internet. Instead, the
mappings are distributed across the name servers. To a first approximation, there are
three types of name servers: local name servers, root name servers, and authoritative
name servers. These name servers, again to a first approximation, interact with each
other and with the querying host as follows: ‘

4 Local name servers. Each ISP—such as a university, an academic dep'artme'nt,

an employee’s company, or a residential ISP—has a local name server (also .
called a default name server). When a host issues a DNS query message, the
message is first sent to the host’s local name server. The IP address of the local
name server is typically configured by hand in a host. (On a Windows 95/98 ma-
chine, you can find the IP address of the local name server used by your PC by
opening the Control Panel, and then selecting “Network,” then selecting an in-
stalled TCP/IP component, and then selecting the DNS configuration folder tab.)
The local name server is typically “close to” the client; in the case of an institu-
tional ISP, it may be on the same LAN as the client host; for a residential ISP, the
name server is typically separated from the client host by no more than a few
routers. If a host requests a translation for another host that is part of the same
local ISP, then the local name server will be able to immediately provide the re-
quested IP address. For example, when the host surf.eurecom. fr requests
the IP address for baie.eurecom. fr, the local name server at Eurecom will
be able to provide the requested IP address without contacting any other name
SErvers.

Root name servers. In the Internet there are a dozen or so root name servers,
most of which are currently located in North America. A February 1998 map of
the root servers is shown in Figure 2.18. When a local name server cannot imme-
diately satisfy a query from a host (because it does not have a record for the host-
name being requested), the local name server behaves as a DNS client and
queries one of the root name servers. If the root name server has a record for the
hostname, it sends a DNS reply message to the local name server, and the local
name server then sends a DNS reply to the querying host. But the root name
server may not have a record for the hostname. Instead, the rootname server
knows the IP address of an “authoritative name server” that has the mapping for
that particular hostname.

Authoritative name servers. Every host is registered with an authoritative name
server. Typically, the authoritative name server for a host is a name server in the
host’s local ISP. (Actually, each host is required to have at least two authoritative
name servers, in case of failures.) By definition, a name server is authoritative
for a host if it always has a DNS record that translates the host’s hostname to that
host’s IP address. When an authoritative name server is queried by a root server,
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Figure 2.18 + A February 1998 map of the DNS root servers. Data from the WIA
alliance Web site (http://www.wia.org/)

the authoritative name server responds with a DNS reply that contains the re-
quested mapping. The root server then forwards the mapping to the local name
server, which in turn forwards the mapping to the requesting host. Many name
servers act as both local anid authoritative name servers.

Let’s take a look at a simple example. Suppose the host surf.eurecom. fr
desires the IP address of gaia.cs.umass.edu. Also suppose that Eurecom’s
local name server is called dns.eurecom. fr and that an authoritative name
server for gaia.cs.umass.edu is called dns.umass . edu. As shown in Fig-
ure 2.19, the host surf.eurecom. fr first sends a DNS query message to its
local name server, dns .eurecom. £r. The query message contains the hostname
to be translated, namely, gaia.cs.umass.edu. The local name server forwards
the query message to a root name server. The root name server forwards the query
message to the name server that is authoritative for all the hosts in the domain
umass . edu, for example, to dns.umass.edu. The authoritative name server
then sends the desired mapping to the querying host, via the root name server and
the local name server. Note that in this example, in order to obtain the mapping for
one hostname, six DNS messages were sent: three query messages and three reply
messages.

Our discussion up to this point has assumed that the root name server knows the
IP address of an authoritative name server for every hostname. This assumption may
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Figure 2.19 + Recursive queries to obtain the mapping for gaia.cs.umass.edu

be incorrect. For a given hostname, the root name server may only know the IP
address of an intermediate name server that in turn knows the IP address of an au-
thoritative name server for the hostname. To illustrate this, consider once again the
above example with the host surf.eurecom. fr querying for the IP address of
gaia.cs.umass.edu. Suppose now that the University of Massachusetts has a
name server for the university, called dns.umass . edu. Also suppose that each of
the departments at the University of Massachusetts has its own name server, and that
each departmental name server is authoritative for all the hosts in the department.
As shown in Figure 2.20, when the root name server receives a query for a host with
hostname ending with umass.edu, it forwards the query to the name server
dns.umass.edu. This name server forwards all queries with hostnames ending
with .cs.umass.edu to the name server dns.cs.umass.edu, which is
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Figure 2.20 + Recursive queries with an intermediate name server between the root and
authoritative name servers

authoritative for all hostnames ending with .cs.umass.edu. The authoritative
name server sends the desired mapping to the intermediate name server, dns.
umass . edu, which forwards the mapping to the root name server, which forwards
the mapping to the local name server, dns.eurecom. fr, which forwards the
mapping to the requesting host! In this example, eight DNS messages are sent.
Actually, even more DNS messages can be sent in order to translate a single
hostname—there can be two or more intermediate name servers in the chain be-
tween the root name server and the authoritative name server!

Page 30 of 47

131



132 CHAPTER 2

Page 31 of 47

® Application Layer

The examples up to this point assumed that all queries are so-called recursive ; -
queries. When a host or name server A makes a recursive query to a name server B,
then name server B obtains the requested mapping on behalf of A and then forwards
the mapping to A. The DNS protocol also allows for iterative queries at any step in
the chain between requesting host and authoritative name server. When a name
server A makes an iterative query to name server B, if name server B does not have
the requested mapping, it immediately sends a DNS reply to A that contains the IP
address of the next name server in the chain, say, name server C. Name server A then- '
sends a query directly to name server C.’ B

In the sequence of queries that are required to translate a hostname some of the ‘
queries can be iterative and others recursive. Such a combination of recursive and it-
erative queries is illustrated in Figure 2.21. Typically, all queries in the query chain
are recursive except for the query from the local name server to the root name server,
which is iterative. (Because root servers handle huge volumes of queries, it is prefer-
able to use the less burdensome iterative queries for root servers.)

Our discussion this far has not touched on one important feature of the DNS:
DNS caching. In reality, DNS extensively exploits caching in order to improve the
delay performance and to reduce the number of DNS messages in the network. The
idea is very simple. When a name server receives a DNS mapping for some host-
name, it caches the mapping in local memory (disk or RAM) while passing the mes-
sage along the name server chain. Given a cached hostname/IPaddress translation
pair, if another query arrives to the name server for the same hostname, the name
server can provide the desired IP address, even if it is not authoritative for the host-
name. In order to deal with ephemeral hosts, a cached record is discarded after
a period of time (often set to two days). As an example, suppose that surf.
eurecom. fr queries the DNS for the IP address for the hostname cnn.com.
Furthermore, suppose that a few hours later, another Eurecom host, say, baie.
eurecom. fr, also queries DNS with the same hostname. Because of caching, the
local name server at Eurecom will be able to immediately return the IP address of
cnn.com to the requesting host without having to query name servers on another
continent. Any name server may cache DNS mappings.

2.5.3 DNS Records

The name servers that together implement the DNS distributed database, store re-
source records (RR) for the hostname to IP address mappings. Each DNS reply
message carries one or more resource records. In this and the following subsection,
we provide a brief overview of DNS resource records and messages; more details
can be found in [Abitz 1993] or in the DNS RFCs [RFC 1034; RFC 1035].

A resource record is a four-tuple that contains the following fields:

(Name, Value, Type, TTL)
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Figure 2.21 + A query chain with recursive and iterative queries

TTL is the time to live of the resource record; it determines the time at which a
resource should be removed from a cache. In the example records given below, we
will ignore the TTL field. The meaning of Name and Value depend on Type:

4 If Type=A, then Name is a hostname and Value is the IP address for the host-
name. Thus, a Type A record provides the standard hostname to IP address map-
ping. As an example, (relayl.bar.foo.com, 145.37.93.126, A)
is a Type A record.
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4 If Type=NS, then Name is a domain (such as foo.com) and Value is the
hostname of an authoritative name server that knows how to obtain the IP ad-
dresses for hosts in the domain. This record is used to route DNS queries further
along in the query chain. As an example,.(foo.com, dns.foo.com, NS)
is a Type NS record.

4+ If Type=CNAME, then Value is a canonical hostname for the alias hostname
Name. This record can provide querying hosts the canonical name for a host-
name. As an example, (foo.com, relayl.bar.foo.com, CNAME) isa
CNAME record. : ‘ R

4 If Type=MX, then Value is a hostname of a mail server that has an alias hQstQ
name Name. As an example, (foo.com. mail.bar.foo.com, MX) is
an MX record. MX records allow the hostnames of mail servers to have simple
aliases.

If a name server is authoritative for a particular hostname, then the name server
will contain a Type A record for the hostname. (Even if the name server is not
authoritative, it may contain a Type A record in its cache.) If a server is not authori-
tative for a hostname, then the server will contain a Type NS record for the domain
that includes the hostname; it will also contain a Type A record that provides the
IP address of the name server in the Value field of the NS record. As an example,
suppose a root server is not authoritative for the host gaia.¢s.umass.edu.
Then the root server will contain a record for a domain that includes the host
cs.umass.edu, for example, (umass.edu, dns.umass.edu, NS).
The root server would also contain a Type A record, which maps the name
server dns.umass.edu to an IP address, for example, (dns.umass.edu,
128.119.40.111, A).

2.5.4 DNS Messages

Earlier in this section we alluded to DNS query and reply messages. These are the
only two kinds of DNS messages. Furthermore, both request and reply messages
have the same format, as shown in Figure 2.22.

The semantics of the various fields in a DNS message is as follows:

4 The first 12 bytes is the header section, which has a number of fields. The first field
is a 16-bit number that identifies the query. This identifier is copied into the reply
message to a query, allowing the client to match received replies with sent queries.
There are a number of flags in the flag field. A one-bit query/reply flag indicates
whether the message is a query (0) or a reply (1). A one-bit authoritative flag is set
in a reply message when a name server is an authoritative server for a queried
name. A one-bit recursion-desired flag is set when a client (host or name server)
desires that the name server perform recursion when it doesn’t have the record. A
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Identification Flags

Number of questions - Number of answer RRs

Name, type fields

12 bytes

for'a query \ Number of authority RRs Number of additional RRs
Questions

RRs in respnse (variable number of questions)

Records for Authority

authorative servers > (variable number of resource records)

Additional information
> [variable number of resource records)

fo query _
s » Answers
[variable numbeér of resource records)
\
T

Additional "helpful”

info that may be used

Figure 2.22 + DNS message format

one-bit recursion-available field is set in a reply if the name server supports recur-
sion. In the header, there are also four “number of ” fields. These fields indicate the
number of occurrences of the four types of “data” sections that follow the header.

4 The question section contains information about the query that is being made.
This section includes (1) a name field that contains the name that is being
queried, and (2) a type field that indicates the type of question being asked about
the name (for example, a host address associated with a name—type A, or the
mail server for a name—type MX).

4 In areply from a name server, the answer section contains the resource records
for the name that was originally queried. Recall that in each resource record there
is the Type (for example, A, NS, CSNAME, and MX), the Value, and the TTL.
A reply can return multiple RRs in the answer, since a hostname can have multi-
ple IP addresses (for example, for replicated Web servers, as discussed earlier in
this section).

4 The authority section contains records of other authoritative servers.

4 The additional section contains other “helpful” records. For example, the answer
field in a reply to an MX query will contain the hostname of a mail server asso-
ciated with the alias name Name. The additional section will contain a Type A
record providing the IP address for the canonical hostname of the mail server.
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The discussion above has focused on how data is retrieved from the DNS data-
base. You might be wondering how data gets into the database in the first place? Un-
til recently, the contents of each DNS server was configured statically, for example,
from a configuration file created by a system manager. More recently, an UPDATE
option has been added to the DNS protocol to allow data to be dynamically added or
deleted from the database via DNS messages. RFC 2136 specifies DNS dynamic
updates. .

DNSNet provides a nice collection of documents pertaining to DNS [DNSNet
1999]. The Internet Software Consortiumn provides many resources for BIND, a
popular public-domain name server for Unix machines [BIND 1999].

2.6 4 Socket Programming with TCP
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This and the subsequent sections provide an introduction to network application de-
velopment. Recall from Section 2.1 that the core of a network application consists
of a pair of programs—a client program and a server program. When these two pro-
grams are executed, a client and server process are created, and these two processes
communicate with each other by reading from and writing to sockets. When creat-
ing a network application, the developer’s main task is to write the code for both the
client and server programs.

There are two sorts of client/server applications. One sort is a client/server ap-
plication that is an implementation of a protocol standard defined in an RFC. For
such an implementation, the client and server programs must conform to the rules
dictated by the RFC. For example, the client program could be an implementation
of the FTP client, defined in RFC 959, and the server program could be an imple-
mentation of the FTP server, also defined in RFC 959. If one developer writes code
for the client program and an independent developer writes code for the server pro-
gram, and both developers carefully follow the rules of the RFC, then the two pro-
grams will be able to interoperate. Indeed, most of today’s network applications
involve communication between client and server programs that have been created
by independent developers. (For example, a Netscape browser communicating with
an Apache Web server, or an FTP client on a PC uploading a file to a Unix FTP
server.) When a client or server program implements a protocol defined in an RFC,
it should use the port number associated with the protocol. (Port numbers were
briefly discussed in Section 2.1. They will be covered in more detail in the next
chapter.)

The other sort of client/server application is a proprietary client/server applica-
tion. In this case the client and server programs do not necessarily conform to any
existing RFC. A single developer (or development team) creates both the client and
server programs, and the developer has complete control over what goes in the code.
But because the code does not implement a public-domain protocol, other indepen-
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poor utilization of the assigned address space. For example, the organization that
used a class B address for its 2,000 hosts was allocated enough of the address space
for up to 65,534 interfaces—leaving more than 63,000 unused addresses that could
not be used by other organizations.

In 1993, the IETF standardized on Classless Interdomain Routmg (CIDR—
pronounced the same as “cider””) [RFC 1519]. With so-called CIDRized network ad-
dresses, the network part of an IP address can be any number of bits long, rather
than béi_ng constrained to 8, 16, or 24 bits. A CIDRized network address has the
dotted-decimal form a.b.c.d/x, where x indicates thé number of leading bits in the
32-bit quantity that constitutes the network portion of the address. In our example
above, the organization needing to support 2,000 hosts could be allocated a block of
only 2,048 host addresses of the form a.b.c.d/21, allowing the approximately 63,000
addresses that would have been allocated and unused under classful addressing to
be allocated to a different organization. In this case, the first 21 bits specify the or-
ganization’s network address and are common in the IP addresses of all hosts in the
organization. The remaining 11 bits then identify the specific hosts in the organiza-
tion. In practice, the organization could further divide these 11 rightmost bits using
a procedure known as subnetting [RFC 950] to create its own internal networks
within the a.b.c.d/21 network.

Assigning Addresses

Having introduced IP addressing, a question that immediately comes to mind is how
a host gets its own IP address. We have just learned that an IP address has two parts,
a network part and a host part. The host part of the address can be assigned in sev-
eral different ways, including:

4 Manual configuration. The IP address is configured into the host (typically in a
file) by the system administrator.

4 Dynamic Host Configuration Protocol (DHCP) [RFC 2131]. DHCP is an
extension of the BOOTP [RFC 1542] protocol, and is sometimes referred to as
Plug and Play. With DHCP, a DHCP server in a network (for example, in a LAN)
receives DHCP requests from a client and, in the case of dynamic address alloca-
tion, allocates an IP address back to the requesting client. DHCP is used exten-
sively in LANs and in residential Internet access.

Obtaining a network address is not as simple. An organization’s network admin-
istrator might first contact its ISP, which would provide addresses from a larger block
of addressees that had already been allocated to the ISP. For example, the ISP may it-
self have been allocated the address block 200.23.16.0/20. The ISP, in turn could di-
vide its address block into eight equal-size smaller address blocks and give one of
these address blocks out to each of up to eight organizations that are supported by
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this ISP, as shown below. (We have underlined the network part of these addresses
for visual convenience.)

ISP’s block 11001000 00010111 00010000 00000000  200.23.16.0/20
Organization 0 11001000 00010111 00010000 00000000  200.23.16.0/23
Organization 1 11001000 00010111 00010010 00000000  200.23.18.0/23
Organization 2 11001000 00010111 00010100 00000000  200.23.20.0/23

Organization 7 11001000 00010111 00011110 00000000 200.23.30“.0/23 A

P g oo : ,
hd /D/‘/fm//a%a@ i Practice

This example of an ISP that connects eight organizations into the larger Internet also
nicely illustrates how carefully allocated CIDRized addresses facilitate hierarchical rout-
ing. Suppose, as shown in Figure 4.19, that the ISP (which we'll call Fly-By-Night-ISP)
advertises to the outside world that it should be sent any datagrams whose first 20 ad-
dress bits match 200.23.16.0/20. The rest of the world need not know that within the

Organization O

"Send me anything
o0t with addresses
Organization 1 beginning
200.23.18.0/23 200.23.16.0/20

__—  FlyBy-NightISP i
Organization 2 A
200.23.20.0/23 3

Internet

Organization 7

200.23.30.0/23 /

S Sl "Send me anything

with addresses
beginning
199.31.16.0/16"

Figure 4.19 + Hierarchical addressing and route aggregation
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address block 200.23.16.0/20 there are in fact eight other organizations, each with
their own networks. This ability to use a single network prefix to advertise multiple net-
works is often referred to as route aggregation or route summarization.

Route aggregation works extremely well when addresses are allocated in blocks to
ISPs and then from ISPs to client organizations. But what happens when addresses
are not allocated in such a hierarchical manner? What would happen, for example,
if Organization 1 becomes discontent with the poor service provided by Fly-By-Night-
ISP and decides to switch over to a new ISP, say, ISPs-R-Us@ As shown in Figure 4.19,
ISPs-R-Us owns the address block 199.31.0.0/16, but Organization 2’s IP addresses
are unfortunately outside of this address block. What should be done here2 Certainly,
Organization 1 could renumber all of its routers and hosts to have addresses within
the ISPs-R-Us address block. But this is a costly solution, and Organization 1 might
well choose to switch from ISPs-R-Us to yet another ISP in the future. The solution typi-
cally adopted is for Organization 1 to keep its IP addresses in 200.23.18.0/23.

In this case, as shown in Figure 4.20, Fly-By-NightISP continues to advertise the ad-
dress block 200.23.16.0/20 and ISPs-R-Us continues.to advertise 199.31.0.0/16.
However, ISPsR-Us now also advertises the block of addresses for Organization 1,
200.23.18.0/23. When other routers in the larger Internet see the address blocks
200.23.16.0/20 (from Fly-By-NightISP) and 200.23.18.0/23 (from ISPs-R-Us) and
want to route to an address in the block 200.23.18.0/23, they will use a longest
prefix matching rule, and route toward ISPsR-Us, as it advertises the longest (more

specific) address prefix that matches the destination address. e

Let’s conclude our discussion of addressing by considering how an ISP itself
gets a block of addresses. IP addresses are managed under the authority of The In-
ternet Corporation for Assigned Names and Numbers (ICANN) [ICANN 2000]
based on guidelines set forth in RFC 2050. The role of the nonprofit ICANN organi-
zation [NTTA 1998] is to allocate not only IP addresses, but also to manage the DNS
root servers. It also has the very contentious job of assigning domain names and re-
solving domain name disputes. The actual assignment of addresses is now managed
by regional Internet registries. As of mid-2000, there are three such regional reg-
istries: the American Registry for Internet Number (ARIN, which handles registra-
tions for North and South America, as well as parts of Africa. ARIN has recently
taken over a number of the functions previously provided by Network Solutions),
the Reseaux IP Europeans (RIPE, which covers Europe and nearby countries), and
the Asia Pacific Network Information Center (APNIC).

Before leaving our discussion of addressing, we want to mention that mobile
hosts may change the network to which they are attached, either dynamically while
in motion or on a longer time scale. Because routing is to a network first, and then
to a host within the network, this means that the mobile host’s IP address must
change when the host changes networks. Techniques for handling such issues are
now under development within the IETF and the research community [RFC 2002;
RFC 2131].
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Organization O
200.23.16.0/23

Organization 2
200.23.20.0/23

"Send me anything
with addresses

. beginning
200.23.16.0/20"

\ /

' Fly-By-NightSP S
Organization 7§

200.23.30.0/23

Internet

Organization 1
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200.23.18.0/23 b, /

e ISPs-R-Us

"Send me anything with
addresses beginning
199.31.16.0/16 or
200.23.18.0/23"

Figure 4.20 + ISPs-R-Us has a more specific route to Organization 1

4.4.2 Transporting a Datagram from Source to Destination:
Addressing and Routing

Now that we have defined interfaces and networks and have a basic understanding
of IP addressing, we take a step back and examine how hosts and routers transport
an IP datagram from source to destination. To this end, a high-level view of an IP
datagram is shown in Figure 4.21. Every IP datagram has a source address field and
a destination address field. The source host fills a datagram’s source address field
with its own 32-bit IP address. It fills the destination address field with the 32-bit IP
address of the final destination host to which the datagram is being sent. The data
field of the datagram is typically filled with a TCP or UDP segment. We’ll discuss
the remaining IP datagram fields a little later in this section.

Once the source host creates the IP datagram, how does the network layer trans-
port the datagram from the source host to the destination host? The answer to this
question depends on whether the source and destination reside on the same network
(where the term “network” is used here in the precise, addressing sense discussed in
Section 4.4.1). Let’s consider this question in the context of the network shown
in Figure 4.22. First suppose host A wants to send an IP datagram to host B, which
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Figure 4.39 + HOL blocking at an input queued switch

that packet in the lower-left queue, even though there is no contention for the
middle-right output port (the destination for the white packet). This phenomenon is
known as head-of-the-line (HOL) blocking in an input-queued switch—a queued
packet in an input queue must wait for transfer through the fabric (even though its
output port is free) because it is blocked by another packet at the head of the line.
[Karol 1987] shows that due to HOL blocking, the input queue will grow to un-
bounded length (informally, this is equivalent to saying that significant packet loss
will occur) under certain assumptions as soon as the packet arrival rate on the input
links reaches only 58 percent of their capacity. A number of solutions to HOL block-
ing are discussed in [McKeown 1997b].

4.7 + 1Pv6
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In the early 1990s, the Internet Engineering Task Force began an effort to develop a
successor to the IPv4 protocol. A prime motivation for this effort was the realization
that the 32-bit IP address space was beginning to be used up, with new networks and
IP nodes being attached to the Internet (and being allocated unique IP addresses) at
a breathtaking rate. To respond to this need for a large IP address space, a new IP
protocol, IPv6, was developed. The designers of IPv6 also took this opportunity
to tweak and augment other aspects of IPv4, based on the accumulated operational
experience with IPv4.

The point in time when IPv4 addresses would have been completely allocated
(and hence no new networks could have attached to the Internet) was the subject of
considerable debate. Based on current trends in address allocation at the time, the
estimates of the two leaders of the IETF’s Address Lifetime Expectations working
group were that addresses would become exhausted in 2008 and 2018, respectively
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[Solensky 1996]. In 1996, the American Registry for Internet Numbers (ARIN) re-
ported that all of the IPv4 class A addresses had been assigned, 62 percent of the
class B addresses had been assigned, and 37 percent of the class C addresses had
been assigned [ARIN 1996]. Although these estimates and numbers suggested that
a considerable amount of time might be left until the IPv4 address space became
exhausted, it was realized that considerable time would be needed to deploy a new
technology on such an extensive scale, and so the “Next Generation IP” (IPng)
effort [Bradner 1996; RFC 1752], was begun. An excellent online source of infor-
mation about IPv6 is The IP Next Generation Homepage [Hinden 1999] An excel-i
lent book is also available on the subject [Huitema 1997].

4.7.1 IPvb Packet Format

The format of the IPv6 packet is shown in Figure 4.40. The most important changes
introduced in IPv6 are evident in the packet format:

4 Expanded addressing capabilities. IPv6 increases the size of the IP address from
32 to 128 bits. This ensures that the world won’t run out of IP addresses. Now,
every grain of sand on the planet can be IP-addressable. In addition to unicast and
multicast addresses, a new type of address, called an anycast address, has also
been introduced, which allows a packet addressed to an anycast address to be de-
livered to any one of a group of hosts. (This feature could be used, for example, to

|
Version Traffic Class Flow Label ’
i
|
Payload length Next Hdr Hop Limit ’
|
Source Address
{128 bits) I
|
Destination Address |
(128 bits) |
|
Data I
< 32 bits >
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send an HTTP GET to the nearest of a number of mirror sites that contain a given
document.)

4 A streamlined 40-byte header. As discussed below, a number of [Pv4 fields have
been dropped or made optional. The resulting 40-byte fixed-length header allows
for faster processing of the IP datagram. A new encoding of options allows for
more flexible options processing.

4 Flow labeling and priority. IPv6 has an elusive definition of a “flow.” RFC 1752
and RFC 2460 state that this allows “labeling of packets belonging to particular
flows for which the sender requests special handling, such as a non-default qual-
ity of service or real-time service.” For example, audio and video transmission
might likely be treated as a flow. On the other hand, the more traditional applica-
tions, such as file transfer and e-mail might not be treated as flows. It is possible
that the traffic carried by a high-priority user (for example, someone paying for
better service for their traffic) might also be treated as a flow. What is clear, how-
ever, is that the designers of IPv6 foresee the eventual need to be able to differ-
entiate among the “flows,” even if the exact meaning of a flow has not yet been
determined. The IPv6 header also has eight-bit Traffic Class field. This field, like
the TOS field in TPv4, can be used to give priority to certain packets within a
flow, or it can be used to give priority to datagrams from certain applications (for
example, ICMP packets) over datagrams from other applications (for example,
network news).

The IPv6 datagram format is shown in Figure 4.40. As noted above, a comparison
of Figure 4.40 with Figure 4.24 reveals the simpler, more streamlined structure of
the [Pv6 datagram. The following fields are defined in IPv6:

4 Version. This four-bit field identifies the IP version number. Not surprisingly,
IPv6 carries a value of “6” in this field. Note that putting a “4” in this field does
not create a valid IPv4 datagram. (If it did, life would be a lot simpler—see the
discussion below regarding the transition from IPv4 to IPv6.)

4 Traffic class. This eight-bit field is similar in spirit to the ToS field we saw in IP
version 4.

4 Flow label. As discussed above, this 20-bit field is used to identify a “flow” of
datagrams.

4 Payload length. This 16-bit value is treated as an unsigned integer giving the
number of bytes in the IPv6 datagram following the fixed-length, 40-byte packet
header.

4 Next header. This field identifies the protocol to which the contents (data field)
of this datagram will be delivered (for example, to TCP or UDP). The field uses
the same values as the Protocol field in the IPv4 header.

4 Hop limit. The contents of this field are decremented by one by each router
that forwards the datagram. If the hop limit count reaches zero, the datagram is
discarded.
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4 Source and destination address. The various formats of the IPv6 128-bit address
are described in RFC 2373.

4 Data. This is the payload portion of the IPv6 datagram. When the datagram
reaches its destination, the payload will be removed from the IP datagram and
passed on to the protocol specified in the next header field.

The discussion above identified the purpose of the fields that are included in the
IPv6 datagram. Comparing the IPv6 datagram format in Figure 4.40 with the IPv4
datagram format that we saw éarlier in Figure 4.24, we notice that several ﬁelds; ap-
pearing in the IPv4 datagram are no longer present in the IPv6 datagram: - ¥4

4+ Fragmentation/Reassembly. IPv6 does not allow for fragmentation and reassem-
bly at intermediate routers; these operations can be performed only by the source
and destination. If an IPv6 datagram received by a router is too large to be for-
warded over the outgoing link, the router simply drops the datagram and sends a
“Packet Too Big” ICMP error message (see below) back to the sender. The
sender can then resend the data, using a smaller IP datagram size. Fragmentation
and reassembly is a time-consuming operation; removing this functionality from
the routers and placing it squarely in the end systems considerably speeds up IP
forwarding within the network.

4 Checksum. Because the transport layer (for example, TCP and UDP) and data
link (for example, Ethernet) protocols in the Internet layers perform checksum-
ming, the designers of IP probably felt that this functionality was sufficiently re-
dundant in the network layer that it could be removed. Once again, fast
processing of IP packets was a central concern. Recall from our discussion of
IPv4 in Section 4.4.1, that since the IPv4 header contains a TTL field (similar to
the hop limit field in IPv6), the IPv4 header checksum needed to be recomputed
at every router. As with fragmentation and reassembly, this too was a costly op-
eration in IPv4.

+ Options. An options field is no longer a part of the standard IP header. However,
it has not gone away. Instead, the options field is one of the possible “next head-
ers” pointed to from within the IPv6 header. That is, just as TCP or UDP proto-
col headers can be the next header within an IP packet, so too can an options
field. The removal of the options field results in a fixed length, 40-byte IP header.

A New ICMP for IPvé6

Recall from our discussion in Section 4.4, that the ICMP protocol is used by IP
nodes to report error conditions and provide limited information (for example, the
echo reply to a ping message) to an end system. A new version of [CMP has been
defined for IPv6 in RFC 2463. In addition to reorganizing the existing ICMP type
and code definitions, ICMPv6 also added new types and codes required by the new
IPv6 functionality. These include the “Packet Too Big” type, and an “‘unrecognized



IPv6 options” error code. In addition, ICMPv6 subsumes the functionality of the
Internet Group Management Protocol (IGMP) that we will study in Section 4.8.
IGMP, which is used to manage a host’s joining and leaving of so-called multicast
groups, was previously a separate protocol from ICMP in IPv4.

4.7.2 Transitioning from IPv4 to [Pv6

Now that we have seen the technical details of IPv6, let us consider a very practical
matter: how will the public Internet, which is based on IPv4, be (ransitioned to
IPv6? The problem is that while new IPv6-capable systems can be made “backwards
compatible,” that is, can send, route, and receive IPv4 datagrams, already deployed
IPv4-capable systems are not capable of handling IPv6 datagrams. Several options
are possible.

One option would be to declare a “flag day”—a given time and date when all In-
ternet machines would be turned off and upgraded from IPv4 to IPv6. The last major
technology transition (from using NCP to using TCP for reliable transport service)
occurred almost 20 years ago. Even back then [RFC 801], when the Internet was tiny
and still being administered by a small number of “wizards,” it was realized that such
a flag day was not possible. A flag day involving hundreds ¢+ millions of machines
and millions of network administrators and users is even 1:10re unthinkable today.
RFC 1933 describes two approaches (which can be used either alone or together) for
gradually integrating [Pv6 hosts and routers into an IPv4 world (with the long-term
goal, of course, of having all IPv4 nodes eventually transition to IPv6).

Probably the most straightforward way to introduce IPv6-capable nodes is a
dual-stack approach, where IPv6 nodes also have a complete IPv4 implementation
as well. Such a node, referred to as an IPv6/IPv4 node in RFC 1933, has the ability
to send and receive both IPv4 and IPv6 datagrams. When interoperating with an
IPv4 node, an IPv6/IPv4 node can use IPv4 datagrams; when interoperating with an
IPv6 node, it can speak IPv6. IPv6/IPv4 nodes must have both IPv6 and [Pv4 ad-
dresses. They must furthermore be able to determine whether another node is IPv6-
capable or IPv4-only. This problem can be solved using the DNS (see Chapter 2),
which can return an IPv6 address if the node name being resolved is IPv6-capable,
or otherwise return an IPv4 address. Of course, if the node issuing the DNS request
is only IPv4-capable, the DNS returns only an [Pv4 address.

In the dual-stack approach, if either the sender or the receiver is only IPv4-
capable, an IPv4 datagram must be used. As a result, it is possible that two IPv6-
capable nodes can end up, in essence, sending IPv4 datagrams to each other. This is
illustrated in Figure 4.41. Suppose node A is [Pv6 capable and wants to send an IP
datagram to node F, which is also IPv6-capable. Nodes A and B can exchange an
IPv6 packet. However, node B must create an IPv4 datagram to send to C. Certainly,

the data field of the IPv6 packet can be copied into the data field of the IPv4 data-

gram and appropriate address mapping can be done. However, in performing the
conversion from IPv6 to IPv4, there will be IPv6-specific fields in the IPv6 data-
gram (for example, the flow identifier field) that have no counterpart in IPv4. The
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Figure 4.41 + A dual-stack approach

information in these fields will be lost. Thus, even though E and F can exchange
IPv6 datagrams, the arriving IPv4 datagrams at E from D do not contain all of the
fields that were in the original IPv6 datagram sent from A. '

An alternative to the dual-stack approach, also discussed in RFC 1933, is known
as tunneling. Tunneling can solve the problem noted above, allowing, for example,
E to receive the IPv6 datagram originated by A. The basic idea behind tunneling is
the following. Suppose two [Pv6 nodes (for example, B and E in Figure 4.41) want
to interoperate using IPv6 datagrams, but are connected to each other by intervening
IPv4 routers. We refer to the intervening set of IPv4 routers between two IPv6
routers as a tunnel, as illustrated in Figure 4.42. With tunneling, the IPv6 node on
the sending side of the tunnel (for example, B) takes the entire IPv6 datagram and
puts it in the data (payload) field of an IPv4 datagram. This [Pv4 datagram is then
addressed to the IPv6 node on the receiving side of the tunnel (for example, E) and
sent to the first node in the tunnel (for example, C). The intervening IPv4 routers in
the tunnel route this IPv4 datagram among themselves, just as they would any other
datagram, blissfully unaware that the IPv4 datagram itself contains a complete IPv6
datagram. The IPv6 node on the receiving side of the tunnel eventually receives the
IPv4 datagram (it is the destination of the IPv4 datagram!), determines that the IPv4
datagram contains an IPv6 datagram, extracts the IPv6 datagram, and then routes
the IPv6 datagram exactly as it would if it had received the IPv6 datagram from a
directly connected IPv6 neighbor.

We end this section by mentioning that there is currently some doubt about
whether [Pv6 will make significant inroads into the Internet in the near future
(2000-2002) or even ever at all [Garber 1999]. Indeed, at the time of this writing,
a number of North American ISPs have said they don’t plan to buy IPv6-enabled
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networking equipment. These ISPs say that there is little customer demand for
IPv6’s capabilities when IPv4, with some patches (such as CIDR, see Section 4.4.1,
and network address translator [RFC 1631] boxes), is working well enough. On the
other hand, there appears to be more interest in IPv6 in Europe and Asia.

One important lesson that we can learn from the IPv6 experience is that it is enor-
mously difficult to change network-layer protocols. Since the early 1990s, numerous
new network-layer protocols have been trumpeted as the next major revolution for the
Internet, but most of these protocols have had limited penetration to date. These proto-
cols include TIPv6, multicast protocols (Section 4.8), and resource reservation proto-
cols (Section 6.9). Indeed, introducing new protocols into the network layer is like
replacing the foundation of a house—it is difficult to do without tearing the whole
house down or at least temporarily relocated the house’s residents. On the other hand,
the Internet has witnessed rapid deployment of new protocols at the application layer.
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The classic example, of course, is HTTP and the Web; other exampless include audio
and video streaming and chat. Introducing new application layer protocols is like
adding a new layer of paint to a house—it is relatively easy to do, and if you choose
an attractive color, others in the neighborhood will copy you. In summary, in the fu-
ture we can expect to see changes in the Internet’s network layer, but these changes
will likely occur on a time scale that is much slower than the changes that will occur
at the application layer.

4.8 + Multicast Routing
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The transport- and network-layer protocols we have studied so far provide for the
delivery of packets from a single source to a single destination. Protocols involving
just one sender and one receiver are often referred to as unicast protocols.

A number of emerging network applications require the delivery of packets
from one or more senders to a group of receivers. These applications include bulk
data transfer (for example, the transfer of a software upgrade from the software de-
veloper to users needing the upgrade), streaming continuous media (for example,
the transfer of the audio, video, and text of a live lecture to a set of distributed lec-
ture participants), shared data applications (for example, a whiteboard or teleconfer-
encing application that is shared among many distributed participants), data feeds
(for example, stock quotes), WWW cache updating, and interactive gaming (for ex-
ample, distributed interactive virtual environments or multiplayer games such as
Quake). For each of these applications, an extremely useful abstraction is the notion
of a multicast: the sending of a packet from one sender to multiple receivers with a
single send operation.

In this section we consider the network-layer aspects of multicast. We continue
our primary focus on the Internet here, as multicast is much more mature (although
it is still undergoing significant development and evolution) in the Internet than in
ATM networks. We will see that as in the unicast case, routing algorithms again play
a central role in the network layer. We will also see, however, that unlike the unicast
case, Internet multicast is not a connectionless service—state information for a
multicast connection must be established and maintained in routers that handle
multicast packets sent among hosts in a so-called multicast group. This, in turn, will
require a combination of signaling and routing protocols in order to set up, main-
tain, and tear down connection state in the routers.

4.8.1 Introduction: The Internet Multicast Abstraction and Multi cast Groups

From a networking standpoint, the multicast abstraction—a single send operation
that results in copies of the sent data being delivered to many receivers—can be im-





