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2.5 ° DNS- THE INTERNET'S DIRECTORY SERVICE 123 

hotel room with a Web TV, and so on. As with IMAP, users can organize their mes­
sages in a hierarchy of folders on the remote server. In fact, many implementations 
of Web-based e-mail use an IMAP server to provide the folder functionality. In this 
case, access to the folders and messages is provided with scripts that run in an HTTP 
server; the scripts use the IMAP protocol to communicate with an IMAP server. 

2 . 5 DNS-The Internet's Directory Service· 

We human beings can be identified in many ways. For example, we can be identi­
fied by the names that appear on our birth certificates. We can be identified by our 
Social Security numbers. We dan be identified by our driver's license numbers. 
Although each of these identifiers can be used to identify people, within a given 
context one identifier may be more appropriate than another. For example, the com­
puters at the IRS (the infamous tax-collecting agency in the United States) prefer to 
use fixed-length Social Security numbers rather than birth certificate names. On the 
other hand, ordinary people prefer the more mnemonic birth certificate names rather 
than Social Security numbers. (Indeed, can you imagine saying, "Hi. My name is 
132-67-9875. Please meet my husband, 178-87-1146.") 

Just as humans can be identified in many ways, so too can Internet hosts. One identi­
fier for a host is its hostname. Hostnames-such as cnn. com, www. yahoo. 
com, gaia. cs. umass. edu, and cis. poly. edu-are mnemonic and are there­
fore appreciated by humans. However, hostnames provide little, if any, information about 
the location within the Internet of the host. (A hostname such as www. eurecom. fr, 
which ends with the country code . fr, tells us that the host is probably in France, but 
doesn't say much more.) Furthermore, because hostnames can consist of variable­
length alphanumeric characters, they would be difficult to process by routers. For these 
reasons, hosts are also identified by so-called IP addresses. 

We discuss IP addresses in some detail in Chapter 4, but it is useful to say a few 
brief words about them now. An IP address consists of four bytes and has a rigid 
hierarchical structure. An IP address looks like 121 . 7 . 10 6 . 8 3, where each 
period separates one of the bytes expressed in decimal notation from Oto 255. An IP 
address is hierarchical because as we scan the address from left to right, we obtain 
more and more specific information about where the host is located in the Internet 
(that is, within which network, in the network of networks). Similarly, when we scan 
a postal address from bottom to top, we obtain more and more specific information 
about where the addressee is located. 

2. 5 .1 Services Provided by DNS 

We have just seen that there are two ways to identify a host- by a hostname and by an 
IP address. People prefer the more mnemonic hostname identifier, while routers prefer 

.... 
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124 CHAPTER 2 • APPLICATION LAYER 

fixed-length, hierarchically structured IP addresses. In order to reconcile these prefer­
ences, we need a directory service that translates hostnames t9 IP addresses. This is 
the main task of the Internet's domain name system (DNS). The DNS is (1) a distrib­
uted database implemented in a hierarchy of DNS servers and (2) an application-layer 
protocol that allows hosts to query the distrib1:1ted database. The DNS servers are often 
UNIX machines running the Berkeley Internet Name Domain (BIND) software 
[BIND 2004]. The DNS protocol runs over UDP and uses port 53. 

DNS is commonly employed by other application-layer protocols-· ihcl1:1ding 
HTTP, SMTP, and FTP-to translate us.er-supplied host names to IP addre:sseS:, As 
an example, consider what happens when a browser (that is, an HTTP client), ~uff 
ning on some user's host, requests the URL ~. so:rneschool. edu/ 
index. html. In order for the user's host to be able to send an HTTP request mes-, · 
sage to'the Web server www. someschool. edu, the user's host must first obtain 
the IP address of www. someschool. edu. This is done as follows. 

I. The same user machine runs the client side of the DNS application. 
2. The browser extracts the hostname, www. someschool. edu, from the URL 

and passes the hostname to the client side of the DNS application. 
3. The DNS client sends a query containing the hostname to a DNS server. 
4. The DNS client eventually receives a reply, which includes the IP address for 

the hostname. 
5. Once the browser receives the IP address from DNS, it can initiate a TCP con-

nection to the HTTP server process located at that IP address. 

We see from this example that DNS adds an additional delay-sometimes substan­
tial-to the Internet applications that use it. Fortunately, as we discuss below, the 
desired IP address is often cached in a "nearby" DNS server, which helps to reduce 
DNS network traffic as well as the average DNS delay. 

DNS provides a few other important services in addition to translating host­
names to IP addresses: 

♦ Host aliasing. A host with a complicated hostname can have one or more alias 
names. For example, a hostname such as relayl. west-coast. enter­
prise. com could have, say, two aliases such as enterprise. com and 
www. enterprise. com. In this case, the hostname relayl. west­
coast. enterprise. com is said to be a canonical hostname. Alias host­
names, when present, are typically more mnemonic than canonical hostnames. 
DNS can be invoked by an application to obtain the canonical hostname for a 
supplied alias hostname as well as the IP address of the host. 

♦ Mail server aliasing. For obvious reasons, it is highly desirable that e-mail 
addresses be mnemonic. For example, if Bob has an account with Hotmail, Bob's 
e-mail address might be as simple as bob@hotmail.com. However, the host­
name of the Hotmail mail server is more complicated and much less mnemonic 
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2.5 • DNS-THE INTERNET'S DIRECTORY SERVICE 125 

- PRINCIPLES IN PRACTICE I 
DNS: CRITICAL NETWORK FUNCTIONS VIA THE CLIENT-SERVER 
PARADIGM 

Like HTTP, FTP, and SMTP, the DNS protocol is an application-layer protocol since it ( l) runs 

between communicating end systems using the client-server paradigm, and (2) relies on an 

un'derlying end-to-end transport protocol to transfer DNS messages between communicating 

end systems. In another sense, however, the role of the DNS is quite different from Web, 

file transfer, and e-mail applications. Unlike these applications, the DNS is not an applica­

tion with which a user directly interacts. lnste~d, the DNS provides a core lnter~et func- . 

tion-namely, translating hostnames to their underlying IP addresses, for user applications 

and other software in the Internet. We noted in Section l ,2 that much of the complexity in 

the Internet architecture is located at the "edges" of the network. The DNS, which imple­

ments the critical name-to-address translation process using clients and servers located at 

the edge of the network, is yet another example of that design philosophy. 
- . 
. - - . - - - -

than simply hotmail. com (for example, the canonical hostname might be 
something like relayl. west-coast. hotmail. com). DNS can be 
invoked by a mail application to obtain the canonical hostname for a supplied 
alias hostname as well as the IP address of the host. In fact, the MX record (see 
below) permits a company's mail server and Web server to have identical 
(aliased) hostnames; for example, a company's Web server and mail server can 
both be called enterprise. com. 

♦ Load distribution. DNS is also used to perform load distribution among replicated 
servers, such as replicated Web servers. Busy sites, such as cnn. com, are repli­
cated over multiple servers, with each server running on a different end system and 
each having a different IP address. For replicated Web servers, a set of IP addresses 
is thus associated with one canonical hostname. The DNS database contains this set 
of IP addresses. When clients make a DNS query for a name mapped to a set of 
addresses, the server responds with the entire set of IP addresses, but rotates the 
ordering of the addresses within each reply. Because a client typically sends its 
HTTP request message to the IP address that is listed first in the set, DNS rotation 
distributes the traffic among the replicated servers. DNS rotation is also used for e­
mail so that multiple mail servers can have the same alias name. Recently, content 
distribution companies such as Akamai [Akamai 2004] have used DNS in more 
sophisticated ways to provide Web content distribution (see Chapter 7). 

The DNS is specified in RFC 1034 and RFC 1035, and updated in several addi­
tional RFCs. It is a complex system, and we only touch upon key aspects of its 
operation here. The interested reader is referred to these RFCs and the book by Abitz 
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126 CHAPTER 2 • APPLICATION LAYER 

and Liu [Abitz 1993]; see also the retrospective paper [Mockapetris 1988], which 
provides a nice description of the what and why of DNS. 

2.5.2 Overview of How DNS Works 

We now present a high-level overview of how DNS works. Our discussion will 
focus on the hostname-to-IP-address translation service. 

Suppose that some application (such as a Web browser or a mail reader) run­
ning in a user's host needs to translate a ho.stname to an IP address: The applicati.on . 
will invoke the client side of DNS, specifying the hostname that needs tq b~ trahs-. 
lated. (On many UNIX-based machines, gethostbyname ( ) is the function call 
that an application calls in order to perform the translation. In Section 2. 7, we will 
show hdw a Java application can invoke DNS.) DNS in the user's host then takes 
over, sending a query message into the network. All DNS query and reply messages 
are sent within UDP datagrams to port 53. After a delay, ranging from milliseconds 
to seconds, DNS in the user:'s host receives a DNS reply message that provides the 
desired mapping. This mapping is then passed to the invoking application. Thus, 
from the perspective of the invoking application in the user's host, DNS is a black 
box providing a simple, straightforward translation service. But in fact, the black 
box that implements the service is complex, consisting of a large number of DNS 
servers distributed around the globe, as well as an application-1<;1-yer protocol that 
specifies how the DNS servers and querying hosts communicate. 

A simple design for DNS would have one DNS server that contains all the map­
pings. In this centralized design, clients simply direct all queries to the single DNS 
server, and the DNS server responds directly to the querying clients. Although the sim­
plicity of this design is attractive, it is inappropriate for today's Internet, with its vast 
(and growing) number of hosts. The problems with a centralized design include: 

♦ A single point of failure. If the DNS server crashes, so does the entire Internet! 

♦ Traffic volume. A single DNS server would have to handle all DNS queries (for 
all the HTTP requests and e-mail messages generated from hundreds of millions 
of hosts). 

♦ Distant centralized database. A single DNS server cannot be "close to" all the 
querying clients. If we put the single DNS server in New York City, then all 
queries from Australia must travel to the other side of the globe, perhaps over 
slow and congested links. This can lead to significant delays 

♦ Maintenance. The single DNS server would have to keep records for all Internet 
hosts. Not only would this centralized database be huge, but it would have to be 
updated frequently to account for every new host. 

In summary, a centralized database in a single DNS server simply doesn't scale. 
Consequently, the DNS is distributed by design. In fact, the DNS is a wonderful 
example of how a distributed database can be implemented in the Internet. 
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Figure 2. 18 ♦ Portion of fthe hierarchy of DNS servers 

A Distributed, Hierarchical Database 

In order to deal with the issue of scale, the DNS uses a large number of servers, 
organized in a hierarchical fashion and distributed around the world. No single DNS 
server has all of the mappings for all of the hosts in the Internet. Instead, the map­
pings are distributed across the DNS servers. To a first approximation, there are 
three classes of DNS servers-root DNS servers, top-level domain (TLD) DNS 
servers, and authoritative DNS servers-organized in a hierarchy as shown in Fig­
ure 2.18. To understand how these three classes of servers interact, suppose a DNS 
client wants to determine the IP address for the hostname www. amazon. com. To 
a first approximation, the following events will take place. The client first contacts 
one of the root servers, which returns IP addresses for TLD servers for the top-level 
domain com. The client then contacts one of these TLD servers, which returns the 
IP address of an authoritative server for amazon. com. Finally, the client contacts 
one of the authoritative servers for amazon. com, which returns the IP address for 
the hostname www. amazon. com. We'll soon examine this DNS lookup process in 
more detail. But let's first take a closer look at these three classes of DNS servers: 

♦ Root DNS servers. In the Internet there are 13 root DNS servers (labeled A 
through M), most of which are located in North America. A February 2004 map 
of the root DNS servers is shown in Figure 2.19; a list of the current root DNS 
servers is available via [Root-servers 2004]. Although we have referred to each 
of the 13 root DNS servers as if it were a single server, each "server" is actually 
a cluster of replicated servers, for both security and reliability purposes. 

♦ Top-Level Domain (TLD) servers. These servers are responsible for top-level 
domains such as com, org, net, edu, and gov, and all of the country top-level 
domains such as uk, fr, ca, and jp. As of this writing (spring, 2004 ), the company 
Network Solutions maintains the TLD servers for the com top-level domain, and 
the company Educause maintains the TLD servers for the edu top-level domain. 
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♦ Authoritative DNS servers. Every orgariization with publicly accessible hosts 
(such as Web servers and mail servers) on the Internet must provide publicly 
accessible DNS records that map the names of those hosts to IP addresses. An· 
organization's authoritative DNS server houses these DNS records. An organiza­
tion can choose to implement its own authoritative DNS server to hold these 
records; alternatively, the organization can pay to have these records stored in an 
authoritative DNS server of some-service provider. Most universities and large 
companies implement and maintain their own primary and secondary (backup) 

' • . . 
authoritative DNS server. 

The root, TLD, and authoritative DNS servers all belong to the hierarchy 6f 
DNS sei;vers, as shown in Figure 2.18. There is another important type of DNS, 

I 

called the local DNS server. A local DNS server does not strictly belong to the hier-
archy of servers but is nevertheless central to the DNS architecture. Each ISP-such 
as a university, an academic department, an employee's company, or a residential 
ISP-has a local DNS server (also called a default name server). When a host con­
nects to an ISP, the ISP provides the host with the IP addresses of one or more of its 
local DNS servers (typically through DHCP, which is discussed in Section 5.4.3). 
You can easily determine the IP address of your local DNS server by accessing net­
work status windows in Windows or UNIX. A host's local DNS server is typically 
"close to" the host. For an institutional ISP, the local DNS server may be on the 
same LAN as the host; for a residential ISP, it is typically separated from the host by 

a. Verisign, Dulles, VA 
c. Cogent, Herndon, VA (also Los Angeles) 
d. U Maryland College Park, MD 
g. US DoD Vienna, VA 

e. NASA Mt View, CA ~- AR~ ~bercieen, M~ 

f I t S ft C 
J. Vens1gn, (11 locations) 

Palo Alto, CA - i. Autonomica, Stockholm 
• nterne o ware • / 

(and 17 other locations) --------- (plus 3 other locations) 
~ k. RIPE London 

/ (also Amsterdam, 
/ Frankfurt) 

b. USC-ISi Marina del Rey, CA 
I. ICANN Los Angeles, CA 

m. WIDE Tokyo 

Figure 2.19 ♦ DNS root servers in 2004 {name, organization, location) 
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no more than a few routers. When a host makes a DNS query, the query is sent to 
the local DNS server, which acts a proxy, forwarding the query into the DNS server 
hierarchy as we'll discuss in more detail below. . 

Let's take a look at a simple example. Suppose the host cis. poly. edu 
desires the IP address of gaia. cs. umass. edu. Also suppose that Polytechnic's 
local DNS server is called dns. poly. edu and that an authoritative DNS server 
for gaia. cs. umass. edu is called dns. umass. edu: As shown in Figure 
2.20, th~ host cis. poly. edu first sends a DNS query message to its local DNS 

' . . 

server, dns. poly. edu. The query message contains the hostnaine to be trans-
lated, namely, gaia. cs. umass. edu. The local DNS server forwards the query 
message to a root DNS server. The root DNS server takes note of the edu suffix and 
returns to the local DNS server a,I.ist of IP addresses for TLD servers responsible for 
edu. The local DNS server then resends the query message to one of these TLD 
servers. The TLD server takes note of the umass. edu suffix and responds with the 

Local DNS server 
dns .poly .edu 

Root DNS server 

TLD DNS server 

J '® 
® 
! 

rl 
Requesting host 
c i s.poly.edu 

Authoritative DNS server 
dns.cs.umass.edu 

gaia . cs . umass.edu 

Figure 2.20 ♦ Interaction of the various DNS servers 
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IP address of the authoritative DNS server for the .University of Massachusetts, 
namely, dns. umas s . edu. Finally, the local DNS server resends the query mes­
sage directly to dns . umas s . edu, which responds with the IP address of 
gaia. cs. umass. edu. Note that in this example, in order to obtain the mapping 
for one hostname, eight DNS messages were sent: four query messages and four 
reply messages! We'll soon see how DNS caching reduces this query traffic. 

Our previous example assumed that the TLD server knows the authoritative DNS 
server for the hostname. In general this not always true. Instead, the TLD _seive(ma,y 
know only of an intermediate DNS server: which in tum knows the authoritative: :ONS 
server for the hos.tname. For example, Suppose again that the University of Massachu-· . 
setts has a DNS server for the university, called dns. umass. edu. A]so suppose that 
each of ,the departments at the University of Massachusetts has its own DNS server, 
and that each departmental DNS server is authoritative for all hosts in the department. 
In this case, when the intermediate DNS server, dns.umass.edu, receives a query for a 
host with hostname ending with cs.umass. edu, it returns to dns.poly.edu the IP 
address of dns. cs. umas•s. edu, which is authoritative for all hostnames ending 
with cs. umass. edu. The local DNS server dns.poly.edu then sends the query to 
the authoritative DNS server, which returns the desired mapping to local DNS server, 
which in turn returns the mapping to the requesting host. In this case, a total of 10 
DNS messages are sent! 

The example shown in Figure 2.20 makes use of both recursive queries and 
iterative queries. The query sent from cis. poly. edu to dns. poly. edu is a 
recursive query, since the query asks dns. poly. edu to obtain the mapping on its 
behalf. But the subsequent three queries are iterative since all of the replies are 
directly returned to dns. poly. edu. In theory, any DNS query can be iterative or 
recursive. For example, Figure 2.21 shows a DNS query chain for which all of the 
queries are recursive. In practice, the queries typically follow the pattern in Figure 
2.20: The query from the requesting host to the local DNS server is recursive, and 
the remaining queries are iterative. 

DNS Caching 

Our discussion thus far has ignored DNS caching, a critically important feature of the 
DNS system. In truth, DNS extensively exploits DNS caching in order to improve the 
delay performance and to reduce the number of DNS messages ricocheting around the 
Internet. The idea behind DNS caching is very simple. In a query chain, when a DNS 
server receives a DNS reply (containing, for example a mapping from a hostname to an 
IP address), it can cache the information in the reply in its local memory. For example, 
in Figure 2.20, each time the local DNS server dns. poly. edu receives a reply from 
some DNS server, it can cache any of the information contained in the reply. If a host­
name/IP address pair is cached in a DNS server and another query arrives to the DNS 
server for the same hostname, the DNS server can provide the desired IP address, even 
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Figure 2.21 ♦ Recursive queries in DNS 

if it is not authoritative for the hostname. Because hosts and mappings between host­
names and IP addresses are by no means permanent, DNS servers discard cached infor­
mation after a period of time (often set to two days). 

As an example, suppose that a host apricot. poly. edu queries 
dns. poly. edu for the IP address for the hostname cnn. com. Furthermore, sup­
pose that a few hours later, another Polytechnic University host, say, kiwi. poly. fr, 
also queries dns. poly. edu with the same hostname. Because of caching, the local 
DNS server will be able to immediately return the IP address of cnn. com to this sec­
ond requesting host without having to query any other DNS servers. A local DNS 
server can also cache the IP addresses of TLD servers, thereby allowing the local DNS 
to bypass the root DNS servers in a query chain (this often happens). 
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2.5.3 DNS Records and Messages 

The DNS servers that together implement the DNS distributed database store 
resource records (RR), including RRs that provide hostname-to-IP address map­
pings. Each DNS reply message carries one or more resource records. In this and 
the following subsection, we provide a brief overview of DNS resource records and 
messages; more details can be found in (Abitz 1993] or in the DNS RFCs (RFC 
1034; RFC 1035]. 

A resource record is a four-tuple thal ~onlains Lhe following field1,: 

(Name, Value, · Type, TTL) 

TTL is .the time to live of the resource record; it determines when a resource should 
be removed from a cache. In the example records given below, we ignore the TTL 
field. The meaning of Name and Value depend on Type: 

♦ If Type=A, then Name is a hostname and Value is the IP address for the host­
name. Thus, a Type A record provides the standard hostname to IP address map­
ping. As an example, ( relayl. bar. foo. com, 145. 3 7. 93. 126, A) 
is a Type A record. 

♦ If Type=NS, then Name is a domain (such as f oo. com) ~nd Value is the 
hostname of an authoritative DNS server that knows how to _obtain the IP 
addresses for hosts in the domain. This record is used to route DNS queries fur­
ther along in the query chain. As an example, ( foo. com, dns. foo. com, 
NS) is a Type NS record. 

♦ If Type=CNAME, then Value is a canonical hostname for the alias hostname 
Name. This record can provide querying hosts the canonical name for a host­
name. As an example, (foo.com, relayl.bar.foo.com, CNAME) isa 
CNAME record. 

♦ If Type=MX, then Value is the canonical name of a mail server that has an alias 
hostname Name. As an example, ( foo. com. mail. bar. foo. com, MX) 
is an MX record. MX records allow the hostnames of mail servers to have sim­
ple aliases. Note that by using the MX record, a company can have the same 
aliased name for its mail server and for one of its other servers (such as its Web 
server). To obtain the canonical name for the mail server, a DNS client would 
query for an MX record; to obtain the canonical name for the other server, the 
DNS client would query for the CNAME record. 

If a DNS server is authoritative for a particular hostname, then the DNS server will 
contain a Type A record for the hostname. (Even if the DNS server is not authoritative, 
it may contain a Type A record in its cache.) If a server is not authoritative for a host­
name, then the server will contain a Type NS record for the domain that includes the 
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hostname; it will also contain a Type A record that provides the IP address of the DNS 
server in the Value field of the NS record. As an example, suppose an edu TLD server 
is not authoritative for the host gaia. cs. umass. edu. Then this server will contain 
a record for a domain that includes the host cs. umass. edu, for example, 
( umass. e~u, dns. umass. edu, NS). The edu TLD server would also contain 
a Type A record, which maps the DNS server dns . umas s . edu to an IP address, for 
example, ( dns . umas s . edu, 12 8 . 119 . 4 0 . 111, A)'. 

DNS Messages 
. . 

Earlier in this section we referred to DNS query and reply messages. These are the 
only two kinds of DNS messages. Furthermore, both query and reply messages have 
the same format, as shown in Figure 2.22.The semantics of the various fields in a 
DNS message are as follows: 

♦ The first 12 bytes is the header section, which has a number of fields. The first field 
is a 16-bit number that identifies the query. This identifier is copied into the reply 
message to a query, allowing the client to match received replies with sent queries. 
There are a number of flags in the flag field. A 1-bit query/reply flag indicates 
whether the message is a query (0) or a reply (1). A I-bit authoritative flag is set in a 
reply message when a DNS server is an authoritative server for a queried name. A 
1-bit recursion-desired flag is set when a client (host or DNS server) desires that the 
DNS server perform recursion when it doesn't have the record. A 1-bit recursion­
available field is set in a reply if the DNS server supports recursion. In the header, 
there are also four number-of fields. These fields indicate the number of occurrences 
of the four types of data sections that follow the header. 

♦ The question section contains information about the query that is being made. 
This section includes (1) a name field that contains the name that is being 
queried, and (2) a type field that indicates the type of question being asked about 
the name-for example, a host address associated with a name (type A) or the 
mail server for a name ( type MX). 

♦ In a reply from a DNS server, the answer section contains the resource records 
for the name that was originally queried. Recall that in each resource record there 
is the Type (for example, A, NS, CNAME, and MX), the Value, and the TTL. 
A reply can return multiple RRs in the answer, since a hostname can have multi­
ple IP addresses (for example, for replicated Web servers, as discussed earlier in 
this section). 

♦ The authority section contains records of other authoritative servers. 

♦ The additional section contains other helpful records. For example, the answer 
field in a reply to an MX query contains a resource record providing the canoni­
cal hostname of a mail server. The additional section contains a Type A record 
providing the IP address for the canonical hostname of the mail server. 
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How would you like to send a DNS query message directly from the host you're 
working on to some DNS server? This can easily be with the_ nslookup program, 
which is available from most Windows and UNIX platforms. For example, from a 
Windows host, open the Command Prompt and invoke the ilslookup program by sim­
ply typing "nslookup". After invoking nslookup, you can send a DNS query to any 
DNS server (root, TLD, or authoritative). After receiving the reply message from the 
DNS server, nslookup will display the records included in the reply (in a human read­
able format). As an alternative to running nslookup from your own host, you can ·vi~it • 
one of many Web sites that allow you· to .remotely employ nslookup.· (Just type • 
"nslookup" into a search engine and you'll be brought to one of these sites.) 

Inserti,ng Records into the DNS Database 

The discussion above focused on how records are retrieved from the DNS database. 
You might be wondering how records get into the database in the first place. Let's 
look at how this is done in the context of a specific example. Suppose you have just 
created an exciting new startup company called Network Utopia. The first thing 
you'll surely want to do is register the domain name networkutopia. corn at a 
registrar. A registrar is a commercial entity that verifies the uniqueness of the 
domain name, enters the domain name into the DNS database (as discussed below), 
and collects a small fee from you for its services. Prior to 1999,.a single registrar, 

Identification Flags 

Number of questions Number of answer RRs 

Number of authority RRs Number of additional RRs 

Questions 
(variable number of questions) 

Answers 
(variable number of resource records) 

Authority 
(variable number of resource records) 

Additional information 
(variable number of resource records) 

Figure 2.22 ♦ DNS message format 

12 bytes 

}
Name, type fields for 
a query 

} RRs in response to query 

}
Records for 
authoritative servers 

}
Additional "helpful" 
info that may be used 
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Network Solutions, had a monopoly on domain name registration for com, net, 
and 6rg domains. But now there are many registrars competing for customers, and 
the Internet Corporation for Assigned Names and Numbers (ICANN) accredits the 
various registrars. A complete list of accredited registrars is. available at 
http://www.intenic.net. 

When you register the domain name networkutopia. com with some reg­
istrar, you also need to provide the registrar with the names and IP addresses of your 
primary· and secondary authoritative DNS servers. · Suppose the names and IP 
addresses are dnsl. networkutopia. com, dns2. network.utopia. com, 
212 . 212 . 212 . 1 and 2 12 . 2 12 . 212 . 2. For each of these two authoritative 
DNS servers, the registrar would then make sure that a type NS and a type A record_ 
are entered into the TLD com servers. Specifically, for the primary authoritative 
server for networkutopia. cbm, the registrar would insert into the DNS system 
the following two resource records: 

(networkutopia.com, dnsl.networkutopia.com, NS) 

(dnsl.networkutopia.com, 212.212.212.1, A) 

You'll also have to make sure that the Type A resource record for your Web server 
www. networkutopia. com and the Type MX resource record for your mail server 
mail. networkutopia. com are entered into your authoritative DNS servers. (Until 
recently, the contents of each DNS server were configured statically, for example, from 
a configuration file created by a system manager. More recently, an UPDATE option has 
been added to the DNS protocol to allow data to be dynamically added or deleted from 
the database via DNS messages. RFC 2136 specifies DNS dynamic updates.) 

Once all of these steps are completed, people will be able to visit your Web site 
and send e-mail to the employees at your company. Let's conclude our discussion of 
DNS by verifying that this statement is true. This verification also helps to solidify what 
we have learned about DNS. Suppose Alice in Australia wants to view the Web page 
www. networkutopia. com. As discussed earlier, her host will first send a DNS 
query to her local DNS server. The local DNS server will then contact a TLD com 
server. (The local DNS server will also have to contact a root DNS server if the address 
of a TLD com server is not cached.) This TLD server contains the type NS and Type A 
resource records listed above, because the registrar had these resource records inserted 
into all of the TLD com servers. The TLD com server sends a reply to Alice's local 
DNS server, with the reply containing the two resource records. The local DNS server 
then sends a D NS query to 212 . 2 12 . 212 . 1, asking for the Type A record corre­
sponding to 'WWW. networkutopia. com. This record provides the IP address of the 
desired Web server, say, 212. 212. 71. 4, which the local DNS server passes back to 
Alice's host. Alice's browser can now initiate a TCP connection to the host 
2 12 . 2 12 . 7 1 . 4 and send an HTTP request over the connection. Whew! There's a lot 
more going on than what meets the eye when one surfs the Web! 
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4. 4. 2 1Pv4 Addressing 

We now turn our attention to IPv4 addressing. Although you may be thinking that 
addressing must be a straightforward topic, hopefully by the end of this chapter 
you'll be convinced that Internet addressing is not only a juicy, subtie, and interest­
ing topic but also one that is of central importance to the Internet. Excellent treat­
ments of IPv4 addressing are [Semeria 1996] and the first chapter in [Stewart 1999]. 

Before discussing IP addressing, however, we' 11 need to say a few words about 
how hosts· and routers arc connected into the neLwork. A host typically lias only a 
single link into the network; when IP in the host wants to senc:l a datagram, it does 
so over this link. The boundary between the ·host and the physical link is called an 
interface. Now consider a router and its interfaces. Because a router's job is to 
receive a datagram on one link and forward the datagram on some other link, a 
router necessarily has two or more links to which it is connected. The boundary 
between the router and any one of its links is also called an interface. A router thus 
has multiple interfaces, one for each of its links. Be.cause every host and router is 
capable of sending and receiving IP datagrams, IP requires each host and router 
interface to have its own IP address . Thus, an IP address is technically associated 
with an interface, rather than with the host or router containing that interface. 

Each IP address is 32 bits long (equivalently, 4 bytes), and there are thus a total 
of 232 possible IP addresses. By approximating 210 by 103, it is easy to see that there 
are about 4 billion possible IP addresses. These addresses are typically written in so­
called dotted-decimal notation, in which each byte of the address is written in its 
decimal form and is separated by a period (dot) from other bytes in the address . For 
example, consider the IP address 193.32.216.9. The 193 is the decimal equivalent of 
the first 8 bits of the address; the 32 is the decimal equivalent of the second 8 bits of 
the address, and so on. Thus, the address 193.32.216.9 in binary notation is 

11000001 00100000 11011000 00001001 

Each interface on every host and router in the global Internet must have an IP 
address that is globally unique (except for interfaces behind NATs, as discussed at 
the end of this section). These addresses cannot be chosen in a willy-nilly manner, 
however. A portion of an interface's IP address will be determined by the subnet to 
which it is connected. 

Figure 4.15 provides an example of IP addressing and interfaces. In this figure, 
one router (with three interfaces) is used to interconnect seven hosts. Take a close 
look at the IP addresses assigned to the host and router interfaces; there are several 
things to notice. The three hosts in the upper-left portion of Figure 4.15, and the 
router interface to which they are connected, all have an IP address of the form 
223.1.1.xxx. That is, they all have the same leftmost 24 bits in their IP address. The 
four interfaces are also interconnected to each other by a network that contains no 
routers. (This network could be, for example, an Ethernet LAN, in which case the 

· ... 
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interfaces would be interconnected by an Ethernet hub or an Ethernet switch; see 
Chapter 5.) In IP terms, this network interconnecting three host interfaces and one 
router interface forms a subnet [RFC 950]. (A subnet also ~alled an IP network or • 
simply a network in the Internet literature.) IP·addressing assigns an address to this 
subnet: 223.1.1.0/24, where the /24 notation, sometimes known as a subnet mask, 
indicates that the leftmost 24 bits of the 32-bit quantity define the subnet address. 
The subnet 223.1.1.0/24 thus consists of the three host interfaces (223 .1.1.1, 
223.1.1.2, and 223.1.l.3) and one router in,terface (223.1.1.4). Any additio_nai h~ "t : 
attached to the 223 .1.1.0/24 subnet would be required_ to have an addres·: of the·fqnn • 
223.1.1.xxx. There are two additional subnets shown in Figure 4;15:: the 
223.1.2.0/24 network and the 223.1.3.0/24 subnet. Figure 4.16 illustrates the three 
IP subnets present in Figure 4.15. 

The IP definition of a subnet is not restricted to Ethernet segments that connect 
multiple hosts to a router interface. To get some insight here, consider Figure 4.17, 
which shows three routers that are interconnected with each other by point-to-point 
links. Each router has three interfaces, one for each point-to-point link and one for 
the broadcast link that directly connects the router to a pair of hosts. What subnets 
are present here? Three subnets, 223 .1. 1.0/24, 223 .1.2.0/24, and 223 .1. 3 .0/24 are 
similar to the subnets we encountered in Figure 4.15. But note that there are three 
additional subnets in this example as well: one subnet, 223.1.9.0/24, for the interfaces 
that connect routers Rl and R2; another subnet, 223.1.8.0/24, for the interfaces that 

223.1.1.1 

223.1.1.4"" / 223.1.2.9 
11-----1-------'1.. 

223.1.2.1 

----------
223 .1.3.27 

223 .1.1.2 

223.1.2.2 

223.1.1.3 

223.1.3.1 223 .1.3.2 

Figure 4. 15 ♦ Interface addresses and subnets 
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-223.1.1.0/24 223.1.2.0/24 -

/ 223.1,3.0/24 

Figure 4. 16 ♦ Subnet addresses 

connect routers R2 and R3; and a third subnet, 223 .1. 7 .0/24, for the interfaces that 
connect routers R3 and Rl. For a general interconnected system of routers and hosts, 
we can use the following recipe to define the subnets in the system. 

To determine the subnets, detach each inteiface from its host or router, creating 
islands of isolated networks, with inteifaces terminating the endpoints of the 
isolated networks. Each of these isolated networks is called a subnet. 

If we apply this procedure to the interconnected system in Figure 4.17, we get six 
islands or subnets. 

From the discussion above, it's clear that an organization (such as a company 
or academic institution) with multiple Ethernet segments and point-to-point links 
will have multiple subnets, with all of the devices on a given subnet having the same 
subnet address. In principle, the different subnets could have quite different subnet 
addresses. In practice, however, their subnet addresses often have much in common. 
To understand why, let's next tum our attention to how addressing is handled in the 
global Internet. 

The Internet's address assignment strategy is known as Classless Interdomain 
Routing (CIDR-pronounced cider) [RFC 1519]. CIDR generalizes the notion of 
subnet addressing. As with subnet addressing, the 32-bit IP address is divided into 
two parts and again has the dotted-decimal form a.b.c.dlx, where x indicates the 
number of bits in the first part of the address. 
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223.1.8.0 ..........._ 
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Figure 4. 17 ♦ Three routers interconnecting six subnets 

The x most significant bits of an address of the form a.b.c.d/x constitute the net­
work portion of the IP address, and are often referred to as the prefix (or network 
prefix) of the address. An organization is typically assigned a block of contiguous 
addresses, that is, a range of addresses with a common prefix (see Principles in Prac­
tice sidebar). In this case, the IP addresses of devices within the organization will 
share the common prefix. When we cover the Internet's BGP routing protocol in 
Section 4.6, we ' ll see that only these x leading prefix bits are considered by routers 
outside the organization's network. That is, when a router outside the organization 
forwards a datagram whose destination address is inside the organization, only the 
leading x bits of the address need be considered. This considerably reduces the size 
of the forwarding table in these routers, since a single entry of the form a.b.c.dlx will 
be sufficient to forward packets to any destination within the organization. 

The remaining 32-x bits of an address can be thought of as distinguishing 
among the devices within the organization, all of which have the same network pre­
fix . These are the bits that will be considered when forwarding packets at routers 
within the organization. These lower-order bits may ( or may not) have an additional 
subnetting structure, such as that discussed above. For example, suppose the first 21 
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bits of the CIDRized address a.b.c.d/21 specify the organization's network prefix 
and are common to the IP addresses of all devices in that organization. The remain­
ing 11 bits then identify the specific hosts in the organization. The organization'_s 
internal structure might be such that these 11 rightmost bits are used for subnetting 
within the organization, as discussed above. For example, a.b.c.d/24 might refer to a 
specific subnet within the organization. 

Before CIDR was adopted, the network portions of an· IP address were con­
strained to be 8, 16, or 24 bits in length, an addressing scheme known as classful 
addressing, since subnets with an 8-, 16-, and 24-bit subnet addresses were known 
as class A, B, and C networks, respectively. The requirement that the subnet portion 
of an IP address be exactly 1, 2, or 3 bytes long turned out to be problematic for sup­
porting the rapidly growing number of organizations with small and medium-sized 
subnets. A class C (/24) subnet could accommodate only up to 28 - 2 = 254 hosts 
(two of the 28 = 256 addresses are reserved for special use)-too small for many 
organizations. However, a class B (/16) subnet, which supports up 65,634 hosts, was 
too large. Under classful addressing, an organization with, say, 2,000 hosts was typ­
ically allocated a class B (/16) subnet address . This led to a rapid depletion of the 
class B address space and poor utilization of the assigned address space. For exam­
ple, the organization that used a class B address for its 2,000 hosts was allocated 
enough of the address space for up to 65,534 interfaces-leaving more than 63,000 
addresses that could not be used by other organizations. 

We would be remiss if we did not mention yet another type of IP address, the IP 
broadcast address 255.255.255.255. When a host emits a datagram with destination 
address 255.255.255.255, the message is delivered to all hosts on the same subnet. 
Routers optionally forward the message into neighboring subnets as well (although 
they usually don't). In Chapter 5 we'll look at an example of how IP broadcast is 
used when discussing the DHCP protocol. 

Having now studied IP addressing in detail, we need to know how hosts and 
subnets get their addresses in the first place. Let's begin by looking at how an organ­
ization gets a block of addresses for its devices, and then look at how a device (such 
as a host) is assigned an address from with the organization's block of addresses. 

Obtaining a Block of Addresses 

In order to obtain a block of IP addresses for use within an organization's subnet, a 
network administrator might first contact its ISP, which would provide addresses 
from a larger block of addresses that had already been allocated to the ISP. For 
example, the ISP may itself have been allocated the address block 200.23.16.0/20. 
The ISP, in turn, could divide its address block into eight equal-sized contiguous 
address blocks and give one of these address blocks out to each of up to eight organ­
izations that are supported by this ISP, as shown below. (We have underlined the 
subnet part of these addresses for your convenience.) 
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ISP's block 200.23.16.0/20 

Organization O 200.23.16.0/23 

Organization 1 200. 23 .18. 0/23 

Organization 2 200.23.20.0/23 

Organization 7 200.23.30.0/23 

11 oo t o·oo ooo 1 o 111 ooo 10000 00000000 

11001000 00010111 00010000 00000000 

ll00L000 00010111 00010010 00000000 

11001000 00010111 000 lU LOO 00000000 

11001000 000 lO 111 00011 110 00000000 

Bf..- PRINCIPLES IN PRACTICE 

This example of an ISP that connects eight organizations to the Internet nicely illustrates 

how carefully allocated CIDRized addresses facilitate routing. Suppose, as shown in Figure 

4.18, that the ISP (which we'll call Fly-By-Night-ISP) advertises to the outside world that it 

should be sent any datagrams whose first 20 address bits match 200.23.16.0/20. The 

rest of the world need not know that within the address block 200.23.16.0/20 there are 

in fact eight other organizations, each with their own subnets. This ability to use a single 

prefix to advertise multiple networks is often referred to as address aggregation (also 

route aggregation or route summarization). 

Organization 0 

200.23.16.0/23 

Organization 1 ~ 
200.23.18.0/23 ~ 

Organization 2 Fly-By-Night-ISP 

200.23.20.0/23 ~ 

Organization 7 

200.23.30.0/23 

-------- ISPs-R-Us 

"Send me anything 
with addresses 
beginning 
200.23.16.0/20" 

"Send me anything 
with addresses 
beginning 
199.31.16.0/16" 

Internet 

figure 4.18 ♦ Hierarchical addressing and route aggregation 
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Address aggregation works extremely well when addresses are allocated in blocks to 

ISPs and then from ISPs to client organizations. But what happens when addresses are not 

allocated in such a hierarchical manner? What would happen, for example, if Fly-by­

Night-ISP acquires ISPs-R-Us and then has Organization l connect to the Internet through • 

its subsidiary I_SPs-R-Us? As shown in Figure 4.18, the subsidiary ISPs-R-Us owns the 

address block 199.31.0.0/16, but Organization l's IP addresses are unfortunately out­

side of this address block. What should be done here? Certainly, Organization 1 could 

renumber all of its routers and hosts to have addresses within the ISPs-R-Us address block. 

But this is a costly solution, and Organization l might well be re-assigned -to anoth.er sub­

sidimy in the future. The solution typically ad()pted is for Organization· 1 to keep its IP 

addresses in 200.23.18.0/23. In this case, as shown in Figure 4.19, Fly-By-Night-ISP 

continues to advertise the address block 200.23 .16.0/20 and ISPs-R-Us continues to 

advertise 199 .31 .0.0/ 16. However, ISPs-R-Us now a/so advertises the block of addresses 

for Organization 1, 200.23.18 .0/23. When other routers in the larger lnternersee the 

address blocks 200.23 .16.0/20 (from Fly-By-Night-ISP) and 200.23.18.0/23 (from ISPs­

R-Us) and want to route to an address in the block 200.23.18.0/23, they will use longest 

prefix matching (see Section 4.2 .2), and route toward ISPs-R-Us, as it advertises the 

longest (most specific) address prefix that matches the destination address. 

Organization 0 

200.23.16.0/23 

Organization 2 ~ 
200.23.20.0/23 ~ 

- Fly-By-Night-ISP 
Organization 7 -

200.23.30.0/23 ------
Organization 1 

200.23.18.0/23 ----

ISPs-R-Us -----

"Send me anything 
with addresses 
beginning 
200.23.16.0/20" 

"Send me anything 
with addresses 
beginning 
199.31 .16.0/16 or 
200.23, 18,0/23 II 

Internet 

Figure 4.19 ♦ ISPs-R-Us has a more specific route to Organization 1 
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While obtaining a set of addresses from an ISP is one way to get a block of 
addresses, it is not the only way. Clearly, there must also be a way for the ISP itself 
to get a block of addresses. Is there a global authority that has ultimate responsibil- • 
ity for managing the IP address space and allocating address blocks to ISPs and 
other organizations? Indeed there is! IP addresses are managed under the authority 
of the Internet Corporation for Assigned Names and Numbers (ICANN) [ICANN 
2004], based on guidelines set forth iri RFC 2050. The role of the nonprofit ICANN 
organization [NTIA 1998] is riot only to a_llocate IP addresses, but also to rriana·ge . 
the DNS root servers. It also has the very· contentious job of assigning domain­
names and resolving domain name disputes. Th~ ICANN allocates addresses to 
regional Internet registries (for example, ARIN, RIPE, APNIC, and LACNIC, which 
together form the Address Supporting Organization of ICANN [ASO~ICANN 
2004]), which handle the allocation/management of addresses within their regions. 

Obtaining a Host Address 

Once an organization has obtained a block of addresses, it can assign individual IP 
addresses to the host and router interfaces in its organization. For the router inter­
face addresses, the system administrator manually configures the IP addresses into 
the router ( often remotely, with a network management tool). There are two ways in 
which a host can be assigned an IP address: 

♦ Manual configuration. A system administrator manually configures the IP 
address into the host (typically in a file). 

♦ Dynamic Host Configuration Protocol (DHCP) [RFC 2131]. DHCP allows a 
host to obtain (be allocated) an IP address automatically, as well as to learn addi­
tional information, such as its subnet mask, the address of its first-hop router 
(often called the default gateway), and the address of its local DNS server. 

Because of DHCP's ability to automate the network-related aspects of connect­
ing a host into a network, it is often referred to as a plug-and-play protocol. This 
capability makes it very attractive to the network administrator who would other­
wise have to perform these tasks manually! DHCP is also enjoying widespread use 
in residential Internet access networks and in wireless LANs, where hosts join and 
leave the network frequently. 

A network administrator can configure DHCP so that a given host receives a 
persistent IP address, so that each time the host joins the network it is assigned the 
same IP address. But many organizations and residential ISPs do not have enough 
IP addresses for all of their hosts. When this is the case, DHCP is used to assign each 
of its connecting hosts a temporary IP address. As an example, consider a residen­
tial ISP that has 2,000 customers, but no more than 400 of these customers are ever 
online at the same time. To handle all of its 2,000 customers, the ISP doesn't need a 
block of 2,000 addresses. Instead, by using a DHCP server to assign addresses 
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dynamically, it only needs a block of 512 addresses (for example, a block of the 
form a.b.c.d/23). As the hosts join and leave, the DHCP server needs to update its 
list of available IP addresses. Each time a host joins, the DHCP server allocates an 
arbitrary address from its current pool of available addresses; eaGh time a host 
leaves, an address is returned to the pool. 

Another important reason why DHCP has found such widespread use is the 
advent of mobile computing. Consider, for example, the student who carries a lap­
top from a dormitory room to a library to a classroom. It is likely that irt each loca­
tion, the student will be connecting into a new subnet and hence wi.U- need a new IP 
address at each location, DHCP is ideally suited to this situation, ' as there are many 
users coming and going, and addresses are needed for only a limited amount of time. 

The DHCP protocol actually straddles the boundary between the network and 
link layers in the five-layer Internet protocol stack. We'll therefore delay a detailed 
discussion of how the DHCP service is implemented until Chapter 5, which covers 
the link layer. 

Network Address Translation (NAT) 

Given our discussion about Internet addresses and the IPv4 datagram format, we're 
now well aware that every IP-capable device needs an IP address. With the prolifer­
ation of small office, home office (SOHO) subnets, this would seem to imply that 
whenever a SOHO wants to install a LAN to connect multiple machines, a range of 
addresses would need to be allocated by the ISP to cover all of the SOHO's 
machines. If the subnet grew bigger (for example, the kids at home have not only 
their own computers, but have bought handheld PDAs, IP-capable phones, and net­
worked Game Boys as well), a larger block of addresses would have to be allocated. 
But what if the ISP had already allocated the contiguous portions of the SOHO net­
work's current address range? And what typical homeowner wants (or should need) 
to know how to manage IP addresses in the first place? Fortunately, there is a sim­
pler approach to address allocation that has found increasingly widespread use in 
such scenarios: network address translation (NAT) [RFC 2663; RFC 3022]. 

Figure 4.20 shows the operation of a NAT-enabled router. The NAT-enabled 
router, residing in the home, has an interface that is part of the home network on the 
right of Figure 4.20. Addressing within the home network is exactly as we have seen 
above-all four interfaces in the home network have the same subnet address of 
10.0.0/24. The address space 10.0.0.0/8 is one of three portions of the IP address 
space that is reserved in [RFC 1918] for a private network or a realm with private 
addresses, such as the home network in Figure 4.20. A realm with private addresses 
refers to a network whose addresses only have meaning to devices within that net­
work. To see why this is important, consider the fact that there are hundreds of thou­
sands of home networks, many using the same address space, 10.0.0.0/24. Devices 
within a given home network can send packets to each other using 10.0.0.0/24 
addressing. Ho:-vever, packets forwarded beyond the home network into the larger 
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global Internet clearly cannot use these addresses (as either a source or a destination 
address) because there are hundreds of thousands of networks using this block of 
addresses. That is, the 10.0.0.0/24 addresses can only have meaning within the given­
home network. But if private addresses only have meaning· within a given network, 
how is addressing handled when packets are sent to or received from the global Inter­
net, where addresses are necessarily unique? The answer lies in understanding NAT. 

The NAT-enabled router does not look like a router to the outside world. Instead 
the NAT router behaves to the outside world as a single device with a-single "IP 
address. In Figure 4.20, all traffic leaving the home router for the largerJnterm~t has a 
source IP address of 138.76.29:7, and all traffic entering the home must have a ·c1est1~ • 
nation address of 138.76.29.7. In essence, the NAT-enabled router is hiding the details 
of the home network from the outside world. (As an aside, you might wonder where 
the home network computers get their addresses and where the router gets its single IP 
address. Often, the answer is the same-DHCP! The router gets its address from the 
ISP's DHCP server, and the router runs a DHCP server to provide addresses to com­
puters within the NAT-DHCP-router-controlled home network's address space.) 

If all datagrams arriving at the NAT router from the WAN have th~ same desti­
nation IP address (specifically, that of the WAN-side interface of the NAT router), 
then how does the router know the internal host to which it should forward a given 
datagram? The trick is to use a NAT translation table at the NAT router, and to 
include port numbers as well as IP addresses in the table entries. . 

NAT translation table 

WAN side 

138.76.29.7, 5001 

. . . 

S = 138.76.29.7, 5001 J 
D = 128.119.40.186, 80 

~

- --- ---~ 1338.76.29.7 28. 119.40.186, 80 
= 138.76.29.7, 5001 

/ 

LAN side 

10.00. 00.1, 3345 

. . . 

S = 10.00.00.1, 3345 
D = 128.119.40.186, 80 

/ 10.0.0.4 

S = 128.119.40.186, 80 
D = 10.0.0.1, 3345 

Figure 4.20 ♦ Network address translation 

10.0.0.1 
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Consider the example in Figure 4.20. Suppose a user sitting in a home network 
behind host 10.0.0.1 requests a Web page on some Web server (port 80) with IP 
address 128.119.40.186. The host 10.0.0.1 assigns the (arbitrary) source port nu~­
ber 3345 and sends the datagram into the LAN. The NAT router receives the data­
gram, generates a new source port number 5001 for the datagram, replaces the 
source IP address with its WAN-side IP address 138.76.29.7, and replaces the origi­
nal sou_rce port nurriber 3345 with the new source port number 5001. When generat­
ing a new source port number, the NAT router can select any s_ource port number 
that is not currently in the NAT translation table. (Note th~t because a port number 
field is 16 bits long, the NAT protocol can support over 60,000 simultaneous con­
nections with a single WAN-side IP address for the router!) NAT in the router also 
adds an entry to its NAT translation table. The Web server, blissfully unaware that 
the arriving datagram containing the HTTP request has been manipulated by the 
NAT router, responds with a datagram whose destination address is the IP address 
of the NAT router, and whose destination port number is 5001. When this datagram 
arrives at the NAT router, the router indexes the NAT translation table using the des­
tination IP address and destination port number to obtain the appropriate IP address 
(10.0.0.1) and destination port number (3345) for the browser in the home network. 
The router then rewrites the datagram's destination address and destination port 
number, and forwards the datagram into the home network. 

NAT has enjoyed widespread deployment in recent years. But we should 
mention that many purists in the IETF community loudly object to NAT. First, 
they argue, port numbers are meant to be used for addressing processes, not for 
addressing hosts. (This violation can indeed cause problems for servers running 
on the home network, since, as we have seen in Chapter 2, server processes wait 
for incoming requests at well-known port numbers.) Second, they argue, routers 
are supposed to process packets only up to layer 3. Third, they argue, the NAT 
protocol violates the so-called end-to-end argument; that is, hosts should be talk­
ing directly with each other, without interfering nodes modifying IP addresses and 
port numbers. And fourth, they argue, we should use IPv6 (see Section 4.4.4) to 
solve the shortage of IP addresses, rather than recklessly patching up the problem 
with a stopgap solution like NAT. But like it or not, NAT has become an important 
component of the Internet. 

Yet another major problem with NAT is that it interferes with P2P applications, 
including P2P file sharing applications and P2P voice-over-IP applications. Recall 
from Chapter 2 that in a P2P application, any participating Peer A should be able to 
initiate a TCP connection to any other participating Peer B. The essence of the prob­
lem is that if Peer B is behind a NAT, it cannot act as a server and accept TCP con­
nections (unless the NAT is specifically configured for the P2P application). As 
we'll see in the homework problems, this NAT problem can be circumvented if Peer 
A first contacts Peer B through an intermediate Peer C which is not behind a NAT 
and to which B has established an on-going TCP connection. Peer A can then ask 
Peer B, via Peer C, to initiate a TCP connection directly back to Peer A. Once the 
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direct P2P TCP connection is established between Peers A and B, the two peers can 
exchange messages or files. This hack, called connection reversal, is actually used 
by many P2P applications. But if both Peer A and Peer Bare. behind their own NATs, 
then, for all practical purposes, it is impossible to establish a TCP connection 
between the two peers without application-specific NAT configuration. 

Our discussion of NAT here has been necessarily brief. There are many other 
important aspects of NAT, including static versus dynamic NAT, and the effects of 
NAT on higher-layer protocols and on seq1rity. For r:nore details, and a _discus.sion of 
the pros and cons of NAT, see [Cisco NAT 2004; Phifer 2000]. 

4.4.3 Internet Control Message Protocol (ICMP) 

Recall that the network layer of the Internet has three main components: the IP pro­
tocol, discussed in the previous section; the Internet routing protocols (including 
RIP, OSPF, and BGP), which are covered in Section 4.6; and ICMP, which is the 
subject of this section. 

ICMP, specified in RFC 792, is used by hosts and routers to communicate net­
work-layer information to each other. The most typical use of ICMP is for error 
reporting. For example, when running a Telnet, FT~, or HTTP session, you may 
have encountered an error message such as "Destination network unreachable." This 
message had its origins in ICMP. At some point, an IP router was unable.to find a 
path to the host specified in your Telnet, Ff P, or HTTP application. That router cre­
ated and sent a type-3 ICMP message to your host indicating the error. 

ICMP is often considered part of IP but architecturally lies just above IP, as 
ICMP messages are carried inside IP datagrams. That is, ICMP messages are carried 
as IP payload, just as TCP or UDP segments are carried as IP payload. Similarly, 
when a host receives an IP datagram with ICMP specified as the upper-layer proto­
col, it demultiplexes the datagram's contents to ICMP, just as it would demultiplex a 
datagram's content to TCP or UDP. 

ICMP messages have a type and a code field, and contain the header and the 
first 8 bytes of the IP datagram that caused the ICMP message to be generated in the 
first place (so that the sender can determine the datagram that caused the error). 
Selected ICMP message types are shown in Figure 4.21. Note that ICMP messages 
are used not only for signaling error conditions. 

The well-known ping program sends an ICMP type 8 code O message to the 
specified host. The destination host, seeing the echo request, sends back a type 0 
code O ICMP echo reply. Most TCP/IP implementations support the ping server 
directly in the operating system; that is, the server is not a process. Chapter 11 of 
[Stevens 1990] provides the source code for the ping client program. Note that the 
client program needs to be able to instruct the operating system to generate an ICMP 
message of type 8 code 0. 
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