
Abstract— Domain Name Systems (DNS) servers provide a 

critical service to users and application on the internet. At the top 

of the DNS hierarchy is the Root DNS servers providing pointers 

to Top Level Domain servers on the Internet.  Over the past 

years the number of Root DNS servers has grown to cope with 

the exponential growth of the Internet. This paper reports on the 

status and performance of the Root DNS servers gathered by the 

Gulliver’s project SEIL probes which are deployed globally. This 

is the first effort to carry out long term study, from 2007 till 2009, 

on the performance of Root DNS servers. The data gathered 

shows the performance of anycast Root DNS servers in terms of 

Loss Rate and Query Response Time (QRT). Anycast servers’ 

performance on the whole has been improving with more 

deployment of its instances, while unicast servers’ performance 

has been roughly the same. We have correlated changes in the 

QRT to events that has occurred, eg. Cable breaks and 

deployment of a new anycast instance. 

Index Terms— anycast root DNS server, Gulliver project, 

resilience of root DNS, performance 

I. INTRODUCTION

VER the years, we have seen tremendous growth in the

Internet[1], where the number of hosts have grown 

exponentially since 1994, and the number of users have 

reached over 1.5 billion users[2]. Supporting the discovery of 

new server and hosts is the distributed directory service 

provided by the root DNS servers[3].  Their ability to continue 

to support the growth of internet host as well as new 

applications that uses the DNS aggressively is certainly a 

success story of the internet design.   

A. Differernt Root DNS Server instances

Root DNS servers which started off as single unicast

instances have recently been joined by multiple instances 

using anycast protocol. Though spread throughout the world, 

most of the root DNS servers outside of the US are anycast 

servers[4]. The difference between the two lies in the 
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identification of the end-points. Unicast servers associate each 

endpoint with one unique network address. While anycast 

server associates one network address to many end-points, yet 

only one of the end-points will be chosen to communicate 

with the sender. 

Root DNS servers A, C, E, F, I, J, K, M are anycast servers, 

with multiple instances globally. While servers B, D, E and H 

are unicast and are located mainly in the US region.  

B. Gulliver Project [5]

The Gulliver project’s, started in 2007 by WIDE Project[6], 

aim is to observe the Internet’s global behavior from all 

around the world from a user’s perspective. It uses SEIL 

probes[7] deployed around the world to send single queries to 

the root DNS servers at regular intervals. The results are then 

collected at the Collection host. Figure 1 shows the setup. 

Fig. 1.  Operation of the Gulliver’s probe

Among the fields in the data collected, the STATUS of the 

query, the Round trip time, the time query is sent, probe’s 

identifier and the destination are the fields used in our 

analysis.  

II. ANALYSIS

The performance of a DNS server is measured in terms of 

• Query Response Time (QRT), the time difference from

a query being made till receiving the reply. It

includes network latency and query processing time. 

QRTi = Query processing time by DNS server i + 

Network latency to DNS server i
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Where Network latency is the network round trip time of 

the query to the nearest instance of DNS server i and it 

varies depending on network conditions along the path.  

• Loss Rate, measures the availability of DNS server i. It 

indicates the rate at which DNS server i did not respond 

to the probes’ queries, i.e. Query TIMEOUT. 

LRi =  Number of ‘no replies’ from DNS server i

        Total number of queries to DNS server i 

Our program, used in processing the data, is implemented in 

Hadoop[8], an open source distributed programming model. 

The filtering out of the un-used datasets was done in the Map 

phase of Hadoop, using the related data record fields, e.g. 

STATUS field of the dataset to compute the Loss Rate.  

A. Evaluation of Effectiveness through Mean QRT  

This section, we analysis how effective the root DNS 

servers are able to serve Internet users by analyzing the mean 

QRT of each region. Different geographical region are at 

difference phase of development of the Internet and thus have 

different characteristics. Thus we do not compare them using 

global mean, but rather group them into regions.  

From Table 1(b), it is observed that Europe has four root 

DNS servers, which returns a Mean QRT value of less than or 

roughly 40 msec, which indicate a low QRT. It has the best 

response time among the four regions.  In the case where one 

of the root DNS servers fails, the user would unlikely notice 

major degradation as the next root DNS server is able to 

respond as quickly. Contrary, South East Asia region, which 

has sparse number of root DNS, has the worst Mean QRT with 

majority of the mean QRT above 200 msec. The results tally 

with the root-DNS placement geographical map shown in [3], 

where Europe has a large number root DNS servers and South 

East Asia region the least. 
TABLE 1 

COMPARISON OF QRT, IN MILLISECONDS, BETWEEN VARIOUS REGIONAL 

DNS 

Server 
F B C A M E 

Mean 

QRT 
13.342 18.919 20.531 62.995 79.111 97.628 

DNS 

Server 
I G D H K J 

Mean 

QRT 
118.93 122.07 125.79 139.62 160.89 204.25 

(a) Mean QRT table for US region 

DNS 

Server 
K I J C M F 

Mean 

QRT 
9.438 21.683 24.874 35.278 54.97 90.126 

DNS 

Server 
D G H A E B 

Mean 

QRT 
96.17 99.304 116.87 123.56 175.04 175.25 

(b) Mean QRT table for Europe region 

DNS 

Server 
I M K B F J 

Mean 

QRT 
23.062 152.74 242.38 247.89 266.80 271.79 

DNS 

Server 
E C A D H G 

Mean 

QRT 
277.89 279.34 283.06 305.76 340.83 344.52 

(c) Mean QRT table for South East Asia region 

DNS 

Server 
M I F B K C 

Mean 

QRT 
3.0903 55.445 82.864 120.77 129.71 132.14 

DNS 

Server 
E A G D J H 

Mean 

QRT 
161.31 181.07 188.73 188.84 199.13 218.13 

(d) Mean QRT table for East Asia region 

B. Unicast and Anycast Root DNS Server Performance 

Figure 2 compares the average QRT value from all probes 

to all anycast servers and unicast servers. Figure 2(a) show a 

progressive drop in the QRT over the years for the anycast 

servers, while Figure 2(b), the unicast servers remains around 

the same, but showed an increasing trend since start of 2009. 

Compared to the unicast servers, the improvement shown for 

the anycast servers is more significant and might be due to the 

deployment of more anycast root DNS instances. 

(a) Average QRT of all probes to all Anycast root DNS servers 

(b) Average QRT of all probes to all Unicast root DNS servers 

Fig. 2. Comparison of Avg QRT of Anycast and Unicast root DNS servers 
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C. Root DNS Availability 

Fig. 3.  Plot showing correlation between Loss Rate of the various probes 

and the mean QRT 

Figure 3 shows the Loss Rate of 8 different probes to all 

root DNS servers plotted against their Mean QRT to the 

servers. Even as the Mean QRT (x-axis) increases, the Loss 

Rate (y-axis) does not necessary increases, i.e. there is not 

much correlation between mean QRT and Loss Rate as can be 

seen from the randomness of the points in the plot. This 

observation is confirmed by a correlation coefficient value of 

0.1266 calculated from the graph.     

Fig. 4.  Loss Rate of 4 different probes to Root DNS Servers  

To drill into the availability issue, the Loss Rate from 4 

probes to the root DNS servers are plotted as shown in Figure 

4. If all probes reports high Loss Rate it is likely that there are 

possible problems with the root server (i.e. possible attacks on 

the root DNS servers) as the probes are from different regions, 

thus excluding possible network problems. A good example 

here will be root DNS server G (6 o’clock point in the plot). It 

seems the probes all have a Loss Rate of greater than 2% to 

server G. 

On the other hand, SG(28) probe, located in Singapore, 

shows over 1.00% Loss Rate to all Root DNS servers while 

other probe boxes show much smaller Loss Rates to almost all 

Root DNS servers. This might imply that there might be some 

problem with SG(28) probe accessing Root DNS servers 

compared with other probe boxes. This is quite true as the 

South-east Asia region is very scarcely populated with root 

servers.  

The connectivity between FR(7) and the nearest instance of 

F.root-server.net is having some problem as the Loss Rate is 

over 10.0%  and this level of Loss Rate is not experience by 

other probes, thus showing signs of abnormality.  

D. Correlated Event 

Every now and then there are abrupt and drastic changes in 

the network which puts the Internet to the test. An example of 

such an event is the recent cable fault between China and 

Taiwan. On 12 August 2009[9], a segment of the Asia-Pacific 

Cable Network 2 (APCN2) undersea cable network around 

Taiwan suffered a serious cable fault. This caused packets to 

be rerouted via a different path.  This can be observed by the 

increase in the QRT for the Singapore probe as shown by the 

thick bold line in Figure 6. The extremely high QRT/RTT 

value for F.ROOT-SERVERS.NET occurred at around 4:00 

am when there was a switch in the route due to cable break.  

We did a traceroute to check the path taken to reach the 

F.ROOT-SERVERS.NET which is an anycast ROOT server 

with many instances around the world and found that the 

packet is going all over the world, from Singapore -> Japan -> 

USA ->Europe -> Latin America. This is certainly abnormal 

as previously QRT readings are less than 40ms.  This is due to 

switching of the routes to another link between Japan and 

Singapore and the only peering point with F.ROOT-

SERVERS.NET is in Latin America.  

For some root servers, they are less affected by the 

disruption as seen in Figure 5, for the case of root server M. 

After the initial congestion, the first few days after the cable 

fault, the QRT stabilizes. However, since it is a different 

cable, it network latency is different, in this case slightly 

longer.  

Fig. 5.  Mean QRT of  probe SG(28) in Singapore quering root server M 

On the other hand, the availability did not show significant 

difference in the Loss Rate from Singapore to all the Root 

DNS servers during the cable interruption. This is due to hosts 

able to find alternative paths to the closest instance of the root 

DNS server. This is a positive result, as it certainly testifies to 

the resilience of DNS architecture. 
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Fig. 6.  Daily QRT(or RTT) from SG(28) probe in Singapore 

In a separate case, Figure 7 shows the trend of monthly 

Mean QRT of 3 probes to different root DNS servers, over a 

long period of time. The bold line, featuring the QRT trend for 

the Otemachi probe to root DNS server I, shows the impact 

when a new instance of server I is deployed. In this case a new 

instance of the I.root-server.net was place in Japan where the 

Otemachi probe is located. Thus, it caused the drastic drop in 

Mean QRT. Previously the nearest root server I is in USA.  

Fig. 7.  Long term trends in Mean QRT of some root DNS servers 

III. RELATED WORKS 

[10-14] shows some experimental studies carried out to 

understand the performance and vulnerability of the DNS. 

These experiments are carried out over a short period of time. 

RIPE have done numerous monitoring work on the Internet, 

among which the more recent ones are [15-16]. [17] is a 

service provided to users to allow monitoring of their 

network’s connectivity to the rest of the Internet.   

IV. CONCLUSION

This paper analyzed the data captured by Gulliver’s Project 

over a two year period from 2007 till 2009 and highlighted the 

trend in which anycast servers are becoming more pervasive 

and providing better performance than unicast servers.  

We also conclude that abnormalities in QRT values can 

assist us in pinpointing events that cause changes to the 

network have happened, such as changes in network path, 

disruption to the cable system, etc. Loss Rate obtained from 

different probes from different regions can help indicate a 

faulty root DNS instance.  

While this paper provided a glimpse at what is happening to 

the root DNS across the globe, it would have been better if we 

can look at the hit rates of the servers to understand the load 

on the different root DNS servers. This will allow us to further 

correlate the different data and help the different root DNS 

administrators in their decision on upgrade and new 

deployment. 
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