
UNITED STATES PATENT AND TRADEMARK 0FFIGE 

APPLICATION NUMBER 

18/095,238 

136531 
The Roy Gross Law Firm, LLC 
101 Merritt 7 
Suite 300 
Norwalk, CT 06851 

FILING OR 371(C) DATE 

01/10/2023 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Vrrginia 22313-1450 
www.uspto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Yoseph KOREN 09708-P000lB 

CONFIRMATION NO. 2028 
POWER OF ATTORNEY NOTICE 

111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111 
*OC000000080756827* 

Date Mailed: 11/19/2024 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 11/11/2024. 

• The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence 
will be mailed to the new address of record(37 CFR 1.33). 

/sltorres/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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UNITED STATES PATENT AND TRADEMARK 0FFIGE 

APPLICATION NUMBER FILING OR 371(C) DATE 

18/095,238 01/10/2023 

49443 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Vrrginia 22313-1450 
www.uspto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Yoseph KOREN 09708-P000lB 

CONFIRMATION NO. 2028 
POA ACCEPTANCE LETTER 

Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square 111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111 

*OC000000080756866* 19th Floor 
New York, NY 10036 

Date Mailed: 11/19/2024 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 11/11/2024. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1 .33. 

/sltorres/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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Doc Code PA.. PTO/AIA/82A(07-13) 
Document Description: Power of Attorney Approved for use through 03/31/2021. OMS 0651-0035 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMS control number. 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 

REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PT0/AIA/828) to identify the 
application to which the Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application 
number and filing date are identified in the Power of Attorney by Applicant form. If neither form PT0/AIA/82A nor 
form PT0/AIA/828 identifies the application to which the Power of Attorney is directed, the Power of Attorney will 
not be recoQnized in the aoolication. 

Application Number 18/095,238 

Filing Date January 10, 2023 

First Named Inventor Yoseph KOREN 

Title 
SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE 
DATA 

Art Unit 2434 

Examiner Name Am are F. TABOR 

Attorney Docket Number P-566702-US2 

SIGNATURE of Applicant or Patent Practitioner 

Signature /Caleb Pollack/ Date 7 November 2024 

Name Caleb Pollack 
Registration 37,912 
Number 

Title (if Applicant is a 
juristic entity) 

Applicant Name (if Applicant is a juristic entity) I 
NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and 

certifications. If more than one applicant, use multiple forms. 

□ *Total of -- forms are submitted. 

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is g:,verned by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 



Doc Code: PA .. 
Document Description: Power of Attorney 

PTO/AIA/82B (07-13) 
Approved for use through 03/31/2021. 0MB 0651-0035 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless ii displays a valid 0MB control number. 

POWER OF ATTORNEY BY APPLICANT 

I hereby revoke all previous powers of attorney given in the application identified in either the attached 
transmittal letter or the boxes below. 

I Application Number I Filing Date 

I 
(Note: The boxes above may be left blank if information is provided on form PTO/AIN82A.) 

cgj I hereby appoint the Practitioner(s) associated with the following Customer Number as my/our attorney(s) or 
agent(s), and to transact all business in the United States Patent and Trademark Office connected therewith for 
the 
application referenced in the attached transmittal letter (form PT0/AIN82A) or identified 

I 49443 I above: 

OR 
D I hereby appoint Practitioner(s) named in the attached list (form PT0/AIN82C) as my/our attorney(s) or agent(s), and 

to transact all business in the United States Patent and Trademark Office connected therewith for the patent 
application referenced in the attached transmittal letter (form PT0/AIN82A) or identified above. (Note: Complete form 
PTO/AIAf82C.) 

Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 

cgi The address associated with the above-mentioned Customer Number: 

OR 

□ The address associated with Customer Number: I 49443 I 
OR 

cgi Firm or 
Pearl Cohen Zedek Latzer Baratz LLP Individual 

Name 
Address 7 Times Square, 19th Floor 
City New York I State I NY IZIPI 10036 
Countrv USA 
Telephone (646) 878-0800 I Email I USPTO@PearlCohen.com 

I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

I QPrivacy USA LLC I 
□ Inventor or Joint Inventor (title not required below) 

□ Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below) 
cgi Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's title if applicant is 

a juristic entity) 

□ Person Who Otherwise Shows Sufficient Proprietary Interest ( e.g., a petition under 37 CFR 1.46(b)(2) was 
granted in the application or is concurrently being filed with this document) (provide signer's title if applicant is a 
juristic entity) 

SIGNATURE of Applicant for Patent 
The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic 

i entit·,),. 

Signature 1 / /_/ '~ I November 5, 2024 , / , ,, .. - _, .•· Date 

Name Yossi Koren 
'/ ~ .. :~'1""~$-~·-+·-•·. -----.Y. 

Title Manaoer 
<~~::~_-_::~::··~'_:,,~fi. 

NOTE Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements 
and certifications. If more than one applicant use multiple forms. 

□ Total of -- forms are submitted. 
--This collec:ion cf 1nformat1on Is rec;Ll1red by 37 CFR 1.31, 1.32 and 1.33. The rn:ortTat1on 1s required tc otta:n or retain a. be:1e:-1t by the public wh:ch IS to file \ard by :he 

USPTO to pro~ess) ar application Cor!f1dent1a•1ty is governed by 35 U.S C 122 a:id 37 CFR 1 11 and 1 14. This col!ect1on 1s estimated t◊ take 3 m:rutes to corr,rlete 
1ncludmg gathenrig. preparing, anc submitting the compieted app:icat1on form to the USPTO Time \AJi!• vary deper,d,ng up:1-rr the inciivIdua: case_ Any comments on the 
arT1ount of tirne you requi1·e to complete this form and/or suggestions for- reducing this burden, should be sent to the Chief infomiation Officer U.S. Patent and Trademark 
Office, U.S. CeP2rtment of Com:11erce. P.-0. Box 1450, J\Jexandr:a. VA 22313-1450. DO NOT SEND FEES OR COMPL'=TED FCRMS TO THIS ADDRESS. SEND TO: 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

if you neecf assistance rn compteting the forrn_. ca!l 1-B00-PTO-9199 ancJ select opt ton 2. 



1 _ 1:1.1 mm UNITED STATES 
; : : :_ PATENT ANO TRADEMARK OFFICE 

Page 1 of 2 

P.O. Box 1450 
Alexandria, VA 22313 - 1450 

www.uspto.gov 

ELECTRONIC ACKNOWLEDGEMENT RECEIPT 

APPLICATION# RECEIPT DATE/ TIME ATTORNEY DOCKET# 

18/095,238 11/11/2024 02:07:27 AM Z ET 09708-P0001 B 

Title of Invention 

SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

Application Information 

APPLICATION TYPE Utility - Nonprovisional Application 
under 35 USC 111 (a) 

PATENT# 11816249 

CONFIRMATION# 2028 

PATENT CENTER# 67907934 

CUSTOMER# 136531 

CORRESPONDENCE -
ADDRESS 

Documents 

DOCUMENT 

P-566702-US2-U-REVPOA-
07NOV24.pdf 

Digest 

DOCUMENT 

P-566702-US2-U-REVPOA-
07NOV24.pdf 

FILED BY Einav Ofek Cohen 

FILING DATE 01/10/2023 

FIRST NAMED Yoseph KOREN 
INVENTOR 

AUTHORIZED BY Caleb Pollack 

TOTAL DOCUMENTS: 1 

PAGES DESCRIPTION 

2 Power of Attorney 

SIZE 
(KB) 

164 KB 

MESSAGE DIGEST(SHA-512) 

ECFE32DCFA33E12D38DD4BBD81F7549EA0912DE59F928950 
59FE5459CB191CBDB32DF725ECBCC8C6B4C77FBA58D5E83 
AE21FDC4AB0F747362AE220108C56F17D 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized 
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as 
described in MPEP 503. 
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New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d) 
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement 
Receipt will establish the filing date of the application 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C. 
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage 
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for an 
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the 
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security, 
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application. 



UNITED STATES PATENT AND TRADEMARK 0FFIGE 

APPLICATION NUMBER 

18/095,238 

136531 
The Roy Gross Law Firm, LLC 
101 Merritt 7 
Suite 300 
Norwalk, CT 06851 

FILING OR 371(C) DATE 

01/10/2023 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Vrrginia 22313-1450 
www.uspto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Yoseph KOREN P-566702-US2 
CONFIRMATION NO. 2028 

POA ACCEPTANCE LETTER 

111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111 
*OC0000000 7995235 7* 

Date Mailed: 10/30/2024 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 10/24/2024. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1 .33. 

/sltorres/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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UNITED STATES PATENT AND TRADEMARK 0FFIGE 

APPLICATION NUMBER FILING OR 371(C) DATE 

18/095,238 01/10/2023 

49443 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Vrrginia 22313-1450 
www.uspto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Yoseph KOREN P-566702-US2 
CONFIRMATION NO. 2028 

POWER OF ATTORNEY NOTICE 
Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square 111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111 

*OC000000079952333* 19th Floor 
New York, NY 10036 

Date Mailed: 10/30/2024 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 10/24/2024. 

• The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence 
will be mailed to the new address of record(37 CFR 1.33). 

/sltorres/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

Applicant/Patent Owner: _Q_P_ri_va_c_y_U_S_A_L_L_C _________________________ _ 

Application No./Patent No.: 11,816,249 Filed/Issue Date: _1_1_/_1_4_/2_0_2_3 _______ _ 
Titled: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

QPrivacy USA LLC a limited liability company 
-------------------' 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. D An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel ______ , Frame ______ , or for which a copy 
thereof is attached. 

B. 0 A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1 _ From: KOREN, YOSEPH; and WASSERMAN, YEHONATAN To: PRIVACY RATING LTD. 

The document was recorded in the United States Patent and Trademark Office at 

Reel 062351 Frame 0194 or for which a copy thereof is attached. 

2. From: PRIVACY RATING LTD. To: QPrivacy USA LLC 
-------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel 068433 Frame 0604 or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U .S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 



PTO/ AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: To: ------------------- -------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

D As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Roy D. Gross/ October 24, 2024 
Signature Date 

Roy D. Gross 63,524 
Printed or Typed Name Title or Registration Number 

[Page 2 of 2] 



Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Doc Code: PA. 
Document Description: Power of Attorney 

PTO/AIN82B (07-'13) 
Approved for use lhrough 11/30/2014. 0MB 065·1-0051 

U.S. Palen! and Trademark Office; U.S. DEPARTMENT OF COIV11V1ERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

POWER OF ATTORNEY BY APPLICANT 

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or 
the boxes below. 

Application Number Filing Date 

Not Yet Known Herewith 

(~fote: The boxes above may be left blank. if information is provided on form PT0/AIN82A) 

~ I hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s ), and 
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in 
the attached transmittal letter (form PT0/AIA/82A) or identified above: I 

I 
136531 

OR 

□ I hereby appoint Practitioner(s) named in the attached list (form PT0/AIA/82C) as my/our attorney(s) or agent(s), and to transact 
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the 
attached transmittal letter (form PT0/AIA/82A) or identified above. (Note: Complete form PT0/AIN82C.) 

Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 

~ The address associated with the above~mentioned Customer Number 

OR 

□ The address associated with Customer Number: I 
I 

OR 
Firm or 
Individual Name 

Address 

City I State I I Zip I 
Country 

Telephone I Email I 
I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

I QPrivacy USA LLC 

□ Inventor or Joint Inventor (title not required below) 

□ Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below) 

0 Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's title if applicant is a juristic entity) 

□ Person Who 0the1wise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR ·1 .46(b )(2) was granted in the 
application or is concurrently being filed with this document) (provide signer's title if applicant is a juristic entity) 

SIGNATURE of Applicant for Patent 

The undersigned (whose title is supplied below) )s autl;iorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity). 

Signature i/. ,,t ... ~,q,. I ........... I Date (Optional) I August 28, 2024 

Name Yossi Korep..----·'····:~·-:fi7,. / 

Title Manager of QPrivacy USA LLC 
NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 tor signature requirements 
and certifications. If more than one applicant, use multiple forms. 

Orotal of oren forms are submitted. 
This collection of mformal1on Is requ1red by 37 CFR 1. 131, 1.32, and 1.33. The information Is required to obtain or retain a benefit by the public which Is lo file (and by the 
US PTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 3 7 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete, 
including gathering, preparing, and subrnilling the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amounl 
of time you require to r;omplete this form and/or suggestions for reducing this burden, should be sent lo the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commeme, P.O. Box '1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents, P.O. Bl)X 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 

I 

l 
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P.O. Box 1450 
Alexandria, VA 22313 - 1450 

www.uspto.gov 

ELECTRONIC ACKNOWLEDGEMENT RECEIPT 

APPLICATION# RECEIPT DATE/ TIME ATTORNEY DOCKET# 

18/095,238 10/24/2024 12:19:02 PM Z ET P-566702-US2 

Title of Invention 

SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

Application Information 

APPLICATION TYPE Utility - Nonprovisional Application 
under 35 USC 111 (a) 

PATENT# 11816249 

CONFIRMATION# 2028 

PATENT CENTER # 67702719 

CUSTOMER # 49443 

CORRESPONDENCE -
ADDRESS 

Documents 

DOCUMENT 

09708-P0001 B-US POA 
SIGN ED-24-OCT-2024.pdf 

09708-P0001 B-373c­
statement.pdf 

Digest 

DOCUMENT 

09708-P0001 B-US POA 
SIGNED-24-OCT-2024.pdf 

09708-P0001 B-373c-

FILED BY Melissa Alexander 

FILING DATE 01/10/2023 

FIRST NAMED Yoseph KOREN 
INVENTOR 

AUTHORIZED BY Roy Gross 

TOTAL DOCUMENTS: 2 

PAGES DESCRIPTION 
SIZE 
(KB) 

1 Power of Attorney 238 KB 

3 
Assignee showing of 

121 KB 
ownership per 37 CFR 3.73 

MESSAGE DIGEST(SHA-512) 

3B094805F5F667B60075CC5318B6D09AD538443BF838F5E415 
644B386B1258CE9970A41DEB0FD765435932E8648516B783D 
AC7BBAC8813A702A8F38C0C16026B 

EA28BD03765898D42534084384B65E2B03EAA53D339E0E5C6 



statement.pdf 

Page 2 of 2 

05514763466EOFFC9D82615805EF418447C374855DE695817B 
407BFE3AB5E92335234255728A3F3 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized 
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as 
described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d) 
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement 
Receipt will establish the filing date of the application 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C. 
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage 
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for an 
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the 
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security, 
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application. 



UNITED STATES PATENT AND TRADEMARK 0FFIGE 

APPLICATION NUMBER FILING OR 371(C) DATE 

18/095,238 01/10/2023 

49443 
Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square 
19th Floor 
New York, NY 10036 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Vrrginia 22313-1450 
www.uspto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Yoseph KOREN P-566702-US2 
CONFIRMATION NO. 2028 

IMPROPER CPOA LETTER 

111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111 
*OC000000077768108* 

Date Mailed: 09/12/2024 

NOTICE REGARDING POWER OF ATTORNEY 

This is in response to the power of attorney filed 08/28/2024. The power of attorney in this application is not 
accepted for the reason(s) listed below: 

The power of attorney filed 08/28/2024 has not been accepted because the power of attorney must be signed by 
the applicant for patent. See 37 CFR 1.32(b)(4). 

•The person or entity attempting the change to power of attorney is not the applicant of record in the application. 
Any request to change the applicant once the applicant has been specified must include (1) an application data 
sheet (ADS) specifying the new applicant in the Applicant Information section, and (2) a statement under 37 CFR 
3.73(c) (USPTO Form PTO/AIA/96 or an equivalent) to show chain of title to the new applicant. The ADS must 
contain markings to show the information that is being changed, with underlining for insertions and strike-through 
or brackets for text removed. See 37 CFR 1.76(c)(2). 

Because the request to change or update the applicant cannot be accepted, the power of attorney is not properly 
signed by the applicant and cannot be accepted. The change to applicant must be acceptable before the new 
applicant can appoint power of attorney. 

/zabraha/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

136531 
The Roy Gross Law Firm, LLC 
101 Merritt 7 
Suite 300 
Norwalk, CT 06851 
UNITED STATES 

page 1 of 1 



UNITED STATES PATENT AND TRADEMARK 0FFIGE 

APPLICATION NUMBER FILING OR 371(C) DATE 

18/095,238 01/10/2023 

49443 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Vrrginia 22313-1450 
www.uspto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Yoseph KOREN P-566702-US2 
CONFIRMATION NO. 2028 

IMPROPER CFR REQUEST 
Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square 111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111 

*OC000000077768180* 19th Floor 
New York, NY 10036 

Date Mailed: 09/12/2024 

RESPONSE TO REQUEST FOR CORRECTED FILING RECEIPT 
Power of Attorney, Claims, Fees, System Limitations, and Miscellaneous 

In response to your request for a corrected Filing Receipt, the Office is unable to comply with your request 
because: 

• Any request to correct or update the name of the applicant must include an application data sheet (ADS) 
in compliance with 37 CFR 1.76 specifying the correct or updated name of the applicant in the applicant 
information section. Any request to change the applicant after an original applicant has been specified 
under 37 CFR 1.46(b) must include a new ADS in compliance with 37 CFR 1.76 specifying the applicant 
in the applicant information section and comply with 37 CFR 3.71 and 3.73. See 37 CFR 1.46(c). 

/zabraha/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

page 1 of 1 



ASSIGNMENT AGREEMENT 

This ASSIGNMENT AGREEMENT ("Assignment Agreement") is made as of August 
~' 2024 (the "Effective Date") by and between: (1) Privacy Rating Ltd, a company limited by 
shares organized under the laws of Israel, company registration number 515765287 (the 
"Assignor"); and (2) QPrivacy USA LLC, a limited liability company registered in the State of 
Texas, USA (the "Assignee" and together with the Assignor, the "Parties"). 

WHEREAS, the Parties have executed and delivered that certain Patent Sale Agreement 
dated as of the Effective Date (the "Patent Sale Agreement"); and 

WHEREAS, pursuant to Section 1.6 of the Patent Sale Agreement, the Assignor has 
agreed, as a condition to the consummation of the transactions evidenced by the Agreement, to 
execute and deliver this Assignment Agreement to the Assignee. 

NOW, THEREFORE, in consideration of the consummation of the transactions 
evidenced by the Patent Sale Agreement, the promises set forth in this Assignment Agreement 
and for good and valuable consideration, the receipt and sufficiency of which is hereby 
acknowledged, the Parties hereby agree as follows: 

1. Assignment of Patents. The Assignor hereby grants, transfers, assigns, sells, 
conveys and relinquishes exclusively to the Assignee, its successors and assigns forever, on an 
exclusive basis, the entire title, right, interest, ownership and all subsidiary rights in and to the 
patents and patent applications (and any continuations thereof after the Effective Date) listed on 
Exhibit A hereto (the "Patents"), and to all of the rights and obligations relating thereto, 
including, but not limited to, the following, all in connection with the Patents: 

(a) the right to sue and recover for, and the right to profits or damages due or 
accrued arising out of or in connection with, any and all past, present or 
future infringements of the Patents; 

(b) the right to file patent applications and secure patents in the Assignee's 
own name and to secure renewals, divisionals, continuations (in whole or 
in part), substitutions, reissues, reexaminations and extensions of such 
patent applications and/or patents in the United States of America or any 
other country; and 

(c) the right to determine, in the Assignee's sole discretion, whether or not 
any patent applications or patents, as applicable, shall be filed, preserved, 
maintained or registered. 

2. Power of Attorney. The Assignor does hereby constitute and appoint each of the 
directors and officers of the Assignee, its successors and assigns, as the Assignor's true and 
lawful attorney, with full power of substitution for the Assignor, and in its name, place and stead 
or otherwise, but on behalf of and for the benefit of the Assignee, its successors and assigns, to 
take all actions and execute all documents on behalf of the Assignor necessary to effect the 
assignment set forth in Section 1 hereof, and from time to time to institute and prosecute in the 
Assignor's name or otherwise, but at the direction and expense and for the benefit of the 

Assignment Page 1 



Assignee and its successors and assigns, any and all proceedings at law, in equity or otherwise, 
which the Assignee, its successors or assigns may deem proper in order to collect, assert or 
enforce any claim, right or title of any kind in and to the Patents and to defend and compromise 
any and all actions, suits and proceedings in respect of any of said Patents and to do any and all 
such acts and things in relation thereto as the Assignee, its successors or assigns shall deem 
advisable, the Assignor hereby declaring that the appointment hereby made and the powers 
hereby granted are coupled with an interest and are and shall be irrevocable by the Assignor in 
any manner or for any reason. 

3. Further Assurances. Upon the request of the Assignee or in case for any reason 
the Power of Attorney set forth in Section 2 hereof is insufficient to effect the assignment set 
forth in Section I hereof or effect any other purpose set forth in Section 2 hereof, the Assignor 
agrees for itself and its successors, representatives and assigns, without further compensation, to 
perform such lawful acts and to sign such further applications, assignments, statements and other 
lawful documents as the Assignee may reasonably request to effectuate fully the assignment 
contained in Section I hereof and the purposes set forth in Section 2 hereof 

4. Representations and Warranties. The Assignor represents and warrants to the 
Assignee that: (i) the Assignor owns the Patents free and clear of all liens and encumbrances; (ii) 
the Assignor has the power and authority to execute this Assignment Agreement; (iii) the 
Assignor has not entered into any agreement that conflicts with the terms of this Assignment 
Agreement; (iv) to the Assignor's knowledge, there are no pending or threatened claims by any 
third party relating to the Patents and/or the use, registration, or ownership of the Patents; and (v) 
all applicable registration fees for the Patents are paid in full. 

5. General. This Assignment Agreement is binding upon and inures to the benefit of 
the Parties and their respective successors and assigns. This Assignment Agreement and the 
Patent Sale Agreement set forth the entire agreement between the Parties and supersedes any and 
all prior or contemporaneous, written or oral agreements with respect to the subject matter 
hereof This Assignment Agreement may be amended only in writing executed by each of the 
Parties. This Assignment Agreement will be governed by the laws of the State of Israel, without 
regard to its conflict of laws principals. 

[Remainder of Page Intentionally Left Blank] 
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IN WITNESS WHEREOF, the Parties, by their duly authorized representatives, have 
caused this Assignment Agreement to be executed as of the Effective Date. 

Privacy Rating Ltd. 

By: 
Name: Yossi Koren 
Title: Co-founder and CEO 

Assignment Signature Page 



EXHIBIT A 

List of Patents 

U.S. Patent No. 11,106,824; System and method for dynamic management of private data; Issued 
on August 31, 2021 

U.S. Patent No. 11,816,249; System and method for dynamic management of private data; Issued 
on November 14, 2023 

U.S. Patent No. 12,013,971; System and method for dynamic management of private data; Issued 
on June 18, 2024 

U.S. Patent Application No. 18/745,488; System and method for dynamic management of private 
data; Filed on June 17, 2024 

PCT Application No. WO2018189736Al; System and method for dynamic management of 
private data; Filed on March 28, 2018 

Israel Patent No. IL25 l 683; System and method for dynamic management of private data; Issued 
on November 30, 2019 

Assignment 
97879264v.1 
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www.uspto.gov 

ELECTRONIC ACKNOWLEDGEMENT RECEIPT 

APPLICATION# RECEIPT DATE/ TIME ATTORNEY DOCKET# 

18/095,238 08/28/2024 09 :49: 17 PM Z ET P-566702-US2 

Title of Invention 

SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

Application Information 

APPLICATION TYPE Utility - Nonprovisional Application 
under 35 USC 111 (a) 

CONFIRMATION# 2028 

PATENT CENTER# 66968675 

CUSTOMER # 49443 

CORRESPONDENCE -
ADDRESS 

Documents 

DOCUMENT 

09708-P0001 B-373c­
statement.pdf 

09708-P0001 B-US POA 
SIGNED.pdf 

09708-Assignment 
Agreement Final­
SIGNED.pdf 

Digest 

PAGES 

3 

1 

4 

PATENT# 11816249 

FILED BY Roy Gross 

FILING DATE 01/10/2023 

FIRST NAMED Yoseph KOREN 
INVENTOR 

AUTHORIZED BY -

TOTAL DOCUMENTS: 3 

DESCRIPTION 

Assignee showing of 
ownership per 37 CFR 3.73 

Power of Attorney 

Assignee showing of 
ownership per 37 CFR 3.73 

SIZE 
(KB) 

120 KB 

194 KB 

385 KB 

DOCUMENT 

09708-P0001 B-373c-

MESSAGE DIGEST(SHA-512) 

0FE310B80EB2F303A79F81FC03E5D3F8ACCA310C619857B61 



statement.pdf 

09708-P0001 B-US POA 
SIGNED.pdf 

09708-Assignment Agreement 
Final-SIGNED.pdf 

Page 2 of 2 

6F28F1443883FD1A35FB51761FA6CB8E8425A39B7EB49520A 
18F9F103E25F6FAFCCB1F36A584665 

175FC7DB5A57394E98CA61C904ED73EE5712B46C97608F419 
A5808897F4A6DAD573F3704BFCD84C5ED66FFB1514B0E2C7 
2A920C415B16FB0BCDCD8CC18465248 

F83A13414BD65C8B26ECF810FEA40FE1054E4F853501850F1 
9C4F39A813F2CB7850564BEFF6DE27031A9BA03408EE9219D 
29112FCF8421ABCA9D8E91E7272FF9 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized 
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as 
described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d) 
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement 
Receipt will establish the filing date of the application 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C. 
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage 
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for an 
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the 
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security, 
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application. 
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Doc Code: PA.. 
Document Description: Power of Attorney 

PTO/AIA/82B (07-13) 
Approved for use through 11/30/2014. 0MB 0651-0051 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

POWER OF ATTORNEY BY APPLICANT 

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or 
the boxes below. 

Application Number Filing Date 

Not Yet Known Herewith 

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.) 

0 I hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and 
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in 
the attached transmittal letter (form PTO/AIA/82A) or identified above: I 

I 
136531 

OR 

□ I hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact 
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the 
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.) 

Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 

~ The address associated with the above-mentioned Customer Number 

OR 

□ The address associated with Customer Number: I 
I 

OR 
Firm or 
Individual Name 

Address 

City I State I I Zip I 
Country 

Telephone I Email I 
I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

I QPrivacy USA LLC 

□ Inventor or Joint Inventor (title not required below) 

□ Legal Representative of a Deceased or Legally Incapacitated Inventor (title not re qui red below) 

~ Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's title if applicant is a juristic entity) 

□ Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the 
application or is concurrently being filed with this document) (provide signer's title if applicant is a juristic entity) 

SIGNATURE of Applicant for Patent 

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity). 

Signature I / 
I 
l,l f I Date (Optional) I August 28, 2024 

Name Yossi Koren ' 7k -e . )~rr.d .'f-1'./t ······->"· 

Title Manager ~ ......... , ............. , ..... ./ { .. / 
NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements 
and certifications. If more than one applicant, use multiple forms. 

OTotal of oren forms are submitted. 
This collection of information Is required by 37 CFR 1.131, 1.32, and 1.33. The information Is required to obtain or retain a benefit by the public which Is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 

I 

l 



PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

Applicant/Patent Owner: _Q_P_ri_va_c_y_U_S_A_L_L_C _________________________ _ 

Application No./Patent No.: 11,816,249 Filed/Issue Date: _1_1_/_1_4_/2_0_2_3 _______ _ 
Titled: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

QPrivacy USA LLC 
-------------------

, a company 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. D An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel ______ , Frame ______ , or for which a copy 
thereof is attached. 

B. 0 A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1 _ From: inventors To: PRIVACY RATING LTD. 

The document was recorded in the United States Patent and Trademark Office at 

Reel 062351 Frame 0194 or for which a copy thereof is attached. 

2. From: PRIVACY RATING LTD. To: QPrivacy USA LLC 
-------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel-----~ Frame-----~ or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U .S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 



PTO/ AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: To: ------------------- -------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

[2] As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Roy D. Gross/ August 28, 2024 
Signature Date 

Roy D. Gross 63,524 
Printed or Typed Name Title or Registration Number 

[Page 2 of 2] 



Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Yoseph KOREN 

UNITED STATES DEPARTMENT OF COMMERCE 
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ATTORNEY DOCKET NO. 
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CONFIRMATION NO. 
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EXAMINER 

TABOR, AMARE F 

ART UNIT PAPER NUMBER 

2434 

NOTIFICATION DATE DELIVERY MODE 

11/14/2023 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

Arch-USPTO@PearlCohen.com 
USPTO@PearlCohen.com 

PTOL-90A (Rev. 04/07) 



UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. 

18/095,238 

Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square 
New York, NY 10036 

ISSUE DATE 

14-Nov-2023 

EGRANT NOTIFICATION 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

PATENT NO. 

11816249 

Your electronic patent grant (eGrant) is now available, which can be accessed via Patent Center at https:// 
patentcenter .uspto.gov 

The electronic patent grant is the official patent grant under 35 U.S.C. 153. For more information, please visit 
https://www.uspto.gov/electronicgrants 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. ISSUE DATE 

18/095,238 11/14/2023 

49443 7590 10/25/2023 

Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square 
19th Floor 
New York, NY 10036 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO. 

11816249 P-566702-US2 2028 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. The patent will issue electronically. The 
electronically issued patent is the official patent grant pursuant to 35 U.S.C. § 153. The patent may be accessed 
on or after the issue date through Patent Center at https://patentcenter.uspto.gov/. The patent will be available in 
both the public and the private sides of Patent Center. Further assistance in electronically accessing the patent, 
or about Patent Center, is available by calling the Patent Electronic Business Center at 1-888-217-9197. 

The USPTO is implementing electronic patent issuance with a transition period, during which period the 
USPTO will mail a ceremonial paper copy of the electronic patent grant to the correspondence address of 
record. Additional copies of the patent (i.e., certified and presentation copies) may be ordered for a fee from the 
USPTO's Certified Copy Center at https://certifiedcopycenter.uspto.gov/index.html. The Certified Copy Center 
may be reached at (800)972-6382. 

Determination of Patent Term Adjustment under 35 U .S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Center (https:// 
patentcenter. uspto.gov ). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office 
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should 
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE), 
Stakeholder Support Division (SSD) at (571)-272-4200. 

IR103 (Rev. 10/09) 



INVENTOR(s) (Please see PATENT CENTER site https://patentcenter.uspto.gov for additional inventors): 

Yoseph KOREN, Ganey Tikva, ISRAEL; 
Yehonatan WASSERMAN, Kiryat Ono, ISRAEL; 

APPLICANT( s) (Please see PA TENT CENTER site https://patentcenter.uspto.gov for additional applicants): 

Privacy Rating Ltd., Ganey Tikva, ISRAEL; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 

IR103 (Rev. 10/09) 
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UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

P-566702-US2 2028 

EXAMINER 

TABOR, AMARE F 

ART UNIT PAPER NUMBER 

2434 

DATE MAILED: 10/18/2023 

FOREIGN PRIORITY ACKNOWLEDGMENT 

~ L Certified Copy Timely Received Before Payment of the Issue Fee: 

AppJicant previously submitted a claim for foreign priority under 35 u_s_c_ 119(a)-(d) or (f)­
V Certified copies of the priority documents have been received_ 

□ Certified copies of the priority documents have been received in Application No_ 
□ Some of the certified copies of the priority documents have not been received: ___ _ 

If the certified copy of a foreign application that has not been received is filed after the date the issue fee is paid, the 
patent will not include the priority claim unless corrected by a certificate of correction under 35 u_s_c_ 255 and 37 
CFR 1-323_ 

0 2_ Certified Copy Received After Payment of the Issue Fee: 

Applicant previously submitted a claim for foreign priority under 35 u_s_c_ 119(a)-(d) or (f)- Applicant submitted 
the certified copy after payment of the issue fee_ The patent will not include the priority claim unless corrected by a 
certificate ofcorrection under 35 u_s_c_ 255 and 37 CFR 1-323_ 

Note: For utility or plant applications filed under 35 u_s_c_ 11 l(a) on or after March 16, 2013, the certified copy may 
be timely received if the certified copy was filed within the later of four months from the filing date or sixteen months 
from the filing date of the prior foreign application (the 4/16 month time period) or if one of the exceptions in 37 CFR 
1-55 (i_e_, certified copy in a prior-filed nonprovisional application under 37 CFR L55(h), priority document exchange 
under 37 CFR L55(i), or interim copy under 37 CFR L55G) is applicable_ The 4/16 month time period does not apply to 
design applications_ 

C f (2A.H,QA,, tY~ 
571-272-4200 or 1-888-786-0101 
Application Assistance Unit 
Office of Patents Stakeholder Experience (OPSE) 
Stakeholder Support Division (SSD) 

U.S. Patent and Trademark Office 
PTOL-147 (Rev. 08-2021) 
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corrected 
Notice of Allowability 

Application No. 
18/095,238 
Examiner 
KAMBIZZAND 

Applicant(s) 
KOREN etal. 
Art Unit I AIA (FITF) Status 
2434 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.~ This communication is responsive to 08/08/2023. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.~ The allowed claim(s) is/are 1-30. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.~ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) ~All b) 0 Some* c) D None of the: 

1. ~ Certified copies of the priority documents have been received. 
2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2.~ Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material __ . 

4.0 Interview Summary (PTO-413), 
Paper No./Mail Date. __ . 

/KAMBIZ ZAND/ 
Supervisory Patent Examiner, Art Unit 2434 

U.S. Patent and Trademark Office 

5. D Examiner's Amendment/Comment 

6. D Examiner's Statement of Reasons for Allowance 

7. □ Other __ 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20230816 



Receipt date: 08/08/2023 18/095,238 - GAU: 2434 

PTO/SB/08a (07-09) 
Approved for use through 11/30/2020. 0MB 0651-0031/ 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Substitute for form 1449A/PTO Complete if Known 

Application Number 18/095,238 

INFORMATION DISCLOSURE Filing Date January 10, 2023 

STATEMENT BY APPLICANT First Named Inventor Yoseph KOREN 

Sheet 

Examiner 
Initials* 

Examiner 
Initials* 

Examiner 
Signature 

Art Unit 2434 

(use as many sheets as necessary) Examiner Name TABOR, AMARE F 

I 

Cite 
No. 1 

1. 

2. 

3. 

4. 
5. 

Cite 
No. 1 

1 I of I 1 Attorney Docket Number P-566702-US2 

U.S. PATENT DOCUMENTS 
Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 

MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 
Number-Kind Code2 Of known) Figures Appear 

US-9,917,856 Mar13.2018 Ahn et al 

US-9,560, 176 Jan 31. 2017 Ahn et al 

US-9,686, 193 Jun20.2017 Moore 

US-9,203.806 Dec 1. 2015 Ahn et al 

US-9,137,205 Sep 15. 2015 Rogers et al 

US-

US-

US-

US-

US-

US-

US-

US-

US-

US-

FOREIGN PATENT DOCUMENTS 

Foreign Patent Document Name of Patentee or Pages, 
Publication 

Country Code3 Number' Kind Code5 (if Date 
known) MM-DD-YYYY 

/KAMBIZ ZAND/ 

Applicant of Cited Document 

Date 
Considered 

Columns, Lines. 
Where Relevant 

Passages or 
Relevant 

Figures Appear 

08/16/2023 

T6 

□ 

□ 
□ 
□ 
□ 
□ 

•EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 1 Applicant's unique citation designation number (optional). 2 See Kinds Codes of 
USPTO Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5 Kind of document 
by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 6 Applicant is to place a check mark here if English language 
Translation is attached. 
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by 
the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, 
U.S. Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1460, Alexandria, VA 22313-1460. 

If you need assistance in completing the form, ca/11-800-PTO-9199 (1-800-786-9199) and select option 2 

7 August 2023 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.Z/ 



OK TO ENTER: /K.Z/ 

Doc Code: QPIDS.REQ 

/K.Z/ (08/16/2023) 

Document Description: Quick Path Information Disclosure Statement 
PTO/SB/09 (09-18) 

CERTIFICATION AND REQUEST FOR CONSIDERATION OF AN INFORMATION DISCLOSURE 
STATEMENT FILED AFTER PAYMENT OF THE ISSUE FEE UNDER THE QPIDS PROGRAM 

Non-Provisional Application Number: 1 81095 '238 FilingDate: 01 _1 0_2023 
First Named lnventor:Yoseph KOR EN Title of Invention: 

SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

THE UNDERSIGNED HEREBY CERTIFIES AND REQUESTS THE FOLLOWING FOR THEABOVE­
IDENTIFIED APPLICATION. 

1. Consideration is requested of the information disclosure statement (IDS) subm~ted herewith, which is 
being filed after payment of the issue fee. 

2. Check the box next to the appropriate selection: 

0Each item of information contained in the IDS was first cited in any communication from a foreign 
patent office in a counterpart foreign application not more than three months prior to the filing of the IDS. 
See 37 CFR 1.97(e)(1). 

OR 

E]No item of information contained in the IDS was cited in a communication from a foreign patent office 
in a counterpart foreign application, and, to the knowledge of the person signing the certification after 
making reasonable inquiry, no item of information contained in the IDS was known to any individual 
designated in 37 CFR 1.56(c) more than three months prior to the filing of the IDS. See 37 CFR 
1.97(e)(2). 

OR 

Osee attached certification statement in compliance with 37 CFR 1.97(e). 

3. Please charge the IDS fee set forth in 37 CFR 1.17(p) to Deposit Account No. ________ _ 

4. A Petition to W~hdraw from Issue After Payment of the Issue Fee (37 CFR 1.313(c)(2)), including the 
petition fee set forth in 37 CFR 1.17(h), is submitted herewith as a Web-based ePetition. 
WARNING: Do not submit the petition as a follow-on paper via EFS-Web. Subm~ the pemon as a Web­
based ePetition by signing on to EFS-Web as a registered user, selecting the radio button next to 
"Existing application/patent," and then selecting the radio button next to "ePemon (for automatic 
processing and immediate grant, if all petitions requirements are met)." Failure to use the Web-based 
ePetition interface will result in automatic entry of the RCE. 

5. A request for continued examination (RCE) under 37 CFR 1.114 and the RCE fee under 37 CFR 1.17(e) 
are submitted herewith. 

6. The RCE will be treated as a "conditional" RCE. In the event the examiner determines that any item of 
information contained in the IDS necessitates the reopening of prosecution in the application, the 
undersigned understands that (i) the RCE will be processed and treated as an RCE under 37 CFR 1.114 
and therefore (ii) the IDS fee under 37 CFR 1.17(p) will be returned in accordance with 
37 CFR 1.97(b)(4). In the event that no item of information in the IDS necessitates reopening prosecution, 
the undersigned understands that the RCE will not be processed and the RCE fee under 37 CFR 1.17(e) 
will be returned. 

7. This certification and request is being filed as a Web-based ePetition and is not accompanied by an 
amendment to the application. Inclusion of an amendment will result in automatic entry of the RCE. 

Signature/Brendan Mee/ DateAug ust 7, 2023 

~ari~~Typed) Brendan S. Mee 
Practitioner 
Registration Number 43 3 91 
(If applicable) , 

Note: Signatures of all the inventors or assignees of record of the entire interest ortheirrepresentative(s) are required in accordance with 
37 CFR 1. 33 and 11. 18. Please see 37 CFR 1. 4(d) for the form of the signature. If necessary, subrrit rrultiple forms for rrore than one 
signature, see below.• 

~ *Total of _1:_ ___ forms are submitted. 

If you need assistance in corrpleting the term ca/11-800-PT0-9199 and se/ectoptim 2. 



Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission ofthe attached form related to a patent application or patent. Accordingly, pursuantto the requirements of 
the Act, please be advised that: (1) the general authorityfor the collection of this information is 35 U .S.C. 2(b)(2); (2) 
furnishing ofthe information solictted is voluntary; and (3) the principal purpose forwhich the information is used bythe 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine yoursubmission, which may res ult in termination of proceedings or abandonment of the 
application or expiration ofthe patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentiallyto the extent allowed underthe Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whetherdisclosure of these records is required bythe 
Freedom of Information Act. 

2. A record from this system of records maybe disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records maybe disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance furn 
the Memberwith respect to the subject matterofthe record. 

4. A record in this system of records maybe disclosed, as a routine use, to a contractor of the Agency having 
need for the information in orderto perform a contract. Recipients of information shall be required to comply 
with the requirements ofthe Privacy Act of 1974, as amended, pursuantto 5 U.S.C. 552a(m). 

5. A record related to an International Application filed underthe Patent Cooperation Treaty in this system of 
records maybe disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, purs uantto the Patent Cooperation Treaty. 

6. A record in this system of records maybe disclosed, as a routine use, to another federal agencyfor purposes 
of National Security review (35 U.S.C. 181) and for review pursuantto the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records maybe disclosed, as a routine use, to the Administrator, General 
Services, or his/herdesignee, during an inspection of records conducted by GSA as part of that agency's 
res ponsibilttyto recommend improvements in records management practices and programs, under authorityof 
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records forth is purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosures hall not be used to make determinations about individuals. 

8. A record from this system of records maybe disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent purs uantto 35 U.S.C. 151. Further, a 
record may be disclosed, s ubjectto the limitations of37 CFR 1.14, as a routine use, to the public ifthe record 
was filed in an application which became abandoned or in which the proceedings were terminated and which 
application is referenced by either a published application, an application open to public inspection or an issued 
patent. 

9. A record from this system of records maybe disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, ifthe USPTO becomes aware of a violation or potential violation of law or regulation. 



Electronic Patent Application Fee Transmittal 

Application Number: 18095238 
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Application Number: 18095238 
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Title of Invention: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 
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Customer Number: 49443 
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Application Type: Utility under 35 USC 111 (a) 
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RAM confirmation Number E202388028119540 

Deposit Account 602041 

Authorized User Mark Soffer 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.21 (Miscellaneous fees and charges) 

37 CFR 1.20 (Post Issuance fees) 



37 CFR 1.19 (Document supply fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) 

37 CFR 1.16 (National application filing, search, and examination fees) 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International AQQlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International AQQlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



Doc Code: QPIDS.REQ 
Document Description: Quick Path Information Disclosure Statement 

PTO/SB/09 (09-18) 

CERTIFICATION AND REQUEST FOR CONSIDERATION OF AN INFORMATION DISCLOSURE 
STATEMENT FILED AFTER PAYMENT OF THE ISSUE FEE UNDER THE QPIDS PROGRAM 

Non-Provisional Application Number: 1 81095 '238 FilingDate: 01 _1 0_2023 
First Named lnventor:Yoseph KOR EN Title of Invention: 

SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

THE UNDERSIGNED HEREBY CERTIFIES AND REQUESTS THE FOLLOWING FOR THEABOVE­
IDENTIFIED APPLICATION. 

1. Consideration is requested of the information disclosure statement (IDS) subm~ted herewith, which is 
being filed after payment of the issue fee. 

2. Check the box next to the appropriate selection: 

0Each item of information contained in the IDS was first cited in any communication from a foreign 
patent office in a counterpart foreign application not more than three months prior to the filing of the IDS. 
See 37 CFR 1.97(e)(1). 

OR 

E]No item of information contained in the IDS was cited in a communication from a foreign patent office 
in a counterpart foreign application, and, to the knowledge of the person signing the certification after 
making reasonable inquiry, no item of information contained in the IDS was known to any individual 
designated in 37 CFR 1.56(c) more than three months prior to the filing of the IDS. See 37 CFR 
1.97(e)(2). 

OR 

Osee attached certification statement in compliance with 37 CFR 1.97(e). 

3. Please charge the IDS fee set forth in 37 CFR 1.17(p) to Deposit Account No. ________ _ 

4. A Petition to W~hdraw from Issue After Payment of the Issue Fee (37 CFR 1.313(c)(2)), including the 
petition fee set forth in 37 CFR 1.17(h), is submitted herewith as a Web-based ePetition. 
WARNING: Do not submit the petition as a follow-on paper via EFS-Web. Subm~ the pemon as a Web­
based ePetition by signing on to EFS-Web as a registered user, selecting the radio button next to 
"Existing application/patent," and then selecting the radio button next to "ePemon (for automatic 
processing and immediate grant, if all petitions requirements are met)." Failure to use the Web-based 
ePetition interface will result in automatic entry of the RCE. 

5. A request for continued examination (RCE) under 37 CFR 1.114 and the RCE fee under 37 CFR 1.17(e) 
are submitted herewith. 

6. The RCE will be treated as a "conditional" RCE. In the event the examiner determines that any item of 
information contained in the IDS necessitates the reopening of prosecution in the application, the 
undersigned understands that (i) the RCE will be processed and treated as an RCE under 37 CFR 1.114 
and therefore (ii) the IDS fee under 37 CFR 1.17(p) will be returned in accordance with 
37 CFR 1.97(b)(4). In the event that no item of information in the IDS necessitates reopening prosecution, 
the undersigned understands that the RCE will not be processed and the RCE fee under 37 CFR 1.17(e) 
will be returned. 

7. This certification and request is being filed as a Web-based ePetition and is not accompanied by an 
amendment to the application. Inclusion of an amendment will result in automatic entry of the RCE. 

Signature/Brendan Mee/ DateAug ust 7, 2023 

~ari~~Typed) Brendan S. Mee 
Practitioner 
Registration Number 43 3 91 
(If applicable) , 

Note: Signatures of all the inventors or assignees of record of the entire interest ortheirrepresentative(s) are required in accordance with 
37 CFR 1. 33 and 11. 18. Please see 37 CFR 1. 4(d) for the form of the signature. If necessary, subrrit rrultiple forms for rrore than one 
signature, see below.• 

~ *Total of _1:_ ___ forms are submitted. 

If you need assistance in corrpleting the term ca/11-800-PT0-9199 and se/ectoptim 2. 



Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission ofthe attached form related to a patent application or patent. Accordingly, pursuantto the requirements of 
the Act, please be advised that: (1) the general authorityfor the collection of this information is 35 U .S.C. 2(b)(2); (2) 
furnishing ofthe information solictted is voluntary; and (3) the principal purpose forwhich the information is used bythe 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine yoursubmission, which may res ult in termination of proceedings or abandonment of the 
application or expiration ofthe patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentiallyto the extent allowed underthe Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whetherdisclosure of these records is required bythe 
Freedom of Information Act. 

2. A record from this system of records maybe disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records maybe disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance furn 
the Memberwith respect to the subject matterofthe record. 

4. A record in this system of records maybe disclosed, as a routine use, to a contractor of the Agency having 
need for the information in orderto perform a contract. Recipients of information shall be required to comply 
with the requirements ofthe Privacy Act of 1974, as amended, pursuantto 5 U.S.C. 552a(m). 

5. A record related to an International Application filed underthe Patent Cooperation Treaty in this system of 
records maybe disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, purs uantto the Patent Cooperation Treaty. 

6. A record in this system of records maybe disclosed, as a routine use, to another federal agencyfor purposes 
of National Security review (35 U.S.C. 181) and for review pursuantto the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records maybe disclosed, as a routine use, to the Administrator, General 
Services, or his/herdesignee, during an inspection of records conducted by GSA as part of that agency's 
res ponsibilttyto recommend improvements in records management practices and programs, under authorityof 
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records forth is purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosures hall not be used to make determinations about individuals. 

8. A record from this system of records maybe disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent purs uantto 35 U.S.C. 151. Further, a 
record may be disclosed, s ubjectto the limitations of37 CFR 1.14, as a routine use, to the public ifthe record 
was filed in an application which became abandoned or in which the proceedings were terminated and which 
application is referenced by either a published application, an application open to public inspection or an issued 
patent. 

9. A record from this system of records maybe disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, ifthe USPTO becomes aware of a violation or potential violation of law or regulation. 
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USPTO Patent Docurnents at www.uspto.gov or MPEP 901.04. ·, Enter Office that issued the docurnent, by the two-letter code (WIPO Standard ST.3). 4 For 
Japanese patent docurnents, the indication of the year of the reign of the Ernperor rnust precede the serial nurnber of the patent docurnent. 5 Kind of docurnent 
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the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. '. 22 and 37 CFR 1.14. This cclleclion is estirnated to take 2 hours to complete, 
including gathering, preparing, and subrnitting the cornpleted application forrn to the USPTO. Tirne will vary depending upon the individual case. Any 
cornrnents on the arnount of time you require to cornplete this form and/or suggestions for reducing this burden, should be sent to the Chief lnforrnation Officer, 
U.S. Patent and Trademark Office, P.O. Box 1450. Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 (1-800-786-9199) and select option 2 
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PTO/SB/140 
Doc Code: PET.AUTO U5. Patent and Trademark Office 
Document Description: Petition automatically granted by EFS-Web Department of Commerce 

Electronic Petition Request PETITION TO WITHDRAW AN APPLICATION FROM ISSUE AFTER PAYMENT OF 
THE ISSUE FEE UNDER 37 CFR 1.313(c) 

Application Number 18095238 

Filing Date 10-Jan-2023 

First Named Inventor Yoseph KOREN 

Art Unit 2434 

Examiner Name AMARETABOR 

Attorney Docket Number P-566702-US2 

Title 
SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

An application may be withdrawn from issue for further action upon petition by the applicant. To request that the Office 
withdraw an application from issue, applicant must file a petition under this section including the fee set forth in § 1.17{h) and a 
showing of good and sufficient reasons why withdrawal of the application from issue is necessary. 

APPLICANT HEREBY PETITIONS TO WITHDRAW THIS APPLICATION FROM ISSUE UNDER 37 CFR 1.313{c). 

A grantable petition requires the following items: 
{1) Petition fee; and 
(2) One of the following reasons: 
{a) Unpatentability of one or more claims, which must be accompanied by an unequivocal statement that one or more claims 
are unpatentable, an amendment to such claim or claims, and an explanation as to how the amendment causes such claim or 
claims to be patentable; 
{b) Consideration of a request for continued examination in compliance with § 1.114 {for a utility or plant application only); or 
{c) Express abandonment of the application. Such express abandonment may be in favor of a continuing application, but not a 
CPA under 37 CFR 1.53(d). 

Petition Fee 

@ Small Entity 

0 Micro Entity 

0 Regular Undiscounted 

Reason for withdrawal from issue 



O One or more claims are unpatentable 

@ Consideration of a request for continued examination {RCE} {List of Required Documents and Fees) 

O Applicant hereby expressly abandons the instant application (any attorney/agent signing for this reason must 
have power of attorney pursuant to 37 CFR 1.32{b)}. 

RCE request,submission, and fee. 

□ 
I certify, in accordance with 37 CFR 1.4(d)(4) that: 

The RCE request ,submission, and fee have already been filed in the above-identified application on 

Are attached. 

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES 

I certify, in accordance with 37 CFR 1.4(d)(4) that I am: 

@ An attorney or agent registered to practice before the Patent and Trademark Office who has been given power of attorney 
in this application. 

O An attorney or agent registered to practice before the Patent and Trademark Office, acting in a representative capacity. 

0 A sole inventor 

O A joint inventor; I certify that I am authorized to sign this submission on behalf of all of the inventors as evidenced by the 
power of attorney in the application 

O A joint inventor; all of whom are signing this e--petition 

Signature /Brendan Mee/ 

Name Brendan Mee 

Registration Number 43391 



Electronic Patent Application Fee Transmittal 

Application Number: 18095238 

Filing Date: 1 0-Jan-2023 

Title of Invention: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

First Named Inventor/Applicant Name: Yoseph KOREN 

Filer: Brendan S. Mee/Mark Soffer 

Attorney Docket Number: P-566702-US2 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

PETITION FEE-37CFR 1.1 ?(H) (GROUP II) 2464 1 56 56 

RCE- 1 ST REQUEST 2801 1 544 544 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 



Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 600 



UNITED STATES PATENT AND TRADEMARK OFFICE 

Decision Date : August 8, 2023 

In re Application of: 

Yoseph KOREN 

Application No: 18095238 

Filed: 10-Jan-2023 

Attorney Docket No : P-566702-US2 

DECISION ON PETITION 

UNDER CFR 1.313(c)(2) 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

This is an electronic decision on the petition under 37 CFR 1.313(c)(2), filed August 8, 2023 , to withdraw the above-identified 
application from issue after payment of the issue fee. 

The petition is GRANTED. 

The above-identified application is withdrawn from issue for consideration of a submission under 37 CFR 1.114 (request for 
continued examination). See 37 CFR 1.313(c)(2). 

Petitioner is advised that the issue fee paid in this application cannot be refunded. If, however, this application is again 
allowed, petitioner may request that it be applied towards the issue fee required by the new Notice of Allowance. 

Telephone inquiries concerning this decision should be directed to the Patent Electronic Business Center (EBC) at 866-217-9197. 

This application file is being referred to Technology Center AU 2434 for processing of the request for continuing examination 
under 37 CFR 1.114 . 

Office of Petitions 



Electronic Acknowledgement Receipt 

EFSID: 48407408 

Application Number: 18095238 

International Application Number: 

Confirmation Number: 2028 

Title of Invention: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

First Named Inventor/Applicant Name: Yoseph KOREN 

Customer Number: 49443 

Filer: Brendan S. Mee/Mark Soffer 

Filer Authorized By: Brendan S. Mee 

Attorney Docket Number: P-566702-US2 

Receipt Date: 08-AUG-2023 

Filing Date: 1 0-JAN-2023 

Time Stamp: 09:26:39 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $600 

RAM confirmation Number E202388026369525 

Deposit Account 602041 

Authorized User Mark Soffer 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.21 (Miscellaneous fees and charges) 

37 CFR 1.20 (Post Issuance fees) 



37 CFR 1.19 (Document supply fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) 

37 CFR 1.16 (National application filing, search, and examination fees) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 
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sb0009.pdf no 2 
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Request for Continued Examination P-566702-US2-RCE-
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6ba0 
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This is not a USPTO supplied RCE SB30 form. 
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3 
Information Disclosure Statement (IDS) P-566702-US2-IDS-
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This is not an USPTO supplied IDS fillable form 
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4 ePetition Request Form petition-request.pdf no 2 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



Inventor(s): 

Serial No.: 

Filed: 

Title: 

Attorney Docket No.: P-566702-US2 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Yoseph KOREN Examiner: TABOR, AMARE F. 

18/095,238 Group Art Unit: 2434 

January 10, 2023 Confirmation No.: 2028 

SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-1450 

Sir/Madam: 

RESPONSE TO NOTICE REGARDING FOREIGN PRIORITY 
(Notice of Allowance Mailed) 

In response to the Notice Regarding Foreign Priority mailed July 12, 2023, which indicates 

that the Certified Copy of the IL Priority (IL 251683) does not match the priority claim information, 

Applicant, pursuant to a call held with the USPTO yesterday July 17, 2023, is enclosing the correct 

IL filing receipt for the priority application. 

The correct priority document itself (IL 251683) is in the file, with a mailroom date of 

February 17, 2023, and with a Certificate of Availability noting the correct application number. The 

Digital Access Service (DAS) erroneously attached the incorrect Filing Receipt (for IL 257683) to 

the Certified Copy on record. This is an obvious error. The priority document itself is correct, as is 

the cover letter provided by the Digital Access Service. 

The information for the priority claim (IL 251683) appears correctly on the Application Data 

Sheet for the application and Applicant paid a fee to retrieve the Certified Copy and provide it via 

the DAS exchange. 

In the phone call with Application Assistance Unit on July 17, 2023, it was agreed that it was 

not necessary to provide a new Certified Copy and that submission of the IL filing receipt would 

suffice to place this application in order and proceed with the issuance of the patent. 

A response is due September 12, 2023. Accordingly, this Response is being timely filed. 

To the extent that there are any fees associated with this filing that are due but are not paid 

or are not able to be paid by a credit card mentioned elsewhere in this document, Applicants 



APPLICANTS: 
SERIAL NO.: 
FILED: 
Page2 

KOREN, Yoseph 
18/095,238 
January I 0, 2023 

authorize the U.S. Patent and Trademark Office to charge any such fees to deposit account No. 

60-2041. 

Dated: July 18, 2023 

Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square, 19th Floor 
New York, New York 10036 
Tel: (646) 878-0800 
Fax: (646) 878-0801 

Respectfully submitted, 

/Brendan Mee/ 
Brendan S. Mee 
Attorney/ Agent for Appellant 
Registration No. 43,391 
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Electronic Acknowledgement Receipt 

EFSID: 48310421 

Application Number: 18095238 

International Application Number: 

Confirmation Number: 2028 

Title of Invention: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

First Named Inventor/Applicant Name: Yoseph KOREN 

Customer Number: 49443 

Filer: Brendan S. Mee/Mark Soffer 

Filer Authorized By: Brendan S. Mee 

Attorney Docket Number: P-566702-US2 

Receipt Date: 18-JUL-2023 

Filing Date: 1 0-JAN-2023 

Time Stamp: 11 :42:59 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

206876 

1 
Amendment after Notice of Allowance P-566702-US2-

4 
(Rule 312) RESNOMP-18JU L23.pdf 

no 
22ebf352252467a1 b81b96ba9b77ba5166 

b573f6 

Warnings: 



Information: 

Total Files Size (in bytes)~ 206876 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Pearl Cohen Zcdck Latzer Baratz LLP 
7 Times Square 
19th Floor 
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FIRST NAMED lNVENTOR 

Yoseph KOREN 

t:NITED STATES DEl'ART~!ENT OF CO:Yl:VIERCE 
United States Patent and Trademark Oftkc 
Address. CO:v!MISSIONF.R FOR PATENTS 

P .0. Box 11~50 
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ATTOR:s/EY DOCKET NO. 

P-566702-US2 

CONFIRMi\TION NO. 

2028 

1-:Xi\Ml:\ER 

TABOR, i\Mi\RI: 1· 

;]434 

NOTIF!Ci\TION Di\TE DELIVERY ~!ODE 

07/12/2023 ELECTRO'.\IC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address( cs): 

Arch-USPTO@;PearlCohen.com 
USPTO@PcarlCohcn.com 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

\I\N\/W.uspto.gov 

Application No. : 18095238 
Applicant : Koren 

Filing Date : 01/10/2023 
Date Mailed : 07/12/2023 

NOTICE REGARDING FOREIGN PRIORITY 

Notice of Allowance Mailed 

This application has been accorded an Allowance Date and is being prepared for issuance. The application, 
however, is incomplete for the reasons below. 

Applicant is given two (2) months from the mail date of this Notice within which to respond. This 
time period for reply is extendable under 37 CFR 1.136(a) for only TWO additional MONTHS. 

The application is not in compliance with 37 CFR 1.55, as indicated in the attachment. 

Even if the Office has recognized a foreign priority claim and has entered it into the Office's database and 
included it on applicant's filing receipt, the foreign priority claim is not proper unless it complies with 37 
CFR 1.55 and all other requirements are met. 

If the applicant fails to respond within the above-identified time period, the patent will be printed without 
the foreign priority information. Even if a proper response is timely submitted, if the correct claim for 
priority or the correct certified copy is filed after the date the issue fee is paid, the patent will not include 
the foreign priority information unless corrected by a certificate of correction under 35 U.S.C. 255 and 37 
CFR 1.323. 

See attachment. 

A copy of this notice MUST be returned with the reply. Please address response to 
"Mail Stop Issue Fee, Commissioner for Patents, 

P.O. Box 1450, Alexandria, VA 22313-1450". 

/Joseph Boris/ 
Publication Branch 
Office of Data Management 
(571) 272-4200 



Application No. 18095238 

APPLICATION FILED BEFORE MARCH 16, 2013 
NOT IN COMPLIANCE WITH 37 CFR 1.55 

(Attachment to Notice Regarding Foreign Priority) 

This attachment may be nsed for national stage applications that commenced before December 18, 2013. 

Certified Copy Does Not Match Priority Claim Information: 

[KJ A. Certified Copy Received Before Payment of the Issue Fee, Application Information (e.g., application number, filing date, 
and/or country) Does Not Match Priority Claim Information: 
ADS 01/10/2023 claims IL 251683 but PD.FILED.F 02/17/2023 is for IL 257683. 

If the certified copy is correct, applicant must timely correct the priority claim. A petition to accept an unintentionally delayed 
claim is required if the priority claim is not made within four months of the filing date of the application or sixteen months from 
the filing date of the prior foreign application (unless the application is an application for a design patent or an application filed 
before November 29, 2000). See 37 CFR l.55(e). 

If the certified copy is not correct, applicant must timely file the correct certified copy. See 37 CFR l .55(g). 

D B. Certified Copy Received After Payment of the Issue Fee, Application Information (e.g., application number, filing date, 
and/or country) Does Not Match Priority Claim Information: 

If the certified copy is correct, applicant must timely correct the priority claim. See 37 CFR l .55(g). A petition to accept an 
unintentionally delayed claim is required if the priority claim is not made within four months of the filing date of the application 
or sixteen months from the filing date of the prior foreign application (unless the application is an application for a design patent 
or an application filed before November 29, 2000). See 37 CFR l.55(e). In addition, a petition to withdraw the application from 
issue under 37 CFR l.313(c) and a request for continued examination (RCE) under 37 CFR 1.114 is required in order to have the 
correct priority claim on the face of the patent (unless the application is an application for a design patent or an application filed 
before November 29, 2000). If the application is an application for a design patent or an application filed before November 29, 
2000, a petition to accept an unintentionally delayed claim is not required as long as the priority claim is corrected during the 
pendency of the application, but the patent will not include the priority claim unless corrected by a certificate of correction under 
35 U.S.C. 255 and 37 CFR 1.323. 

If the certified copy is not correct, applicant must timely file the correct certified copy. See 37 CFR l .55(g). 

WARNING: If Applicant fails to timely submit a proper response, the patent will be printed without the foreign priority 
information present. Applicant is advised that even if a proper response is timely submitted, if the correct claim for priority or the 
correct certified copy is filed after the date the issue fee is paid, the patent will not include the priority claim unless corrected by a 
certificate of correction under 35 U.S.C. 255 and 37 CFR 1.323. 



Attorney Docket No.: P-566702-US2 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor(s): 

Serial No.: 

Filed: 

Yoseph KOREN 

18/095,238 

January 10, 2023 

Examiner: 

Group Art Unit: 

Confirmation No.: 

TABOR, AMARE F 

2434 

2028 

Title: 
SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRN ATE 
DATA 

COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir/Madam: 

Applicant(s) would like to thank the Examiner for the allowance of the subject 

application based on the distinctions enumerated in the statement of reasons for 

allowance. Applicant(s) agree, without prejudice, that these distinctions provide 

sufficient basis for allowance of the application. However, Applicant(s) respectfully 

submit that there may be alternative and/or additional patentable distinctions between 

the claimed invention and the cited prior art, related or unrelated to those explicitly 

addressed in the statement of reasons for allowance. 

Should the Examiner have any question or comment as to the form, content or 

entry of this paper, the Examiner is requested to contact the undersigned counsel at the 

telephone number below. 



APPLICANT(S): Yoseph KOREN 
SERIAL NO.: 18/095,238 
FILED: January 10, 2023 
Page 2 

To the extent that there are any fees associated with this filing that are due but 

are not paid or are not able to be paid by a credit card mentioned elsewhere in this 

document, Applicants authorize the U.S. Patent and Trademark Office to charge any 

such fees to deposit account No. 60-2041. 

Dated: July 6, 2023 

Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square, 19th Floor 
New York, New York 10036 
Tel: (646) 878-0800 
Fax: (646) 878-0801 

Respectfully submitted, 

/Brendan Mee / 

Brendan S. Mee 
Attorney/Agent for Applicant(s) 
Registration No. 43,391 
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Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 
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Sub-Total in 
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Basic Filing: 
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Petition: 

Patent-Appeals-and-Interference: 

Post-Al lowance-and-Post-lssuance: 

UTILITY APPL ISSUE FEE 2501 1 480 480 
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Extension-of-Time: 
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Electronic Acknowledgement Receipt 
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International Application Number: 

Confirmation Number: 2028 

Title of Invention: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

First Named Inventor/Applicant Name: Yoseph KOREN 

Customer Number: 49443 

Filer: Brendan S. Mee/Mark Soffer 

Filer Authorized By: Brendan S. Mee 

Attorney Docket Number: P-566702-US2 

Receipt Date: 07-JUL-2023 

Filing Date: 1 0-JAN-2023 

Time Stamp: 10:49:06 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $480 

RAM confirmation Number E202377A51455304 

Deposit Account 602041 

Authorized User Mark Soffer 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.16 (National application filing, search, and examination fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) 



37 CFR 1.19 (Document supply fees) 

37 CFR 1.20 (Post Issuance fees) 

37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

125574 

1 Issue Fee Payment (PTO-85B) 
P-566 702-US2-ISS-FEE-
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TRNSMTTL-6JUL23.pdf 

no 
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Warnings: 
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89106 
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Information: 

Total Files Size (in bytes) 252904 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



PART B- FEE(S) TRANSMITTAL 

Complete and send this fonn, together with applicable fee(s), by mail or fax, or via EFS-Web. 
By mail, send to: Mail Stop ISSUE FEE 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571) 273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address 
as indicated unless corrected below or directed otheiwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate ·"FEE ADDRESS" 
for maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block l for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used forany other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

49443 7590 06/27/2023 

PEARL COHEN ZEDEK LATZER BARATZ LLP 
7 TIMES SQUARE, 19TH FLOOR 
NEW YORK, NY 10036 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimilie 
transmitted to the USPTO (571) 273-2885, on the date indicated below. I (Typed or printed name) 

(Signature) 
(Date) 

APPLICATION NO. FILING DATE FIRSTN.~'\1EDINVENTOR !ATTORNEY DOCKET NO., 

P-566702-US2 
CONFIRMATION NO. 

18/095.238 Jarruary IO, 2023 Yoseph KOREN 2028 

TITLE OF INVENTION: SYSTEMANDMETI-IODFORDYNAMICMANAGEMENTOFPRIVATEDATA 

APPLN.TYPE ENTITY STATUS ISSUE FEE DUE 

NONPROVISIONAL SMALL $480 

EXAMINER ART UNIT 

Arnare F. TABOR 2434 

1. Change of correspondence address or indication of "Fee Address" 
(37 CFR 1.363 ). 

D Change of correspondence address ( or Change of 
Correspondence Address form PTO/SB/122) attached. 
D "Fee Address" indication (01· "Fee Address" Indication form 
PTO/SB/47; Rev 03-09 or more recent) attached. Use of a 
Customer Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATEDUE 

$0.00 $0.00 

CLASS-SUBCLASS 

726-026000 

2. For printing 011 the patent front page, list 
(I) the names of up to 3 registered patent 
attorneys or agents OR, alternatively, 
(2) the name of a single firm (have as a member a 
registered attorney or agent) and the names of up 
to 2 registered patent attorneys or agents. If no 
name is listed, 110 name will be printed. 

$480 09/27/2023 

I PEARL COHEN ZEDEK 

2 LATZER BARATZ LLP 

3 

3. ASSIGNEE NAME AND RESIDENCE DATA TOBEPRINIED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below. no assignee data will appear on the patent. If an assignee is identified below, the document nrust have been 
previously recorded, or filed for recordation as set forth in 37 CFR 3.11 and 37 CFR 3.8l(a). Completion ofthis form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE 

PRIVACY RATING LTD. 

(B) RESIDENCE: (CITY and STATE OR COUNTRY) 

GANEY TIKVA, ISRAEL (IL) 

4a. Fees submitted: 181 Issue Fee D Publication Fee (if required) D Advance Order - # of Copies __ 

4b. Method of Payment: (Please first reapply any previously paid issue fee shown above) 
181 Electronic Payment via EFS-Web D Enclosed check D Non-electronic payment by credit card (Attach form PTO-2038) 

181 To the extent any fees due associated with this filing are not paid or not able to be paid by credit card, and to the extent any ovel]Jayment is made, the Director 
is hereby authorized to charge the required fee(s), or credit any overpavment to Depusit Account No. 60-2041 

5. Change in Entity Status (from status indicated above) 
D Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), 

D .Applicant assening sm;,11 entity st;,tus. See :"-7 CFR 1.27 

0 Applicant changing to regular undiscountcd fee status 

issue fee payme11t in the micro e11tity amount will not be accepted at the risk of application 
aba11Jo1111ie11l 
°"OTE: If the c1pplic.:-1tion VHlS pre\ iou.._ly under micro entity -;talus, checking this box will be 
taken to be a 11otificmion of l0ss of entitlement to micro entity status 
'-:OTJ:.: Checking this box will be taken to be a notification of loss of entitlement to small or 
micro entity status. as applicable. 

NOT!::: This fo1m must be signed 111 accordance with., 7 CFK I 31 and l.B See CFK 1.4 for si0natnre requirements and cert.ifications 

T, ped or printed name: Brcnd,m S. _Mee Registration No: -13.391 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

49443 7590 06/27/2023 

Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square, 19th Floor 

EXAMINER 

TABOR, AMARE F 

New York, NY 10036 ART UNIT PAPER NUMBER 

2434 

DATE MAILED: 06/27/2023 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

18/095,238 01/10/2023 Yoseph KOREN P-566702-US2 2028 

TITLE OF INVENTION: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional SMALL $480 $0.00 $0.00 $480 09/27/2023 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of 
undiscounted fees. 

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be 
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail 
Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. 
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www .uspto.gov/PatentMaintenanceFees. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. 
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new 
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue 
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 
Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

49443 7590 06/27/2023 

Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square, 19th Floor 
New York, NY 10036 

APPLICATION NO. FILING DATE 

18/095,238 01/10/2023 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

(Typed or printed name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Yoseph KOREN P-566702-US2 2028 

TITLE OF INVENTION: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional SMALL $480 

EXAMINER ART UNIT 

TABOR, AMARE F 2434 

1. Change of correspondence address or indication of "Fee Address" (3 7 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/AIA/122 or PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use ofa 
Customer Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 

CLASS-SUBCLASS 

726-026000 

2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$480 09/27/2023 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DA TA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. Fees submitted: DissueFee □Publication Fee (if required) 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

0 Electronic Payment via Patent Center or EFS-Web O Enclosed check O Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. ____ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 



UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

18/095,238 01/10/2023 

49443 7590 06/27/2023 

Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square, 19th Floor 
New York, NY 10036 

FIRST NAMED INVENTOR 

Yoseph KOREN 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

P-566702-US2 2028 

EXAMINER 

TABOR, AMARE F 

ART UNIT PAPER NUMBER 

2434 

DATE MAILED: 06/27/2023 

Determination of Patent Term Adjustment under 35 U.S.C.154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 



Notice of Allowability 

Application No. 
18/095,238 
Examiner 
AMARE F TABOR 

Applicant(s) 
KOREN etal. 
Art Unit I AIA (FITF) Status 
2434 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.~ This communication is responsive to 06/01/2023. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.~ The allowed claim(s) is/are 1-30. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.~ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) ~All b) 0 Some* c) D None of the: 

1. ~ Certified copies of the priority documents have been received. 
2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2.~ Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material __ . 

4.0 Interview Summary (PTO-413), 
Paper No./Mail Date. __ . 

/AMARE F TABOR/ 
Primary Examiner, Art Unit 2434 

U.S. Patent and Trademark Office 

5. D Examiner's Amendment/Comment 

6. ~ Examiner's Statement of Reasons for Allowance 

7. □ Other __ 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20230609 



Application/Control Number: 18/095,238 
Art Unit: 2434 

DETAILED ACTION 

Notice of Pre-A/A or A/A Status 

Page 2 

The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

This is response to Amendments/REMARKS filed on 06/01/2023. 

Claims 1-30 are pending. 

Allowable Subject Matter 

Claims 1-30 are allowed. 

No reason for allowance is necessary as the record is clear in light of prosecution 

history; and amendments/remarks filed; and also, TD filed is approved. According to 

MPEP 1302.14 (I): "In most cases, the examiner's actions and the applicant's replies 

make evident the reasons for allowance, satisfying the "record as a whole" provision of 

the rule. This is particularly true when applicant fully complies with 37 CFR 1.111 (b) and 

(c) and 37 CFR 1.133(b). Thus, where the examiner's actions clearly point out the 

reasons for rejection and the applicant's reply explicitly presents reasons why claims are 

patentable over the reference, the reasons for allowance are in all probability evident 

from the record and no statement should be necessary." 



Application/Control Number: 18/095,238 
Art Unit: 2434 

Contact Information 

Any inquiry concerning this communication or earlier communications from the 

Page 3 

examiner should be directed to AMARE F TABOR whose telephone number is (571) 270-3155. 

The examiner can normally be reached Mon.-Fri.: 8:00 AM to 5:00 PM. 

Examiner interviews are available via telephone, in-person, and video conferencing 

using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, KAM BIZ ZAND can be reached on (571) 272-3811. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of published or unpublished applications may be 

obtained from Patent Center. Unpublished application information in Patent Center is available 

to registered users. To file and manage patent submissions in Patent Center, visit: 

https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-center for 

more information about Patent Center and https://www.uspto.gov/patents/docx for 

information about filing in DOCX format. For additional questions, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 

Customer Service Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Application/Control Number: 18/095,238 
Art Unit: 2434 

/AMARE F TABOR/ 
Primary Examiner, Art Unit 2434 

Page 4 



Search Notes 

CPC - Searched* 

Symbol 

Application/Control No. 

18/095,238 

Examiner 

AMARE F TABOR 

G06F21/6263 H04L63/0421,0428 

CPC Combination Sets - Searched* 

Symbol 

US Classification - Searched* 

Class Subclass 

726 26 

Applicant(s)/Patent Under Reexamination 

KOREN etal. 

Art Unit 

2434 

Date Examiner 

05/05/2023 

Date Examiner 

Date Examiner 

05/05/2023 aft 

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of 
the search. 

Search Notes 

Search Notes Date Examiner 

Inventor/Assignee Name Search 05/05/2023 aft 

USPC, CPC & Keyword Search 05/05/2023 aft 

Search including NPL (such as: IEEE, etc.) updated and/or 06/12/2023 aft 
conducted 

Interference Search 

US Class/CPC 
US Subclass/CPC Group Date Examiner 

Symbol 

726 26 06/12/2023 aft 

G06F 21/6263 H04L63/0421,0428 06/12/2023 aft 

H04L 63/0421,0428 06/12/2023 aft 

/A.F.T/ 
Primary Examiner, Art Unit 2434 

U.S. Patent and Trademark Office 
Page 1 of 1 

Part of Paper No.: 20230609 



Issue Classification 

CPC 

Symbol 

G06F rnI 21 rn I 
H04L rnr 63 rn I 
H04L rn I 63 rnr 

CPC Combination Sets 

Symbol 

Application/Control No. 

18/095,238 

Examiner 

AMARE F TABOR 

6263 

0421 

0428 

I l I I l I 

NONE 

(Assistant Examiner) 

/AMARE F TABOR/ 
Primary Examiner, Art Unit 2434 

(Primary Examiner) 
U.S. Patent and Trademark Office 
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Applicant(s)/Patent Under Reexamination 

KOREN etal. 

Art Unit 

2434 

Type Version 

F 2013-01-01 

I 2013-01-01 

I 2013-01-01 

Type Set Ranking Version 

Total Claims Allowed: 

(Date) 30 

12 June 2023 
O.G. Print Claim(s) O.G. Print Figure 

(Date) 1 2 

Part of Paper No.: 20230609 



Issue Classification 

INTERNATIONAL CLASSIFICATION 

CLAIMED 

H04L9/40 

I NON-CLAIMED 

US ORIGINAL CLASSIFICATION 

CLASS 

726 

CROSS REFERENCES(S) 

CLASS 

NONE 

(Assistant Examiner) 

/AMARE F TABOR/ 
Primary Examiner, Art Unit 2434 

(Primary Examiner) 
U.S. Patent and Trademark Office 

Application/Control No. 

18/095,238 

Examiner 

AMARE F TABOR 

I rn I 9 

26 

Applicant(s)/Patent Under Reexamination 

KOREN etal. 

Art Unit 

2434 

I rn I 40 

SUBCLASS 

SUBCLASS (ONE SUBCLASS PER BLOCK) 

I I I I I 

Total Claims Allowed: 

(Date) 30 

12 June 2023 
O.G. Print Claim(s) O.G. Print Figure 

(Date) 1 2 

Part of Paper No.: 20230609 

Page 2 of 3 



Issue Classification 
Application/Control No. 

18/095,238 

Examiner 

AMARE F TABOR 

Applicant(s)/Patent Under Reexamination 

KOREN etal. 

Art Unit 

2434 

~ Claims renumbered in the same order as presented by applicant □ CPA ~ T.D. □ R.1.47 
CLAIMS 

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 10 19 28 
2 11 20 29 
3 12 21 30 
4 13 22 
5 14 23 
6 15 24 
7 16 25 
8 17 26 
9 18 27 

NONE 
Total Claims Allowed: 

(Assistant Examiner) (Date) 30 

/AMARE F TABOR/ 12 June 2023 
O.G. Print Claim(s) O.G. Print Figure Primary Examiner, Art Unit 2434 

(Primary Examiner) (Date) 1 2 
U.S. Patent and Trademark Office Part of Paper No.: 20230609 
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Receipt date: 01/10/2023 18/095,238 - GAU: 2434 

PTO/SB/08a (07-09) 
Approved for use through 11/30/2020. 0MB 0651-0031/ 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless It contains a valid 0MB control number. 

Substitute for form 1449A/PTO Complete if Known 

Application Number Not Yet Assigned 

INFORMATION DISCLOSURE Filing Date Herewith 

STATEMENT BY APPLICANT First Named Inventor Yoseph KOREN 

Sheet 

Examiner 
Initials* 

Examiner 
Initials* 

Examiner 
Signature 

Art Unit Not Yet Assigned 

(use as many sheets as necessary) Examiner Name Not Yet Assigned 

I 

Cite 
No. 1 

1 

2 

Cite 
No. 1 

3 

4 

5 

1 I of I 2 Attorney Docket Number P-566702-US2 

U.S. PATENT DOCUMENTS 
Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 

MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 
Number-Kind Code2 Ofkaowa) Figures Appear 

US-7,690,040 Mar 30. 2010 Frattu ra et al. 

US-10,454,961 Oct22.2019 Frayman et al. 

US-

US-

US-

US-

US-

US-

US-

US-

US-

US-

US-

US-

FOREIGN PATENT DOCUMENTS 

Foreign Patent Document 
Publication 

Country Code'Number' Kind Code5 (if Date 
known) MM-DD-YYYY 

KR101503009 B1 Oct 14. 2014 

JP4887081 B2 Feb 29, 2012 

JP3957712 B2 Aug 15, 2007 

Name of Patentee or 
Applicant of Cited Document 

SECUI CORP 

KDDI R&D 

LABORITORIES INC 

OKI ELECTRIC IND CO 

LTD 

Date I 

Considered 

Pages, 
Columns, Lines, 
Where Relevant 

Passages or 
Relevant 

Fiaures Aooear 

T' 

181 

181 

181 

□ 
□ 
□ 
□ 
□ 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 1 Applicant's unique citation designation number (optional). 2 See Kinds Codes of 
USPTO Patent Documents at www.uspto.gov or MPEP 901.04. 'Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5 Kind of document 
by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible.' Applicant is to place a check mark here if English language 
Translation is attached. 
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by 
the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, 
U.S. Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PT0-9199 (1-800-786-9199) and select option 2 

10 January 2023 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.F.T/ 



Receipt date: 01/10/2023 18/095,238 - GAU: 2434 

PTO/SB/08b (07-09) 
Approved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paoerwork Reduction Act of 1995, no oersons are reauired to resoond to a collection of information unless It contains a valid 0MB control number. 

Substitute for form 1449B/PTO Complete if Known 

INFORMATION DISCLOSURE Application Number Not Yet Assigned 

STATEMENT BY APPLICANT Filing Date Herewith 

Sheet 

Examiner 
Initials* 

Examiner 

Signature 

(use as many sheets as necessary) First Named Inventor Yoseph KOREN 

Art Unit Not Yet Assigned 

(use as many sheets as necessary) Examiner Name Not Yet assigned 

I 2 I of I 2 Attorney Docket Number P-566702-US2 

NON PATENT LITERATURE DOCUMENTS 
Include name of the author (in CAPITAL LETTERS), title of the article (where appropriate). title of the 

Cite item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), 
No. 1 publisher, citv and/or countrv where published. 

6 Akira YAMADA et al;" lnstrusion Detection for Encrypted Web Accesses"; published 

in 21st International Conference on Advanced Information Networking and 

Applications Workshops (AINAWO7); Date 21-23 May 2007 

7 Blake ANDERSON et al; " Deciphering Malware's use of TLS (without Decryption)"; 

published in Journal of computer Virology and Hacking Techniques, 195-211; Date 

31 August2O17 

8 Arnon SHIMON I et al; "Malicious traffic detection using traffic fingerprint"; published 

in Article (CrossRef Link); dated 2014 

/A.MARE F TABOR/ Date 

Considered 
05/04/2023 

T2 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 1 Applicant's unique citation designation number (optional). 2 See Kinds Codes of 
USPTO Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). 4 For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 5 Kind of document 
by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 6 Applicant is to place a check mark here if English language 
Translation is attached. 
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by 
the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, 
U.S. Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 (1-800-786-9199) and select option 2. 

10 January 2023 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.F.T/ 



Receipt date: 01/10/2023 18/095,238 - GAU: 2434 

PTO/SB/08a (07-09) 
Approved for use through 11/30/2020. 0MB 0651-0031/ 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under ti,e Paoerwork Reduc1ion Act of 1995. no oersons are reauired to resoond to a collec1ion of information unless it contains a valid 0MB control number. 

Substitute for form 1449A/PTO Complete if Known 

Application Number Not Yet Assigned 

INFORMATION DISCLOSURE Filing Date Herewith 

STATEMENT BY APPLICANT First Named Inventor Yoseph KOREN 

Art Unit Not Yet Assigned 
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AMENDMENTS TO THE CLAIMS 

Please amend claims 1 and 12. 

This listing of claims will replace all prior versions, and listings, of claims in this 

application: 

Listing of Claims: 

1. (Currently Amended) A method of dynamic management of encrypted data during 

communication between a remote server and a user's device, the method comprising: 

rece1vmg, by the remote server.,_ a communication comprising encrypted data 

packets; 

determining, by the remote server, a content of at least one data packet of the 

communication in accordance with characteristics of the at least one data packet, and 

wherein the content of the at least one data packet is not decrypted by the remote server, 

and the determination of the content is performed by the remote server in real time during 

a communication session between the remote server and the user's device; 

storing, by the remote server, a preference list; 

determining, by the remote server, based on a companson of the determined 

content, whether to modify the at least one data packet, and if so, modifying the at least one 

data packet; and 

sharing, by the remote server, the modified communication. 

2. (Original) The method of claim 1, wherein determining a content of the at least one data 

packet comprises determining at least one data type of the at least one data packet of the 

communication in accordance with characteristics of the at least one data packet, and 

wherein determining whether to modify the at least one data packet is based on the 

determined data type. 

3. (Original) The method of claim 2, wherein the preference list includes a list of forbidden 

and/or allowed data packet types for sharing during communication. 

4. (Original) The method of claim 1, further comprising: 
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determining, by the remote server, at least one communication data pattern in 

accordance with a behavior range of the data packet, and wherein the content of the at least one 

data packet is not decrypted by the remote server, and the determination of the at least one 

communication data pattern is performed by the remote server in real time during a 

communication session between the remote server and the user's device; 

wherein the determining whether to modify the at least one data packet, by the remote 

server, is further based on a comparison of the determined data pattern and the preference list, 

whether to modify the at least one data packet, and if so, modifying the at least one data packet; 

and 

wherein the preference list includes a list of forbidden and/or allowed data packet types 

and communication data patterns for sharing during communication. 

5. (Original) The method of claim 1, wherein the modification of the communication 1s 

selected from the group consisting of: blocking the at least one data packet that is not 

compatible with the preference list, data nullification, data randomization, content 

modification, change of encoding, change of file template, change of header, change of 

footer, addition of a predetermined data packet, and encryption. 

6. (Original) The method of claim 2, wherein the data type of the at least one data packet is 

determined based at least in part on metadata of at least one data packet of the 

communication. 

7. (Original) The method of claim 4, wherein the data pattern is determined based on 

communication behavior, wherein the communication behavior consists of data packet 

frequency, data packet size, data packet speed, data packet count, data packet ratio 

compared to other data type flow, data packet repetition, or data packet order. 

8. (Original) The method of claim 1, further comprising, the remote server maintaining 

communication between the remote server and the user's device by sharing of the modified 

communication. 
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9. (Original) The method of claim 1, wherein the data type is determined based on data packet 

characteristics selected from a group consisting of: data packet header, data packet footer, 

version number, IP (Internet Protocol) address, HTTPS (HyperText Transfer Protocol 

Secure), file extension, encryption method, encoding method, keywords, driver, and 

communication protocol. 

10. (Original) The method of claim 1, wherein the remote server is a gatekeeper server. 

11. (Original) The method of claim 2, further comprising, the remote server issuing an alert to 

the user device based on the comparison of the determined data type and the preference list. 

12. (Currently Amended) A method of dynamic management of encrypted data during 

communication between a remote server and a user's device, the method comprising: 

receiving, by the remote server,. a communication comprising encrypted data packets; 

determining, by the remote server, at least one communication data pattern of at least 

one data packet of the communication in accordance with a behavior range of the data packet, 

and wherein content of the at least one data packet is not decrypted by the remote server, and 

the determination of the at least one data pattern is performed by the remote server in real time 

during a communication session between the remote server and the user's device; 

storing, by the remote server, a preference list; 

determining, by the remote server, based on a comparison of the determined data pattern 

and the preference list, whether to modify the at least one data packet, and if so, modifying the 

at least one data packet; and 

sharing, by the remote server, the modified communication. 

13. (Original) The method of claim 12, wherein the preference list includes a list of forbidden 

and/or allowed communication data patterns for sharing during communication. 

14. (Original) The method of claim 12, wherein the modification of the communication is 

selected from the group consisting of: blocking the at least one data packet that is not 

compatible with the preference list, data nullification, data randomization, content 
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modification, change of encoding, change of file template, change of header, change of 

footer, addition of a predetermined data packet, and encryption. 

15. (Original) The method of claim 12, wherein the communication data pattern of the at least 

one data packet is determined based on communication behavior, wherein the 

communication behavior consists of data packet frequency, data packet size, data packet 

speed, data packet count, data packet ratio compared to other data type flow, data packet 

repetition, or data packet order. 

16. (Original) The method of claim 12, further comprising, the remote server maintaining 

communication between the remote server and the user's device by sharing of the modified 

communication. 

17. (Original) The method of claim 12, wherein the remote server is a gatekeeper server. 

18. (Original) The method of claim 12, further comprising, the remote server issuing an alert 

to the user device based on the comparison of the determined data pattern and the 

preference list. 

19. (Original) A system for dynamic management of encrypted data during communication 

between a remote server and a user's device, the system comprising: 

a memory; 

a communication data type database comprising at least one communication data type 

corresponding to sharing of at least one data packet with the user's device; 

a preference list database, 

a communication module configured to allow communication between the remote 

server and the at least one user's device, and 

a processor, coupled to the preference list database, wherein the processor is configured 

to instruct the remote server to: 

determine a content of at least one data packet of the communication in accordance 

with characteristics of the at least one data packet, and wherein the content of the at least 

one data packet is not decrypted by the remote server, and the determination of the content 
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is performed by the remote server in real time during a communication session between the 

remote server and the user's device, 

based on a comparison of the determined content and the preference list, determine 

whether to modify the at least one data packet, and if so, modify the at least one data packet; 

and 

share the modified communication. 

20. (Original) The system of claim 19, wherein determining a content of the at least one data 

packet comprises determining at least one data type of the at least one data packet of the 

communication in accordance with characteristics of the at least one data packet, and 

wherein determining whether to modify the at least one data packet is based on the 

determined data type. 

21. (Original) The system of claim 20, wherein the preference list database comprises a list of 

forbidden and/or allowed data packet types for sharing during communication. 

22. (Original) The system of claim 19, wherein, the processor is further configured to determine 

at least one communication data pattern in accordance with a behavior range of the data 

packet, and wherein the content of the at least one data packet is not decrypted by the remote 

server, and the determination of the at least one communication data pattern is performed 

by the remote server in real time during a communication session between the remote server 

and the user's device; and wherein the determining whether to modify the at least one data 

packet, by the remote server, is further based on a comparison of the determined data 

pattern and the preference list, whether to modify the at least one data packet, and if so, 

modifying the at least one data packet; and wherein the preference list includes a list of 

forbidden and/or allowed data packet types and communication data patterns for sharing 

during communication. 

23. (Original) The system of claim 20, wherein the data type of the at least one data packet is 

determined based at least in part on metadata of at least one data packet of the 

communication 
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24. (Original) The system of claim 22, wherein the at least one communication data pattern is 

determined in accordance with a behavior range of the data packet, wherein the behavior 

range is selected from a group consisting of: data packet frequency, data packet size, data 

packet speed, data packet count, data packet ratio compared to other data type flow, data 

packet repetition, and data packet order. 

25. (Original) The system of claim 19, wherein the modification of the communication is 

selected from the group consisting of blocking the at least one data packet that is not 

compatible with the preference list, data nullification, data randomization, content 

modification, change of encoding, change of file template, change of header, change of 

footer, addition of a predetermined data packet and encryption. 

26. (Original) The system of claim 19, wherein the remote server is configured to maintain 

communication between the remote server and the user's device by sharing of the modified 

communication. 

27. (Original) The system of claim 20, wherein the data type is determined based on data packet 

characteristics selected from a group consisting of: data packet header, data packet footer, 

version number, IP (Internet Protocol) address, HTTPS (HyperText Transfer Protocol 

Secure), file extension, encryption method, encoding method, keywords, driver, and 

communication protocol. 

28. (Original) The system of claim 19, wherein the remote server is a gatekeeper server. 

29. (Original) The system of claim 20, wherein the processor is configured to issue an alert to 

the user device based on the comparison of the determined data type and the preference list. 

30. (Original) The system of claim 22, wherein the preference list includes a list of forbidden 

and/or allowed data packet types and communication data patterns for sharing during 

communication, and wherein, if the at least one data type of the at least one data packet is 

included in the list of forbidden and/or allowed data packets, the processor is configured to 

determine whether to modify the at least one data packet based on the determined data type 
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and the preference list without performing a comparison of a determined data pattern and 

the preference list. 
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REMARKS 

The present response is intended to be fully responsive to all points of objection and/or 

rejection raised by the Examiner and is believed to place the application in condition for 

allowance. 

Applicants assert that the present invention is new, non-obvious and useful. Prompt 

consideration and allowance of the claims is respectfully requested. 

Status of Claims 

Claims 1-30 are pending. 

Claims 1 and 12 have been objected to. 

Claims 1-30 have been rejected. 

Claims 1 and 12 have been amended. 

Applicants respectfully assert that the amendments to the claims add no new matter. 

Double Patenting Rejections 

In the Office Action, the Examiner rejected claims 1, 12 and 19 under the judicially 

created doctrine of obviousness-type double patenting as being unpatentable over claims 1, 9 

and 17 of U.S. Patent No. 11,106,824 in view of Gunter et al. (U.S. Patent No. 6,751,728). 

Applicants herewith submit an electronic Terminal Disclaimer disclaiming the term of 

any patent granted from this application beyond the term of US Patent No. 11,106,824. 

Allowable Subject Matter 

In the Office Action, the Examiner stated that claims 1-30 would be allowable if the 

double patenting rejection is overcome. 

Applicants herewith submit an electronic Terminal Disclaimer. 

Claim Objections 

In the Office Action, the Examiner objected to claims 1 and 12 because of alleged 

informalities. 
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Claims 1 and 12 have been amended by adding a comma as suggested by the Examiner. 

Accordingly, Applicants request withdrawal of the objection. 

Conclusion 

In view of the foregoing amendments and remarks, Applicants assert that the pending 

claims are allowable. Their favorable reconsideration and allowance is respectfully requested. 

Should the Examiner have any question or comment as to the form, content or entry of 

this Amendment, the Examiner is requested to contact the undersigned at the telephone number 

below. Similarly, if there are any further issues yet to be resolved to advance the prosecution 

of this application to issue, the Examiner is requested to telephone the undersigned counsel. 

To the extent that there are any fees associated with this filing that are due but are not 

paid or are not able to be paid by a credit card mentioned elsewhere in this document, 

Applicants authorize the U.S. Patent and Trademark Office to charge any such fees to deposit 

account No. 60-2041. 

Dated: June 1, 2023 

Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square, 19th Floor 
New York, New York 10036 
Tel: (646) 878-0800 
Fax: (646) 878-0801 

Respectfully submitted, 

/Brendan Mee/ 

Brendan S. Mee 
Attorney/Agent for Applicant(s) 
Registration No. 43,391 
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The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

Priority 

Acknowledgment is made of applicant's claim for foreign priority under 35 U.S.C. 119 

(a)-(d). The certified copy has been filed in parent Application No. IL251683, filed on 

04/09/2017. 

- CON of US Appl. No. 17 /406,272, which is US Appl. 16/603,252 (parent). 

Claim Status: 

- Claims 1-30 filed on 01/10/2023 are presented for examination. 

Claim Objections 

Claims 1 & 12 objected to because of the following informalities: 

- please add comma after "by remote serverL" in the first limitation. 

Appropriate correction is required. 
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The non-statutory double patenting rejection is based on a judicially created doctrine 

grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or 

improper timewise extension of the "right to exclude" granted by a patent and to prevent 

possible harassment by multiple assignees. A non-statutory double patenting rejection is 

appropriate where the conflicting claims are not identical, but at least one examined 

application claim is not patentably distinct from the reference claim(s) because the examined 

application claim is either anticipated by, or would have been obvious over, the reference 

claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 

11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Langi, 759 F.2d 887, 225 USPQ 645 (Fed. 

Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 

438, 164 USPQ 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be 

used to overcome an actual or provisional rejection based on nonstatutory double patenting 

provided the reference application or patent either is shown to be commonly owned with the 

examined application, or claims an invention made as a result of activities undertaken within 

the scope of a joint research agreement. See MPEP § 717.02 for applications subject to 

examination under the first inventor to file provisions of the AIA as explained in MPEP § 2159. 

See MPEP § 2146 et seq. for applications not subject to examination under the first inventor to 

file provisions of the AIA. A terminal disclaimer must be signed in compliance with 37 CFR 

1.321(b). 
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The filing of a terminal disclaimer by itself is not a complete reply to a nonstatutory 

double patenting (NSDP) rejection. A complete reply requires that the terminal disclaimer be 

accompanied by a reply requesting reconsideration of the prior Office action. Even where the 

NSDP rejection is provisional the reply must be complete. See MPEP § 804, subsection I.B.1. For 

a reply to a non-final Office action, see 37 CFR 1.111(a). For a reply to final Office action, see 37 

CFR 1.113(c). A request for reconsideration while not provided for in 37 CFR 1.113(c) may be 

filed after final for consideration. See MPEP §§ 706.07(e) and 714.13. 

The USPTO Internet website contains terminal disclaimer forms which may be used. 

Please visit www.uspto.gov/patent/patents-forms. The actual filing date of the application in 

which the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or 

PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out completely 

on line using web-screens. An eTerminal Disclaimer that meets all requirements is auto-

processed and approved immediately upon submission. For more information about eTerminal 

Disclaimers, refer to www.uspto.gov/ patents/apply/applying-online/eterminal-disclaimer 

Claims 1, 12 & 19 rejected on the ground of non-statutory double patenting as being 

unpatentable over claim 1, 9 & 17 of U.S. Patent No. 11106824 B2 in view of Gunter et al. (US 

6751728 Bl). The independent claims of the instant application recite all limitations of the 

patented claims, except the encrypted packet feature. However, Gunter disclose 

communicating encrypted packets [see Abstract1 Encrypted Packet 124 {FIG.3}]. Therefore, it 

would have been would have been obvious before the effective filing date of the claimed 

invention to a person having ordinary skill in the art to modify the instant application with the 
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packet encryption teaching of Gunter to enhance and secure communication to an external 

networked network performed through access point of an intra net. 

The dependent claims are rejected due to their dependence. 

please see the claims-comparison table below. 

Instant Application U.S. Patent No. 11106824 B2 

1. A method of dynamic management of 1. A method of dynamic management of 
encrypted data during communication between a private data during communication between a 
remote server and a user's device, the method remote server and a user's device, the method 
comprising: comprising: 

receiving, by the remote server a receiving, by the user's device, a request 
communication comprising encrypted data for retrieval of at least one data packet from the 
packets; user's device, wherein the user's device is 

determining, by the remote server, a configured to provide a response corresponding 
content of at least one data packet of the to the received request; 
communication in accordance with determining, by the remote server, at 
characteristics of the at least one data packet, least one communication data type of the at least 
and wherein the content of the at least one data one data packet corresponding to the received 
packet is not decrypted by the remote server, request, wherein the at least one communication 
and the determination of the content is data type is determined in accordance with 
performed by the remote server in real time characteristics of the communication data 
during a communication session between the packet, and wherein the content of the at least 
remote server and the user's device; one data packet is not read by the remote server 

storing, by the remote server, a for continued operation by the user's device in 
preference list; real time during communication between the 

determining, by the remote server, based remote server and the user's device; 
on a comparison of the determined content, receiving, by the user's device, a privacy 
whether to modify the at least one data packet, preference for the user's device, wherein the 
and if so, modifying the at least one data packet; privacy preference comprises a list of allowed 
and data packet communication types for sharing 

sharing, by the remote server, the during communication; 
modified communication. modifying data packets corresponding to 

requests for sharing of responses that are not 
compatible with the received privacy preference; 
and 

maintaining communication between the 
remote server and the user's device, with sharing 
of the modified data packets. 
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12. A method of dynamic management of 
encrypted data during communication between a 
remote server and a user's device, the method 
comprising: 

receiving, by the remote server a 
communication comprising encrypted data 
packets; 

determining, by the remote server, at 
least one communication data pattern of at least 
one data packet of the communication in 
accordance with a behavior range of the data 
packet, and wherein content of the at least one 
data packet is not decrypted by the remote 
server, and the determination of the at least one 
data pattern is performed by the remote server 
in real time during a communication session 
between the remote server and the user's device; 

storing, by the remote server, a 
preference list; 

determining, by the remote server, based 
on a comparison of the determined data pattern 
and the preference list, whether to modify the at 
least one data packet, and if so, modifying the at 
least one data packet; and 

sharing, by the remote server, the 
modified communication. 

19. A system for dynamic management of 
encrypted data during communication between a 
remote server and a user's device, the system 
comprising: a memory; a communication data 
type database comprising at least one 
communication data type corresponding to 
sharing of at least one data packet with the user's 
device; a preference list database, a 
communication module configured to allow 
communication between the remote server and 
the at least one user's device, and a processor, 
coupled to the preference list database, wherein 
the processor is configured to instruct the remote 
server to: determine a content of at least one 
data packet of the communication in accordance 
with characteristics of the at least one data 
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9. A method of dynamic management of 
private data during communication between a 
remote server and a user's device, the method 
comprising: 

receiving, by the user's device, a request 
for retrieval of at least one data packet from the 
user's device, wherein the user's device is 
configured to provide a response corresponding 
to the received request; 

determining, by the remote server, at 
least one communication data pattern 
corresponding to the received request, wherein 
the at least one communication data pattern is 
determined in accordance with a behavior range 
of the communication data packet, and wherein 
the content of the at least one data packet is not 
read by the remote server for continued 
operation by the user's device in real time during 
communication between the remote server and 
the user's device; 

receiving, by the user's device, a privacy 
preference for the user's device, wherein the 
privacy preference comprises a list of allowed 
data patterns for sharing during communication; 

modifying data packets corresponding to 
requests for sharing of responses and 
corresponding data patterns that are not 
compatible with the received privacy preference; 
and 

maintaining communication between the 
remote server and the user's device, with sharing 
of the modified data packets. 

17. A system for dynamic management of 
private data during communication between a 
remote server and at least one user's device, the 
system comprising: a memory; a communication 
data type database, comprising at least one 
communication data type corresponding to 
sharing of at least one data packet from the 
user's device; a privacy preference database, 
comprising a list of allowed types of data packets 
for sharing during communication with the at 
least one user's device; a communication 
module, to allow communication between the 
remote server and the at least one user's device; 
and a processor, coupled to a response database 
and to the privacy preference database, wherein 
the processor is configured to instruct the remote 
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packet, and wherein the content of the at least 
one data packet is not decrypted by the remote 
server, and the determination of the content is 
performed by the remote server in real time 
during a communication session between the 
remote server and the user's device, based on a 
comparison of the determined content and the 
preference list, determine whether to modify the 
at least one data packet, and if so, modify the at 
least one data packet; and share the modified 
communication. 
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server to determine at least one data type for 
sharing of data packet that is compatible with the 
list of allowed patterns of data packets for 
sharing, and wherein the at least one data type is 
determined in accordance with characteristics of 
the communication data packet, and wherein the 
content of the at least one data packet is not 
read by the remote server for continued 
operation by the user's device in real time during 
communication between the remote server and 
the user's device. 

Allowable Subject Matter 

Claims 1-30 will be allowed when the above non-statutory double patenting rejection is 

overcome; i.e., terminal disclaimer is filed. 

The following is a statement of reasons for the indication of allowable subject matter: 

Regarding the independent claims (1, 12 & 19), With examiner's thorough search the closest 

prior arts found are Gunter et al. (US 6751728 Bl) and Ahmed (US 8543808 B2); wherein: 

Gunter et al. is directed to A method and system for network communication efficiently 

transmits encrypted packets from a sending host on an external network to a receiving host on 

an intra net through a network access point (NAP) of the intra net; wherein: A packet 

constructed with the external network address of the NAP as the destination address of the 

packet; The intra net address of the receiving host is also included in the packet in the non-

encrypted form and is used in the calculation of the cryptographic hash or the like that is 

included in the packet for authentication purposes; The encrypted packet is then routed to the 

NAP through the external network; When the NAP receives the packet, it strips the intra net 

address of the receiving host from the packet and uses that address to replace the original 

destination address in the packet; The NAP then forwards the modified packet to the receiving 
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host. Because the NAP does not have to decrypt the packet, encrypted packets can quickly go 

through the NAP; and, 

Ahmed et al. is directed to A method of operating a device for processing packets 

associated with communication through a secured connection between devices; wherein The 

endpoint shares with the trusted intermediary device connection information that enables the 

intermediary device to access packets transmitted through the secured connection; the 

intermediary device may modify authenticated packets, such as to perform network address 

translation, without disrupting the underlying secured connection; and the intermediary device 

may use the security information to read encrypted information and perform functions such as 

network traffic monitoring or filtering of unwanted network traffic .. 

However, Gunter et al. and Ahmed et al. either alone or in combination fail to teach or 

suggest A method/system dynamic management of encrypted data during communication 

between a remote server and a user's device, that determines a content of an encrypted data 

packet of the communication in accordance with characteristics of the at least one data packet, 

and wherein the content of the at least one data packet is not decrypted, and the 

determination of the content is performed by the remote server in real time during a 

communication session between the remote server and the user's device with these and other 

claim elements as a whole. 

Claims 2-11, 13-18 & 20-30 are indicated as allowable based on their dependence. 

Conclusion 
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The prior art made of record and not relied upon is considered pertinent to applicant's 

disclosure. (See PTO-892). 

For example, US 7706314 B2 directed to preserving TCP header data contained in 

packets prior to IPsec encryption and making the TCP header data available to PEP applications. 

For example, TCP header data is identified in a packet that conforms to the TCP and a copy of 

the TCP header data is generated. Encrypted packet data is generated by encrypting at least a 

portion of the packet using IPsec. For example, the TCP header data and payload may be 

encrypted to generate the encrypted packet data. A modified copy of the TCP header data is 

generated by modifying length data contained in the copy of the TCP header data to reflect a 

length of at least the encrypted packet data. A new packet is generated that includes the 

modified copy of the TCP header data and the encrypted packet data. 

Contact Information 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to AMARE F TABOR whose telephone number is (571) 270-3155. 

The examiner can normally be reached Mon.-Fri.: 8:00 AM to 5:00 PM. 

Examiner interviews are available via telephone, in-person, and video conferencing 

using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://www.uspto.gov/interviewpractice. 
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supervisor, KAM BIZ ZAND can be reached on (571) 272-3811. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of published or unpublished applications may be 

obtained from Patent Center. Unpublished application information in Patent Center is available 

to registered users. To file and manage patent submissions in Patent Center, visit: 

https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-center for 

more information about Patent Center and https://www.uspto.gov/patents/docx for 

information about filing in DOCX format. For additional questions, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 

Customer Service Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ AMARE F TABOR/ 

Primary Examiner, Art Unit 2434 
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SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

FIELD OF THE INVENTION 

[001] The present invention relates to data management. More particularly, the present 

invention relates to systems and methods for dynamic management of private data. 

BACKGROUND OF THE INVENTION 

[002] During communication with external remote servers different types of data are 

automatically (and uncontrollably) shared, sometimes without the knowledge of the user 

(e.g., the owner of the data). There are currently only limited ways for the user to manage 

which data should be shared, with which parties, and at what time periods and/or under 

what circumstances such that privacy agreements cannot be fully enforced. For example, 

securing private elements of a user's device engaging in a transaction with a service 

provider, has been a challenge for many years with the rapid development of computer 

technology. 

[003] In recent years, an increasing number of communication sessions are being biased 

(in terms of shared data and application usage) toward one party which is advantageous 

due to technological superiority, formal regulation power, and/or any other item. Such 

biasing may occur due to rapid development of communication related software, as well as 

due to development of computer technology. 

[004] Social network service providers usually collect user (private) data, for example 

collect user's online habits. Data collection is usually carried out by a service provider 

requesting to share user's (private) information while the user's device automatically 

shares the requested information accordingly. Actions are executed by dedicated software 

(e.g., social plug in), which upload data requests when visiting web sites and/or 

applications. Such requests may be direct script by the service provider (e.g. cookie etc.), 

or indirect script hidden within links to other (partner) application provider (e.g. social 

plug-in, SDK, API etc.). While some devices allow blocking collection of certain private 

parameters, for example the location, only data emerging from sensors, such as global 

positioning system (GPS) sensors, can be managed by user while other sources of location 

( e.g. mobile network, IP provider, country, time zone) cannot be controlled so that in that 

case location information can still be collected. Thus, location information can be collected 
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while bypassing the instructions of the user (e.g., collecting location from cellular carrier 

data). Other examples from the same nature may include retrieving form data, retrieving 

data from flash memory and several other items which do not have the full ( or partial) 

ability to disable and/or block data collection. Some service providers can also collect user 

data in order to transfer and/or sell to third parties (e.g., to present dedicated ads in the 

future). Another example may be avoiding biased exchange of information both from the 

user and the service provider perspectives. 

SUMMARY OF THE INVENTION 

[005] There is thus provided, in accordance with some embodiments of the invention, a 

method of dynamic management of private data during communication between a remote 

server and a user's device, the method including receiving, by the user's device, a request 

for retrieval of at least one data packet from the user's device, wherein the user's device is 

configured to provide a response corresponding to the received request, determining, by 

the user's device, the data type of the at least one data packet corresponding to the received 

request, receiving, by the user's device, a privacy preference for the user's device, wherein 

the privacy preference includes a list of allowed data packet types for sharing during 

communication, modifying data packets corresponding to requests for sharing of responses 

that are not compatible with the received privacy preference, and maintaining 

communication between the remote server and the user's device, with sharing of the 

modified data packets. 

[006] In some embodiments, the type of the at least one data packet may be determined 

from metadata of communication with the remote server. In some embodiments, the 

method further includes determining, by the user's device, pattern of at least one response 

corresponding to the received request, and modifying data packets corresponding to 

requests for sharing of responses, corresponding to at least one data pattern, that are not 

compatible with the received privacy preference, wherein the privacy preference includes a 

list of allowed data patterns for sharing during communication. In some embodiments, the 

user's device includes a database with at least one data packet type corresponding to a 

request for sharing of data packets from the user's device, and wherein the type of data 

packets is determined from the database. 
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[007] In some embodiments, the method further includes linking at least one response to a 

type of data packet from the user's device, wherein the linking is based on the type and 

pattern of the at least one response. In some embodiments, the method further includes 

identifying a response corresponding to a request for sharing of data packets, wherein the 

identified response is not compatible with the received privacy preference, and providing a 

response with at least one modified data packet corresponding to the request for sharing 

types of data packets. In some embodiments, the modification of the at least one modified 

data packet is selected from the group consisting of data nullification, blocking, data 

randomization, content modification, change of encoding, change of file template, change 

of header, change of footer, addition of a predetermined data packet and encryption. 

[008] In some embodiments, the method further includes identifying a communication 

pattern between the server and the user's device, wherein the communication pattern 

includes at least one request for retrieval of at least one data packet from the user's device 

and corresponding responses, and issuing an alert upon detection of a change in the 

identified communication pattern. 

[009] In some embodiments, data packets from the user's device are selected from the 

group consisting of user's device files, user's device characteristics, user's device indirect 

attributes, user's device sensor data, user's device browser data, user's device form data, 

user's device dynamic memory and user's device static memory. 

[010] There is thus provided, in accordance with some embodiments of the invention, a 

method of dynamic management of private data during communication between a remote 

server and a user's device, the method including receiving, by the user's device, a request 

for retrieval of at least one data packet from the user's device, wherein the user's device is 

configured to provide a response corresponding to the received request, determining, by 

the user's device, at least one data pattern corresponding to the received request, receiving, 

by the user's device, a privacy preference for the user's device, wherein the privacy 

preference includes a list of allowed data patterns for sharing during communication, 

modifying data packets corresponding to requests for sharing of responses and 

corresponding data patterns that are not compatible with the received privacy preference, 

and maintaining communication between the remote server and the user's device, with 

sharing of the modified responses. 
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[0 11] In some embodiments, the pattern of the at least one response is determined from 

metadata of communication with the remote server. In some embodiments, the method 

further includes determining, by the user's device, the type of the at least one data packet 

of the received request, and modifying data packets corresponding to requests for sharing 

of responses and corresponding data patterns, corresponding to at least one data packet 

type, that are not compatible with the received privacy preference, wherein the privacy 

preference includes a list of allowed data packet types for sharing during communication. 

[012] In some embodiments, the user's device includes a database with at least one data 

pattern corresponding to a request for sharing of data packets from the user's device, and 

wherein the at least one data pattern compatible with the received request is determined 

from the database. In some embodiments, the method further includes determining, by the 

user's device, the type of the at least one data packet of the received request, and linking at 

least one data pattern to a type of data packet from the user's device, wherein the linking is 

based on the pattern of the at least one response. 

[013] In some embodiments, the method further includes identifying a data pattern 

corresponding to a request for sharing of data packet types, wherein the identified data 

pattern is not compatible with the received privacy preference, and providing a response 

with at least one modified data packet corresponding to the request for sharing types of 

data packets. In some embodiments, the modification of the at least one modified data 

packet is selected from the group consisting of data nullification, blocking, data 

randomization, content modification, change of encoding, change of file template, change 

of header, change of footer, addition of a predetermined data packet and encryption. 

[0 14] In some embodiments, the method further includes issuing an alert upon detection 

of a request for sharing data packets, wherein the detected request does not correspond to 

at least one of data type and data pattern that is compatible with the received privacy 

preference. In some embodiments, the method further includes identifying a 

communication pattern between the server and the user's device, wherein the 

communication pattern includes at least one request for retrieval of at least one data packet 

from the user's device and corresponding responses, and issuing an alert upon detection of 

a change in the identified communication pattern. 

[015] In some embodiments, data packets from the user's device are selected from the 

group consisting of user's device files, user's device characteristics, user's device indirect 
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attributes, user's device sensor data, user's device browser data, user's device form data, 

user's device dynamic memory and user's device static memory. 

[0 16] There is thus provided, in accordance with some embodiments of the invention, a 

system for dynamic management of private data during communication between a remote 

server and at least one user's device, the system including a data type database, including 

at least one data type corresponding to sharing of at least one data packet from the user's 

device, a privacy preference database, including a list of allowed types of data packets for 

sharing during communication with the at least one user's device, a communication 

module, to allow communication between the remote server and the at least one user's 

device, and a processor, coupled to the response database and to the privacy preference 

database, wherein the processor is configured to determine at least one data type for 

sharing of data packet that is compatible with the list of allowed patterns of data packets 

for sharing. 

[0 17] In some embodiments, the system further includes a user interface to issue an alert 

upon detection of a request for retrieval of data packets that is not compatible with the 

privacy preference. In some embodiments, the system further includes a data pattern 

database, coupled to the processor, wherein the processor is configured to modify data 

packets corresponding to requests for retrieval of data packets and data types that are not 

compatible with data patterns from a data pattern database. 

[018] In some embodiments, data packets from the user's device are selected from the 

group consisting of user's device files, user's device characteristics, user's device indirect 

attributes, user's device sensor data, user's device browser data, user's device form data, 

user's device dynamic memory and user's device static memory. In some embodiments, at 

least the communication module and the processor are embedded on a single hardware 

component. 

BRIEF DESCRIPfION OF THE DRAWINGS 

[019] The subject matter regarded as the invention is particularly pointed out and 

distinctly claimed in the concluding portion of the specification. The invention, however, 

both as to organization and method of operation, together with objects, features, and 

advantages thereof, may best be understood by reference to the following detailed 

description when read with the accompanying drawings in which: 
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[020] Fig. 1 shows a schematic block diagram of an exemplary computing device, 

according to some embodiments of the invention; 

[021] Fig. 2 schematically illustrates a data mapping system, according to some 

embodiments of the invention; 

[022] Fig. 3A schematically illustrates examplary mapping of data type database, 

according to some embodiments of the invention; 

[023] Fig. 3B schematically illustrates examplary mapping of data pattern database, 

according to some embodiments of the invention; 

[024] Fig. 3C schematically illustrates examplary mapping of privacy preference table, 

according to some embodiments of the invention; 

[025] Fig. 4 schematically illustrates a data management system, according to some 

embodiments of the invention; 

[026] Fig. 5 shows a flowchart for a method of management of data packets with a 

sharing algorithm during communication between a remote server and a user's device, 

according to some embodiments of the invention; 

[027] Figs. 6A-6B show flowcharts for a method of dynamic management of private data 

during communication between a remote server and a user's device, according to some 

embodiments of the invention; and 

[028] Fig. 7 schematically illustrates a data management system 700 for dynamic 

management of private data that is embedded on a hardware component, according to 

some embodiments of the invention. 

[029] It will be appreciated that for simplicity and clarity of illustration, elements shown 

in the figures have not necessarily been drawn to scale. For example, the dimensions of 

some of the elements may be exaggerated relative to other elements for clarity. Further, 

where considered appropriate, reference numerals may be repeated among the figures to 

indicate corresponding or analogous elements. 

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION 

[030] In the following detailed description, numerous specific details are set forth in order 

to provide a thorough understanding of the invention. However, it will be understood by 

those skilled in the art that the present invention may be practiced without these specific 
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details. In other instances, well-known methods, procedures, and components have not 

been described in detail so as not to obscure the present invention. 

[031] Although embodiments of the invention are not limited in this regard, discussions 

utilizing terms such as, for example, "processing," "computing," "calculating," 

"determining," "establishing", "analyzing", "checking", or the like, may refer to 

operation(s) and/or process(es) of a computer, a computing platform, a computing system, 

or other electronic computing device, that manipulates and/or transforms data represented 

as physical (e.g., electronic) quantities within the computer's registers and/or memories 

into other data similarly represented as physical quantities within the computer's registers 

and/or memories or other information non-transitory storage medium that may store 

instructions to perform operations and/or processes. Although embodiments of the 

invention are not limited in this regard, the terms "plurality" and "a plurality" as used 

herein may include, for example, "multiple" or "two or more". The terms "plurality" or "a 

plurality" may be used throughout the specification to describe two or more components, 

devices, elements, units, parameters, or the like. Unless explicitly stated, the method 

embodiments described herein are not constrained to a particular order or sequence. 

Additionally, some of the described method embodiments or elements thereof can occur 

or be performed simultaneously, at the same point in time, or concurrently. 

[032] Reference is made to Fig. I, showing a schematic block diagram of an exemplary 

computing device, according to embodiments of the present invention. Computing device 

100 may include a controller I 05 that may be, for example, a central processing unit 

processor (CPU), special purpose processor such as a graphic processing unit (GPU), 

communication control processing (CCP), a chip or any suitable computing or 

computational device, an operating system 115, a memory 120, a storage 130, an input 

devices 135 and an output device 140. Controller 105 may be configured to carry out 

methods as disclosed herein by for example executing code or software. 

[033] Operating system I 15 may be or may include any code segment designed and/or 

configured to perform tasks involving coordination, scheduling, arbitration, supervising, 

controlling or otherwise managing operation of computing device I 00, for example, 

scheduling execution of programs. Operating system 115 may be a commercial operating 

system. Memory 120 may be or may include, for example, a Random Access Memory 

(RAM), a read only memory (ROM), a Dynamic RAM (DRAM), a Synchronous DRAM 
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(SD-RAM), a double data rate (DDR) memory chip, a Flash memory, a volatile memory, 

a non-volatile memory, a cache memory, a buffer, a short term memory unit, a long term 

memory unit, or other suitable memory units or storage units. Memory 120 maybe or may 

include a plurality of, possibly different memory units. 

[034] Executable code 125 may be any executable code, e.g., an application, a program, a 

process, automated task, software bots configured to manage data communication and 

user data collection (e.g., botnet), software adapted to perform artificial intelligence (AI), 

e.g. machine learning, deep learning, task or script. Executable code 125 may be executed 

by controller 105 possibly under control of operating system 115. Where applicable, 

executable code 125 may carry out operations described herein in real-time. Computing 

device I 00 and executable code 125 may be configured to update, process and/or act upon 

information at the same rate the information, or a relevant event, are received. In some 

embodiments, more than one computing device I 00 may be used. For example, a plurality 

of computing devices (in serial and/or parallel) that include components similar to those 

included in computing device I 00 may be connected to a network and used as a system. 

[035] Storage 130 may be or may include, for example, a hard disk drive, a universal 

serial bus (USB) device or other suitable removable and/or fixed storage unit. Content 

may be stored in storage 130 and may be loaded from storage 130 into memory 120 and 

may be stored in read only memory (ROM) to be loaded into memory 120 where it may 

be processed by controller 105. In some embodiments, some of the components shown in 

Fig. I may be omitted. For example, memory 120 may be a non-volatile memory having 

the storage capacity of storage 130. Accordingly, although shown as a separate 

component, storage 130 may be embedded or included in memory 120. 

[036] Input devices 135 may be or may include a mouse, a keyboard, a touch screen or 

pad or any suitable input device. In some embodiments, computing device I 00 receives 

input from a sensor such as global positioning system (GPS), camera, microphone, 

accelerometer, light sensor, compass, and any other sensor. It will be recognized that any 

suitable number of input devices may be operatively connected to computing device I 00 

as shown by block 135. Output devices 140 may include one or more displays, indicators, 

speakers, haptic output and/or any other suitable output devices. It will be recognized that 

any suitable number of output devices may be operatively connected to computing device 

100 as shown by block 140. Any applicable input/output (l/0) devices may be connected 

8 



P-566702-IL 

to computing device 100 as shown by blocks 135 and 140. For example, a wired or 

wireless network interface card (NIC), a modem, a universal serial bus (USB) device or 

external hard drive, cellular network connection, optical network connection, Bluetooth, 

and NFC may be included in input devices 135 and/or output devices 140. 

[037] Embodiments of the invention may include an article such as a computer or 

processor non-transitory readable medium, or a computer or processor non-transitory 

storage medium, such as for example a memory, a disk drive, or a USB flash memory, 

encoding, including or storing instructions, e.g., computer-executable instructions, which, 

when executed by a processor or controller, carry out methods disclosed herein. For 

example, a storage medium such as memory 120, computer-executable instructions such 

as executable code 125 and a controller such as controller 105. 

[038] Some embodiments may be provided in a computer program product that may 

include a non-transitory machine-readable medium, with instructions stored thereon, 

which may be used to program a computer, or other programmable devices, to perform 

methods as disclosed herein. Embodiments of the invention may include an article such as 

a computer or processor non-transitory readable medium, or a computer or processor non­

transitory storage medium, such as for example a memory, a disk drive, or a USB flash 

memory, encoding, including or storing instructions, e.g., computer-executable 

instructions, which when executed by a processor or controller, carry out methods 

disclosed herein. The storage medium may include, but is not limited to, any type of disk 

including magneto-optical disks, semiconductor devices such as read-only memories 

(ROMs), random access memories (RAMs), such as a dynamic RAM (DRAM), erasable 

programmable read-only memories (EPROMs), flash memories, electrically erasable 

programmable read-only memories (EEPROMs), magnetic or optical cards, or any type of 

media suitable for storing electronic instructions, including programmable storage devices. 

[039] A system according to embodiments of the invention may include components such 

as, but not limited to, a plurality of central processing units (CPU) or any other suitable 

multi-purpose or specific processors or controllers, a plurality of input units, a plurality of 

output units, a plurality of memory units, and a plurality of storage units. A system may 

additionally include other suitable hardware components and/or software components. In 

some embodiments, a system may include or may be, for example, a personal computer, a 

desktop computer, a mobile computer, a laptop computer, a notebook computer, a 
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terminal, a workstation, a server computer, a Personal Digital Assistant (PDA) device, a 

tablet computer, a network device, a smartphone, IOT device, action specific 

computerized machine (such as a dedicated robot) or any other suitable computing device. 

Unless explicitly stated, the method embodiments described herein are not constrained to a 

particular order or sequence. Additionally, some of the described method embodiments or 

elements thereof can occur or be performed at the same point in time. 

[040] Reference is now made to Fig. 2, which schematically illustrates a data mapping 

system 200 for mapping of private data during communication with a remote server 201, 

according to some embodiments of the invention. The direction of arrows in Fig. 2 may 

indicate the direction of information flow. In order to manage private data for individual 

users, data mapping system 200 may initially map data types and data patterns (for 

example as a calibration process), as further described hereinafter. It should be noted that 

private data as used hereinafter may refer to any data and/or portion of data representing 

user's behavior, habits, characteristics, opinions, preferences, tendencies, relations, 

actions, status parameters (e.g., social, health, economic/wealth, legal, dependencies, 

being part of group and the like) and the like. In some embodiments, the user may be a 

computerized device (e.g., IOT, bot and the like) automatically operating on the user's 

behalf, so that the private data may refer to data and/or characteristics of the computerized 

device. Private data may also include privacy data and/or privacy preference(s). 

[041] A user may choose based on private preference to share some private data and not 

to share other private data. Users may choose to share same private data with specific 

server and/or application and not to share it with different servers and/or application. In 

some embodiments, users may change such preference(s) at any applicable point in time. 

In some embodiments, private data may be automatically created to represent at least one 

feature of a computerized device and/or of the user of the computerized device. In some 

embodiments, private data may include at least one communication pattern and/or 

communication origin and destination and/or digital footprint and/or digital trace and/or 

digital response and/or digital reference. In some embodiments, private data may be 

received from analysis of data and/or from an external sensor and/or other source. 

[042] The server 201 may be coupled to processor 202 such as controller I 05, shown in 

Fig. I. In some embodiments, processor 202 may receive at least one data packet 203 from 

server 201 to be mapped. For instance, processor 202 may receive at least one data packet 
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203 from a set of predetermined ( or pre-classified) data packets 203. In some 

embodiments, processor 202 may receive from server 201 a request for sharing at least 

one data packet 203, for instance a request to share data packet with a contact name or 

contact directory data, where an automatic response may be created for each such request. 

It should be noted that data of such responses may also be considered as data packets 203 

(e.g., to be mapped). 

[043] In some embodiments, data mapping system 200 may include at least one data type 

database 204 and/or at least one data pattern database 205 and/or at least one privacy 

preference database 206 coupled to processor 202. In some embodiments, processor 202 

may analyze the received data packet 203 to determine data type 207 of the data packet 

203, for example by verifying at least one characteristic of the data packet 203. An 

examplary mapping of data types 207 is shown in Fig. 3A. 

[044] In some embodiments, processor 202 may receive (e.g., from a user) privacy 

preference 209 to map the privacy preference database 206 for each data type and/or data 

pattern of the at least one data packet 203. In some embodiments, data mapping system 

200 may include a modification algorithm 210, coupled to processor 202, and configured 

to, modify content of data packets according to at least one privacy preference 209 (e.g., 

nullify a content of a data packet). For example, the user may select a privacy preference 

209 for forbidden sharing of location such that modification algorithm 210 may modify 

the content of the data packet 203 per a predetermined algorithm, for instance randomly 

modify the location (country) to any other country from a list of countries (e.g., Italy). 

[045] Reference is now made to Fig. 3A, which schematically illustrates examplary 

mapping of data type database 204, according to some embodiments of the invention. 

Processor 202 may receive a request to share at least one data packet 203 (e.g., from 

server 201) and analyze characteristics of the at least one data packet 203, for example 

analyze characteristics of automatically created responses for the request In some 

embodiments, the content of the received at least one data packet 203 may be analyzed for 

purposes of data type mapping. 

[046] According to some embodiments, characteristics of the received at least one data 

packet 203 may be determined and dynamically fitted to an 'i' -dimensional vector 304 

(e.g., static characteristics determined from metadata). It should be noted that while the 

characteristics vector 304 shown in Fig. 3A is five-dimensional, such vectors may have a 
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large number of characteristics. For example, an injective vector having dimensions of 50 

characteristics (so that 'i'=50) or more. In some embodiments, an increased number of 

parameters in the characteristics vector 304 may improve chances of correctly determining 

the data type 207 until optimal determination of various data types may be achieved. 

[047] At least one of the following characteristics of a data packet 203 may be injectively 

determined for each data packet: header, footer, version number, request by hostname/lP, 

sent to hostname/lP, server hostname/lP, IP address, file extension, , standard title, non­

standard title, , encryption yes/no, encryption method, encoding yes/no, encoding method 

(e.g., 'UTF8'), whole file, chunked file, keywords, API version, SDK version, Social 

plug-in version, driver, communication protocol, action verbs, HTTP/HTTPS, URL Part 

Names, and/or any other specific character 'i' within the at least one data packet 203. The 

determined characteristics vector 304 may be associated with a particular data type 207 

(since every data packet 203 corresponds to some data type 207), that may be still 

unknown (e.g., in terms of its content) and for instance indicated as data type 'j'. In some 

embodiments, processor 202 may receive at least one pre-classified data packet 203 with a 

known data type. In some embodiments, the data type 207 of characteristics vector 304 for 

the data-mapping stage, may be determined by reading the content of the corresponding 

data packet 203, for example reading content for the country name, web browsing history, 

operating system, etc. 

[048] Such data types 207 (or characteristics vectors 304) that are gathered by processor 

202, and possibly still having unknown data type content ( e.g., data type 'j') at this stage, 

may be stored (e.g., stored in memory such as memory 120 shown in Fig. I) at data type 

database 204 in order to carry out the data type mapping. Processor 202 may map the 

stored data types to link characteristics vectors 304 with data types 207. In some 

embodiments, processor 202 may determine that characteristics vectors 304 having at least 

one identical characteristic may correspond to a particular data type 207 ( e.g. Web content 

search history type). 

[049] Reference is now made back to Fig. 2. In some embodiments, data pattern database 

205 may include at least one data pattern 208 corresponding to responses to sharing of at 

least one data packet 203. Similarly to mapping of data types ( e.g., as shown in Fig. 3A), 

processor 202 may map data patterns of responses to request of sharing data packets 203. 

It should be noted that while the data type 207 of a data packet 203 may correspond to 
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static parameters (e.g., email address), the data patterns 208 may correspond to features of 

the dynamic data flow of data packet 203 that may be regarded as the "behavior" of the 

data packet 203. 

[050] Reference is now made to Fig. 3B, which schematically illustrates examplary 

mapping of data pattern database 205, according to some embodiments of the invention. 

Processor 202 may receive at least one data packet 203 (e.g., from server 201), for 

example at least one response ( or data packet) corresponding to a request for sharing the 

data packet 203 to analyze pattern behavior of the at least one response (or data packet). In 

some embodiments, the content of the received at least one data packet 203 may be 

analyzed to determine the data pattern. For example, at least one response may injectively 

correspond to a request for sharing at least one data packet 203 and/or a characteristic of 

the data packet 203 (e.g., a picture file from memory or from camera). 

[051] It should be noted that while the pattern vector 305 shown in Fig. 3B is four­

dimensional, such vectors may have a large number of features or ranges. For example, an 

injective vector 305 having dimensions of 100 features and/or ranges (so that 'm'=I00) or 

more. At least one of the following dynamic features of a data pattern may be determined 

for each data packet: frequency (e.g., appearance(s) per second), size (e.g., in kilobytes), 

speed (in kilobytes per second), count (e.g., numbers), ratio (e.g., compared to other 

datatype flow), repeat (e.g., cyclic order), order, server reference (e.g., website reference 

such as "example.com/feature") and/or any combination thereof and/or other pattern 

behavior 'm' within the at least one data packet. In some embodiments, ranges for every 

feature (e.g., frequency) may be determined (e.g., lowest and highest frequency) as a 

feature of the data pattern 208. In some embodiments, a range may refer to non-discrete 

values (in contrast to discrete or static values in data type mapping, as shown in Fig. 3A), 

for instance a range defining number of website sub references (e.g., "example.com/sub­

feature/sub-feature" with two sub references). 

[052] The determined feature or pattern behavior vector 305 may be associated with a 

particular data pattern 208 (since every data packet 203 corresponds to some data pattern 

208), that may be still unknown and for instance indicated as data pattern 208 'n'. In some 

embodiments, processor 202 may receive at least one pre-classified data packet 203 with a 

known data pattern. 
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[053] Such data patterns 208 that are gathered by processor 202, and possibly still having 

unknown data pattern 'n' at this stage, may be stored (e.g., stored in memory such as 

memory 120 shown in Fig. I) at data pattern database 205 in order to carry out the data 

pattern mapping. Processor 202 may map the stored data patterns 'n' to link behavior 

vectors 305 with data patterns 208. In some embodiments, processor 202 may determine 

that pattern behavior vectors 305 having at least one identical characteristic and/or range 

may correspond to a data pattern 208 (e.g., same frequency range). In some embodiments, 

data patterns 208 may be determined according to logical conditions and/or ranges, for 

example for responses having frequency and size features in within predetermined 

thresholds. 

[054] Reference is now made to Fig. 3C, which schematically illustrates examplary 

mapping of privacy preference table 306, according to some embodiments of the 

invention. Processor 202 may receive at least one data packet 203 (e.g., from server 201), 

for example at least one response ( or data packet) corresponding to a request for sharing 

the data packet 203 to analyze type and pattern behavior of the at least one response ( or 

data packet) to create data type database 204 and data pattern database 205 as described 

above. In some embodiments, processor 202 may receive (e.g., from a user) privacy 

preference database 206 to map the privacy preference table 306 for each data type 

(content) and/or data pattern of the at least one data packet 203. For example, the user may 

fill a privacy preference template (e.g., selecting to allow sharing of username) for 

different options of data types and/or data patterns to determine the privacy preference 

table 306. In case that some data packet is forbidden for sharing (e.g., contact data and/or a 

password), the content of that data packet may be, for example randomly, modified by 

predetermined modification algorithm 210 such that the modified content (e.g., nullified 

password or randomly replaced to a dummy contact name from a list) may be shared. In 

some embodiments, processor 202 may only check the data type such that no pattern is 

checked in order to determine the policy to apply, for example sharing of password data 

types may be completely forbidden so that data patterns are not checked. In some 

embodiments, processor 202 may detect an IoT device and only check the data pattern 

where the data type may not be checked. In some embodiments, processor 202 may only 

check the data pattern such that no data type is checked, for example checking frequency 

limit and modifying in accordance with the predefined limitations. In some embodiments, 
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repetition in at least one forbidden characteristic ( e.g., forbidden frequency) may cause 

blocking of data sharing. 

[055] Reference is now made back to Fig. 2. In some embodiments, privacy preference 

database 206 may include at least one privacy preference 209 such as a template to link 

privacy preferences for the determined data types 207 and/or data patterns 208 and/or 

modification algorithm 210. For example, privacy preference database 206 may include an 

on-populated matrix with data types 207 and/or data patterns 208 and/or modification 

algorithm 210 such that a user may choose which data types (content) 207 and/or data 

patterns 208 to share. In some embodiments, data mapping system 200 may include a 

modification algorithm 210, coupled to processor 202, and configured to manage sharing 

of at least one data packet 203 based on its data type 207 and/or data pattern 208 to 

comply with at least one privacy preference 209. The operation of the modification 

algorithm 21 0 is further described in Fig. 5, hereinafter. 

[056] In some embodiments, data mapping system 200 (shown in Fig. 2) may be used as 

a system to determine collection of uncontrolled information from hardware equipment. 

Some manufacturers embed into their products, hidden agent(s) which transmits at least 

one hidden data packet. As may be apparent to one of ordinary skill in the art, such 

systems and methods may identify "back door" ability which may be part of the hardware 

core functionality and/or part of unit's embedded software. In some embodiments, by 

implementing the data mapping system 200 (shown in Fig. 2), unrecognized type and/or 

pattern of data packet may be determined, wherein the unrecognized type and/or pattern of 

data packet may be generated internally (in contrast to being requested by the server). 

Such data packet may be stored and further investigated for its origin and destination. 

[057] Reference is now made to Fig. 4, which schematically illustrates a data 

management system 400 for dynamic management of private data during communication 

between a remote server 401 (such as server 201 in Fig. 2) and at least one user's device 

411, according to some embodiments of the invention. The direction of arrows in Fig. 4 

may indicate the direction of information flow. It should be noted that the at least one 

user's device 411 may be a computerized device such as computing device I 00, shown in 

Fig. I. 

[058] In some embodiments, data management system 400 may include a data type 

database 404 (such as data type database 204 in Fig. 2), coupled to processor 402, such 
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that processor 402 may modify data packets (e.g., modify responses) to requests for 

retrieval of data packets 403 that are not compatible with data types from a data type 

database 404 and/or with data patterns from a data pattern database 405. In some 

embodiments, data management system 400 may further include a user interface 413 to 

issue an alert upon detection of a request for retrieval of data packets 403 that is not 

compatible with the privacy preference. In some embodiments, data packets 403 from the 

user's device 411 may be a response created as full or partial extraction(s) selected from 

the group consisting of any one of user's device files (permanent or temporary), user's 

device characteristics, user's device indirect attributes, user's device sensor data, user's 

device browser data, user's device form data, user's device dynamic memory user's 

device static memory or the like. 

[059] In some embodiments, data management system 400 may further include a user 

database 421 and/or a server database 431 for mapping of users and/or servers. Each user 

and/or user's device 411 using data management system 400 may be registered in user 

database 421 with corresponding privacy preference from privacy preference database 

406, such that each user and/or user's device 411 may be linked to at least one privacy 

preference from privacy preference database 406. In some embodiments, server database 

431 may include a list of servers 401 for communication with user devices 411. For 

example, a user may determine a predefine list of servers 401 for sharing of data (e.g., 

determine a whitelist). Thus, privacy preference database 406 may link privacy and/or 

sharing preferences for each user and/or server and/or data type and/or data pattern. 

[060] In some embodiments, data management system 400 may perform at least one of 

sharing, blocking and/or modifying, per the modification algorithm 410 (e.g., such as 

modification algorithm 210, shown in Fig. 2), data packets 403 during communication 

between server 401 and user's device 411 according to the corresponding privacy 

preference from privacy preference database 406. For example, requests for sharing of 

data packets 403 of unrecognized data type may be blocked, requests for sharing of data 

packets 403 of allowed data type are shared, and requests for sharing of data packets 403 

of forbidden data type are modified such that a predetermined response may be shared 

(e.g., nullify of contact data and randomly change to different mobile carrier from carrier 

list). In some embodiments, modification algorithm 410 may be configured for each 

mapped data type and/or data pattern so as to maintain communication as well as the 
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privacy preference by, for example randomly, modifying forbidden data packet ( content) 

for sharing. 

[061] In some embodiments, data mapping system 200 (shown in Fig. 2) may be 

continuously updates such that blocked unrecognized data types may be stored in a 

dedicated memory (such as memory 120 in Fig. I) until this data type is mapped and 

recognized. 

[062] In some embodiments, data management system 400 may perform at least one of 

sharing, blocking and modifying data packets 403 during communication between server 

40 I and user's device 411 in substantially real time such that the user may continue 

operation of user's device 411 while data management system 400 may operate in the 

background and/or operate in application mode for some operating systems (e.g., IOS) 

and/or some browsers (e.g., Safari). In some embodiments, data management system 400 

(in contrast to the data-mapping stage) may handle encrypted data packets 403 since 

determination of data type does not read and concern the actual content of the data packet 

403 even if the content is encrypted. It should be noted that while the mapping stage (e.g., 

described in Figs. 2 and 3A-3C) may require reading the content of the data packets for 

initial determination of data type and/or data pattern and/or privacy preference, the data 

management system 400, in contrast, does not need to read the actual content of the data 

packets. 

[063] In some embodiments, data management system 400 may include a data pattern 

database 405 (such as data pattern database 205 in Fig. 2) with at least one data pattern 

corresponding to sharing of at least one data packet 403 (such as data packet 203 in Fig. 2) 

from user's device 411. In some embodiments, various data packets may be analyzed 

(e.g., by a processor) to determine reoccurring data patterns and thereby create data pattern 

database 405. As may be apparent to one of ordinary skill in the art, computerized devices 

such as user's device 411 may include a plurality of data packets 403 with various 

information (e.g., time zone, type of operating system, location, web browsing history, 

mouse movement, external audio, eye's focus tracking etc.) regarding the user's device 

411. 

[064] During communication with remote servers such as server 40 I, the server may send 

requests for sharing of these data packets 403, wherein the user's device 411 may 

automatically provide a corresponding response ( or data packet) that is compatible with 
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the received request without knowledge, control and/or authorization of the user. 

According to some embodiments, data management system 400 may manage data packets 

403 that are shared with server 401 according to a predefined privacy preference. In some 

embodiments, data management system 400 may further include a privacy preference 

database 406 (such as privacy preference database 206 in Fig. 2) with a predetermined 

privacy preference and/or a list of allowed and/or forbidden types of data packets 403 for 

sharing and/or modifying and/or, if not recognized, for blocking during communication 

with the at least one user's device 411. In some embodiments, at least some elements of 

the data management system 400 may be similar to corresponding elements in data 

mapping system 200, for example privacy preference database 406 while the content of 

data packet is not read. 

[065] In some embodiments, data management system 400 may further include a 

communication module 412 configured to allow communication between the server 401 

and the at least one user's device 411. In some embodiments, a user may determine at 

least one privacy preference from privacy preference database 406 with privacy 

preferences for data types and/or data patterns that the user allows for sharing ( and/or 

forbidden types to be modified and/or, if not recognized types, to be blocked), for example 

the user may choose to block sharing of location data of any kind. 

[066] In some embodiments, data management system 400 may further include a 

processor 402 (such as controller 105, shown in Fig. I) coupled to the data pattern 

database 405 and to the privacy preference database 406. In some embodiments, processor 

402 may be coupled to communication module 412. In some embodiments, processor 402 

may be embedded in user's device 411. In some embodiments, processor 402 may 

determine at least one data pattern for sharing of data packet 403 that is for example 

compatible with the list of allowed types of data packets 403 from data type database 404 

for sharing. In some embodiments, processor 402 may be embedded in server 40 I. 

[067] In some embodiments, data management system 400 may operate in user's device 

411 (e.g., in the form of internal proxy) to manage sharing of data packets 403, while data 

management system 400 may not affect other functionalities of the user's device 411 so as 

to allow uninterrupted usage of the device. 

[068] Reference is now made to Fig. 5, which shows a flowchart for a method of 

management of data packets with a sharing algorithm during communication between a 
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remote server and a user's device, according to some embodiments of the invention. The 

processor (e.g., processor 402) may provide a data packet 403, for instance in response to 

a request for sharing of data. The received data packet 403 may be checked 501 for known 

or unknown element, for instance checked 501 for known data type and/or known data 

pattern based on data type database 404 and/or data pattern database 405. According to 

some embodiments, unknown elements may be determined as unrecognized and be 

blocked 510 by the sharing algorithm and not shared (e.g., with the server). 

[069] In some embodiments, known elements may be checked 502 for allowed or 

forbidden elements, for instance checked 502 for allowed data type and/or allowed data 

pattern based on privacy preference database 406. According to some embodiments, 

allowed elements may be shared 520 by the sharing algorithm. According to some 

embodiments, forbidden elements may be, for example randomly, modified 530 by the 

predetermined modification algorithm 410 with sharing 520 of the modified content (e.g., 

with the server). For example, a user choosing not to share the country name may choose a 

privacy preference to modify such data packet to always share a random country name 

from a list of countries (e.g., "France") by modifying the data packet to be shared with the 

user, in order to maintain ongoing communication with the server. 

[070] It should be noted that with data management system 400, the user may choose 

features for sharing such that other features that are forbidden for sharing may be modified 

so as to allow continuous and uninterrupted communication with the server. 

[071] Reference is now made to Fig. 6A, which shows a flowchart for a method of 

dynamic management of private data during communication between a remote server 401 

and a user's device 411, according to some embodiments of the invention. In some 

embodiments, user's device 411 may receive 601 a request for retrieval of at least one data 

packet 403 from the user's device 411, wherein the user's device 411 may provide a 

response corresponding to the received request. 

[072] In some embodiments, the user's device 411 may determine 602 the data type of 

the at least one data packet 403 corresponding to the received request. In some 

embodiments, the user's device 411 may receive 603 a privacy preference for the user's 

device 411, wherein the privacy preference includes a list of allowed ( or forbidden) data 

packet types for sharing ( or randomly modifying per the predetermined modification 

algorithm for each forbidden data type) during communication. In some embodiments, 
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data packets corresponding to requests for sharing of responses that are not compatible 

with the received privacy preference may be modified 604. In some embodiments, 

responses to requests for sharing of data packets 403 of unrecognized type may be 

blocked. In some embodiments, communication between the remote server 401 and the 

user's device 411 may be maintained 605 with sharing of the modified data packets (e.g., 

responses). 

[073] In some embodiments, the user's device 411 may determine a pattern of at least one 

response corresponding to the received request, and modify data packets (e.g., responses) 

to requests for sharing of data packets 403 corresponding to at least one data pattern that 

are not compatible with the received privacy preference. In some embodiments, the 

privacy preference may include a list of allowed data patterns for sharing during 

communication. 

[074] It should be noted that such predetermined modification per each forbidden data 

packet type, may be a fixed or random action, depend on the user's preference and the 

content (e.g. nullify for password and randomly change to different country from countries 

list). For data packets that are not compatible with the received privacy preference (as 

determined by the user) may allow users to optimally control sharing of their data. For 

example, a user choosing not to share location data may use the system to randomly 

modify the data packets during communication (as above) such that the location data may 

not be transferred via other means (e.g., user's instruction not to share location, 

application blocking only sensor GPS data while sharing country code data). 

[075] In some embodiments, the user's device 411 may include a database with at least 

one data packet type corresponding to a request for sharing of data packets 403 from the 

user's device 411, wherein the type of data packets 403 may be determined from the data 

packet type database. In some embodiments, at least one response may be linked to a type 

of data packet 403 from the user's device 411, wherein the linking may be based on the 

data type and data pattern of the at least one response. 

[076] In some embodiments, a response corresponding to a request for sharing of data 

packets may be identified (e.g., by a processor 402), wherein the identified response is not 

compatible with the received privacy preference. In some embodiments, a response with at 

least one modified data packet corresponding to the request for sharing types of data 

packets may be provided per the modification algorithm. In some embodiments, 
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modification of the at least one modified data packet 403 may be selected from the group 

consisting of data nullification, change of encoding and/or file template, change of header 

and/or footer, blocking, data randomization, content modification, addition of a 

predetermined data packet, encryption or the like. 

[077] In some embodiments, a communication pattern between the server 401 and the 

user's device 411 may be identified, wherein the communication pattern may include at 

least one request for retrieval of at least one data packet 403 from the user's device 411 

and corresponding responses. In some embodiments, an alert may be issued (e.g., by a 

processor 402) upon detection of a change in the identified communication pattern. In 

some embodiments, data packets 403 from the user's device 411 may be a response 

created as full or partial extraction(s) selected from the group consisting of any one of 

user's device files (permanent or temporary), user's device characteristics, user's device 

indirect attributes, user's device sensor data, user's device browser data, user's device 

form data, user's device dynamic memory user's device static memory or the like .. 

[078] Reference is now made to Fig. 6B, which shows a flowchart for a method of 

dynamic management of private data during communication between a remote server 401 

and a user's device 411, according to some embodiments of the invention. In some 

embodiments, user's device 411 may receive 611 a request for retrieval of at least one data 

packet 403 from the user's device 411, wherein the user's device 411 may provide a 

response corresponding to the received request. 

[079] In some embodiments, user's device 411 may determine 612 at least one data 

pattern corresponding to the received request. In some embodiments, user's device 411 

may receive 613 a privacy preference for the user's device 411, wherein the privacy 

preference may include a list of allowed (and/or forbidden) data patterns for sharing 

(and/or randomly modifying according to the predetermined modification algorithm for 

each of the forbidden data patterns) during communication. In some embodiments, 

responses corresponding to requests for sharing of data packets and corresponding data 

patterns that are not compatible with the received privacy preference may be modified 

614. In some embodiments, communication between the remote server 401 and the user's 

device 411 may be maintained 615 with sharing of the modified responses. 

[080] In some embodiments, user's device 411 may determine the type of the at least one 

data packet 403 of the received request. In some embodiments, requests for sharing of data 
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packets 403 and corresponding data patterns, corresponding to at least one data packet 

type, that are not compatible with the received privacy preference may be modified. In 

some embodiments, the privacy preference may include a list of allowed (and/or 

forbidden) data packet types for sharing (and/or modifying) during communication. 

[081] In some embodiments, user's device 411 may include a database with at least one 

data pattern corresponding to a request for sharing of data packets from the user's device, 

and wherein the at least one data pattern compatible with the received request may be 

determined from the database. In some embodiments, user's device 411 may determine 

the type of the at least one data packet 403 of the received request, and link at least one 

data pattern to a type of data packet from the user's device 411, wherein the linking may 

be based on the pattern of the at least one response. 

[082] In some embodiments, a data pattern corresponding to a request for sharing of types 

data packets 403 may be identified ( e.g., by a processor 402), wherein the identified data 

pattern is not compatible with the received privacy preference. In some embodiments, a 

response with at least one modified data packet corresponding to the request for sharing 

types of data packets may be provided. 

[083] In some embodiments, an alert may be issued (e.g., by a processor 402) upon 

detection of a request for sharing data packets, wherein the detected request does not 

correspond to a data type and/or a data pattern and/or a combination thereof that is not 

compatible with the received privacy preference. In some embodiments, a communication 

pattern between the server 40 I and the user's device 411 may be identified, wherein the 

communication pattern may include at least one request for retrieval of at least one data 

packet 403 from the user's device 411 and corresponding responses. In some 

embodiments, an alert may be issued ( e.g., by a processor 402) upon detection of a change 

in the identified communication pattern. 

[084] In some embodiments, a data management system (e.g., data management system 

400 as shown in Fig. 4) may be implemented as an exit gatekeeper to monitor outflow 

communication. For example, in network embedded devices (NED) with limited CPU 

power, low memory capacity and low power resources means (e.g., internet of things 

(JOT) device and/or machine to machine and/or machine to server communication and/or 

other thin client or the like). Outflow communication may be monitored for 

communication patterns and/or data packet type and/or data pattern and once going out of 

22 



P-566702-IL 

predefined type and/or pattern range, may limit communication flow and/or block it. This 

ability to monitor and control outflow communication by the system may prevent for any 

user's device and/or NED, from being part of communication overloading attacks for 

example distributed denial of service (DDoS) attack or the like. Such attacks may be 

created by malicious attackers who are remotely using uncontrolled user's device and/or 

NED or the like, to generate very high communication flow ( e.g., I terabyte per second) in 

short period of time (e.g. hundreds of thousands or more of IP address endpoints at the 

same time) that basically overload the attacked server(s) until it adversely impacts its 

ability to function and in some cases creates fatal malfunction in mission critical systems. 

[085] Reference is now made to Fig. 7, which schematically illustrates a data 

management system 700 for dynamic management of private data that is at least partially 

embedded on a hardware component 711 (indicated with a solid line), according to some 

embodiments of the invention. The data management system 700 may include the 

communication module and/or processor adjusted and preconfigured to privacy preference 

methods and processes and/or data storage such as privacy preference database. The data 

management system 700 may be at least partially embedded on a hardware component 

711, for instance embedded on one chip and/or integrated circuit and/or processor. 

According to some embodiments the system may communicate with server 401 and/or 

user's device 411 via the communication module 412. In some embodiments, the 

hardware component 711 (indicated with a solid line) may include at least one privacy 

preference database that been preconfigured and may be updated only locally so that no 

remote change can be made, for example by using electrically erasable programmable 

read-only memories (EEPROMs). In some embodiments, the hardware component 711 

(indicated with a solid line) may be embedded and/or added to user's device 411 

(indicated with a dashed line). 

[086] For example, such data management system 700 may be added into an IOT device 

(e.g., adding a chip and/or a circuit to the CPU) such that DDoS may be prevented, for 

example, communication between the IOT device may be monitored and controlled for 

unusual communication patterns, such that data patterns containing higher frequency ( e.g. 

higher than ten data packets per second) and/or data flow (e.g., higher than !megabyte per 

second) may be blocked by the system, according to privacy preferences determined for 

that purpose. For example, as shown in Fig. 3C as well. It should be noted that such 
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preferences may only check data patterns where the data type of the data packets in the 

communication are not checked. 

[087] Unless explicitly stated, the method embodiments described herein are not 

constrained to a particular order in time or chronological sequence. Additionally, some of 

the described method elements can be skipped, or they can be repeated, during a sequence 

of operations of a method. 

[088] Various embodiments have been presented. Each of these embodiments may of 

course include features from other embodiments presented, and embodiments not 

specifically described may include various features described herein. 
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CLAIMS 

1. A method of dynamic management of private data during communication between a 

remote server and a user's device, the method comprising: 

receiving, by the user's device, a request for retrieval of at least one data packet 

from the user's device, wherein the user's device is configured to provide a 

response corresponding to the received request; 

determining, by the user's device, the data type of the at least one data packet 

corresponding to the received request; 

receiving, by the user's device, a privacy preference for the user's device, 

wherein the privacy preference comprises a list of allowed data packet types for 

sharing during communication; 

modifying data packets corresponding to requests for sharing of responses that 

are not compatible with the received privacy preference; and 

maintaining communication between the remote server and the user's device, 

with sharing of the modified data packets. 

2. The method of claim 1, wherein the type of the at least one data packet is 

determined from metadata of communication with the remote server. 

3. The method of claim 1, further comprising: 

determining, by the user's device, pattern of at least one data packet 

corresponding to the received request; and 

modifying data packets corresponding to requests for sharing of responses 

corresponding to at least one data pattern, that are not compatible with the received 

privacy preference, 

wherein the privacy preference comprises a list of allowed data patterns for 

sharing during communication. 

4. The method of claim 1, wherein the user's device comprises a database with at least 

one data packet type corresponding to a request for sharing of data packets from the 

user's device, and wherein the type of data packets is determined from the database. 
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5. The method of claim 1, further comprising linking at least one response to a type of 

data packet from the user's device, wherein the linking is based on the type and 

pattern of the at least one response. 

6. The method of claim 1, further comprising: 

identifying a response corresponding to a request for sharing of data packets, 

wherein the identified response is not compatible with the received privacy 

preference; and 

providing a response with at least one modified data packet corresponding to the 

request for sharing types of data packets. 

7. The method of claim 6, wherein the modification of the at least one modified data 

packet is selected from the group consisting of data nullification, blocking, data 

randomization, content modification, change of encoding, change of file template, 

change of header, change of footer, addition of a predetermined data packet and 

encryption. 

8. The method of claim 1, further comprising: 

identifying a communication pattern between the server and the user's device, 

wherein the communication pattern comprises at least one request for retrieval of at 

least one data packet from the user's device and corresponding responses; and 

issuing an alert upon detection of a change in the identified communication 

pattern. 

9. The method of claim 1, wherein data packets from the user's device are selected 

from the group consisting of user's device files, user's device characteristics, user's 

device indirect attributes, user's device sensor data, user's device browser data, 

user's device form data, user's device dynamic memory and user's device static 

memory. 
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10. A method of dynamic management of private data during communication between a 

remote server and a user's device, the method comprising: 

receiving, by the user's device, a request for retrieval of at least one data packet 

from the user's device, wherein the user's device is configured to provide a 

response corresponding to the received request; 

determining, by the user's device, at least one data pattern corresponding to the 

received request; 

receiving, by the user's device, a privacy preference for the user's device, 

wherein the privacy preference comprises a list of allowed data patterns for sharing 

during communication; 

modifying data packets corresponding to requests for sharing of responses and 

corresponding data patterns that are not compatible with the received privacy 

preference; and 

maintaining communication between the remote server and the user's device, 

with sharing of the modified data packets. 

11. The method of claim I 0, wherein the pattern of the at least one response is 

determined from metadata of communication with the remote server. 

12. The method of claim 10, further comprising: 

determining, by the user's device, the type of the at least one data packet of the 

received request; and 

modifying data packets corresponding to requests for sharing of responses and 

corresponding data patterns, corresponding to at least one data packet type, that are 

not compatible with the received privacy preference, 

wherein the privacy preference comprises a list of allowed data packet types for 

sharing during communication. 

13. The method of claim 10, wherein the user's device comprises a database with at 

least one data pattern corresponding to a request for sharing of data packets from 

the user's device, and wherein the at least one data pattern compatible with the 

received request is determined from the database. 

27 



P-566702-IL 

14. The method of claim 10, further comprising: 

determining, by the user's device, the type of the at least one data packet of the 

received request; and 

linking at least one data pattern to a type of data packet from the user's device, 

wherein the linking is based on the pattern of the at least one response. 

15. The method of claim 10, further comprising: 

identifying a data pattern corresponding to a request for sharing of data packet 

types, wherein the identified data pattern is not compatible with the received 

privacy preference; and 

providing a response with at least one modified data packet corresponding to the 

request for sharing types of data packets. 

16. The method of claim 15, wherein the modification of the at least one modified data 

packet is selected from the group consisting of data nullification, blocking, data 

randomization, content modification, change of encoding, change of file template, 

change of header, change of footer, addition of a predetermined data packet and 

encryption. 

17. The method of claim 10, further comprising issuing an alert upon detection of a 

request for sharing data packets, wherein the detected request does not correspond 

to at least one of data type and data pattern that is compatible with the received 

privacy preference. 

18. The method of claim 10, further comprising: 

identifying a communication pattern between the server and the user's device, 

wherein the communication pattern comprises at least one request for retrieval of at 

least one data packet from the user's device and corresponding responses; and 

issuing an alert upon detection of a change in the identified communication 

pattern. 
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19. The method of claim 10, wherein data packets from the user's device are selected 

from the group consisting of user's device files, user's device characteristics, user's 

device indirect attributes, user's device sensor data, user's device browser data, 

user's device form data, user's device dynamic memory and user's device static 

memory. 

20. A system for dynamic management of private data during communication between 

a remote server and at least one user's device, the system comprising: 

a data type database, comprising at least one data type corresponding to sharing 

of at least one data packet from the user's device; 

a privacy preference database, comprising a list of allowed types of data packets 

for sharing during communication with the at least one user's device; 

a communication module, to allow communication between the remote server 

and the at least one user's device; and 

a processor, coupled to the response database and to the privacy preference 

database, 

wherein the processor is configured to determine at least one data type for sharing 

of data packet that is compatible with the list of allowed patterns of data packets for 

sharing. 

21. The system of claim 20, further comprising a user interface to issue an alert upon 

detection of a request for retrieval of data packets that is not compatible with the 

privacy preference. 

22. The system of claim 20, further comprising a data pattern database, coupled to the 

processor, wherein the processor is configured to modify data packets 

corresponding to requests for retrieval of data packets and data types that are not 

compatible with data patterns from a data pattern database. 

23. The system of claim 22, wherein data packets from the user's device are selected 

from the group consisting of user's device files, user's device characteristics, user's 

device indirect attributes, user's device sensor data, user's device browser data, 
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user's device form data, user's device dynamic memory and user's device static 

memory. 

24. The system of claim 22, wherein at least the communication module and the 

processor are embedded on a single hardware component. 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



Attorney Docket No.: P-566702-US2 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor(s): Yoseph KOREN et al. Examiner: Not Yet Assigned 

Serial No.: 18/095,238 Group Art Unit: Not Yet Assigned 

Filed: January 10, 2023 Confirmation No.: 2028 

Title: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-1450 

Sir/Madam: 

INFORMATION DISCLOSURE STATEMENT 

Pursuant to 37 C.F.R. §§1.56, 1.97 and 1.98, this Information Disclosure Statement includes Form 

PTO/SB/08: 

1. IZ! listing documents including patents, publications and other information for consideration by the 

Examiner, however, since the subject application was filed after June 30, 2003, copies of United 

States patents and/or United States patent application publications are not included in this information 

disclosure statement; and/or 

2. D listing documents including patents, publications and other information that have been previously 

cited or submitted to the Patent Office in prior application U.S. Patent application No. , filed 

which is properly identified and relied on for an earlier effective filing date under 35 U.S.C. 

120 for consideration by the Examiner; however, in accordance with 37 C.F.R. l .98(d), copies of such 

documents are not included in this information disclosure statement; and/or 

3. IZ! listing documents including patents, publications, and other information for consideration by the 

Examiner, copies of which are included with this information disclosure statement; 

4. D listing documents including patents, publications, and other information for consideration bv the 

Examiner. which ,vcrc cited in a communication from a foreign patent office in a counterpart foreign 

application, copies of which are included "ith this infonnation disclosure statement. 

The information herein cited is only in fulfillment of Applicant(s) duty of candor in disclosing a11 

information brought to Applicant(s) attention. This submission docs not represent that a search has been made 

or that no better art exists and docs not constitute an admission that each or all of the listed documents arc 

material or constitute "'prior art". If it should be detennined that any of the listed docmnents do not constitute 
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"prior art" under United States law, Applicant(s) reserve the right to present to the office the relevant facts and 

law regarding the appropriate status of such documents. 

Applicant(s) further reserve(s) the right to take appropriate action to establish the patentability of the 

disclosed invention over the listed documents, should one or more of the documents be applied against the 

claims of the present application. 

In accordance with MPEP Sections 609 and 707.05(b), it is requested that each and every document 

cited (including any cited in applicant's specification which is not repeated on the attached Form PTO-1449) 

be given thorough consideration and that it be cited of record in the prosecution history of the present 

application by initialing on Form PTO-1449. Such initialing is requested even if the Examiner does not 

consider it to be prior art for any reason, or even if the Examiner does not believe that the guidelines for 

citation have been fully complied ,vith. This is requested so that each document becomes listed on the face of 

the patent issuing on the present application and is evidence that the Examiner has considered the document. 

Neither the submission of the Information Disclosure Statement nor the content of any document cited herein 

constitutes a disclaimer of claim scope or an admission that any item submitted constitutes prior art. 

This Information Disclosure Statement is being filed: 

I) ~ Within three (3) months of filing the subject Application or entry of the subject 

Application into the national stage; or before mailing of the first Office Action on the merits of the 

subject Application, whichever event occurs last; or before mailing of the first Office Action on the 

merits after filing a request for continued examination, pursuant to of 3 7 C.F .R § 1. 97 (b ); or 

II) □ After the period specified in (I) but before the mailing date of either a final Official 

Action under 37 C.F.R § 1. 113 or a notice of allowance under 37 C.F.R § 1.311 whichever occurs first 

and; 

Ill) 

1. □ the undersigned hereby states that each item of information listed on the Form 

PTO-1449 was either (i) cited in a communication from a foreign patent office in a 

counterpart foreign application not more than three (3) months prior to the filing of this 

Information Disclosure Statement or (ii) not cited in a communication from a foreign patent 

office in a counterpart foreign application, and, to the knowledge of the undersigned after 

making reasonable inquiry, not known to any individual designated in §1.56(c) more than 

three (3) months prior to the filing of this information disclosure statement; or 

2. □ the fee in the amount of$130 (Small Entity) under 37 C.F.R §1.17 (p) is being 

paid by credit card (note deposit account information below in the event of lack of credit card 

payment). 

□ After the period in (I) and (II) but before the payment of the issue fee and, 

1. The undersigned hereby states: 
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2. 

a) □ that each item of infonnation cited on the form PTO-1449 was first 

cited in a communication from a foreign Patent Office in a counterpart foreign 

application not more than three (3) months prior to the filing of this Information 

Disclosure Statement; or 

b) □ that no items of information contained in Form PTO-1449 were cited 

in a communication from a foreign patent office in a counterpart foreign application, 

and to the knowledge of the undersigned after making reasonable inquiry, no item of 

information contained in this Information Disclosure Statement was kno"'n to any 

individual designated in 3 7 C.F .R. § 1.56( c) more than three months prior to the filing 

of this Information Disclosure Statement; and 

□ The Petition fee in the amount of$130 (Small Entity) under 37 C.F.R §1.17 is 

being paid by credit card (note deposit account information below in the event oflack of credit 

card payment). 

To the extent that there are any fees associated with this filing that are due but are not paid or are not 

able to be paid by a credit card mentioned elsewhere in this document, Applicants authorize the U.S. Patent 

and Trademark Office to charge any such fees to deposit account No. 60-2041. 

Dated: January 26, 2023 

Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square, 19th Floor 
New York, New York 10036 
Tel: (646) 878-0800 
Fax: (646) 878-0801 

Respectfully submitted, 

/Brendan Mee/ 
Brendan S. Mee 
Attorney/Agent for Applicant(s) 
Registration No. 43,391 



Doc Code: ECOMM.AUTH/ECOMM.WTDW 
Doc Description: Internet Communications Authorized/Internet Communications Authorization Withdrawn 

AUTHORIZATION FOR INTERNET 

COMMUNICATIONS IN A PATENT 

APPLICATION OR REQUEST TO 

WITHDRAW AUTHORIZATION FOR 

INTERNET COMMUNICATIONS 

To: Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Application No. 

Filing Date 

First Named Inventor 

Art Unit 

Examiner Name 

Practitioner Docket No. 

I. To authorize permission for Internet Communications. 

PTO/SB/439 (11-15) 

Not yet assigned 

Herewith 

Yoseph KOREN 

Not yet assigned 

Not yet assigned 

P-566702-US2 

181 Recognizing that Internet communications are not secure, I hereby authorize the USPTO to communicate 
with the undersigned and practitioners in accordance with 37 CFR 1.33 and 37 CFR 1.34 concerning any subject 
matter of this application via video conferencing, instant messaging, or electronic mail. I understand that a copy 
of these communications will be made of record in the application file. (MPEP 502.03) 

II. To withdraw authorization for Internet Communications. 

D The authorization given on __ , to the USPTO to communicate with the undersigned and any practitioner 
in accordance with 37 CFR 1.33 and37 CFR 1.34 concerning any subject matter of this application via Internet 
communications such as video conferencing, instant messaging, or electronic mail is hereby withdrawn. I 
understand that the withdrawal is effective when approved rather than when received. 

I am the 

D applicant. 

181 attorney or agent of record. Registration number 43.391 

D attorney or agent acting under 37 CFR 1.34. Registration number __ 

/Brendan Mee/ 

Signature 

Brendan s. Mee Reg. No. 43,391 
Typed or printed name 

10 January 2023 
Date 

(646) 878-0800 
Telephone Number 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1 .4 for signature requirements 
and certifications. Juristic entities must be represented by a patent practitioner (see 37 CFR 1.31, which is 
applicable to any paper filed on or after September 16, 2012, that is presented on behalf of a juristic entity, 
regardless of application filing date). Submit multiple forms if more than one signature is required, see below*. 

[8] *Total of 1 forms are submitted. 



Doc Code: TRACK1.REQ 
Document Description: TrackOne Request 

PTO/AIA/424 (04-14) 

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION 
UNDER 37 CFR 1.102(e) (Page 1 of 1) 

First Named 
Inventor: KOREN, Yoseph I Nonprovisional Application Number {if I 

known): 

Title of 
Invention: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR 
THE ABOVE-IDENTIFIED APPLICATION. 

1. The processing fee set forth in 37 CFR 1.17(i)(1) and the prioritized examination fee set forth in 
37 CFR 1.17(c) have been filed with the request. The publication fee requirement is met 
because that fee, set forth in 37 CFR 1.18(d), is currently $0. The basic filing fee, search fee, 
and examination fee are filed with the request or have been already been paid. I understand 
that any required excess claims fees or application size fee must be paid for the application. 

2. I understand that the application may not contain, or be amended to contain, more than four 
independent claims, more than thirty total claims, or any multiple dependent claims, and that 
any request for an extension of time will cause an outstanding Track I request to be dismissed. 

3. The applicable box is checked below: 

I. [?] Original Application (Track One) - Prioritized Examination under§ 1.102(e)(1) 

i. (a) The application is an original non provisional utility application filed under 35 U.S.C. 111 (a). 
This certification and request is being filed with the utility application via EFS-Web. 

---OR---
(b) The application is an original non provisional plant application filed under 35 U.S.C. 111 (a). 

This certification and request is being filed with the plant application in paper. 

ii. An executed inventor's oath or declaration under 37 CFR 1.63 or 37 CFR 1.64 for each 
inventor, 2! the application data sheet meeting the conditions specified in 37 CFR 1.53(f)(3)(i) is 
filed with the application. 

II. 0 Request for Continued Examination - Prioritized Examination under§ 1.102(e)(2) 

i. A request for continued examination has been filed with, or prior to, this form. 
ii. If the application is a utility application, this certification and request is being filed via EFS-Web. 
iii. The application is an original non provisional utility application filed under 35 U.S.C. 111 {a), or is 

a national stage entry under 35 U.S.C. 371. 
iv. This certification and request is being filed prior to the mailing of a first Office action responsive 

to the request for continued examination. 
v. No prior request for continued examination has been granted prioritized examination status 

under 37 CFR 1.102(e)(2). 

SiqnaturJBrendan Mee/ DateJanuary 10, 2023 

~pa:i~~Tvoed) Brend an S. Mee Praclilion er 4 3 3 91 
Reaistration Number , 

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and ce,tifications. 
Submit multiole forms if more than 011e sianature is reauired. * 

f;7 
L...J 

*Total of 1 forms are submitted. 



Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

First Named Inventor/Applicant Name: Yoseph KOREN 

Filer: Brendan S. Mee/Mark Soffer 

Attorney Docket Number: P-566702-US2 

Filed as Small Entity 

Filing Fees for Track I Prioritized Examination - Nonprovisional Application under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

UTILITY FILING FEE (ELECTRONIC FILING) 4011 1 64 64 

UTILITY SEARCH FEE 2111 1 280 280 

UTILITY EXAMINATION FEE 2311 1 320 320 

REQUEST FOR PRIORITIZED EXAMINATION 2817 1 1680 1680 

Pages: 

Claims: 

CLAIMS IN EXCESS OF 20 2202 10 40 400 

Miscellaneous-Filing: 



Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

PROCESSING FEE, EXCEPT PROV. APPLS. 2830 1 56 56 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 2800 



Electronic Acknowledgement Receipt 

EFSID: 47347502 

Application Number: 18095238 

International Application Number: 

Confirmation Number: 2028 

Title of Invention: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

First Named Inventor/Applicant Name: Yoseph KOREN 

Customer Number: 49443 

Filer: Brendan S. Mee/Mark Soffer 

Filer Authorized By: Brendan S. Mee 

Attorney Docket Number: P-566702-US2 
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Payment information: 
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37 CFR 1.16 (National application filing, search, and examination fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) 



37 CFR 1.19 (Document supply fees) 

37 CFR 1.20 (Post Issuance fees) 

37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 
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Number Message Digest Part /.zip (if appl.) 

5161874 

1 
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65 
pdf 
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21ea6 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Transmittal of New Application 1 1 

Specification 2 25 

Claims 26 31 

Abstract 32 32 

Drawings-other than black and white line drawings 33 42 

Oath or Declaration filed 43 44 

Application Data Sheet 45 50 

Assignee showing of ownership per 37 CFR 3.73 51 55 
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Transmittal Letter 57 60 

Information Disclosure Statement (IDS) Form (SB08) 61 63 

Internet Communications Authorization 64 64 
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Warnings: 

Information: 

Total Files Size (in bytes) 5212947 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International AQQlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International AQQlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 





Inventor(s): 

Serial No.: 

Filed: 

Title: 

Attorney Docket No.: P-566702-US2 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Yoseph KOREN et al. Examiner: Not Yet Assigned 

Not Yet Assigned Group Art Unit: Not yet Assigned 

Herewith Confirmation No.: Not yet Assigned 

SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-14 50 

Sir/Madam: 

INFORMATION DISCLOSURE STATEMENT 

Pursuant to 37 C.F.R. §§1.56, 1.97 and 1.98, this lnfom1ation Disclosure Statement includes Form 

PTO/SB/08: 

1. D listing documents including patents, publications and other information for consideration by the 

Examiner, however, since the subject application was filed after June 30, 2003, copies of United 

States patents and/or United States patent application publications are not included in this information 

disclosure statement; and/or 

2. [8J listing documents including patents, publications and other information that have been previously 

cited or submitted to the Patent Office in prior application U.S. Patent application No. 17/406,272, 

filed August 19, 2021 which is properly identified and relied on for an earlier effective filing date 

under 35 U.S.C. 120 for consideration by the Examiner; however, in accordance with 37 C.F.R. 

l .98(d), copies of such documents are not included in this information disclosure statement; and/or 

3. D listing documents including patents, publications, and otl1er information for consideration by the 

Examiner, copies of which are included with this information disclosure statement; 

4. D listing documents including patents. publications. and other information for consideration by the 

Examiner. which were cited in a comn1Lmication from a foreign patent office in a counterpart foreign 

application, copies of which are included \\ith this information disclosure statement. 

The information herein cited is only in fulfillment of Applicant(s) duty of candor in disclosing all 

information brought to Applicant(s) attention. This submission does not represent that a search has been made 

or that no better art exists and docs not constitute an admission that each or aJI of the listed docuni..:nts arc 

material or constitute "prior art". lf it should be determined that a11, of the listed documents do not constitute 
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"prior art" under United States law, Applicant(s) reserve the right to present to the office the relevant facts and 

law regarding the appropriate status of such documents. 

Applicant(s) further reserve(s) the right to take appropriate action to establish the patentability of the 

disclosed invention over the listed documents, should one or more of the documents be applied against the 

claims of the present application. 

In accordance with MPEP Sections 609 and 707.05(b), it is requested that each and every document 

cited (including any cited in applicant's specification which is not repeated on the attached Form PTO-1449) 

be given thorough consideration and that it be cited of record in the prosecution history of the present 

application by initialing on Form PTO-1449. Such initialing is requested even if the Examiner does not 

consider it to be prior art for any reason, or even if the Examiner does not believe that the guidelines for 

citation have been fully complied with. This is requested so that each document becomes listed on the face of 

the patent issuing on the present application and is evidence that the Examiner has considered the document. 

Neither the submission of the Infonnation Disclosure Statement nor the content of any document cited herein 

constitutes a disclaimer of claim scope or an admission that any item submitted constitutes prior art. 

This Information Disclosure Statement is being filed: 

I) Within three (3) months of filing the subject Application or entry of the subject 

Application into the national stage; or before mailing of the first Office Action on the merits of the 

subject Application, whichever event occurs last; or before mailing of the first Office Action on the 

merits after filing a request for continued examination, pursuant to of 37 C.F.R §1.97 (b); or 

II) □ After the period specified in (I) but before the mailing date of either a final Official 

Action under 37 C.F.R §1.113 or a notice of allowance under 37 C.F.R §1.311 whichever occurs first 

and; 

III) 

1. □ the undersigned hereby states that each item of information listed on the Form 

PTO-1449 was either (i) cited in a communication from a foreign patent office in a 

counterpart foreign application not more than three (3) months prior to the filing of this 

Information Disclosure Statement or (ii) not cited in a communication from a foreign patent 

office in a counterpart foreign application, and, to the knowledge of the undersigned after 

making reasonable inquiry, not known to any individual designated in §1.56(c) more than 

three (3) months prior to the filing of this information disclosure statement; or 

2. □ the fee in the am01mt of $130 (Small Entity) under 37 C.F.R § 1.17 (p) is being 

paid by credit card (note deposit account information below in the event of lack of credit card 

payment). 

□ After the period in (I) and (II) but before the payment of the issue fee and, 

1. The undersigned hereby states: 
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a) □ that each item of information cited on the form PTO-1449 was first 

cited in a communication from a foreign Patent Office in a counterpart foreign 

application not more than three (3) months prior to the filing of this Information 

Disclosure Statement; or 

b) □ that no items of information contained in Form PTO-1449 were cited 

2. 

in a communication from a foreign patent office in a counterpart foreign application, 

and to the knowledge of the undersigned after making reasonable inquiry, no item of 

information contained in this Information Disclosure Statement was known to any 

individual designated in 37 C.F.R. § l.56(c) more than three months prior to the filing 

of this Information Disclosure Statement; and 

□ The Petition fee in the amount of$130 (Small Entity) under 37 C.F.R §1.17 is 

being paid by credit card (note deposit account information below in the event oflack of credit 

card payment). 

To the extent that there are any fees associated with this filing that are due but are not paid or are not 

able to be paid by a credit card mentioned elsewhere in this document, Applicants authorize the U.S. Patent 

and Trademark Office to charge any such fees to deposit account No. 60-2041. 

Dated: January 10, 2023 

Pearl Cohen Zedek Latzer Baratz LLP 
7 Times Square, 19th Floor 
New York, New York 10036 
Tel: (646) 878-0800 
Fax: (646) 878-0801 

Respectfully submitted, 

/Brendan Mee/ 
Brendan S. Mee 
Attorney/ Agent for Applicant(s) 
Registration No. 43,391 



PTO/SB/08a (07-09) 
Approved for use through 11/30/2020. 0MB 0651-0031/ 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paoerwork Reduction Act of 1995, no oersons are rru,uired lo resoond lo a collection of information unless tt contains a valkl 0MB control number. 

Substitute for form 1449A/PTO Complete if Known 

Application Number Not Yet Assigned 

INFORMATION DISCLOSURE Filing Date Herewith 

STATEMENT BY APPLICANT First Named Inventor Yoseph KOREN 

Sheet 

Examiner 
Initials* 

Examiner 
Initials* 

I Examiner 
_ Signature 

Art Unit Not Yet Assigned 

(use as many sheets as necessary) Examiner Name Not Yet Assigned 

I 

Cite 
No. 1 

1 
2 

Cite 
No. 1 

3 

4 

5 

1 I of I 2 Attorney Docket Number P-566702-US2 

U.S. PATENT DOCUMENTS 
Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 

MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 
Number-Kind Code2 (if known) Figures Appear 

US-7,690,040 Mar 30. 2010 Frattura et al. 
US-10,454,961 Oct 22. 2019 Frayman et al. 

US-

US-

US-

US-

US-

US-

US-

US-

US-

US-

US-

US-

FOREIGN PATENT DOCUMENTS 

Foreign Patent Document 
Publication 

Countiy Code3 Numbei4 Kind Code5 (if Date 
known) MM-DD-YYYY 

KR101503009 81 Oct 14. 2014 

JP4887081 82 Feb 29, 2012 

JP3957712 B2 Aug 15, 2007 

Name of Patentee or 
Applicant of Cited Document 

SECUI CORP 

KDDI R&D 
LABORITORIES INC 

OKI ELECTRIC IND CO 
LTD 

Date 
Considered 

Pages, 
Columns, Lines, 
VI/here Relevant 

Passages or 
Relevant 

Fiaures Anru,ar 

T6 

[x 

118 

118 

r 
r 
IC 
C 
r 

*EXAMINER: Initial if reference considered. whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication lo applicant I Applicant"s unique citation designation number (optional). 2 See Kinds Codes of 
USPTO Patent Documents al www.usplo.gov or MPEP 901.04. 3 Enter Office that issued the document. by the two-letter code (WIPO Standard ST.3). 4 For 
Japanese patent documents. the indication of the year of the reign of the Emperor must precede the serial number of the patent document. ' Kind of document 
by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 0 Applicant is to place a check mark here if English language 
Translation is attached. 
This collection of information is required by 37 CFR 1 .97 and 1 .98. The information is required lo obtain or retain a benefit by the public which is to file (and by 
the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. ·· 22 and 37 CFR 1 4. This collection is estimated to lake 2 hours lo complete. 
including gathering. preparing, and submitting the completed application form lo the USPTO. Time will vary depending upon the individual case. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent lo the Chief Information Officer. 
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SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE 

DATA 

CROSS REFERENCE TO RELATED APPLICATION 

[001] This application is a continuation of US Patent Application No. 17/406,272, filed 

August 19, 2021, which is a continuation of US Patent Application No. 16/603,252, filed 

October 7, 2019 US Patent No. 11,106,824, which is a national phase of PCT International 

Patent Application No. PCT/IL2018/050359, filed March 28, 2018, which claims priority 

from Israel Patent Application No. 251683, filed April 9, 2018, each of which is 

incorporated herein by reference. 

FIELD OF THE INVENTION 

[002] The present invention relates to data management. More particularly, the present 

invention relates to systems and methods for dynamic management of private data. 

BACKGROUND OF THE INVENTION 

[003] During communication with external remote servers different types of data are 

automatically (and uncontrollably) shared, sometimes without the knowledge of the user 

( e.g., the owner of the data). There are currently only limited ways for the user to manage 

which data should be shared, with which parties, and at what time periods and/or under what 

circumstances such that privacy agreements cannot be fully enforced. For example, securing 

private elements of a user's device engaging in a transaction with a service provider, has 

been a challenge for many years with the rapid development of computer technology. 

[004] In recent years, an increasing number of communication sessions are being biased (in 

terms of shared data and application usage) toward one party which is advantageous due to 

technological superiority, formal regulation power, and/or any other item. Such biasing may 

occur due to rapid development of communication related software, as well as due to 

development of computer technology. 

[005] Social network service providers usually collect user (private) data, for example 

collect user's online habits. Data collection is usually carried out by a service provider 

requesting to share user's (private) information while the user's device automatically shares 

the requested information accordingly. Actions are executed by dedicated software (e.g., 

1 
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social plug in), which upload data requests when visiting web sites and/or applications. Such 

requests may be direct script by the service provider (e.g. cookie etc.), or indirect script 

hidden within links to other (partner) application provider (e.g. social plug-in, SDK, API 

etc.). While some devices allow blocking collection of certain private parameters, for 

example the location, only data emerging from sensors, such as global positioning system 

(GPS) sensors, can be managed by user while other sources oflocation ( e.g. mobile network, 

IP provider, country, time zone) cannot be controlled so that in that case location information 

can still be collected. Thus, location information can be collected while bypassing the 

instructions of the user (e.g., collecting location from cellular carrier data). Other examples 

from the same nature may include retrieving form data, retrieving data from flash memory 

and several other items which do not have the full (or partial) ability to disable and/or block 

data collection. Some service providers can also collect user data in order to transfer and/or 

sell to third parties (e.g., to present dedicated ads in the future). Another example may be 

avoiding biased exchange of information both from the user and the service provider 

perspectives. 

SUMMARY OF THE INVENTION 

[006] There is thus provided, in accordance with some embodiments of the invention, a 

method of dynamic management of private data during communication between a remote 

server and a user's device, the method including receiving, by the user's device, a request 

for retrieval of at least one data packet from the user's device, wherein the user's device is 

configured to provide a response corresponding to the received request, determining, by the 

user's device, the data type of the at least one data packet corresponding to the received 

request, receiving, by the user's device, a privacy preference for the user's device, wherein 

the privacy preference includes a list of allowed data packet types for sharing during 

communication, modifying data packets corresponding to requests for sharing of responses 

that are not compatible with the received privacy preference, and maintaining 

communication between the remote server and the user's device, with sharing of the 

modified data packets. 

[007] In some embodiments, the type of the at least one data packet may be determined 

from metadata of communication with the remote server. In some embodiments, the method 

further includes determining, by the user's device, pattern of at least one response 
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corresponding to the received request, and modifying data packets corresponding to requests 

for sharing of responses, corresponding to at least one data pattern, that are not compatible 

with the received privacy preference, wherein the privacy preference includes a list of 

allowed data patterns for sharing during communication. In some embodiments, the user's 

device includes a database with at least one data packet type corresponding to a request for 

sharing of data packets from the user's device, and wherein the type of data packets is 

determined from the database. 

[008] In some embodiments, the method further includes linking at least one response to a 

type of data packet from the user's device, wherein the linking is based on the type and 

pattern of the at least one response. In some embodiments, the method further includes 

identifying a response corresponding to a request for sharing of data packets, wherein the 

identified response is not compatible with the received privacy preference, and providing a 

response with at least one modified data packet corresponding to the request for sharing 

types of data packets. In some embodiments, the modification of the at least one modified 

data packet is selected from the group consisting of data nullification, blocking, data 

randomization, content modification, change of encoding, change of file template, change 

of header, change of footer, addition of a predetermined data packet and encryption. 

[009] In some embodiments, the method further includes identifying a communication 

pattern between the server and the user's device, wherein the communication pattern 

includes at least one request for retrieval of at least one data packet from the user's device 

and corresponding responses, and issuing an alert upon detection of a change in the identified 

communication pattern. 

[010] In some embodiments, data packets from the user's device are selected from the group 

consisting of user's device files, user's device characteristics, user's device indirect 

attributes, user's device sensor data, user's device browser data, user's device form data, 

user's device dynamic memory and user's device static memory. 

[011] There is thus provided, in accordance with some embodiments of the invention, a 

method of dynamic management of private data during communication between a remote 

server and a user's device, the method including receiving, by the user's device, a request 

for retrieval of at least one data packet from the user's device, wherein the user's device is 

configured to provide a response corresponding to the received request, determining, by the 

user's device, at least one data pattern corresponding to the received request, receiving, by 
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the user's device, a privacy preference for the user's device, wherein the privacy preference 

includes a list of allowed data patterns for sharing during communication, modifying data 

packets corresponding to requests for sharing of responses and corresponding data patterns 

that are not compatible with the received privacy preference, and maintaining 

communication between the remote seiver and the user's device, with sharing of the 

modified responses. 

[012] In some embodiments, the pattern of the at least one response is determined from 

metadata of communication with the remote seiver. In some embodiments, the method 

further includes determining, by the user's device, the type of the at least one data packet of 

the received request, and modifying data packets corresponding to requests for sharing of 

responses and corresponding data patterns, corresponding to at least one data packet type, 

that are not compatible with the received privacy preference, wherein the privacy preference 

includes a list of allowed data packet types for sharing during communication. 

[013] In some embodiments, the user's device includes a database with at least one data 

pattern corresponding to a request for sharing of data packets from the user's device, and 

wherein the at least one data pattern compatible with the received request is determined from 

the database. In some embodiments, the method further includes determining, by the user's 

device, the type of the at least one data packet of the received request, and linking at least 

one data pattern to a type of data packet from the user's device, wherein the linking is based 

on the pattern of the at least one response. 

[014] In some embodiments, the method further includes identifying a data pattern 

corresponding to a request for sharing of data packet types, wherein the identified data 

pattern is not compatible with the received privacy preference, and providing a response 

with at least one modified data packet corresponding to the request for sharing types of data 

packets. In some embodiments, the modification of the at least one modified data packet is 

selected from the group consisting of data nullification, blocking, data randomization, 

content modification, change of encoding, change of file template, change of header, change 

of footer, addition of a predetermined data packet and encryption. 

[015] In some embodiments, the method further includes issuing an alert upon detection of 

a request for sharing data packets, wherein the detected request does not correspond to at 

least one of data type and data pattern that is compatible with the received privacy 

preference. In some embodiments, the method further includes identifying a communication 
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pattern between the server and the user's device, wherein the communication pattern 

includes at least one request for retrieval of at least one data packet from the user's device 

and corresponding responses, and issuing an alert upon detection of a change in the identified 

communication pattern. 

[0 16] In some embodiments, data packets from the user's device are selected from the group 

consisting of user's device files, user's device characteristics, user's device indirect 

attributes, user's device sensor data, user's device browser data, user's device form data, 

user's device dynamic memory and user's device static memory. 

[017] There is thus provided, in accordance with some embodiments of the invention, a 

system for dynamic management of private data during communication between a remote 

server and at least one user's device, the system including a data type database, including at 

least one data type corresponding to sharing of at least one data packet from the user's 

device, a privacy preference database, including a list of allowed types of data packets for 

sharing during communication with the at least one user's device, a communication module, 

to allow communication between the remote server and the at least one user's device, and a 

processor, coupled to the response database and to the privacy preference database, wherein 

the processor is configured to determine at least one data type for sharing of data packet that 

is compatible with the list of allowed patterns of data packets for sharing. 

[018] In some embodiments, the system further includes a user interface to issue an alert 

upon detection of a request for retrieval of data packets that is not compatible with the 

privacy preference. In some embodiments, the system further includes a data pattern 

database, coupled to the processor, wherein the processor is configured to modify data 

packets corresponding to requests for retrieval of data packets and data types that are not 

compatible with data patterns from a data pattern database. 

[019] In some embodiments, data packets from the user's device are selected from the group 

consisting of user's device files, user's device characteristics, user's device indirect 

attributes, user's device sensor data, user's device browser data, user's device form data, 

user's device dynamic memory and user's device static memory. In some embodiments, at 

least the communication module and the processor are embedded on a single hardware 

component. 

BRIEF DESCRIPTION OF THE DRAWINGS 
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[020] The subject matter regarded as the invention is particularly pointed out and distinctly 

claimed in the concluding portion of the specification. The invention, however, both as to 

organization and method of operation, together with objects, features, and advantages 

thereof, may best be understood by reference to the following detailed description when 

read with the accompanying drawings in which: 

[021] Fig. 1 shows a schematic block diagram of an exemplary computing device, 

according to some embodiments of the invention; 

[022] Fig. 2 schematically illustrates a data mappmg system, according to some 

embodiments of the invention; 

[023] Fig. 3A schematically illustrates examplary mapping of data type database, according 

to some embodiments of the invention; 

[024] Fig. 3B schematically illustrates examplary mappmg of data pattern database, 

according to some embodiments of the invention; 

[025] Fig. 3C schematically illustrates examplary mapping of privacy preference table, 

according to some embodiments of the invention; 

[026] Fig. 4 schematically illustrates a data management system, according to some 

embodiments of the invention; 

[027] Fig. 5 shows a flowchart for a method of management of data packets with a sharing 

algorithm during communication between a remote server and a user's device, according to 

some embodiments of the invention; 

[028] Figs. 6A-6B show flowcharts for a method of dynamic management of private data 

during communication between a remote server and a user's device, according to some 

embodiments of the invention; and 

[029] Fig. 7 schematically illustrates a data management system 700 for dynamic 

management of private data that is embedded on a hardware component, according to some 

embodiments of the invention. 

[030] It will be appreciated that for simplicity and clarity of illustration, elements shown in 

the figures have not necessarily been drawn to scale. For example, the dimensions of some 

of the elements may be exaggerated relative to other elements for clarity. Further, where 

considered appropriate, reference numerals may be repeated among the figures to indicate 

corresponding or analogous elements. 

6 



P-566702-US2 

DETAILED DESCRIPTION OF THE INVENTION 

[031] In the following detailed description, numerous specific details are set forth in order 

to provide a thorough understanding of the invention. However, it will be understood by 

those skilled in the art that the present invention may be practiced without these specific 

details. In other instances, well-known methods, procedures, and components have not been 

described in detail so as not to obscure the present invention. 

[032] Although embodiments of the invention are not limited in this regard, discussions 

utilizing terms such as, for example, "processing," "computing," "calculating," 

"determining," "establishing", "analyzing", "checking", or the like, may refer to 

operation(s) and/or process(es) of a computer, a computing platform, a computing system, 

or other electronic computing device, that manipulates and/or transforms data represented 

as physical ( e.g., electronic) quantities within the computer's registers and/or memories into 

other data similarly represented as physical quantities within the computer's registers and/or 

memories or other information non-transitory storage medium that may store instructions to 

perform operations and/or processes. Although embodiments of the invention are not 

limited in this regard, the terms "plurality" and "a plurality" as used herein may include, for 

example, "multiple" or "two or more". The terms "plurality" or "a plurality" may be used 

throughout the specification to describe two or more components, devices, elements, units, 

parameters, or the like. Unless explicitly stated, the method embodiments described herein 

are not constrained to a particular order or sequence. Additionally, some of the 

described method embodiments or elements thereof can occur or be performed 

simultaneously, at the same point in time, or concurrently. 

[033] Reference is made to Fig. 1, showing a schematic block diagram of an exemplary 

computing device, according to embodiments of the present invention. Computing device 

100 may include a controller 105 that may be, for example, a central processing unit 

processor (CPU), special purpose processor such as a graphic processing unit (GPU), 

communication control processing (CCP), a chip or any suitable computing or 

computational device, an operating system 115, a memory 120, a storage 130, an input 

devices 135 and an output device 140. Controller 105 may be configured to carry out 

methods as disclosed herein by for example executing code or software. 

[034] Operating system 115 may be or may include any code segment designed and/or 

configured to perform tasks involving coordination, scheduling, arbitration, supervising, 
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controlling or otherwise managmg operation of computing device 100, for example, 

scheduling execution of programs. Operating system 115 may be a commercial operating 

system. Memory 120 may be or may include, for example, a Random Access Memory 

(RAM), a read only memory (ROM), a Dynamic RAM (DRAM), a Synchronous DRAM 

(SD-RAM), a double data rate (DDR) memory chip, a Flash memory, a volatile memory, a 

non-volatile memory, a cache memory, a buffer, a short term memory unit, a long term 

memory unit, or other suitable memory units or storage units. Memory 120 may be or may 

include a plurality of, possibly different memory units. 

[035] Executable code 125 may be any executable code, e.g., an application, a program, a 

process, automated task, software bots configured to manage data communication and user 

data collection ( e.g., botnet), software adapted to perform artificial intelligence (AI), e.g. 

machine learning, deep learning, task or script. Executable code 125 may be executed by 

controller 105 possibly under control of operating system 115. Where applicable, executable 

code 125 may carry out operations described herein in real-time. Computing device 100 and 

executable code 125 may be configured to update, process and/or act upon information at 

the same rate the information, or a relevant event, are received. In some embodiments, more 

than one computing device 100 maybe used. For example, a plurality of computing devices 

(in serial and/or parallel) that include components similar to those included in computing 

device 100 may be connected to a network and used as a system. 

[036] Storage 130 may be or may include, for example, a hard disk drive, a universal serial 

bus (USB) device or other suitable removable and/or fixed storage unit. Content may be 

stored in storage 130 and may be loaded from storage 130 into memory 120 and may be 

stored in read only memory (ROM) to be loaded into memory 120 where it may be 

processed by controller 105. In some embodiments, some of the components shown in Fig. 

1 may be omitted. For example, memory 120 may be a non-volatile memory having the 

storage capacity of storage 130. Accordingly, although shown as a separate component, 

storage 130 may be embedded or included in memory 120. 

[03 7] Input devices 13 5 may be or may include a mouse, a keyboard, a touch screen or pad 

or any suitable input device. In some embodiments, computing device 100 receives input 

from a sensor such as global positioning system (GPS), camera, microphone, accelerometer, 

light sensor, compass, and any other sensor. It will be recognized that any suitable number 

ofinput devices may be operatively connected to computing device 100 as shown by block 

8 



P-566702-US2 

135. Output devices 140 may include one or more displays, indicators, speakers, haptic 

output and/or any other suitable output devices. It will be recognized that any suitable 

number of output devices may be operatively connected to computing device 100 as shown 

by block 140. Any applicable input/output (I/0) devices may be connected to computing 

device 100 as shown by blocks 135 and 140. For example, a wired or wireless network 

interface card (NIC), a modem, a universal serial bus (USB) device or external hard drive, 

cellular network connection, optical network connection, Bluetooth, and NFC may be 

included in input devices 135 and/or output devices 140. 

[038] Embodiments of the invention may include an article such as a computer or processor 

non-transitory readable medium, or a computer or processor non-transitory storage medium, 

such as for example a memory, a disk drive, or a USB flash memory, encoding, including 

or storing instructions, e.g., computer-executable instructions, which, when executed by a 

processor or controller, carry out methods disclosed herein. For example, a storage medium 

such as memory 120, computer-executable instructions such as executable code 125 and a 

controller such as controller 105. 

[039] Some embodiments may be provided m a computer program product that may 

include a non-transitory machine-readable medium, with instructions stored thereon, which 

may be used to program a computer, or other programmable devices, to perform methods 

as disclosed herein. Embodiments of the invention may include an article such as a computer 

or processor non-transitory readable medium, or a computer or processor non-transitory 

storage medium, such as for example a memory, a disk drive, or a USB flash memory, 

encoding, including or storing instructions, e.g., computer-executable instructions, which 

when executed by a processor or controller, carry out methods disclosed herein. The storage 

medium may include, but is not limited to, any type of disk including magneto-optical disks, 

semiconductor devices such as read-only memories (ROMs), random access memories 

(RAMs), such as a dynamic RAM (DRAM), erasable programmable read-only memories 

(EPROMs), flash memories, electrically erasable programmable read-only memories 

(EEPROMs), magnetic or optical cards, or any type of media suitable for storing electronic 

instructions, including programmable storage devices. 

[040] A system according to embodiments of the invention may include components such 

as, but not limited to, a plurality of central processing units (CPU) or any other suitable 

multi-purpose or specific processors or controllers, a plurality of input units, a plurality of 
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output units, a plurality of memory units, and a plurality of storage units. A system may 

additionally include other suitable hardware components and/or software components. In 

some embodiments, a system may include or may be, for example, a personal computer, a 

desktop computer, a mobile computer, a laptop computer, a notebook computer, a terminal, 

a workstation, a server computer, a Personal Digital Assistant (PDA) device, a tablet 

computer, a network device, a smartphone, IOT device, action specific computerized 

machine (such as a dedicated robot) or any other suitable computing device. Unless 

explicitly stated, the method embodiments described herein are not constrained to a 

particular order or sequence. Additionally, some of the described method embodiments or 

elements thereof can occur or be performed at the same point in time. 

[041] Reference is now made to Fig. 2, which schematically illustrates a data mapping 

system 200 for mapping of private data during communication with a remote server 201, 

according to some embodiments of the invention. The direction of arrows in Fig. 2 may 

indicate the direction of information flow. In order to manage private data for individual 

users, data mapping system 200 may initially map data types and data patterns (for example 

as a calibration process), as further described hereinafter. It should be noted that private data 

as used hereinafter may refer to any data and/or portion of data representing user's behavior, 

habits, characteristics, opinions, preferences, tendencies, relations, actions, status 

parameters (e.g., social, health, economic/wealth, legal, dependencies, being part of group 

and the like) and the like. In some embodiments, the user may be a computerized device 

(e.g., IOT, bot and the like) automatically operating on the user's behalf, so that the private 

data may refer to data and/or characteristics of the computerized device. Private data may 

also include privacy data and/or privacy preference(s). 

[042] A user may choose based on private preference to share some private data and not to 

share other private data. Users may choose to share same private data with specific server 

and/or application and not to share it with different servers and/or application. In some 

embodiments, users may change such preference(s) at any applicable point in time. In some 

embodiments, private data may be automatically created to represent at least one feature of 

a computerized device and/or of the user of the computerized device. In some embodiments, 

private data may include at least one communication pattern and/or communication origin 

and destination and/or digital footprint and/or digital trace and/or digital response and/or 
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digital reference. In some embodiments, private data may be received from analysis of data 

and/or from an external sensor and/or other source. 

[043] The server 201 may be coupled to processor 202 such as controller 105, shown in 

Fig. 1. In some embodiments, processor 202 may receive at least one data packet 203 from 

server 201 to be mapped. For instance, processor 202 may receive at least one data packet 

203 from a set of predetermined (or pre-classified) data packets 203. In some embodiments, 

processor 202 may receive from server 201 a request for sharing at least one data packet 

203, for instance a request to share data packet with a contact name or contact directory 

data, where an automatic response may be created for each such request. It should be noted 

that data of such responses may also be considered as data packets 203 ( e.g., to be mapped). 

[044] In some embodiments, data mapping system 200 may include at least one data type 

database 204 and/or at least one data pattern database 205 and/or at least one privacy 

preference database 206 coupled to processor 202. In some embodiments, processor 202 

may analyze the received data packet 203 to determine data type 207 of the data packet 203, 

for example by verifying at least one characteristic of the data packet 203. An examplary 

mapping of data types 207 is shown in Fig. 3A. 

[045] In some embodiments, processor 202 may receive ( e.g., from a user) pnvacy 

preference 209 to map the privacy preference database 206 for each data type and/or data 

pattern of the at least one data packet 203. In some embodiments, data mapping system 200 

may include a modification algorithm 210, coupled to processor 202, and configured to, 

modify content of data packets according to at least one privacy preference 209 (e.g., nullify 

a content of a data packet). For example, the user may select a privacy preference 209 for 

forbidden sharing oflocation such that modification algorithm 210 may modify the content 

of the data packet 203 per a predetermined algorithm, for instance randomly modify the 

location (country) to any other country from a list of countries (e.g., Italy). 

[046] Reference is now made to Fig. 3A, which schematically illustrates examplary 

mapping of data type database 204, according to some embodiments of the invention. 

Processor 202 may receive a request to share at least one data packet 203 ( e.g., from server 

201) and analyze characteristics of the at least one data packet 203, for example analyze 

characteristics of automatically created responses for the request. In some embodiments, the 

content of the received at least one data packet 203 may be analyzed for purposes of data 

type mapping. 
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[047] According to some embodiments, characteristics of the received at least one data 

packet 203 may be determined and dynamically fitted to an 'i'-dimensional vector 304 (e.g., 

static characteristics determined from metadata). It should be noted that while the 

characteristics vector 304 shown in Fig. 3A is five-dimensional, such vectors may have a 

large number of characteristics. For example, an injective vector having dimensions of 50 

characteristics (so that 'i'=50) or more. In some embodiments, an increased number of 

parameters in the characteristics vector 304 may improve chances of correctly determining 

the data type 207 until optimal determination of various data types may be achieved. 

[048] At least one of the following characteristics of a data packet 203 may be injectively 

determined for each data packet: header, footer, version number, request by hostname/IP, 

sent to hostname/IP, server hostname/IP, IP address, file extension, , standard title, non­

standard title, , encryption yes/no, encryption method, encoding yes/no, encoding method 

( e.g., 'UTF8'), whole file, chunked file, keywords, API version, SDK version, Social plug­

in version, driver, communication protocol, action verbs, HTTP/HTTPS, URL Part Names, 

and/or any other specific character 'i' within the at least one data packet 203. The 

determined characteristics vector 304 may be associated with a particular data type 207 

(since every data packet 203 corresponds to some data type 207), that may be still unknown 

( e.g., in terms of its content) and for instance indicated as data type 'j '. In some 

embodiments, processor 202 may receive at least one pre-classified data packet 203 with a 

known data type. In some embodiments, the data type 207 of characteristics vector 304 for 

the data-mapping stage, may be determined by reading the content of the corresponding data 

packet 203, for example reading content for the country name, web browsing history, 

operating system, etc. 

[049] Such data types 207 (or characteristics vectors 304) that are gathered by processor 

202, and possibly still having unknown data type content ( e.g., data type 'j ') at this stage, 

may be stored ( e.g., stored in memory such as memory 120 shown in Fig. 1) at data type 

database 204 in order to carry out the data type mapping. Processor 202 may map the stored 

data types to link characteristics vectors 304 with data types 207. In some embodiments, 

processor 202 may determine that characteristics vectors 304 having at least one identical 

characteristic may correspond to a particular data type 207 (e.g. Web content search history 

type). 
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[050] Reference is now made back to Fig. 2. In some embodiments, data pattern database 

205 may include at least one data pattern 208 corresponding to responses to sharing of at 

least one data packet 203. Similarly to mapping of data types (e.g., as shown in Fig. 3A), 

processor 202 may map data patterns of responses to request of sharing data packets 203. It 

should be noted that while the data type 207 of a data packet 203 may correspond to static 

parameters ( e.g., email address), the data patterns 208 may correspond to features of the 

dynamic data flow of data packet 203 that may be regarded as the "behavior'' of the data 

packet 203. 

[051] Reference is now made to Fig. 3B, which schematically illustrates examplary 

mapping of data pattern database 205, according to some embodiments of the invention. 

Processor 202 may receive at least one data packet 203 (e.g., from server 201), for example 

at least one response (or data packet) corresponding to a request for sharing the data packet 

203 to analyze pattern behavior of the at least one response ( or data packet). In some 

embodiments, the content of the received at least one data packet 203 may be analyzed to 

determine the data pattern. For example, at least one response may injectively correspond 

to a request for sharing at least one data packet 203 and/or a characteristic of the data packet 

203 (e.g., a picture file from memory or from camera). 

[052] It should be noted that while the pattern vector 305 shown in Fig. 3B is four­

dimensional, such vectors may have a large number of features or ranges. For example, an 

injective vector 305 having dimensions of 100 features and/or ranges (so that 'm'=IO0) or 

more. At least one of the following dynamic features of a data pattern may be determined 

for each data packet: frequency (e.g., appearance(s) per second), size (e.g., in kilobytes), 

speed (in kilobytes per second), count (e.g., numbers), ratio (e.g., compared to other 

datatype flow), repeat (e.g., cyclic order), order, server reference (e.g., website reference 

such as "example.com/feature") and/or any combination thereof and/or other pattern 

behavior 'm' within the at least one data packet. In some embodiments, ranges for every 

feature ( e.g., frequency) may be determined ( e.g., lowest and highest frequency) as a feature 

of the data pattern 208. In some embodiments, a range may refer to non-discrete values (in 

contrast to discrete or static values in data type mapping, as shown in Fig. 3A), for instance 

a range defining number of website sub references (e.g., "example.com/sub-feature/sub­

feature" with two sub references). 
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[053] The determined feature or pattern behavior vector 305 may be associated with a 

particular data pattern 208 (since every data packet 203 corresponds to some data pattern 

208), that may be still unknown and for instance indicated as data pattern 208 'n'. In some 

embodiments, processor 202 may receive at least one pre-classified data packet 203 with a 

known data pattern. 

[054] Such data patterns 208 that are gathered by processor 202, and possibly still having 

unknown data pattern 'n' at this stage, may be stored (e.g., stored in memory such as 

memory 120 shown in Fig. 1) at data pattern database 205 in order to carry out the data 

pattern mapping. Processor 202 may map the stored data patterns 'n' to link behavior vectors 

305 with data patterns 208. In some embodiments, processor 202 may determine that pattern 

behavior vectors 305 having at least one identical characteristic and/or range may 

correspond to a data pattern 208 (e.g., same frequency range). In some embodiments, data 

patterns 208 may be determined according to logical conditions and/or ranges, for example 

for responses having frequency and size features in within predetermined thresholds. 

[055] Reference is now made to Fig. 3C, which schematically illustrates examplary 

mapping of privacy preference table 306, according to some embodiments of the invention. 

Processor 202 may receive at least one data packet 203 ( e.g., from server 201 ), for example 

at least one response ( or data packet) corresponding to a request for sharing the data packet 

203 to analyze type and pattern behavior of the at least one response (or data packet) to 

create data type database 204 and data pattern database 205 as described above. In some 

embodiments, processor 202 may receive (e.g., from a user) privacy preference database 

206 to map the privacy preference table 306 for each data type (content) and/or data pattern 

of the at least one data packet 203. For example, the user may fill a privacy preference 

template (e.g., selecting to allow sharing of username) for different options of data types 

and/or data patterns to determine the privacy preference table 306. In case that some data 

packet is forbidden for sharing ( e.g., contact data and/or a password), the content of that 

data packet may be, for example randomly, modified by predetermined modification 

algorithm 210 such that the modified content ( e.g., nullified password or randomly replaced 

to a dummy contact name from a list) may be shared. In some embodiments, processor 202 

may only check the data type such that no pattern is checked in order to determine the policy 

to apply, for example sharing of password data types may be completely forbidden so that 

data patterns are not checked. In some embodiments, processor 202 may detect an IoT 
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device and only check the data pattern where the data type may not be checked. In some 

embodiments, processor 202 may only check the data pattern such that no data type is 

checked, for example checking frequency limit and modifying in accordance with the 

predefined limitations. In some embodiments, repetition in at least one forbidden 

characteristic ( e.g., forbidden frequency) may cause blocking of data sharing. 

[056] Reference is now made back to Fig. 2. In some embodiments, privacy preference 

database 206 may include at least one privacy preference 209 such as a template to link 

privacy preferences for the determined data types 207 and/or data patterns 208 and/or 

modification algorithm 210. For example, privacy preference database 206 may include an 

un-populated matrix with data types 207 and/or data patterns 208 and/or modification 

algorithm 210 such that a user may choose which data types ( content) 207 and/or data 

patterns 208 to share. In some embodiments, data mapping system 200 may include a 

modification algorithm 210, coupled to processor 202, and configured to manage sharing of 

at least one data packet 203 based on its data type 207 and/or data pattern 208 to comply 

with at least one privacy preference 209. The operation of the modification algorithm 210 

is further described in Fig. 5, hereinafter. 

[057] In some embodiments, data mapping system 200 (shown in Fig. 2) may be used as a 

system to determine collection of uncontrolled information from hardware equipment. 

Some manufacturers embed into their products, hidden agent(s) which transmits at least one 

hidden data packet. As may be apparent to one of ordinary skill in the art, such systems and 

methods may identify "back door'' ability which may be part of the hardware core 

functionality and/or part of unit's embedded software. In some embodiments, by 

implementing the data mapping system 200 (shown in Fig. 2), unrecognized type and/or 

pattern of data packet may be determined, wherein the unrecognized type and/or pattern of 

data packet may be generated internally (in contrast to being requested by the server). Such 

data packet may be stored and further investigated for its origin and destination. 

[058] Reference is now made to Fig. 4, which schematically illustrates a data management 

system 400 for dynamic management of private data during communication between a 

remote server401 (such as server201 in Fig. 2) and at least one user's device 411, according 

to some embodiments of the invention. The direction of arrows in Fig. 4 may indicate the 

direction of information flow. It should be noted that the at least one user's device 411 may 

be a computerized device such as computing device 100, shown in Fig. 1. 
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[059] In some embodiments, data management system 400 may include a data type 

database 404 (such as data type database 204 in Fig. 2), coupled to processor 402, such that 

processor 402 may modify data packets ( e.g., modify responses) to requests for retrieval of 

data packets 403 that are not compatible with data types from a data type database 404 

and/or with data patterns from a data pattern database 405. In some embodiments, data 

management system 400 may further include a user interface 413 to issue an alert upon 

detection of a request for retrieval of data packets 403 that is not compatible with the privacy 

preference. In some embodiments, data packets 403 from the user's device 411 may be a 

response created as full or partial extraction(s) selected from the group consisting of any 

one of user's device files (permanent or temporary), user's device characteristics, user's 

device indirect attributes, user's device sensor data, user's device browser data, user's 

device form data, user's device dynamic memory user's device static memory or the like. 

[060] In some embodiments, data management system 400 may further include a user 

database 421 and/or a server database 431 for mapping of users and/or servers. Each user 

and/or user's device 411 using data management system 400 may be registered in user 

database 421 with corresponding privacy preference from privacy preference database 406, 

such that each user and/or user's device 411 may be linked to at least one privacy preference 

from privacy preference database 406. In some embodiments, server database 431 may 

include a list of servers 401 for communication with user devices 411. For example, a user 

may determine a predefine list of servers 401 for sharing of data ( e.g., determine a whitelist). 

Thus, privacy preference database 406 may link privacy and/ or sharing preferences for each 

user and/or server and/or data type and/or data pattern. 

[061] In some embodiments, data management system 400 may perform at least one of 

sharing, blocking and/or modifying, per the modification algorithm 410 (e.g., such as 

modification algorithm 210, shown in Fig. 2), data packets 403 during communication 

between server 401 and user's device 411 according to the corresponding privacy preference 

from privacy preference database 406. For example, requests for sharing of data packets 

403 of unrecognized data type may be blocked, requests for sharing of data packets 403 of 

allowed data type are shared, and requests for sharing of data packets 403 of forbidden data 

type are modified such that a predetermined response may be shared (e.g., nullify of contact 

data and randomly change to different mobile carrier from carrier list). In some 

embodiments, modification algorithm 410 may be configured for each mapped data type 
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and/or data pattern so as to maintain communication as well as the privacy preference by, 

for example randomly, modifying forbidden data packet (content) for sharing. 

[062] In some embodiments, data mapping system 200 (shown in Fig. 2) may be 

continuously updates such that blocked unrecognized data types may be stored in a 

dedicated memory (such as memory 120 in Fig. 1) until this data type is mapped and 

recognized. 

[063] In some embodiments, data management system 400 may perform at least one of 

sharing, blocking and modifying data packets 403 during communication between server 

401 and user's device 411 in substantially real time such that the user may continue 

operation of user's device 411 while data management system 400 may operate in the 

background and/or operate in application mode for some operating systems (e.g., IOS) 

and/or some browsers (e.g., Safari). In some embodiments, data management system 400 

(in contrast to the data-mapping stage) may handle encrypted data packets 403 since 

determination of data type does not read and concern the actual content of the data packet 

403 even if the content is encrypted. It should be noted that while the mapping stage (e.g., 

described in Figs. 2 and 3A-3C) may require reading the content of the data packets for 

initial determination of data type and/or data pattern and/or privacy preference, the data 

management system 400, in contrast, does not need to read the actual content of the data 

packets. 

[064] In some embodiments, data management system 400 may include a data pattern 

database 405 (such as data pattern database 205 in Fig. 2) with at least one data pattern 

corresponding to sharing of at least one data packet 403 (such as data packet 203 in Fig. 2) 

from user's device 411. In some embodiments, various data packets may be analyzed ( e.g., 

by a processor) to determine reoccurring data patterns and thereby create data pattern 

database 405. As may be apparent to one of ordinary skill in the art, computerized devices 

such as user's device 411 may include a plurality of data packets 403 with various 

information (e.g., time zone, type of operating system, location, web browsing history, 

mouse movement, external audio, eye's focus tracking etc.) regarding the user's device 411. 

[065] During communication with remote servers such as server 401, the server may send 

requests for sharing of these data packets 403, wherein the user's device 411 may 

automatically provide a corresponding response ( or data packet) that is compatible with the 

received request without knowledge, control and/or authorization of the user. According to 
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some embodiments, data management system 400 may manage data packets 403 that are 

shared with server 401 according to a predefined privacy preference. In some embodiments, 

data management system 400 may further include a privacy preference database 406 (such 

as privacy preference database 206 in Fig. 2) with a predetermined privacy preference 

and/or a list of allowed and/or forbidden types of data packets 403 for sharing and/or 

modifying and/or, if not recognized, for blocking during communication with the at least 

one user's device 411. In some embodiments, at least some elements of the data 

management system 400 may be similar to corresponding elements in data mapping system 

200, for example privacy preference database 406 while the content of data packet is not 

read. 

[066] In some embodiments, data management system 400 may further include a 

communication module 412 configured to allow communication between the server 401 

and the at least one user's device 411. In some embodiments, a user may determine at least 

one privacy preference from privacy preference database 406 with privacy preferences for 

data types and/or data patterns that the user allows for sharing (and/or forbidden types to be 

modified and/or, if not recognized types, to be blocked), for example the user may choose 

to block sharing oflocation data of any kind. 

[067] In some embodiments, data management system 400 may further include a processor 

402 (such as controller 105, shown in Fig. 1) coupled to the data pattern database 405 and 

to the privacy preference database 406. In some embodiments, processor 402 may be 

coupled to communication module 412. In some embodiments, processor 402 may be 

embedded in user's device 411. In some embodiments, processor 402 may determine at 

least one data pattern for sharing of data packet 403 that is for example compatible with the 

list of allowed types of data packets 403 from data type database 404 for sharing. In some 

embodiments, processor 402 may be embedded in server 401. 

[068] In some embodiments, data management system 400 may operate in user's device 

411 (e.g., in the form of internal proxy) to manage sharing of data packets 403, while data 

management system 400 may not affect other functionalities of the user's device 411 so as 

to allow uninterrupted usage of the device. 

[069] Reference is now made to Fig. 5, which shows a flowchart for a method of 

management of data packets with a sharing algorithm during communication between a 

remote server and a user's device, according to some embodiments of the invention. The 



P-566702-US2 

processor (e.g., processor 402) may provide a data packet 403, for instance in response to a 

request for sharing of data. The received data packet 403 may be checked 501 for known or 

unknown element, for instance checked 501 for known data type and/or known data pattern 

based on data type database 404 and/or data pattern database 405. According to some 

embodiments, unknown elements may be determined as unrecognized and be blocked 510 

by the sharing algorithm and not shared (e.g., with the server). 

[070] In some embodiments, known elements may be checked 502 for allowed or 

forbidden elements, for instance checked 502 for allowed data type and/or allowed data 

pattern based on privacy preference database 406. According to some embodiments, 

allowed elements may be shared 520 by the sharing algorithm. According to some 

embodiments, forbidden elements may be, for example randomly, modified 530 by the 

predetermined modification algorithm 410 with sharing 520 of the modified content (e.g., 

with the server). For example, a user choosing not to share the country name may choose a 

privacy preference to modify such data packet to always share a random country name from 

a list of countries (e.g., "France") by modifying the data packet to be shared with the user, 

in order to maintain ongoing communication with the server. 

[071] It should be noted that with data management system 400, the user may choose 

features for sharing such that other features that are forbidden for sharing may be modified 

so as to allow continuous and uninterrupted communication with the server. 

[072] Reference is now made to Fig. 6A, which shows a flowchart for a method of dynamic 

management of private data during communication between a remote server 401 and a 

user's device 411, according to some embodiments of the invention. In some embodiments, 

user's device 411 may receive 601 a request for retrieval of at least one data packet 403 

from the user's device 411, wherein the user's device 411 may provide a response 

corresponding to the received request. 

[073] In some embodiments, the user's device 411 may determine 602 the data type of the 

at least one data packet 403 corresponding to the received request. In some embodiments, 

the user's device 411 may receive 603 a privacy preference for the user's device 411, 

wherein the privacy preference includes a list of allowed (or forbidden) data packet types 

for sharing ( or randomly modifying per the predetermined modification algorithm for each 

forbidden data type) during communication. In some embodiments, data packets 

corresponding to requests for sharing of responses that are not compatible with the received 
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privacy preference may be modified 604. In some embodiments, responses to requests for 

sharing of data packets 403 of unrecognized type may be blocked. In some embodiments, 

communication between the remote server 401 and the user's device 411 may be maintained 

605 with sharing of the modified data packets (e.g., responses). 

[074] In some embodiments, the user's device 411 may determine a pattern of at least one 

response corresponding to the received request, and modify data packets ( e.g., responses) to 

requests for sharing of data packets 403 corresponding to at least one data pattern that are 

not compatible with the received privacy preference. In some embodiments, the privacy 

preference may include a list of allowed data patterns for sharing during communication. 

[075] It should be noted that such predetermined modification per each forbidden data 

packet type, may be a fixed or random action, depend on the user's preference and the 

content ( e.g. nullify for password and randomly change to different country from countries 

list). For data packets that are not compatible with the received privacy preference (as 

determined by the user) may allow users to optimally control sharing of their data. For 

example, a user choosing not to share location data may use the system to randomly modify 

the data packets during communication (as above) such that the location data may not be 

transferred via other means (e.g., user's instruction not to share location, application 

blocking only sensor GPS data while sharing country code data). 

[076] In some embodiments, the user's device 411 may include a database with at least one 

data packet type corresponding to a request for sharing of data packets 403 from the user's 

device 411, wherein the type of data packets 403 may be determined from the data packet 

type database. In some embodiments, at least one response may be linked to a type of data 

packet 403 from the user's device 411, wherein the linking may be based on the data type 

and data pattern of the at least one response. 

[077] In some embodiments, a response corresponding to a request for sharing of data 

packets may be identified ( e.g., by a processor 402), wherein the identified response is not 

compatible with the received privacy preference. In some embodiments, a response with at 

least one modified data packet corresponding to the request for sharing types of data packets 

may be provided per the modification algorithm. In some embodiments, modification of the 

at least one modified data packet 403 may be selected from the group consisting of data 

nullification, change of encoding and/or file template, change of header and/or footer, 
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blocking, data randomization, content modification, addition of a predetermined data 

packet, encryption or the like. 

[078] In some embodiments, a communication pattern between the server 401 and the 

user's device 411 may be identified, wherein the communication pattern may include at 

least one request for retrieval of at least one data packet 403 from the user's device 411 and 

corresponding responses. In some embodiments, an alert may be issued ( e.g., by a processor 

402) upon detection of a change in the identified communication pattern. In some 

embodiments, data packets 403 from the user's device 411 may be a response created as full 

or partial extraction(s) selected from the group consisting of any one of user's device files 

(permanent or temporary), user's device characteristics, user's device indirect attributes, 

user's device sensor data, user's device browser data, user's device form data, user's device 

dynamic memoiy user's device static memoiy or the like .. 

[079] Reference is now made to Fig. 6B, which shows a flowchart for a method of dynamic 

management of private data during communication between a remote server 401 and a 

user's device 411, according to some embodiments of the invention. In some embodiments, 

user's device 411 may receive 611 a request for retrieval of at least one data packet 403 

from the user's device 411, wherein the user's device 411 may provide a response 

corresponding to the received request. 

[080] In some embodiments, user's device 411 may determine 612 at least one data pattern 

corresponding to the received request. In some embodiments, user's device 411 may receive 

613 a privacy preference for the user's device 411, wherein the privacy preference may 

include a list of allowed (and/or forbidden) data patterns for sharing (and/or randomly 

modifying according to the predetermined modification algorithm for each of the forbidden 

data patterns) during communication. In some embodiments, responses corresponding to 

requests for sharing of data packets and corresponding data patterns that are not compatible 

with the received privacy preference may be modified 614. In some embodiments, 

communication between the remote server 401 and the user's device 411 may be maintained 

615 with sharing of the modified responses. 

[081] In some embodiments, user's device 411 may determine the type of the at least one 

data packet 403 of the received request. In some embodiments, requests for sharing of data 

packets 403 and corresponding data patterns, corresponding to at least one data packet type, 

that are not compatible with the received privacy preference may be modified. In some 
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embodiments, the privacy preference may include a list of allowed (and/or forbidden) data 

packet types for sharing (and/or modifying) during communication. 

[082] In some embodiments, user's device 411 may include a database with at least one 

data pattern corresponding to a request for sharing of data packets from the user's device, 

and wherein the at least one data pattern compatible with the received request may be 

determined from the database. In some embodiments, user's device 411 may determine the 

type of the at least one data packet 403 of the received request, and link at least one data 

pattern to a type of data packet from the user's device 411, wherein the linking may be based 

on the pattern of the at least one response. 

[083] In some embodiments, a data pattern corresponding to a request for sharing of types 

data packets 403 may be identified (e.g., by a processor 402), wherein the identified data 

pattern is not compatible with the received privacy preference. In some embodiments, a 

response with at least one modified data packet corresponding to the request for sharing 

types of data packets may be provided. 

[084] In some embodiments, an alert may be issued (e.g., by a processor 402) upon 

detection of a request for sharing data packets, wherein the detected request does not 

correspond to a data type and/or a data pattern and/or a combination thereof that is not 

compatible with the received privacy preference. In some embodiments, a communication 

pattern between the server 401 and the user's device 411 may be identified, wherein the 

communication pattern may include at least one request for retrieval of at least one data 

packet 403 from the user's device 411 and corresponding responses. In some embodiments, 

an alert may be issued ( e.g., by a processor 402) upon detection of a change in the identified 

communication pattern. 

[085] In some embodiments, a data management system (e.g., data management system 

400 as shown in Fig. 4) may be implemented as an exit gatekeeper to monitor outflow 

communication. For example, in network embedded devices (NED) with limited CPU 

power, low memory capacity and low power resources means ( e.g., internet of things (IOT) 

device and/or machine to machine and/or machine to server communication and/or other 

thin client or the like). Outflow communication may be monitored for communication 

patterns and/or data packet type and/or data pattern and once going out of predefined type 

and/or pattern range, may limit communication flow and/or block it. This ability to monitor 

and control outflow communication by the system may prevent for any user's device and/or 
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NED, from being part of communication overloading attacks for example distributed denial 

of service (DDoS) attack or the like. Such attacks may be created by malicious attackers 

who are remotely using uncontrolled user's device and/or NED or the like, to generate very 

high communication flow (e.g., 1 terabyte per second) in short period of time (e.g. hundreds 

of thousands or more of IP address endpoints at the same time) that basically overload the 

attacked server(s) until it adversely impacts its ability to function and in some cases creates 

fatal malfunction in mission critical systems. 

[086] Reference is now made to Fig. 7, which schematically illustrates a data management 

system 700 for dynamic management of private data that is at least partially embedded on 

a hardware component 711 (indicated with a solid line), according to some embodiments of 

the invention. The data management system 700 may include the communication module 

and/or processor adjusted and preconfigured to privacy preference methods and processes 

and/or data storage such as privacy preference database. The data management system 700 

may be at least partially embedded on a hardware component 711, for instance embedded 

on one chip and/or integrated circuit and/or processor. According to some embodiments the 

system may communicate with server 401 and/ or user's device 411 via the communication 

module 412. In some embodiments, the hardware component 711 (indicated with a solid 

line) may include at least one privacy preference database that been preconfigured and may 

be updated only locally so that no remote change can be made, for example by using 

electrically erasable programmable read-only memories (EEPROMs). In some 

embodiments, the hardware component 711 (indicated with a solid line) may be embedded 

and/or added to user's device 411 (indicated with a dashed line). 

[087] For example, such data management system 700 may be added into an IOT device 

(e.g., adding a chip and/or a circuit to the CPU) such that DDoS may be prevented, for 

example, communication between the IOT device may be monitored and controlled for 

unusual communication patterns, such that data patterns containing higher frequency ( e.g. 

higher than ten data packets per second) and/or data flow (e.g., higher than !megabyte per 

second) may be blocked by the system, according to privacy preferences determined for that 

purpose. For example, as shown in Fig. 3C as well. It should be noted that such preferences 

may only check data patterns where the data type of the data packets in the communication 

are not checked. 
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[088] Unless explicitly stated, the method embodiments described herein are not 

constrained to a particular order in time or chronological sequence. Additionally, some of 

the described method elements can be skipped, or they can be repeated, during a sequence 

of operations of a method. 

[089] Various embodiments have been presented. Each of these embodiments may of 

course include features from other embodiments presented, and embodiments not 

specifically described may include various features described herein. 
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CLAIMS 

1. A method of dynamic management of encrypted data during communication between 

a remote server and a user's device, the method comprising: 

receiving, by the remote server a communication comprising encrypted data 

packets; 

determining, by the remote server, a content of at least one data packet of the 

communication in accordance with characteristics of the at least one data packet, and 

wherein the content of the at least one data packet is not decrypted by the remote 

server, and the determination of the content is performed by the remote server in real 

time during a communication session between the remote server and the user's device; 

storing, by the remote server, a preference list; 

determining, by the remote server, based on a comparison of the determined 

content, whether to modify the at least one data packet, and if so, modifying the at 

1 east one data packet; and 

sharing, by the remote server, the modified communication. 

2. The method of claim 1, wherein determining a content of the at least one data packet 

comprises determining at least one data type of the at least one data packet of the 

communication in accordance with characteristics of the at least one data packet, and 

wherein determining whether to modify the at least one data packet is based on the 

determined data type. 

3. The method of claim 2, wherein the preference list includes a list of forbidden and/or 

allowed data packet types for sharing during communication. 

4. The method of claim 1, further comprising: 

determining, by the remote server, at least one communication data pattern in 

accordance with a behavior range of the data packet, and wherein the content of the at 

least one data packet is not decrypted by the remote server, and the determination of the 

at least one communication data pattern is performed by the remote server in real time 

during a communication session between the remote server and the user's device; 

wherein the determining whether to modify the at least one data packet, by the 

remote server, is further based on a comparison of the determined data pattern and the 
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preference list, whether to modify the at least one data packet, and if so, modifying the at 

least one data packet; and 

wherein the preference list includes a list of forbidden and/or allowed data packet 

types and communication data patterns for sharing during communication. 

5. The method of claim 1, wherein the modification of the communication is selected 

from the group consisting of: blocking the at least one data packet that is not 

compatible with the preference list, data nullification, data randomization, content 

modification, change of encoding, change of file template, change of header, change 

of footer, addition of a predetermined data packet, and encryption. 

6. The method of claim 2, wherein the data type of the at least one data packet is 

determined based at least in part on metadata of at least one data packet of the 

communication. 

7. The method of claim 4, wherein the data pattern 1s determined based on 

communication behavior, wherein the communication behavior consists of data 

packet frequency, data packet size, data packet speed, data packet count, data packet 

ratio compared to other data type flow, data packet repetition, or data packet order. 

8. The method of claim 1, further comprising, the remote server maintaining 

communication between the remote server and the user's device by sharing of the 

modified communication. 

9. The method of claim 1, wherein the data type is determined based on data packet 

characteristics selected from a group consisting of: data packet header, data packet 

footer, version number, IP (Internet Protocol) address, HTTPS (HyperText Transfer 

Protocol Secure), file extension, encryption method, encoding method, keywords, 

driver, and communication protocol. 

10. The method of claim 1, wherein the remote server is a gatekeeper server. 
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11. The method of claim 2, further comprising, the remote server issuing an alert to the 

user device based on the comparison of the determined data type and the preference 

list. 

12. A method of dynamic management of encrypted data during communication between 

a remote server and a user's device, the method comprising: 

rece1vrng, by the remote server a communication comprising encrypted data 

packets; 

determining, by the remote server, at least one communication data pattern of at 

least one data packet of the communication in accordance with a behavior range of the 

data packet, and wherein content of the at least one data packet is not decrypted by the 

remote server, and the determination of the at least one data pattern is performed by the 

remote server in real time during a communication session between the remote server and 

the user's device; 

storing, by the remote server, a preference list; 

determining, by the remote server, based on a comparison of the determined data 

pattern and the preference list, whether to modify the at least one data packet, and if so, 

modifying the at least one data packet; and 

sharing, by the remote server, the modified communication. 

13. The method of claim 12, wherein the preference list includes a list of forbidden and/or 

allowed communication data patterns for sharing during communication. 

14. The method of claim 12, wherein the modification of the communication is selected 

from the group consisting of: blocking the at least one data packet that is not 

compatible with the preference list, data nullification, data randomization, content 

modification, change of encoding, change of file template, change of header, change 

of footer, addition of a predetermined data packet, and encryption. 

15. The method of claim 12, wherein the communication data pattern of the at least one 

data packet is determined based on communication behavior, wherein the 

communication behavior consists of data packet frequency, data packet size, data 
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packet speed, data packet count, data packet ratio compared to other data type flow, 

data packet repetition, or data packet order. 

16. The method of claim 12, further comprising, the remote server maintaining 

communication between the remote server and the user's device by sharing of the 

modified communication. 

17. The method of claim 12, wherein the remote server is a gatekeeper server. 

18. The method of claim 12, further comprising, the remote server issuing an alert to the 

user device based on the comparison of the determined data pattern and the preference 

list. 

19. A system for dynamic management of encrypted data during communication between 

a remote server and a user's device, the system comprising: 

a memory; 

a communication data type database comprising at least one communication data 

type corresponding to sharing of at least one data packet with the user's device; 

a preference list database, 

a communication module configured to allow communication between the remote 

server and the at least one user's device, and 

a processor, coupled to the preference list database, wherein the processor is 

configured to instruct the remote server to: 

determine a content of at least one data packet of the communication m 

accordance with characteristics of the at least one data packet, and wherein the content 

of the at least one data packet is not decrypted by the remote server, and the 

determination of the content is performed by the remote server in real time during a 

communication session between the remote server and the user's device, 

based on a comparison of the determined content and the preference list, 

determine whether to modify the at least one data packet, and if so, modify the at least 

one data packet; and 

share the modified communication. 
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20. The system of claim 19, wherein determining a content of the at least one data packet 

comprises determining at least one data type of the at least one data packet of the 

communication in accordance with characteristics of the at least one data packet, and 

wherein determining whether to modify the at least one data packet is based on the 

determined data type. 

21. The system of claim 20, wherein the preference list database comprises a list of 

forbidden and/or allowed data packet types for sharing during communication. 

22. The system of claim 19, wherein, the processor is further configured to determine at 

least one communication data pattern in accordance with a behavior range of the data 

packet, and wherein the content of the at least one data packet is not decrypted by the 

remote server, and the determination of the at least one communication data pattern 

is performed by the remote server in real time during a communication session 

between the remote server and the user's device; and wherein the determining whether 

to modify the at least one data packet, by the remote server, is further based on a 

comparison of the determined data pattern and the preference list, whether to modify 

the at least one data packet, and if so, modifying the at least one data packet; and 

wherein the preference list includes a list of forbidden and/or allowed data packet 

types and communication data patterns for sharing during communication. 

23. The system of claim 20, wherein the data type of the at least one data packet is 

determined based at least in part on metadata of at least one data packet of the 

communication 

24. The system of claim 22, wherein the at least one communication data pattern is 

determined in accordance with a behavior range of the data packet, wherein the 

behavior range is selected from a group consisting of: data packet frequency, data 

packet size, data packet speed, data packet count, data packet ratio compared to other 

data type flow, data packet repetition, and data packet order. 

25. The system of claim 19, wherein the modification of the communication is selected 

from the group consisting of blocking the at least one data packet that is not 

compatible with the preference list, data nullification, data randomization, content 
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modification, change of encoding, change of file template, change of header, change 

of footer, addition of a predetermined data packet and encryption. 

26. The system of claim 19, wherein the remote server is configured to maintain 

communication between the remote server and the user's device by sharing of the 

modified communication. 

27. The system of claim 20, wherein the data type is determined based on data packet 

characteristics selected from a group consisting of: data packet header, data packet 

footer, version number, IP (Internet Protocol) address, HTTPS (HyperText Transfer 

Protocol Secure), file extension, encryption method, encoding method, keywords, 

driver, and communication protocol. 

28. The system of claim 19, wherein the remote server is a gatekeeper server. 

29. The system of claim 20, wherein the processor is configured to issue an alert to the 

user device based on the comparison of the determined data type and the preference 

list. 

30. The system of claim 22, wherein the preference list includes a list of forbidden and/or 

allowed data packet types and communication data patterns for sharing during 

communication, and wherein, if the at least one data type of the at least one data packet 

is included in the list of forbidden and/or allowed data packets, the processor is 

configured to determine whether to modify the at least one data packet based on the 

determined data type and the preference list without performing a comparison of a 

determined data pattern and the preference list. 
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ABSTRACT 

Systems and methods of dynamic management of private data during communication 

between a remote server and a user's device, including receipt of a request for retrieval of 

at least one data packet from the user's device, wherein the user's device is configured to 

provide a response corresponding to the received request, determination of at least one 

communication data type of the at least one data packet corresponding to the received 

request, receipt of a privacy preference for the user's device, wherein the privacy preference 

comprises a list of allowed data packet communication types for sharing during 

communication, modification of data packets corresponding to requests for sharing of 

responses that are not compatible with the received privacy preference and maintenance of 

communication between the remote server and the user's device, with sharing of the 

modified data packet. 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paoerwork Reduction Act of 1995, no oersons are reauired to resoond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number P-566702-US 2 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention I SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

If the Assianee or Non-Aoolicant Assianee is an Oraanization check here. 181 
Organization Name Privacy Rating Ltd. 

Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 91/33 Hagalil Street 

Address 2 

City GaneyTikva State/Province 

Country I Israel Postal Code 5591491 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by t:·Aw.t:J 
selecting the Add button. 

Signature: 
NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c>. 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic 
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a 
patent practitioner, alljoint inventors who are the applicant, or one or more joint inventor-applicants who have been given 
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of!!!! joint inventor-applicants. 

See 37 CFR 1.4(d) for the manner of making signatures and certifications. 

Signature /Brendan Mee/ Date (YYYY-MM-DD) 2023-01-10 

First Name Brendan 5. I Last Name I Mee Registration Number 43,391 

Additional Signature may be generated within this form by selecting the Add button. (t:il~tM 

This collection of information is required by 37 CFR 1.76. The infomiation is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 23 minutes to 
complete, including gathering, preparing, and submitting the completed application data sheet fomi to the USPTO. Time will vary depending upon the 
individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the 
Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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PTO/AIA/96 (08-12) 
Approved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
ond to a collection of information unless it dis la s a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

Applicant/Patent Owner: PRIVACY RATING LTD. Docket No.: P-566702-US2 

Application No./Patent No.: Filed/Issue Date: 

Titled: SYSTEM AND METHOD FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

PRIVACY RATING LTD. , a Company 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose~ of options 1, 2, 3 or 4 below): 

1. IZI The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

D The extent (by percentage) of its ownership interest is __ %. Additional Statement(s) by the owners holding the 
balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose~ of options A or B below): 

A. !ZI An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in the 
United States Patent and Trademark Office at Reel 057455, Frame 0784, or for which a copy thereof is attached. 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: 

2. From: 

To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel __ , Frame __ , or for which a copy thereof is attached. 

To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel __ , Frame __ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). 'he information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. '22 and 37 CFR 1.' 1 and 1 .14. This collection is estimated to take 12 minutes to complete, including 
gathering. preparing, and submitting the completed application fonn to the USPTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden. should be sent to the Chief lnfonnation Officer. U.S. Patent and Trademark 
Office, U.S. Department of Commerce. P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FOR.MS TO THIS ,l\DDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, cal! 1-800-PTO-9199 and select option 2. 



3. From: 

4. From: 

5. From: 

6. From: 

PTO/AIA/96 (08-12) 
Approved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
ond to a collection of information unless it dis la s a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel __ , Frame __ , or for which a copy thereof is attached. 

To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel __ , Frame __ , or for which a copy thereof is attached. 

To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel __ , Frame __ , or for which a copy thereof is attached. 

To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel __ , Frame __ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

D As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee 
was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08) 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Brendan Mee/ 

Signature 

Brendan 5. Mee 

Printed or Typed Name 

10 January 2023 
Date 

43 391 
Title or Registration Number 
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Docket No.: P-566702-US 

ASSIGNMENT 

In c-0nskieration of One Dollar ($1 J}O), and nther good and valuable consideration, the 

Receipt of which is llcrehy acknowledged, ·we the undersigned, Yoseph KOREN residing at 91/33 

Hagali! St., Ganey Tikva 5591491, Israel and Yehonatan WASSERMAN residing at 39 Kaplan SL, 

Kiryat Ono 5529339,, Israel (herdnaller, the "Assignor") 

Hereby seH, ass:ign and trans.fer i:.o Privacy Rating U .. l .. an Israeli company Iooate<l at 

91/33 HagaJH St., Ganey Tikva 559 !491, Israel; its successors, assigns and legal representatives 

(hereinafter, the "Assignee"), the entire right, thle and interest fra- all countries, in and to any and aH 

bwentions which are disclosed and daimed, and as possessed by the umJcrsigne.d, any and all inve:niioas 

whkh are disdosed but not claimed in the application for United States AppHcation No. 

( 16/603,252 , filed October 7, 2019), which is a National Phase Application of PCT International 

Application No. PCT /fL20 l 8/050359, PCT Jntemationat filing date March 28, 2018 and being entitled: 

SYSTEM AND METHOD .FOR DYNAMIC MANAGEMENT OF PRIVATE DATA 

and in a._~i to said application and aH divisionas, continuing, substitute, renewal~ reissue, and all other 

applications for U.S. Letters Patent or other related property rights in &-<ly and aH foreign countries which 

l-mve been or sha.U be filed on any of said inventions disdosed in smd application, including but not 

Hmited to prior lsrne.H Application 251683 filed on April 9, 2017; and in and to ai1 originaJ and reissued 

patents or resa.ted foreign documents which have been or shaU be issued on said inventions; and 

including the Assignor's right in and to an revenue? income, royalties, damages and payments .now or 

herl'-oafter due or payable with respect to any Letters Patent which may be granted, and in and to aii 

causes of action (either in law or in equity), and the .right to sue~ counterdaim, and recnver for past, 

pr~..sent and fi.m.tre infringement of the rights assigned or to be assigned under this 1-\ssigmncnt. I .hereby 

authorize and request the attorm·;y of record of the film Pearl Cohen Zede.k Latzer Bamt.z LLP, i 500 

Broadway, 12m Floor, New York 1 OCG6, to insert in the parentheses above, the filing date and US Serial 

No. of said application when known; 

Authorize and request the Cmnmissioner of Patents nf the United States to issue to said 

Assignee, the corporation above named, 1ts successors, assigns and legal representatives, in accordance 

w1th this assignment, any and ai.i United State:s Letters Parent nn said inventions or any of them dfodoscd 

in said appHcation; 

·Agree that said Assignee may apply for and nx-.ei ve foreign Letters Patent or rights of any other 

kind fbr said inventions, or any of them; and may daim, in applications for said foreign Letters Pm:ent 

or othi:r rig.his, tl-ie priority" of the afore:•mid. United States patem :appHcatfon und-er the provisions of the 

- 1 -
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Doc.ket No.: P-566702-US 

Intemationa1 Convention of I 883 and later modific-atfons thereot: und~r the Patent Cooperation Treaty, 

under the European Patent Convention or unde.r any other available international agreement; and that. 

vvhcn requested, without charge to~ hut at the expense ot: said As..'>ig..'lee, its successors. assigns. and legal 

representatives, to carry out in good faith the intent an:d pmpose of this assig.riment, the under-signed or 

the undersigned's executors or administratorn will, for the United States and aH foreign countries. 

exe<.:u.te ail divisionat continuing, substitute, renewal. reissue, and alt other patent applications or 

other documents on any filhl an said inventions; ex~ciJtc all rightt'h.l oaths, as.'>igrunents. pow--ers of 

att(lmey and other papers; communicate ro said Assie,•nee, its successors, assigns and representafrves, 

all facts knovm and documents available to the undersigned relating to said inventions and the history 

thereof; testify in all legal proceedings; and generally do everything possible which said Assignee, its 

succes,...o:rs, a,;,;signs M representatives shall consider desirable for aiding in securing, maintainh,g and 

enfordng proper patent protection for said inventions and for ve::-1:ing title to said inventions and aH 

,applications for patents or related foreign rights and aU patents on said inventions, in said Assignee, 

.its successors, assigns and icgal r("p,esentatives; and 

CO'\lENANT v..-ith said Assignee, its successors, assig1rn and legal representatives tlmt no 

assibmrnent, 1:,:rrant, mortgage, license or otber agreement aJlecting the rights and propt..>rty herei.•1 conveyed 

has been made to others by the un<Jersigned, at).d that fuH right to convey the same as herein expressed 

is possesse.d by the tmdersigned. 

FULL NAME OF INVENTOR: FULL NAME OF Vv'.fIB~SS.: 

p' -----------------······-···--· 
SIGNATURE OF lNVEN"TOR: /._ ... , .... --~ 

----------~::.._--·--=-•c.··i_t!..✓_f;_· _______ +-:-=cc==o-====-==-----~--------1 
ADDRESS OF \VITN.ESS: ,l.,. § -0 -~ 

DATE; ()5 //1,.') /2A /;J 
-H•HHH••••• ✓ •--:•-~•••H , ..... H~•~--••••u-•u••· onuuuunuouuu 

(day ! mot1ili /year} 
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DocCode - SCORE 

SCORE Placeholder Sheet for IFW Content 

Application Number: 18095238 Document Date: 0111012023 

The presence of this form in the IFW record indicates that the following document type was received 
in electronic format on the date identified above. This content is stored in the SCORE database. 

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is 
recorded in PALM, and no paper documents or physical media exist. The TIFF images in the IFW 
record were created from the original documents that are stored in SCORE. 

• Drawing 

At the time of document entry (noted above): 
• USPTO employees may access SCORE content via DAV or via the SCORE web page. 
• External customers may access SCORE content via PAIR using the Supplemental Content 

tab. 
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