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DETAILED ACTION
Response to Amendment

This office action has been issued in response to Remarks filed 21 February
2012. No claims are cancelled. Claims 20-23 have been amended. No new claims are
added. As a result, claims 1-23 are pending, in which claims 1, 16, and 20 are in
independent form.

In view of the Remarks, submitted on 22 April 2011, applicant’s arguments in
view of amendments have been carefully and respectfully considered, and they are
persuasive as they relate to claim rejection to claims 20-23 under 35 USC § 101, and
objection to the Specification, and thus claim rejection to claims 20-23 under 35 USC §
101, and objection to the Specification are withdrawn. Applicant's arguments with
respect to claim 1-22 under 35 USC 103(a) have been considered but they are found

not persuasive. This action is made final.

Response to Arguments
In page 10 of the Remarks, the applicants argue that Stenfelt does not
teach/disclose/suggest “when data in a packet is determined to be encrypted, executing
a programmed response” because Stenfelt does not teach determining if the packet is
encrypted. The examiner respectfully disagrees with the applicants. Based on the
Stenfelt, paragraphs [0043] through [0046], Stenfelt discusses Header Inspection at the
OSl layers 1 through 7. Initially, attempt is made to determine an application protocol at

layers 1-3. If classification of the network traffic data into an application protocol fails
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based on the initial header inspection, Deep Packet Inspection are performed to classify
the network data traffic into an application protocol. The failure of the deep packet
inspection is clearly, as disclosed by Stenfelt, par. [0045] and [0046], due to the
encryption of application-layer level header and payload encryption achieved by
proprietary protocol such as Skype. This conclusion of the application layer header and
payload being encrypted leads to the Heuristic Inspection of the traffic data by
comparing the features of received encrypted network traffic data with the already
categorized encrypted network traffic data vectors/features, associated with known
application protocols. It is well-known that this machine learning based classification
matches an application protocol category based on a high score pointing to a specific
application protocol. Stenfelt clearly discloses determining if a packet is determined to
be encrypted at layer 4 or above level by demonstrating the failure of deep packet
inspection and by stating its only reason for failure due to application layer header and
payload being encrypted.

On page 10, the applicant also argues that “redirecting traffic in response to
detecting suspicious traffic is not the same as executing a programmed response when
data in a packet is determined to be encrypted.” The examiner respectfully disagrees
with the applicants because both taking (1) Heuristic Inspection of the traffic data and
(2) redirecting the suspicious network traffic as response to determination that the
packet is encrypted. The heuristic inspection is clearly taking a programmed response

once the determination is made.
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The office action acknowledgement mentioned in page 11 is to state that the
determination of packet being encrypted is not based on randomness test only. To
enhance the Stenfelt, Speirs has been introduced. It is clear that Speirs's mechanism of
determining if a data is encrypted or not can complement Stenfelt in confirming the
application layer packet data being encrypted as an alternative or as two necessary
steps in confirming the determination.

Thus, the examiner concludes that the combination of Stenfelt and Speirs
discloses “determining data in a packet is encrypted by calculating a randomness value
of the packet from a payload of the packet that includes the application-layer header

and an application-layer payload."

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained through the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1, 2, 5, 6, 8,9, 11-14, 16-18, 20-22 are rejected under 35 U.S.C. 103(a) as
being unpatentable over Stenfelt (US PG-Pub. 2011/0041182 A1), in view of
Speirs, lll et al (US PG-Pub. 2007/0116267 A1) hereinafter Speirs, and further in

view of Yung (US Patent 7,778,194 B1).
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1. As to claim 1, Stenfelt teaches a method comprising:

receiving a network packet (see Fig. 1 and para. [0040];lt is noted that the GGSN
receives packets of data flow, inspects and determines whether the packets are
malicious or not.);

using an application-layer header of the packet, determining whether the packet
is associated with an identifiable network application (see para. [0043] — [0045]; It
is noted that during Header inspection (OSI Layers 1-4 inspection) and Deep Packet
Inspection (OSI Layers 4 - Layer 7 inspection), the various known application protocols
are identified to discover the involved network application.);

When the data in the packet is determined to be encrypted, executing a
programmed response (see para. [0044], [0061] and [0062]; e.g., blocking traffic to an
intended destination until the malware is cleansed.)

Even though Stenfelt mentions that Heuristic Inspection (see para. [0046]) is
employed when the protocols-related information is encrypted and thus prohibits the
Header Inspection and DPI from discovering the network application, the followings are
not explicitly taught by Stenfelt:
when the packet is not determined to be associated with an identifiable network
application, determining whether data in the packet is encrypted by calculating a
randomness value of the packet from a payload of the packet that includes the
application-layer header and an application-layer payload and determining that the

packet is encrypted when the randomness value exceeds a randomness threshold.
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However, Speirs teach that the header is indiscernible due to illegal use of
encryption (see para. [0001] and [0003]), that statistical tests (e.g., runs test) test a
degree of randomness of the data and reveal the encrypted header (see para. [0009],
[0010], [0024], [0036]-[0038], [0067], [0068], [0093], [0096], [0097]), and that when the
packet is not determined to be associated with an identifiable network
application, determining whether data in the packet is encrypted by calculating a
randomness value of the packet from a payload of the packet that includes the
application-layer header and an application-layer payload and determining that the
packet is encrypted when the randomness value exceeds a randomness threshold (e.g.,
Ch-squares value is within the derived range indicative of randomness of the packet

and the packet being encryted).

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Stenfelt and Speirs before
him or her, to modify the Intrusion and Detection scheme of Stenfelt by including the
scheme of Speirs for testing randomness of packet data. The suggestion/motivation for
doing so would have been to determine if the indiscernible header is due to encryption,

as briefly discussed in Speirs, para. [0001], [0009], and [0010].

The combination of Stenfelt and Speirs does not explicitly teach that the
encryption in the packet is permissible one (e.g., existence of previous SSL/TSL related
to current session) or not however, Yung teaches traffic classification engine 86 that
maintains an SSL state table that keep track of sessions that went through successful

handshakes and encrypted flow module 88 (see col. 3, lines 42 — 54; col. 5, lines 6-25,
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col. 6, lines 13 — 23, col. 9, line 55 — col. 10, line 45, col. 11, lines 29-34, col. 15, lines
32 — 67, col. 21, lines 13-38; It is noted that if current session is not found on the SSL
state table, the encryption was not initiated based on a key exchange information from a

previous SSL or TSL.)

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Stenfelt, Speirs, and Yung
before him or her, to modify the scheme of Stenfelt and Speirs for intrusion detection for
unauthorized encryption session by including the scheme of Yung for using SSL/TSL
state table to determine if the current encryption session is based on the previous SSL
or TSL based key exchange. The suggestion/motivation for doing so would have been
to determine if the encrypted session is authorized one or not based on the information

in SSL/TSL state table.

2. As to claim 16, Stenfelt teaches a network device comprising:

an interface to receive a packet (see Fig. 1 and para. [0040];lt is noted that the GGSN
receives packets of data flow, inspects and determines whether the packets are
malicious or not.);

an application identification module to attempt to identify an application

associated with the packet (see para [0044]; e.g., DPI);

an attack detection module to determine whether the packet is associated with a

network attack, to forward the packet when the packet is not associated with a
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network attack, and to take a response when the packet is associated with a

network attack (see para. [0040] — [0050]).

Even though Stenfelt mentions that Heuristic Inspection (see para. [0046]) is
employed when the protocols-related information is encrypted and thus prohibits the
Header Inspection and DPI from discovering the network application, he followings are
not explicitly taught by Stenfelt:
an encryption detection module to determine whether the packet is encrypted when the
application identification module is unable to identify an application associated with the
packet; and,
wherein the encryption detection module sends a message to the attack detection
module that indicates whether the packet is encrypted, wherein when the message
indicates that packet is encrypted, the attack detection module determines that the

packet is associated with a network attack.

However, Speirs teach that the header is indiscernible due to illegal use of
encryption (see para. [0001] and [0003]), that statistical tests (e.g., runs test) test a
degree of randomness of the data and reveal the encrypted header (see para. [0009],
[0010], [0024], [0036]-[0038], [0067], [0068], [0093], [0096], [0097]), and that an
encryption detection module to determine whether the packet is encrypted when the
application identification module is unable to identify an application associated with the
packet (e.g., Ch-squares value is within the derived range indicative of randomness of

the packet and the packet being encryted).
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Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Stenfelt and Speirs before
him or her, to modify the Intrusion and Detection scheme of Stenfelt by including the
scheme of Speirs for testing randomness of packet data. The suggestion/motivation for
doing so would have been to determine if the indiscernible header is due to encryption,

as briefly discussed in Speirs, para. [0001], [0009], and [0010].

The combination of Stenfelt and Speirs does not explicitly teach that wherein the
encryption detection module sends a message to the attack detection module
that indicates whether the packet is encrypted, wherein when the message
indicates that packet is encrypted, the attack detection module determines that
the packet is associated with a network attack however, Yung teaches traffic
classification engine 86 that maintains an SSL state table that keep track of sessions
that went through successful handshakes and encrypted flow module 88 (see col. 3,
lines 42 — 54; col. 5, lines 6-25, col. 6, lines 13 — 23, col. 9, line 55 — col. 10, line 45, col.
11, lines 29-34, col. 15, lines 32 — 67, col. 21, lines 13-38; It is noted that if current
session is not found on the SSL state table, the encryption was not initiated based on a

key exchange information from a previous SSL or TSL.)

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Stenfelt, Speirs, and Yung
before him or her, to modify the scheme of Stenfelt and Speirs for intrusion detection for
unauthorized encryption session by including the scheme of Yung for using SSL/TSL

state table to determine if the current encryption session is based on the previous SSL
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or TSL based key exchange. The suggestion/motivation for doing so would have been
to determine if the encrypted session is authorized one or not based on the information

in SSL/TSL state table.

20. A computer-readable medium comprising instructions that cause a programmable
processor to:

receive a network packet;

determine whether the packet is associated with a network application using an
application-layer header of the packet;

determine whether data in the packet is encrypted, when the packet is not determined
to be associated with an identifiable network application, by calculating a randomness
value of the packet from a payload of the packet that includes the application-layer
header and an application-layer payload and determining that the packet is encrypted
when the randomness value exceeds a randomness threshold; and

when the data in the packet is determined to be encrypted, execute a response, and
when the data in the packet is determined not to be encrypted, forwarding the packet

(claim 20 is rejected for the same reason as in the rejected claims 1 and 16 above.)

3. As to claim 2, in view of claim 1, Speirs teaches wherein determining whether
data in the packet is encrypted comprises applying the Wald-Wolfowitz runs test

to the payload of the packet that includes the application-layer header and the
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application-layer payload (see discussion in the rejected claim 1; It is noted that the

runs test is another name for Wald-Wolfowitz test.)

4. As to claim 17, in view of claim 16, Speirs teaches wherein the encryption
detection module implements the Wald-Wolfowitz runs test and applies the Wald-
Wolfowitz runs test to the packet to determine whether the packet is encrypted (claim 17

is rejected for the same reason as in claim 2.)

5. As to claim 21, in view of claim 20, Speris teaches instructions to apply the Wald-
Wolfowitz runs test to the packet to determine whether the data in the packet is

encrypted (claim 21 is rejected for the same reason as in claims 2 and 17 above.)

6. As to claim 5, in view of claim 1, Yung teaches determining whether the packet

represents a key exchange (see discussion in rejected claim 1).

7. As to claim 6, in view of claim 5, Yung teaches identifying a key exchange for
a communication session for the packet; and
making a record of the key exchange for the communication session after

identifying the key exchange (see col. 21, lines 13-38.)
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8. As to claim 8, in view of claim 1, Stenfelt teaches wherein determining whether
data in the packet is encrypted comprises applying at least one filter to the data (see

para. [0049]).

9. As to claim 18, in view of claim 16, Stenfelt and Speirs teaches wherein the
encryption detection module applies at least one filter to the packet to determine
whether the packet is encrypted (It is noted that the encryption detection mechanism

of Speirs can be implemented as a filter as in Stenfelt, par. [0049]).

10.  Asto claim 22, in view of claim 20, Stenfelt and Speirs teach instructions to apply
at least one filter to the packet to determine whether the data in the packet is encrypted
(It is noted that the encryption detection mechanism of Speirs can be implemented as a

filter as in Stenfelt, par. [0049]).

11.  Asto claim 9, in view of claim 8, Stenfelt teaches displaying an administrator
interface; and

receiving, with the administrator interface, one or more instructions to add, remove,

and edit the at least one filter (see para. [0048] and [0049]; e.g., network operator or

administrator updating the filter rules, for example, via a GUI.)

12. Asto claim 11, in view of claim 1, Stenfelt teaches wherein executing a

programmed response comprises sending an alert (see para. [0048]).
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13. Astoclaim 12, in view of claim 1, Yung teaches identifying the packet as
belonging to a communication session between a server and a client (see col. 9,

line 55 through col. 10, line 45.)

14.  Asto claim 13, in view of claim 1, Stenfelt teaches when the data in the packet
is determined to not be encrypted, forwarding the packet (see para. [0043] —
[0049]; It is noted that un-encrypted packets would be determined to be dropped or
alerted or forwarded based on the attributes gained from headers and payload at OSI

layer 7 matched against filter rules.)

15.  Asto claim 14, in view of claim 1, Stenfelt teaches when the packet is
determined to be associated with an identifiable network application, forwarding
the packet (see para. [0044]; It is noted that DPI reveals application/protocol related
information and along with other information gained from header, it can be determined

whether the packet is part of permitted data flow.)

Claims 3, 4 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Stenfelt, in view of Speirs, in view of Yung, and further in view of McCffrey
(“Randomness in Testing", 2006).

16.  Asto claim 3, in view of claim 2, the combination of Stenfelt, Speirs, and Yung

does not explicitly teach wherein applying the Wald-Wolfowitz runs test comprises:
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determining a size value for the packet;
determining a mean value for the bytes in the packet;
determining a number of bytes with values in excess of the mean in the packet;
determining a number of bytes with values below and equal to the mean in the packet;
determining a number of runs of bytes in the packet;
determining an expected number of runs for a general packet having the size value of
the packet, the number of bytes with values in excess of the mean, and the number of
bytes with values below and equal to the mean;
determining a variance for the general packet; and determining that the data in the
packet is encrypted when the absolute value of the difference between the number of
runs in the packet and the expected number of runs for the general packet, divided by
the square root of the variance, is within a randomness threshold.

However, McCaffrey teaches applying the Wald-Wolfowitz test to a sequence of
two symbols, which in a similar manner, is applicable to a sequence of bytes comprising

a packet (see section "Analyzing a Pattern for Randomness").

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Stenfelt, Speirs, Yung,
and McCaffrey before him or her, to modify the scheme of Stenfelt, Speirs and Yung for
intrusion detection of unauthorized encryption session by including the scheme of
McCafffrey for determining if a sequence of symbols (e.g., bits or bytes) are random or
not by means of Wald-Wolfowitz test. The suggestion/motivation for doing so would

have been to determine randomness of a packet.
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17.  Asto claim 4, in view of claim 3, McCaffrey teaches the following:

wherein determining an expected number of runs comprises determining that the
expected number of runs is equal to two times the number of bytes in excess of the
mean (e.g., n1) times the number of bytes below and equal to the mean divided by the
size value (e.g., n2), plus one; and

wherein determining a variance comprises determining that the variance is equal to a
quantity, the quantity being the expected number of runs minus one times the expected
number of runs minus two, the quantity then being divided by a second quantity, the
second quantity being the size value minus one (e.g., n1 n2 — 1; see the section

Analyzing a Pattern for Randomness).

Claims 7, 10, 15, 19, and 23 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Stenfelt, in view of Speirs, in view of Yung, and further in view

of Bhatnagar et al. (US PG-Pub. 2006/0123481 A1) hereinafter Bhatnagar.

18. Asto claim 7, in view of claim 6, Stenfelt, Speirs, and Yung teach wherein
executing a programmed response comprises:

determining, when the data of the packet is determined to be encrypted (e.g.,
determined by Speirs’ scheme; see Speirs, [0009], [0010], [0024], [0036]-[0038], [0067],
[0068], [0093], [0096], [0097]), whether a key exchange has been recorded (see
Yung, col. 11, lines 29-34 and col. 21, lines 13 — 38); and

when a key exchange has been recorded, forwarding the packet (see Stenfelt, col.

[0062]; It is noted that when a network traffic is not a threat or attack (Sl not including
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666 from previous session and current session), the action is to “permit” the data flow to

proceed (e.g., sending the packets to the intended destination.)

Even though Stenfelt discusses intrusion detection and response to a detection,
Stenfelt, Speirs, and Yung does not explicitly Intrusion Prevention response and the

following: when a key exchange has not been recorded, dropping the packet.

However, Bhatnagar teaches applying filters to unauthorized stream of packets in
order to drop/discard such packets (see para. [0026]) and thus when a key exchange

has not been recorded (e.g., unauthorized encrypted session), dropping the packet.

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Stenfelt, Speirs, Yung,
and Bhatnagar before him or her, to modify the scheme of Stenfelt, Speirs and Yung for
intrusion detection of unauthorized encryption session by including the scheme of
Bhatnagar for dropping the packets corresponding to the unauthorized encrypted
session. The suggestion/motivation for doing so would have been to disable possible

malware carried through the packets, as briefly discussed in Bhatnagar, par. 26.

19.  Asto claim 10, in view of claim 1, the combination of Stenfelt, Speirs, and Yung
does not explicitly teach wherein executing a programmed response comprises
dropping the packet.

However, Bhatnagar teaches applying filters to unauthorized stream of packets in
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order to drop/discard such packets (see para. [0026]) and wherein executing a

programmed response comprises dropping the packet.

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Stenfelt, Speirs, Yung,
and Bhatnagar before him or her, to modify the scheme of Stenfelt, Speirs and Yung for
intrusion detection of unauthorized encryption session by including the scheme of
Bhatnagar for dropping the packets corresponding to the unauthorized encrypted
session. The suggestion/motivation for doing so would have been to disable possible

malware carried through the packets, as briefly discussed in Bhatnagar, par. 26.

20. Asto clam 15, in view of claim 14, Stenfelt teaches wherein forwarding the
packet further comprises:

determining whether the identifiable network application is a legitimate network
application; when the identifiable network application is determined to be a legitimate

network application, forwarding the packet (see discussion in the rejected claim 14).

The combination of Stenfelt, Speirs, and Yung does not explicitly teach
when the identifiable network application is determined not be a legitimate network
application, dropping the packet.

However, Bhatnagar teaches applying filters to unauthorized stream of packets in

order to drop/discard such packets (see para. [0026]).
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Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Stenfelt, Speirs, Yung,
and Bhatnagar before him or her, to modify the scheme of Stenfelt, Speirs and Yung for
intrusion detection of unauthorized encryption session by including the scheme of
Bhatnagar for dropping the packets corresponding to the unauthorized encrypted
session. The suggestion/motivation for doing so would have been to disable possible

malware carried through the packets, as briefly discussed in Bhatnagar, par. 26.

21.  Astoclam 19, in view of claim 16, Stenfelt, Speirs, and Yung teach wherein the
attack detection module determines whether the packet represents a key exchange
(e.g., determined by Speirs’ scheme; see Speirs, [0009], [0010], [0024], [0036]-[0038],
[0067], [0068], [0093], [0096], [0097]), records whether a key exchange has been
detected for a communication session (see Yung, col. 11, lines 29-34 and col. 21,
lines 13 — 38), and when a key exchange has been detected for the communication
session associated with the packet and the encryption detection module has
determined that the packet is encrypted, forwarding the packet (see Stenfelt, col.
[0062]; It is noted that when a network traffic is not a threat or attack (S| not including
666 from previous session and current session), the action is to “permit” the data flow to

proceed (e.g., sending the packets to the intended destination.)
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Even though Stenfelt discusses intrusion detection and response to a detection,
Stenfelt, Speirs, and Yung does not explicitly Intrusion Prevention response and the

following: when a key exchange has not been recorded, dropping the packet.

However, Bhatnagar teaches applying filters to unauthorized stream of packets in
order to drop/discard such packets (see para. [0026]) and thus when a key exchange
has not been detected for a communication session associated with the packet and the
encryption detection module has determined that the packet is encrypted (e.g.,

unauthorized encrypted session), drops the packet.

Therefore, it would have been obvious to one of ordinary skill in the art at the
time the current invention was made, having the teachings of Stenfelt, Speirs, Yung,
and Bhatnagar before him or her, to modify the scheme of Stenfelt, Speirs and Yung for
intrusion detection of unauthorized encryption session by including the scheme of
Bhatnagar for dropping the packets corresponding to the unauthorized encrypted
session. The suggestion/motivation for doing so would have been to disable possible
malware carried through the packets, as briefly discussed in Bhatnagar, par. 26.
when a key exchange has not been detected for a communication session associated
with the packet and the encryption detection module has determined that the packet is
encrypted, drops the packet.

However, Bhatnagar teaches applying filters to unauthorized stream of packets in

order to drop/discard such packets (see para. [0026]).

Therefore, it would have been obvious to one of ordinary skill in the art at the time the

current invention was made, having the teachings of Stenfelt, Speirs, Yung, and
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Bhatnagar before him or her, to modify the scheme of Stenfelt, Speirs and Yung for
intrusion detection of unauthorized encryption session by including the scheme of
Bhatnagar for dropping the packets corresponding to the unauthorized encrypted
session. The suggestion/motivation for doing so would have been to disable possible

malware carried through the packets, as briefly discussed in Bhatnagar, par. 26

23. The computer-readable medium of claim 20, further comprising instructions to
determine whether a key exchange has occurred for a communication session
associated with the packet; and

when the data in the packet is determined to be encrypted:

forwarding the packet when a key exchange has occurred for the communication
session, and

dropping the packet when a key exchange has not occurred for the communication

session (Claim 23 is rejected for the same reason as in claim 19 above.)

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not
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mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure. Varadarajan et al. (US PG-Pub. 2009/0116394 A1), see par., 30
— 35, Figs. 2, 4, 6, and claim 1.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to HEE SONG whose telephone number is (571)270-3260.
The examiner can normally be reached on Mon - Fri, 7:30 AM - 5:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Jeffrey Pwu can be reached on (571)272-6798 . The fax phone number for

the organization where this application or proceeding is assigned is 571-273-7291.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

HEE SONG
Examiner, Art Unit 2433
11/13/2011

IJeffrey Pwu/
Supervisory Patent Examiner, Art
Unit 2433

Cisco Systems, Inc. v. QPrivacy USA LLC
QPrivacy EX. 2022
23 of 23



