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FOREWORD

David Clark
Massachusetts Institute of Technology

he term spaghetti code is universally understood as an insult. All good computer sci-

entists worship the god of modularity, since modularity brings many benefits, in-

cluding the all-powerful benefit of not having to understand all parts of a problem
at the same time in order to solve it. Modularity thus plays a role in presenting ideas in a book,
as well as in writing code. If a book’s material is organized effectively—modularly—the reader
can start at the beginning and actually make it to the end.

The field of network protocols is perhaps unique in that the “proper” modularity has
been handed down to us in the form of an international standard: the seven-layer reference
model of network protocols from the ISO. This model, which reflects a layered approach to
modularity, is almost universally used as a starting point for discussions of protocol organiza-
tion, whether the design in question conforms to the model or deviates from it.

It seems obvious to organize a networking book around this layered model. However,
there is a peril to doing so, because the OSI model is not really successful at organizing the
core concepts of networking. Such basic requirements as reliability, flow control, or security
can be addressed at most, if not all, of the OSI layers. This fact has led to great confusion in
trying to understand the reference model. At times it even requires a suspension of disbelief.
Indeed, a book organized strictly according to a layered model has some of the attributes of
spaghetti code.

Which brings us to this book. Peterson and Davie follow the traditional layered model,
but they do not pretend that this model actually helps in the understanding of the big issues in
networking. Instead, the authors organize discussion of fundamental concepts in a way that
is independent of layering. Thus, after reading the book, readers will understand flow con-
trol, congestion control, reliability enhancement, data representation, and synchronization,
and will separately understand the implications of addressing these issues in one or another
of the traditional layers.

This is a timely book. It looks at the important protocols in use today—especially the
Internet protocols. Peterson and Davie have a long involvement in and much experience with
the Internet. Thus their book reflects not just the theoretical issues in protocol design, but
the real factors that matter in practice. The book looks at some of the protocols that are just
emerging now, so the reader can be assured of an up-to-date perspective. But most impor-
tantly, the discussion of basic issues is presented in a way that derives from the fundamental
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nature of the problem, not the constraints of the layered reference model or the details of to-
day’s protocols. In this regard, what this book presents is both timely and timeless. The com-
bination of real-world relevance, current examples, and careful explanation of fundamentals

makes this book unique.
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PREFACE

‘ N ’ ithout question, computer networking is one of the most exciting computer sci-

ence topics to emerge in recent years. The media have done a more than ade-

quate job of popularizing networking, and examples of its rapid spread are plen-

tiful: USA Today regularly publishes the addresses of interesting World Wide Web sites; we

are encouraged to send comments to NBC Nightly News via Internet mail; both the White

House and Congress are online (as is Her Majesty’s Treasury); and, perhaps most impres-

sively, it is possible to order pizza over the Internet. Surely any technology that receives this
much attention must be worth understanding.

The concern, of course, is that there might be little or no intellectual substance once
we get beyond the buzzwords. Fortunately, this is not the case. When we peel away all the
hype, the field of computer networking contains a wealth of interesting problems and clever
solutions founded on solid underlying principles. The challenge is to identify and understand
these principles. That is why we decided to write this book. Our intent is that the book should
serve as the text for an introductory networking class, at either the graduate or upper-division
undergraduate level. We also believe that the book’s focus on core concepts should be appeal-
ing to industry professionals who are retraining for network-related assignments, as well as
current network practitioners who want to understand the “whys” behind the protocols they
work with every day.

Approach

It is our experience that people learning about networks for the first time often have the im-
pression that network protocols are some sort of edict handed down from on high, and that
their job is to learn as many TLAs (Three Letter Acronyms) as possible. In fact, protocols
are the building blocks of a complex system developed through the application of engineering
design principles. Moreover, they are constantly being refined, extended, and replaced based
on real-world experience. With this in mind, our goal with this book is to do more than sur-
vey the protocols in use today. Instead, we explain the underlying principles of sound network
design.

This goal implies several things about our approach. Perhaps most importantly, the
book takes a systems-oriented view of computer networking. What we mean by this is that the
book identifies the underlying building blocks, shows how they can be glued together to con-
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xviii Preface

struct a complete network, measures the resulting system experimentally, and uses this data
to quantitatively analyze various design options. This is in contrast to looking at network-
ing through the eyes of a standardization body, a telephone company executive, or a queuing
theorist.

In keeping with our systems perspective, this book explains why networks are designed
the way they are. It does this by starting from first principles, rather than by simply march-
ing through the set of protocols that happen to be in use today. Moreover, we do not adhere
to a rigidly layerist point of view, but instead allow ourselves to address issues that cannot be
neatly packaged in any single layer. It is our experience that once you understand the under-
lying concepts, any new protocol that you are confronted with—especially one that cannot
be pigeonholed in an existing layer—uwill be relatively casy to digest. Given the volatility and
explosive growth of networking in the 1990s, this focus on principles rather than artifacts is
well justified.

The book does two things to help make these underlying concepts more tangible. First,
it draws heavily from the lessons of the Internet. As a functioning, global network, the In-
ternet is rich with examples that illustrate how networks are designed in practice. This book
exploits the Internet experience in several ways: as a road map that guides the organization of
this book, as a source of examples that illustrate the fundamental ideas underlying computer
networks, and as a set of design principles that color our way of looking at computer networks.
Second, the book includes code segments from a working network subsystem—the z-kernel.
The book is not an exhaustive inspection of the code. Rather, snippets of z-kernel code are
given throughout the book to help make the discussion more concrete. The basic strategy is
to provide you with not only an understanding of the components of a network, but also a feel
for how all the pieces are put together.

How to Use This Book
The chapters of this book can be organized into three groups:

B Introductory material: Chapters 1-2.
B Core topics: Chapters 3-6.
B Advanced topics: Chapters 7-9.

For an undergraduate course, extra class time will most likely be needed to help students di-
gest the introductory material in the first two chapters, probably at the expense of the more
advanced topics covered in Chapters 7 through 9. In contrast, the instructor for a graduate
course should be able to cover the first two chapters in only a few lectures—with students
studying the material more carefully on their own—thereby freeing up additional class time
to cover the last three chapters in depth. Both graduate and undergraduate classes will want
to cover the core material contained in the middle four chapters, although an undergraduate
class might choose to skim the more advanced sections (e.g., 3.2, 3.8, 4.4, and 5.5).
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For those of you using the book in self-study, we believe that the topics we have selected
cover the core of computer networking, and so we recommend that the book be read sequen-
tially, from front to back. In addition, we have included a liberal supply of references to help
you locate supplementary material that is relevant to your specific areas of interest.

There are several other things to note about the topic selection and organization. First,
the book takes a unique approach to the topic of congestion control by pulling all topics related
to congestion control and resource allocation together in a single place—Chapter 8. We do
this because the problem of congestion control cannot be solved at any one level, and we want
you to consider the various design options at the same time. (This is consistent with our view
that strict layering often obscures important design tradeoffs.) A more traditional treatment
of congestion control is possible, however, by studying Section 8.2 in the context of Chapter
4 and Section 8.3 in the context of Chapter 6.

Second, even though Chapter 9 is the only chapter explicitly labeled High-Speed Net-
working, the topic is covered in substantial depth throughout the book. For example, Sec-
tion 3.8 discusses the role played by network adaptors in delivering high throughput, 4.3 de-
scribes ATM networks, 4.4 describes hardware switches used in high-speed networks, 7.2 dis-
cusses MPEG video compression, and 8.5 discusses resource reservation. In addition, video
applications are used throughout the book to motivate various design decisions. In short,
high-speed networking is becoming commonplace, and we believe that it no longer deserves
to be treated purely as an advanced topic.

Third, example code from the x-kernel is used throughout the book to illustrate im-
portant concepts, with an overview of the z-kernel given in Chapter 2. How much time you
spend studying Chapter 2 depends, of course, on how you plan to use the z-kernel throughout
the rest of the book. We envision the code being used at one of three levels.

B The code can be ignored. Each of the chapters contains a complete discussion of the
topic at hand; the code simply punctuates this discussion with tangible evidence that
the ideas being presented can be put to practice.

B The code can be read. While this certainly involves some effort, the investment is
relatively low (the z-kernel was explicitly designed to support network software and
so has a high “signal-to-noise” ratio) and the payoffis real (you can see firsthand how
the underlying ideas are realized in practice).

B The code can be written. Because the complete code is available online, it can be used
to provide hands-on experience. Some of the exercises at the end of each chapter
suggest programming assignments that you can do using the z-kernel.

Additional information on how (and why) to use the z-kernel is given on page xx.
Finally, the book has several features that we encourage you to take advantage of.

B Each chapter begins with a Problem that identifies the next set of issues that must be
addressed in the design of a network, Each problem statement introduces the issues
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to be explored in the chapter that follows and outlines individual topics covered in
that chapter.

B Shaded sidebars throughout the text elaborate on the topic being discussed or intro-
duce a related advanced topic. In many cases, these sidebars relate real-world anec-
dotes about networking.

B Key paragraphs are highlighted and marked in the margin with an icon. These para-
graphs often summarize an important nugget of information that we want you to
take away from the discussion. In many cases, this nugget is a system design princi-
ple that you will see applied in many different situations.

B Even though the book’s focus is on core concepts rather than existing protocol speci-
fications, real protocols are used to illustrate most of the important ideas. Asa result,
the book can be used as a source of reference for these example protocols. To help
you find the descriptions of the protocols, each applicable section heading paren-
thetically identifies the protocols defined in that section. For example, Section 6.2,
which describes the principles of reliable end-to-end protocols, provides a detailed
description of TCP, the canonical example of such a protocol.

B We conclude the main body of each chapter with an Open Issue. The idea of this
section is to expose you to various unresolved issues that are currently being debated
in the research community, the commercial world, and/or society as a whole. We
have found that discussing these issues helps to make the subject of networking more
relevant and exciting.

B As part of the Further Reading section at the end of each chapter, 2 specific recom-
mended reading list is given. This list generally contains the seminal papers on the
topics discussed in the chapter. We strongly recommend that advanced readers (e.g.,
graduate students) study the papers in this reading list to supplement the material
covered in the chapter.

Software
As mentioned above, this book uses the z-kernel to illustrate how network software is imple-
mented. The z-kernel was designed to support the rapid implementation of efficient network
protocols. A protocol implementation can be done rapidly because the z-kernel provides a set
of high-level abstractions that are tailored specifically to support protocol implementations.
z-kernel protocols are efficient because these abstractions are themselves implemented using
highly optimized data structures and algorithms. In fact, the world speed record for deliver-
ing network data from an ATM network into a desktop workstation—516 Mbps—is held by
the z-kernel at the time of this printing.

Because the z-kernel has the dual goals of running fast and making it easy to implement
protocols, it has also proved to be an invaluable pedagogical tool, one that is used extensively in

Ex.1022 / Page 15 of 63
Intel Corporation and Lenovo (United States) Inc.



Preface xxli

the Principles of Computer Networking class at the University of Arizona. There are two aspects
to the pedagogical value of the z-kernel. First, because the z-kernel defines a concise frame-
work for implementing protocols, it can be viewed as simply codifying the essential elements
of network protocols. An intimate understanding of the interfaces provided by the z-kernel
necessarily means appreciating the mechanisms found in all protocols. Second, it provides a
convenient means for students to get hands-on experience with network protocols—students
are able both to implement protocols and to evaluate their performance.

On the subject of “hands-on experience,” many of the exercises at the end of each chap-
ter suggest programming assignments that can be done, some (but not all) of which use the
z-kernel. Typically, these assignments take on one of the following four forms:

B Write a small program that tests or measures some narrow aspect of a network sys-
tem. These assignments are independent of the z-kernel.

B Run and measure existing protocols currently distributed with the z-kernel. Some-
times these assignments involve making simple modifications to existing z-kernel
code.

B Implement and evaluate standard protocols based on existing protocol specifications.
These assignments use the x-kernel as a protocol implementation framework.

B Design, implement, and evaluate new protocols from scratch. These assignments
use the z-kernel as a protocol implementation framework.

For these assignments, students typically run the z-kernel as a user process on Unix work-
stations connected by an Ethernet. Several flavors of Unix are currently supported, including
SunOS, Solaris, OSF/1, IRIX, and Linux. In this case, the o-kernel generates packets that
are delivered between machines over the Ethernet. An alternative is to run the z-kernel in
simulation mode, again on top of Unix. In this case, networks with arbitrary topology, band-
width, and delay characteristics can be simulated as a single Unix process.

The z-kernel source code is available via anonymous ftp to cs.arizona.edu, cd’ing to
directory xkernel, and accessing file xkernel.tar.Z. You can also find the z-kernel home page
on the Web at URL

http://www.cs.arizona.edu/xkernel

This page includes a link to online documentation, as well as instructions on how to obtain
help with the z-kernel. Additional information about the z-kernel and how it can be used in
conjunction with this book can be found at URL

http://www.mkp.com
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ur focus up to this point has been on the hier-
archy of protocols that deliver messages from one
process to another. What we sometimes forget is
that these messages carry data—information that is some-
how meaningful to the application processes using the net-
work. While this data is by nature application-specific, there
are certain common transformations that application pro-
grams apply to their data before they
send it. This chapter considers three

PROBLEM such transformations: presentation for-

matting, compression, and encryption.
What Do We Do with the These transformations are sometimes
Data? called data manipulations.

Presentation formatting has to do
with translating data from the represen-
tation used internally by the application program into a rep-
resentation that is suitable for transmission over a network.
It is concerned with how different data types (e.g., integers,
floating-point numbers, character strings) are encoded in mes-
sages and with the fact that different machines typically use
different encodings. Presentation formatting also deals with
theorize before one has the representation of complex data structures (which may in-
clude pointers that have only local significance) in a way that
they can be transmitted to a remote machine.

Compression is concerned with reducing the number of
bits it takes to represent a particular piece of data, with the goal
being to transmit the data using as little network bandwidth as
possible. Data is typically compressed before it is given to the
transport protocol on the sending side and then decompressed
on the receiving side before the application begin to process it.

The third transformation, encryption, is used to ensure
that anyone who might be eavesdropping on the network—
that is, snooping packets as they fly by on a shared-access net-

1t is a capital mistake to

data.

—Conan Doyle

work or as they sit in a router queue—is not able to read the
data in the message. Encryption is also used to authenticate
participants and to ensure message integrity.

One of the important aspects of the data manipulations
studied in this chapter is that they involve processing every
byte of data in the message. This is in contrast to most of the
protocols we have seen up to this point, which process a mes-
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sage without ever looking at its contents. Because of this need
to read, compute on, and write every byte of data in a message,
data manipulations strongly affect the end-to-end throughput
we can achieve over a network. In fact, these manipulations
are often the limiting factor.

Note that there is a fourth common function that pro-
cesses every byte of data in a message—error checking,. We
considered error checking in an earlier chapter (Section 3.4)
because it is usually implemented at lower levels of the proto-
col hierarchyj; it is typically not implemented above the end-
to-end protocol.

End-to-End
Data
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7.1 Presentation Formatting

From the network’s perspective, application programs send messages to each other. From the
application’s perspective, however, these messages contain various kinds of data—arrays of
integers, video frames, lines of text, digital images, and so on. For some of this data, well-
established formats have been defined. For example, video is typically transmitted in Moving
Pictures Experts Group (MPEG) format, still images are usually transmitted in Joint Photo-
graphic Experts Group (JPEG) or Graphical Interchange Format (GIF) format, multimedia
documents are transmitted in HyperText Markup Language (HTML) or Multipurpose In-
ternet Mail Extensions (MIME) format, and text is typically transmitted in American Stan-
dard Code for Information Interchange (ASCII) format.! For other types of data, however,
there is no universal agreement about the format; each computer defines its own representa-
tion. This is certainly true for the kinds of data that regular programs compute on, such as
integers, floating-point numbers, character strings, arrays, and structures.

One of the most common transformations of network data is from the representation
used by the application program into a form that is suitable for transmission over a network
and vice versa. This transformation is typically called presentation formatting. As illustrated
in Figure 7.1, the sending program translates the data it wants to transmit from the represen-
tation it uses internally into a message that can be transmitted over the network; that is, the
data is encoded in a message. On the receiving side, the application translates this arriving mes-
sage into a representation that it can then process; that is, the message is decoded. Encoding is
sometimes called argument marshalling, and decoding is sometimes called unmarshalling. This
terminology comes from the RPC world, where the client thinks it is invoking a procedure
with a set of arguments, but these arguments are then “brought together and ordered in an
appropriate and effective way™ to form a network message.

You might ask what makes this problem challenging enough to warrant a name like
marshalling. One reason is that computers represent data in different ways. For example,
some computers represent floating-point numbers in IEEE standard 754 format, while other
machines still use their own nonstandard format. Even for something as simple as integers,
different architectures use different sizes (e.g., 16 bit, 32 bit, 64 bit). To make matters worse,
on some machines integers are represented in big-endian form (the most significant bit of a
word is in the byte with the highest address), while on other machines integers are represented
in /ittle-endian form (the most significant bit is in the byte with the lowest address). The
Motorola 680x0 is an example of a big-endian architecture and the Intel 80x86 is an example
of a little-endian architecture. For example, the big-endian and little-endian representation
of the integer 34,677,374 is given in Figure 7.2.

Another reason that marshalling is difficult is that application programs are written in
different languages, and even when you are using a single language, there may be more than

"We will study GIF, JPEG, and MPEG in Section 7.2, in the context of data compression, In effect, however, these standards
combine elements of presentation formatting and data compression.
¥This is a definition of marshalling taken from Webster's New Collegiate Dictionary.
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Figure 7.1 Presentation formatting involves encoding and decoding application data.
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Figure 7.2 Big-endian and little-endian byte order for the integer 34,677,374.

one compiler. For example, compilers have a fair amount of latitude in how they lay out struc-
tures (records) in memory, such as how much padding they put between the fields that make
up the structure. Thus, you could not simply transmit a structure from one machine to an-
other, even if both machines were of the same architecture and the program was written in
the same language, because the compiler on the destination machine might align the fields in
the structure differently.

7.1.1 Taxonomy

While anyone who has worked on argument marshalling would tell you that no rocket science
is involved—it is a small matter of bit twiddling—there are a surprising number of design
choices that you must address. We begin by giving a simple taxonomy for argument mar-
shalling systems. The following is by no means the only viable taxonomy, but it is sufficient
to cover most of the interesting alternatives.
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Data Types

The first question is what data types the system is going to support. In general, we can clas-
sify the types supported by an argument marshalling mechanism at three levels. Each level
complicates the task faced by the marshalling system.

At the lowest level, a marshalling system operates on some set of ase types. Typically,
the base types include integers, floating-point numbers, and characters. The system might
also support ordinal types and booleans. As described above, the implication of the set of
base types is that the encoding process must be able to convert each base type from one rep-
resentation to another, for example, convert an integer from big-endian to little-endian.

At the next level are flat fypes—structures and arrays. While flat types might at first not
appear to complicate argument marshalling, the reality is that they do. The problem is that the
compilers used to compile application programs sometimes insert padding between the fields
that make up the structure so as to align these fields on word boundaries. The marshalling
system typically packs structures so that they contain no padding.

At the highest level, the marshalling system might have to deal with complex types—
those types that are built using pointers. That is, the data structure that one program wants to
send to another might not be contained ina single structure, but might instead involve point-
ers from one structure to another. A tree is a good example of a complex type that involves
pointers. Clearly, the data encoder must prepare the data structure for transmission over the
network because pointers are implemented by memory addresses, and just because a struc-
ture lives at a certain memory address on one machine does not mean it will live at the same
address on another machine. In other words, the marshalling system must /inearize (flatten)
complex data structures.

In summary, depending on how complicated the type system is, the task of argument
marshalling usually involves converting the base types, packing the structures, and linearizing
the complex data structures, all to form a contiguous message that can be transmitted over the
network. Figure 7.3 illustrates this task.

Conversion Strategy

Once the type system is established, the next issue is what conversion strategy the argument
marshaller will use. There are two general options: canonical intermediate form and receiver-
mabkes-right. We consider each, in turn.

The idea of canonical intermediate form is to settle on an external representation for
each type; the sending host translates from its internal representation to this external repre-
sentation before sending data, and the receiver translates from this external representation into
its local representation when receiving data. To illustrate the idea, consider integer data; other
types are treated in a similar manner. You might declare that the big-endian format will be
used as the external representation for integers. The sending host must translate each integer
it sends into big-endian form and the receiving host must translate big-endian integers into
whatever representation it uses. (This is what is done in the Internet for protocol headers.)

Ex.1022 / Page 23 of 63
Intel Corporation and Lenovo (United States) Inc.



7.1. Presentation Formatting 351
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% Figure 7.3 Argument marshalling: converting, packing, and linearizing.

Of course, a given host might already use big-endian form, in which case no conversion is
necessary.

The alternative, which is sometimes called receiver-makes-right, has the sender trans-
mit data in its own internal format; the sender does not convert the base types, but usually has
to pack and flatten more complex data structures. The receiver is then responsible for translat-
ing the data from the sender’s format into its own local format. The problem with this strategy
is that every host must be prepared to convert data from all other machine architectures. In
networking, this is known as an N-by-N solution: each of N machine architectures must be
able to handle all N architectures. In contrast, in a system that uses a canonical intermedi-
ate form, each host needs to know only how to convert between its own representation and a
single other representation—the external one.

Using a common external format is clearly the correct thing to do, right? This has cer-
tainly been the conventional wisdom in the networking community for the past 20 years. The
answer is not cut and dried, however. It turns out that there are not that many different rep-
resentations for the various base classes, or said another way, N is not that large. In addition,
the most common case is for two machines of the same type to be communicating with each
other. In this situation, it seems silly to translate data from that architecture’s representation
into some foreign external representation, only to have to translate the data back into the same
architecture’s representation on the receiver.

A third option, although we know of no existing system that exploits it, is to use receiver-
makes-right if the sender knows that the destination has the same architecture; the sender
would use some canonical intermediate form if the two machines use different architectures.
How would a sender learn the receiver’s architecture? It could either learn this information
from a name server, or by first using a simple test case to see if the appropriate result occurs.

e
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Figure 7.4 A 32-bitinteger encoded in a tagged message.

Tags

The third issue in argument marshalling is how the receiver knows what kind of data is con-
tained in the message it receives. There are two common approaches: fagged and untagged
data. The tagged approach is most intuitive, so we describe it first.

A tag is any additional information included in a message—beyond the concrete rep-
resentation of the base types—that helps the receiver decode the message. There are several
possible tags that might be included in a message. For example, each data item might be aug-
mented with a fype tag. A type tag indicates that the value that follows is an integer, a floating-
point number, or whatever. Another example is a /ength tag. Such a tag is used to indicate the
number of elements in an array or the size of an integer. A third example is an architecture
tag, which might be used in conjunction with the receiver-makes-right strategy to specify the
architecture on which the data contained in the message was generated. Figure 7.4 depicts
how a simple 32-bit integer might be encoded in a tagged message.

The alternative, of course, is not to use tags. How does the receiver know how to de-
code the data in this case? It knows because it was programmed to know. In other words, if
you call a remote procedure that takes two integers and a floating-point number as arguments,
then there is no reason for the remote procedure to inspect tags to know what it has just re-
ceived. It simply assumes that the message contains two integers and a float, and decodes it
accordingly. Note that while this works for most cases, the one place it breaks down is when
sending variable-length arrays. In such a case, a length tag is commonly used to indicate how
long the array is.

It is also worth noting that the untagged approach means that the presentation format-
ting is truly end to end. It is not possible for some intermediate agent to interpret the message
unless the data is tagged. Why would an intermediate agent need to interpret a message, you
might ask? Stranger things have happened, mostly resulting from ad hoc solutions to unex-
pected problems that the system was not engineered to handle. Poor network design is beyond
the scope of this book.

Stubs

A stub is the piece of code that implements argument marshalling. Stubs are typically used to
support RPC. On the client side, the stub marshals the procedure arguments into a message
that can be transmitted by means of the RPC protocol. On the server side, the stub converts
the message back into a set of variables that can be used as arguments to call the remote pro-
cedure. Stubs can either be interpreted or compiled.
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Figure 7.5 Stub compller takes interface description as input and outputs client and server
stubs.

In a compilation-based approach, each procedure has a “customized” client and server
stub. This stub is typically generated by a stub compiler, based on a description of the pro-
cedure’s interface. This situation is illustrated in Figure 7.5. Since the stub is compiled, it
is usually very efficient. In an interpretation-based approach, the system provides “generic”
client and server stubs that have their parameters set by a description of the procedure’s in-
terface. Because it is easy to change this description, interpreted stubs have the advantage of
being flexible. Compiled stubs are more common in practice.

7.1.2 Examples (XDR, ASN.1, NDR)

We now briefly describe three popular network data representations in terms of this taxonomy.
We use the integer base type to illustrate how each system works.

XDR

External Data Representation (XDR) is the network format used with SunRPC. It supports
the C type system but without function pointers, it defines a canonical intermediate form, it
_does not use tags (except to indicate array. lengths), and its stubs are compiled.

An XDR integer is a 32-bit data item that encodes a C integer. It is represented in twos
complement notation, with the most significant byte of the C integer in the first byte of the
XDR integer, and the least significant byte of the C integer in the fourth byte of the XDR
integer. That is, XDR-uses-big-endian format for integers. XDR supports both signed and
unsigned integers, just as C does.

XDR represents variable-length arrays by first specifying an unsigned integer (4 bytes)
that gives the number of elements in the array, followed by that many elements of the appro-
priate type. XDR encodes the components of a structure in the order of their declaration in
the structure. For both arrays and structures, the size of each element/component is repre-
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Figure 7.6 Example encoding of a structure in XDR.

sented in a multiple of 4 bytes. Smaller data types are padded out to 4 bytes with 0s. The
exception to this “pad to 4 bytes” rule is made for characters, which are encoded one per byte.

The following code fragment gives an example C structure (item) and the XDR routine
that encodes/decodes this structure (xdr_item). Figure 7.6 schematically depicts XDR's on-
the-wire representation of this structure when the field name is seven characters long and the
array list has three values in it.

In this example, xdr_array, xdr_int, and xdr_string are three primitive functions provided
by XDR to encode and decode arrays, integers, and character strings, respectively. Argument
xdrs is a “context” variable that XDR uses to keep track of where it is in the message being
processed; it includes a flag that indicates whether this routine is being used to encode or de-
code the message. In other words, routines like xdr_item are used on both the client and the
server. Note that the application programmer can either write the routine xdr_item by hand
or use a stub compiler called rpcgen (not shown) to generate this encoding/decoding routine.
In the latter case, rpcgen takes the remote procedure that defines the data structure item as
input, and outputs the corresponding stub.

#define MAXNAME 256;
f#define MAXLIST 100;

struct item {

int count;
char name[MAXNAMET;
int 1ist[MAXLIST];
s
bool_t

xdr_item(XDR *xdrs, struct item *ptr)
{
return{xdr_int(xdrs, &ptr->count) &&
xdr_string(xdrs, &ptr->name, MAXNAME) &&
xdr_array(xdrs, &ptr->1ist, &ptr->count, MAXLIST, sizeof(int), xdr_int));

Exactly how XDR performs depends, of course, on the complexity of the data. In a sim-
ple case of an array of integers, where each integer has to be converted from one byte order to
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Figure 7.7 Compound types created by means of nesting in ASN.1/BER.
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Figure 7.8 ASN.1/BER representation for a &-byte integer.

another, an average of 2.75 instructions are required for each byte on a DEC Alpha, meaning
that converting the whole array is a memory-bound operation. On the 175-MHz Alpha we
have been using throughout this book, for example, this means an upper limit on the order of
70 MBps. More complex conversions that require more instructions per byte will run slower.

ASN.1

Abstract Syntax Notation One (ASN.1) is an ISO standard that defines, among other things,
a representation for data sent over a network. The representation-specific part of ASN.1 is
called the Basic Encoding Rules (BER). ASN.1 supports the C type system without function
pointers, defines-a-canonical intermediate form, uses-type-tags,.and.its stubs can be either
interpreted or compiled.

ASN.1 represents each data item with a triple of the form

( tag, length, value ).

The tag is typically an 8-bit field, although ASN.1 allows for the definition of multi-byte tags.
The length field specifies how many bytes make up the value; we discuss length more below.
Compound data types, such as structures, can be constructed by nesting primitive types, as
illustrated in Figure 7.7.

If the value is 127 or fewer bytes long, then the length is specified in a single byte. Thus,
for example, a 32-bit integer is encoded as a 1-byte type, a 1-byte length, and the 4 bytes that
encode the integer, as illustrated in Figure 7.8. The value itself, in the case of an integer,
is represented in twos complement notation and big-endian form, just as in XDR. Keep in
mind that even though the value of the integer is represented in exactly the same way in both
XDR and ASN.1, the XDR representation has neither the type nor the length tags associated
with that integer. These two tags both take up space in the message, and more importantly,
require processing during marshalling and unmarshalling. This is one reason that ASN.1 is
not as efficient as XDR. Another is that the very fact that each data value is preceded by a
length field means that the data value is unlikely to fall on a natural byte boundary (e.g., an
integer beginning on a word boundary). This complicates the encoding/decoding process.
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Figure 7.9 ASN.1/BER representation for length: (a) 1 byte; (b) multibyte.
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Figure 7.10 NDR'’s architecture tag.

If the value is 128 or more bytes long, then multiple bytes are used to specify its length.
At this point you may be asking why a byte can specify a length of up to 127 bytes rather than
256. The reason is that 1 bit of the length field is used to denote how long the length field
is. A Oin the eighth bit indicates a 1-byte length field. To specify a longer length, the eighth
bit is set to 1, and the other 7 bits indicate how many additional bytes make up the length.
Figure 7.9 illustrates a simple 1-byte length and a multibyte length.

Network Data Representation (NDR) is the data-encoding standard used in the Distributed
Computing Environment (DCE).? Unlike XDR and ASN.1, NDR uses receiver-makes-
right. It does this by inserting an architecture tag at the front of each message; individual
data items are untagged. NDR uses a compiler to generate stubs. This compiler takes a de-
scription of a program written in the Interface Definition Language (IDL) and generates the
necessary stubs. IDL looks pretty much like C, and so essentially supports the C type system.

Figure 7.10 illustrates the 4-byte architecture-definition tag that is included at the front
of each NDR-encoded message. The first byte contains two 4-bit fields. The first field,
IntegrRep, defines the format for all integers contained in the message. A 0 in this field indi-
cates big-endian integers and a 1 indicates little-endian integers. The CharRep field indicates
what character format is used: 0 means ASCII and 1 means EBCDIC. Next, the FloatRep
byte defines which floating-point representation is being used: 0 means IEEE 754, 1 means
VAX, 2 means Cray, and 3 means IBM. The final 2 bytes are reserved for future use.

3DCE is defined by the Open Software Foundation (OSF), which is a consortium of companies that includes IBM, Digital,
and Hewlett Packard.
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Note that in simple cases, such as arrays of integers, NDR does the same amount of
work as XDR, and so it is able to achieve the same performance.

7.2 Data Compression

It is sometimes the case that application programs need to send more data in a timely fashion
than the bandwidth of the network supports. For example, a video application might have a
10-Mbps video stream that it wants to transmit, but it has only a 1-Mbps network available
to it. In cases like this, the data can first be compressed at the sender, then transmitted over the
network, and finally decompressed at the receiver.

The field of data compression has a rich history, dating back to Shannon’s pioneer work
on information theory in the 1940s. If you think of information theory as the study of tech-
niques for encoding data, then compression is about the efficiency of those encodings—how
few bits are needed. In a nutshell, data compression is concerned with removing redundancy
from the encoding.

In many ways, compression is inseparable from data encoding. That is, in thinking
about how to encode a piece of data in a set of bits, we might just as well think about how
to encode the data in the smallest set of bits possible. For example, if you have a block of data
that is made up of the symbols A through Z, and if all of these symbols have an equal chance
of occurring in the data block you are encoding, then encoding each symbol in 5 bits is the
best you can do. If, however, the symbol R occurs 50% of the time, then it would be a good
idea to use fewer bits to encode the R than any of the other symbols. In general, if you know
the relative probability that each symbol will occur in the data, then you can assign a different
number of bits to each possible symbol in a way that minimizes the number of bits it takes to
encode a given block of data. This is the essential idea of Huffinan codes, one of the important
early developments in data compression.

For our purposes, there are two classes of compression algorithms. The first, called Joss-
less compression, ensures that the data recovered from the compression/decompression process
is exactly the same as the original data. A lossless compression algorithm is used to compress
file data, such as executable code, text files, and numeric data, because programs that pro-
~ cess such file data cannot tolerate mistakes in the data. In contrast, lossy compression does not
promise that the data received is exactly the same as the data sent. This is because a lossy
algorithm removes information that it cannot later restore. Hopefully, however, the lost in-
formation will not be missed by the receiver. Lossy algorithms are used to compress digital
imagery, including video. This makes sense because such data often contains more informa-
tion than the human eye can perceive, and for that matter, may already contains errors and
imperfections that the human eye is able to compensate for. It is also the case that lossy al-
gorithms typically achieve much better compression ratios than do their lossless counterparts;
they can be as much as an order of magnitude better.

It might seem that compressing your data before sending it would always be a good idea,
since the network would be able to deliver compressed data in less time than uncompressed
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data. This is not necessarily the case, however. Compression/decompression algorithms often
involve time-consuming computations. The question you have to ask is whether or not the
time it takes to compress/decompress the data is worthwhile given such factors as the host’s
processor speed and the network bandwidth. Specifically, if B, is the average bandwidth at
which data can be pushed through the compressor and decompressor (in series), By, is the
network bandwidth (including network processing costs) for uncompressed data, r is the av-
erage compression ratio, and if we assume that all the data is compressed before any of it is
transmitted, then the time taken to send z bytes of uncompressed data is =/ B,,, whereas the
time to compress it and send the compressed data is /B, + z/(rBy). Thus, compression is
beneficial if

z/B.+z/(rB,) < z/B,

which is equivalent to

B.>r/(r-1)x B,

For example, for a compression ratio of 2, B, would have to be greater than 2 x B,, for com-
p P! gre
pression to make sense.

7.2.1 Lossless Compression Algorithms

We begin by introducing three lossless compression algorithms. We do not describe these al-
gorithms in much detail—we just give the essential idea—since it is the lossy algorithms used
to compress image and video data that are of the greatest interest in today’s network environ-
ment. We do comment, though, on how well these lossless algorithms work on digital im-
agery. Some of the ideas exploited by these lossless techniques show up again in later sections
when we consider the lossy algorithms that are used to compress images.

Run Length Encoding

Run length encoding (RLE) is a compression technique with a brute-force simplicity. The
idea is to replace consecutive occurrences of a given symbol with only one copy of the sym-
bol, plus a count of how many times that symbol occurs; hence the name “run length.” For
example, the string AAABBCDDDD would be encoded as 3A2B1C4D.

RLE can be used to compress digital imagery by comparing adjacent pixel values and
then encoding only the changes. For images that have large homogeneous regions, this tech-
nique is quite effective. For example, it is not uncommon that RLE can achieve compression
ratios on the order of 8-to-1 for scanned text images. RLE works well on such files because
they often contain a large amount of white space that can be removed. In fact, RLE is the key
compression algorithm used to transmit faxes. However, for images with even a small degree
of local variation, it is not uncommon for compression to actually increase the image byte size,
since it takes two bytes to represent a single symbol when that symbol is not repeated.
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Differential Pulse Code Modulation

Another simple lossless compression algorithm is Differential Pulse Code Modulation
(DPCM). The idea here is to first output a reference symbol, and then for each symbol in
the data, to output the difference between that symbol and the reference symbol. For exam-
ple, using symbol A as the reference symbol, the string AAABBCDDDD would be encoded
as A0001123333 since A is the same as the reference symbol, B has a difference of 1 from the
reference symbol, and so on. Note that this simple example does not illustrate the real benefit
of DPCM, which is that when the differences are small, they can be encoded with fewer bits
than the symbol itself. In this example, the range of differences 0-3 can be represented with
2 bits each, rather than the 7 or 8 bits required by the full character. As soon as the difference
becomes too large, a new reference symbol is selected.

DPCM works better than RLE for most digital imagery, since it takes advantage of the
fact that adjacent pixels are usually similar. Due to this correlation, the dynamic range of the
differences between the adjacent pixel values can be significantly less than the dynamic range
| of the original image, and this range can therefore be represented using fewer bits. Using
i DPCM, we have measured compression ratios of 1.5-to-1 on digital images.

Dictionary-Based Methods

The final lossless compression method we consider is the dictionary-based approach, of which
the Lempel-Ziv (LZ) compression algorithm is the best known. The Unix compress com-
mand uses a variation of the LZ algorithm.

The idea of a dictionary-based compression algorithm is to build a dictionary (table) of

variable-length strings (think of them as common phrases) that you expect to find in the data,
and then to replace each of these strings when it appears in the data with the corresponding
index to the dictionary. For example, instead of working with individual characters in text
data, you could treat each word as a string and output the index in the dictionary for that
word. To further elaborate on this example, the word “compression” has the index 4978 in
one particular dictionary; it is the 4978th word in /usr/share/dict/words. To compress a
body of text, each time the string “compression” appears, it would be replaced by 4978. Since
this particular dictionary has just over 25,000 words in it, it would take 15 bits to encode the
index, meaning that the string “compression” could be represented in 15 bits rather than the
77 bits required by 7-bit ASCIL. This is a compression ratio of 5-to-1!
: Of course, this leaves the question of where the dictionary comes from. One option is to
‘ define a static dictionary, preferably one that is tailored for the data being compressed. A more
general solution, and the one used by LZ compression, is to adaptively define the dictionary
based on the contents of the data being compressed. In this case, however, the dictionary
constructed during compression has to be sent along with the data so that the decompression
half of the algorithm can do its job. Exactly how you build an adaptive dictionary has been
a subject of extensive research; we discuss important papers on the subject at the end of this
chapter.
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JPEG compression
Source Compressed

image L DCT I——|Quantiutionl——l Encoding image

Figure 7.11 Block diagram of JPEG compression,

A variation of the LZ algorithm is used to compress digital images in the Graphical
Interchange Format (GIF). Before doing that, GIF first reduces 24-bit color images to 8-bit
color images. This is done by identifying the colors used in the picture, of which there will
typically be considerably fewer than 224, and then picking the 256 colors that most closely
approximate the colors used in the picture. These colors are stored in a table, which can be
indexed with an 8-bit number, and the value for each pixel is replaced by the appropriate in-
dex. Note that this is an example of lossy compression for any picture with more than 256
colors. GIF then runs an LZ variant over the result, treating common sequences of pixels
as the strings that make up the dictionary. Using this approach, GIF is sometimes able to
achieve compression ratios on the order of 10-to-1, but only when the image consists of a rel-
atively small number of discrete colors. Images of natural scenes, which often include a more
continuous spectrum of colors, cannot be compressed at this ratio using GIF. As another data
point, we were able to get a 2-to-1 compression ratio when we applied the LZ-based Unix
compress command to the x-kernel distribution.

7.2.2 Image Compression (JPEG)

Given the increase in the use of digital imagery in the past few years—this use was spawned
by the invention of graphical displays, not high-speed networks—the need for compression
algorithms designed for digital imagery data has grown more and more critical. In response
to this need, the ISO has defined a digital image format known as JPEG, named after the
Joint Photographic Experts Group that designed it. (The “Joint” in JPEG stands for a joint
ISO/ITU effort.) This section describes the compression algorithm at the heart of JPEG.
. The next section then describes a related format—MPEG—that is used for video data.

Before describing JPEG compression, one point that needs to be made is that JPEG,
as well as GIF and MPEG, is more than just a compression algorithm. They also define the
Jormat for image or video data, much the same way that XDR, NDL, and ASN.1 define the
format for numeric and string data. However, this section concentrates on the compression
aspects of these standards,

JPEG compression takes place in three phases, as illustrated in Figure 7.11. On the
compression side, the image is fed through these three phases one 8 x 8 block at a time. The
first phase applies the Discrete Cosine Transform (DCT) to the block. If you think of the
image as a signal in the spatial domain, then DCT transforms this signal into an equivalent
signal in the spatial frequency domain. After the DCT, the second phase applies a quantization
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to the resulting signal, and in so doing, loses the least significant bits of that signal. The third
phase encodes the final result, but in so doing, adds an element of lossless compression to the
lossy compression achieved by the first two phases. Decompression follows these same three
: phases, but in reverse order.

] The following discussion describes each phase in more detail. It is simplified by con-
' sidering only grayscale images; color images are discussed at the end of this section. In the
case of grayscale images, each pixel in the image is given by an 8-bit value that indicates the
grayness (brightness) of the pixel, where 0 equals white and 255 equals black.

DCT Phase
DCT is a transformation closely related to the Fast Fourier Transform (FFT). It takes an
8x8 matrix of pixel values as input and outputs an 88 matrix of frequency coefficients. You
f can think of the input matrix as a 64-point signal that is defined in two spatial dimensions
‘ (z and y); DCT breaks this signal into 64 spatial frequencies. To get an intuitive feel for
spatial frequency, imagine yourself moving across a picture in, say, the z direction. You would
see the value of each pixel varying as some function of z. If this value changes slowly with
increasing , then it has a low spatial frequency, and if it changes rapidly, it has a high spatial
frequency. So the low frequencies correspond to the gross features of the picture, while the
high frequencies correspond to fine detail. The idea behind the DCT is to separate the gross
features, which are essential to viewing the image, from the fine detail, which is less essential
and, in some cases, might be barely perceived by the eye.

DCT, along with its inverse which is performed during decompression, is defined by
the following formulas:

| N-1N-1 ; }

I vl (2 + 1)in (2y + 1)im

i DCT(i,3) = C() pizel(z, y) cos [ cos

,/- & 2N 2N

|
N-1N-1 : )

| 2 1 2 1

| pizel(z,y) ;N C(i)C(5)DCT (i, j) cos [( x;N )m] cos [( y;—N )m]
i=0 ;=0

C(z) = % ifz=0,elselifz >0
The first frequency coefficient, at location (0,0) in the output matrix, is called the DC
coefficient. Intuitively, we can see that the DC coefficient is a measure of the average value
of the 64 input pixels. The other 63 elements of the output matrix are called the AC coeffi-
cients. They add the higher-spatial-frequency information to this average value. Thus, as you
go from the first frequency coefficient toward the 64th frequency coefficient, you are moving
from low-frequency information to high-frequency information; from the broad strokes of the

Ex.1022 / Page 34 of 63
Intel Corporation and Lenovo (United States) Inc.



362 7 End-to-End Data

image to finer and finer detail. These higher-frequency coefficients are increasingly unimpor-
tant to the perceived quality of the image. It is the second phase of JPEG that decides which
portion of which coefficients to throw away.

Quantization Phase

The second phase of JPEG is where the compression becomes lossy; DCT does not itself lose
information, it just transforms the image into a form that makes it easier to know what in-
formation to remove. (Although not lossy, per se, there is of course some loss of precision
during the DCT phase due to the use of fixed-point arithmetic.) Quantization is easy to
understand—it’s simply a matter of dropping the insignificant bits of the frequency coeffi-
cients.

To see how the quantization phase works, imagine that you want to compress some
whole numbers less than 100, e.g., 45, 98, 23, 66, and 7. If you decided that knowing these
numbers truncated to the nearest multiple of 10 is sufficient for your purposes, then you could
divide each number by the quantum 10 using integer arithmetic, yielding 4, 9, 2, 6, and 0.
These numbers can each be encoded in 4 bits rather than the 7 bits needed to encode the
original numbers.

Rather than using the same quantum for all 64 coefficients, JPEG uses a quantization
table that gives the quantum to use for each of the coefficients, as specified in the formula
given below. You can think of this table (Quantum) as a parameter that can be set to con-
trol how much information is lost, and correspondingly, how much compression is achieved.
In practice, the JPEG standard specifies a set of quantization tables that have proven effec-
tive in compressing digital images; an example quantization table is given in Table 7.1. In
tables like this one, the low coefficients have a quantum close to 1 (meaning that little low-
frequency information is lost) and the high coefficients have larger values (meaning that more
high-frequency information is lost). Notice that as a result of such quantization tables, many
of the high-frequency coefficients end up being set to 0 after quantization, making them ripe
for further compression in the third phase.

The basic quantization equation is

QuantizedValue(?, j) = IntegerRound(DCT (i, j)/Quantum(i, 7))

where

+05] ifz>0
IntegerRound(z) = = ] T2
lz-05] ifz<0

Decompression is then simply defined as
DCT(i, j) = QuantizedValue(i, j) x Quantum(3, §)

For example, if the DC coefficient (i.e., DCT(0,0)) for a particular block was equal to
25, then the quantization of this value using Table 7.1 would result in |25/3 + 0.5] = 8.
During decompression, this coefficient would then be restored as 8 x 3 = 24.
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3 & T 9 11 13 15 17
5 7 9 11 13 15 17 19
7 9 11 13 15 17 19 21
9 11 13 15 17 19 21 23
11 13 15 17 19 21 23 25
13 15 17 19 21 23 25 27
15 17 19 21 23 25 27 29
17 19 21 23 25 27 29 31

Quantum =

Table 7.1 Example JPEG quantization table.

Figure 7.12 Zigzag traversal of quantized frequency coefficients.

Encoding Phase
The final phase of JPEG encodes the quantized frequency coefficients in a compact form.
This results in additional compression, but this compression is lossless. Starting with the DC
coefficient in position (0,0), the coefficients are processed in the zigzag sequence shown in
Figure 7.12. Along this zigzag, a form of run length encoding is used—RLE is applied to
only the 0 coefficients, which is significant because many of the later coefficients are 0. The
individual coefficient values are then encoded using a Huffman code. (The JPEG standard
allows the implementer to use an arithmetic coding instead of the Huffman code.)

In addition, because the DC coefficient contains a large percentage of the information
about the 8x8 block from the source image, and images typically change slowly from block
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to block, each DC coefficient is encoded as the difference from the previous DC coefficient.
This is not unlike the strategy used in DPCM, described in Section 7.2.1.

Color Images

The preceding discussion assumed that each pixel was given by a single grayscale value. In
the case of a color image, there are many different representations for each pixel to choose
from. One representation, called RGB, represents each pixel with three color components:
red, green, and blue. RGB is the representation of color typically supported by graphical in-
put and output devices. Another representation, called YUV, also has three components: one
luminance (Y)) and two chrominance (U and V). Just like RGB, YUV is a three-dimensional
coordinate system. However, compared to RGB, its coordinates are rotated to better match
the human visual system. This is advantageous because the human visual system is not uni-
formly sensitive to colors. For example, we can distinguish the luminance (brightness) of a
pixel much better than its hue (color).

Exactly why the three components in each of the two representations can be combined
to produce acceptable color is an interesting question. The simple answer is that two-
coordinate color systems have been defined, but they have proven inadequate for faithfully
reproducing colors as perceived by humans. What is important to our discussion is that each
pixel in a color image is given by three separate values. To compress such an image, each
of these three components is processed independently in exactly the same way as the single
grayscale value was processed. In other words, you can think of a color image as three sep-
arate images, where these separate images are overlaid on top of each other when displayed.
Note that in general, JPEG is not limited to three-component images; it is possible to com-
press a multispectral image using JPEG.

JPEG includes a number of variations that control how much compression you achieve
versus the fidelity of the image. This can be done, for example, by using different quantization
tables. These variations, plus the fact that different images have different characteristics, make
it impossible to say with any precision the compression ratios that can be achieved with JPEG.
The widely accepted generalization, however, is that JPEG is able to compress 24-bit color
images by a ratio of roughly 30-to-1: the image can first be compressed by a factor of three
by reducing the 24 bits of color to 8 bits of color (as described for GIF) and then by another
factor of 10 by using the algorithm described in this section.

7.2.3 Video Compression (MPEG)

We now turn our attention to the MPEG format, which is named after the Moving Pictures
Expert Group that defined it. To a first approximation, a moving picture (i.e., video) is simply
a succession of still images (frames) displayed at some video rate. Each of these frames can be
compressed using the same DCT-based technique used in JPEG. Stopping at this point would
be a mistake, however, because it fails to remove the frame-to-frame redundancy present in
a video sequence. For example, two successive frames of video will contain almost identical
information if there is not much motion in the scene, so it would be unnecessary to send the
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Figure 7.13 Sequence of |, P, and B frames generated by MPEG.

. same information twice. Even when there is motion, there may be plenty of redundancy since
] a moving object may not change from one frame to the next; in some cases, only its position
) changes. Wmmﬂmmwm MPEG also defines a
mechanism for encoding an audio signal with the video, but we consider only the video aspect
of MPEG in this section.

Frame Types

MPEG takes a sequence of video frames as input and compresses them into three types of
frames, called I frames (intrapicture), P frames (predicted picture), and B frames (bidirectional
predicted picture). Each frame of input is compressed into one of these three frame types.
I frames can be thought of as reference frames; they are self-contained, depending on nei-
ther earlier frames nor later frames. To a first approximation, an I frame is simply the JPEG
compressed version of the corresponding frame in the video source. P and B frames are not
self-contained; they specify relative differences from some reference frame. More specifically,
a P frame specifies the differences from the previous 1 frame, while a B frame gives an inter-
polation between the previous and subsequent I or P frames.

Figure 7.13 illustrates a sequence of seven video frames that, after being compressed by
MPEG, result in a sequence of I, P, and B frames. The two I frames stand alone; each can be
decompressed at the receiver independently of any other frames. The P frame depends on the
preceding I frame; it can be decompressed at the receiver only if the preceding I frame also
arrives. Each of the B frames depend on both the preceding I or P frame and the subsequent
I or P frame. Both of these reference frames must arrive at the receiver before MPEG can
decompress the B frame to reproduce the original video frame.

Note that because each B frame depends on a later frame in the sequence, the com-

pressed frames are not transmitted in sequential order. Instead, the sequence IBBPBBI
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Figure 7.14 Each frame as a collection of macroblocks.

shown in Figure 7.13 is transmitted as I P B B I B B. Also, MPEG does not define the ratio
of I frames to P and B frames; this ratio may vary depending on the required compression and
picture quality. For example, it is permissible to transmit only I frames. This would be similar
to using JPEG to compress the video.

In contrast to the preceding discussion of JPEG, the following focuses on the decoding
of an MPEG stream. It is a little easier to describe, and it is the operation that is more of-
ten implemented in networking systems today, since MPEG coding is so expensive that it is
normally done offiine, i.e., not in real time. For example, in a video-on-demand system, the
video would be encoded and stored on disk ahead of time. When a viewer wanted to watch
the video, the MPEG stream would then be transmitted to the viewer’s machine which would
decode and display the stream in real time.

Let’s look more closely at the three frame types. As mentioned above, I frames are ap-
proximately equal to the JPEG compressed version of the source frame. The main difference
is that MPEG works in units of 16x 16 macroblocks. For a color video represented in YUV,
the Uand V components in each macroblock are “down sampled” into an 8 x8 block. That is,
each 2x2 subblock in the macroblock is given by one U value and one V value—the average
of the four pixel values. The subblock still has four Y values. This can be done because the
U and V components can be transmitted less accurately without visibly disturbing the image,
since humans are less sensitive to color than they are to brightness. The relationship between
a frame and the corresponding macroblocks is given in Figure 7.14.

The P and B frames are also processed in units of macroblocks. Intuitively, we can see
that the information they carry for each macroblock captures the motion in the video, that s, it
shows in what direction and how far the macroblock moved relative to the reference frame(s).
The following describes how a B frame is used to reconstruct a frame during decompression;
P frames are handled in a similar manner, except that they depend on only one reference frame
instead of two.
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Before getting to the details of how a B frame is decompressed, we first note that each
macroblock in a B frame is not necessarily defined relative to both an earlier and a later frame,
as suggested above, but may instead simply be specified relative to just one or the other. In
fact, a given macroblock in a B frame can use the same intracoding as is used in an I frame.
This flexibility exists because if the motion picture is changing too rapidly, then it sometimes
makes sense to give the intrapicture encoding rather than a forward- or backward-predicted
encoding, Thus, each macroblock in a B frame includes a type field that indicates which en-
coding is used for that macroblock. In the following discussion, however, we consider only
the general case in which the macroblock uses bidirectional predictive encoding.

In such a case, each macroblock in a B frame is represented with a 4-tuple: (1) a coor-
dinate for the macroblock in the frame, (2) a motion vector relative to the previous reference
frame, (3) a motion vector relative to the subsequent reference frame, and (4) a delta (8} for
each pixel in the macroblock (i.e., how much each pixel has changed relative to the two ref-
erence pixels). For each pixel in the macroblock, the first task is to find the corresponding
reference pixel in the past and future reference frames. This is done using the two motion
vectors associated with the macroblock. Then, the delta for the pixel is added to the average
of these two reference pixels. Stated more precisely, if we let Fj, and Fy denote the past and
future reference frames, respectively, and the past/future motion vectors are given by (zp, yp)
and (z ¢, ys), then the pixel at coordinate (z, y) in the current frame (denoted F) is computed
as

Fe(z,y) = (Fp(o + xp,y + ¥p) + Fr(z + x5,y + 7)) /2 + 0(z,9)

where § is the delta for the pixel as specified in the B frame. These deltas are encoded in the
same way as pixels in I frames. That is, they are run through DCT and then quantized. Since
the deltas are typically small, most of the DCT coefficients are 0 after quantization, hence
they can be effectively compressed.

It should be fairly clear from the preceding discussion how encoding would be per-
formed, with one exception. When generating a B or P frame during compression, MPEG
must decide where to place the macroblocks. Recall that each macroblock in a P frame, for
example, is defined relative to a macroblock in an I frame, but that the macroblock in the
P frame need not be in the same part of the frame as the corresponding macroblock in the
1 frame—the difference in position is given by the motion vector. You would like to pick a
motion vector that makes the macroblock in the P frame as similar as possible to the corre-
sponding macroblock in the I frame, so that the deltas for that macroblock can be as small as
possible. This means that you need to figure out where objects in the picture moved from one
frame to the next. This is the problem of motion estimation, and several techniques (heuristics)
for solving this problem are known. (We discuss papers that consider this problem at the end
of this chapter.) The difficulty of this problem is one of the reasons that MPEG encoding
takes longer than decoding on equivalent hardware. MPEG does not specify any particular
technique; it only defines the format for encoding this information in B and P frames and the
algorithm for reconstructing the pixel during decompression, as given above.

Ex.1022 / Page 40 of 63
Intel Corporation and Lenovo (United States) Inc.



368 7 End-to-End Data

Effectiveness and Performance

MPEG typically achieves a compression ratio of 90-to-1, although ratios as high as 150-to-1
are not unheard of. In terms of the individual frame types, one can expect a compression ratio
of approximately 30-to-1 for the I frames (this is consistent with the ratios achieved using
JPEG when 24-bit color is first reduced to 8-bit color), while P and B frame compression
ratios are typically three to five times smaller than the rates for the I frame. Without first
reducing the 24 bits of color to 8 bits, the achievable compression with MPEG is typically
between 30-to-1 and 50-to-1.

MPEG involves an expensive computation. On the compression side, it is typically
done offline, which is not a problem for preparing movies for a video-on-demand service.
Video can be compressed in real time using hardware, but such devices are fairly expensive
today. On the decompression side, low-cost MPEG video boards are available, but they do
little more than YUV color lookup, which fortunately is the most expensive step. Most of
the actual MPEG decoding is done in software. Until recently, processors have not been fast
enough to keep pace with 30-frames-per-second video rates when decoding MPEG streams
purely in software. With a 175-MHz RISC architecture available in 1994, however, it is pos-
sible to decompress MPEG fast enough to keep up with a 320x 240 video stream running at
30 frames per second.

7.3 Security

Computer networks are typically a shared resource used by many applications for many differ-
ent purposes. Sometimes the data transmitted between application processes is confidential,
and the applications would prefer that others not be able to read it. For example, when pur-
chasing a product over the World Wide Web, users sometimes transmit their credit card num-
bers over the network. This is a dangerous thing to do since it is easy for someone to eavesdrop
on the network and read all the packets that fly by. Therefore, a third transformation made
to data sent over an end-to-end channel is to encrypz it, with the goal of keeping anyone who
is eavesdropping on the channel from being able to read the contents of the message.

The idea of encryption is simple enough: the sender applies an encryption function to
the original plaintext message, the resulting ciphertext message is sent over the network, and
the receiver applies a reverse function (called decryption) to recover the original plaintext. The
encryption/decryption process generally depends on a secret 4ey shared between the sender
and the receiver. When a suitable combination of a key and an encryption algorithm is used,
it is sufficiently difficult for an eavesdropper to break the ciphertext and the sender and receiver
can rest assured that their communication is secure.

This familiar use of cryptography is designed to ensure privacy—preventing the unau-
thorized release of information. Privacy, however, is not the only service that cryptography
provides. It can also be used to support other equally important services, including authentica-
tion (verifying the identity of the remote participant) and message integrity (making sure that
the message has not been altered). This section first introduces the basic idea of
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Figure 7.15 Secret key encryption.

cryptography—including a description of the two most common encryption algorithms, the
Data Encryption Standard (DES) and Rivest, Shamir, and Adleman (RSA)—and then shows
how these algorithms can be used to provide authentication and integrity services.

One thing to keep in mind while reading this section is that the various algorithms and
protocols for privacy, authentication, and integrity are being described in isolation. In prac-
tice, constructing a secure system requires an intricate combination of just the right set of pro-
tocols and algorithms. This is a challenging task because each protocol is vulnerable to a dif-
ferent set of attacks. To make matters worse, determining when a security protocol is “good
enough” is as much art and politics as science. A thorough analysis of these different attacks,
and how you might build a complete system that minimizes the risk of compromise, is beyond
the scope of this book.

7.3.1 Secret Key versus Public Key Cryptography
Broadly speaking, there are two types of cryptographic algorithms: secret key algorithms and
public key algorithms. Secret key algorithms are symmetric in the sense that both participants®
in the communication share a single key. Figure 7.15 illustrates the use of secret key encryp-
tion to transmit data over an otherwise insecure channel. The Data Encryption Standard
(DES) is the best-known example of a secret key encryption function.

In contrast to a pair of participants sharing a single secret key, public key cryptography in-
volves each participant having a private key that is shared with no one else and a public key that
is published so everyone knows it. To send a secure message to this participant, you encrypt
the message using the widely known public key. The participant then decrypts the message
using his or her private key. This scenario is depicted in Figure 7.16. RSA—named after its
inventors, Rivest, Shamir, and Adleman—is the best-known public key encryption algorithm.

There is actually a third type of cryptography algorithm, called a bash or message digest
function. Unlike the preceding two types of algorithms, cryptographic hash functions involve
the use of no keys. Instead, the idea is to map a potentially large message into a small fixed-
length number, analogous to the way a regular hash function maps values from a large space
into values from a small space.

#We use the term participant for the parties involved in a secure communication since that is the term we have been using
throughout the book to identify the two endpoints of a channel. In the security world, they are typically called principals.
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Figure 7.16 Public key encryption.
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Figure 7.17 Taxonomy of network security.

The best way to think of a cryptographic hash function is that it computes a crypto-
graphic checksum over a message. That is, just as a regular checksum protects the receiver from
accidental changes to the message, a cryptographic checksum protects the receiver from mali-
cious changes to the message. This is because all cryptographic hash algorithms are carefully
selected to be one-way functions—given a cryptographic checksum for a message, it is virtu-
ally impossible to figure out what message produced that checksum. Said another way, it is not
computationally feasible to find two messages that hash to the same cryptographic checksum.
The relevance of this property is that if you are given a checksum for a message (along with
the message) and you are able to compute exactly the same checksum for that message, then
it is highly likely that this message produced the checksum you were given.

Although we will not describe it in detail, the most widely used cryptographic checksum
algorithm is Message Digest version 5 (MD5). An important property of MDS, in addition
to those properties outlined in the previous paragraph, is that it is much more efficient to com-
pute than either DES or RSA. We will see the relevance of this fact later in this section.

To re-emphasize, cryptography algorithms like DES, RSA, and MDS are just building
blocks from which a secure system can be constructed. Figure 7.17 gives a simple taxonomy
that illustrates this point. In looking at these services and building blocks, we should consider
the following question: How did the participants get the various keys in the first place? This
is the key distribution problem, one of the central problems in security, as we will see in the
following subsections.
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7.3.2 Encryption Algorithms (DES, RSA)

Before showing how encryption algorithms are used to build secure systems, we first describe
how the two best-known algorithms—DES and RSA—work. We will also give some insight
into why they work, but there is only so much we can do on this front since the design princi-
ples that underlie DES are not public knowledge. In the case of RSA, a deep explanation for
why it works would require a background in number theory that is beyond the scope of this
book, but we can provide some intuition into the underlying principles. Before looking at ei-
ther algorithm, however, let’s step back and ask what we want from an encryption algorithm.

Requirements

The basic requirement for an encryption algorithm is that it be able to turn plaintext into
ciphertext in such a way that only the intended recipient—the holder of the decryption key—
can recover the plaintext. What this means is that the encryption method should be safe from
attacks by people who do not hold the key. As a starting point, we should assume that the
encryption algorithm itself is known and that only the key is kept secret. The reason for this
assumption is that if you depend on the algorithm being kept secret, then you have to throw
it out when you believe it is no longer secret. This means potentially frequent changes of
algorithm, which is problematic since it takes a lot of work to develop a new algorithm. Also,
one of the best ways to know that an algorithm is effective is to use it for a long time—if
no one breaks it, it's probably secure. (Fortunately, there are plenty of people who will try
to break algorithms and who will let it be widely known when they have succeeded, so no
news is generally good news.) Thus, there is considerable risk in deploying a new algorithm.
Therefore, our first requirement is that secrecy of the key, and not of the algorithm itself, is
the only thing that is needed to ensure the privacy of the data.

It is important to realize that when someone receives a piece of ciphertext, they may
have more information at their disposal than just the ciphertext itself. For example, they may
know that the plaintext was written in English, which means that the letter e occurs more
often in the plaintext that any other letter; the frequency of many other letters and common
letter combinations can also be predicted. This information can greatly simplify the task of
finding the key. Similarly, they may know something about the likely contents of the message;
¢.g., the word “login” is likely to occur at the start of a remote login session. This may enable a
“known plaintext” attack, which has a much higher chance of success than a “ciphertext only”
attack. Even better is a “chosen plaintext” attack, which may be enabled by feeding some
information to the sender that you know the sender is likely to transmit—such things have
happened in wartime, for example.

The best cryptographic algorithms, therefore, can prevent the attacker from deducing
the key even when the individual knows both the plaintext and the ciphertext. One approach,
the one taken in DES, is to make the algorithm so complicated that virtually none of the struc-
ture of the plaintext remains in the ciphertext. This leaves the attacker with no choice but to
search the space of possible keys exhaustively. This can be made infeasible by choosing a suit-
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Figure 7.18 High-level outline of DES.

ably large key space and by making the operation of checking a key reasonably costly. As we
will see, DES is now becoming only marginally secure on that basis.

DES

DES encrypts a 64-bit block of plaintext using a 64-bit key. The key actually contains only
56 usable bits—the last bit of each of the 8 bytes in the key is a parity bit for that byte. Also,
messages larger than 64 bits can be encrypted using DES, as described below.

DES has three distinct phases: (1) the 64 bits in the block are permuted (shuffled), (2)
16 rounds of an identical operation are applied to the resulting data and the key, and (3) the
inverse of the original permutation is applied to the result. This high-level outline of DES is
depicted in Figure 7.18.

A table representing part of the initial permutation is shown in Table 7.2. The final
permutation is the inverse (e.g., bit 40 would be permuted to bit position 1). It is generally
agreed that these two permutations add nothing to the security of DES. Some security experts
speculate that they were included to make the computation take longer, but it is Just as likely
that they are an artifact of the initial hardware implementation, involving some restriction of
pin layout, for example.
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Input Position 1 2 3 4 5 s 60 61 62 63 64
Output Position 40, 8 48 16 56 ... 9 49 17 .57 25

Table 7.2 Initial (and final) DES permutation.

Figure 7.19 Manipulation at each round of DES.

During each round, the 64-bit block is broken into two 32-bit halves, and a different
48 bits are selected from the 56-bit key. If we denote the left and right halves of the block at
round i as I; and R;, respectively, and the 48-bit key at round i as K;, then these three pieces
are combined during round i according to the following rule:

Li=Ri

Ri=Li1® F(Ri_1,Ki)
where F is a combiner function described below and @ is the exclusive-OR (XOR) operator.
Figure 7.19 illustrates the basic operation of each round. Note that Lo and Ry correspond to
the left and right halves of the 64-bit block that results from the initial permutation, and that
L1 and R;g are combined back together to form the 64-bit block to which the final inverse
permutation is applied.

We now need to define function F and show how each K; is derived from the 56-bit
key. We start with the key. Initially, the 56-bit key is permuted according to Table 7.3. Note
that every eighth bit is ignored (i.e., bit 64 is missing from the table), reducing the key from
64 bits to 56 bits. Then for each round, the current 56 bits are divided into two 28-bit halves
and each half is independently shifted left either one or two digits, depending on the round.
The number of bits shifted in each round is given in Table 7.4. The 56 bits that result from
this shift are used as both input for the next round (i.c., the preceding shift is repeated) and to
select the 48 bits that make up the key for the current round. Table 7.5 shows how 48 of the
56 bits are selected; note that they are simultaneously selected and permuted. For example,
the bit in position 9 is not selected because it is not in the table.

Function F combines the resulting 48-bit key for round 4 (K;) with the right half of the
data block after round i — 1 (R;—1), as follows. To simplify our notation, we refer to K; and
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Input Position 1 2 3 4 Si ot 590 60 6162 63
Ontpat Position' | 84 16 24 56 52 ... 17 25 45 37 29

Table 7.3 DES key permutation.

Round |1 2 3 4 5 6 7 8 9 10 11 12 18 4 B 18
Shie 19212 2 2 2 2 21 & 2 %2 7 3 31

Table 7.4 DES key shifts per round.

Input Position 1 2 3 4 5 6 7 8 10 11 12 13 14 15 16 17
Output Position | 5 24 7 16 6 10 20 18 12 3 15 23 1 9 19 2

Input Position |19 20 21 23 24 26 27 28 29 30 31 32 33 34 36 37
Output Position | 14 22 11 13 4 17 21 8 47 31 27 48 35 41 46 28

Input Position |39 40 41 42 44 45 46 47 48 49 50 51 52 53 55 56
Output Position (39 32 25 44 37 34 43 29 36 38 45 33 26 42 30 40

Table 7.5 DES compression permutation.

R;_1 as K and R, respectively. First, function F' expands R from 32 bits into 48 bits so that
it can be combined with the 48-bit K. It does this by breaking R into eight 4-bit chunks and
expanding each chunk into 6 bits by stealing the rightmost and leftmost bit from the left and
right adjacent 4-bit chunks, respectively. This expansion is illustrated in Figure 7.20, where
R is treated as circular in the sense that the first and last chunks get their extra bit from each
other.

Next, the 48-bit K is divided into eight 6-bit chunks, and each chunk is XORed with
the corresponding chunk that resulted from the previous expansion of R. Finally, each result-
ing 6-bit value is fed through something called a substitution box (S box), which reduces each
6-bit chunk back into 4 bits. There are actually eight different S boxes, one for each of the 6-
bit chunks. You can think of an S box as just performing a many-to-one mapping from 6-bit
numbers to 4-bit numbers. Table 7.6 gives part of the S box function for the first chunk. We
are now done with round 1.

Notice that the preceding description does not distinguish between encryption and de-
cryption. One of the nice features of DES is that both sides of the algorithm work exactly
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Figure 7.20 Expansion phase of DES.

Input 000000 000001 000010 000011 000100 000101
Output 1110 0100 1101 0001 0010 1111

Input ... 111010 111011 111100 111101 111110 111111
Output 0011 1110 1010 0000 0110 1101

Table 7.6 Example DES S box (bits 1-6).

the same. The only difference is that the keys are applied in the reverse order, ie., Kis,
Kis, ..., K.

Also keep in mind that the preceding discussion is limited to 2 single 64-bit data block.
To encrypt a longer message using DES, a technique known as cipher block chaining (CBC)
is typically used. The idea of CBC is simple: the ciphertext for block i is XORed with the
plaintext for block i + 1 before running it through DES. An initialization vector (IV) is used
in lieu of the nonexistent ciphertext for block 0. This vector IV, which is a random number
generated by the sender, is sent along with the message so that the first block of plaintext can
be retrieved. CBC on the encryption side is shown in Figure 7.21 for a 256-bit (four-block)
message. Decryption works in the expected way since XOR is its own inverse, with the process
starting with the last block and moving toward the front of the message.

We conclude by noting that there is no mathematical proof that DES is secure. What
security it achieves it does through the application of two techniques: confusion and diffu-
sion. (Having just plowed through the algorithm, you should now have a deep understanding
of these two techniques.) What we can say is that the only known way to break DES is to ex-
haustively search all possible 2°¢ keys, although on average you would expect to have to search
only half of the key space, or 25° = 3.6 x 10'6 keys. Ona 175-MHz DEC Alpha workstation,
it is possible to do one encryption in 4 ps, meaning that it would take 1.4 x 1017 ys to break
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Figure 7.21 Cipher block chaining (CBC) for large messages.

a key (approximately 4500 years). While that may seems like a long time, keep in mind that
searching a key space is a Aighly parallel task, meaning that if you could throw 9000 Alphas at

the job, it would take only six months to break a key.

This amount of time is considered
borderline-secure in many circles, especially
considering that processor speeds are doubling
every 18 months. For this reason, many
applications are starting to use triple-DES,
that is, encrypting the data three times. This
can be done with three separate keys, or with
two keys: the first is used, then the second,
and finally the first key is used again.

RSA

RSA is a much different algorithm, not only
because it involves different keys for encryp-
tion (public key) and decryption (private key),
but also because it is grounded in number
theory. In fact, the essential aspect of RSA
comes down to how these two keys are selected.
The act of encrypting or decrypting a mes-
sage is expressed as a simple function, although
this function requires enormous computational
power. In particular, RSA commonly uses a key
length of 512 bits, making it much more ex-
pensive to compute than DES; we discuss this
more below.

The first task is to generate a public and private key. To do this, choose two large prime
numbers p and ¢, and multiply them together to get n. Both p and g should be roughly 256
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bits long. Next, choose the encryption key e, such that e and (p — 1) X (g — 1) are relatively
prime. (Two numbers are relatively prime if they have no common factor greater than 1.)

Finally, compute the decryption key d such that
d = mod ((p— 1) x (g 1))

The public key is constructed from the pair {e,n) and the private key is given by the pair
(d,n). The original prime numbers p and q are no longer needed. They can be discarded,
but they must not be disclosed.

Given these two keys, encryption is defined by the following formula:

¢c=m®modn

and decryption is defined by

m=c?modn

where m is the plaintext message and ¢ is the
resulting ciphertext. Note that m must be less
than n, which means that it can be no more
than the 512 bits long. A larger message is
simply treated as the concatenation of multiple
512-bit blocks.

Notice that when two participants want
to encrypt data they are sending to each other
using a public key algorithm like RSA, a pair of
public/private key pairs is required. It doesn't
work to encrypt with your private key and let
the other side decrypt with the public key be-
cause everyone has access to the public key and
so could decrypt the message. In other words,
participant A encrypts data it sends to partici-
pant B using B’s public key and B uses its pri-
vate key to decrypt this data, while B encrypts
data it sends to A using A’s public key and A
decrypts this message using its private key. Ob-
serve that A cannot decrypt a message that it
has sent to B; only B has the requisite private

RSA security comes from the premise
that factoring large numbers is a computation-
ally expensive proposition. In particular, if you could factor n, you could recover p and g,
which would compromise d. The speed at which large numbers can be factored is a function
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of both the available processor speed and the factoring algorithm being used. It is estimated
that 512-bit numbers will be factorable in the next few years, and in fact, people are already
starting to use 768- and 1024-bit keys. Keep in mind that while we are concentrating on the
security of data as it moves through the network—i.e., the data is sometimes vulnerable for
only a short period of time—in general, security people have to consider the vulnerability of
data that needs to be stored in archives for tens of years.

Implementation and Performance

DES is two to three orders of magnitude faster than RSA, depending on whether the imple-
mentations are done in hardware or software. When implemented in software, we have mea-
sured DES to process data at 36 Mbps and RSA to process data at only 1 Kbps on a 175-MHz
DEC Alpha workstation. For comparison, a software implementation of MD5 can process
data at a rate of 80 Mbps on the same workstation. When implemented in hardware, that is,
by custom VLSI chips, it has been reported that DES can achieve rates approaching 1 Gbps
and RSA can achieve a whopping 64 Kbps.

Perhaps surprisingly, DES is the more likely of the two algorithms to be implemented
in hardware on a given computer. This is because even when implemented in hardware, RSA
is still too slow to be of any practical use in encrypting data messages. Instead, RSA is typi-
cally used to encrypt secret keys that are passed between two participants. These participants
then use DES, possibly implemented in hardware, to secure their communication using this
key. Because the secret key would only be used for as long as these two participants want to
communicate, it is called a session key. We discuss this more in following subsections.

7.3.3 Authentication Protocols (Kerberos)

Before two participants are likely to establish a secure channel between themselves—i.e., use
DES or RSA to encrypt messages they exchange—they must each first establish that the other
participant is who he or she claims to be. This is the problem of authentication. If you think
about authentication in the context of a client/server relationship, say a remote file system,
then it is understandable that the server would want to establish the identity of the client: If
the client is going to be allowed to modify or delete John's file, then the server is obligated to
make sure that the client is, in fact, John. It is also the case, however, that the client often
wants to verify the identity of the server. After all, you would not want to start writing sen-
sitive data to what you thought was a file server, only to later discover that it was an imposter
process.

This section describes three common protocols for implementing authentication. The
first two use secret key cryptography (e.g., DES), while the third uses public key cryptography
(e-g-» RSA). Note that it is often during the process of authentication that the two participants
establish the session key that is going to be used to ensure privacy during subsequent commu-
nication. The following includes a discussion of how this process gets bootstrapped.
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Client Server

Figure 7.22 Three-way handshake protocol for authentication.

Simple Three-Way Handshake

A simple authentication protocol is possible when the two participants who want to authen-
ticate each other—think of them as a client and a server—already share a secret key. This sit-
uation is analogous to a user (the client) having an account on a computer system (the server),
where both client and server know the password for the account.

The client and server authenticate each other using a simple three-way handshake pro-
tocol similar to the one described in Section 6.2.3. In the following, we use E(m,k) to denote
the encryption of message m with key k and D(m.k) to denote the decryption of message m
with key k.

As illustrated in Figure 7.22, the client first selects a random number 2 and encrypts it
using its secret key, which we denote as CHK (client handshake key). The client then sends
E(z, CHK), along with an identifier (Clientid) for itself to the server. The server uses the key
it thinks corresponds to client Clientld (call it SHK for server handshake key) to decrypt the
random number. The server adds 1 to the number it recovers, and sends the result back to
the client. It also sends back a random number y that has been encrypted with SHK. Next,
the client decrypts the first half of this message and if the result is 1 more than the random
number z that it sent to the server, it knows that the server possesses its secret key. At this
point, the client has authenticated the server. The client also decrypts the random number
the server sent it (this should yield y), encrypts this number plus 1, and sends the result to the
server. If the server is able to recover y + 1 then it knows the client is legitimate.

After the third message, each side has authenticated itself to the other. The fourth mes-
sage in Figure 7.22 corresponds to the server sending the client a session key (SK), encrypted
using SHK (which is equal to CHK). Typically, the client and server then use SK to encrypt any
future data they send to each other. The advantage of using a session key is that it means that
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Figure 7.23 Third-party authentication in Kerberos.

the permanent secret key is only used for a small number of messages, making it harder for an
attacker to gather data that might be used to determine the key.

This only begs the question of where the client and server handshake keys came from
in the first place. One possibility is that they correspond to a password that a user entered; the
Clientld could be the login identifier in this situation. Because a user-selected password might
not make a suitable secret key, a transformation is often performed to turn it into a legitimate
56-bit DES key, for example.

Trusted Third Party

A more likely scenario is that the two participants know nothing about each other, but both
trust a third party. This third party is sometimes called an authentication server, and it uses a
protocol to help the two participants authenticate each other. There are actually many differ-
ent variations of this protocol. The one we describe is the one used in Kerberos, a TCP/IP-
based security system developed at MIT.

In the following, we denote the two participants who want to authenticate each other as
A and B, and we call the trusted authentication server S. The Kerberos protocol assumes that
A and B each share a secret key with S; we denote these two keys as K 4 and K g, respectively.
As before, E(m,k) denotes message m encrypted with key k.

As illustrated in Figure 7.23, participant A first sends a message to server S that iden-
tifies both itself and B. The server then generates a timestamp T, a lifetime L, and a new
session key K. Timestamp T is going to serve much the same purpose as the random num-
ber in the simple three-way handshake protocol given above, plus it is used in conjunction
with L to limit the amount of time that session key K is valid. Participants A and B will
have to go back to server S to get a new session key when this time expires. The idea here is
to limit the vulnerability of any one session key.
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Figure 7.24 Public key authentication.

Server S then replies to A with a two-part message. The first part encrypts the three
values T, L, and K, along with the identifier for participant B, using the key that the server
shares with A. The second part encrypts the three values T, L, and K, along with participant
A’s identifier, but this time using the key that the server shares with B. Clearly, when A re-
ceives this message, it will be able to decrypt the first part but not the second part. A simply
passes this second part on to B, along with the encryption of A and T' using the new session
key K. (A was able to recover T and K by decrypting the first part of the message it got from
S.) Finally, B decrypts the part of the message from A that was originally encrypted by S,
and in so doing, recovers T, K, and A. It uses K to decrypt the half of the message encrypted
by A, and upon seeing that A and T are consistent in the two halves of the message, replies
with a message that encrypts 7' + 1 using the new session key K.

A and B can now communicate with each other using the shared secret session key K
to ensure privacy.

Public Key Authentication

Our final authentication protocol uses public key cryptography; e.g., RSA. The public key
protocol is a useful one because the two sides need not share a secret key; they only need to
know the other side’s public key. As shown in Figure 7.24, participant A encrypts a random
number  using participant B’s public key, and B proves it knows the corresponding private
key by decrypting the message and sending z back to A. A could authenticate itself to B in
exactly the same way.

As to the question of where a participant learns the other’s public key, it is tempting to
believe that individual participants should be allowed to post their public keys on a bulletin
board. This approach does not work, however, because it would be possible for participant A
to post its own public key and claim that it is the key for participant B. This would allow A
to masquerade as B. Instead, public keys must be retrieved from a trusted source, typically
known as a certificate autbority (CA). That is, you go to the trusted CA to get some other
participant’s public key, and you have to prove through some external mechanism that you are
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who you say you are when you register your public key with the CA. This reduces the problem
to one of every participant having to know just one public key—that of the CA. Note that in
general, it is possible to build a hierarchy of CAs: you start at the root CA to get the public
key for a second-level CA, which gives you the public key for the third-level CA, and so on,
until you learn the public key for the participant you want to communicate with, The root
CA would be published in some other trusted source, for example, the New York Times.

An alternative to a tree-structured hierarchy is to build a nonhierarchical mesh of trust.
We defer discussion of this approach until we have discussed digital signatures, on which this
approach depends.

7.3.4 Message Integrity Protocols

Sometimes two communicating participants do not care whether an eavesdropper is able to
read the messages they are sending to each other, but they are worried about the possibility of
an imposter sending messages that claims to be from one of them. That is, the participants
want to ensure the integrity of their messages.

One way to ensure the integrity of a message is to encrypt it using DES with cipher
block chaining, and then to use the CBC residue (the last block output by the CBC process)
as a message integrity code (MIC). (For the CBC example given in Figure 7.21, ciphery is tht:1
CBC residue.) The plaintext message plus the MIC would be transmitted to the receiver, |
with the MIC acting as a sort of checksum—if the receiver could not reproduce the attached
MIC using the secret key it shares with the sender, then the message was either not sent by the! | _,
sender, or it was modified since it was transmitted. Note that you would not want to use DES | !
with CBC to both encrypt the message for privacy and to generate the MIC for integrity, be- )
cause you would simply end up transmitting the CBC-encrypted message with the last block |/
repeated. Thus, anyone who wanted to tamper with the CBC-encrypted message could take )
the value of the final block they wanted to send, and send it twice.

This section looks at three alternatives for ensuring message integrity. The first uses
RSA to produce a digital signature. RSA used on its own tends to be slow, but it can be used
in combination with MD5 to yield a much more efficient technique. The second and third
approaches use MD5 in conjunction with RSA to guarantee message integrity.

Digital Signature Using RSA

A digital signature is a special case of a message integrity code, where the code can only have
been generated by one participant. The easiest digital signature algorithm to understand is an
RSA signature, which works in the obvious way—since a given participant is the only one that
knows its own private key, the participant uses this key to produce the signature. Any other
participant can verify this signature using the corresponding public key. In other words, to sign
a message, you encrypt it using your private key, and to verify a signature, you decrypt it using
the public key of the purported sender. Clearly, this means that producing an RSA signature
is as slow as RSA, which we have already seen is two or three orders of magnitude slower
than DES. Observe that the use of keys is exactly reversed relative to their use for privacy:
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the sender encrypts with the sender’s private key rather than with the receiver’s public key,
and the receiver decrypts with the sender’s public key rather than with the receiver's private
key.

Note that the National Institute for Standards and Technology (NIST) has proposed a
digital signature standard known as DSS that is similar to the approach just described, except
that it uses an alternative algorithm, called El Gamel, instead of RSA.

Keyed MD5

Recall that MDS5 produces a cryptographic checksum for a message. This checksum does not
depend on a secret key, so it does not prevent an imposter from creating a message that claims
to be from someone else and computing an MDS5 checksum for that message. However, there
are two ways to use MD5 in combination with a public key algorithm like RSA to implement
message integrity. Both approaches overcome the performance problems inherent in using
RSA alone.

The first method, which is commonly referred to as keyed MDS5, works as follows. The
sender generates a random key k and runs MD5 over the concatenation of the message (de-
noted m) and this key. In practice, the random key k is attached to either the front or back of
the message for the purpose of running MD5; k is then removed from the message once MD5
is finished. The random key is then encrypted using RSA and the sender’s private key. The
original message, the MD5 checksum, and the encrypted version of the random key are then
packaged together and sent to the receiver. The following summarizes the complete message
transmitted by the sender:

m + MD5(m + k) + E(k, private)

where MD5(s) represents applying the MD5 algorithm to string s, and a+b denotes the con-
catenation of strings a and b.

The receiver recovers the random key using the purported sender’s public RSA key and
then applies MDS5 to the concatenation of this random key and the body of the message. If
the result matches the checksum sent with the message, then the message must have been sent
by the participant who generated the random key.

MDS5 with RSA Signature

The second method for using MDS5 in combination with RSA works as follows. The sender
runs MD5 over the original message it wants to protect, producing an MD5 checksum. It
then signs this checksum with its own private RSA key. That is, the sender does not sign the
entire message, it just signs the checksum. The original message, the MD5 checksum, and
the RSA signature for the checksum are then transmitted. Using the same notation as above,
this means that the sender transmits

m + MD5(m) + E(MD5(m), private).
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The receiver verifies the message by making sure that the signature is correct, that is, by
decrypting the signature with the sender’s public key and comparing the result with the MD5
checksum sent with the message. The two should be equal.

Using Digital Signatures for Key Distribution
We mentioned above that digital signatures can
be usedto build a mesh of trust by which keys
can be distributed, as an alternative to a strict
hierarchy. Now that we know how digital sig-
natures work, providing us with a way to say
“this message was generated by participant X
and has not been altered,” we can describe the
mesh approach.

To begin, suppose participants A and B
exchange public keys while they are in the same
room; that is, they can verify that the keys re-
ally belong to the right people. At some later
time, A exchanges public keys with C. A can
now use his or her private key to sign the pub-
lic key of C and send it to B. In other words, A
sends a message that says, in effect, “I wasin a
room with C' and I believe that this is C’s pub-
lic key,” and signs this message using his or her
own private key. Because B has a trustworthy
copy of A’s public key, B can verify the signa-
ture on this message. Aslongas B trusts that A
was not fooled into mistakenly signing C’s key,
B now has a trustworthy copy of C’s public key.

Thus, a reasonable strategy is for C' to get
his or her key signed by lots of people, and with
luck, anyone with whom C wants to commu-
nicate will be able to find one person they trust
in the set of people who have signed C’s pub-
lic key. Note that there can be arbitrarily many
links in the chain of trust, but if one person in
the chain signs a key when they are not sure it really belongs to the right person, then the
chain of trust is broken. As an aside, note that key-signing parties—a lot of As, Bs, and Cs
in a room with their laptops—have become a regular feature of IETF meetings. This approach
to key management is used by the Pretty Good Privacy (PGP) suite of software.
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7.4 Summary

This chapter has described three different data manipulations that applications apply to their
data before sending it over a network. Unlike the protocols described earlier in this book,
which you can think of as processing messages, these three transformations process data.

The first data manipulation is presentation formatting, where the problem is en-
coding the different types of data that ap-
plication programs compute on—e.g., inte-
gers, floating-point numbers, character strings,
arrays, structures—into packets that can be
transmitted over a network. This involves both
translating between machine and network byte
order, and linearizing compound data struc-
tures. We outlined the design space for presen-
tation formatting and discussed three specific
mechanisms that fall on different points in this
design space: XDR, ASN.1, and NDR.

The second data manipulation is com-
pression, which is concerned with reducing the
bandwidth required to transmit different types
of data. Compression algorithms can be ei-
ther lossless or lossy, with lossy algorithms be-
ing most appropriate for image and video data.
JPEG and MPEG are examples of lossy com-
pression protocols for still images and video
data, respectively.

The third data manipulation is encryp-
tion, which is used to protect the privacy of
data sent over a network. We looked at two
basic encryption algorithms: shared key algo-
rithms (e.g., DES) and public key algorithms
(e.g., RSA). As we have seen, encryption al-
gorithms actually play a much bigger role in
network security than just supporting privacy;
they also form the basis for protocols that are
used to ensure authentication and message in-

tegity.
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At one time, data manipulations such as
the ones discussed in this chapter were
OPEN ISSUE treated as an afterthought by network-
ing people. There were various reasons
for this. In the case of presentation for-
matting, the network was so slow that
no one cared how bad the encoding
strategy was. In the case of compression, it is the recent advances in CD-ROM and graphical
1/O devices (i.e., the growing popularity of multimedia) that have made the compression of
images a fruitful area to pursue. In the case of security, it is the recent explosion of the World
Wide Web, and the implications of using the Web for commerce, that have made people more
security conscious. (Of course, the military has always been highly interested in security.) To-
day, however, one could argue that the data manipulation level of the network architecture is
where the action is. In short, it is the set of data manipulation functions available to applica-
tion programs that is limiting what we can do with computer networks.

Network security is a good example of services that are just around the corner. Using
the basic cryptography algorithms like DES, RSA, and MD5, people are designing security
protocols that do much more than ensure privacy, authentication, and message integrity. For
example, there are now protocols that support anonymous digital cash, certified mail, secure
elections, and simultaneous contract signing.

In the case of data compression, formats like MPEG were not specifically designed for
use on a network; they were designed to provide a format for storing video on disk. It is not
completely clear that MPEG makes sense for sending video over a network. For example, if
a B or P frame is dropped by the network, then it is possible to simply replay the previous
frame without seriously compromising the video; 1 frame out of 30 is no big deal. On the
other hand, a lost I frame has serious consequences—none of the subsequent B and P frames
can be processed without it. Thus, losing an I frame would result in losing multiple frames of
the video. While you could retransmit the missing I frame, the resulting delay would probably
not be acceptable in a real-time video conference. One interesting avenue of research is to have
the application “teach” the network how to treat different types of messages; for example, it
is OK to drop messages carrying B and P frames but not messages carrying I frames. Note,
however, that this is a significant departure from the current model in which all messages are
treated equally by the network.

One final issue to consider is the relationship among these three transformations. In
most cases, you would perform presentation encoding before compression or encryption—
the application first packs and linearizes a data structure before trying to compress or encrypt
it. Between compression and encryption, you would always compress before encrypting. This
is for two reasons. First, if the encryption algorithm is a good one, then there is no obvious
redundancy for the compression algorithm to remove. The second reason is that by first com-
pressing the data, you are able to make the ciphertext that results from encryption even more
obscure, and therefore more difficult to break.

Presentation—Layer of the
90s
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FURTHER READING

Our recommended reading list for this chapter includes two papers on compression and two
papers on network security. The two articles on compression give an overview of the JPEG
and MPEG standards, respectively. Their main value is in explaining the various factors that
shaped the standards. The two security-related papers, taken together, give a good overview
of the topic. The article by Lampson et al. contains a formal treatment of security, while the
Satyanarayanan paper gives a nice description of how a secure system is designed in practice.

The final paper on the reading list discusses the importance of data manipulations to
network performance and gives two architectural principles that should guide the design of
future protocols.

B Wallace, G. K. The JPEG still picture compression standard. Communications of the
ACM 34(1):30-44, April 1991.

B Le Gall, D. MPEG: A video compression standard for multimedia applications.
Communications of the ACM 34(1):46-58, April 1991.

B Lampson, B., et al. Authentication in distributed systems: Theory and practice.
ACM Transactions on Computer Systems 10(4):265-310, November 1992.

B Satyanarayanan, M. Integrating security in a large distributed system. ACM Trans-
actions on Computer Systems 7(3):247-280, August 1989.

B Clark, D., and D. Tennenhouse. Architectural considerations for a new generation
of protocols. Proceedings of the SIGCOMM *91 Symposium, pages 200-208, Septem-
ber 1991.

Unfortunately, there is no single paper that gives a comprehensive treatment of presen-
tation formatting. Aside from the XDR, ASN.1/BER, and NDR specifications (see Srini-
vasan [Sri95b], the CCIT recommendations [dTeT92a, dTeT92b], and the Open Software
Foundation [Ope94]), three other papers cover topics related to presentation formatting: those
by O’'Malley et al. [OPM94], Lin [Lin93], and Chen et al. [CLNZ89]. All three discuss
performance-related issues.

On the topic of compression, a good place to start is with Huffman encoding, which
was originally defined in [Huf52]. The original LZ algorithm is presented in Ziv and Lem-
pel [ZL77], and an improved version of that algorithm by the same authors can be found in
[ZL78]. Both of these papers are of a theoretical nature. The work that brought the LZ
approach into widespread practice can be found in Welch [Wel84]. For a more complete
overview of the topic of compression, Nelson's article [Nel92] is recommended. You can also
learn about compression in any of several recent books on multimedia. We recommend Wit-
ten et al. [WMB94], which has an extremely high science-to-hype ratio, and Buford [Buf94],
which is a collection of contributed chapters that span the range of multimedia topics.

On the topic of network security, there are several good books to choose from. We rec-
ommend Schneier [Sch94] and Kaufman et al. [KPS95]. The former gives a comprehensive
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treatment of the topic, including sample code, while the latter gives a very readable overview
of the subject.
Finally, we recommend the following two live references:
B http://roger-rabbit.cs.berkeley.edu/mpeg/index.html: a collection of MPEG-
related programs, some of which are used in the following exercises;

B ftp://cert.org/pub: a collection of security-related notices posted by the Computer
Emergency Response Team (CERT).

EXERCISES

1 Consider the following C structure definitions:
#idefine MAXSTR 100

struct date {
char month[MAXSTR];
int day;
int year;

Js

struct employee {
char  name[MAXSTR];
int ssn;
struct date *hireday;
int salary_history[10];
int num_raises;
)
where num_raises + 1 corresponds to the number of valid entries in array salary_history.
Show the on-the-wire representation of structure employee that is generated by XDR.

2 For the data structures given in the previous problem, give the XDR routine that en-
codes/decodes these structures. If you have XDR available to you, run this routine and
measure how long it takes to encode and decode an example instance of structure
employee.

3 Using Unix utilities like bcopy and htonl, implement a routine that generates the same
on-the-wire representation of the structures given in the problem 1 as XDR does. Com-
pare the performance of your “by hand” encoder/decoder with the corresponding XDR
routines.

4 Retrieve the Universal Stub Compiler (USC) byte-swapping program from

ftp.cs.arizona.edu, and write the USC specification that encodes/decodes the data struc-
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tures given in problem 1. (USC does not handle pointers, so you will need to encode/
decode that part by hand.) Compare the performance of your USC encoder/decoder with
the XDR and by-hand versions from the previous two exercises.

5 Use USC, XDR, and htonl to encode a 1000-element array of integers. Measure and
compare the performance of each. How do the three compare to a simple loop that reads
and writes 2 1000-element array of integers? Perform the experiment on a computer for
which the native byte order is the same as the network byte order, as well as on a computer
for which the native byte order and the network byte order are different.

6 Give the ASN.1 encoding for the following three integers:
(a) 101

(b) 10,120

(c) 21,645

7 Give the big-endian and little-endian representation for the integers from the previous
problem.

8 Determine the byte order for the following architectures: Alpha, MIPS, Sparc, and PA-
RISC.

9 XDR is used to encode/decode the header for the SunRPC protocol described in Chap-
ter 6. What difficulties might arise in using XDR in this way?

10 Why might you want to compress your data before doing presentation formatting?

11 Write a routine that implements RLE and DPCM compression. Apply these routines to
different types of data, and report the compression ratios that each algorithm achieves.

12 Experiment with the Unix compress utility. What compression ratios is this program
able to achieve? See if you can generate data files for which compress can achieve 5:1 or
10:1 compression ratios.

13 Think about what functions might reasonably be expected from a video standard: fast for-
ward, editing capabilities, random access, and so on. (See the paper by LeGall, “MPEG:
A video compression standard for multimedia applications,” given in this chapter’s rec-
ommended reading list, for further ideas.) Explain MPEG’s design in terms of these fea-
tures.
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14 The frequency of I frames in the MPEG stream defines the granularity of fast forward
and reverse. Explain why.

15 Use mpeg_play to play an MPEG-encoded video. Experiment with options, particularly
-nob and -nop, which are used to omit the B and P frames, respectively, from the stream.
What are the visible effects of omitting these frames?

16 The mpeg_stat program can be used to display statistics for video streams. Use it to de-
termine, for several streams:

(a) number and sequence of I, B, and P frames.
(b) average compression rate for the entire video.

(c) average compression rate for each type of frame.

17 Write a program that implements forward and backward DCT. Run the program on a
sample grayscale image. (It would be easiest to use PBM to read and write images.) Since
DCT is lossless, the image output by the program should match the input. Now modify
your program so that it throws away or changes some of the higher-frequency compo-
nents and see how the output image is affected.

18 The Unix des command encrypts and decrypts data using the Data Encryption Standard
algorithm. If it is available on your system, read the man page and experiment with it.
Measure how fast it is able to encrypt or decrypt data.

19 Prove that the RSA decryption algorithm recovers the original message.

20 In the three-way handshake described as an authentication mechanism, why is the server
unsure of the client’s identity until it receives the third message?

21 Figure 7.21 shows CBC encryption. Give the corresponding diagram for decryption.
22 Show how two-way authentication works using RSA.
23 Learn about the Clipper encryption scheme. What are the pros and cons of Clipper?

24 What sort of attacks are authentication schemes like Kerberos susceptible to?
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