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TEMPLATE-BASED CREATION AND 
ARCHIVAL OF FILE SYSTEMS 

BACKGROUND 

1. Field of the Invention 
The present invention relates generally to computer oper 

ating Systems and, more particularly, to techniques for 
template-based creation and archival of file Systems. 

2. Description of the Background Art 
With the popularity and success of the Internet, server 

technologies are of great commercial importance today. An 
individual Server application typically executes on a Single 
physical host computer, Servicing client requests. However, 
providing a unique physical host for each Server application 
is expensive and inefficient. 

For example, commercial hosting Services are often pro 
vided by an Internet Service Provider (ISP), which generally 
provides a separate physical host computer for each cus 
tomer on which to execute a Server application. However, a 
customer purchasing hosting Services will often neither 
require nor be amenable to paying for use of an entire host 
computer. In general, an individual customer will only 
require a fraction of the processing power, Storage, and other 
resources of a host computer. 

Accordingly, hosting multiple Server applications on a 
Single physical computer would be desirable. In order to be 
commercially viable, however, every Server application 
would need to be isolated from every other Server applica 
tion running on the same physical host. Clearly, it would be 
unacceptable to customers of an ISP to purchase hosting 
Services, only to have another Server application program 
(perhaps belonging to a competitor) access the customer's 
data and client requests. Thus, each Server application pro 
gram needs to be isolated, receiving requests only from its 
own clients, transmitting data only to its own clients, and 
being prevented from accessing data associated with other 
Server applications. 

Furthermore, it is desirable to allocate varying Specific 
levels of System resources to different Server applications, 
depending upon the needs of, and amounts paid by, the 
various customers of the ISP. In effect, each server applica 
tion needs to be a "virtual private Server,” Simulating a 
Server application executing on a dedicated physical host 
computer. 

Such functionality is unavailable on traditional server 
technology because, rather than comprising a single, discrete 
process, a virtual private Server must include a plurality of 
Seemingly unrelated processes, each performing various 
elements of the sum total of the functionality required by the 
customer. Because each virtual private Server includes a 
plurality of processes, it has been impossible using tradi 
tional Server technology for an ISP to isolate the processes 
asSociated with one virtual private Server from those pro 
ceSSes associated with other virtual private Servers. 

Another difficulty in implementing multiple virtual pri 
Vate Servers within a Single physical host involves providing 
each Server with a separate file System. A file System is an 
organized accumulation of data within one or more physi 
cal. Storage devices, Such as a hard disk drive or RAID 
(redundant array of inexpensive disks). The data is typically 
organized into “files,” Such as word processing documents, 
Spreadsheets, executable programs, and the like. The files 
are Stored within a plurality of “storage units of the Storage 
device, Sometimes referred to as "disk blocks” or “allocation 
units.” 
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Unfortunately, providing a separate physical device for 

Storing the file System of each Virtual private Server would 
be expensive and inefficient. Accordingly, it would be desir 
able to store the file systems of multiple virtual private 
Servers within the Same physical device or comparatively 
Small Set of devices. 

ServerXchange(E), a product of Ensim Corporation, pro 
vides multiple Virtual processes, Such as Virtual private 
Servers, with Separate file Systems. Each file System is Stored 
in a linear Set of equal-sized Storage units within the same 
physical Storage device. 

This approach Still presents a number of difficulties, 
however. For example, an initial file System, including 
Standard applications, utilities, databases, etc., must be 
duplicated for each Virtual private Server. Such a duplication 
process results in copying large amounts of data from one 
disk location to another, consuming Significant amounts of 
time and placing Substantial memory and disk load on the 
physical Server. Such extensive duplication also results in 
wasted Storage Space, Since all or part of the resulting file 
Systems are identical. 
The above approach also presents difficulties when 

archiving (e.g., backing up) the file Systems. For example, 
Since the file Systems are being constantly changed by 
activity within the virtual private Servers, it is impossible to 
obtain a backup that is a "Snapshot' of the files Systems at 
a particular time. By the time the backup proceSS is complete 
(which may take several hours), the file systems will have 
changed Substantially. In addition, backing up Such file 
Systems may result in a Substantial waste of time and Storage 
Space due to the archival of duplicate data for each file 
System. 

Accordingly, What is needed is a technique for creating 
Separate file Systems for a plurality of virtual private Servers 
that does not require extensive copying or wasted Storage 
Space. What is also needed is a technique for efficiently 
backing up a file System of a virtual private Server in which 
a Snapshot of the file System may be obtained at a particular 
point in time. 

SUMMARY OF THE INVENTION 

The present invention relates to Systems and methods for 
file System creation and archival. In one embodiment, first 
and Second Sets of Storage units are provided, each Storage 
unit of the first Set corresponding to a storage unit of the 
Second Set. The Sets of Storage units may be contained within 
a single Storage device or within a comparatively Small Set 
of devices. 

In addition, a usage map is provided for indicating which 
Storage units of the Second Set contain valid data. The usage 
map is initially reset or “initialized” to indicate that none of 
the Storage units of the Second Set contain valid data. 
An attempt to write a data item to a storage unit of the first 

Set is then intercepted. Rather than writing the data item to 
the Storage unit of the first Set, however, the data item is 
written to the corresponding Storage unit of the Second Set. 
Thereafter, an indication is Stored in the usage map that the 
corresponding Storage unit of the Second Set contains valid 
data. 

Additionally, an attempt to read a data item from a storage 
unit of the first Set is intercepted. If the usage map indicates 
that the corresponding Storage unit of the Second Set contains 
valid data, the data item is read from the corresponding 
Storage unit of the Second Set. If, however, the usage map 
indicates that the corresponding Storage unit of the Second 
Set does not contain valid data, the data item is read from the 
Specified Storage unit of the first Set. 
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Each Set of private Storage units and corresponding usage 
map are referred to herein as a “template.” In accordance 
with the present invention, file Systems are represented as 
"Stacks of templates, in which all data is written to an 
“active” template at the “top” of the stack, and all data is 
read from the topmost template in the Stack for which an 
indication of valid data is found in the corresponding usage 
map. 

Private Storage units of a template that is not currently the 
active template may be backed up to a storage device in 
order to obtain a "Snapshot' of the changes to an initial file 
System at a particular point in time. 

The features and advantages described in this Summary 
and the following detailed description are not all-inclusive, 
and particularly, many additional features and advantages 
will be apparent to one of ordinary skill in the art in view of 
the drawings, specification, and claims hereof. Moreover, it 
should be noted that the language used in the Specification 
has been principally Selected for readability and instruc 
tional purposes, and may not have been Selected to delineate 
or circumscribe the inventive Subject matter, resort to the 
claims being necessary to determine Such inventive Subject 
matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a System for associating 
identifiers with Virtual processes; 

FIG. 2 is a block diagram of a storage device including the 
file Systems of multiple virtual processes, 

FIG. 3 is a block diagram of a Storage device including a 
Set of shared Storage units, a set of private Storage units, and 
a usage map. 

FIGS. 4-6 are block diagrams of a system for creating and 
managing a file System; 

FIG. 7 is a block diagram of templates corresponding to 
different Virtual processes; 

FIG. 8 is a block diagram of a stack of templates; 
FIG. 9 is a block diagram an archival system; 
FIG. 10 is a block diagram illustrating a process of 

merging two templates, 
FIG. 11 is a block diagram of an archival system; and 
FIG. 12 is a block diagram of private and public tem 

plates. 
The Figures depict embodiments of the present invention 

for purposes of illustration only. Those skilled in the art will 
readily recognize from the following discussion that alter 
native embodiments of the illustrated structures and methods 
may be employed without departing from the principles of 
the invention described herein. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

The present invention relates to file System creation and 
archival, particularly in the context of multiple virtual pri 
Vate Servers running on a single physical host machine. 
AS previously noted, implementing a virtual private 

Server using traditional Server technologies has been impos 
Sible because, rather than comprising a single, discrete 
process, a virtual private Server must include a plurality of 
Seemingly unrelated processes, each performing various 
elements of the Sum total of the functionality required by a 
customer. A virtual private Server is an example of a “virtual 
process,” which is a set of processes isolated partially or 
totally from other processes of the System. 
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Accordingly, one aspect of the present invention relates to 

a System and method for associating identifiers with Virtual 
processes (e.g., virtual private Servers) as described imme 
diately below. Thereafter, a system and method are 
described for file System creation and archival in the context 
of multiple virtual private Servers. 

I. Associating Identifiers With Virtual Processes 
FIG. 1 is a high-level schematic block diagram of a 

system 100 for associating identifiers with virtual processes 
101 according to one embodiment of the present invention. 
A computer memory 102 includes a user address space 103 
and an operating System address Space 105. Multiple ini 
tialization processes 107 execute in the user address Space 
103. Although FIG. 1 illustrates only two initialization 
processes 107 executing in the user address space 103, those 
skilled in the art will understand that more than two initial 
ization processes 107 can execute Simultaneously within a 
given computer memory 102. 

Also executing in the user address Space 103 are one or 
more descendent processes 108 originating from the initial 
ization processes 107. A descendent process 108 is a child 
process of an initialization proceSS 107, or a child proceSS 
thereof, extended to any number of generations of Subse 
quent child processes. Although FIG. 1 illustrates only two 
descendent processes 108 for each initialization process 107, 
fewer or more than two descendent processes 108 per 
initialization process 107 can execute simultaneously within 
a given computer memory 102. 

In one embodiment, a virtual process table 127 or other 
Suitable data Structure for Storing associations 129 between 
executing processes 107,108 and virtual processes 101 is 
inserted into the operating System 117. Of course, other data 
Structures may be used to Store associations 129, one 
example of which is a linked list. 

In various embodiments, the virtual process table 127 (or 
other data structure) is dynamically loaded into the operating 
system kernel 109 while the kernel 109 is active. In another 
embodiment, the virtual process table 127 is stored in the 
user address Space 103. The maintenance and use of the 
virtual process table 127 is discussed in detail below. 

Those skilled in the art will recognize that a virtual 
process 101 is not an actual process that executes in the 
computer memory 102. Instead, the term “virtual process” 
describes a collection of associated functionality. For 
example, a virtual proceSS 101 is not actually a discrete 
process, but instead, comprises a plurality of actual pro 
cesses that together provide the desired functionality, 
thereby simulating the existence of a Single application 
executing on a dedicated physical host. Each actual process 
that performs. Some of the functionality of the application is 
a part of the virtual process 101. As shown in FIG. 1, for 
example, initialization proceSS 1 and descendent processes 1 
and 2 together comprise one virtual process 101, whereas 
initialization process 2 and descendent processes 3 and 4 
together comprise another. 

In order to associate a specific identifier with each actual 
process that is a member of a virtual proceSS 101, a Separate 
system initialization process 107 is started for each virtual 
process 101. Normally, each process executing on a multi 
tasking operating System Such as UNIXE) is descended from 
a single System initialization process 107 that is Started when 
the operating system 117 is booted. However, the system 
100 uses techniques described in detail below to start a 
separate system initialization process 107 for each virtual 
process 101. When each system initialization process 107 is 
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Started, an association 129 between the System initialization 
process 107 and the virtual process 101 is stored in the 
virtual process table 127. All additional processes that are 
descended from a given initialization process are thus iden 
tified with the virtual process 101 associated with that 
initialization process. 

In one embodiment, rather than Starting a separate System 
initialization process 107 for each virtual process 101, a 
custom initialization proceSS is started. In this embodiment, 
all processes that are a members of a specific virtual proceSS 
101 are descended from the associated custom initialization 
process, and are associated with the virtual proceSS 101 with 
which the custom initialization proceSS is associated. The 
exact functionality included in the custom initialization 
proceSS is a design choice that can be made by, for example, 
a System administrator. 

System calls 115 that generate child processes (e.g., the 
UNIX(R) fork() and clone() functions) are intercepted so that 
the child processes can be associated with the virtual proceSS 
101 with which the parent process is associated. In one 
embodiment, a System call wrapper 111 is used to intercept 
system calls 115, which is dynamically loaded into the 
operating system kernel 109 while the kernel 109 is active. 
In another embodiment, the System call wrapper 111 is 
loaded into the user address space 103. Of course, various 
other techniques may be used to intercept the System calls 
115, which are well known in the art. 

Pointers 114 to the system calls 115 are located in an 
operating system call vector table 113. Those skilled in the 
art will recognize that the term "system call vector table,” as 
used herein, denotes an area in the operating System address 
space 105 in which addresses of system calls are stored. In 
the UNIXOR operating System, this part of the operating 
system is called the “system call vector table,” and that term 
is used throughout this description. Other operating Systems 
employ different terminology to denote the same or similar 
System components. The pointers 114, themselves, are 
Sometimes referred to as "system call vectors.” 
A copy 116 is made of a pointer 114 to each system call 

115 to be intercepted. These copies 116 of pointers 114 may 
be Stored in the operating System address Space 105, but in 
an alternative embodiment, are Stored in the user address 
space 103. Once the copies 116 have been made and saved, 
the pointers 114 in the system call vector table 113 to the 
system calls 115 to be intercepted are replaced with pointers 
118 to the system call wrapper 111, such that when a system 
call 115 to be intercepted is made, the System call wrapper 
111 executes instead. 

In one embodiment, the System call wrapper 111 performs 
the process of copying, Storing, and replacing of pointers. In 
other embodiments, the process of copying, Storing, and 
replacing of pointerS is performed by a pointer management 
module (not shown) executing in either the operating System 
address space 105 or the user address space 103, as desired. 
The pointer management module may either be a Standalone 
program or a component of a larger application program. 

By intercepting a System call 115, alternative code is 
executed. The Steps of inserting a System call wrapper 111 
into the operating System 117, making a copy 116 of an 
operating System pointer 114 to a System call 115, and 
replacing the operating System pointer 114 with a pointer 
118 to the system call wrapper 111 facilitate interception of 
a system call 115. When a system call 115 to be intercepted 
is made, the operating system 117 uses the pointer 118 in the 
system call vector table 113 to the system call wrapper 111 
to execute the System call wrapper 111. 
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In one embodiment, only the system calls 115 that create 

child processes need be intercepted, and thus only the 
pointers 114 to the system calls 115 to be intercepted are 
replaced with the pointers 118 to the system call wrapper 
111. The pointers 114 to the system calls 115 which are not 
to be intercepted are not replaced. Thus, when a non 
intercepted System call 115 is made, the actual System call 
115 executes, not the system call wrapper 111. 
The various initialization processes 107 and descendent 

processes 108 execute in the user address space 103 under 
control of the operating System 117 and make System calls 
115. When a process makes a system call 115 that creates a 
child process, the System call wrapper 111 reads the Virtual 
process table 127, and determines whether the process that 
made the System call (the parent of the child process being 
created) is associated with a virtual process 101. If so, the 
System call wrapper 111 uses the Saved copy of the pointer 
116 to execute the system call 115, allowing the creation of 
the child process. 
The system call wrapper 111 then updates the virtual 

process table 127, storing an association 129 between the 
newly created child process and the virtual process 101 with 
which the process that made the System call is associated. 
Thus, all descendent processes 108 are associated with the 
virtual process 101 with which their parent process is 
asSociated. 

In one embodiment, the initialization processes 107 are 
Started by a virtual proceSS manager program 131 executing 
in the user address Space 103. The Virtual process manager 
program 131 modifies the operating system 117 of the 
computer to include the virtual process table 127. In one 
embodiment, the manager program 131 loads the Virtual 
process table 127 into the kernel 109 of the operating system 
117 while the kernel is active. 

For each virtual process 101, the manager program 131 
starts an initialization process 107 from which all other 
processes that are part of the virtual process 101 will 
originate as descendent processes 108. Each time the man 
ager program 131 Starts an initialization process 107 for a 
Virtual proceSS 101, the manager program 131 Stores, in the 
virtual process table 127, an association 129 between the 
initialization process 107 and the appropriate virtual process 
101. Subsequently, all additional processes that are part of 
the virtual process 101 will be originated from the initial 
ization process, and thus associated with the appropriate 
virtual process 101. 

For example, in this embodiment, the manager program 
131 can start a first virtual process 101. To do so, the 
manager program 131 Starts an initialization process 107 for 
the virtual process 101, storing an association 129 between 
the initialization process 107, and a virtual process identifier 
for the virtual process 101. Additional processes that are part 
of the virtual process 101 originate from the initialization 
process 107, and are associated with the virtual proceSS 
identifier of the virtual process 101. The manager program 
131 can proceed to start a second virtual process 101 by 
Starting a separate initialization process 107, and associating 
the second initialization process 107 with a separate virtual 
process identifier for the second virtual process 101. 
Consequently, all of the processes associated with the Sec 
ond virtual process 101 will be associated with the appro 
priate virtual process identifier. In this manner, multiple 
Virtual processes 101 on the same physical computer are 
each associated with unique identifiers. 

In an alternative embodiment, the virtual proceSS manager 
program 131 can be implemented as a modified loader 

Docker EX1004 
Page 18 of 24



US 6,618,736 B1 
7 

program. Aloader program is an operating System utility that 
is used to execute computer programs that are Stored on 
Static media. Typically, a loader program loads an executable 
image from Static media into the user address Space 103 of 
the computer memory 102, and then initiates execution of 
the loaded image by transferring execution to the first 
instruction thereof. 

Like a Standard loader program, a modified loader pro 
gram loads executable images (in this case, initialization 
processes 107) from static media into the user address space 
103. Additionally, the modified loader program stores, in the 
virtual process table 127, an association 129 between the 
initialization process 107 being loaded and the appropriate 
virtual process 101. Thus, for each virtual process 101, an 
initialization process 107 is loaded by the modified loader 
program, and an association between the initialization pro 
cess 107 and the virtual process 101 is stored in the virtual 
proceSS table 127. Subsequently, additional processes that 
are part of the virtual process 101 originate from the 
asSociated initialization process 107, and are thus associated 
with the virtual process 101, as described above. 

In another embodiment, the modified loader program 
loads all processes that are part of each virtual proceSS 101. 
In that embodiment, whenever the modified loader program 
loads a process, the modified loader program also Stores, in 
the virtual process table 127, an association 129 between the 
loaded proceSS and the appropriate Virtual process 101. 

II. File System Creation and Archival 
AS previously noted, one of the difficulties in implement 

ing multiple virtual private Servers within a single physical 
host involves providing each Server with a separate file 
System. A file System is an organized accumulation of data 
within one or more physical Storage devices, Such as a hard 
disk drive or RAID (redundant array of inexpensive disks). 
The data is typically organized into “files. Such as word 
processing documents, spreadsheets, executable programs, 
and the like. The files are stored within a plurality of 
“Storage units of the Storage device, Sometimes referred to 
as "disk blocks” or “allocation units.” 

Unfortunately, providing a separate physical device for 
Storing the file System of each Virtual private Server would 
be expensive and inefficient. Accordingly, it would be desir 
able to store the file systems of multiple virtual private 
Servers within the same physical device or comparatively 
Small Set of devices. 

ServerXchange(R), a product of Ensim Corporation, pro 
vides multiple virtual processes 101, such as virtual private 
servers, with separate file systems 200. As illustrated in FIG. 
2, each file system 200 is stored in a linear set of equal-sized 
Storage units 202 within the same physical Storage device 
204. 

The approach still presents a number of difficulties, how 
ever. For example, an initial file system 200 including 
Standard applications, utilities, databases, etc., must be 
duplicated for each Virtual private Server. Such a duplication 
proceSS results in copying large amounts of data from one 
disk location to another, consuming Significant amounts of 
time and placing Substantial memory and disk load on the 
physical Server. Such extensive duplication also results in 
wasted Storage Space, Since all or part of the resulting file 
systems 200 are identical. 

The above approach also presents difficulties when 
archiving (e.g., backing up) the file Systems 200. For 
example, Since the file Systems 200 are being constantly 
changed by activity within the virtual processes 101, it is 
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impossible to obtain a backup that is a “snapshot' of the files 
systems 200 at a particular time. By the time the backup 
process is complete (which may take Several hours), the file 
systems 200 will have changed substantially. In addition, 
backing up such file systems 200 may result in a substantial 
waste of time and Storage Space due to the archival of 
duplicate data for each file system 200. 
As illustrated in FIG. 3, the foregoing problems are solved 

by providing a Set of shared Storage units 302 and a set of 
private storage units 304. In one embodiment, the set of 
shared Storage units 302 is used to Store data that is common 
to the files systems 200 of multiple virtual processes 101, 
Such as Standard application programs, utilities, databases, 
etc. The set of shared storage units 302 forms an initial file 
system 200 for each virtual process 101. 
The set of private storage units 304, on the other hand, are 

used to store changes to the initial file system 200 that occur 
Subsequent to the creation of the file system 200. Each 
private storage unit 304 preferably corresponds to one of the 
shared storage units 302. For example, as shown in FIG. 3, 
the number in parentheses within each private Storage unit 
304 refers to the corresponding shared storage unit 302. 

While the private storage units 304 are depicted as being 
located within the same storage device 204 as the shared 
Storage units 302, the invention is not limited in this respect. 
In alternative embodiments, the private storage units 304 
may be located within a separate Storage device 204, either 
within the same physical Server or within a remote Server. 

In one implementation, a usage map 306 is also provided 
for each set of private storage units 304. The usage map 306 
includes a plurality of indicators 308 for indicating whether 
a corresponding private Storage unit 304 contains valid data. 
AS used herein, the phrase “contains valid data” means that 
the private storage unit 304 stores data representing a change 
to the initial file system 200. 

In one embodiment, the usage map 306 is embodied as a 
bitmap, with each indicator 308 comprising a single bit. For 
example, a bit with a value of 1 may indicate that a 
corresponding private Storage unit 304 contains valid data, 
whereas a bit with a value of 0 may indicate the opposite. AS 
depicted in FIG. 3, the number in parentheses within each 
indicator 308 refers to the corresponding private Storage unit 
304. In alternative embodiments, an indicator 308 may 
include more than a single bit in order to Store additional 
information about a private Storage unit 304, Such as a 
modification or archival time, access rights, etc. 

In one embodiment, the usage map 306 is initially reset or 
“initialized” to indicate that none of the private Storage units 
304 contain valid data. In the case of a bitmap embodiment, 
for example, all of the bits could be reset to 0. 

In the depicted embodiment, the usage map 306 is stored 
in the same Storage device 204 as the private Storage units 
304. Alternatively, the usage map 306 may be stored in a 
different storage device 204 or in the computer memory 102. 
In one implementation, a copy of the usage map 306 is 
cached in the computer memory 102 or in a memory 
integrated with the Storage device 204 to provide high-speed 
access to the usage map 306. 

Throughout the following description, a set of private 
storage units 304 for a virtual process 101 and a correspond 
ing usage map 306 are collectively referred to as a “tem 
plate' 310. While FIG. 3 illustrates only a single template 
310, it should be recognized that at least one template 310 
is preferably provided for each virtual process 101. As 
detailed below, the file system 200 of each virtual process 
101 comprises a combination of the shared storage units 302 
and the private Storage units 304 from one or more templates 
310. 
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Referring now to FIGS. 4-6, there is shown a system 400 
for creating and managing the file Systems 200 of a plurality 
of virtual processes 101 according to an embodiment of the 
invention. In one implementation, a System call wrapper 
111, as described with reference to FIG. 1, intercepts a 
System call 115 for writing a data item to a shared Storage 
unit 202. Various system calls 115 may be intercepted, such 
as the UNIX(R) write() system call 115. Of course, the 
invention is not limited to any particular operating System. 

Rather than writing the data item to the shared Storage unit 
302, however, a storage unit writing module 402 writes the 
data item to the corresponding private Storage unit 304. In 
various embodiments, the Storage unit writing module 402 
may be implemented as a component of the System call 
wrapper 111 or, as depicted, a separate Software module 
executing within either the user address space 103 or the 
operating System address Space 105. 

Additionally, a usage map updating module 404 Stores an 
indication 308 in the usage map 306 that the private storage 
unit 304 (to which the data item is written) contains valid 
data. In the depicted embodiment, the usage map updating 
module 404 sets a bit in the usage map 306 that corresponds 
to the private storage unit 304. In various embodiments, the 
usage map updating module 404 may be implemented as a 
component of the System call wrapper 111 or, as depicted, a 
Separate Software module executing within either the user 
address Space 103 or the operating System address Space 
105. 

As illustrated in FIG. 5, the system call wrapper 111 is 
also configured, in one embodiment, to intercept a System 
call 115 for reading a data item from a shared Storage unit 
302. Various system calls 115 may be intercepted, such as 
the UNIX(R) read() system call 115. Of course, the invention 
is not limited to any particular operating System. 

After the system call 115 for reading a data item is 
intercepted, a usage map checking module 502 checks for an 
indication 308 in the usage map 306 that the corresponding 
private Storage unit 304 contains valid data. If it does, a 
storage unit reading module 504 reads the data item from the 
private Storage unit 304 rather than the shared Storage unit 
302. In various embodiments, the usage map checking 
module 404 and the storage unit reading module 504 may be 
implemented as components of the System call wrapper 111 
or, as illustrated, as Separate Software modules executing 
within either the user address space 103 or the operating 
system address space 105. 
AS shown in FIG. 6, if the usage map checking module 

502 determines that the usage map 306 does not include an 
indication 308 of valid data for the corresponding private 
storage unit 304, then the storage unit reading module 504 
reads the data item from the shared Storage unit 302 Speci 
fied in the intercepted system call 115. 

Thus, as shown in FIG. 7, the file system 200 of each 
Virtual process 101 may be conceptualized as a combination 
of the set of shared storage units 302 and the set of private 
storage units 304 from the corresponding template 310. 
Each attempt to write a data item to a shared Storage unit 302 
results in the data item being written to a private Storage unit 
304 in the template 310, with the usage map 306 being 
updated accordingly. Each attempt to read a data item from 
a shared Storage unit 302 results in the data item being read 
from a private storage unit 304 (if the private storage unit 
304 contains valid data) or, instead, from the shared Storage 
unit 302. 
A template-based approach to file system 200 creation and 

management is advantageous in a number of respects. For 
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example, there is no need to duplicate an initial file System 
200 for multiple virtual processes 101. Moreover, since all 
the Virtual processes 101 use the same Set of Shared Storage 
units 302, the shared storage units 302 may be easily cached 
for high Speed access in the computer memory 102 or in a 
memory integrated with the Storage device 204. 
AS noted, the Sets of private and shared Storage units 302, 

304 may be Stored within Separate physical Storage devices 
204 in one embodiment. For example, the shared Storage 
units 302 may be stored within a local storage device 204 to 
provide high-Speed access thereto. The private Storage units 
304, on the other hand, may be stored within a remote, 
highly-reliable server to reduce the likelihood of losing the 
“changed” data. 
The template-based approach is also advantageous in 

backing up the file Systems 200. For example, a single 
backup may be made of the shared storage units 302 for all 
of the virtual processes 101. Thereafter, only the private 
storage units 304 for which an indication 308 of valid data 
is Stored in the usage map 306 need to be backed up, 
reducing the time and Storage Space required for the backup. 
As shown in FIG. 8, a second template 310 may be added 

to the file system 200 of a virtual process 101. As before, 
each private storage unit 304 of the second template 310 
corresponds to one of the shared storage units 302. However, 
when an attempt to write a data item to a shared Storage unit 
302 is intercepted, the data item is written, instead, to the 
corresponding private Storage unit 304 of the Second tem 
plate 310. The template 310 to which the data item is written 
is referred to herein as the “active” template 310. 
When a read attempt is intercepted, the usage map 306 of 

the second (active) template 310 is initially checked to 
determine whether the corresponding private Storage unit 
304 contains valid data. If it does, then the data item is read 
from the corresponding private storage unit 304 of the 
second template 310. If it does not, the usage map 306 of the 
first template 310 is checked to determine whether the 
corresponding private Storage unit 304 contains valid data. 
If an indication 308 of valid data is found, the data item is 
read from the corresponding private Storage unit 304 of the 
first template 310. 

If, however, neither the usage map 306 of the second 
template 310 nor the usage map 306 of the first template 310 
contain an indication 308 of valid data, then the data item is 
read from the shared storage unit 302 specified in the 
intercepted system call 115. As will be apparent from the 
above description, the second template 310 contains the 
changes to the file system 200 represented by the first 
template 310 and the set of shared storage units 302. 
Any number of templates 310 may be added to the file 

system 200 in like manner. Accordingly, the file system 200 
of a virtual process 101 may be conceptualized as a “stack” 
of templates 310, with the most recently created template 
310 on the “top” of the stack. Each attempt to write a data 
item to a shared storage unit 302 results in the data item 
being written to the top (active) template 310 in the stack. 
Each attempt to read a data item from a shared Storage unit 
302 results in the data item being read from the correspond 
ing private storage unit 304 of the topmost template 310 for 
which the usage map 306 contains an indication of valid 
data. Thus, each template 310 represents the changes to the 
file system 200 since that template 310 was added. 

Providing stacks of templates 310 is particularly useful in 
the archival context. FIG. 9 illustrates an archival system 
900 according to an embodiment of the invention. In one 
implementation, a second template 310 is added when it is 
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time to perform a backup of the file system 200. The second 
template 310 is designated as the active template 310, while 
the first template 310 is designated as a “backup” template 
310. 

Since data is Subsequently written only to the Second 
(active) template 310, the backup template 310 is a “snap 
shot' of the changes to the initial file system 200 at the time 
the backup process commences. Advantageously, only the 
private storage units 304 of the backup template 310 that 
contain valid data (as indicated by the usage map 306) need 
to be sent to a backup Storage device 902, Such as a hard disk 
drive, tape drive, optical Storage device, etc., for archival. In 
one embodiment, the archival proceSS is managed by an 
archival module 904, executing within either the user 
address Space 103 or the operating System address Space 
105. 
When the archival process is complete, the first (backup) 

template 310 is merged with the second (active) template 
310 in one implementation. During the merging process, as 
shown in FIG. 10, any private storage units 304 of the first 
template 310 that contain valid data are copied to those 
corresponding private Storage units 304 of the Second tem 
plate 310 that do not contain valid data. For each private 
Storage unit 304 that is copied, the corresponding indicator 
308 in the usage map 306 of the second template 310 is set 
in order to indicate that the private storage unit 304 of the 
second template 310 now contains valid data. 
When complete, the second template 310 represents all of 

the differences between the initial file system 200 (as rep 
resented by the shared storage units 302) and the current 
state of the file system 200. In one embodiment, the first 
(backup) template 310 is discarded and the second template 
310 continues as the active template 310. 

In an alternative embodiment, as shown in FIG. 11, three 
templates 310 may be used. The backup template 310 of 
FIG. 9 may be retained as a snapshot of the differences 
between the initial file system 200 and the file system 200 as 
it existed at the time of the latest backup. A second (active) 
template 310 is then added to receive all subsequent data 
writes. 
When it is again time to back up the file system 200, the 

second template 310 may be re-designated as a “delta” 
template 310 and a third template 310 may then be added to 
receive all Subsequent data writes. The delta template 310 
represents the changes to the file system 200 since the latest 
backup (as represented by the first template 310). 

In one embodiment, the private storage units 304 of the 
delta template 310 that contain valid data are then sent to the 
backup storage device 902 for archival. This is 
advantageous, when compared to the two-template approach 
of FIG. 9, in that only the changes since the last backup need 
to be archived. 

In one embodiment, the first (latest backup) template 310 
is merged with Second (delta) template to form a new latest 
backup template 310, after which the old latest backup 310 
may be discarded. The third template 310 continues to 
function as the active template 310 as the cycle begins anew. 

The above-described templates 310 may be classified as 
“private” templates 310, since they relate to the private file 
systems 310 of different virtual processes 101. However, as 
shown in FIG. 12, “public” templates 310 may be used for 
one or more virtual processes 101 to provide, for example, 
different classes of file systems 200. Each class of file 
system 200 may include different installed applications, 
utilities, databases, etc. 

For instance, an administrator or the like may begin with 
an initial file system 200 of the shared storage units 302 and 
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create a first public template 310 that includes a set of 
installed applications. Thereafter, the administrator may 
begin again with the initial file system 200 and create a 
second public template 310 that includes a different set of 
installed applications. The first and Second public templates 
310 represent different sets of changes to the initial file 
system 200. 

In one embodiment, the file System Stack of each virtual 
process 101 includes one or more private templates 310, as 
previously described, one of the public templates 310, and 
the set of shared storage units 302. The above-described 
approach allows for rapid deployment of different classes of 
file systems 200 for a variety of types of virtual processes 
101. 

In the foregoing description, interception of System calls 
is illustrated as a primary vehicle for file System virtualiza 
tion. However, Virtualization at other levels is also contem 
plated. For example, Virtualization may take place at a lower 
level, Such as within a virtual disk device. In Such an 
embodiment, the Virtualization may occur once the file 
System code has turned a System call request into requests 
for particular blocks on the virtual block device. 

In view of the foregoing, the present invention offers 
numerous advantages not available in conventional 
approaches. Separate file Systems for a plurality of Virtual 
private Servers may be created without the need for exten 
Sive copying or wasted Storage Space. Moreover, the file 
Systems may be efficiently backed up, with the backup 
representing a "Snapshot' of the file System at the time of the 
backup. 
As will be understood by those familiar with the art, the 

invention may be embodied in other specific forms without 
departing from the Spirit or essential characteristics thereof. 
Likewise, the particular naming of the modules, features, 
attributes or any other aspect is not mandatory or significant, 
and the mechanisms that implement the invention or its 
features may have different names or formats. Accordingly, 
the disclosure of the present invention is intended to be 
illustrative, but not limiting, of the Scope of the invention, 
which is set forth in the following claims. 

I claim: 
1. A method for file System creation and archival com 

prising: 
providing a first Set of Storage units and a Second Set of 

Storage units, each Storage unit of the first Set corre 
sponding to a storage unit of the Second Set, 

providing a first usage map for indicating which Storage 
units of the Second Set contain valid data; 

intercepting an attempt to write a data item to a storage 
unit of the first set; 

Writing the data item to the corresponding Storage unit of 
the Second Set, and 

Storing an indication in the first usage map that the 
corresponding Storage unit of the Second Set contains 
valid data. 

2. The method of claim 1, wherein the first and second 
Sets of Storage units are Stored in a Same Storage device. 

3. The method of claim 1, wherein the first set of storage 
units is Stored in a local Storage device and the Second Set of 
Storage units is Stored in a remote Storage device. 

4. The method of claim 1, wherein the first usage map 
comprises a bitmap, each bit of the bitmap indicating 
whether a corresponding Storage unit of the Second Set 
contains valid data. 

5. The method of claim 1, wherein providing a first usage 
map comprises: 
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initializing the first usage map to indicate that none of the 
Storage units of the Second Set contain valid data. 

6. The method of claim 1, further comprising: 
intercepting an attempt to read a data item from a Storage 

unit of the first set; and 
in response to the first usage map indicating that the 

corresponding Storage unit of the Second Set contains 
valid data, reading the data item from the correspond 
ing Storage unit of the Second Set. 

7. The method of claim 1, further comprising: 
intercepting an attempt to read a data item from a Storage 

unit of the first set; and 
in response to the first usage map indicating that the 

corresponding Storage unit of the Second Set does not 
contain valid data, reading the data item from the 
Storage unit of the first Set. 

8. The method of claim 1, further comprising: 
providing a third Set of Storage units, each Storage unit of 

the third Set corresponding to one of the Storage units 
of the first set; 

providing a Second usage map for indicating which Stor 
age units of third Set contain valid data; 

intercepting an attempt to write a data item to a Storage 
unit of the first set; writing the data item to the 
corresponding Storage unit of the third Set, and 

Storing an indication in the Second usage map that the 
corresponding Storage unit of the third Set contains 
valid data. 

9. The method of claim 8, wherein the second usage map 
comprises a bitmap, each bit of the bitmap indicating 
whether a corresponding Storage unit of the third Set con 
tains valid data. 

10. The method of claim 8, wherein providing a second 
usage map comprises: 

initializing the Second usage map to indicate that none of 
the Storage units of the third Set contain valid data. 

11. The method of claim 8, further comprising: 
intercepting an attempt to read a data item from a Storage 

unit of the first set; and 
in response to the Second usage map indicating that the 

corresponding Storage unit of the third Set contains 
valid data, reading the data item from the correspond 
ing Storage unit of the third Set. 

12. The method of claim 8, further comprising: 
intercepting an attempt to read a data item from a Storage 

unit of the first set; and 
in response to the Second usage map indicating that the 

corresponding Storage unit of the third Set does not 
contain valid data and the first usage map indicating 
that the corresponding Storage unit of the Second Set 
contains valid data, reading the data item from the 
corresponding Storage unit of the Second Set. 

13. The method of claim 8, further comprising: 
intercepting an attempt to read a data item from a Storage 

unit of the first set; and 
in response to the Second usage map indicating that the 

corresponding Storage unit of the third Set does not 
contain valid data and the first usage map indicating 
that the corresponding Storage unit of the Second Set 
does not contain valid data, reading the data item from 
the Storage unit of the first Set. 

14. The method of claim 8, further comprising: 
archiving each Storage unit of the Second Set for which an 

indication of valid data is Stored in the first usage map. 
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15. The method of claim 14, further comprising: 
merging the Second Set of Storage units with the third Set 

of Storage units. 
16. The method of claim 15, wherein merging comprises: 
copying the Storage units of the Second Set that contain 

valid data to those corresponding Storage units of the 
third Set that do not contain valid data; and 

for each Storage unit of the Second Set that is copied, 
Storing an indication of valid data in the Second usage 
map. 

17. A method for creating and archiving file Systems of a 
plurality of Servers, the method comprising: 

providing a set of shared Storage units, 
for each of the plurality of servers: 

providing a first Set of private Storage units, each of the 
private Storage units corresponding to a shared Stor 
age unit; and 

providing a first usage map for indicating which of the 
private Storage units contain valid data; 

intercepting an attempt to write a data item to a shared 
Storage unit; 

Writing the data item to the corresponding private 
Storage unit; and 

Storing an indication in the first usage map that the 
corresponding private Storage unit contains valid 
data. 

18. The method of claim 17, wherein the file system of 
each Server comprises a combination of the Set of shared 
Storage units and the first Set of private Storage units for the 
SCWC. 

19. The method of claim 17, further comprising: 
Storing a template comprising a copy of the first Set of 

private Storage units and the first usage map of a first 
SCWC. 

20. The method of claim 19, further comprising: 
creating a file System for a Second Server using the Stored 

template. 
21. The method of claim 17, wherein the shared and 

private Storage units are Stored in a Same Storage device. 
22. The method of claim 17, wherein the shared storage 

units are Stored a local Storage device and the private Storage 
units are Stored in a remote Storage device. 

23. The method of claim 17, wherein the first usage map 
comprises a bitmap, each bit of the bitmap indicating 
whether a corresponding private Storage unit contains valid 
data. 

24. The method of claim 17, wherein providing a first 
usage map comprises: 

initializing the first usage map to indicate that none of the 
private Storage units contain valid data. 

25. The method of claim 17, further comprising: 
intercepting an attempt to read a data item from a shared 

Storage unit; and 
in response to the first usage map indicating that the 

corresponding private Storage unit contains valid data, 
reading the data item from the corresponding private 
Storage unit. 

26. The method of claim 17, further comprising: 
intercepting an attempt to read a data item from a shared 

Storage unit; and 
in response to the first usage map indicating that the 

corresponding private Storage unit does not contain 
valid data, reading the data item from the shared 
Storage unit. 
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27. The method of claim 17, further comprising: 
providing a Second Set of private Storage units, each 

private Storage unit of the Second Set corresponding to 
one of the Shared Storage units, 

providing a Second usage map for indicating which pri 
Vate Storage units of Second Set contain valid data; 

intercepting an attempt to write a data item to a shared 
Storage unit; 

Writing the data item to the corresponding Storage unit of 
the Second Set, and 

Storing an indication in the Second usage map that the 
corresponding Storage unit of the Second Set contains 
valid data. 

28. The method of claim 27, wherein the second usage 
map comprises a bitmap, each bit of the bitmap indicating 
whether a corresponding private Storage unit of the Second 
Set contains valid data. 

29. The method of claim 27, wherein providing a second 
usage map comprises: 

initializing the Second usage map to indicate that none of 
the private Storage units of the Second Set contain valid 
data. 

30. The method of claim 27, further comprising: 
intercepting an attempt to read a data item from a shared 

Storage unit; and 
in response to the Second usage map indicating that the 

corresponding private Storage unit of the Second Set 
contains valid data, reading the data item from the 
corresponding private Storage unit of the Second Set. 

31. The method of claim 27, further comprising: 
intercepting an attempt to read a data item from a shared 

Storage unit; and 
in response to the Second usage map indicating that the 

corresponding private Storage unit of the Second Set 
does not contain valid data and the first usage map 
indicating that the corresponding private Storage unit of 
the first Set contains valid data, reading the data item 
from the corresponding private Storage unit of the first 
Set. 

32. The method of claim 27, further comprising: 
intercepting an attempt to read a data item from a shared 

Storage unit; and 
in response to the Second usage map indicating that the 

corresponding private Storage unit of the Second Set 
does not contain valid data and the first usage map 
indicating that the corresponding private Storage unit of 
the first Set does not contain valid data, reading the data 
item from the Shared Storage unit. 

33. The method of claim 27, further comprising: 
archiving each private Storage unit of the first Set for 
which an indication of valid data is stored in the first 
uSage map. 

34. The method of claim 33, further comprising: 
merging the first Set of private Storage units with the 

Second Set of private Storage units. 
35. The method of claim 34, wherein merging comprises: 
copying the private Storage units of the first Set that 

contain valid data to those corresponding private Stor 
age units of the Second Set that do not contain valid 
data; and 

for each private Storage unit of the first Set that is copied, 
Storing an indication of valid data in the Second usage 
map. 

36. A System for creating and archiving a file System 
within at least one Storage device comprising a first Set of 
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Storage units and a Second Set of Storage units, each Storage 
unit of the first Set corresponding to a storage unit of the 
Second Set, the System comprising: 

a first usage map for indicating which Storage units of the 
Second Set contain valid data; 

an interception module for intercepting an attempt to 
write a data item to a Storage unit of the first Set; 

a storage unit writing module for writing the data item to 
the corresponding Storage unit of the Second Set, and 

a usage map updating module for Storing an indication in 
the first usage map that the corresponding Storage unit 
of the Second Set contains valid data. 

37. The system of claim 36, wherein the first and second 
Sets of Storage units are Stored in a Same Storage device. 

38. The system of claim 36, wherein the first set of storage 
units is Stored in a local Storage device and the Second Set of 
Storage units is Stored in a remote Storage device. 

39. The system of claim 36, wherein the first usage map 
comprises a bitmap, each bit of the bitmap indicating 
whether a corresponding Storage unit of the Second Set 
contains valid data. 

40. The system of claim 36, wherein the first usage map 
is initially reset to indicate that none of the Storage units of 
the Second Set contain valid data. 

41. The system of claim 36, wherein the interception 
module is further configured to intercept an attempt to read 
a data item from a storage unit of the first Set, the System 
further comprising: 

a storage unit reading module configured, in response to 
the first usage map indicating that the corresponding 
Storage unit of the Second Set contains valid data, to 
read the data item from the corresponding storage unit 
of the Second Set. 

42. The system of claim 36, wherein the interception 
module is further configured to intercept an attempt to read 
a data item from a storage unit of the first Set, the System 
further comprising: 

a storage unit reading module configured, in response to 
the first usage map indicating that the corresponding 
Storage unit of the Second Set does not contain valid 
data, to read the data item from the Storage unit of the 
first set. 

43. The system of claim 36, wherein the at least one 
Storage device further comprises a third Set of Storage units, 
each Storage unit of the third Set corresponding to one of the 
Storage units of the first Set, the System further comprising 
a Second usage map for indicating which Storage units of 
third Set contain valid data. 

44. The system of claim 43, wherein the interception 
module is further configured to intercept an attempt to write 
a data item to a storage unit of the first Set, wherein the 
Storage unit writing module is further configured to write the 
data item to the corresponding Storage unit of the third Set; 
and wherein the usage map updating module is further 
configured to Store an indication in the Second usage map 
that the corresponding Storage unit of the third Set contains 
valid data. 

45. The system of claim 44, wherein the second usage 
map comprises a bitmap, each bit of the bitmap indicating 
whether a corresponding Storage unit of the third Set con 
tains valid data. 

46. The system of claim 44, wherein the second usage 
map is initially reset to indicate that none of the Storage units 
of the third set contain valid data. 

47. The system of claim 44, wherein the interception 
module is further configured to intercept an attempt to read 
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a data item from a storage unit of the first Set, the System 
further comprising: 

a storage unit reading module configured, in response to 
the Second usage map indicating that the corresponding 
Storage unit of the third Set contains valid data, to read 
the data item from the corresponding Storage unit of the 
third set. 

48. The system of claim 44, wherein the interception 
module is further configured to intercept an attempt to read 
a data item from a storage unit of the first Set, the System 
further comprising: 

a storage unit reading module configured, in response to 
the Second usage map indicating that the corresponding 
Storage unit of the third Set does not contain valid data 
and the first usage map indicating that the correspond 
ing Storage unit of the Second Set contains valid data, to 
read the data item from the corresponding Storage unit 
of the Second Set. 

49. The system of claim 44, wherein the interception 
module is further configured to intercept an attempt to read 
a data item from a storage unit of the first Set, the System 
further comprising: 

a storage unit reading module configured, in response to 
the Second usage map indicating that the corresponding 
Storage unit of the third Set does not contain valid data 
and the first usage map indicating that the correspond 
ing Storage unit of the Second Set does not contain valid 
data, to read the data item from the Storage unit of the 
first set. 
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50. The system of claim 44, further comprising: 
an archival module configured to archive each Storage 

unit of the second set for which an indication of valid 
data is Stored in the first usage map. 

51. The system of claim 50, further comprising: 
a merging module configured to merge the Second Set of 

Storage units with the third Set of Storage units. 
52. The system of claim 51, wherein the merging module 

is further configured to copy the Storage units of the Second 
Set that contain valid data to those corresponding Storage 
units of the third Set that do not contain valid data; and 
wherein the Storage unit update module is configured, for 
each Storage unit of the Second Set that is copied, to Store an 
indication of valid data in the Second usage map. 

53. An computer program product for creating and 
archiving a file System within at least one Storage device 
comprising a first Set of Storage units and a Second set of 
Storage units, each Storage unit of the first Set corresponding 
to a Storage unit of the Second Set, the computer program 
product comprising: 

a first usage map for indicating which Storage units of the 
Second Set contain valid data; 

program code for intercepting an attempt to write a data 
item to a storage unit of the first Set, 

program code for writing the data item to the correspond 
ing Storage unit of the Second Set, and 

program code for Storing an indication in the first usage 
map that the corresponding Storage unit of the Second 
Set contains valid data. 
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