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PREFACE

In this book [ have tried to approach the traditional, junior or senior level operating systems
course in a new way. There are several areas where | have done things differently:

*  Describe the external operating svstem interface 1 start with a description of the sys-
tem call intertace 10 an operating system.

*  LUse of code: 1 have tried to steer a middle course between a concepts approach and a
case study approach.

*  Development of concepts: 1 have tnied to show how the operating system concepts de-
veloped nto their present form.

*  Design orientation. | have tnied to show how ideas from the design of operating sys-
tems relate to the design of other types of programs.

EXTERNAL OPERATING SYSTEM INTERFACE

Many students come to an operating system class without a clear understanding of what an
operating system really does. These students should understand how operating system ser-
vices are used before learning how these services are implemented. To deal with this, the
book begins with a simplified, UNIX-like set of system calls. The book includes a discus-
sion of these calls, example programs using these calls, and a simple shell program to inte-
grate the examples.

CoNCEPTS OR CASE STUDIES

There have always been two approaches to the operating systems class. The first approach
s the concept or theory approach which concentrates on the basic conceptual issues in the
design of operating systems. These courses discuss each of the basic problems in operating
systems design and the range of common solutions to those problems. The books are
mostly text and diagrams with very little code. The second approach 1s the case study
method which concentrates on an example operating system that is simple but complete.
The books contain a lot of code and spend a lot of pages explaining the code in detail.

There are advantages and disadvantages to both approaches. Some people feel the
ideal situation 1s to take both classes but this 1s rarely possible in an already crowded com-
puter science curriculum so one 1s required to make a choice.

USE OF CopE
| have tned to find a middle course between the two approaches. This book is basically a

concepts oriented book with more code than 1s usual. | have found that seeing actual code
allows the students 1o understand the concepts more deeply, feel more comfortable about

vii
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the material, and ask questions they wouldn’t have thought 10 ask in & purely con-
cepts onented course. The code does not comprise a complete operating system how-
ever and 1t as simple as possible in order to reduce the amount of pages devoted 1o
explammg it

DevieLopMENT OF CONCEPTS

I have tried to show how these ideas developed. Many of the concepts in operating
systems have developed over miany years and the current solutions were developed
slowly, m several stuges. Each new solution had a problem that the next solution tried
tocfix 1 think it helps the student 1o understand this development and see that these
ideas were not brilliant flashes of insight that came out of nowhere but ideas that
were improved by many people over many vears. The development was a series of
good 1deas where each improvement made sense in the context in which it was de-
veloped. Seeing this development helps to understand why the solutions have their
present form. In addinon. it 1s useful 1o know the design constraunts that caused so-
lutions 1o develop into their present form because technological advances often
change these constraints and old solutions that used 10 be interior suddenly become
practical again. Finally these developments give students examples of the design
process through a series of potential but flawed solutions to a problem to a tinal so-
lution that 1s acceptable.

DESIGN ORIENTATION

Finally there 18 a concentration on design. In some ways designing an operating sys-
tem is a pretty specialized activity having to do mainly with resource management.
But many basic design ideas run through all designs and they show up in operating
systems as much as anywhere else, Throughout the book I note places where we are
presented with typical design problems. 1 abstract the operating systems related
problems and solutions from the book into the general design problems and solutions
and present them in a way that they can be applied to design problems in other areas
of computer science.

Clearly it 18 not possible to cover all design topics and issues. 1 am striving for
two things. First, | want to give the student an awareness of design issues, where they
come up. which techniques to apply, how they can be generalized, etc. [ do not pre-
sent an organized survey of design techniques but a series of useful ones that come
up in the context of operating systems. 1 hope 1o make the student aware of design
and to enable the student to start doing their own generahizing about design. Second.,
I present a collection of useful design technigques that the students can use m their de-
sign toolkit.

Very few computer professionals will participate in the design of an operating
system during the course of their careers. While 1t 1s important that students of
computer science have a good foundation in the basic concepts in specialized areas
such as operating systems, il is not necessary that every computer science student
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understand all the details, However, there 1s a thread runming through all areas of
software engineering: the concept of design. There are many issued which are fack-
led during the design of an operating system which can be generalized and applied
to other areas of computer science. In this book, Lattempi to focus on these design
1ssues and their implications [or other areas.

I have onented this book to provide a solid preparation for the larger design
projects the student will encounter in later software engineering courses and as
preparation for their career as a software professional designing, implementing
and maintaining a wide variety of systems, This onientation also enables the oper-
aling systems course follows modern developments in the tield of computer sci-
ence. The mterrelations between the separate areas of compuler science are
becoming more important. For example, in the area of high speed parallel ma-
chines. 1t is clear that it 1s necessary to think of the hardware, the operating sys-
tem, and the programming language as a single system to get maximum
performance. Optimization in any part of the system will have consequences for
the other parts of the system.

The design techniques are noted in side bars as they come up and longer expla-
nations of each design topic are placed in separate chapters from the operating svs-
tem material. The instructor can structure a course with varying degrees of
concentration on design aspects. The goal s that the design sections are independent
of the main flow of the text and independent from each other. This will allow the in-
structor to pick and choose those design sections he or she finds to be useful.

USING THIS BOOK IN A COURSE

There 1s more material in this book than can be comfortably covered in a one-semester
course. A number of the sections of the book have been marked with an asterisk. This
indicates that they can be skipped with no loss of continuity in the presentation. In ad-
dition, all of the design chapters and design sidebars can be skipped with no loss ot
continuity. If you skip all the design chapters you can probably just cover the book in
semester. I expect that most instructors will choose to skip some of the design sections
and some of the optional sections and teach a course that 1s about 90 percent operating
systems and 10 percent design issues. Altlernauvely, the design issues could be covered
1N a separate one-umt course, strictly on design, that 1s taken along with the operating
SYSIems course,
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the book but had too many other commitments to work on the book. Our discussions
lead 10 the conception of the book and the design onentation. 1 have talked with Bar-
ney on many aspects of operating systems and computer science and those discus-
sions shaped many of my deas.



PREFACE

I also want to thank John Brayer who used drafts of the book in several of his op-
erating systems courses and put up with many typos, badly written sections, and un-
finished sections. His comments helped in the development of the book.

| also want to thank my other colleagues in the Computer Science Department at
the University of New Mexico. Continuing “in-the-hall” discussions with them have
helped me formulate and improve my 1deas.

Many students in CS 481 have used drafts of the books and have provided many
useful comments and suggestions, I want to particularly thank Dave Rosenbaum who
provided extensive comments on the entire draft, found numerous errors and typos
and taught me some things about writing good English as well.

My treatment of the design chapters was greatly influenced by the design pal-
terns developments in recent years and particularly the fine book by Gamma et ¢l.
(1995, T used their presentation format in the design chapters.

[ want to thank all the people who reviewed this book while it wis being devel-
oped. | corrected many problems and got many ideas for the presentation from their
caretul reviews and comments. The design chapters especially profited from then
comments.

*  Mustaque Ahamad, Georgia Institute of Technology
»  Jim Alves-Foss, University of Idaho
*  Anish Arora, The Ohio State University
*  Brent Auernheimer, Califorma State University - Fresno
= Anthony Q. Baxter, University of Kentucky
*  Mahesh Dodanm., University of lowa
*  H. George Friedman, Ir., University of Illinois - Urbana
« Tim Gottleber
* Stephen J. Hartley, Drexel University
*  Giorgio P. Ingargiola. Temple University
*  Stephen J. Krebsbach, South Dakota State University
*  Donald S. Miller, Arizona State University
»  Matt W. Mutka, Michigan State University
*  Richard Newman-Wolfe, University of Florida
*  Steve Reichenbach, University of Nebraska - Lincoln
*  Bernhard Weinberg, Michigan State University
Finally my wife, Ella Sitkin, put up with many bad moods and excuses that | was

“too busy™ during the years this book was developed. As if that wasn't enough, she
also edited several chapters, .



This material may be protected by Copyright law (Title 17 U.S. Code)

chapter

Introduction

Opcmtmg systems run on computer hardware and serve as plattorms for other sottware to
run on. In this chapter, we present an overview of an operating system. We focus on tou
quesions:
+  Where does an operating system ft in a computing system”
P £ 5) ! £'5)

«  What does an operating system do?
*  How 1s an operating system structured?
« Do we need an operating system?

We look at an operating system from two viewpoints: as a resource manager and as a

virtual machine manager. We also look at how the operating svstem stands between the
hardware and the user software.
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1.1  WHERE DOES AN OPERATING SYSTEM FIT IN?

An operaring svsrem s the layver of a computer system between the hardware and the
user programs (user software). (See Figure 1.1.) An operatng system does what all
software does: it implements some desired functionality by building on the function-
ality avaulable m lower levels. Software transforms one interface into another inter-
face. For example. a BASIC mierpreter transtorms a computer into a BASIC
machine. a statstical package transtorms a computer o a4 staustics machine, a
computer game program transforms a computer into a game machine, eic.

An operating system is bult directly on the hardware interface and provides an
mterface between the hardware and the user programs. The first thing we will doin
this book 1s look at exactly what Kind ol interface the operating system implements.,
Then. in the rest of the book, we will look at how the operating systems interface 1s
implemented.

A computer system, as it comes “out of the box,” s not easy to use—it requires
an operating system and application software to run on it. An application software
package. as it comes “out of the box™ (or “out of the shoinkwrap™), will not run di-
rectly on the computer hardware—it requires an operating system to run it.' An op-
erating system is the layer of software that nearly every application software
package expects to be present. The operating system is the Arst program run on a
computer when the computer boots up. There can be only one operating system run-
ning on a computer.”

The operafing system is the loyer between the hardware and the software

1.1.1  System LEVELS

Figure 1.1 illustrates the layered structure of the hardware. the software. and the
operatng system. The hardware interfuce consists of things like program counter,
registers, interrupts, disks, terminals, etc. The hardware interface consists of
everything you need to know about the hardware in order to write programs that
will execute on the hardware. In Chapter 2. we describe the hardware interface for
the example hardware used in this book. The operating system nterface is de-
scribed in Chapter 3.

"This is not frue in all cases. There are some special programs thatare intended 1o be run on the bare hard-

wore One example would be o program that fixes disk problems. These are special cates, however. ond
are not common

“Technically this is not olwoys true since it is possible to have o “virtual” operating system that runs other op-

erafing systems. The correct statement is that only one aperoting system s in direct contral of the hardware
at any one time
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Figure 1.1 levels in o computer system

An operating system shares characteristics with both hardware and software. An
operating system is software, that is, it is a program that is compiled, linked, and run
on a computer. However, it is like hardware in that only one copy of the operating
system runs on g computer and it extends the capabilities of the hardware. The ser-
vices of the operating system are invoked with a special “trap™ or “system call” in-
struction that is used just like any other hardware instruction.

DESIGN TECHNIQUE: TWO-LEVEL IMPLEMENTATION

An operating system is a lower level of software that
user programs run on. Together they form a two-level
structure where the operating system implements
functnonality used by the user program. This idea 18
called a mwo-level implemenranion and 1L 1s seen in
many places in computer science. We will see several
more examples later in the book.

A programming language 1s another example. 1t 1s
the lower level used to implement programs, Special-
purpose languages are an even better example. The
special-purpose language provides low-level primi-
tves tor solving certain kinds of problems, and the user
writes programs in that language. Some examples are
the 4GL languages tor producing reports from database
mformation, and spreadsheet macro languages.

[na two-level implementation, you use the “divide
und conguer” strategy by dividing the problem into
two parts and solving each part separately, A two-level
implementation is a special case of a modular imple-
mentation, but the two-level case occurs so often that it
15 useful to discuss it as a separate design technique
trom modular implementation. It is common for the

lower level to implement a language that the upper
level 1s witten in.

Two-level implementations are especially usetul when
the lower level can be reused by more thun one upper
level. Thus is the case with an operating svstem and most
languages. A good lower level can be reused many times.

Two-level implementations are used m operating
systems 1o separate mechamsm trom policy. A mecha-
nism is a set of basic facilities that can be used in many
ditterent wavs, For example, a4 programming language is
a mechanism for writing programs. A policy is the use of
a mechanism for a particular purpose—for example, a
program to solve a specific equation. An example from
operating systems is the protection of files, UNIX pro-
vides a protection mechamsm that determines whether
other people can read, write. or execute vour hles. You
decide on the policy. that is, which files are readable,
writable, or executiable. The distinction between mecha-
mism and policy 1s a basic concept in operating systems
and will reappear in many places in this book.

You can learn more about two-level implementa-
tons i Section 4.4,
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hardware resource

1.2 WHAT DOES AN OPERATING SYSTEM DO?

The functions of an operating system can be viewed in two ways:
*  As aresource manager.
= As an implementor of virtual computers.

By virtual computer we mean an implementation of the functionality of a computer
in software. In this section we will introduce both viewpoints.

An operating syslem is o resource manager and o \fiﬂm}l computer manager.

1.2.1 HArRDWARE RESOURCES

The operating system manages the hardware resources of the computer system. The
main hardware resources in a compuler system are:

«  Processor—the processor is the part of the computer system capable of execut-
Ing instructions.
*  Memory—the memory contains all instructions and data used by a processor.

= Inputiowput (1. O) controflers—processors that know how to transfer data be-
tween memory and devices.

«  Disk devices—disks provide long-term storage for data.

Other devices—hardware components that accept data from or generate data for
[/O controllers. Examples are terminals, networks. tape drives, etc.

Figure 1.2 shows the resources in a computer system.

| 0
Controller J

™ o
Primary resources

(Computing) Devi |
=¥ 1CCH

Processor Memory

sk

Secondary resources
(Interfaces and long-term storage)

Figure 1.2 The hardware resources in a computer system
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1.22 RESOURCE MANAGEMENT

Resource management 1s:

. Transformine—creating a new resource from an existing resource. The created
resource will uct as a subsritute for the existing resource but will be easier to use

»  Muluplexing—creanng the illusion of several resources from one resource.

»  Scheduling—deciding which programs should get each resource and when they
should get 1t

To give a more concrete meaning for transformation and multiplexing, we con-
sider the construction of muluple virtual printers—one for each virtual computer

Transformation  Hardware resources have moderately complex interfaces. The hard-
ware interface to a printer mught consist of a data register, a control register. and i status
register. To send a character to the printer, vou need to poll (repeatedly read) the status
register until it indicates that the printer 1s ready to accept the nexi character. Once the
printer is ready. the data value needs to be written to the data register and a “send”
command written to the control register. None of this is particularly difficalt. but i s
tedious and error prone: you need 10 know the addresses of the data. control. and status
registers and you need to know the structure of the bits in the control and status registers
Operating systems rransform physical resources into virtual resources 1o avoid
the difficulties associated with using hardware resources. A virtual resource provides
the essential functionality of the hardware resource, but is easier to use because the de-
tails of the hardware interface are hidden. For example. an operating system might
provide a virtual printer that is capable of printing a character. To use this virtual re-
source, an application only needs to specify the character to be printed. The virtual
printer provides the essential functionality of the hardware printer. while the operating
system handles the details that make the hardware interface difficult to use (register
addresses. register formats, and wait.until the printer is ready for each character)

Operating systems transform physical resources into virtual rescurces that provide functionality which
is similar fo the physical resources, but have a simpler interfoce.

Multiplexing  When there are more virtual computers than physical resources, the
operating system needs 1o make sure that the virtual computers can share the physical
resources. The sharing of physical resources 1s called multiplexing. Continuing with
our printer example, suppose your system only has one printer. It you run two or
more applications. the operating system needs to make 1t appear as if each virtual
computer has its own printer. That is, the operating system needs to make sure that
the characters printed by one virtual computer are not mixed with the characters
printed by another virtual computer.

rasource: mahadgemes

ranstarmoliog

virtual rafou;ce

mulijplexing

i
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To create the illusion of multiple printers, the operating system can implement a
virtual printer using a disk file. In this solution, each virtal computer has its own
“printer file.” Every time the application prints a character. the operating system sim-
plv appends the character to the end of the printer file which belongs 1o the virtual
computer bemg used for that application. When the application finishes, the operat-
mg system queues the application’s printer file. The software that drives the physical
printer only prints files.

Historically this solution was called spooling. and the application’s “printer file”
Is called a spool file. SPOOL 1s an acronym for Simulraneous Peripheral Operations
On Line, Simultaneous refers to the fact that two or more virtual computers can issue
printer operations at the same time. On line refers to the fact that the hardware printer
is connected to the same computer as the virtual printers are running on. The alterna-
tive o on-line printing 15 to write the print file 1o a tape and print the tape on a ditfer-
ent computer. See Section 3.16.1 for a more detailed explanation of off-line printing.

Our printer example illustrates a simple form of tme-division multuplexing. In
tme-division multiplexing. the resource 1s used for different virtual computers at dif -
ferent times. In many contexts, tme-division muluplexing 1s called rime-sharing.

This form of tme-division multiplexing 1s relatively simple because the printer
does not begin printing the output for a virtual computer until the application 1s fin-
ished. Moreover, the printer finishes printing all of the output for one virtual computer
before 1t starts to print the output for another virtual computer. Other instances of
tume-division multiplexing may involve switching between virtual resources while
they are still being used by applications. Time-division multiplexing is appropriate
when the resource cannot be divided into smaller versions of itself.

In space-division multiplexing, a resource 1s divided into smaller versions of it-
self and each virtual computer is given a part of the resource. Space-division multi-
plexing 1s used in muluplexing primary and secondary storage (memory and disks).
Although not commonly used. the term sSpace-sharing is a synonym for space-
division muluplexing,

Multiplexing (sharing] of a single physical resource involves dividing the rescurce bosed on time or
space,

An operating system multiplexes; transforms, and cllocotes hardware resources.

1.23  Virruar COMPUTERS

AN operating system creates software copies of the processor (the capability to
execute nstructions) and the memory (the capability to store information). 1t also
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transforms the disk devices mto a file system and the other input-output devices into
more abstract (less detaled) and easily used devices. Thus an operating system:

«  Creates multiple processes (simulated processors) out of the single processor
and allocates them to programs. It accomplishes this by time-multiplexing the
ProCessor.

+  Creates muluple address spaces (memory for a process to run in) out of the mem-
ory and allocates them 1o processes. It accomplishes this by space-multiplexing
the processor,”’

* Implements a file system and input /output (1/0) system so that processes can
easily use and share the disks. It accomplishes this by space-multiplexing the
disks and time-multiplexing the [ 'O channels.

The operating system creates what we will call virrwal computers from the phys-
ical computer. The first thing we need to look at 1s how a virtual computer differs
from the physical computer.

The most significant difference is that there are many virtual computers while

there 1s only one physical computer. The operating system creates the illusion of

many virtual computers by transforming the single, physical computer. Figure 1.3
shows the structure.

Each virtual computer is similar to the physical computer in many ways but it is
easier to use than the physical computer.

A computer has four basic parts: processor, primary memory, 1 O, and sec-
ondary memory. Let us look at each of these in turn and see how our virtual computer
differs from the physical computer.

Liser Uiser User
Process Provess Process
VC, NC, -l VC,

Operating System

Physical Computer

Figure 1.3 Multiple virtual computers in an operating system

I "Wirtuol memary systems time:multiplex memory

Protess

address space

fila system

virtual computer
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Compufing requires a processor and some memory,

system coll

1.3 A VIRTUAL COMPUTER

A virtual computer 1s a computer implemented in software using the hardware resources
of the physical computer, It has the same four basic components (processor, memory,
[ 'O, and disk) as the physical computer. Each virtual resource will be a transformed and
multiplexed version of the physical resource. Figures 1.4, L5, 1.6, and 1.7 show the
multiplexing of the four virtualized resources. Note that all of the multupleximg 1s done
in the same way: the physical resource 1s broken up into discrete pieces and these preces
are put together 1o create the virtual resources. In some cases the pieces are spatial
(space-multiplexing) and in some cases they are pieces of time (ime-multiplexing ).

In the next few sections we will deseribe the ways in which these resources are
transformed into virtual resources.

Operoting systems create virtual computers that can solve the same problems as o real computer, but
fhat are easier to use.

1.3.1 VirTuAL PROCESSOR

The virtual processor has nearly the same interface 1o the user as the physical proces-
sor, that is, 1t has nearly the same set of instructions, One reason for this 1s that it is
implemented by using the physical processor directly. The operating svstem will
rapidly switch the services of the physical processor between the virtual computers
to implement the virtual processors.

The operating system removes some of the physical processor instructions and
adds some other operations. The instructions it removes are the ones that control the
physical resources of the computer (processor, memory, 1 O). These are the instruc-
tions that affect access to memory, provide direct access to the devices, and change
the protection state of the processor. In return for the instructions, the operating sys-
tem adds instructions that allow the virtual processor to request virtual resources
from the operating system. These instructions are called system calls. System calls
allow a programmer 10:

«  Create new virtual computers;

*  Communicate with other virtual computers:
*  Allocate memory as needed:

* Dol O; and

*  Access a sophisticated hle system.
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Modern processors provide system call instructions precisely because operating sys-
tems need them to provide users with safe access to operating system services.
We can summarize the relationship in the equation (where P 1s a processor);

Pt = Ponaca — | Dangerous instructions| + {Useful replacements |

The virtual processor does not change the instruction set of the physical processor
very much since the main goal of the operating system is to create virtual copies of
the processor. Creating an improved virtual instruction set is a complex job and s
done by compilers and mterpreters.

Modem processors make removing the resource control instructions easy by provid-
g two processor modes: system and user. In user mode. the instructions that control the
physical resources of the computer are not allowed. Processors have processor modes pre-
cisely because operating systems need them to provide a safe virtual processor. The oper-
atmg system 1s managing the hardware resources of the computer and 1t must keep control
of them. It allows the virtual computer 1o us¢ these resources but not to control them.

1.3.2  VirtuaL PRiMARY MEMORY

The memory of the virtual computer 1s very similar to the hardware memory. that is. it
15 a long sequence of cells with sequential, numerical names. The operating svstem will
divide up the physical memory into parts and give a part to each virtual computer. The
operating system usually creates. with help from the hardware, the illusion that the
memory seen by each virtual computer is named with numerical names starting at 0. The
operating system may also create the illusion that the virtual computer has more mem-
ory than the physical computer has physical memory. This 1s called virtual memory.

The programming language concept of an array is taken directly from this model
of memory, so you are already familiar with the software emulation of physical
memory. although you may not have realized it.

1.3.3  ViIRTUAL SECONDARY MEMORY

Secondary storage provides long-term storage for data, This is done physically on
disk blocks and virtually in disk files. The virtual computer sees a file system con-
sisting of hierarchically named files that can be of any size and can be read and writ-
ten in any size units. A considerable amount of operating system code is required to
create this illusion.

134 Vikrvarl O

The I O operations of the virtual computer are completely different than the 1 O op-
erations of the physical computer. The physical computer has devices with complex
control and status registers. For example, the disks are basically large sequences of
physical blocks with no structure. They can only be read or written in large blocks
(of, say. 1024 bytes). Figure 1.8 summarizes the situation.
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By comparison, the virtual 1'O provided by the virtual computer is simple and
easy to use. We will see examples in Chapter 3.

You share a resource by dividing it up into pieces and distributing the pieces. These could be pieces
of time or spoce, '

]

1.4 DO WE NEED AN OPERATING SYSTEM?

It 15 not essential to have an operating system to use a computer. Some special-purpose
computers do not have an operating system. For example. almost all microwave ovens
have a small computer chip inside to control the oven. but few of the computer chips
m microwave ovens have operanng systems. Controlling a microwave oven is a very
specialized task and it 1s the only task the computer chip 1s responsible for, so a full op-
erating system would be wasteful and unnecessary. However, many of the tasks that
are traditionally done 1n an operating system (managing devices, scheduling, pseudo-
parallelism, etc.) would have to be done by the code in the microwave aven, so 1f you
were designing such code vou would want to be familiar with the techmques used n
operatng systems,

There are many examples of specialized computers that do not use an operating
system but. in each one, the duties of the operating system are taken over by appli-
caton code.

A general-purpose computer system must be able to run a wide range of pro-
grams. For such a system. an operating system is the most natural way to go. Other-
wise cach apphication would have to program its own operating system services. An
operating system is useful because it contains a library of reusable services. The op-
erating system implements many necessary features that are used by nearly every
program. It 1s.a good investment to implement them once. in the operating system.
rather than in each application program.
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METRIC PREFIXES

I all parts of computer science, and in the study of op-
erating systems in particular, we often have to deal with
very small numbers and very large numbers. The time
of i MEMOry 4Ccess or INStruction execution 1s geting
shorter all the time and the size of disks and memories

This i1s because the first few prefixes have been in com
mon use for some time but the higher ones were estab-
lished by standards committees and so are regular.
The abbreviations all work out well except tor the
fact that millisecond and microsecond begin with the

is petting larger. In this section we will show the metric
prefixes that we will be using throughout the book,
Farst we will look at the small numbers.

same letter and both would be candidates tor bemng ab-
breviated as ms. Millisecond gets that honor and we
use the greek letter mu () in the abbreviation tor mi-
croseconds (us)

Here are the large numbers.

?::,T;r Decimal Fraction Prefin :‘:E::_;
(1 01 dec ds Power Numbét Prefix -\.:b hfrc-
[ {1,011 centi s of 10 viation
L] {0,001 milli ms ' 10 deka Dbvie
10 0000001 mIcro. s I ] hecto Hbyte
(e 0000000 T nano ns Ul 1,000 kilo Khbyie
1N 0. OO00OD000 | pico ps 1 1000000 mega  Mhbyie
i 0.00000000000000 1 fempto 1% 10 1, 000,000,000 pigy Ghyie
10 " 0.000000000000000001  atto s 1 1,000,000,000,000 1era Thyte
10" 1.000.000,000,000,000 peta  Phbyte
10" 1O0G.000,000,000,000,000  exa Ebyle

In this book. we will only discuss small time mter-
vals so the abbreviations are for fractions of a second.
In the study of computer hardware we might be inter-
ested in nanometers and the like.

Note that the low powers of 10 have irregular
names but, starting with 10, they all end with “o™.

Again, they are regular starting with 10" We wall only
use these large numbers 1o discuss numbers of bytes,
s0 that 1s how we are showing the abbreviations.

1.5 SUMMARY

An operating system is the layer of software that runs directly on the hardware
and provides support for other software running on the hardware. An operating
system is implemented on the hardware interface and implements a virtual com-
puter interface. The operating system interface 1s similar in basic functionality 1o
the hardware interface but is easier to use. In addition, many virtual computers
cdn run on a single physical computer. A user program runs as a process in i vir-
tual computer.

We can share a resource by dividing up the times it can be used (time-division
multiplexing) or or we can divide up the resource itself (space-division multiplexing).
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A hardware computer system has five types of hardwire resources: processor(s),
memory. [/O controllers, disk devices. and other mput/output devices. A virtual com-
puter provides software versions of ¢ach of these resources. A vartual processor can run
programs and uses essentially the same mstruction set as the hardware processor. Some
hardware instructions (the ones that control the hardware itselt) are not available on the
virtual processor. The virtual processor has addimonal mstructions, called system calls,
which provide access to the services of the operating system. The virtual memory s
used to store the user program and data. The operating svstem provides a separate vir-
tual memory area tor cach virtual computer Virtual mput/outpul devices provide (imdi
rect) access 1o the hardware devices, The disk devices are virtualized as a file system.

The function of an operating system can be viewed in two different ways. The
operating system is a resource manager that manages (allocates and frees). multi-
plexes (provides multiple copies of ), and transforms (makes easier 10 use ) the hard-
ware resources. The operatng system s also a virtwal computer manager that
provides virtual computers for processes to run in.

An important reason for using an operating system is that 1t represents reusable
software.

1.5.1 TERMINOLOGY

After reading this chapter, vou should be tamiliar with the following ternms:
»  address space

»  file system

*  hardware interface

«  hardware resource

« mechanism

«  multiplexing

*  operating system

* operating systems mterface
. pn||t."_'-’

* process

= resource management

= space-division multiplexing
= space sharing

«  spooling

= system call

o tme-division multipleximg
s lime sharmg

*  transformation

*  virtual computer

e virtual resource

13
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1.5.2 REVIEW QUESTIONS

The following questions are answered in the text of this chapter:

|. What are the activities of resource management? What are the five main
hardware resources in a computer sysiem!

]

What are the advantages of virtualizing a hardware resource?

3. What do we mean by the transformation of a resource?

4. What are the four resources of a virtual computer”

5. Give a brief defimition for the term multipleving.

6. What is the advantage of multiplexing a resource”

7. What hardware instructions are removed trom the virtual processor? Why are
they removed? How are they removed? What are they replaced with?

¥  Explain the difference between sharing a resource and multiplexing a resource.

9. What 1s a reason for not using an operating system on a computer system’!

10 What do we call a millionth of a second? What do we call a billion bytes?

1.5.3 FurrHER READING

There are many good books on operating systems where you can get different view-
points than you will find in this book. These include Silberschatz and Galvin (1994),
Tanenbaum (1992), Stallings (1992), Finkel (1988), Bic and Shaw (1988}, and Lister
and Eager (1995).

1.6 PROBLEMS

A process implements a virtual computer. Consider the idea of running another oper-
ating system on the virtual computer, that is, running an operating system as a pro-
gram on another operating system. There are two ways we could do this, Discuss
each one n terms of practicality and efficiency.
a. You load the operating system code directly into the virtual computer (with no
other additional software ) and run it.

h. You first load an emulator into the virtual computer. The emulator creates a vir-
tual version of some computer. Then you load the operating system to run on
this emulator,

In this chapter we looked at level models. In software engineering we divide a sys-
tem into modules, Compare the level model with the module model for dividing up
systems.
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chapter

The Hardware Interface

In this chapter we consider the hardware interface. Our goal is to introduce a simple com-
puting system that we will use in the remainder of this text. We will use a simplified.
eeneric RISC processor with some CISC elements. We call it the Composite RISC Archi-
tecture | (CRA-1). We will not describe the entire architecture. but only the parts that we
will use in later chaprers. We will only see a small part of the istruction set, for example.

Figure 2.1 presents an overview of the CRA—1. This system provides a CPU (also
known as a processor) for executing programs, a memory for storing instructions and
data during the execution of a program, and a disk system (disk controller and disk) tor

permanent storage of programs and data. These components are interconnected using a
svstem bus

|——|
} CPU [ Memory |
el (Y
| ‘ System

Iiis

sk |

Figure 2.1 CRA-1 organization

16
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21" THECPU

2.1.1  General-Purrosr REGISTERS

The CPU provides 32 gencral-purpase registers, each 32 bits long. In assembly lian-  cpu processer
cuage, these registers are referenced using the names ) through r3/ Asis common  genesal purpose regster
with RISC machimes, i) always holds the value 0. The other registers are for general
use. but a few have conventional uses in most programs:
» r/—return values from procedures.
« p&—first parameter to a function call (or system call).
o pU—second parameter 1o a tunction call (or system call),
«  rli—third parameter to a function call {or system call).
« rll—fourth parameter 1o a function call (or system call).
«  r29Y—the frame pointer.
«  rdll—the stack ponter.
«  r3/—the return address from a procedure call.
Procedure calls send their arguments in registers 8. r9. 110, and 1//. and return val-
ues i rf
Two registers are used 1o support programming language stacks. The stack reg-
ister 15 used by the stack instructions. The stack can be used for procedure drguments

beyond the four provided for i the registers. The frame pownter is used by the pro-
gramming language to address items in stack frames.

2.1.2 CoNtrOL REGISTERS

The contral registers hold values that control the execution of the processor, The  control register
control registers are all 32 bits long.

e iu—The tmstruction address register contams the address of the next instruction. ¢

o« psw—The program status word has two significant bits. Bit 0 (the low-order bit) \
is 111 the processor is in user mode, and (0 if the processor is in system mode. Bit :
| 15 | if interrupts are enabled, and 0 if interrupts are mashked, >

»  base—The memory base register is added to all addresses when the system is in - bose regisie:
user mode.

«  bound—The memory bownd register is the address limit. In user mode, all ad- bound register
dresses must be less than the bound register; otherwise a program error interrupl
(with sp of 2) will occur. The comparison is done betore the base register 1S
added.
o dia—The interrupt instruction address register stores the value of the ia register
before an interrupt. When an interrupt occurs, the fa register is saved in the fia
register before the i register is loaded with the address of the interrupt handler.
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« ipsw—The interrupt program status word stores the value of the psw register be-
fore an interrupt. When an interrupt occurs, the psw register is saved in the /psw
register before it 1s loaded with (.

» ip—The interrupt paramerer register contains data about the last wterrupt (f
any 1Is necessary .

o iva—The interrupt vector address register is the location in memory where the
interrupt vector table is located.

o timer—The interval timer register 1s decremented once every microsecond un-
less it 1s already zero. When it 1s décremented from 1 to 0, a timer interrupt is
senerated, Storing a zero in this register clears any pending (but masked) umer
mnterrupts.

2.1.3 Processor Mobes

The processor can either be in svstem maode (1f psw bit 018 0) or i user mode Of psw
bit O 1s 1). In system mode, all instructions are legal and all addresses are physical ad-
dresses (see Section 2 2) In user mode, the instructions that modify the control reg-
isters are nol legal and will cause a program error interrupt (with ip of 1). In user
mode, all addresses must be less than bound and will have base added 1o them before
memory is accessed.

Interrupts can occur only if psw bit [ is 1.

214  INSTRUCTION SET

We will only specify a few instructions because that 1s all we will need for the pur-
poses of this book. The instructions we will use are shown in Table 2.1

In a load/store architecture, there are two main instructions that access memory,
one to load a register from memory and another to store a register into memory. We
will assume that the load and store instructions can load into and store from a control

Table 2.1 Some CRA-1 instructions

Operation Instruction Format
Load register load address, rN
Store register store N, address
Load registers loadAll address
Store registers storeAll address
Move register move Ml
System call syscall

Retum from interrupt i
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register as well as a general register.’ For convenience we have an instruction that
will store all the general registers 1o 32 words of memory and another instruction that
will load all the general registers from 32 words of memory.” There is also an in-
struction to move one register o another, This instruction will work with general reg-
isters and control registers.

The system call instruction is executed by a user process in order to request u
system service. This instruction causes an mterrupt which puts the processor into
system mode and transters to the system call interrupt handler in the operating sys-
tem. The arguments to the system call (including the system call number) are as-
sumed to be in the user’s registers at the time of the system call.

Finally there 1s an instruction to return from an interrupt. We will discuss it in
more detail in Section 2.3,

2.1.5 MacHINE INsTRUCTIONS IN C++ CODE

We will need to write short sequences of machine instructions at a few places in the
hook. Many C++ compilers allow the insertion of assembly language mn an aon
block. For example, the following code sets the timer to a new value.

SetTimer (int timerValue) | asm {move timerValue, timer| |

We will assume that we can put passed arguments in the assembly language code
(as we did with timerValue in the above example) and the compiler will do the
addressing correctly.

asm bloet
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22 MEMORY AND ADDRESSING

The smallest addressable unir will be an ¥-bit byte and addresses will be 32 bits long.
When the processor 1s in system mode, all addresses are phvsical addresses, which
means that the address generated by the instruction s sent directly to the memory by
placing it on the system bus as a memory address. Physical addresses are also called
absolute addresses.

When the processor is i user mode, all addresses are logical addresses. When
an instruction generates a logical address, the processor will first check to be sure that
the logical address 1s less than the bound register. 1f it 1s not, then a program error in-
terrupt (with ip of 2)1s generated. Otherwise, the base register is added to the logical
address to generate a physical address. This physical address 1s then placed on the
system bus as a memory address.

'In.an aclual machine, this might be a different instruction or you might have to lood into o general register
and then move into a control ragister

‘Register 10 will always have a value of O no matter what is loaded info it

“In an oclual instruction set, the instructions fo move 1o and from conirol registers will probobly be different

glun Ihose to move between general registers We will assume here that the assembler will work out these
elails

physica| address

logical oddress
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The upshot of all this is that, in user mode. a program 1s restricted to a portion of
the physical addresses. It cannot access any physical address less than the value of the
hase register (since it is added to every address) and it cannot aceess any physical ad-
dress greater than (or equal 10) the sum of the huse and bound register (since this limit
15 checked for each logical address). This 1s a simple form of memory protection.

The physical address space consists of all the physical addresses that a program
can generate. 1 i1s all the addresses between 0 and OxFFFFEFFE. The physical ad-
dress space is divided up into the memory address space and the 1 O address space.
The memaory address space s the part of the physical address space where we can
place memory. In the CRA-1, the memory address space is from 0 to OxEFFFFFFFE.
Only a part of the memory address space will have actual memory responding to
those addresses. We will normally be assuming our CRA-1 has 16 megabvtes (16M)
of actual memory at addresses ) to OXFFFFFFE. The I O address space 1s the part of
the physical address space reserved for I O devices and consists of the physical ad-
dresses (IkFOOOO000 10 OxFFFFFFFF.

A lngical address space is the range of addresses that a program running in user
mode can use. This starts with 0 and goes up to the value of the hound register. Each
logical address 15 mapped into a physical address when the base register is added 101t

interrupt

23 INTERRUPTS

An nterrupt 1s an immediate transfer of control caused by an event in the system.
There are several events that can cause an interrupt in the CRA-1.

L. Svstem call—A system call instruction was executed.

2. Timer—The interval timer counted down Lo zero.

Ll

Disk—The disk device fimished a transfer.

4. Program ¢rror—The program made an error. The ip register indicates exactly
what happened.

L] I'F
. ”-}

O—an undefined instruction.

l

I—an illegal struction in user mode. This 1s a move (o control register
mstruction (which is not allowed in user mode).

* ip = 2—alogical address greater than or equal to the bound register.
When an interrupt occurs. the CRA-1 does the following:

I The psw register is saved in the ipsw register.

2. The pxw register is set to ().

- The parameter of the interrupt (if 1t is a program error interrupt) is put in the ip

register.

4. The ia register 1s saved in the iiu register.

5. The interrupt number (system call = 0, timer = 1. disk = 2. program = 3) is
multiplied by 4 and added to the contents of the iva register to get the interrupt
vector slot. The address in that slot is loaded m the /a register.
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First the processor saves the psw register in the ipsw register, and resets psw to
put the processor in system mode with interrupts disabled (by storing a 0 in the psw).
Then it stores the interrupt argument (if there is one) in the ip register. The processor
then saves the ja register in the fia register, gets the address of the interrupt handler
by looking in the appropriate slot in the interrupt vector area (pointed to by the nva
register). and loads the address into the 1a register. This completes the handling of the
interrupt by the hardware, and normal instruction execution resumes, The address of
the next imstruction is taken from the 1a register, which has just been set to the be-
ginning of the interrupt handler for this interrupt.

The return from interrupt (111) instruction reverses the effect of an interrupt. The
ricnstruction moves the contents of the 1ia register to the ra register. moves the con-
tents of the /pyw register to the psw register, and then begins normal instruction exe-
cution. This will restart the program that was running when the interrupt occurred at
the point it was interrupted. If no registers have been changed (or if they were saved
and then restored just before the rti), then the process will continue on as if nothing
had happened.

The iva register points to an area in memory which contains the addresses of the
interrupt handlers. There is a slot in the interrupt vector area for each interrupt. The
offset in the interrupt vector area depends on the interrupt number. A table of the slots
1s shown in Table 2.2,

Some interrupts can only occur when bit 1 of the psw register is 1. If it 1s 0,
the interrupts are masked. meamng that the fact that they occurred is recorded but
the interrupt 1s not actually processed until interrupts are unmasked by setting bit
| of the psw register to 1. Only the timer and disk interrupts are masked; the
program error and system call interrupts can occur even 1if bit 1 of the psw reg-
Ister 1s (.

If interrupts are enabled and both the timer and disk interrupts are pending. then
the timer interrupt is taken first.

interrup! vechor aren

mesked

2]

24 1 ODEVICES

The CRA-1 uses memory-mapped [/ 0, meaning that communication between the
[ O devices and the processor 1s done through physical memory locations in the
| 'O address space. Each 1 O device will occupy some locations in the I O address

Table 2.2  Llayout of the
interrupt vector area

Offset Interrupt
0-3 System call
4-7 Timer
8-11 Disk

12-15 Program error

memory-mopped |/C
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space. That is, it will respond when those addresses are placed on the bus, The
processor can write those locations to send commands and information to the I O
device, and read those locations to get information and status from the 1'O device.
Memory-mapped 1 O makes it easy to write device drivers in a high-level Jan-
guage as long as the high-level language can load and store from arbitrary
addresses.

24.1 Disk CONTROLLER

The CRA-1 has one disk controller and it controls one fixed disk. Disk commands are
inttiated by storing them in the disk controller control register (see Figure 2.2), Disk
blocks (also called sectors) contain 4096 data bytes. There are only two commands:
load disk block from the disk into memory. and store disk block from memory to the
disk. The disk block 1s specified by the disk block number, which is 20 bits long. This
allows for about a million blocks on the disk, and a total disk size of 4 gigabyies.

The address 1o load nto or store from in memory 15 specified by the disk mem-
ory address register, which should be loaded before the disk control register is loaded
with a command.

When a disk transfer command is initiated, the disk controller goes into a busy state
and remains busy until the transfer i1s completed. When the transfer completes, the disk
controller can optionally cause a disk interrupt to inform the CPU that the disk 15 no
longer busy. The disk_status_reg can be read 1o determine if the disk is busy.

const int BlockSize = 4096

enum dise command: {LoadBlock=0. StoreBlock=1]"

struct disk control_reg
unsigned int command = 1:
unsigned Ant interrupt _enpabled

Unsigned int disk _block = Z0:
unsidned int padding : 10:
Lry
volatile disk_rontrol _reg *Disk control=
tdisk_control_reg *10xFO000000;
vaid **Disk_memory_addr = (yoid **10xF0000004
enum disk_status [Diskldle=0, DickBusy=]
SETUCT Q15K _Atatus_reg |
unsianed int busy = 1:
unsigned int padding : 31:
1
disk_status reg *Disk status = fdiskistatus reg *10xFO00000K:

Figure 2.2  Declarations for the disk controller
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25 SUMMARY

The CRA-1 hypothetical computer system has 32 general-purpose registers. Some
have special purposes: always zero (rf)), passing arguments (78, r¥%, ri0, and r/1),
stack (129, r3()). and procedure calls (#/ and »#37). It has nine control registers -
tended for use by the operating system. It has user and system processor modes. It s
byte-addressed and uses 32-bit words and addresses. It has four types of interrupts:
system call, timer, disk, and program error. And it has a disk and disk controller,

25.1 TERMINOLOGY

Afier reading this chapter. vou should be tamuliar with the following terms:
« asm block

e  base register

*  bound register

= control register

« CPU

»  general-purpose register
+ | O address space

= Interrupt

* INferrupl Vector irea

* logical address

* logical address space

+  masked

* memory address space

*  memory-mapped [ O

*  physical address

» physical address space

- processor

*  system mode

. user mode

252 Review QUESTIONS

The following questions are answered in the text of this chapter:
I. What is the difference between a control register and a general-purpose register?!
2. How do the base and bound registers control access to memory in user mode?
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3. What happens when an interrupt occurs?
4. What happens when an 717 is executed?
5. How do vou specify machme instructions in C+ +7

6. What 15 memory-mapped 1 O7

253 FurrHer Reaping

There are many books on computer orgamzation and architecture that discuss in
more detail the topics in the chapter. Some examples are Hamucher et al. (1990),
Herzog (1996), Maccabe (1993), and Tanenbaum (1990).

The hardware reference manuals for some current RISC machines are also helptul.
The major ones are the HP Precision (Hewlett Packard 1994) (http://www.hp.
com/nsa/acd.html). the IBM RIOS (Mav et al. 1994) (http://www.
austin.ibm.com/tech), and the SPARC (SPARC International 1992) (httpp:
//www.prenhall.com/~rich/013/825000/82500-0.html).

—
"

oo~

Yl.

12.

13.

26 PROBLEMS

Why 15 there more physical address space than physical memory?
What is the alternative to memory-mapped 107

Why can’t you mask off the system call and program error interrupts?
Show the code to read disk block 100 into address 0x2000).

Give the computation that shows that the disk controller can access a disk of up 1o 4
Gbytes.

Why 1s rl} always 07 How is this useful?

What if a procedure has more than four arguments” What would vou do?

Why aren’t the base and bound registers used in system mode! What if they were
used in system mode” Would this work”? What other changes to the hurdwire would
be necessary?

Why can’t you change the control registers in user mode?

Maost older processors required the mterrupt vector area (o be i the first part of the
physical address space. Give a reason why it is better to have an jva register to de-
termine the location of the nterrupt vector area.

The interval nmer only counts down to zero. Suppose we wanted 1o keep the ume of
day. How could we use the interval timer to keep the time of day?

Some processors save the ja register and the psw register on a stack when an inter-
rupt occurs. What are the advantages and disadvantages of this?

Change the definitions of the disk controller to allow for up to four disks on a single

disk controller. Then change the status register to allow it to return error codes when
an operation fails.
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chapter

The Operating System Interface

Betore we look at how an operatng system is implemented, we need to look at what func-
tions will be implemented. So, in this chapter we will look at the interface the operating svs-
tem provides to user programs. This interface 1s accessed with special machine instructions
called traps or system calls. First we will look at exactly what svstem calls are and then we
will look at the Kinds of system calls that are provided by a typical operating system. We
will see how hles are used. how processes are created and destroyed, how processes com-
municate, and how shells provide interactive access (o operating system functions.

25
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CHAPTER 3

3.1 WHAT ARE SYSTEM CALLS?

Almost all modern processors provide instructions that can be used as system calls.
A system call instruction is an instruction that does not execute a specific function mn
hardware but instead generates an mterrupt that causes the operating system to gain
control of the processor. The operating system then determines what kind of system
call it is and performs the appropriate service for the system caller. In our hardware
the syscall instruction is used for system calls.

Figure 3.1 illustrates the flow of control during a system call. A svstem call goes
through the following steps:

[. The program executes the system call instruction.

Main memory
16M .

Process |

syscall @
1a: next ins!ructinﬂ@

Operating system

Processor

® -
rr
System sw
call
interrupt

handler
®
@ ri

Interrupt

VeClor ane:
e /

syscall addr ]

]

Figure 3.1  System call flow of control
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The hardware saves the current ia and psw registers in the ra and ipyw registers,

3. The hardware loads a value of O im0 the psw register, which puts the machine
i system mode with interrupts disabled.

4. The hardware loads the ja register from the system call interrupt vector
location. This completes the execution of the system call instruction by the
hardware.

S. Instruction execution continues at the beginning ot the system call interrupt
handler ( whose address was in the system call interrupt vector location).

6. The system call handler completes and executes a return from interrupt (r17)
instruction. This restores the (e and psw from the 1ig and /psw.

7. The process that exccuted the system call instruction continues at the instruc-

tion after the system call,

The system call appears to be a single instruction to the caller but 1s imple-
mented by many instructions in the operating system. It is similar to a procedure call
mstruction except that:

*  The address of the procedure is not given: instead, an integer system call number
IS given.
*  The processor mode changes from user mode to system mode.

The system caller must provide an integer argument, which 18 the system call num-
ber. This is usually used by the operating system as an index into a system table that
determines what code is actually branched to. Since a system call 15 a switch to the
operating system, the processor mode is changed to system mode.'

The system calls are the instruction set of the operating system virtual processor.

3.1.1  How 10 MAKE A SysteEMm CaLL

A system call 1s made using the system call machine language instruction. Few
compilers will allow you to make system calls directly, so they must be made from
an assembly language program. In C+ + you use a hibrary of assembly language
routines that make system calls for you, The hbrary is accessed through C+ + pro-
cedure calls.

Since our hypothetical C+ + compiler allows in-line assembly language. we can
show how to make system calls directly from C+ +. The following code shows how
such a svstem call library routine would look.

'Actually this is not necessarily so It is possible fo execute a system call while in system mode. In this
case, the processor mode does not chonge. However, it is unusual 1o execute a system call in system
mode
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MAKING A READ SYSTEM CALL

system call intetfoce

The arguments are passed in registers. The return value of the system call
will be passed back in register 1, which 1s also the register used for the return
value for C+ + procedures. Thus the value returned by the system call 1s passed back to
the C-+ + caller.

3.1.2  Whaar s a System Carp INTERFACE?

The operating system provides a set of operations which are called system calls.
These extend the native hardware instructions. All services that the operating sys-
tem provides can be requested through system calls. From the point of view of a
user, the entire functionality of the operating system is defined by the system calls.
A system call interface is the description of the set of system calls implemented by
the operating system.

3.2 AN EXAMPLE SYSTEM CALL INTERFACE

For the purposes of this chapter we will define a simple system call interface to be
used as an example. This interface is quite similar 1o a subset of the UNIX system call
interface. Many of these calls will run unchanged on a UNIX system. We will gener-
ally not mention instances where the UNIX interface provides additional functions be-
vond what we define in this interface. You can see a complete list of the UNIX system
calls by executing the UNIX command man & intro (on BSD-derived systems) or
man -s & intro (on SVR4-derived systems)

3.2.1  SysteEm Cavr OVERVIEW
We will start with a brief overview of all the system calls and then describe each ol
them in some detail.
File and 1/0 System Calls:
Open—aget ready to read or write a file.
Creat—create a new file and open it
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Write—write bytes to an open file.

read bytes from an open hile,

Lseek—change the location in the file of the next read or write.
Close—ndicate that you are done reading or writing a file.
Unlink—remove a file name from a directory.

Star—get information about a file.

Process Management System Calls:
CreateProcess—<create a new process.
Exit—terminate the process making the system call.
Wair—wait for another process to Exit.
Fork—create a duplicate of the process making the system call.
Execv—run a new program in the process making the system call
Interprocess Communication System Calls:
CreareMessageQuene—create a queue to hold messages.
SendMessage—send a message to a message queue,
ReceiveMessage—receive a message from a message queue.

DestrovMessageQuene—destroy a message queue,

3.2.2 HierRARCHICAL FILE NAMING SYSTEMS

Before we look at the file-related system calls, let us look briefly at how files are
named. All operating systems need a way to name files. Most operating systems use
what are called hierarchical file names. where file names are structured as a tree with
the internal nodes being file directories. In this section we will briefly present the idea
of hierarchical file names. We will discuss this topic again in Chapter 16.

A basic concept in a hierarchical hile naming system 1s a directory. A directory
1s a collection of names. each referrnng to a file or another directory. If a name leads
to another directory, then we can use that directory as a collection of names, each
referring to a file or another directory. This creates a tree structure where leat nodes
are files and interior nodes are directories. There is a special directory that is the
root of the tree and it is called the root directory. Figure 3.2 gives an example of a
ierarchical file naming svstem

Each directory 1s a collection of names, and all the names in a directory are
unique. A directory forms a name space, and a directory also includes the mapping
from each name to the file or directory it refers to. So. given a name and a directory.
you can find the file or directory the name refers to. This is called a name lookup.

Files in a hierarchical file system are named with structured. multipart file names.
A file name represents the path from the root directory to the file being named. A special
character is used to separate the names in the path. In the example file hierarchy in Fig-
ure 3.2. the name of the directory chl is /users/faculty/crowley/book/chl.

direciory

hierarchical file noming
system

name lockup
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full path names

component nome

flat name spoce

two-level name spoce

chl ch2 ch3

Figure 3.2  Example of a hierarchical file system

Since we see only one chl in the directory tree, you know which file we mean
when we say chl, but if we were to refer to directory bin we could mean any of
three directories (/bin, /usr/bin, or /users/faculty/crowley/bin). We
will call the path names with separators (like /usr/bin) full path names. Each
part in the full path name (like usr and bin) will be called a component name
Each component name is looked up in a directory.

Almost all modern operating systems use hierarchical file names because they
have many advantages over the most common alternatives, which are a flat name
space or a two-level name space. If the root directory could contain only file names
and not directory names, you would have a flat name space. A two-level name space
is a hierarchy that is limited to only two levels, so only the root directory can contain
other directones.

ﬂmlepamﬂngq:ﬂem provide hierarchical file names because they are easy to understond and
powerl to e,
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The following table summarnizes the system calls tor file operations. We assume a
hierarchical file system like the one used in UNIX and most other operating
systems.

Cal Parameters Returns Notes

pen mame flags hd Create open file connected 1o 4 file
rdat name.mode tid Create file and connect toopen hle
fead fid.buffer.count count Read hytes from open file

Wirte fid. butter.connt count Write bytes o open file

ek fid otfsetmods utfset Move position of next read or write
i'fese fil conle Disconnect open hle from hle
urdink nanme couder Delere the named hile

In order 1o use a tile, you first need to ask for it by name. This is called opening
the file. Opening a file creates an operating system object called an open file. The
open file is logicallv connected to the file you named in the open system call. What
this means mside the operating svstem is that the open file data structure has a ponter
1o the data structure that represents the file vou opened.

An open file has a file locarion assoeiated wath 1. 1t 1s the offset i the file where
the next read or write will start.

After vou open a file, you can read or write the open hle. When you are done
using the open hle, you close 1t

Here 1s a complete specification ol the file-related system calls:

+ int open ( char + pathName, int openFlags ); —The named file is
opened and an integer. the open file dentifier, is returned. The file location 1s
initialized to 0. The flags argument can be one of:

(—aopen for reading.

| —open for writing.

2—open for reading and writing.
If an error occurs in trying to open the hle. a negative integer 1s returned. The possi-
ble error codes are:

I —the file path name was invalid.
—2—1he openFlags argument 1s out of range (not (), 1, or 2).
—3—the file is not readable and you opened for reading.

—J4—the file is not writable and you opened for writing.

opan file

file location

open file identifier
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« int creat (char » pathName, int fileMode );"— The named file 15 created
as an empty file and opened for writing. and an integer. the open hle wennher, s
returned. The file location is mitialized (o (0. The filleMode argument is the file pro-
tection mode and is not used 1 this operating svstem because we huve not detined
file protection modes. I some error occurs in trying 1o create the hie, then creat
will return a negative integer to indicate the error. The possible error codes wre:

- |—the file path name was mvahd.
—2—the fileMode argument is invalid.

« int read( int openFilelD, char « bufferAddress, int count »;— The
operating system tries to read eount bytes from the open hle designated by
openFileID. The hytes are read from the file starting at the oftset provided by
the file location. If fewer than count bytes are left betore the end of the file. all
the remaming bytes will be read. This 15 not considered to be an error. The
openkFilelD must be one returned by an open call (with openFlags ot () or
2}, The bytes read are placed into the array of bvtes starting at bufferAd-
dress. The file location is increased by the number ot byies read. The return
value 1s the number of bytes that were actually read. This might be less than
count if the file location 1s very near the end of the file. A return value of U 1n-
dicates that the end of the file has been reached (the file location is equal to the
size of the file) and no more bytes can be read. A negative return value indicates
that some error occurred in the read. The possible error codes are:

—1—the openFilelD is invalid (does not represent an open file ).
~2—the bufferAddress is an invalid address.

—3—the count is invalid.

—4-—reading 15 not allowed on this open hle.

—5—1,/Q error.

« Int write( int openFilelD, char s bufferAddress, int count );—
The operating svstem tries 10 write count bytes to the open file designated by
openkFilelD. The bytes are written to the file starting at the offset provided by
the file location. The openFileID must be one returned by a successtul open
call (with openFlags equal to 1 or 2) or a ereat call. The bytes are taken from
the array of bytes starting at bufferAddress. The file location 15 mereased by
the number of bytes written, The return value 15 the number of bytes that were
actually written.” A negative return value indicates that some error oceurred m
the write. The possible error codes are:

— |—the openFilelD is invalid (does not represent an open file).

“The final "e" is leht off create just because UNIX does it that way, We are fallowing the UNIX spelling so
that the examples will run under UNIX. We are not sure why the “e” was leht off in the name of the UNIX sys-
tem call—possibly to keep all the basic system call nomes to five choracters or less

For all practical purposes this will be count. The only way the bytes could not be written is if the write en-
countered the end of the medium or the disk it was writing on filled up before it could wrile all the bytes
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-2—the bufferAddress is an invalid address.
—3—the count is mvalid.

—d—writng is not allowed on this open file.
—5—1 O error.

« int Iseek( int openFilelD, int offset, int moveMode );*—The file
locanon assocrated with the open hle is changed to a new vilue. The new value
is computed by adding the offset to the base. The base is selected according 10
the moveMode as described below, The legal values for moveMode are:

(—use () as a base (move from the beginning of the file).
I —use the current hle location as a base (for relative moves),

2—use the current file size as a base (move from the end of the file), Positive
values of offset will cause the next write 1o be beyond the current end of the
fle. A Ovalue will cause the next write 1o extend the file.

The returned value is the new file location. An 1seek call with an offset of 0 and
amoveMode of | will not change the file position but will return the current file
posttion. This 1s how you query the current file position. A negative return value
indicates that an error oceurred in the seek. The possible error codes are:

— I —invalid file location (negative).
2—invalid openFilelD (not an open file).
~3—the moveMode is invalid (not 0, 1, or 2).

« int close( int openFileID );—The file is closed. The openFileID must
have been obtaned from either open or creat. A return value of () meuns the
close succeeded. A return value ot -1 means that the openFileID did not
refer to an open file,

+ int unlink( char « pathName );—The hle is deleted.” A return value of 0
means the unlink succeeded. A return value of -1 means that the pathName
could not be found.

The open file idenufiers returned by open and creat are local to the process
makimg the call. That is, open file wdentifier 3 in one process 1s not related 1o open file

P

identiner 3 another process.

One thing (o note is that the read system call specifies which file to read, how
much 1o read, and where (o put the read characters, but it does not indicate which
characters i the file 1o read (where in the file to read), The location in the file 1s not
passed with the calls but is kept with the open file information as part of the file state.

The "I" in 15eek is ogain for compatibility with LNEX, When UNIX wios.a 16:bit system, there was o seek
system call that wos more complex than this one. Later it was changed to use 32.bit {long) integers and so
added the new system call Iseek (long seek)

“This 15 called unlink in UNIX becouse of how directones are implemented, Directarfes in URIX contain
only the file name and a pointer to the file descriptor. The unlink system call in UNIX only removes a file-
name from o directory and decrements the link count in the file descriptor. The last unlink of a file reduces
the link countlo O and the file itself s deloted oz o side elfect. ‘We will use the LUINIX name, but'in this operal-
Ing Syitem this instruchion deletes the file itself
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The file location starts at O and 1s moved whenever bytes are read from (or wnitten (o)

the file. Thus the file is read (or written) sequentially by detault. It the tile was
opened for update (openFlags = 2), then reads and writes can be intermixed and
they both atfect the file position.

The 1seek system call is used to achieve random access into the hile since 1t
changes the file location that will be used tor the next read or write.

Figure 3.3 shows a flow chart for using a file.

324 Oves Fiies

It 1s important to understand the difference between a file and an open file. A file 15 a
passive container of data, a named sequence of bytes. The principal operation on an
existing file 1s the open system call, which returns an open file. The creat system
call creates an empty file and then opens it for writing. An open file 1s a dynamic ob-
ject that can provide bytes from the file or accept bytes to be stored n the file (or
both). The operations on an open file are the read. write. Iseek, and close system
calls. An open file is generally associated with a file and allows access to the file.
Later we will generalize the notion of an open file and see how an open file can be as-
sociated with other things than a file. such as input or output devices.

In Figure 3.4 we show how the open system call creates the open file and
connects 1t to the file being opened. The read system call gets data from the file.

Want 1o use o file

ﬁ—/ Olperating svstem

*
.

i Open file

\ J File 1D

File nume

—_—

File 1D, bufter. length File table

Read or write file file 1D file locanon

/ Dana/Return code tile 113, ile location
file 1, file locunon
. tile 11 file location

File 1D

Lile 1120 Bile location
file 113, e lseation
Erd Return code file 1D, fale location
file 1D, file loention

Close file

Done using file

Figure 3.3 Steps in using a file
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through the open file, and copies it into the | O buffer, in the process making the

read system call.

Files ore passive containers of data. Open files ore active sources and sinks for dota.

Figure 3.5 shows tl

1e relationship between process objects (see Section 3.6), open

file objects, and file objects. These three objects (processes, open files, and files) are
different types of objects with different operations, but they are logically connected to
each other because processes have open files and open files are connected to files.

Operaling systems implement objects for users, The system calls create and operate on operating

system objects.
Disk o
Jpen
II Process
]
]
¥
Open file
7 Bufter
= = ,
|
Read
Figure 3.4 Files and open files
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Figure 3.5

Objects and cperations in an operating system
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These system calls make it very easy to work with files. Here is the code to do a file copy.

FILE COPY

enum | Reading=0, Writing=1, ReadAndWrite=2Z ReadWriteFiie={0b44
This procedure takes as arguments [wo file path nhames.
The first file 18 copied to the second file.
void FileCopyl char = fromFile. 'Char « toFile | |
{! open the source file for reading
int fromfFD = gpenl fromFile. Reading ):
1Tl fromfFD < 0 1 |
cerr << “Erroropening " << fromFile << endl;
return;
|

cction made read and write

[ create the destination file with prot
Te ):

int toFl = creat{ toFile. ReadWritefi
LU CoED = )
cerr << “Error opening " << tofile << endl:
closel TremED ):
return;

{/ This loop reads one character at a time from the
Il spurce 'file and writes it to the destination file.
while( 1 ) |
char ¢h;
int n = read( fromfD. &ch., 1 ):
[ 1f 0 characters were read we are at the end of file
0 ni<=1l]
break;
f{ throw away the value returned by write
n = writel toFD, &ch, 10 )3
T il €0 g LA ¢ 1
cerr =< “Error writing " << tofile << endl;

return;:

|

{/ close the two files and return
closel fromFD )&

closel toFD 3;

We read and write one character at a time so the “array” of characters in the
buffer is only a single character. We have to pass the address of the character be-
cause the system call expects the address of the first character of the buffer. The
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variable ch is being used as an array of one character. We could have declared it as
char ch[1].

Basic |/O is simple: open, read/write/seek repectedly, then close-

The Reverse program will copy a file and reverse it while copying. It demon-
strates the use of 1seek.

37

REVERSE

enum | Reading=0, Writing=1, ReadAndWpite=2 |:
gnum [ SeekbromBegnnning=0, beekFromburrent=1; SeekFromEnd=2 |:
i This procedure reverses the bytes 1p.a file and writes the
by reversed yersion dn 8 new fle;
void Reversel char » fromFile, char = rexkFile ) |
MY apen the spurce file
int framkD = openl ftromFile,. Reading )

G chnbmED =00 ) Y
cerr << “Error opening ” << fromfile =< endl:
return:

|

f mave the taternal fle pointer so the next chardcter read will
{if. ‘Ga tae last character ot the file
int ret="1seekl fromfl, =1, SeekFromEnd ).
it ret <0 7k
cerr << “Error seekingon " << fromFile << éndl:
close( fromED ¥
TELuUrn;

it revED = creatit revkile, 0
1Fl revED < 00
ceérr =< “Errorcreating ® << reyfile << endl;
closel fromfFD ):
returns:
|
i Lobgp while reading from the end of the soutce file to
It the béginning. The loop is exited in the middie.
whilet 1 9 |
char ch:
ntone= readl fromED. &cehi 4 Ak
a e PiL I
cerr =< “Errorreading " << fromfFile << endl;
return:
!
n = wmeitel reviD, &ch, 1 )%
Yt <" 0 Y
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cerr << “Error writing " << revkile << endl:
recurn:

exit the loop 1¥ lseek returns an error.

The expected error is that the computed ofrsel wil

be negative.
SegkFromCurrent |

1 fl Tseak(fromED,
hireak:
gt FromEE
| ol = [} |_ j

We start at the end of the file by setting the file position to one less than the end-of-
file file position. (Remember that the system calls read and write the near byte at the file
position.) Each time we read a character we move the file position back two, one for the
byte we just read (which moved the file position up one) and one more so that we back
up one byte.

Figure 3.6 shows the process of reading a byte from the source file, writing it to
the destination file, and backing up the file pointer by two bytes.

| Byte ()  Bye | Byte2  Bye3d Byte 4 Byte 5 |
| | | | ;
| f 1 i f ! i
=T
A
=Read byte, advance N
- - {
source file ponter e i
Ao i
- I
______ . =Move source file pointer o g
back two bytes =R I
d'-- : |
- = |
=Write byte, advance I =" | v
------ . - 5 -
destination file pointer oo 2 2
Fea) f i il
- . - J.I ] ’.f
- | -~
g Il | ”
T \ | oo
- & \ i/ r
“iz; ; \ ! 1’ )
i "ll i ol
}..- | i ”
Nt i o
; Seer da
- - '\.\ - |lII ”
L2 o “\: (e
3 — "r :r: "'ln
T K e .
) e = ..-r ! IL.I-\.
- | ~
i - r # "j r o St 1 e
s i ’,/ ] T~ -._.:_\‘
- 2 . i i e
- ’ \ —
| » | » | ¢ | 1 [t T [

T == i
! Byte 5 Byte 4 Byted  Byie 2 L Byt | I Byie l

Figure 3.6  Copying and reversing a file
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DESIGN TECHNIQUE: INTERFACE DESIGN

The reverse program requires an 1seek in every iter-
ation of the loop. For this particular program. it
would be better to change the interfaces 1o read and
write 1o include, as an explicit parameter to the call,
the file offset at which 1o read or write. For example.
the call might look like this: read(fromFD, off-
set, &ch, 1). This would save one system call for
each iteration of the loop and also express our inten-
tions more ¢learly

When we design an operating system (or any
program, lor that matler) we design two things: the
mnterface and the implementation (for an operating
system, the interface consists of the system calls and
their arguments). When designing an interface it is
useful to consider several design alternatives. As in
any nterface design, we have to consider who will
be using the interface and how they will be using it
The original interface (with an implied file offset and
a separate 1seek to set 1t) 1s optimized for sequential
reading and wnting. For sequenntial file access, no
Iseek calls are required. The new interface pro-
posed here (with explicit offsets in each read and
write) 1s opimized for random access 1o the file.
Experience tells us that sequential access is much

more common, and so we are led 10 aucept the
original design.

But can’t we support both interfaces” We could
have two sets of read and write sysiem calls. One
set would be the onginal set and one set would have
explicit file offsets. We can do this, but this approach
has other costs: more for users o learn, more decisions
for users, possible confusions and mistakes by mixing
up the twe kinds of calls, longer manuals, and more
code to implement the two sets of calls. [t s better for
the designers 1o make the decision,

You should follow this pattern i all interface de-
S1ENS,

»  DPetermine who will use the intertace and how

they will use 1.

» Think ot several possible interfaces.
» Evaluate each alternative based on user and usage
information.

This analysis is inexpensive, gives you a chance to
examine your assumptions. and leads 1o improved in-
terfaces.

See Section 4.5 for a longer discussion of interface
design issues.

3.3

Let us look at files in a more general way. Information is generally not a pure,
complete. self-describing entity. Usually we want to record information about the
information, that is, meta-information. A good example s a file. The file contains
imformation itself, but the operating system also keeps meta-information about
the file:

INFORMATION AND META-INFORMATION

meta-nformation

*  Who owns the file.

*  Who can use the file and how.

*  When the file was created.

*  When the file was last modified.
*  When the file was last read.

*  How long the file 1s.
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There is a system call that will return 10 you all the meta-information about a file:

» int stat( int fileName, StatStruct = statInfo ;" — The tilename 18 looked
up in the file system and the meta-information about the file 1s returned in the strue-
ture statInfo, which must be a pointer 1o a StatStruct. A retum code of O means
the stat succeeded and the information was written into statInfo. A returm code of
-1 means the file could not be found and no status information was refwmed.

We will expand on the contents of StatStruct in Chapter 16.

The 1s command in UNIX (DIR in MS  DOS) can be used 1o display any of the
information that the stat call returns. The 1s command has many command line op-
tions since stat returns so much information. The command man stat will return
a description of the meta-information kept in a UNIX file descriptor.

Most of the meta-information about a file 1s set by the operating sy stem as a side
etfect of other operanons. For example, when you modity @ file the date of last mod-
tfication is set. There is one type of meta-informaton that the owner of the file can
set directly, and that 1s the protection status of the file, that 1s. who can use the file and
how. There is usually a system call to do this, In UNIX, the system call is chmod
(change mode).

Information is data, Mela-information is infarmation about the data.

3.4 NAMING OPERATING SYSTEM OBJECTS

[n Section 3.2.2. we discussed how the file system uses hierarchical names for nam-
ing files and directories. We want to generalize that idea a hittle bit so we can use the
file naming system for other kinds of operating system objects.

In a file system, the names map into either files or directories. A file 1s an object
that you then do some operation on (usually open), while a directory 1s another name
map that you use for the next step of the file name lookup.

So far, we have used the file system to name files and directories. In practice. the
names in a file system really map into file object descriptors on disk, and these file
object descriptors point to the file objects themselves (see Figure 3.7). We can easily
extend this file naming system to name other kinds of operating system objects as
well. When a user or program needs to refer to an object, it needs a name for that ob-
ject. So it is convenient to use the file name naming system to name all the objects
that need names. In Figure 3.7, we have shown the file naming system nammg 4
number of differemt kinds of objects. some of which we haven't yet discussed
(processes and queues).

| “The name stat is o shortening of “status.



The Operanng Svstem Interface

File system object Objects
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Figure 3.7 File system names mapping fo objects

Nome spaces map names into objects. File naming systems can map names into many different kinds
of objects.

4]

3.5 DEVICES AS FILES

We have seen how the operating system provides two related concepts for dealing
with files. A file 1s a collection of information on disk, and an open file 15 an object
(returned by an open or a creat) that you can read data from or write datato. So we
can think of an open file as a source of bytes or a sink for bvtes.

But objects other than files can also provide data and accept data. For example,
the kevboard on a terminal or workstation is a source of bytes (Kevstrokes). and a
terminal screen or a window on a workstation can accept bytes (characters) and dis-
play them on the screen. In fact, all 1. O devices either receive data or send data or
both. Given this similarity between devices and open files. it is useful to try to unify
the concepts of file and device in an operating system. Let’s see how that 1s done.

Every file has a name n the hierarchical file naming system. Since devices
need names also, we will give them names in the file name hierarchy too. We will
add special entries in the file system for the devices. In UNIX, there is a specially
named directory, /dev. where most devices names are kept.” For example. a ter-
minal attached to the computer might have the name /dev/tty13." If we open

This Is |ust @ convention In UNIX, not a requirement. Device files can legally occur in any direclory but, in
practice, it is rare lo have a device file thot is not in /dev or a subdirectory of /dev

"Terminals are often called “tys" for historical reasons- The first terminals were called teletypes, and that wos
abbreviated as tty
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the “file” name /dev/tty13. we get an open file object buck. When we read
from that open fle. we are really reading trom the keyboard of the terminal. When
we write to that open file, we are really writing to the screen of the terminal,

For example, suppose we are sitting in front of a termmal whose name m the hle
svstem is /dev/tty 17. The command

copy fileToList /dev/ttyl7
will list the file fileToList on the terminal /dev/tty 17 and the command

copy /dev/ttyl7 fileToRewrite

will take mput from terminal /dev /sty 17 and write itinto the file fileToRewrite,
A program does not need to know whether it 1s reading from (or writing to) a file or
a device. This s called device independence

We can do the same thing with all devices: tape dnives, floppy disks. terminals,
communication lines, etc. We can even do it with windows on a workstation screen,
Windows are sometimes called pseundodevices since they act like devices (terminals
i particular) but are not real, physical devices.

Unifying devices and files makes programs device independent.

3.5.1  UnmFicanon oF THE FiLe AN Device CONCEPTS

The file system has two distinct parts to its services. The first part is the file naming svs-
tem, which maps hierarchical names into objects (files). There is no particular reason that
aname has to refer to a file since it just maps to some object. Most operating systems take
advantage of that fact and use the file naming system to provide names that users can use
to refer to a number of different objects. In particular, you can use the file naming system
to give names to | O devices. Later we will see the file naming system used 10 name
other machines. processes, interprocess communication mailboxes, etc. This technique
does not unify devices and files but merely uses the same system to name them.

The second part of the file system provides access 1o (that is. reading and writ-
ing of) files, and treats a file as a source or a sink for data. We have seen in this sec-
tion how the file concept can be generalized to include devices. By unifving the
concepts of file and device, we make things easier for users. A program does not need
to know whether it is writing to a device or a file, so programs are simpler.

process

3.6 THE PROCESS CONCEPT

We previously discussed how the operating system creates a number of virtual com-
puters. When we execute a program on one of these virtual computers, we call the ex-
ecuting program a process. The principal goal of an operating system 1s to implement
virtual computers and the processes that run on them. A virtual computer is created
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for each process. thereby giving the process the illusion of running on its own phys-
ical computer, The virtual computer extends the hardware instruction set with a set of
system calls that request operating system services. The virtual computer is the exe-
cution environment created by the operating system, and the process is the program
execution that occurs in that environment.

Muny users are not aware ot the process concept because they just run a program
i a single process on the computer, Normally other programs create processes for
you. For example, a shell (a command interpreter in UNIX) creates your first process
“tor free,” that is, it 1s automatically created for you and starts up running the pro-
gram you requested. Many users use multiple processes in their work, even though
they may not realize it. A shell pipeline 1s implemented by creating a process for each
program i the pipeline. If you compile a program in the background and edit in the
foreground, you are using multiple processes.

3.6.1 ProcCesses anp PROGRAMS

It 1s important to understand the distinction between a program and a process, A
program is a static object that can exist in a file. It contains the instructions (the al-
gorithm). A process 1s a dynamic object that 15 a program 1n execution. A program
IS 4@ sequence of mstructions. A process 18 a sequence of instruction executions. A
program exists at a single place in space and continues 1o exist as time goes for-
ward. A process exists in a limited span of nme. Let's look at an example of the
ditference. Consider the tollowing C program:

The program contains one multiplication (prod = prod * i), but the process will
execute 100 mulupheations, one each time through the loop.

Program Process
Evsism Space Time
Iy Static Dynamic
Constsesof Instructions Instruction execuiions

A progrom is o stotic object. A process is o dynamic activity.

progrorm
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3.6.2 Procrss MANAGEMENT SysteEM CALLS

We will present the process management system calls in several versions so that we
can mtroduce one process-related concept at a time. Only the last of these versions
(in Section 3.8) i1s compatible with the UNIX system calls.

Process Creation Without Arguments  The operating system will allow a process 1o
create new processes, to terminate itself, and to wait for a process it created o
complete. There are just three system calls dealing with processes:

« 1int SimpleCreateProcess( char * programName );— A new process
is created and the program programName is run in that process. The retum
value is the process identifier of the new process.

+ void SimpleExit( void );—The process making the system call 1s termmated.

= void SimpleWait( int pid );—The calling process will wait until the
process specified by the process identifier pid rerminates.

The operating system creates the very first process when it imtializes. That
process then starts all other processes in the system using SimpleCreateProcess
system calls. Each process makes a SimpleExit system call when it is finished.
This terminates the process and releases any resources 1t was holding.

The operating system assigns to each process a unique number, which is used to
identify the process. This is called the process identifier or PID, A process can wait
for any other process to exit (as long as it knows the process identifier of the process
1t wants to wait for).

Processes are crealed, are waited for by their parent process, and exit when thay are done.

Suppose you wanted to run two programs at the same time. One program 1s
named compiler. the other is named editor. The following code creates a process
tor each program to run in and runs the processes at the same time. The procedure
CreateProcessl must be called by a running process.

SIMPLE CREATE PROCESS
This wrocedure creates two PrACESSES ano walts for ithen
to complete,

vai CregteProcessl( void |

fif tregte The two procesge
111 [.’il‘ll = ;_-iﬂlfl|1-‘:-[l71ro_o_4F|-r||-__|:"'J"i “Gﬂmpﬂar" N
Il pidl < 057 |

Lerr << *Could not create process \“compiler\"" << end] -
return: i



The Operating System Interface

At B1d2 = SimpletreateProcess| “editor”
1§ RYde < 0 3 U
err << *“Could not ereate process \“editor\"" -
retur:
WaaLt arntnd Naw f mpleted
impleWadit pid
Impigwaltl pid
SEOmI Tay F Ml f na mak i
'll[." X1t
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Figure 3.8 shows the process hierarchy this creates.

Process Creation with Arguments Our SimpleCreateProcess is casy 10 use
but does not allow us to pass any information to the process we create. Most
programs require some arguments to tell them what 1o do. Let's extend the
Simple CreateProcess system call to allow us to send arguments (o processes
we create. Different programs require ditfferent numbers of arguments, so we need a
method that allows a variable number of arguments. We will use the method used in
UNIX systems, that s, the arguments will be packaged as an array of strings.

In addition to passing information to a process. we Want a process to return in-
formation to us when 1t exits. The information returned is status information about
whether the child process was successtul. Therefore, we allow an exiting process 1o
send an iteger return code to the process that waits for it.

The following table summarizes the process-related system calls and their
arguments:

Call Arguments Returns Notes
CreateProcess Progrum hileurgs Pid Creme the progess
Exnt Return code Dioes not returm Destroy the process
Wt " Retum code Wit for pid 10 Exat
____‘\'
Process: Creatorn )
/ N
r’r. \

J'rl
/

/7
ALl
[ Compiler Editor

Figure 3.8 Creoting two processes
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The new system calls are specified as follows:

int CreateProcess( char * programName, int arge, char +argv
[ 1 );—A new process is created and the program programName is run in
that process. If the process creation is successful, the return value is the process
identifier of the new process. The arguments are in the argument veclor argv
which s an array of strings, that is, an array of pointers 1o characters. arge gives
the argument count. that is. the number of pointers to strings in argv. The return
code is -1 if the process could not be created because process table space was not
available, The return code is -2 if the programName could not be read for ex-
ecution.

void Exit( int returnCode )—This system call causes a process to exit.,
The return code is returned to the parent process when it executes the Wait sys-
tem call.

int Wait( int pid ); —This system call will cause the calling process to wait
until the process specified by pid exits. The return value 1s the return code pro-
vided by the process when it exited. Normally a return code of (0 means the
process was successful.

Let's look at an example:

| CREATE TWO PROCESSES

v

s praceglre creates twp processes afnd waiks for them

0 complete.

pld CreatePropcesse( yoid 1 |

Create the drgument | ist for the first process as an
drirdy. @f Strings creagted ar compile time.

static char » argbl3] = (“compiler”, “fileToCompile”, (char
f Cregte the frst process.,

int pidl = CreateProcess| “compiler”. %, arab |:

A e < o [ B
£ =< "Could not create process \“compiler\"™ << andl :
return;

]

vredte the argument 115t for the second process

ab ruf time by assignments to the array component
char » argv[3]:
argv[0] = “editor”;
Argvlil] = “fleToRdit";
argvlZ] = lchap ) 0
ureare the ':"':'-:”':..'l ONOceS s,
1t ;_.'I'E = CregtePror B | "Edimp“' 1. araw

i S F Y e et )

rcerr << “Could not create process \ “compiler\™" << end|
return:



The Operating System Interface

47

In this example we created one argument list at compile time in a static variable. The
second argument list we created at run time by filling in the array values. It is more
flexible to create argument lists at run time since then they can depend on information
only available at run tme. We ignore the retum values of the processes. Figure 3.9
shows the process hierarchy this creates.

How Arguments Are Passed For compiler we constructed the argument vector
when we declared argb using array initialization. We added a 0 pointer to mark the
end of the array. This 15 not strictly necessary because we give an argument count,
but it 1s a UNIX convention so we might as well follow it. For editor we constructed
the argument list in the code.

Notice that the first argument is the name of the program tself. This is another
UNIX convenuon that 1s widely followed, so we will follow it here. Generally,
programs know what name they are called by so this information is supertiuous, but
some programs do make use of this information. For example. the vi full-screen texi
editor and the ex line editor are really the same program. The program looks at the
name it was called with and goes to either full-screen mode or line mode. depending
on whether that name is Vi or €x. The same is true of cOmpress, UNCOmMpress.
and zcat. which are all the same program. The function performed 1s determined by
the name by which the program is called.

The operating system will take these arguments and make them available to the
new process by copying them from the memory of the creatng process to the (newly
allocated) memory of the created process (see Figure 3.10).

[ Process creator J
b

V& \,‘
“compiler”, / N Meditor
“file 'I'u(‘n|||[1|||.:"//' \"I'Ih' ToEdit”
r': \\

——
[ Compiler

' Editor )
N

Figure 3.9  Creating two processes with arguments
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Creiting process New process

Teompiler” 4 —— - e ——— e

Copred by 0OS
during Create-

Process

“hle ToCompile” =+——=——————— _[. Sf|s ToCompile’

b= |

Figure 3.10 Passing arguments by copying between processes

The following code example shows how the process can get access 1o these ar-
guments. Ttis a program that simply prints out its arguments.

PRINT ARGUMENTS
dradrai  Whibes \put 1ts Fr qumernt:s
Lo ude =igsiream. pn=
re_magni Ant dege, char & ar avi 4
1 nd .
o I = Ll R e -\jrl}l_: ¥ e Jo
COUL <= -’“-‘}""1. (T B ",'
|
COUL < 4 B

parent process

child process

process hierarchy

A main program has two arguments, the argument count and the argument vec-
tor, The operating system takes the argument vectors from the calling process and
copies them to the new process. It builds these arguments on the process’s stack be-
fore the process begins execution. The operating system takes care of the copying
from the memory of the creating process to the memory of the created process since
they do not share any memory.

3.6.3 Process HIERARCHY

When one process creates another process, we say the creator is the parent process
and the created process is the child process. This parent/child relationship can be
shown as a tree structure of the processes in the system (see Figure 3.11). and this
tree structure 1s called the process hierarchy. |
Generally a parent is in control of a child process. The parent can stop the child
temporarily, cause it to be terminated. send it messages. look inside its memory, etc.
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Figure 3.11  An example of process hierarchy

The operating system usually accumulates accounting itormation tor the children in
the parent. Sometimes resource control 1s handled through the hierarchy, that 1s, a
parent allocates resources to the children who then allocate them to thewr children.
cte. Usually only a parent can wait for a child process to complete. In some systems.
it & parent process terminates, then the children are automatically terminated also.
Other systems can “reparent” the orphan children by moving them somewhere else
i the process hierarchy (LUINIX does this).

Processes are organized in hierarchies. Parent processes have confrol over their child processes
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3.7 COMMUNICATION BETWEEN PROCESSES

Using the process system calls. we can send arguments 1o a new process and get a
return code when that process completes. Sometimes, we will also want processes
o communicate with each other while they are running. We call this interprocess
comnuication or [PC

We will add a message system and provide system calls 1o send and receive
messages between processes. We will allow a process to send o message even
though the receiver 1s not yet ready to receive it. We will do this by buffering the
messages, that 1s, we will save the message until the recewver asks for it. We buffer
the message o message guete, which holds messages that have been sent but not
yet received. Message queunes will be a 1ype of object supported by the operating
system. A process can create a message queue, and then any processes can send
messuges 1o 1t or recelve messages from at,

Imlerprocess communicolion

IPC

buftering

massage quaua
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Messages will be addressed to message queues. The alternanve design would be
to address a message directly to another process. In that case. we would have a mes-
sage queue associated with each process. The process’s message queue would hold
messages that had been sent to it but that it had not received yet, We will see that ad-
dressing messages 1o message queues rather than specific processes has a number of
advantages.

Each message will contain eight words. This 1s rather a small message size,
therefore it will be difficult to send large quantities of data between processes, But
for now we will use this small, fixed message size since we wanl 10 concentrate on
the message passing and not the problems of message buffering.

Figure 3.12 shows several processes and message queues and how they are con-
nected. Notice that a process can send to several message queues and receive from
several message queues. Similarly, o message queue can be sent to by several
processes and be received from by several processes.

Processes implement separate activities, but processes offen need to communicate with each other.

3.7.1 CoMMUNICATION-RELATED SYsTEM CALLS

We need system calls to create message queues and to send and receive messages.
The following table summarizes the communication-related svstem calls:

Call Parameters Returns Notes
CreateMessageQueue None yid Create a message yueue
SendMessage (id, msg returm code Send a message
ReceiveMessage qid. msg return code Receve a message
DPestroyMessageQuetie qid return code Destroy a message gueue

Queue | l

e S
P 5 =% il 7 .
P2 Queue 3 ( Py \
n\_____ﬂ_/""'“‘--.._k ’.f‘
"‘-~-\.__,_,--""r
L\(——\\\
3
)
S s

(Jueue 2

Figure 3.12  Complex message-passing paths befween processes
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The new system calls are described below

int CreateMessageQueue( void );—A new message queue 1s created and
an identifier for the new message queue is returned to the caller. The message
queue identifier 1s used in the send and receive message system calls. All mes-
sage quene identifiers are global o the system: therefore all message queues can be
accessed by all processes. The message queue will continue to exist until it is de-
stroyed with acall to DestroyMessageQueue. A valid message quene identifier
will always be a positive integer. The return value is -1 if there was a problem that
prevented the queue from being created (such as no availiable memory ),

int SendMessage( int msg_q_id, int * message buffer );—The mes-
sage iIn message_buffer is sent o the message queue with identfier msg_q_id.
The message_buffer is an array of 8 integers. The information in the message is
not examined by the operating system but 1s simply transterred 10 the message
queue and later to the receiver. The retumn value is (0 1f the message is sent success-
fully. The return value is -1 if msg_q_id s not a valid message queue identifier.
and -21f message buffer s an invalid address.

void ReceiveMessage( int msg_q _id, int * message buffer ),—
The oldest message in the message queue whose dentifier is msg_g_id will be
copied into message_buffer, an array of 8 integers. If there are no wailing
messages, then the system call will not return until a message is sent to that mes-
sage yueue. The return value is 0 1f a message 1s received successfully. The re-
turn value is -1 if msg_q_id is not a valid message queue identifier, and -2 1f
message_buffer is an invalid address.

int DestroyMessageQueue( int msg _q_id );—The message queue
with identifier msg_q_id will be destroyed. Any unreceived messages will be
discarded. The identiher msg_q_id will no longer be valid for message send-
ing and receiving, A return value is Ut the message queue was destroyed. The
return value is -1 1if msg_q_id is not a valid message queue identiher.

3.7.2 ExamprLE OF INTERPROCESS COMMUNICATION

Messages provide a basic communication capability between two processes. As an
example, we will look at a program that will read a file and send the file to another
process. The other process will count the number of characters m the file and return
the count to the first process. This is not exactly a realistic example, but 1t does show
the use of messages.

The following is the code for the file sender program:
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MESSAGE: FILE SENDER
- anyvenrenca npracedura 1 |-jl.;r.|:|,_4 frdi rdaing dHna -'.e-H.;r,u_-“ll messaAnes easier
(nly for massage of Three ar Tewer wargs

vold SendMsaTol ant 'msgog:-1d, int msgli=0. ant msal=0, %ot msgz=l ) |
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int msa(8l:
msgl0] =msg0; msgll] =msgl: msglZl = msges
ivoid)SendMessage( msg.q_id, msg 3

This process sends the bytes 11l 4 fitle fone at 4 C1mME
o another process.
enum | Reading=0, Writing=1, ReadAndirite=2 |:
epum | FileTodpen=l, Sendfusue=2, Receivelueur=3
Joid.maint int argc. char « argvl 1) |
The first argument is the file o send. 'Dgen fop reading;
int fromkD = Gpent dl'l;'u'[ i |f_—'[rll]!,1F"I I Reading
iFl framFDh <0 1 | . |
cerr << “Could not'open file™ << ir gy[FileTolpen] << andj.

exaLily Ly

The second argument 15 the message queue Lo whicfibytes wil| De sent.
int to g = atoilaravisendlueus]);
atol = ASCIT to jntegern (inm &+= library:

I Loop onice far each ‘byte in the filex

char eh:
(" Read the next bOyte.
int n =readl fromfED, &ch, 1 )¢
/I If there are no bytes Teft then exit the [gop.
iflen ==10"1
Dreatk;
Il Send each byte in a message tol bfe message queue.
SendMsaTol to-g. ch s
I
closel fromFD )3
/'l Signal the end ©f file to the process receiving the DYLES.
SendMsaTol to_ g, @ );
int msgl81;:
int from g = atoilargu[Receivelusua]l:
ReceiveMessagel from.g. msg ):
/'l Receive the message containing the bhyte count and print it BUL.
cout << msal0] << *.characters\n™;
(=5 o GO S

We are sending the characters one per message. Obviously we could pack 32
characters per message (assuming a 32-bit word. eight bits per character, and eight-
word messages), but that would complicate the code without revealing anything
more about message passing in operating systems.

Here 1s the code for the receiver.

MESSAGE: FILE RECEIVER

/{ This process receives bytes pgne at g time and counts them up.
eniuml SendQueue=1, Recejvelueve=2 |:
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votd maint int argc, char = argvl 71 1 |
féstart the count at zera.
Int count =03

int msg{81;
int from_q =atoil(argviSendQueue]):
whidel 1 ' |
HecalveMessagel from q. msg |:
il meq0d ==
break:
i TANY message wWith nonzero content s & chardcter COUNnE.
++Coung:
Send the count hack to the sender.
int to.g =atoilargviReceivelusuel):
{void) SendM=qTol to_g. count s

ex1tl 0
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Finally, here is the code for the process that starts these two processes. Assume
that the file sender has been compiled and linked. and the executable is in file File-
Sender. Similarly. the executable for the file receiver is in FileReceiver.

MESSAGE: START FILE SENDER AND FILE RECEIVER

/{Conventence procedure for creating @ process with up to 3 arguments
int CreateProcessWithArgslchar « prog_.name, chan « argl=0,
char = argZ=0, «char « arg3=0} |
char =args[s];
tlCreate the argument array and create the pracess.
d .

args[0] = prog.name: args[l] = argl

args{e] =arg2: argsf3] = argd; args(4] = 0:
int argec = 4.

ifl argd == 0) ——arqgc;

1.F:1 :',f.j_]:f =—=3f1] ——adrgc:

il grgl == 0) ——anqc;

feturn CreateProcess! prog.name. angc. args. )

|
iy

Convert integers to strings
char & ftoal int.n 2|
char « result = new charl[&1:
sprantfis rasiTd, “Ed! ) n:
retunn result:
|

VTS process creates Iwo NMessage gueuss and them the cwo
t{prdacesses. No error code checking s tone,
void main{ int argc. char « argvl 1 1 |
f{Create the message queues the processes will use,
int gl = CreateMessagelueus( )}
int g CreateMessagelueusel 1
flCreate the two processes, sendintg ‘each the identifier
{{Ffor the message gueues it will use.

Il
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int pidl = CreateProcessWithArags( “FileSend”, “FileToSend",
itoalal)., itoalgd)
int pid2 = CreateProcessWithArgs( “FileReceive™.
{toalql). i1toalgd) 1.
Wair fop the two processes to complete,
int retl = wait{ pidl J;
int retg = waitl pidZ 1:
not use the returnicode retl and retd i thiys exampyi
vestroy the message -JHI'J.'I".':E "
festroyMessagelueus! gl 13
troyMessagelueuel g2 )

Exta T L1 e
S G ol G I L

The process must create the message queues first so that it can send the message
queue identifiers to each process it creates. Having a common parent is an easy way
to sel up communication between two processes.

Figure 3.13 shows the creation and message-sending relationships between the
three processes.

Message passing is a simple form of interprocess communication that i1s widely
used in distributed operating systems. In centralized systems, more-optimized forms
of mterprocess communication are often used. In either case, a laver of software is
placed above message passing to make interprocess communication simpler for users
to use.

Musugs-bmsd::nurnmuni’:nﬂnn:.l;.mﬁ.;-nﬁd;ngq“d-m]ﬁ“g messages.

Creation process

F s T > -
S <
Create - I Create ~_ “~_ Create
- I & n F
= Create | L} T
| P
] et
Msg queue B "~
~ i
\
; |
File receiver |
Fa )
\\ Lo y
!
y Msg queue I message
r
; feount )
N messages
{characters)

Figure .13 Sending a file with messages
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3.8 UNIX-STYLE PROCESS CREATION

UNIX uvses a very different method of process creation. In UNIX, two system calls
dre necessary to create a new process running a different prograni, one to do the ac
tual creation of a new process and the other 1o run a specific program in the new
process. In Section 3.9 we will discuss why UNIX does this. For now we will present
the UNIX process system calls and show how they are used,

The following table summarizes the UNIX process-related system calls:

Call Parameters Returns Notes

lork None prd or () Duiplicate process

EALCY programFile,args None Execlite program in process
exit relum code Does not returm Destroy process

Wil return code addness pued Wil 1or process 10/ exit

Here 1s their specification:

« Int fork( void );—A new process i1s created that is an exact copy of the
process making the system call. The return value to the parent is the process
identifier of the new process. The return value to the child is ().

+ int execv( char « programName, char *argvl | );—The program
programName is run in the calling process. The program in the calling process
15 overwritten and will no longer exist. The arguments are in the argument vec-
tor argv, which s an array of strings, that 1s, an array of pomnters to characters.

« void exit( int returnCode );—This system call causes a process 1o exit,
The return code i1s returned 1o whoever waits for the process.

process to wait until any process created by (that is, forked by) the calling
process exits. The return value 1s the process identifier of the process that exited.
The return code of that process is stored in returnCode.

« Int wait{ int » returnCode );—This system call will cause the calling

The fork system call 1s somewhat unusual. A copy of the calling process 1s
made and runs as a new process. The copy 1s of the memory ol the calling process
at the time of the fork system call. not the program the calling process was started
from. The new process does not start at the beginning but at the exact pont of the
fork system call. Right after the fork there are two processes with idenucal mem-
ory images. Each one is about to return from a fork system call. The only ditfer-
ence between the two processes 1s the return value the operating system will give
to the two returming forks. The fork of the parent returns the process wdentifier of
the newly created process (the child process), The fork of the child returns a (.
Note that the fork system call returns twice. once to the parent process and once
to the child process.

Fark

Sxecy
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The UNIX wait system call is slightly difterent from the one we have seen be-
tore. The UNIX wait system call waits for any process to exit. You cannot control
which one 1s waited for. The system call retuns the first one it finds. As 4 conse-
quence, the system call has to return the pid of the process that exited.

Sometimes it is more convenient to wait for any exited process and sometimes
vou want to wait for a specific process 1o exit. You can get the best of both worlds
with a wait system call that waits for a specific process unless you pass in a special,
unused pid (such as 0 or -1), which means to wait for any process 1o exit.

Figure 3,14 gives an example of a UNIX fork.

Let's redo the process creation example on page 46 with the UNIX process
svstem calls.

UNIX: CREATE PROCESS
-|.a!7..:—r,,."._.- L LS l,,.',-] | |
AL prcdlyy paEas
11 har « argy[3] = | “compiler”, “fileToCompila®,
[he fork Wikl create a process that 15 a copy of th 1 ¢
11 = Tonkii;
1 Dl == Y
Uirrld ‘process code begins here,
(Child return ofdll ==
execvl “compiler”, arav i [/Child executes the com [
{CHild process cpde ends here.
{axecy does nat returp so control in the child
pever reftirns fere.
|
(fParent skips the “ir™ boay and executes here becaus =
arav[0] = *editop™:
aravil] = *“fAleToEdit":
argyl2] = 0k
I ’-..__._ '.iIn"- |'}'l"|'? EE‘..'-- r.hr_" l,,'.-_\.l-l:' '-\.I,. i.'i il.“‘-l fram ol Ir s =1 &
LR njd2 = "rar k=

execy( “editor™, arav ;

int retd: retl
int [.]_. = ‘Wa Yot EHreta J:

int pidh = wajt( &ratt

In the fork method of process creation, the open files are inherited by the child
process. This is an advantage that we will discuss in the next section.

In UNIX, pure process creation is logically separated from executing a new program in an existing
process,
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Pl'l'l-L'l.'th."v Pn icess | TS !'rq wess TR s
i Imemory NSOy memory
1 —
| A exact and
compléte capy |
—
|
7620: sys lork | 7620 svs lork
Process == = 7622: = Th22:
176 |
|
|
Ciopy
|
| Stack Stagk
| || pamier ——- polnier —-—=
Process [ Program stack Program stack
| R4 ||
Return value = 284 Returm vilue = ()
."“--____\_‘_._\_1-.-\_”;_‘__‘____.—
Everything is identical
except the value returned
by the system call
Figure 3.14 UNIX fork
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3.9 STANDARD INPUT AND STANDARD OUTPUT

We have noted that programs can read from and write to open files, and that open
files are named with integers that are returned by open and creat. We called these
mtegers open file identifiers. In UNIX the open file identifiers O and 1 are treated spe-
cially. Open file identifier O is called standard input and open file identifier 1 is called
standard outpl.

Many programs read data, transform it, and write it out again. By convention. in
UNIX, these programs read therr input from standard input (hle dentitier 0) and write
their output to standard output (file identifier 1). When the shell starts a program, stan-
dard nput and standard output are normally the user's terminal, but they can be
changed by a method called redirection. 1f we start a shell process as follows:

someprog <infile >/dev/tty23

then the program will run with standard input reading from the open file infile and
standard output writing to the device named /dev/tty23. A program whose main
function 1s to read a sequence of bytes from its standard input. transform the stream
in some way, and then write 1t 1o standard output is called a filrer.

Figure 3.15 shows how input and output can be redirected.

standard inpu!

siondord output

redirection

tilier
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Figure 3.15  Stondard input and output redirecton

How does the shell do this? The UNIX fork system call makes a duplicate of
the running process, and part of that duplication s that all the open files of the parent
process (that called the fork) are copred (duphicated in UNIX Jarzon). When an
EXeC 1s executed. the program running in the process 1s changed but all open files are
preserved. So if the parent shell has its standard mput reading from the user's termi-
nal and s standard output writing to the user’s terminal. then so will the child
process. By default, the child inherits the standard input and output of the parent,

In UNIX, an open file is an object that exists independently of the process that
created it. The process holds a pointer 1o the open file. When the process forks. the
pointer is copied; thus, the child process can also use the open file.

It we want to redirect standard nput from the user’s terminal 1o a file, we can
close standard input and open it again as file infile. UNIX has a system call thar will
open a file and give it a specific open file identifier. With this system call vou can
guarantee that the open file identifier will be 0. The open file already in O will be au-
tomatically closed,

We redirect standard input and output after the fork (so the forking process’s stian-
dard input and output are not affected) and before the €XeC (so the new standard mput
and output will already be in effect when the new program begins execution). By sepa-
rating process creation from execution of a new PIOZrim in 4 process. we can create a
process, set up its open files (standard input and output in particular). and then execute
the program. This is the main advantage of the UNIX method of creating processes.

To achieve this effect with the CreateProcess form of process creation, we
would need to modify the CreateProcess system call. For example. we might
have a form of the call:

+  Int CreateProcessWithStdio( char « programName, int stdin,
int stdout );—A new process is created and the program programName is
run in that process. Open file stdin will be duplicated and made the ""_‘"d_m_:
input of the new process. Similarly, the open file stdout will be -.!uphgutucl dm
made the standard output of the new process. The return value is the process
identifier (pid) of the new process.

This still is not as flexible as the UNIX fork/exec method because it does not
allow us to share other open files, only standard input and standard output.
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Another approach would be to redefine CreateProcess as:

. int CreateProcessAndDuplicateOpenFiles( char * programName
)i—A new process is created and the program programName is run n that
process. All of the open files in the parent process will be duplicated and be open
files in the child process. The return value 1s the process identifier of the new
process.

So to set the standard input and output for the child process, the piarent process will
change its standard input and output 1o the desired open files. create the child
process, and then change the standard input and output back 1o their onginal values,
This s less convenient than the UNIX fork/exec method since it requires the par-
ent to change its own standard input and output before the create and change it back
afterwards. It also requires the parent to share all of its open files instead of allowing
it 1o selectively close files after the fork and betore the exec.
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3.10 COMMUNICATING WITH PIPES

We have seen how devices can be named using the file system hierarchical naming
svstem and how these devices are used in the same way as files. We cun use the
same 1dea to allow interprocess communication through a technique called named
pipes (also called a fifo). A pupe 1s an object that can act like a file. that is. it can be
written to and read from. We can write bytes to the pipe. When we read from a pipe.
we get the same bytes that were written and in the same order as they were writien.
A pipe is useful when we want to write from one process and read from another.
This allows us to use pipes as a method of communication between processes, an ul-
termitive Lo messages.

Note how different this method is from messages. With messages, 1he
fixed message size which both sender and receiver must adhere 1o, With
rocess writes to the other process as if it were writing to a fi .

]. . es 1 tll‘u. other proc " I I 210 a file There are no
fixed-size blocks. For example, the process writing the pipe can wryje I units of
. h . 510
LOO bytes and the process reading the pipe can read in units of g by -
. <V Dytes. (See
Figure 3.16.)

e 1S a
& pipe. a

o Message gueue
|
\ o,
Send
Pl ’»*
1 .
' J
— Fixeil-size messages
- Pipe butfer
Wriie
Pl -
b Al o -
< 2 Read and wote m any sizes

Figure 3.16 Messages and pipes

‘.ufu
pipe
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In addition, we use the familiar file access interface instead of having to
learn a new interface involving sending and receiving rather than writing and
reading.

It is possible for a pipe to have several writers and several readers, although in
that case it is hard to keep sorted out what belongs to whom.

The example we used in Section 3.7.2 to show the use of the message system
calls has three processes. A sender process read a file and sent it, one character at a
time, to a receiver process, The receiver process counted the characters and sent back
a count when the end of hle was reached. There was also a mamn process that created
the sender and the receiver, Let's redo our message example with named pipes. First,
the file sender will look like this:

PIPE: FILE SENDER
1L Heddinp :}:Iu:l s N e B 1”:’%’: 1 y {-i-{-a-_‘,t:'\r'||j]-.‘r‘ Lhe=2|
votd mainl Int.arge, char = aragvl 1 Xl
Thel first argument 1s the file to open.
romf

¥

int fromFD = opent aragvil], Reading 1
fV The second drgument is the pipe to wrnite' it on.
int to_pipe = openl argv[2]. Writing
whileo 1 1) |

char ch:

1INt n = read( fromFD. ‘&ch, 4 )

1t =0 )

break:
writel to_pipe., &ch, 1 I;

|

closel fromFD ¥:

[{Closing the pipe will cause the receiver to aet an
lfend of file after it reads all the characters
I rn the pipe,

close( to.pipe )

currentiy

{1/ The thirnd drgument is the pipe From which to i

int trom_pipe = open{ argv[3], Reading J:
1ML n; -

:_'1';’,.' !.“r; L '.1|i-':"

[{We are assuming the fnt n is four
fis0 we read four bBytes.
read( from_pipe, &n, 4 ):
closel from_pipe ):

COut << n <<* characters\n™:
exel 00 )

oytes long,

Here is the code for the receiver.
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PIPE: FILE RECEIVER
enum [ Reading=0, Writing=1l, ReadAndWrite=Z
void main{ int argc, char * argvl 1 1 |
int count =0:
(The first argument is the pipe to read from,

int from_pipe = openl argvl[l], Reading ):
|

whi el |
int n = read( from_pipe. &ch, 1

SR |
hregk -

=+ -p-.'_|.|”l'|t -

closel From_pipe ):

nd the count back to the sender.
i The first argument is the pipe to write to,
int to_pipe = openl argvli2]. Writing );
writel{ to_pipe., &kecount., 4 )
closel to_pipe

=X 1 Ll |~
v [

[n the message version, the file receiver receives a message containing a zero, which
indicates the end of file. In the pipe version, it gets an actual end of file (a read count
of 0) from the read on the pipe.

Finally here 1s the code for the process that starts these two processes:

PIPE: START FILE SENDER AND FILE RECEIVER

void maint ant arge, char = aravl 1 ) |
int pidl = CreateProcessWithArgs( “FileSend”, “FileToSend”.
“PipeToReceiver”, “PipeToSender”
int pidéd = CreateProcessWithArgs( “FileReceive",
“PipeToReceiver”, “PipeToSender” );:
int retl = wait( pidl )
Nt retZ = waltly pyod J:

It 1s possible to connect several processes together with pipes. Figure 3.17 shows
4 pipeline created by connecting the standard output of one process to the standard
input of another process. The two processes communicate through a pipe.
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b4 \ % .
, 4 . ;
First b Second l'erminal
‘ File > stdin utdnul/),,- stdin stdout > 5
o .ﬂ'/

filter _- SUTEe

s ¥

Figure 3.17 A pipeline of two processes with redirection at both ends

Pipes connect program tools together 1o make larger teols.

3.10.1  NaminG oF Preres aND MESSAGE QUEUES

One difference between named pipes and message queues (as we specified them) is
how they are named. Named pipes are named by the file system naming system and
they are implemented by an entry in the file system indicating that they are a named
pipe. There is a system call to create a named pipe in the file system. Thus they have
some Kind of existence even when no process is using them. Any two processes can
communicate if they both know the name of the pipe. They just both open the pipe
and use it as an open file.

Message queues have no name and no existence before they are created by 4
process. When they are created they are given an internal (operating system de-
fined) name for use by processes wanting to pass messages. This name can be
passed to other processes, but passing the name requires some form of communi-
cation. That limits the processes that can receive the name to descendants of the
process that created the message queue. So two processes need a common ances-
tor in order to communicate.” This is much less convenient than the named pipe
approach.

There is nothing inherent in message queues that requires them to be named as
we have specified in this chapter. We could also allow message queues to have d
place in the file system and use the file naming system. Instead of creating a message
queue. we could “attach™ o a message queue and get an mternal name 10 use 1D
message sends and receives. When we were done, we could unattach the queue.

%It is possible 1o emulote the named pipe communication in the following way A process could creole o
message queue and wrile its nome 1o a file: Then another process could read the name from the file and the
two processes could communicate. This would work, with messn?a gueve names os we defined them, buta
better salution would be to get the operaling system to help you find the name.
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DESIGN TECHNIQUE : CONNECTION IN PROTOCOLS

Sometimes an operating  system Service requires
4 sequence of interactions—ior example, reading a
sequence of blocks from a file or exchanging a
sequence of message with another process. Usually
there is same initial cost in setting up the service: For
example, o read o file 1015 necessary to look up its
name i a sequence of directones, This may require a
number of disk reads. In this case we use a connection
protocol where there are separate operations 1o
connect 0 (open) the file and disconnect from (close )
the file.

Connection protocols are more efficient because the
setup 1s only performed once for each connection. Bul
there are other radeotts. Connections sometimes tie up

resources unnecessarily and are less efficient it there 1s
only one transaction. Connections require reliable
communication partners and assume that future use can
be accurately predicied.

The distinction between connection. and connect-
onless protocols is espectally mmportant in networks of
computers, Some network connection profocols use
connections and some do not. Which is best depends on
many factors about the network and the communication
Loose connections like the Internet are better served
with connectionless protocols. For example, World Wide
Web protocols are connectionless.

See Section 4.6 for more discussion of connection
and connectionless protocols,

which would be like destroying the message queue. The first attach operation would
create the message queue as an operating system data structure, and subsequent at-
taches would return an internal identifier to that data structure.

Simularly, we could have named pipes with an internal name only. A process
would create a pipe by calling CreatePipe and get an internal identifier back,
which could then be opened 1o get an open file. The original UNIX pipes were like
this, except they combined the creating of the pipe with the opening of the pipe. Thus
pipe creation retumed two open file identifiers. one to write the pipe and one to read
it. These open files were passed 1o forked processes in the same way as any other
open files. This method of naming pipes also required processes to have a common
ancestor in order to communicate with pipes. It was this limitation that led to the con-
cept of named pipes in UNIX.

Object nomes con be global or local 1o a process and its descendants.

3.11  SUMMARY OF SYSTEM CALL INTERFACES

We have looked at a number of system calls and some alternative ways to specify
some of the system calls, The system calls fall into a few categories:

«  File and I O—open, creat, read. write. Iseek. close. unlink, stat. These gave us
the ability 1o create and destroy files and to read and write them.
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»  Processes—CreateProcess, Wait, Exit. These gave us the ability 10 creaie and
terminate processes and to want for i child process

« Inierprocess Communication—CreateMessageQueue.  SendMessape.  Receive
Message. DestroyMessageQueue. These gave us the ability to create and destroy
message queues and to send and receive messages UsINg Messige quetes.

This set represents the core funcuonality needed 1n an operating sy stem. A real
operating system will have many more system calls, but most of them will be used in
specific situations to sutisty certain requirements. As an operating system evolves, s
system call interface may expand to meet new needs. The biggest omission m our
system call mterface 1s the lack of facilites 1o deal with directones—create and de-
stroy directories. and to create and destroy directory entries. The other missing sys-
tem calls are minor but necessary functions like: gening vour own process (D,
setting your parent’s process 1D, handling networks, using shared memory. ete

Our system call interface 1s based on the UNIX system call iterface. and many
of the calls are the same. Most UNIX systems have over i hundred system calls, We
could list them here. but many of them require knowledge about operating systems
that we have not covered vet.

3.12  OPERATING SYSTEM EXAMPLES

Throughout the book we will provide examples from existing operiting systems.
First we will discuss a topic in general terms without mentioning specihic operat-
ing systems. Then we will have a section where we describe how a serviee is de-
fined and implemented in several existing operating systems. In this section we
will introduce several of the operating systems that will serve as runnimg ¢examples
throughout the book.

3.121 UNIX

The UNIX operating system will be one of our most frequently cited examples.
UNIX has a special place in the history of operating systems. The first implementa-
tions of UNIX was developed at Bell Telephone Laboratories in the early 19705 by
Dennis Ritchie and Ken Thompson. Tt was first used inside Bell Labs, but soon i1 was
licensed (at a very low cost) to umversities for educational and research purposes
UNIX was the first widely used operating system to be wntten almost entirely i a
high-level language (the C language). This made it feasible to port UNIX 1o various
computer architectures. During the 1970s, UNIX proliferated at universities and wis
ported to several different architectures. It became the most common aperating sys-
tem used in university computer science departments. UNIX was widely used i
computer science by students for clusswork and projects and by faculty for operating
systems research, This was tostered by the fact that the source code for UNIX was
available for modification.
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This led to many changes, improvements, and variations m UNIX. The most well-
known varation was developed at the Umiversity of Calitornia at Berkeley, which dis-
wibuted the Berkeley Sofiware Distribution (BSD) version of UNIX. The BSD
versions ol UNIX provided many technical improvements in UNIX, including virtual
memory. a faster tile system, TCP/P support, sockets, and more.

AT&T (the owner of Bell Labs) also developed a version ol UNIX called Sys-
tem V (the *V'" s the roman numeral 5) UNIX. The latest version is release 4 and is
usually known as SVR4.

Many commercial workstation vendors have developed therr own versions of
UNIX (for example, SUN Solaris. HP UNIX, Digital UNIX. SGI IRIX, and IBM
AIX), These are either derived from the BSD version or the System V version. Re-
cently there has been some standardization on SVR4. but there are sull many minor
variations between UNIX systems from ditferent vendors.

UNIX has been the basis for operuting systems research lor i number 0f vears,
and most of the technical developments i operating systems originated in UNIX
systems. In addition, the UNIX system call interface and implementation has been
widely influential, and most other operating systems developed in the last 20 years
have borrowed to some degree from the UNIX interface and implementation. As a
result, this book will draw heavily on UNIX and its variants.

The system call interface discussed in this chapter is nearly wdentical 1o a subset
of the UNIX svstem call imterface. Actual UNIX systems, of course. have many more
system calls.

3.122 MacH

In the mud 19805, researchers at Camnegie-Mellon University began working on a
new operating system based on the wdea of a nircrokerned. that is, a small operating
system (the kernel) that provides only the basic services. The rest of the usual oper-
ating system functionality was provided by processes running outside the kernel.
Mach provides processes that emulate the UNIX environment, so UNIX programs
can be run on it A consortium of computer vendors has developed an operating sys-
tem called OSF 1. which uses Mach as its basis.

The ideus developed in Mach have also been highly influenual, and almost all
operating systems developed since Mach have borrowed some ideas from Mach, As
we go though the book, we will look at the basic ideas m Mach more closely.

3.123 MS DOS

When IBM came out with: their personal computer in the early 19805, they also
arranged for Microsoft 1o provide the MS  DOS operating system, MS DOS was de-
veloped tor very small personal computers and did not have many of the features ex-
pected of operating systems for larger computers. But the PC and its ¢lones became
much more successtul than most people had imagimed, and MS  DOS has grown to be
the most widely used operating system m the world. As the power and capabilities of

microkeme!
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the PC increased, features were added to MS . DOS to deal with the new hardware, Al-
though MS 'DOS is quite primitive by modern operating svstem standards, 1t 1s an
open system (due to the fact that there 1s no protection at all) and so 1t could be adapted
and modified by add-on programs. MS DOS has gone through six major versions
over the years since the first PC was introduced.

The MS  DOS system call interface 1s modeled after UNIX and has o similar set
of system calls. One major difference is that it does not have the UNIX fork or
exec system calls, but has a system call more like the CreateProcess described
earlier in this chapter.

One add-on to MS DOS is the Microsoft Windows windowing environment.
Windows adds significant functionality to MS  DOS and could be considered an op-
erating system on ils Owr.

3.124 Wivpows NT

The deficiencies in MS . DOS became apparent as it was moved to more and more
powerful hardware, MS ' DOS started out as an operating system for a small personal
computer with a small memory, no hard disk, no protection, no memory manage-
ment, and no network. A small and simple operating system was appropriate for this
hardware. But as personal computers became more powerful, they got to the point
where they needed and could support a full-featured operating system. Many facili-
ties were added on to MS ' DOS, including networking and a windowing system, but
it had basic problems that could not be easily fixed.

As a consequence, Microsoft decided it needed a modemn operating system for per-
sonal computers and decided to develop Windows NT (for New Technology). Design
for Windows NT was started in late 1988 and the first version was released in 1993, The
designers of Windows NT took advantage of many of the new ideas that had been de-
veloped mn operating systems up to that point, including ideas from UNIX and Mach. We
will describe many of the design features of Windows NT in the course of this book.

3.125 0§/2

OS '21s IBM's operating system for personal computers. It was developed 1o remedy
the known deficiencies in MS ' DOS. OS2 version 1.0 was released in 1987 and was
a simple extension of MS, DOS to more capable hardware. OS 2 version 200 was re-
leased about 1990 and was a substantial revision and extension of OS 2, With ver-
sion 2.0, OS2 became a modern full-featured 32-bit operating system

3.126 Macintosa OS

The other significant operating system for personal computers 1s the Macintosh OS
(MacQS) for Apple Macintosh computers, The Macintosh provided o signiticant
challenge 1o the domination of the IBM PC and PC clones in the personal computer
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market. The Macintosh provided a full-fledged graphical interface and was signifi-
cantly easier to use than PCs. Although the Macintosh never captured much more
than 10 percent of the personal computer market, it influenced the PC market and
caused the growth of MS Windows as an add-on to MS/DOS.

MacOS was a more complete operating system than MS/DOS . It did not have all
the features of operating systems like UNIX but it provided substantial functionality
to support the graphical user interface. It also had a sophisticated file system and sup-
port for networks and virtual memory fairly early on.
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*3.13 THE USER INTERFACE TO AN
OPERATING SYSTEM

3.13.1 Wuy You NeED A SHELL

All operating system services are available through system calls. But in order to issue
a system call you have to be running a process. How does the first process gel
started? As we said betore, the operating system constructs the first process. This ini-
tial process then starts all the other processes.

But suppose yvou want to communicate interactively with the operating sys-
tem. If we wrote an interactive program that communicated with the user through
a terminal and with the operating system through the system calls, we could make
all the operating system services available interactively to a user sitting at a ter-
minal, This is exactly what a shell is: a user interface to the operating system built
on the programming (system call) interface. Figure 3,18 shows two viewpoints of
a shell.

As another example of using system calls. we will write 4 simple shell.

3.13.2  THE SPECIFICATION OF THE SHELL
The shell executes commands of the form:

commandName [argumentl...]

The shell executes (via fork and exec) the program CommandName and
passes the argument on the command line to it (via the argv array of strings). Then
the shell waits for the command to exit.

3.13.3 IMPLEMENTING THE SHELL

In this section we will describe a C+ + program that implements the shell interface
using the system call interface. Below is the code to implement a simple shell using
the system call interface. First, here are the declarations. definitions, and global data.

shell
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Figure 3.18  Two views of a shell

SHELL GLOBALS

#include <iostream.h>

({some canstants
constant 1nt ARGSIZE = &0: //maximum size of any one argument
constant int NARGS = 20: [fmaximum number of arguments

{{token types returned by getWord()
constant int STRING = 1;

constant int INREDIR = 2:

constant int OUTREDIR = 3;

constant int NEWLINE = 4;

[/ define the argyv structure
char «argv[NARGS]: //space for argv vector
char args[NARGSI[ARGSIZE]); //space for arguments.

We set limits on the number and length of the argument to shell commands. A
real shell would handle this more dynamically and allocate space as needed. We are
going to parse the command line with a parsing procedure. The constant definitions
give the types of the tokens found by the parser.
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We will assume we have a scanner that reads the mput, handles quoting. detects

the special symbols, and deals with tokens that are too long. We will assume the
scanner has a procedure getWord that returns the token type and copies the token it-
self into the string it is passed.

Here 1s the code for the shell.
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SHELL MAIN PROGRAM

[ This prageam is @ very simple sheli

void mainlt int argcount; char =argumentsf 4 ) |
int wasInRedir, wasOutRedirn:
char inRedinfARGSTZET,, outRedirfARGSIZEL;

/leach 1teration of this ipop will parse one command
whilet 1 0 |
ldisplay the prompot
calut << @
(5S¢ fdp we have not seefl dany redinections
wasinRedir =0z
wasOutRedir =101
{/:Set up some other variables.
int argc =0
1ot dane =104
char word[ARGSTZE]:
i Read one line from the User.
whilel ldone ) '
I'fgetWord is the scanper., 1t gets one word from the |ine.
int arglype =getiordiword);
[lgetWord alsa retiurns the type of the word it read.
switcht arglype 1 |
case INREDIR:
fiWe saw an dnpat redirection character (a <)
I {Record seeing 1t and read the jnput file name
Hitwhich 1s the mext wond on the [inel.
wasInRedir =1:
(vajdigetWordtinRedir);
bredk:
case OUTREDTR:
{i'Ne saw -an output redirection character (& >|.
[/ Record seeing. it and cead Che outpur file name
Hitwhiich 1s the rnext word on the iifnel.
wasOutRedir =1
tvoidigetWordloutRedinm
break:
case STRING:
Lleverythiagrelse is a string te pul 1nto the
LSt of arguments.
ctrepytargsfaracl, wordl;
argvlarac]l = &argslargcllO];
-9+ﬂl"l_]C;
hredak:
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case NEWLINE:

/I When we see the newline the command

J{{We .do not allow commands tG spap
done = 1:
break;

: ! f
terminate the argument 15t

e T s 1 =="uN| .
argy[argg] = WULL:
1 The lbgalt command 15 nol execuled, TNSEFdd
£ stremptargsDls; “logpur™) == 0
break:;

fEark 3 child process and set up stdin and
yEC Fapki) == |
Ihandle jnput redirecelan (hr and
ifl wasInRedir
gloseltly: {felase standarg 1nput
ppen{inRediin. G: 1/ reogen 1t as
|
fhandte output reaineetion (7T any
ifil wasOutRedir ) |
claseldlyficlase standard Dutpit
enum | UserWrite=07551;
creat(outBedir. Userkrite):
‘fpeopen’ Tt as: the redirect file
|

lilogk for the command name 1n two places:

(i F) the current directary

fC2) the fbhin directorny.

char cmd[607;

strepylcomd, “./"); strecaticma, args0]d:
execvicmd, &argv[0l);

strepylemd, “/fban/™): streatlemd. argstl
execyicmd, &argvlD]):

{/The execy anly returns 1f the exec failled.

cout €< “Child: could not exec \"" << argslo]
exitlili:

|

flwait fors the chila to finish

int status:

tyvold) waitilstatus):

finish:
cout << “Bhell exiting. \n";

u.\n\n :

Line

"

shell.

Basically the shell collects words, puts them in an argument array, and forks off a
process to execute the command. The shell must handle input and output redirection.
Real shells (for example, sh, csh. ksh., bash, etc.) are much more compli-
cated than this one (they compnse tens of thousands of lines of code), but conceptu-
ally they are the same as this shell. Their extra complexity is in providing a
sophisticated user interface: history, quoting, programming facilities, etc.
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DESIGN TECHNIQUE: INTERACTIVE AND PROGRAMMING INTERFACES

System calls allow 4 running process to use operating
system services. A shell allows a user 10 use operal-
ing system services interacthively. Many programs
have only an interichive interfuce. For example, a
drawing program allows you 1o create drawings by
dhrect interaction. but you cannot create drawings
from another program. This makes it tedious to create
a complex but regular drawing (for example, a draw-
img consisting of 100 squares in 4 ten-by-ten array
where each square is 10 percent smaller than the one
abave it and the one 1o the left of it).

Most programs could benefit from having both
kinds of interfaces. Some operating systems now have
serapring alrchitectiares that define a standard protocal
tor programmung interfaces 1o applications, encour-
age all applications 10 provide a programming initer-
face (often called a seripting interface), and provide a
system-wide scripung language (and language sup-
port) that allows programmers to write programs fhal
interact with other programs.

For more discussion of interactive and programi-
ming mierfaces, see Section 4.7

A shell is an interactive inferface 1o an operating system. System calls are the programming interface
to on operaling system,

3.14 SUMMARY

The interface an operating system presents to user programs 18 called the system call
interface. A system call 1s a hardware instrucuon that transfers control to the operat-
ing system, which then performs some service for the user. The system call interface
has three main parts: the file and [ O system calls, the process management system
calls, and the interprocess communication (IPC) system calls.

An operating system provides a naming system for files, devices. message
queues. and other objects. This 1s usually a hierarchical naming system based on a
tree of directories. Each directory maps names into objects. Some of the objects
named in a directory are other directories and this forms the tree structure.

Files are passive containers of data on a disk. A file must be opened (a system
call) before it can be used. Opening a file returns an open file. The open hile can be
read and written (via svstem calls). either sequentially or randomly. The file location
keeps track of the offset at which the next read or write will take place. An open hle
i1s closed when access to it 1s no longer needed. Many operating systems name hard-
ware devices in the same way as files and allow access to devices using the same in-
terface as to files: open, read. write, close.

Operating systems keep meta-information about each file: who owns it, when 1t

as created, who can access it, how long it is, etc. There 1s a svstem call to read the
meta-information and several svstem calls to write 1t

A process is the execution of a program. All user computation in an operating
system 1s done through processes. The three basic system calls for processes are:
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create a new process. exit the current process. and wait for another process to exit.
Process creation allows the transfer of arguments to the new process. A created
process is the child process of the creator. which is the parent process. This creates a
process hierarchy where a parent has some control over its children.

Operating systems provide methods for processes in execution to communicate
with one another. This is called interprocess commumication or IPC. One basic
method of interprocess communication is the transier of messages between
processes. Messages are like letters, and they are often addressed to message queues.
which are like mail boxes. A process can send messages (o and receive messages
rom message queues,

Another method of IPC (different from message passing) 1s 1o use a pipe. A pipe
15 @ mechanism that allows IPC 1o look like reading and writing an open hle. Instead
of writing to a file, you write to another process. Each process has a standard input
and a standard output.

UNIX uses a ditferent method of process creation which separates the creation
of & new process (a fork) from the execution of a new program n an existing process
fan exec).

The system call intertace allows a running process to request operating system
services by making system calls. A shell is an interactive user interface to an operat-
ing svstem that allows a user to enter commands as character strings or through a
graphical user interface. The shell converts them to system calls 1o the operating sys-
tem. System call results and other information from the operating system are pre-
sented to the user through an interacuve interface.

3.14.1  TERMINOLOGY

After reading this chapter. you should be familiar with the following terms:
« buffering

« child process

«  Ccomponent name

« device independence

« directory

»Bexecy
. fito
« lile

» file location

« filter

»  flat name space
. fork

«  full path name

»  hierarchical file naming svstem



3.142  ReviEw QUESTIONS

Interprocess communication (1PC)

message queue
meta-information
microkernel

name lookup

open hle

open file identifier
parent process

pipe

process

process hierarchy
program

redirection

shell

standard 1nput
standard output
system call interface

two-level name space

The Operating Svstem Interface

The following questions are answered in the text of this chapter:

!-J

W e e

10,
Jiks

'|'!

-

[4.

13,

What 1s a system call interrupt handler?

Go through the flow of control during a system call.

What is a directory?

Why does a read advance the file location?

Why do files need to be opened?

What are the file modes that you can open a file in?

What does it mean when a read system call returns a ()7

How do you find out the current value of the file locaton?

What 1s the purpose of the 18eek system call? Why is it necessary”

What does it mean to name a device with the file naming system?

What does it mean for a program to be device independent?

Explain the difference between a program and a process.
Explain the interactions between the CreateProcess. Wait, und Exit

system calls.

Explain how arguments are passed to child processes.

73
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|5, In C++ argument passing there is a vaniable arge. What i1s arge used for and
why can it not be ()7

16. What process is at the root of the process hierarchy tree”

. What is message buffering? Why 1s it usetul?

I8, Explain how file identifiers are local to a process.

19, Explam how queue identifiers are global to all processes.

20. Explan the difference between the CreateProcess and the fork system calls,
21. Explam the difference between the CreateProcess and the execv system calls,
22, Explain what standard input and standard output are.

Explain how pipes allow vou to use variable-sized messaees.,
P Py h £

3.143 FurtHER READING

There are many books about UNIX. An excellent book on UNIX internals 1s Vahalia
(1996). Other books on UNIX internals are Bach (1986) and Leffler et al. (1989).
Goodheart and Cox (1992) describe System V Release 4. Deitel and Kogan (1994)
describe OS2 2.0. The Open Software Foundation (1993) has a book about OSF | |
which is based on Mach. Baron et al. (1990 is one of many places to tind informa-
tion about Mach. Custer (1993} is the main reference on Windows NT

3.15 PROBLEMS

Suppose a computer did not have a special system call instruction but 1t did have a
typical interrupt system. How could you simulate a system call instruction on such a
computer?

Should terminating a process also terminate all of its children? Give an example
where this is a good 1dea and another example where it is a bad idea.
Should the open files of a process be closed automatically when a process exits?

Why do most programs require arguments? Give an example of a program that never
requires any arguments,

Give some of the differences between opening a file and opening a device.

Why does the creat system call also open the file? What if it didnt”? Can we do it
ourselves and get the same effect?

The “Reverse” program on page 37 does not work for files of length 0. Why not”
Suppose we wanted to implement a linked data structure in a disk file rather than in mem-
ory. Explain how you would use the read, write and 1seek system calls to do this. Com-
pare this with implementing linked structures in an array using array indices as pointers.

Design a form of the open system call that subsumes the functions of the creat
system call.



10.

1.

T2

13.

14.

15.

16.

17.

18.

The Operating System Interface

Write a program using the file system calls (open. creat, read, write. Iseek, close. unlink)
that determines the length of a file without using a loop in the code

Madify the file copy program to read and write in blocks of 1024 bytes instead of just
one byte ata time. Do norassume that the file will have a Jength thatis a muluiple ot 1024,
Modify the file copy program to check for all possible errors that can occur and re-
turn an error code of 0 1f there 1s no error and a different negative value for cach type
of error that you can detect.

Modify the reverse program to reverse the file in place, that 1s. reverse the file with-
out using any other files and using a fixed amount of memory (that does not depend
on the size of the file being reversed). Hinr: You need 10 open the file for reading and
writing. Hint Exchange the bytes, in pairs, outside-in to the middle.

The form of read we defined first in this chapter specified the file descriptor, the
hutfer address, and the number of bytes to read. The file position was kept up to date
by the system and not directly specified in the read system call. The 1seek system
call was used to change the file position.

Suppose we want 1o remove the buffer address from the read system call. We
add a new system call SetIOBufferAddress with one argument that sets the bufter
address for subsequent read (and write) system calls. This must be called betore
any reads or writes (else they will return an error code ), SetlOBufferAddress
can be called more than once and the last one is the one that is used. Rewnte the file
copy program 1o use this form of read. write. and SetIOBufferAddress.

Examine the tradeoffs between this kind of 1 O mterface and the onginal inter-
face we defined. In which cases is this better and i which cases it 1s worse?
Consider the previous problem. Suppose we copy a hle with the file copy program
on page 36 and that a system call takes 300 microseconds plus 20 microseconds
per argument. Now consider the same program but changed as described by using
the SetIOBufferAddress svstem call (once outside the loop). What 1s the
shortest file where the SetIOBuffer Address version will take less time in
svstem calls?

Compute the same answer assuming that we read and write the file 1024 bytes ai
atme,

In the chapter. we discussed standard input and standard output. UNIX also defines
open file identifier 2 as standard ervor. Why would they do this? Hint: Think about
errors i pipehnes.

Suppose you wanted to write a program that could take input from one of two possi-
ble sources and count the length of the input. The two input are either:

*  Apipeorafile.

* A message queue ora hle.
Discuss which of the programs would be easier to write. Relate this to device inde-
pendence as mentioned i Section 3.5,

What are the advantages of named pipes (with names n the hle system) over pipes
with internal names?”! Are there any disadvantages?

75
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Suppose we want to eliminate all the arguments from the read system call. We de-
fine a new system call: int CreatelOState( int flleDescriptor, char =
bufferAddress, int count ). This sets all the I O parameters for a particular
1 O state, and returns a system identifier for that 1 O state. You can create as many
[ O states as you want. You can create an [ /O state once and use it on s many sys-
tem calls as you want. The restriction is that each call will have exactly the same pa-
rameters, but fortunately this 1s the usual case (see the examples n this chapter),
Each read and write system call has only one parameter: the [ O state identifier
that was returned by CreateIOState. Rewrite the file copy program using this form
of 1 'O system calls.

Examine the tradeoffs between this kind of [ O interface and the onginal nter-
face we defined. In which cases is this better and in which cases is it worse”

Make the file copy program into an executable program and run 1. Compare it
aganst the system copy (Cp) program for speed, size, and robustness.

Consider the message-sending process in Section 3.7.2. What will happen if the hle
being sent contains a byte with value 0?

Consider the message-creation process in Section 3.7.2. There 1S a potential bug in
the program related to the fact that message queue ids are 32-bit integers. Explain
the bug.

Consider the message creation process in Section 3.7.2. This program contains 4
“storage leak™ in itoa. Explain what this is.

Suppose we wanted to use message passing to replace arge/argv. Explain how
this could be done using named message queues. Hint: Use the process identifier o
create a standard name for an argument-passing message queue.

Should a message queue be destroyed automatically when the process that created it
exits? Give a reason for doing this and a reason against doing it.

Maodify the file sender and receiver processes to send as many characters at a time
as possible given the message format we defined. Hint: You will have to include a
count field.

Consider the following suggestion: Since we can send messages o running pro-
grams, we do not really need to pass arguments to processes when they are created
(in CreateProcess or exec). Instead we could just send them messages contan-
ing the arguments. Would this scheme work? Is there anything that we can do with
passing argument to created processes that we cannot do with this scheme? How s
one better than the other?

Suppose we wanted to change the message system so that you sent messages directly
to another process rather than to a message queue. The message queue concept will
not be visible to the programmer. Redesign the message queue system calls in Sec-
tion 3.7.1 for this message system and describe your calls as we described our calls
in that section. Then redo the message-passing example in Section 3.7.2 to use vour
new message-passing system calls.
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Suppose we wanted to add a command separator in our simple shell in Section 3.13.
When it reads a semicolon (;) it will end the command and execute 1t before exe-
cuting the rest of the command line. Modify the shell to do this.

Maodify the shell in Section 3.13 10 allow a “&" at the end of a command. 1f a com-
mand ends with a & 1t will not wait for the command to fiinish but will return 1m-
mediately with another prompt.

About 10 lines from the end of the shell code 15 a line exit(1 7. It looks like this hine
exits the shell if you type in a command that it cannot find in the current directory or
in the /bin directory, Why is this not so?

Modify the shell in Section 3.13 to handle pipes. Assume the scanner will return
atoken of type PIPE. Assume: A system call pipe(fids) that takes an array of two
integers as an argument. When it returns, it will have set up a pipe where fids[1]
1s an open file identifier of the writing end of the pipe and fids[O] is an open file
identifier of the reading end of the pipe. Hint: Handle each part of the pipeline m
a separate iteration of the main loop. Use variables to remember the pipes that are
outstanding.

Does it make sense to run a shell in another shell”



This material may be protected by Copyright law (Title 17 U.S. Code)

Glossary

A

absolute path name—An absolute path name 15 a path name
that starts at the root directory. In UNIX. this means & path name
that start with /™

access control list—An access control list is a list of access con-
trol items associated with a object (o be protected. Each access
control 1tem specifies a user or a group of users and a set of oper-
ations that user or group of users can perform on the object pro-
tected by the access control list.

accounting—Accounting 15 keeping a record of the resource use
by users and processes. Accounting is done by a resource manager.

address space—An address space 15 a set of addresses each re-
ferring fo a byte in physical memory or in another address space.
The addresses in an address space are usually contiguous and
usually start with 0,

adjoin—To adjoin two name spaces is to combine them into a
single name space. A name is looked up in the adjoined name
space by looking it up in the first name space and, if it 15 not
tound, looking it up in the second name space.

aging—Aging is 4 technigue to avoid starvanon in a scheduling
system. It works by adding an aging factor 1o the priority of each
request. The aging factor must increase the request's prionty as
time passes and must ensure that a request will eventually be the
highest priority request (after it has waited long enough).

allocation—Allocation 15 the assignment of & resource (o & process
which made a request. Allocation is done by a resource minager,

architecture—The architecture of a system 1s the general strue-
ture of the system, The architecture describes the main compo-
nents of the system, what the general function of each component
is, and the relationship between the components.

asm block—An asm block is a block of assembly language code
that is recognized by a C++ compiler and placed directly in the
output assembly code at the point it occurs in the source code.

asynchronous—An asynchronous system call 1s a system call
that returns immediately and does not wait for the activaty initi-
ated by the system call 10 complete. For example, an asynchro-
nous system call to read a disk block will retumn afier the block
read 1s requested but before the block is acrually read.

atomic action—An atomic sction 15 an action by a process that
completes without interruption by any other process.

audit log—An audit log 15 & record of all secunty-related events
that occur in an operating systems. A secunty-related evenuis any
evenl that accesses a system resource, The record of each event
will include the operation reguested, the object the operation is re-
guested an, the user and process requesting the operation and the
ume of the request.

auditing—Auditng s the acuvity of keeping an audit log of all
FEQUESLS 10 BCCESS SYSEm [esources,

authentication—Authentication 1s the activity of making sure
that a user 1s really who he or she savs he or sheis, This usually
involves giving a password

B

bank switching—Bank switching 1s a hardware techmgue where
twao physical memories oocupy the same addresses but at different
times. It is a technique for allowing the use of more physical
memary in i limited address space.

hase register—A hase register contains a base address that is
added to euch memory address generated by a process running n
user mode. A base register 15 a hardware register that can only be
written in system mode, Base registers are used for address map-
ping and memory protection. Also see bound register.

batch operating system—A batch operating system s an operat-
ing system that runs user jobs in "batches . Batch operating 5ys-
tems allow the use of faster 11O devices like tapes mstead of card
readers.

batching—Batching 1s 4 technigue 1o avoid starvation in resource
scheduling. A set of requests 15 collected into a batch and all the
requests in the batch are serviced before any new requests are
considered.

best fit—Best fit is o memory allocation algorithm where a re-
quest for 4 block of memory is always filled with the free block
that 1s as small as possible and sull satisfies the request.

binary semaphore—A binary semaphore is a semaphore where
the count can only be zero or one.

G-1
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binding time—The binding time of an attribute (of an object) s
the time that the value of that aunbute is determined. For exam-
ple. the binding time of the address of a local vanable is when
the procedure it 1s declared in is called.

block device—A block device 1s an 1/0 device that works basi-
cally like u disk, that 1s, that reads and writes data in fixed size
blocks. that has an address tor each block, and that allows hlocks
10 be read in any order, by address. The other type of device 1s
the charucter device

block list—A block hist 15 a list of allocated and free blogks in a
dynamic memory system, It is searched to sansfy a memory re-
guest and it 1s modified when a block is allocated or freed.

blocked—A process 1s blocked if it Cannot continue executing
until some event has occurred. Typical events that a process
might be hlocked waiting for are: the completion of an 1/0 opera-
tion, the arnval of a messuge 0 a message queve. the freeing of a
block of memory. elc

blocking send—A blocking send is a send that might block if o
buffer 15 not available, the network is not available, the receiver
ts not ready to receive the message. or the receiver has not yet
replied 1o the message.

booting—Booting is the process of loading the operating system
nto the computer memory and iminalizing the operatng system.,

bound register—A bound register is a hardware control register
that can only be written in system mode. A bound register con-
tains @ limit that is compared with each memory address gener-
ated by a process runming in user mode. 1f the address is at or
above the limit then 1t is deemed to be an illegal address and the
mstruction that generated the address causes an interrupt. This 15
a method of memory protection. Also see hase register.

buddy system—The buddy svstem is a method of memory man-
agement where all blocks come in pairs and bigger blocks are
created by merging a block with its pared (or “buddy™) block.
All blocks can also be divided up into two pared blocks, The
most common form of the buddy system i1s the binary buddy sys-
tem where all bBlocks have a size that 15 a power of two and
paired blocks are created by dividing a block into two equally
sized pieces,

buffering—Butfering is the process of using memory to store
output 0f a producer process uniil a consumer process is ready o
read it This allows the producer and consumer to operate at dif-
ferent rates.

bursty—A producer 18 bursty if it tend 1o produce data at an un-
even rate, that 1s, it might produce a lot of data in'a short ime
and then no data for a while after that.

busy waiting—A process or processor 15 busy wating if 115
wailing for an event to occur by inquiring, over and over again, if
the event has occurred. For example, a processor can busy wail
for a memory cell to become non-zero by reading it again and
apgain and checking if it is still zero.

C

cache coherence pmhh‘m—ll a cache 15 recording some plrts
of a memory and it s possible Tor the memory 1o be changed
without the cache being changed then steps must be tiken o en-
sure thit the cache 15 Kept up todate with the actual contents of
memory, Thisis called the cache coherence problem. This prob-
lem occurs when two processors share memaory and each proces-
sof can modity the memaory independently of the ather processor,
A popular solution (o the cache coherence probleng is the
“snoopy’ cache which witches all s transactions 1o seeaf dany
of The memory cellsar is cachimg are wrltien o

cache hit—A cache lt occurs when an e s found i the cache

cache hit rate—The cache hit rute s the probability that a e
quest will be found inthe cache

cache miss—A Cache miss ocours when an e s ped found i
the cache

caching—Caching 1s an optimization technue that s wsed
whenever a process has 1o compule the value of i funchon over
and over agaim and 10 1s faster o remember previods vilues thi
to compute them over again, The caching technigue remembers
one or more previous values of the function and does not recon
pute them if they are requested again: The most common esam-
ple of cachang 153 cache memory which consists ol st memory
that remembérs the valdes of some locations (0 d larger, slower
memory. If the same location s requested u second time then it 1s
fetched from the faster cache memaory. This makes the eftective
access nme of the memory smaller

capability—A capuability 1= the right to perform a specific apers-
tion on an ohject

capability list—A capability hst s a set of capabihities thit s as-
sociated with a process or user, As such it represents the things
that the process is-allowed to do. A ..'up.'ii'-:hti.- list dehnesa pro-
tection domuan,

CD—A CD s a compact disk. 1t 1s used to store digital dati: A
CD s accessed i the same manner as a magnene disk, thatis, o
has addressable sectors that ane addressed by sector nigmber or by
i evlimder, reack and sector numbe

channel—A chinnel 15 an /O processor that can tramster data 1o
and from memory and can exequte an O program

character device—A character device s 4 computer device that
reads or writes o continuous stredm of data. It has nd nxed block
size and that data do not have addresses. The other vpe of de-
vices t5 the block device

character generator memory—A churucter peneratol memory
15 the memory in & terminal that determimes the bl patterns that
will be drawn for each ASCH character,

checkerboarding—Checkerboarding i another name for frag-
mentation, that 1s, i situalion in dymamic memory manggement
where many of the free blocks are oo small to be allocated



child process—A child process is a process that was created by, and
15 tnder the control of, another process (called the paremt process).

cipher text—Cipher text s encoded text

client process—A client process 15 a process thal requests ser-

vice from a server PToCCss

client-seryer model—The chent-server mopdel 1s an architeciure
for operating systems or any systems of processes. In the chent-
seever model, all system services are provided by a set of server
processes, each of which provides a coherent set of operations.
Clignt processes make requests for seryice o the server

PrGCEsses

clock algorithm-—A clock algonithm 5 one of 4 family of page
replacement wlgonthms. A clock algonthm keeps a hist of page
trames and finds a page 1o replace by eveling through this list of
page frames looking for a page frame that satisties certamn crite-
riat. One possible eriteria is that the referenced bit of the pageis
olf indicuting thar the page has not been referenced recently.

clustering—Clustering 1s the grouping of @ set of contiguous
pages for some purpose. It is most often used for paging in where
the entire cluster is paged in it any-one of the pages gels u page
L, This causes new processes to load their working set with
fewer page faulis, The term clustening is also used for the: tech-
nique of always moving a setof pages or disk blocks i and out
ol memory as @ unit, This type of clustering 1s:a way of increas-
g the effective page size or disk block swe.

color map—A color map 1s a hardware device that maps from
eighn bt pixel values 1o 24 (or 32) bit color values. Color maps
are used 1o reduce the size of the display memory needed in a
frame buffer.

compaction—Compaction 1s o technigue used in dynamic mem-
ory allocanon for creating a large free block, In compaction all
the: allocated blocks are moved together and all the free blocks
are collected into one large free block. Alse see disk compaction.

component name— A component name 15 the name of an object
ina directory, A path name or a compound name consists of 4 se-
quence of component names.

compound namé—A compound name is a name that contains
several parts, Each part s called o component name and is
looked up in o directory or niume space

compressed file— A compressed fle i o file that has been
provessed by o compression algorithm that reduces the amount of
iedundancy im the file and so reduces its size: Compressed files
tke upless spuce on 4 Jisk and are BIsier i send over communi-
cution lines.

condition variable—A conditton vanable is a vanable used m i
monitor 1 represent & condition or event. The wo operations on
deondinon vanable are wait and signal. A process that whits on a
condition vanable will be blocked until the next signal on that
condition vartble,
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confinement problem—When a program runs and handles pri-
vale data, the user might want to ensure that the program does
not reveal the data to any other user. Making sure that a program
does not do this s called the confinement problem,

connectionless—A connectionless protocal is one in which each
message 15 independent of all other messages. A connectless pro-
tocol does nol require @ setup or open operation.

cunsistency checking—A file system contains redundant data
that must be consistent. For example, no block can be both free
and part of a file. Consistency checking 1s the process of going
through a file system an making sure that the redundant data 15
consistent, Consistency checking is done after a system has
crashed and there 15 a possibility that the file system data are in-
consistent.

context—A context of a process is the mformation needed to
start the process running on the processor. In other words, a
process context is the set of values of all processor registers that
affect the execution of the process,

context switch—A contexl switch is the activity of saving the
context of a runming process and restoring the context of another
process

contiguous—A set of memory addresses is contiguous if the ad-
dresses are in sequence with no missing addresses.

contiguous file—A contiguous file 15 @ file that 15 stored in con-
tiguous disk blocks, that 1s, disk blocks with contiguous ad-
dresses. Contiguous files can be read faster than files organized
in other ways.

control register—A control register 15 a hardware register in a
processor that controls the execution of the processor. The
processor status word 15 an example of a control register. Control
registers can only be written in system mode.

COPY-0n-Write—A copy-on-write page in a virtual memory sys-
tem 15 mapped into two (or more) virtual address spaces as a
read-only page. If the page 15 written into in any of the virtual ad-
dress spaces then a private copy of the page 18 made for that ad-
dress space and marked read-write. Copy-on-write 15 4 technique
for doing lazy copies where the copy 1s not done until the last
possible moment,

counting semaphore—A counting semaphore is the same thing
as @ semaphore,

covert channel—A convert channel 1s a means of transmitting
information that 1s not intended for information transfer. An éx-
ample 1s transmitting & bit of information by making a tape drive
MOvE or not,

CPU—A CPU 15 & central processing unit or processor. It is the
part of a computer that can execute instructions.

critical section—A critical section is a section of code in a pro-
gram that accesses a set of shared vanables. 1t 1s necessary to
maintain mutual exclusion of the critical section for a set of
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sharcd varinbles. that 1s. no two processes can be executing in
thewr critical sechon 4t the same time

current directory—The current directory (also called the work-
ing directory | is the starting point of relative path names. Ustally
a user 15 working with the files in the current directory

curses—~Curses 15 o library of functions that can control 2 wide
range of termunal types by accessing a terminal control database.

cursor position—The cursor position in & terminal or text win-
diow 15 the plice where 1exi s inserted,

D

daemon—A dacmon 15 an operafing system process that wakes
up penodically and performs some operation. For example. a
paging ducmon will woke up every do often and make sure there
are dn sddeyuate number of tree page frames,

DAT—A DAT 15 u digital apdio tape. 1Uis a means of storng dig-
ital duta and 15 used in computer systems for disk backups

dutabase access and update—Database access and update is a
putiern of interprocess commumication where there is a database
and readers and wniters of the database. Readers can share the

ditabase but writers must have exclusive access to the database.

deadling scheduling—Deadline scheduling is a form of schedul-
ing where each process has a deadline by which it must be com-
pleted. The scheduler tries 1o ensure that all processes complete
by their deadline.

deadlock—Deadlock 15 a situation where a group of processes
are all blocked and none of them can become unblocked until
one of the others becomes unblocked: The simplest deadlock 1s
twi processes each of which is waiting for a message from the
other.

deadlock prevention—Deadlock prevention is a technigue for
avoiding deadlock problems. A deadlock prevention technigue
makes rules so that deadlock 15 nmpossible. One technigue for
deadlock prevention is to require that all processes ask for all
their resources in a single request, that is, a process 15 not al-
lowed 1o request a resource while it is still holding another re-
s0urve.

decryption kev—A decryption Kev 15 a binary number that is the
nput for 4 decryption algonithm to decode a cipher-text message
tou plain-text message,

defined external symbol—A defined external symbol s a sym-
hol that is defined 1n a module and it declared external so that
uther modules can refer oL

demand paging—Demand paging 15 the paging policy that a
page 15 not read into memory until it 15 requested, that is, until
there 1s a page fault on the page.

dense—A set of integers 1s dense 1f they are consecutive.

design problem-—A design problem consists of a set of reguire-
ments (things to be accomplished) and a set of constraints {limi-
tations on the possible solutions), The design problem is to find a
solution that meets the requirements and satisfies the constraints,

design process— The design process is the set of steps to be
taken in designing an artifact, The design process generally in-
valves the stages of: stating the problem clearly, giving a descrip-
tion of the external appearance and behavior of the artifact,
describing the internal structure of the solution. and implement-
ing the arnfact.

design space—The design space 1s the set of all possible solu-
tions to a problem. Most of them will not meet all the reguire-
ments and constraints of the design problem.

device controller—A device controller 15 o hardware device that
connects o the system bus of a computer and also connects o a
device. Il manages the communication between the device and
the processor and memory of the computer system,

device driver—A device driver is a software component that
communicates with a device controller and device. Device dri-
vers present a uniform device interface 1o the operating system,
Often there 15 a device driver for each device controller but 1t 15
possible for a device driver 1o commumicate with several device
controllers and several devices.

device independence—An operating system provides device in-
dependence if a program can read and write data from a range of
devices and files with no changes to the program.

device switch—A device switch is @ table 1n an operating system
that converts device numbers into the addresses of entry points
into the device drniver for that device.

device virtualization—A virtualization of a device 15 a data
structure and set of procedures (which use the data structure)
that simulate the device being virtualized. The virtual device
has a set of operations with the same overall functionality as
the real device. Usually the virtual device 1s easier to use thin
the real device,

digital signature—A digital signature 15 a techmgue that “signs”
a message so thar a receiver can be certain who sent the message.
It 15 the digital equivalent of a written signature on a document,

directory—A directory 15 a data structure i a file system that
maps names into objects. The objects mapped are either files or
other directones,

dirty bit—The dirty bit 1s a bit in the page table entry that indi-
cates whether the page has been wntten 1o since the last time the
dirty bit was cleared. Also see modified it

disk address—A disk address is the address of a disk block. It 1s
either a sector number or a triple consisting of the cylinder, track
and sector number of the disk block.



disk hlock—A disk block is the smallest unit which a disk can
read or write. Each disk block has a disk address. Disk blocks are
typically 512 bytes to 4 K bytes,

disk block pointer—a disk block pointer i1s an integer that con-
tains o disk sector number, Tt acts as an address on the disk since
it uniguely specities a disk block.

disk cache—A disk cache 15 an area in memory that contains
coptex of the dick blocks thar have been recently read or written,
Disk caches save disk 1/0 because disk blocks that are in the
ciiche do not need to be read from the disk.

disk compaction—Disk compaction 1s the process of moving
the blocks on the disk around so that the blocks of a single file
are conttguous and i order on the disk. After disk compaction 1t
is faster to read files because there are no seek or latency delays.

disk driver subsystem—The disk driver subavstem is the pant of
the simple operanng sysiem that handles the system calls 1o read
and write disk blocks

disk extent—A disk extent is a sequence of contiguous disk
blocks that belong to the saume file, Some file systems store files
in extents rather than in single disk blocks. This makes the hles
more contiguous and faster 1o read and write.,

dispatch—To dispatch a process means to select it (o be the next
process 1o execute and the restore s execution context which
starts 1brnming.

dispatcher—The dispatcher is the part of in operating system
that is called when the operating system has finished its work and
it ready to run @ process. The dispatcher picks a process to run
and starts it runming by restoring ils execution context.

distributed operating system—A distributed operating system
Is an operating system that runs on @ network of computers but
gives the users the illusion that they are running on a single large
systemn with one operating system The users of a distributed sys-
tem do not need 1o know where on the network their files or
Processes are

DMA —DMA stands for direct memory access. A device con-
troller 15 a DMA controller if it can read and write the memory
over the system bus without the processor.

double buffering—Double buffering is a techmque for speeding
up the processing of a disk file by reading one buffer while pro-
cessing another buffer (or wnling one buffer while filling another
butter),

double index block—A double index block 15 a block that con-
sists of the a series of disk block addresses of single index
blocks. A single index block 1s.a disk block that contains a series
of nddresses of disk bBlocks that contain file data,

dynamic data—The dynamic data area is the part of the memory
of & runming process that 15 used 1o satisfy requests by the dy-
niamic memory allocator (the malloc or new allocator).
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dynamic programming—Dynamic programming is a techmigue
sirmilar to caching where a problem s solved by building up a
table of solutions to subprograms and use the fable entries o
solve larger and larger version of the problem.

dynamic relocation—Dynamic relocation 15 the refocation of
memory addresses while the program is runming.

E

eager evaluation—Eager evaluation is the computation of a
function as soon as the arguments to the function are available, It
is the opposite of lary evaluation,

efficiency—Efficiency 15 a goal of a resource manager. An effi-
cient use of resources 1s one where the least amount of the re-
source v used to accomplish the stated goal, Operating systems
worry about efficient use of processor ime and memory space

elevator algorithm—The elevator algorithm 15 a disk scheduling
algonithm where the disk head moves like un elevator in the
building The disk head moves i one direcnion (say tawards in
center of e disk) as tone as iere are requests it direction.
If there dre no requests in a direction then it starts moving m the
other dirzction

emulator—An emulator 15 o program that implements (in soft-
ware ) the instruction set of & processor,

encryption Key—An encryprion key is a number that 15 the input
to an encrypion algonthm and is used to encode a plaim-text
miessage nto a cipher-lext message

event model—The event model 15 used in graphic user interfaces
(GUIS), In the event model, all events of inferest o a process are
combined into a single stream of events. Each event contans the
type of the event. the time of the event und the parameters of the
event. The main control loop of a process using the event model
154 single loop which gets and then acts on events, Typical
evenis ure: keysirokes, mouse movement, mouse button clicks,
Pt On a pipe, etc.

execv—The UNDC svstem call 1o run o new program n an ¢xist-
INE Process.

external fragmentation—External fragmentation happens when
a dynamic memory allocation algonthm allocates some memory
and a small piece is left over that cannot be effectively used. If
too much external fragmentation ocours, the imount of usable
memory 15 drastcally reduced

external name—An extenal name 15 0 name mtended for use by
users of the operating system, External names are usually chosen
by the user and are usually character sirings.

external security—Extemal secunity refers to secunty tech-
nigues nat related the the operating system. This includes things
like locks on the doors to the computer room,
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external symbol—An external symbol i an object module 1sa
symbol that 1s defined in this module and used m another module
or defined in another module and vsed in this module.

F

fairness—a scheduling algorsthm i faar of 1t treats all processes
ol the same prionty equally

FCFS—FCFS stand for hrst-come, first-served. It is another
name tor FIFO (first-in, first-out). In FCFS the job that has been
waiting the [ongest 1s served next

fifo—Fifo stand for first=in. first-out Ina fifo queoe, the item
that has heen mn the queue the fongest s removed next. The
term fito is also used tor a pipe that 15 named i the file nam.
Ing system

FIFQ page replacement—The FIFO page replacement algo-
rithm removes the page that has been in memory the longest.

file—A file s a collection of related informaton that is stored on
A disk and that has a unigue name.

file alias—A file alias 15 another name for a file. A file may have
several aliases. File aliases allow a file 1o reside in more than one
directory in the file system. Thus allows it to be classified in sev-
eral ways, In UNIX a file alias 1s called a symbolic link.

file allocation table (FAT)—A file allocaton table 15 an inverted
disk hlock index,

file descriptor—A file descriptor is a data structure mamtained
by the operating system that contains al) the meta-data the oper-
ating system needs to record abour the file, File descriptors con-
tain things like: the last ume the file was read, the last time the
file was written, the length of the file. the location of the file daa
on disk, the protection status of the file, etc. Another pame for a
file descriptor is 4 file control block.

file extension—A file extension is the part of the file name after
a perniod and 1t indicates the type or use of the file.

file location—The file location is the offset into the file where
the next read or wnite operation will start.

file mapping—File mapping 1s a techmgue where a disk file 15
mapped into the vinual address space of a process. File mapping
can tike the place of disk 1/0.

file system—A file system is a data structure on a disk or disk
partition. It contains files and directories. A file system is the
largest unit of organization on a disk,

file system descriptor—A file system descriptor is a data struc-
ture on disk where the operating system kKeeps all the information
1t needs to record about the file system. Typical information kept
in a file system descriptor 1s: the length of the file system, the lo-

cation of the roal directory, the location of the file descniplors,
the begmning of the chain of free blocks, etc

file system layout—The fle system layout is the way space 1s al-
located in a file system. For example, the layout of the onginal
UNIX file system contamned: the boot hlock, the superblock (the
file svstem descriptor), anarea for inodes (tile desenprors), and
an area for data and mdex blocks.

filter—A filter 1s & program that reads a stream of ASCI charae-
ters, processes it m some way, and writes oul a stream of ASCII
characters

first fit—First fit is & memory allocation algonthm where b re-
quest for a hlock of memory 15 always filled with the fisst free
block in the block list that satishes the request

first-come, first-served scheduling—First-come, Nirst-served
scheduling always chooses the job thar has been waiting the
longest.

first-in, first-out—In a first-in, first-out queue. the iem that has
been i the gqueue the longest 1s removed next,

Hat file—A flat file 1s 2 file that is simply a sequence of bytes
with nolarger structure. Ancexample of a Ale that is nota flat file
ts @ file with a record structure

fat name space—A fla name space 1 a single har of names
with no internal structure in the names. Each name inoa flat name
space must be unigue.

fork—A fork is the UNIX method for creating a new process
The tork svstem call will create an identical copy of the forking
process.

fragment—A fragment is a block of memory in a dynanmic mem-
ory allocation system that 1s too small 1o sausty any request

fragmentation—Fragmentation occurs in @ dynamic memory al-
location system when many of the free blocks are oo small 1o
satisfy any request.

frame buffer—A frame buffer is a memory module thit stores
the image that is on a graphics display. The image on the display
15 refreshed from the frame bulfer, The image 15 changed by
changing the frame buffer. A frume buffer hus from 1 1w 32 bits
per pixel on the graphics display.

framework—A framework is.a shell ot an application program
that contains the major modules but does not contun any actual
functionality.

free block—A free block is @ piece of memory in i dynamic
memory allocation system that 15 not currently 10 use and so s
avinlable for allocaton,

full backup— A full hackup of a file svstem is a copy (usually on
tape) of every file in a file system.

full path name—A full path name 15 an absolute path name.
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general purpose register—A general purpose register in a com-
pruter system is a register that can be used by the programmer for
any purpose requared. This s in contrast with o control register
which can omly be written s systerm mode and is used foron spe-
Cilic purpose

global replacement—A globial page replacement algorithm 1s an
algurithmithint looks at all the page frames in/the system 1o de-
crcle which one 1w replace, This s i conteast with a local page re-
placement algonihm which will only replace pages that belong o
the process the just had apage Fault.,

graphics context—A praphics context s a collection of informa.
tion which gives the current default arguments 1o graphics opens:
hons, A graphics context contans things Hike: the background

color, the foreground color. the fill color, the hine width, the copy

mode, el

guard page—A guard page 1s o page that 1s placed at ¢ither end
of w it structure invirtual memory (for example, a stack, an
arrasy or i tubled. The guard page cannon be read or wrtten and so
i progess tres o write beyond the limits.of the dota stiucture (1
will get o protection fault when it tres to access the guard pige
This can be usetul i derecting anny substnpts out of hound,
stack overflow. table overflow. ete.

H
half context switch—A half context switch 15 either the saving
orthe restoring of the registers of 4 process.

handle —A iandle 15 a.pomter to a pomter pwhich then points 1o
the obgect) [t o form of ndirection and makes il casy o move
obyects that there are many poiniers o

bard link—aA hard link 15 0 form of Bile alias used m UNEX that
takes udvantage of the tact the directory entnies contan only
e (file descripror) numbers and nol the inodes themselves, So
twa directony entnes can refer (o the same inide. Each such entry
15 hard hink. Alsa see hile alins:

hardware interface—The hardware imtertace 1s the collection
ol hardware tlems that are visible to the machine Einguage
Progratimes

hardware resource —Hardwinie resources are: processor ime,
mermory. device tme and disk space; The operating system man-
dges the lurdware resources of the system

header section The beader saction i the purt of an objeot
module or g lowd module that comes at the beginming of the
modules and desenbes the module and the layout of the rest

ol the module,

heap—A heap is o source of maniged memory that 1s dynami-
cilly allocated.
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hierarchical file naming system—A herarchical file naming
system 15 system for naming files usmyg a tree of files and direc-
tories. Each intenior node in the rree is a directory and s children
are the tems in the directory. Hierarchical file maming system use
path names o name files,

highest response ratio next scheduling—Highest response ritio
next scheduling is a scheduling algornhm that always chooses
the pob with the lghest response rtu. The response ralio of o
job ts the rati of the waiting ime plus the execution time di-
vided hy the warting time- Highest response ratio next scheduling
s really shortest job first with aging.

himt—A hint 15 the ansswer to a question that s likely 1o be cor-
rect bt 15 pot guaranteed 1o be correct.

hook—A hook 15 a mechamism that allows o wser 10 gel control
when a speciic evenl oucurs.

horizontal retrace— The honzontal retrace m the ime penod
where the electron beam ima cithode ray tube s moving from
the ¢nd of one scan lme o the beginmmg of the next scan ling.

I

170 address space—The /0 address space 1s:on sddress space
used 1o address /0 devices: 11 is separate from the memory -ad-
dress space and used by special 1/0) instructions (in computers
that have LG nstructions),

/0 device—An 1/O tinput/output) device is an electro-mechamcal
device that converts digital data from internal, digitil fomm to some
extemnal representation (magnetic vanahons, hght, sound, inks
marks on paper, eic, )

1O processor—An /0 processor is @ processor that can transter
data Lo and from memory and can execute an /0 program.

1Oy system—The /0 system s the part of an operating system
that handles 1/0 operations and devices. The [/ system consists
poncipally of device drivers plus some device-independent code
that manages 1O requests and device daver invocation.

implementation—The implementation of an interface isthe
code that pertorms each function and that contans entry points
lorall the functions of the mrerface.

incremental backup—An incremental backup of 4 hle system i
a copy of all the files n the file system thar have chunged since
the last backop was mude.

index block—An index block is a disk block that contains the
ididresses of otherdisk blocks. [vis used by file systems 1o record
the location of the disk blocks contaming fle data.

indirection—Indirection 1s the term for the process of getnng
from one place o another by going throughan intermediate
agent. A ponter toa pomter is the simplest example.
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initial process—The inimal process is the first process started by
an operating system. [t 1s the only process that 1s not created by a
create process svstem call made by & running process.

initialized data section—The initialized data section is the part
of an object module or load module that contains the data that
1s explicitly given an imitial value by the assembly language

source code

inode—An mode 15 a file descriptor in UNIX

input device—An input device 15 an /O device that takes input
from an external source and converts it to digital form for inter-
fal use in a computer system.

inter-process communication—Inter-process communication

UPC) reters to uny method by which one process can communi -
cate with another. Examples are: messages, pipes, pons, shared
memory and RPCs

interface— An mterface 15 a contract between two software enti-
ties. One entity writes code using the functions specified by the
interface and the other entity writes code that implements the
functions in the interface.

interleaved file—An interleaved Rle 15 a file that 15 stored in
cvery other disk block or every third disk block or in some regu-
lar pattern like those. If the location of the first block of an inter-
leaved file 15 known then the location of all the other blocks in
the file can be computed from it

internal fragmentation—Internal fragmentation is the space
wasted mside of allocated memory blocks because of restrictions
on the allowed sizes of allocated blocks {that 1s, on the granular-
ity of allocanon).

internal name—An internal name 1s a name used mainly inside
an operating system. Internal names are usually integers and are
usually chosen by the operating system (not the user).

internal security—Internal secunty 15 the security involving the
operating system. This is opposed to external secunty which
does not involve the operating system.

interrupt—An interrupt 1s a hardware action tuken in response
to an event. The action the hardware takes is to interrupt the exe-
cution of the currently running program and jump to an interrup!
handler. Interrupts are caused by device controllers (when they
complete a 1O transfer), imers (when they count down ta (),

8y stermn call Insrucons, msiruction errors, ele.

interrupt vector area— The interrupt vector area is the arca in
memory where the hardware looks for interrupt vectors. An inter-
rupt vector tells the hardware what routine to jump to when an
mnlerruplt occurs.

inverted disk block index—An inveried disk block index 1s
an array of disk block addresses as long as the number of disk
blocks on the disk. The value of the array entry for a disk
hlock is the next disk block 1n the file. This means one can

chain through the file allocauon table 1o find all the disk
blocks in a file.

inverted page table—An inverted page table 15 a page table
which 1s indexed by page frame number rather than by page

number, Inverted page tubles are better for very large address
spaces where ordinary page tables would be too long.

IPC—IPC stand for inter-process communication. Some com-
mon forms of 1PC are: messages, ports, pipes and RPCs,

]

Just-in-time—A just-in-time strategy s a lazy strategy where an
operation 15 not performed or a resource is not allocated until the
time that it 15 acteally needed

K

kernel—The kernel is the essential part of the an operating sys-
tem that performs the basic functions that every operating system
must do: process dispatching, basic memory management, and
protection.

kernel thread—A kernel thread 15 a thread that runs in
kernel mode.

kernel-mode process—A kemnel-mode process is a process that
15 Tunning in system mode, A user-mode process changes to a
kemel-mode process when it makes a system call for gets an ex-
IQITIBI il‘l'lfl'l'l.lp!} and starts E‘Atcul]l’lg i D‘]}ﬂt.’]!ll’lg .‘G_\'blﬂ!!'l code.

keved file—A keved file is g file of records which contaim o des-
ignated field called a key. Records in the file can be accessed by
giving the vilue of the Key rather than the record number.

L

lanpguage interface—A language imterface 1s an imerfiace in the
form of a language, that is, an interface in which one can write &
program. The alternative is an interface that consists of a collec-
tion of procedures that one can call from a separale programming
language. A separate programming language 1s not reguired 1o
use a language interface

late binding—When an atinbute of an object 1s assigned a value
we call that binding the auribute. If the binding 15 done very
close to the last possible tme 1t could be done then we call this 4
late binding. For example, demand paging 1s an example of late
binding because we do not assign physical storage to a page until
the page 1s first used. that 1s, at the latest possible moment.

latency time—The latency tme of a disk transfer 15 the time
taken up waiting for the disk platter to spin around so that the re-
quired data 1s under the read/write heads of the disk dnive,



Law of Diminishing Returns—The law of diminishing retumns
says thut the more you invest in something the lower the retum
o anvestment will be. For example, as you begin trying 1o debug
a program you will find lots of bugs without much effort but as
tme goes on and your time investment i debugging goes up, the
number of bugs you will find will ga down. The reason is that
there are fewer bugs 1o find and they are the harder ones 1o find
because the easier one have already all been found.

lazy copy—A lazy copy is one that is done just by copying the
puge tables and setting the pages to copy-on-write status. Pages are
copied as the they modified, that is, at the last possible moment.

lazy creation—Lazy creation is a technigue where the Creation
al an oect s delayved unnil the object s actually needed. For ex-
ample, a'graphical program will not create a window until a user
achion reguires that the window be displayed

lazy evaluation—Lazy evaluation 1s a way of implementing ar-
gument passing i i programming language. Arguments are not
evaluated when they are passed but the first time they are used,

library—A libracy 15 a collection of object modules that can be
mncluded, as needed. i a program by a linker

lightweight process—A lightweight process is a thread thatis
miplemented by the operating system

linker—A linker 15 a software tool that combines object modules
and librares it an executable load module. The principle activ-
ies of a linker are relocation and linking.

linking—Linking is the process of combining two or more object
modules and fixing up the places where one modules calls a pro-
cedure in another module or accesses data in another module.

little language—A Jittle language 15 4 special purpose language
that prinvides access 10 g serof functions, For example. the output
tormutting language of pring format sinngsisa hitle language.

Little’s Law—Little’s Law 1§ a formula that 1s true in all sys-
tem where objects enter the system; remain in the system for a
while and then leave the system. Little’s Law says that N = AT
where Nos the average number of objects i the system, A 18
the arnival rate and T 15 the average time an objects spends in
the system

load control—A virtwal memory system must not allow oo
many processes 10 be running and competing for page trames or
else the system will thrash, So a virtual memory system mus!
hove w load control policy that mikes sure that some processes
are swapped out if oo many are competing for memory.

load module—A load module is a file that contains a program
that 15 ready 1o run and that can be loaded by the run-time loader
of the operating system.

load time dynamic linking—Some linkers delay the hinking of
library modules until the progrim 1s being loaded for execution.
This 15 called load tme dvnamic linking.
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local replacement—A local page replacement algorithm is one
that always replaces a page from the process that caused the page
fault. The opposite of this is global replacement.

locality—Locality 1s the tendency of accesses to memory 1o be for
the same memory locations (tlemporal locality) or nearby memory
locations (spatial locality) that have been accessed recently,

log structured file system-—A log structured file system is a file
system that records all file system changes in a change log. The
entire file system 15 the chinge log. This means that all writing i%
done in sequential locations i the log,

logical address—A logical address 15 un address that must be
translated by memory management hardware mto a physical ad-
dress before it can be presented to the hardware

logical address space—The logical address space of & process s
the set of addresses that 1t uses internally. These adidresses are
translated 10 physical addresses by the memory management
hardware,

logical block—A logical block is a block of information in a file.
The logical block is the mformation not the storuge medium
where the information 15 kepi

logical block number—The logical block number of a hlock is
the block number in the hle.

logical disk—A logical disk 15 a soltware object that acts like 4
disk, that is, it 1 a sequence of disk blocks. A logical disk might
actually be only part of a physical disk or it maght actually span
several physical disks.

logical parallelism—Logical parallelism i un operating system
comes from time sharing, The processor is rapidly switched be-
tween processes and it gives the appearance of the processes ac-
tually running m parallel bul logical parallelism does not involve
any true. physical parallelism,

logical resource—A logical resource 15 a software object that
ucts like a physical resource.

LRU page replacement—The LRU page replacement algo-
rithm always replaces the page that his not been used for the
longest tme.

M

machine code section—The machine code section of an object
module or a load module 15 where the executable machme code
15 stored

magic cookie—A magic cookie is a number that appears arbi-
trary (0 the process that holds it but hiss & meaning to the server
process that it was obtained from and is sent back to with opera-
tions. An example would be an index into a (able in the logical
address space of the server process. This index has no meaning in
another process but has meaning in the server process.
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masked—Inierrupts can be masked by the hardware so they will
not be taken even if they are requested.

master page number—The master page number 1s the pan of a
virtual sddress that gives the oftset into the master page 1able for
the process, This 1s used in twe-level (or more) paging systems.

mechanism—A mechamsm s a meéans of accomplishing a task
that does not dictate how (o accomplish the tusk. For example,
an access control hist mechamism allows you to protect vour files
but 1t does notl requare vou 1o, for example, make all your files
read-only.

medivm-term scheduler—A medium-term scheduler decides
which processes should be in memory competing for page frames
and which processes should be swapped out

memoizing—Memoizing 15 the techmgue of speeding up a re-
cursive function by keeping 4 memo table of previous arguments
and values of the function. Memoizing 1s-a form of caching.

memory address space—The memory address space 15 that pan
of the physical address space of a computer system that his phys-
el memory, assigned (ot

memory as a device—A device driver can act like a disk driver
but actually access the physical (or a logical) address space when
a provess reads or writes the simulated disk: This 15 a good way
to give some processes dccess to the physical address space and
protect access with the file protection system.

memory manager—A memory manager is a software module
that dynamically allocates memory.

memory mapped I/O-—A system uses memory mapped 1O0f (he
device registers are accessible through the physical address space.

memory object—An object in the Mach operating system that is
a source of pages: Normally & memory object gets its pages from
a file but the source could be a network connection ar the mem-
ory object could generate the pages on demand,

memory protection—Memory protection is a hardware mecha-
nism that allows the user or the operating system to decide who
can access memory and how they can access it. Memory protec-
tion mechamisms are most commonly combined with memory
mapping mechanisms but some, like lock and Key systems, for
example, are not connected with a memaory mapping system

memory-mapped file—A memory -mapped file 15 a file that is
mapped nto virtwal memory. See file mapping.

message—A message 15 the content of a communication between
two processes. Message passing 1s a common form of inter-
process communication,

message queve—A message quede 15 a data structure that holds
messages that have been sent but not vet received. Messape
gueues are normally maintained by the operating system and kept
in operaung system memory,

meta-information—Meta-information is information about in-
formation. A file contains information that can be of any kind the
user wishes. The meta-information asspciated with the file con-
tains things like: the length of the file, the lime the file was last
opened for reading, the time the file was last opened for writing,
who can aceess the file and how, where on the disk the file infor-
mation is kept, etc. File meta-information 1s maintained by the
operating systen.

micro-Kernel—A micro-kernel 15 a munimal operating system
that performs only the essential functions of an operating sys-
tem. All pther operating system functions are performed by
SYSIEIm Processes.

model—A maodel 15 a representanon of & system. For example,
an equation can be a model for the motion of 4 rocket, a simula-
tion program ciin be a model for o bank, and the client-server
model describes the general architecture of a large clays of syx-
tems of processes.

modem—A modem 15 a modulator-demodulator, 1 converts dig-
ital data into fones that can be send over a phone line (modula-
tion) and converts tones back imo digital data (demodulation ).
Madems allows the connection of a werminal o @ computer over
a phone line.

madern eryptography—Cryptography 1s the science of secret
codes (creating codes and breaking codes). Modem cryptography
is cryptography done with computers. The advent of compulers
allowed cryprographic technigues that would have taken too long
without computers.

modified bit— The moditied it (also called the dirty at) is a bt
in the page table entry for a page that is set whenever the page 15
written into. This mformation is important' to virtual memory
systems since a page that has been modified must be written back
oul to the swap area before the page frame can be reused,

monitor—A monitor is 4 mechanism for process synchroniza-
tion. [t consists of a collectuon of procedures where the monitor
enforces mutual exclusion between them, that 15, the momtor
only allows one process al a time 1o be executing in any ot the
procedures in the monitor. Monitors alse provide condition vir-
ables 1o allow processes to wait for specific events

mono-programming—Mono-programming 1s running only one
program at @ tme in a computer system. Mono-programming
Was U"ﬂd mn Eﬂrl‘,‘ mamirime computer operating systems and
early personal computer operating systems.

monolithic—A monolithic operating system 1s one where all op-
erating system code is1n'a single executable image and all oper-
ating system code runs in system mode.

mounting—Mountng 15 & technique whereby one tile naming
hierarchy 15 grafted on to a directory in another fle naming hier-
archy. Mounting 18 way of combining two (or more) file naming
hierarchies that combines them into a single space of unique



names. Typically a file system on a logical disk is mounted onto
a directory in another file system. Mounting can be done between
file systems on a single processor or between file system on dif-
ferent computer systems that are connected with i network.

multicomputer—A multicomputer is a computer system with
wo or more computers each with 1ts own memory and with a
communications network between the computers

multiple queue scheduling—Muluple gueue scheduling is a
scheduling mechanism where there are several levels of queues
from high to low prionity. Processes move to lower priority
queues as they use up their nme slices on higher priority queues.

multiplexing—Muluplexing is a method of sharing a resource
between processes by dividing it up mto pieces or dividing the
allocation up into small pieces of tme. See space division mulu-
plexing and nime division multiplexing.

multiprocessing—Multiprocessing 1s the technigue of running
Iwo OF more processes i an operating sysiem, in parallel, on two
or more processors. Mulliprocessing creates physical parallelism,

multiprogramming—Multiprogrammung ts the techmgue of
running several programs at a ime using timeshaning, It allows a
computer to do several things at the same time. Multiprogram-
ming creares logical parallelism

mutex—A mutex 15 another name for a binary semaphore, It 1s
also a lavored vanable name for a muual exclusion semaphore.

mutual exclusion—Mutual exclosion 1s a mechanism for avoid-
ing race conditions by preventing two processes [rom runmng in
their cntical section at the same time.

N

N-step scan algorithm—An N-step scan algonthm s a batching
vaniation on the scan (or elevator) algorithm where disk requests
are taken in batches of requests and all the requests n a batch are
satisfied before any new requests are considered. It is a way of
avoiding starvation of some disk requests.

name—A name is an extemnal identifier of an object. Names ure
normally chosen by the user and are normally character strings.

name assignment—Name assignment is the activity of assigning
@ name to an object. This might be done by the operanng system
or by the process creating the object.,

name lookup—Name [ookup is the activity of finding an object
from its name. This often entails a table lookup or a senes of
table lookups.

name map— A name map 1s a function from names to objects. It
is used i name lookup.

name resolution—Nuame resolution is another name for name
lookup. Iis the activity of iinding an object from its name.
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name space—A name space is a collection of unique names. A
name space normally is associated with a name map that maps
edch name into an object.

name table—A name table 1s a lookup table for mapping names
into objects,

network operating system—A network operating system s an
operating system that is aware of the network it 1s on and can co-
operate with other network operating systems on the network to
pass messages and provide for a distributed file system.

next fit—Next fit is a memory allocation algonthm where i ré-
quest for a block of memory 1s always filled with the next free
block in the block list that sansfies the request.

nonblocking receive—A nonblocking recerve is @ message re-
cetve system call that will nor block if there are no messages ro
receive but instead will retum with an error code, Most receive
svstem calls are blocking.

not recently used—Not recently usied 1s unother name far the
clock algorithm. It is so named because it chooses pages for re-
placement if they have not been recently used

)

object—An object 15 & resource that we are protecting in a pro-
tection system. Subjects ure the active entities that request to per-
form operations on objects,

object module—An object module 15 the result of a assembly or
compilation. It contains the machine code, the duta, the relation
information and the symbol tabie for the code module.

object space—An object space is a collection of objects that is
the range of 4 name map,

off-site backup—An ofi-site backup 1s a set of backups (usually
tapes) that is kept at & different location (off=site) from the disks
that are being backed up. This means that a physical event, such as
a'fire or tomado, cannot destray hoth the disks and the hackups,

one-time password—A one-time password 15 a password that 1s
used only once. One-time passwords are generated by an algo-
rithm. The advantage 1s that a wire-tapper cannot reuse the pass-
word.

open file—An open file is an object implemented by the operat-
ing system that allows i process to read or wrile 4 file (or any
other source or sink for data),

open file identifier—An open file identifier 15 an infernal name
given 1o an open file by the operating system. It is passed back to
the operating system each time an operation on the open file s
invoked. Usually it is an index into the open file pointer table.

open file pointer table—An open file pointer table 15 a table of
all the files a process has open. It is maintaned by the operating
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system. Itas indexed by an opén file identifier and contoins point-
¢rs (o entnes in a svstem-wide open fle table,

open file table—An open file tble 15 another name for an open
file poanter tuble.

operating system—An operating system s the software that
conirols the main resources of 4 computer system. [1 manages
those resources and creates virtual versions of them,

operating system interface— The operating system interface is
the set of system calls the operating system implements. Another
view uf these systemn calls is a set of object types that operating
svstem mmplements and the operations on those objects.

operation—An operation 154 funcrion that can be performed on
ian otyedt.

optimal page replacement—An optimal page replacement algo-
rithm 15 an algorithm that always produces the fewest page faults
for anv page refeérence sequence.

optimistic algorithm—An optimistic algonthm is one that as-
sumes the best (or a4 good) case and so.can perform more effi-
clently when the assumiption s valid. The algorithm can detect
when the assumption s false and recover, For example, an opti-
mistic mutual exclusion algorithm will assume that no other
process is in s critical section or will start its critical section
while this process is in its critical section.

output device— An output device 1s an 1/0 device that takes data
from an internal, digital form and converts it to an external form,

overlay—aAn overlay is a module in a program that is brought
it memory on demand, while the program s running. Two or
more overlays will share the same memory addresses.

P

packet—A packet is the unit of data transfer in some networks
(for example, in Ethernets). It is some data along with an address
of the intended receiver

page—A page is the contents of an area of virtual memory in a
running process. All pages are the same size and are aligned on
addresses that are multiples of the page size. The page is the in-
turmation not the medium that records it so the same page can be
in a page frame 1 memory or in a disk block on the disk.

page fuult frequency load control—Page tault frequency load
control 15 4 method ot load control that monitors the page fault
rate; 1F the rate 15 100 low then new processes are brought into
memory and if the page fault rate is 100 high then one or more
processes 1s swapped out of memory.

page fault interrupt—A page fault interrupt occurs when a
memory reférence is made to 4 page that is not in memory. The
present bit in the page table entry will be found to be off by the
virtual memory hardware and it will signal an interrupt.

page Tault rate—The page faull rate 18 the number of page faults
divided by the number of memory references, [8s the likelihood
that a memory reference will cause a page laulr

page frame— A page frame 15 un ared of physical memory that
can hold a page. The page 1s the information (the bits) and the
page frame 1% the medium that stores the information. A disk
block that can hold & page s also called a page frame

page reference string—When a process is Tunning il generates a
series of memory references. If we take the page number that
vach reference refers to then the resuliing sequence s i page ref-
erence stning. Page reference strings are used as inpat 1o simula-
tors that evaluate paging algorithms

page replacement algorithm—A page replacement algonthm
decides which page to replace when a free page frame 15 needied

page table—A page table 1s an array. of page table entries. A
page number is denved from a memory address and that page
number 15 used as anindex into the page table toget the page
table-entry for that page The page table entry 1= then used to find
the page frame i memory where the page resides.

page table entry—A page table entry records the itormation
about a page. This information includees: whether the poge 150
memaory, the page frame where the page 1s located in memory
and the types of operations allowed on the page tread, write,
and/for execute).

pager— A pager 15 a software object in the Mach operating sys-
tem that handles paging from a memory object into and out of
MEmory.

paging daemon—A paging dacmon 15 an operating system
process that wakes up every so oflen and makes sure that the fre¢
page frame pool has not gotten too law. 1t it his, the paging die-
mon trigs 1o free some page frames.

parallel port controller—A parallel port controller s a hard-
ware device that connects to the system bus and also connects Lo
one or more devices through a parallel port. The parallel pon
controller interfaces the device to the system bus,

parent process—A parent process is a prowcess that has created
one or more children and so is their parent. A parent process can
usually control many aspects of its child processes

partition—A partition 1s @ area covering part of a physical disk
A partition can be conhgured as a logical disk

path name—A path name 15 a compound pame consisting pf one
or component names. Each component name can be Jooked up in
a directory to find the directory i which o look up the next com-
ponent name; The final pame 1n the path name refers to the object
that 15 named by the path name

pattern—A pattern isan outline of @ design that can be reused n
several design situations,



per process open file table—The per process open file table 15
the list of open files that 15 associated with i process. It generally
Comtains pomters o entries i a system-wide open file twble,

persistent object—A persistent ohject 1s an object that will con-
tinue toesrst even after the program that créates o has termi-
nated, A files the most common example of a persistent object.

persistent storage—Persistent storage 1s storage that will retain
its value alter the process that creates and writes it has termi-
nated. A file 1s the most common example of persistent storage.

phosphor—A phosphor s a chemical that will glow for a short
period ot time after it has been hit with a beam of electrons,
Phiosphors are used in cathode ray wbes (like TVs and graphic
displays) where an image 1 created by be making some parts of
the phosphor coating of the twbe 1o glow.

physical address—A physical address is an address that can be
placed on the svstem bus and will be responded 10 be ahardware
module on the bus (usually a memory module but possibly some
other device).

physical address space—The phyvsical address space of a cam-
puter system is the set of addresses that are vahd on its sysiem
bus. Physical addresses do not require any translation before
being used.

physical block—A physical block is a block on the disk. It s ad-
dressed with a physical block number:

physical block number—A file consists of a sequence of logical
blocks which have logical block numbers. The disk block ad-
dress of a logical block 1s called the physical block number of
that block. In other words, the physical block number 15 the ad-
dress of & block on the disk.

physical parallelism—Physical parallelism 15 parallelism caused
by two (or more ) processes each executing a process at the same
fime

pipe—a pipeis a method of inter-process communication, I is
acvessed like a file. One process writes to the pipe and when an-
other process reads trom the pipe and it will read the same bytes,
mn the same sequence, thit the first process wrote.

pixel—A pixel is a picture element. 1t 15 a dot on a graphic dis-
play screen thar can bequmed on or off. The patterns of pixels
thit are on credtes the image on the graphics display.

placement— The placement problem in o dynamic memory sys-
tem is the decision about where in memory 1o place a block. This
15 i problem in dynimic memary systems that use vanable sized
blocks but it is trivial ina paging system where all blocks are the
same size and are always placed at addresses that are multiples of
the page size.

plain text—A message 15 pln text before it s encoded. After
encoding it is cipher texr.
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policy—A policy 15 a set of rules that 1s implemented by a mech-
anism. For example, a protection policy would be 1o only allow
people in the Friends group to have read access 1o your files. The
UNIX file protection mechanism could be used to implement this
policy be seting the permission hits the right way.

policy versus mechanism—A mechanism 1s & méans tor imple-
menting a policy. A policy is a set of rules for deciding what will
be done and the mechanism is the means by which the rules are
enforced.

port—A port 15 2 message queue that only one process can read
from. In the Mach operating system, 4 port represents an phject.
Operations on the object are performed by sending messages 1o
the pan. The process reading from the port is the server or man-
ager for that object.

powers of two allocation—This is a method of dynamic mem-
ory allocation where all block sizes must be a power of two.

PPP—PPP stand for point-to-point protocol. PPP s & method of
conneching to a network over a phone line It consisis of a
process on one side that acts (o processes thiat want to use the
network) like @ network connection but really communicates
over a phone line to another process. That other process is on i
machine that s physically connected 1o the network and it per-
forms the network operations for the other process.

predictive load control—FPredictive load control 15 a form of
load control where the algorithm tries to predict the load in the
near future and takes steps to make sure it doesn’t get too high or
oo low.

preemptive scheduling—Preemptive scheduling 1s 4 form of
scheduling where the scheduler is allowed to allocate a resource
to o process and then, later, take away the resource even though
the process 15 not fimished using i, Processor schedulers in com-
puters are almost always preemptive schedulers whereas disk
head scheduler almost never are.

prepaging—Prepaging is a paging strategy where the paging al-
gonithm tries to predict which pages will be used in the near fu-
ture and pages them into memory before they are requested, thi
15, betore there 15 a page fault on them.

present bit—The present bit in a page table entry s a bit that in-
dicates whether the page has been read into a page frame in
memory or not, If a page is referenced when the present bit is off
then a page fault interrupt will occur.

primary page table—The primary page table is the first page
table used in a multiple level (usually two, three, or four level)
paging system,

principle of minimum privilege—The principle of minimum
privilege requires that o process should only have the privileges
it needs 1o'gel its job done, and no more. 1t is used in protection
systems to limit the damage when a program does not work cor-
rectly or is a Trojan horse program.
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priority—The priority of a process s an indication of how im-
portant the process s, A prionty scheduler will always tavor
lngher prionty processes,

priority scheduling—Prionty scheduling 15 a scheduling method
where, alall nmes. the hghest prionty process isassigned the re-
SOUTLE

private Key cryptosystem—A private Key cryplosysten is a sys-
ey of encocdhing where the encoding key and the decoding Key
are the same or are easily computable from each other. Ina pri-
vate key ceyptosystem both the encoding key and the decoding
ke mist be kept private or the code will be compromised.

privite scheduling quene—A private schedulimg quete 15 4
queue that only ope process will ever wint on. The scheduler can
always schedule that process by relessing any process wilting on
the private sébeduling queue. Usually this i< the queve of a pn-
vate scheduling semaphore.

privilege—A privilege 15 the nght o perform a specific operation
on a speciniic object. For example, a process might have the privi-
lege of readimg file SecrerDara.

privileged instruction—A prvileged instruction 15 4 hardware
instruction that can only be executed when the processor is in
system mode. Pnvileged instructions are instructions that affect
the management of the hardware resources.

Process—A process is an operaling system concept that cuptures
the idea of a program in execution, A process can hold resources
{e-g.. open hles, address space, protection privileges, etc.) and i
can be run by the dispatcher. In other words, it has resources 1o
compute with and gets assigned a processorito do the compuning.
A process 15 alwiys execuling at some point in a program. A
process has memory for its program and data. A process has a
copy of the hardware registers that describe where in the compu-
tation 1t 1s.

process competition—Processes interact by competing when
they are sharing resources that both of them need but only one
can be using a time-

process cooperation—Processes interact by cooperating when
they are working together on a task where each process is doing
pirt of the task.

process deseriptor—A process descriptor is a data structure n
an operdting system that contains all the information the opérat-
ing system needs to record about the process. This information
ncludes: the saved register state of the process, what memory (s
allocated to the process, where the process’s page table 15 1o-
caled, the groups the process 1san, how much processor time and
other resources the process has used, the files a process has open,
(51

process hierarchy—The process hicrarchy 15 a tree where each

process is a node in the tree. The child nodes of a parent node are
the child processes of that parent process.

process management subsystem—The process management
subsystem as the part of the simple operating system that imple-
MENEs Processes, It does process creation, process disparching
and systerm call handling,

process state—While 10 is running. i process can bein one of
several processes stutes, Thee minimal set of process states 15:
ready (o runl, runming (on a processor), and blocked (wating for
W event),

process tahle—The process table 15w diata structune im an operat-
ing system that contains the process descriptor of each process in
the svstem, Any operation on g process will require that its
process descriptor be looked up i the provess table.

processor—A processor 15 the part of a computer system that ex-
ecutes instructions, s also called a CPU

processor mikle—A processor s always running i prodessor
mode which determimes which mstructions are allowed 10 be exe-
vited. Mot processors have two modes: user mode (where some
instrictions, called privileged mstructions, are not allowed ) and
system mode (where all imstructions are allowed)

processor sharing—Processor sharing is the theoretic imit of
round robin where each ready process gets its share of the
processor in all lime penods, even very short ones,

producer-consumer—When fwo processes are cooperaiing on 4
task, 11 1 common for one process to produce partially completed
vhjects which are then passed on 1o the other process: We call the
first process the producer, the second process a consumer and
their relationship s called producer-consumer relationship,

program—A program is i set of instructions that can he tsed o
control a process

program phase—A program phise 15 a4 penod ol ime m the ex-
ecution of a program when the working set of pages changes
slowly.

programming interface—A programming mierface Wi pro-
Erami is an iterface where another Process can my oke all the
functions of & program. Some programs can anly be controlled
from the user interface,

protection—Protection 15 0 mechanism i an operating system
that checks whether asubject s allowed (o perform an operation
o an object.

protection database—A protection database 15 a database of all
the protection mformarion in i system. An impartant issue n the
design of 4 protection system s how and where the protection
datahase 15 stored,

protection domain—A protection domaim is is set of pnvileges,
that is, 4 set of nights to perform specitic operations onspecitic
objects. A process s lways runnimg in some profection domain;
In some protection systems, 4 protection domain 1s 4 protected
object and there 1s an operation to enter a new protection domain.



protection field—The protection field is in o page table entry and

records the protection information for the page, Generally this is
whether it 1s allowed o read. write andfor execute the page

protection monitor—A protection monitor 15 a softwire module
that checks the protection database to ensure that 4 requested op-

eraton s allowed.

pseudo-parallel— Two processes run in pseudo-parallel 1s they
dre tmeshanng o processor, Another term for pseudo-parallel is
logically parallel,

pseudo-tty driver—A psendo-tty drver 1s a device drver that

pretends to be connected to a terminal but is really connected 1o a

Process,

public key cryptosystem—A public key cryptosystem 1s i sys-
tem ol ¢ncoding where the encoding key and the decoding key
are different and the decoding kev is noticasily compatable from

the encoding key, In o public key eryptosystem only the decading
key must be kept private, The encoding Key is the public key and

can be widely disseminated

Q

quantum—A quanium (or time shicer is the period of ime a
process is allowed 1o run before the operating system tukes con-
trol back. This 15 enforced with o tmer which is set before the

process is started and causes an interrupt when the quantum 15 up.

R

race condition—A ruce condition §s & situatron where two
processes either communicate or share memory while they are
running and the output of one or both of the processes depends
on the relative speed of the two processes. Race conditons are
considered tobe bad because computers should be deterministic,
The reason the outputs are differem depending on the relative
specdsas because m'some cases the output s wrong

RAID—RAID stands for redundant array of mexpensive disks.
A RAID device uses several disk dnves i parallel 1o get higher
Iransfer rates and/or more error correction.

RAM disk—A RAM disk 15 disk driver that aces ke 4 disk but
actually stores the data on the “disk™ m memory. The advantage

ol RAM disks is thar they are muoch faster then regular disks, The

dhisadvanmage 1s that they are much more expensive thin real
disks and the dats n them is nol persistent between reboots of
thi operating system

random page replacement—The random page replucemaent al-
gorithm chopses u page 1o replace randomly when asked o select
i page for replacement It uses pocinformation aboul past behay-
1r of the program. Random page replacement is generally not o
ood page replacement algonthm but sis worst Case 15 the same
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as 115 best case and'so 5 worst case is better than most page re-
placement algorithms.

raster graphics—Raster graphics is a graphics technology
where images on o display are produced from tiny dots on the
display. The alternative 1o raster graphics is vector graphics
which produces images by drawing them directly,

reactive system—A reactive system is @ system hat does not do
things on its own but only to extemal events, User interfaces are
maostly reactive i thit they don’t do anything unless the user inti-
ates an action, Operatng systems are hasically reactive systems.

readers-writers problem—With u shared database it is gener-
ally acceptable to huve severl readers reading the database s1-
multaneously but a writer must have exclusive gecess 1o the
ditabase. Maintammg these riles 1s called the readers-writers
problem. Another naome for ths problem s the dutabase sccess
anid updare problem

ready—A process is i the ready state i 1015 ready 1o ran s spon
as o processor 1s avilable, That is, the process is not wiiting {or
arvevent such asthe completion of 4 disk transfer

ready list—The ready listisa st of all the processes m the sys-
tem that are in the ready siate. This listis a subset of 1he process
tible and is often a hinked list running through the process table,

real-time operating svstem—A real-lme process s o provess
that must respond o events within & certuin time peniod. A real-
LiImeE DPErating Sysiem 1% i operating system that cin rin real-
lime processes successiully,

recursive address space— A recursive address space 15 a virtial
address spuce whose puge tables are in another viriual address
space.

recursive design problem—Often when you are trving to solve
a design problem you will iy a fechnique that leads 1o another
instance of the same design problem. This is called a recursive
design problem. Usually the recarsive design problem will have
different constraints than the original design problem and so dif-
ferent (and usually simpler) solutions are acceprable,

redirection—Redirection s the technique of changing the stan-

dard input or standard sutput 0F & process so that it gets i1s- input
or writes s output topa different place than normal, The normal

place 1or input or output is the ternunal running the program and
it s redirected o or from u file,

redundancy—Redundancy is the technique of Keeping more
thun one copy of data to protect against the dity being lost.,

reentrant program—A program is reentrant iF it can be exe-
cuted by two threads at the same time and it executes comreetly
tor both threads, The thing that prevents o program’ from being
reentrant s the use of global or static data, Another name for
reentrant 18 thread -safe,

reference string—A relerence string 15 a page reference stnng.
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referenced bit—A referenced bit s o bit beld o a page table
entry that records whether the page has been reference since the
lust timie the referenced bit was cleared. The paging hardware
will set the referenced it (for a page) every ime 1t references a
word on a page

refreshing—Refreshing is the achivity of continually rewriting
the graphics image on a graphics display. Refreshing is nécessary
because the image on the display fades away rapdly after it s
Wrten

FEION—A TEE1ON 15 4 Contguous span of pages 1n a sparsely
populated virtual address space

refative device—A relanve device is a posinomng device that re-
wirns relanve movement rather than absolute locations. A mouse
15 4 telanve device whereas a touch sensiiive screen 18 an ab-
solute device

relative path name—A relative path name 15 a path nume that
begins at the the cument directory

rendezvous—A rendezvous is a pattern of interprocess commu-
nication where two or more processes need 1o wait until they are
all at & certain pointan their respective programs.

replacement—Replacement is the problem of deciding which
memory block to replace when making room for a new one.

reservations—Some scheduling systems allow a user (o reserve
a resource ahead of ime. This s called a reservation. This 1s
common in scheduling situations where the cost of waiting for a
resource when it is needed is high,

resident set—The resudent set of a process 1s the set of pages
that are currently in memory,

resource management—Resource management consists of; ac-
counting for & resource, scheduling the resource, protecting the re-
source, multplexing the resource and transtorming the resource.

right—A right 1s the ability to perform a specihc operation on 4
specific object. Another name for a nght 1s a permission.

round-robin scheduling—Round-robin scheduling 15 a schedul-
ing method where each process gets a small quantty of time
{called a quantum or time slice) to run and then it 1s preempted
and the next process gets to run. This is called time sharing and
gives the effect of all the processes running at the same time (this
15 called logical parallelism) albeit on much slower processors,

RPC—An RPC 15 a remote procedure call. RPC 15 a method of
interprocess commumication where one process communicates
with another process by making a procedure call that crosses to
the address space of that process and runs and the result is sent
back 1o the address space of the caller, RPC is a method of trans-
forming message passing so it looks like procedure calling,

run time dynamic linking—Run time dynamic linking 15 a tech-
nique where a library module is not linked and loaded until the
first time it 1s called while the program is running.

running—aA process s in the runming state when it s executing
on a processor. Ina muliple processor system il s possible for
twi or more processes 1o be in the running state at the same hime.

S

saturated—A queung system s saturated 18 10 1s runmng near its
maximum capacity and cannot absorh any more load,

scan algorithm—The scan algonthm (or elevator algonthm) s a
disk scheduling algorithm where the disk head moves Like an ele-
vator in the builldimg. The disk head moves in one direction (say
towards in center of the disk) as long a3 there are vequests in tha
direction. I there are no requests 10 a direction then ir stirts moy -
ing in the other directnon

scan line—A scan line ina CRT display 15 a honzontal line of
pixels that represents one sweep ol the electron beam across the
screen,

scheduling—Schedulimg is the activity of deaiding when
processes will receive the resources they request,

scripting language—A senpting language v a progrumming lan-
guage intended mostly Lor interacrive use and for one-shot pro-
grams that invoke the functions of other programs,

SCSI—SCSI stands for small computer system iterfuce. SCST s
a bus standard that allows several devices of difteremt kinds 1o be
connected to & computer system through i single SCSIcontroller

SCSI device driver—A SCSI device driver 1s a device drver
than manages a SCSI bus, Somenmes more specialized device
drivers (Like disk drivers) will use the SCSI device driver (osend
messages on the SCS1 bus,

second chance algorithm—The second chance algorithn is o
form of the clock algonthm where pages that are modified but
that have not been used in one clock hand rotation (hende thei
used bit 15 0) are given one more clock hand rotation o be ac-
cessed apain before they are removed, Tlis second clock hand
rotation is their second chance.

secondary page number—The sccondury page number s the
part of the virtuil address that gives the page number of the page
in the secondary page table. The secondary page tuble s located
through the page table entry in the primary (or master) page fable
which is indexed by the primary (or master page number.

sector—A disk sector is the umit of informanion that o disk can
read and wnite. It 15 also called a disk block. Adisk sector s nor-
mally from 512 bytes 1o 16 K bvies.

security policy—The secunity policy ina compuler system s 4
set of security rules that the pratection mechanisms are used o
enlorce.

seek—A seek is the physical movement of the read/write heads
in'a disk system 1o the cylinder where the nexi read or write will



take place. Most disk drives will automatically seek to the correct
cylinder before a read or write operation nlthough they also have
4 specific seek operation

SERMEnt—A segiment 1s an area m a virtual address space that
contains data used for one purpose. that s, a code module, an
array. 4 lable, eic

segment register—A segment register is a hardware register that
contains the base address and length of a segment

segmentation—Scgmentation is a method of structunng virtual
memaory where each logical pan of the program (a procedure, a
table, an array. a slorage pool, et is placed in a separate segment.
Segmentition leads to two-dimensional addressing where each
byte 15 addressed by segment number and hyte with the segment,

semaphore—A semaphore 15 a synchronization pnmitive with
two operabions: wait and signal (also called Pand V) A sema-
phore 1s implemented with twoe data structures: a counter and a
tueue ol blocked processes). The wait operation decrements the
counter (1f the counter is positive) or (if the counter is () blocks
the process invoking the wail operation and puts it on the queue,
The signal operation increments the counter (if the queue 1s
empty) or (if the gueue is not emply) removes a process from the
gueue and unblocks i,

separation of concepts—Separation of concepts 1s a design
technique where a concept is divides into two concepts which
can each be used separately. This can lead to greater flexibility
and reusabiliny

separator character—A separator character is an ASCII charac-
ter that 15 used to separate the parts of a compound (that is, multi-
part) name. The separator character in UNIX 15" (/user/jeff), i
MS/DOS is V' Cwseryeff), in MacOS s " Cuser:peff), el

serial port—A senal port 1s a connection which allows bit-seral
(one bit at atime | communication between a dévice and a com-
puter system

serial port controller—A serial port controller is a device con-
troller for connecting to serial devices like modems, printers, ter-
minals, el

serially reusable resource—A senally reusable resource 15 a re-
source that can only be used by one process at a time but can be
used by another process once the process currently using it s fin-
ished with at

server—A server 1s a software process or hardware machine that
provides services 1o other processes or machines over a network,
A typical example 15 a le server which provides file services
over a network,

SErVEr Process—A server processas a process that is aces like
i server; that 15, that accepts requests for services and responds
1o them,

settling—A disk dnve seeks by moving the heads in a single bal-
listic muvement to the approximate place it expects to find the
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track it is seeking to. After this movement, it figunes out which
track it actually got to and make a few small adjustments to get
to the correct track, These small adjustments are called settling.

shared-memory multiprocessors— A shared-memory mulii-

PrOCESSOrS s 4 compurer system with several processes that all
share some common memory, The Processors may or may nol
have private memory of their own.

shell —A shell 1s & program that allows g user inferactive access
1o the functions of an operating system. Another name for u shell
15 a command line processor,

shori-term scheduler—A shor-term scheduler decides which of
the processes in memory will get to use the processor and for
how long they will ger o use it

shortest job first scheduling—The shortest job first scheduling
(SJF] scheduling algorithm is a non-preemptive scheduling algo-
rithm that chooses the job that will execute the shortest amount
of nme.

signal—A signal 15 a notitfication that & specinc event has oc-
curred. A signal has a type but noanformation content beyond s
type.

signaling—Signaling 15 & basic interprocess communication pat-
tern where process A sends a signal to process B when process A
reaches a specified pomnt in us code. Process B will want for that
signial when it gets to 2 specific pointin its code.

social engineering—Social engineenng refers to a range of non-
technical methods of gathering information that will assist in
breaking into a computer system. These methods include: calling
people on the phone and getting information from them (usually
by Iying to them), going through trash, getting a job as a janitor
in 4 company, illegally breaking into un office, eic.

software interrupt—A software interrupt forces a process 1o ex-
ecute an interrupt handling procedure when a specific event oc-
curs, It 15 used to allow a process o respond quickly to events
without having to poll for them. It mumics in software the effects
of @ hardware interrupt.

software page table lookup—Some newer computers do not
have hardware to do page table lookups. [nstead the hardware
manages TLB lookups and interrupts (o the operating system
when a TLB lookup fails. The operating system then does the
page table lookup to find the correct page table entry in software.

space division multiplexing—Space division multiplexing 1s a
technique for sharing a resource by allocating pants of it to differ-
ent processes. Memory 15 a good example of a resource that 1s al-
located using space division multiplexing,

Space resource—A space resource 15 d resource that can be divided
up nto pieces and can be used for space division multiplexing.
spatial locality—A process exhibits spatial locality if it is the
case that (F & memory cell 15 accessed then the memory cells
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around it are likely to be accessed very soon, Processes exhibit
spatial locality in code because of sequential execution and loops
and they extibit spatial locality in data because vaniables ina
procedure are using stored together and used together and be-
cause arrays are ypically accessed sequentially.

spin lock—A spin lock 1s & busyv-waiting lock where a processor
checks a memory location over and over again to see if it con-
tains o particular value

spooling—Spoohing 18 a technigque for virtualizing a printer, It
consists of writing printed lines 1o a disk file and later printing
the disk file when the printer is not busy,

SSTF—SSTF stands for shortest seek tme first. SSTF s a disk
head scheduling algorithm where the request closest to the cur-
rent position of the read/write heads (that 1s, the request the re-
guires the shortest seek time ) 1< chosen next.

standard input—The stundard input of a process is aninput file
that is already opened and ready to read when the process is
started. [t defaules w the terminal the process was started from
but it can be redirected trom a file or another device,

standard output—The standard output of a process is an output
file that s already opened and ready to write when the process 1s
started. [t defauhs to the termanal the process was started from
but it can 'be redirected 1o a file or another device.

starvation—Starvation 15 & resource management problem
where a process does not get the resources 1t needs for a long
time because the resources are being allocated to other processes.

state machine—A state machine is a mathematical model of a
reactive system tht accepts input data (or events), moves from
state 1o state in response o these inputs, and sometimes produces
Outputs.

static data—Static data 15 data i a program that is local to-a
procedure but whose storage 1s allocated when the program be-
gins and remains allocated (and retains it value) throughout the
execution of the program.

static relocation—Static relocation 1s the techmque of relocating
a program to 4 new starting address hefore the program begins
execunon,

subject—A subject is an actuve entity in a protection system thai
will try to perform operations on ohjects,

superblock—A superblock is the UNIX name for a file system
descriptor. It contams everything that UNIX needs to know about
the file system.

swap area—A swap area 1s a disk partition (a logical disk)
where the paging system stores pages thal are not in memory. A
swap area is not managed by the file system, it 15 managed di-
rectly by the paging system using the disk device drivers,

swapping—Swapping 1s a techmyjue where processes are moved
inta and out of memory as memory is requested and becomes

free. Swapping is handled by a medium-term scheduler, Swiipping
15 also used in paging systems where a process that s swapped
out will release all irs page frames for use by other processes.

symbol table—A symbol table 15 a part of an ebject module and
a load module. The symbaol table contains svmbols defined in the
module and their offser in the module. The symbol 1able also
contams symbaols used in the module (and defiped in other mod-
ules) and the places in the module they are used

symbolic link—A symbolic link 15 a file that refers w another
file. A symbolic link is usbally implemented as a short fle that
contains the name of the file it links 1o, Another name for a sym-
bolic link is an ghas (or a file alias)

synchronization—Synchronization 1s the activity whereby two
processes coordinate thewr activities so that they can work 10«
gether onatask,

svnchronous—A synchronous system call 15 one whire the -
non of the svstem call is completed before the svstem call re-
turns. For example, if the svstem call requests that data be read
from a file the data are read and placed in the user’s buffer before
the system call returns,

system call—A system call is o request by a process tor the oper-
ating system to perform an operation for the process, This 1s usu-
ally an operation on an operating system object thut the process
cannotaccess directly. System calls are usually signaled by a sys-
tem call instruction

system call interface—The system call interface of an operating
system is the set of system calls that the operating system imple-
ments. The system call interface defines the functionality of an
operating system, that is, the objects it implements and the opera-
tions that are possible of these objects:

system call interrupt handler—The system call interrupt han-
dler is the part of an operating system that first handles system
calls. All system calls go first to the system call interrupt handler
which determines which system call it s and directs the request
to the appropriate part of the operating system,

system mode—System mode I8 a processor mode where all hard-
ware mstructions (including the privileged ones) ure allowed.

SYSlem process—A system process is i process that runs in user
mode but performs operating that are pan of the operating sys-
tem’s functiomahity, System processes are pard of the operating
system but they do not run in system mode.

system stack—The system stack 1s the stuck used by the operat-
ing system whenitis runmng.

T

tape drive—A 1ape drive 15 an 1O device that can read or wnie
data on & magnetic tape, Almost all of these now use canndge tapes.



task—Task is the name used in the Mach operating system for
process,

temporal locality—A process exhibits temporal locality if its
the case that if @ memory cell 15 accessed then is s likely to be
accessed again very soon, Processes exhibit temporal locality in
code because of loops and they exhibit temporal locahity in data
scause vanables tend to be accessed several times in a row.

terminal capability database—A terminal capability database is
u database of the instruction sets of o large number of terminals,
The information abour each terminal indicates how 10 do things
like: clear the screen, wnite characters, mave the cursor, make
text bold. eic.

terminal emulator—A terminal emulator 15 a program that imi-
tates the interface of a terminal. That is, 1t will accept the same
commands the terminal accepts but write in a window rather than
the terminal screen as a real termunad would do

theory of program behavior—A theory of program behavior s
the set of assumptions about how typical programs reference
memory. Each paging algorithm tries to predict future page ac-
cesses from information about page referencesn the recent past
It makes this prediction using a theory of program behavior.

thrashing—If a paging system tries to load (0o many processes
into memory then no process will have enough memory 10 run
and so the page fault rate will get very high. Ax a result the sys-
tem will be spending alimost all of its tme handling page faultin-
terrupts. Inthis case the system is said to be thrashing.

thread—A thread 15 a software object that can be dispatched and
exccutes inan address space. Several threads canexist in the
same address space

thread-safe—A program is thread-safe if it can be executed by
two threads at the same time and 1t executes correctly for hoth
threads. The thing that prevent a program from being thread-safe
15 the wse of global or stane data. Another name for thread-safe is
regntrant,

three level paging—A three level paging system has three levels
of page tables. The virtual address 1s divided into four pans: pr-
mary page number, secondary page number, tertiary page number
and offser in the page, The pnimary page number is used 1o look up
a pape lable eniry in the pnmary (or master) page table. That page
tuble enlry points to the secondary page table and the secondary
page number is sed o find the page table entry of the tertary
page table. The terttary page number 1s used to find the page table
entry n that table. That page table entry will point to a page and
the page Gffsel 15 uséd o find the correct hyte in thal page.
throughput—Throughput 15 rate at which processes are ser-
viced. Throughput 1s & measure of how efficiently a imesharing
\r:f'.‘bli!ITi 15 Tunmmg.

time division multiplexing—Time division multiplexing 1s a
technigue for sharmg a resource by allocating it 1o a processes
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for a short time and then allocating it to the next process. Time
division mulnplexing 15 good for resources that cannat be shared
bt can be preempted. The processoris a good example of a re-
source that is allocated using tme division multiplexing.

time resource—A time resource is a resource that cannot be
shared. Processor time is a good example,

time sharing—Time sharing is a technigue tor sharing the
processor by giving each process use of the processor for shon
penads of time.

time slice—Time slice in another term for quantum,

timer interrupt handler—A tmer interrupt handler 1s the mter-
rupt handler that i5 called when the timer interrupts. Usually this
me:ns that a process has used up 1ts quantum and must give up
the processor to another process.

TLB—TLR stands for translaton look-aside buffer.

transfer time— Transfer time s the ume it takes to transfer a
disk block (or blocks) o memory. A disk transfer incurs three de-
lays: the seek time, the latency time. and the transfer me, Usu-
ally the transter tme 15 by far the shortest of these delays

transformation— Transtormation 15 the echnique of creating a
logical resource from a physical resource in such a way that the
logical resource 15 an improved version of the physical resource.
The logical resource will have simpler operations and may be
more reliable than the physical resource,

translation look-aside buffer— A translation look-aside buffer
is a set of hardware registers that act as 4 cache for the page table
of the running process, When a virtual address s used, the virtual
page is first looked up i the translaton look-aside butter. If it 1s
found then the page table 1s not used and the page s accessed di-
rectly. If 1t 15 not found, then the page must be looked up in the
page table. After 1015 looked up. the page table entry is stored in
the translation look-aside buffer 5o 1t will be found the next tme
the page 1s looked up.

triple index block—A triple index block 1s a block that consists
of the a senies of disk block addresses of double index blocks.

Trojan horse problem—One way 1o peneirdte secunty i sys-
tem is 10 get @ person mun run your program with their pnivileges,
One way 1o do this 15 to create a useful program that people want
to use but hide extra code inside it to do something else. like
send a copy of all their files 1o you or to delete all their fles.
Such a program is called a Trojan horse program and the Trojan
horse problem 1s how to prevent these programs from breaking
vour security system. The solution to the Trojan horse problem is
to run all external programs in a protection domain that only al-
lows them to do exactly what they are supposed to do,

true parallelism—True parullelism is the parallelism obtaned
from running processes on two or more physical processors. It 1s
also called physical parallelism.
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two dimensional address space—Segmentation produces a two
dimensional sddress space: That 15, all memory addresses have
W parts, the segrment number and the byte offset in the segment.

twi handed ¢lock—The two handed clock algorithm 15 & viria-
tion of the clock algerithm intended 10 free up page frame faster
than the clock algornhm. The first hand visits all the page frames
and rms oft the referenced bit. The second hand follows the first
hand by a certam distance (say 1000 page frames back ). 1f the
second hand encounters a page frame that 1s still not references
ithat is, ot hasn't been referenced since the first hand passed at)
then it immediately frees that page frame

two level implementation—A svstem uses a two level imple-
mentation 1f the architecture 15 divided into two levels with the
upper level being implemented using the functions defined in the
lower level

two level name space—A two level nume space has a root direc-
tary which contiins files and other directories but all the other di-
rectores can contain only hles. Thus there can be only two levels
of directories in any path nanme.

1w level paging—A two level paging system has two levels of
page tables The virtual address is divided into three parts: pri-
mary page number, secondary page number and offset in the
page The primary page number 15 used 10 look up a page table
entry in the primary {(or master) page table, That page table entry
points to the secondary page table and the secondary page num-
ber 15 used to find the page table entry of the page containing the
byte we are aceessing. That page table entry will point 1o page
and the page offset 15 used 1o find the correct byte in that page.

twa phase locking—Two phase locking is a techmigue used in
database access to avond deadlock in record locking. In the first
phase, a process only acquires locks and makes no changes to the
database. If if fails to acquire a lock n the first phase, the process
releases all it's locks and starts over. After it has acquired all the
locks, the process enters the second stage. In the second stage, it
does not acquire any locks but it can make the changes in the
databuase. At the end of the second phase, the process releases all
it's locks.

two quene scheduling—A two queue scheduling system is one
where new processes go nto the high pnonity queue for one
guantum, If they do not finish in the quantum period then they go
into the low priority queue. When the processor is free. the first
process in the high priority queue is chosen (if the high priority
gueue it1s not empty ). otherwise the first process in the low pri-
onty queue 1s chosen.

U

undefined external symbol—An undetined external symbol 15 u
symbol that is used in a module and is defined in another module,

uninitialized data section—The unimitialized duta section 15 the
part of an ohject module or load module that contains the duta
that 15 not given an mitial value by the assembly lunguage
source code,

user—A user'is i person who is using o compuier system (by
TUNMINE Processes ol

user mode—When a processor 15 i user mode o cannol execute
privileged instructions,

user threads—A user thread system s implemented by the
process itself and the kermnel does not know anvthing aboul i)
This s taster than Kemel threads but the whole process blocks i
any user thread blocks.

v

vector graphics—Vector graphics 1s u hardware iechmgue wher
the graphics are drawn directly on the phosphor by the electron
beam. The alternative is raster graphics

vertical retrace—The venical retrace 1s the time period where
the electron beam i a cathode ray tube s moving from the end
of the last scan hine o the begmning of the first scan line

virtual computer—A virtual computer 1s 4 soltware abstrachion
implemented by an operating system. All processes rum on viruul
computers, A virtual computer has all the power of the physicil
computer but it 18 easier 1o use.

virtual memory—Virtual memary 15 a hardware technigue
where the system appears to have more memory thut it actually
does, This 1s done by time shanng the physical memory and stor-
ing parts of the memory one disk when they ure not actively
being used.

virtual memory object-—A virtual memory object s an object i
the Much operating svstem that manages 4 section of the virual
address space. It uses a pager to transfer pages from the memory
object inta the physical memaory

virtual resource—A virtual resource 15 a soliware object that
has the same capabilities asa physical resource does bul 15 easier
1o use: It is implemented using a physical resource

virtual swap space—Some operating systems allow some pages
nol to have assigned swap space. This can work because some
pages will always be in memory and a page in memory does not
require swap space until it néeds o be replaced

virtual terminal— A virtual terminad s a software emulation of a
tenmanal.

virtual time—Virtual time is the hime o process has been aclie
ally executing, that is. it does not include the tme it spends wait-
ing 1o be executed.
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working directory—The working directory. (also called the cur-
rent directory) is the starting point of relative path names. Usuy-
ally @ user 15 working with the files in the working directory.

working set—The working set of a process (al a point in ime) is
the mimimal set of pages it needs 1o run without excessive pag-
ing. In the working set algonithm it is the set of pages that have
been accessed in the last N memory references (this range of past
memory references is called the working set window).

working set page replacement—The working set page replace-
ment algorithm is a page replacement algorithm that tnes to Keep
the working set of each process in memory. It works by monitor-

GLOSSARY G-21

ing the working set of each process. If there 1s not enough room
for the working set in memory then the process is swapped our
until there 1s enough room.

worst fit—Worst fit 1s a memory allocation algorithm where 4 re-
quest for a block of memory is always filled with the free block
that is as large as possible.

WSClock algorithm—The WSClock page replacement algo-
rithm 15 a page replacement algonthm that tries to approximate
the working set algonthm in the framework of a clock algorithm
It does this by approximating the time interval since each page
has been referenced. If that interval 1s larger than the working set
window then the page is replaced.





