
System for containerization of application sets

Abstract

A system is disclosed having servers with operating systems that may differ, operating in disparate

computing environments, wherein each server includes a processor and an operating system

including a kernel a set of associated local system files compatible with the processor. This

invention discloses a method of providing at least some of the servers in the system with secure,

executable, applications related to a service, wherein the applications may be executed in a secure

environment, wherein the applications each include an object executable by at least some of the

different operating systems for performing a task related to the service. The method of this

invention requires storing in memory accessible to at least some of the servers a plurality of secure

containers of application software. Each container includes one or more of the executable

applications and a set of associated system files required to execute the one or more applications,

for use with a local kernel residing permanently on one of the servers. The set of associated system

files are compatible with a local kernel of at least some of the plurality of different operating

systems. The containers of application software exclude a kernel; and some or all of the associated

system files within a container stored in memory are utilized in place of the associated local system

files resident on the server.
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Software Systems

Claims (34) Hide Dependent 

1. In a system having a plurality of servers with operating systems that differ, operating in disparate computing environments, wherein each server includes a processor and an

operating system including a kernel a set of associated local system files compatible with the processor, a method of providing at least some of the servers in the system with

secure, executable, applications related to a service, wherein the applications are executed in a secure environment, wherein the applications each include an object executable

by at least some of the different operating systems for performing a task related to the service, the method comprising:

storing in memory accessible to at least some of the servers a plurality of secure containers of application software, each container comprising one or more of the

executable applications and a set of associated system files required to execute the one or more applications, for use with a local kernel residing permanently on one of the

servers; wherein the set of associated system files are compatible with a local kernel of at least some of the plurality of different operating systems, the containers of

application software excluding a kernel, wherein some or all of the associated system files within a container stored in memory are utilized in place of the associated local

system files that remain resident on the server, wherein said associated system files utilized in place of the associated local system files are copies or modified copies of the

associated local system files that remain resident on the server, and wherein the application software cannot be shared between the plurality of secure containers of

application software, and wherein each of the containers has a unique root file system that is different from an operating system's root file system.

2. A method as defined in claim 1, wherein each container has an execution file associated therewith for starting the one or more applications.

3. A method as defined in claim 2, wherein the execution file includes instructions related to an order in which executable applications within will be executed.

4. A method as defined in claim 1 further comprising the step of pre-identifying applications and system files required for association with the one or more containers

prior to said storing step.

5. A method as defined in claim 2, further comprising the step of modifying at least some of the associated system files in plural containers to provide an association

with a container specific identity assigned to a particular container.

6. A method as defined in claim 2, comprising the step of assigning a unique associated identity to each of a plurality of the containers, wherein the identity includes at

least one of IP address, host name, and MAC address.

7. A method as defined in claim 2 further comprising the step of modifying at least some of the system files to define container specific mount points associated with the

container.

8. A method as defined in claim 1, wherein the one or more applications and associated system files are retrieved from a computer system having a plurality of secure

containers.

9. A method as defined in claim 2, wherein server information related to hardware resource usage including at least one of CPU memory, network bandwidth, and disk

allocation is associated with at least some of the containers prior to the applications within the containers being executed.

10. A method as defined in claim 2, wherein in operation when an application residing within a container is executed, said application has no access to system files or

applications in other containers or to system files within the operating system during execution thereof.

Show more
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11. A method as defined in claim 2, wherein containers include files stored in network file storage, and parameters forming descriptors of containers stored in a separate

location.

12. A method as defined in claim 11, further comprising the step of merging the files stored in network storage with the parameters to affect the step of storing in claim

1.

13. A method as defined in claim 1 further comprising the step of associating with a plurality of containers a stored history of when processes related to applications

within the container are executed for at least one of, tracking statistics, resource allocation, and for monitoring the status of the application.

14. A method as defined in claim 1 comprising the step of creating containers prior to said step of storing containers in memory, wherein containers are created by:

a) running an instance of a service on a server;

b) determining which files are being used; and,

c) copying applications and associated system files to memory without overwriting the associated system files so as to provide a second instance of the applications

and associated system files.

15. A method as defined in claim 14 comprising the steps of:

assigning an identity to the containers including at least one of a unique IP address, a unique Mac address and an estimated resource allocation;

installing the container on a server; and,

testing the applications and files within the container.

16. A method as defined in claim 1 comprising the step of creating containers prior to said step of storing containers in memory, wherein a step of creating containers

includes:

using a skeleton set of system files as a container starting point and installing applications into that set of files.

17. A method as defined in claim 1 further comprising installing a service on a target server selected from one of the plurality of servers, wherein installing the service

includes:

using a graphical user interface, associating a unique icon representing a service with an unique icon representing a server for hosting applications related to the

service and for executing the service, so as to cause the applications to be distributed to, and installed on the target server.

18. A method as defined in claim 17 wherein the target server and the graphical user interface are at remote locations.

19. A method as defined in claim 18, wherein the graphical user interface is installed on a computing platform, and wherein the computing platform is a different

computing platform than the target server.

20. A method as defined in claim 19, wherein the step of associating includes the step of relatively moving the unique icon representing the service to the unique icon

representing a server.

21. A method as defined in claim 20 further comprising starting a distributed software application.

22. A method according to anyone of claims 20 further comprising updating a console on the selected target server with information indicating that the service is

resident on the selected target server.

23. A method claim 17, further comprising, the step of testing to determine if the selected target server is a valid computing platform, prior to causing the applications to

be distributed to, and installed on the target server.
VirtaMove, Corp. 
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24. A method according to claim 17 further comprising creating a user account for the service.

25. A method as defined in claim 17, further comprising the step of installing files specific to the selected application on the selected server.

26. A method according to claim 17 further comprising the steps of setting file access permissions to allow a user to access the one of the applications to be distributed.

27. A method as defined in claim 1, further comprising de-installing a service from a server, comprising:

displaying the icon representing the service;

displaying the icon representing the server on which the service is installed;

and utilizing the icon representing the service and the icon representing the server to initiating the de-installation of the selected service from the server on which it

was installed.

28. A method according to claim 27 further comprising separating icon representing the service from the icon representing the server.

29. A method according to claim 27 further comprising testing whether the selected server is a valid computing platform for de-installation of the service.

30. A method according to claim 27 further comprising copying data file changes specific to the service back to a storage medium from which the data file changes

originated prior to installation.

31. A computing system for performing a plurality of tasks each comprising a plurality of processes comprising:

a system having a plurality of secure containers of associated files accessible to, and for execution on, one or more servers, each container being mutually exclusive of the

other, such that read/write files within a container cannot be shared with other containers, each container of files is said to have its own unique identity associated therewith,

said identity comprising at least one of an IP address, a host name, and a Mac_address; wherein, the plurality of files within each of the plurality of containers comprise one

or more application programs including one or more processes, and associated system files for use in executing the one or more processes wherein the associated system

files are files that are copies of files or modified copies of files that remain as part of the operating system, each container having its own execution file associated therewith

for starting one or more applications, in operation, each container utilizing a kernel resident on the server and wherein each container exclusively uses a kernel in an

underlying operation system in which it is running and is absent its own kernel; and,

a run time module for monitoring system calls from applications associated with one or more containers and for providing control of the one or more applications.

32. A computing system as defined in claim 31, further comprising a scheduler comprising values related to an allotted time in which processes within a container may

utilize predetermined resources.

33. A computing system as defined in claim 32, wherein the run time module includes an intercepting module associated with the plurality of containers for intercepting

system calls from any of the plurality of containers and for providing values alternate to values the kernel would have assigned in response to the system calls, so that

the containers can run independently of one another without contention, in a secure manner, the values corresponding to at least one of the IP address, the host name

and the Mac_Address.

34. A computing system as defined in claim 31, wherein the run time module performs:

monitoring resource usage of applications executing; intercepting system calls to kernel mode, made by the at least one respective application within a container,

from user mode to kernel mode;

comparing the monitored resource usage of the at least one respective application with the resource limits; and,

forwarding the system calls to a kernel on the basis of the comparison between the monitored resource usage and the resource limits.
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Description

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims priority of U.S. Provisional Patent Application No. 60/502,619 filed Sep. 15, 2003 and 60/512,103 filed Oct. 20, 2003, which are incorporated

herein by reference for all purposes.

FIELD OF THE INVENTION

The invention relates to computer software. In particular, the invention relates to management and deployment of server applications.

BACKGROUND OF THE INVENTION

Computer systems are designed in such a way that application programs share common resources. It is traditionally the task of an operating system to provide a

mechanism to safely and effectively control access to shared resources required by application programs. This is the foundation of multi-tasking systems that allow

multiple disparate applications to co-exist on a single computer system.

The current state of the art creates an environment where a collection of applications, each designed for a distinct function, must be separated with each application

installed on an individual computer system.

In some instances this separation is necessitated by conflict over shared resources, such as network port numbers that would otherwise occur. In other situations the

separation is necessitated by the requirement to securely separate data such as files contained on disk-based storage and/or applications between disparate users.

In yet other situations, the separation is driven by the reality that certain applications require a specific version of operating system facilities and as such will not co-exist

with applications that require another version.

As computer system architecture is applied to support specific services, it inevitably requires that separate systems be deployed for different sets of applications

required to perform and or support specific services. This fact, coupled with increased demand for support of additional application sets, results in a significant increase

in the number of computer systems being deployed. Such deployment makes it quite costly to manage the number of systems required to support several applications.

There are existing solutions that address the single use nature of computer systems. These solutions each have limitations, some of which this invention will address.

Virtual Machine technology, pioneered by VmWare, offers the ability for multiple application/operating system images to effectively co-exist on a single compute

platform. The key difference between the Virtual Machine approach and the approach described herein is that in the former an operating system, including files and a

kernel, must be deployed for each application while the latter only requires one operating system regardless of the number of application containers deployed. The Virtual

Machine approach imposes significant performance overhead. Moreover, it does nothing to alleviate the requirement that an operating system must be licensed,

managed and maintained for each application. The invention described herein offers the ability for applications to more effectively share a common compute platform,

and also allow applications to be easily moved between platforms, without the requirement for a separate and distinct operating system for each application.

A product offered by Softricity, called SoftGrid®, offers what is described as Application Virtualization. This product provides a degree of separation of an application

from the underlying operating system. Unlike Virtual Machine technology a separate operating system is not required for each application. The SoftGrid® product does

not isolate applications into distinct environments. Applications executing within a SoftGrid® environment don't possess a unique identity.

This invention provides a solution whereby a plurality of services can conveniently be installed on one or more servers in a cost effective and secure manner.

The following definitions are used herein:

Disparate computing environments: Environments where computers are stand-alone or where there are plural computers and where they are unrelated.

Computing platform: A computer system with a single instance of a fully functional operating system installed is referred to as a computing platform.

Container: An aggregate of files required to successfully execute a set of software applications on a computing platform is referred to as a container. A

container is not a physical container but a grouping of associated files, which may be stored in a plurality of different locations that is to be accessible
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By way of example, Linux Apache uses the following shared libraries, supplied by the OS distribution, which are “system” files.

/usr/lib/libz.so.1

/lib/libssl.so.2

/lib/libcrypto.so.2

/usr/lib/libaprutil.so.0

/usr/lib/libgdbm.so.2

/lib/libdb-4.0.so

/usr/lib/libexpat.so.0

/usr/lib/libapr.so.0

/lib/i686/libm.so.6

/lib/libcrypt.so.1

/lib/libnsl.so.1

/lib/libdl.so.2

/lib/i686/libpthread.so.0

/lib/i686/libc.so.6

/lib/ld-linux.so.2

Apache uses the following configuration files, also provided with the OS distribution:

/etc/hosts

/etc/httpd/conf

/etc/httpd/conf.d

to, and for execution on, one or more servers. Each container for use on a server is mutually exclusive of the other containers, such that read/write files

within a container cannot be shared with other containers. The term “within a container”, used within this specification, is to mean “associated with a

container”. A container comprises one or more application programs including one or more processes, and associated system files for use in executing

the one or more processes; but containers do not comprise a kernel; each container has its own execution file associated therewith for starting one or

more applications. In operation, each container utilizes a kernel resident on the server that is part of the operating system (OS) the container is running

under to execute its applications.

Secure application container: An environment where each application set appears to have individual control of some critical system resources and/or

where data within each application set is insulated from effects of other application sets is referred to as a secure application container.

Consolidation: The ability to support multiple, possibly conflicting, sets of software applications on a single computing platform is referred to as

consolidation.

System files: System files are files provided within an operating system and which are available to applications as shared libraries and configuration

files.
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/etc/httpd/logs

/etc/httpd/modules

/etc/httpd/run

By way of example, together these shared library files and configuration files form system files provided by the operating system. There may be any number of other files

included as system files. Additional files might be included, for example, to support maintenance activities or to start other network services to be associated with a

container.

SUMMARY OF THE INVENTION

In a system having a plurality of servers with operating systems that differ, operating in disparate computing environments, wherein each server includes a processor and

an operating system including a kernel a set of associated local system files compatible with the processor, a method is provided for providing at least some of the

servers in the system with secure, executable, applications related to a service, wherein the applications may be executed in a secure environment, wherein the

applications each include an object executable by at least some of the different operating systems for performing a task related to the service. The method comprises

the steps of:

storing in memory accessible to at least some of the servers a plurality of secure containers of application software, each container comprising one or more of the

executable applications and a set of associated system files required to execute the one or more applications, for use with a local kernel residing permanently on one of

the servers; wherein the set of associated system files are compatible with a local kernel of at least some of the plurality of different operating systems, the containers of

application software excluding a kernel, and wherein some or all of the associated system files within a container stored in memory are utilized in place of the associated

local system files resident on the server prior to said storing step.

In accordance with another aspect of the invention a computer system is provided for performing a plurality of tasks each comprising a plurality of processes

comprising:

a plurality of secure stored containers of associated files accessible to, and for execution on, one or more servers, each container being mutually exclusive of the other,

such that read/write files within a container cannot be shared with other containers, each container of files having its own unique identity associated therewith, said

identity comprising at least one of an IP address, a host name, and a MAC address; wherein, the plurality of files within each of the plurality of containers comprise one or

more application programs including one or more processes, and associated system files for use in executing the one or more processes, each container having its own

execution file associated therewith for starting one or more applications, in operation, each container utilizing a kernel resident on the server and wherein each container

exclusively uses a kernel in an underlying operation system in which it is running and is absent its own kernel; and, a run time module for monitoring system calls from

applications associated with one or more containers and for providing control of the one or more applications.

In accordance with a broad aspect, the invention provides a method of establishing a secure environment for executing, on a computer system, a plurality of applications

that require shared resources. The method involves, associating one or more respective software applications and required system files with a container. A plurality of

containers have these containerized files within.

Containers residing on or associated with a respective server each have a resource allocation associated therewith to allow the at least one respective application or a

plurality of applications residing in the container to be executed on the computer system according to the respective resource allocation without conflict with other

applications in other containers which have their given set of resources and settings.

Containers, and therefore the applications within containers, are provided with a secure environment from which to execute. In some embodiments of the invention, each

group of applications is provided with a secure storage medium.

In some embodiments of the invention the method involves containerizing the at least one respective application associated respective secure application container, the

respective secure application container being storable in a storage medium.
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In some embodiments of the invention, groups of applications are containerized into a single container for creating a single service. By way of example applications such

as Apache, MySql and PHP may all be grouped in a single container for supporting a single service, such as a web based human resource or customer management type

of service.

In some embodiments of the invention, the method involves exporting one or more of the respective secure application containers to a remote computer system.

In an embodiment of the invention, each respective secure application-container has data files for the at least one application within the respective secure application

container.

The method involves making the data files within one of the respective secure application containers inaccessible to any respective applications within another one of

the secure application containers.

In embodiments of the invention, all applications within a given container have their own common root file system exclusive thereto and unique from other containers

and from the operating system's root file system.

In embodiments of the invention, a group of applications within a single container share a same IP address, unique to that container.

Hence in some embodiments of the invention a method is provided for associating a respective IP address for a group of applications within a container.

In some embodiments of the invention, for each container of applications, the method involves associating resource limits for all applications within the container.

In some embodiments of the invention, for each group of the plurality of groups of applications, for example, for each container of applications and system files, the

method involves associating resource limits comprising any one or more of limits on memory, CPU bandwidth, Disk size and bandwidth and Network bandwidth for the at

least one respective application associated with the group.

For each secure application container, the method involves determining whether resources available on the computer system can accommodate the respective resource

allocation associated with the group of applications comprising the secure application container.

By way of example, when a container is to be placed on a platform comprising a computer and an operating system (OS) a check is done to ensure that the computer can

accommodate the resources required for the container. Care is exercised to ensure that the installation of a container will not overload the computer. For example, if the

computer is using 80% of its CPU capacity and installing the container will increase its capacity past 90% the container is not installed.

If the computer system can accommodate the respective resource allocation associated with the group of applications forming the secure application container, the

secure application container is exported to the computer system.

Furthermore, in another embodiment, if one or more secure application containers are already installed on the computer system, the method involves determining

whether the computer system has enough resources available to accommodate the one or more secure application containers are already installed in addition to the

secure application container being exported.

If there are enough resources available, the resources are distributed between the one or more secure application containers and the secure application container being

exported to provide resource control.

In some embodiments of the invention, in determining whether resources available on the computer system to accommodate the respective resource allocation, the

method involves verifying whether the computer system supports any specific hardware required by the secure application container to be exported. Therefore, a

determination can be made as whether any specific hardware requirements of the applications within a container are supported by the server into which the container is

being installed. This is somewhat similar to the abovementioned step wherein a determination is made as to whether the server has sufficient resources to support a

container to be installed.

In some embodiments of the invention, for each group of applications within a container, in associating a respective resource allocation with the group, the method

involves associating resource limits for the at least one respective application associated with the group. VirtaMove, Corp. 
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More particularly, the method also involves, during execution on the computer system:

monitoring resource usage of the at least one respective application associated with the group;

intercepting system calls to kernel mode, made by the at least one respective application associated with the group of applications from user mode to kernel mode;

comparing the monitored resource usage of the at least one respective application associated with the group with the resource limits;

and forwarding the system calls to a kernel on the basis of the comparison between the monitored resource usage and the resource limits.

The above steps define that the resource limit checks are done by means of a system call intercept, which is, by definition, a hardware mechanism where an application

in user mode transitions to kernel code executing in a protected mode, i.e. kernel mode. Therefore, the invention provides a mechanism whereby certain, but not all

system calls are intercepted; and wherein operations specific to the needs of a particular container are performed, for example, checks determines if limits may have

been exceeded, and then allows the original system to proceed.

Furthermore, in some instances a modification may be made to what is returned to the application; for example, when a system call is made to retrieve the IP address or

hostname. The system in accordance with an embodiment of this invention may choose to return a container specific value as opposed to the value that would have

otherwise been normally returned by the kernel. This intervention is termed “spoofing” and will be explained in greater detail within the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

Exemplary embodiments may be envisaged without departing from the spirit and scope of the invention.

FIG. 1 is a schematic diagram illustrating a containerized system in accordance with an embodiment of this invention.

FIG. 2 is a schematic diagram illustrating a system wherein secure containers of applications and system files are installed on a server in accordance with an

embodiment of the invention.

FIG. 3 is a pictorial diagram illustrating the creation of a container.

FIG. 4 is a diagram illustrating how a container is assigned a unique identity such as IP address, Hostname, and MAC address and introduces the “kernel module” which

is used to handle system calls.

FIG. 5 is a diagram similar to FIG. 4, wherein additional configuration data is provided.

FIG. 6 is a diagram illustrating a system wherein the containers are secure containers.

FIG. 7 is a diagram introducing the sequencing or order in which applications within a container are executed.

FIG. 8 is a diagram illustrating the relationship between the storage of container system files and container configuration data for a plurality of secure containers which

may be run on a particular computer platform.

FIG. 9 is a diagram that illustrates the installation of a container on a server.

FIG. 10 is a diagram that illustrates the monitoring of a number of applications and state information.

FIG. 11 is a diagram which shows that the container creation process includes the steps to install the container and validate that applications associated with the

container are functioning properly.

FIG. 12 is a schematic diagram showing the operation of the invention, according to an embodiment of the invention.

FIG. 13 is a schematic diagram showing software application icons collected in a centralized file storage medium and a remote computing platform icon, according to

another embodiment of the invention. VirtaMove, Corp. 
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FIG. 14 is a screen snapshot of an implementation according to the schematic of FIG. 13.

FIG. 15 is a flow chart of a method of initializing icons of FIG. 14.

FIG. 16 is a flow chart of a method of installing a software application on a computing platform in response to a drag and drop operation of FIG. 14; and,

FIG. 17 is a flow chart of a method of de-installing a software application from a computing platform in response to a drag and drop operation of FIG. 13.

DETAILED DESCRIPTION

Turning now to FIG. 1, a system is shown having a plurality of servers 10 a, 10 b. Each server includes a processor and an independent operating system. Each operating

system includes a kernel 12, hardware 13 in the form of a processor and a set of associated system files, not shown. Each server with an operating system installed is

capable of executing a number of application programs. Unlike typical systems, containerized applications are shown on each server having application programs 11 a,

11 b and related system files 11 c. These system files are used in place of system files such as library and configuration files present typically used in conjunction with

the execution of applications.

FIG. 2 illustrates a system in accordance with the invention in which multiple applications 21 a, 21 b, 21 c, 21 d, 21 e, and 21 f can execute in a secure environment on a

single server. This is made possible by associating applications with secure containers 20 a, 20 b and 20 c. Applications are segregated and execute with their own

copies of files and with a unique identity. In this manner multiple applications may contend for common resources and utilize different versions of system files. Moreover,

applications executing within a secure container can co-exist with applications that are not associated with a container, but which are associated with the underlying

operating system.

Containers are created through the aggregation of application specific files. A container contains application and data files for applications that provide a specific

service. Examples of specific services include but are not limited to CRM (Customer Relation Management) tools, Accounting, and Inventory.

The Secure application containers 20 a, 20 b and 20 c are shown in FIG. 2 in which each combines un-installed application files on a storage medium or network,

application files installed on a computer, and system files. The container is an aggregate of all files required to successfully execute a set of software applications on a

computing platform. In embodiments of the invention, containers are created by combining application files with system files.

The containers are output to a file storage medium and installed on the computing platforms from the file storage medium. Each container contains application and data

files for applications that together provide a specific service. The containers are created using, for example, Linux, Windows and Unix systems and preferably

programmed in C and C++; however, the invention is not limited to these operating systems and programming languages and other operating systems and programming

language may be used. An application set is a set of one or more software applications that support a specific service. As shown in the figures, which follow, application

files are combined with system files to create a composite or container of the files required to support a fully functional software application.

Referring now to FIG. 3 the creation of a container is illustrated from the files used by a specific application and user defined configuration information. The required files

can be captured from an existing computer platform 32 where an application of interest is currently installed or the files can be extracted from install media or package

files 30. Two methods of container creation will be described hereafter.

FIG. 4 illustrates a system having two secure containers 20 a 20 b, each provided with a unique identity. This allows, for example, other applications to locate a

containerized service in a consistent manner independent of which computer platform the containerized service is located on. Container configuration data, collected

from a user or user-defined program, is passed to services resident on a computer platform 40 hosting containers. One embodiment shows these services implemented

in a kernel module 43. The configuration information is transferred one time when the container is installed on a platform. The type of information required in order to

provide an application associated with a container a unique identity includes items such as an IP address, MAC address and hostname. As applications execute within a

container 20 a, 20 b environment system calls are intercepted, by the kernel module 43 passing through services installed as part of this invention, before being passed

on to the kernel. This system call intercept mechanism allows applications to be provided with values that are container specific rather than values that would otherwise

be returned from the kernel by “spoofing” the system.

As introduced heretofore, “spoofing” is invoked when a system call is made. Instead of returning values ordinarily provided by the operating system's kernel a module in

accordance with this invention intervenes and returns container specific values to the application making the system call. By way of example, when an application makes

the ‘uname’ system call, the kernel returns values for hostname, OS version, date, time and processor type. The software module in accordance with this invention
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intercepts the system call and causes the application to see kernel defined values for date, time and processor type; however, the hostname value is purposely changed

to one that is container specific. Thus, the software has ‘spoofed’ the ‘uname’ system call to return a container specific hostname value rather than the value the kernel

would ordinarily return. This same “spoofing” mechanism applies to system calls that return values such as MAC address, etc. A similar procedure exists for network

related system calls, such as bind. For other system calls, such as fork and exit (create and delete a new process) the software does not alter what is returned to the

application from the kernel; however, the system records that an operation has occurred, which results in the system call intercept of fork not performing any spoofing.

The fork call is intercepted for purposes of tracking container-associated activity.

By way of example, if a process within a container creates a new process, by making a fork system call, the new process would be recorded as a part of the container

that created it.

System calls are intercepted to perform the following services:

tracking applications, for example a tracking of which applications are in and out of a specific container;

spoofing particular values returned by the kernel;

applying resource checks and imposing resource limits;

monitoring whether an application is executing as expected, retrieving application parameters; and, which applications are being used, by who and for how long; and,

retrieving more complex application information including information related to which files have been used, which files have been written to, which sockets have been

used and information related to socket usage, such as the amount of data transferred through a given socket connection.

Container configuration includes the definition of hardware resource usage, as depicted in FIG. 5 including the amount of CPU, memory, network bandwidth and disk

usage required to support the applications to be executed in association with the container 20 a or 20 b. These values can be used to determine resource requirements

for a given compute platform 40. They can also be used to limit the amount of hardware resources allocated to applications associated with a container. Values for

hardware resources can be defined by a user 51 when a container is created. They can be modified after container creation. It is also possible for container runtime

services to detect the amount of resources utilized by applications associated with a container. In the automatic detection method values for hardware resources are

updated when the container is removed from a compute platform. The user-defined values can be combined with auto-detected values as needed. In this model a user

defines values that are then modified by measured values and updated upon container removal.

It can be seen from FIG. 6 that each application executing associated with a container 20 a or 20 b, or contained within a container 20 a or 20 b, is able to accesses files

that are dedicated to the container. Applications with a container association, that is, applications contained within a container, are not able to access the files provided

with the underlying operating system of the compute platform 40 upon which they execute. Moreover, applications with a container 20 a association are not able to

access the files contained in another container 20 b.

When a container 20 a or 20 b is installed specific applications are started, as is shown in FIG. 7 and container configuration information defines how applications 71, 72

are started. This includes the definition of a first program to start when a container is installed on a compute platform 40. The default condition, if not customized for a

specific container, will start a script that in turn runs other scripts. A script associated with each application is provided in the container file system. The controller script

73, delineating the first application started in the container, runs each application specific script in turn. This allows for any number of applications to be started with a

container association.

Special handling is required to start the first application such that it is associated with a container. Subsequent applications and processes created, as a result of the first

application, will be automatically associated with the container. The automatic association is done through tracking mechanisms based on system call intercept. These

are contained in a kernel module 43 in one embodiment of the invention. For example, fork, exit and wait system calls are intercepted such that container association can

be applied to applications.

The first application started when a container is installed, is associated with the container by informing the system call intercept capabilities, embodied in the kernel

module, shown in FIG. 7, that the current process is part of the container. Then, the application 71 is started by executing the application as part of the current process. In

this way, the first application is started in the context of a process that has been associated with the container.
VirtaMove, Corp. 

Ex. 2003, IPR2025-00849 
Page 11 of 28



A container has a physical presence when not installed on a compute platform 40. It is described as residing on a network accessible repository. As is shown in FIG. 8, a

container has a physical presence in two locations 82, 84; or stated differently, the files associated with a container have a physical presence in two locations 82, 84. The

files used by applications associated with a container reside on a network file server 82. Container configuration is managed by a controller. The configuration state is

organized in a database 84 used by the controller. A container then consists of the files used by applications associated with the container and configuration information.

Configuration information includes those values which provide a container with a unique identity, for example a unique IP address, MAC address, name, etc., and which

describe how a container is installed, starts a first application and shuts down applications when removed.

In a first embodiment all files are exclusive. That is, each container has a separate physical copy of the files required by applications associated with the container. In

future embodiments any files that is read-only will be shared between containers.

When a container is installed on a compute platform the files used by applications associated with the container and container specific configuration information

elements are combined. FIG. 9 shows that the files 82 a, 84 a are either copied, physically placed on storage local to the compute platform 40, or they are mounted from

a network file storage server. When container files are mounted no copy is employed.

Configuration information is used to direct how the container is installed. This includes operations such as describing the first application to be started, mount the

container files, if needed, copy files, if needed and create an IP address alias.

Container information is also used to provide the container with a unique identity, such as IP address, MAC address and name. Identity information is passed to the

system call intercept service, shown as part of a kernel module 43 in FIG. 9.

As the software application associated with or contained in a container is executed it is monitored through the use of system call intercept. FIG. 10 shows that a number

of operations are monitored. State information relative to application behavior is stored in data structures managed by the system call intercept capabilities. The

information gathered in this manner is used to track which processes are associated with a container, their aggregate hardware resource usage and to control specific

values returned to the application. Hardware resource usage includes CPU time, memory, file activity and network bandwidth.

FIG. 3 illustrates container creation. The result of container creation is the collection of files required by applications associated with the container and the assembly of

container specific configuration information. Container files include both those files provided by an operating system distribution and those files provided by an

application install media or package file.

These files can be obtained by using a compute platform upon which the application of interest has been installed. In this case the files are copied from the existing

platform. Alternatively, a process where the files from the relative operating system distribution are used as the container files, the container is installed on a compute

platform an then application specific files are applied from applicable install media or package file. The result in either case is the collection of all files needed by

applications associated with the container onto a network accessible repository.

Container specific configuration information is assembled from user input. The input can be obtained from forms in a user interface, or programmatically through

scripting mechanisms.

Two methods of container creation are provided and either of the two can be utilized, depending upon particular circumstances. In a first method of container creation a

“skeleton” file system is used. This is a copy of the system files provided with a given operating system (OS) distribution. The skeleton file system is placed on network

storage, accessible to other servers. The skeleton file system includes the OS provided system files before an application is installed. A container is created from this

skeleton file system. Subsequently, a user logs into the container and installs applications as needed. Most installations use a service called ssh to login to the system

which is used to log into a container.

Referring once again to FIG. 3, applications may come from third party installation media on CDROM, package files 30, or as downloads from a web site, etc. Once

installed in the container the applications become unique to the container in the manner described way that has been described heretofore.

The second method employed to create a container file system uses an existing server, for example a computer or server already installed in a data center. This is also

shown in FIG. 3. The applications of interest may have been installed on an existing server before the introduction of the software and data structures in accordance with

this invention. Files are copied from the existing server 32, including system files and application specific files to network storage. Once the files are copied from the

existing server a container is created from those files.
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The description of the two methods above differs in that in one instance the container creation begins with the system files only. The container is created from the

system files and then the applications and required files are added and later installed. In the second instance, which is simpler, both system and application files are

retrieved, together, from an existing server, and then the container is created. In this manner, the container file system comprises the application and system files.

Once a set of files that are retrieved for creating a container, for example system files only or system and application files, a subset of the system files are modified. The

changes made to this subset are quite diverse. Some examples of these changes are:

modifying the contents a file to add a container specific IP address;

modifying the contents of a directory to define start scripts that should be executed;

modifying the contents of a file to define which mount points will relate to a container;

removing certain hardware specific files that are not relevant in the container context, etc., dependent upon requirements.

In some embodiments of the invention, the method involves copying the application specific files, and related data and configuration information to a file storage

medium.

This may be achieved with the use of a user interface in which application programs are displayed and selected for copying to a storage medium. In some embodiments

of the invention, the application specific files, and related data and configuration information are made available for installation into secure application containers on a

remote computer system.

In some embodiments of the invention, the method involves installing at least one of the pluralities of applications in a container's own root file system.

In summary, the invention involves combining and installing at least one application along with system files or a root file system to create a container file system. A

container is then created from a container file system and container configuration parameters.

A resource allocation is associated with the secure application container for at least one respective application containerized within the secure application container to

allow the at least one respective application containerized within the secure application container to be executed on the computer system without conflict with other

applications containerized within other secure application containers.

Thus, a container has an allocation of resources associated with it to allow the application within the container to be executed without contention.

This allocation of resources is made during the container configuration as a step in creating the container. An active check for resource allocation against resources

available is performed. Containerized applications may run together within a container; and, non-containerized applications may run outside of a container context on a

same computer platform.

Drag and Drop Application Management

Another aspect of this relates to software that manages the operation of a data center.

There has been an unprecedented proliferation of computer systems in the business enterprise sector. This has been a response to an increase in the number and

changing nature of software applications supporting key business processes. Management of computer systems required to support these applications has become an

expensive proposition. This is partially due to the fact that each of the software applications are in most cases hosted on an independent computing platform or server.

The result is an increase in the number of systems to manage.

An aspect of this invention provides a method of installing a software application on a computing platform. The terms computing platform, server and computer are used

interchangeably throughout this specification. The method in accordance with this aspect of the invention includes displaying a software application icon representing

the software application and a computing platform icon representing the computing platform.

In operation, a selection of the software application for installation is initiated using the software application icon; and a selection of the computing platform to which the

software application is to be installed is initiated using the computing platform icon. Installation of the selected software application is then initiated on the selected
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computing platform.

The computing platform may be a remote computing platform. In some embodiments, the selection of the software application is received with the use of a graphical

user interface in response to the software application icon being pointed to using a pointing device.

In a preferred embodiment of the invention, the pointing device is a mouse and the selection of the computing platform is received in response to the software

application icon being dragged over the computing platform icon and the software application icon being dropped. The installation of the selected software application

on the selected computing platform is initiated in response to the software application icon being dropped over the computing platform icon.

Within this specification reference to drag and drop has a conventional meaning of selecting an icon and dragging it across the screen to a target icon; notwithstanding,

selecting a first icon and then pointing to a target icon, shall have a same meaning and effect throughout this specification. Relatively moving two icons is meant to mean

moving one icon toward another.

In some embodiments, upon initialization, the selected computing platform is tested to determine whether it is a valid computing platform.

In some embodiments, upon initialization, a user account is created for the selected software application.

In some embodiments, upon initialization, files specific to the selected application software are installed on the selected computing platform.

In some embodiments, upon initialization, file access permissions are set to allow a user to access the application.

In some embodiments, upon initialization, a console on the selected computing platform is updated with information indicating that the selected software application is

resident on the selected computing platform.

In accordance with another broad aspect, the invention provides a method of de-installing a software application from a computing platform comprising the steps of

displaying a software application icon representing the software application and a computing platform icon representing the computing platform on which the software

application is installed. A selection of the software application for de-installation using the software application icon is received. A selection of the computing platform

from which the software application is to be de-installed using the computing platform icon is also received. De-installation of the selected software application from the

selected computing platform is then initiated.

The computing platform may be a remote computing platform.

In some embodiments, the displaying comprises displaying the software application as being installed on the computing platform with the use of the software

application icon and the computing platform icon.

In some embodiments, the selection of the software application is received with the use of a graphical user interface in response to the software application icon being

pointed to using a pointing device.

In some embodiments, the pointing device is a mouse.

In some embodiments, the selection of the computing platform is in response to the software application icon being dragged away from the computing platform icon

and the software application icon being dropped.

In some embodiments, upon initialization, the selected computing platform is tested to determine whether it is a valid computing platform for de-installation of the

software application.

In some embodiments, upon initialization, any process associated with the selected software application is stopped.

In some embodiments, upon initialization, data file changes specific to the software application are copied back to a storage medium from which the data file changes

originated prior to installation.

In some embodiments, upon initialization, a user account associated with the selected software application is removed.
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In some embodiments, upon initialization, a console on the computing platform is updated with information indicating that the selected software application is no longer

resident on the selected computing platform.

The invention provides a GUI (Graphical User Interface) adapted to perform any of the above method steps for installation or de-installation.

The invention provides a GUI adapted to display a software application icon representative of a software application available for installation and display a computing

platform icon representative of a computing platform.

The GUI is responsive to a selection of the software application icon and the computing platform icon by initiating installation of the software application on the

computing platform. The invention provides a GUI adapted to display a software application icon representative of a software application and display a computing

platform icon representative of a computing platform, the GUI being responsive to a selection of the software application icon and the computing platform icon by

initiating de-installation of the software application from the computing platform.

The GUI is adapted to display a software application icon representative of a software application installed on a computing platform, the GUI being responsive to a

selection of the software application icon by initiating de-installation of the software application from the computing platform.

Selection can be made using a drag and drop operation.

The method of de-installation includes displaying a software application icon representing the software application installed on a computing platform. A selection of the

software application for de-installation from the computing platform is received using the software application icon. The de-installation of the selected software

application from the computing platform is then initiated. In some embodiments, the selection of the application icon is in response to the software application icon

being dragged away. In some embodiments, the de-installation of the selected software application from the computing platform is initiated in response to the software

application icon being dropped.

Accordingly, the invention relates, in part to methods of installing and removing software applications through a selection such as, for example, a graphical drag and drop

operation. In some embodiments of the invention, functions of the GUI support the ability to select an object, move it and initiate an operation when the object is placed

on a specific destination. This process has supported operations including the copy and transfer of files. Some embodiments of the invention extend this operation to

allow software applications, represented by a graphical icon, to be installed in working order following a drag and drop in a graphical user interface.

The following definitions are used herein:

Storage repository: A centralized disk based storage containing application specific files that make up a software application.

GUI (Graphical User Interface): A computer-based display that presents a graphical interface by which a user interacts with a computing platform by means of icons,

windows, menus and a pointing device is referred to as a GUI.

Icon: An icon is an object supported by a GUI. Normally an icon associates an image with an object that can be operated on through a GUI.

Aspects of the invention include:

While software applications are represented as graphical icons, they are physically contained in a storage medium. Such a storage medium consists, for example, of disk-

based file storage on a server accessible through a network connection. A computing platform is a computer with an installed operating system capable of hosting

software applications.

GUI supporting drag and drop operations

Icons

Storage medium

Console

Network connections

One or more computing platforms
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When a software application icon is “dropped” on a computing platform the applications associated with the icon are installed in working order on the selected platform.

The computing platform is generally remote with respect to either the platform hosting the graphical interface or the server hosting the storage medium. This topology is

not strictly required, but rather a likely scenario.

Referring to FIG. 12, shown is a schematic showing the operation of an aspect of the invention, according to an embodiment of the invention.

A graphical icon representing a specific software application is displayed through a graphical user interface. Also displayed is an icon representing a remote computing

platform upon which a software application can be hosted. Only one computing platform icon is shown; however, it is to be understood that several computing platform

icons each representing a respective remote or local computing platform may also be displayed. Similarly, several software application icons may be displayed

depending on the number of software applications available. The software application is selected, through the use of a graphical user interface, by pointing to its

software application icon and using a mouse click (or other pointing device). The software application icon is dragged over top of the remote computing platform icon

and dropped. The drop initiates the operation of installing software applications on the remote computing platform.

Referring to FIG. 13, shown is a schematic diagram illustrating software application icons collected in a centralized file storage medium and a remote computing

platform icon, according to another embodiment of the invention. The software applications icons collected in the file storage medium, as shown, are graphical icons

each representing respective software applications, which are entries in the file storage medium. The computing platform icon represents a computing platform available

to host any one or more of the software applications represented by the software icons. When one of the software application icons is selected, dragged, and dropped on

a computing platform icon the respective software applications installed on the remote computing platform corresponding to the computing platform icon.

Referring to FIG. 14, a screen snapshot of an implementation is shown according to the schematic of FIG. 13. The screen snap shot shows, as an example

implementation, software application and computing platform icons. Available software applications corresponding to software application icons ClearCase_Liserver,

ClearCase_Registry & Samba2_clone are grouped under the heading “OFFLINE”. Computing platforms available to host software applications are featured under the

heading “Data Center” and are represented by computing platform icons dell8xx, dell9p, pts2 & pts6.

Operations involve selecting a software application icon, dragging it over a candidate computing platform icon and releasing, or dropping it on the computing platform

icon. The selected software application will then be installed in working order on the selected computing platform. The reverse is true for removal of a software

application from a selected computing platform. De-installation is accomplished by selecting an application installed on a compute platform and dragging to the

repository. The application in question is shown to be associated with a compute platform in graphical fashion. In one embodiment, as shown in FIG. 14, applications are

associated with a compute platform in hierarchical order, or in a tree view. An application connected to a compute platform as root in a tree view is selected and dropped

onto the repository. This initiates the de-install operation.

Referring to FIG. 15, shown is a flow chart of a method of initializing the icons of FIG. 14. An icon such as a computing platform icon or software application icon is

created as a GUI (Graphical User Interface) object. Drop handler operations are then associated to the computing platform icon. In particular, any operation required for

installation is associated with the icon.

With reference to FIGS. 12 to 14, the installation process is initiated by a drag and drop of a software application icon, from a storage medium, to a top of a computing

platform icon. An install drop handler implements the installation of the software application. The install drop handler performs several tasks on the destination

computing platform, which:

These steps will now be described with reference to FIG. 16 which is a flow chart of a method of installing a software application on a computing platform in response to

the drag and drop operation of FIG. 2. As discussed above, in operation the installation process is invoked when a software application icon is dropped on a computing

platform icon.

Tests whether the computing platform is a valid computing platform;

Creates a user account for the software application;

Installs application specific files so that they are accessible to the remote computing platform;

Sets file access permissions such that a new user can access its applications;

Starts a first application; and

Updates a console showing that the selected software application is resident on the selected computing platform.
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The method steps of FIG. 16 are performed by an install drop handler. During installation, verification is performed to determine whether the selected computing platform

is a valid candidate for installing a selected software application. If the computing platform is a valid candidate, a user account is created for the software application;

otherwise, the installation process ends. Once the user account is created, application files associated with the software applications are installed on the selected

computing platform so that they are accessible to the computing platform. File access permissions are then set such that one or more new users can access the

application being installed. A first application is then started. In some embodiments, an application, for example accounting or payroll represent several

programs/processes. In order to start the accounting/payroll service a first application is started that may in turn start other programs/processes. The first program is

started. It is then up to the specific service, accounting/payroll, to start any other services it requires.

A console on the selected computing platform on which the software application is being installed is then updated with information to show that the selected software

application is resident on the selected computing platform. The console is operational on any desktop computing platform for example, Unix, Linux and Windows.

With reference to FIG. 17, the removal process is initiated by a drag and drop operation of a software application icon from a computing platform icon to the repository.

For this purpose each computing platform icon shows, with the use of associated software application icons (not shown in FIG. 15), each application software installed

on the computing platform.

The de-installation of application software from a selected computing platform is done by a remove drop handler which performs the following tasks on the selected

computing platform:

These steps will now be described with reference to FIG. 17 which is a flow chart of a method of de-installing a software application from a computing platform in

response to a drag and drop operation of FIG. 13. The state of the platform is verified to determine whether it is valid. The state includes, for example, on-line, off-line (a

problem state) or maintenance (off-line, but for a scheduled task). If the state of the platform is valid and a process or processes associated with a software application

selected to be de-installed are stopped; otherwise the de-installation process ends. Once the processes are stopped, application specific data file changes are copied

from the computing platform back to the storage medium. This is a process of capturing changes that may have taken place while the application ran and that need to be

saved for future instances when the application runs again. For example, payroll may be run every other week. Changes made to the system, accrued amounts, year to

date payments, etc. will need to be saved so that when payroll is run the next time these values are updated. Depending on how the operator configures a system, it may

be required to copy changes made when payroll ran back to the repository so that the next time payroll is run these values are installed along with the application.

Any user account associated with the selected software application is removed and a console on the computing platform from which the selected software application is

being de-installed is updated with information to show that the selected software application is resident in the repository. Using the method steps of FIGS. 16 and 17,

software applications are therefore installed on a computing platform and removed from the computing platform through a graphical user interface drag and drop

operation.

A number of programming languages may be used to implement programs used in embodiments of the invention. Some example programming languages used in

embodiments of the invention include, but are not limited to, C++, Java and a number of scripting languages including TCL/TK and PERL.

Installation of software applications is preferably performed on computing platforms that are remote from a console computing platform. However, some embodiments

of the invention also have installation of software applications performed on a computing platform that is local to a console computing platform. Numerous

modifications and variations of the present invention are possible in light of the above teachings. It is therefore to be understood that within the scope of the appended

claims, the invention may be practiced otherwise than as specifically described herein.

Tests whether the computing platform is a valid computing platform; Tests are made to verify whether the computing platform is operational. For

example, it may have been taken off-line due to a problem or routine maintenance. If so, then applications should not be removed or installed until this

state changes.

Stops processes associated with the software application;

Copies application specific data file changes from the computing platform back to the storage medium;

Removes user accounts associated with the software application; and

Updates the console to show that the selected software application is resident in the repository.
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control

US20090328036A1 * 2008-06-27 2009-12-31 Oqo, Inc. Selection of virtual computing resources using hardware model
presentations

US20120054877A1 * 2010-08-31 2012-03-01 International Business Machines
Corporation

Resource management and security system

US20130185408A1 * 2012-01-18 2013-07-18 Dh2I Company Systems and Methods for Server Cluster Application Virtualization

US8806655B1 * 2011-11-03 2014-08-12 Amazon Technologies, Inc. Providing limited versions of applications

US9424016B2 2010-03-31 2016-08-23 Automic Software Gmbh Methods, apparatuses, and systems relating to automation in
distributed systems

US9575740B2 * 2015-01-21 2017-02-21 Samsung Electronics Co., Ltd. Apparatus and method for running multiple instances of a same
application in mobile devices

US9639273B2 * 2011-01-31 2017-05-02 Nokia Technologies Oy Method and apparatus for representing content data

US9747438B2 2015-11-02 2017-08-29 Red Hat, Inc. Enabling resource access for secure application containers

US20170323105A1 * 2016-04-25 2017-11-09 Cloudminds (Shenzhen) Robotics
Systems Co., Ltd.

Virtual machine creation method and apparatus

US10305688B2 * 2015-04-22 2019-05-28 Alibaba Group Holding Limited Method, apparatus, and system for cloud-based encryption machine
key injection

US10615998B2 2016-08-17 2020-04-07 Red Hat, Inc. State analysis of remote computing images

US11616842B2 * 2014-03-06 2023-03-28 Verizon Patent And Licensing Inc. Application environment for sensory networks

US12086579B2 2022-08-31 2024-09-10 Red Hat, Inc. Deriving a container from a package set

Family To Family Citations

US7137034B2 * 2000-05-19 2006-11-14 Vir2Us, Inc. Self repairing computer having user accessible switch for modifying
bootable storage device configuration to initiate repair

US7111201B2 * 2000-05-19 2006-09-19 Self Repairing Computers, Inc. Self repairing computer detecting need for repair and having switched
protected storage

US7096381B2 * 2001-05-21 2006-08-22 Self Repairing Computer, Inc. On-the-fly repair of a computer

US20060277433A1 * 2000-05-19 2006-12-07 Self Repairing Computers, Inc. Computer having special purpose subsystems and cyber-terror and
virus immunity and protection features

US7392541B2 2001-05-17 2008-06-24 Vir2Us, Inc. Computer system architecture and method providing operating-system
independent virus-, hacker-, and cyber-terror-immune processing
environments

VirtaMove, Corp. 
Ex. 2003, IPR2025-00849 

Page 19 of 28



US7849360B2 * 2001-05-21 2010-12-07 Vir2Us, Inc. Computer system and method of controlling communication port to
prevent computer contamination by virus or malicious code

US7536598B2 * 2001-11-19 2009-05-19 Vir2Us, Inc. Computer system capable of supporting a plurality of independent
computing environments

US7788699B2 * 2002-03-06 2010-08-31 Vir2Us, Inc. Computer and method for safe usage of documents, email
attachments and other content that may contain virus, spy-ware, or
malicious code

US7814491B1 * 2004-04-14 2010-10-12 Oracle America, Inc. Method and apparatus for managing system resources using a
container model

US20050283779A1 * 2004-05-19 2005-12-22 Pronk Van Hoogeveen Joost W D Method and apparatus for deploying software applications using a
zone architecture

EP1719056A4 * 2004-08-26 2009-04-08 Availigent Inc Method and system for providing high availability to computer
applications

CA2600503C * 2005-04-18 2012-10-09 Research In Motion Limited Method and system for executing a container-managed application on
a processing device

JP4455403B2 * 2005-05-17 2010-04-21 キヤノン株式会社 Management method and management apparatus

EP1952233A2 * 2005-10-21 2008-08-06 Vir2us, Inc. Computer security method having operating system virtualization
allowing multiple operating system instances to securely share single
machine resources

US8775369B2 2007-01-24 2014-07-08 Vir2Us, Inc. Computer system architecture and method having isolated file system
management for secure and reliable data processing

US7739690B2 * 2007-04-26 2010-06-15 Microsoft Corporation Meta-container for model-based distributed applications

US20090119673A1 * 2007-11-06 2009-05-07 Credit Suisse Securities (Usa) Llc Predicting and managing resource allocation according to service level
agreements

WO2009132256A1 * 2008-04-25 2009-10-29 Vmware, Inc. Linking virtualized application namespaces at runtime

US20090328077A1 * 2008-06-25 2009-12-31 International Business Machines
Corporation

Software Appliances not Requiring Virtual Machines

US9588803B2 2009-05-11 2017-03-07 Microsoft Technology Licensing,
Llc

Executing native-code applications in a browser

US8893120B2 2010-01-29 2014-11-18 Howard Pinsky Controlled use medical applicaton

US9323921B2 2010-07-13 2016-04-26 Microsoft Technology Licensing,
Llc

Ultra-low cost sandboxing for application appliances

US8621069B1 * 2010-09-03 2013-12-31 Adobe Systems Incorporated Provisioning a computing application executing on a cloud to a client
device
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US9311158B2 2010-09-03 2016-04-12 Adobe Systems Incorporated Determining a work distribution model between a client device and a
cloud for an application deployed on the cloud

US9495183B2 2011-05-16 2016-11-15 Microsoft Technology Licensing,
Llc

Instruction set emulation for guest operating systems

EP2726980A1 2011-06-29 2014-05-07 Hewlett-Packard Development
Company, L.P.

Application migration with dynamic operating system containers

US9413538B2 2011-12-12 2016-08-09 Microsoft Technology Licensing,
Llc

Cryptographic certification of secure hosted execution environments

US9389933B2 * 2011-12-12 2016-07-12 Microsoft Technology Licensing,
Llc

Facilitating system service request interactions for hardware-protected
applications

US20130159867A1 * 2011-12-16 2013-06-20 Jayasimha Nuggehalli Approach for managing package-based subscriptions for service
providers

US9904791B1 * 2012-09-30 2018-02-27 Emc Corporation Processing device having secure container for accessing enterprise
data over a network

JP6044248B2 * 2012-10-05 2016-12-14 富士ゼロックス株式会社 Information processing apparatus, application program introduction
apparatus, and program

US9166865B2 * 2012-11-07 2015-10-20 International Business Machines
Corporation

Mobility operation resource allocation

DE102012023079B4 2012-11-26 2020-11-12 Giesecke+Devrient Mobile Security
Gmbh

Method for managing applications on one or more security modules in
a communication device

EP2782010A1 2013-03-19 2014-09-24 STMicroelectronics (Grenoble 2)
SAS

Hierarchical resource management

EP2782038A1 2013-03-19 2014-09-24 STMicroelectronics (Grenoble 2)
SAS

Resource management in a processor for trusted and untrusted
applications

EP2782007A1 2013-03-19 2014-09-24 STMicroelectronics (Grenoble 2)
SAS

Launching multiple applications in containers on a processor

US9940014B2 * 2013-05-03 2018-04-10 Adobe Systems Incorporated Context visual organizer for multi-screen display

CN105095970B * 2014-04-25 2018-09-21 阿里巴巴集团控股有限公司 The execution method and system of third-party application

US9824136B2 * 2014-09-19 2017-11-21 Microsoft Technology Licensing,
Llc

Dynamic application containers

US9916233B1 * 2015-03-27 2018-03-13 Amazon Technologies, Inc. Using containers for update deployment

EP3304299A4 * 2015-06-01 2018-07-25 Draios Inc. Implicit push data transfer

US10133590B2 2015-09-29 2018-11-20 International Business Machines
Corporation

Container runtime support
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CN105389197B * 2015-10-13 2019-02-26 北京百度网讯科技有限公司 Operation method and device for capturing for the virtualization system
based on container

US12248560B2 * 2016-03-07 2025-03-11 Crowdstrike, Inc. Hypervisor-based redirection of system calls and interrupt-based task
offloading

JP6228691B1 * 2016-07-27 2017-11-08 株式会社オプティム Container image distribution system, container image distribution
method and program

US10489354B2 2016-07-29 2019-11-26 Hewlett Packard Enterprise
Development Lp

Storage systems for containers

US10715603B2 2016-09-19 2020-07-14 Microsoft Technology Licensing,
Llc

Systems and methods for sharing application data between isolated
applications executing on one or more application platforms

US9778964B1 2016-09-19 2017-10-03 Microsoft Technology Licensing,
Llc

Application data sharing and decision service platform

US10409786B2 2016-09-19 2019-09-10 Microsoft Technology Licensing,
Llc

Deployment of applications confirming to application data sharing and
decision service platform schema

US10936331B2 * 2017-02-23 2021-03-02 International Business Machines
Corporation

Running a kernel-dependent application in a container

US10318314B2 * 2017-02-24 2019-06-11 International Business Machines
Corporation

Techniques for managing software container dependencies

CN108694046B * 2017-03-03 2021-11-16 中国移动通信集团山西有限公司 Container assembly method and apparatus

EP3376392A1 * 2017-03-15 2018-09-19 Siemens Aktiengesellschaft Method for operating an automation system and automation system
operating according to the method

CN107122172B * 2017-03-23 2020-05-22 广州神马移动信息科技有限公司 Light application processing method, light application running method,
light application equipment and light application equipment

US10268565B2 * 2017-04-14 2019-04-23 Ca, Inc. Validation of containers

US10268837B2 * 2017-04-14 2019-04-23 Ca, Inc. Validation of containers

US10749740B2 * 2017-10-31 2020-08-18 Hewlett Packard Enterprise
Development Lp

Deploying network-based cloud platforms on end equipment

US11171824B2 * 2018-03-01 2021-11-09 Red Hat, Inc. Configuration of computing devices via containers

AU2019252434B2 * 2018-04-11 2024-03-28 Cornell University Method and system for improving software container performance and
isolation

US11625360B2 2018-06-20 2023-04-11 Kyndryl, Inc. Tailoring container images to a specific microarchitecture in virtualized
environments

DE102018212686A1 * 2018-07-30 2020-01-30 Siemens Aktiengesellschaft Process for operating a computer system
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US20220270735A1 * 2018-08-28 2022-08-25 Novo Nordisk A/S Systems and methods for providing container based medication dose
guidance to treat diabetes

US10949532B2 * 2018-12-13 2021-03-16 Beijing Jingdong Shangke
Information Technology Co., Ltd.

System and method for monitoring file integrity of multiple containers
using one agent

US10938933B2 * 2019-05-14 2021-03-02 International Business Machines
Corporation

Managing dynamic configuration-based database connections using a
proxy datasource

CN113906388B * 2019-06-04 2025-05-16 西门子股份公司 A supervisory device deployed with a separate application container for
automated control procedures

US11106455B2 2019-08-15 2021-08-31 Microstrategy Incorporated Integration of containers with external elements

US11829742B2 * 2019-08-15 2023-11-28 Microstrategy Incorporated Container-based server environments

US11288053B2 2019-08-15 2022-03-29 Microstrategy Incorporated Conversion and restoration of computer environments to container-
based implementations

US11467775B2 * 2019-10-15 2022-10-11 Hewlett Packard Enterprise
Development Lp

Virtual persistent volumes for containerized applications

US12135885B2 2020-01-31 2024-11-05 Hewlett Packard Enterprise
Development Lp

Virtual storage policies for virtual persistent volumes

US11836158B2 2020-02-03 2023-12-05 Microstrategy Incorporated Deployment of container-based computer environments

US11687267B2 2020-04-14 2023-06-27 Hewlett Packard Enterprise
Development Lp

Containerized application manifests and virtual persistent volumes

US11693573B2 2020-06-18 2023-07-04 Hewlett Packard Enterprise
Development Lp

Relaying storage operation requests to storage systems using
underlying volume identifiers

US11960773B2 2020-07-31 2024-04-16 Hewlett Packard Enterprise
Development Lp

Modifying virtual persistent volumes based on analysis of performance
metrics

US11748489B2 * 2021-04-02 2023-09-05 Dell Products, L.P. Unified software library access and vulnerability correction
prioritization

US11573770B2 * 2021-05-05 2023-02-07 International Business Machines
Corporation

Container file creation based on classified non-functional requirements

CN113296868B * 2021-07-27 2021-11-23 杭州筋斗腾云科技有限公司 Application platform and application management method

US11954473B2 2021-09-20 2024-04-09 Microstrategy Incorporated Deployment architecture for multi-tenant cloud computing systems

US11861342B2 2022-01-28 2024-01-02 Microstrategy Incorporated Enhanced cloud-computing environment deployment

CN119585713A * 2022-06-22 2025-03-07 高通股份有限公司 System and method for container-based multi-OS delivery under limited
RAM
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CN115828231B * 2022-10-28 2024-07-02 广州汽车集团股份有限公司 Application program running method, device, vehicle and storage
medium

* Cited by examiner, † Cited by third party, ‡ Family to family citation

Similar Documents

Publication Publication Date Title

US7519814B2 2009-04-14 System for containerization of application sets

EP3149591B1 2019-07-17 Tracking application deployment errors via cloud logs

US7774762B2 2010-08-10 System including run-time software to enable a software application to execute on an incompatible computer platform

US9870271B1 2018-01-16 System and method for deploying virtual servers in a hosting system

EP2457176B1 2018-11-14 Virtual-machine based application-service provision

US20180039507A1 2018-02-08 System and method for management of a virtual machine environment

US9547485B2 2017-01-17 System and method for deploying a virtual machine

US8959484B2 2015-02-17 System for hosted, shared, source control build

KR100855853B1 2008-09-01 Image-based software installation

US10140145B1 2018-11-27 Displaying guest operating system statistics in host task manager

US8938523B2 2015-01-20 System and method for deploying and maintaining software applications

US10042661B1 2018-08-07 Method for creation of application containers inside OS containers

US20080222160A1 2008-09-11 Method and system for providing a program for execution without requiring installation

JP6788178B2 2020-11-25 Setting support program, setting support method and setting support device

US11343305B2 2022-05-24 Systems and methods of automating a file download activity

JP4874908B2 2012-02-15 Information processing system and monitoring method

CN105247533A 2016-01-13 Information processing device and identifying method

US11677640B2 2023-06-13 Cloud launch wizard

US20240330475A1 2024-10-03 Performing action based on mapping of runtime resource to hierarchy of assets utilized during development of code

US20240248741A1 2024-07-25 Unified deployment of container infrastructure and resources VirtaMove, Corp. 
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US12353564B2 2025-07-08 Supporting secure workspaces in heterogenous environments

EP1720098A1 2006-11-08 System including run-time software to enable a software application to execute on an incompatible computer platform

US20060085542A1 2006-04-20 System monitoring in multi-tier application environments

KR20240101102A 2024-07-02 App store system for virtual desktop users and virtual desktop service method based thereon

CN119249407A 2025-01-03 Malicious code sandbox analysis engine system and method using distributed deployment model

Priority And Related Applications

Child Applications (3)

Application Priority date Filing date Relation Title

US10/946,536 2003-09-15 2004-09-21 Continuation-In-Part Computing system having user mode critical system elements as shared libraries

US11/380,285 2003-09-15 2006-04-26 Continuation-In-Part System including run-time software to enable a software application to execute on an incompatible
computer platform

US11/432,843 2003-09-15 2006-05-12 Continuation-In-Part Malware containment by application encapsulation

Priority Applications (4)

Application Priority date Filing date Title

US10/939,903 2003-09-15 2004-09-13 System for containerization of application sets

US11/380,285 2003-09-15 2006-04-26 System including run-time software to enable a software application to execute on an incompatible computer platform

US11/432,843 2003-09-15 2006-05-12 Malware containment by application encapsulation

US12/075,842 2003-09-15 2008-03-13 Method and system for providing a program for execution without requiring installation

Applications Claiming Priority (3)

Application Filing date Title

US50261903P 2003-09-15

US51210303P 2003-10-20

US10/939,903 2004-09-13 System for containerization of application sets VirtaMove, Corp. 
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Legal Events

Date Code Title Description

2004-09-13 AS Assignment Owner name: TRIGENCE CORP., CANADA

Free format text: ASSIGNMENT OF ASSIGNORS
INTEREST;ASSIGNORS:ROCHETTE, DONN;O'LEARY,
PAUL;HUFFMAN, DEAN;REEL/FRAME:015801/0702

Effective date: 20040901

2009-03-05 AS Assignment Owner name: APPZERO CORP., CANADA

Free format text: CHANGE OF NAME;ASSIGNOR:TRIGENCE
CORP.;REEL/FRAME:022350/0569

Effective date: 20090302

2009-03-25 STCF Information on status: patent grant Free format text: PATENTED CASE

2010-10-06 AS Assignment Owner name: APPZEROSOFTWARE CORP., CANADA

Free format text: ASSIGNMENT OF ASSIGNORS
INTEREST;ASSIGNOR:APPZERO CORP.;REEL/FRAME:025095/0106

Effective date: 20100820

2010-10-13 AS Assignment Owner name: APPZERO SOFTWARE CORP., CANADA

Free format text: CORRECTIVE ASSIGNMENT TO CORRECT THE
ERROR IN NAME OF ASSIGNEE APPZERO SOFTWARE CORP.
PREVIOUSLY RECORDED ON REEL 025095 FRAME 0106.
ASSIGNOR(S) HEREBY CONFIRMS THE NAME OF ASSIGNEE
APPZERO SOFTWARE CORP.;ASSIGNOR:APPZERO
CORP.;REEL/FRAME:025126/0481

Effective date: 20100820

2012-10-11 FPAY Fee payment Year of fee payment: 4

2015-09-21 AS Assignment Owner name: COMERICA BANK, CANADA

Free format text: SECURITY INTEREST;ASSIGNOR:APPZERO
SOFTWARE CORP.;REEL/FRAME:036611/0598

Effective date: 20150904

2016-10-11 FPAY Fee payment Year of fee payment: 8
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2018-09-21 AS Assignment Owner name: APPZERO SOFTWARE CORP., CANADA

Free format text: RELEASE BY SECURED
PARTY;ASSIGNOR:COMERCIA BANK;REEL/FRAME:046938/0923

Effective date: 20180802

2018-09-27 AS Assignment Owner name: APPZERO SOFTWARE CORP., CANADA

Free format text: CORRECTIVE ASSIGNMENT TO CORRECT THE
ASSIGNOR NAME PREVIOUSLY RECORDED AT REEL: 046938
FRAME: 0923. ASSIGNOR(S) HEREBY CONFIRMS THE RELEASE OF
SECURITY INTEREST;ASSIGNOR:COMERICA
BANK;REEL/FRAME:047157/0192

Effective date: 20180802

2020-09-29 MAFP Maintenance fee payment Free format text: PAYMENT OF MAINTENANCE FEE, 12TH YR,
SMALL ENTITY (ORIGINAL EVENT CODE: M2553); ENTITY STATUS
OF PATENT OWNER: SMALL ENTITY

Year of fee payment: 12

2024-11-18 AS Assignment Owner name: VIRTAMOVE CORP., CANADA

Free format text: CHANGE OF NAME;ASSIGNOR:APPZERO
SOFTWARE CORP.;REEL/FRAME:069380/0009

Effective date: 20180508

2024-12-12 AS Assignment Owner name: VIRTAMOVE CORP. (FORMERLY APPZERO SOFTWARE
CORP.), CANADA

Free format text: CORRECTIVE ASSIGNMENT TO CORRECT THE
ASSIGNEE DATA PREVIOUSLY RECORDED ON REEL 47157 FRAME
192. ASSIGNOR(S) HEREBY CONFIRMS THE RELEASE OF SECURITY
INTEREST;ASSIGNOR:COMERICA BANK;REEL/FRAME:069631/0379

Effective date: 20180802

2025-04-01 IPR Aia trial proceeding filed before the patent and appeal board: inter partes review Free format text: TRIAL NO: IPR2025-00563

Opponent name: AMAZON.COM, INC.,AMAZON.COM SERVICES
LLC, ANDAMAZON WEB SERVICES, INC.

Effective date: 20250131

Free format text: TRIAL NO: IPR2025-00488

Opponent name: GOOGLE LLC

Effective date: 20250131

Free format text: TRIAL NO: IPR2025-00487

Opponent name: GOOGLE LLC
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Effective date: 20250131

2025-04-15 IPR Aia trial proceeding filed before the patent and appeal board: inter partes review Free format text: TRIAL NO: IPR2025-00566

Opponent name: AMAZON.COM, INC., AMAZON.COM SERVICES
LLC, AND AMAZON WEB SERVICES, INC.

Effective date: 20250131

2025-05-06 IPR Aia trial proceeding filed before the patent and appeal board: inter partes review Free format text: TRIAL NO: IPR2025-00599

Opponent name: INTERNATIONAL BUSINESS MACHINES CORP.,
ANDRED HAT, INC.

Effective date: 20250207

2025-06-17 IPR Aia trial proceeding filed before the patent and appeal board: inter partes review Free format text: TRIAL NO: IPR2025-00852

Opponent name: MICROSOFT CORPORATION

Effective date: 20250418

Free format text: TRIAL NO: IPR2025-00851

Opponent name: MICROSOFT CORPORATION

Effective date: 20250418

Free format text: TRIAL NO: IPR2025-00850

Opponent name: MICROSOFT CORPORATION

Effective date: 20250418

Free format text: TRIAL NO: IPR2025-00849

Opponent name: MICROSOFT CORPORATION

Effective date: 20250418

Data provided by IFI CLAIMS Patent Services
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