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iven 1o the wser runming the application. Marsover,
o prevent the application from gathering informatien
dout the s by wceming s ok s

passwozd and Jetc/hosts we need o
ket then with ~stized” serions it corisin
just the informstion that the sppliation requires o
pertocm s tacks.

More sophisticated. systems ik support
centralized policies with fine grained control over the
resources that the process may we (eg. file
deseriptors, memory. fle system space cle)  Our
appeoch dynamically evaluates the requirements of o
given program, creating a sandbox specifcation thal
will mot affect its opera
balance what we would like 1o comrol against  the
effart in specifying these reswrictions.

3. Approach Overview

Our target audicnce is the typical Linix or *BSD

ser, e people with their own PC where they hsve

oot sccess, bt sre mot Usix gums or security

specialists. This orentation has strongly mfluenced
approach.  Our sandbox is based on systern

since our user alreadly b a0

waery sbout the user sbusing these calls and can

concentrite on auomating the generation of secure
boxes

Based on this premise, our spprosch for sandboxing

applications s basex on the following steps:

L Run the application with known benign input to
ereate sceess logs specitymg ifs file sceess
behavior

Use the o 1 ceie 1 sccess i kit can b
‘morphed into s typical ciescr environment (like
pd). The user can augmenl

e partcula requirements of

the spplication,

Create the sundbox a5 3 chroos enviromment

based on the aceess lis

4 Run the application with untrusted input in the
sandboxed entiroament thus denying il sccess fo
unautherized fles.

Nowadsys, sperating system relesses every few

months are commenplsce. This places an enormous

burden o the developers of softwore that roquires

special” scecss lo the operating system (e kernel

modies). Wil exioeal kel meices (e
sl saceis s solve dow

ms & full tame job. We, therefore, decided o
stay in wser land and imvest our sesources (i) on

making the systern portsble snd lexibl

4. The FMAC Tool

To support the sppesach we oullined. we designed the

ystem's existing fle strucure. With the FMAC
filesystem mounted on the workin, seplicaions

a chroo: operation thet
ecess 0 e FMAC mamsged syt The FMAC
ool supports two modes of aperation:

passive wherehy FMAC logs file rouests while
enving them to go throg]
aetive  when FMAC only haors fle aceess requests
hat are authorized by 3 user-specified access
list

Initally applications are run with FMAC in pos:

mode 1o ereate the access log (step 1 of our

approach). Afte the sandbox specification has been

sreated (step 2) FMAC & run in active mode (step 3)

and applications can be exscuted with uatrusted input
M environment (step 4).

We implemented bwo versions of the FMAC tool: one
ased on a ser-level NFS server and one oa 3 Perl
ilesysiem [2]. The user-level NFS server is elficient
and highly poriable. 1t i available on most *BSD
and Linux distibutions. The Perl flesystem trades
runtime efficiency for esibility. I runs without any
medifications on any platform  suppocting Perl
Flesystems (currently Limx on Alpha and lnie]
CPU). I the following parsgraphs we describe the
w0 FMAC implementations.

4.1 FMAC as an NFS Server

The FMAC NFS server nins =5 o user-level process
without the need for NES server supprt 1o be present

o the system must be able 0
‘mout filesystems using the NFS protacols.

The FMAC tool uses a different post from the well-
kiown NFS part, so that it can coexist with st
NFS server. All requesss from <
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Abstraet

Users frequently have o choose between fumctionality and security. When nenning popular Web browsers
o eomul elients. they frequently fre thernselves furming off features such a3 JavaScript, only to switch thern

back on in crder to view  certain site or rvad 3 particular message. Users of Unix for similar) systems can
comuc » sadbcs wheresuchpropms excets i eticed cnviament, Cesting s  sndbos

what fles ar services

sandbon 1o facilitae the exceution

o1 e spliation. 1 s popen e deseibe 8 parabi e thr ek he e s e by
applications creating an access log. The same syster can then use the access log = templae o regulate
file access requests made by sandboxed spplications. We preset an example of bow thi system was used

1o place Netscape Navigator in o sandbos.

1. Introduction

The sad Iru!h it whichveropersing s cne
may b wsi g large mmomelibic progeams s &
oy ik Th et g ol of bt
simple dedicated twols thet coukd be combined to
carey out complex tasks is being abandoned. Instead,
rograms such s Netscape Communicator
the Star Office suite have becn constructed by simply
piling up one marginally wscless feature afler anctber.
ettt ir e focy it smd Wil e
jrams despite our many philosophical ard
m\mn oo, Thaetoe, o s uard
be 10 alleviate the detrimental effects the use of
g sy hve on the sty postre of
oue system

The concept of creating restrcted environments for
programs thal are conssdered unsale is by no meane
pew. Unix iself offers many recirctions 1o what

sty s e (.8 by the £o dusmon) the

create 3 safe execution environment, and describe
ool that suppar ensiruction tian of

aned
such sandbox-type environments. We illustrate our

This wrk was supporied by DARPA under sontast
F30502.99.1. 051200 P00l

are pracessed by the toel which performs a lookup i

spproach by sadboxing Netscspe Communicstor 3
discuss the wider implications of the use of such

2. Access Restrictions

Let 5 comsider the classic dilemma. A typical user
receives a Micrusoft Word file and would like to see
what i iemide but is afraid of what will happen o his
workstatio i the [ contains a vins, One solution
wauld be ta place the program (Word) skong with the

localized. but not entirely eliminated as we shall see
later on.

The sandbox must contsin all the fles needed for
exceting the application. Gathering a list of these
files is 4 non trivial task. Applications depend in
utilties such &3 Lo or ma i1, and en shared lbrories,
lasdable modules,  configuration fikes, d the
operating system files required by various ¢ lbrary
functions (IP service mames, localized messages, time

the g gt priveges i i would have T
ran outside the sandbox. This, the sandbox must
disable aceess 1o setid pevgrams, or not allow them
o be executed with permissions other then the anes

allocates unique inode numbers for existing fles,

the sccess list in order to
request. I the Flename s found i the sccess list
then the permissions reported by the FMAC server
are comstrcted by performing a logical AND
operation between the permissians in the socess list
and the these in the undedying filesystem. If the
ilemarme i not present in the occess list. the FMAC
server reports that th

file does nol exist

Noemally NFS docs not allow requests o cross
ilesysiems (ic. if you export tva flesyatems / and
15 chet rousing cnly / will ot i o st

el The " reson for s liton B that
inodes'vnodes are gusrasteed o be unique caly
within  single Glesystern

En cur system we want to b able 1@ view the entire
local fil hicrarchy s  single filesystem so dhat there:
is no ned for multiple mount points witkin the
ehrooted environment

We, therefore, midified the NFS. server 1o allocste

file hanles dynamcally and maintain a Jookup tsble.

The implication i that the NFS server is 1o longer

sateless. This is contrary o the NFS philosophy of

delegating state to the clicnt, but in our case we felt
at our decision was acceplable because:

& This is not & generalpurpose NES server but s
spplication that s intended 1o rum on the same.
machine ¢ the sandboxed spplication. Il the
machine craches so wil the clent

This saly affects the passive mode when we have
o comsteuct the file access lst in memery. In the
b ol e s b il o e
In this case the FMAC server may be restaried
Vi divusbig e s

42 FMAC as a Perl Filesystem

The Perl filesystem (PerlFS) is a combimation of o
Linux kemel module and o Perl extension that make it
possible to wrile fikesystem smplementations. in Perl
instewd of C. Perl filesystems are object classes
conforming © the PalFS interface C ©
ypcal ikmyabe mplerneintions et i ., Pl
ilesysicms are less' dependent on the underlying

ope
inkerface  sbsraction. isolstes  the  filesysiem
implementation. from operating system changes: the
same code will un on allsystemss supporting PedFS.

Like the NFS-server implementation, the Per! file-
system allows multiple partitions o be mounted ler
the same directory hiewarchy and dynsmically

T
‘map innde murshers o file names and vice versa To

onginal unique device'inode number paar as 3 basis
fo creating the dynamis inode number.

The highlevel interfice of the Perl filesysiem—

the Perl fesystem module advertises i s an alpha
version,  However, afler some recent improvements
that adkded support for the maae functionality neoded
10 load exceutable files and shared bbrasics, we were
able 10 rum o rumber of programs in the <hrooted
environment wihou a probler

5 Example

Netscape Communicator is 3 unified web browser and

hints about e browsing Fabits of the wer, Our

syt s 1o b sble 1 s this g i 5
ripped down eniremment where:

« Bwill have no access o the user fiks

* B will have occess only o special sanitized
versions of the system files.

= “The user will he able 1o create temy ew
talaiome of e Netcape o dirciris
accessing suspiciaus sits.

* The program will e able o function o5 8 browser
and & poplimsp chent

51 Methodology

We ran Netscape Communicator version 4.75
the EMAC system in passive mode and we extracted,
using FMAC in  pasive mode. the fle hierarchy
shown in Figure |

separated the files into o categeries, yviem
e common b0 ol stallstons (e e

hy) and user files that

pareal s sl by e . Thn e
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