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(57) ABSTRACT 

A network System manages hierarchical Service and content 
distribution via a directory enabled network to improve 
performance of the content delivery network with a hierar 
chical Service network infrastructure design. The network 
System allows a user to obtain various Internet Services, 
especially the content delivery Service, in a Scalable and 
fault tolerant way. In particular the network System is 
divided into 4 layers, each layer being represented and 
managed by a Service manager with back up mirrored 
managers. The layer 4 Service manager is responsible for 
management of multiple content delivery networks (CDNs). 
The layer 3 Service manager is responsible for management 
of one CDN network that has multiple data centers. The 
layer 2 Service manager is responsible for management of 
one data center that has multiple Server farms or Service 
engine farms. The layer 1 Service manager is responsible for 
all servers in a server farm. Each server of the server farm 
can be connected by a LAN Ethernet Switch Network that 
Supports the layer 2 multicast operations or by an Infiniband 
Switch. 
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fig i Content Peering for Muhtiple CDN Networks 
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Fig.2a Integrated Service Network of Multiple Data Centers 
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Fig.2b Integrated Service Network of Multiple Data Centers 
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Fig 3 Service Manager and Caching ProxyServer Farm in a Data Center 
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Fig 4 Directory Information Multicast Update in Service Manager Farm 
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Fig 5 Reliable Multicast Transport Protocol Sequence 

SM: Service Manager 
SE: Service Engine 

Transport Transport 
Sender Recipient 

Transport multicast syn (seq n, init, more) 
- - - - 

Transport acknowledge (seq n, init, more, SE) 

Transport acknowledge (seq n, init, more. SE2) 
9-e-r-s-s-le--ee 

(Wait a while to see any re-send request by any SE) 
(If no re-send request, then acknowledge by SM) 
(If it does have re-send request or missing acknowledge by any SE, 
then SM won’t acknowledge and sender will resend the syn packet 
again) 
Transport acknowledge (seq n, init, more, window i, SM) 
*-es---- 

Transport multicast update (seq n+1) 
- Y --> 

Transport multicast update (seq n.) 

CWait a while to see any re-send request by any SE) 
(If no re-send request, then acknowledge by SM) 
(fit does have re-send request, then sender resends the packets in 

current window) 
( re-send request) 
Transport acknowledge (segni, windowj) 

Transport multicast update (seq. mil) 
-or-na 

Transport nuiticast update (seq n hi-2) 
-o-l-al-e-Hea-laeal 

Transport multicast update (seq niik, last) 

Transport acknowledge (seqnik, last by SEI) 
e-s-r-s-s-s-s-r 

Transport acknowledge (seqrthik, last by SE2) 

Transport acknowledge (seq n titk, last by SM) 
4----------- 
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Fig 5 Integrated Service LAN 
SE: Service Engine 
ISS. integrated Service Switch 
SM Service Manager (Level l) 
BSM: Backup Service Manager (Level 1) 
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Fig 6 Transport nuhlicast abort operation sequence 

Transport multicast abort (seq. milk, last) 
-msm-mm-n--- 
Transport acknowledge (seq n tik, last by SEl) 

Transport acknowledge (seq milk, last by SE2) 
(T-a-la--- 

Transport acknowledge (sea nik, last by SM) 
(Ha-Ha 

This abort operation allow sender to abort the multicast transport operation for whatever 
reason, it can send a Transport rauhticast abort message and should acknowledge by all 
others and SM. SM will acknowledge until all others have acknowledged. 
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Fig 7 Reliable Multicast Directory Update Protocol Sequence 

Directory 
Information 
Sender 

LDAP MULTICAST OP is one of the following operations: 
LDAP ADD, 
LDAP DELETE, 
LDAP, MODIFY ADD, 
LDAP MODIFY REPLACE, 
LDAP MODIFY DELETE 

LDAPOP multicast (seq n, init, more) 
- - --> 

LDAPOP multicast (seq mi, last) 
---. Hemi 
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Fig 8 Reliable Multicast Management Protocol Sequence 

SNMP MULTICAST OP is one of the following operations: 
SNMP GET, 
SNMP GETNEXT, 
SNMP SET 

SNMP MULTICAST OP multicast (seq n, init, no more) 
--- 

Page 11 of 19



US 2005/O198250A1 

NETWORKSYSTEM, METHOD AND PROTOCOLS 
FOR HERARCHICAL SERVICE AND CONTENT 
DISTRIBUTION VIA DIRECTORY ENABLED 

NETWORK 

0001. This application is a Continuation of nonprovi 
sional application Ser. No. 09/827,163 filed Apr. 6, 2001. 

FIELD OF THE INVENTION 

0002 The present invention relates to a method and 
Systems for exchanging Service routing information, and 
more particularly, to a method and Systems for management 
of hierarchical Service and content distribution via a direc 
tory enabled network by protocols that dramatically improve 
the performance of a content delivery network via a hierar 
chical Service network infrastructure design. 

BACKGROUND OF THE INVENTION 

0003. The Web has emerged as one of the most powerful 
and critical media for B2B (Business-to Business), B2C 
(Business-to Consumer) and C2C (Consumer-to Consumer) 
communication. Internet architecture was based on central 
ized Servers delivering content or Service to all points on the 
Internet. The Web traffic explosion has thus caused lots of 
Web Server congestion and Internet traffic jams. Accord 
ingly, a content delivery network is designed as a network 
that requires a number of co-operating, content-aware net 
work devices that work with one another, in order to 
distribute content closer to users and locate the content at a 
location that is nearest to a Subscriber upon request. 
0004. An Internet routing protocol such as BGP is 
designed to exchange large Internet routes among routers. 
BGP is an exterior routing protocol is connection-oriented 
and runs on top of TCP, will maintain the neighbor connec 
tion through keep-alive messages, and Synchronizes the 
consistent routing information throughout the life of con 
nection. However, BGP will not exchange information in 
this web server centric Internet. Therefore, it would be 
helpful to have a service (in LDAP directory format) routing 
protocol to exchange Service information in a hierarchical 
way for Service and content distribution management via a 
directory enabled network So as to improve the performance 
of the content delivery network and Service provision and 
management. 

SUMMARY OF THE INVENTION 

0005. It is an object of the present invention to provide a 
network System having multiple levels for improving per 
formance of the content delivery network via a hierarchical 
Service network infrastructure design. 
0006 A further object of the present invention is to 
provide a method and protocols that delivers quality content 
through hop by hop flow advertisement from server to client 
with crank back when a next hop is not available. In 
accordance with the foregoing and other objectives, the 
present invention proposes a novel network System and the 
method thereof for management of hierarchical Service and 
content distribution via a directory enabled network. 
0007. The network system of the present invention 
includes a Server that eXchanges Service information with 
the level 1 Service manager, for example by protocols which 
are the Subject of a copending patent application. 
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0008. In order to manage such a scalable network, some 
concepts from Internet routing are utilized. The Internet 
routing protocol Such as BGP is designed to exchange large 
Internet routes with its neighbors. The protocol will 
eXchange the information among Service managers in a 
hierarchical tree Structure So as to help provide a better and 
Scalable Service provisioning and management. The infor 
mation eXchanged by this protocol is defined as the very 
generic directory information Schema format that is formed 
as part of the popular industry standard of LDAP (light 
weight directory access protocol). The protocol is referred to 
as DGP (Dissimilar Gateway Protocol), which is a directory 
information routing protocol. Dissimilar Gateway Protocol 
is Similar to an exterior routing protocol BGP, except that the 
directory information is exchanged between DGP parent and 
child service manager. The BGP, on the other hand, 
exchanges IP route information with its neighbors. Similar 
to BGP, the Dissimilar Gateway Protocol is connection 
oriented and running on top of TCP and will maintain the 
neighbor connection through keep-alive messages and Syn 
chronize the consistent directory information throughout the 
life of connection. In the load balance among multiple data 
centers, the method of proximity calculation and the data 
center's loading factor is proposed to be used by DNS to 
select the best data center as the DNS responses to the 
Subscriber. In the LAN environment, in order to simulta 
neously update the information to the Service devices and to 
improve performance, a reliable Multicast Transport Proto 
col is provided to Satisfy this purpose. Running on top of this 
reliable Multicast Transport Protocol, a Reliable Multicast 
Directory Update Protocol is also invented to improve 
performance by multicasting of directory information in a 
manner similar to that of the standard LDAP operations. In 
order to manage this Service network more efficiently, the 
Reliable Multicast Management Protocol is also provided to 
deliver management information to the Service devices 
Simultaneously to improve performance and reduce man 
agement operation cost. In order to push the content closer 
to the Subscriber, the use of a cache is helpful, but the cache 
content has to be maintained to be consistent with origin 
Server. A cache invalidation method through DGP propaga 
tion is invented to help maintain the cache freshness for this 
content delivery network. In order to manage the network 
more efficiently, a method of dynamic discovery of Service 
Engines, including a Level 1 Service manager and Level 2 
Service manager, is provided through the LAN multicast and 
link State routing protocol’s opaque link State packet flood 
ing with Service information. 

0009. In order to support content delivery which meets 
quality requirements Such as Streaming media content, a 
method of delivering the content through hop by hop flow 
advertisement from Service engine to client with crank back 
when a next hop is not available) is provided to work with 
or without other standard LAN or IP traffic engineering 
related protocols. 

BRIEF DESCRIPTION OF THE DRAWING 

0010. The above and other objects and advantages of the 
invention will be apparent upon consideration of the fol 
lowing detailed description, taken in conjunction with the 
accompanying drawings, in which the reference characters 
refer to like parts throughout and in which: 
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0.011 FIG. 1 is a diagram illustrating Content Peering for 
Multiple CDN Networks in accordance with the system of 
the present invention; 
0012 FIG. 2a is a diagram illustrating an Integrated 
Service Network of Multiple Data Centers in accordance 
with the System of the present invention; 
0013 FIG.2b is a diagram illustrating another Integrated 
Service Network of Multiple Data Centers in accordance 
with the System of the present invention; 
0.014 FIG. 3 is a diagram illustrating Service Manager 
and Caching Proxy Server Farm in a Data Center in accor 
dance with the System of the present invention; 
0.015 FIG. 4 is a diagram illustrating Directory Infor 
mation Multicast Update in Service Manager Farm in accor 
dance with the System of the present invention; 
0016 FIG. 5(a) is a diagram illustrating an Integrated 
Service LAN in accordance with the system of the present 
inventions, 
0017 FIG. 5(b) is a sequence diagram illustrating Reli 
able Multicast Transport Protocol Sequence in accordance 
with the method and System of the present invention; 
0.018 FIG. 6 is a sequence diagram illustrating Transport 
Multicast abort operation Sequence in accordance with the 
method and System of the present invention; 
0.019 FIG. 7 is a sequence diagram illustrating Reliable 
Multicast Directory Update Protocol Sequence in accor 
dance with the method and System of the present invention; 
and 

0020 FIG. 8 is a sequence diagram illustrating Reliable 
Multicast Management Protocol Sequence in accordance 
with the method and System of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0021 Layers of the Network System 

0022. In the embodiment shown in FIG. 1, a level 4 
Service manager Stores content location information for 
content delivery networks CDN one, CDN two, and CDN 
three. On the other hand, a level 3 service manager of a CDN 
one stores only the content location information of CDN 
one, a level 3 service manager of CDN two stores only the 
content location information of CDN two, and a level 3 
service manager of CDN three stores only the content 
location information of CDN three. Referring to FIG. 2, the 
level 3 Service manager Stores the content location informa 
tion of data centers one, two and three, while the level 2 
Service managers respectively Store content location infor 
mation for individual data centers one, two, and three, which 
can in turn include a variety of Servers and/or networks, the 
content location information for which is stored in level 1 
service managers as illustrated in FIG.2b. This hierarchical 
directory enabled network provides Secure content distribu 
tion and also other Services, and may be referred to an a 
hierarchical scalable integrated service network (HSSISN). 
0023 Services by this Network 
0024. The hierarchical network illustrated in FIGS. 1, 2a, 
and 2b can provide Web and Streaming Content distribution 
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service, Web and Streaming content hosting service, IPSEC 
VPN service, Managed firewall service, and any other new 
IP services in the future. 

0025 Components of this Hierarchical Scalable Inte 
grated Service Networks (HSISN) 

0026. The network may include any or all of the 
following components: Integrated Service 
Switch(es) (ISS); 

0027) IP switch(es) that forward IP traffic based on 
Service and flow Specification; 

0028 Service Engine(s) (Server(s)); 
0029 Service System(s) (which may come with 
special hardware) that processes HTTP, cache, 
IPSEC, firewall or proxy etc.; 

0030 The above-mentioned Service Managers; and 
0031. A designated System running as management 
agent and also as LDAP server for an LDAP search 
Service, and also running a Diverse Gateway Proto 
col with its parent Service manager and child Service 
manager to exchange directory information. 

0032) The LDAP Schema provides directory information 
definitions, which are exchanged by Service manager and 
searched by LDAP client. In addition, an SNMP MIB is 
provided to provide definitions of the management informa 
tion, which are used between SNMP network manager and 
agent. 

0033) Protocols 
0034. The network may also used any of the following 
protocols: 

0035) Standard Protocols 
0036) Existing routing protocols (OSPF, BGP) may be 
run on ISS to interoperate with other routers in this network. 
Each Server runs LDAP as a client; and the Service manager 
will also run as an LDAP Server to Service a Service engine 
LDAP search request. 

0037 Other Protocols 
0038. The network may also run other protocols such as 
the Service Information Protocol, which is described in a 
copending application. 

0039) Referring to FIG. 5(a), the service information 
protocol is run in a LAN or InfiniBand (a new I/O specifi 
cation for servers) environment between the ISS, service 
engines and level 1 Service manager to: 

0040 1. register/de-register/update service and ser 
Vice attributes, and 

0041) 2. handle service control advertisement-ser 
Vice engine congestion, redirect etc. 

0042 Unlimited service engines can be supported 
(extremely high scalability with multiple boxes). Service 
control advertisements will dynamically load-balance 
among Service engines because the ISS will forward mes 
Sages based on these advertisements to an available (less 
congested) Service engine. A keep-alive message between 
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the ISS and service manager will help detect the faulty 
device, which ISS will be removed from its available service 
engine list. 

0.043 Another protocol that may be used is the Flow 
Advertisement Protocol, as described in a copending appli 
cation, which is initiated by a Service engine to an ISS 
(application driven flow or Session) by establishing a flow in 
an ISS to allow flow Switching. The flow comes with flow 
attributes; one of the attributes is the QoS. Other flow 
attributes are also possible. 
0044) Flow attributes of QoS can enforce streaming con 
tent quality delivery requirements. The flow will map to 
outside network by ISS to existing or future standards such 
as MPLS, DiffServ, 802.1p, or Cable Modem SID. 
004.5 The Assigned Numbers Authority Protocol is also 
described in a copending application, and controls any kind 
of number that needs to be globally assigned to a Subnet, 
LAN, or InfiniBand by controlling IP address pool, MPLS 
label range, global interface number, HTTP cookies etc. A 
designated Service manager is elected in each of the Subnet 
(on behalf of a Service engine farm including ISS). Accord 
ing to this protocol, the Service type is represented in a 
packet pattern matching way, So that different kinds of 
Service engines can be mixed in the same Subnet or LAN and 
all different kinds of Service engines can be represented by 
the same Service manager. 

0046 Referring to FIG. 1, which illustrates Content 
Peering for Multiple CDN Networks, and FIG.2a and FIG. 
2b, which illustrate an Integrated Service Network of Mul 
tiple Data Centers, The Dissimilar Gateway Protocol (DGP) 
is defined as a directory information routing protocol, which 
utilizes similar concepts from exterior routing protocol BGP, 
except that the directory information is exchanged between 
the DGP parent and child instead of IP routes exchanged 
between BGP neighbors. Similar to BGP, the Dissimilar 
Gateway Protocol is connection-oriented and running on top 
of TCP and will maintain the neighbor connection through 
keep-alive message and Synchronize the consistent directory 
information during the life of connection. However, the 
DGP connection is initiated from parent Service manager to 
child Service manager to avoid any connection conflict if 
both parent and child service manager try to initiate the DGP 
connection at the same time. To avoid any forwarding loop, 
the connection is not allowed between the same level Service 
managers. It is only allowed between a parent Service 
manager and a child Service manager, although it is possible 
to have multiple back up parent Service managers connected 
to the same child Service manager to provide the child 
Service manager with an LDAP Search Service for redun 
dancy reasons. 

0047 The Level 1 service manager (on behalf of one 
service subnet) will establish a DGP connection with its 
parent Service manager (Level 2 Service manager). Usually 
the level 2 service manager will be running on behalf of the 
whole Data Center. 

0.048. The Level 2 service manager will also establish a 
DGP connection with its parent service manager (Level 3 
Service manager). Usually the Service manager of an original 
server farm will also establish a DGP connection with its 
parent Service manager (Level 2 or Level 3 Service man 
ager). 
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0049. The Level 3 service manager usually will also run 
as a DNS server, which will direct the user to request a 
different data center as a geographical load balancing. The 
DNS redirection decision can be based on the service 
loading attribute updated by the Service data center through 
DGP incremental updates and other attributes such as prox 
imity to subscriber. 
0050. The initial DGP connection will exchange the 
directory information based on each other's directory infor 
mation forwarding policy. After the initial eXchange, each 
Service manager will only incrementally update (add or 
withdraw) its directory information Service and Service 
attributes, content and content attributes etc. to the other 
side. One of the service attributes is the loading factor 
(response time) of the Service domain the Service manager 
represents, and one of the content attributes is the content 
location including cached content location. The DGP packet 
types are OPEN, LDAP ADD, LDAP DELETE, LDAP 
MODIFY ADD, LDAP MODIFY REPLACE, LDAP 
MODIFY DELETE, NOTIFICATION and KEEPALIVE. 
0051 Content change is treated as the content attribute 
(content time) change for that content, and will be propa 
gated to the caching Server that has the cached content, as 
described in more detail below. For frequently changed 
content, like BGP, DGP supports directory information 
damping which will SuppreSS the frequently changed direc 
tory information propagation. Similar to BGP, DGP also 
Supports policy-based forwarding between its parent and 
children Service managers. It is recommended to apply the 
aggregation policy to aggregate directory information before 
forwarding. Also similar to BGP, the TCPMD5 will be used 
for authentication. 

0052 AS mentioned above, proximity calculation is used 
with Service loading attributes updated by each data center 
to make a DNS server direct a user request to best service 
data center as a geographical load balancing. Each IP 
destination (IP route, address and mask) is assigned an (x, y) 
attribute. The X stands for longitude (between -180 to +180, 
but -180 and +180 is the same location because the earth is 
a globe) and y stands for latitude (between -90 to +90) on 
earth where the IP destination is physically located. 
0053 Assuming that the Subscriber's source address 
matches the longest prefix of an IP destination with an (x1, 
y1) attribute and the Data Center's IP address prefix has the 
attribute of (x2, y2), then: 

If x1-x2<=180, the distance between the subscriber 
and data center is (x1-x2)^+(y1-y2)’) ' 
If x1-x2>180, then the distance between the sub 
scriber and data center is 360-(x1-x2))^+(y1-y2)’)'' 

0054) The (x,y) route attribute can be proposed to IETF 
as the extension of the BGP route attribute. 

0055 FIG. 4 shows a Directory Information Multicast 
Update arrangement for a Service Manager Farm and FIG. 
5(b) illustrates a Reliable Multicast Transport Protocol 
Sequence, of a Reliable Multicast Transport Protocol used to 
Simultaneously update information to the Service devices in 
a multicast capable network and to improve performance. It 
is similar to TCP, but with a two-way send-and-acknowledge 
handshake instead of a three-way handshake defined 
between Sender and all the recipients to establish the con 
nection. After that, the Service manager is responsible for 
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Specifying the window size (in packets) Such that a Sender 
can Send a message without acknowledgement. The Window 
Size is one of the Service attributes registered by each Service 
engine to the Service manager. The Service manager choos 
ing the lowest value from the service attribute of the window 
Size registered by each recipient. At the end of each window, 
the Service manager is also responsible for acknowledging 
the reception on behalf of all other recipients. It is recom 
mended that the Service manager should wait a Small Silent 
period, which could be a configurable value, before Sending 
the acknowledgement. The recipient should send a re-Send 
request from the starting sequence number (for the window) 
if it detects any out of Sequence packet reception or time out 
without receiving any packet in a configurable value. The 
Sender can choose to re-Send from the Specified re-Send 
Sequence number or terminate the connection and restart 
again. Unless the connection is terminated, the recipient will 
Simply drop the packet that has been received. The last 
packet should acknowledge by all the recipients and not just 
the Service manager to indicate the normal termination of the 
connection. If the Service manager detects that any recipient 
does not acknowledge the last packet within a time-out, it 
will request to re-send the last packet to that recipient (a 
unicast packet). If more than three re-sends have been tried, 
the device will be declared as dead and will be removed 
from the Service engine list by the Service manager. If there 
is only one packet to be delivered, this protocol will become 
a reliable data gram protocol. Window Size is defined as the 
outstanding packets without acknowledgement. Acknowl 
edgement and re-send requests are both multicast packets 
which allow the Service manager to monitor. 
0056 FIG. 7 illustrates a Reliable Multicast Directory 
Update Protocol running on the Reliable MulticastTransport 
Protocol described above. The protocol is similar to LDAP 
over TCP except that the transport layer uses the Reliable 
Multicast Transport Protocol. 
0057 Referring to FIG. 8, a Reliable Multicast Manage 
ment Protocol Sequence is illustrated The Reliable Multicast 
Management Protocol Sequence runs on the Reliable Mul 
ticast Transport Protocol. Since there is only one packet to 
be delivered, this protocol will become a reliable multicast 
data gram protocol. The protocol will be similar to SNMP 
run over Ethernet except that there is a transport layer to 
provide the multicast and reliability Service. 
0.058 Hierarchical Management Information and Man 
agement Method 
0059. The management agent is formed as a part of the 
Service manager. For policy-based Service management, 
management information is defined in different levels. 
Aggregation of management information is from one level 
to the next level. For example, the number of web page hits 
could have a counter for each cache Service engine as well 
as a total counter for the whole level 1 Service engine farms 
or whole data centers. 

0060 For configuration management information, the 
configuration for different levels is also defined. For 
example, a default router configuration is only for the same 
Subnet, and the DNS server could be for the whole Data 
Center. The Level 1 Service manager is responsible for 
multicasting the default router configuration to the whole 
subnet while the Level 2 service manager sends the DNS 
Server configuration to the Level 1 Service manager with 
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indication of its Data Center level configuration. Then, the 
level 1 Service manager needs to multicast its members to its 
Subnet. A lower-level configuration or policy cannot conflict 
with a higher-level policy If it does, the higher-level policy 
takes precedence over the low-level one. 
0061) Directory Schema and SNMP MIB 
0062). Several directory information schema and SNMP 
MIBs need to be defined to support the Hierarchical Scalable 
Integrated Service Networks (HSISN) of the preferred 
embodiment: 

0063) 
0.064 
0065 
0.066) 
0067 

Web Site object 
Web Content object 
Service Engine object 
Integrated Service Switch object 
User object.And other objects. 

0068 These schema and MIBs may be understood using 
the following URL as an example: 

0069 vision.yahoo.com/web/ie/fv.html 
by http://). 

0070 Web Site Object (Origin or Cache Site) 
007.1) Origin Web Site 
0072 DN (Distinguished Name): http, vision, yahoo, 
com attributes: 

0073) Service Site IP address: 
0074 Cached Service Site 
0075) DN (Distinguished Name): subnet1, DataCenter2, 
CDN3 attributes: 

0076) Service Site IP address: 
0.077 New Entry Creation of Web Site Object 
0078. The origin site will send DGP LDAP ADD DN: 
http, vision, yahoo, com to the Level 3 Service manager (also 
as a DNS server) to add a new entry. 
0079 Entry Modification of Web Site Object 

(preceded 

0080 Based on the service level agreement, the Level 3 
service manager will send DGP LDAP MODIFY ADD 
web site object entry's attribute of Service Site Location. 
These IP addresses will add to the list of DNS entries of 
Vision.yahoo.com. 

0081 Yahoo’s DNS server, which is responsible for the 
vision.yahoo.com, refers the DNS request for vision.yahoo 
.com to a DNS in the level 3 service manager. The DNS in 
the level 3 service manager will reply with the IP address of 
a Service Site that has lowest Service metric, to the Subscriber 
or based on other policies. 
0082 Cached Web Site Selection Based on the Best 
Response from the Cached Web Site to the Subscriber 
0083) The vision.yahoo URL listed above provides an 
example of a YAHOOTM web site with a video based 
financial page. The Internet access provider's DNS server 
will refer to Yahoo’s DNS server, and for vision.yahoo.com. 
Yahoo’s DNS server will refer to the Level 3 Service 
manager of the content distribution Service provider. 
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0084. Each data center may have one or more service 
web sites, and each Service web site may be served by a 
server farm with a virtual IP address. If there are multiple 
caching Service Sites of vision.yahoo.com available (ex. Site 
one is 216.136.131,74, site two 216.136.131.99) all are 
assigned to serve vision.yahoo.com and the DNS in the level 
3 Service manager will have multiple entries for vision.ya 
hoo.com. It will select one of the sites as the DNS reply 
based on policies (weighted round robin or Service metric 
from these sites to the subscriber). For example, IP address 
216.136.131.74 may be selected by the DNS as the response 
to the request for the above-listed vision.yahoo URL. 
0085) Service Metric 
0086) The Service metric from subscriber 1 to site 1 is the 
current average Server Service response time by Site 1 plus 
a weight multiplied by the current proximity from Subscriber 
1 to Site 1. The weight is configured based on policy. The Site 
1 calculates the current proximity by the formula mentioned 
above. The site 1 Level 1 service manager will receive the 
response time from each Server in their keep-alive message 
by the Service engine to calculate the current average Service 
response time by Servers as a loading factor of this site. 
0087 Web Content Object (In Either Origin or Cached 
Site) 
0088 DN: fiv.html, ie, web, http, vision, yahoo, com 
attributes: 

0089. Original Content Location: IP address of the 
origin Server 

0090 Cached Content Location: DN of the cached 
Service Site 1, number of cached Service engines that 
have this content in site 1, DN of the cached service 
Site 2, number of cached Service engines that have 
this content in site 2, DN of the cached service site 
31, number of cached Service engines that have this 
content in site 31, DN of the cached service site 41 

0091 Cached Content Service Engine MAC address 
in the Level 1 Service manager: 

0092 Service engine 1 MAC (apply only to Level 
1 Service manager), 

0093 Service engine 2 MAC (apply only to Level 
1 Service manager), 

0094) 
0095 Number of Caching service engines that have 
the cached content 

0096 Content last modified date and time: 
0097 Content expire date and time: 

0098) 
0099 Service Engine Object 
01.00 DN: IP Address, Subnet1, DataCenter2, CDN3 
attributes: 

0101 Service Type: 

0102 Service engine Name: 
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0.103 Service engine Subnet mask: 
0104 Service engine MAC addresses: 
0105 Service engine Security policy: use SSL if 
different Data Center 

0106 Service Manager IP address: 
0107 Service engine certificate: 

0108 Integrated Service Switch Object 
0109 DN: IP address on server farm interface, Subnet1, 
DataCenter2, CDN3 attributes: 

0110 Switch Type: 
0111 Switch IP address: 
0112 Switch MAC address: 
0113 Service Manager IP address: 
0114 Switch certificate: 

0115 User Object 
0116 DN: name, organization, country attributes: 

0117 Postal Address: 
0118 Email address: 
0119 User certificate: 
0120 Accounting record: 

0121 New Entry Creation and Modification of Web 
Content Object 
0.122 Based on the service agreement, the origin site will 
send DGP LDAP ADD DN: fv.html. ie, web, http, vision, 
yahoo, com to the Level 3 Service manager. After 
216.136.131.74 is selected by the DNS as response, the 
subscriber sends http request as 216.136.131,74 (preceded 
by http://). 
0123 The integrated service Switch of this virtual IP 
address will direct the request to one of the leSS congested 
caching Service engines, Such as caching engine one. If the 
content is not in caching engine one, the integrated Service 
Switch sends an LDAP search request to its level 1 service 
manager. If the level 1 Service manager doesn’t have the 
content either, it refers to its level 2 Service manager. If the 
level 2 Service manager doesn’t have the content either, it 
refers to its level 3 service manager. The level 3 service 
manager will return the attributes of origin Server IP address, 
indication of cacheable or not, and other content attributes. 
In case of a not cacheable attribute, the caching engine one 
will http-redirect the subscriber to the origin server. 
0.124. If a cacheable content is indicated, the caching 
engine one will then initiate a new http Session on behalf of 
the Subscriber to the origin Server and cache the content if 
“cacheable' is also specified in the http response from the 
origin Server. The redirect message is also Supported by 
RTSP, but may not always be supported by other existing 
application protocols. Once the content is cached, then it 
will LDAP ADD the object of DN: fv.html, ie, web, http, 
Vision, yahoo, com to the Level 1 Service manager. If the 
object is not found in the Level 1 service manager, then DN: 
fv.html, ie, web, http, vision, yahoo, com is added to the 
attribute of the Cached Content Location of itself (i.e., the 
DN of the service engine). If the object is found in the Level 
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1 Service manager, then the object is modified and added as 
a new Cached Content Location attribute. The Level 1 
service manager will then perform DGP LDAP ADD or 
DGP LDAP MODIFY ADD DN ?w.html, ie, web, http, 
Vision, yahoo, com on the Level 2 Service manager. The 
Level 2 service manager will then perform DGP LDA 
PADD or DGP LDAP MODIFY ADD DN: ?v.html, ie, 
web, http, vision, yahoo, com on the Level 3 Service 
manager. 

0.125 The update of the cache location directory infor 
mation is a triggered update operation that should be a lot 
faster than the periodical Synchronization process used in the 
existing replication process among LDAP Servers. 

0126 Content Retrieval from Nearest Location (Origin 
or Cached) 
0127. Retrieval from a neighbor cache service engine is 
managed by the same level 1 Service manager in the same 
LAN. If another subscriber sends an http request as 
216.136.131.74/web/ie/fv.html, the http request is for 
warded by the integrated Service Switch to Service engine 2, 
which is managed by the Same level 1 Service manager 
(together with an LDAP Server) as service engine 1. When 
Service engine 2 does not have the content, 
LDAP SEARCH from its level 1 service manager, service 
engine 2 will return the attribute with Service engine 1 as the 
content cached location. 

0128. Since it is cacheable content, service engine 2 will 
then initiate a new http session on behalf of the subscriber 
to the Service engine 1 instead of the origin Server and will 
cache the content in addition to responding to the content for 
its Subscriber. Once the content is cached, Service engine 2 
will LDAP ADD to the same level 1 service manager (also 
as LDAP Server). The entry should have existed, and 
therefore the service engine 2 will LDAP MODIFY ADD 
to add another cached location (itself) to the content 
attribute. 

0129 Retrieval from a neighbor site is managed by the 
same level 2 service manager for the whole Data Center. If 
another Subscriber Sends an http request to the Second 
service site as 216.136.131.74/web/ie/fv.html, the http 
request is forwarded to Service engine 31 by the integrated 
Service Switch of the Service site of 216.136.131.99. If 
Service engine 31 does not have the content, an 
LDAP SEARCH is carried out by its Level 1 service 
manager, and if the Level 1 Service manager does not have 
the content either, the request is referred to the Level 2 
Service manager, which will return the Site of 
216.136.131.74 as the cached location with an attribute of 
the number of Service engines that have the content. In case 
there are two or more sites that have the content, the Site that 
has more Service engines that have the content is chosen. 
Service engine 31 will then initiate a new http Session on 
behalf of the Subscriber to 216.136.131,74 instead of the 
origin Server. And the Service engine 31 will cache the 
content in addition to responding the content to its Sub 
Scriber. Once the content is cached, Server engine 31 will 
LDAP ADD to its level 1 service manager (also as LDAP 
Server). If the entry is not found, the level 1 service manager 
will add DN: fiv.html, ie, web, http, vision, yahoo, com with 
attribute of Cached Content Location of itself (MAC 
address). Service engine 31's Level 1 Service manager will 
also DGP LDAP ADD DN: fv.html, ie, web, http, vision, 
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yahoo, com to the Level 2 Service manager. If the entry 
should be found, the level 2 service manager will modify to 
add another cached location (itself) to the content attribute 
and increment the number of Sites that have the content. 

0.130 Retrieval from neighbor Data Center that is man 
aged by the same Level 3 Service manager for the whole 
CDN (Content Delivery Network). If there is the second 
Service site of 216.136.131,74 is located at another Data 
Center and if that Data Center does not have Such cached 
content yet, the LDAP SEARCH will eventually refer to the 
Level 3 Service manager to find the cached Data Center 
location. The http proxy will then be initiated on behalf of 
the Subscriber from the caching Service engine of one Data 
Center to its neighbor Data Center instead of the origin 
Server, if the neighbor Data Center has the cached content. 
In case multiple Data CenterS have the cached content, the 
number of caching Service engines in that Data Center that 
have the cached content determines the preference. 
0131) A engine is able to dynamically discover its referral 
LDAP server, which is its level 1 service manager. The level 
1 Service manager may or may not need a Static configura 
tion to find its Level 2 Service manager, depending on 
whether or not the link state routing protocol (ex. OSPF) is 
running. If it is running, the opaque link State packet can be 
used to carry the Service manager information and be 
flooded to the routing domain. The LDAP search result 
could also be influenced by policy configuration. It is also 
possible to add policy management related attributes of that 
content, Such as proxy or redirect, cache life-time if cache 
able, etc. 

0132 Cached Content Invalidation 
0133) When the origin server modifies the content of DN: 
fv.html, ie, web, http, vision, yahoo, com, it will perform an 
LDAP MODIFY DELETE to remove all the Cached Con 
tent Locations from the Level 3 Service manager. Alterna 
tively, it can conduct a Scheduled content update by Speci 
fying or changing the expiration date attribute of the content 
through DGP. The Level 3 service manager will LDAP 
MODIFY DELETE to remove all the Cached Content 

Locations or change the expiration date from Level 2 Service 
managers that it manages. 

0134) The Level 2 service manager will then LDAP 
MODIFY DELETE to remove all the Cached Content 

Locations or change the expiration date of the Level 1 
Service managers that it manages after which the Level 1 
Service manager will notify (multicast) all its caching Ser 
Vice engines to remove that Cached Content from its Storage. 

0135) When the content has been scheduled to be 
changed by the origin Server, the origin Server can also Send 
LDAP MODIFY REPLACE to modify the content last 
modified date and time attribute in the level 3 service 
manager and propagate downward to lower level Service 
managers and caching Service engines. Based on the last 
modified date and time, the server determines when to throw 
away the old content. 
0.136 The Dynamic Discovery of Among Service 
Engines (LDAP Client), Level 1 Service Manager and Level 
2 Service Manager 

0.137 In a layer 2 LAN environment, a layer 2 multicast 
can be utilized to propagate the Service information to the 
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level 1 Service manager from all the Service engines. A 
well-known Ethernet multicast address will be defined for 
Level 1 Service managers including a primary and back up 
Level 1 Service manager. 
0.138. At the link state routing domain, opaque-link-state 
packet flooding will be used to propagate the Service engine 
and Services it provides in one area or one autonomous 
System by all the Level 1 Service managers and Level 2 
Service managers. 
0139 Level 2 service managers should always flood to 
the whole autonomous System. If the whole autonomous 
System only has one Level 2 Service manager, then opaque 
link State packets from the Level 1 Service manager should 
flood to the whole autonomous System. If each area has one 
Level 2 Service manager, then opaque link State packets from 
the Level 1 Service manager should flood to the area only. 
The Level 2 service manager can refer to other Level 2 
Service managers first before referring to the Level 3 Service 
manager for directory information, although the DGP con 
nection to other Same level Service manager is not allowed. 
0140 Beyond one autonomous system, an IP multicast 
may be utilized to propagate the service within the IP 
multicast tree among Level 2, Level 3 or Level 4 Service 
managers. The Static configuration can also be used to 
propagate, Search and update the Service among Service 
managerS. 

0141 Content Delivery with Quality (Possible Other 
Policy Too) Through Hop by Hop Flow Advertisement from 
Caching Service Engine to Client with Crank Back 
0142. A hop by hop flow advertisement protocol for IP 
flow is Specified based on pattern-matching rules. Flow 
advertisement will Start from the caching Service engine to 
its upstream integrated Service Switch after the authentica 
tion and accounting are checked or initiated, and then 
proceed from the integrated Service Switch on a hop by hop 
basis to the end user, if the flow advertisement protocol is 
Supported. The end user is not required to be involved in the 
flow advertisement protocol. In case the flow advertisement 
protocol is not Supported, each hop will map the flow and 
flow attribute to its (could be different) upstream traffic 
characteristics through Static configuration or a Signaling 
protocol. For example, the IP flow can map to ATM SVC or 
PVC, and the ATM PVC or SVC can also map to IP flow 
through this hop-by-hop flow advertisement. If IP MPLS is 
also available, the IP flow advertisement can map to MPLS 
through an MPLS Signaling protocol. If the upstream hop 
does not Support any flow Signaling, the flow advertisement 
would be stopped. 
0143 Flow Switching requires every hop to include all 
network devices from layer 2 to layer 7 Switching devices as 
long as the flow can be mapped and defined. If only the class 
of traffic is defined, the down stream hop should still try to 
map to the appropriate traffic class on the upstream. The 
typical example of quality of Service can map to whatever 
available on the up stream network such as DiffServ, Cable 
Modem's SID and 802.1 p. 
0144. In case a link or switch is down along the flow path, 
the upstream hop should terminate the flow by Sending a 
flow withdraw advertisement to its further upstream neigh 
bor and propagate to the end user. On the other hand, the 
downstream hop should initiate another flow advertisement 
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to the other available upstream hop and further propagate to 
the end user to re-establish the flow. If no upstream hop can 
accept the flow, the Switch should terminate the flow, and 
advertise flow termination (crank back) to its downstream 
hop and its downstream hop Should find another available 
upstream hop So as to try to propagate to the end user again. 
If the upstream hop is not available again, advertise flow 
termination (crank back) to its downstream hop should 
continue until one available Switch is found, or back to the 
service engine which will abort the flow. 
0145 VPN with PKI 
0146 Finally, a VPN with PKI can use the same directory 
enabled network, for a non-content related Service engine 
like an IPSEC engine. The VPN with PKI can also refer to 
its Level 1 Service manager to Search for the certificate and 
the like an refer to Level 2 and 3 Service managers for 
hierarchical user and accounting management. 

1. A network System for management of hierarchical 
Service and content distribution via a directory enabled 
network, comprising: 

at least one level 4 Service manager responsible for 
management of multiple content delivery networks, 

at least one level 3 Service manager responsible for 
management of one of the content delivery networks 
having multiple data centers, 

at least one level 2 Service manager responsible for 
management of one of the data centerS having multiple 
Server farms or Service engine farms, and 

at least one level 1 Service manager for establishing a 
directory information routing protocol with the at least 
one level 2 Service manager. 

2. The network system of claim 1, wherein each server of 
the server farm is connected by LAN Ethernet Switch 
Network that Supports layer 2 multicast operations. 

3. The network system of claim 1, wherein each server of 
the server farm is connected by an Infiniband Switch. 

4. The network System of claim 1, wherein data passing 
through the data center passes through an IPSEC tunnel to 
guarantee privacy and Security, So as to form a VPN among 
the data centers. 

5. The network system of claim 1, wherein the at least one 
level 1 Service manager is managed to establish a dissimilar 
gateway protocol connection with at least one of the at least 
one level 2 Service managers, the at least one level 2 Service 
manager is managed to establish a dissimilar gateway pro 
tocol connection with at least one of the at Least one level 
3 Service managers, the at least one level 3 Service manager 
is managed to run as a DNS server, which directs a user's 
request to a different data center for geographical load 
balancing, and the Service manager of the origin at Server 
farm is also managed to establish a dissimilar gateway 
protocol connection with the parent Service manager thereof. 

6. A network System for management of hierarchical 
Service and content distribution via a directory enabled 
network comprising: 

at least one level 4 Service manager responsible for 
multiple content delivery network management and 
Storing the content location information of at least one 
content delivery network; 
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at least one level 4 Service manager responsible for 
management of multiple content delivery networks and 
Storing content location information of the at least one 
content delivery network, 

at least one level 3 Service manager responsible for 
management of one of the content delivery networks 
having multiple data centers, wherein each of the at 
least one level 3 Service managerS Stores the content 
location information of the corresponding content 
delivery network, and the content information of data 
CenterS, 

at least one level 2 Service manager responsible for 
management of one of the data centerS having multiple 
Server farms or Service engine farms, wherein each of 
the at least one level 2 Service managers of Said one of 
the data centerS Stores only the content location infor 
mation of the corresponding data center; and 

at least one level 1 Service manager for establishing a 
directory information routing protocol with the at least 
one level 2 Service manager, So as to manage each of 
the Server farms, wherein the at least one level 1 Service 
manager and the at least one level 2 Service manager 
are created through a LAN multicast and a link State 
routing protocol’s opaque link State packet flooding 
with service information. 

7. The network system of claim 6, wherein each server of 
the server farm is connected by a LAN Ethernet Switch 
Network that Supports Layer 2 multicast operations. 

8. The network of claim 6, wherein each server of the 
server farm is connected by an Infiniband Switch. 

9. The network of claim 6, wherein data passing through 
the data center passes through an IPSEC tunnel to guarantee 
privacy and Security, So as to form a VPN among the data 
CenterS. 
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10. The network of claim 6, wherein the at least one level 
1 Service manager is managed to establish a dissimilar 
gateway protocol connection with at least one of the at least 
one level 2 Service managers, the at least one level 2 Service 
manager is managed to establish a dissimilar gateway pro 
tocol connection with at least one of the at least one level 3 
Service managers, the at least one level 3 Service manager is 
managed to run as a DNS server, which directs a user's 
request to a different data center for geographical load 
balancing, and the Service manager of the origin at Server 
farm is also managed to establish a dissimilar gateway 
protocol connection with the parent Service manager thereof. 

11. A method for management hierarchical Service and 
content distribution via a directory enabled network includ 
ing at least one level 4 Service manager, at least one level 3 
Service manager, at least one level 2 Service manager, and at 
least one level 1 Service manager comprising the Steps of: 

managing at least one content delivery network having 
multiple data centers and Storing the content location 
information of the at least one content delivery net 
work; 

managing the data centers having multiple Server farms or 
Service engine farms, and 

establishing a directory information routing protocol 
between the at least one level 1 Service manager and the 
at least one level 2 Service manager, and managing each 
of the server farms. 

12. The method of claim 11, further comprising a step of 
establishing a dissimilar gateway protocol connection 
between the at least one level 2 Service manager and at least 
one of the at least one level 3 Service managers. 
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