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10,924,573

Google CDN

Claim 1

1[p]

1. A method of
content delivery in a
content delivery
network
comprising:

Google uses and provides content delivery network(s) (“Google CDN”), including Google’s internal
services and services Google offers to third parties that are used to provide content, such as webpages
and/or video streams, over a network. Google CDN includes services such as Cloud DNS, for
example, along with Google’s own use of technologies to provide content in a network.

Google Cloud DNS is a scalable, reliable and managed authoritative Domain
Name System (DNS) service running on the same infrastructure as Google. It
has low latency, high availability and is a cost-effective way to make your
applications and services available to your users.

https://console.cloud.google.com/marketplace/product/google-cloud-platform/cloud-dns

Cloud DNS can scale to large
numbers of DNS zones and

Use Google’s infrastructure for
production quality and high-

volume authoritative DNS serving.
Your users will have reliable, low-
latency access from anywhere in
the world using our anycast name

records. You can reliably create
and update millions of DNS
records. Our name servers
automatically scale to handle

servers.

guery volume.

https://cloud.google.com/dns?hl=en

1(a)

receiving, at a first
server of a first tier
of servers of the
content delivery
network, a request
from a requesting
device for a
resource available

Google receives, at a first server of a first tier of servers of the content delivery network, a request
from a requesting device for a resource available from the content delivery network. For example,
Google CDN receives requests for content available on the content delivery network at a first tier of
servers.

As one example, Google provides a method of content delivery that includes receiving a request from
a device for a resource available from a content delivery network at a server in a first tier of the
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from the content network. For example, a server in the Google Media CDN “edge” (e.g., “EdgeCacheService”), as
delivery network; discussed below, includes a server in a first tier that receives client HTTP requests.

https://cloud.google.com/media-cdn/docs/overview
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The Google CDN includes a multi-tiered network with a “long tail” cache at the top of the hierarchy.
The Google CDN includes long-tail caches with “substantial storage capacity,” indicating that a mid-
tier and/or edge nodes in the Google CDN have less storage capacity.

Preliminary Infringement Contentions — Subject to Change

Page 5 of 43




Preliminary Infringement Contentions — Subject to Change

Preliminary Infringement Contentions — Subject to Change

Page 6 of 43



Preliminary Infringement Contentions — Subject to Change

https://cloud.google.com/media-cdn/docs/origins#origin-shielding

In an example, Google CDN receives requests from end users to the CDN platform, those requests
are then distributed to resource servers that host the requested content through a load balancer that
content once retrieved is then sent back to the end users on the network.
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https://cloud.google.com/cdn/docs/overview

1(b) accessing a Google accesses a popularity service associated with the content delivery network to determine a
popularity service popularity designation associated with the requested resource.
associated with the
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content delivery For example, Google Media CDN caches “the most popular content” closer to users, while eventually
network to evicting “unpopular content.” Google CDN analyzes the “relative’ popularity of content.

determine a

popularity As one specific example, on information and belief, the Google CDN includes caches that “cross-fill
designation from each other where advantageous to do so,” indicating a popularity is determined.

associated with the
requested resource;

https://cloud.google.com/media-cdn/docs/origins#origin-shielding
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https://cloud.google.com/media-cdn/docs/caching

https://cloud.google.com/cdn/docs/overview
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https://cloud.google.com/media-cdn/docs/caching#cache-modes

https://cloud.google.com/media-cdn/docs/caching#cache-modes

As another specific example, Google Cloud CDN utilizes caching services to store content in edge
servers closer to end users. Popular content which is accessed more frequently is more likely to be
stored in cache servers. Cached content which are not accessed frequently are evicted from cache
servers after a maximum of 30 days.
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https://cloud.google.com/cdn/docs/overview#serving-from-cache

https://cloud.google.com/cdn/docs/caching#http-headers-cookies

https://cloud.google.com/cdn/docs/web-security-best-practices#best practices for web security
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https://cloud.google.com/cdn/docs/cachingfteviction

1(c) requesting the Google requests the resource from a second server of the content delivery network.
resource from a

second server of the
content delivery
network;
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https://cloud.google.com/media-cdn/docs/origins#origin-shielding

As another example, Google Cloud CDN requests content from secondary servers. In an example,
Google Cloud CDN utilizes backend services which provide information from the external servers

hosting content the CDN is requesting. These backend services can reference a multitude of different
resources from which the CDN can request content.

https://cloud.google.com/cdn/docs/using-cdn
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https://cloud.google.com/load-balancing/docs/https#backend-service
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https://cloud.google.com/load-balancing/docs/backend-service

1(d)

processing, at the
first server of the
first tier of servers,
a redirect
instruction from the
second server of the
content delivery
network to obtain

Google processes, at the first server of the first tier of servers, a redirect instruction from the second
server of the content delivery network to obtain the resource from a content server of the content
delivery network.

For example, Google CDN processes requests for content at the first server tier (e.g., the CDN server).
Upon receiving the request, Google CDN, performs a redirect from another server, which matches the
request URL to a content server (e.g., the designated host of the content).
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the resource from a
content server of the
content delivery
network;

https://cloud.google.com/media-cdn/docs/routing#redirect-requests
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https://cloud.google.com/load-balancing/docs/url-map-concepts#url-redirects
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https://cloud.google.com/media-cdn/docs/routing#third-party-buckets

1(e) receiving an Google receives an instruction to not cache the portion of the resource at the first server of the first
instruction to not tier of servers when the portion of the resource is obtained from the content server of the content
cache the portion of | delivery network.

the resource at the
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first server of the For example, Google receives instructions to not cache, for example in Media CDN, when caches
first tier of servers “cross-fill from each other,” a cache providing a resource includes at least some popularity
when the portion of | information for a receiving cache to be used to decide whether to cache the resource or not in response
the resource is to an instruction.

obtained from the
content server of the
content delivery
network; and

https://cloud.google.com/media-cdn/docs/origins#origin-shielding
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https://cloud.google.com/media-cdn/docs/caching

As another example, Google receives an instruction to not cache content if the cache request is not
yet a third request. In these cases, the requested resource is obtained from a content server of the

CDN.

https://cloud.google.com/cdn/docs/caching#http-headers-cookies

1(f) providing the Google provides the requested resources to the requesting device, for example via Google Media

obtained resource to | CDN.
the requesting
device.

https://cloud.google.com/cdn?hl=en
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In another example, when the requested content is not stored on an edge cache server (e.g., a cache
miss), Google CDN retrieves data from the origin server.

https://cloud.google.com/cdn/docs/overview#how-cdn-works
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Claim 2
2. 2. The method as Google’s popularity designation associated with the requested resource indicates that the requested
recited in claim 1 resource is not popular.
wherein the
popularity For example, resources which are of lower popularity are slated for eviction or expiration based on
designation caching configurations. A resource which has a lower popularity will be evicted from cache server.

associated with the | The popularity designation of content can be monitored based on the amount times that a resource
requested resource | endpoint was requested

indicates that the
requested resource
is not popular.

https://cloud.google.com/cdn/docs/logging#monitoring-queries
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https://cloud.google.com/cdn/docs/logging#monitoring-queries

Claim 3
3. 3. The method as Google’s popularity designation associated with the requested resource indicates that the requested
recited in claim 1 resource is popular, and Google receives an instruction to cache the resource at the first server of the
wherein the first tier of servers when the resource is obtained from the content server of the content delivery
popularity network.
Preliminary Infringement Contentions — Subject to Change
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designation
associated with the | See, e.g., evidence of use for claim element 1 and the following.
requested resource

indicates that the Google CDN caches resources via a popularity designation, for example, based on access frequency.
requested resource | Popular resources are cached in the first tier of servers where subsequent requests for said resource
is popular, the are retrieved.

method further

comprising:

receiving an

instruction to cache
the resource at the
first server of the
first tier of servers
when the resource is
obtained from the
content server of the
content delivery
network.

https://cloud.google.com/cdn/docs/overview#serving-from-cache

https://cloud.google.com/cdn/docs/caching#http-headers-cookies
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Content which is more popular will receive a higher “cache hit ratio”, where content which is more
popular is designated by a cache key which expedites future retrievals of said content.
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https://cloud.google.com/cdn/docs/overview#cache hits and cache misses

https://cloud.google.com/cdn/docs/overview#cache hit ratio
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first server of the
first tier of servers
of the content
delivery network, an
additional request
for the resource
available from the
content delivery
network;

Claim 6
6. 6. The method as Upon information and belief, Google’s popularity designation associated with the requested resource
recited in claim 1 comprises an indication whether a current popularity value for the resource exceeds a first
wherein the predetermined popularity threshold. For example, content satisfying a popularity threshold based on
popularity frequent access is more likely to be stored in Google’s cache servers. Cached content which are not
designation accessed frequently are evicted from cache servers after a threshold period of days, such as 30 days.
associated with the
requested resource | See, e.g., evidence of use for claim element 1(b).
comprises an
indication whether a
current popularity
value for the
resource exceeds a
first predetermined
popularity
threshold.
Claim 10
10[p] 10. The method as See, e.g., evidence of use for claim elements 1[p] and 3.
recited in claim 3
further comprising:
10(a) receiving, at the Google CDN provides means to make subsequent requests for content from content sources such as

servers in the first tier of a content delivery network (e.g., edge cache servers).
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https://cloud.google.com/cdn/docs/overview
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10(b)

determining that the
resource is cached
at the first server of
the first tier of
servers; and

Google CDN determines when data is cached on the first server in a first tier of servers. For example,
cached content is stored on a first tier of servers, such as on an edge cache, when the content is popular
and cacheable. Google CDN determines if this content is in the cache and designates that status
through “cache hits” or “cache misses”.

https://cloud.google.com/cdn/docs/overview#cache hits and cache misses
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10(c) providing the Google CDN serves a cached resource from the first server of the first tier of servers when additional
cached resource requests are made for a resource. When subsequent requests for the cached content is made, Google
from the first server | CDN will serve that content from said cache server.
of the first tier of
Servers in response
to the additional
request for the
resource.

https://cloud.google.com/cdn/docs/overview#serving-from-cache
Claim 19

19[p] 19. A method of Google implements a method of content delivery in a content delivery network.
content delivery in a
content delivery See e.g., evidence of use for claim elements 1[p] and 1(a).
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network
comprising:

19(a)

receiving, at a first
server of a first tier
of servers of the
content delivery
network, a request
from a requesting
device for a
resource available
from the content
delivery network;

See, e.g., evidence of use for claim elements 1[p] and 1(a).

19(b)

accessing a
popularity service
associated with the
first server of the
first tier of the
content delivery
network to
determine a
popularity
designation
associated with the
requested resource;

Google accesses a popularity service to determine a popularity designation associated with a requested
resource. For example, Google Media CDN caches “the most popular content” closer to users, while
eventually evicting “unpopular content.” Google CDN analyzes the “relative” popularity of content.

See, e.g., evidence of user for claim element 1(b) and the following.

As one specific example, on information and belief, the Google CDN includes caches that “cross-fill
from each other where advantageous to do so,” indicating a popularity is determined.
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https://cloud.google.com/media-cdn/docs/origins#origin-shielding

https://cloud.google.com/media-cdn/docs/caching
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https://cloud.google.com/cdn/docs/overview

https://cloud.google.com/media-cdn/docs/caching#cache-modes

https://cloud.google.com/media-cdn/docs/caching#cache-modes
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19(c)

receiving an
instruction to not
cache the resource
at the first server of
the first tier of
servers when the
portion of the
resource is obtained
from the content
server of the content
delivery network;

Google receives instructions to not cache, for example in Media CDN when caches “cross-fill from
each other,” a cache providing a resource includes at least some popularity information for a receiving
cache to be used to decide whether to cache the resource or not in response to an instruction.

See e.g., evidence of user for claim element 1(e) and the following.

https://cloud.google.com/media-cdn/docs/origins#origin-shielding

https://cloud.google.com/media-cdn/docs/caching
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In one example, Edge caches additionally can refuse to store partial content retrieved from origin
servers if said content is non-cacheable, or if configured to refuse content.
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https://cloud.google.com/cdn/docs/caching#byte-range-requests

19(d) requesting the Google requests a resource from a second server of the Google CDN based on a popularity
resource from a designation.
second server of the
content delivery See e.g., evidence of use for claim element 1(c) and the following.
network based at
least on the
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popularity In one example, Google CDN caches content a first server in the geographical location closest to
designation where the request is made. In one example, Google CDN stores a less popular resource on secondary
associated with the | servers (e.g., “long-tail” caches). These secondary servers generally store content which is valuable
requested resource; | but not popular. Upon information and belief, Google CDN uses these servers to store such content.

and

https://www.cdn77.com/blog/tackle-long-tail-with-multilayer-cache
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recited in claim 19
wherein the second
server of the content
delivery network is
a content server
storing the
requested content.

19(e) providing the Google provides a resource to the requesting device. For example, Google Media CDN provides the
obtained resource to | video streams, large file downloads, and other resources to a requesting device.
the requesting
device. See, e.g., evidence of use for claim element 1(f).
Claim 20
20 20. The method as | Google includes a second server of the CDN that is a content server storing the requested content. For

example, Google Media CDN retrieves data from content servers under situations such as cache
bypassing, where data is retrieved from a secondary server regardless of its status on a first tier server.

See e.g., evidence of user for claim element 19 and the following.
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https://cloud.google.com/media-cdn/docs/origins#origin-shielding
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https://cloud.google.com/cdn/docs/caching#bypassing-cache
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