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This is the first book focused exclusively on Internet wornjil ‘t‘>89(')833”|2}1;73a

tion and mitigation strategies to help professionals with the enging work in the
field. This groundbreaking volume enables practitioners to tackle the ever-increasing
presence of Internet worms with practical detection knowledge and defense tech-
niques utilizing data from live networks, real IP addresses, and commercial tools. The
book discusses the classifications and groupings of worms, and offers a deeper under-
standing of how they threaten network and system security.

After examining how a worm is constructed and how its major life-cycle steps are
implemented, the book scrutinizes targets that worms have attacked over the years,
and the likely targets of the immediate future. Covering hoth commercial and open-
source tools, this unique reference explains how to detect worms using a variety of
mechanisms, and evaluates the strengths and weaknesses of three approaches—traffic
analysis, honeypots and dark network monitors, and signature analysis. The book con-
cludes with a discussion of four effective defenses against network worms, including
host-based defenses, network firewalls and filters, application layer proxies, and a
direct attack on the worm network itself.

is a senior software engineer at Arbor Networks, an Internet security com-
pany. He is also a consultant and researcher at Crimelabs Research, a think tank and
consulting firm. He holds a Ph.D. in biochemistry from Case Western Reserve
University. He has published extensively.
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For quite a long time, computer security was a rather narrow field of
study that was populated mainly by theoretical computer scientists, electri-
cal engineers, and applied mathematicians. With the proliferation of open
systems in general, and of the Internet and the World Wide Web (WWW) in
particular, this situation has changed fundamentally. Today, computer and
network practitioners are equally interested in computer security, since they
require technologies and solutions that can be used to secure applications
related to electronic commerce. Against this background, the field of com-
puter security has become very broad and includes many topics of interest.
The aim of this series is to publish state-of-the-art, high standard technical
books on topics related to computer security. Further information about the
series can be found on the WWW at the following URL:

http://www.esecurity.ch/serieseditor.html

Also, if you'd like to contribute to the series by writing a book about a topic
related to computer security, feel free to contact either the Commissioning
Editor or the Series Editor at Artech House.

For a listing of recent titles in the Artech House
Computer Security Series, turn to the back of this book.
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1. Title
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All rights reserved. Printed and bound in the United States of America. No part of this book may be reproduced
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information storage and retrieval system, without permission in writing from the publisher.

All terms mentioned in this book that are known to be trademarks or service marks have been appropriately
capitalized. Artech House cannot attest to the accuracy of this information. Use of a term in this book should not
be regarded as affecting the validity of any trademark or service mark.

International Standard Book Number: 1-58053-357-2
A Library of Congress Catalog Card Number is available from the Library of Congress.
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