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APPARATUS AND METHOD FOR SECURING
DATA ON A PORTABLE STORAGE DEVICE

FIELD AND BACKGROUND OF THE
INVENTION

[0001] The present invention relates to portable storage
devices, and in particular to portable storage devices includ-
ing a microprocessor.

[0002] Portable storage devices are in commercial use for
many years to carry data from one computer to another or to
store backup data. The simpler devices, such as floppy disks
or writable CDs are dumb in the sense that they do not
include processing power. The more sophisticated ones,
such as portable hard disk drives or portable flash memory
disks, do include a microprocessor for controlling the stor-
age management.

[0003] When a portable storage device is connected to a
computer, the computer takes control over the read/write
operation via its operating system. Thus, there is a procedure
of “mounting” the portable storage device, in which data
exchanged between the device and the computer establishes
the storage device as another disk drive, and from this
moment on, the computer controls all read/write operations
under well-established standards. If the storage device is
dumb, for instance with a floppy disk, then the computer
manages all physical addressing through file allocation
tables (FAT) that are maintained on the storage device.
However, when the storage device includes a microproces-
sor, the addressing made by the computer is actually virtual,
since the microprocessor can transform addresses received
from the computer to other addresses, for example for
wear-leveling of flash memory disks.

[0004] A user of a portable storage device may lose it and
then face the risk of others reading his files. This may be
highly undesirable since such files may contain personal or
commercially-confidential information. A commonly-used
solution for protecting data is encryption. A file that is
considered confidential will be encrypted using a common
encryption algorithm such as Data Encryption Standard
(DES) or triple-DES using a secret key known only to the
user. Thus, an obvious way for protecting data carried on a
portable storage device would be encrypting it on the
computer and then copying the encrypted version onto the
portable device and carrying it securely. When approaching
another computer having a compatible decryption software,
the user will need to copy the encrypted version onto that
computer and key-in the secret key in order to open the file
and use it normally.

[0005] The method described above will be however
inconvenient, since not all visited computers may have the
appropriate software, and manual encryption and decryption
of individual, selected files is cumbersome.

[0006] There is therefore, a need to secure the data stored
on portable storage devices independently of a host device,
and allow access only when the user has provided an
appropriate password or biometric identification data.

OBJECT AND SUMMARY OF THE INVENTION

[0007] The object of the present invention is to employ the
microprocessor included in a portable storage device for
securing data stored in the device in a way that will be both
convenient and secure.
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[0008] According to the present invention there is pro-
vided a secure portable storage device for securing user data
under a clear key, the portable storage device being con-
nectable to a host device, the host device selectably sending
data to be written onto the portable storage device and
receiving data read from the portable storage device, the
secure portable storage device comprising: a storage
medium including a secure user area; and a microprocessor
operable to use the clear key to decrypt data read from the
secure user area and encrypt data written onto the secure
user area.

[0009] According to the present invention there is pro-
vided a secure portable storage device for securing user data
under a user password, the portable storage device being
connectable to a host device, the host device selectably
sending data to be written onto the portable storage device
and receiving data read from the portable storage device, the
secure portable storage device comprising: a storage
medium including a secure user area; and a microprocessor
operable to exclude access from the host device to the secure
user area unless the user password is provided to the
MICrOProcessor.

[0010] According to the present invention there is pro-
vided in a first preferred embodiment a method for using a
user password for securing and accessing user data
exchanged with a host device and stored in a portable
storage device, the portable storage device including a
microprocessor, the method comprising: (a) generating a
secret key by: operating the microprocessor to generate a
random clear key, operating the microprocessor to encrypt
the clear key with the user password to obtain the secret key,
and storing the secret key within the portable storage device;
(b) selectably storing first user data in the portable storage
device by receiving the first user data from the host device,
retrieving the secret key from the portable storage device,
operating the microprocessor to decrypt the secret key with
the user password to obtain the clear key, and operating the
microprocessor to encrypt the first user data and store the
encrypted first user data within the portable storage device;
and (c) selectably retrieving second encrypted user data
from the portable storage device by: reading second
encrypted user data from the portable storage device, retriev-
ing the secret key from the portable storage device, operat-
ing the microprocessor to decrypt the secret key with the
user password to obtain the clear key, and decrypting the
second encrypted user data with the clear key and sending
the decrypted second user data to the host device.

[0011] According to the present invention there is pro-
vided in a second preferred embodiment a method for using
a user password for securing and accessing user data
exchanged with a host device and stored in a portable
storage device; the portable storage device including a
microprocessor, a secure storage area, and a register to
contain a representation of the user password; the method
comprising: (a) selectably receiving an entered user pass-
word; (b) operating the microprocessor to check the entered
user password against the representation of the user pass-
word, and then: if the check is positive, operating the
microprocessor to allow access, and if the check is negative,
operating the microprocessor to exclude access from the
secure storage area.

[0012] According to the present invention, the second
preferred embodiment of the method provided herein further
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comprises: (a) generating a secret key by operating the
microprocessor to generate a random clear key, operating the
microprocessor to encrypt the clear key with the user
password to obtain the secret key, and storing the secret key
within the portable storage device; (b) selectably storing first
user data in the portable storage device by receiving the first
user data from the host device, retrieving the secret key from
the portable storage device, operating the microprocessor to
decrypt the secret key with the user password to obtain the
clear key, and operating the microprocessor to encrypt the
first user data and store the encrypted first user data within
the portable storage device; and (c) selectably retrieving
second encrypted user data from the portable storage device
by reading second encrypted user data from the portable
storage device, retrieving the secret key from the portable
storage device, operating the microprocessor to decrypt the
secret key with the user password to obtain the clear key, and
decrypting the second encrypted user data with the clear key
and sending the decrypted second user data to the host
device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The invention is herein described, by way of
example only, with reference to the accompanying drawings,
wherein:

[0014] FIG. 1 describes a preferred embodiment of the
apparatus of the present invention that includes a host device
and a portable storage device;

[0015] FIG. 2 shows an expanded view of a storage
medium of the portable storage device according to the
present invention;

[0016]

[0017] FIGS. 4A and 4B describe preferred embodiments
of file systems according to the present invention;

[0018] FIG. 5 describes a preferred setup program that
configures the portable storage device of the present inven-
tion;

[0019] FIG. 6 describes the operation of the portable
storage device of the present invention when connected to
any compatible host device;

[0020] FIG. 7 describes the operation of the apparatus of
the present invention;

[0021] FIG. 8 describes in more detail the steps of enter-
ing, hashing and storing a password,

[0022]

[0023] FIG. 10 describes respectively on-the-fly encryp-
tion/decryption of data moving between the host device and
the portable storage device;

FIG. 3 describes a typical prior art file system;

FIG. 9 shows how a password can be changed,;

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0024] System Structure

[0025] Referring now to the drawings, FIG. 1 describes a
preferred embodiment 100 of the apparatus of the present
invention. A host device 101, such as a personal desktop or
notebook computer, handheld computer, or cellular commu-
nicator, includes a CPU 102, such as an Intel Pentium
microprocessor, a storage 103 such as a hard disk or a flash
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disk, a user interface 104 such as a keyboard and screen, and
a communication port 105 for interfacing with external
devices, such as a USB (Universal Serial Bus) interface. A
portable storage device 110, such as a portable hard disk,
flash disk or ZIP drive includes a non-volatile storage
medium 113, e.g. magnetic or flash media, a microprocessor
111 to control access to storage medium 113, a volatile
memory (e.g. RAM) 114 to cooperate with microprocessor
111, and a communication port 112, such as USB port, to
communicate with host device 101. A link 120, such as a
USB link, is selectably used to connect and disconnect
storage device 110 to host 101 as well as to other compatible
host devices, not shown. The portable storage device is
energized either via link 120 (e.g. USB) or by using an
independent power supply (not shown). However, when
device 110 is carried independently, then it is presumed that
volatile memory 114 is erased. It should be noticed that host
device 101 may, in a generalized case, include a local
computer interfacing with portable storage device 101, and
a remote computer connected to the local computer via a
network, where the remote computer is the one actually
exchanging data and password with portable storage device
101 via the local computer that just relays the information.
Also, it should be appreciated that link 120 can be any
communication instrument usable for connecting a host
device with a portable storage device, whether wired or
wireless, including a wireless line under the Bluetooth
standard. Storage medium 113 can in some embodiments be
detachable from portable storage device 110, e.g. in case
storage device 110 is a ZIP drive or a portable unit accom-
modating a Compact Flash or Secure Digital memory mod-
ule.

[0026] FIG. 2 expands the view of storage medium 113 of
FIG. 1. Storage medium 113 includes a clear user area 121
that contains unsecured data, a secure area 122 that contains
secure user data accessible only upon the provision of a
password or biometric signature, and a system area 123.
System area 123 is accessible to microprocessor 111, but is
not directly accessible to CPU 102 of host device 101 via its
file system. System area 123 includes a register 124 that
contains a hash of user password or biometric signature; an
offset register 125 that includes address offset parameters for
accessing the secure area; and a register 126 that includes an
encrypted key. The roles of the contents of registers 124-126
will be described in detail hereinbelow. It should be appre-
ciated that storage medium 113 can reside on a multiplicity
of physical storage modules, e.g. user areas 121 and 122 can
be implemented on a magnetic hard disk, while system area
123 may use a flash memory module. It should also be
appreciated that register 124 may contain a clear, un-hashed
password or biometric signature.

[0027] FIG. 3 describes a typical file system of the prior
art used by common personal computers and other comput-
erized devices. A storage medium or “device”300 is for
instance a magnetic or flash medium. A “sector 0”301 is a
predefined address in storage device 300 that provides the
size and location of other members 302-305 of the storage
device. FAT(1) 302 and FAT(2) 303 are two redundant
copies of a file allocation table that is dynamically managed
to transform between logical addresses used by an applica-
tion program and physical addresses where the data is
actually stored in data storage area 305. Root directory 304
contains information on files and folders at the base level of
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the employed hierarchical file system. Data storage area 305
contains user data in files organized under FAT 301-302.

[0028] FIGS. 4A and 4B describe a preferred file system
used by the present invention. Blocks 401-405 relate to the
clear (unsecured) user data area and are similar in their
functions to, respectively, blocks 301-305 of FIG. 3. Blocks
406-410 are similar in their functions to, respectively, blocks
301-305, but they relate to the secure data area. When host
device 101 approaches storage device 110 to access its file
system, it seeks the standard sector-0 address. However,
microprocessor 111 looks at the value of address offset
register 125, and according to the value 125A or 125B, refers
host device 101 to either the clear user data area or the secure
user data area, as illustrated in FIGS. 4A and 4B, respec-
tively.

[0029]

[0030] FIG. 5 describes a preferred setup program that
configures storage device 110, where the user determines the
size of the memory allocation for the clear and secure
storage areas and establishes these areas. The setup program
is stored in either host device 101 or in storage device 110.
The procedure starts at 501 where portable storage device
110 is connected to host device 101, where clear storage user
area 121 of 113 is preformatted conventionally as in FIG. 3,
i.e. secure storage user area 122 is null, and where the setup
program is stored on either host storage 103 or on clear user
area 121. Still in step 501, the setup program is loaded to run
on host device 101.

[0031] In step 502, the user is prompted to enter a pass-
word (or, alternatively, a biometric signature via a biometric
reader such as a fingerprint reader), and also enter the
desired allocation of memory for secure area 122. For
example, he/she may read on the screen of user interface
10464 MB of memory available, please select how much of
this you would like to allocate for your secure data”, and key
in a number such as “48 MB”.

Initial Setup

[0032] In step 503, the memory offset is calculated from
the difference between the total user memory and the allo-
cation for secure data; for instance, in the above example,
“offset”=64 MB-48 MB=16 MB. Then the password entered
in step 502 is bashed by microprocessor 111 using a standard
hash algorithm. Microprocessor 111 also generates a random
“clear” key and encrypts it using the password (see FIG. 8
below). Finally, the hashed password (henceforth “hashed
stored password”), the memory offset parameter and the
encrypted key are stored by microprocessor 111 in registers
124, 125 and 126, respectively, of system area 123.

[0033] It should be appreciated that the term “password”
should be interpreted broadly as data accessible to the user
only, which may be a string of alphanumeric characters
known to the user only, or a set of biometric parameters read
from the user via an appropriate device. A password may be
kept with the user only, or kept with and automatically
inserted by a trusted host device, e.g. the user’s personal
desktop computer. Although the most preferred embodiment
includes the storage of a hashed password in register 124 as
described above, it should be appreciated that in certain
cases requiring less security, a non-hashed, clear password
may be stored in the register.

[0034] In step 504, communication link 120 between
storage device 110 and host device 101 is disconnected by
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microprocessor 111, which from the viewpoint of CPU 102
of the host is interpreted as if the portable storage device has
been dismounted or moved to a “device not ready” status.
Then CPU 102 continually polls port 105 to identify whether
a new device has been connected. When microprocessor 111
reconnects communication link 120, i.e. when storage
device 110 is logically remounted, CPU 102 accepts storage
medium 113 as if it were a new storage device. However, the
parameters of this storage area are represented by micro-
processor 111 to cover clear user area 121 only, i.e. address
offset 125A is 0 and the size of the storage area is the size
allocated by the user in step 502. In step 506 the setup
program instructs host device 101 to format clear user area
121, i.e. set up the initial contents of areas 401-405 of FIG.
4A. Now clear user area 121 becomes prepared for future
access by application programs running on host device 101.

[0035] In step 507, portable storage device 110 is dis-
mounted and remounted again by the setup program simi-
larly to the process in step 504. However, this time, micro-
processor 111 represents secure user area 122, ie. all
physical memory addresses are offset by microprocessor 111
by the calculated offset parameter stored in register 125, and
the memory size is that allocated by the user for secure user
area 122 in step 502. In step 508 the setup program calls host
device 101 to format the currently-accessible storage area,
this time secure user area 122, i.e. to enter standard format-
ting parameters into memory segments 406-410 as shown in
FIG. 4B. All logical addresses used for formatting are
shifted by address offset 125B retrieved from register 125.
In step 509, the storage device may be disconnected from
host device 101 and be ready for future uses.

[0036] Accessing the Secure Area

[0037] FIG. 6 describes the operation of portable storage
device 110 when connected to any compatible host device
101. In step 601 devices 101 and 110 are connected, thus
establishing communication link 120. By default, micropro-
cessor 111 uses an address offset of zero, thus the host sees
clear user area 121 via “sector 0-A”401. In step 602, the user
may decide whether he wants to continue working in clear
user area 121, or wishes to enter a password to enter secure
user area 122. If in 603 he has decided to stay in the clear
user area, then in step 604 the application programs used by
the user will read and/or write files on clear user area 121.
However, if in step 603 the user has decided to work in
secure user area 122 and has entered a password (or alter-
natively has provided his/her biometric parameters), then in
step 605 he/she will move to the secure area procedure of
FIG. 7. The operation ends in step 608

[0038] FIG. 7 describes the operation of system 100 when
the user has selected to work in the secure user area and has
entered a password (or biometric identification) in steps
602-603 of FIG. 6. In step 701, devices 101 and 110 are
connected via link 120, and CPU 102 accesses clear user
area 121. If the password has been entered (or the biometric
parameters have been read) via user interface 104, then in
step 702 this password is moved to microprocessor 111.
However, it should be appreciated that, alternatively, the
password may have been entered directly into portable
storage device 110, by incorporating a keypad or biometric
reader therein (not shown), in which case step 702 may
become a step of receiving password or biometric data at the
portable storage device.
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[0039] In step 703, the entered password is hashed by
microprocessor 111 and the hashed entered password is then
compared to the hashed stored password in register 124. The
reason for hashing the entered password and comparing it to
a hashed stored password rather than storing the password in
clear in register 124 is to prevent an attack on the password
by disassembling storage device 110 and reading the content
of register 124 from storage medium 113 by an external
reader. If the hashed entered password matches the stored
hashed password in step 703, then step 704 will route the
procedure to step 706. Otherwise, there will be two addi-
tional attempts via a test 711, which will lead to either a
rejection of the access to the secure user area in step 712, or
to the successful entry into step 706.

[0040] Instep 706, controller 111 dismounts and remounts
portable storage device 110, similarly to steps 504 or 507 of
FIG. 5. However, this time, when remounting device 110,
controller 111 will use an address offset according to the
content stored in register 125. When in step 707, host 101
will seek “sector 07 of the remounted device, controller 111
will use offset 125B to point at “sector 0-B”406 of FIG. 4B.
In turn, “sector 0”-B 406 will point at arecas 407-410. As a
result, in step 708 host device 101 will actually see secure
area 122 and will be free to read and write files therefrom
and thereto, respectively. In step 709, all data read from or
written onto memory area 410 is encrypted or decrypted
on-the-fly by microprocessor 111, as described is respect to
FIGS. 8-10 below. The procedure ends in step 710

[0041] On-The-Fly Encryption/Decryption
[0042] Steps 701-708 in FIG. 7 show how the access to

secure user area 122 is controlled by the present invention
and how the access requires a password for accessing the
secure area via microprocessor 111. However, since in many
cases storage medium 113 can be disassembled from por-
table storage device 110 and read by an external reader, it is
highly desirable to encrypt the data stored onto data-B area
410 of FIGS. 4A-B.

[0043] Reference is now made to FIG. 8, which adds
detail to steps 502-503 of FIG. 5. When the memory is set
up for the first time to establish the secure area (or is
reformatted anytime afterwards), the user selects a password
in step 802, and then in step 803 the password is hashed
using preferably a standard hash algorithm, and stored in
register 124 of system memory area 123. In step 804,
microprocessor 111 randomly generates a clear key of a
preferred length under well-known random-generation tech-
niques. This key will become the permanent encryption key
for all data stored in secure memory data-B area 410 of FIG.
4B. In step 805, the key will be encrypted under the user
password using a symmetric encryption key method such as
DES or triple-DES, or a simpler scrambling method,
depending on the desired security level. In step 806, the
encrypted version will be stored in register 126 of system
area 123. Thus, a representation of the key resides in register
126, but one must know the user password in order to
retrieve it. The procedure ends in step 807.

[0044] FIG. 9 shows how a password can be changed. The
procedure starts at a step 901. In step 902 both old and new
passwords are entered by the user. Upon the old password
being found valid in step 903, in step 904 the new password
is hashed and the new hashed stored password replaces the
old hashed stored password in register 124. In step 905, the
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old encrypted key is retrieved from register 126, and is
decrypted to yield the clear memory encryption key. Then in
step 906, the clear memory encryption key is re-encrypted
using the new password, and in step 907 the new encrypted
version is then stored in memory register 126. The procedure
ends in step 908.

[0045] FIG. 10 expands the procedure of step 709 of FIG.
7. It describes respectively on-the-fly encryption/decryption
of data moving from/to host device 101 to/from secure data
area 410. The procedure starts in step 951. In step 952 the
encrypted key is retrieved from register 126, and is
decrypted using the password previously entered by the user
(in step 603 of FIG. 6 and step 702 of FIG. 7). In step 953,
it is decided whether a read or a write process is required. If
a write process is called, then in step 961 microprocessor 111
receives a block of clear data from host 101, and in step 962
the key retrieved in step 952 is used by microprocessor 111
to encrypt the received block. In step 963, secure memory
area 122 (406-410) is accessed to write the encrypted block
thereto, the writing occurring in step 964. Similarly, if in
step 953 a read procedure has been called, then in step 971
secure area 122 is accessed, and in step 972 a block of
encrypted data is read to be decrypted in step 973 by
microprocessor 111, using the key retrieved in step 952. In
step 974 the clear data is sent to host 101. The procedures
end at steps 965 and 975 respectively.

[0046] While the invention has been described with
respect to a limited number of embodiments, it will be
appreciated that many variations, modifications and other
applications of the invention may be made.

What is claimed is:

1. A secure portable storage device for securing user data
under a clear key, the portable storage device being con-
nectable to a host device, the host device selectably writing
user data onto the portable storage device and reading user
data from the portable storage device, the secure portable
storage device comprising:

a. a storage medium including a secure user area; and

b. a microprocessor operable to use the clear key to
decrypt data read from the secure user area and to
encrypt data written onto the secure user area.

2. The secure portable storage device of claim 1, wherein
said storage medium further includes a register for storing
therein an encrypted key that has been encrypted from said
clear key under a user password, and wherein said micro-
processor is further operable to use the user password for
decrypting the encrypted key to obtain said clear key prior
to said use of said clear key.

3. The secure portable storage device of claim 1, wherein
said microprocessor is further operable to exclude access
from said host device to said secure user area unless a user
password is provided to said microprocessor.

4. The secure portable storage device of claim 3, wherein
said storage medium further includes a clear user area, and
wherein said microprocessor is further operable to allow
access from the host device to the clear user area without
requiring entry of said user password.

5. The secure portable storage device of claim 3, wherein
said storage medium further includes an offset register, and
wherein said secure area is made accessible by said micro-
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processor by offsetting storage medium addresses by an
offset value retrieved from the offset register upon receiving
said user password.

6. The secure portable storage device of claim 5, wherein
said offsetting takes place in cooperation with said micro-
processor causing said host device to remount said secure
portable storage device.

7. The secure portable storage device of claim 2, wherein
said user password includes alphanumeric characters
entered by the user.

8. The secure portable storage device of claim 2, wherein
said user password includes biometric data.

9. The secure portable storage device of claim 3, wherein
said storage medium further includes a user password reg-
ister storing therein a hashed representation of said user
password, and wherein said microprocessor is also operable
to hash said user password.

10. A secure portable storage device for securing user data
under a user password, the portable storage device being
connectable to a host device, the host device selectably
sending user data to be written onto the portable storage
device and receiving user data read from the portable storage
device, the secure portable storage device comprising:

a. a storage medium including a secure user area; and

b. a microprocessor operable to exclude access from the
host device to the secure user area unless the user
password is provided to the microprocessor.

11. The secure portable storage device of claim 10,
wherein said storage medium further includes a clear user
area, and wherein said microprocessor is further operable to
allow access from said host device to the clear user area
without requiring entry of said user password.

12. The secure portable storage device of claim 11,
wherein said storage medium further includes an offset
register, said secure user arca made accessible via said
microprocessor offsetting storage medium addresses by an
offset valued retrieved from the offset register upon receiv-
ing said user password.

13. The secure portable storage device of claim 12,
wherein said offsetting takes place in cooperation with said
microprocessor causing said host device to remount said
secure portable storage device.

14. The secure portable storage device of claim 10,
wherein said user password includes alphanumeric data.

15. The secure portable storage device of claim 10,
wherein said user password includes biometric data.

16. The secure portable storage device of claim 10,
wherein said microprocessor is further operable to use a
clear key to decrypt data read from said secure user area and
encrypt data written onto said secure user area.

17. The secure portable storage device of claim 16,
wherein said storage medium further includes a register for
storing therein an encrypted key that has been encrypted
from said clear key under said user password, and wherein
said microprocessor is further operable to use said user
password for decrypting the encrypted key to obtain said
clear key prior to said using said clear key.

18. The secure portable storage device of claim 10,
wherein said storage medium further includes a user pass-
word register storing therein a hashed representation of said
user password, and wherein said microprocessor is also
operable to hash said user password.
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19. A method for using a user password for securing and
accessing user data exchanged with a host device and stored
in a portable storage device, the portable storage device
including a microprocessor, the method comprising:

a. generating a secret key by:

operating the microprocessor to generate a random
clear key,

operating the microprocessor to encrypt the clear key
with the user password to obtain the secret key, and

storing the secret key within the portable storage
device;

b. selectably storing first user data in the portable storage
device by:

receiving the first user data from the host device,

retrieving the secret key from the portable storage
device,

operating the microprocessor to decrypt the secret key
with the user password to obtain the clear key, and

operating the microprocessor to encrypt the first user
data and store the encrypted first user data within the
portable storage device; and

c. selectably retrieving second encrypted user data from
the portable storage device by:

reading second encrypted user data from the portable
storage device,

retrieving the secret key from the portable storage
device,

operating the microprocessor to decrypt the secret key
with the user password to obtain the clear key, and

decrypting the second encrypted user data with the
clear key and sending the decrypted second user data
to the host device.

20. The method of claim 19, wherein said portable storage
device further including a secure storage area and a register
to contain a representation of the user password, the method
further comprising:

d. selectably receiving an entered user password;

e. operating the microprocessor to check the entered user
password against the representation of the user pass-
word, and then:

if the check is positive, operating the microprocessor to
allow access to the secure storage area; and

if the check is negative, operating the microprocessor
to exclude access from the secure storage area.

21. A method for using a user password for securing and
accessing user data exchanged with a host device and stored
in a portable storage device; the portable storage device
including a microprocessor, a secure storage area, and a
register to contain a representation of the user password; the
method comprising:

a. selectably receiving an entered user password;

b. operating the microprocessor to check the entered user
password against the representation of the user pass-
word, and then:
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if the check is positive, operating the microprocessor to
allow access, and

if the check is negative, operating the microprocessor
to exclude access from the secure storage area.

22. The method of claim 21, wherein said portable storage
device further includes a clear user area, the method further
comprising operating the microprocessor to allow access to
the clear user area if said selectably receiving an entered user
password includes not receiving an entered user password.

23. The method of claim 21, wherein said portable storage
device further includes a clear user area, the method further
comprising operating the microprocessor to allow access to
the clear user area if said check is negative.

24. The method of claim 21, further comprising:

c. generating a secret key by:

operating the microprocessor to generate a random
clear key,

operating the microprocessor to encrypt the clear key
with the user password to obtain the secret key, and

storing the secret key within the portable storage
device;
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. selectably storing first user data in the portable storage

device by:
receiving the first user data from the host device,

retrieving the secret key from the portable storage
device,

operating the microprocessor to decrypt the secret key
with the user password to obtain the clear key, and

operating the microprocessor to encrypt the first user
data and store the encrypted first user data within the
portable storage device; and

. selectably retrieving second encrypted user data from

the portable storage device by:

reading second encrypted user data from the portable
storage device,

retrieving the secret key from the portable storage
device,

operating the microprocessor to decrypt the secret key
with the user password to obtain the clear key, and

decrypting the second encrypted user data with the
clear key and sending the decrypted second user data
to the host device.

& Ed Ed * *
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