
(19) United States 
US 2005O283597A1 

(12) Patent Application Publication (10) Pub. No.: US 2005/0283597 A1 
Holzmann (43) Pub. Date: Dec. 22, 2005 

(54) SYSTEM AND METHOD FOR BOOTING 
MULTIPLE SERVERS FROM ASINGLE 
OPERATING SYSTEM IMAGE 

(75) Inventor: Richard Holzmann, Houston, TX (US) 
Correspondence Address: 
Adam D. Sheehan, Esq. 
Building II, Suite 201 
6500 River Place Blvd. 
Austin, TX 78730 (US) 

(73) Assignee: Texas Memory Systems, Inc., Houston, 
TX 

(21) Appl. No.: 10/873,665 

(22) Filed: Jun. 22, 2004 

200 

Server 1 

2O2 

una 1 

Publication Classification 

(51) Int. Cl." ..................................................... G06F 9/445 
(52) U.S. Cl. .................................................................. 713/2 

(57) ABSTRACT 

The invention is directed to a System and method for booting 
multiple Servers or other network resources from a single 
operating System image. The operating System image is 
stored on a Solid state disk. When a server is booted, cache 
Space is allocated in the Volatile memory portion of the Solid 
State disk. This cache is used to Store data necessary for 
booting and operation of the operating System. AS additional 
Servers or other network resources are booted, the cache is 
used to access the necessary operating System data. 
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SYSTEMAND METHOD FOR BOOTING 
MULTIPLE SERVERS FROMA SINGLE 

OPERATING SYSTEM IMAGE 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The invention is directed generally to computer 
Storage Systems. More Specifically, the invention is directed 
to a System and method for booting multiple Servers using a 
Single operating System image located on a Solid State disk 
in a Storage area network. 
0003 2. Description of Related Art 

0004 The use of solid state disk (SSD) systems allows 
organizations to obtain increased returns from their IT 
hardware investments. SSD systems allow centralized stor 
age and retrieval of data and have many advantages over 
individual WorkStations or Servers that use conventional 
Storage Systems, Such as conventional rotating disks or tape 
drives. SSD Systems can access data more quickly and 
process more read and write requests than conventional disk 
Systems found on most Server computers. 

0005) Furthermore, SSD systems are more reliable than 
disks and other comparable Storage Systems. This reduces 
downtime, resulting in performance benefits and cost Sav 
ings. Moreover, SSD systems are well Suited for use in a 
storage area network (SAN) based upon the SSD's perfor 
mance capacities. This allows for consolidated management 
of data Storage and can create a virtual, dynamic resource 
that can be used for Specific tasks by Separate busineSS units, 
as needed. As a result, many businesses and other organi 
Zations and enterprises are incorporating SSD Systems into 
their IT configurations. 

0006 Solid state disk systems typically comprise a tem 
porary memory module, Such as a random access memory 
(RAM); a battery Supported power System; and a non 
volatile (rotating disk) Storage means. In the event of a 
power outage or other shutdown, data is automatically 
copied from the memory module to the Storage means. 
When power is restored, the data is re-written from the 
Storage means to the memory module upon Start-up. Solid 
State disk Systems may also comprise control devices that 
allow users to manually backup data from the memory 
module to the Storage means. Solid State disk Systems may 
also comprise communication controllers, Such as Fibre 
Channel (FC) controllers or SCSI mechanisms, for manag 
ing data communication with external computing devices. 

0007 Solid state disk systems can also be used, when 
connected to a computer network, to Store operating System 
images for a Server, Several Servers, or a network of Servers. 
When Server boot-up is initiated, the Server accesses the 
SSD, requesting the appropriate operating System image. 
The image is then used by the server for boot. 

0008 Booting servers from a SAN offers numerous 
advantages. The SAN allows the various operating System 
images to be Stored centrally, allowing for efficient loading, 
monitoring, patching and updating of the operating System. 
Central Storage of operating System images on the SAN also 
facilitates easier replacement or Swapping of Server hard 
WC. 
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0009. Despite these and other advantages, one limitation 
of booting server hardware through a SAN is that, currently, 
a separate operating System image must be Stored for each 
Server in the network. Each Server must have access to its 
own assigned operating System image to avoid data corrup 
tion, information loSS, operating System crashes and other 
problems. However, use of a Separate operating System 
image for each Server is wasteful and expensive, requiring 
greater use of memory and other System resources. 

0010. As a result, there is a great need in the art for a 
System and method for booting multiple Servers from a 
Storage area network using a single operating System image 
Stored on the network. 

SUMMARY OF THE INVENTION 

0011. These and other advantages of the present inven 
tion will be readily apparent to those skilled in the art from 
the detailed description below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012 FIG. 1 is a functional diagram illustrating a system 
for Storing data, including operating System images disposed 
on a memory module in a Solid State disk System 
0013 FIG. 2 is a block diagram of a possible configu 
ration of a Solid State disk System in a computer network. 
0014 FIG.3 is a diagram of the allocation of memory in 
a typical remote boot configuration. 
0015 FIG. 4 depicts a possible configuration of the 
memory portion depicted in FIG. 1 under the invented 
System and method. 
0016 FIG. 5 is a diagram showing a possible dynamic 
configuration of cache resources under the inventive System 
and method. 

DETAILED DESCRIPTION 

0017 Referring now to the figures, the present invention 
is directed to a System and method for booting multiple 
Servers or other external devices from a Storage area network 
using a Single OS image. FIG. 1 is a block diagram 
illustrating the component parts of the invented System and 
the functions of each component part. The invented System 
comprises a Solid State disk System 101 having a Storage 
means 102, a control module 103, a memory module 104, an 
interface module 105 that communicates with external 
devices 106, and an internal power source 107. 
0018. The storage means 102 comprises a means for 
electronic Storage of data that does not need to be periodi 
cally refreshed. The Storage means 102 may comprise, for 
example, a hard disk System. The Storage means may 
alternatively comprise another non-volatile Storage means, 
Such as a Semiconductor memory array or flash memory 
array. 

0019. The control module 103 facilitates the copying of 
data to the storage means 102 from the memory module 104, 
and the writing of data from the storage means 102 to the 
memory module 104. In the present invention, the control 
module 103 automatically manipulates the copying and 
writing of data between the memory module 104 and the 
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storage means 102. The control module 103 preferably also 
allows for manual manipulation of the copying and re 
Writing of data. 
0020. The memory module 104 comprises at least one 
direct-acceSS memory module for holding data currently or 
recently used by external devices 106. The memory module 
104 is more quickly accessible, and performs read and write 
processing functions more quickly, than non-volatile or disk 
memory, Such as Storage means 102. The memory module 
104 preferably comprises at least one random-acceSS 
memory (RAM) module. The RAM module may comprise 
dynamic random-access memory (DRAM), Synchronous 
DRAM (SDRAM), double data rate (DDR) memory, or 
other appropriate memory technology. 
0021 According to the present invention, and as 
described further below with reference to FIG. 4, the 
memory module 104 may contain an image of an operating 
system. Alternatively, the memory module 104 may contain 
only those parts of the operating System image required for 
server operation. The memory module 104 may further 
contain the Swap Space for the operating System, as well as 
application data stored by the OS and other OS data. Under 
the present invention, and as described further below with 
reference to FIG. 4, the control module 103, monitors boot 
requests from external devices 106. Upon receiving a boot 
request, the control module 103 loads the required portion of 
the operating System image (the portion loaded typically 
depends on the operating System and its boot process) into 
memory module 104, if the image has not been loaded 
freely. The control module 103 then allocates a sub-portion 
of the memory portion to be used as a cache for the operating 
system. As multiple servers or other external devices 106 are 
booted, the control module 103 allocates additional space 
into the cache stored in memory module 104. Portions of the 
cache may be assigned Statically for each Server or other 
external devices 106. Alternatively, and preferably, the por 
tions of the cache attributed to each Server may be assigned 
dynamically, as described further below with reference to 
FIG 5. 

0022. The interface module 105 manages communication 
between the system 101 and external devices 106. The 
interface module 105 receives and processes read and write 
commands from external devices 106. Based upon com 
mands it receives from external devices 106, the interface 
module 105 issues commands to the control module 103 and 
to the memory module 104, as the case may warrant. The 
interface module 105 then receives data and commands from 
the control module 103 and the memory module 104, and 
returns requested data or otherwise responds to the external 
devices 106. 

0023. With respect to the current invention, the interface 
module 105 receives data requests (read commands) from 
external devices 106 for particular data blocks. The interface 
module 105 translates these blocks into segments, retrieves 
the data Segments from memory 104, and returns the 
requested data blocks to the external devices 106. The 
interface module 105 also receives write commands from 
external devices 106 to update data disposed on the memory 
module 104. The interface module sends corresponding 
write data to the memory module 104 for updating the data. 
0024. With respect to the present invention, at least one 
of the external devices 106 requires booting from an oper 
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ating System. The external device 106 requests operating 
system data through the interface module 105. As described 
further below, the control module 103 monitors the request 
for operating System data, and determines whether the 
particular operating System data block requested by the 
external devices 106 has previously been loaded into the 
operating System cache. If the data block has been loaded 
into the cache, and that data block has not been overwritten 
Subsequent to being loaded into the cache, the requested data 
block is provided from the cache in memory module 104 to 
interface module 105 for transmission to the appropriate 
external device 106. 

0025. The interface module 105 may communicate with 
external devices 106 via Ethernet or FC or other appropriate 
interface. Preferably, the interface module 105 communi 
cates with external devices 106 via FC. The interface 
module 105 may comprise an application-specific integrated 
circuit (ASIC), such as QLogic Fiber Channel ASIC. Alter 
natively, the interface module 105 may comprise a general 
integrated circuit, Such that it may proceSS requests from 
multiple applications and proceSS different request proto 
cols. 

0026 External devices 106 comprise computing devices, 
Such as Servers having central processing units that are 
capable of Submitting commands and data requests to, and 
receiving requested data and responses from, the interface 
module 105, via FC communication, Ethernet, or other 
appropriate communication means. 
0027. The internal power Supply 107 comprises a tem 
porary power Supply Suitable for providing adequate power 
to facilitate the copying of data from the memory module 
104 to the storage means 102 in the event that external 
power to the system 101 should fail. The internal power 
Supply 107 may comprise, for example, at least one battery, 
extended-life battery pack or direct current uninterrupted 
power supply (DC UPS). Upon shutdown or failure of 
external power to the System 101, the internal power Supply 
107 provides sufficient power for data residing in memory 
module 104 to be copied to the storage means 102, upon 
prompting by the control module 103. When power is 
restored and start-up of the system 101 is initiated, all or a 
portion of the data may be re-written from the Storage means 
102 to the memory module 104. 
0028 FIG. 2 is a block diagram illustrating a possible 
configuration of a Solid State disk System in a computer 
network. In this configuration, Servers 200 and 201 are 
connected to a storage network 204, and each communicate 
with the network 204 through a Host Bus Adapter (HBA) 
202 and 203 respectively. HBA 202 and 203 may comprise 
Ethernet, FC or other appropriate Adapter. The network 204 
preferably comprises a storage area network (SAN). 
0029 AS depicted in FIG. 2, the solid state disk system 
is connected to the network 204 and communicates with the 
network, including servers 200 and 201 through the inter 
face module 105. In this example configuration, the memory 
portion 104 is segmented into Logical Unit Numbers 
(LUNs) 0205, LUN 1206 through LUN N 207. Segmenting 
the memory portion into LUNs allows simpler and more 
efficient addressing and data retrieval for each of the Servers 
200 and 201. For example, one LUN may be assigned to 
each Server. Other LUN assignments are possible, Such as 
multiple LUNs per server, or use of a single LUN. 
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0030 FIG. 3 shows allocation of memory in each LUN 
205 and 206 in a typical, prior art remote boot configuration. 
In the event of a remote boot for server 200, an operating 
system image 300 is loaded into LUN 0 205. The operating 
system image 300 can be an image of Microsoft Windows.(R), 
UNIX, LINUX or other appropriate operating system. The 
operating system 300 can then allocate Swap space 301 in 
LUN 0 205. This swap space is used in the event that server 
200 has insufficient on-board RAM or other memory to 
properly perform all operating System and application func 
tions. The operating system 300 may further allocate space 
in which to Store application data 302. This application data 
302 may contain lists of active or resident applications, 
application Settings, and other appropriate data. Operating 
system image 300 may further allocate space for other OS 
data, Such as lists of hardware devices or other appropriate 
information. The remaining memory space in LUN 0 205 is 
allocated to be used by server 200 as necessary for running 
applications, Storage files, and other appropriate uses. 
0031. In the event that a second server is booted from the 
prior art solid state disk configuration shown in FIG. 3, a 
second operating system image 304 is loaded into LUN 1 
206. This Second operating System image 304 then assigns 
Swap space 305, application data 306 and other OS data 307 
for the Second Server. The data for each operating System 
may vary according to the operating System being accessed 
for a particular Server. Accordingly, for the prior art con 
figuration depicted in FIG. 3, a separate copy of the oper 
ating System data is loaded for each server which is booted 
remotely from the Storage area network. 
0.032 FIG. 4 depicts a possible configuration of the 
memory portion 205 under the inventive system and 
method. In this arrangement, a single copy of the appropriate 
operating System data 400 is loaded into the memory portion 
205. The actual operating system data 400 loaded into the 
memory portion 205 will vary according to the operating 
system being used. When a server or other device in the 
computer network makes a boot request through the network 
to control module 103, the operating system data 400 is used 
to boot the server. The control module 103 then segments a 
sub-portion of the memory 104 into a first cache 401. This 
first cache 401 is used for further OS operations during the 
boot proceSS and during operation of the Server or other 
external device. 

0033. If a second server or other external device sends a 
boot request to control module 103, the module allocates 
additional Space in the cache for a Second cache 402. 
Alternatively, upon Startup of the Solid State disk System, the 
control module 103 may determine the number of resources 
on the computer network likely to be booted during network 
operation, by polling the network, consulting a Stored table 
of network resources, or other appropriate operation. The 
control module 103 may then allocate space in the memory 
portion 205 to provide a cache for operation of the operating 
System for each network resource. If additional Servers 
require boot operations, additional cache Space 403 can by 
allocated for those Servers. By allocating Separate cache 
Space for each Server or other network resource, the inven 
tive System prevents corruption of data, overwriting of data, 
and other harmful actions that would lead to resource 
malfunction. 

0034. Alternatively, the present system may be config 
ured to allow for dynamic allocation of cache resources 
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through the use of a non-associative cache, as depicted in 
FIG. 5. FIG. 5 depicts a non-associative cache 501. In 
accordance with the present invention, the non-associative 
cache 501 is a reserved segment of the memory portion 400. 
The memory in the non-associative cache 501 is divided into 
several lines 507. Each line 507 corresponds to a particular 
memory Segment of the operating System data Stored in 
memory portion 205. Each line 507 is further divided to 
Store different types of information. In particular, each line 
507 contains space to store the data tag 502, a validity bit 
503, a locked bit 504, server number data 505, and data 506. 
When a read request for operating System data is transmitted 
from a server, the control module 103 checks the non 
associative cache 501 to determine if the data has already 
been loaded into the cache. The control module 103 does this 
by reviewing the validity bit 503. The control module also 
determines if the data Stored in the cache has been changed 
Subsequent to being copied into the cache 501 by checking 
the locked bit 504. 

0035) If the requested data has not been loaded into the 
cache 501, the control module 103 copies the data from the 
operating System data Stored in memory portion 400 to the 
cache 501. In particular, the data is copied to the cache line 
507 that corresponds to the appropriate memory segment of 
the operating System data. For example, the operating Sys 
tem data may be Stored in memory address location 0 
through 999. The cache 501 may consist of 100 separate 
lines 507. If a request is made for the operating system data 
stored in location 235, the data is preferably copied to line 
35 in the cache 501. The data tag 502 is used to store any 
additional data required to identify the memory location. In 
the example given above, the data tag 502 may be used to 
Store the number 200, to indicate that original data was 
stored in an address from 200-299. In this way, data tag 502 
can be used in conjunction with the particular line index 507 
to map data Stored in cache 501 to the operating System data 
stored in memory portion 400. 
0036). If an operating system write request is received 
from a particular server, control module 103 reviews the 
appropriate location of cache 501 to determine if the locked 
bit 504 is set. If the locked bit 504 is set, the control module 
103 reviews server number data 505 to determine which 
Server wrote the data Stored at the memory Segment. If a 
Server other than the one making the current write request is 
stored at server number data 505, control module 103 in 
returns an error condition to the requesting Server. If the 
locked bit 504 is not set, or if the server number stored at 
server number data 505 is the same as the server that made 
the current write request, the data is written to the appro 
priate location of cache 501, and the locked bit 504 is set to 
prevent future writes to that location by another Server. 
Furthermore, the Server number making the write request is 
stored at server number data 505. 

0037. It will be appreciated by those skilled in the art that 
other cache configurations may be used in accordance with 
the present invention, Such as a Set associative cache. For 
example, to reduce the number of error conditions due to 
operating System write requests, a two-way associative 
cache may preferably be used as the operating System cache. 
Under this configuration, two caches 501 are stored in 
memory portion 104. After receiving a write request from a 
particular server, the control module 103 reviews the locked 
bit 504 for the appropriate memory segment 507. If the 
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locked bit 504 is set, the control module 103 examines the 
locked bit 504 for the appropriate memory segment 507 of 
the second cache. If the locked bit 504 in the second cache 
is not Set, the data is written to the Second cache. 

0038. It will be understood by those skilled in the art that 
Still more cache configurations can be used in accordance 
with the invented System, including additional Set-associa 
tive caches or fully associative caches. Use of a fully 
asSociative cache may be preferable in many circumstances. 
In Such a fully associative cache, cache Space is assigned for 
each server in the system that is to be booted. This ensures 
that each Server will have the memory Space necessary to 
perform any write operations to the operating System cache. 
0.039 The embodiments of the invented system and 
method, as shown in the figures, have been presented for 
illustrative purposes only and are not intended to limit the 
scope of the invention. It will be appreciated by those skilled 
in the art that certain aspects of the invention may be 
changed, or Steps re-ordered or omitted, without departing 
from the Scope of the invention as a whole. 
I claim: 

1. A System for booting multiple Servers from an operating 
System image comprising: 

a non-volatile Storage media for Storing an operating 
System image; 

a memory module connected to Said non-volatile Storage 
media, 

an interface module connected to multiple Servers, 
a control module connected to Said interface module, Said 

non-volatile Storage media, and Said memory module, 
Said control module, upon receiving a boot request from 

one of Said Servers through Said interface module, 
allocating a portion of Said memory module to be used 
as a cache, and copying the portions of Said operating 
System image necessary for booting Said Server to Said 
cache; 

Said control module, upon receiving a boot request from 
a next server, using the data Stored in Said cache to boot 
Said next Server. 

2. The System of claim 1, wherein Said cache is a 
non-associative cache. 
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3. The System of claim 1, wherein Said cache is a 
fully-associative cache. 

4. The System of claim 1, wherein Said cache is a 
Set-associative cache. 

5. The system of claim 1, wherein said servers are 
connected to Said interface module through a computer 
network. 

6. In a System containing a control module, a non-volatile 
Storage means containing an operating System image, an 
interface module, a memory module, and multiple Servers 
connected to Said interface module, a method for booting the 
Servers comprising: 

a first of Said ServerS Sending a boot request to Said 
interface module, 

Said interface module transmitting Said boot request to 
Said control module, 

Said control module allocating a portion of Said memory 
module to be used as a cache for Storage of portions of 
the operating System image; 

Said control module copying the memory Segments 
requested in the boot request from Said non-volatile 
Storage means to Said cache; 

a Second of Said ServerS Sending a boot request to Said 
interface module, 

Said interface module transmitting Said boot request to 
Said control module, 

Said control module reviewing Said cache to determine if 
the information requested in Said boot request has 
already been loaded into the cache; 

if the information requested in Said boot request is Stored 
in Said cache, transmitting Said information to Said 
interface module for transmission to Said Second Server. 

7. The method of claim 6, wherein said cache allocated by 
Said control module is a non-associative cache. 

8. The system of claim 6, wherein said cache allocated by 
Said control module is a fully-associative cache. 

9. The system of claim 6, wherein said cache allocated by 
Said control module is a Set-associative cache. 
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