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(7) ABSTRACT

Systems and methods for secure control of a wireless mobile
communication device are disclosed. Each of a plurality of
domains includes at least one wireless mobile communica-
tion device asset. When a request to perform an operation
affecting at least one of the assets is received, it is deter-
mined whether the request is permitted by the domain that
includes the at least one affected asset, by determining
whether the entity with which the request originated has a
trust relationship with the domain, for example. The opera-
tion is completed where it is permitted by the domain.
Wireless mobile communication device assets include soft-
ware applications, persistent data, communication pipes, and
configuration data, properties or user or subscriber profiles.
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SYSTEM AND METHOD FOR SECURE CONTROL
OF RESOURCES OF WIRELESS MOBILE
COMMUNICATION DEVICES

TECHNICAL FIELD

[0001] This invention relates generally to wireless mobile
communication devices, and in particular to providing secu-
rity for such devices.

BACKGROUND ART

[0002] When personal computers (PCs) were first intro-
duced, one of their greatest appeals was that the machine
was controlled by its user. This was in stark contract to the
mainframe model, where multiple users shared a single
machine. Resources on a mainframe computer were care-
fully shared between users by the operating system. On a PC
having a single user at any time, this type of partitioning of
resources was not necessary. As the PC began to displace the
corporate mainframe computer, however, issues of control
began to re-emerge. Corporate Information Technology (IT)
departments, increasingly saw the desktop PC as part of the
corporate infrastructure. This caused tension between an
original goal of the PC revolution, that the user controls their
own computer, and the new role they played in the corpo-
ration. This conflict continues today and is played out on a
regular basis in companies around the world.

[0003] A similar tension exists with handheld and other
portable computers. Such as wireless mobile communication
devices. However, the situation with handheld computers is
more complex for several reasons. Since handheld comput-
ers are becoming relatively inexpensive, many users pur-
chase such devices for personal use. Such user-purchased
devices cannot be said to be owned by a corporation of
which the user is an employee, but they often come to
contain corporate data such as contacts, calendar entries and
email. Even when a handheld computer is purchased by a
corporate employer and provided to an employee, the hand-
held computer is likely to be used outside the corporate
premises. This may require external access to the corporate
infrastructure. Allowing an unsecured device to access the
corporate network offers potential for security breaches.
Furthermore, when a handheld computer is enabled for
wireless communications, a carrier becomes another inter-
ested party with respect to the handheld computer. The
carrier owns and operates a wireless communication net-
work in which the handheld computer is configured to
operate, and therefore may want to exercise control over the
traffic on that network. As well, the carrier may wish to add
to their revenue by offering additional services to handheld
computers. A carrier may thus be at odds with a corporate IT
department in regard to handheld computer control, particu-
larly where IT department controls may potentially increase
network traffic or affect the carrier’s ability to offer these
services and thus reduce their revenue.

[0004] Therefore, there remains a need for a system and
method for secure control of a wireless communication
device, which allows each individual stakeholders, includ-
ing the user, corporate owner or corporate system operator,
carrier, and possibly other stakeholders, to control their
device assets without affecting the other stakeholders.

DISCLOSURE OF INVENTION

[0005] According to an aspect of the invention, a system
for secure control of a wireless mobile communication
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device comprises at least one domain, each domain includ-
ing an asset of the wireless mobile communication device,
and a domain controller configured to receive a request to
perform-an operation affecting at least one of the assets, to
determine whether the request originated with an entity that
has a trust relationship with the domain that includes the at
least one affected asset, and to permit completion of the
operation where the request originated with an entity that
has a trust relationship with the domain that includes the at
least one affected asset.

[0006] In accordance with another aspect of the invention,
a method for secure control of a wireless mobile commu-
nication device, comprises segregating assets of the wireless
mobile communication device into a plurality of domains,
each domain including at least one asset of the wireless
mobile communication device, receiving a request to per-
form an operation affecting at least one of the assets,
determining whether the operation is permitted by the
domain that includes the affected asset, and allowing the
operation to be completed where the operation is permitted
by the domain that includes the affected asset.

[0007] Further features of secure control systems and
methods will be described or will become apparent in the
course of the following detailed description.

BRIEF DESCRIPTION OF DRAWINGS

[0008] FIG. 1 is a block diagram showing a communica-
tion system in which wireless mobile communication
devices may be used.

[0009] FIG.?2 is ablock diagram of an exemplary wireless
mobile communication device in which a system and
method for secure control may be implemented.

[0010] FIG. 3 is a block diagram illustrating multiple
domains on a wireless mobile communication device.

[0011] FIG. 4 is a flow diagram showing a method for
secure control of a wireless mobile communication device.

[0012] FIG. 5 is a block diagram of an example wireless
mobile communication device.

BEST MODE FOR CARRYING OUT THE
INVENTION

[0013] FIG. 1 is a block diagram showing a communica-
tion system in which wireless mobile communication
devices may be used. The communication system 10
includes a Wide Area Network (WAN) 12, coupled to a
computer system 14, a wireless network gateway 16 and a
corporate Local Area Network (LAN) 18. The wireless
network gateway 16 is also connected to a wireless com-
munication network 20 in which a wireless mobile commu-
nication device 22 (“mobile device”), is configured to oper-
ate.

[0014] The computer system 14 may be a desktop or
laptop PC, which is configured to communicate to the WAN
12, the Internet for example. PCs, such as computer system
14, normally access the Internet through an Internet Service
Provider (ISP), Application Service Provider (ASP) or the
like.

[0015] The corporate LAN 18 is an example of a typical
working environment, in which multiple computers 28 are
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connected in a network. It is normally located behind a
security firewall 24. Within the corporate LAN 30, a mes-
sage server 26, operating on a computer behind the firewall
24, acts as the primary interface for the corporation to
exchange messages both within the LAN 18, and with other
external messaging clients via the WAN 12. Known message
servers include, for example, Microsoft™ Exchange Server
and Lotus Domino™. These servers are often used in
conjunction with Internet mail routers to route and deliver
mail. The message server 26 may also provide additional
functionality, such as dynamic database storage for data like
calendars, todo lists, task lists, e-mail and documentation.
Although only a message server 26 is shown in the LAN 18,
those skilled in the art will appreciate that a LAN may
include other types of servers supporting resources that are
shared between the networked computer systems 28. The
message server 26 and electronic messaging are described
for illustrative purposes only. Owner control systems and
methods are applicable to a wide range of electronic devices,
and are in no way limited to electronic devices with mes-
saging capabilities

[0016] The message server 26 provides messaging capa-
bilities to networked computer systems 28 coupled to the
LAN 18. A typical LAN 18 includes multiple computer
systems 28, each of which implements a messaging client,
such as Microsoft OQutlook™, Lotus Notes™, etc. Within the
LAN 18, messages are received by the message server 26,
distributed to the appropriate mailboxes for user accounts
addressed in the received message, and are then accessed by
a user through a messaging client operating on a computer
system 28.

[0017] The wireless gateway 16 provides an interface to a
wireless network 20, through which messages may be
exchanged with a mobile device 22. The mobile device 22
may, for example, be a data communication device, a voice
communication device, a dual-mode communication device
such as many modern cellular telephones having both data
and voice communications functionality, a multiple-mode
device capable of voice, data and other types of communi-
cations, a personal digital assistant (PDA) enabled for wire-
less communications, or a laptop or desktop computer
system with a wireless modem. An exemplary mobile device
is described in further detail below.

[0018] Such functions as addressing of the mobile device
22, encoding or otherwise transforming messages for wire-
less transmission, and any other interface functions may be
performed by the wireless gateway 16. The wireless gateway
16 may be configured to operate with more than one wireless
network 20, in which case the wireless gateway 16 may also
determine a most likely network for locating a given mobile
device 22 and possibly track mobile devices as users roam
between countries or networks.

[0019] Any computer system with access to the WAN 12
may exchange messages with the mobile device 22 through
the wireless network gateway 16. Alternatively, private
wireless network gateways such as wireless Virtual Private
Network (VPN) routers could also be implemented to pro-
vide a private interface to a wireless network. For example,
a wireless VPN implemented in the LAN 18 may provide a
private interface from the LAN 18 to one or more mobile
devices such as 22 through the wireless network 20. Such a
private interface to a mobile device 22 via the wireless
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network gateway 16 and/or the wireless network 20 may
also effectively be extended to entities outside the LAN 18
by providing a message forwarding or redirection system
that operates with the message server 26. Such a message
redirection system is disclosed in U.S. Pat. No. 6,219,694,
which is hereby incorporated into this application by refer-
ence. In this type of system, incoming messages received by
the message server 26 and addressed to a user of a mobile
device 22 are sent through the wireless network interface,
either a wireless VPN router, wireless gateway 16 or other
interface, for example, to the wireless network 20 and to the
user’s mobile device 22. Another alternate interface to a
user’s mailbox on a message server 26 may be a Wireless
Application Protocol (WAP) gateway. Through a WAP gate-
way, a list of messages in a user’s mailbox on the message
server 26, and possibly each message or a portion of each
message, may be sent to the mobile device 22.

[0020] A wireless network 20 normally delivers messages
to and from communication devices such as the mobile
device 22 via RF transmissions between base stations and
devices. The wireless network 20 may, for example, be a
data-centric wireless network, a voice-centric wireless net-
work, or a dual-mode network that can support both voice
and data communications over the same infrastructure.
Recently developed networks include Code Division Mul-
tiple Access (CDMA) networks, Groupe Special Mobile or
the Global System for Mobile Communications (GSM) and
General Packet Radio Service (GPRS) networks, and third-
generation (3G) networks like Enhanced Data rates for
Global Evolution (EDGE) and Universal Mobile Telecom-
munications Systems (UMTS), which are currently under
development. GPRS is a data overlay on top of the existing
GSM wireless network, which is used operating in virtually
every country in Europe. Some older examples of data-
centric networks include, but are not limited to, the Mobi-
tex™ Radio Network (“Mobitex”), and the DataTAC™
Radio Network (“DataTAC”). Examples of known voice-
centric data networks include Personal Communication Sys-
tems (PCS) networks like GSM and Time Division Multiple
Access (TDMA) systems that have been available in North
America and world-wide for several years.

[0021] In the system 10, a company which owns the
corporate LAN 18 may provide a computer system 28 and
a mobile device 22 to an employee. Stakeholders in this
example include the user of the mobile device 22, the
company which owns the corporate LAN 18, and a carrier
which operates the wireless network 20. As described above,
each of these stakeholders may have an interest in control-
ling the mobile device 22 or certain resources or assets
resident on the mobile device 22.

[0022] FIG.2 is a block diagram of an exemplary wireless
mobile communication device in which a system and
method for secure control may be implemented. It should be
apparent to those skilled in the art that only the components
involved in a secure control system are shown in FIG. 2.
The mobile device 30 will typically include further compo-
nents, depending upon the type and functionality of the
mobile device 30.

[0023] As shown in FIG. 2, a mobile device 30 comprises
a memory 32, a domain controller 40, a wireless transceiver
48, a user interface (UT) 46, and an interface or connector 50.
The memory 32 includes a key store 31, a software appli-
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cations store 33 configured to store software applications, a
message store 34 for storing electronic messages, a contacts
store 35 for storing contact information, a domain policy
store 36, a persistent data store 37, a communication “pipes”
table 38, and a properties store 39. These stores are illus-
trative of the types of information stores that may be
provided in the memory 32. Other information stores may
also be provided instead of or in addition to those shown in
FIG. 2.

[0024] The memory 32 is a writeable store such as a RAM
into which other device components may write data. Within
the memory 32, the key store 31 stores cryptographic keys
which may be used by the domain controller to implement
domain policies. The software applications store 33 includes
software applications that have been installed on the mobile
device 30, and may include, for example, an electronic
messaging software application, a personal information
management (PIM) software application, games, as well as
other software applications. The message store 34 stores
electronic messages associated with one or more messaging
software applications or services for which the mobile
device 30 has been enabled. The contacts store 35 also stores
information normally associated with such messaging soft-
ware applications and services, including contact names,
telephone and fax numbers, email addresses, mailing
addresses, and the like. In the domain policy store 36,
domain membership control policies (“domain policies”),
which specify the criteria used to determine into which
domain a software application, property, or other informa-
tion should be placed, are stored. Persistent data, or data
which survives the termination of a software application
which created it, is stored in the persistent store 37. Com-
munication pipes, described in further detail below, are
mobile device communication assets and are listed in the
communication pipes table 38. As will also be described
below, the communication pipes table 38 may also include
or reference an application programming interface (API) 41
through which data may be sent to and received from a
communication pipe. Properties represent configuration
data, and are stored in the properties store 39. Other data
associated with the mobile device 30 or software applica-
tions installed on the mobile device 30 may be stored in the
data stores shown in FIG. 2, in further data stores in the
memory 32 but not shown in FIG. 2, or possibly in a
separate memory component on the mobile device 30.

[0025] The wireless transceiver 48 enables the mobile
device 30 for communications via a wireless network, as
described above in conjunction with FIG. 1. The mobile
device 30 is also enabled for communications with a simi-
larly-equipped PC or other device, including another mobile
device, via the interface/connector 50. In FIG. 2, the domain
controller 40 is coupled to the memory 32, the wireless
transceiver 48, the Ul 46, and the interface/connector 50. As
will be described in further detail below, access to such
mobile device assets or resources is controlled by the
domain controller 40. The domain controller 40 will likely
be implemented most often as a software module or oper-
ating system that is executed by a mobile device processor
(not shown). For example, where the mobile device 30 is a
Java™-enabled device including a Java Virtual Machine
(JVM) as its operating system, functionality of the domain
controller 40 may be incorporated within the JVM or
implemented as a software component that is executed by
the JVM. Domain control at the operating system level
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provides more streamlined and reliable domain security than
domain control at a software application level.

[0026] The UI 46 may include such UI components as a
keyboard or keypad, a display, or other components which
may accept inputs from or provide outputs to a user of the
mobile device 30. Although shown as a single block in FIG.
2, it should be apparent that a mobile device 30 typically
includes more than one Ul, and the UI 46 is therefore
intended to represent one or more user interfaces.

[0027] The interface/connector 50 enables information
transfer between the mobile device 30 and a PC or another
device via a communication link established between the
interface/connector 50 and a compatible interface or con-
nector in the PC or other device. The interface/connector 50
could be any of a plurality of data transfer components,
including, for example, an optical data transfer interface
such as an Infrared Data Association (IrDA) port, some other
short-range wireless communications interface, or a wired
interface such as serial or Universal Serial Bus (USB) port
and connection. Known short-range wireless communica-
tions interfaces include, for example, “Bluetooth” modules
and 802.11 modules according to the Bluetooth or 802.11
specifications, respectively. It will be apparent to those
skilled in the art that Bluetooth and 802.11 denote sets of
specifications, available from the Institute of Electrical and
Electronics Engineers (IEEE), relating to wireless LANs and
wireless personal area networks, respectively. Since com-
munications between the mobile device 30 and other sys-
tems or devices via the interface/connector 50 need not
necessarily be via a physical connection, references to
connecting a mobile device to a PC or other device or system
includes establishing communications through either physi-
cal connections or wireless transfer schemes. Thus, the
mobile device 30 could be connected to a PC, for example,
by placing the mobile device 30 in a mobile device cradle
connected to a serial port on the PC, by positioning the
mobile device 30 such that an optical port thereof is in a line
of sight of a similar port of the PC, or by physically
connecting or arranging the mobile device 30 and PC in
some other manner so that data may be exchanged. The
particular operations involved in establishing communica-
tions between a mobile device and another system or device
will be dependent upon the types of interfaces and/or
connectors available in both the mobile device and the other
system or device.

[0028] As described above, multiple stakeholders may
have interests in controlling mobile device assets or
resources. In the mobile device 30, assets or resources
include the wireless transceiver 48, Ul 46, interface/connec-
tor 50, processor 40, and any of the stores or information in
the memory 32. Some of these assets, such as the Ul 46,
might be usable by any software application or system on the
mobile device 30, whereas one or more of the stakeholders
may wish to exerts tighter control over other assets, includ-
ing the wireless transceiver 48, interface/connector 50, and
information stored in the memory 32, for example.

[0029] In order to provide multiple-stakeholder secure
control of the mobile device 30, assets may be assigned to
domains, as shown in the stores in the memory 32. The key
store 31 includes cryptographic keys for domains B and C.
The software applications store 33, domain policy store 36,
persistent data store 37, and communication pipes table 38
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respectively include software applications, domain policies,
persistent data, and communication pipes associated with
domains A, B and C. The message store 34 and contacts
store 35 include messages and contacts associated with
domains B and C. In this example, only domains B and C
have associated messaging software applications or services
which use the message store 34 and contacts store 35.
Domain C includes a communication pipe, but not for the
purposes of electronic messaging in this example. It is also
possible that not all domains on a mobile device include a
communication pipe. This may occur, for example, when a
domain includes only software applications which provide
local mobile device functions which do not require commu-
nications to or from the mobile device.

[0030] A domain is a collection of objects that share a
common level of trust, and can be owned and controlled by
a mobile device stakeholder, such as a mobile device user,
a mobile device owner, a carrier or a service provider.
Placing an object in a domain means that the object is
trusted, and that its use can be restricted to other domain
members. Each domain has a domain policy that controls
which objects can become members of a domain, as
described in further detail below. By creating domains and
assigning one or more domains on the mobile device to each
stakeholder, all stakeholders may maintain some level of
control over mobile device assets that are part of the
stakeholder’s domain or domains. The domain controller 40
manages each domain on the mobile device 30 and main-
tains control over access to domain assets or resources to
ensure that trust requirements are satisfied before such
access is granted.

[0031] For example, most mobile devices may be pur-
chased from any of a number of retailers. Once purchased,
a mobile device user can preferably execute a pre-installed
software application that allows the user to enter credit card
and other billing information that is used to provision
wireless network communication services. Those skilled in
the art will appreciate that initial provisioning of such
services on a new device may instead involve interactions
with a carrier or service provider customer service repre-
sentative via a telephone or Internet web page. The billing
information is sent to a wireless carrier billing server, which
verifies the billing information and send a registration mes-
sage to the mobile device. The registration message is
processed at the mobile device to establish carrier domain on
the mobile device.

[0032] The carrier domain may include such assets as a
browser that can be used to access Internet information and
services via the carrier’s wireless communication network.
The user may then use the browser in the carrier domain to
subscribe to a chat service, download the required software
application from the Internet, and place the downloaded
software application into the carrier domain. Other domain
services, such as a domain backup frequency, for example,
which specifies how often domain data should be backed up,
may also be configured by the user for the carrier domain.
Domain backup generally involves the transfer of domain
data, possibly including software applications, properties,
and persistent data to an external system. Such a backup
operation allows a device user, owner, or other stakeholder
to restore a domain in the event that the domain becomes
corrupted, for example. Although the user may configure
some settings for the carrier domain on the mobile device,
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the carrier maintains ultimate control over the carrier
domain, as described in further detail below.

[0033] The user may also install other software applica-
tions and provision further services using the mobile device.
An electronic messaging service which supports message
exchange between the mobile device and a personal email or
other messaging account is one service that may be of
interest to a mobile device user. A PC software application
component of such a service, when installed on a PC
configured to access the personal messaging account, estab-
lishes a user domain on the mobile device if one has not
already been established. Any mobile device software appli-
cations required to use the service are then downloaded and
installed on the mobile device, and placed in the user
domain. Such a service might also synchronize stored mes-
sages, contacts and possibly further data associated with the
personal messaging account between the PC and the mobile
device, creating messages, contacts, and data in the user
domain. Since the electronic messaging service, and thus the
user domain, have access to a communication medium
through which messages are exchanged with the PC, the user
domain might also support Internet browsing. Using the web
browser, the user may then download and install other
software applications to the user domain. Where the soft-
ware application is a birthday reminder program, for
example, this program may access all of the contacts that lie
in the user domain and create reminders for their birthdays.
The user domain may also have user-configurable settings,
such as a domain backup frequency.

[0034] Where the user wishes to use the mobile device for
work purposes as well, he or she may send a message, an
email for example, to the IT department of his or her
employer. The email includes the type of the mobile device
and its network address. The IT department then sends a
create domain message to the mobile device. When the
create domain message is received at the mobile device, the
user may first be prompted, using a UI 46 (FIG. 2), to accept
this new domain. The new employer domain is then created.
Having created the employer domain on the device, the IT
department uploads such information as the company direc-
tory and a Customer Relationship Management (CRM)
software application to the device. As described above for
the carrier and personal domains, the employer domain may
include settings which control behaviour and characteristics
of the domain, such as domain backup frequency. It is
contemplated, however, that at least the employer domain
may be tightly controlled, such that employer domain con-
figuration is established by the employer.

[0035] The introduction of domains in this example has
some important mobile device control and security benefits.
For example, the birthday reminder program in the user
domain cannot access the company directory in the
employer domain, even though they are both stored on the
same mobile device. Also, synchronization of the user
domain data, such as personal contacts, between the mobile
device and a user’s PC is accomplished through a user
domain communication pipe, associated with the personal
messaging service, so no corporate data from the employer
domain is backed up to the user’s PC when the user domain
is backed up. Similarly, any synchronization or backup of
the employer domain data is performed through the
employer domain communication pipe, so that the user’s
personal contacts are not copied to the corporate server.
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[0036] In addition, none of the software applications in the
carrier domain or the user domain can access the commu-
nication pipe in the employer domain. Only software appli-
cations in the employer domain can access corporate data
which normally resides behind a security firewall in the
employer’s corporate network. This prevents “Trojan horse”
type software applications from compromising the employ-
er’s network security. The employer IT department prevents
the user from installing software applications in the
employer domain, as described in further detail below. The
user can still install software applications in the user domain,
but they are not trusted by the employer.

[0037] The carrier can disable or upgrade software appli-
cations in the carrier domain, but cannot effect software
applications in the other domains. The carrier may, of
course, prevent traffic from the mobile device on their
communication network, but any mobile device could be
enabled for operation in multiple different communication
networks operated by different carriers.

[0038] Super user software applications provided by the
mobile device manufacturer, for example, or some other
source trusted by all domains, are members of multiple
domains and thus present a unified view of data across
multiple domains. This is useful in such software applica-
tions as an Address Book software application used to view
and manage a contacts store on a mobile device. Such super
user software applications have access to multiple domains,
but also preferably respect the security of each domain. For
example, a synchronization software application might
access all data but only backs up domain data through the
appropriate domain pipe. In order to avoid duplication of
super user software application code on a mobile device,
super user software applications may be outside the domains
to which they have access, and effectively assume domain
membership from time to time, as required. Super user
software applications may therefore reside in a particular
super user domain, or possibly in a part of a software
applications store that is not associated with any particular
domain.

[0039] The mobile device 30 (FIG. 2) implies a segrega-
tion of the various stores in the memory 32 into different
domain storage areas. However, it should be appreciated that
implementation of domains on a mobile device may be
much more flexible than would be apparent from FIG. 2. For
example, entries in any of the stores in the memory 32 need
not be ordered by domain. The software applications store
33 may include a first software application in domain A,
followed by another software application in domain C, and
then a third software application which is also in domain A.
Even though the domain A software applications in this
example do not occupy contiguous locations in the software
applications store 33, they are nonetheless associated with
domain A.

[0040] FIG. 3 is a block diagram illustrating multiple
domains on a wireless mobile communication device. FIG.
2 shows domains from the perspective of physical device
components, whereas FIG. 3 illustrates the practical effect
of domains on mobile device assets. Therefore, the actual
mobile device may be the same in FIGS. 2 and 3, although
domain-based secure control of a mobile device will become
more apparent from FIG. 3 and the following description
thereof.
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[0041] The mobile device 52 in FIG. 3 includes an
employer domain 54, a carrier domain 62, and a user domain
64, cach including software applications, a communication
pipe, and properties. The employer domain 54 and the user
domain 64 also include contacts and messages. The
employer domain 54 and the user domain 64 are respectively
secured using the employer key 56 and a user key 66, as will
be described in further detail below. As will be apparent
from a comparison of FIGS. 2 and 3, the carrier domain 62,
the employer domain 54, and the user domain 64 are similar
to the domains A, B and C, respectively, in FIG. 2. A default
domain 58, which contains software applications and prop-
erties, and a properties domain 68, which includes at least
some of the properties stored in the properties store 39 (FIG.
2), are also shown in FIG. 3.

[0042] Placing a software application in a domain gives it
access to domain assets, most notably the domain commu-
nication pipe(s) and domain data such as persistent data and
properties. In the employer domain 54, for example, the
CRM software application and the corporate messaging
software application have access to the corporate commu-
nication pipe, data such as corporate contacts and messages
associated with a corporate messaging account, and prop-
erties in the employer domain 54. Libraries within a domain
are similarly accessible only from software applications in
that domain.

[0043] Some software applications may be members of
more than one domain. This grants the software application
access to data in multiple domains. In FIG. 3, both the
employer domain 54 and the user domain 64 include a
messaging software application. In this case, it is desirable
to have a single super user messaging software application
that is a member of or has access to both domains. However,
the owners of both domains would have to trust such a
software application. Since the user of the mobile device has
control over the user domain 64, a software application
trusted by another domain could fairly easily be granted
access to the user domain 64 by the user. When other
domains than the user domain 64 are involved, each domain
owner has to trust a super user software application and
grant access to such a software application to its respective
domain.

[0044] Software application provisioning policy is prefer-
ably set on a per domain basis, so that the domain owner can
control which software applications can be loaded into a
domain. There are several methods of controlling/assigning
a software application to a domain. These are discussed in
further detail below.

[0045] A communication pipe is a means of communica-
tion between the mobile device and some external entity. A
particular physical transport layer, such as Universal Serial
Bus (USB), Bluetooth™, a serial port, 802.11 and GPRS,
can represent several logical communication pipes depend-
ing on the gateway at the other end. For example, a GPRS
radio can be used to communicate with both the carrier WAP
gateway in the carrier domain 62, as well as a corporate
gateway through the corporate communication pipe in the
employer domain 54. In this case, both the WAP gateway
and the corporate communication pipe represent separate
communication pipes even though they use the same physi-
cal transport. One reason for this separation is that even
though the same physical transport is used, the gateways are
controlled by separate stakeholders.
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[0046] Placing a communication pipe in a domain means
that the domain owner trusts that communication pipe. This
is usually due to their control of the gateway or of the
encryption keys that are used for communications over the
communication pipe. In the case of the corporate commu-
nication pipe, the communication pipe often includes a
gateway through a corporate security firewall, such that
access to the communication pipe represents a possible
avenue of attack against a corporate infrastructure. By
placing the communication pipe inside a domain that they
control, a corporate entity such as an employer restricts
access to the communication pipe and reduce the likelihood
of attack.

[0047] As described above, any data that survives the
termination of the software application that created it is said
to be persistent. In a more traditional computer architecture,
persistent data is written to a disk or database. Information
in main memory is normally not persistent and disappears
when the software application exits, gracefully or otherwise,
unless the software application takes explicit action to
preserve the data by writing it to a persistent store. Like most
computers, mobile devices have persistent and non-persis-
tent storage. Persistent data is often shared between software
applications. Such sharing of data or software application
integration leads to useful and convenient features but also
introduces the possibility of data theft or corruption by
unscrupulous software applications.

[0048] Domains allow the benefits of software application
integration while mitigating the risk to important data. By
default, all persistent data created by a software application
is placed in the same domain as the software application.
Only software applications in the same domain can access
this persistent data. This allows the domain owner to ensure
that only trusted software applications can access persistent
data. Untrusted software applications can still be loaded
onto a mobile device without compromising data integrity or
security.

[0049] Properties are persistent data that represent con-
figuration information that is either global, domain or soft-
ware application specific. Unlike most persistent data, prop-
erties allow a finer grain of access control. For example, it
is possible to define a property that can be read by a software
application but not modified. Properties can be placed in a
domain and used to store user configuration or to set
policies.

[0050] There may be several ways to add, modify, store,
backup and restore configuration data on a mobile device. In
general, known configuration data handling schemes relate
to configuration data that is global to the mobile device.
Handling of configuration data on a per application basis is
normally left up to the software application. However, a
system level domain-based mechanism for handling soft-
ware application configuration data is desirable, for
example, to place information about a software application
in a secure location so that it can be used to define domain
provisioning policy. When configuration data is removed
from the control of the software application, the software
application need not be trusted to set its own provisioning
policy or manage its own application lifecycle.

[0051] As well as supporting software application provi-
sioning, properties provide a consistent set of software
application configuration services to the software applica-
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tion developer. These software application configuration
services include automatic backup and restoring of proper-
ties, automatic generation of a user interface for editing
properties, programmatic access to properties, a secure
method of exchanging properties additions or changes over
the air from a mobile device, and a secure and tamperproof
offline properties storage mechanism. Also, by defining
properties at a global scope, properties may be used to
control configuration of a mobile device, not just software
applications on such a device.

[0052] Properties are named, typed data. They are akin to
resources except that they are meant to be edited, whereas
software application resources are usually defined when a
software application is created and are not normally
changed. The name is an identifier that a software applica-
tion can use to refer to a property, and the type indicates a
type of data of the property. Properties may also have a
description, separate from the name. Separating the descrip-
tion from the name allows a properties editing to be inter-
nationalized without recompiling a software application.

[0053] The following property identifies a server with
which a software application interacts:

[0054] Name: Server

[0055] Type: String

[0056] Value: http://sap.server.net/crm
[0057] Description: CRM Server.

[0058] This property might be used by a CRM software
application on a mobile device that accesses data on a
corporate server. The CRM software application is loaded in
the employer domain 54 in FIG. 3. The server property,
required by the CRM software application, is also placed or
created in the employer domain 54.

[0059] Properties preferably have access control. Not all
properties can be read or modified by all software applica-
tions or stakeholders on a mobile device. For example, the
CRM software application is able to read the name of the
CRM server in the value field of the server property, but
cannot modify it. Additionally, the ability to modify the
server URL may be reserved for the employer or corporate
IT department. This is particularly important when applica-
tion properties are tied to system resources. For example, if
a mobile device security firewall uses an application prop-
erty to allow or deny access to a corporate gateway through
the corporate communication pipe, then it would be impor-
tant to prevent the software application from modifying this
property. In this case, the software application cannot gen-
erate a user interface to allow editing this property, since it
cannot modify the property. For this reason, it is important
to have a trusted application generate the user interface for
editing application properties. This trusted software appli-
cation or Property Editor ensures that properties are properly
labelled, to prevent a user being mislead into modifying a
property, and that access control rules are enforced. Each
property may have access control rules for each software
application, as well as for each of the stakeholders on a
mobile device. Since properties may be included in every
domain on a mobile device, a Property Editor is preferably
implemented as a super user software application and
thereby granted access to the properties in multiple domains.
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[0060] For example, the following property allows a soft-
ware application to read but not modify or write to the
property. A user or a domain is able to both read and write
to the property. Global rights are normally associated with a
mobile device owner, which is not necessarily the user, such
as when the mobile device was provided to a user by an
employer. In this example, global rights include reading, but
not writing to, the property.

[0061] Name: HTTPAccess
[0062]
[0063]
[0064]
[0065]
[0066]
[0067]
[0068]

[0069] Properties are preferably defined within a scope.
Valid scopes, as shown in the properties store 39 in FIG. 2,
may include global, domain and application. When a soft-
ware application requests a list of properties, it gets all
readable global properties, all readable properties in the
software application’s domain, assuming the software appli-
cation is a member of a domain, and all readable application
properties for the software application. In general, any
readable properties which may affect the software applica-
tion are provided in such a list. The properties placed within
a domain may include application properties for the software
applications within the domain, as well as domain proper-
ties. Global properties are placed in a separate properties
domain 68, which is preferably accessible to all mobile
device software applications, regardless of the domain in
which each software application exists.

Type: Boolean

Value: false

Description: Allow HTTP Access
Application: +read, —write

User: +read, +write

Domain: +read, +write

Global: +read, —write

[0070] Access rules may also be applied to control the
creation of new properties of any particular scope. For
example, the following definition of global scope indicates
that global properties may be created by a user but not a
software application:

[0071] Scope: Global
[0072] Application: —create
[0073] User: +create.

[0074] Domain scope properties for a particular domain
may be defined, for example, as:

[0075]
[0076]
[0077]
[0078]

[0079] which means that software applications in the
employer domain can create new properties in that domain.
Auser cannot create new employer domain properties in this
example.

Scope: Domain
Name: Employer
Application: +create

User: —create,

[0080] Software applications have programmatic access to
read properties, and possibly to modify and create proper-
ties. New properties can be created in any of the software
application’s scopes, subject to scope access rules. By
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default, new properties created by a software application
preferably have application scope.

[0081] As described above, a trusted software application,
a Property Editor, generates a user interface for editing
properties. Since software applications may be able to
modify and create properties, there should be a way to
programmatically invoke the Property Editor. For example,
each software application may have a menu item called
“Options” that can be selected to invoke the Property Editor.
When invoked from within a software application, the
property editor does not display properties that cannot be
read by the software application. Properties that cannot be
modified by the software application are displayed in a read
only mode.

[0082] The Property Editor may group properties into
multiple pages based on the scope of the properties, for
example, to reduce clutter. It may be necessary to allow the
software application to define property groups as a hint to
the Property Editor in the case where there are too many
properties to fit on a single page.

[0083] Like other domain data, properties can preferably
be backed up and restored through one or more communi-
cation pipes, such as through a serial port or over the air. In
reference to FIG. 2, backup and restore operations may be
performed using the wireless transceiver 48 or the interface/
connector 50.

[0084] Backup through an interface or connector such as
a serial port may be initiated by a PC or other device with
which a mobile device communicates. All application prop-
erties may be backed up by default, so that no serialization
code is needed in the software applications. As well, any
property data, and other domain data, that is stored to a disk
may be digitally signed and encrypted before being sent to
the mobile device. This prevents tampering with the prop-
erty data as a way to circumvent the access control mecha-
nisms.

[0085] Over the air backup and restore may be initiated
either by a mobile device or by a remote server or system.
Mobile device-initiated backup and restore are important for
transports that do not support sending data to a device
without first requesting such data. For example, if the device
can only access a remote network through a WAP gateway,
the user initiates a backup of the device. This could be done
by explicit user action or by setting up a timer. Over the air
restoration allows restoring properties to the last saved state.
Again, this could be explicitly initiated by the user as part of
a device recovery task.

[0086] Server initiated backup and restore are forms of
remote control of a mobile device. Where the path to the
device allows server-initiated communication, the properties
can be completely controlled from a remote server. Remote
server actions may include, for example creating a property,
modifying a property, deleting a property, getting a list of
properties (globally or software application specific), and
getting a list of software applications on a mobile device.

[0087] One purpose of domains is to define a restricted set
of objects with a common trust relationship. In general, no
access to domain software applications or data is granted to
external entitics, but all members of a domain’are com-
pletely trusted. As described above, however, properties
have a further level of access control. Although certain
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software applications may span several domains, such a
software application may only access a domain if it is trusted
and has been granted access to the domain by the owner of
that domain.

[0088] The fundamental domain operations that are con-
trolled are creating and deleting domains, managing soft-
ware applications (installing and deleting), managing prop-
erties (creating, reading, modifying), and access to persistent
data (creating, reading, modifying). A finer grained control
can be achieved by introducing additional domains, subdo-
mains or domain libraries.

[0089] A subdomain is a domain that lies within another
domain. Members of a subdomain inherit all of the privi-
leges of the parent domain. An example of a subdomain
would be a human resources (HR) subdomain within the
employer domain 54. All software applications within the
employer domain 54, including those in the HR domain, can
access the company directory on a corporate network
through the corporate data pipe, but only software applica-
tions in the HR domain may be able to access personal
information on the corporate network. This allows different
levels of trust within a domain while sharing some common
resources.

[0090] If a code library is a member of a domain, then it
may be used to grant restricted assess to domain data to
software applications outside the domain. This allows a
domain owner to write their own access control rules and use
them to grant limited access to domain data through the
library. By default, domain libraries do not allow non-
domain software applications to make calls to domain
libraries, but the domain owner could relax this restriction
on a per library basis. In this sense, a domain library that is
accessible to software applications outside a domain is
analogous to a domain controller in that it controls access to
domain assets or resources associated with the library. Such
a domain library permits implementation of a finer granu-
larity of domain access control or more complex access rules
for a particular domain, or for specific assets or resources
within a domain.

[0091] In order for domain operations to be secure,
domain policies control how objects become members of a
domain. There are several different possible domain poli-
cies, each of which relies on a different trusted entity.

[0092] Perhaps the simplest domain policy is to allow
objects to place themselves into a domain. This relies on the
unlikelihood of an untrusted entity knowing about the
domain. Information received at a mobile device is placed
into a domain indicated in the received information or
possibly control information received with the information.

[0093] Another relatively simple scheme is to trust the
communication pipe. This means that anything received
over a domain communication pipe is placed in that domain.
This works well when the domain owner can control the
pipe, as is the case with the carrier domain 62, for example.
Referring to both FIG. 2 and FIG. 3, where domain A of
FIG. 2 corresponds to the carrier domain 62 in FIG. 3, this
type of domain policy is specified as shown in the domain
policy store 36. When information is received over the WAP
gateway (pipe A), the domain controller 40 determines that
it belongs to domain A, the carrier domain 62, and places the
information in that domain. The domain controller 40
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accesses the domain policy store 36 to determine whether
the domain for the communication pipe over which the
information was received is configured for a trust the pipe
domain policy. The domain controller 40 may determine the
domain for the communication pipe by consulting the com-
munication pipe table 38. Where the API 41 is provided for
transferring data between the domain controller 40 and any
communication pipe in the communication pipe table 38, the
communication pipe table may indicate to the domain con-
troller 40 the domain to which the communication pipe
belongs. It is also possible that received information may
include an indicator of the domain in which it should be
placed. The domain controller 40 then accesses the domain
policy store 36 to determine the domain policy in effect for
that domain.

[0094] A stronger method of domain security relies on
cryptography. In a public key system, each domain has an
associated public and private key. Anything that is added to
a domain must be digitally signed using the domain private
key. Only digital signatures generated using the domain
private key can be verified using the domain public key, such
as the keys B and C, 56 and 66. This allows domain
information to arrive through any pipe.

[0095] For example, an employer would normally want to
ensure that the creation and control of the employer domain
54 is secure. A secure connection is preferably established
between the mobile device 52 and the employer system
before a create domain message is sent to the mobile device
52. A secure connection could be established through
encryption of the create domain message or other crypto-
graphic techniques, or using a secure communication pro-
tocol between the employer system and the mobile device
52. Encryption may involve public key cryptographic opera-
tions, or “shared secret” type cryptography. Secure domain
creation techniques may also be used by other stakeholders
to securely create domains on the mobile device.

[0096] In order to ensure that all information for the
employer domain is authentic, both when the employer
domain is created and when software applications or data are
subsequently to be placed in the employer domain, infor-
mation destined for the employer domain is digitally signed
using a signature private key of the employer, and the mobile
device 52 then verifies the digital signature before it places
the data and software applications in the employer domain.

[0097] Digital signature schemes generally involve some
sort of transformation of digitally signed information to
provide for checking the integrity of the information and
authentication of a source of the signed information. For
example, according to one digital signature scheme, a digest
of information to be digitally signed is first generated using
a non-reversible digest algorithm or transformation. Known
digest algorithms include Secure Hashing Algorithm 1
(SHA-1) and Message-Digest algorithm 5 (MD5). Other
digest techniques that produce a unique digest for each
unique input may also be used. The digest is then further
transformed using a signer’s signature private key and a
signature algorithm to generate a digital signature. In order
to provide for digital signature verification, signature algo-
rithms are normally reversible, but only when a signature
public key corresponding to the signature private key is
used. If the signed information has been changed after it was
signed, or the digital signature was generated using any key
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other than the signer’s signature private key, then signature
verification using the signer’s signature public key fails.

[0098] In the context of secure domain control on the
mobile device 52, a domain owner digitally signs any
information destined for a domain on the mobile device 52
using a signature private key. At the mobile device 52, the
information is not placed in the domain unless the digital
signature is verified using the domain owner’s signature
public key 56 or 66 for the domain. Referring again to both
FIGS. 2 and 3, and specifically to the employer domain 54
(domain B), when digitally signed information is received
by the mobile device 30, the domain controller 40 deter-
mines the domain for which the information is destined. The
domain controller 40 may determine the appropriate domain
by accessing the communication pipes table 38, or based on
a domain indication either from the API 41 in the commu-
nication pipes table 38 or in the received information. Since
cryptographic or “trust the key” domain policies facilitate
receipt of data for a particular domain over other than the
communication pipe(s) in that domain, a domain indication
in received information may be particularly useful in con-
junction with this type of domain policy. Once the appro-
priate domain has been identified, the domain controller 40
then retrieves the corresponding key for the domain, key B
in this example, from the key store 31. The information is
placed in the domain where the digital signature is verified
using the key B. The received information may be discarded,
or possibly placed in the default domain 58 if the digital
signature is not verified. The operations of the domain
controller 40 are similar for other domains having a trust the
key domain policy, such as the user domain 64 (domain C).

[0099] As those skilled in the art of public key cryptog-
raphy will appreciate, where a public key is not stored on a
mobile device, it is obtained from a public key repository if
it is not available in the key store 31 when required. It should
also be appreciated that other cryptographic access control
mechanisms are possible, using cryptographic challenges
and responses or shared secret keys, for example.

[0100] When digital signature verification for received
software applications or data fails, or software applications
or data have not been signed, the software applications or
data may be placed in a default domain 58. The default
domain 58 includes software applications and properties and
possibly allows access to unrestricted device assets or
resources. A default domain such as 58 may also provide
temporary storage of unsigned or improperly signed soft-
ware applications and data. Any software applications and
data in the default domain 58 could then be placed into a
user-controlled domain at a later time. In order to prevent
denial of service type attacks exploiting the default domain
58, resources available to the default domain 58 are prefer-
ably limited. By limiting the amount of memory that objects
in the default domain 58 may occupy, for example, inun-
dating a mobile device with unsigned or improperly signed
information cannot deplete the amount of memory available
to other domains on the mobile device to such a degree as
to render the mobile device or software applications in other
domains inoperable.

[0101] As a further alternative domain policy, when a
domain is created, it may include an access list established
by the domain owner that describes all allowable members.
This works well with software applications, but becomes
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complex where control of persistent data is required. A
hybrid scheme where data is verified by some other method
might be appropriate here.

[0102] If a domain owner trusts the holder of the device,
or the holder of the device is the domain owner, then each
new object could be placed in the domain by some on-device
user interface, dependent upon a prompt to the user. Accord-
ing to this domain policy, when a software application or
other domain data is received at a mobile device, the user
either accepts the software application or data and places it
in a domain or rejects the software application or data.

[0103] It may make sense to use different security tech-
niques for different types of objects. For example, domain
creation may be controlled cryptographically. However,
once a domain is established, it may trust the domain pipe
for further domain changes. Different domains might also
use different security measures. Since the user domain 64 is
controlled by the user of the mobile device 52, the user may
be prompted to accept or reject software applications and
data for the user domain 64, whereas the employer domain
54 and the, carrier domain 62, as shown, use a cryptographic
domain policy and a trust the pipe domain policy, respec-
tively.

[0104] Inregard to creating new domains, different control
mechanisms could also be applied. As described above, new
domains could be created in response to requests from a
stakeholder, possibly subject to acceptance by the user.
Domain creation could be further restricted by trusting the
mobile device manufacturer. The device manufacturer could
set up domains when the mobile device is manufactured.
When a particular component of a mobile device is config-
ured to store information, then that component could be
manufactured with certain domains. This technique applies
to GPRS mobile devices, for example, which require a
Subscriber Identity Module or SIM for operation. Domains
could be configured on a SIM by a SIM manufacturer, owner
or other stakeholder before the SIM is provided to a user.

[0105] FIG. 4 is a flow diagram showing a method for
secure control of a wireless mobile communication device.
The method begins at step 70, where a request to perform an
operation is received at the mobile device. The mobile
device 30 (FIG. 2), for example, may receive such a request
through the wireless transceiver 48, from a Ul 46, through
the interface/connector 50, or from a software application
running on the mobile device 30. A received request is then
passed to a domain controller 40 (FIG. 2), which determines
in which domain the assets or resources affected by the
requested operation are located. Referring again to FIG. 2,
if the request is a memory access request by a software
application to read record 1 in the persistent data store 37,
then the domain controller 40 determines that record 1
belongs to domain A. In FIG. 2, a domain identifier or
indicator is stored with each record in the persistent data
store 37. Objects in other stores may similarly include such
a domain identifier to allow the domain controller to deter-
mine the domain to which an object belongs. For domains
with cryptographic or trust the key domain policies, digitally
signed domain data, which may include software applica-
tions, properties, persistent data, or other information, that
is, received by the mobile device 30 may be stored in signed
form. The domain controller 40 can then confirm that an
object is trusted by a particular domain by verifying the
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digital signature stored with the object using the appropriate
cryptographic key. The domain controller 40 may also be
configured to establish and maintain or at least consult an
access control list that specifies associations between
domains and the objects that have been granted access to the
domains. Different domains on a mobile device may also use
different schemes for indicating domain membership, pro-
vided the domain controller on the mobile device is config-
ured to handle such different schemes.

[0106] At step 74, the domain controller determines
whether the requested operation is permitted. This determi-
nation involves determining the domain from which the
received request originated. As described above, each mem-
ber of a domain is trusted and has access to assets within that
domain. The requested operation is completed at step 76
where the operation is permitted. In the above example of a
request from a software application to read record 1, the read
operation is completed where the requesting software appli-
cation is in domain A, the same domain as the record to be
read. The domain controller 40 may determine, and possibly
confirm, the domain from which a request originates sub-
stantially as described above in the context of determining
the domain to which an asset belongs. Where the operation
is not permitted, the operation is denied at step 78, and error
processing operations, if any, are performed at step 80. Error
processing operations at step 80 may include, for example,
returning an error or failure indication to the requesting
object and displaying an error message to a user of the
mobile device.

[0107] The determination at step 74 may include further or
alternative operations beyond determining whether the
received request originated from the same domain as the
domain assets affected by the requested operation. A “same
domain” determination represents but one example of how
a trust relationship might be verified. In the case of a super
uscr softwarc application, the softwarc application might not
belong to any particular domain. Therefore, instead of
determining an originating domain, a domain controller
determines whether the super user software application is
trusted and has been granted access to the affected domain
assets by the domain owner. Also, as described above,
properties may have additional access rules. As such, when
a requested operation affects properties, further criteria may
be applied at step 74 to determine whether the operation is
permitted. Domain policies may also be examined by a
domain controller at step 74, where the received request
relates to new domain data that is to be placed into an
existing domain. If the request is a create domain message,
then step 74 may involve interaction with a user to accept or
reject a new domain.

[0108] Although the method in FIG. 4 has been described
primarily in the context of a read operation as an example of
a controlled operation, it should be apparent that other
operations may be similarly controlled. Domain assets
thereby remain protected from objects in other domains, and
may be accessed only by trusted objects in the same domain
or super user software applications that are trusted by
multiple domains. When data is to be sent using a particular
domain’s communication pipe, for example, the domain
controller first determines whether an object or domain
attempting to send the data has been granted access to the
communication pipe by the domain owner, such as by
determining whether the sending object or domain is in the
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same domain as the communication pipe. The domain
controller 40 accesses the communication pipes table 38 to
determine to which domain a communication pipe belongs,
and then send data to the communication pipe via the API 41
where the sending object in that same domain or has been
granted access to the communication pipe in that domain by
the domain owner.

[0109] The method shown in FIG. 4 relates to control of
a mobile device based on domains. Global, domain, or
application properties are used to establish further controls,
as described above. The processing of a request for an
operation may therefore also or instead involve checking
such properties to determine if an operation is permitted.
Although a software application might have access to a
communication pipe in a domain, an application property
might indicate that the software application has expired, or
a global property may specify that the software application
cannot send data from the mobile device. Although proper-
ties are included in the domains shown in FIGS. 2 and 3 and
affect operations associated with domains, property-based
control may be implemented separately from domain-based
control. For example, where an operation is to be performed
by a software application, the application properties associ-
ated with software application may first be accessed to
determine whether the operation is permitted for the soft-
ware application. A request for the operation is then sent to
a domain controller only if the application properties permit
the operation by the software application. In this example,
application properties provide a first level of control, and
domains provide a further level of control. It should be
appreciated, however, that either property-based control or
domain-based control may be implemented on a mobile
device. Although these control schemes complement each
other, they can instead be independent.

[0110] Having described domains, properties and related
security mechanisms, domain- and property-based services
and uses will now be described.

[0111] Since a domain describes a set of data and possibly
a communication pipe, the communication pipe is used to
perform a backup operation on a domain. This involves
sending all of the domain data, including properties and
software applications, over the communication pipe to a
backup system or server. Similarly, as part of a device
recovery plan, the backup system or server is used to
re-establish the domain on the mobile device and restore all
of the data. In this case, the domain defines what should be
backed up, as well as the trusted communication path to use.
Domains that do not include a communication pipe may be
backed up through another available data pipe or transport
that has not been assigned to a domain. Digital signing and
encryption techniques, when used during backup and restore
operations, ensure security and integrity of domain data.

[0112] Tt is also possible to place objects from multiple
domains into single container classes. When a software
application requests an iterator on such a class, it enumerates
only the elements in the proper domain. Super user software
applications, such as an Address Book software application,
should be able to request an iterator for a particular domain.
This makes it easy to write a software application where the
user requests a domain specific view on the data. For
example, the Address Book could be configured to display
only contacts in the employer domain 54.
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[0113] Super user software applications that span domains
also assume domain membership for a finite period of time.
This allows a super user software application to act on the
behalf of a domain without having to duplicate code that
enforces domain access control. An example where this
might be useful is in a data synchronization software appli-
cation. When it is backing up a domain, such a software
application assumes membership in that domain. This
allows the underlying operating system to ensure that
domain data is only written to the domain communication

pipe.

[0114] One of the primary uses for domains is to provide
data security. By placing a software application in a domain,
access to that software application’s data is restricted to
other software applications in that domain. Levels of secu-
rity within a single organization can be represented by
multiple domains or by subdomains. Where the enforcement
of domain policies is performed by a mobile device system
such as a JVM and not a software application, bad program-
ming on the part of the developer is less likely to result in
a security breach.

[0115] Domains are also useful in over the air software
application provisioning for mobile devices. Where each
stakeholder is provided with a respective domain, software
applications installed in one domain do not affect mobile
device assets, software applications, or data in other
domains. Thus, neither a carrier providing communication
services to a mobile device nor an employer as an owner of
a mobile device need be concerned that user software
applications installed in a user domain on the mobile device
will affect carrier domain assets, software applications or
data or corporate assets, software applications or data.
Software application provisioning may also include loading
of configuration data for a software application in the form
of application properties. Other aspects of software appli-
cations on a mobile device are also controllable using
application properties. A domain owner, such as a service
provider, may specify that a software application may be
executed only a specific number of times, only a specific
number of times in a certain time period, or only a specific
number of times before service charges apply. By placing
properties within domains, a stakeholder maintains secure
control over domain assets, including software applications
in the domain.

[0116] Just as properties can be mapped to mobile device
resource access such as HI'TP access and, phone access, for
example, they can also be mapped to device state informa-
tion, including information on available memory and date
and time of last mobile device reset. This allows remote
querying of the mobile device state. Such a query could be
initiated by a device management server or be triggered by
a timer on the mobile device. By querying these system-
mapped properties, a server can remotely manage the mobile
device. Some of these properties will be local to a domain,
such as a maximum number of recipients per message, and
some will be global to the device, the minimum length of a
password, for example.

[0117] FIG. 5 is a block diagram of an example wireless
mobile communication device. The mobile device 500 is
preferably a two-way communication device having at least
voice and data communication capabilities. The mobile
device 500 preferably has the capability to communicate
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with other computer systems on the Internet. Depending on
the functionality provided by the mobile device, the mobile
device may be referred to as a data messaging device, a
two-way pager, a cellular telephone with data messaging
capabilities, a wireless Internet appliance, or a data com-
munication device (with or without telephony capabilities).
As mentioned above, such devices are referred to generally
herein simply as mobile devices.

[0118] The mobile device 500 includes a transceiver 511,
a microprocessor 538, a display 522, Flash memory 524,
RAM 526, auxiliary input/output (I/O) devices 528, a serial
port 530, a keyboard 532, a speaker 534, a microphone 536,
a short-range wireless communications sub-system 540, and
may also include other device sub-systems 542. The trans-
ceiver 511 preferably includes transmit and receive antennas
516, 518, a receiver (Rx) 512, a transmitter (Tx) 514, one or
more local oscillators (LOs) 513, and a digital signal pro-
cessor (DSP) 520. Within the Flash memory 524, which may
alternatively be another type of non-volatile store such as a
battery backed-up RAM, the mobile device 500 preferably
includes a plurality of software modules 524A-524N that
can be executed by the microprocessor 538 (and/or the DSP
520), including a voice communication module 524A, a data
communication module 524B, and a plurality of other opera-
tional modules 524N for carrying out a plurality of other
functions.

[0119] The mobile device 500 is preferably a two-way
communication device having voice and data communica-
tion capabilities. Thus, for example, the mobile device 500
may communicate over a voice network, such as any of the
analog or digital cellular networks, and may also commu-
nicate over a data network. The voice and data networks are
depicted in FIG. 5 by the communication tower 519. These
voice and data networks may be separate communication
networks using separate infrastructure, such as base stations,
network controllers, etc., or they may be integrated into a
single wireless network. References to the network 519
should therefore be interpreted as encompassing both a
single voice and data network and separate networks.

[0120] The communication subsystem 511 is used to com-
municate with the network 519. The DSP 520 is used to send
and receive communication signals to and from the trans-
mitter 514 and receiver 512, and may also exchange control
information with the transmitter 514 and receiver 512. If the
voice and data communications occur at a single frequency,
or closely-spaced set of frequencies, then a single LO 513
may be used in conjunction with the transmitter 514 and
receiver 512. Alternatively, if different frequencies are uti-
lized for voice communications versus data communica-
tions, then a plurality of L.Os 513 can be used to generate a
plurality of frequencies corresponding to the network 519.
Although two antennas 516, 518 are depicted in FIG. §, the
mobile device 500 could be used with a single antenna
structure. Information, which includes both voice and data
information, is communicated to and from the communica-
tion module 511 via a link between the DSP 520 and the
microprocessor 538.

[0121] The detailed design of the communication sub-
system 511, such as frequency band, component selection,
power level, etc., will be dependent upon the communica-
tion network 519 in which the mobile device 500 is intended
to operate. For example, a mobile device 500 intended to
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operate in a North American market may include a commu-
nication subsystem 511 designed to operate with the Mobi-
tex or DataTAC mobile data communication networks and
also designed to operated with any of a variety of voice
communication networks, such as AMPS, TDMA, CDMA,
PCS, etc., whereas a mobile device 500 intended for use in
Europe may be configured to operate with the GPRS data
communication network and the GSM voice communication
network. Other types of data and voice networks, both
separate and integrated, may also be utilized with the mobile
device 500.

[0122] Depending upon the type of network 519, the
access requirements for the mobile device 500 may also
vary. For example, in the Mobitex and DataTAC data
networks, mobile devices are registered on the network
using a unique identification number associated with each
device. In GPRS data networks, however, network access is
associated with a subscriber or user of the mobile device
500. A GPRS device typically requires a SIM in order to
operate the mobile device 500 on a GPRS network. Local or
non-network communication functions (if any) may be
operable, without the SIM, but the mobile device 500 will be
unable to carry out any functions involving communications
over the network 519, other than any legally required
operations, such as ‘911’ emergency calling. As described
above, domains may be established on a SIM before it is
provided to a user, with further domains possibly being
added to a SIM after it has been installed in a mobile device.
When a GPRS device also includes a memory component,
domains may exist on the memory component and the SIM.
Different types of domain control and domain policies could
be implemented depending upon the location of a domain.

[0123] After any required network registration or activa-
tion procedures have been completed, the mobile device 500
may send and receive communication signals, preferably
including both voice and data signals, over the network 519.
Signals received by the antenna 516 from the communica-
tion network 519 are routed to the receiver 512, which
provides for signal amplification, frequency down conver-
sion, filtering, channel selection, analog to digital conver-
sion, etc. Analog to digital conversion of the received signal
allows more complex communication functions, such as
digital demodulation and decoding to be performed using
the DSP 520. In a similar manner, signals to be transmitted
to the network 519 are processed, including modulation and
encoding, for example, by the DSP 520 and are then
provided to the transmitter 514 for digital to analog conver-
sion, frequency up conversion, filtering, amplification and
transmission to the communication network 519 via the
antenna 518. Although a single transceiver 511 is shown in
FIG. 5 for both voice and data communications, it is
possible that the mobile device 500 may include two distinct
transceivers, such as a first transceiver for transmitting and
receiving voice signals, and a second transceiver for trans-
mitting and receiving data signals, or a first transceiver
configured to operate within a first frequency band, and a
second transceiver configured to operate within a second
frequency band.

[0124] In addition to processing the communication sig-
nals, the DSP 520 may also provide for receiver and trans-
mitter control. For example, the gain levels applied to
communication signals in the receiver 512 and transmitter
514 may be adaptively controlled through automatic gain
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control algorithms implemented in the DSP 520. Other
transceiver control algorithms could also be implemented in
the DSP 520 in order to provide more sophisticated control
of the transceiver 511.

[0125] The microprocessor 538 preferably manages and
controls the overall operation of the mobile device 500.
Many types of microprocessors or microcontrollers could be
used here, or, alternatively, a single DSP 520 could be used
to carry out the functions of the microprocessor 538. Low-
level communication functions, including at least data and
voice communications, are performed through the DSP 520
in the transceiver 511. Other, high-level communication
software applications, such as a voice communication soft-
ware application 524 A, and a data communication software
application 524B may be stored in the Flash memory 524 for
execution by the microprocessor 538. For example, the
voice communication module 524A may provide a high-
level user interface operable to transmit and receive voice
calls between the mobile device 500 and a plurality of other
voice devices via the network 519. Similarly, the data
communication module 524B may provide a high-level user
interface operable for sending and receiving data, such as
e-mail messages, files, organizer information, short text
messages, etc., between the mobile device 500 and a plu-
rality of other data devices via the network 519.

[0126] The microprocessor 538 also interacts with other
device subsystems, such as the display 522, Flash memory
524, random access memory (RAM) 526, auxiliary input/
output (I/0) subsystems 528, serial port 530, keyboard 532,
speaker 534, microphone 536, a short-range communica-
tions subsystem 540 and any other device subsystems gen-
erally designated as 542. For example, the modules 524A-N
are executed by the microprocessor 538 and may provide a
high-level interface between a user of the mobile device and
the mobile device. This interface typically includes a graphi-
cal component provided through the display 522, and an
input/output component provided through the auxiliary I/O
528, keyboard 532, speaker 534, or microphone 536. Such
interfaces are designated generally as Ul 46 in FIG. 2.

[0127] Some of the subsystems shown in FIG. 5 perform
communication-related functions, whereas other subsystems
may provide “resident” or on-device functions. Notably,
some subsystems, such as keyboard 532 and display 522
may be used for both communication-related functions, such
as entering a text message for transmission over a data
communication network, and device-resident functions such
as a calculator or task list or other PDA type functions.

[0128] Operating system software used by the micropro-
cessor 538 is preferably stored in a persistent store such as
Flash memory 524. In addition to the operating system and
communication modules 524A-N, the Flash memory 524
may also include a file system for storing data. The Flash
memory 524 may also include data stores for application,
domain and global properties. The operating system, specific
device software applications or modules, or parts thereof,
may be temporarily loaded into a volatile store, such as
RAM 526 for faster operation. Moreover, received commu-
nication signals may also be temporarily stored to RAM 526,
before permanently writing them to a file system located in
the Flash memory 524. Although the device 500 includes a
Flash memory 524 as a non-volatile store, it should be
appreciated that Flash memory represents one example of a
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non-volatile memory. Other memory arrangements, such as
battery backed-up RAM, for example, may be used instead
of the Flash memory 524.

[0129] An exemplary software application module 524N
that may be loaded onto the mobile device 500 is a PIM
software application providing PDA functionality, such as
calendar events, appointments, and task items. This module
524N may also interact with the voice communication
module 524A for managing phone calls, voice mails, etc.,
and may also interact with the data communication module
524B for managing e-mail communications and other data
transmissions. Alternatively, all of the functionality of the
voice communication module 524 A and the data communi-
cation module 524B may be integrated into the PIM module.

[0130] The Flash memory 524 preferably provides a file
system to facilitate storage of PIM data items on the device.
The PIM software application preferably includes the ability
to send and receive data items, either by itself, or in
conjunction with the voice and data communication modules
524A, 524B, via the wireless network 519. The PIM data
items are preferably seamlessly integrated, synchronized
and updated, via the wireless network 519, with a corre-
sponding set of data items stored or associated with a host
computer system, thereby creating a mirrored system for
data items associated with a particular user.

[0131] The mobile device 500 may also be manually
synchronized with a host system by placing the mobile
device 500 in an interface cradle, which couples the serial
port 530 of the mobile device 500 to the serial port of the
host system. The serial port 530 may also be used to
download other software application modules 524N, prop-
erties, and data to one or more domains on the mobile device
500. This wired download path may further be used to load
an encryption key onto the mobile device 500 for use in
secure communications, which is a more secure method than
exchanging encryption information via the wireless network
519.

[0132] Additional software application modules 524N,
properties and data may also be loaded to domains on the
mobile device 500 through the network 519, through an
auxiliary [/O subsystem 528, through the short-range com-
munications subsystem 540, or through any other suitable
subsystem 542, and installed by a user in the Flash memory
524 or RAM 526. Such flexibility in software application
installation increases the functionality of the mobile device
500 and may provide enhanced on-device functions, com-
munication-related functions, or both. For example, secure
communication software applications may enable electronic
commerce functions and other such financial transactions to
be performed using the mobile device 500.

[0133] When the mobile device 500 is operating in a data
communication mode, a received signal, such as a text
message or a web page download, will be processed by the
transceiver 511 and provided to the microprocessor 538,
which will preferably further process the received signal for
output to the display 522, or, alternatively, to an auxiliary
I/0O device 528. A user of mobile device 500 may also
compose data items, such as email messages, using the
keyboard 532, which is preferably a complete alphanumeric
keyboard laid out in the QWERTY style, although other
styles of complete alphanumeric keyboards such as the
known DVORAK style may also be used. User input to the
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mobile device 500 is further enhanced with a plurality of
auxiliary I/O devices 528, which may include a thumbwheel
input device, a touchpad, a variety of switches, a rocker
input switch, etc. The composed data items input by the user
may then be transmitted over the communication network
519 via the transceiver 511. Where the data communication
module 524B is in a particular domain, received and com-
posed data items would preferably be stored in that domain,
and the composed data items would also be sent over the
domain data pipe.

[0134] When the mobile device 500 is operating in a voice
communication mode, the overall operation of the mobile
device 500 is substantially similar to the data mode, except
that received signals are preferably output to the speaker
534, voice signals for transmission are generated by a
microphone 536, and a different domain data pipe and assets
may be used. Alternative voice or audio I/O subsystems,
such as a voice message recording subsystem, may also be
implemented on the mobile device 500. Although voice or
audio signal output is preferably accomplished primarily
through the speaker 534, the display 522 may also be used
to provide an indication of the identity of a calling party, the
duration of a voice call, or other voice call related informa-
tion. For example, the microprocessor 538, in conjunction
with the voice communication module 524A and the oper-
ating system software, may detect the caller identification
information of an incoming voice call and display it on the
display 522.

[0135] Ashort-range communications subsystem 540 may
also be included in the mobile device 500. For example, the
subsystem 540 may include an infrared device and associ-
ated circuits and components, or a Bluetooth or 802.11
short-range wireless communication module to provide for
communication with similarly-enabled systems and devices.
Thus, owner information insertion, owner control informa-
tion insertion, and software application loading operations
as described above may be enabled on the mobile device 500
via the serial port 530 or other short-range communications
subsystem 540.

[0136] 1t will be appreciated that the above description
relates to preferred embodiments by way of example only.
Many variations on the systems and methods described
above will be obvious to those knowledgeable in the field,
and such obvious variations are within the scope of the
invention as described and claimed, whether or not
expressly described.

INDUSTRIAL APPLICABILITY

[0137] The invention provides improved security for wire-
less mobile communication devices.

What is claimed as the invention is:
1. A system of securely controlling a wireless mobile
communication device, comprising:

a plurality of domains residing on a wireless mobile
communication device, each domain including an asset
of the wireless mobile communication device; and

a domain controller configured to receive a request to
perform an operation affecting at least one of the assets,
to determine whether the request originated with an
entity that has a trust relationship with the domain that
includes the at least one affected asset, and to permit
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completion of the operation where the request origi-
nated with an entity that has a trust relationship with the
domain that includes the at least one affected asset.

2. The system of claim 1, further comprising a key store
for storing cryptographic keys associated with the domain
that includes the at least one affected asset, wherein the
domain controller is configured to determine whether the
request originated with an entity that has a trust relationship
with the domain using the cryptographic keys.

3. The system of claim 1, wherein the domain controller
is configured to determine whether the request originated
with the entity that has a trust relationship with the domain
that includes the at least one affected asset by determining
whether the domain that includes the at least one affected
asset also includes the entity.

4. The system of claim 1, wherein the at least one domain
further includes a software application.

5. The system of claim 4, wherein at least one of the
domains comprises a plurality of domains, and wherein the
wireless mobile communication device further comprises a
super user software application that has a trust relationship
with more than one of the plurality of domains.

6. The system of claim 5, wherein each of the more than
one of the plurality of domains includes the super user
software application.

7. The system of claim 1, wherein the domain controller
is further configured to receive information, and to place the
information into a domain.

8. The system of claim 1, wherein the at least one asset is
selected from the group consisting of: communication pipes,
persistent data, properties, and software applications.

9. The system of claim 1, further comprising a data store
for storing properties, wherein the domain controller is
further configured to determine whether the operation is
permitted by properties in the data store, and to permit
completion of the operation where the operation is permitted
by the properties in the data store.

10. The system of claim 9, wherein each property is
global, domain-specific, or specific to a particular software
application on the wireless mobile communication device.

11. A method for secure control of a wireless mobile
communication device, comprising:

segregating assets of the wireless mobile communication
device into a plurality of domains, each domain includ-
ing at least one asset of the wireless mobile commu-
nication device;

receiving a request to perform an operation affecting at
least one of the assets;

determining whether the operation is permitted by the
domain that includes the affected asset; and

allowing the operation to be completed where the opera-

tion is permitted by the domain that includes the
affected asset.

12. The method of claim 11, wherein the step of deter-

mining comprises the step of determining whether the
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request originated with an entity that has a trust relationship
with the domain that includes the at least one affected asset.

13. The method of claim 12, wherein the step of deter-
mining whether the request originated with an entity that has
a trust relationship with the domain that includes the at least
one affected asset comprises the step of determining whether
the domain that includes the at least one affected asset also
includes the entity.

14. The method of claim 12, wherein the request origi-
nates from a software application, and wherein the step of
determining whether the request originated with an entity
that has a trust relationship with the domain that includes the
at least one affected asset comprises the step of verifying a
digital signature of the software application using a crypto-
graphic key associated with the domain.

15. The method of claim 11, further comprising the steps
of:

receiving information; and

associating the information with at-least one of the plu-

rality of domains.

16. The method of claim 15, wherein the step of associ-
ating comprises the step of determining with which domains
the information is to be associated in accordance with
domain policies.

17. The method of claim 16, wherein the domain policies
specify that information is to be associated with domains
based on one or more of: a source of the information, an
indicator of a domain in the information, a communication
pipe over which the information is received, a digital sig-
nature of the information, an access list describing allowed
domain information, and an input from a user of the wireless
mobile communication device.

18. The method of claim 11, further comprising the step
of:

determining whether the operation is permitted by prop-
erties stored at the wireless mobile communication
device,

wherein the step of allowing comprises the step of allow-
ing the operation to be completed where the operation
is permitted by both the domain and the properties.

19. The method of claim 18, wherein the step of deter-
mining whether the operation is permitted by properties
stored at the wireless mobile communication device com-
prises the step of checking global properties for the wireless
mobile communication device and domain properties for the
domain that includes the at least one affected asset.

20. The method of claim 19, wherein the request origi-
nates from a software application, and wherein the step of
determining whether the operation is permitted by properties
stored at the wireless mobile communication device further
comprises the step of checking application properties for the
software application.





