US 20030182431A1

a2 Patent Application Publication o) Pub. No.: US 2003/0182431 A1

a9 United States

Sturniolo et al.

43) Pub. Date: Sep. 25, 2003

(549) METHOD AND APPARATUS FOR
PROVIDING SECURE CONNECTIVITY IN
MOBILE AND OTHER INTERMITTENT
COMPUTING ENVIRONMENTS

(76) Inventors: Emil Sturniolo, Medina, OH (US);
Aaron Stavens, Auburn, WA (US);
Joseph T. Savarese, Edmonds, WA
(US)

Correspondence Address:
Nixon & Vanderhye P.C.
8th Floor

1100 North Glebe Road
Arlington, VA 22201 (US)

(21) Appl. No.: 10/340,833
(22) Filed: Jan. 13, 2003
Related U.S. Application Data

(63) Continuation of application No. 09/330,310, filed on
Jun. 11, 1999, now Pat. No. 6,546,425.

(60) Provisional application No. 60/347,243, filed on Jan.
14, 2002.

Publication Classification

(51) Int. CL7 oo GOGF 15/16
(52) US.CL oo 709/227; 713/200
(7) ABSTRACT

Method and apparatus for enabling secure connectivity
using standards-based Virtual Private Network (VPN)
IPSEC algorithms in a mobile and intermittently connected
computing environment enhance the current standards based
algorithms by allowing migratory devices to automatically
(re)establish security sessions as the mobile end system
roams across homogeneous or heterogeneous networks
while maintaining network application session. The transi-
tions between and among networks occur seamlessly—
shielding networked applications from interruptions in con-
nectivity. The applications and/or users need not be aware of
these transitions, although intervention is possible. The
method does not require modification to existing network
infrastructure and/or modification to networked applica-
tions.
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Figure 1 — Example Mobile IP Client Architecture (Prior Art)
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Figure 2: Example IPSec and Mobile IP Architecture (Prior Art)
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METHOD AND APPARATUS FOR PROVIDING
SECURE CONNECTIVITY IN MOBILE AND
OTHER INTERMITTENT COMPUTING
ENVIRONMENTS
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APPLICATIONS
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Intermittent Connectivity In A Computing Environ-
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[0004] U.S. patent application Ser. No. 09/330,310
filed Jun. 11, 1999, entitled “Method And Apparatus
For Providing Mobile and Other Intermittent Con-
nectivity In A Computing Environment” (Attorney
Docket 3978-3);

[0005] U.S. patent application Ser. No. 09/660,500
filed Sep. 12, 2000, entitled “Method And Apparatus
For Providing Mobile and Other Intermittent Con-
nectivity In A Computing Environment” (Attorney
Docket 3978-2); and

[0006] PCT International Application Number PCT/
US01/28391 filed Sep. 12, 2001, entitled “Method
And Apparatus For Providing Mobile And Other
Intermittent Connectivity In A Computing Environ-
ment” (Attorney Docket 3978-7).

[0007] All of the above-identified documents are incorpo-
rated herein by

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

[0008] Not applicable.

BACKGROUND AND SUMMARY OF THE
INVENTION

[0009] Wireless networks have become very popular. Stu-
dents are accessing course information from the college’s
computer network while sitting in lecture hall or enjoying
the outdoors in the middle of the college campus. Doctors
are maintaining computing connectivity with the hospital
computer network while making their rounds. Office work-
ers can continue to work on documents and access their
email as they move from their office to a conference room.
Laptop or PDA users in conference centers, hotels, airports
and coffee houses can surf the web and access email and
other applications over the Internet. Home users are using
wireless networks to eliminate the need to run cables.

[0010] Wireless connectivity provides great flexibility but
also presents security risks. Information transmitted through
a cable or other wired network is generally secure because
one must tap into the cable in order to access the transmis-
sion. However, information transmitted wirelessly can be
received by anyone with a wireless receiver who is in range.

Sep. 25, 2003

Security risks may not present much of a problem to students
reading course material or to cafe customers surfing the
World Wide Web, but they present major concerns to busi-
nesses and professionals as well as their clients, customers
and patients.

[0011] Generally, wired and wireless computing worlds
operate under very different paradigms. The wired world
assumes a fixed address and a constant connection with high
bandwidth. A wireless environment, in contrast, exhibits
intermittent connections and has higher error rates over what
is usually a narrower bandwidth. As a result, applications
and messaging protocols designed for the wired world don’t
always work in a wireless environment. However, the wire-
less expectations of end users are set by the performance and
behaviors of their wired networks. Meeting these expecta-
tions creates a significant challenge to those who design and
develop wireless networking architectures, software and
devices.

[0012] Authenticating users and keeping communications
confidential are more problematic in a wireless network than
they are in a wired network. Wireless networks generally are
subject to much greater varieties of attacks (e.g., man-in-
the-middle, eavesdropping, “free rides” and wide area
imposed threats) and assumptions that often do not apply to
wired networks. For example, in modern network topologies
such as wireless networks and Internet-based virtual private
networks (VPNs), physical boundaries between public and
private networks do not exist. In such networks, whether a
user has the necessary permissions to access the system can
no longer be assumed based on physical location as with a
wired network in a secure facility. Additionally, wireless
data is often broadcasted on radio frequencies, which can
travel beyond the control of an organization, through walls
and ceilings and even out into the parking lot or onto the
street. The information the network is carrying is therefore
susceptible to eavesdropping. Imagine if wvital hospital
patient information could be intercepted or even altered by
an unauthorized person using a laptop computer in the
hospital lobby, or if a corporate spy could learn his com-
petitor’s secrets by intercepting wireless transmissions from
an office on the floor above or from a car in the parking lot.
While tapping into a wired network cable in a secure facility
is possible, the chances of this actually happening are less
likely than interception of radio transmissions from a wire-
less network. Further security threats and problems must be
faced when users wish to use any of the ever-increasing
variety of public wireless networks to access sensitive data
and applications.

[0013] Many of the open standards that make it possible
for wireless network hardware vendors to create interoper-
able systems provide some form of security protection. For
example, the IEEE 802.11b “Wi-Fi” standard has been
widely implemented to provide wireless connectivity for all
sorts of computing devices. It provides an optional Wired
Equivalent Privacy (“WEP”) functionality that has been
widely implemented. Various additional wireless related
standards attempt to address security problems in wireless
networks, including for example:
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[0014] Wireless Application Protocol (WAP) and the
associated Wired Transport Layer Security (WTLS);
and

[0015] Mobile IP.

[0016] However, as explained below and as recognized
throughout the industry, so far these standards have not
provided a complete, easy-to-implement transparent secu-
rity solution for mobile computing devices that roam
between different networks or subnetworks.

[0017] WAP generally is designed to transmit data over
low-bandwidth wireless networks to devices like mobile
telephones, pagers, PDA’s, and the like. The Wired Trans-
port Layer Security (WTLS) protocol in WAP provides
privacy, data integrity and authentication between WAP-
based applications. A WAP gateway converts between the
WAP protocol and standard web and/or Internet protocols
such as HTTP and TCP/IP, and WTLS is used to create a
secure, encrypted pipe. One issue with this model is that
once the intermediate WAP gateway decrypts the data, it is
available in clear text form—presenting an opportunity for
the end-to-end security of the system to be compromised.
Additionally, WAP has typically not been implemented for
high-bandwidth scenarios such as wireless local area net-
work personal computer connectivity.

[0018] WEP (Wired Equivalent Privacy) has the goal of
providing a level of privacy that is equivalent to that of an
unsecured wired local area network. WEP is an optional part
of the IEEE 802.11 standard, but many hardware vendors
have implemented WEP. WEP provides some degree of
authentication and confidentiality, but also has some draw-
backs and limitations.

[0019] To provide authentication and confidentiality, WEP
generally relies on a default set of encryption keys that are
shared between wireless devices (e.g., laptop computers
with wireless LAN adapters) and wireless access points.
Using WEP, a client with the correct encryption key can
“unlock” the network and communicate with any access
point on the wireless network; without the right key, how-
ever, the network rejects the link-level connection request. If
they are configured to do so, WEP-enabled wireless devices
and access points will also encrypt data before transmitting
it, and an integrity check ensures that packets are not
modified in transit. Without the correct key, the transmitted
data cannot be decrypted—preventing other wireless
devices from eavesdropping.

[0020] WERP is generally effective to protect the wireless
link itself although some industry analysts have questioned
the strength of the encryption that WEP currently uses.
However, a major limitation of WEP is that the protection it
offers does not extend beyond the wireless link itself. WEP
generally offers no end-to-end protection once the data has
been received by a wireless access point and needs to be
forwarded to some other network destination. When data
reaches the network access point or gateway, it is unen-
crypted and unprotected. Some additional security solution
must generally be used to provide end-to-end authentication
and privacy.

[0021] Mobile IP is another standard that attempts to solve
some of the problems of wireless and other intermittently-
connected networks. Generally, Mobile IP is a standards
based algorithm that enables a mobile device to migrate its
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network point of attachment across homogeneous and het-
erogeneous network environments. Briefly, this Internet
Standard specifies protocol enhancements that allow routing
of Internet Protocol (IP) datagrams (e.g., messages) to
mobile nodes in the Internet. See for example Perkins, C.,
“IP Mobility Support”, RFC 2002, October 1996.

[0022] Mobile IP contemplates that each mobile node is
always identified by its home address, regardless of its
current point of attachment to the Internet. While situated
away from its home, a mobile node is also associated with
a “care-of” address, which provides information about its
current point of attachment to the Internet. The protocol
provides for registering the “care-of” address with a home
agent. The home agent sends datagrams destined for the
mobile node through a “tunnel” to the “care-of” address.
After arriving at the end of the “tunnel,” each datagram is
then delivered to the mobile node.

[0023] While Mobile IP provides useful techniques for
remote connectivity, it is not yet widely deployed/imple-
mented. This seems to be due to a variety of factors—at least
one of which is that there continues to be some unsolved
problems or areas where the Mobile IP standard is lacking
and further enhancement or improvement would be desir-
able. For example, even though security is now fairly widely
recognized as being a very important aspect of mobile
networking, the security components of Mobile IP are still
mostly directed to a limited array of security problems such
as redirection attacks.

[0024] Redirection attacks are a very real threat in any
mobility system. For example, a redirection attack can occur
when a malicious node gives false information to a home
agent in a Mobile IP network (e.g., sometimes by simply
replaying a previous message). This is similar to someone
filing a false “change of address” form with the Post Office
so that all your mail goes to someone else’s mailbox. The
home agent is informed that the mobile node has a new
“care-of” address. However, in reality, this new “care-of”
address is controlled by the malicious node. After this false
registration occurs, all IP datagrams addressed to the mobile
node are redirected to the malicious node.

[0025] While Mobile IP provides a mechanism to prevent
redirection attacks, there are other significant security
threats that need to be addressed before an enterprise can
feel comfortable with the security of their wireless network
solution. For example, Mobile IP generally does not provide
a comprehensive security solution including mobile com-
puting capabilities such as:

[0026] Session resilience/persistence
[0027] Policy management

[0028] Distributed firewall functionality
[0029] TLocation based services

[0030] Power management

[0031] Other capabilities.

[0032] While much security work has been done by the
Internet community to date in the Mobile IP and other
contexts, better solutions are still possible and desirable. In
particular, there continues to be a need to provide an
easy-to-use, comprehensive mobility solution for enterprises
and other organizations who wish to add end-to-end security
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to existing and new infrastructures that make extensive use
of existing conventional technology and standards and
which support mobility including roaming transparently to
applications that may not be “mobile-aware.” Some solu-
tions exist, but many of them require changes to existing
infrastructure that can be difficult to implement and main-
tain.

[0033] For example, in terms of the current implementa-
tions that do exist, Mobile IP is sometimes implemented as
a “bump” in the TCP/IP protocol stack to replace compo-
nents of the existing operating system environment. An
example of such an architecture is shown in prior art FIG.
1. In the exemplary illustrative prior art arrangement shown,
a Mobile IP module sits below the regular TCP/IP protocol
stack components and manages the transitions from one
network to another. Generally, using such solution, additions
or modifications to existing core network infrastructure
entities are needed to facilitate the behavior of nomadic or
migratory computing. The need for such modifications
makes widespread implementation difficult and causes prob-
lems in terms of maintainability and compatibility.

[0034] Another common security solution that enterprises
have gravitated toward is something called a Virtual Private
Network (VPN). VPNs are common on both wired and
wireless networks. Generally, they connect network compo-
nents and resources through a secure protocol tunnel so that
devices connected to separate networks appear to share a
common, private backbone. VPN’s accomplish this by
allowing the user to “tunnel” through the wireless network
or other public network in such a way that the “tunnel”
participants enjoy at least the same level of confidentiality
and features as when they are attached to a private wired
network. Before a “tunnel” can be established, crypto-
graphic methods are used to establish and authenticate the
identity of the tunnel participants. For the duration of the
VPN connection, information traversing the tunnel can be
encrypted to provide privacy.

[0035] VPN’s provide an end-to-end security overlay for
two nodes communicating over an insecure network or
networks. VPN functionality at each node supplies addi-
tional authentication and privacy in case other network
security is breached or does not exist. VPN’s have been
widely adopted in a variety of network contexts such as for
example allowing a user to connect to his or her office local
area network via an insecure home Internet connection. Such
solutions can offer strong encryption such as the AES
(Advanced Encryption Standard), compression, and link
optimizations to reduce protocol chattiness. However, many
or most VPNs do not let users roam between subnets or
networks without “breaking” the secure tunnel. Also, many
or most VPNs do not permit transport, security and appli-
cation sessions to remain established during roaming.
Another potential stumbling block is conventional operating
systems—not all of which are compatible with the protec-
tion of existing wireless VPNs.

[0036] To address some of the roaming issue, as previ-
ously mentioned, standards efforts have defined Mobile IP.
However, Mobile IP, for example, operates at the network
layer and therefore does not generally provide for session
persistence/resilience. If the mobile node is out of range or
suspended for a reasonably short period of time, it is likely
that established network sessions will be dropped. This can
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present severe problems in terms of usability and produc-
tivity. Session persistence is desirable since it lets the user
keep the established session and VPN tunnel connected—
even if a coverage hole is entered during an application
transaction. Industry analysts and the Wireless Ethernet
Compatibility Alliance recommend that enterprises deploy
VPN technology, which directly addresses the security prob-
lem, and also provides advanced features like network and
subnet roaming, session persistence for intermittent connec-
tions, and battery life management for mobile devices.
However, VPN solutions should desirably support standard
security encryption algorithms and wireless optimizations
suitable for today’s smaller wireless devices, and should
desirably also require no or minimal modification to existing
infrastructure.

[0037] One standards-based security architecture and pro-
tocol approach that has been adopted for providing end-to-
end secure communications is called “Internet Security
Protocol” (“IPSec”). IPSec is a collection of open standards
developed by the Internet Engineering Task Force (IETF) to
secure communications over public and private networks.
See for example:

[0038] RFC 1827 “IP Encapsulating Security Pay-
load (ESP)” R. Atkinson (August 1995);

[0039] RFC 1826 “IP Authentication Header” R.
Atkinson. (August 1995); and

[0040] RFC 1825 “Security Architecture for the
Internet Protocol” R. Atkinson (August 1995).

[0041] Briefly, IPSec is a framework for ensuring private,
secure communications over Internet Protocol (IP) net-
works, through the use of cryptographic security services.
The IPSec suite of cryptography-based protection services
and security protocols provides computer-level user and
message authentication, as well as data encryption, data
integrity checks, and message confidentiality. IPSec capa-
bilities include cryptographic key exchange and manage-
ment, message header authentication, hash message authen-
tication, an encapsulating security payload protocol, Triple
Data Encryption, the Advanced Encryption Standard, and
other features. In more detail, IPSec provides a transport
mode that encrypts message payload, and also provides a
tunnel mode that encrypts the payload, the header and the
routing information for each message. To reduce overhead,
IPSec uses policy-based administration. IPSec policies,
rather than application programming interfaces (APIs), are
used to configure IPSec security services. The policies
provide variable levels of protection for most traffic types in
most existing networks. One can configure IPSec policies to
meet the security requirements of a computer, application,
organizational unit, domain, site, or global enterprise based
on IP address and/or port number.

[0042] T1PSec is commonly used in firewalls, authentica-
tion products and VPNs. Additionally, Microsoft has imple-
mented IPSec as part of its Windows 2000 and Windows XP
operating system. [PSec’s tunnel mode is especially useful
in creating secure end-to-end VPNs. I[PSec VPNs based on
public key cryptography provide secure end-to-end message
authentication and privacy. IPSec endpoints act as databases
that manage and distribute cryptographic keys and security
associations. Properly implemented, IPSec can provide pri-
vate channels for exchanging vulnerable data such as email,
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file downloads, news feeds, medical records, multimedia, or
any other type of information.

[0043] One might initially expect that it should be rela-
tively straightforward to add a security algorithm such as the
standards-based IPSec security algorithm to Mobile IP or
other mobility protocol. For example, layering each of the
entities in the fashion such as that shown in prior art FIG.
2 would seem to allow for security in an environment where
the mobile node’s IP address never needs to change. Thus,
the IPSec security association between the mobile node and
its ultimate peer could be preserved across network segment
boundaries, and end-to-end security would also preserved.
However, combining the Mobile IP and IPSec algorithms in
this manner can present its own set of problems.

[0044] For example, when the mobile node has roamed to
a foreign network and is communicating with its ultimate
peer, it is possible that packets generated by the mobile node
may be discarded by a policy enforcement entity such as a
firewall. This can be due to common practice known as
ingress filtering rules. Many firewalls discard packets gen-
erated by mobile nodes using their home addresses (internal
network identity) and received on an externally facing
network interface in defense of the network. This discarding
process is intended to protect the network secured by the
firewall from being attacked. Ingress filtering has the effect
of forcing the tunneling of Mobile IP frames in both direc-
tions. See for example RFC 2356 Sun’s SKIP Firewall
Traversal for Mobile IP. G. Montenegro, V. Gupta. (June
1998).

[0045] Additionally, it is becoming general practice in the
industry to require that an IPSec security session be estab-
lished between the foreign agent and the externally facing
policy enforcement equipment (e.g. firewall) before allow-
ing packets to traverse between the external and internal
network interconnection (a.k.a. VPN). If the foreign agent is
co-located with the mobile node, this can become a cum-
bersome operation. As exemplary FIG. 3 depicts, yet
another level of network protocol enveloping could be used
to meet possibly required security policies to allow network
traffic to flow between the mobile node to the foreign agent
through the policy enforcement equipment (e.g. firewall) to
the home agent and then to the other communications end
point (i.e. ultimate peer). However, this adds substantial
additional overhead due to the additional encapsulation.
Furthermore, if the foreign agent entity is not co-located
with the mobile node (or up to policy restrictions on the
newly attached network), a specific foreign agent may need
to be used for these communications, and credential infor-
mation must somehow be shared between the foreign agent
and the terminus of the first (outer) IPSec session. A draw-
back to this methodology is that it can increase the security
risk by sharing credential information with a network entity
that may not be directly under user or corporate adminis-
trative control.

[0046] What is needed is a solution to these problems
providing security, network roaming, and session persis-
tence over conventional information communications net-
works including but not limited to standard IP based net-
works without requiring modification to existing network
applications. Additionally, it would be useful if such a
solution did not require the deployment of Mobile IP or any
additional infrastructure such as a foreign agent when vis-
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iting a remote network, and the functionality can be trans-
parent to networked applications so they do not need to be
modified either.

[0047] This invention solves this problem by transparently
providing secure, persistent, roamable IP-based communi-
cations using conventional technologies such as IPSec,
Microsoft or other operating system security functionality
while avoiding the commonly experienced ingress filtering
problems. And unlike at least some implementations of
Mobile IP, few if any changes are necessary to the under-
lying network infrastructure.

[0048] Generally, one preferred exemplary non-limiting
embodiment provides Mobility Client (MC) functionality
that virtualizes the underlying network. Applications run-
ning on the mobility client see at least one consistent virtual
network identity (e.g. IP address). When an application on
the mobility client makes a network request, the mobility
client intercepts the request and marshals the request to a
Mobility Server (MS) that supports security such as IPSEC.
The mobility server unwraps the request and places it on the
network as though the server were the client—thus acting as
a proxy for the client.

[0049] The reverse also occurs in the exemplary embodi-
ment. When a peer host sends a packet to the mobility
client’s virtual network identity, the packet is first received
by the mobility server and is then transferred to the mobility
client. The mobility server maintains a stable point of
communication for the peer hosts while the mobility client
is free to roam among networks as well as suspend or roam
out of range of any network. When the mobility client is out
of range, the mobility server keeps the mobility client’s
sessions alive and queues requests for the mobility client.
When the mobility client is once again reachable, the
mobility server and client transfer any queued data and
communication can resume where it left off.

[0050] Preferred exemplary non-limiting implementations
thus offer wireless optimizations and network and applica-
tion session persistence in the context of a secure VPN or
other connection. Wireless optimizations allow data to be
transmitted as efficiently as possible to make maximal use of
existing bandwidth. For example, the system can be used to
switch automatically to the fastest bandwidth network con-
nection when multiple connections (Wi-Fi and GPRS, for
example) are active. Network session persistence means that
users don’t have to repeat the login process when they move
from one IP subnet to another, or when they go out of range
of the network and return. Exemplary implementations
automatically re-authenticate the connection every time
users roam, without need for user intervention. Application
session persistence means that standard network applica-
tions remain connected to their peers, preventing the loss of
valuable user time and data. Such optimizations and persis-
tence is provided in the context of a security architecture
providing end-to-end security for authentication and pri-
vacy.

[0051] In one illustrative embodiment, before data is
transported between the network and a mobility client, the
network ensures that the end user has the required permis-
sions. A user establishes her identity by logging in to the
mobility client using a conventional (e.g., Windows) domain
user name and password. Using the conventional domain
credentials allows for a single sign-on process and requires
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no additional authentication tables or other infrastructure
additions. Single sign-on also gives users access to other
domain resources such as file system shares. Once a user has
been authenticated, a communications path is established for
transporting application data. Any number of different pro-
tocols (e.g., Common Internet File System, Radius, other)
can be used for user authentication. Using certain of these
protocols, a mobility server can act as a Network Access
Server to secure an initial access negotiation which estab-
lishes the user’s user name and password using conventional
protocols such as EAP-MDS5, LEAP, or other protocol.
Unlike some wireless protocols, such authentication in the
exemplary non-limiting implementations provides user-spe-
cific passwords that can be used for policy management
allowing access and resource allocation on a user basis.

[0052] Significantly, exemplary non-limiting implementa-
tions can be easily integrated with IPSEC or other security
features in conventional operating systems such as for
example Windows NT and Windows 2000. This allows
access to conventional VPN and/or other proven-secure
connection technology. IPSec policies can be assigned
through the group policy feature of Active Directory, for
example. This allows IPSec policy to be assigned at the
domain or organizational level—reducing the administrative
overhead of configuring each computer individually. An
on-demand security negotiation and automatic key manage-
ment service can also be provided using the conventional
IETF-defined Internet Key Exchange (IKE) as specified in
Internet RFC 2409. Such exemplary implementations can
provide IEFT standards-based authentication methods to
establish trust relationships between computers using public
key cryptography based certificates and/or passwords such
as preshared keys. Integration with conventional standards-
based security features such as public key infrastructure
gives access to a variety of security solutions including
secure mail, secure web sites, secure web communications,
smart card logon processes, [PSec client authentication, and
others.

[0053] TIllustrative exemplary embodiments can be cogni-
zant of changes in network identity, and can selectively
manage transition in network connectivity, possibly result-
ing in the termination and/or (re)instantiation of IPSec
security sessions between communicating entities over at
least one of a plurality of network interfaces. Exemplary
illustrative embodiments also provide for the central man-
agement, distribution, and/or execution of policy rules for
the establishment and/or termination of IP security sessions
as well as other parameters governing the behavior for
granting, denying and/or delaying the consumption of net-
work resources.

[0054] TIllustrative non-limiting advantageous features
include:

[0055] Roamable IPSec allows IPSec tunnel to auto-
matically roam with mobile computing devices
wherever they go—based on recognized IPSec secu-
rity standard, Roamable IPSec enables seamless
roaming across any physical or electronic boundary
with the authentication, integrity and encryption of
IPSec, to provide a standards-based solution allow-
ing mobile and remote users with VPN-level security
and encryption in an IPSec tunnel that seamlessly
roams with wireless users wherever they go and
however they access their enterprise data.
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[0056] Detecting when a change in network point of
attachment, an interruption of network connectivity,
a roam to a different network or other subnetworks,
a mobile client’s identify, or other discontinuity has
occurred on the mobile client and (re)instantiating an
IP Security session while maintaining network appli-
cation sessions—all in a manner that is transparent to
the networked application.

[0057] Transparently and selectively injecting com-
puter instructions and redirecting the execution path
of at least one software or other component based for
example on process name to achieve additional lev-
el(s) of functionality while maintaining binary com-
patibility with operating system components, trans-
port protocol engines, and/or applications.

[0058] Selectively but transparently virtualizing at
least one network interface for applications and
operating system components—shielding them from
the characteristics of mobile computing while allow-
ing other components to remain cognizant of inter-
ruptions in connectivity and changes in network
point of attachment.

[0059] Selectively virtualizing at least one network
interface for network applications and operating sys-
tem components thus shielding them from adverse
events that may disturb communications such as
changes in network point of attachment and/or peri-
ods of disconnectedness.

[0060] Allowing the establishment of multiple IP
Security sessions over one or more network inter-
faces associated with at least one network point of
attachment and allowing network application com-
munications to simultaneously flow over any or all of
the multiple IP security sessions and correctly mul-
tiplex/demultiplex these distributed communication
flows into corresponding higher layer communica-
tions sessions.

[0061] Applying policy rules to selectively allow,
deny, and/or delay the flow of network communica-
tions over at least one of a plurality of IP Security
sessions.

[0062] Centrally managing and/or distributing policy
regarding the establishment of IP Security sessions
from a central authority.

[0063] An “Add session” concept—during the proxy-
ing of communications for a mobile client, the
mobility server can instantiate at least one of a
possible plurality of IP Security sessions between a
mobility server and an ultimate peer on behalf of a
mobility client.

[0064] Establishing and maintaining IP Security ses-
sions between the Mobility Server and ultimate
communications peer, even during periods when the
mobility client is unreachable.

[0065] Automatically terminating IP Security ses-
sions between the mobility server and ultimate com-
munications peer, based on, but not limited to link
inactivity, application session inactivity, or termina-
tion of a communications end point.
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[0066] Associating at least one IP security session
between the mobility server and ultimate peer and
mobility client and mobility server regardless of the
current mobility client network identities.

[0067] Transparently injecting computer instructions
and redirecting the execution path to achieve addi-
tional level(s) of functionality while maintaining
binary compatibility with operating system compo-
nents, transport protocol engines, and applications.

[0068] Allowing establishment of at least one of a
plurality of IP security sessions over a plurality of
network interfaces associated with at least one net-
work point of attachment and allowing network
application communications to simultaneously flow
over at least one of a plurality of IP Security sessions
and correctly multiplex/demultiplex these distrib-
uted communication flows back into corresponding
higher layer communications sessions.

[0069] Selectively virtualizing at least one network
interface for network applications and operating sys-
tem components thus shielding them any adverse
events that may disrupt communications such as
changes in network point of attachment and/or peri-
ods of disconnectedness.

[0070] Centrally managing and distributing policy
rules regarding the establishment and/or termination
of IP security sessions for mobile clients and/or
mobility servers from a central authority.

[0071] A mobility security solution that starts at the
mobile device and provides both secure user authen-
tication and, when needed, secure data encryption.

[0072] A mobility security solution that voids the
need for single-vendor solutions not based on indus-
try-wide, open and other standards.

[0073] Secure VPN that is extendable to a variety of
different public data networks having different con-
figurations (e.g., Wi-Fi network hotspot, wide-area
wireless solutions such as CDPD or GPRS, etc.)
dynamically controllable by the network administra-
tor

[0074] A mobility security solution that works with a
wide variety of different computing devices of dif-
ferent configurations running different operating sys-
tems.

[0075] Allows users to suspend and reestablish
secure sessions to conserve battery power while
maintaining network application sessions.

[0076] Provides a secure solution in a wireless topol-
ogy that has dead spots and coverage holes.

[0077] No need to develop custom mobile applica-
tions or use mobile libraries to get applications to
work in a mobile environment.

[0078] Secure transport and application session per-
sistence

[0079] works within existing network security so the
network is not compromised.
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[0080] compatible with any of a variety of conven-
tional security protocols including for example
RADIUS, Kerberos, Public Key Infrastructure
(PKI), and Internet Security Protocol (IPSec).

[0081] The computing environment and the applica-
tions do not need to change mobility is there to use
but its use is transparent to the user and to the
applications.

[0082] Since all or nearly all applications run
unmodified, neither re-development nor user
re-training is required.

[0083] Automatic regeneration of user-session keys
at a customized interval.

[0084] Continuous, secure connection ensuring data
integrity between wired and wireless data networks.

[0085] Enterprises running VPNSs (e.g., PPTP, L2TP/
IPSec, IPSec, Nortel, Cisco, other) can use these
techniques to add wireless optimization, session per-
sistence and additional security for mobile workers.

[0086] Seamlessly integrates into enterprises where
LEAP or other access point authentication security is
deployed to add optimized roamable security and
encryption.

BRIEF DESCRIPTION OF THE DRAWINGS

[0087] These and other features and advantages may be
better and more completely understood by referring to the
following detailed description of exemplary non-limiting
illustrative embodiments in conjunction with drawings, of
which:

[0088] FIG. 1 shows an exemplary illustrative prior art
mobile IP client architecture;

[0089] FIG. 2 shows an exemplary illustrative prior art
IPSec and Mobile IP architecture;

[0090] FIG. 3 shows an exemplary illustrative network
protocol enveloping that may be used to meet the possible
required security policies to allow network traffic to flow
between a mobile node to a foreign agent through policy
enforcement equipment (e.g. firewall) to the home agent and
then to another communications end point;

[0091] FIG. 4 shows an example mobility architecture in
accordance with a presently preferred exemplary illustrative
non-limiting embodiment of the present invention;

[0092] FIGS. 5 & 5A-5F show illustrative usage sce-
narios;

[0093]
tecture;

[0094] FIG. 6 shows an example simplified prior art
operating system security architecture;

[0095] FIG. 7 shows the example illustrative FIG. 6
architecture modified to provide secure transparent illustra-
tive mobility functionality;

[0096] FIG. 8 shows an example illustrative run time
linking sample;

FIG. 5G shows an exemplary client-server archi-

[0097] FIG. 9 shows an example illustrative client policy
agent hooking; and
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[0098]
tecture.

FIG. 10 shows an example illustrative server archi-

DETAILED DESCRIPTION OF EXEMPLARY
NON-LIMITING EMBODIMENTS

[0099] FIG. 4 shows an exemplary overall illustrative
non-limiting mobility architecture. The example mobility
architecture includes a mobility client (MC) and a mobility
server (MS). The mobility client may be, for example, any
sort of computing device such as a laptop, a palm top, a
Pocket PC, a cellular telephone, a desktop computer, or any
of a variety of other appliances having remote connectivity
capabilities. In one exemplary embodiment, mobility client
MC comprises a computing-capable platform that runs the
Microsoft Windows 2000/XP operating system having secu-
rity (for example, IPSec) functionality but other implemen-
tations are also possible. The system shown is scaleable and
can accommodate any number of mobility clients and mobil-
ity servers.

[0100] In one exemplary embodiment, mobility client MC
may be coupled to a network such as the Internet, a corporate
LAN or WAN, an Intranet, or any other computer network.
Such coupling can be wirelessly via a radio communications
link such as for example a cellular telephone network or any
other wireless radio or other communications link. In some
embodiments, mobility client MC may be intermittently
coupled to the network. The system shown is not, however,
limited to wireless connectivity—wired connectivity can
also be supported for example in the context of computing
devices that are intermittently connected to a wired network.
The wireless or other connectivity can be in the context of
a local area network, a wide area network, or other network.

[0101] In the exemplary embodiment, mobility client MC
communicates with the network using Internet Protocol (IP)
or other suitable protocol over at least one of a plurality of
possible network interfaces. In the illustrative embodiment,
mobility server (MS) is also connected to the network over
at least one of a plurality of possible network interfaces. The
mobility server MS may communicate with one or more
peers or other computing devices. The exemplary FIG. 4
architecture allows mobility client MC to securely commu-
nicate with the peer hosts via the communications link, the
network and/or the mobility server MS.

[0102] In more detail, the FIG. 4 mobility server main-
tains the state of each mobile device and handles the session
management required to maintain continuous connections to
network applications. When a mobile device becomes
unreachable because it suspends, moves out of coverage or
changes its “point of presence” address, the mobility server
maintains the connection to the network host by acknowl-
edging receipt of data and queuing requests.

[0103] The exemplary mobility server also manages net-
work addresses for the mobile devices. Each device running
on the mobile device has a virtual address on the network
and a point of presence address. A standard protocol (e.g.,
DHCP) or static assignment determines the virtual address.
While the point of presence address of a mobile device will
change when the device moves from one subnet to another
(the virtual address stays constant while the connections are
active).

[0104] This illustrative arrangement works with standard
transport protocols such as TCP/IP—intelligence on the
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mobile device and the mobility server assures that an
application running on the mobile device remains in sync
with its server.

[0105] The mobility server also provides centralized sys-
tem management through console applications and exhaus-
tive metrics. A system administrator can use these tools to
configure and manage remote connections, troubleshoot
problems, and conduct traffic studies.

[0106] The mobility server also, in the exemplary embodi-
ment, manages the security of data that passes between it
and the mobile devices on the public airways or on a
wireline network. The server provides a firewall function by
giving only authenticated devices access to the network. The
mobility server can also certify and optionally encrypt all
communications between the server and the mobile device.
Tight integration with Active Directory or other directory/
name service provides centralized user policy management
for security.

[0107] The FIG. 4 architecture can be applied in any or all
of a large and varying number of situations including but not
limited to the exemplary situations shown in FIG. 5 (for
brevity and clarity sake, example embodiments are
described using a single network point of attachment but it
will be appreciated and understood that the current invention
is not to be limited to such scope and application):

[0108] At example location number one shown in
FIG. 5 and see also FIG. 5A, the mobility client
(depicted as a laptop computer for purposes of
illustration) is shown inside a corporate or other
firewall, and is shown connected to a wireless LAN
(WLAN) having an access point. In this example, a
private wireless network is connected to a wireline
network through the mobility server. All application
traffic generated on or destined for the wireless
network is secured, and no other network traffic is
bridged or routed to the wireless network. Using
standard firewall features found in the operating
system, the system can be further configured to allow
only mobility traffic to be processed by the mobility
server on the wireless network. In this example, the
mobility client is authenticated to the mobility
server. Packets flow normally between the mobility
client and the mobility server, and the communica-
tion channel between the mobility client and the
mobility server is protected using the conventional
IPSec security protocol.

[0109] At example location number two shown in
FIG. 5, the mobility client has moved into a dead-
spot and lost connectivity with the network. The
mobility server maintains the mobility client’s net-
work applications sessions during this time. Had the
mobile client been using Mobile IP instead of the
exemplary embodiment herein, the client’s sessions
could have been dropped because Mobile IP does not
offer session persistence.

[0110] At example location number three, the mobil-
ity client has moved back into range of the corporate
network on a different subnet. The mobility client
acquires a new point-of-presence (POP) address on
the new subnet, negotiates a new secure channel
back to the mobility server using IPSec, reauthenti-
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cates with the mobility server, and resumes the
previously suspended network sessions without
intervention from the user and without restarting the
applications. This process is transparent to the
mobile applications and to the application server.

[0111] At example location numbers four and five
shown in FIG. 5 and see also FIGS. 5B & 5C, the
mobility client has left the corporate network and
roamed into range of public networks. For example,
the mobile client at location 4 shown in FIG. § is
shown in range of a conventional Wireless Wide
Area Network (WWAN) wireless tower, and the
mobile client at location § shown in FIG. 5 is shown
in range of a Wi-Fl or other wireless access point
“hot spot” such as found in an airport terminal,
conference center, coffee house, etc. The wireless
technology used for the public network need not be
the same as that used inside the enterprise—since the
illustrative system provides for secure roaming
across heterogeneous networks. The mobility cli-
ent’s traffic must now pass through a corporate or
other firewall. The firewall can be configured to pass
IPSec traffic intended for the mobility server and/or
the mobility client can be configured to use an [PSec
session to the firewall. Either solution can be imple-
mented without end-user interaction, although inter-
vention is possible.

[0112] In the FIG. 5B example, mobility devices are
connected to a diverse, public wide area network.
The enterprise is also connected to the public net-
work through a conventional firewall. The firewall is,
in the exemplary embodiment, modified to allow
mobility connections, specifically to the address of
the mobility server. The connections are then pro-
tected by conventional security protocols such as
IPSec.

[0113] In the FIG. 5C example, a private, wired
network on a corporate, hospital, or other campus,
and a wireless local area network supporting mobile
devices connected to it through a conventional fire-
wall. Traffic from the public to the private network
that is not destined for the correct port is denied
using conventional firewall rules. The firewall rules
can specify either the domain (“allow access to
123.111.x:5008”) or the addresses of particular
mobility servers (“allow access to 123.111.22.3:1002
and 123.111.23.4:5008")—the latter approach being
more secure. On a smaller campus, a single, multi-
homed mobility server could be used to handle both
the wired and wireless LAN traffic. Once a user is
authenticated, he or she has access to the wired
network. A Network Address Translator (NAT)
maybe used to reduce the number of public
(routable) IP addresses required. In the example
shown in FIG. 5C, a many-to-one relationship is
provided so that mobile devices can use just one of
two IP addresses instead of requiring one address
each. Any traffic coming from the wireless LAN
access points preferably must satisfy both the fire-
wall rules and be cleared by the mobility server. With
encryption enabled, this configuration protects the
wired network while offering legitimate wireless
users full, secure access to corporate data.

[0114]
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FIG. 5D shows an example configuration that
allows users to roam securely across different net-
works both inside and outside of the corporate fire-
wall. The mobility server sits behind the firewall.
When the mobility client is inside the corporate
firewall, connected to the wireless LAN (WLAN),
and has been authenticated to the mobility server,
packets flow normally and the communication chan-
nel between the mobile device and the mobility
server (mobile VPN) is protected using IPSec. In this
example, the Public Key Infrastructure, passwords
and/or any other desired mechanism can be used to
perform the key exchange for the IPSec tunnel. For
added protection, WLAN access points inside the
firewall can be configured to filter all protocols
except for a desired one (e.g., IPSec). The mobility
server acts as a VPN protecting the data as it
traverses the wireless network with IPSec encryp-
tion. In this exemplary configuration, the mobility
server also acts as a firewall by preventing intruders
from accessing the private network. When the
mobile device (client) moves into range of the cor-
porate network on a different subnet, it acquires a
new point-of-presence (POP) address on the new
subnet, negotiates a new secure channel back to the
mobility server using IPSec, re-authenticates with
the mobility server, and resumes the previously
suspended application sessions—all without user
intervention being required. The applications can
continue to run and the TCP or other connections can
be maintained during this network transition since
the network transition is transparent to the applica-
tions and the mobility server proxies communica-
tions on behalf of the mobile device during times
when it is unreachable.

[0115] The FIG. 5E illustrative network configura-
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tion extends the protection of an enterprise firewall
to its mobile clients. In this illustrative scenario, the
mobility client is configured to use a conventional
L2TP/IPSec tunnel to the firewall. IPSec filters on
the mobile client can be configured to pass only
authenticated IPSec packets to the mobile client’s
transport protocol stack and reject all other packets.
The corporate firewall can be configured to reject all
packets except for authenticated IPSec packets for
trusted clients; any control channels necessary to set
up secure connections; and responses to packets that
originate from within the firewall for specifically
permitted Internet or other network services. The
mobility server located behind the firewall acts as a
transport-level, proxy firewall. By proxying all net-
work traffic, user transactions are forced through
controlled software that protects the user’s device
from a wide variety of attacks including for example
those using malformed packets, buffer overflows,
fragmentation errors, and port scanning. Because the
mobility server acts as a transport-level proxy, it can
provide this protection transparently for a wide range
of applications. Attacks against the network can be
blocked by filter rules configured on the firewall
and/or the proxy firewall capabilities of the mobility
server. Attacks against the mobile device are pre-
vented by the IPSec filter rules configured on the
mobile client. Attempts to crack user passwords
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using sniffer attacks are thwarted by the secure
tunnel provided by IPSec.

[0116] FIG. 5F shows an additional exemplary illus-
trative e-commerce model. Like WAP, the FIG. 5F
arrangement provides optimizations that enhance
performance and reliability on slow and unreliable
wireless networks. Unlike WAP, the FIG. 5F system
doesn’t allow data to sit on an intermediate server in
an unencrypted state. The FIG. S5F architecture
allows standard web protocols such as HTTP and
TLS to be used for e-commerce or other transactions
(the web traffic is treated as a payload). The
encrypted data is forwarded to its final destination
(e.g., the web server) where is can be processed in
the same way it would be if two wired peers were
performing the same transaction. In addition to opti-
mizations for wireless networks, the FIG. SF system
provides seamless roaming between different net-
works and application session persistence while
devices are suspended or out of range of a wireless
base station. When combined with the illustrative
system’s support for public key infrastructure and/or
other security mechanisms, those capabilities form a
powerful mobile e-commerce platform.

[0117] The scenarios described above are only illustra-
tive—any number of other intermittent, mobile, nomadic or
other connectivity scenarios could also be provided.

[0118] Exemplary Integration With IPSec Standards-
Based Security Framework

[0119] Generally, the IPSec process of protecting frames
can be broadly handled by three logically distinct functions.
They are:

[0120] Policy configuration and administration
[0121] Security negotiation/key management
[0122] Privacy processing

[0123] Although these processes are logically distinct, the
responsibility for implementing the functionality may be
shared by one or more modules or distributed in any manner
within an operating or other system. For instance, in the
exemplary illustrative client operating system embodiment,
the implementation is broken into 3 functional areas or
logical modules:

[0124] 1. A Policy Agent module

[0125] 2. Asecurity negotiation and key management
(e.g., ISAKMP/IKE) module

[0126] 3. A privacy (e.g., IPSec) module.

[0127] In this illustrative example, the Policy Agent is
responsible for the configuration and storage of the config-
ured policy—however it is the IPSec module that actually
acts upon the requested policy of the Policy Agent. The
preferred exemplary illustrative system provides two differ-
ent related but separated aspects:

[0128] the first aspect handles IPSec from the mobil-
ity client to the firewall or the mobility server; and

[0129] the other aspect handles communication on
virtual addresses between the mobility server and
peer hosts.
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[0130] We first discuss exemplary illustrative communi-
cation to and from the mobility client.

Example Mobility Client Architecture

[0131] As part of the preferred embodiment’s overall
design, network roaming activity is normally hidden from
the applications running on the mobility client—and thus,
the application generally does not get informed of (or even
need to know about) the details concerning mobility roam-
ing. Briefly, as described in the various copending com-
monly-assigned patent applications and publications refer-
enced above, each of the mobile devices executes a mobility
management software client that supplies the mobile device
with the intelligence to intercept network activity and relay
it (e.g., via a mobile RPC or other protocol) to mobility
management server. In the preferred embodiment, the mobil-
ity management client generally works transparently with
operating system features present on the mobile device to
keep client-site application sessions active when contact is
lost with the network. A new, mobile interceptor/redirector
component is inserted at the conventional transport protocol
interface of the mobile device software architecture. While
mobile interceptor/redirector could operate at a different
level than the transport interface, there are advantages in
having the mobile interceptor/redirector operate above the
transport layer itself. This mobile interceptor or redirector
transparently intercepts certain calls at this interface and
routes them (e.g., via RPC and Internet Mobility Protocols
and the standard transport protocols) to the mobility man-
agement server over the data communications network. The
mobile interceptor/redirector thus can, for example, inter-
cept network activity and relay it to server. The interceptor/
redirector works transparently with operating system fea-
tures to allow application sessions to remain active when the
mobile device loses contact with the network.

[0132] This arrangement provides an advantageous degree
of transparency to the application, to the network and to
other network sources/destinations. However, we have
found that IPSec is a special case. Between the mobility
client and the mobility server or the mobility client and a
firewall, IPSec is protecting the packets using the point-of-
presence (POP) address. Therefore, in one exemplary
embodiment, to allow the existing [PSec infrastructure to
operate normally, it should preferably remain informed of
the current state of the network. We have therefore modified
our previous design to inform IPSec of the change of
network status (e.g., so it can negotiate a IPSec session when
network connectivity is reestablished) while continuing to
shield the networked application and the rest of the operat-
ing system from the temporary loss of a network access.
Before describing how that is done in one illustrative
embodiment, we first explain—for purposes of illustration
only the conventional Microsoft Windows 2000/XP operat-
ing system IPSec architecture shown in FIG. 6. Note that
Windows 2000/XP and IPSec is described only for purposes
of illustration—other operating systems and security
arrangements could be used instead.

[0133] In Windows 2000/XP, the IPSec module is respon-
sible for filtering and protecting frames. For additional
information, see for example Weber, Chris, “Using IPSec in
Windows 2000 and XP” (Security Focus 12/5/01). Briefly,
however, by way of non-limiting illustrative example,
before allowing a frame to be processed by the protocol
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stack or before transmitting the frame out on the network,
the network stack first allows the IPSec module a chance to
process the frame. The IPSec module applies whatever
polices to the frame the Policy Agent requests for the
corresponding network identity. In the event that the Policy
Agent requires the IPSec module to protect a frame but it
does not yet have the required security association (SA) with
the peer in accordance with the requested policy, it issues a
request to the security negotiation/key management mod-
ule—in this illustrative case the ISAKMP/IKE (Internet
Security Association and Key Management Protocol/Inter-
net Key Exchange) module—to establish one. It is the
responsibility of the ISAKMP/IKE module in this illustra-
tive system to negotiate the requested security association
and alert the IPSec (privacy) module as to the progress/
status of the security association. Once the security asso-
ciation has been successfully established, the IPSec module
continues its processing of the original frame.

[0134] In the illustrative embodiment, the Policy Agent
uses conventional Microsoft Winsock API’s (application
programming interfaces) to monitor the state of the network
and adjust its policies accordingly. However this is imple-
mentation-dependent as other interfaces may also be used to
alert this logical component of the network state in other
environments. Accordingly, the ISAKMP/IKE module also
uses conventional Microsoft Winsock API’s to perform
security association negotiation as well as track network
state changes in one exemplary embodiment.

[0135] Briefly, the above techniques establish a secure
IPSec session that is generally tied to a particular IP address
and/or port and must be essentially continuous in order to be
maintained, as is well known. If the secure session is
temporarily interrupted (e.g., because of a lost or suspended
connection or a roam) and/or if the IP address and/or port
changes, IPSec will terminate it. Unless something is done,
terminating the secure IPSec session will cause the mobile
application to lose communication even if the network
session continues to appear to remain in place. The preferred
illustrative exemplary embodiment solves this problem by
introducing functionality ensuring that IPSec is passed suf-
ficient information to allow it to react to-the secure session
being lost while continuing to shield this fact from the
application—and by allowing IPSec to (re)negotiate a secure
session once the network connectivity is reestablished using
the same or different IP address or port number—all trans-
parently to the networked application. In this way, the
exemplary illustrative application is not adversely affected
by termination of a previous security session and the estab-
lishment of a new one—just as the application is not
adversely affected by access to the previous network being
terminated and then reestablished (or in the case of roaming,
to a new network with a new network identity being provi-
sioned in its place). Meanwhile, the mobility server during
such interruptions continues to proxy communications with
the peer(s) the mobile device is communicating with so that
network application sessions are maintained and can pick up
where they left off before the interruption occurred.

[0136] Mobility client-side and server-side support each
have different requirements. Therefore the architectures are
different in the exemplary illustrative embodiment. The
block diagram of an exemplary client architecture is show in
FIGS. 5G and 7. Note that as compared to conventional
FIG. 6, we have added two additional components:
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[0137] a Policy Agent Hooking component (nmpla-
gnt), and
[0138] a network virtualizing component (nmdrv).

[0139] Briefly, in the preferred illustrative embodiment,
the network-virtualizing component virtualizes the underly-
ing client module network while selectively allowing the
core operating system’s IPSec infrastructure to continue to
be informed about network state changes. In the illustrative
embodiment, the Policy Agent Hooking component “hooks”
certain Policy Agent functions and redirects such processing
to the network-virtualizing component so that the normal
function of IPSec can be somewhat modified.

[0140] In more detail, in the exemplary embodiment, the
network-virtualizing component (nmdrv) uses the services
of the existing networking stack and is the layer responsible
for virtualizing the underlying client module network. It also
initiates and maintains the connection with the mobility
server. When a client network application asks for the list of
local IP addresses, the network-virtualizing component
(nmdrv) intercepts the request and returns at least one of a
possible plurality of the mobility client’s virtual network
identities (e.g. virtual IP addresses).

[0141] However, to continue to allow the inherent IPSec
components to operate in a normal fashion, the client
architecture should preferably allow the associated IPSec
modules to see and track the current point of presence (POP)
network address(es). Therefore, in the exemplary embodi-
ment, if a request for the list of network addresses is issued
and the request originated in the IPSec process, the network-
virtualizing module passes the request along to an inherent
network stack without any filtering or modification. There-
fore, both the Policy Agent (e.g., polagent.dll in Windows
2000, ipsecsve.dll in Windows XP) and the ISAKMP/IKE
module are kept abreast of the mobility client’s current POP
address(es).

[0142] In the exemplary embodiment, the network-virtu-
alizing module also tracks address changes. Without this
component, the network stack would normally inform any
associated applications of address list changes through the
conventional application-programming interface, possibly
by terminating the application communications end point. In
the Microsoft operating systems, for example, this respon-
sibility is normally funneled through the conventional Win-
sock module, which in turn would then inform any interested
network applications of the respective changes. In the exem-
plary embodiment, the Policy Agent registers interest with
Winsock (e.g., using the SIO_ADDRESS_LIST CHANGE
IOCTL via the conventional WSAloctl function) and waits
for the associated completion of the request. The Policy
Agent may also be event driven and receive asynchronous
notification of such network state changes. Again, in the
illustrative exemplary embodiment, the Policy Agent also
registers with Winsock a notification event for signaling
(e.g., on FD_ADDRESS_LIST_CHANGE via the WSAE-
ventSelect function). When the Policy Agent is alerted to an
address list change, it retrieves the current list of addresses,
adjusts its policies accordingly and updates the associated
policy administration logic. It further informs the Security
Negotiation/Key Exchange module, in this case the
ISAKMP/IKE module, of the associated state change. The
security negotiation/key exchange module (ISAKMP/IKE)
module, in turn, updates its list of open connection endpoints
for subsequent secure association (SA) negotiations.

28



US 2003/0182431 Al

[0143] In the exemplary embodiment, Winsock and asso-
ciated applications are normally not allowed to see address
list changes since this may disrupt normal application
behavior and is handled by the network-virtualizing com-
ponent. Therefore, in the preferred exemplary embodiment,
another mechanism is used to inform the Policy Agent of
changes with respect to the underlying network. To fulfill
this requirement in the illustrative embodiment, the services
of the Policy Agent Hooking module (nmplagnt) are
employed.

[0144] To achieve the redirection of services, the illustra-
tive embodiment employs the facilities of a hooking module
(nmplagnt), and inserts the code into the policy administra-
tion, security negotiation, and key management (Policy
Agent/ISAKMP/IKE) process(es) that are provided as part
of the core operating system. In this illustrative embodiment,
hooking only certain functions of the Policy Agent module
to this redirected code is accomplished via a combination of
manipulating the Import Address Table (IAT) together with
the use of a technique known as code injection. Injection of
the redirected functions is accomplished with the help of
conventional operating system APIs (e.g. OpenProcess, Vir-
tualAllocEx, ReadProcessMemory, WriteProcessMemory,
and CreateRemoteThread) in the exemplary embodiment. In
the preferred exemplary embodiment, once nmplagnt.dll is
injected in lsass.exe executable module, it hooks LoadLi-
brary and FreeLibrary entries in lIsasrv.dll so it can detect
when the policy agent is loaded and unloaded. Of course,
other implementations are possible depending on the par-
ticular operating environment.

[0145] Furthermore, the hooking technique in the illustra-
tive embodiment takes advantage of the way in which the
Microsoft Windows itself performs dynamic run-time link-
ing. Generally, to facilitate code reuse, Microsoft Windows
supports and uses extensively, Dynamic Link Libraries
(DLLs). Through the use of DLL technology, a process is
able to link to code at run-time. To call a function in a
dynamically linked library, the caller must know the location
(address) of the specific function in the DLL. It is the
operating systems responsibility to resolve the linkage
between the code modules and is accomplished via an
exchange of formatted tables present in both the caller and
callee’s run-time code modules. The dynamic library being
called contains an Export Address Table (EAT). The Export
Address Table contains the information necessary to find the
specifically requested function(s) in the dynamic library. The
module requesting the service has both an Import Lookup
Table (ILT) and an Import Address Table (IAT). The Import
Lookup Table contains information about which dynamic
library are needed and which functions in each library are
used. When the requesting module is loaded into memory
for whatever reason, the core operating system scans the
associated Import Lookup Table for any dynamic libraries
the module depends on and loads those DLLs into memory.
Once the specified modules are loaded, the requesting mod-
ules Import Address Table is updated by the operating
system with the address(location) of each function that
maybe accessed in each of the dynamically loaded libraries.
Once again, in other environments, different implementa-
tions are possible.

[0146] In the exemplary embodiment, after the nmplagnt
module is loaded by the prescribed method above, it hooks
the Policy Agent’s calls to the conventional Microsoft
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Windows Winsock functions WSASocket, WSAloctl,
WSAEventSelect, closesocket, and WSACleanup. After this
process is executed, whenever the Policy Agent module
attempts to register for notification of address changes, the
request is redirected to the network-virtualizing component.
As previously mentioned, the network-virtualizing compo-
nent by design is aware of changes in network attachment.
When it detects a change to the point of presence address, it
sends the appropriate notifications to the Policy Agent
module. In the illustrative embodiment, this causes the
Policy Agent module to query for the current address list.
Thus, the Policy Agent and consequently the ISAKMP/IKE
module are informed of any address list changes.

[0147] FIG. 8 is an example of how in the illustrative
embodiment a single function from a single DLL might be
linked into a calling process. In more detail, the operating
system searched the ILT, found a need for target.dll, loaded
target.dll into app.exe’s address space, located TargetFunc in
target.dll’s EAT, and fixed up app.exe’s IAT entry to point to
TargetFunc in target.dll. Now when app.exe calls its stubbed
TargetFunc, the stub function will call through the IAT to the
imported TargetFunc. Because all of the calls of interest go
through the IAT, the preferred exemplary embodiment is
able to hook its target functions simply by replacing the
corresponding entry for each function in the IAT as shown
in FIG. 9. This also has the advantage of localizing the
hooking. Only the calls made by the requesting module in
the target process are hooked. The rest of the system
continues to function normally.

[0148] In summary, the illustrative embodiment in one
exemplary detailed implementation performs the following
steps:

[0149] 1. Call OpenProcess to obtain access to the
policy administration, security negotiation, and key
management (Policy Agent/ISAKMP/IKE) pro-
cess(es) and address space

[0150] 2. Use ReadProcessMemory function to find
the LoadLibrary function in the associated pro-
cess(es)” address space.

[0151] 3. Using the VirtualAllocEx function, allocate
enough memory to hold the inject illustrative code
shown in step 4 in the specified process(es)’ address
space.

[0152] 4. Use WriteProcessMemory to inject the fol-
lowing code into the memory allocated in step 3:

[0153] LoadLibrary(&targetlibraryname);
[0154]

[0155] “C:\\Program
client\\nmplagnt.dll”

label targetlibraryname:

Files\\NetMotion

[0156] The address of the LoadLibrary function was deter-
mined in step 2. The data bytes at label targetlibraryname
will vary depending on the name of the module being
loaded, where the corresponding module is located, and the
operating system environment.

[0157] 5. Call the CreateRemoteThread function to
run the injected code.

[0158] 6. Wait for the remote thread to exit.
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[0159] 7. Free the allocated memory
[0160] 8. Close the process.

[0161] At the end of these steps, the nmplagnt module has
been injected into the policy administration, security nego-
tiation, and key management (Policy Agent/ISAKMP/IKE)
process(es) where it is able to redirect the processing of the
needed function calls. It is understood that the above code
procedure is operating system and processor dependent and
is only shown for illustrative purposes, thus not limiting to
this specific sequence or operation. Furthermore, the execut-
able code responsible for adding these components to the
operating environment can be provided to the mobile device
via storage on a storage medium (e.g., optical disk) and/or
by downloading over the network

[0162] A similar method is employed using the FreeLi-
brary function instead of LoadLibrary function to reverse the
hooking process and to unload the nmplagnt module. For the
sake of brevity, the description is kept minimal, as anyone
schooled in the art should be able to achieve the desired
results.

Example Mobility Server Architecture

[0163] Using IPSec methodology for communication
between the mobility server and peer hosts is a different set
of problems to solve—although it uses some of the same
techniques used on the mobility client. FIG. 10 shows an
exemplary server architecture. In the exemplary illustrative
embodiment, the mobility server MS can also be based on a
Windows 2000/XP (or any other) operating system. In this
particular illustrative implementation, a hooking module is
also used in the illustrative embodiment—but the functions
intercepted by the hooking module in the case of mobility
server MS are redirected to the proxy and filter modules that
are also supplied by the preferred exemplary embodiment,
instead of the network-virtualization module.

[0164] In the exemplary mobility server, a proxy driver
(nmproxy) can be used to implement the bulk of the mobility
server functionality. However, in one exemplary implemen-
tation, there are three separate problems to solve for which
three additional logical modules are used. They are:

[0165]
map),
[0166]

[0167] the security negotiation hooking library
(nmike).

a network identity mapping driver (nmprt-

an IPSec filter driver (nmipsec), and

[0168] The first problem is how to manage virtual
addresses for the mobility clients. Although it is possible in
some network stack implementations to assign multiple
addresses to the inherent networking stack components of
the operating system, some systems do not support such
functionality. To support the more restrictive implementa-
tion, the illustrative example embodiment employs the use
of an identity mapping technique. It will be appreciated that
the techniques herein are both compatible with and compli-
mentary to either implementation, and such identity map-
ping functionality allows the security functionality to suc-
cessfully operate within the more restrictive environments.
The illustrative mobility server opens a communications
endpoint associated with a local address and port and then
identity maps between the corresponding virtual address(es)

Sep. 25, 2003

and port(s) before packets are processed by the protocol
stack during reception and before they are transmitted out on
the network. That mapping is the job of the network identity
mapping module (nmprtmap) in one exemplary embodi-
ment. For example, assume an application on a mobility
client opens TCP port 21 on virtual address 10.1.1.2.
Through the use of previously-defined mechanisms (see for
example U.S. patent application Ser. No. 09/330,310 filed
Jun. 11, 1999, entitled “Method And Apparatus For Provid-
ing Mobile and Other Intermittent Connectivity In A Com-
puting Environment), this request is transferred from the
mobility client to the mobility server. In response, the MS
opens the connection on its local address 10.1.1.1 on port
2042 and registers the appropriate mapping with the network
identity mapping module. When the mobile client together
with proxy driver (nmproxy) then wishes to send data on its
newly opened connection, the packet generated by the
inherent networking stack will have a source address of
10.1.1.1 port 2042. The network identity mapping module
will then match the frame’s protocol/address/port tuple
against its mapping table and replace the source address with
10.1.1.2 port 21 before the packet is transmitted on network.
The reverse operation is performed for received packets.
Using this network identity mapping technique allows the
mobility server to communicate to peer systems using
virtualized addresses without requiring modification to the
core operating system transport protocol stack

[0169] The second problem is a direct result of this
mapping technique. Because the network identity mapping
module logically operates below IPSec module (i.e. pro-
cesses frames before during reception and after during
transmission), it cannot directly manipulate IPSec protected
frames without corrupting the packets or being intimately
involved in the privacy or authenticating process. To address
this issue, in one exemplary embodiment, the aforemen-
tioned IPSec filter module (nmipsec) inserts itself between
the operating systems networking stack components and the
associated IPSec modules. The filter module inspects each
outgoing packet before IPSec protects the packet and each
incoming packet after [PSec removes any encoding. Once in
control of the frame, it consults the network identity map-
ping module(nmprtmap) to determine whether or not the
frames source or destination identity should be mapped. In
this way, the functionality of the mapping logic is moved to
a level where is can perform its function without interfering
with the IPSec processing.

[0170] Hooking the link between the IPSec and network-
ing stack components is implementation and operating sys-
tem dependent. In the illustrative exemplary embodiment,
again the hooking process is completed by the manipulation
of tables that are exchanged between the inherent IPSec and
networking stack modules—but other implementations and
environments could rely on other techniques. In the illus-
trative embodiment the IPSec filter module (nmipsec) loads
before the IPSec module but after the transportprotocol
module. When the IPSec module attempts to exchange its
function table with the transport protocol components, the
IPSec filter module (nmipsec) records and replaces the
original function pointers with it’s own entry points. Once
the associated tables are exchanged in this manner, the [PSec
filter module (nmipsec) can manipulate the contents of and
control which packets the inherent IPSec module operates
on.
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[0171] The third issue is where the hooking techniques
also used by the mobility clients is employed. As mentioned
previously, due to the mapping technique employed in one
exemplary implementation, the inherent networking stack
has no knowledge of the mobility client’s virtual
address(es). Consequently, the policy administration, secu-
rity negotiation, and key management (Policy Agent/
ISAKMP/IKE module) process(es) are also not cognizant of
these additional known network addresses. Therefore, there
are no IPSec security policies to cover frames received for
or transmitted from the mobility client’s virtual address(es).
Furthermore the security negotiation module (in this case the
ISAKMP/IKE module) has no communications end point
opened for which to negotiate security associations for the
mobility client. To address this issue in the exemplary
embodiment, the security negotiation hooking module(n-
mike) can employ the same hooking methodology described
for the mobility client and illustrated in FIG. 8. The security
negotiation hooking module (nmike) intercepts any address
change notification request. When the proxy modules reg-
isters or deregisters a mobility client’s virtual address(es)
with the network identity mapping module(nmprtmap), it
also informs the security negotiation hooking module(n-
mike). This module in turn then informs the policy admin-
istration module (Policy Agent) of the respective change.
When either the policy administration (Policy Agent) or the
security negotiation ISAKMP/IKE) module requests a list
of the current addresses via the conventional Microsoft
Windows GetlpAddrTable function call, the security nego-
tiation hooking module (nmike) intercepts the request and
adds all of the current virtual addresses to the returned list.
When the policy administration module (Policy Agent) sees
the respective virtual addresses in the list, it treats them as
actual addresses and creates the appropriate policies for the
IPSec module. In response to the modification of the net-
work address list, the security negotiation (ISAKMP/IKE)
module will attempt to open and associate a communications
endpoint for each address in the list. However, as mentioned
previously, since the inherent networking stack in the illus-
trative embodiment is ignorant to the fact of these additional
network addresses due to the aforementioned mapping
methodology, this operation will generally fail. To solve this
problem, the security negotiation hooking module (nmike)
intercepts the request to the conventional Microsoft win-
dows Winsock bind function and modifies the requested
virtual address and port with a INADDR_ANY. Once the
endpoint is bound through the inherent transport protocol
stack, the security negotiation hooking module (nmike)
employs the services of the network identity mapping mod-
ule (nmprtmap) and creates a mapping between the actual
address and port associated with the newly established
communications end point to the virtual address and the
assigned port for security negotiations (in this case port 500
is the standard ISAKMP port). Finally, the security nego-
tiation hooking module (nmike) registers the actual address
and port with IPSec filtering module (nmipsec) to instruct
the module to pass packets to and from the specified address
without further IPSec filter processing.

[0172] All documents referenced herein are incorporated
by reference as if expressly set forth herein.

[0173] While the invention has been described in connec-
tion with practical and preferred embodiments, it is not to be
so limited. Specifically, for example, the invention is not
limited to IPSec or Microsoft operating systems. [PSec and
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related technologies can be arranged in a number of man-
ners, executing with some of the required algorithms execut-
ing either in software or hardware. To wit, certain imple-
mentations may include hardware accelerator technology for
the ciphering process, etc. Many network interface and
computer manufactures have commercially available prod-
ucts that are used for this exact purpose. It is to be appre-
ciated that the above specifications however describes the
logical placement of required functionally and may actually
execute in a distributed fashion. Accordingly, the invention
is intended to cover all modifications and equivalent
arrangements within the scope of the claims.

We claim:

1. A method of maintaining network communications
with a mobile or other intermittently connected computing
device executing at least one networked application that
participates in at least one network application session,
comprising:

(a) detecting the occurrence of an event affecting network
communications with the computing device, and

(b) in response to said detection, terminating, instantiat-
ing, and/or reinstantiating an IP Security session for use
by said computing device while maintaining said net-
work application session(s).

2. The method of claim 1 wherein said detecting com-

prises detecting a change in network point of attachment.

3. The method of claim 1 wherein said detecting com-
prises detecting that an interruption of network connectivity
has caused a previous IP Security session to be terminated.

4. The method of claim 1 wherein said detecting com-
prises detecting that the mobile device’s network identity
has changed.

5. The method of claim 1 wherein said detecting com-
prises detecting that the mobile device has roamed to a
different network or subnetwork.

6. The method of claim 1 wherein said step (b) comprises
negotiating a new IP Security session to replace a previous,
lost IP Security session in a manner that is transparent to the
networked application.

7. The method of claim 1 wherein said step (b) includes
using IPSec to create a secure tunnel through the network.

8. The method of claim 1 further including applying
policy rules to selectively allow, deny or delay the flow of
network communications over said IP Security session.

9. The method of claim 1 further including centrally
managing and distributing policy regarding the establish-
ment of said IP Security session from a central authority.

10. The method of claim 1 further including securely
proxying said mobile device communications.

11. The method of claim 1 further including terminating
a previous IP Security session based on said detecting.

12. A method of modifying an operating environment
having at least one software component, said operating
environment using transport engine protocols and running at
least one application, the method comprising:

(a) transparently and selectively injecting computer
instructions into said operating environment; and

(b) redirecting the execution path of said at least one
software component to achieve additional functionality
while maintaining binary compatibility with said oper-
ating environment component(s), said transport engine
protocols and said applications.
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13. The method of claim 12 wherein said redirecting is
performed based on process name.

14. A method of providing data communications in a
mobile computing environment, said environment including
at least one device using at least one network interface for
network applications and operating system components,
comprising:

(a) selectively and transparently virtualizing said at least
one network interface, thereby shielding said network
applications and operating system components from at
least some characteristics of said mobile computing
environment, and

(b) allowing other said components to remain cognizant
of at least interruptions in connectivity and changes in
network point of attachment.

15. A method for providing data communications in an
environment including at least one device using at least one
network interface for network applications and operating
system components, comprising:

(a) selectively virtualizing said at least one network
interface, thereby shielding said network applications
and operating system components from at least some
adverse events that may otherwise disturb communi-
cations; and

(b) using said virtualized network interface to conduct
data communications.

16. The method of claim 15 wherein said adverse events
include changes in network point of attachment.

17. The method of claim 15 wherein said adverse events
include periods of network disconnectedness.

18. A method for using plural IP Security sessions over a
plurality of network interfaces associated with at least one
network point of attachment, comprising:

(a) distributing network application communications to
simultaneously flow over said plural IP Security ses-
sions, and

(b) multiplexing/demultiplexing said distributed commu-
nication flows into corresponding higher layer commu-
nications sessions.

19. The method of claim 18 further including applying
policy rules to selectively allow, deny, or delay the flow of
network communications over at least one of said plural IP
Security sessions.

20. The method of claim 18 further including centrally
managing and distributing policy regarding the establish-
ment of said plural IP Security sessions from a central
authority.

21. A method comprising:

(a) facilitating the creation of plural IP Security sessions;
and

(b) selectively allowing, denying and/or delaying the flow
of network communications over at least one of said
plural IP Security sessions based at least in part on
applying policy rules.

22. The method of claim 21 further including centrally
managing and distributing said policy rules from a central
authority.

23. A method of administering secure network connec-
tions comprising:
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(a) establishing IP Security sessions within a computing
network; and

(b) centrally managing and distributing policy regarding
the establishment of said IP Security sessions from a
central authority.

24. A method of proxying mobile communications com-

prising:

(a) establishing communications with a mobile device;

(b) establishing communications with an ultimate peer of
said mobile device; and

(b) instantiating at least one of a possible plurality of IP
Security sessions with said ultimate peer on behalf of
said mobile device.

25. The method of claim 24 wherein said mobile device
includes a client and (a) comprises establishing client-server
communications.

26. A method of proxying mobile communications com-
prising:

(a) establishing at least one IP Security session between
said mobile device and a communication peer thereof;
and

(b) maintaining said IP Security session with said com-
munication peer during periods when said mobile
device is unreachable.

27. A method of managing IP Security sessions between

a mobility server and an ultimate communications peer,
comprising:

(a) establishing at least one IP Security session between
said mobility server and said ultimate communications
peer; and

(b) automatically terminating said IP Security session in

response to occurrence of a predetermined event.

28. The method of claim 27 wherein the predetermined
event is selected from the group comprising link activity,
application session inactivity, and termination of a commu-
nications end point.

29. A method of providing secure communications
between a mobility client having a network identity, a
mobility server and an ultimate communications peer, com-
prising:

(a) establishing at least one IP Security session between
the mobility server and the ultimate peer; and

(b) securely maintaining said IP Security session even
when the network identity of said mobility client
changes.

30. In a system for maintaining network communications
with a mobile or other intermittently connected computing
device executing at least one networked application that
participates in at least one network application session, said
system comprising:

a detector that detects the occurrence of an event affecting
network communications with the computing device,
and

a security module that, in response to said detection,
instantiates or reinstantiates an IP Security session for
use by said computing device while maintaining said
network application session(s).
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31. The system of claim 30 wherein said detector detects
a change in network point of attachment.

32. The system of claim 30 wherein said detector detects
that an interruption of network connectivity has caused a
previous IP Security session to be terminated.

33. The system of claim 30 wherein said detector detects
that the mobile device’s network identity has changed.

34. The system of claim 30 wherein said detector detects
that the mobile device has roamed to a different network or
subnetwork.

35. The system of claim 30 wherein said security module
negotiates a new IP Security session to replace a previous,
lost IP Security session in a manner that is transparent to the
networked application.

36. The system of claim 30 wherein said security module
uses [PSec to create a secure session through the network
communication.

37. The system of claim 30 further including a policy
manager that applies policy rules to selectively allow, deny
or delay the flow of network communications over said IP
Security session.

38. The system of claim 30 further including a central
policy management authority that centrally manages and
distributes policy regarding the establishment of said IP
Security session.

39. The system of claim 30 further including a mobility
server that securely proxies said mobile device communi-
cations.

40. The system of claim 30 wherein the security module
terminates a previous IP Security session based on said
detection.

41. An operating environment having at least one soft-
ware component, said operating environment using transport
engine protocols and running at least one application, the
environment further comprising computer instructions trans-
parently and selectively injected therein, wherein the
injected computer instructions include a redirector that redi-
rects the execution path of said at least one software com-
ponent to achieve additional functionality while maintaining
binary compatibility with said operating environment com-
ponent(s), said transport engine protocols and said applica-
tions.

42. The environment of claim 41 wherein said redirector
redirects said execution path based on process name.

43. A mobile computing environment including at least
one device using at least one network interface for network
applications and operating system components, said envi-
ronment comprising:

(a) instructions that selectively and transparently virtual-
ize said at least one network interface, thereby shield-
ing said network applications and operating system
components from at least some characteristics of said
mobile computing environment, and

(b) further instructions that allow other said components
to remain cognizant of at least interruptions in connec-
tivity and changes in network point of attachment.

44. An environment including at least one device using at

least one network interface for network applications and
operating system components, said environment compris-
ing:

instructions that selectively virtualize said at least one
network interface, thereby shielding said network
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applications and operating system components from at
least some adverse events that may otherwise disturb
communications; and

additional structure that uses said virtualized network
interface to conduct data communications.

45. The environment of claim 44 wherein said adverse
events include network point of attachment.

46. The environment of claim 44 wherein said adverse
events include periods of network disconnectedness.

47. A system for using plural IP Security sessions over a
plurality of network interfaces associated with at least one
network point of attachment, comprising:

a data distributor that distributes network application
communications to simultaneously flow over said plu-
ral IP Security sessions, and

(b) a multiplexer/demultiplexer that multiplexes and
demultiplexes said distributed communication flows
into corresponding higher layer communications ses-
sions.

48. The system of claim 18 further including applying
policy rules to selectively allow, deny, or delay the flow of
network communications over at least one of said plural IP
Security sessions.

49. The system of claim 47 further including a central
authority that centrally manages and distributes policy
regarding the establishment of said plural IP Security ses-
sions.

50. A system comprising:

(a) a security framework that facilitates the creation of
plural IP Security sessions; and

(b) a policy agent that selectively allows, denies and/or
delays the flow of network communications over at
least one of said plural IP Security sessions based at
least in part on policy rules.

51. The system of claim 50 further including a central
authority that centrally manages and distributes said policy
rules.

52. A system for administering secure network connec-
tions comprising:

a security framework that establishes IP Security sessions
within a computing network; and

a central authority that centrally manages and distributes
policy regarding the establishment of said IP Security
sessions.

53. A mobility proxy comprising:

a communications structure that establishes communica-
tions with a mobile device and with an ultimate peer of
said mobile device; and

a security component that instantiates at least one of a
possible plurality of IP Security sessions with said
ultimate peer on behalf of said mobile device.

54. The system of claim 53 wherein said mobile device

includes a client and mobility proxy comprises a server.

55. A system for proxying mobile communications com-

prising:

communications means for establishing at least one IP
Security session with said mobile device and a com-
munication peer thereof; and
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ameans for maintaining said IP Security session with said
communication peer during periods when said mobile
device is unreachable.
56. A system for managing IP Security sessions between
a mobility server and an ultimate communications peer,
comprising:

means for establishing at least one IP Security session
between said mobility server and said ultimate com-
munications peer; and

means for automatically terminating said IP Security
session in response to occurrence of a predetermined
event.

57. The system of claim 56 wherein the predetermined
event is selected from the group comprising link activity,
application session inactivity, and termination of a commu-
nications end point.

58. A system for providing secure communications
between a mobility client having a network identity, a
mobility server and an ultimate communications peer, com-
prising:

means for establishing at least one IP Security session
between the mobility server and the ultimate peer and
the mobility client and the mobility server; and

means for securely maintaining said IP Security session
even when the network identity of said mobility client
changes.

59. A storage medium storing:

a first set of instructions that inserts a policy agent
hooking runtime linkable module into an operating
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system having a policy agent and an IPSec infrastruc-
ture, said hooking module informing the policy agent
of network state changes; and

a second set of instructions that inserts a network interface
virtualizing driver into said operating system, said
virtualizing driver virtualizing a client module network
and initiating mobility server connections while selec-
tively allowing the IPSec infrastructure to continue to
be informed about network state changes.

60. A method of preparing a mobile device for secure
communications, said mobile device having an operating
environment including a policy agent and an IPSec infra-
structure, said method comprising:

downloading over a computer network onto the mobile
device and executing with the mobile device, a first set
of instructions that insert a policy agent hooking run-
time linkable module into the operating environment,
said hooking module informing the policy agent of
network state changes; and

downloading over the computer network and executing
with the mobile device a second set of instructions that
inserts a network interface virtualizing driver into said
operating environment, said virtualizing driver virtual-
izing a client module network and initiating mobility
server connections while selectively allowing the [PSec
infrastructure to continue to be informed about network
state changes.
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