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while, and then abandoned by overwriting or deleting all references

to the object. For example, in the code given in Figure 5.5, when the
reference a is reassigned to a new Rectangle or Square, the previous
Rectangle/Square object is no longer referenced and becomes
garbage.

public class Shapes {
public static void main (String args []) {
Rectangle a;
int length, width;

for ( int i =0; 1 < 4 ; i++) {

Tength = Integer.parselnt {(args [2*i]);
width = Integer.parselnt (args [2*i+1]);
if (length==width)

a = new Square (length);
alse

a = new Rectangle (length, width);
System.out.printin(a.area());
System.out.printin(a.perimeter());

}
}

class Rectangle {
protected int sides [];
pubTlic Rectangle (int Tength, int width) {
sides = new int [2] ;
sides [0] = length;
sides [1] = width;
}

public int perimeter ( ) {
return 2*(sides[0] +sides [1]);
&

public int area ( ) {
return (sides [0]*sides[1]);
}

}

class Sgquare extends Rectangle {
public Square (int length) {
super (length, Tength);

public int perimeter ( ) {
return 4%*sides [0];
}

}

IFENLCIRICIN A Java Program That Computes the Area and Perimeter of a Sequence of
Squares and Rectangles.

While this model of an unbounded memory space is nice from the

programmer’s perspective, in a real implementation the memory

cannot be unbounded, of course. Consequently, there must be some
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way of recycling the memory resources used by objects that are no
longer needed. In some object-oriented languages, C++, for example,
it is expected that the programmer will explicitly release an un-
needed object so that memory management software can reuse its
memory. This places a burden on the programmer, however, and if
object memory is not properly released, a “memory leak” can de-
velop where unused objects grow in number until the processor’s
memory resources are exhausted. On the other hand, if a program
bug allows the same memory to be freed twice (a double-free), then a

security hole may be created.

To avoid memory leaks and double-free bugs as well as to enhance
program robustness, the modern HLL VMs relieve the programmer
of the burden of keeping track of unneeded, garbage objects. In par-
ticular, the VMs automatically collect garbage in a manner that is
hidden from the application program. The VM implementation is
able to find objects for which references no longer exist and to col-
lect these objects on behalf of the user. The programmer is not bur-
dened with explicitly returning unused objects to memory manage-
ment software, and the possibility of programmer memory manage-

ment bugs is eliminated.

5.2.3 Networking

In the network computing environment, network bandwidth is
sometimes a limited resource. In an HLL VM there are at least two
ways that network bandwidth usage can be reduced. The first is by
reducing the size of a program (or dynamically linked library rou-
tines) that must be moved over the network. This leads to program
encodings (i.e., instruction sets) that can specify a program in a
dense manner. A key point is that with a VM performing emulation,
the information transported over the network is a specification of
the program to be executed, not necessarily the actual instructions

that will eventually be executed. Translation converts the specifica-

~
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that matter, albeit much less efficiently.

Using a stack-oriented instruction set with variable-length instruc-
tions leads to a fairly compact program specification, especially
when compared with the relatively sparse encoding found in a typi-
cal RISC ISA, which uses lots of registers and fixed-length instruc-
tions. With an operand stack, it is not uncommon for an instruction
to require only one byte, i.e., to specify the opcode; the operands are

implied by their positions on the stack.

Although the stack instruction sets used in most modern HLL VMs
may save some network bandwidth, the addition of metadata adds
to network bandwidth requirements. Overall, it is probably a wash,
with modest savings of network bandwidth (at best). However, as
described earlier, the presence of the metadata brings some addi-
tional advantages that a conventional program binary does not of-
fer. The bigger win with respect to network bandwidth savings
comes from dynamic loading of program (class) files. That is, a VM
implementation generally loads only binary classes that it antici-
pates it will need, thereby not wasting network bandwidth on bi-

nary classes that are never used.

5.2.4 Performance

An object-oriented language provides a number of significant ad-
vantages when compared with a language such as C, which is really
only a step above assembly language. However, the object-oriented
model also makes it significantly more difficult to achieve high per-
formance on conventional hardware. Hence, for many (but not all)
applications there is heavy emphasis on improving HLL VM perfor-
mance. Most of the emulation techniques described in Chapters 2-4
can be used for enhancing HLL VM performance. The execution en-
gine of an HLL VM implementation can use interpretation, binary

translation to native code, or some combination.
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The Java instruction set is designed for straightforward interpreta-
tion. On the other hand, the Microsoft intermediate language is not
intended to be interpreted (however, it could be, albeit very slowly).
Both the Java instruction set and MSIL use rather constrained, well-
specified control flow instructions (branches and method calls), so
the code-discovery problem is very simple. As soon as a method is
entered, all the code belonging to the method can be immediately
discovered. This leads to just-in-time (JIT) compilation, where a
method, when first entered, is compiled in its entirety. Often, JIT
compilation generates nonoptimized or lightly optimized code.
Beyond the two basic methods of interpretation and JIT compilation
lies a range of more advanced staged emulation strategies. For ex-
ample, an implementation can begin interpreting, with profiling
added. Then hot methods can be compiled (or sections of hot meth-
ods). Finally, the compiled methods that are very frequently used
can be much more highly optimized. Section 6.6 contains further
discussion of higher-performance HLL VM implementation tech-

niques.

5.3 The Java Virtual Machine
Architecture

To look at HLL VMs in more detail, we focus on the Java virtual ma-
chine (JVM) (Lindholm and Yellin 1999). The JVM came before the
Microsoft CLI and is in some sense a purer form of HLL VM. The CLI,

on the other hand, is part of the more general .NET framework,
where both managed and unmanaged applications can easily inter-
operate, if the user wishes. Following the discussion of the Java VM

in this section, we overview the CLI in the next section.

5.3.1 Data Types
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jects, which are composed of the primitive types and references.
Primitive Data Types

The Java HLL VM supports a number of primitive data types from
which objects are composed. The types are int (integer), char, byte,
short, float, double, and returnAddress. A boolean value is imple-
mented in the JVM as a primitive type int or byte. It is important to
note that the primitive types are defined according to the values
they can take, not the number of bits of storage they will consume in
the implementation; for example, an integer data type is defined to
represent any integer in the range —23! to +231—1. Nor are the ac-
tual bit patterns explicitly specified. This allows the primitive types
to be held in an implementation-dependent fashion on any given
host platform. Of course, many implementations will represent inte-
gers with 32-bit words and a two’s complement representation, but
other implementations could use more storage bits and/or other
representations. The returnAddress type, by the way, is a rather ob-
scure type not present in the Java HLL but present in the Java ISA. It
is used by “miniature subroutines” implemented with jsr and ret in-
structions (these are typically used in implementing the Java HLL fi-

nally clauses, and we don’t discuss them any further).
References

In addition to the foregoing primitive types, the JVM includes a ref-
erence type, which can hold reference values. A reference value
points to an object stored in memory (discussed next). A reference
can also have a null (undefined) value if it has not been assigned. As
is the case with primitive types, a reference has an implementation-
dependent internal representation; the number of bits necessary for

holding a reference is not defined as part of the Java ISA.

Objects and Arrays
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As described earlier, objects carry data held in logical structures de-
clared by the programmer. As such, objects are composed of primi-
tive data types and references that may point to other objects. An ar-
ray object is a special, intrinsic type of object, with explicit instruc-
tion set support. Each array is defined, at the time it is declared, to
have a fixed number of elements that do not change during the pro-
gram’s execution. The elements of an array must all be of the same
primitive type or must all be references. If they are references, then
they must all point to objects of the same type. In their basic form,
arrays have a single dimension, but multidimensional arrays can be

built using arrays of references.

5.3.2 Data Storage

In the JVM, there are three general types of data storage—global, lo-
cal, and operand. Global storage is main memory, where globally de-
clared variables reside. Local storage is temporary storage for vari-
ables that are local to a method. Operand storage holds variables
while they are being operated on by the functional instructions
(arithmetic, logical, shifts). All storage is divided into cells or slots,
where a cell or slot can usually hold a single data item (the excep-
tions are double-precision floating-point numbers and long integers,
which consume two slots). The actual amount of space required by a
cell or slot is implementation dependent, but all addressing is in

terms of the logical memory cells.
The Stack

Local and operand storage are allocated on the stack, and procedure
arguments are passed on the stack as well. Instructions can never
place arrays and objects on the stack; only references and individ-
ual array elements can be placed on the stack. As each method is
called, a stack frame is allocated (Figure 5.6), with arguments, local

storage, and operand storage being allocated in that order. Local

~ . o v . ~ e - . Y . ~
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storage Ior a given method 1S oI 11Xed size; the proper amount ol
stack space required for local storage can be determined at compile
time. As noted earlier, the stack holds data in slots. In many conven-
tional ISAs, operand storage is a register file; but just as in P-code,
both Java bytecodes and MSIL use the stack for operands.
Depending on the actual instruction sequence, a stack often has ad-
vantages with the respect to instruction set encoding density (no in-
struction fields are needed for specifying registers), and a stack is
amenable to platform independence (the host platform can have

any number of registers in its ISA).

Locals
Operands

Arguments

Locals

Operands

r
Arguments

Locals
Operands

Java Stack Structure.
Global Memory

The logical main memory architecture in Java contains a method
area for holding code and a global storage area for holding arrays
and objects. The global memory area is managed as a heap of un-
specified size with respect to the JVM architecture; i.e., its total size
is an implementation-dependent feature. The heap can hold both
static and dynamic objects, including arrays; these objects are cre-
ated on the heap at run time. When an object is dynamically created
on the heap, a reference is generated to point to it at that time.

Objects in the heap can only be accessed via a reference having a
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type that matches the type of the object. For example, in Figure 5.5
the reference a is declared to be of type Rectangle, and it can only be
used for pointing to objects of type Rectangle (or a subclass of

Rectangle).
Constant Pool

Instructions often use constant values, as integer operands or as ad-
dresses in local memory, for example. The ISA allows some constant
values to be placed in the instruction stream as immediate oper-
ands. But in general the constants have a range of lengths, and some
of them are used by a number of different instructions. So to make
the Java ISA a little more compact and uniform, constant data asso-
ciated with a program is placed in a block known as the constant
pool. Any instructions that need constant values can then index into
the constant pool to retrieve them. Note that although the exact rep-
resentations of integers and references when held in global memory
or the stack are not defined part of the ISA, their representations
when held in the constant pool are defined as part of the ISA. For ex-
ample, an integer in the constant pool is represented as a 32-bit
two’s complement number. It is important to keep in mind that the
constant pool is a part of a program’s specification, just as much as
the actual instructions are, and it does not change as a program exe-

cutes.
Memory Hierarchy

Figure 5.7 illustrates the memory hierarchy in Java. In the figure,
an array has been allocated on the heap, and a reference to the ar-
ray is included as part of another object. Also note that in the lower
left corner is an object with no references pointing to it. This is an
object ready to be garbage collected. A specific field within a refer-
enced object is accessed via an offset contained in the constant pool.
That is, there is no indirection when identifying a field (other than

the indirection provided by the reference itself).
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1SN LI Memory Hierarchy Used by a Java Program.

5.3.3 Java Instruction Set

The Java ISA is stack based, and, at least superficially, it is similar to

the one used in P-code.
Instruction Formats

All instructions contain an opcode byte and zero or more subse-
quent bytes, depending on the opcode. Figure 5.8 shows the com-
mon instruction formats. Each instruction field consists of exactly
one byte, although two or more such byte fields may be concate-
nated to form a single operand. Many instructions are a single byte,
i.e., just the opcode, as shown in Figure 5.8a. Some instructions con-
sist of an opcode and an index byte (or bytes). Two examples are in
Figure 5.8b and c. The index bytes are used as indices into the con-
stant pool or into local storage locations. Another class of instruc-
tion formats consists of an opcode and one or more data bytes

(Figure 5.8d and e). The data bvtes mav he immediate data or off-

33 0f 77 12/23/2024, 2:40 PM
351



Chapter 5: High-Level Language Virtual Machine Architecture | Virtua... https://learning.oreilly.com/library/view/virtual-machines/9781558609...

—— " 7" T/ T TTTTTTTTTJ TTT TTTTTJ T T TTTTTTTT TTTTTTT TTTTTTT T T T T

sets for PC-relative branch instructions. Because the instructions ap-
pear as a stream of bytes—either opcodes, indices, or data—an in-
struction set of this type is commonly referred to as a bytecode in-
struction set or simply as bytecodes. Using a single opcode byte im-
plies there are 256 or fewer total opcodes; but a special wide op-
code, when appended to a regular opcode, essentially creates a new
instruction that performs the same operation as the regular opcode
but with additional index bytes. And a bytecode instruction set can
always be expanded by adding “escape code” bytes similar to the
ones used for extending conventional instruction sets when all op-

codes have been used up.

(a) |opcode

{b) |opcode| index

{c) opcode|indexl|index2

{d) opcode| data

{e) opcode| datal | data2

ISTOLCIRRA Typical Bytecode Instruction Formats.

A basic property of the Java instruction set is that each of the primi-
tive types has specific bytecode instructions that can operate on
them. For example, the iadd opcode (integer add) is defined to oper-
ate only on integer operands on the stack. In a legal Java bytecode
program, the operand types must match those required by the op-
code. In the following instruction descriptions, we will typically use
the integer forms of instructions as examples; the ISA defines simi-

lar instructions for the other primitive types.

The following subsections will overview the various types of in-
structions. A complete list of instructions can be found in a book fo-

cused on the Tava virtual machine (e.g., Lindholm and Yellin 1999;
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Venners 1998). Instruction descriptions include the instruction for-

mat (opcode first), followed by operand byte(s), if any. All operand
bytes are shown separately, even if they only have meaning when
concatenated. For example, a 16-bit data item is represented as two
bytes: datal and dataZ2.

Data-Movement Instructions

Figure 5.9 illustrates the basic flow of data movement. All loads and
stores from global or local memory must be to the operand stack,
and all functional instructions operate on operands held on the

stack.

One set of data-movement instructions push constant values onto
the stack. There is some redundancy in these stack instructions; i.e.,
some constants can be pushed onto the stack via more than one type
of instruction. For example, any of five different instructions can
push the constant 1 onto the stack. The advantage of having this re-
dundancy is that it can improve code density and/or interpretation
speed. The most common constants (e.g., small integers) are each
given their own opcode, so a one-byte instruction is sufficient. For
example, iconst1 is a single-byte instruction that pushes the integer
constant 1 onto the stack. Other short constants can be pushed via
the bipush data or sipush datal data2 instructions—these require
two or three instruction bytes, respectively. Any arbitrary constant
can be pushed via the ldc index instruction (two bytes total), pro-
vided it is in one of the first 256 slots in the constant pool. (Of
course, the constant pool entry itself contains additional data bytes.)
Finally, the ldc_w index1 index2 instruction uses three bytes and
can load a constant from any of 16K slots in the constant pool. The
main difference between the ldc instructions and the push instruc-
tions is that the former requires a level of indirection when being
interpreted. If translated (compiled) code is used, there is no practi-

cal difference between the two types of instructions.
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ISTAN I Data Movement Supported by the Java ISA.

A second set of data-movement instructions manipulate the stack
entries. For example, the pop instruction pops the top element from
the stack and discards it. The swap instruction swaps the positions
of the top two stack elements, and dup duplicates the top stack ele-

ment to form the top two stack elements.

The third set of data-movement instructions moves values between
the local storage area of the current stack frame and the operand
stack. These instructions specify the local storage address via a con-
stant—either directly in the instruction or via an index to the con-
stant pool. Also, the type of the data being moved is explicitly given
in the opcode. This information is used for type checking when the
program is initially loaded (to be discussed later). For example, the
iload_1 instruction takes the integer from local storage slot 1 and
pushes it onto the stack. The iload index instruction specifies the lo-
cal storage slot number via a constant pool entry pointed to by the
index. Similarly, istore_1 and istore index instructions move data

from the stack to local storage in the current stack frame.

The final set of data-movement instructions deal with global mem-
ory data, either objects or arrays. An object is created via the new

index1 index2 instruction that concatenates two bytes to form an in-
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dex into the constant pool. The constant pool entry essentially speci-
fies the object, and a new instance of the object is created on the
heap and initialized. A reference to the object is pushed onto the
stack. Similarly, the newarray type instruction creates an array con-

taining elements of a specified primitive type.

For accessing data held in objects, the primary data-movement in-
structions are the getfield index1 index2 and putfield index1 index2
instructions, which point to a constant field entry containing infor-
mation regarding the field, e.g., its type, size, and offset into the ob-
ject that contains it. As with all data-movement instructions, these
move data between the addressed data item and the operand stack.
The getstatic and putstatic instructions are similar, except they deal
with static rather than dynamic objects. There are similar instruc-

tions that move data to and from arrays.

In addition to instructions that create and access objects and arrays,
there are instructions that can perform run-time checks to see what
type of object is being pointed to by a reference. For example, the
checkcast index1 index2 instruction indexes into the constant pool
to find the specification for a specific class or interface. Then the ob-
ject pointed to by a reference on the top of the stack is checked to
see if it is an instance of the type specified by the constant pool en-
try. If not, a CheckCastException is thrown. This instruction is used
for checking whether a run-time cast (conversion of an object refer-
ence) is safe (e.g., the reference being cast is to a member of the
same class or a subclass of the object to which it currently points).
This instruction allows a program to test for a potentially unsafe
cast and to handle it in a graceful way via the exception mechanism
(described later).

Type Conversion

Some instructions convert one type of data item on the stack to an-

other. An example conversion instruction is 12f, which pops an inte-
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ger from the stack, converts it to a float, and pushes the float back
onto the stack. Not every possible pair of primitive types is sup-
ported directly by a conversion instruction, however. In some cases

a combined pair of instructions performs a conversion.
Functional Instructions: Arithmetic, Logicals, Shifts

There are a number of instructions that take input operands, per-
form operations on them, and produce a result. For the most part,
these instructions consist of a single byte. Operands are always
taken from the stack and results are placed on the stack. Three ex-
amples follow. The iadd instruction pops two integers from the
stack, adds them, and pushes the sum onto the stack. The iand in-
struction pops two integers from the stack, performs a logical AND
on them, and pushes the result onto the stack. The ishfl instruction
pops two integers from the stack, shifts the top element left by an
amount specified by the second element, and pushes the result onto
the stack.

Because the internal representations are implementation depen-
dent, what the shift and logical instruction do, strictly speaking, is to
convert the integer value to a standard two’s complement form be-
fore performing the operation and then convert it back to the inter-
nal representation before pushing it on the stack; i.e., the logicals
and shifts operate as if the values are stored as 32-bit two’s comple-
ment numbers, regardless of whether they are actually stored that

way or not.
Control Flow Instructions

The control flow instructions (e.g., branches and jumps) are de-
signed to expose all control flow paths within a method. This feature
enables both complete discovery of all code within a method at the
time it is first entered and load-time tracking of all variable types

held in local storage (as explained shortly).
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One set of conditional branches compares the top stack element
with zero. For example, the ifeq datal data2 instruction pops an in-
teger from the stack and compares it with zero. If it is equal to zero,
then there is a PC relative branch to an offset found by concatenat-
ing the two data bytes. Other conditional branch instructions com-
pare two data items with each other. For example, the if_icmpeq
datal data2 instruction pops two integer values from the stack and
compares the first with the second. If they are equal, then there is a
PC relative branch to an offset found by concatenating the two data
bytes. Finally, there are conditional branches to check for null/non-
null references. For example, ifnull datal data2 pops a reference

from the stack and checks it for null.

There are also more complex control flow instructions. The lookup-
switch instruction, given here, is typically used to implement a

switch statement:

Tookupswitch defaultl default? default3 defaultd
npairsl npairs2 npairs3 npairsd
matchl_1 matchl_2 matchl_3 matchl_4

offsetl_ 1l offsetl 2 offsetl_3 offsetl 4
match2_1 match2_2 match2_3 matchi_4

offset2_1 offset2_2 offset2_3 offset2_4
additional n-2 match/offset pairs

This is all one instruction, laid out in a way to make it more read-
able. In this instruction, the four default bytes are concatenated to
yield a PC relative branch offset if none of the cases match. The four
npairs bytes indicate the number of match/offset pairs included in
the switch statement. The integer at the top of the stack is popped
and is compared with each of the match values (four bytes each). If
a match is found, then there is a PC relative branch to the corre-
sponding offset value (four bytes). If there is no match, the branch is

to the default location.
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Methods are called via one of the invoke instructions, which take a
statically defined set of arguments. The return instructions are de-
fined to return either no value or a single value. There are four
types of invoke instructions. One of the more commonly used is in-
vokevirtual index1 index2, which begins by indexing into a constant
pool location that contains a description of the called method. This
description includes the address of the method, the number and
types of arguments it takes, the number of locals it uses, and its
maximum operand stack depth. Arguments on the stack are checked
to make sure they match the specified argument types. If they do, a
stack frame of the appropriate size is allocated, and the arguments
are pushed as locals onto the stack. Then there is a jump to the
called method. The return PC is saved on a stack, but the return PC
value is not accessible, other than indirectly through a return in-

struction.

The other types of invoke instructions are: invokeinterface, which is
used for invoking an interface method; invokespecial, which pro-
vides special operations for certain types of methods, initialization
methods, for example; and invokestatic, which is used for static

methods.

A typical return instruction is ireturn, which begins by popping an
integer from the current stack frame before removing the current

stack frame. The integer is then pushed back onto the stack (for use
by the calling method). Finally, there is a return jump to the calling
method. The simple return instruction is used when there is a void

return value.

As pointed out earlier, we see that an important property of control
flow instructions is that all control paths can be easily tracked. All

branches (including the switches) are to fixed, compile-time PC off-
sets, so they are known at load time. Furthermore, the method calls

and returns can be tracked as well, because they jump directly to a
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through a pointer.
Operand Stack Tracking

Besides the individual instruction specifications, the Java bytecode
ISA also defines some overall properties that must hold in order for
a sequence of instructions to be part of a valid program. These over-
all properties represent an important difference between HL V-ISAs
and conventional ISAs. One such property is that at any given point
in the program, the operand stack must have the same number and
types of operands, and in the same order, regardless of the path that
was followed to get to that point. This allows the loader to analyze
the program prior to execution in order to check the types that are
being moved to or from memory (either global or local). That is, the
types of the values on the operand stack can be tracked through
static program analysis; it is not necessary to look at the actual types
dynamically as the program is executed in order to make sure the
proper types are being used. This property also means that the max-
imum depth of the operand stack can be determined for each

method at the time it is compiled.

Figure 5.10 presents three examples to illustrate the static stack-
tracking property. All three examples have control flow paths that
diverge (due to conditional branches) and then reconverge. Hence,
there are multiple paths that will lead to the reconvergence point.
Figure 5.10a is a legal code sequence. It first pushes an integer A
onto the stack. Then it tests B; if B is equal to zero, it pushes a second
integer, C, onto the stack. Otherwise, it pushes the integer F onto the
stack. At that point the two control paths reconverge and the top
two stack elements are added and then stored to D. The key point is
that when the two control paths reconverge, the operand stack has

two integers regardless of the path taken.

iload A J//push int. A from local mem,
iload B J/push int. B from Tocal mem,
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If_cmpne 0 elsel //branch if B ne 0

iload C //push int. C from local mem,
goto endelsel
elsel iload F //push F
endelsel add ffadd from stack; result to stack
istore D //pop sum to D
{a)
iload B J/push int. B from local mem.
If_cmpne 0 skipl //branch if B ne 0
iload C J//push int. C from lTocal mem,
skipl iload D //push D
iload E //push E
if_cmpne 0 skip2 //branch if E ne 0
add /fadd stack; result to stack
skip2 istore F //pop to F
(b}
iload A //push int. A from local mem.
If_cmpne 0 elsel //branch if A ne 0
aload B //push reference B from local mem.
goto endelsel
elsel iload C //push integer C from local mem.
endelsel iload 8] J/push int. D from Jlocal mem.
If _cmpne 0 else2
astore E //pop reference to local mem.
gotao endelse?
alse? istore F //pop integer to local mem.
endelse? .

(c)

Examples of Code Sequences with Reconverging Control Flow. (a) A valid se-
quence; (b) an invalid sequence where converging paths have different numbers of operands
depending on the path followed; (c) an invalid sequence where reconverging paths have dif-
ferent types of operands depending on the path followed.

The second code sequence (Figure 5.10b) is not a legal one. If B is

equal to zero, the integer C is pushed onto the operand stack; then

integer D is pushed onto the stack regardless of the value of B. Next,

the code sequence tests E. If E is zero, the top two stack elements are

added; otherwise nothing is done. Finally, the top of the stack is

stored to local memory location F. This code has the property that if

B is equal to zero, then the stack has two elements when the branch

on the value of E is performed; otherwise the stack has only one ele-

ment at the same point in the code. Now, it may be the case that E is

zero whenever B is zero, and vice versa. However, it may not be

possible to determine this fact by static analysis of the code, so the
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The third code example (Figure 5.10c) is also illegal. It pushes a ref-
erence onto the stack if A is zero; otherwise it pushes an integer.
Then it pops a reference if D is zero; otherwise it pops an integer.
Here, the stack contents are different, depending on the path taken
to reach the compare with D. If it happens that D is zero whenever A
is zero, and vice versa, then the data types will “work out” at run
time. However, as in the earlier case, it may not be possible to deter-

mine this through static analysis.

Because of the way the V-ISA specifies control flow (branches and
procedure call/returns), a relatively simple analysis can determine if
the proper stack discipline is followed. Because all branches are to
constant locations within the same method, all paths in the method
can be determined statically. At a method invocation, it is known
that anything on the operand stack will not be touched by the in-
voked method, so the operand stack will have the same values when
the method returns (with the possible addition of a return value
whose type is given by the invoke opcode). Hence, the analysis algo-
rithm simply traces all the static control flow paths and simulates a
stack symbolically. If the symbolic stack contents ever differ at a

control flow convergence point, then the program is not valid.
Example Program

Figure 5.11 is a bytecode compilation of the Java Rectangle perime-
ter method given in Figure 5.5. The numbers in the leftmost column
are the PC values (as byte addresses) corresponding to the given in-
structions. The first instruction pushes a constant 2 onto the oper-
ands stack, and the second instruction pushes local variable 0 onto
the stack (by convention, local variable 0 is the argument being
passed to perimeter(); in this case it is a reference to the rectangle
object). The getfield instruction then gets the reference to the sides

array from the Rectangle object. The object reference is on the stack,
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and constant pool entry 2 contains a description ot the tield that is
being accessed, i.e., that it is a reference. The getfield instruction
pushes the reference to the sides array on the stack. Then the next
two instructions (iconst_0 and iaload) push index number 0 onto the
stack (on top of the reference to array sides) and load element 0
from the array sides (via the reference and index number taken
from the stack). The next four instructions are similar to the preced-
ing four, and they load the value of sides[1] onto the stack. At that
point, the bottom of the stack is a constant 2, the next stack value is
sides[0], and the top of the stack is sides[1]. Then the iadd, imul se-
quence forms 2"(sides[0] + sides[1]). Finally, the last instruction re-

turns, with the integer result on top of the stack.

public int perimeter () ;

0 iconst_2

1 aload_0

2: getfield#2; //Field: sides reference
5: dconst_0

6: 1iaload

7: aload 0

8: getfield#2; //Field: sides reference
11: djconst_1l

12: 1iaload
13: dadd
14: Amul

15: dreturn

ISTN M Nl Java Bytecodes for the perimeter Method Defined for the Rectangle Class (in
Figure 5.5).

5.3.4 Exceptions and Errors

In the Java architecture, some exceptions (or errors) are defined as
part of the ISA and may be thrown as a result of program execution.
Other exceptions can be user defined and are explicitly thrown by

executing a throw instruction (described later).

A key property of the JVM is that all exceptions must be handled
somewhere. That is, there is no global way to turn them off, as is the
case with most conventional ISAs, where there is usually a mask bit

corresponding to each trap condition. The rationale for dealing with
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exceptions this way is not really specific to high-level VMs; rather, it
is an overall program robustness consideration. If an exception is
not handled by the method that throws the exception, then the cur-
rent stack frame is popped and the calling method takes over re-
sponsibility; if the calling method doesn’t have a handler, then an-
other stack frame is popped, etc., until eventually the main program
is reached. At that point if there is no handler, a standard handler
takes over (and likely terminates the program). In a way, this ap-
proach forces the programmer to think about all exceptions in order
to deal with them actively rather than just turning them off and for-

getting about them.

In Java there is a distinction made between errors and exceptions.
Errors are not necessarily caused by behavior that is inherent to the
application program; rather, they may be caused by limitations of
the VM implementation or VM bugs. Exceptions, on the other hand,
are caused by program behavior that occurs dynamically—as the
program executes. Static checking catches many programming mis-
takes and oversights, but some types of behavior cannot be caught
until run time. An example of an error is StackOverflowError,
which indicates that the available stack space is exhausted. There is
no architected stack size in the V-ISA, and some VM implementa-
tions may run out of stack space before others. Hence, when this er-
ror occurs, it is not necessarily due to a program bug; it may just be
an indication that the host platform does not have enough memory
for the application’s needs. On the other hand, it could also result
from a program bug, such as runaway recursion. As another exam-
ple, the InternalError indicates that the VM has encountered some
type of internal bug. Just as with any well-designed program, the VM
implementation software itself should contain internal error check-

ing. If the VM should catch such an internal bug, it throws this error.

The Java ISA defines a number of exceptions. These are the program
exceptions that must be checked for dynamically. Two common ex-

ceptions are the NullPointerException and the
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ArrayIndexOutOfBoundsException, which are clearly described by
their names. All references (“pointers”) must be checked to make
sure they are not null at the time they are used (although some ex-
plicit checks may be removed by optimizations). Also, all array in-
dices must be checked. Array indices are the only way of indirectly
accessing a Java data structure. There are a number of exceptions
related to type checking and object accesses. For example, an
IncompatibleClassChangeError occurs when a getfield instruction is
applied to a static field; even though the name indicates an “error,”

it is in fact an exception.

In the Java ISA, it is possible to specify an exception handler, de-
pending on where an exception occurs. To accomplish this, the JVM
associates a table with each method, the exception table. Here is an

example entry in an exception table:

From To  Target Type

8 12 96 Arithmetic Exception

This table entry indicates that if an arithmetic exception occurs any-
where between instructions at locations 8 and 12, then there should
be a jump to a handler at location 96. The table is built from infor-
mation encoded in the high-level language program, for example,
with Java try and catch regions. If a From/To region encloses a
method call, then unless the method has a handler of its own, the

handler in the calling method is used.

At the time an exception is thrown, the operand stack is immedi-
ately flushed. The JVM then looks up the exception type in the ex-
ception table. If the exception type and the PC at the time of an ex-
ception match a table entry From/To range, then there is a jump to
the target PC specified in the table. Otherwise, the current stack

frame ic remnved. the PC at the time nf the call is reinstated. and the
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table is checked again. This continues until either there is a table

match or the outermost procedure (main) is reached.

Besides the exception table, JVM support for exceptions includes the
instruction athrow index1 index2. This instruction explicitly throws
an exception. The values index1 and index2 form an index into the
constant pool. The constant pool location contains a description of

the exception being thrown.

5.3.5 Binary Classes

When an HLL VM program is distributed, not only is the code in-
cluded, but so is a detailed specification of the data structures and
their relationships, i.e., the metadata. In Java terminology, the com-
bination of code plus metadata is a binary class that is typically in-
cluded in a class file (in the Microsoft CLI it is called a module). The
format of the binary class is, in effect, the “official” interface sup-
ported by the underlying virtual machine—the binary class format
plays the same specification role as in a conventional ISA. Thus far,
we have described the components of a binary class in a general
way. In the remainder of this section we describe the overall struc-

ture of a Java binary class.

All the Java binary classes that form a complete program do not
have to be loaded when a program is started (although they could
be). Rather, the binary classes can be loaded on demand, at the time
they are needed by the program. Among other things, this saves
bandwidth for loading binary classes that are never used, and it al-
lows a Java program to start up quickly, using only some initial bi-
nary classes. For efficiency, the first time a binary class is used, it is
parsed and placed into method memory, a part of the VM implemen-
tation. Then on subsequent calls, it is much more efficient to consult

the preprocessed method information in the method memory.
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is explicitly given immediately before the component contents. In
this manner, the loader can parse the entire binary class from be-
ginning to end, with each of the components being easily recognized

and delineated. Within each component, the same principle is used.

Figure 5.12 gives the layout of a binary class. It consists first of
some header information, beginning with a magic number that iden-
tifies this block of data as a binary class. The magic number is sim-
ply a character sequence that is the same for all Java binary classes.
When presented with a file purported to contain a binary class the
loader can use the magic number as a quick, initial check to gain
some assurance that it does in fact contain a binary class. The
header also contains version information for the binary class. Over
time, it is expected that there will be extensions to the Java VM, and
the version number can be used by the loader to restrict its checks

and operations to the correct version.

Magic Number
Version Information
Constant Pool Size

Constant Pool

Access Flags

This Class
Super Class

Interface Count

Interfaces

Field Count

Field Information

Methods Count

Methods

Asriba das e iad
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Following the header information is a sequence of large structures,
each preceded by a size indication or the number of contained ele-
ments. The major structures are the Constant Pool, a table describ-
ing method Interfaces, a table describing object Fields, a table con-
taining the Methods, and a table of Attributes that contains much of
the detailed information for the other tables. The following subsec-
tions describe each of these major structures as well as some of the

minor ones.
Constant Pool

The constant pool essentially holds all the constant values and refer-
ences used by the methods that are to follow. Each of the constants
is appended with type information so that type checking can be per-
formed when the constant is used. Many of the constants are in
symbolic form, i.e., the names of classes, interfaces, methods, and
fields.

Access Flags

As the name suggests, these flags provide access information, for ex-
ample, whether this particular type (class) is public, whether it is an
interface rather than a class, whether it is final (i.e., it can never be

dynamically overridden).
This_Class and Super_Class

This region contains the names of this class and the superclass of
this class. Both are given as indexes into the constant pool. The
names themselves are in the constant pool. All classes except for the

Obiject class (see Section 5.4.2) have a super_class. For the Object
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class, the super_class is zero.
Interfaces

This region contains a number of references to the superinterfaces
of this class, i.e., the interfaces through which this class can be di-
rectly accessed. These are given as indices into the constant pool.

The constant pool entries are references to the interfaces.
Fields

This component contains the specification of the fields declared for
this class. This information is included in a small table for each
field; the table includes access information (public, private, pro-
tected), a name index (an offset into a constant pool entry that con-
tains the name of this field), a descriptor index (which contains an
index into the constant pool where the descriptor for this field can

be found), and attributes information.
Methods

This component contains information regarding each method, e.g.,
the name and descriptor, as well as the method itself, encoded as a
bytecode instruction stream. Each method can also have attribute
tables, for example, giving the maximum operand stack depth for
the method and the number of locals. The code itself appears as part
of an attribute table. Also included is the exception table, described
earlier, which give types of exceptions to be checked and the PC

ranges over which they should be checked.
Attributes

The attributes region contains the detailed information regarding
the other components listed earlier. In general, an HLL VM would

have a fairly large number of attribute types.
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5.3.6 The Java Native Interface

The Java native interface (JNI) allows java code and native compiled
code to interoperate. For example, it allows Java code to call a rou-
tine compiled from C, and vice versa, although we will emphasize
the former situation in this discussion. By using the JNI, a C program

can even invoke a Java virtual machine.

An overview of the JNI and its operation is given in Figure 5.13. On
the left-hand side of the figure, the “Java side,” we see the Java ar-
chitecture as described in the preceding sections. Code (and data)
compiled to the native platform ISA resides on the right-hand side of
the figure, i.e, the “native side.” It is important to note, however,
that the Java side can be compiled from any language where there is
a compiler that can produce standard binary classes; for example,
C# could be used. The native side can be compiled from C or from
any other language for which JNI support exists, including assembly
language. Each side of Figure 5.13 compiles to its own binary for-
mat. On the Java side, these are standard binary classes; on the na-
tive side, they are program binaries in the native platform’s ma-
chine code. Data on the Java side exists as objects and arrays on the
heap and variables on the stack. On the native side, data is orga-
nized in whatever way the compiler happens to lay it out; i.e., it is

compiler dependent.

Java Side Native Side
Java HLL Program : C Program
i {} T E i {} h
Compile . Compile
and Load : and Load
\ w ! \ _..i
{} invaka {}
Bytecode Ll .?mrhad_ Native Machine
Methods : o Code
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ISTANIRN R Java Native Interface. The Java native interface allows Java software and na-
tive compiled software to interoperate.

The JNI provides an interface for a Java method to call a native
method (as shown in the figure). To do this, the native method must
be declared as native by the calling Java class. After compiling the
Java class that declares the native method call, it can be given to a
program javah, which will produce a header file for the native
method. Then the header and native method code can be compiled

to form the callable native method.

The JNI specification allows control to be transferred back and forth
between Java code and native methods; arguments can be passed
and values can be returned. Furthermore, exceptions can be caught
and thrown in the native code for handling in the Java application.
In order for code on the native side to access data from the Java side
(or for that matter to create objects on the Java side), the JNI pro-
vides a number of native methods—for example, GetArrayLength
will obtain the length of a Java array, and GetIntArrayElements al-
lows the native code to obtain a pointer to a Java array’s elements.
Similarly, code on the native side can get and put object field data
through JNI methods.

5.4 Completing the Platform: APIs

In Section 5.2 we stated that a Java platform is a combination of a
JVM and a set of standard libraries, or APIs. The JVM is at the core of

tha nlatfAarrm hait it e tha ADTe that mrarndan mact nftha faatiivrne that
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are visible to users and software developers. These include support
for secure network computing and component-based software, as
well as many traditional functions, such as support for graphical
user interfaces (GUIs). Similarly, the .NET framework is built around
the CLI, but it is also includes a very large number of APIs that im-
plement its rich set of features. Although the focus of this book is on
the virtual machine, not the APIs, we would be remiss in not dis-
cussing some of the capabilities they provide. Furthermore, some of
the APIs directly interact with the virtual machine and objects at a
low level; these are of particular interest to us and will be discussed

further.

5.4.1 Java Platforms

A number of computer companies provide Java platforms. To sup-
port interoperable application software, these platforms must con-
form to a standard specification and contain the same APIs. The cur-
rent Java specification is for the Java 2 platform (Shannon et al.
2000). Also specified are editions, which are targeted more at gen-
eral categories of applications and users. Each of the editions is dis-
tinguished from the others by the packages of APIs it incorporates.

J2SE—Standard Edition: As the name suggests, this edition is tar-
geted at probably the largest number of Java users and developers.
The standard edition platform supports typical PC users and client-
side applications within an enterprise computing environment. It
also incorporates APIs to support reusable component-based soft-

ware development based on JavaBeans (discussed briefly later).

J2EE—Enterprise Edition: This edition is directed at development of
large enterprise software infrastructure, including server-side appli-
cations. It includes the Enterprise JavaBeans API, which supports

component-based development of distributed server applications.
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JZME—Micro Edition: 1his edition deiines a lighter-weight plattorm

for consumer-based embedded systems, which are often resource
limited. Consequently, it contains a smaller set of targeted APISs.
Examples of embedded systems that may be based on the Micro

Edition range from set-top boxes to pagers and smart cards.

5.4.2 Java APIs

There is a long list of Java APIs, too many to present and discuss
here. Rather, we give some of the more important “core” API pack-
ages that exemplify the variety available, and then we single out
some specific, particularly important low-level functions for addi-

tional discussion in subsequent subsections.
Java.lang

This is the core Java programming language API package; it contains
classes that are at the heart of the Java programming language.
These begin with the Object class—the superclass of all the Java
classes. It also contains “wrapper” classes that contain primitive
data types, such as Character and Integer when stored in the heap
as individual items. In addition, java.lang contains low-level run-
time and system static methods as well as floating-point math sup-
port. Other selected members of java.lang that are of special interest

to us follow.

The Class class maintains descriptions of Java classes. Each class
that is loaded has a Class object associated with it. Among other
things, a class’s Class object allows a program to extract information
regarding the classes it is using, via a process known as reflection,

described in the next subsection.

The Process object serves as a platform-independent interface to na-
tive processes external to the JVM, and the Thread class supports
multithreading within the JVM. Use of the Thread class is discussed
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turther in Section 5.4.4.

The SecurityManager is the class that defines the methods that im-
plement a security policy. These methods are called in order to de-
termine if a requested operation (e.g., to read or write a file) should
be permitted. The security manager’s overall role is described

briefly in Section 5.2.1, and it is discussed further in Section 6.2.2.
java.util

This package contains a number of classes that perform fundamen-
tal data structure operations as well as maintaining date and time
facilities. For example, the Vector class supports arrays of objects
that may grow as objects are added; the Enumeration interface is
very commonly used for looping through the elements of a data
structure. The Hashtable class supports associative arrays (typically
implemented as hash tables). java.util.zip contains classes with
methods for compressing and decompressing zip files, and

java.util.jar contains classes for file archiving.
java.awt

The java.awt (abstract windowing toolkit) contains classes for con-
structing GUIs from components and graphics shapes. Layout man-

ager classes control graphics components held in container objects.
java.io and java.net

The java.io API package contains classes for performing input/out-
put operations. These classes manage data streams and file system I/
0, and they are the counterparts of the I/O libraries supported by
conventional high-level languages and operating systems. The
java.net API package contains classes for networking support. For
example, the socket class allows a program to connect to a port and

read and write data through the port.
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We now consider two general functions where the core API part of
the Java platform interacts very closely with the lower-level opera-
tion of the JVM. These are by no means the only situations where
such close interaction is required, however; they are singled out be-
cause they are fundamental to many applications that run on Java

platforms.

5.4.3 Serializability and Reflection

One of the basic concepts of object-oriented programming is con-
cealing internal features of an object. However, there are situations
where it is important to discover features of objects. Serializability
and reflection involve exposing the features of an object to pro-
grams operating on the object and to the world outside a given VM.
For example, one may want to communicate an object from one
Java program to another; perhaps the two programs are running on
different platforms connected by a network. This is commonly done
as part of remote method invocation (RMI), where, for example, a
client may want to invoke a method on a remote server and an ob-
ject may be passed as an argument or return value. Each of the plat-
forms may have a different way of storing objects in memory, so
simply copying the internal data structures that implement an ob-
ject will not work. Instead, an object to be communicated must be
converted into an implementation-independent form. Then the re-
ceiving program can convert the implementation-independent form
into its own internal implementation-dependent form (see Figure
5.14a).

Platform-
Independent
Object Representation
Platform A-
[Serainaton] =>——
Network

(@)
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Persistent Storage

(b}

ISTAN ML Serialization. Serialization converts an object into an implementation-
independent form that can be (a) passed over to a network to a different platform or (b)
stored persistently for later use.

As another example, objects created by a program only live as long
as the program exists; when the program terminates, the objects go
away. However, there are many situations where it is desirable for
objects to persist between program executions, stored on a disk, for
example. Here, again, the solution is to convert objects into an
implementation-independent form for storage and later retrieval
(see Figure 5.14b). These two situations are similar: In the network
example an object is passed from one program to another through

space, and in the other it is passed through time.

The process of converting an object into an implementation-
independent form is called serialization. In order to serialize an ob-
ject it must be declared to be serializable, which means that it im-
plements the Serializable interface. This interface then allows an ob-
ject to be written as a byte stream in a canonical form. Serialization
serializes not only a given object but all the objects for which the
original object contains references, all the objects for which those
objects contain references, etc. The serialization process involves re-
flection, that is, the ability to look inside an object to find all of its
members. Then once found, they can be organized as a standard-

ized byte stream.

Besides serialization, a number of other interesting applications re-
quire reflection in order to determine class information at run time.
In a typical program development environment, the compiler can

access information regarding classes used bv a nrogram at comnile
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time, so the compiler can incorporate this class information as it
generates new binary classes. However, there are situations where
class information is not known at compile time, that is, where a run-
ning program may be given a reference to an object whose type is
unknown. In these situations, information concerning the object
must be retrieved at run time. This is done through reflection. In
Java, the java.lang.reflect API is an interface to a class’s Class object,
which exists for every class used by a program and contains a de-
scription of the class. The Class objects are constructed by the JVM

when an object type is loaded.

Reflection is a key enabler for component-based programming. In
Java, basic program components are called JavaBeans. To facilitate
component-based program design, JavaBeans must conform to a set
of specified design patterns or coding conventions. For example, all
readable properties of a JavaBean must have an accessory method
of the form getproperty_name. Then if a program invokes an acces-
sory method on an object, with, for example, the getFields() method,
it will be given an array containing Field objects reflecting all the ac-
cessible public fields of the class or interface represented by this

Class object.

A visual component-based program design tool allows a program-
mer to work at a high level by manipulating JavaBeans. Under pro-
grammer direction, the tool can load a JavaBean and analyze the
bean’s interface using the Reflection API and the JavaBean design
patterns. With the information collected via the Reflection API, the
developer’s tool presents a graphical representation of the JavaBean
that the developer can then use to modify the properties of the bean
and enable communication between components by connecting an

event source in one bean to an event listener in another.

5.4.4 Java Threads

~ . . L b P b ~ s
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In a typical VM 1mplementation, much ot the multithreading sup-
port is provided by Java libraries that are part of the java.lang. This
makes sense, because support for multiple threads must ultimately
be provided through the OS on the underlying platform, and the

way to communicate with the underlying OS is through libraries.

As noted earlier, the java.lang API includes a Thread class. Threads
can be defined by extending this class (and inheriting its methods).
Methods defined for the Threads class, include: run(), which starts a
thread, stop(), which stops a thread, and suspend() and resume(),
which, as their names imply, allow the suspension and resumption
of a thread. Calling run() for an object of type Class will initiate a
new thread. The JVM gives each Java thread its own stack, and the

threads synchronize through mechanisms called monitors.

Monitors are supported at the lowest level by architected locks and
two Java bytecode instructions. There is a lock associated with each
object and each class (the Class object for a given class contains its
lock). Only one thread at a time can own a particular lock. A lock ac-
tually operates as a counter rather than as a single bit flag (as one
might expect). The bytecode instruction monitorenter acquires the
lock for the object pointed to by the reference on the top of the oper-
and stack. If the lock is already held by another thread, then the re-
questing thread simply blocks and waits. If the lock is not held by
another thread, then the lock is incremented and the requesting
thread continues execution. Note that the acquiring thread may al-
ready hold the lock, in which case it does the increment and goes
on. The monitorexit instruction decrements the lock for the object
pointed to by the reference on top of the operand stack. If the lock
becomes zero as a result of the decrement, then it is released and

can be acquired by a waiting thread (if there is one).

The basic lock mechanism can be used for implementing monitors
that guard critical sections or for locking individual objects. A criti-

cal section is a code region that only one thread can execute at a

377

https://learning.oreilly.com/library/view/virtual-machines/9781558609...

12/23/2024, 2:40 PM



Chapter 5: High-Level Language Virtual Machine Architecture | Virtua... https://learning.oreilly.com/library/view/virtual-machines/9781558609...

given time. Critical sections typically manipulate shared data struc-
tures that require exclusive access, usually when they are updated.
The synchronize keyword in the high-level Java language compiles

down to monitorenter and monitorexit instructions.

Besides the bytecode instructions, the class Object declares a num-

ber of methods that support additional synchronization.

wait()—releases the lock and enters the wait set for the given lock. It
remains there until it is notified (see later). The wait set is essentially
a VM-supported pool of threads waiting for a notification regarding
the lock.

wait(long timeout, int nanos)—releases the lock and enters the “wait
set” for the given lock. It remains there either until it is notified or

until timeout milliseconds plus nanos nanoseconds have elapsed.
notify()—wakes up one thread in the lock’s wait set.
notifyAll)—wakes up all threads in the lock’s wait set.

The wait and notify mechanisms are typically used for supporting
monitors that manage cooperation among threads typified by
producer—consumer interaction, where, for example, one thread
might produce data items and place them in a shared buffer to be
consumed by a different thread. The producer thread notifies the
consuming thread when data is in the buffer. The consuming

thread, after emptying the buffer, waits until it is again notified.

5.5 The Microsoft Common
Language Infrastructure: A Flexible
High-Level Language Virtual
Machine
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The common language infrastructure (CLI) is a virtual machine ar-
chitecture that is part of Microsoft’s .NET framework (Box 2002).
The common language runtime (CLR) is Microsoft’s implementation
of the CLI. Although it supports object-oriented network-based com-
putation, just as Java does, the CLI objectives are ostensibly broader

than those for Java.

5.5.1 The Common Language Interface

The aspect of the CLI that is most similar to the Java environment is
that it can support object-oriented programs within a managed run-
time environment that includes features such as built-in protection
checking and garbage collection. Although a number of high-level
languages (some with extensions) can be compiled to Java binary
classes, the JVM was designed specifically to support the Java HLL.
In contrast, the CLI is designed to support multiple, interoperating
high-level languages, and it also can support programs that do not
have to be (or cannot be) verified by a loader. Hence, an essential
feature that separates the CLI from the Java virtual machine is that
the CLI strives for HLL independence as well as platform indepen-

dence. This is illustrated in Figure 5.15.

The common language runtime (CLR) is an implementation of the
CLL and is part of the overall .NET framework. The modules are of a
standard format and contain both metadata and code in the
Microsoft intermediate language (MSIL). In the figure, modules (the
analog of Java binary classes) can be generated from a number of
languages, including, but not restricted to, C# (an object-oriented
version of C that provides a garbage-collected heap), Java, Visual
Basic .NET, and Managed C++. Managed C++ programs can run in the
managed runtime environment provided by the CLR, but not all

Managed C++ modules must be verifiable.
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ner similar to Java binary classes, and verifiability is a desirable
property to have. The managed C++ compiler has a flag that forces
all code to be verifiable (and generates errors when the C++ pro-
grammer uses unsafe constructs). Verification helps establish a run-
time protection domain that allows untrusted code to execute safely.
Nevertheless, unverifiable (unsafe) programs are allowed as part of
the managed program environment. A programmer may choose to
generate unverifiable code that can still interoperate with verifiable
code. In order to use unverifiable code, however, the user must per-

mit it through a security manager.

C# program Java Program Visual Basic.NET Managed G program
Y l ¥
Compile Compile Compile Compile
Verifiable Verifiable Verifiable Unverifiable
Module Module Module Module
Common Common
Language Runtime Language Runtime
I1A-32 Platform IPF Platform

ISTUV RN B The Common Language Interface Supports Language Interoperability. The
CLI allows both platform independence and a high degree of high-level language indepen-
dence.

Regardless of whether they are verifiable, all programs must be
valid. Some programs may be constructed in an illogical manner;
for example, a program may have a stack underflow that is de-
tectable by inspecting the code at load time. A program such as this
is invalid (as well as being unverifiable) and should not be allowed

to run. Hence, there are three categories of application programs:
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those that are verifiable and valid, those that are unverifiable and
valid, and those that are invalid. This is in contrast to Java, which
only allows two types (verifiable and unverifiable). Furthermore,
verifiable and unverifiable programs may be mixed (at the pro-
grammer’s discretion), so, for example, a verified program can call
an unverifiable library routine. Because multiple languages and
both verifiable and unverifiable programs are supported in an inte-
grated way, the CLI provides a more complete, all-purpose applica-
tion program environment than the JVM. This feature may be more
significant in the short term as unsafe legacy code is mixed with
newly developed verifiable code. In the long term, one would expect
that unsafe legacy code will eventually be replaced with safe, verifi-

able code.

PE/COFF
Headers

CLR
Header

CLI Data

—————————————

Mative Code
and
Data

{optional)

13TV [l Overall Structure of a CLI Module.

CLI modules are organized into assemblies, just as Java binary
classes are organized into packages. Figure 5.16 shows an overview
of a typical CLI module. It is contained in a standard Microsoft
Portable Executable and Common Object File Format (PE/COFF), fur-
ther highlighting interoperability; the OS handles it just like any
other executable file. The module contains header information and
CLI metadata and code, and it may also contain native code and
data. The metadata consists of a number of regions that contain,

amone other things. obiect definitions and constants (called streams
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in the CLI). In general the concepts are similar to those in a Java bi-

nary class.

It is interesting to compare language interoperability in the CLI with
that provided in Java (as illustrated earlier in Figure 5.13). An anal-
ogous figure for the CLI is given in Figure 5.17. Here, all programs
compile onto the MSIL bytecodes, including C programs, for exam-
ple. The data structures are all in the common metadata format.
However, as described in the next section, the metadata format in-
cludes blocks of data and unmanaged pointers, which an MSIL pro-
gram can manipulate in any manner (as in C). This code is unverifi-

able, but it can still execute within the managed environment.

Hence, in the CLI, interoperability is not implemented at the method
call level (as in Java), but interoperability is supported in a more in-
tegrated way that also extends to data: a type defined in one lan-
guage can be used across languages. This more highly integrated ap-
proach does not come without a cost, however. It may require sig-
nificant changes to existing language implementations (as was the
case with Visual Basic, whose object model had to be changed to the
C# model). Achieving interoperability may also require standardiza-
tion in programming conventions. For example, if one language has
case-sensitive variable names and the other does not, then for inter-
operability they should probably stick to a common denominator
and not rely on case sensitivity. The Common Language
Specification (CLS) contains a set of standard rules intended to en-

sure interoperability among high-level languages.

C# Side Native Side

C# HLL Program C Program

Compile
and Load

Compile
and Load

382

https://learning.oreilly.com/library/view/virtual-machines/9781558609...

12/23/2024, 2:40 PM



Chapter 5: High-Level Language Virtual Machine Architecture | Virtua...

65 of 77

AV W
Bytecode Bytecode Methods
Methods {some unverifiable)

& - L :
getfieid/ ; geb:twfwzd
thiold . . 1 unmanagh
b - getput via | pointers

managed
object references Memory
Block

13T WAl Verfiable and Unverifiable Code Interoperate in the CLL MSIL bytecode pro-
grams interoperate via common metadata, including memory block data, that may be ac-
cessed via unmanaged pointers.

5.5.2 Attributes

The CLI supports attributes to allow the programmer to pass infor-
mation at run time via compiled metadata that is part of a package.
This information may be directed at the runtime software or the ex-
ecuting program. Some attributes are built in; i.e., they are intrinsic
to the CLI. Custom attributes are also supported as a way of en-
abling user-defined extensions. The programmer can assign an at-
tribute to virtually any item held in a module, including fields,
classes, methods, or parameters. Then a running program can ac-
cess the attribute via reflection, implemented with the
GetCustomAttribute method. Based on the attribute, the program
can then take some action. For example, consider a situation where
a number of different companies are working together on a large in-
ternational engineering design product. Some of the engineers may
be working in units of inches and others in centimeters, and each is
writing software based on one unit or the other. Traditionally, this
type information is conveyed by comments placed in the code or via
other external documentation, including word of mouth. However,
this places the burden on the user to carefully check for such docu-
mentation to avoid mistakes. By assigning an attribute of either
[inches] or [centimeters] to an object’s data field, the unit being used

is automatically conveyed to other programs as part of the meta-
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data. A method accessing a data field can use reflection to check the

unit attribute and convert the value in the field, if necessary.

Attributes can also pass information to the runtime software—for
example, that an object has to have its fields laid out in a specific
way (so that it can be accessed via native code, perhaps). A built-in
attribute [serializable] is passed to the runtime to indicate than an
object may be serialized and should therefore be implemented in a

particular way.

5.5.3 Microsoft Intermediate Language

The instructions contained in the intermediate language MSIL
(Lidin 2002) are similar in concept to Java bytecodes. The MSIL is
stack oriented, with all operations taking place via an operand (or
evaluation) stack. Rather than provide the same level of detail as we
did for Java bytecodes, we instead focus on the significant ways in
which the MSIL differs from Java bytecodes.

Figure 5.18 illustrates the MSIL memory architecture. For a given
method, a local data area and an argument area are defined, but
they are not defined as part of a stack frame as in Java. In an imple-
mentation they would probably be held on an implementation-
specific stack, but there are no instructions in the MSIL that assume
they are part of the same stack. That is, they are simply regions of
memory accessible when a method is executing. Rather than having
a constant pool, MSIL supports a number of metadata tables, re-
ferred to as streams, which contain information similar to that held
in the Java constant pool. Furthermore, instructions can push con-
stant values, either long (four bytes) or short (one byte), onto the op-
erand stack. The metadata tables are accessed via tokens that are
supported by the MSIL. A token contains four bytes: One byte is a
metadata table (stream) identifier, and the other three bytes point to
a particular entry in the table. One of the constant streams holds

program-referenced character strings, and there is a special MSIL
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instruction that can retrieve a string.

Metadata
Streams
Local Argument
Variables Table
GLOBAL
! STORAGE
Instruction stream
opcode|operand|operand| ¥ P /
opcode evaluation
opcode |operand| stack

ISTL LGB MSIL Memory Architecture.

The instruction set depends on the same stack-tracking feature as
Java to enable static type checking. Also, as with Java bytecodes, all
verifiable control flow instructions either have constant PC relative
offsets or are method call/returns. Both arrays and vectors are in-
trinsic data types, but there are explicit MSIL instructions only for
vectors, which are similar to the one-dimensional Java arrays. The
multidimensional MSIL arrays are accessed via standard API rou-
tines. It is also possible to create a managed pointer to a particular
array element, to avoid repeated address arithmetic and range

checking.

A small example of MSIL code, and its Java counterpart, are given in
Figure 5.19. In this example, the instructions match one to one. One
ISA difference is that MSIL has more flexibility in specifying data
widths; for example, the .i4 indicates an integer of four bytes. Other
possibilities (depending on the instruction) are i1, i2, and i8 (inte-
gers) and ul, u2, u4, and u8 (unsigned). Another evident difference

is that when performing arithmetic, the Java bytecodes explicitly
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specity the type ot operation to be performed. For example, in Java
there are separate add-integer and add-float instructions. In con-
trast, in MSIL there is a single generic add instruction, and the par-
ticular type can be inferred from the types of operands at the top of
the stack. In a sense, putting the type of operation in the opcode as
in Java is redundant, because stack tracking permits the inference
of the type of operation required. However, implementing this infer-
ence as part of an interpreter would slow down interpretation. It is
apparently the intention (although not an absolute requirement)
that MSIL will not be interpreted but will always be compiled before
being executed, e.g., by a JIT compiler. Finally, in Java, items such as
field descriptors are all in the constant pool, whereas MSIL uses
metadata tokens, and the tokens point to items in one of the several

streams contained in a program module.

1] iconst_2 0 Tdc.i4.2
1: aload 0 1: 1ldarg.0
2: getfield #2 2: ldobj <token>
5: dconst_0 5: ldec.i4.0
6: daload 6: ldelem.i4
7: aload_0 7: ldarg.0
8: getfield #2 8: Tldobj <token=
11: tdconst_1 11: ldc.i4.1
12: iaload 12: ldelem.i4
13: iadd 13: add
14: dmul 14: mul
15: dreturn 15: ret
(a) {b)

ISTUNRN BN Fxample of (a) Java Code and (b) Corresponding MSIL Code.

If they are not specifically designed to do so, conventional program-
ming languages such as C and C++ do not run as verified code in CLL
In C and C++ programs, memory can be allocated and accessed with-
out the restrictions of Java or C# programs. Blocks of memory of un-
specified type can be allocated, and pointers can be manipulated as
data; i.e., arbitrary arithmetic, logical, and shift instructions can be
performed on pointers, and they can be freely copied. To support C-
like memory operations (and control flow), MSIL contains a number
of unverifiable instructions.
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Unmanaged pointers are simply represented as 32-bit integers on
the native platform. With unverifiable code, it is possible to allocate
and access C-style blocks of memory. The local block-allocate in-
struction (localloc) creates a block of untyped memory; a copy-block
instruction (cpblk) copies a block of memory from a location indi-
cated by one unmanaged pointer to an area indicated by a second
unmanaged pointer. The initialize-block (initblk) instruction initial-
izes all the elements of a memory block to a specified value. Because
the pointers to the blocks of memory are unmanaged, they can be

used in much the same way as in C.

With regard to control flow, the managed code branch instructions
are adequate for both verifiable and unverifiable code. For proce-
dures calls, there is a call-indirect (calli) instruction that uses an un-

managed pointer for identifying the called procedure.

5.5.4 Isolation and AppDomains

A final feature of the CLI of interest is its support for isolated, inde-
pendent applications running on the same VM. This feature is prob-
ably most useful for increasing overall system efficiency when mul-
tiple application programs are running at the same time; this would
be the common mode of operation in a server, for example. As a
matter of security, these application programs should be isolated
from each other, because they typically perform functions for a
number of different users. A straightforward way of implementing
isolation is to give each program its own virtual machine, which, in
turn is supported as a user-level process by the host platform’s oper-
ating system. This method is illustrated in Figure 5.20a. It is a rather
heavy-weight resource-intensive approach, however, with lots of
unneeded replication at both the VM level and the host process

level.

A possible solution in Java is to implement isolation via the class

loader svstem. bv giving each avnvlication a different namespace
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(see Section 6.1). However, class loaders, as it turns out, do not pro-

vide absolute separation, and this has resulted in security holes
(McGraw and Felten 1999).

Application | Application | Application AppComain | AppDomain | AppDomain
VM VM VM VM{CLR}
Host Host Host Host
Process Process Process Process
Host OS Host OS5
(a) (b)

ISENLCIEWA Supporting a Number of Identical Applications. (a) By running each on its
own virtual machine; (b) by using AppDomains.

To solve the isolation problem in an efficient way, the CLI supports
AppDomains (application domains), which provide the desired light-
weight isolation. A number of independent processes can share the
same virtual machine, with complete isolation (see Figure 5.20b).
Hence, only one VM and one host platform are required, thereby
maximizing the system resources available to the programs doing
the work. Note that each of the processes may contain multiple

threads, as is always the case with CLI processes.

5.6 Summary: Virtual ISA Features

Process VMs targeted at conventional ISAs are in a sense backward
looking, in that they are attempting to provide compatibility with
platforms developed years (often decades) in the past. In contrast,
The HLL virtual ISAs (e.g., Java bytecodes and the Microsoft CIL) are
forward looking; they are developed with support for evolving and

future applications as the goal. When coupled with libraries, the VM
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platform provides flexible support for the object-oriented program-
ming paradigm, secure network computing, and component-based

program development.

To summarize this chapter, we compare the features of the virtual
ISAs with those of conventional ISAs. This summary is centered on a
number of issues identified in the preceding chapters, where
process VMs are constructed and conventional ISAs are virtualized.
This comparison provides additional insight regarding the features
of existing virtual ISAs and may provide direction for developing fu-

ture ones.

5.6.1 Metadata

A conventional ISA does not have metadata. The compiler uses in-
formation regarding declared data structures at the time it gener-
ates binary code and then throws it away; all data-structure infor-
mation becomes implicit in the binary code. In a V-ISA, data-
structure information is maintained along with the program’s bi-
nary code. Then at load time and at run time, this metadata infor-
mation enables type-safe code verification, which is a key part of en-
forcing security. And in the case of the CLI, it enables close interop-
erability of code generated from different programming languages.
The metadata information also has potential for improving emula-
tion performance by providing the underlying emulation engine
with data-related information that would be very difficult to dis-

cover from binary code alone.

5.6.2 Memory Architecture

In a conventional ISA, logical memory is a fixed size, with addresses
that are a feature of the ISA (and can be made known to a running
program). The address space may be flat and linear, or it may be
segmented; but if it is segmented, the segments are often of fixed

size. This feature can lead to a “fit” problem when emulating a guest
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ISA on a host platform that has a smaller logical memory size. There
can also be fit problems even if the memory sizes are the same be-
cause in most process VMs, the VM software must share an address

space with a guest application process.

Furthermore, in a conventional memory architecture, the ISA
makes specific addresses visible to the user program. For example,
if a sbrk() system call is performed in a UNIX system (to get more
memory), a specific user-readable address pointer is returned.
Furthermore, a user process can change the protections on the basis
of specific memory addresses, at page-size granularity, for example,
with the mmap() system call. This page-size granularity leads to
process VM implementation problems, for example, if the guest

page size is smaller than the host page size.

These problems do not occur in the common virtual ISAs because
memory architecture is more abstract and is of indefinite size. The
basic approach is to allocate memory regions (e.g., objects or stack
frames) based on a process’s logical requirements and to provide a
reference to the base of the memory region when it is allocated. The
stack and heap are of undefined size, and the actual contents of the
stack pointer or an object reference are not made available to a user
process because the V-ISA has no provisions for doing so. Memory
accesses can be made relative to the stack pointer and object refer-
ences, but the actual values they contain cannot be explicitly read or
written. This restricts the V-ISA-level process to having only a logical

view of memory, and real memory locations are irrelevant.

Although the architected memory space (for stack or heap) is of in-
definite size, the actual implementation resources must be finite.
Consequently, it is possible for a process to ask for more memory
space resources than are available. When this happens, there is an
exception that informs the user process this has occurred, and the

process can, perhaps, take corrective action. This is not a large limi-
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languages that work with stacks and heap objects have this limita-
tion anyway. What is being done here is that the idea of a memory
space of indefinite size is being moved down to the V-ISA level; e.g.,
even a V-ISA “assembly language” programmer must deal with an

indefinite memory space.

5.6.3 Memory Address Formation

In a conventional ISA, address computation is essentially unre-
stricted. That is, addresses can be generated using any of the avail-
able instructions, so arbitrary addresses to any part of memory can
be generated for use by virtually any load or store. This leads to a
number of problems with respect to process VM implementations.
One problem is that the regions of memory used by the VM software
(the runtime) are difficult to protect from the emulated guest pro-
gram (see Section 3.4.3). This becomes especially problematic if

guest registers are memory mapped.

The solution used in the common V-ISAs is to prevent arbitrary ad-
dress arithmetic for loads and stores. The first part of this solution is
to force all addressing to take place via explicit memory pointers
(references). In addition, performing arbitrary arithmetic on refer-
ences is prohibited. This is done by having a special reference type
and by restricting the operations that can be performed on a refer-
ence. Finally, if a reference is known to access only a given structure
(an object), then the declared structure and properties of the object
can be used to validate an address. Depending on the availability of
information, the check can be performed statically at compile

(translation) time or at run time.

5.6.4 Precise Exceptions

With a conventional ISA, the entire process state at the time of a

trap or interrupt must be precise, and many instructions may trap.
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Furthermore, it is often the case that global mask bits can enable or
disable traps and interrupts, and these mask bits potentially can
change over the course of a program’s execution. As we saw in
Chapters 3 and 4, the requirement for precise traps can lead to

complications and/or performance loss when a VM is implemented.

In the case of V-ISAs, there are typically fewer instructions that can
cause exceptions, and the requirement to test for exceptions is en-
coded into the program and cannot be changed via mask bits.
Hence, the decision about whether an exception must be checked
can be based on locally available information; it does not depend on
global mask bits. Furthermore, the requirements for precise excep-
tions are somewhat relaxed. For example, in Java the state of the op-
erand stack does not have to be precise (in fact the operand stack is
discarded when an exception is thrown). Furthermore, if an excep-
tion handler is not local to a method, then none of the local vari-
ables held in the frame must be precise after an exception is thrown

and the method’s frame is discarded.

5.6.5 Instruction Set Features

With regard to conventional ISA features that can facilitate (or com-
plicate) emulation, the two major ones are the register set and con-
dition codes. It is awkward to emulate a guest register set having
more registers than the host register set. To binary translate such a
guest instruction set, a register context area has to be defined in the
host memory, and register load/stores have to be performed to move
data between the host registers and the register context area.
Besides the data-movement overhead involved, protecting the regis-

ter context area becomes a problem, as noted earlier.

Of course, the smallest possible register set has no registers at all; lo-
cal values and operands can be maintained on a stack rather then
being held in registers. It is for this reason (as well as code density)

that most of the common V-ISAs are stack oriented. With respect to

392

https://learning.oreilly.com/library/view/virtual-machines/9781558609...

12/23/2024, 2:40 PM





