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Figure 8.27 Actions Taken by Hardware When a Read Time-Stamp Counter (rdtsc) 
Instruction Is Encountered. 

If the TSD bit is not set or if the privilege level is 0, the hardware 

checks the "RDTSC Exiting" bit in another field of the Processor­

based VM-Execution Control area of the VMCS. If this bit is set, a VM­

exit occurs and control returns to the VMM, which can then emulate 

the desired behavior of the instruction. 

If the "RDTSC exiting" bit is 0, the processor checks another bit, the 

"Use TSC Offsetting" bit, in the same area of the VMCS. If this bit is 0, 

the value returned is the actual value contained in the physical 

IA32_TIME_STAMP_COUNTER. When this bit is 1, it is not directly 

the physical counter value that is returned, but rather the value ob­

tained by performing a signed addition of this value with a value 
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contained in the "TSC Offset" field of the Processor-based VM­

Execution Control area of the VMCS. This mode allows the VMM to 

approximate different behaviors for a virtual machine. For exam­

ple, the VMM could use the value in the physical counter at VM­

entry and VM-exit to store a TSC offset value such that the processor 

reports to a virtual machine only the number of cycles elapsed 

while the virtual machine was active. 

This example demonstrates the flexibility provided by the control 

bits that allows virtual machines with different behavior to be in­

stantiated without incurring a software penalty. And yet, if a more 

elaborate behavior is needed, a VM-exit can be forced and the de­

sired behavior implemented in the VMM. 

8.8 Summary 

System virtual machines enjoyed a fair amount of popularity in the 

1970s and 1980s, but they appeared to go out of favor in the 1990s as 

single-user computer systems became affordable. Recently there has 

been a resurgence of interest in system virtual machines, especially 

in the Web services area, with the need for massive numbers of sim­

ple single-thread systems that seldom have to communicate with 

each other but that share storage resources. For these applications, 

virtual machines tend to utilize processor resources better than 

large clusters of uniprocessors. They also reduce administrative 

costs by making the process of starting up or shutting down a vir­

tual machine trivial, compared to what would be needed to install 

or remove a real machine. 

While the original popularity of virtual machines was due to the 

ability for multiple users to use a sophisticated system as though it 

were their own, the future pervasiveness of virtual machines is 

likely to arise from other factors. As we will see in Cha:Rter 10, there 

are emerging issues, such as security and system encapsulation, and 
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emerging models, such as the Grid, that are likely to increase the use 

of virtual machine technology. 
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Chapter Nine 

Multiprocessor Virtualization 
Many systems today, particularly servers and high-end desktop 

systems, contain multiple processors. Server systems typically 

incorporate many processors that share large amounts of memory 

and 1/0 devices. Web servers manage huge databases and need to 

service a multitude of simultaneous requests coming from large 

numbers of network ports. Computational servers used for large sci­

entific calculations have thousands of processors connected to ter­

abytes of memory and petabytes of disk capacity. Moreover, as lev­

els of integration continue to increase, multiprocessor architectures 

will soon find their way into laptops and inexpensive desktop sys­

tems. 

The increasing availability of multiprocessor systems has led to the 

examination of techniques that can help utilize them more effec­

tively. Often there is a mismatch between the ideal number of pro­

cessors an application needs and the actual number of physical pro­

cessors available. With increases in the sizes of multiprocessor sys­

tems, it is more often the case that applications cannot exploit more 

than a fraction of the processors actually available. This may be 

caused by limitations in the parallelism available in the programs or 

by limitations in the scalability of applications due to the overhead 

of communication between processors. This has led to the develop­

ment of ways in which the multiprocessor system can be partitioned 

so that multiple applications can simultaneously exploit the avail­

able resources of the system. 

9.1 Partitioning of Multiprocessor 
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In this chapter, we discuss general techniques to virtualize multi­

processor systems. As with other virtualization methods, a virtual­

ized multiprocessor gives the appearance of a system that may or 

may not reflect the exact configuration of the underlying physical 

system. The term partitioning suggests that each virtual multipro­

cessor system is given a subset of the resources available on the sys­

tem. The system virtual machine techniques described in Cha:gter 8 

essentially perform partitioning, in time, of the processor resource. 

Multiprocessor systems provide a new dimension, that of partition­

ing of processors in space. Moreover, as we will see, the two can be 

combined so that a virtual system may have even more processors 

than the physical number of processors available on the system. 

Multiprocessor systems can be configured in a variety of ways, as 

discussed in Appendix Section A.7. One way is as a cluster system, 

typically consisting of a number of single-processor (or small multi­

processor) systems communicating with each other through high­

speed network interfaces. Another way is as a large shared-memory 

processing (SMP) platform providing a large number of processors 

that communicate through shared memory. While there may be rea­

sons to virtualize any of the multiprocessor architectures on any of 

the platforms, our discussion here will be largely restricted to con­

struction of virtual clustered multiprocessor systems on a host SMP 

platform, with each node in the cluster being an SMP system. 

Typically the number of processors needed by a guest SMP system 

node is small. This is important, because many of the partitioning 

techniques we discuss assume that the number of processors 

needed in the guest is not more than the number of available pro­

cessors on the host. Partitioning therefore provides an illusion of 

several virtual shared-memory systems operating simultaneously 

on a single shared-memory host system, as shown in Figure 9.1. 

~).1 .1 Motivation 
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Beyond efficiency, there are a number of reasons for virtualizing 

multiprocessor systems. Some are extensions of the traditional rea­

sons outlined in Cha~ter 8. However, with multiprocessors becom­

ing more common, users are finding additional ways to take advan­

tage of the capabilities offered by virtualization. We outline next the 

expanded benefits typically provided by virtualizing multiprocessor 

systems. 

Workload Consolidation 

The shared-memory multiprocessing paradigm has been used for 

several years in high-end database servers. This paradigm combines 

the technological advances made in supporting cache coherence 

across a large number of processors with the ease of programming 

afforded by a single namespace. Today, large database servers al­

most exclusively use shared-memory multiprocessors. The large 

amounts of memory, the large number of disks, the requirement for 

high reliability, and the need for special environments driven pri­

marily by cooling and security make these systems very expensive. 

Yet, for every unit of computation consumed by these large database 

servers, several more are consumed in other computational layers 

commonly used in large enterprises. In a three-tier model, for exam­

ple, there are large numbers of workstations or PCs that feed re­

quests to a first level of servers, commonly referred to as application 

servers, as shown in Figure 9.2. The application servers are respon­

sible for running the business process logic but also make accesses 

to large database servers. 

Virtual Mach ine 1 

M 1/0 M 1/0 

.----- -----------------
' Virtual Machine 3 

. 
I I 

• I 

M 1/0 
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Administrative costs of computer centers are dependent, to a large 

extent, on the number of systems that need to be supported. These 

costs are lowered by reducing the different types of systems in the 

center. Organizations that already need large servers for their data­

bases find it attractive if there is a way to shift the application 

server workload to the large servers, as depicted in Figure 9.2. 

Another important scenario is the consolidation of multiple work­

station users on a large remote server. Users of these small systems 

may be reluctant to migrate to the large system unless they have as­

surances regarding the privacy of their data and their environment. 

Moreover, users differ in their preferred operating system and sys­

tem configuration. Virtualization of large servers through partition­

ing of physical resources addresses both these concerns-the isola­

tion provided through partitioning satisfies the privacy require­

ment, while the ability to form variable partitions provides greater 

freedom to the user compared to a multiprogrammed solution. 

Application 
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@-,!ii@i,i Consolidation of Database and Application Servers on a Single Platform. (a) 
'Iypical three-tier server model. (b) Consolidation of the application server with the database 
server. 

Cluster-Based Programming Model 

Large SMP servers provide high performance in many scientific and 

commercial applications, particularly database applications. On the 

other hand, there has been a recent proliferation of low-cost cluster 

platforms, including blade servers. With the rapid increase in pro­

gramming tools and applications being developed for such plat­

forms, there is increasing pressure to provide the ability to run 

cluster-based applications on high-end shared-memory systems. 

Partitioning provides the user of a large shared-memory system 

with multiple operating system images on multiple smaller virtual 

multiprocessors that can run such clustered applications. A program 

written for a cluster using the Message Passing Interface (MPI) 

(Pacheco 1996), for example, can then work unchanged on such a 

partitioned system. Moreover, the efficiency of execution may be 

improved by tuning the message-passing libraries to exploit the 

shared-memory hardware mechanisms available on such a system. 
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System Migration 

Rapid improvements in technology have led to the introduction of 

new systems with new capabilities at a breathtaking pace. To re­

main competitive, businesses are often forced to use the latest tech­

nology for their computation and server needs. Yet the process of 

migrating to a new system is arduous. New versions of a given ap­

plication must be thoroughly tested before they can replace older 

versions. Similarly, new versions of the operating system or middle­

ware can be used in a production mode only when all applications 

either have a new version that runs on the new system or when 

these applications are found to run without problems on the new 

system. The introduction of a new system is therefore a very disrup­

tive process. 

A partitioned system goes a long way toward reducing the pain of 

moving to a new system, by allowing the testing and verification of 

the various components to proceed in partitions of the system sepa­

rated from other partitions that execute production processes. The 

isolation provided by a partition ensures that any problems discov­

ered during testing do not disrupt production applications by crash­

ing the entire system. 

Reduction of System Downtime 

Just as with migration to a new system, an upgrade of an existing 

operating system often involves several installation and configura­

tion steps, which usually can be done only by bringing the system 

down, i.e., by purging the system of all jobs and users. Having a par­

titioned system allows system administrators to perform many of 

the normal downtime activities in a separate partition even when 

the rest of the system is continuing with production jobs. Thus an 

upgraded operating system can be completely checked out on a new 

partition before the rest of the system is brought down and mi-
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grated. 

Heterogeneous Systems 

It is not uncommon for enterprises wishing to change to a new oper­

ating system to be forced to continue running some of their older 

applications on the old operating system. For example, an organiza­

tion wishing to switch from, say, a proprietary Unix environment to 

a Linux environment may still need to keep its old environment to 

run some critical database applications. A platform that supports 

virtualization would allow both environments to be run on a single 

server by partitioning the server and running the two operating sys­

tems in different partitions. 

Improving System Utilization 

Most systems are designed to meet peak workloads. Yet the average 

workload on a typical system is only a fraction of the peak for which 

it is designed. The ability to partition the system and run a variable 

number of operating system images allows the system to be config­

ured to changing needs. For peak workloads that need the single 

system image of a large shared-memory system, for example, the 

system can be configured to run as a single partition. At other times, 

the system can be configured for multiple partitions and can be 

used as a cluster of smaller systems running several applications si­

multaneously, each on a separate operating system. Such a solution 

both improves the utilization of the large server and reduces the 

cost for an enterprise, especially compared to the alternative of buy­

ing and operating several servers. 

Capacity planning, the process of estimating how much compute 

power is needed by various workloads in an organization, can help 

in determining whether partitioning is viable for the organization. 

Flexibility in scheduling of operations can help in keeping the com­

pute requirements closer to the average workload rather than the 
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sum or wor.Kloaa peaKs. 

Resources such as tape drives, optical storage, and high­

performance communications adapters are needed by many appli­

cations, but typically only for short time intervals. A system might 

provide as many of these devices as required by the virtual system 

running in each partition-in fact, this may be a requirement im­

posed by the operating system running in the partitions, especially 

when security is a consideration. However, in a large majority of the 

cases, it is acceptable for the resources to be available only when 

they are needed by a system-these resources can be "loaned" to 

other partitions at other times. Common partitioning techniques al­

low for the allocation of resources in this manner. Dynamic migra­

tion of resources from one partition to another goes a long way to­

ward improving the utilization of resources in a system and hence 

toward reducing the cost of ownership of the system. 

Multiple Time-Zone Requirements 

It is customary for geographically distributed parts of the same in­

ternational company to run different operating systems for the dif­

ferent geographical regions, each with its own date-and-time setting. 

The main reason for this is the need to bring down the system for 

maintenance or upgrade in each region at a convenient local time, 

for example, at night, when there are few users loading the system. 

Server consolidation often finds all parts of the company using the 

same physical server for their computing needs. By running the 

workload for each region in a partition isolated from that of the 

other regions, each region can make decisions independent of the 

other regions about scheduling its batch workload or its downtime. 

Failure Isolation 

One of the most important reasons partitioning is becoming popular 

is its ability to isolate failures. It is not uncommon for today's sys-
·-- - ·- ,_ - __ .,. ... ,_ --- ,_, _ ·- -!•1- -- -··- _,_ ...... ----- ,...,_ - - -·- ·---1- ..... _.:_ .... __ 
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tional software malfunctions of programs, or hardware failures in 

some part of the system. Thus, a process in a multiuser system can 

terminate due to a failure, even if the failure does not occur while 

that process is running or if it occurs in a part of the hardware the 

application never uses. Operating systems are often able to isolate 

software failures within applications. However, as operating sys­

tems get larger and more complex, there are more situations where 

the operating system itself is affected by a failure and brings down 

all applications running on it. Partitioning helps isolate the effects of 

failures to the partition where the failure occurs. Thus an event that 

causes a crash in a guest operating system will bring down only that 

operating system and its applications. To restore the system, only 

the operating systems running on the affected partitions need to be 

rebooted. Other operating system images running on the machine 

continue without being affected by the failure. 

Faults may occur in either software or hardware. An example of a 

software fault is a bug in system software that produces a pointer to 

an invalid memory region. Most partitioning techniques isolate soft­

ware faults. Hardware faults, on the other hand, may or may not be 

local to a partition. If there is a hardware fault that causes an arith­

metic unit to produce wrong results, the effect of the fault will de­

pend on the nature of partitioning. In partitioning schemes where 

the same processor is time multiplexed between several partitions, 

a failure can affect more than just the partition that manifests the 

fault. On the other hand, when the system is physically partitioned, a 

processor is assigned to no more than one partition, and hence only 

that partition will be affected by the failure. Physical partitioning, 

where each partition uses hardware resources distinct from other 

partitions, is the closest one can get to isolating hardware faults. 

Of course, the reliability of the partitioned system also depends on 

the reliability of the VMM itself. The VMM typically consists of a pro­

gram, either in software or in microcode, assisted by special hard-

604



Chapter 9: Multiprocessor Virtualization | Virtual Machines https://learning.oreilly.com/library/view/virtual-machines/9781558609...

11 of 65 12/23/2024, 2:47 PM

ware. The reliability of the VMM depends on the reliability of both 

these parts, though the hardware added is typically small and does 

not affect reliability in any significant way. The software portion ei­

ther should be verifiably correct or should be kept small and simple. 

Contemporary software VMMs are generally quite small, often a 

couple of orders of magnitude less complex than large operating 

systems. 

9.1.2 Mechanisms to Support Partitioning 

As shown in Figure 9.1, partitioning needs the help of an additional 

layer between the physical host hardware and the virtual multipro­

cessors. We continue to refer to this layer as the virtual machine 

monitor (VMM). The functions to be performed by the VMM deter­

mine the complexity of this layer and how it is implemented. 

As we observed in Chanter 8, for many ISAs, there can be an appre­

ciable degradation of performance because of the need to execute a 

guest operating system in nonprivileged mode. Commercial parti­

tioning techniques on large shared-memory systems often provide 

hardware features to improve the performance of the VMM. In fact, 

VMMs may be implemented completely in hardware, in microcode 

supported by hardware, or in software supported by hardware. 

Performance is traded off for greater flexibility as more of the fea­

tures of the VMM are implemented in software. 

A key difference between techniques that take advantage of hard­

ware modifications and those that do not is the availability of a new 

privilege mode in which the VMM can operate. This avoids the need 

to run a guest operating system in user mode and hence the need to 

take special care of privileged operations executed by a guest OS. 

One disadvantage of making hardware modifications to support vir­

tualization is the inability to virtualize in a recursive manner-i.e., 

to run a software VMM on top of the hardware-aided VMM. 
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9.1.3 Types of Partitioning Techniques 

As described earlier, the spectrum of possible implementations for a 

large multiprocessing system with n processors has two extreme 

points. At one end is a simple cluster of n nodes, each consisting of a 

single processor. The natural number of system images (operating 

systems) in such a system is n, each operating system running na­

tively on a dedicated processor node. At the other extreme is an n­

way shared-memory system with n processors, all sharing the same 

main memory. Here, a single operating system runs across the en­

tire system so that any application on the system can use all the pro­

cessors while taking advantage of the large shared memory. 

Figure 9.3 depicts the various partitioning techniques that have 

been either implemented or proposed in the literature. As men­

tioned in the previous section, the implementation of the VMM plays 

an important role in partitioning, and we have divided the class of 

partitioning techniques into those that use special hardware for the 

VMM and those that do not. 

On the left-hand side of Figure 9.3 are techniques that take advan­

tage of special hardware to provide efficient virtual machines. 

These fall under two categories, physical partitioning and logical 

partitioning. In physical partitioning, each image uses resources, 

processors in particular, that are physically distinct from the re­

sources used by the other operating system images. Thus, the num­

ber of partitions that can be supported in such a system is limited to 

the number of processors, though other considerations may limit 

this to an even lower number. 

With hardware, 
suppo11 

Partitioning 
Toohniques 

Without hardware 
support 
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@!3ii4@i• Different Types of Partitioning Techniques. 

With logical partitioning, images share some of the physical re­

sources, usually in a time-multiplexed manner. Logical partitioning 

thus makes it possible to partition an n-way system into a system 

with more than n images if so desired. Logical partitioning is more 

flexible and needs additional mechanisms to provide the services 

needed to share resources in a safe and efficient way. Early logical 

partitioning techniques implemented the VMM in microcode, i.e., in 

a programming layer higher than the hardware but hidden from 

general users of the system (Borden, Hennessy.~arczyk 

1989). This layer is considered part of the hardware and is some­

times referred to as the firmware. Today, the VMM is often imple­

mented as a codesigned firmware-software layer, often referred to 

as the hypervisor. The software component of the hypervisor adds 

flexibility and provides an interface to system programs that config­

ure the system. 

The right-hand side of Figure 9.3 shows partitioning techniques that 

do not use any special hardware. We have seen in Chanter 8 that 

the VMM of a system virtual machine provides an elegant way to 

logically isolate multiple operating systems on a single system. This 

technology can be used to create multiple virtual shared-memory 

multiprocessors also. Extensions to VMM methods can achieve 

many of the major desirable features of partitioning, particularly 

some degree of physical isolation of operating systems. System VM­

based approaches may impose some more overhead, compared to 

the hardware-supported techniques listed in the left half of Figyre 

9.3. However, they are very flexible and, as the figure shows, may 
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be the only way to provide a virtual multiprocessing system whose 

ISA is different from the ISA of the native multiprocessing system. 

It may be argued that partitioning of resources is really a function 

that could be provided by an operating system alone, and indeed 

there are some operating systems that provide ways of partitioning 

hardware resources among the processes. While this may help iso­

late processes from one another, it does not provide a virtual "ma­

chine" to the user (or group of users) who may wish to run a differ­

ent operating system. 

This chapter will examine many of the partitioning techniques illus­

trated in Figure 9.3. Physical partitioning is described in Section 

9.2, while two variations of logical partitioning are described in 

Sections 9.3 and 9.3.3. Section 9.4 describes the system VM-based 

partitioning, using Stanford University's Cellular Disco system as a 

case study. Almost all the work done to date on multiprocessor vir­

tualization assumes that the ISA of each processor in the guest sys­

tem is identical to that of the host system. Section 9.5 attempts to 

list the issues involved in virtualizing systems with different guest 

ISAs and, in particular, systems with different memory model char­

acteristics in the guest. 

9.2 Physical Partitioning 

Of all forms of partitioning, the physical partitioning approach is 

perhaps the simplest to understand and the easiest to implement, 

and it imposes little overhead on an executing application. Different 

manufacturers allow their systems to be physically partitioned in 

different ways. While they often use different terminology, the fun­

damental feature of these various approaches is that they allow a 

partition to "own" its resources physically, so there is no danger that 

another partition will accidentally or maliciously compromise the 

system security or availability. 
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Unlike some of the other partitioning techniques, control of the con­

figuration of each partition is mostly in hardware. Physical parti­

tioning does not need sophisticated algorithms for scheduling and 

management of resources. There is typically a central control unit 

that receives commands from the console of the system administra­

tor and sends out special commands to the various hardware re­

sources, particularly the system boards, configuring them for use in 

a partition. This may include, for example, information about how 

the memory on a board maps to the real address space of the parti­

tion. 

Once a partition is configured, the operating system is loaded. 

Loading an operating system into a partition accomplishes the func­

tions generally associated with bootstrapping a system; other parti­

tions on the system are unaffected during this operation. Each parti­

tion can run an operating system, which may be different from the 

operating system running on the other partitions. Figyre 9.4 shows 

a 24-processor system consisting of six physical units (e.g., a board), 

with four processors on each board, some memory, and 1/0 logic 

connected to a set of disks. The six boards are divided into three 

partitions, with one board dedicated to the first partition, two to the 

second, and three to the third. The disk units are independently par­

titioned in a similar way, as shown. The entire system is controlled 

through a main console (not shown). 

As mentioned earlier, several vendors offer large shared-memory 

systems that can be physically partitioned. Sun Microsystems mar­

kets a large SMP server that can be partitioned into several domains 

(Sun 1999). However, each domain must be located in a physical 

unit that is distinct from that of another domain. A physical unit 

comprises one system board, consisting of up to four processors, 

4GB of memory, and four 1/0 buses. A partition can span multiple 

system boards; however, a system board can belong to only one par­
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of a single system board. 

Hewlett-Packard also allows physical partitioning in their large 

server systems (Hewlett-Packard 2000). These partitions are re­

ferred to as nPartitions. Like the Sun systems, each partition is con­

strained to one or more boards, which are also referred to as cells. A 

cell consists of up to four processors connected as an SMP, sharing 

up to 16GB of memory, and up to 12 PCI slots. HP imposes further re­

strictions on its partitions-each cell of a partition must be identical 

to other cells in the partition in terms of the number of processors 

and amount of memory. 

@h••ii@d• Physical Partitioning of a 24-Processor System. 

Fujitsu's PrimePower systems (Fujitsu 2003), with up to 128 proces­

sors, can also be physically partitioned. Each of the system boards 

contains up to eight processors, memory, and I/0, connected 

through a crossbar switch. Partitions can span one or more boards. 

However, PrimePower allows partitions to be smaller than one 

board. Each board of eight processors can contain up to four physi­

cal partitions. 

Here are the key advantages of physical partitioning over other 

forms of partitioning. 
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considerable importance in server systems. Physical partitioning attempts to

guarantee isolation of a partition from events in other partitions. Physically

partitioned systems ensure that in the event of a software failure in a partition,

only that part of the physical system that houses the failing partition will be

affected. The control unit is designed to be able to reset the partition and reboot

the operating system for that partition without the remaining partitions on the

system observing any effects of the failure. This isolation also extends to

hardware failures. A physical entity such as a board or a multichip module is

associated with only one partition. Hence the system can be designed so that the

failure of a processor on a board or module need not bring down any of the other

partitions on the system. This does not eliminate single points of failure,

however. (A single point of failure in a system is defined as a failure that can

bring down the entire system.) In most common systems, there are several single

points of failure. The control unit, for example, is a single point of failure. If the

control unit fails, the partitions of the system are unable to reset themselves and

respond to console commands. However, the probability of a hardware fault in a

given unit is roughly proportional to the amount of hardware in the unit; and

because the complexity of the central control unit is low and its size small, it is

less vulnerable as compared to the rest of the hardware. The crossbar switch

connecting different processors or different boards in a system is another single

point of failure, and major vendors ensure that this switch is built with

intrinsically reliable technology, with robust communication paths, and with

sufficient redundancy to ensure very high mean time between failures (MTBF).

Better security isolation: Each partition is protected from the possibility of

intentional or unintentional denial-of-service attacks by other partitions. Even

though each partition can run with its own system administrator, a system

administrator on one partition cannot take unauthorized action in some other

partition.

Better ability to meet system-level objectives: System-level objectives usually

result from contracts between system owners and users of the system. System

users pay for specific amounts of computing resources that are guaranteed by the

system. Physical partitioning creates partitions more similar to hardware systems

than other forms of partitioning. Techniques used to direct resources to

applications in stand-alone systems can be applied more readily and predictably

in physically partitioned systems as compared to logically partitioned systems.
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While physical partitioning has a number of attractive features, it is 

probably not the ideal solution if system utilization is to be opti­

mized. It is often the case that each of the physical partitions is un­

derutilized, for example, because the system-level objectives force 

the VMM to allocate resources conservatively. Dynamic workload 
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balancing is also difficult in physical partitioning because of the 

physical constraints placed by fault isolation requirements. Logical 

partitioning sacrifices such physical isolation of partitions in ex­

change for greater flexibility in allocating resources to partitions. 

9.3 Logical Partitioning 

Logical partitioning, like physical partitioning, is a way of providing 

the illusion of several shared-memory systems on a single large 

shared-memory system. Unlike physical partitioning, however, the 

partitioning is "logical," in the sense that a partition has no distinct, 

time-invariant physical boundaries. In logical partitioning the state 

of two virtual machines may be completely intertwined, not just in 

memory, but even in the processors. As we noted at the end of the 

last section, workload balancing is an important goal of logical par­

titioning, and this is often best accomplished by sharing resources, 

especially processors, among the multiple partitions in a time­

multiplexed manner. 

Logical partitioning was introduced on mainframe computers by 

Amdahl in 1984, IBM in 1988, and Hitachi in 1989. Even though the 

VM/370 concepts were well established and users had been running 

several operating systems simultaneously on a single machine, it 

was felt that an approach was needed that (a) did not require the 

guest operating system to run in user mode, (b) incurred a lower 

penalty when running an application on a virtual machine as com­

pared to the native execution, and (c) did not require a complex vir­

tual machine monitor, which, in those days, had almost the same 

complexity as an operating system. These goals were achieved in 

Amdahl's multiple domain facility (MDF) (Doran 1988), in IBM's log­

ical partitioning (LPAR) (Borden, Hennessy, and Ry:marczyk 1989) 

using the processor resource/systems manager (PR/SM) feature, and 

in Hitachi's multiple logical partition feature (MLPF). All three sys­

tPms 11sPrl lnw-lPvPl hr1rrlwr1rP rinrl mkrnf'nrlPrl firmwrirP tn rif'hiPVP 
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this objective. Firmware provides a level of flexibility that allows ex­

tensions to be added to a system even after it has been shipped. 

From the point of view of the operating system and the applications 

that run on it, a logical partition behaves in a way similar to a physi­

cal partition. In most cases, the version of the operating system de­

signed to run on the native machine can be loaded unchanged on a 

partition. The characteristics of the partition determine the charac­

teristics of the machine the operating system sees. However, unlike 

on a physical partition, the hardware resources available to a logical 

partition may be shared with other partitions. As with other system­

level virtual machines, the logical partition only has the illusion of 

owning the resources that are allocated for its use. 

9.3.1 Major Features of Logical Partitioning 

Allocations of physical resources are made in logical partitioning 

during initialization of the partition, as was the case with physical 

partitioning. The main difference is that allocations must observe 

certain physical constraints in physical partitioning but not in logi­

cal partitioning. This is illustrated in Figyre 9.5. It may be observed 

in the figure that even though the sum of the number of processors 

needed by the three partitions is 28, the partitions can be accommo­

dated in the 24-processor system because four of the processors are 

shared between partitions 1 and 2. 

~~ ~~ E]E] E]E] 
i)h,ij§@if.-1 A 24-Processor System Divided into Three Partitions. Partition 1 (shaded with 
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Allocation of processors: Either a partition may specify a total amount of

processing power it needs and leave the allocation of available processors to

workload management software, or it may specify that specific processors in the

system be dedicated for its use. A partition can specify that it needs a certain

number of processors but that it is willing to share these processors with other

partitions. For example, if a total of four processing units is needed by the

partition, the partition can specify either that it needs four processors dedicated

to itself or that it needs eight processors but only half the available compute

power in each of the processors.

Allocation of memory: The total shared-memory is allocated to partitions in

chunks of large granularity, e.g., 1MB. Smaller chunks increase the bookkeeping

to be performed by the firmware monitor, while larger chunks restrict the

flexibility of partitioning. The conversion of real addresses in the address space

of a partition to a physical address in the larger memory is done in hardware.

Allocation of I/O resources: A partition gets its own I/O subsystem. An I/O

device that has multiple ports may be shared among various partitions that are

each allocated a subset of the ports. In the simpler partitioning schemes, ports are

allocated when the partition is initialized.

Communication between partitions: In order to allow easy migration of cluster

systems to partitioned systems, the modes of communication commonly

implemented on clusters are also supported between partitions. Typically such

communication uses either shared storage devices or network commands. A

partition looks like a separate machine to the rest of the world, including to other

partitions.
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gray) needs ten processors, with six of them dedicated; partition 3 (shaded dark gray) needs 
ten dedicated processors. 

Some of the major features of logical partitioning using firmware 

follow. 

In the next section we provide a more detailed description of the 

IBM LPAR system, which implements logical partitioning on main­

frame computer systems. 

9.3.2 Case Study: The IBM System/390 Logical 
Partitioning Feature 

IBM mainframes provide a processor resource/systems manager 
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tem images using logical partitioning (Borden, Hennessy, and 

RY-ffiarczy:k 1989). The PR/SM consists of special hardware and mi­

crocode that can be invoked and controlled directly by the system 

administrator through the machine console. The machine mode that 

permits exploitation of the PR/SM feature is termed LPAR (logical 

partitioning). In this mode, the system can have several partitions­

up to six on the ES/3090S systems, where it was first introduced. 

Each logical partition is essentially a collection of hardware re­

sources, including processors, memory, and I/O, that are needed to 

support an operating system. Each logical partition can support an 

operating system different from those on other partitions. Besides 

an operating system, a partition can also run the VMM of a conven­

tional system virtual machine. Partitions are logically independent 

of other partitions-they communicate with each other in ways sim­

ilar to nodes within a cluster. These methods of communication in­

clude shared storage devices, channel-to-channel communication, 

and network commands. 

Some of the hardware resources of the machine are divided be­

tween the logical partitions. Each partition sees a portion of the 

physical memory on the system. The I/O elements, such as the chan­

nel paths, subchannels, and logical control units, are also divided 

among the partitions. On the other hand, any processor in the sys­

tem can be either dedicated to a partition or shared among multiple 

partitions. Each partition can use one or more logical (or virtual) 

processors. Overcommitment of resources is permitted-the total 

number of processors used by all the partitions together can exceed 

the actually available number of physical processors. 

Application Two Shared Partitions 
Dedicated Partition 

Operating System 
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(a) (b) 

@-,iik@d4 The LPAR Mechanism. (a) A snapshot in time of the various active layers on 
the system. The base hardware has additional instructions and microcode as compared to a 
standard processor. This hardware enables switching between different partitions. (b) A sys­
tem view of LPAR. The physical processors may each be either dedicated to a single partition 
or shared among multiple partitions of potentially different sizes. Allocation of logical proces­
sors of a partition to physical processors is done dynamically using dispatchers and job 
schedulers in the LPAR software. 

Contiguous regions of physical main memory are allocated to each 

partition at 1MB granularity. All references to real memory in a par­

tition are remapped to the appropriate region of physical memory. A 

check is made to ensure that references are within the range speci­

fied for the partition. 

Each partition is given its own logical 1/0 subsystem. A given device 

is associated with multiple channel paths to allow the device to be 

shared among different applications. These channel paths are di­

vided among the various partitions and hence provide the desired 

isolation. 

The number of processors used by a single partition cannot exceed 

the number of physical processors available on the system. The user 

of a partition can determine whether a partition should be dedi­

cated or shared. A dedicated partition has exclusive use of the physi­

cal processors allocated to it and is probably the most appropriate 

choice for a partition that has a steady demand for the computing 

resources it uses. Most workloads tend to have demand variations 

from a peak at certain times to light use at others; in these cases it 

may be more cost effective to use a shared partition and allow the 

sharing of processors with other partitions on the system, as illus­

trated in Figure 9.6. Each processor allocated to a shared partition 

is associated with a user-defined weight that is an indicator of the 

partition's priority for use of that processor in relation to other par­

titions that also use the processor. 

P~rtitinn~ nn thP TRM Sv~tpm/~QO ~rP rlPfinPrl hv thP 11~Pr whn ~nPri-
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 The name of the partition

 The I/O configuration

 The memory configuration

 The processor configuration
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Each machine has an operator console used to perform a range of 

functions, at three different levels of the system hierarchy: to man­

age either the physical configuration of the entire system, the con­

figuration of the LPAR environment, including the resources within 

each partition, and the configuration of the operating system run­

ning within a partition. 

The LPAR functions are largely controlled through the system con­

sole. The resources are not dedicated to a partition until the parti­

tion is activated and it has been determined that the partition has 

all the resources it needs for its execution. When all the resources it 

needs become available, a ready partition is activated. For example, 

a shared partition is activated only when the number of processors 

it needs is no more than the total number of physical processors mi­

nus the number of dedicated processors allocated to active parti­

tions. Activation is the logical equivalent of the power-on reset per­

formed to boot up a system. The system then goes through the se­

quence of loading the desired operating system on the partition. 

While most of the resources allocated to a partition remain with the 

partition, there are occasions when it is necessary to move re­

sources between partitions. For example, there may be an 1/0 de­

vice, such as a special recording unit, that is expensive. Only one 

such device may be supported on the system, but the unit may 

never be used for long periods of time. In this case, the system ad­

ministrator can remove the device from one partition and allocate it 

to another partition that requests it. Reconfiguration of channel 

paths from one partition to another on the System/390 is also done 

through the system console. 
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The weight assigned to the partition: The priority of a waiting partition is

determined by the weight of a partition relative to the weights of the other

waiting partitions.

The activity within a partition: When a logical processor in a partition enters a

wait state (i.e., the state in which it is waiting for some external event, such as I/

O, to occur, as opposed to waiting to be scheduled), it is usually more productive

to unload the partition and load another partition to execute on the processor.

High-priority I/O interrupt: When an I/O interrupt is received for a logical

processor that is waiting for the interrupt, the logical processor replaces the

logical processor of another partition that is currently executing, provided the

priority of the waiting partition is higher than the priority of the current partition.

Interval timeout: The dispatcher allows any partition to execute for a

predetermined maximum time. If the logical processor is still active at the end of

this dispatcher timer interval, it is swapped out of the system. This is a useful

mechanism to prevent either runaway partitions or malicious partitions that could

otherwise monopolize the system and prevent forward progress for the other

partitions on the system.

OS-initiated swap: It could happen that the logical processor of a partition

chosen via the foregoing criteria is in an unproductive mode, e.g., an idle loop.

There is a mechanism provided on the System/390 that allows an operating

system or a VMM running on a partition to inform the dispatcher that it is in an

unproductive mode and so may be swapped out.
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When a processor is shared between partitions, it is desirable to al­

locate the processor resource in a fair manner, consistent with the 

weight of each of the partitions. Scheduling logical processors to run 

on physical processors is done by a software program called the 

LPAR workload manager, which runs in a partition of its own. It 

makes scheduling decisions based on the expected response to 1/0 

operations and on the relative utilization of the available proces­

sors. The LPAR dispatcher maintains the state of each of the active 

partitions and loads the hardware registers with the appropriate 

contents when it schedules one of the active partitions to run on the 

processor. Here are some of the considerations for dispatching a 

waiting partition. 

IBM's LPAR provides fault containment as expected from a logical 
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failure of only the partition that caused the error. Other partitions 

cannot be affected by such a fault. Whenever possible, the effect of 

hardware faults is also limited to the partition that was executing 

when the fault occurred. A detected fault causes an exception that is 

transmitted to the partition that was executing. The operating sys­

tem in this partition then attempts to recover from the fault exactly 

the way it would have attempted on a native machine. The effect of 

a hardware fault is localized to a single partition, especially in the 

case of dedicated partitions. However, unlike physical partitioning, 

there still are several cases where the failure of a shared component 

could bring down several partitions or even the whole system. 

Today, there are few systems, other than IBM's mainframes, that of­

fer logical partitioning through microcode. With the advent of RISC 

instruction sets and the resulting move away from firmware imple­

mentations, it is more common to find systems that implement the 

microcode functions in a software layer similar to codesigned vir­

tual machines. This software layer, called the hypervisor, is the sub­

ject of the next section. 

9.3.3 Logical Partitioning with Hypervisors 

Logical partitioning has been introduced on several systems that do 

not have microcoded processor implementations. Examples include 

the current IBM's iSeries servers based on the AS/400 (Boutcher 

2001), HP-Compaq's Superdome servers (HP 2002), and IBM's 

pSeries AIX servers. The complex microcoded instructions that sup­

port logical partitioning on the IBM System/390 are replaced by pro­

grams that use the basic ISA of the host platform and run in a spe­

cial mode that is more privileged than all other software on the sys­

tem. Thus the definition of a new mode of operation is what distin­

guishes this class of partitioning. This new mode is used by the hard­

ware vendors to provide partitioning capability. If the mode is not 

exposed in the ISA, then the software that runs in this mode can be 
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viewed essentially as an extension of the hardware itself, very much 

like the VMM software in a codesigned virtual machine. The com­

mon name given to this piece of software is the hypervisor. 

In order to limit the vulnerability of the system to software failures, 

an important characteristic of any hypervisor is its small size. Like 

operating systems in nonpartitioned systems, hypervisors have ulti­

mate control of all resources on a machine. Unlike operating sys­

tems though, hypervisors tend to be unobtrusive-their main func­

tion is to configure the system and then get out of the way, allowing 

the hardware that has been allocated to the partition to work di­

rectly with the operating system in the partition. 

9.3.4 Comparison with System Virtual 
Machines 

Hypervisors and conventional system VMMs are similar, in that 

both run in the highest-privilege mode. However, the principal dif­

ference between the two is that hypervisors need hardware support 

and work in a special mode, while system virtual machines may be 

implemented on standard unmodified hardware. The guest operat­

ing system in a logically partitioned system works in the privileged 

mode, just as it would on native hardware, whereas in a conven­

tional system VM, the guest operating system works in user mode. 

Applications running on partitioned systems tend to work more or 

less at native speed, especially with dedicated partitions, which 

have exclusive use of the processors allocated to them. 

Today's system VMs on the IBM zSeries (System/370 descendents) 

can support very large numbers of virtual machines, often several 

times the number of processors on the system. In comparison, be­

cause of the high-performance requirements and the fault-tolerance 

requirements of the markets to which they are targeted, partitioned 

systems restrict the number of partitions on a system to much 
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supports no more than 64 partitions. 

Whether logical partitioning is better than a conventional software­

based VM is likely to be debated for a long time. There is a certain 

elegance to the software VM approach that aims to provide a virtual 

system on unmodified hardware, i.e., on any implementation of the 

original, untouched architecture. Also, adding special hardware fea­

tures to allow the coexistence of multiple operating systems on the 

machine virtually eliminates the possibility of running the virtual 

machine monitor on a copy of itself. However, at least within IBM, 

the software only nature of the VM approach had already been com­

promised soon after its introduction by the incorporation of special 

performance-enhancing hardware assists for VM. In fact, when IBM 

designed the PR/SM hardware/microcode feature, it not only in­

cluded in the design special mechanisms to support logical parti­

tioning, but also leveraged these mechanisms to further improve 

performance for conventional system VMs. 

9.3.5 Hardware Support for Logical Partitions 

Even if most of the monitor functions can be incorporated into the 

hypervisor software, there are hardware implementation changes 

that need to be made to support logical partitioning. 

Hypervisor state registers: The hypervisor state may have its own 

set of registers that are not accessible to software in any other 

mode. For example, as we will see shortly, there are special registers 

that isolate the real memory of one partition from the real memory 

of other partitions and also from the real memory used by the hy­

pervisor itself. 

Replicated registers: Some of the common architected registers may 

be replicated, depending on how often the hypervisor is invoked. 

Amdahl's MDF (Doran 1988), for example, replicated the general-
_,, ___ ,.. _ __ ,.,..;,...+--n n._,.J nll -+1,...,-,.. __ ,.,..;,...+--n --.:r---+ +h- +'1-n+.:-rl' __ .;.......,+ 
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registers, which were not used in the hypervisor mode. Registers 

that are replicated need not be saved on a mode switch and do not 

occupy space in memory-this was an important consideration 

when real memory was much smaller than it is today. Another rea­

son for the replication was the extra level of protection provided by 

physical separation of the registers, especially against bugs in hyper­

visor software. 

Hypervisor memory: The hypervisor needs to access memory, espe­

cially to save information about the various partitions as well as to 

save the relevant state of each partition on a mode switch. Thus, the 

physical memory of a system, which in nonpartitioned systems is 

owned by the operating system, must be under the control of the hy­

pervisor in a logically partitioned system. 

One way to do this is to partition the physical memory into disjoint 

regions. One of these regions is allocated to the hypervisor itself, 

while each of the other regions is allocated to each of the logical par­

titions currently active on the system, as shown in Figure 9. 7. 

Corresponding to each partition is a partition memory base register 

(PMBR) and a partition memory limit register (PMLR), which deter­

mine the bounds of the physical memory accessible only to the par­

tition. 

If the hypervisor is allocated an appropriately sized contiguous 

chunk of the low address space of physical memory, it is possible to 

bypass translation for memory accesses in the hypervisor mode­

the effective address computed in an instruction becomes identical 

to the physical address. Addresses in a partition, however, must be 

relocated. 

The virtual address generated by a partition is converted to a real 

address via normal address translation mechanisms (see Section 

A.3.4). This real address must then be added to the value contained 
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cal location of the address. In order to prevent a partition from ac­

cessing the physical memory assigned to another partition, the phys­

ical address generated must also be checked against the PMLR. An 

attempt to access a location beyond that indicated in the PMLR cor­

responds to an attempt by the partition to access a real-memory lo­

cation beyond the size of the real memory expected by the operating 

system in the partition and should generate a real-memory violation 

exception. 

The conversion of a partition real address to a physical address 

could be done in hardware by adding one more stage to the address 

translation process. However, this penalty can be avoided in a pro­

cessor with a hardware TLB by simply replacing the real-memory 

address field in the TLB entry with the physical address. This, of 

course, assumes that the size of real memory allocated to a partition 

is an integral number of pages and that it is smaller than the size of 

the actual physical memory available. In fact the sum of the sizes of 

real memory of all partitions on the system must be smaller than 

the size of physical memory, leaving some of the physical address 

space to the hypervisor. This suggests the reason that typical logi­

cally partitioned systems allow only a few logical partitions. 

Real Memory of 
Partition 2 

Real Memory of 
Pal'litlon 1 

Roal Memory of 
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Hyperv1sor 

Physmal Memory 
on System 

@-,iii@fl Mapping of Real Memory of Partitions to Physically Available Memory. When 
contiguous chunks of physical memory are allocated to each partition, the mapping table is 
simple and needs just two pointers as shown. 

Any TLB miss handling depends on whether the system implements 

a hardware- or software-managed TLB. In a hardware-managed 

TLB, the miss is handled by the hardware walking the architected 

page tables to find the page mapping. When the real address corre­

sponding to a virtual address is found by the hardware, one of the 

TLB entries is replaced and overwritten as usual with the virtual 

and real addresses of the new entry. But in addition, the PMBR of 

the partition is used to establish the physical address of the page in 

the TLB entry. 

Efficient and secure mapping to physical addresses requires that the 

page table, which contains information about physical addresses, be 

invisible to the operating system in each partition. Thus modifica­

tions to the page table must be done in hypervisor mode. For effi­

cient servicing of page faults, each entry in the TLB is tagged with 

the identity of the partition to which that entry belongs. As shown in 

Figure 9.8. the page table pointer is under the control of the hyper­

visor and must be reloaded with the appropriate pointer whenever 

one partition is swapped for another. 

Partition Virtual Physical 
ID Address Address 

Hardwa,e TLB 

Current Page Table Pointer 
I , t-----: :_· __ :-. 1 

,,, ...... ;J 

... , _,. ,; 

,>:: -----.i ,- ------,, 
Partition 1 
Partition 2 

• ,// Partition n 

/ Pointer Table 
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Physical Memory 
on System 

i)h,ij#@d:■ Adaptation of a Hardware TLB for Logical Partitioning. The pointer table is 
typically small and can be maintained in hardware. The current page table pointer is loaded 
with the entry in the pointer table corresponding to the currently active partition. 

In the case where the processor implements a software-managed 

TLB, each partition expects to see a TLB, and hence the TLB for each 

partition must be virtualized. If the overhead is acceptable, the vir­

tual TLB can be swapped in and out of the physical TLB as active 

partitions change. Otherwise, the physical TLB can act as a cache for 

all the virtual TLBs for a processor, with the hypervisor intercepting 

all actions of a partition that access the TLB and making the appro­

priate replacement decisions. 

Interrupt Handling 

There are three kinds of interrupts meant for the hypervisor. These 

are generated as a result of actions initiated by the hypervisor itself. 

One kind is an interrupt from an 1/0 device responding to a query 

about its operational status. The second kind involves interrupts 

from the system management console through which a system ad­

ministrator instructs the hypervisor, for example, about the require­

ments of a new partition. The third kind involves interrupts from a 

partition requesting some service from the hypervisor. 

In the case of a machine check interrupt, for example, due to an un­

correctable hardware fault, the hypervisor first attempts to deter­

mine whether the machine check affects the hypervisor and its ta­

bles. If so, there is not much that the hypervisor can do. It may be 
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able to examine the contents of the tables to determine the parti­

tions affected and reboot these partitions. On the other hand, if the 

hypervisor itself has not been affected due to the machine check, 

the hypervisor emulates a machine check for the partition that was 

running at the time of the interrupt and jumps to a special routine 

registered by the guest operating system. 

This is a general technique that can be used for hardware interrupts 

meant for a guest operating system. As in the case of the VMM of a 

system virtual machine, the hypervisor is the first point at which in­

terrupts are handled. The hypervisor determines whether the inter­

rupt is meant for it or for one of the partitions on the system. If the 

interrupt is for a partition that is not the one currently executing, it 

may be queued for a later time, e.g., immediately after the partition 

is reactivated. In special cases, that partition can be reactivated im­

mediately to enable it to handle the interrupt. After an interrupt is 

handled, control can remain with the partition that handled the in­

terrupt or it can be transferred back to the partition that was exe­

cuting at the time of the interrupt. 

The case of software interrupts (or traps) is considerably easier. The 

trap can be handled by the guest operating system in privileged 

mode without the hypervisor's entering the picture. 

9.3.6 Hypervisor Services interface 

We have assumed thus far that an operating system that works on a 

native system should work unchanged in a partitioned system. 

Hardware support for the hypervisor can go a long way in improv­

ing the performance of such a system. But it should be clear that the 

performance can be made even better if a guest operating system is 

made aware of the fact that it is operating in a hypervisor environ­

ment. It may be recalled that, in discussing VM assists in Chavter 8, 

we also noted that the performance of a virtual machine system can 
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the guest operating system. 

The communication between the hypervisor and the guest OS is car­

ried out using calls from the OS to the hypervisor. Thus, beyond the 

ISA of the virtual machine is another interface, called the hypervisor 

services interface. A typical call to this interface involves a request 

for management of a resource that would normally have been un­

der the control of the OS but that would be managed better if han­

dled by the VMM. An example is the hardware page table manage­

ment on the IBM PowerPC (Engebretson. Corrigan, and Bergner 

2001). 

The PowerPC has an architected page table with an inverted page 

table structure. When a TLB miss occurs, the hardware accesses the 

inverted page table, also referred to as the hardware page table 

(HPT) of the processor. When running in the native mode, if no en­

try is found in the HPT, a page fault interrupt is delivered to the op­

erating system, which determines an appropriate page for replace­

ment and then creates a new entry in the HPT. The situation is 

slightly different in the partitioned case. The guest operating system 

now has its real addresses mapped to physical addresses, and hence 

the mapping in the HPT indicates the virtual-to-physical mapping of 

the pages in memory. For security reasons, this map must not be ac­

cessible to the guest operating system. Instead, it is the hypervisor 

that has sole control of this table. On a page fault, the guest OS does 

not directly modify the HPT. Rather, it invokes the hypervisor, using 

calls from the hypervisor systems interface to establish an entry in 

the table. 

Figure 9.9 shows some of the calls in the hypervisor interface re­

lated to page table management in the IBM PowerPC. 

Call Action 

find_va1id() Find any valid entry foir a 
,rdv,c,n \ tlrti u:11 !l:l!Mr.::.cc, 
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1. A partition may complete its task, and a new partition may be ready for

installation on the system.

2. A partition may find its own needs changing and therefore desire to change its

configuration, for example, the number of processors, the amount of memory, or

the devices that are attached.
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I nv a 1 i da t e,() lnvalidat,e a specified entry 

add_va 1 i da t e() Add a new v.aJid entry 
' 

modi fy_pp() Modify protection sta1tus for 
a specifl:ed entry 

@-,iii@il Some Calls in the Hypervisor Interface to Support Page Table Management 
on the IBM PowerPC iSeries. 

It is certainly possible to allow the hypervisor to take over the entire 

page table management, rather than just provide the services to aid 

the operating system in this function. However, there are advan­

tages if the hypervisor implements just mechanisms rather than 

both mechanisms and policies. Policies are often best implemented 

by the operating system, which has a better view of the require­

ments of the partition and its applications. Further, restricting the 

hypervisor to the mechanisms makes it compact and less error 

prone. 

As we had indicated in the case of system VMs, the disadvantage of 

the hypervisor services interface philosophy is that the operating 

system is no longer portable. Calls made to the hypervisor may need 

to be changed when the operating system is ported to another plat­

form. This could be a problem, even with a new implementation of 

the hypervisor on the same platform-new versions should be de­

signed with backward compatibility of operating systems in mind. 

9.3. 7 Dynamic Partitioning 

In order to provide versatile operation, partitioning techniques 

must allow for the possibility of changes in the configuration of a 

running system. Two types of changes can occur. 
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The first type of change is already accommodated on most logical 

partitioning systems. In order to shut down a partition, the hypervi­

sor must first recover all the resources owned by the partition that 

is shutting down. For security purposes, it may need to erase (or oth­

erwise make unreadable) information that may be contained in the 

memory and on the disks being vacated by the partition. It may also 

need to perform other tests to ensure that the operation of all freed 

hardware will be identical to that needed by a system that is being 

booted up. The freed resources will be placed in a pool of resources 

from which a new partition gets its allocation. 

When the request comes to configure a new partition, the hypervi­

sor examines the resource requirements of the partition and deter­

mines whether they can be completely satisfied from the pool of 

available resources. If the request cannot be satisfied, for example, 

because of insufficient processors or memory, the hypervisor re­

turns a failed-request message, also possibly indicating the reasons 

for the failure. If the request can be satisfied, the desired resources 

are removed from the free pool and a new partition is created. At 

this point the partition can be loaded with the desired guest operat­

ing system. 

Nate that this technique can be used to migrate a partition from its 

current form to a new form. The need for such a migration may 

come in two ways. First, an unrecoverable hardware failure may 

have occurred in one of its components. In this case, the hypervisor 

can attempt to configure an identical partition using resources from 

the free pool and then migrate the state of the partition to the new 

partition before shutting down the old partition. 

The need to migrate partitions can also come from unexpected 

hardware demands of some partition. If, for example, the paging re­

quirements of a partition have grown to a point where its perfor­

mance is severely degraded, it may be possible to create a new parti­

tion with an identical configuration, except with a larger memory, 
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and migrate the state of the old partition to the new. Of course, such 

a migration is useful only if the operating system on the partition 

can also accommodate changes to its memory size in a dynamic 

manner. 

In Section 9.3.2 we saw how reconfiguration of 1/0 resources of a 

partition could be accomplished in a dynamic manner on the IBM 

System/390 LPAR. A similar technique can be used to increase the al­

location of processor resources of a partition. However, reallocation 

of memory poses a problem. The problem is similar to that faced 

during dynamic memory allocation-the requirement that the real 

memory of a partition be mapped as a contiguous physical chunk 

must be relaxed. Thus, support must be provided in the hypervisor 

to stitch together several pieces of physical memory to create the il­

lusion of a contiguous real memory. 

The way segmentation and paging helps with the problem of dy­

namic memory allocation on a processor is discussed in Appendix 

Section A.3.4. Similar schemes can be adopted for memory alloca­

tion in partitions. In order to take advantage of paging hardware al­

ready available in most systems, allocation of memory between par­

titions should be made at page granularity. This is feasible, except 

the failure of a memory module can affect a large number of parti­

tions. Moreover, the number of physical pages on typical systems 

will be so large that the hypervisor may need a lot of space simply 

for bookkeeping. Whenever a partition is shut down, for example, 

the hypervisor would need to go through a large number of entries 

to ensure that every page belonging to the partition is invalidated 

and then freed. This problem can be alleviated by choosing a granu­

larity of allocation that is much larger than a page though still con­

siderably smaller than the size of typical main memory allocations, 

for example, 256MB. 
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Figure 9.10 Illustration of the Dynamic Allocation of Real Address Space for Partitions 
Using Chunks. 

The hardware implication of allowing dynamic expansion, and per­

haps even dynamic contraction, of the memory space of a partition 

is that it is no longer sufficient to have a single PMBR-PMLR pair as­

sociated with each partition. Instead, the hypervisor must keep a 

map between different regions of the real memory and the physical 

memory for each partition. For example, by allocating 16 pointers 

for each partition, memory sizes of up to 4GB can be supported, as­

suming 256MB chunks, as shown in Figure 9.10. 

9.3.8 Dynamic LPAR 

IBM's PowerPC pSeries servers (Jann, Browning, and Burugula 

2003) introduced the capability of dynamically migrating resources 

from one partition to another without requiring a reboot of the af­

fected partitions. This is referred to as dynamic logical partitioning, 

or DLPAR. Resources moved by DLPAR have the same set of capabili­

ties they would have had if they were assigned to the partitions at 
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1. A request is made to the guest AIX operating system on a partition, asking it to

release a resource and, if necessary, to put it in a quiescent state.

2. The AIX operating system stops the resource and releases it to the hypervisor,

which places it in its free pool of resources.

3. A request is made to the hypervisor, again through the system console, to

allocate the resource to another specific partition that needs it.

4. When successful, a request is made to the guest AIX operating system on this

partition asking it to acquire the resource and configure it for its use.

 The hypervisor can monitor power usage in various parts of the system and feed

this information back to the partitions. Operating systems running on the

partitions can react to high usage of power and take corrective measures by

dropping requirements for the particular resource showing high power usage.

 The hypervisor can provide similar functions in the event of hardware problems.

If an error is detected during computation and if repeated attempts do not lead to

the elimination of the error, the hypervisor can take measures to move all

partitions using the faulty processor to a spare processor and isolate the failing

processor and even to replace it with a good processor without halting the rest of

the system.
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steps. 

The AIX operating system kernel was modified to run entirely in the 

virtual mode in order to accomplish DLPAR. In fact, the granularity 

of memory allocation in IBM's system is a page. Removal of proces­

sors had already been implemented in AIX to support graceful 

degradation in the event of processor failures. Addition of proces­

sors was a feature added to AIX to support DLPAR. 

9.3.9 Expanding the Role of the Hypervisor 

The hypervisor is essentially an extension of the hardware platform 

provided to the system. The services provided by the hypervisor can 

therefore include functions that control hardware features of the 

system. 

The traditional tasks of the hypervisor are passive in nature-the 

hypervisor gets commands from the system administrator and ei­

ther satisfies the request or informs the administrator it is unable to 
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 Environmental factors, such as the power usage, temperature, or reliability of the

hardware

 Business factors, such as the security of the system and the fulfillment of various

system-level objectives contracted with users of the system

 Operational factors, such as efficiency of utilization of hardware

 Cost factors, such as the revenue generated by the system as a whole
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satisfy the request. This is largely due to the evolution of the hyper­

visor as an extension of the hardware and hence a desire to make 

the hypervisor compact, verifiable, and error free. It is conceivable 

that in the future, the hypervisor will take on the role of a powerful 

software layer in the hierarchy of layers that make up a system. 

When this happens, the hypervisor will implement not only the 

mechanisms but also policies to configure and manage the re­

sources in the system. The hypervisor could then make decisions on 

its own, based on several different factors, concerning the following. 

Figure 9.11 illustrates a time sequence where processors and other 

resources migrate in a dynamically partitioned system to achieve 

system load balancing. 

Indeed, as the complexity of large computing systems increases, it 

will be increasingly difficult for system administrators, let alone 

users, to manage resources of the system efficiently and securely. 

Increasingly, therefore, systems will provide more automation in 

the areas of resource allocation and reconfiguration. Systems will 

monitor their own behavior, learn, and adapt to changing situations 

without intervention from the operator. It is possible that the hyper­

visor could end up playing a central role in this "autonomic" system 

of the future (IBM 2001). 

9.4 Case Study: Cellular Disco 
System Virtual Machine-Based 
Partitioning 
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Systems such as IBM's 370/VM and VMware's GSX and ESX servers 

are, in a sense, techniques to partition the system and provide mul­

tiple operating system images on a single hardware platform. We 

discussed such systems extensively in Chavter 8. From the point of 

view of isolating one operating system from another, these systems 

are similar to logical partitioning-software failures can mostly be 

confined to a guest single operating system image; they do not bring 

down other guest operating system images. However the VMM in 

these systems is a larger body of software, and the chances of an er­

ror in the VMM are higher than the chances of an error in the hy­

pervisor of a logically partitioned system. In order for a system VM 

to provide cluster virtualization capability, it is desirable for it also 

to emulate the physical fault containment aspects of a cluster or of 

physical partitioning. This imposes special requirements on the 

VMM. In particular, each group of physical nodes that emulates a 

multiprocessing node in the virtual cluster should run its own VMM 

so that a hardware failure in a node will not cause another virtual 

node in the cluster to fail. 
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Figure 9.11 Illustration of the Effects of Dynamic Partitioning. The figure shows the use 
of resources by three partitions at two different points in time. In (a) the usage of resources, 
for example, just after the system is initialized, it displays some degree of physical locality. 
However, as time progresses (b) and as the processes get migrated to achieve better load bal­
ancing, the physical range of the partitions running these processes start merging with each 
other. 

We illustrate the principles underlying the support of fault­

containment features in a traditional system VM by describing the 

Cellular Disco system (Govil et al. 1999) developed at Stanford 

University, which was derived from an earlier traditional system 

VM called Disco (Bugnion et al. 1997). 

9.4.1 Cellular Disco System Overview 

As we saw in Cha:gter 8, a sufficient condition for efficient virtual­

ization is the ability to intercept all the privileged operations per­

formed by the virtual machine. Cellular Disco, which is designed to 

run on a MIPS multiprocessor system, achieves this by taking ad­

vantage of the fact that the MIPS system provides three levels of 

privilege-a user mode, a semiprivileged supervisor mode, and a 

privileged mode-and that most operating systems that run on MIPS 

systems use only two of these modes, the user and privileged modes. 

Cellular Disco forces the virtual systems to run in the user and su­

pervisor modes and restricts the use of the privileged mode to the 

virtual machine monitor. Whenever an operating system on a vir­

tual machine executes a privileged instruction, it traps as shown in 

Figure 9.12, because execution of such an instruction is not permit­

ted in the supervisor mode. The trap is handled by the VMM, which 

then interprets the instruction. The MIPS architecture further forces 

all supervisor and user-mode memory accesses to go through dy­

namic address translation. All references to real memory made by 

an operating system therefore can be mapped to a region of physical 

memory distinct from the regions addressed by operating systems 

on other virtual machines. 
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Figure 9.12 Modes in Which Various Parts of the Cellular Disco System Operate. (a) 
Native system; (b) Cellular Disco. 

The virtual machine monitor also intercepts I/0 requests from a 

guest operating system executing on a virtual machine. After check­

ing for the validity of the request, the VMM either forwards the re­

quest to a real I/0 device or handles the request itself. An example 

of the situation where it handles the request itself is virtual paging. 

In typical virtual machine implementations there are two levels of 

paging, one by the guest operating system and another by the VMM. 

It is possible for the operating system to request that a page be writ­

ten out to its paging disk when the VMM itself has written this page 

out to its own paging disk. In a simple VMM implementation, such a 

request would be satisfied by first bringing back the page from the 

paging disk of the VMM and then writing the page out to the paging 

device of the guest operating system. Cellular Disco makes this 

process more efficient by trapping every read and write to the guest 

operating system's paging disk. It keeps internal data structures that 

map the status of all pages. Thus when the request to write out a 

page to the kernel's paging disk is observed, Cellular Disco notices 

that the page has already been paged out to its own paging disk and 

simply annotates the internal mapping to indicate the actual loca­

tion of the page. When the guest operating system subsequently 

wishes to read from its paging disk, the mapping is consulted to de­

termine the true location from where its contents are to be read. 

9.4.2 Memory Mapping 
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The mapping of real memory in a virtual machine to physical mem­

ory is performed in Cellular Disco with the help of two maps. The 

pmap data structure is indexed by the real address and returns the 

corresponding physical address in the system. The memmap data 

structure maps a physical address back to the real address.1 

Unlike the physical partitioning schemes and some of the logical 

partitioning schemes where the physical memory is strictly parceled 

out to the different virtual machines on the system and where every 

real memory location on a virtual machine is associated with a 

physical memory location, Cellular Disco operates like a traditional 

system virtual machine and virtualizes the real memory also. This 

allows the overcommitment of real memory-the sum of the real 

memory assumed by all active virtual machines on the system can 

be more than the available physical memory on the system. Each 

virtual machine is allocated a resident set size that is dynamically 

trimmed as the system begins to run low on physical memory. The 

VMM incorporates a page-replacement policy of its own that takes 

advantage of information about the usage of pages. If a page con­

tains unneeded data, annotations in the internal data structure al­

low the VMM to detect this and avoid the overhead of writing the 

page out to disk. This would be useful, for example, when the page 

that needs to be swapped out is an unallocated page on a virtual ma­

chine. 

Virtual Machine D 
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Figure 9.13 Memory Sharing in Cellular Disco. 
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Cellular Disco provides functions to an application beyond those 

normally available to the application through the operating system 

interface. An example is the ability to split large applications into 

multiple processes working in separate virtual machines that none­

theless share global regions of memory. System calls are provided to 

allow processes within an application to register such shared re­

gions. The process of registration can bypass the guest operating sys­

tem because all system calls have to be intercepted by the VMM. 

Figure 9.13 shows two virtual machines sharing code pages as well 

as a buffer cache while still keeping their application data regions 

separate. No additional overhead is incurred in writing to a shared 

location because the underlying platform is a shared-memory multi­

processor, and cache coherence guarantees that other processors 

will see the write in the shared region in a timely manner. 

This system is a convenient and efficient alternative to the conver­

sion of a large shared-memory application to a cluster application 

that communicates using messaging and network protocols. The 

only overhead for the application is the need to relink the applica­

tion with a different shared-memory library. Cellular Disco handles 

the paging of the shared regions to its paging disk, attaching infor­

mation about all virtual machines sharing the page along with the 

contents of any page being written out to disk. For efficiency, it 

places this information in a sector contiguous to the paged-out data, 

thus avoiding the penalty of an additional seek of a disk sector. 

9.4.3 Fault Containment 

One important aspect that differentiates Cellular Disco from con­

ventional system virtual machines is its support for hardware fault 

containment. Hardware fault containment is an important charac­

teristic of clustered systems-the effects of a hardware fault in one 

part of the system are usually contained within the node of the clus­

ter containing the fault. Operating svstems and applications running 
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on other nodes usually can continue to operate unaffected. 

Unfortunately there are a few critical faults that could potentially 

bring down the entire system. For example the VMM itself, which 

manages all the resources of the system, is vulnerable to failure of 

the hardware components it uses. It is important therefore to keep 

such critical parts to a minimum in order to increase the mean time 

between failures (MTBF) of the system as a whole. 

Cellular Disco treats the hardware as a set of cells, with each cell 

running its own VMM and managing the physical memory it con­

tains, as shown in Figure 9.14. A failure in a hardware component 

within a cell does not affect virtual machines on the system that do 

not use that cell. Cellular Disco increases the MTBF of the system by 

keeping the monitor code compact (less than SOK lines of code) and 

by restricting access of the VMM in one cell to only those physical 

memory locations belonging to that cell. Communication with other 

cells is achieved through the use of a carefully designed and fast re­

mote procedure call, which serves as an efficient and trusted inter­

processor communication primitive. 

One way for such a system to manage fault containment is to limit 

each virtual machine to operate on a fixed set of cells. The main 

problem with this is that it can lead to underutilization of the sys­

tem because of the inability of the VMM to move the workload to­

ward idle processors in other cells. Thus, there is a tension between 

the requirements of load balancing and hardware fault contain­

ment. Cellular Disco attempts to get around this problem by associ­

ating each processor with a fixed list of virtual CPUs (VCPUs) and by 

allowing migration, over time, of a virtual CPU from one processor 

to another, even across cell boundaries. The establishment of a 

VCPU list for each processor simplifies the scheduling of processors 

and eliminates a source of contention and lock complexity in con­

ventional systems. The ability to migrate VCPUs, although at coarser 

time intervals than conventional systems, permits better load bal-
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ancing on the system. For tault containment, rather than torce the 

boundaries of a virtual machine to the minimum number of cells 

that could ideally contain it, Cellular Disco allows local deviations 

from such a strict policy. 

Vlnual Mach ne Virtual Machine Virtual Machine 

Cellular; D ISCO 

Node Node Node Node Node Node Node Node 

Fault location Cell Boundaries 

Figure 9.14 Fault Containment in Cellular Disco. The impact of a hardware fault is con­
tained in the virtual machines operating on the cells where the fault occurs. Shading indicates 
affected area due to a fa ult in the indicated node. 

Consider a virtual machine that needs all the CPUs contained in two 

cells and that has been running well for some time but suddenly 

finds itself slowing down because of overload on one if its assigned 

processors, say, due to too many active VCPUs. Cellular Disco will 

discover such a situation and attempt first to move the particular 

VCPU of the virtual machine to another, less loaded processor 

within the same cell. This satisfies the fault-containment require­

ments of the system. If a lightly loaded processor is not available 

within the cell but is available in some other cell, Cellular Disco al­

lows the migration of the VCPU to another cell. Thus the virtual ma­

chine, which needed the resources of only two cells, becomes vul­

nerable to faults in three cells rather than the minimum two. Some 

degree of protection to faults is traded off for better performance on 

the system as a whole. More components of the virtual machine can 

migrate to the new cell if the new cell is comparatively lightly 

loaded. Eventually, if all the VCPUs migrate from one cell to the new 

cell, Cellular Disco provides a mechanism to eliminate completely 

all data and control information residing in the old cell, thus reduc-
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The list of cells that each virtual machine has designated for this purpose.

Users of a virtual machine can determine the extent to which they wish to protect

themselves from faults in the system. The smaller the set the virtual machine

designates, the lower is its vulnerability to faults but the higher is the probability

of performance loss due to paging.

Cells that have already been actively supplying memory pages to virtual

machines in this cell. These cells are kept in a vulnerability list. By ensuring a

minimum availability of free pages from cells in the vulnerability list, the policy

biases borrowing to favor those cells that have already been supplying pages, and

hence prevents an increase in the vulnerability to faults.

The availability of pages in the remote cells. Cells are candidates for borrowing

if they have a certain minimum amount of memory available. When the available

memory drops below this amount, the cell may refuse a request to borrow pages
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9.4.4 Memory Borrowing 

A second situation where Cellular Disco allows flexibility from a 

rigid fault-containment policy is in the use of memory. The virtual 

machine monitor running on each cell manages the memory at­

tached to that cell. This helps in fault containment but can lead to 

imbalance in the use of memory resources. Thus a cell that is a part 

of a memory-intensive virtual machine may run out of physical 

memory and may page in and out of disk frequently, even though 

other cells in the system may have plenty of free physical memory 

available. Cellular Disco permits relaxation from the rigid fault­

containment policy by allowing a cell to temporarily borrow mem­

ory from other cells. 

Memory borrowing in Cellular Disco is accomplished as follows. 

Each cell maintains a list of free pages. Initially this list contains 

only pages that physically belong to the cell. As the pages get used 

up and the cell begins to run low on physical memory, it considers 

borrowing memory pages from other cells. The potential candidates 

from which a cell borrows memory are determined by the follow­

ing. 
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of its memory.

The overall memory requirements of the requesting virtual machine. In order

to keep virtual machines that do not need much memory from having to span

multiple cells, Cellular Disco biases its allocation of available local memory in a

cell to such virtual machines. Thus a request for memory when the available

local memory has fallen below a threshold may actually end up being satisfied

locally.

1. The hardware determines the extent of the fault and attempts to recover from it.

2. Through an interrupt the hardware informs all processors in the system of the

recovery. This interrupt is handled by Cellular Disco, which then initiates its

recovery process.

3. Cells communicate with each other to agree on a set of hardware nodes that are

still functioning. The ability to share memory between cells is exploited to

expedite this process. The set of nodes determined to be “live” is used to restore

the communication mechanism to a state where it is “unjammed” of all messages

to and from nodes that are outside the live set.

4. Each VMM on a functioning cell determines all the virtual machines affected by
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A flowchart indicating the actions taken on a page fault in a cell is 

shown in Figure 9.15. It is interesting to note that Cellular Disco re­

sorts to paging only when memory borrowing fails. More than one 

page is borrowed at a time in order to reduce the number of such 

requests. Once a page is borrowed from another cell, the monitor 

puts it in its free list, tagged with the identity of the cell that it be­

longs to. There is no penalty to accessing this memory for routine 

reads and writes-the only effect of borrowing is the increased vul­

nerability to faults in the virtual machine that uses a borrowed 

page. 

9.4.5 Recovering from a Fault 

The flexibility provided to virtual machines for going beyond hard 

cell boundaries both for CPUs and memory makes the job of recov­

ering from hardware faults more complex. Cellular Disco must en­

sure that all affected cells and virtual machines are taken care of in 

the event of a fault. The steps taken by Cellular Disco on a fault can 

be summarized as follows. 
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