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operations 

edi-Pointer to data held in the ES segment; destination pointer for 

string operations 

esp-Stack pointer in the SS segment 

ebp-Pointer to data held in the stack 

The special-purpose registers consist of five control registers, CR0-

4, that contain a number of status and enable bits. For example, 

when a page fault occurs, CR2 is specified to hold the address caus­

ing the fault, while CR3 points to the page table. There are three 

other special-purpose registers, the £FLAGS, EIP, and IDTR registers. 

The £FLAGS register contains a number of status flags, including 

condition codes used by conditional branch instructions. The EIP is 

the program counter (referred to as the instruction pointer in Intel 

terminology). The IDTR, or the interrupt descriptor table register, 

points to a table in memory that holds interrupt vectors. 

Memory Architecture 

The IA-32 memory architecture (Figure A.25) is based on segments, 

somewhat similar to the PowerPC, but it is often used in a special 

configuration that presents a flat, linear model to software. The 

IA-32 ISA supports up to 64K segments, each of which can be up to 

4GB. The segments map into a single, contiguous 32-bit linear ad­

dress space (4GB), though at any given time only six of the segments 

can be addressed via six segment registers. 

Like the Power PC, a logical load or store address specifies one of the 

segment registers and an offset of up to 32 bits. Some instruction en­

codings can only specify one of the first four segments. The logical 

address points to a location in the linear 4GB address space. When 

the offset value is computed, typically by adding the contents of a 
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general-purpose register to a displacement value, the segment regis­

ter is not changed. This is in contrast to PowerPC, where the seg­

ment pointer is in the upper bits of the effective address and can be 

affected by address arithmetic. 

When used in its most general form, a segmented memory model 

can be constructed as shown in Figure A.25a. However, by setting all 

the segment registers to point to the base of the 32-bit linear address 

space, a simpler linear memory model can be constructed, as in 

Figure A.25b. It is this model that is used by most UNIX systems. 
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Figure A.25 Virtual memory Models Supported by IA-32. (a) Segmented memory model; 
(b) fl.at memory model. The IA-32 also supports a real address model which is not shown. 

The linear address space is divided into 4KB pages, irrespective of 

the segments. The flat linear address space is then mapped onto a 

real memory that may have up to 4GB. As with the PowerPC, the 

Intel IA-32 has an architected page table, and hence the format of 

entries in the page table is defined in the ISA. The page table is simi-
l::ir tn thP nnP chntArn in J:'icrnrP A 10 hnt it rnnt::iinc turn lPtrPk r::ithi>r 
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than one. The 20-bit page number field of a virtual address is di­

vided into an upper 10-bit directory pointer and a lower 10-bit page 

pointer. The directory pointer points to an entry in a 1K page direc­

tory. Each directory pointer points to a separate 1K entry page table, 

which is accessed using the lower 10-bit page pointer. The page di­

rectory is located at an address specified in CR3, which acts as the 

page directory base pointer. 

I I 
I 

___ .., --- -- ... .... ... 
I 

I I ModR/M 
i 

SIS Pisplaoement Immediate Prefix8\'.l Opcode ' Opcode ' ' I 
I & a &a.a ,a• ••• • 

Oto4 optional optional optional 0, 1,2,4 bytes O, 1,2,4 bytes 

FigureA.26 General Format for IA-32 Instructions. 

Instruction Set Summary 

The IA-32 ISA has variable-length instructions, from one to fifteen 

bytes, although most of the commonly used instructions are rela­

tively short. Instruction operands, including instructions that per­

form common arithmetic, logical, or shift operations, may come 

from either registers or memory. This is in contrast to RISC instruc­

tion sets, where the only instructions that take operands from mem­

ory are the load and store instructions. 

Figure A.26 illustrates the general form of an IA-32 instruction. It 

consists of from zero to four prefix bytes. The prefix bytes indicate 

various special cases, for example, if there is repetition for string in­

structions and/or if there are overrides for addressing segments, ad­

dress sizes, and operand sizes. Following the prefix byte(s) (if any) is 

an opcode byte, which may be followed by a second opcode byte, de­

pending on the value of the first. Next comes an optional 

addressing-form specifier, ModR/M. It is present only for certain op­

codes and generally indicates an addressing mode and register. The 

SIB byte is present only for certain ModR/M encodings and indicates 

a base register, an index register, and a scale factor for the indexing. 

The variable-length displacement field is present only when certain 
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addressing modes are specified. The last field is a variable-length 

immediate operand, present only if required by the opcode. When 

needed, a segment register can be specified with some of the opcode 

bits or by the ModR/M byte. 

The IA-32 ISA divides the user instruction set into three major cate­

gories: integer instructions, floating-point instructions, and MMX 

(multimedia instructions). In this brief overview and in examples 

used in this book, we restrict ourselves primarily to the integer in­

structions. Within the category of integer instructions are jumps 

(both conditional and unconditional), load/store instructions, and a 

wide variety of ALU instructions. However, as we noted earlier, the 

ALU instructions can specify one or more memory operands, so, in 

effect, many of them also perform load/store operations. 

Jump instructions include all control transfer instructions, regard­

less of whether they are conditional or unconditional. The condi­

tional jumps test condition code bits that are held in the EFLAGS 

register. These bits are set as a side effect of many instructions. 

jmp reg 

jz target 

jmp target 

Jump indirect to the memory location held in reg. 

Jump conditiona11y to target if the zero-condition code bit in the 
EFLAGS register is set to l . 

Jump unconditionally to target. 

Procedure calls and returns are performed using instructions that 

push and pop the return address to/from the stack, pointed to by 

esp. 

call 

ret 

target Push the program coun ter of the next instruction onto the stack 
and jump to the target address. 

Pop the return address from the stack and jump. 

Load and store operations, when not combined with arithmetic or 

logical operations, are performed by move instructions. 
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mov 

rnov 

regl, disp(reg2) 

disp( regl ), reg2 

Load register regl with the contents of memory addressed by 
(reg2) + <lisp.The disp field is treated as a signed quantity. 

Store register reg2 into memory addressed by (regl ) + disp. 
The disp field is treated as a signed quantity. 

Most of the ALU operations can take operands from a combination 

of registers and memory locations. Some representative examples 

follow. 

add.I reg l , disp( reg2) Add the contents of regl and th memory operand at address 
reg2 + disp. The result is placed in regl. Condition codes in the 
EFUGS register are set according to the res ult. 

sub regl , immed. Subtract the contents of the immediate value immed from regl and 
place the result in regl. Condition codes in the EFLAGS register 
are set according to the result . 

xorl regl, reg2 Exclusive-OR the contents of regl and reg2 and place the resu]t 
in regl. Condi tion codes in the EFLAGS register are set according 
to the result. 

1.. Complex-instruction-set computer. 

2... Reduced-instruction-set computer. 

3... This distinction between branch and jump instructions is not universal. Some 

ISAs use only one of the two terms, and others interchange their meanings. 

Previous chapter 

< Chapter 10: Emerging Applications 

Next chapter 

References > 
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Object-oriented high-level language virtual machines, –

networking, , –

performance, , 

robustness, – , –

security and protection, , –

Objects, Java, 

Omniware VM, 

On-stack replacement (OSR), –

Open Grid Services Architecture (OGSA), 

Operand storage, 

Operating system

call emulation, , –

dependencies, 

interface, , , –

managed state mapping, 

organization, –

Operating system emulation different operating systems, –

runtime-implemented, –

same, –

Operation-level interface, –

Optimization, 

See also Binary optimization, dynamic; Emulation

binary, 

control transfer, –

Organization-level virtual machines. See Grids

Overhead, profiling, –

Package, 

Page fault

active detection, –

compatibility, –

lazy detection, –

nonpaged mode, 

pseudo, –

Page tables, – , –

architected, virtualization 399–

translation lookaside buffer and, –

Paravirtualization, 

Partial procedure inlining, 

Partitioning. See Multiprocessor systems
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partitioning

Partition memory base register (PMBR), , 

Partition memory limit register (PMLR), 

Pascal, 

Pascal P-code

instruction set, 

mark pointer, 

mark stack, 

memory architecture, –

summary, –

Patching, , – , , –

Patch table, 

Path profile, 

Performance

code cache management, –

high-level language virtual machines and, –

instruction emulation and, 

object-oriented high-level language virtual machines and, , 

system virtual machines and, –

Perl, 

Physical partitioning, –

Platform(s)

Java, , –

use of term, 

Policy engine, 

Polling modules, 

Polymorphic inline caching (PIC), 

Pop stack into flags register (POPF), – , , 

Porting, –

Power consumption. See Grids

PowerPC ISA, –

arithmetic, 

condition codes, 

description of, –

Precise exceptions, 

Precise state reconstruction, –

Precise traps, , –

Predecoding threaded interpretation, –

incremental, –

Preemptive flush, –
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Preferred-machine assist, 

Primordial class loader, 

Privileged instructions, –

decoding, 

Privilege levels, –

Probes, profiling, 

Procedure inlining, – , –

Processors

management, –

microarchitectures, –

system calls, 

virtualization, – , –

Process virtual machines, –

code cache management, –

compatibility, –

components of, 

emulators and dynamic binary translators, –

exception emulation, –

FX!32 example, –

high-level language, –

implementation, –

implementation leaks, –

instruction emulation, –

memory architecture emulation, –

multiprogramming, 

operating system emulation, –

operations and control transfers, –

role of, 

runtime software, 

same-ISA binary optimizers, 

state mapping, , –

system environment, –

Profile database, – , 

Profiling, – , 

basic block/node, 

binary optimization and, – , –

collecting, –

counter decaying, 

edge, 

interpretation and, –
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jump instructions, 

logs, 

overhead, –

path, 

role of, –

translated code, –

types of, –

Program shepherding, , 

Prolog side table, 

Protection system references, 

Pseudo page-fault handling, –

Pseudo self-modifying code, –

rdtsc() (read time-stamp counter), –

Real address space, 

Real map table, 

Recursive virtualization, –

Reference type, Java, 

Reflection, , –

Register(s)

architecture, – , – , –

assign, –

map (RMAP), 

replicated, –

update instructions, , –

Register state

binary translation, –

compatibility, –

hypervisor, 

Register state mapping, , – , – , 

codesigned virtual machines and, –

consistent, , –

Remote Spooling Communications System (RSCS), 

Repair code, 

Replacement algorithm, 

Resource control, system virtual machines and, – , 

Resource management, ISA, –

Return address stack (RAS), dual-address, –

Return instructions, 

Reverse translation side table, – , 

ReVirt, –
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RIO system, –

See also DynamoRIO system

RISC ISAs, , , , – , 

Robustness, – , –

Root set, garbage collection, –

Runtime, 

-implemented operating system functions, –

memory, protecting, –

in process virtual machines, 

Runtime monitor, protecting, 

Same-ISA dynamic binary optimization, , , –

Same-ISA emulation, –

Sampling-based profiling, –

Sandbox. See Security and protection

Scalar replacement, 

Scheduling algorithm, –

Security, 

binary rewriting, –

intrusion-detection systems, – , –

logging, – , –

monitoring and recovering from attacks, –

role of virtual machines, –

Security and protection, , – , –

basic, –

enforcement, –

enhanced model, –

intraprocess, –

Segment sharing, 

Self-modifying code, , – , – , –

Self-referencing code, , – , – , –

Sensitive instructions, – , 

Serializability and reflection, –

SETI@home project, 

setrlimit(), 

Shade System simulation, , – , , 

Shadow page tables, 

bypass assist, 

Shadow stack, 

Shared-memory processing (SMP), , , , –

Side tables, 
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epilog, –

prolog, 

reverse translation, – , 

Signals, –

Signature detection, –

Signing, 

SIGSEGV, , 

Simulation, Shade System, , – , , 

Slots, Java stack, 

Software indirect jump prediction, –

Software pipelining, 

Software translation tables, –

Source program counter/code 37, , 

locating, –

tracking, –

SPARC ISA, , 

Spatial locality, 

Specialization, –

Spool files, 

Stack(s)

architected, 

implementation, 

inspection, –

replacement, –

structure, Java, – , 

tracking, Java, –

Staged emulation, – , –

Stanford Collective, –

Start Interpretive Execution (SIE), –

Start point, trace, 

Start threshold value, 

Start-up time, 

State management, –

State mapping

codesigned virtual machines and register, –

compatibility issues, –

direct, –

memory address, , –

process virtual machine, , –

register, , – , – , , –
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Static basic block, –

Static predecoding, –

Static translation, –

Steady state performance, 

Stopping condition, superblock, 

Storage, Java data, –

Streams, MSIL, 

Strength reduction, , 

Sun Microsystems

HotSpot, 

Java VM architecture, 

physical partitioning, 

Wabi system, , 

Superblocks, , 

continuation set, –

dynamic formation, –

inter-, optimizations, –

most-frequently-used method, , , 

most-recently-used method, , –

starting points, –

stopping points, –

versus traces, –

Super_Class, Java, 

System call interface, , , 

System clock register, –

System virtual machines, – , –

applications, –

codesigned, hardware optimization, –

development of, – , 

IBM System/370, –

implementation of, 

input/output virtualization, – , –

Intel VT-x (Vanderpool), –

logical partitioning and, –

memory virtualization, – , 

native and hosted virtual machines, –

performance enhancement, –

processor virtualization, – , –

recursive virtualization, –

resource control, –
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state management, –

VMware Virtual Platform, –

whole (emulation), –

Tail duplication, 

Target program counter 37, , 

Technology-independent machine interface, 

Temporal locality, 

Terra system, 

This_Class, Java, 

Threaded interpretation, , –  for CISC ISA, –

direct, – , , –

indirect, , 

predecoding, –

Threads, Java, –

Timer, virtual interval, –

Time sharing, 

Tokens, MSIL, –

Traces, –

superblocks versus, –

Translated code, profiling, –

Translation blocks, optimizing improving locality, –

superblocks, –

traces, –

tree groups, –

Translation lookaside buffer (TLB), – , , – , , –

architected, virtualization 402–

hit, –

miss, 

page tables and, –

partitioning, –

role of, –

Translation tables, software, –

direct, –

pointers, 

Transmeta Crusoe, , , , , , –

Transparency, complete, 

Traps

compatibility, –
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handling, –

Index | Virtual Machines https://learning.oreilly.com/library/view/virtual-machines/9781558609...

24 of 26 12/23/2024, 2:54 PM

375 377 
426 435 

167 

29 32 38 
37 38 80 81 82 

80 81 
34 37 
265 267 

418 419 
369 
271 272 --

199 201 

173 178 
171173 

178 180 

575 576 
466 469 

573 575 

100 101 --

569 

165 166 

404 

97 100 ---

44 46 --

167 171 

22 24 331 338 353 354 357 
88 

182 183 --

120 121 --

577 580 --

849



precise, , –

process virtual machine, 

registers, 

use of term, 

Tree groups, –

Trigger, 

UNIX, –  (See also Linux)

User ISA, , –

User-managed state mapping, 

VAX ISA, 

Very long instruction word (VLIW) processors, , , 

VirtualCenter, VMotion, –

Virtual disks, 

Virtual-equals-real virtual machine, –

Virtual-ISA, 

summary of features, –

Virtualization, – , 

See also Multiprocessor systems partitioning

architected page table, –

devices, –

input/output, – , –

memory, – , 

network, –

para-, 

processor, – , –

recursive, –

translation lookaside buffer (TLB), –

with different guest and host, –

Virtual Machine Communications Facility (VMCF), 

Virtual machine monitor (VMM), , –

See also System virtual machines

allocator, 

assists, –

components of, –

dispatcher, 

interpreter routines, –

partitioning and, 

properties of, 

Virtual machines (VMs)

See also under type of
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