Doc Code: PA.
Document Description: Power of Attorney

PTO/AIA/82A (07-13)

Approved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is

directed, the Power of Attorney will not be recognized in the application.

Application Number

Filing Date April 13, 2022

First Named Inventor Michael S. Gordon

Title CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

Art Unit

Examiner Name

Attorney Docket Number |S974-012344

SIGNATURE of Applicant or Patent Practitioner

Signature /Ian D MacKmnon/

Date (Optional)

April 13, 2022

Name lan D. MacKinnon

Registration
Number

34,660

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

more than one applicant, use multiple forms.

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If

/ *Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.

IPR2025-00943
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Doc Code: PA..

T PTO/AIA/82B (07-13)
Document Description: Power of Attorney Approved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required fo respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above:

o 00164 }

|:_| I hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attomey(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR

[:I The address associated with Customer Number:
OR

|:| Firm or
Individual Name
Address

City | State | [zp ]
Country

Telephone I Email |

| am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

Slingshot IOT LLC

[:] Inventor or Joint Inventor (title not required below)

D Legal Representative of a Deceased or Legally Incapacitated Irventor (titie not required below)
Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

|:I Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the
application or is concurrently being filed with this document) (provide signer’s title if applicant is a juristic entity)
SIGNATURE of Applicant for Patent
The undersigned (whose fitle is supptied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).
Signature W2 ok, 7 | Date (Optional) | 2/22/2c20

Name "] Yo}k Egglestgnylv

Title \Managing Principal

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is govemed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

IPR2025-00943
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Doc Code: TRACK1.REQ

Document Description: TrackOne Request
PTO/AIA/424 (04-14)

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION
UNDER 37 CFR 1.102(e) (Page 1 of 1)

:;i;i}nT:rTed Michael S Gordon Er?gverrs:visional Application Number (if
e or CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17(i)(1) and the prioritized examination fee set forth in
37 CFR 1.17(c) have been filed with the request. The publication fee requirement is met
because that fee, set forth in 37 CFR 1.18(d), is currently $0. The basic filing fee, search fee,
and examination fee are filed with the request or have been already been paid. | understand
that any required excess claims fees or application size fee must be paid for the application.

2. | understand that the application may not contain, or be amended to contain, more than four
independent claims, more than thirty total claims, or any multiple dependent claims, and that
any request for an extension of time will cause an outstanding Track | request to be dismissed.

3. The applicable box is checked below:

I. [v] Original Application (Track One) - Prioritized Examination under § 1.102(e)(1)

i. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the utility application via EFS-Web.
—--OR---
(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the plant application in paper.

ii. An executed inventor's oath or declaration under 37 CFR 1.63 or 37 CFR 1.64 for each
inventor, or the application data sheet meeting the conditions specified in 37 CFR 1.53(f)(3)(i) is
filed with the application.

Il. [ ] Request for Continued Examination - Prioritized Examination under § 1.102(e)(2)

i. A request for continued examination has been filed with, or prior to, this form.

ii. Ifthe application is a utility application, this certification and request is being filed via EFS-Web.

iii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a), oris
a national stage entry under 35 U.S.C. 371.

iv. This certification and request is being filed prior to the mailing of a first Office action responsive
to the request for continued examination.

v. No prior request for continued examination has been granted prioritized examination status
under 37 CFR 1.102(e)(2).

signature’ 12N D. MacKinnon/ o April 13, 2022
pameeq 12N D. MacKinnon Feraron umeer 34,660

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d} for signature requirements and certifications.
Submit multiple forms if more than one signature is required.*

forms are submitted.

*Total of 1

IPR2025-00943
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

IPR2025-00943
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Doc code: IDS PTO/SB/08a (02-18)

Lo . . . Approved for use through 11/30/2020. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

Application Number

Filing Date
INFORMATION DISCLOSURE First Named Inventor |\llichael 8. Gordon
STATEMENT BY APPLICANT ———

( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number $974-012344

U.S.PATENTS Remove

Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
- Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code? of cited Document -
Figures Appear

1 p665395 A 1987-05-12 VAN

2 po089ss A 1990-03-20 YAMAMURA, et al.

3 5975791 A 1999-11-02 JMCCULLOCH

4 F064970 A P00C-05-16 MCMILLAN, et al.

5 201318 B1 p001-03-13 GUILLORY

6 F326903 B1 P001-12-04 (GROSS, et al.

7 F393362 B1 P002-05-21 BURNS

8 F502035 B2 P002-12-31 | EVINE
EFS Web 2.1.18 IPR2025-00943

Tesla EX1002 Page 5



INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor | Michael S. Gordon

Art Unit

Examiner Name

Attorney Docket Number $974-012344

9 p587043 B1 P003-07-01 KRAMER

10 622082 B1 P003-09-16 SCHMIDT, et al.
11 b 704621 B1 P004-03-09 STEIN, et al.

12 731202 B1 P004-05-04 KLAUS

13 5810312 B2 P004-10-26 JAMMU, et al.
14 J/113867 B1 P006-09-26 STEIN

15 /124088 B2 P006-10-17 BAUER, et al.
16 [/ 151996 B2 P006-12-19 STEIN

17 /580782 B2 P009-08-25 BREED, et al.
18 [r768544 B2 P010-08-03 BLESENER, et al.
19 y8rr269 B2 P011-01-25 BAUER, et al.

EFS Web 2.1.18

IPR2025-00943
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Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor | Michael S. Gordon

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Art Unit

Examiner Name

Attorney Docket Number $§974-012344

20 7894951 B2 P011-02-22 NORRIS, et al.
21 oro173 B2 P011-07-12 BREED
22 B031062 B2 P011-10-04 SMITH
23 B045455 B1 P011-10-25 JRGRONOW, et al.
24 B078349 B1 P011-12-13 PRADA, et al.
25 BOS0598 B2 P012-01-03 BAUER, et al.
26 5139109 B2 P012-03-20 SCHMIEDEL, et al.
27 8140358 B1 P012-03-20 |ING, et al.
28 B146703 B2 P012-04-03 BAUMANN, et al.
29 B152325 B2 P012-04-10 MCDERMOTT
30 8180322 B2 P012-05-15 NAKAE, et al.
EFS Web 2.1.18 IPR2025'00943

Tesla EX1002 Page 7




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor | Michael S. Gordon

Art Unit

Examiner Name

Attorney Docket Number

$5974-012344

31 8346480 B2 P013-01-01 TREPAGNIER, et al.
32 B352112 B2 P013-01-08 MUDALIGE

33 8442854 B2 P013-05-14 | AWTON, et al.

34 B466807 B2 P013-06-18 JMUDALIGE

35 B489434 B1 P013-07-16 OTIS, et al.

36 B509982 B2 P013-08-13 MONTEMERLDO, et al.
37 B583365 B2 P013-11-12 UANG, et al.

38 B660734 B2 P014-02-25 FHU, etal.

39 B676466 B2 P014-03-18 MUDALIGE

40 B678701 B1 P014-03-25 IPLDASEM

41 B786461 B1 P014-07-22 DAUDELIN

EFS Web 2.1.18

IPR2025-00943
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor

Michael S. Gordon

Art Unit

Examiner Name

Attorney Docket Number $974-012344

42 B793046 B2 P014-07-29 | OMBROZ0, et al.
43 B810392 B1 P014-08-19 TELLER, et al.

44 B816857 B2 P014-08-26 NORDIN, et al.

45 B825258 B2 P014-09-02 CULLINANE, et al.
46 B849494 B1 P014-09-30 HERBACH, et al.
47 B874305 B2 P014-10-28 PDOLGOV, et al.

48 B880270 B1 P014-11-04 FERGUSON, et al.
49 BO03591 B1 P014-12-02 FERGUSON, et al.
50 BO23890 B1 P014-12-30 MWHITE, et al.

51 B924150 B2 P014-12-30 TSIMHONI, et al.
52 BO48955 B2 P015-02-03 FHU, etal

EFS Web 2.1.18

IPR2025-00943
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Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor | Michael S. Gordon

STATEMENT BY APPLICANT

L Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number $974-012344

53 BO49016 B1 P015-02-03 FERGUSON, et al.
54 BO54217 B1 P015-02-10 MONTEMERLO, et al.
55 BO54252 B1 P015-02-10 URMSON, et al.
56 BO54261 B2 P015-02-10 PDAS, et al.
57 BO58943 B2 P015-02-17 BERTOSA, et al.
58 BO65621 B1 P015-02-24 URMSON, et al.
59 BO70362 B2 P015-03-03 MORLEY, et al.
60 BO83705 B2 P015-03-17 FHU, etal.
61 BO96224 B1 P015-03-31 HERBACH, et al.
62 D014905 B1 P015-04-21 KRETZSCHMAR, et al.
63 P020697 B2 P015-04-28 RICCI, et al.
EFS Web 2.1.18 IPR2025-00943

Tesla EX1002 Page 10




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor | Michael S. Gordon

Art Unit

Examiner Name

Attorney Docket Number $974-012344

64 0024787 B2 P015-05-05 JALSHINNAWI, et al.
65 0082239 B2 P015-07-14 RICCI

66 P0B0260 B2 P015-07-28 CLARKE, et al.

67 0120484 B1 P015-09-01 FERGUSON, et al.
68 0123049 B2 P015-09-01 HYDE, et al.

69 0145116 B2 P015-09-29 CLARKE, et al.

70 0150220 B2 P015-10-06 CLARKE, et al.

71 0156473 B2 P015-10-13 CLARKE, et al.

72 0170327 B2 P015-10-27 CHOE, et al.

73 0189897 B1 P015-11-17 STENNETH

74 0194168 B1 P015-11-24 | U, etal

EFS Web 2.1.18

IPR2025-00943
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor

Michael S. Gordon

Art Unit

Examiner Name

Attorney Docket Number

$974-012344

75 0195895 B1 P015-11-24 KAPACH, et al.
76 0205835 B2 P015-12-08 STEIN, et al.
77 0207323 B2 P015-12-08 FHU, et al.

78 0216745 B2 P015-12-22 BEARDSLEY, et al.
79 0218698 B2 P015-12-22 RICCI

80 0233688 B2 P016-01-12 CLARKE, et al.
81 0248832 B2 P016-02-02 HUBERMAN
82 0272709 B2 P016-03-01 BEN SHALOM
83 0286520 B1 P016-03-15 | O, etal

84 P297641 B2 P016-03-29 STEIN

85 P305411 B2 P016-04-05 RICCI

EFS Web 2.1.18

IPR2025-00943

Tesla EX1002 Page 12




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor | Michael S. Gordon

Art Unit

Examiner Name

Attorney Docket Number $974-012344

86 0317033 B2 P016-04-19 IBANEZ-GUZMAN, et al.
87 0342074 B2 P016-05-17 PDOLGOV, et al.

88 0365214 B2 P016-06-14 BEN SHALOM, et al.
89 0381915 B1 P016-07-05 CROMBEZ, et al.

90 0390451 B1 P016-07-12 SLUSAR

o1 0303998 B2 P016-07-19 CLARKE, et al.

92 0309472 B2 P016-07-26 MINOIU-ENACHE
93 DA15777 B2 P016-08-16 CLARKE, et al.

94 0443163 B2 P016-09-13 SPRINGER

95 0446765 B2 P016-09-20 BEN SHALOM, et al.
96 P452754 B2 P016-09-27 CLARKE, et al.

EFS Web 2.1.18

IPR2025-00943
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INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor | Michael S. Gordon

Art Unit

Examiner Name

Attorney Docket Number

$5974-012344

97 0454152 B2 P016-09-27 KOPETZ

98 0463805 B2 P016-10-11 KIRSCH, et al.
99 0483948 B1 P016-11-01 [GORDON, et al.
100 0552735 B2 P017-01-24 PILUTTI, etal.
101 D566958 B2 P017-02-14 MWALDMANN
102 D566986 B1 P017-02-14 (GORDON, et al.
103 PD628975 B1 P017-04-18 MWATKINS, et al.
104 0646496 B1 P017-05-09 MILLER

105 DE50025 B2 P017-05-16 DAGAN

106 DE50058 B2 P017-05-16 SCHIEK, et al.
107 PDE56673 B2 P017-05-23 CLARKE, et al.

EFS Web 2.1.18

IPR2025-00943
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INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

Application Number

Filing Date

First Named Inventor

Michael S. Gordon

( Not for submission under 37 CFR 1.99)

Art Unit

Examiner Name

Attorney Docket Number

$5974-012344

108 D664789 B2 P017-05-30 ROSENBLUM, et al.
109 0671243 B2 P017-06-06 STEIN

110 PD676389 B2 P017-06-13 CLARKE, et al.

111 0718468 B2 P017-08-01 BARFIELD, et al.
112 0834224 B2 P017-12-05 (GORDON, et al.

113 0881427 B2 P018-01-30 BARAJAS GONZALEZ, et al.
114 10101742 B2 P018-10-16 PROKHOROV

115 10150473 B2 P018-12-11 RHARONY, et al.
116 10173673 B1 P019-01-08 FERGUSON, et al.
117 10293826 B2 P019-05-21 CLARKE, et al.

118 10317231 B2 P019-06-11 FERENCZ, et al.

EFS Web 2.1.18

IPR2025-00943

Tesla EX1002 Page 15




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor

Michael S. Gordon

Art Unit

Examiner Name

Attorney Docket Number

$5974-012344

119 10318823 B2 P019-06-11 SHASHUA, et al.
120 10449957 B2 P019-10-22 NAGY, et al.
121 10572744 B2 P020-02-25 SHASHUA, et al.

If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| . Publication Kind | Publication | Name of Patentee or Applicant | F.29°s-Columns,Lines where
P Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document .
Figures Appear
1 20020026841 A1 P002-03-07 SVENDSEN
2 20020128774 A1 P002-09-12 TAKEZAKI, et al.
3 20030040864 A1 P003-02-27 STEIN
4 20030065572 A1 P003-04-03 JMCNEE, et al.
5 20030076981 A1 P003-04-24 SMITH, et al.
6 20040078133 A1 P004-04-22 MILLER, et al.

EFS Web 2.1.18

IPR2025-00943

Tesla EX1002 Page 16




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor

Michael S. Gordon

Art Unit

Examiner Name

Attorney Docket Number

$5974-012344

7 20040117086 A1 P004-06-17 RAQO, et al.

8 20040199306 Al P004-10-07 HEILMANN, et al.
9 20050021227 A1 P005-01-27 MATSUMOTO, et al.
10 20050104745 A1 P005-05-19 BACHELDER, et al.
11 20060106671 A1 P006-05-18 BIET

12 20060163939 Al P006-07-27 KURAMOCHI, et al.
13 20060200379 A1 P006-09-07 BIET

14 20060241855 A1 P006-10-26 UOE, etal.

15 20070100687 A1 P007-05-03 Y OSHIKAWA

16 20070124027 Al P0O07-05-31 BETZITZA, et al.

17 20080048850 A1 P008-02-28 YAMADA

EFS Web 2.1.18

IPR2025-00943

Tesla EX1002 Page 17




Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor | Michael S. Gordon

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Art Unit

Examiner Name

Attorney Docket Number 5974-012344
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First Named Inventor | Michael S. Gordon
Art Unit

Examiner Name

Attorney Docket Number $974-012344

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 3 Applicant is to place a check mark here if
English language translation is attached.
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Application Number

Filing Date

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Michael S. Gordon

L Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number $974-012344

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication

from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 {p) has been submitted herewith.

v A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature {/lan D. MacKinnon/ Date (YYYY-MM-DD) 2022-04-13
Name/Print lan D. MacKinnon Registration Number 34,660

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file {(and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND

FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 UU.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S5.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

First Named Inventor/Applicant Name:

Michael S. Gordon

Filer:

lan David MacKinnon/Nicole Chambers

Attorney Docket Number:

$974-012344

Filed as Large Entity

Filing Fees for Track | Prioritized Examination - Nonprovisional Application under 35 USC 111(a)

Description Fee Code Quantity Amount Sullaj-s'l'g(tsa)l in
Basic Filing:
UTILITY APPLICATION FILING 1011 1 320 320
UTILITY SEARCH FEE 1111 1 700 700
UTILITY EXAMINATION FEE 1311 1 800 800
REQUEST FOR PRIORITIZED EXAMINATION 1817 1 4200 4200
Pages:
Claims:
CLAIMS IN EXCESS OF 20 1202 10 100 1000
INDEPENDENT CLAIMS IN EXCESS OF 3 1201 1 480 480
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Miscellaneous-Filing:
PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0
PROCESSING FEE, EXCEPT PROV. APPLS. 1830 1 140 140
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 7640
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Electronic Acknowledgement Receipt

EFS ID: 45462082
Application Number: 17719541
International Application Number:
Confirmation Number: 6990

Title of Invention:

CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

First Named Inventor/Applicant Name:

Michael S. Gordon

Customer Number:

164

Filer:

lan David MacKinnon

Filer Authorized By:

Attorney Docket Number:

$974-012344

Receipt Date: 13-APR-2022
Filing Date:
Time Stamp: 11:52:26

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $7640

RAM confirmation Number E20224CB53020863
Deposit Account 110982

Authorized User

lan MacKinnon

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 {National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees) IPR2025.000473
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:

Document ... . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
1256746
1 Application Data Sheet 2022-04-1 3—ADjf—5974_01 2344, no 10
p d1a9d07¢250f3c68033cd47632d6312022¢f
3171
Warnings:
Information:
196709
2 2022-04-13_CONT_APP_S974-0 yes 42
1 2344pdf 8396004c9087462ade7 deabad09fabe0d 08|
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 30
Claims 31 11
Abstract 42 42
Warnings:
Information:
741647
3 Oath or Declaration filed 2022-04-1 3—DE§F5974_01 2344. no 15
p d5b606fb6d 1bd14d59fb4edecc52e6bedd1
71de
Warnings:
Information:
137104
Drawings-only black and white line 2022-04-13_DWGS_S5974-0123
) drawi 44.pdf no 8
ranngS p 12a9129d118b73ad838ae8f8d27865142ae}
Be7e9
Warnings:
Information:
274735
5 Power of Attorney 2022-04-1 3_POCA1f_S974—01 2344 no 2
p 61dfc7¢29330ebb97e436317cbdedfb3d34|
2f47c
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Warnings:

Information:
112986
2022-04-13_PRIORITIZED_EXA
6 Track One Request - - no 2
ckine Reques M_S974-012344.pdf
fe93c1eabfd56410d71f5¢39f7ee8d574875
d373
Warnings:
Information:
1044362
7 Information Disclosure Statement (IDS) | 2022-04-13_IDS_S974-012344 | o 33
Form (SB08) 1.pdf
bdf758d1e0a62ffc49de8d4a5415dd6fal75s]
dss3
Warnings:
Information:
677889
8 Non Patent Literature NPL_acrashriskassesmentmode o 8
I-chen_et_al.pdf
3d9932fca324331d46e1712ea4f53f7eb0d2)
4aS5a
Warnings:
Information:
176294
9 Non Patent Literature NPL_A|rImesmfusethewpIanes— o 1
Farrier.pdf
f5be09b7e424001c5¢74711cb5251545de9|
1elc?
Warnings:
Information:
682552
10 Non Patent Literature NPL_anon-GooglePtnt.pdf no 8
5e389f26bf41bd9dd08fb92b900900c17c1
ec82b
Warnings:
Information:
480565
NPL_Avoiding_Crashes_with_S
11 Non Patent Literature - elf- no 5
Driving_Cars_Consumer_Repor
ede10f449793637102096d54fab2798e191
ts.pdf 87ce
Warnings:
Information:
683114
12 Non Patent Literature NPL_Berger-Cots.pdf no 13
9cc2193fbe9d37eeadbce22054ec257f039f|
03df
Warnings:
Information:
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6133170

NPL_Brownell-
13 Non Patent Literature - no 122
AutotaxinetworksNJ.pdf
77balac2c43a7c134eaabB866716802198c02)
0bf7
Warnings:
Information:
624079
14 Non Patent Literature NPL_carbt{lIFlnmechanlsmtoen o 3
orceselfdrivingmode-anon.pdf
6eda379e0f7d97600f8272fc84adddb13307|
8a7c
Warnings:
Information:
628773
NPL_diagnosticsmechanismfor
15 Non Patent Literature selfdrivingcarstovalidateselfdri no 5
i - d 14f¢ 9a373c8aeb0fe03b5 1fobb
vingcap anon_pdf 0d 1f47654 389 3736f;5 0fe03b5 1fobb97!
Warnings:
Information:
249732
NPL_DoselfdrivingcarsSpelldo
16 Non Patent Literature mforautoinsurrers-Abkowitz. no 2
pdf 9df6c35 1ae2ea27c6e404bfd55d7b519cof8|
55ad
Warnings:
Information:
667800
NPL_driverdistraction-
17 Non Patent Literature effectsofconcurrentinvehicle- no 7
Horberry_et_al_pdf 59937def29ee1c6509585bd883bb9ect b
83508
Warnings:
Information:
i 619214
NPL_googlenowreporting-
18 Non Patent Literature §elfdr|V|ngcaraCC|dents— no 6
heyitsnotthecarsfault-Crothers.
ebe09f5b20c38c7a55ee622d054e260314b)|
pdf 0f9ec
Warnings:
Information:
936776
19 Non Patent Literature NPL_Hars-SDVDTM.pdf no 11
864ce92736e4bd98403aa852bd1336aa86¢]
edfa2
Warnings:
Information:
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NPL_Hiddenobstaclesforgoogl

133662

20 Non Patent Literature L. no 3
esselfdirivngcars-Gomes.pdf
0c52ad4ed0944d8143b088e7d20299cd0d
81a791
Warnings:
Information:
208854
NPL_innovationsemergingtren
21 Non Patent Literature dsinthewheelchairmarket- no 2
Smith_pdf 556b59fed3c696337c5a43a4b97962680e
4600
Warnings:
Information:
4309103
. NPL_insidethemercedes-
22 Non Patent Literature - no 13
OCallaghan.pdf
647d87a4e94a49427643d8e426d8fcadfdd
bc3al
Warnings:
Information:
1318775
23 Non Patent Literature NPL_Jimenez-ACASVS.pdf no 14
daelaee66fa792b15797076117bce97855¢]
cabl19
Warnings:
Information:
2032867
24 Non Patent Literature NPL_Lawler-RidingShotgun.pdf no 15
59585ab3e0eb985459831f51cf8cd93d50b
339%c
Warnings:
Information:
1705218
25 Non Patent Literature NPL_Ietthergbotdrlve— no 34
Vanderbilt.pdf
7591adb87c2efd2390bfc5b2b798b95216a
babe5
Warnings:
Information:
468308
26 Non Patent Literature NPL_Lutin-RDoSDVnl.pdf no 6
4a3abcel12d7d41b3bab730807d9739e350)
01010e
Warnings:
Information:

IPR2025-00943
Tesla EX1002 Page 44




2363409

27 Non Patent Literature NPL_Nelson-Beamdown.pdf no 12
cc45e7f6650dabb061562281195dbacf17 b
be69
Warnings:
Information:
236851
28 Non Patent Literature NPL_Nist-MellandGrance.pdf no 7
a8617c¢12db9297a89c86b525f7817130e 14|
b281c
Warnings:
Information:
46171
. NPL_selfdrivingcarssaferthanth
29 Non Patent Literature — 9 no 1
osebyhumans-Lutz.pdf
b2d21235eda0a6f326933dbfal7135bed2ef
58525
Warnings:
Information:
3717304
30 Non Patent Literature NPL_Sessa-Blueprint.pdf no 64
f8335afddd52d35fa480b4841ef0e0293dffe4|
397
Warnings:
Information:
662731
31 Non Patent Literature NPL_seIfdr|V|ngc.artechbenrlska o 7
ndsol-Miller.pdf
eded633aa21ca70669b66af5ee936e3689¢|
dbsfo
Warnings:
Information:
247827
32 Non Patent Literature NPL_slefdrivingcarsandinsuran o 3
ce_2-2015.pdf
a917472fb1e9d58aef1966c0b4ddac5cald9s)
24da
Warnings:
Information:
621413
. NPL_systemandmethodtotarge
33 Non Patent Literature =Y 9 no 2
tadverts-anon.pdf
cd3b62af904fffccddfa7adSb5ec53554a113
8b1
Warnings:
Information:
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37965

NPL_terrifyingdashcamvideoca

34 Non Patent Literature t Jardin.odf no 1
p ures-Jar In.p 651aba361074dcc392f9aa2a77d8d6d89d9|
bc157
Warnings:
Information:
320637
35 Non Patent Literature NPL_tesla_model_s_software_ no 3
6_2.pdf
406f507bbd3ed5178e12d123e2bc01ad34]
eel08
Warnings:
Information:
11474495
36 Non Patent Literature NPL_TeslaManual.pdf no 164
cBeSaec45e58d352fe6a3d5f312955234937)
f17a
Warnings:
Information:
120458
. NPL_theinsuranceimplications
37 Non Patent Literature - €imp no 2
ofgooglesselfdrivingcar.pdf
697f95c22ae657 149d64fae875d6calade2)
81cd
Warnings:
Information:
1083937
38 Non Patent Literature NPL_towards.awableautonomo o 8
us-Wei_et_al.pdf
186d3340494f11961746256d45bc6388fa8()
dbc
Warnings:
Information:
55280
39 Fee Worksheet (SB06) fee-info.pdf no 2
1calcbdc7132d911e09362846fc44dbc480)]
c7b2b
Warnings:
Information:
Total Files Size (in bytes): 47489512
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/14 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. . Attorney Docket Number | S$974-012344
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

] Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Inventor 1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
| El IVIichaeI lS [Sordon | El
Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City | [Yorktown Heights State/Province | NY Country of Residencé S

Mailing Address of Inventor:

Address 1 101 Kitchawan Road

Address 2 Route 134/P.O. Box 218

City | Y orktown Heights State/Province ] P\IY
Postal Code 10598 Countryi | s

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
|| Pames R. Kozloski B

Residence Information (Select One) (8 US Residency Non US Residency Active US Military Service

City | New Fairfield State/Province | [CT | Country of Residencd | IS

Mailing Address of Inventor:

Address 1 101 Kitchawan Road

Address 2 Route 134/P.0O. Box 218

City Y orktown Heights State/Province I F\IY

Postal Code 10598 Countryi | |US

Inventor 3

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
B Ii\shish Kundu B

Residence Information (Select One) (8 US Residency Non US Residency Active US Military Service

w

ImTRZUZ0-UU I
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark OCffice; U.S. DEPARTMENT CF COMMERCE
Under the Paperwork Reduction Act of 1395, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

$§974-012344

Application Number

Title of Invention

CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

City | [New York State/Province | NY Country of Residencd | s
Mailing Address of Inventor:

Address 1 101 Kitchawan Road

Address 2 Route 134/P.0. Box 218

City Y orktown Heights State/Province I r\IY

Postal Code 10598 Countryi | |US

Inventor W4

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
| Peter K. [Malkin <]

Residence Information (Select One) (@ US Residency

Non US Residency

Active US Military Service

City I'-\rdsley State/Province | NY Country of Residence | s
Mailing Address of Inventor:

Address 1 101 Kitchawan Road

Address 2 Route 134/P.O. Box 218

City | Jroritown Heights State/Province | NY

Postal Code 10598 Countryi | |US

Inventor \5

Remove

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
~| [iitford A. Pickover ]
Resﬁ‘lence Information (Select One) (@ US Residency Non US Residency Active US Military Service -
City | [vorktown Heights State/Province | NY | Country of Residencd | S
Mailing Address of Inventor:

Address 1 101 Kitchawan Road

Address 2 Route 134/P.0. Box 218

City Y orktown Heights State/Province ] F\IY

Postal Code 10598 Countryi | |US

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this applicg{»R2(0)25-00943
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark OCffice; U.S. DEPARTMENT CF COMMERCE

Under the Paperwork Reduction Act of 1395, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | S974-012344

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention | CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

Customer Number 64

Email Address uspatdocket@kinney.com Add Email | |Remove Email

Application Information:

Title of the Invention CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

Attorney Docket Number| 1S974-012344 Small Entity Status Claimed [ ]

Application Type Nonprovisional v
Subject Matter Utility -
Total Number of Drawing Sheets (if any) 8 Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

] 35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a muitilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: e Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)

Customer Number 164
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark OCffice; U.S. DEPARTMENT CF COMMERCE
Under the Paperwork Reduction Act of 1395, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

$§974-012344

Application Number

Title of Invention

CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386{c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes

the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.
When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending v Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
Continuation of v| 17374656 0021-07-13
Prior Application Status | Patented
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
17374656 Continuation of | 6997202 2020-08-19 11091171 2021-08-17
Prior Application Status It\bandoned - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
16997202 Continuation of ~| 16899407 P020-06-11
Prior Application Status | Patented
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
16997202 IContinuation of | 15955874 2018-04-18 10717446 2020-07-21
Prior Application Status | Patented ~
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15955874 Continuation of ~| 115341225 2016-11-02 10029701 2018-07-24
Prior Application Status | Patented -
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15341225 Continuation of ~| 114865393 P015-09-25 09566986 P017-02-14

Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button.

Add

Foreign Priority Information:

EFS Web 2.2.13

IPR2025-00943

Tesla EX1002 Page 51



PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark OCffice; U.S. DEPARTMENT CF COMMERCE

Under the Paperwork Reduction Act of 1395, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. Attorney Docket Number | S974-012344
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.8.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number Countryi Filing Date (YYYY-MM-DD) Access Code (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

IPR2025-00943
Tesla EX1002 Page 52

EFS Web 2.2.13



PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark OCffice; U.S. DEPARTMENT CF COMMERCE

Under the Paperwork Reduction Act of 1395, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. Attorney Docket Number | S974-012344
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign [P office(s). Instead, Form PTO/SB/38 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange {(PDX]) - Unless box A in subsection 2 {opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or muiltilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1)

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 {opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.

IPR2025-00943
EFS Web 2.2.13 Tesla EX1002 Page 53



PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark OCffice; U.S. DEPARTMENT CF COMMERCE

Under the Paperwork Reduction Act of 1395, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | S974-012344

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant }

If the applicant is the inventor {(or the remaining joint inventor or inventors under 37 CFR 1.43), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or persen who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

® Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

vI

Name of the Deceased or Legally Incapacitated Inventor:

[f the Applicant is an Organization check here. X

Organization Name CBlingshot 10T LLC

Mailing Address Information For Applicant:

Address 1 301 South Fremont Avenue

Address 2

City Baltimore State/Province MD
Countr;} [JS Postal Code 21230
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.

IPR2025-00943
EFS Web 2.2.13 Tesla EX1002 Page 54



PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark OCffice; U.S. DEPARTMENT CF COMMERCE

Under the Paperwork Reduction Act of 1395, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | S974-012344

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant information™ section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. ]

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province

Countryi Postal Code

Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by o

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/lan D. MacKinnon/ Date (YYYY-MM-DD)| [2022-04-13
First Name | lanD. Last Name | MacKinnon Registration Number | {34,660
Additional Signature may be generated within this form by selecting the Add button.

IPR2025-00943
EFS Web 2.2.13 Tesla EX1002 Page 55



PTO/AIA/14 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark OCffice; U.S. DEPARTMENT CF COMMERCE
Under the Paperwork Reduction Act of 1395, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number

§974-012344

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFS Web 2.2.13

IPR2025-00943
Tesla EX1002 Page 56



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.5.C. 2(b}{2); {2} furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act {5 U.5.C. 552} and the Privacy
Act (5U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

6.  Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 US.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
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122(b)} or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
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CONTROLLING DRIVING MODES OF SELF-DRIVING VEHICLES

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application is a continuation of U.S. Application No. 17/374,656 filed July
13, 2021, which in turn claims the benefit of continuation of U.S. Patent Application No.
16/997,202, filed August 19, 2020, now patented 11,091,171 on August 17, 2021, which in turn
claims the benefit of continuation of U.S. Application No. 16/899,407 filed June 11, 2020, which
in turn claims the benefit of which is a continuation of U.S. Application No. 15/955,874 filed
April 18, 2018, now patented 10,717,446 on July 21, 2020, which in turn claims the benefit of
continuation 15/341,225 filed November 2, 2016, now patented 10,029,701 on July 24, 2018,
which in turn claims the benefit of continuation 14/865,393, Filed September 25, 2015, now

patented 9,566,986 on February 14, 2017, are hereby incorporated by reference in their entirety.

BACKGROUND

[0002] The present disclosure relates to the field of vehicles, and specifically to the field
of self-driving vehicles. Still more specifically, the present disclosure relates to the field of
controlling whether self-driving vehicles operate in autonomous mode or manual mode.

[0003] Self-driving vehicles (SDVs) are vehicles that are able to autonomously drive
themselves through private and/or public spaces. Using a system of sensors that detect the
location and/or surroundings of the SDV, logic within or associated with the SDV controls the
speed, propulsion, braking, and steering of the SDV based on the sensor-detected location and

surroundings of the SDV.

SUMMARY
[0004] A computer-implemented method, system, and/or computer program product
controls a driving mode of a self-driving vehicle (SDV). One or more processors determine a
control processor competence level of a self-driving vehicle (SDV) control processor. The
control processor competence level describes a competence level of the SDV control processor

in controlling the SDV while the SDV experiences the current operational anomaly. One or more
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processors receive a driver profile of the human driver of the SDV. The driver profile describes a
human driver competence level of the human driver in controlling the SDV while the SDV
experiences the current operational anomaly. One or more processors compare the control
processor competence level to the human driver competence level. One or more processors then
selectively assign control of the SDV to the SDV control processor or to the human driver while
the SDV experiences the current operational anomaly based on which of the control processor

competence level and the human driver competence level is relatively higher to one another.

BRIEF DESCRIPTION OF THE DRAWINGS
[0005] FIG. 1 depicts an exemplary system and network in which the present disclosure may be

implemented;

[0006] FIG. 2 illustrates an exemplary self-driving vehicle (SDV) traveling on a roadway in

accordance with one or more embodiments of the present invention;

[0007] FIG. 3 depicts additional detail of control hardware within an SDV;

[0008] FIG. 4 depicts communication linkages among SDVs, roadway sensor(s), a roadway

monitoring system, and/or a coordinating server;

[0009] FIG. 5 is a high-level flow chart of one or more steps performed by one or more
processors to control a driving mode of an SDV in accordance with one or more embodiments of

the present invention;

[0010] FIG. 6 depicts a cloud computing node according to an embodiment of the present

disclosure;

[0011] FIG. 7 depicts a cloud computing environment according to an embodiment of the

present disclosure; and
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[0012] FIG. 8 depicts abstraction model layers according to an embodiment of the present

disclosure.

DETAILED DESCRIPTION

[0013] The present invention may be a system, a method, and/or a computer program
product. The computer program product may include a computer readable storage medium (or
media) having computer readable program instructions thereon for causing a processor to carry
out aspects of the present invention.

[0014] The computer readable storage medium can be a tangible device that can retain
and store instructions for use by an instruction execution device. The computer readable storage
medium may be, for example, but is not limited to, an electronic storage device, a magnetic
storage device, an optical storage device, an electromagnetic storage device, a semiconductor
storage device, or any suitable combination of the foregoing. A non-exhaustive list of more
specific examples of the computer readable storage medium includes the following: a portable
computer diskette, a hard disk, a random access memory (RAM), a read-only memory (ROM),
an erasable programmable read-only memory (EPROM or Flash memory), a static random
access memory (SRAM), a portable compact disc read-only memory (CD-ROM), a digital
versatile disk (DVD), a memory stick, a floppy disk, a mechanically encoded device such as
punch-cards or raised structures in a groove having instructions recorded thereon, and any
suitable combination of the foregoing. A computer readable storage medium, as used herein, is
not to be construed as being transitory signals per se, such as radio waves or other freely
propagating electromagnetic waves, electromagnetic waves propagating through a waveguide or
other transmission media (e.g., light pulses passing through a fiber-optic cable), or electrical
signals transmitted through a wire.

[0015] Computer readable program instructions described herein can be downloaded to
respective computing/processing devices from a computer readable storage medium or to an
external computer or external storage device via a network, for example, the Internet, a local area
network, a wide area network and/or a wireless network. The network may comprise copper
transmission cables, optical transmission fibers, wireless transmission, routers, firewalls,
switches, gateway computers and/or edge servers. A network adapter card or network interface

in each computing/processing device receives computer readable program instructions from the
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network and forwards the computer readable program instructions for storage in a computer
readable storage medium within the respective computing/processing device.

[0016] Computer readable program instructions for carrying out operations of the present
invention may be assembler instructions, instruction-set-architecture (ISA) instructions, machine
instructions, machine dependent instructions, microcode, firmware instructions, state-setting
data, or either source code or object code written in any combination of one or more
programming languages, including an object oriented programming language such as Java,
Smalltalk, C++ or the like, and conventional procedural programming languages, such as the "C"
programming language or similar programming languages. The computer readable program
instructions may execute entirely on the user's computer, partly on the user's computer, as a
stand-alone software package, partly on the user's computer and partly on a remote computer or
entirely on the remote computer or server. In the latter scenario, the remote computer may be
connected to the user's computer through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may be made to an external computer
(for example, through the Internet using an Internet Service Provider). In some embodiments,
electronic circuitry including, for example, programmable logic circuitry, field-programmable
gate arrays (FPGA), or programmable logic arrays (PLA) may execute the computer readable
program instructions by utilizing state information of the computer readable program instructions
to personalize the electronic circuitry, in order to perform aspects of the present invention.

[0017] Aspects of the present invention are described herein with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems), and computer program
products according to embodiments of the invention. It will be understood that each block of the
flowchart illustrations and/or block diagrams, and combinations of blocks in the flowchart
illustrations and/or block diagrams, can be implemented by computer readable program
instructions.

[0018] These computer readable program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or other programmable data processing
apparatus to produce a machine, such that the instructions, which execute via the processor of the
computer or other programmable data processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks. These computer

readable program instructions may also be stored in a computer readable storage medium that

4
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can direct a computer, a programmable data processing apparatus, and/or other devices to
function in a particular manner, such that the computer readable storage medium having
instructions stored therein comprises an article of manufacture including instructions which
implement aspects of the function/act specified in the flowchart and/or block diagram block or
blocks.

[0019] The computer readable program instructions may also be loaded onto a computer,
other programmable data processing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable apparatus or other device to produce
a computer implemented process, such that the instructions which execute on the computer, other
programmable apparatus, or other device implement the functions/acts specified in the flowchart
and/or block diagram block or blocks.

[0020] The flowchart and block diagrams in the Figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods, and computer
program products according to various embodiments of the present invention. In this regard,
each block in the flowchart or block diagrams may represent a module, segment, or portion of
instructions, which comprises one or more executable instructions for implementing the specified
logical function(s). In some alternative implementations, the functions noted in the block may
occur out of the order noted in the figures. For example, two blocks shown in succession may, in
fact, be executed substantially concurrently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It will also be noted that each block of
the block diagrams and/or flowchart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented by special purpose hardware-based
systems that perform the specified functions or acts or carry out combinations of special purpose
hardware and computer instructions.

[0021] With reference now to the figures, and in particular to FIG. 1, there is depicted a
block diagram of an exemplary system and network that may be utilized by and/or in the
implementation of the present invention. Some or all of the exemplary architecture, including
both depicted hardware and software, shown for and within computer 101 may be utilized by
software deploying server 149 shown in FIG. 1, and/or coordinating server 201 and/or roadway
monitoring system 208 shown in FIG. 2, and/or a self-driving vehicle (SDV) on-board computer

301 shown in FIG. 3, and/or a coordinating server 401 depicted in FIG. 4.
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[0022] Exemplary computer 101 includes a processor 103 that is coupled to a system bus
105. Processor 103 may utilize one or more processors, each of which has one or more processor
cores. A video adapter 107, which drives/supports a display 109, is also coupled to system bus
105. System bus 105 is coupled via a bus bridge 111 to an input/output (I/0) bus 113. An I/O
interface 115 is coupled to I/O bus 113. I/O interface 115 affords communication with various
I/O devices, including a keyboard 117, a mouse 119, a media tray 121 (which may include
storage devices such as CD-ROM drives, multi-media interfaces, etc.), a transceiver 123 (capable
of transmitting and/or receiving electronic communication signals), and external USB port(s)
125. While the format of the ports connected to I/O interface 115 may be any known to those
skilled in the art of computer architecture, in one embodiment some or all of these ports are
universal serial bus (USB) ports.

[0023] As depicted, computer 101 is able to communicate with a software deploying
server 149 and/or other devices/systems (e.g., establishing communication among SDV 202,
SDV 210, and/or roadway monitoring system 208 depicted in the figures below) using a network
interface 129. Network interface 129 is a hardware network interface, such as a network interface
card (NIC), etc. Network 127 may be an external network such as the Internet, or an internal
network such as an Ethernet or a virtual private network (VPN). In one or more embodiments,
network 127 is a wireless network, such as a Wi-Fi network, a cellular network, etc.

[0024] A hard drive interface 131 is also coupled to system bus 105. Hard drive interface
131 interfaces with a hard drive 133. In one embodiment, hard drive 133 populates a system
memory 135, which is also coupled to system bus 105. System memory is defined as a lowest
level of volatile memory in computer 101. This volatile memory includes additional higher levels
of volatile memory (not shown), including, but not limited to, cache memory, registers and
buffers. Data that populates system memory 135 includes computer 101's operating system (OS)
137 and application programs 143.

[0025] OS 137 includes a shell 139, for providing transparent user access to resources
such as application programs 143. Generally, shell 139 is a program that provides an interpreter
and an interface between the user and the operating system. More specifically, shell 139 executes
commands that are entered into a command line user interface or from a file. Thus, shell 139,
also called a command processor, is generally the highest level of the operating system software

hierarchy and serves as a command interpreter. The shell provides a system prompt, interprets
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commands entered by keyboard, mouse, or other user input media, and sends the interpreted
command(s) to the appropriate lower levels of the operating system (e.g., a kernel 141) for
processing. While shell 139 is a text-based, line-oriented user interface, the present invention
will equally well support other user interface modes, such as graphical, voice, gestural, etc.
[0026] As depicted, OS 137 also includes kernel 141, which includes lower levels of
functionality for OS 137, including providing essential services required by other parts of OS
137 and application programs 143, including memory management, process and task
management, disk management, and mouse and keyboard management.

[0027] Application programs 143 include a renderer, shown in exemplary manner as a
browser 145. Browser 145 includes program modules and instructions enabling a world wide
web (WWW) client (i.e., computer 101) to send and receive network messages to the Internet
using hypertext transfer protocol (HTTP) messaging, thus enabling communication with
software deploying server 149 and other systems.

[0028] Application programs 143 in computer 101's system memory (as well as software
deploying server 149's system memory) also include Logic for Managing Self-Driving Vehicles
(LMSDV) 147. LMSDV 147 includes code for implementing the processes described below,
including those described in FIGS. 2-5. In one embodiment, computer 101 is able to download
LMSDYV 147 from software deploying server 149, including in an on-demand basis, wherein the
code in LMSDV 147 is not downloaded until needed for execution. In one embodiment of the
present invention, software deploying server 149 performs all of the functions associated with
the present invention (including execution of LMSDV 147), thus freeing computer 101 from
having to use its own internal computing resources to execute LMSDYV 147.

[0029] Also within computer 101 is a positioning system 151, which determines a real-
time current location of computer 101 (particularly when part of an emergency vehicle and/or a
self-driving vehicle as described herein). Positioning system 151 may be a combination of
accelerometers, speedometers, etc., or it may be a global positioning system (GPS) that utilizes
space-based satellites to provide triangulated signals used to determine two-dimensional or three-
dimensional locations.

[0030] Also associated with computer 101 are sensors 153, which detect an environment
of the computer 101. More specifically, sensors 153 are able to detect vehicles, road

obstructions, pavement, etc. For example, if computer 101 is on board a self-driving vehicle
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(SDV), then sensors 153 may be cameras, radar transceivers, etc. that allow the SDV to detect
the environment (e.g., other vehicles, road obstructions, pavement, etc.) of that SDV, thus
enabling it to be autonomously self-driven. Similarly, sensors 153 may be cameras,
thermometers, moisture detectors, etc. that detect ambient weather conditions.

[0031] In another embodiment, sensors 153 are sensors that detect an operational state of
an SDV, including anomalous states such as, but not limited to, a presence of snow tires mounted
on the SDV during a first road condition of the roadway, an absence of snow tires mounted on
the SDV during a second road condition of the roadway, tire pressure in a tire mounted on the
SDV being below a predetermined level, tire tread on a tire mounted on the SDV being less than
a predefined limit, a windshield wiper edge of a windshield wiper mounted on the SDV being
less than a predefined width, a level of windshield washer fluid in a windshield washer fluid
reservoir mounted on the SDV being less than a predefined volume, an inoperable headlamp
mounted on the SDV, condensation frosting of windows on the SDV exceeding a predetermined
limit, a failure of an antilock breaking system in the SDV, a failure of an all wheel traction
system in the SDV, and a faulty braking system in the SDV.

[0032] The hardware elements depicted in computer 101 are not intended to be
exhaustive, but rather are representative to highlight essential components required by the
present invention. For instance, computer 101 may include alternate memory storage devices
such as magnetic cassettes, digital versatile disks (DVDs), Bernoulli cartridges, and the like.
These and other variations are intended to be within the spirit and scope of the present invention.
[0033] The present invention describes a self-driving vehicle (SDV) traveling on a
roadway. First, at any point in time the SDV may be in autonomous mode or manual mode, as
described and discussed in detail herein. Second, the "roadway" upon which the SDV is traveling
is defined as any surface capable of supporting the weight of the SDV, including but not limited
to public streets, public highways, toll roads, parking lots, private road, open fields, etc. The
streets/roads/lots may be paved or unpaved.

[0034] With reference now to FIG. 2, an exemplary self-driving vehicle (SDV) 202
traveling along a roadway 204 in accordance with one or more embodiments of the present
invention is presented. Additional details of one or more embodiments of the SDV 202 (which
may have a same architecture as SDV 210 and/or SDV 212, which are discussed below) are

presented in FIG. 3.
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[0035] As shown in FIG. 3, SDV 202 has an SDV on-board computer 301 that controls
operations of the SDV 202. According to directives from a driving mode module 307, the SDV
202 can be selectively operated in manual mode or autonomous mode. In a preferred
embodiment, driving mode module 307 is a dedicated hardware device that selectively directs
the SDV on-board computer 301 to operate the SDV 202 in autonomous mode or manual mode.
[0036] While in manual mode, SDV 202 operates as a traditional motor vehicle, in which
a human driver controls the engine throttle, engine on/off switch, steering mechanism, braking
system, horn, signals, etc. found on a motor vehicle. These vehicle mechanisms may be operated
in a "drive-by-wire" manner, in which inputs to an SDV control processor 303 by the driver
result in output signals that control the SDV vehicular physical control mechanisms 305 (e.g., the
engine throttle, steering mechanisms, braking systems, turn signals, etc.).

[0037] While in autonomous mode, SDV 202 operates without the input of a human
driver, such that the engine, steering mechanism, braking system, horn, signals, etc. are
controlled by the SDV control processor 303, but now under the control of the SDV on-board
computer 301. That is, by processing inputs taken from navigation and control sensors 309 and
the driving mode module 307 indicating that the SDV 202 is to be controlled autonomously, then
driver inputs are no longer needed.

[0038] As just mentioned, the SDV on-board computer 301 uses outputs from navigation
and control sensors 309 to control the SDV 202. Navigation and control sensors 309 include
hardware sensors that 1) determine the location of the SDV 202; 2) sense other cars and/or
obstacles and/or physical structures around SDV 202; 3) measure the speed and direction of the
SDV 202; and 4) provide any other inputs needed to safely control the movement of the SDV
202.

[0039] With respect to the feature of 1) determining the location of the SDV 202, this can
be achieved through the use of a positioning system such as positioning system 151 shown in
FIG. 1. Positioning system 151 may use a global positioning system (GPS), which uses space-
based satellites that provide positioning signals that are triangulated by a GPS receiver to
determine a 3-D geophysical position of the SDV 202. Positioning system 151 may also use,
either alone or in conjunction with a GPS system, physical movement sensors such as
accelerometers (which measure rates of changes to a vehicle in any direction), speedometers

(which measure the instantaneous speed of a vehicle), airflow meters (which measure the flow of
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air around a vehicle), etc. Such physical movement sensors may incorporate the use of
semiconductor strain gauges, electromechanical gauges that take readings from drivetrain
rotations, barometric sensors, etc.

[0040] With respect to the feature of 2) sensing other cars and/or obstacles and/or
physical structures around SDV 202, the positioning system 151 may use radar or other
electromagnetic energy that is emitted from an electromagnetic radiation transmitter (e.g.,
transceiver 323 shown in FIG. 3), bounced off a physical structure (e.g., another car), and then
received by an electromagnetic radiation receiver (e.g., transceiver 323). By measuring the time
it takes to receive back the emitted electromagnetic radiation, and/or evaluating a Doppler shift
(i.e., a change in frequency to the electromagnetic radiation that is caused by the relative
movement of the SDV 202 to objects being interrogated by the electromagnetic radiation) in the
received electromagnetic radiation from when it was transmitted, the presence and location of
other physical objects can be ascertained by the SDV on-board computer 301.

[0041] With respect to the feature of 3) measuring the speed and direction of the SDV
202, this can be accomplished by taking readings from an on-board speedometer (not depicted)
on the SDV 202 and/or detecting movements to the steering mechanism (also not depicted) on
the SDV 202 and/or the positioning system 151 discussed above.

[0042] With respect to the feature of 4) providing any other inputs needed to safely
control the movement of the SDV 202, such inputs include, but are not limited to, control signals
to activate a horn, turning indicators, flashing emergency lights, etc. on the SDV 202.

[0043] Returning to FIG. 2, current conditions of the roadway 204, including weather
conditions, traffic conditions, the quantity of vehicles traveling along roadway 204, the speed of
vehicle traveling along roadway 204, construction events, accident events, etc., can be
determined and transmitted by the roadway monitoring system 208. That is, roadway monitoring
system 208 is able to determine current roadway conditions of roadway 204 based on internal
sensors 153 shown in FIG. 1, and/or from information received from SDV 202 and/or SDV 210
and/or SDV 212, and/or from information received by an information service (e.g., a weather
station), and or from information received by roadway sensor(s) 206 (e.g., thermometers,
moisture detectors, vehicle detectors, etc. that are laid on top or and/or embedded within

roadway 204).
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[0044] In accordance with one or more embodiments of the present invention, SDV 202
is selectively placed into autonomous mode or manual mode (described above) based on a
detection of a vehicle fault in SDV 202. Exemplary vehicle faults include, but are not limited to
the presence or absence of snow tires when required or not required, inadequate tire pressure,
inadequate tire tread, inadequate windshield wiper edge, inadequate windshield washer fluid,
headlamp failure, extreme amounts of water on windows or under tires, window frosting, snow
on the windows/windshield, ice on the windows/windshield, improper wheel alignment,
excessive brake wear (i.e., brake pads being worn down such that less than a predefined amount
of brake material is left), antilock brake failure, all wheel traction failure, and/or inadequate
braking. A threshold for seriousness of the fault may be applied to vehicle measures in order to
determine if the switch (from manual mode to autonomous mode or vice versa) is required.
Vehicle faults may also be results of bugs (software, firmware, hardware bugs), or single-event
upsets, that get reproduced in certain conditions.

[0045] Thus in one or more embodiments of the present invention, a vehicle monitoring
system (e.g., SDV on-board computer 301 shown in FIG. 3) detects a vehicle fault in the SDV.
Based on the detected fault exceeding a threshold for danger, the SDV either switches from
autonomous mode to manual mode or from manual mode to autonomous mode.

[0046] In one embodiment of the present invention, the vehicle monitoring system alters
a route being taken by the SDV to a location where the fault may be remedied (e.g., a service
station).

[0047] In one embodiment of the present invention, the vehicle monitoring system alters
the route being taken by the SDV based on the severity of the fault (e.g., pulling over and
stopping immediately, traveling to the nearest service station, traveling to the nearest dealership,
returning to the owner's home, etc.).

[0048] In one embodiment of the present invention, the vehicle monitoring system has a
fault-remediation table, where each row refers to a fault condition, a first column refers to a
condition that gets manifested by that fault, and a second column that refers to the mode in which
the vehicle should be driven when that condition is manifested. For example, a row may refer to
a fault in the traction control system on the vehicle, the first column in that row may indicate that
this fault is manifested by the vehicle hydroplaning, and the second column in that row may

indicate that the vehicle needs to be taken out of autonomous mode and placed into manual
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mode, thus allowing the driver to manually control the speed and steering to stop the
hydroplaning, which the automatic traction control system is unable to do. In one embodiment,
this table is updated from a central server or offline systems based on other SDVs responding to
the same fault. Thus, the SDV is able to apply the information from the table and changes
driving mode as and when needed.

[0049] In one embodiment of the present invention, a driver profile provides an
indication of the driver's physical or other abilities. This information is then used to further
determine whether the SDV should be in autonomous or manual mode.

[0050] In one embodiment of the present invention, a further analysis of whether to place
the SDV in autonomous or manual mode is performed if more than one person is in the vehicle
(thus creating a possible distraction for the driver).

[0051] In one embodiment of the present invention, a further analysis of whether to place
the SDV in autonomous or manual mode is performed if a person and a pet are in the same
vehicle (another possible distraction for the driver).

[0052] In one or more embodiments of the present invention a weighted voting system is
used to weight the various variables used in making the decision that is triggered by faults. Such
inputs may include: a history of faults by one or more cars such as SDV 210 and SDV 212
shown in FIG. 2 (and the likely affects of such faults), votes by nearby cars, etc. Such weighted
voting approaches may be characterized primarily by three aspects--the inputs, the weights, and
the quota. The inputs are (I1, 12, . . ., IN), where N denotes the total number of inputs. An input's
weight (w) is the number of "votes" associated with the input. The quota (q) is the minimum
number of votes required to "pass a motion", which in this case refers primarily to a decision
made to place the SDV in manual mode or autonomous mode.

[0053] In one or more embodiments of the present invention, active learning is employed
so that the system as a whole learns from the experiences of many SDVs and drivers, in different
geographies and among cohorts. Geographies may include cities, rural areas, and the like.
Cohorts may include people with certain characteristics, disabilities, etc.

[0054] Thus, the present invention allows switching between human operated (manual
mode) and self-driving modes (autonomous modes) that takes into account the vehicle's
operational condition and expected tolerances of the vehicle to the different modes. Since

unexpected changes to vehicle condition can cause an immediate response by utilizing the
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present invention, safety of the vehicle is optimized. Furthermore, self-diagnosis of faults can
result in an immediate change in vehicle location to optimally resolve the fault (for example, to
drive to the nearest flat tire repair shop).

[0055] Besides the condition of the SDV 202, the condition of roadway 204 and/or SDV
210 and/or SDV 212 is also used to determine whether to place SDV 202 in manual mode or
autonomous mode. For example, if roadway is very narrow or runs along the side of a cliff, then
SDV 202 likely would be safer if in autonomous mode. Similarly, if SDV 210 is experiencing a
flat tire (as detected by an SDV on-board computer 301 within SDV 210), this fault condition is
relayed to the SDV on-board computer 301 within SDV 202, either directly or via the
coordinating server 201. Using this information will prompt the SDV on-board computer 301
within SDV 202 to place SDV 202 into autonomous mode, which is better at handling
unexpected movement of vehicles (e.g., the sudden slowing down and/or lateral movement of
SDV 210).

[0056] As depicted in FIG. 4, coordinating server 401 (analogous to coordinating server
201 shown in FIG. 2) and/or SDV 202 and/or SDV 210 and/or SDV 212 and/or roadway
monitoring system 208 and/or roadway sensor(s) 206 (all introduced in FIG. 2) are able to
communicate with one another wirelessly, using a wireless transceiver (e.g., transceiver 123
shown in FIG. 1) that is found in each of the coordinating server 401 and/or SDV 202 and/or
SDV 210 and/or SDV 212 and/or roadway monitoring system 208 and/or roadway sensor(s) 206.
This wireless communication optimizes the decision to place SDV 202 in autonomous or manual
mode by taking information from SDV 202 and/or SDV 210 and/or SDV 212 and/or roadway
monitoring system 208 and/or roadway sensor(s) 206 in order to determine which mode
(autonomous or manual) to place SDV 202 in.

[0057] With reference now to FIG. 5, a high-level flow chart of one or more steps
performed by one or more processors to control a driving mode of an SDV in accordance with
one or more embodiments of the present invention is presented.

[0058] After initiator block 502, one or more processors (e.g., processor 103 shown in
FIG. 1) receive sensor readings from a sensor (e.g., one or more of the sensors 153 shown in
FIG. 1), as described in block 504. These sensor readings describe a current operational anomaly

of an SDV (e.g., SDV 202 shown in FIG. 2). This current operational anomaly may be a software
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bug in a control system for the SDV; worn down brake pads; worn down or tearing windshield
wipers; a malfunctioning drivetrain; etc.

[0059] The SDV is capable of being operated in autonomous mode by an on-board SDV
control processor (e.g., SDV control processor 303 shown in FIG. 3) that is under the direct
control of an SDV on-board computer (e.g., SDV on-board computer 301) or another computer
system (e.g., coordinating server 401 shown in FIG. 4). A driving mode module selectively
controls whether the SDV is operated in the autonomous mode (by the on-board SDV control
processor) or in manual mode (in which the SDV is controlled by a human driver of the SDV).
[0060] As shown in block 506, one or more processors determine a control processor
competence level of the on-board SDV control processor. The control processor competence
level describes a competence level of the on-board SDV control processor in controlling the
SDV while the SDV experiences the current operational anomaly. Various approaches may be
used to determine this control processor competence level.

[0061] In one embodiment of the present invention, the control processor competence
level of the on-board SDV control processor is history-based. That is, a record is reviewed on
how effective the on-board SDV control processor has been in controlling the current SDV 202
or similar types of SDVs (i.e., SDVs that have the same design and/or performance
characteristics as SDV 202) in situations in which the SDV are experiencing the same type of
operational anomaly (e.g., tires with poor tread depth). This effectiveness may be based on past
1) accident frequency, 2) travel speed, 3) stopping and starting, 4) gas mileage, etc. That is, the
control processor competence level of the on-board SDV control processor describes how well
the on-board SDV control processor has been controlling SDV 202 or similar SDVs in terms of
safety, cost, consistency, etc. when the current operational anomaly occurs within the SDV(s).
[0062] In one embodiment of the present invention, the control processor competence
level of the on-board SDV control processor is based on an analysis of capability of the on-board
SDV control processor. That is, a review of what control features can be handled by the on-board
SDV control processor is used to define the control processor competence level of the on-board
SDV control processor. For example, assume that such a review confirms that the on-board SDV
control processor is able to control the speed of the SDV 202 (i.e., "cruise control"), but nothing
else. As such, the control processor competence level of this on-board SDV control processor is

relatively low when compared to an on-board SDV control processor that is able to automatically
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maintain safety distances (buffers of space) between other vehicles. Similarly, the control
processor competence level of the on-board SDV control processor that can also maintain safety
space cushions around the SDV has a control processor competence level that is lower than an
on-board SDV control processor that is able to not only control the speed and safety cushion
around the SDV, but can also control the steering of the SDV.

[0063] As described in block 508 of FIG. 5, one or more processors receive a driver
profile of the human driver of the SDV. This driver profile describes a human driver competence
level of the human driver in controlling the SDV while the SDV experiences the current
operational anomaly. That is, a driver may be very good at safely controlling the SDV when the
air conditioning system on the SDV is working improperly, but may be very poor at safely
controlling the SDV when the antilock braking system is not working and it is raining on the
roadway.

[0064] In one embodiment of the present invention, the human driver competence level
of the human driver is history-based. That is, a record is reviewed on how effectively this driver
has controlled the current SDV 202 or similar types of SDVs that are experiencing the same
operational anomaly as currently being experienced by SDV 202. This effectiveness may be
based on past 1) accident frequency, 2) travel speed, 3) stopping and starting, 4) gas mileage, etc.
That is, the human driver competence level of the human driver describes how well the current
driver has controlled this or similar SDVs in terms of safety, cost, consistency, etc. in the past
under the anomalous conditions being experienced by the vehicle.

[0065] In one embodiment of the present invention, the human driver competence level
of the human driver is based on an analysis of capability of this human driver based on his
traits/profile. That is, a review of this human driver's traits can lead to a conclusion regarding the
strengths and weaknesses of this driver. For example, if this human driver has a record of poor
night vision (as evidenced by a restriction on his/her license preventing him from driving at
night), then the competence level of this driver to control a vehicle when a headlight is burned
out is low.

[0066] As described in block 510 in FIG. 5, one or more processors then compare the
control processor competence level to the human driver competence level. In order to compare

these two levels, different approaches can be taken.
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[0067] In one embodiment of the present invention, each control factor (e.g., driving the
SDV at night) is compared using the on-board SDV control processor versus the human driver.
Each control factor that is relevant to the current operational anomaly of the SDV (e.g., driving
at night in rainy conditions) is evaluated for both the on-board SDV control processor and the
human driver. The control factors are then summed, in order to determine whether the on-board
SDV control processor of the human driver is better at handling the SDV while the SDV is
experiencing the current operational anomaly.

[0068] In one embodiment of the present invention, the control factors being compared
and evaluated (for the on-board SDV control processor versus the human driver) are weighted
according to their predetermined significance to the overall control of the SDV. For example, a
review of all traffic accidents may show that failure to properly control spatial cushions between
vehicles caused more accidents than failing to signal. Therefore, the control factor of failing to
maintain spatial buffers around the vehicle is weighted more heavily than the control factor of
controlling turn signals.

[0069] In one embodiment of the present invention, the control processor competence
level and/or the human driver competence level are purely outcome based. That is, a history of
safety, fuel efficiency, traffic flow (consistent or speeding up/slowing down), etc. of SDVs that
are experiencing the operational anomaly are compared when being driven by the type of on-
board SDV control processor in use by SDV 202 to a human driver having a similar profile as
the current driver of the SDV 202. Whichever type of operator (i.e., the on-board SDV control
processor of the human driver) has been able to drive the SDV, under operational anomalous
conditions similar to the current operational condition being experienced by the SDV, in a safer
and more efficient manner is deemed to have a higher competence level.

[0070] A shown in query block 512, a query is made as to which competence level is
higher: the control processor competence level (CPCL) or the human driver competence level
(HDCL). If the on-board SDV control processor is deemed to be better than the human driver in
controlling the SDV while the SDV experiences the current operational anomaly (i.e., the on-
board SDV control processor has a relatively higher competence level than that of the human
driver), then control of the SDV is assigned to the on-board SDV (block 514). That is, the SDV

is placed in autonomous mode.
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[0071] However, if the human driver is deemed to be better than the on-board SDV
control processor in controlling the SDV while the SDV experiences the current operational
anomaly (i.e., the human driver has a relatively higher competence level than that of the on-
board SDV control processor), then control of the SDV is assigned to the human (i.e., the SDV is
placed in manual mode), as described in block 516.

[0072] In one embodiment of the present invention, an alert is issued before (or instead
of) the driving mode module 307 and/or the SDV on-board computer 301 and/or the coordinating
server 201 assigns the SDV to be operated in autonomous or manual mode. That is, in one
embodiment, the driving mode module 307 and/or the SDV on-board computer 301 and/or the
coordinating server 201 issues an alert (e.g., a message or icon displayed on a display within the
cabin of the SDV 202) advising the driver of the SDV 202 to manually engage the autonomous
mode or to disengage the autonomous mode and take over manual control of the SDV 202. This
alert may simply precede the driving mode module 307 and/or the SDV on-board computer 301
and/or the coordinating server 201 automatically changes from autonomous mode to manual
mode (or vice versa), or it may be the only action taken by the driving mode module 307 and/or
the SDV on-board computer 301 and/or the coordinating server 201, thus leaving the transition
from autonomous mode to manual mode or vice versa up to the driver.

[0073] The flow-chart in FIG. 5 ends at terminator block 518.

[0074] In one embodiment of the present invention, the comparison of the control
processor competence level to the human driver competence level is general (i.e., whichever
competence level is higher, regardless of what roadway is being traveled on). However, in
another embodiment of the present invention, the comparison of the control processor
competence level to the human driver competence level is roadway specific. That is, the
competence levels are based on how well the SDV control processor and/or the human driver
control the SDV on the specific roadway (roadway 204) that the SDV is traveling on, and/or the
current environmental conditions (traffic, weather, darkness, etc.) of that specific roadway.
[0075] As described herein, in one or more embodiments of the present invention
wherein the current operational anomaly is from a group consisting of a presence of snow tires
mounted on the SDV during a first road condition of the roadway (e.g., the SDV has snow tires
but it is in the middle of summer, when snow tires provide less traction than when in snow in the

winter), an absence of snow tires mounted on the SDV during a second road condition of the
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roadway (e.g., non-snow tires on the SDV in the middle of a blizzard), tire pressure in a tire
mounted on the SDV being below or above a predetermined level (i.e., one or more tires are
underinflated or overinflated), tire tread on a tire mounted on the SDV being less than a
predefined limit (i.e., there is an insufficient amount of tread left on one or more tires), a level of
windshield washer fluid in a windshield washer fluid reservoir mounted on the SDV being less
than a predefined volume, an inoperable headlamp mounted on the SDV (i.e., a headlight is
burned out), condensation frosting of windows on the SDV exceeding a predetermined limit, a
failure of an antilock breaking system in the SDV, a failure of an all wheel traction system in the
SDV, a low automatic transmission fluid level, a low windshield washer fluid level, a low fluid
level in the radiator, and a faulty braking system in the SDV. These conditions may be detected
by sensors (e.g., fluid sensors in the windshield washer fluid reservoir), cameras (e.g., an on-
board camera aimed at the tires to detect the amount of tread and inflation in the tires),
mechanical sensors (e.g., sensors that detect problems in the drivetrain or braking system), etc.
[0076] In one embodiment of the present invention, a sensor (e.g., one of sensors 153
shown in FIG. 1) used to describe current conditions of the roadway is mounted on the SDV.
Sensor readings produced by the sensor describe environmental conditions of the SDV in real
time. In this embodiment, one or more processors receive an environmental report from an
environmental reporting service. The environmental report describes a general condition for the
roadway. For example, a weather service ("environmental reporting service") may report via a
data link (e.g., network 127 in FIG. 1) to processors on the SDV that there is icing occurring on
the roadway 206 shown in FIG. 2.

[0077] One or more processors then compare environmental information from the
environmental report to the sensor readings that describe the environmental conditions of the
SDV in real time. In response to the environmental report disagreeing with the sensor readings,
one or more processors disregard the sensor readings from the sensor and use the environmental
report to describe the current condition of the roadway. That is, the processors will trust the
weather report of ice on the roadway over what the sensors detect, since the sensors are only able
to detect ice conditions (if at all) on the surface below the SDV at any point in time.

[0078] In one embodiment of the present invention, one or more processors retrieve
driver profile information about the human driver of the SDV. The human driver of the SDV

(e.g., SDV 202 shown in FIG. 2) is assigned to a cohort of drivers traveling on the roadway in
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multiple SDVs (e.g., SDV 210 and SDV 212 shown in FIG. 2). The current human driver of the
SDV shares more than a predetermined quantity of traits with members of the cohort of drivers.
The processor(s) retrieve traffic pattern data for the multiple SDVs occupied by the cohort of
drivers traveling on the roadway, and then examine the traffic pattern data to determine a first
traffic flow of the multiple SDVs occupied by members of the cohort of drivers. The SDVs in the
first traffic flow are operating in the autonomous mode on the roadway.

[0079] The processor(s) also examine the traffic pattern data to determine a second traffic
flow of the multiple SDV's occupied by members of the cohort of drivers. The multiple SDVs in
the second traffic flow are operating in the manual mode on the roadway.

[0080] In response to determining that the first traffic flow has a lower accident rate than
the second traffic flow, the processor(s) prohibit the SDV from operating in the manual mode.
[0081] For example, assume that a particular driver/occupant of an SDV has a
characteristic (e.g., a history of traffic accidents while driving a vehicle in manual mode) found
in other members of a cohort of drivers. Assume further that historical data shows that these
cohort members have a history of accidents that is greater than that of on-board SDV control
processors. Thus, if a particular driver matches up with the features found in members of this
cohort, an assumption is made that this particular driver too is not as skilled as the on-board SDV
control processor. As such, the control of the SDV is required to stay in autonomous mode, and
is prohibited from switching to manual mode.

[0082] In one embodiment of the present invention, sensor readings are weighted and
summed in order to determine whether or not an SDV should be required to operate in
autonomous mode. Thus, one or more processors receive sensor readings from multiple sensors,
where each of the multiple sensors detects a different type of anomalous operational condition of
the vehicle. The processor(s) weight each of the sensor readings for different anomalous
operational conditions of the vehicle, and then sum the weighted sensor readings for the
anomalous operational conditions of the vehicle. The processor(s) determine whether the
summed weighted sensor readings exceed a predefined level. In response to determining that the
summed weighted sensor readings do exceed a predefined level, the on-board SDV control
processor prohibits the SDV from operating in the manual mode. For example, assume that a
first sensor detects faulty windshield wipers and the second sensor detects a faulty cabin air

conditioning system. Assume further that historical data shows that many more accidents are
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caused by poor visibility (e.g., caused by faulty windshield wipers) than a warm cabin of the
SDV. As such, the sensor readings from sensors that the faulty windshield wipers are weighted
more heavily than sensor readings about cabin temperature. These weighted sensor readings are
then added up. If the summed sensor reading weighted values exceed some predetermined value
(which has been predetermined based on historic or engineering analyses as being a breakpoint
over which the chance of accidents greatly increase), then control of the SDV must go into
autonomous mode. However, if the summed sensor reading weighted values fall below this
predetermined value, then control is pushed to (or left in) the manual mode.

[0083] In one or more embodiments of the present invention, the SDV 202 "learns" about
how significant operational anomalies are. That is, by taking information from other SDVs and
their driving history as well as the driving history of SDV 202 itself, SDV 202 is able to
autonomous "learn" what operational anomalies are significant to the safe operation of SDV 202
(e.g., faulty brakes, faulty throttle controls, tires with little or no tread, etc.) and those which are
comparatively insignificant (e.g., a cabin air conditioning system that is low on refrigerant, etc.).
[0084] In an embodiment of the present invention, if neither the autonomous mode nor
the manual mode controls the SDV in a safe manner, then the SDV is autonomously pulled over
to the side of the road and stopped. Thus, in this embodiment one or more processors set a
minimum competence level threshold for the control processor competence level and the human
driver competence level described above. The processor(s) then determines that neither the
control processor competence level nor the human driver competence level meets or exceeds the
minimum competence level threshold. In response to determining that neither the control
processor competence level nor the human driver competence level exceeds the minimum
competence level threshold, the driving mode module (e.g., driving mode module 307 in FIG. 3)
directs the on-board SDV control processor to take control of the SDV and to bring the SDV to a
stop.

[0085] In one embodiment, the decision by the driving mode module 307 in FIG. 3 to
place the SDV in autonomous mode or manual mode is further dictated by how well a particular
driver or a particular SDV control processor handles a specific geometry of the roadway 204
shown in FIG. 2 while a certain anomalous operational condition is being experienced by SDV
202. For example, assume that a particular driver manually maneuvers the SDV 202 around a

cloverleaf exchange, in which the roadway loops around onto itself. If a driver does poorly in
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negotiating this cloverleaf exchange (e.g., hits the side of the cloverleaf barrier, is erratic in
accelerating and/or braking through the cloverleaf, travels well above or well below the posted
speed limit for the cloverleaf, etc.), as detected by various sensors 153 on the SDV 202, then the
system will not let that driver negotiate through future and similarly configured (e.g., shaped)
cloverleaves on the roadway, particularly if the SDV 202 is experiencing a problem (operational
anomaly) with the antilock braking system (ABS). Rather, the system (e.g., driving mode module
307) will automatically engage the autonomous mode when the similarly configured cloverleaf
comes up while the SDV 202 is experiencing this anomalous operational condition.

[0086] As described herein, in one embodiment of the present invention, the control
processor competence level is based on a safety history for similar control processors in other
SDVs. Thus, one or more processors retrieve control processor profile information about the
SDV control processor that is on board the SDV. The processors(s) assign the SDV control
processor that is on board the SDV to a cohort of SDV control processors in multiple other SDV's
that are traveling on the roadway and experiencing a particular anomalous operational condition.
This SDV control processor that is on board the SDV shares more than a predetermined quantity
of traits with members of the cohort of SDV control processors. The processor(s) retrieve traffic
pattern data for the multiple other SDVs that are traveling on the roadway, and then examine that
traffic pattern data to determine a record of accidents for the multiple other SDVs traveling on
the roadway while being controlled by the cohort of SDV control processors. The processor(s)
then determine the control processor competence level (for the SDV control processor in SDV
202) based on the record of accidents for the multiple SDVs (e.g., SDV 210 and SDV 212)
traveling on the roadway (e.g., roadway 204) while being controlled by the cohort of SDV
control processors and the SDV 202 is experiencing the particular anomalous operational
condition.

[0087] In one embodiment of the present invention, if environmental sensors on the
roadway indicate that road conditions are too hazardous to allow the driver to manually control
the vehicle while the vehicle is experiencing the anomalous operational condition, then manual
mode is prohibited. That is, in one embodiment of the present invention, one or more processors
receive sensor readings from multiple sensors (e.g., roadway sensor(s) 206 shown in FIG. 2).
Each of the multiple sensors detects a different type of current condition of the roadway. The

processor(s) weight each of the sensor readings for different current conditions of the roadway
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(e.g., one for temperature, one for darkness, one for precipitation, etc.), and then sum the
weighted sensor readings for the different current conditions of the roadway. If summed
weighted sensor readings exceed a predefined level, then the SDV control processor on the SDV
prohibits the SDV from operating in the manual mode while the vehicle is experiencing the
anomalous operational condition.

[0088] In one embodiment of the present invention, if the SDV control processor and the
human driver are both incompetent to handle the operational anomaly (e.g., the SDV is on fire),
then the SDV is automatically placed into autonomous mode and pulled over to the side of the
road. That is, one or more processors set a minimum competence level threshold for the control
processor competence level and the human driver competence level. If neither the control
processor competence level nor the human driver competence level meets the minimum
competence level threshold, then the driving mode module (e.g., driving mode module 307 in
FIG. 3) directs the SDV control processor to take control of the SDV and to bring the SDV to an
immediate stop.

[0089] In one embodiment of the present invention, if the roadway is too narrow, or is
along a cliff, or otherwise is unduly hazardous, then this fact is considered when placing the
SDV in autonomous or manual mode. Usually this will result in the SDV being placed into
autonomous mode, but in some situations (e.g., where GPS or other positioning signals are
spotty) it may be preferable/safer to let the driver manually control the vehicle. Thus, in one
embodiment of the present invention the SDV on-board computer 301 and/or controlling server
201 receive, from one or more roadway sensors (e.g., roadway sensor(s) 206 in FIG. 2), a width
of the roadway (e.g., roadway 204). Based on this information, one or more processors (e.g.,
within driving mode module 307 shown in FIG. 3) further selectively assign control of the SDV
to the SDV control processor or to the human driver while the SDV experiences the current
operational anomaly (and based on the width of the roadway).

[0090] In one embodiment of the present invention and as described above, the system
will drive the SDV in autonomous mode to the nearest facility that can resolve the current
operational anomaly. That is, control of the SDV is transferred to the SDV control processor, and
then one or more processors (e.g., within SDV on-board computer 301) receive a location of a

resource provider that has been predetermined to be capable of ameliorating the current
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operational anomaly in the SDV. The SDV control processor then maneuvers the SDV to the
location of the resource provider.

[0091] In one or more embodiments, the present invention is implemented in a cloud
environment. It is understood in advance that although this disclosure includes a detailed
description on cloud computing, implementation of the teachings recited herein are not limited to
a cloud computing environment. Rather, embodiments of the present invention are capable of
being implemented in conjunction with any other type of computing environment now known or
later developed.

[0092] Cloud computing is a model of service delivery for enabling convenient, on-
demand network access to a shared pool of configurable computing resources (e.g. networks,
network bandwidth, servers, processing, memory, storage, applications, virtual machines, and
services) that can be rapidly provisioned and released with minimal management effort or
interaction with a provider of the service. This cloud model may include at least five
characteristics, at least three service models, and at least four deployment models.

[0093] Characteristics are as follows:

[0094] On-demand self-service: a cloud consumer can unilaterally provision computing
capabilities, such as server time and network storage, as needed automatically without requiring
human interaction with the service's provider.

[0095] Broad network access: capabilities are available over a network and accessed
through standard mechanisms that promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, laptops, and PDAs).

[0096] Resource pooling: the provider's computing resources are pooled to serve multiple
consumers using a multi-tenant model, with different physical and virtual resources dynamically
assigned and reassigned according to demand. There is a sense of location independence in that
the consumer generally has no control or knowledge over the exact location of the provided
resources but may be able to specify location at a higher level of abstraction (e.g., country, state,
or datacenter).

[0097] Rapid elasticity: capabilities can be rapidly and elastically provisioned, in some
cases automatically, to quickly scale out and rapidly released to quickly scale in. To the
consumer, the capabilities available for provisioning often appear to be unlimited and can be

purchased in any quantity at any time.
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[0098] Measured service: cloud systems automatically control and optimize resource use
by leveraging a metering capability at some level of abstraction appropriate to the type of service
(e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be
monitored, controlled, and reported providing transparency for both the provider and consumer
of the utilized service.

[0099] Service Models are as follows:

[00100] Software as a Service (SaaS): the capability provided to the consumer is to use the
provider's applications running on a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as a web browser (e.g., web-based e-
mail). The consumer does not manage or control the underlying cloud infrastructure including
network, servers, operating systems, storage, or even individual application capabilities, with the
possible exception of limited user-specific application configuration settings.

[00101] Platform as a Service (PaaS): the capability provided to the consumer is to deploy
onto the cloud infrastructure consumer-created or acquired applications created using
programming languages and tools supported by the provider. The consumer does not manage or
control the underlying cloud infrastructure including networks, servers, operating systems, or
storage, but has control over the deployed applications and possibly application hosting
environment configurations.

[00102] Infrastructure as a Service (laaS): the capability provided to the consumer is to
provision processing, storage, networks, and other fundamental computing resources where the
consumer is able to deploy and run arbitrary software, which can include operating systems and
applications. The consumer does not manage or control the underlying cloud infrastructure but
has control over operating systems, storage, deployed applications, and possibly limited control
of select networking components (e.g., host firewalls).

[00103] Deployment Models are as follows:

[00104] Private cloud: the cloud infrastructure is operated solely for an organization. It
may be managed by the organization or a third party and may exist on-premises or off-premises.
[00105] Community cloud: the cloud infrastructure is shared by several organizations and
supports a specific community that has shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be managed by the organizations or a third party

and may exist on-premises or off-premises.
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[00106] Public cloud: the cloud infrastructure is made available to the general public or a
large in