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(57) ABSTRACT 

Systems and methods that automatically compare sets of 
files to determine what has been copied even when sophis 
ticated techniques for hiding or obscuring the copying have 
been employed. The file compare system comprises a file 
compare program that uses various operational data and user 
interface options to detect illicit copying, highlight and align 
matching lines, and to produced a formatted report. A known 
translations file is used to match translated tokens. Other 
operation data files specify rules that the file program then 
used to improve its results. The generated report contains 
statistics and full disclosures of the known translations used 
and the other methods used in creating the exhibits. The 
system includes a bulk compare program that automatically 
detects likely file pairings and candidates for validation as 
known translations, which can be used on iterative runs. The 
user is given full control in the final output and the system 
automatically reforms the reports and recalculations the 
statistics for consistent and accurate final presentation. 
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ii include Kst dio.h> 

// The quick brown fox jumped over the lazy dog. How many tries did it take? 
void tries (int initial Fox Jump Height, 

int jumpHeight = initial Fox Jumpheight; 
int numTries = 0; 

while (jump Height < dog Height) 

jumpHeight + F jump Increment; 
numTries + +; 

printf("Number of tries: %d\n", numTries) ; 

File:jump.c 

Fig. 2A 

int dog Height, int jump Increment) 
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include <stdio.h> 

// A fast auburn wolf leaped above a passive canine. How many attempts did it 
take? 
void attempts (int start Wolf LeapHeight, int canine Height, int leap Increment) 
{ 

int leapHeight as start Wolf LeapHeight; 
int numberOf Attempts = 0; 
while (leapHeight < canine Height) 
{ 

leapHeight + = leap Increment; 
numberOfAttempts++; 

} 
printf("Number of attempts : & d \n", numberOfAttempts) ; 

File: leap.c 

Fig 2B 
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# include <stdio.h> 

// The quick brown fox jumped over the lazy dog. How many tries did it take? 
void tries (int initial Fox Jumpheight, int dog Height, 

int jumpheight = initial Fox JumpHeight; 
int numTries = 0; 

while (jumpHeight < dog Height) 
{ 

jumpHeight += jump Increment; 
numTries + +; 

} 
printf("Number of tries: %d\n", numTries) ; 

// Verify jump 
while (numTries > 0) 

jumpheight -= jump Increment; 
numTries--; 

if (jumphleight == initial Fox Jumpheight) 
{ 

printf(" - Verified \n"); 

File: jumpVerify.c 

Fig 5A 

int jump Increment) 
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# /usr/local/bin/perl5 

# A fast auburn wolf leaped above a passive canine. How Inany attempts did it take? 
Sub Attempts (S startWolf LeapHeight, Scanine Height, SleapIncr) 

Sleap Height = $startWolf LeapHeight; 
SnumberOf Attempts = 0; 

while (SleapHeight < Scanine Height) // MvP 
A / MvP 

SleapHeight + = Sleapincr; // MvP 
SnumberOfAttempts++; // MvP 

} // MvP 

printf("Number of Attempts: %d\n", SnumberOf Attempts); 

f / Confirm leap 
for (; SnumberOfAttempts > 0; SnumberOfAttempts--) 

SleapHeight -= Sleap Incr; 
} 
print " - Verified \n" if (SleapHeight == $startWolf LeapHeight) ; 

File: leapConfirm.pl 

Fig 5B 
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DETECTION OF OBSCURED COPYING USING 
KNOWN TRANSLATIONS FILES AND OTHER 

OPERATIONAL DATA 

RELATED APPLICATIONS 

0001. This application claims priority under 35 U.S.C. S 
199(e) of the co-pending U.S. provisional application Ser. 
No. 60/635,908, filed Dec. 10, 2004, entitled “DETECTION 
OF OBSCURED COPYING USING KNOWN TRANSLA 
TIONS FILES AND OTHER OPERATIONAL DATA, 
which is hereby incorporated by reference. 
0002 This application claims priority under 35 U.S.C. S 
199(e) of the co-pending U.S. provisional application Ser. 
No. 60/635,562, filed Dec. 11, 2004, entitled “DETECTION 
OF OBSCURED COPYING USING KNOWN TRANSLA 
TIONS FILES AND OTHER OPERATIONAL DATA, 
which is hereby incorporated by reference. 

BACKGROUND FIELD OF THE INVENTION 

0003. This invention relates to systems and methods for 
comparing files to detect the use of copied information, and 
more particularly to such systems and methods that detect 
copying where the copying has been obscured by various 
techniques. 

BACKGROUND THE PROBLEM 

0004 We are in the midst of the Information Age. More 
and more people make their living as information workers. 
The technologies fueling the Information Age are still being 
developed at an intense rate. For example, during the last 
few decades there has been unprecedented development and 
growth in the use of the Internet. The Internet information 
space known as the World Wide Web has become a signifi 
cant tool for communications, commerce, research, and 
education. Almost all of this information is stored electroni 
cally in computer files, which can be easily copied, trans 
ferred anywhere in the world, and modified. At the same 
time, many have made extreme efforts to share in the 
fortunes to be made in this new era of computer based 
information and communication. Some of this has been 
evidenced by the “irrational exuberance' of the Internet 
boom. 

0005. Unfortunately, the ease of access to information 
and the ease at which information can be copied and 
modified, combined with both personal and corporate greed, 
has led to what appears to be unprecedented levels of illegal 
copying of copyrighted materials, including the computer 
programs that run on the computers of the information age 
and the information found on the World Wide Web. This 
illegal copying has led to numerous lawsuits claiming Fed 
eral copyright infringement and both Federal and state trade 
secret misappropriation. Significant trade secret theft can 
also lead to criminal prosecution. 
0006. At the same time, computer equipment has become 
more powerful and increased in storage capacity—both 
primary memory (RAM) and secondary storage (disk and 
tape drives). Computer programs, likewise, have grown in 
size and complexity. Some Software projects are comprised 
of tens of thousands of source code files, collectively con 
taining millions of lines of code. The source version control 
systems for those projects may contain billions of lines of 
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code. The version control systems may also include other 
types of media including design documents, database sche 
mas, graphics files, and other data, all Subject to copyright 
and trade secret protection. 

0007. The courts are interested in the literal copying and 
use of the literal lines of code that make up these computer 
programs. Copyright extends to translations of the original 
work as well. Trade secrets can be copied without copying 
the literal lines of code. Literal copying and literal transla 
tion are direct evidence of copying. The courts have also 
said, “Where there is no direct evidence of copying, a 
plaintiff may establish an inference of copying by showing 
(1) access to the allegedly-infringed work by the defen 
dant(s) and (2) a substantial similarity between the two 
works at issue.” In determining Substantial similarity, the 
first step is to filter out those elements that were not 
protectable, namely those which are not original to the 
copyright holder or which required minimal creativity. 

0008 Also, the courts have recognized that a significant 
portion of the work and creative effort of developing com 
puter programs is found in tasks not limited to the actual 
writing of the lines of Source code, but include many layers 
of abstract design. This work includes understanding cus 
tomer and system requirements, designing external inter 
faces, designing internal interfaces, architecting the struc 
ture of the system and individual modules, developing 
abstract algorithms, coding, integration, testing, bug fixing, 
and maintenance. Because of this, the courts recognized 
copying of the non-literal aspects of the computer program 
as well. 

0009 Because of the highly technical nature of computer 
programming, the courts rely on technical experts to shed 
light on what was copied, whether the copying was allow 
able, and whether the copying was Substantial. The courts 
have provided various guidelines for determining non-literal 
copying. One guideline is to analyze the sequence, structure, 
and organization of the computer program. More recently, 
the courts are adopting an “abstraction-filtration-compari 
Son' test. In this test, first the computer program is broken 
down into layers of abstraction, second, the elements that are 
not protected are filtered out, and third, the remaining 
elements are compared against the alleged infringing work 
(at each of the levels of abstraction). The courts have been 
interested in the literal lines of code as well as more abstract 
aspects of the computer program, Such as the algorithms, the 
parameter lists, modules or files that make up each program, 
the database architecture, and the system level architecture. 
0010. The similarities at each of these levels can be 
shown by creating side-by-side listings of the copied mate 
rials. The various aspects of the comparison can be indicated 
with various types of formatting. 

0011. In trade secret cases, information that was general 
knowledge (as opposed to specific knowledge) or which is 
readily ascertainable must also be filtered. 
0012 However, in order to prepare the side-by-side list 
ings, the expert must first determine which pairs of files from 
the respective works to compare. Once a pair of files with 
Some level of copying has been found, the literal and 
non-literal aspects of the copying must be indicated in some 
manner. This can be done manually using a word processor, 
such as Microsoft Word brand or FrameMaker brand word 
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processors. However, when there are tens of thousands of 
files and millions of lines of code it becomes-almost impos 
sible for an expert or group of experts to accurately find all 
instances of copying and to properly apply the filtering and 
formatting required for presentation to the judge and jury. 
Further, to qualify as a technical expert, the individual must 
have recognized experience and expertise in the computer 
Science, as well as the ability to present the information, 
testify, and overcome the challenges and rigors of the court 
room. Qualified individuals, who are at the peak of their 
careers and are in high demand, earn relatively high hourly 
compensation. A typical case may require hundreds or 
thousands of hours of analysis and exhibit preparation. The 
cost of doing the work manually can be prohibitive. Further, 
the volume of work can be difficult to perform error free. 
Any errors in the analysis or presentation can be used to 
challenge the reliability of the evidence and the credibility of 
the expert witness. 

BACKGROUND PRIOR ART 

0013 Software developers are aware of a number of code 
comparison tools associated with their development envi 
ronment. For example the UNIX brand development envi 
ronment has long had a utility known as “diff which 
compare lines of files for exact matching. The diffutility will 
produce output that indicates which block of lines are 
identical, which block of lines have been added, and which 
block of lines have been deleted. It is typical for an inte 
grated development environment (IDE), such as Microsoft 
Developer Studio brand, Microsoft SourceSafe brand, 
Metrowerks CodeWarrior brand, or Apple Xcode brand 
IDEs, to include a file compare utility. There are also 
stand-alone programs such as WinDiff brand or Helios 
Software Solutions TextPad brand file compare programs. 
Many of these programs provide the same comparison 
features as the original Unix brand diffutility. Some of these 
show lines added, changed and deleted with colored high 
lighting. Some include a graphical user interface that aligns 
identically matching lines of code in a side-by-side format 
that can be scrolled in a window. 

0014) However all of these diff-like programs are limited 
in detecting illegal copying because they only report lines 
that match exactly. Small insignificant changes can easily be 
made to each copied line and these diff-like programs will 
report that no lines are identical, giving a false indication 
that there is no copying. 
00.15 Editing programs, such as Microsoft Word and 
those found in the various IDEs, have a feature that allows 
all the occurrences of a certain word or phrase to be changed 
(or translated) to a different word or phrase. For example 
every occurrence of “dog” could be translated to “canine'. 
This is known as “Change All or “global query/replace'. 
Software developers can easily generate a list of the impor 
tant names (or identifiers) in a computer program. Software 
developers with nefarious intent can easily develop a list of 
substitute words for each of those identifiers, and change 
every important name wherever it occurs throughout a set of 
copied files. In a matter of minutes the computer can make 
millions of changes to tens of thousands of files. The 
program would still be structured and behave identically 
even though none of the important lines of code would 
match identically. 
0016. These diff-like programs cannot detect such global 
changes. 
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0017 Further, the diff program algorithm is limited. It 
can get confused in its comparison. If a block of code is 
copied but moved out of order, the diff program may fail to 
detect the identical lines simply because they have been 
rearranged within the file. 
0018. A software developer with nefarious intent can 
easily defeat the illegal copying detection capabilities of 
programs such as diff. 

BACKGROUND MORE SOPHISTICATED 
COPYING 

0019. A software developer who is attempting to copy a 
set of source code, and has some understanding that they 
cannot literally copy the Source code without detection, can 
employ various techniques to avoid literal copying that can 
easily be detected, while still effectively copying the source 
code. To avoid being caught, an illicit copier can employ 
more Sophisticated techniques to hide or obscure the evi 
dence of their illegal copying. 
0020. As discussed above, the easiest approach is to 
simply use an editor to make global changes throughout the 
code to identifiers such as variable and method names. This 
makes it difficult for conventional comparison programs to 
detect the copying. 
0021 Another approach is to add spaces, tabs, carriage 
returns, words or comments that don’t change the essential 
function of the code, but will defeat diff-like programs. 
0022. Another approach is to reorder the code so that the 
sections work the same but have been moved around to 
avoid side-by-side comparison. 
0023. Another approach is to re-write the same algo 
rithms in a different language, for example, translating from 
C to Visual Basic, from C to C++, from Basic to C++, and 
so forth. 

0024. Another approach is to rewrite every line of code 
using different but equivalent programming constructs. This 
makes individual line-by-line comparison impossible 
because the equivalent elements may be split across non 
contiguous lines. 

BACKGROUND MY EARLIER TESTING 

0025 I conceived of a basic technique to overcome and 
detect some of these techniques, such as the global change 
of important identifiers. I developed custom file compare 
test programs that read two files and broke the words and 
symbols of the files into individual elements called tokens. 
As I manually compared the files, I added special instruc 
tions and data into each different custom test program to 
reverse the global changes that had been made by the illicit 
copier. These programs also output a report where the two 
programs were presented side-by-side with line numbers. 
When these early test programs were successful in identi 
fying translated lines of code, the lines were lined up (or 
aligned) side-by-side by inserting extra blank lines. Lines of 
code that have been literally copied or translated were 
shown in red and are underlined. The lines were numbered 
with the original line numbers. Lines that were too long were 
truncated (cut off) so that the lines would still match up. 
0026. While these situation specific test programs vali 
dated this basic approach, and saved a significant amount of 
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time preparing exhibits that could be edited by hand for 
completeness, it was clear that I had not yet developed a 
complete Solution that would meet the needs of general use 
over a wide range of situations. 
0027. One problem was that the translation rules and 
terms are built-in to each custom program. This required 
changes to the program each time a new rule or new 
matching pair of translation equivalents were found. The 
required repeated modification of the program resulted in 
multiple versions and constant changing of the program. 
0028. Another problem was that each project required its 
own custom program so that the program could never be 
finished. Another problem was maintaining a growing set of 
custom programs. It was difficult to fix software defects or 
to add general enhancements. A fix to one custom program 
might break another custom program that had a different set 
of features. 

0029 Further, testing with a broader range of test cases 
revealed that many techniques for hiding illicit copying were 
still not covered by these simple test programs. For example, 
a situation where the illicit copier added carriage returns, 
words or comments that didn't change the essential function 
of the code, still defeated my early test programs. Also, some 
programming environments include unique numbers on 
every line in a file. The simple act of copying the contents 
of a file into another file will cause every line to no longer 
match because of the unique numbers. 
0030. In some situations subsets of files, appearing in the 
same projects, were found to have been translated using 
different translations for the same words. My early test 
programs could not handle multiple translations of the same 
words. 

0031. Also, the process of finding pairs of files to be 
compared was still a time consuming manual process. 
0032. Further, once I produced a side-by-side listing with 
marking showing the lines that were copied, it was necessary 
to filter out, for example, lines that were in the public 
domain or which were generally known. In some cases, an 
employee of one of the parties may be the best domain 
expert to review what should be filtered versus what would 
be proprietary or trade secret information. However, often 
that person may be limited because of protective orders from 
seeing both sides of the comparison. There is a need to 
prepare marked up listings of either side of a side-by-side 
comparison, that is identical in markup and presentation to 
the side-by-side listings but which contains on the code from 
one of the parties. 

BACKGROUND SOLUTION NEEDED 

0033 What is needed is a comprehensive system that will 
automatically: 

0034 (a) find and mark literal copying 
0035 (b) find and mark literal translation 
0036) (c) filter material that should be filtered 
0037 (d) identify copied material that has been filtered 
0038 (e) calculate statistics on total lines, lines copied, 
lines obscured, lines filtered, and percentages 

0039 (f) identify translations that have been used 
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004.0 (g) identify copying even when the code was 
translated from one programming language to another 

0041 (h) identify copying even when words and com 
ments have been changed without changing the essen 
tial function of the code 

0042 (i) provide a mechanism to identify copying 
even when the carriage returns were added 

0043 () provide a mechanism to exclude portions of 
each line prior to comparing the more meaning portions 
(e.g. exclude unique number of each line) 

0044) (k) determine which pairs of files should be 
compared 

0045 (1) skip pairs of files that have little or no 
similarity so that those that do have similarity can be 
presented sooner and with fewer resources 

0046 (m) identify possible translations that might not 
yet have become known 

0047 (n) apply customized rules based on observed 
technique for obscuring copying 

0048 (o) provide an easy to use method of customiz 
ing the rules and translation used for each project 
without modifying the program 

0049 (p) after producing a side-by-side listing marked 
to show copied, obscured, and filtered between two 
files, producing a identically marked listing of each of 
the two files separately. 

0050. Such a program would be able to be used “as is 
on many projects without custom programming for 
each project, and thus would be much more easily 
maintained and enhanced, would have increased reli 
ability, and could be used without internal program 
ming knowledge or effort. 

SUMMARY OF THE INVENTION 

0051. Accordingly, it is an objective of the present inven 
tion to provide a comprehensive system that will automati 
cally compare sets of files to determine what has been copied 
even when Sophisticated techniques for hiding or obscuring 
the copying have been employed. 
Objects and Advantages 
0052 Accordingly, beside the objects and advantages 
described above, some additional objects and advantages of 
the present invention are: 
0053 1. To reduce the cost of analyzing files in a copy 
right or trade secret lawsuit. 

0054 2. To automatically find and mark literal copying. 
0055 3. To automatically find and mark literal transla 
tion. 

0056 4. To automatically filter material that should be 
filtered. 

0057 5. To automatically identify copied material that 
has been filtered. 

0058 6. To automatically calculate statistics on total 
lines, lines copied, lines obscured, lines filtered, and 
percentages. 
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0059 7. To automatically identify translations which 
have been used. 

0060) 8. To automatically identify copying even when the 
code was translated from one programming language to 
another. 

0061 9. To automatically identify copying even when 
words and comments have been changed without chang 
ing the essential function of the code. 

0062 10. To provide a mechanism to automatically iden 
tify copying even when the carriage returns were added. 

0063. 11. To automatically identify copying even when 
sections files have been rearranged (both within a file and 
between files). 

0064. 12. To identify information that has been copied 
more than once. 

0065 13. To automatically provide a mechanism to 
exclude portions of each line prior to comparing the more 
meaning portions (e.g. exclude unique number of each 
line). 

0.066 14. To automatically determine which pairs of files 
should be compared. 

0067. 15. To automatically skip pairs of files which have 
little or no similarity so that those that do have similarity 
can be presented Sooner and with fewer resources. 

0068 16. To automatically identify possible translations 
that might not yet have become known. 

0069. 17. To automatically apply customized rules based 
on observed technique for obscuring copying. 

0070 18. To automatically provide an easy to use method 
of customizing the rules and translation used for each 
project without modifying the program. 

0.071) 19. To provide a method of dynamically loading a 
known translations table for each file comparison, which 
can be modified and stored separately for each group of 
appropriate files. 

0072 20. To provide a method of dynamically loading a 
Suspected translations table for each file comparison, 
which can be modified and stored separately for each 
group of appropriate files, whereby Suspected translations 
can be identified and verified for later inclusion as known 
translations for future runs. 

0073. 21. To provide a method of detection similarities in 
comments which utilize different comment syntax. 

0074 22. To provide a threshold that limits usage of 
computer processing and storage resources on compares 
yield little or no similarity, by aborting or reducing 
processing and avoiding formatted report generation. 

0075 23. To provide output file names which are mean 
ingful to facilitate rapid review of highly similar files. 

0.076 24. To provide a system that will run on multiple 
computer platforms with different file naming conven 
tions. 

0077. 25. To provide a system that will determine file 
Subsets for batch comparisons based on user selectable 
criteria. 
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0078. 26. To provide a system that will determine file 
Subsets for batch comparisons based directory structure. 

0079 27. To provide for multiple translations of the same 
word in different file pairs. 

0080) 28. To provide a system that efficiently processes 
batch comparisons by reusing information previously 
obtained for one or both files in the pair. 

0081) 29. To increase the accuracy of the reports. 
0082. 30. To provide a common look for multiple foren 
sic exhibits. 

0083. 31. To provide forensic exhibits that can be read on 
a wide variety of platforms and by a wide variety of users. 

0084 32. To provide user selectable output sizes (e.g. 
letter and legal sized paper) and layouts (e.g. portrait or 
landscape) with maximum use of page space while main 
taining readability. 

0085 33. To provide full disclosure of specialized rules, 
forensic methods, and evidence modifications. 

0.086 34. To provide full data for each line, without 
truncation, while still maintaining proper alignment of 
matching lines. 

0087 35. To provide a way to identify meaningful tokens 
from different programming language using language 
specific control and data. 

0088 36. To apply language specific options based on 
automatic language detection. 

0089 37. To provide a report of translations detected that 
have language keywords and other non-illicit language 
filtered. 

0090 38. After producing a side-by-side listing marked 
to show copied, obscured, and filtered between two files, 
to provide an identically marked, separate listing of each 
of the two files. 

DRAWING FIGURES 

0091. In the drawings, closely related figures have the 
same number but different alphabetic suffixes. 
0092 FIG. 1 illustrates the basic components of the 
system. 

0093 FIGS. 2A and 2B shows example files. 
0094 FIG. 2C shows an example of known translation 
data. 

0.095 FIG. 2D shows an example two page exhibit 
identifying literal copying and literal translation. 
0.096 FIGS. 3A through 3D show flow charts for the file 
compare. 

0097 FIG. 4 shows an advanced alternate system. 
0.098 FIGS. 5A and 5B shows alternate example files. 
0099 FIG. 5C shows another example of known trans 
lation data. 

0.100 FIG. 5D shows an example of suspected transla 
tion data. 

0101 FIG. 5E shows an example of exclusion data. 
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0102 FIG. 5E shows an example of obscured lines data. 
0103 FIG. 5G shows another example two page exhibit continued 
identifying detection of more Sophisticated copying tech- REFERENCE NUMERALS IN DRAWINGS 
niques. 

2432 Total Lines Statistics 
0104 FIG. 6 illustrates an example of a bulk compare 2434 Copied Lines Statistics 
SVSt 2436 Obscured Lines Statistics ystem. 

2438 Filtered Lines Statistics 

0105 FIG. 7 shows an example of file pair combinations. 2440 Translation Comment 
24SO Translations Found 

0106 FIG. 8 shows an overall process including expert 2452 “quick = fast Translation 
review 2460 Notes 

31OO Start 31 OO 
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2310a First Original Word 3237 Path 3237 
231Ob First Translation Equivalent 3238 Finish 3238 
2312 Line 2 (Known Translations) 3300 Start 3300 
23.12a Second Original Word 33O2 Path 3302 
23.12b Second Translation Equivalent 33O8 Get and Tokenize Next Line of File B 
2314 Line 3 (Known Translations) 3310 Path 3310 
2316 Line 4 (Known Translations) 3312 Determine Significant Tokens 
2318 Line 5 (Known Translations) 3314 Path 3314 
2320 Line 6 (Known Translations) 3.316 Any Significant Decision 
2322 Line 7 (Known Translations) 3318 Path 33.18 
2324 Line 8 (Known Translations) 332O Path 3320 
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2430 Statistics Section 3364 Get and Tokenize Next Lines of Both Files 

33



US 2006/0129523 A1 

-continu ed 

REFERENCE NUMERALS IN DRAWINGS 

3366 Path 3366 
3368 Tokens Match Decision 
3370 Path 3370 
3372 increment Block Sizes 
3374 Path 3374 
3376 Path 3376 
3378 Finish 3378 
3400 Start 3400 
34O2 Path 34O2 
3404 Append Stats Line to Stats File 
3406 Path 3406 
3408 Open Output Files 
3410 Path 3410 
3412 Output Formatted Headers 
3414 Path 3414 
3416 Output Formatted File A Body 
3418 Path 3418 
342O Output Formatted File B Body 
3422 Path 3422 
3424 Output Compare Statistics 
3426 Path 3426 
3428 Close Files 
3430 Path 3430 
34.32 Finish 34.32 
400 Alternate File Compare System 
430 Alternate File Compare 
440 Specific Operational Data Files 
442 Known Translations 
444 Suspected Translations 
446 Exclusions 
448 Obscured Lines 
452 Statistics 
454 New Possible Translations 
456 Translations Used 
458 Filter Translations 
464 Operational Data Read Path 
468 Additional Output 
470 Language Specific 
472 Language Keywords 
480 Advanced User Interface Options 
482 Path 482 
5300 Alternate Known Translations 
S300a Alternate Original Words 
S3OOb Alternate Translation Equivalents 
5310 Line 1 (Alternate Known Translations) 
5310a First Alternate Original Word 
531Ob First Alternate Translation Equivalent 
5312 Line 2 (Alternate Known Translations) 
53.12a Second Alternate Original Word 
53.12b Second Alternate Translation Equivalent 
5314 Line 3 (Alternate Known Translations) 
5316 Line 4 (Alternate Known Translations) 
5318 Line 5 (Alternate Known Translations) 
532O Line 6 (Alternate Known Translations) 
5322 Line 7 (Alternate Known Translations) 
S324 Line 8 (Alternate Known Translations) 
S326 Line 9 (Alternate Known Translations) 
5328 Line 10 (Alternate Known Translations) 
5330 Line 11 (Alternate Known Translations) 
5332 Line 12 (Alternate Known Translations) 
5334 Line 13 (Alternate Known Translations) 
5336 Line 14 (Alternate Known Translations) 
53.38 Line 15 (Alternate Known Translations) 
S340 Line 16 (Alternate Known Translations) 
S342 Line 17 (Alternate Known Translations) 
S344 Line 18 (Alternate Known Translations) 
S400 Suspected Translations 
54.00a Suspected Original Words 
S4OOb Suspected Translation Equivalents 
S410 Line 1 (Suspected Translations) 
5410a First Suspected Original Word 
541 Ob First Suspected Translation Equivalent 
S412 Line 2 (Suspected Translations) 
5500 Exclusions List 

SSOOa 
55OOb 
5510 
SS10a 
551Ob 
5512 
SS12a 
5512b 
S600 
5600a 
S600b 
S600c 
S600 
56OOe 
S610 
5610a 
S61Ob 
S61 Oc 
S610 
561Oe 
S612 
5768 
5770 
5772 
5774 
600 
610 
612 
614 
616 
618 
62O 
622 
624 
626 
630 
632 
634 
638 
652 
654 
660 
662 
664 
668 
68O 
700 
700a. 
700b 
710 
710a 
71 Ob 
712 
71.4 
716 
718 
720 
722 
724 
726 
728 
730 
732 
740 
742 
744 
746 
800 
810 
812 
814 
816 
818 
82O 

-continued 

Expressions 
Comments 

Line 1 (Exclusions) 
First Expression 
First Comment 
Line 2 (Exclusion) 
Second Expression 
Second Comment 
Obscured Lines List 
Obscured Lines Start A 
Obscured Lines Block A 
Obscured Lines Start B 
Obscured Lines Block B 
Obscured Lines File 
Line 1 (Obscured Lines) 
Line 1 Start A 
Line 1 Block A 
Line 1 Start B 
Line 1 Block B 
Line 1 File 
Line 2 (Obscured Lines) 
Exclusions Note 
Exclusion Comments Used 
integer Exclusion 
Comment Exclusion 
Bulk Compare System 
File Set A 
File A1 
File A2 
File A3 
File A4 
File Set B 
File B1 
File B2 
File B3 
Bulk Compare 
Bulk User Interface 
Path 634 
Path 638 
Bulk Statistics 
Possible Translations 
Path 660 
Path 662 
Path 664 
Path 668 
Bulk User Interface Options 
File Pair Combinations 
A Files 
B Files 
A1-B1 Pair 
First A File 
First B File 
A1-B2 Pair 
A1-B3 Pair 
A2-B1 Pair 
A2-B2 Pair 
A2-B3 Pair 
A3-B1 Pair 
A3-B2 Pair 
A3-B3 Pair 
A4-B1 Pair 
A4-B2 Pair 
A4-B3 Pair 
A1 to B1, B2, B3 Set 
A2 to B1, B2, B3 Set 
A3 to B1, B2, B3 Set 
A4 to B1, B2, B3 Set 
Start 800 
Path 810 
Perform Bulk Compare 
Path 814 
Analyze Statistics 
Path 818 
Expert Review 

Jun. 15, 2006 

REFERENCE NUMERALS IN DRAWINGS 

34



US 2006/0129523 A1 

-continued 

REFERENCE NUMERALS IN DRAWINGS 

822 Path 822 
824 Get Next Pair 
826 Path 826 
830 Done Decision 
832 Path 832 
834 Perform File Compare 
840 Path 840 
850 Path 850 
860 Finish 860 
900 Start 900 
902 Path 902 
906 Path906 
908 Manually Modify Markup 
910 Path 910 
912 Reformat and Recalculate Statistics 
914 Path 914 
916 Finish 916 
OOO Statistics update and separate file formatting 
OO)4 Path 1004 
OO6 Formatted Listing A 
O08 Path 1008 
O10 Formatted Listing B 
1OO Listing Exhibit Name 
1OOa. Listing Body of File 
102 Listing Confidentiality Legend 
104 Listing Footer Name 
106 Listing Page Information 
108 Listing File Pathname 
300 Start 1300 
3O2 Path 1302 
304 Parse Compare File & Calculate Statistics 
306 Path 1306 
3O8 Output File A Listing 
310 Path 1310 
312 Output File B Listing 
314 Path 1314 
316 Output Compare File with Updated Statistics 
3.18 Path 1318 
320 Finish 1320 

DESCRIPTION OF THE INVENTION 

0111. The present invention comprises a comprehensive 
system that will automatically compare sets of files to 
determine what has been copied even when sophisticated 
techniques for hiding or obscuring the copying have been 
employed. 

Basic System 

0112 FIG. 1 illustrates the basic components of the 
inventions. In this exemplary embodiment, a file compare 
system 100 is provided which compares two files, file A110 
and file B 120, respectively. These files are read by the 
system as represented by paths 160 and 162 respectively. 
0113. The file compare 130 engine is implemented by a 
computer. It could be implemented in hardware or software. 
A hardware version of the file compare 130 engine, a file 
compare machine, would have some speed advantages but 
would be more expensive to implement and more difficult to 
modify. A software version of the file compare 130 engine, 
a file compare program, would be less costly to implement 
and would be easier to maintain and distribute. Regardless 
of implementation, the file compare 130 engine would 
perform the same function in the system. For ease of 
discussion, the file compare 130 engine will hereafter be 
referred to as the file compare program 130; however, the 
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use of these terms are not meant to limit the scope of the 
invention to a software only implementation. 
0114. The system further comprises operational data 140 
that is used in performing the comparison, detection of 
copying, and other functions. One type of operational data 
140 is list of known translations, which correlates pairs of 
words the user (typically, a computer forensic expert) knows 
to have been used to obscure copying. Examples of known 
translations are explained in reference to known translations 
list 2300 (FIG. 2C) and alternate known translations 5300 
(FIG. 5). A novel feature of this invention is that known 
translations are stored in a known translation file 442 (see 
FIG. 4). This allows for different known translation data to 
be used from different pairs of files without changing the file 
compare program 130. 
0115 The file compare program 130 outputs a formatted 
report 150. A novel feature of this invention is that the size 
(e.g. legal or letter) and layout (e.g. landscape or portrait) of 
the report as well as various headers and footers and 
formatting options can be selected without changing the file 
compare program 130. 
0.116) The file compare program 130 operates as directed 
in part by the user according to various user interface options 
180. For example, the user is able to specify which one of 
several known translations files should be used with a 
particular pair of files. The user interfaces options 180 are set 
by the user using a user interface 182, either a command line 
interface, a graphical user interface, or both. Alternatively, 
the user interface options can be specified in a script file that 
is read along path 182. 
Example Files 

0117 FIGS. 2A and 2B shows example files. In this 
example, as shown in FIG. 2A, file A110 is named jump.c. 
and as shown in FIG. 2, file B 120 is named leap.c. In this 
example the files are both written in the same computer 
programming language called the C Programming Lan 
guage, or just C. At first glance, these two files do not appear 
to be similar or that one is a copy of another. The present 
invention provides a way to automatically detect and format 
a report that will show the true similarity between these two 
files. 

Known Translations 

0118 FIG. 2C shows an example of known translations 
list 2300 data. The original words 2300a from file A are 
shown in the first column. The translation equivalents 2300b 
found in file B are shown in the second column. Each row 
of data represents correlated pairs of words, which the user 
(typically, a computer forensic expert) knows have been 
used to obscure copying. The first line 2310 contains a 
correlated pair of words. The second line 2312 contains a 
second pair of words. Lines 3 through 16 are identified by 
reference numbers 2314, 2316, 2318, 2320, 2322, 2324, 
2326, 2328, 2330, 2332, 2334, 2336, 2338, and 2340, 
respectively. 

0119 For example, the second line 2312 shows the words 
“quick’2312a and “fast'2312b as words that in the context 
of this comparison have been translated. The original file 
(file A as shown in FIG. 2A) contains a comment that 
includes “The quick brown fox jumped over the lazy dog.' 
At first glance, the contents of file B (as shown in FIG. 2B) 
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appears to be totally different. However upon close inspec 
tion, the similarities start to become apparent. For example, 
file B also starts with a comment, “A fast auburn wolf leaped 
above a passive canine'. Although none of the words are an 
identical match, a comparison of each word from file A with 
the corresponding words of file B reveals that each word has 
been substituted with a translation equivalent. Further com 
parison and analysis reveals that the variable names also 
have been changed, most likely with a global change as 
discussed above. For example, jumpHeight has been 
changed to “leapHeight” (see row 2334). The translated 
computer program (e.g. FIG. 2B) functions in exactly the 
same way as the original program (e.g. FIG. 2A) even 
though the names have been changed. 
0120 Although this is a simple example with only two 

files, in a real copyright infringement case there are many 
tens of thousands of files in each set of files and millions of 
lines of code. The same variables, such as jumpheight' in 
this example, may occur in thousands of different files. Once 
the expert is able to find the first few translations, it becomes 
like a Rosetta Stone for understanding the other translations 
that have been made through the copied files. Each known 
translations file, for example as shown in FIG. 2C, becomes 
a Rosetta Stone for understanding and detecting the trans 
lations that have been used to obscure illicit copying. 

0121 To demonstrate the similarities between these two 
files so that the court and it’s triers of fact, the judge and the 
jury, can see what the expert sees, it is useful to prepare a 
side-by-side exhibit. 
Formatted Report 

0122 FIG. 2D shows an exemplary exhibit, entitled 
Exhibit 2D 2400, which contains a side-by-side listing 
comparing files from the exemplary file A of FIG. 2A and 
file B of FIG. 2B. The file A version is shown on the left and 
the file B version is shown on the right. In the exhibits 
produced by the file compare program 130, lines of code that 
have been literally copied or translated are shown in red and 
are underlined (for example, see line 3). Lines of code that 
are not literally identical, but are technically equivalent due 
to insubstantial differences are shown in blue and are under 
lined (see FIG.5G for an example). Lines that were copied 
but have been filtered are shown in magenta and are under 
lined and in italics (for example, see line 1). 

0123 The use of underline and italics allow for black and 
white copies to be useful even though the full color exhibits 
will be used in the courtroom. 

0.124. The body of the report contains the lines from file 
A (FIG. 2A) on the left, the body of file A 2400a and file B 
(FIG. 2B) on the right, the body of file B 2400b. Note that 
the matching code has been aligned. For example, line 14 of 
file A (2400a) was deleted after it was copied to file B (see 
between line 12 and 13 in 2400b). The file compare program 
130 inserts an unnumbered line on the right so that the 
copied lines still line up side-by-side. The absence of the line 
number indicates to the court how the original evidence was 
different while still shedding light on the high degree of 
copying. Once the expert has used the file compare program 
130 of the invention to automatically line up and highlight 
the various types of copying the judge and jury can more 
easily see the degree of copying and the level of intentional 
obscuration and judge for themselves. 
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0.125 The colors and font styles are exemplary. The use 
of other colors or styles as indicators of the various types of 
copying is anticipated by this invention. 
0126. Other aspects of the formatted reported 150 (FIG. 
1) are the exhibit name 2400, which can be set by the user 
via the user interface options 180 (FIG. 1) and the respective 
path names, file A pathname 2408 and file B pathname 2410. 
The footer of the report includes a confidentiality legend 
2402. This also will vary from project to project base on 
various court protective orders. For example, the confiden 
tiality legend might read, “CONFIDENTIAL. Under Pro 
tective Order, “HIGHLY CONFIDENTIAL Outside 
Attorney’s Eyes Only”, or “RESTRICTED SOURCE 
MATERIALS. The legend 2402 could also include the 
name of the expert who is producing the exhibit. The footer 
may also include an exhibit name 2404 and page informa 
tion 2406, which is helpful for finding the right exhibit and 
page during testimony or discussions. The page information 
preferably includes both the page number and the number of 
pages in the exhibit. 
0127. Following the data from file B is a separator bar 
2420, which indicates the beginning of a section of the 
report that presents statistics and other information that 
would be helpful to the court. The statistics section 2430 
include: 

0128 
0129 
0.130) 
0131) 
0.132. These statistics in the statistics section 2430 show 
how much of the material was literally copied or literally 
translated, how much was copied but obscured by making 
insubstantial changes which prevent precise word for word 
or line for line matching, and how much was copied but 
would be permissible copying. These statistics are helpful in 
making the legal and factual determination of “substantial 
similarity” and whether the copying itself was substantial. 
The sum of the statistics over the entire body of copied code, 
will have a major impact on the decision of the court. Thus 
it is important that these statistics be correct. 
0.133 The report also makes full disclosure of which 
translation equivalents were found and actually used in the 
copied file. This too allows the judge and jury to see for 
themselves what the expert has found and confirm the 
accuracy of the experts work. This section of the report starts 
with the translation comment 2440, and is followed by a list 
of translations found 2450. For example, the “quick=fast' 
translation 2452 was actually used to obscure the copying in 
leap.c. This detection was facilitated based on one entry in 
the known translations list 2300 (FIG. 2C), in particular line 
2 (2312) with the correlation of “quick’2312a and 
fast 2312E. 

0.134. The report concludes with other notes 2460 (see 
FIG. 2D-2), which provide a full disclosure to the court of 
how the original evidence was modified from its original 
form in the preparation of this type of more illuminating 
exhibit. This disclosure is important to avoid allegations that 
the expert “tapered with the evidence'. These notes explain 
another novel aspect of the invention. Rather than truncating 
long lines (which may fail to show important information), 

total lines statistics 2432 

copied lines statistics 2434 
obscured lines statistics 2436 

filtered lines statistics 2438 
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lines that will not fix in the allocated area are automatically 
wrapped. A special symbol Such as an arrowhead or under 
bar is used on the beginning of a wrapped line, instead of a 
line number, to indicate that it is a continuation of the 
previously numbered line. 
File Compare Operation 

0135 FIGS. 3A through 3D show flow charts for the file 
compare program 130. Good results have been obtained by 
implementing the file compare program 130 in the Perl 
programming language, but the file compare could be imple 
mented in another computer programming language, such as 
C, C++, or java. Perl is a cross platform language which 
allows for the same program to be run on multiple platforms, 
Such as a PC running Windows brand operation systems or 
a Macintosh brand computer running MacOS brand operat 
ing Systems. 

0136. The flow charts (FIG. 3A through 3D) illustrate 
the methods used by an embodiment of file compare pro 
gram. Those skilled in the art would understand that various 
changes can be made to the basic flow chart to provide 
various features of the present invention. 
0137 FIG. 3A is a flow chart of the main program. The 
program starts at entry point 3100, where user interface 
options 180 are evaluated to determine which files to com 
pare and what other operational data is needed. The program 
flow continues along path 3102 to a read file A step 3104. 
where the contents of file A are read into a portion of the 
computer's memory. This data is kept in memory until the 
processing associated with this file is complete. The pro 
cessing of this invention is very data intensive and reading 
all the data into memory at the beginning has proven to 
enhance performance. However those of ordinary skill in the 
art would recognize that a trade off between speed and 
resource consumption could be made. Flow continues along 
path 3106 to a read file B step 3108, where the contents of 
file B are read into memory. 
0138 Flow continues along path 3110 to a read opera 
tional data files step 3112, where one or more operational 
data 140 files are read. In order to achieve the translation 
detection features of the present invention, at least one 
known translations file (see explanation regarding Exhibit 
2C) must be read. This dynamically loads the known trans 
lation data (e.g. 2300 or 5300) that is appropriate for the pair 
of files being compared. Loading the known translations 
data from files allows for different known translations to be 
used for different sets of files, without having to modify the 
file compare program 130. 
0139 Flow continues along path 3114 to a compare files 
step 3116 where the contents of the files are compared using 
the various user interface options 180 and operation data 
140. This step will be broken down into more detail in 
reference to FIG. 3B. 

0140 Flow continues along path 3118 to a calculate 
similarities step 3120, and then along path 3122 to the 
threshold decision 3124. The user interface options 180 may 
be used to specify a similarity threshold, such as 1%. If the 
similarity of the files is less than the specified threshold, the 
file compare program 130 may be directed to skip the output 
production. This is a novel feature of this invention that 
saves time and resources by not producing formatted reports 
150 that may not be desired. The computer processor may be 
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more efficiently used to compare other files. The storage 
space of the computer can be reserved for report files that are 
of greater interests. 
0.141. If the similarity is greater than the specified thresh 
old, processing continues along path 3132 where resources 
are released and the program is ready to perform another file 
compare. Otherwise, flow continues along path 3126 to the 
output reports step 3128 where the desired reports are 
output. This step will be broken down into more detail in 
reference to FIG. 3D. Then, processing continues along path 
3130 where resources are released and the program is ready 
to perform another file compare. The main program in this 
embodiment is finished 3134. However, as will be discussed 
later, the main program may be used as a Sub-step of other 
embodiments of this invention. 

0.142 FIG. 3B is a flow chart detailing the compare files 
step 3116 (FIG. 3A). After entering at entry point 3200, the 
programs checks to see if file B has lines that are not yet 
processed (more lines in file B decision 3204). Unless the 
file is empty, the first time through there will always be 
something to look at. If there are more lines in file B, flow 
continues along path 3206 to a find next match 3208 step, 
which is broken out into greater detail in FIG.3C. If a match 
can be found, the matches found decision 3212 will result in 
flow continuing along the yes path 3214. At a mark matching 
lines 3216 step, the matching lines will be marked as 
literally copied or literally translated. This status is kept in 
a data structure that maintains the status of every line in each 
file. Initially the status is unknown. When a successful match 
is found the lines that match (as indicated by an index or 
offset into each data structure), the corresponding line status 
is updated. 
0.143 Flow continues along path 3218 to a look back for 
matches step 3220. Because were have been looking at 
matches based on lines in only one file, it is possible that the 
match just found has been copied multiple times. In order to 
have accurate statistics and highlighting showing the level of 
copying it is important to mark every instance of copying. In 
this step, the program looks back at all of the previously 
processed lines to see if it matches a line that has just been 
determined to have been copied. This effectively finds 
multiple copies that have been obscured by moving them out 
of order, or by duplicating sections of the code so that it 
appears that the copied code is not similar in structure to the 
original code. This ability to automatically detect, highlight 
and account for this type of obscured copying also is a novel 
feature of this invention. 

0144. If no matches were found at step 3208, it will be 
decided at decision point 3212 to continue along path 3224. 
At this point all the matches have been found, but the 
pending lines need to be processed to indicate status. This 
happens at the mark pending lines of both files 3226 step. 
Next as explained above, it is necessary to go back and look 
for any out of order matches or multiple copied lines in the 
lines that have not yet been processed. Finally, there are lines 
in the final portion of file A that were not yet checked when 
there were no more lines in File B. Flow continues along 
path 3232 to the do remaining lines of file A step 3234. Then 
the flow finishes at 3238 and returns to path 3118 (FIG.3A). 
014.5 FIG. 3C is a flow chart detailing the find next 
match step 3208 (FIG. 3B). Note that this is the third level 
of nested flow charts and this represents the tightest loop of 
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the program. At the higher levels, processing is focused on 
lines and determining their status and alignment. This level 
is focused on breaking the line down into meaningful words 
or symbols (called tokens) and applying the various match 
ing rules to determine if the current line for file B is a literal 
copy or a literal translation of a line from the original file A. 
The process of breaking down lines into tokens is called 
tokenizing. A number of novel techniques are applied at this 
level to overcome various nefarious techniques used by the 
illicit copiers. 
0146 What is a meaningful token in one language may 
not be meaningful or have a different meaning in a different 
language. For example, in one language an asterisk * can 
indicate the beginning of a comment, while in another 
language it means to multiply. The meaning may also be 
based on position on the line. In one embodiment of the 
invention, the rules for how to break a line down into tokens 
is Supplied by operation data stored in the file compare 
program 130. In another embodiment of the invention, 
tokenizing rules are stored in a file. In yet another embodi 
ment of the invention there are multiple sets of language 
specific operation data 140. User interface options 180 
specify which tokenizing rules are to be used for file A and 
specify a different set of rules to be used for tokenizing file 
B. In still yet another embodiment of the invention, the file 
compare program 130 uses other operational data to auto 
matically determine which language from a set of known 
languages each file is written in, and then applies at least in 
part tokenizing rules base on the automatically determine 
language type. 

0147 Another novel aspect of the invention that is imple 
mented at this level is the ability to exclude certain portions 
of lines or certain patterns of tokens or characters from 
consideration during token matching. One example of the 
need for this is a programming environment that places line 
number in a certain area of each line. In one embodiment of 
this invention, as will be discussed in more detail later in 
relation to FIG. 4 and FIG. 5E, one of the types of operation 
data is a list of items to be excluded. The exclusions (see 
FIG.5E) can be specified as expressions. These expressions 
could indicate certain positions in the line to exclude, or they 
could indicate certain patterns such as comments that have 
been added to copied lines. Further, the exclusions could be 
hiatus words, which are optionally added or removed in a 
language without really affecting the function of the pro 
gram. 

0148 One of ordinary skill in the art would recognize 
that these novel aspects, as explained above could all be 
implemented within the general program flow as disclosed 
in FIG. 3C, which will now be explained in detail. 
0149 Referring to FIG. 3C, after entering at entry point 
3300, the program continues along path 3302 to the get and 
tokenize next line of file B3308 step. In this step the line of 
data (that has previously been read from file B) is pointed to 
with an index called an offset and the line is broken down 
into meaningful tokens by applying either the default or 
special rules. In the various embodiments of the invention, 
the user interface options 180 and operational data 140, alter 
the tokenizing that occurs in this step to provide the opti 
mum set of resulting tokens. 
0150 Flow continues along path 3310 to a determine 
significant tokens 3312 step, where it is determined whether 
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or not there are any tokens which are significant. Signifi 
cance could also vary from project to project or language to 
language as determined by user interface options 180 and 
operation data 140. For example, it is common in the C 
language to have a line with just a “” (indicating the end of 
an if block) followed with just the word “else' followed by 
just a “” (indicating the beginning of an else block). If these 
tokens are the first tokens to match after non-matching lines, 
it is hard to know if they are part of a larger block of copied 
code. These tokens in C would be considered insignificant 
because by themselves they are not strong evidence. 
0151 Flow continues along path 3314. If there were no 
significant tokens (as decided at the any significant decision 
3316 point), flow returns to step 3308 where the next line of 
file B is tokenized as explained above. This loop continues 
and skips lines of little significance, until a line with 
significant tokens is found. When this happens, flow con 
tinues along path 3320 to a get and tokenize next line of file 
A 3326 step. This step is similar in function to step 3308, 
except it operates on a line from file A. Here also various 
special features of the various embodiments of the invention 
are implemented. The result is a list of meaningful tokens 
from the current line of file A. 

0152 Flow continues along path 3328 to an any tokens 
match decision3330. If the meaningful tokens of the current 
line of file B, match the meaningful tokens of the current line 
of file A, there is a matching line. It is at this decision point 
where the known translations (e.g. 2300 or 5300) are 
applied. At this point a token matches if it is literally the 
same, or if the original word (e.g. 2300a or 5300a) from file 
A is found at the same token position as the translation 
equivalent (e.g. 2300b or 5300b) from file B. If the known 
translation is used to make a match, the line is considered to 
be literally translated. The lines are only marked as a match 
if all the non-excluded tokens match. 

0153. Note that if some tokens match but others tokens 
don’t match, the program may have found a line that in fact 
has been copied but contains a yet unknown translation. At 
this point in the process, the invention provides a novel 
feature. It keeps a record of token pairs that cause an 
otherwise matching line to fail the “tokens match?' test 
(3330, 3350, and 3368). In most embodiments of the inven 
tion these possible, but yet unverified, translations are output 
to a new possible translations 454 file (FIG. 4). 
0154 If the token match fails, flow continues along path 
3332 back to step 3326 where the next line of file A is 
tokenized, as explained above. Otherwise, if all of the tokens 
match, flow continues along path 3334 to the increment 
offsets and block sizes 3336 step. At this point, the program 
has found at least one matching line in each file. If a block 
of code was copied, it is likely that the next line will also 
have been copied, so the program starts to keep track of the 
possible block of copied lines. At step 3336, the program 
increments its offsets to point to what would be the next line 
in the block in both files, it also increments variable(s) 
keeping track of the size of the matching blocks. 
0.155 Flow continues along path 3338 to an offset > start 
of file A decision 3340. As mentioned above the program has 
found at least one significant line with all matching tokens. 
Because the programming has been skipping possibly 
matching tokens because they were not significant, the 
program can at this point look back at the previous line to see 
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if it would have matched had it not been for the significance 
check. At decision 3340, the program checks to see if the 
current (incremented) offset for file A is greater than the start 
of the matching block for file A (i.e. is this the first line in 
the block), if it is then there might be a skipped line that was 
indeed copied, the program goes back to reclaim it. In this 
case, the program flow continues along path 3344 to the get 
and tokenize previous lines for both files 3346 step. At this 
step, the immediately previous line of each file is tokenized 
without checking for significance, and flow continues along 
path 3348 to a do tokens match decision 3350 (which is 
identical in function to decisions 3330, and 3368 which 
follows). If the tokens of the previous lines match, then flow 
continues along path 3354 to the adjust both offsets & block 
sizes 3356 step, where the offsets and block sizes for both 
files are adjusted to include the previously skipped line. 
Although not shown, in one embodiment flow could return 
step 3346 where more than one skipped line could be 
reclaimed. However, as shown, after step 3356, flow would 
continue along path 3358. 
0156 If at decision 3340, the program is not at the first 
match in a block, then flow also continues along path 3358. 
Likewise if the previous line that had been skipped didn't 
match, then flow continues along path 3358. 
0157 At this point the program has at least one matching 
line, and may have gone back and reclaimed matching lines 
that were skipped because they were insignificant. The 
program has found what it was designed to find, so it keeps 
going. At step 3364, it gets the next line for each file and 
tokenizes them (using the same rules as described in rela 
tions to step 3308,3326, and 3346), and the checks to see if 
all the tokens match at 3368. If another line of the block 
matches, then flow continues along path 3370 to increment 
block sizes 3372 step, where the block sizes are incremented 
to show the growing block of matching code. Otherwise, 
when none of the tokens match at the current offsets (i.e. the 
offsets are at the end of a matching block), flow continues 
along path 3376, where the flow finishes at 3378 and returns 
to path 3210 (FIG. 3B). 
0158. In summary, the call to “Find Next Match” at 3208, 
moves through the data from both files until a match is 
found. When it returns, the program variables provide infor 
mation about an entire block of literally copied or literally 
translated lines. This entire block is then marked at step 3216 
and the look back for out of order matches step at 3320 has 
the entire block of new matches to consider. 

0159. As explained in this section, a number of the novel 
aspects of the invention are implemented by applying user 
interface options 180 or operation data 140 in the steps and 
decisions made during tokenizing of lines and comparing of 
tokens. Many embodiments have already been discussed. A 
novel aspect of the present invention is that these features 
can be added or adjusted by modifying the operation data 
140, without having to modify the main program 130. 
0160 When the program 130 finds matching lines it 
stores the status in its data structures. Upon reaching the end 
of each file, the program calculates a similarity statistic by 
dividing the number of copied lines by the total number of 
lines in file B (at step 3120, FIG. 3A). If desired step 3218 
executes the output reports flow chart. 
0161 FIG. 3D starts at entry point 3400 and continues 
along path 3402 to an append statistics line to statistics file 
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3404 step, where the calculated statistics are added to the 
end of a statistics log 452 (FIG. 4). Flow continues along 
path 3406 to an open output files 3408 where the desired 
output files are opened. Flow continues along path 3410 to 
an output formatted headers 3412 step, where the header 
information for the formatted report 150 is written out. In a 
currently preferred embodiment, the formatted report 150 is 
in Rich Text Format (RTF), and the header information 
contains the page size and layout, custom styles, text colors, 
and other information Such as header and footer information. 

0162 Flow continues along path 3414 to an output for 
matted file A body 3416 step, where the lines from file A are 
formatted with the necessary highlighting to show the status 
of line (i.e. copied, obscured, or filtered) and with the 
necessary spacing to align the matching lines. This is also 
where the line wrapping indicators are output. Flow contin 
ues along path 3418 to an output formatted file B body 3420 
step, which formats, wraps, and aligns the lines from file B 
in a similar manner. Flow continues along path 3422 to an 
output compare statistics 3424 step, where the statistics 
section 2430, translations found 2450, and other notes 2460 
are output. At this point other output files shown in FIG. 4 
are output along path 468. Flow continues along path 342 to 
a close files 3428 step, where the formatted report 150 and 
other output files (FIG. 4) are closed. Flow continues along 
path 3430 to a finish 3432 exit point. 
Line Wrapping 

0.163 As discussed above, a novel feature of the present 
invention is the ability to wrap certain long lines and still 
maintain the proper side-side-by side alignment. As dis 
cussed above it is important the judge and jury be able to see 
the corresponding sections of code lined up side-by-side. 
Further, the file compare program 130 compares the tokens 
of a line from file A against a line from file B before 
formatting. Because a translation equivalent may be longer 
than the original word, the copied and translated line may be 
longer than the original line (for examples, see line 13 of 
FIG. 2B and FIG. 2D-1 and line 22 of FIG. SB and FIG. 
5G-1). It is also possible that the original line is longer than 
the translated line. It is important the judge and jury be able 
to see both lines in their entirety so that they can confirm the 
expert’s work. At the same time it is important to line up 
Subsequent corresponding line, and to mark each line (and 
continuation line) with the appropriate indications of copied, 
obscured, and filtered. Further, the file compare program 130 
makes these determinations prior to formatting the report. 
0164. This feature may be implemented by maintaining 
data structures that keep track of the status of each line (i.e. 
copied, obscured, filtered or unknown) and the number of 
blank lines to be inserted between blocks of copied code to 
provide line-by-line alignment. The data structures are filled 
in and used during the compare files step 3116 (FIG. 3A), 
as detailed in FIG. 3B. Later, during the output reports step 
3128 (FIG. 3A) as detailed in FIG. 3D, these data structures 
are used or adjusted during the formatting of the lines of 
each file so that the appropriate number of blank lines are 
output when the corresponding line in the other file is 
wrapped. 

Advanced System 

0.165 FIG. 4 shows an advanced alternate system (alter 
nate file compare system 400). FIG. 4 shows elements that 
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may occur in various embodiments of the invention. This 
embodiment of the invention includes several advanced 
features including other operation data 140. File A110, file 
B 120, the formatted report 150, are substantially the same 
as already described in reference to FIG. 1. Alternate file 
compare 430 is an embodiment of the file compare program 
130, which supports the advanced features. 
0166 Unlike the translation equivalents 442 which is best 
maintained externally in a file, some of the other operation 
data 140 could be incorporated into the program. For 
example, the language keywords do not change from one 
project to another and could be built into the program. FIG. 
4 shows a number of specific operational data files 440, 
including known translations 442, Suspected translations 
444, exclusions 446, obscured lines 448, language specific 
controls 470, and language keywords 472. Each of these is 
accessed along the operational data read path 464. 
0167. This embodiment of the known translations file 
442 is similar to the known translations list 2300 shown in 
FIG. 2C, but provides support of multiple translations for 
the same word. For example, as shown in FIG. 5C“tries' 
can be translated as either lower case “attempts” or capital 
ized “Attempts” (see rows 5330 and 5332). This invention 
also anticipates the use of expressions in a known translation 
file that could be used to match similar changes applied to 
many words, such as adding or changing a common prefix 
for example, “num' to “number (see row 5338) or a 
component identifier such a “MCP” to “MCP”. 
0168 As discussed above in relations to the token match 
tests (3330, 3350, and 3368 of FIG. 3C), the invention has 
the ability to output new possible translations 454. The user 
can analyze the output of a previous run to determine if there 
are some new possible matches that should be considered. 
These can be placed in a suspected translations file 444 
which is used in along with the known translations 442 in a 
trial run against a large set of files. The statistics of the run 
can be compared to previous statistics (in the statistics 452 
log file) to see how the inclusion of the Suspected transla 
tions 444 affected the results. True matches will typically be 
seen as an increase in statistics of several files. Once the 
expert verifies that a Suspected translation is a true transla 
tion, the data can easily be moved to the known translations 
file 442 because both files are preferably in the same format. 
The format of a suspected translations 444 file is shown in 
FIG. 5D. Keeping the known translations 442 separate from 
the Suspected translations 444 helps the expert avoid mixing 
educated guesses with verified opinions. In a large case, the 
number of translations can be in the thousands; this inven 
tion provides a novel method of testing Suspicions without 
actually changing the verified known translation data. 
0169. As discussed above in relation to the tokenizing in 
reference to FIG. 3C, another specialized operational data 
file is the exclusions 446 file (see FIG. 5E and its more 
detailed discussion below). 
0170 As discussed above in relation to sophisticated 
techniques used to avoid detection, some changes cannot be 
shown by a token for token correspondence, such as, for 
example, when carriage returns are placed in what was one 
line of code to split it into three lines. When this happens, the 
present invention provides a way for those lines to be 
marked as obscured and automatically included in the sta 
tistics. To support this, an embodiment of the invention can 
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include another specialized operational data file called an 
obscured lines 448 file (see FIG. 5F and its more detailed 
discussion below). 
0171 As discussed above in relation to sophisticated 
techniques used to avoid detection, one effective technique 
is to translate (or port) the copied work into another pro 
gramming language. For example, if the original work was 
written in C, translate the program into Visual Basic. In 
order to effectively compare the two translated files, special 
rules for tokenizing or other processing may be necessary. 
One or more language specific 470 files may be used by 
embodiments of the invention to provide different handling 
for different languages. A specific example of Such a file 
would be a language keyword 472 file for each major 
language. These files could be used to automatically deter 
mine the language of file A and B, and to select the 
appropriate set of specialized tokenizing rules. The language 
keyword 472 files could also be used to filter the translations 
used 456 file to result in an improved filtered translations 
458 report. Depending on the context, an expert could be 
challenged for using common words like “if”, “else'. 
“open”, and “write' in a list of translated tokens. 
0172 Another specialized operational data file is a filter 
data file (not shown). The filter data file could have the same 
format as the known translation file. It can be used to 
automatically filter lines that match using known transla 
tions that are included in the filter data file. This is useful 
when both sets of files use the same common public domain 
libraries or headers. The code has been copied, but the court 
needs to be able to identify which lines were legally copied. 
This filtering would occur in the token match tests (3330, 
3350, and 3368 of FIG. 3C) where the tokens lines would 
be marked as copied, but if the match was based on a known 
translation the line would be marked as filtered. This allows 
the court to see where a block of code was copied where 
Some of it was permissively copied and other aspects of the 
copied block were not defensible. It is arguable that the illicit 
copier should be charged for the otherwise filterable lines 
because the evidence shows that it was copied as a block in 
combination with the illicit copying. In an embodiment of 
the file compare program 130, the matched but filtered 
tokens can be stored in a data structure and then output to a 
filtered translation 458 file. 

0173 As already discussed in various sections above, the 
advanced system also produces a number of output files in 
addition to the formatted report 150. These may include a 
statistics 452 log, new possible translations 454, a list of 
translations used 456, and filtered translations 458 (that 
should be filtered under courts guidelines). These are output 
along the additional output path 468. 

0.174 As discussed above, many of the advanced features 
are specified using the advanced user interface options 480 
(which is an advanced version of user interface options 180 
of FIG. 1), which are accessed along UI path 482 (similar 
to 182 of FIG. 1). 
Files Showing Examples of More Sophisticated Techniques 

0175 FIGS. 5A and 5B shows alternate example files. 
FIG. 5A shows a file named jumpverify.c. FIG. 5B shows 
a file named leapConfirm.pl. This is an example where the 
original file was written in one language, C, and the copied 
code has been translated to another language, Perl. Again, at 
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first glance, these two files appear to have no similarity, but 
the invention will automatically show that a significant 
portion of the file was literally translated. 
Operational Data 

0176 FIG. 5C shows another example of known trans 
lation data, alternate known translations 5300. Line 115330 
and line 125332 show an example of multiple translation for 
the same word, as discussed above. 

0177 FIG. 5D shows an example of suspected transla 
tion data, suspected translations 5400. Line 15410 shows a 
first suspected original word 54.10a, and a first suspected 
translation equivalent 5410b. 

0178 FIG. 5E shows an example of exclusions list 5500 
data. The expressions 5500a are shown on the left and the 
comments 5500b are shown on the right. A first expression 
5510a is an example of a Perl expression that will be used 
by the file compare program 130 or 430 to exclude certain 
information from each line. In this case, the comment 
“/MvP will be ignored on each line. In the context of these 
two files, this comment was added by the illicit copier to 
avoid detection by traditional file compare programs like 
diff. As indicated by the first comment 5510b, the expression 
limits the exclusion to only where the comment appears as 
the last set of tokens on a line. This is an example of rule that 
would only be applied in a specific project. Without this rule 
the program would not be able to automatically show the 
true extent of the illicit copying. Line 25512 shows a second 
expression 5512a and a second comment 5512b. This exclu 
sion would ignore hiatus words. Perl does not use types, so 
there is no need to specify the data type “int' for integer. 
However those skilled in the art would know that the Perl 
program performs the same function as the C program even 
without the words that specify type. Other expressions can 
be used to include line numbers as discussed above in 
relation to FIG. 3C. 

0179 FIG. 5F shows an example of obscured lines list 
5600 data. The data is represented in five columns: 

start A 5600a the starting offset for an obscured block of file A 
block A 5600b the length of the block for an obscured block of file A 
Start B 5600c the starting offset for a corresponding obscured block 

of file B 
the length of the corresponding block of file B 
the file name of the file to apply the obscured 
highlighting 

block B 5600d 
file 5600e 

0180 Line 15610 gives the following example, the first 
block of file Astarts at line 17 (5610a) and should be marked 
obscured for 1 line (5610b). The corresponding block in file 
B starts on line 18 (5610c) and also goes for one line 
(5610d). The file name (5610e) where these obscured lines 
have been found is “Exhibit SD. Note that on the second 
line (5612) the blocks start on lines 20 and 21, respectively 
and unlike the first example the blocks have different sizes, 
5 and 2 respectively. The effects of this data file can be seen 
in FIG. 5G-1. Note that the constructs used in the “Verify 
jump' loop and the if statement and print Statement are so 
different that the indicated lines arguable are not literally 
copied or translated, and yet the essence of the original 
program has been copied and in fact would produce the same 
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results using equivalent programming logic and constructs. 
The obscured lines list 5600 data directs the file compare 
program 130 or 430 to mark the copied and obscured lines 
and automatically includes them in the statistics for the file. 
Advanced Output 
0181 FIG. 5G shows another example two page exhibit 
identifying detection of more Sophisticated copying tech 
niques. The format of FIG. 5G is similar to FIG. 2D. The 
exhibit name 2400, body of file A 2400a, body of file B 
2400b, confidentiality legend 2402, footer name 2404, page 
information 2406, file A pathname 2408, file B pathname 
2410, separator bar 2420, statistics section 2430, total lines 
statistics 2432, copied lines statistics 2434, obscured lines 
statistics 2436, filtered lines statistics 2438, translation com 
ment 2440, translations found 2450, notes 2460 are all 
analogous to the same elements as described in reference to 
FG. 2D. 

0182. The differences in FIG. 5G are in the file path 
names (2408 and 2410, respectively), the exhibit names 
(2400), the footer names (2404), the statistics values (2432, 
2434, 2436, 2438) in the statistics section (2430), the 
translations found (2450), and the contents of the files and 
how the file compare program 130 or 430 has been able to 
detected and highlight the similarities in spite of the more 
Sophisticated techniques employed. 

0183 The embodiment that produced this exhibit Sup 
ported the features of the known translations 5300 as shown 
in FIG. 5C as shown on line 3 of both files (showing, for 
example, a match on “tries” and “attempts from line 5330) 
and lines 14 and 15, respectively (showing a match on 
“tries” and “Attempts” from line 5332), as well as others. 
0.184 The embodiment that produced this exhibit also 
supported the features of the suspected translations 5400 as 
shown in FIG. 5D as shown on lines 16 and 17, respectively 
(showing, for example, a match on “Verify and “Confirm’ 
from line 5410, as well as others). Once the user reviews the 
output as shown in FIG.5G, the suspected translations 5400 
are both confirmed as valid. The data can then be moved 
from the suspected translations 444 file to the known trans 
lations 442 file. 

0185. The embodiment that produced this exhibit also 
Supported the features of the exclusions words and exclusion 
expressions, collectively exclusions list 5500, as shown in 
FIG. 5E as shown on lines 9 through 13 of file B (showing 
the meaningless “// MVP16’ comment being excluded in 
determining otherwise literal translations) and lines 4, 6 and 
7 of both files (showing, for example, the hiatus rule 
regarding the no longer needed “int’ language keyword). 
Note on page two (FIG. 5G-2) a full disclosure is made 
regarding the excluded (ignored) tokens by showing the 
applicable comments from the exclusions list 5500, in 
particular the comments 5500b from Exhibit 5E at 5774 and 
5772, respectively. An exclusion note introduces and pre 
cedes the comment list at 5768. Collectively, all exclusion 
comments used 5770 are listed. 

0186. Further the lines specified by the obscured lines 
data list 5600 were automatically marked and included in the 
statistics as explained earlier in reference to FIG. 5F. 
0187 FIG. 5G also shows a good example of how blank 
lines are inserted into the formatted exhibit to line of the 
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matching lines. Note that the last lines of the files are the 
same, but, because the C construct on the left (lines 22-25) 
was longer than the Perl construct on the right (line 22), it 
was necessary to insert blanks lines before line 23 on the 
right. Line 22 on the right also shows a case where there is 
line wrapping. 
0188 What has not been shown in these simple examples 
are examples where the same block of code has been copied 
multiple times or where the code has been re-arranged. 
However the process that provides for features has been 
explained in reference to the flow charts of FIG. 3A through 
FG. 3D 

0189 In this example, the formatted report demonstrates 
that for all intents and purposes the entire substance of the 
original work has been illicitly copied. A diff-like program 
would have failed to detect and show any substantial simi 
larities. 

Bulk Compare 
0190. As described thus far the file compare system (100 
or 400) is an effective way to automatically detect, highlight, 
and account for the illicit copying found in a pair of files, 
where one was at least in part copied from another. The user 
though must be able to select the right pair of files to 
compare. When there are tens of thousands of files in each 
set of files, the original set of files and the alleged infringing 
set of files, this is still an expensive and time consuming 
task. The present invention makes use of the file compare 
system (100 or 400) to automatically detect any files that 
have similarity even with having first developed a full 
“Rosetta Stone” (i.e. a complete known translations 442 
file). Further invention provides an automated way to start 
the development of the needed known translations. 
0191 FIG. 6 illustrates an example of a bulk compare 
system 600. In this example, the original set of files, file set 
A 610, is represented by a hypothetically small number of 
files (four): 
0192 file A1612 
0193 file A2614 
0194 file A3616 
0195 file A4618 
The allegedly infringing set of files, file set B 620, is also 
represented by a hypothetically small number of files 
(three): 
0196) file B 1622 
0197) file B2624 
0198 file B3626 
0199 FIG. 6 is also a bulk compare program 630 which 
reads the names of the files in file set A 610 along path 660 
and reads the names of the files in file set B 620 along path 
662. After obtaining all of the file names the bulk compare 
program 630, generates a list of every combination of files. 
In this example, there are only twelve combinations as 
shown in FIG. 7, but in a real project there may be millions 
of combinations (e.g. 10,000x12,000=120 million). The 
bulk user interface options 680 can be used to limit the 
number of combinations generated by limiting, at least at 
first, the combinations to certain types of files, for example, 
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C source and header files from file set A could only be paired 
with C++ source and headers from file set B. Certain file 
types could be excluded, for example Microsoft Word *.doc 
files or build files (e.g. *.mak, *.dsw, *.dsp) files. 
0200. Once the file pair combinations (see 700 in FIG. 7) 
have been generated as directed by the bulk user interface 
options 680 through the bulk user interface 632. The bulk 
compare program 630 executes the file compare system 
(either 100 or 400 as previously described) to process each 
pair of files as respectively file A110 and file B 120. In one 
embodiment of the bulk compare system 600, each invoca 
tion of the file compare system (100 or 400) is made by 
Supplying user interface options via path 634 and the results 
are returned via path 638. In an alternate embodiment, the 
bulk compare program 630 could be implemented as an 
integrated combination with the file compare system (100 or 
400) where the bulk compare program would be combined 
with the file compare program (130 or 430). In yet another 
embodiment the bulk compare program 630 simply gener 
ates a script with the appropriate user interface options 
specified on each line and when the user executes the Script, 
the file compare system (100 or 400) is executed repeatedly. 
0201 Regardless of the specific implementation details, 
each embodiment of the logs the statistics of each combi 
nation in a version of the statistics log file 452, shown here 
as bulk statistics 652 and the possible translations 654 is a 
group of new possible translations 454 from each file pair 
combination. The real value of the similarity threshold (see 
above regarding similarity threshold decision 3212 in FIG. 
3A) feature can be understood in this mode of operation. 
Because each pair is sequentially generated, only one out of 
12,000 combinations may actually be a valid paring. 
Because this type of processing can take days even on fast 
computers, it is important the time taken with an invalid pair 
be minimized. The similarity threshold feature allows for 
non-matching files to be skipped saving both the processing 
time and the storage space for the worthless side-by-side 
report exhibits. On the pairs with high statistics are pre 
served. The threshold can be varied based on the overall 
similarity of the respective files sets. Typically without a 
good set of known translations a similarity of even 1% can 
be an indication that the files are a matched pair and had help 
determine the first few known translation entries. The pos 
sible translations 654 for the pairs yielding high percentages 
can be mined for valid translations. Further by examining 
the files with the highest similarity, rules can be developed 
to filter certain tokens or exclude meaningless difference. 
0202 FIG. 7 shows an example of file pair combinations 
700 base one the example file sets shown in FIG. 6. The first 
row 710 shows the pair for file A1 (710a) and the file B1 
(710b), collectively the A1-B1 pair 710. The remaining pairs 
a. 

0203) 
0204) 
0205) 
0206 
0207 
0208 
0209) 

A1-B2 pair 712 
A1-B3 pair 714 
A2-B1 pair 720 
A2-B2 pair 722 
A2-B3 pair 724 
A3-B1 pair 730 
A3-B2 pair 732 
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0210) A3-B3 pair 734 
0211 A4-B 1 pair 740 
0212 A4-B2 pair 742 
0213 A4-B3 pair 744 
0214) A4-B3 pair 746 
0215 Note that file A1612 is paired first paired with each 

file in file set B 620, i.e. file B1622, then file B2624, and the 
finally file B3626, as shown in the first three rows of FIG. 
7 (740), before moving on to the pairs with file A2 (742), A3 
(744), and A4 (746), respectively. This shows the value of 
reading file A into memory and keeping it until all the 
processing is done (as discussed above in reference to step 
3104 in FIG. 3A). In this bulk mode of operation, file A1 is 
kept in memory and compared against all of the other files 
it is paired with before it is released. In a real project with 
tens of thousands of files, this same hours or days of relative 
slow file input. 
0216. Another novel feature of the present invention is 
that in bulk mode, the bulk compare system can generate 
meaning names for the millions of potential output files. The 
names can be a unique combination of the files pairs, the 
resulting statistics, and optionally other elements. This 
allows the files to be sorted using the conventional directory 
viewing feature of an operating system. 
Overall Process 

0217 Now that the individual elements have been 
described, the overall process of using the invention will be 
described in reference to FIG. 8. Ultimately the user, a 
computer Science forensic expert preferred embodiment, is 
responsible for the accuracy of the results of the system. The 
overall process must in some manually review to ensure the 
accuracy and validity of the otherwise automated results. 
0218 FIG. 8 shows an overall process including expert 
review. The process starts at entry point 800. At this point the 
expert has possession of tens of thousands of files but 
because of the sophisticated levels of translated and 
obscured copying, has little or no known translations (2300 
or 5300). 
0219. The expert selects bulk user interface options at 
810 to initiate the bulk compare 812 step. At step 812, the 
bulk compare program generates file pair combinations 700 
as directed and explained above in reference to FIG. 6 and 
FIG. 7. The system then analyzes the statistics at step 816 
and presents the highest statistics to the expert for review at 
step 820. The human user, the expert, reviews the bulk 
generated statistics 652, the possible translations 654, and 
the formatted reports (150 or 450) for the high similarity 
pairs. At this point 820 the user places valid translations in 
the known translation 442 file and selects a group of valid 
pairs to be run again. These file pairings could be recorded 
in a script file or an operational data file that drives file 
compare system (100 or 400) in a loop comprised of a get 
next pair 824 step, done decision 830, and perform file 
compare 834 step. The results of this run should result in 
higher statistics and improved new possible translations 454 
for each file pair. The expert can continue to repeat steps 
816, 820, and 834 until the results are optimal. 
0220. It should be understood that during these iterative 
steps, the various operational data files and user interface 
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options can be fine-tuned to show the high degree of actual 
copying. Ultimately the human user is responsible for the 
proper filtering and marking of obscured lines that the 
automated process is unable to show. The final feature of the 
invention is an automated way to generate accurate statistics 
for even the highlighting that is performed by the human 
user in the final review. 

Reformatting and Automatic Statistics Updating 
0221 FIG. 9 shows a process for reformatting and recal 
culating statistics following expert review and adjusted 
marking. When the formatted reports 150 are generated, the 
statistics and status of each line are stored in the file. The 
original file paths and other user interface options are stored 
as meta-data in the file. A novel aspect of this invention is 
the ability to extract the statistics, status information, and 
meta-data from the report files 150 and automatically update 
the statistics based on manually edited highlighting. 
0222. The process for each file is represented in the flow 
chart of FIG. 9. The process starts at entry point 900. First 
the automated file compare system is used to create a report 
at 834. Next the user manually modifies the marking to show 
additional filtering and/or obscured copying at 908. Finally 
the file compare program 130 or 430 is run with a user 
interface options that does not perform a new comparison 
but uses the stored meta-data to reformat the report and 
recalculate the statistics. The updated Statistics are shown in 
the file in the statistics section 2430 and in an updated 
statistics 452 log. This mode of operation can also generate 
an updated obscured lines 448 files. 
FIG 10 

0223 FIG. 10 shows a process of statistics update and 
separate file formatting. In this exemplary embodiment, the 
process of statistics update and separate file formatting 
1000, parses formatted report 150 and outputs two indi 
vidual formatted reports, Formatted Listing. A 1006 and 
Formatted Listing B 1010, respectively. The parsing step 
extracts the formats from both File A Listing 150a and File 
B Listing 150b that comprise the left and right columns of 
Formatted Report 150, respectively. Once extracted, these 
formats are applied and output to Formatted Listing. A 1006 
and Formatted Listing B 1010, respectively. The file output 
paths are represented by 1004 and 1008, respectively. In a 
currently preferred embodiment, the formatted reports 1006 
and 1010 are in Rich Text Format (RTF), and the header 
information contains the page size and layout, custom styles, 
text colors, and other information Such as header and footer 
information. 

FG 11 

0224 FIG. 11 shows an exemplary Formatted Listing A 
1006, entitled Exhibit 2D-A, which contains a formatted 
listing from the exemplary file A of FIG. 2A. 
0225. The format of FIG. 11 is similar to FIG. 2D. The 
listing exhibit name 1100, listing body of file 1100a, listing 
confidentiality legend 1102, listing footer name 1104, listing 
page information 1106, and listing file pathname 1108 are all 
analogous to elements 2400, 2400a, 2402, 2404, 2406 and 
2408, respectively, as described in reference to FIG. 2D. 
0226) The differences in FIG. 11 are in the exhibit names 
(1100), the footer names (1104) and the contents of the body 
of file (1100a). In addition, FIG. 11 displays the contents of 
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only one file in the body of the listing report as it contains 
only information from the left hand column. 
0227. The content of FIG. 11 is produced by the statistics 
update and separate file formatting 1000 method using the 
exemplary file Exhibit 2D as input (see FIG. 2D-1 and FIG. 
2D-2). In these exhibits, lines of code that have been literally 
copied or translated are shown in red and are underlined (for 
example, see line 3). Lines of code that are not literally 
identical, but are technically equivalent due to insubstantial 
differences are shown in blue and are underlined (see FIG. 
5G for an example). Lines that were copied but have been 
filtered are shown in magenta and are underlined in italics 
(for example, see line 1). The use of underline and italics 
allow for black and white copies to be useful even though 
the full color exhibits will be used in the court room. 

0228. The body of the Formatted Listing A 1100a con 
tains the lines from file A (FIG. 2A) formatted the way they 
appear in file A in 24.00a. Note that the line formats for each 
line match exactly those found in 2400a with the exception 
of any blank lines inserted for alignment purposes between 
file A 2400a and file B 2400b. 

F.G. 12 

0229 FIG. 12 shows an exemplary Formatted Listing B 
1010, entitled Exhibit 2D-B, which contains a formatted 
listing from the exemplary file B of FIG. 2B. 
0230. The format of FIG. 12 is similar to FIG. 11. The 
listing exhibit name 1100, listing body of file A 1100a, 
listing confidentiality legend 1102, listing footer name 1104, 
listing page information 1106, and listing file pathname 1108 
are all analogous to the same elements as described in 
reference to FIG. 11. 

0231. The differences in FIG. 12 are in the exhibit names 
(1100), the footer names (1104) the pathname names (1108), 
and the contents of the body of file (1100a). FIG. 12 
displays the contents from only one file, the right hand 
column from FIG. 2D. 

0232 The content of FIG. 12 is produced by the statistics 
update and separate file formatting 1000 method using the 
exemplary file Exhibit 2D as input (see FIG. 2D-1 and FIG. 
2D-2). In these exhibits, lines of code that have been literally 
copied or translated are shown in red and are underlined (for 
example, see line 3). Lines of code that are not literally 
identical, but are technically equivalent due to insubstantial 
differences are shown in blue and are underlined (see FIG. 
5G for an example). Lines that were copied but have been 
filtered are shown in magenta and are underlined in italics 
(for example, see line 1). The use of underline and italics 
allow for black and white copies to be useful even though 
the full color exhibits will be used in the court room. 

0233. The body of the Formatted Listing B 1100a con 
tains the lines from file B (FIG. 2B) formatted the way they 
appear in file B in 2400b. Note that the line formats for each 
line match exactly those found in 2400b with the exception 
of any blank lines inserted for alignment purposes between 
file A 2400a and file B 2400b. 

Statistics Update and Separate File Formatting 

0234 FIG. 13 shows a process for statistics update and 
separate file formatting 1000 following expert review and 
adjusted marking. When the formatted reports 150 are 
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generated, the statistics and status of each line are stored in 
the file. The original file paths and other user interface 
options are stored as meta-data in the file. A novel aspect of 
this invention is the ability to extract the statistics, status 
information, and meta-data from the report files 150 and 
automatically update the statistics based on manually edited 
highlighting. The meta-data describes data objects that are 
stored in the file, but are not normally displayed, e.g. custom 
document properties. 
0235. The process is represented in the flow chart of FIG. 
13. The process starts at entry point 1300. Flow continues 
along path 1302 to first parse a report file 150 and recalculate 
statistics 1304. The statistics are recalculated based on the 
formatted lines as parsed after manual updating of the 
formatting (for example additional filtering). 
0236 Flow continues along path 1306 to an Output File 
A Listing step, where the Formatted Listing A 1006 is 
output. In a currently preferred embodiment, the formatted 
listing 1006 is in Rich Text Format (RTF), and the header 
information contains the page size and layout, custom styles, 
text colors, and other information Such as header and footer 
information. 

0237 Flow continues along path 1310 to an Output File 
B Listing step, where the Formatted Listing B 1010 is 
output. In a currently preferred embodiment, the formatted 
listing 1010 is in Rich Text Format (RTF), and the header 
information contains the page size and layout, custom styles, 
text colors, and other information Such as header and footer 
information. 

0238 Flow continues along path 1314 to an Output 
Compare File with Updated Stats step, where a version of 
report file 150 with updated statistics is output. The updated 
statistics are shown in the file in the statistics section 2430 
and in an updated Statistics 452 log. This mode of operation 
can also generate updated obscured lines 448 files. 
0239 Flow continues along path 1318 to a finish 1320 
exit point. 
0240 The output steps could be done in any order after 
the report file is parsed and the statistics are updated, thus 
after step 1304 the order of the remaining steps in not 
significant. Further, if only the A side or only the B side is 
desired, the unneeded step could be omitted. 
Other Features 

0241. Other features and advantages, not specifically 
detailed will be apparent to one of skill in the art upon 
reading this disclosure. 
Advantages 
Rapid Analysis 
0242. The present invention provides a system that can 
rapidly analyze large sets of files to determine similarity. 
Reduced Cost 

0243 The present invention reduces the cost of detecting 
and present illicit copying provide many automated features 
as described above. 

Performance 

0244. The present invention has many novel features that 
enhance performance. 
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Scalable 

0245. The present invention allows for processing of tens 
of thousands of files and millions of lines of code, while 
working effectively on a single pair of files. 
Robust Feature Set 

0246 The present invention provides a set of default 
features that can be easily customized to meet special needs, 
without modifying the main program(s). 
Consistent Presentation 

0247 The present invention facilitates a consistent look 
for its exhibits. The presentation provides full disclosure of 
steps taken to produce the exhibits. 
Automatic Update of Statistics and Listings 
0248. The present invention accommodates manual 
expert review and automatically updates statistics and for 
matting, of side-by-side and individual listings, following 
manual edits to documents. 

Advantages Achieved by the Present Invention 
0249. The present invention achieves a long list of objec 
tives as disclosed herein, including the following: 
0250) 1. To reduce the cost of analyzing files in a copy 
right or trade secret lawsuit 

0251 2. To automatically find and mark literal copying 
0252) 3. To automatically find and mark literal translation 
0253 4. To automatically filter material that should be 
filtered 

0254 5. To automatically identify copied material that 
has been filtered 

0255 6. To automatically calculate statistics on total 
lines, lines copied, lines obscured, lines filtered, and 
percentages 

0256 7. To automatically identify translations that have 
been used 

0257 8. To automatically identify copying even when the 
code was translated from one programming language to 
another 

0258 9. To automatically identify copying even when 
words and comments that didn't change the essential 
function of the code 

0259 10. To provide a mechanism to automatically iden 
tify copying even when the carriage returns were added 

0260 1 1. To automatically identify copying even when 
sections files have been rearranged (both within a file and 
between files) 

0261 12. To identify information that has been copied 
more than once 

0262. 13. To automatically provide a mechanism to 
exclude portions of each line prior to comparing the more 
meaning portions (e.g. exclude unique number of each 
line) 

0263. 14. To automatically determine which pairs of files 
should be compared 
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0264. 15. To automatically skip pairs of files that have no 
little or no similarity so that those that do have similarity 
can be presented Sooner and with fewer resources 

0265 16. To automatically identify possible translations 
that might not yet have become known 

0266 17. To automatically apply customized rules base 
on observed technique for obscuring copying 

0267 18. To automatically provide an easy to use method 
of customizing the rules and translation used for each 
project without modifying the program 

0268. 19. To provide a method of dynamically loading a 
known translations table for each file comparison, which 
can be modified and stored separately for each group of 
appropriate files 

0269. 20. To provide a method of dynamically loading a 
Suspected translations table for each file comparison, 
which can be modified and stored separately for each 
group of appropriate files, whereby Suspected translations 
can be identified and verified for later inclusion as known 
translations for future runs 

0270 21. To provide a method of detection for similari 
ties in comments which utilize different comment syntax 

0271 22. To provide a threshold that limits usage of 
computer processing and storage resources on compares 
yielding little or no similarity, by aborting or reducing 
processing and avoiding formatted report generation. 

0272 23. To provide output file names which are mean 
ingful to facilitate rapid review of highly similar files 

0273 24. To provide a system that will run on multiple 
computer platforms with different file naming conven 
tions. 

0274) 25. To provide a system that will determine file 
Subsets for batch comparisons based on user selectable 
criteria. 

0275 26. To provide a system that will determine file 
Subsets for batch comparisons based directory structure. 

0276 27. To provide for multiple translations of the same 
word in different file pairs. 

0277 28. To provide a system that efficiently processes 
batch comparisons by reusing information previously 
obtained for one or both files in the pair. 

0278. 29. To increase the accuracy of the reports. 
0279 30. To provide a common look for all forensic 
exhibits. 

0280 31. To provide forensic exhibits that can be read on 
a wide variety of platforms and by a wide variety of users. 

0281. 32. To provide user selectable output sizes (e.g. 
letter and legal sized paper) and layouts (e.g. portrait or 
landscape) with maximum use of page space while main 
taining readability. 

0282. 33. To provide full disclosure of specialized rules, 
forensic methods, and evidence modifications. 

0283 34. To provide full data for each line, without 
truncation, while still maintaining proper alignment of 
matching lines. 
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0284 35. To provide a way to identify meaningful tokens 
from different programming languages using language 
specific control and data. 

0285 36. To apply language specific options based on 
automatic language detection. 

0286 37. To provide a report of translations detected that 
have language keywords and other non-illicit language 
filtered. 

0287 38. After producing a side-by-side listing marked 
to show copied, obscured, and filtered between two files, 
to produce an identically marked listing of each of the two 
files separately. 

CONCLUSION, RAMIFICATION, AND SCOPE 
0288 Accordingly, the reader will see that the present 
invention provides a system that that will automatically 
compare sets of files to determine what has been copied even 
when Sophisticated techniques for hiding or obscuring the 
copying have been employed. 
0289 While the above descriptions contain several spe 
cifics these should not be construed as limitations on the 
Scope of the invention, but rather as examples of some of the 
currently preferred embodiments thereof. Many other varia 
tions are possible. For example other the system is not 
limited to detection of copying of computer sourced code 
but can be used to determine translated similarity in many 
kinds of documents and data files. Further, the use this 
invention is not limited to court cases, this invention pro 
vides valuable insight regarding how software has changed. 
Software developers and managers may use the invention to 
better understand their own software or documentation and 
how those assets have evolved. 

0290 Accordingly, the scope of the invention should be 
determined not by the embodiments illustrated, but by the 
appended claims and their legal equivalents. 

I claim: 
1. A file compare system for comparing compare sets of 

files to determine copying where techniques for obscuring 
the copying have been employed, the file compare system 
comprising: 

a) a file compare program, 

b) a user interface for specifying one or more user 
interface options, and 

c) one or more operational data files, 
wherein the file compare program operates as directed by 

the one or more user interface options, 
wherein the file compare program compares a first file to 

a second file, 

wherein the file compare program uses data from the one 
or more operation data files to detect obscured copying, 

wherein at least one of the operational data files is a 
known translation file, having original words and trans 
lation equivalents, 

wherein the file compare program produces a formatted 
report which: 
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i) highlights the lines that match between the first file 
and the second file, and 

ii) aligns at least Some of the matching lines by insert 
ing blank lines, 

wherein the formatted report shows the obscured copying, 
whereby obscured copying is detected and presented in a 

manner that makes the obscured copying apparent. 
2. The system of claim 1, 
wherein the file compare program parses of the first file 

into a first set of tokens and the second file into a second 
set of tokens, 

wherein file compare program parses the known transla 
tions file to obtain matched pairs, each matched pair 
comprising: 

a) an original data word token, and 
b) a translation equivalent token, 
wherein the file compare program 

i) selects each token from the first set of tokens, a first 
current token, and sequentially selects each token 
from the second set of tokens, each token from the 
second set of tokens sequentially being a second 
current token, 

ii) compares the first current token to the second current 
token to determine if there is an exact match, 

iii) if there is not an exact match, compares the first 
current token to each original data word token to 
selected a current matched pair, and compares the 
translation equivalent token of the current matched 
pair to the second current token to determine if there 
is an translated match, 

iv) if there is a translated match, selects the next token 
from the first set of tokens as the first current token 
and selects the next token from the second set of 
tokens as the second current token, 

V) continues steps ii through iv until a sequence of 
matching tokens has been found, 

vi) marking a first group of matching tokens from the 
first set of tokens and second group of matching 
tokens from the second set of tokens, based on the 
sequence of matching tokens, as identified copying, 

wherein groups of matching tokens are marked, 
wherein at least Some groups of matching tokens are 

aligned, 

whereby the formatted report highlights groups of match 
ing tokens that include translated matches. 

3. The system of claim 2, 
wherein the sets of tokens are compared on a line by line 

basis and groups of matching tokens are identified with 
at least one line, being a matched line. 

4. The system of claim 3, 
wherein after one or more matched lines are identified, the 

file compare program looks back to identify matched 
lines that are out of order. 
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5. The system of claim 2, 
wherein the file compare program keeps track of the 

matched pairs of that were used to determine translated 
matches and includes the list of translations found in 
the formatted report, 

6. The system of claim 2, 
wherein the file compare program keeps track of the 

matched pairs of that were used to determine translated 
matches and includes in the formatted report statistics 
regarding the total lines copied and the total lines 
obscured. 

7. The system of claim 1, 
wherein the user interface options specify a format for the 

formatted report from a plurality of format options, 
including size or layout. 

8. The system of claim 1, wherein the first file and the 
second file comprise a first set of files, the system further 
comprising: 

a) a second set of files, comprising a third file and a fourth 
file, and 

b) a plurality of known translation files, 
wherein the user interface options specify a first known 

translation file, from the plurality of known translation 
files, to be used when comparing the first set of files and 
a second known translation file, from the plurality of 
known translation files, to be used when comparing the 
second set of files. 

whereby the first set of files is compared using a first 
known translation file and the second set of files is 
compared using a second known translation file with 
out requiring modification of the file compare program. 

9. The system of claim 1, 
wherein the formatted report contains line numbers show 

ing the original position in the first file and second file 
respectively, and 

wherein the blank lines have no line numbers, 

whereby communication about the detected copying is 
facilitated and a disclosure regarding formatting 
changes is made. 

10. The system of claim 1, 
wherein long lines in the formatted report are wrapped, 

and 

wherein the blank lines are inserted as needed to maintain 
alignment of sequences including wrapped lines, 

whereby full comparison of long lines is provided in a 
side-by-side listing. 

11. The system of claim 1, further comprising operation 
data files which specify rules that improve the results of the 
file compare. 

12. The system of claim 3, further comprising operation 
data files which specify rules that improve the results of the 
file compare, 

wherein the rules specify exclusion expressions that are 
used by the file compare program to ignore one or more 
tokens that have been inserted to defeat line to line 
comparisons. 
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13. The system of claim 1, further comprising operation 
data files which specify portions of the first file and corre 
sponding portions of the second file to be marked as 
obscured matches, 

wherein a user can detected obscured copying that is not 
detected by the file compare program, 

whereby the formatted report contains highlighting indi 
cating obscured copying, whereby statistics regarding 
obscured copying are calculated and included in the 
formatted report. 

14. The system of claim 1, 
wherein the file compare program outputs the statistics of 

each compare to a statistics file, 
whereby the history of each compare is compared over 

time. 
15. The system of claim 2, 
wherein after as sequence of tokens have matched, a 

subsequent token from the first does not match the 
corresponding token from the second file, being a 
mismatched pair, 

wherein the file compare program output the mismatched 
pair as a possible translation, 

whereby the user is notified of potential translation 
equivalents that have been used to obscure copying. 

16. A bulk compare system for comparing compare col 
lections of files, the bulk compare system comprising: 

a) the file compare system of claim 1, 

b) a first collection of files, each capable of being the first 
file compared by the file compare program, 

c) a second collection of files, each capable of being the 
second file compared by the file compare system, 

d) one or more bulk user interface options, and 
e) a bulk compare program, 

wherein the bulk compare program determines a number 
of file pairings between files in the first collection of 
files and the files in the second collection of files, 

wherein the file compare program compares each of the 
file pairings, 

wherein the bulk compare program keeps track of the 
statistics for each pairing as bulk statistics, 

wherein the pairings with the highest statistics in the bulk 
statistics indicate pairing that are likely to have been 
copied, 

whereby obscured copying is automatically detected 
between two collections of files. 

17. A bulk compare system of claim 16, wherein the bulk 
compare program outputs a plurality of possible translations 
from each comparison, 

where the possible translations from the pairings with the 
highest statistics indicate liking translations, 

whereby the a user is notified of possible translations that 
will improve the level of detection of obscured copy 
ing. 
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18. A method of detecting obscured copying, comprising 
the steps of: 

a) reading a first file, 
b) reading a second file 
c) reading operational data from at least one operation 

data file, such as a known translation file, 
d) using the operational data to compare the first file and 

the second file, 
e) marking the similarities between the files, 
f) calculating the similarities to determine a set of statis 

tics, and 
g) outputting a report which shows and highlights the 

similarities between the files, 
whereby obscured copying is detected and the similarities 

shown. 
19. The method of claim 18 further comprising the steps 

of: 

20 
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a) manually modifying the report output in the outputting 
Step, 

b) reformatting the report based on the manual modifica 
tions, and 

c) recalculating the statistics to provide an updated set of 
statistics, 

whereby automatically found similarities can be filtered 
or augmented while maintaining accurate formatting 
and statistics. 

20. The method of claim 18 further comprising the steps 
of: 

a) outputting a first individual listing showing the high 
lighting associated with the first file, or 

b) outputting a second individual listing showing the 
highlighting associated with the second file, 

whereby the similarities are shown in a listing of at least 
one of the files. 
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