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(7) ABSTRACT

A network monitoring program automatically sorts fault
producing locations on a network. A memory unit stores a
fault location determining table containing events indicative
of failures of communications via the network, the events
being associated with classified elements which can be
causes of faults on the network. A communication situation
monitoring unit monitors communication situations with
respect to other apparatus on the network. A failure detecting
unit detects an event indicative of a failure from a commu-
nication situation detected by the communication situation
monitoring unit. A fault location determining unit deter-
mines an element which is responsible for the event detected
by the failure detecting unit by referring to the fault location
determining table. A fault information output unit outputs
fault information representative of a determined result from
the fault location determining unit.
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NETWORK MONITORING PROGRAM,
NETWORK MONITORING METHOD, AND
NETWORK MONITORING APPARATUS

BACKGROUND OF THE INVENTION
[0001] (1) Field of the Invention

[0002] The present invention relates to a network moni-
toring program, a network monitoring method, and a net-
work monitoring apparatus for monitoring the operating
state of a network, and more particularly to a network
monitoring program, a network monitoring method, and a
network monitoring apparatus for detecting a fault that has
occurred on a network.

[0003] (2) Description of the Related Art

[0004] As the information technology develops, many
business enterprises are making efforts to rely upon com-
puter systems to perform their business activities efficiently.
A computer system has a plurality of communication units
such as computers, switches, etc. connected to each other by
a network. Networks are becoming larger in scale year after
year because of an increasing range of business activities
that can be performed by computers.

[0005] In view of attempts to make open and standardize
system architectures, it has become possible to construct
networks of a combination of apparatus manufactured by
different manufacturers. Furthermore, efforts are being made
to make apparatus on networks more intelligent, resulting in
more complex network configurations.

[0006] If a large-scale, complex network suffers trouble,
then the operating states of apparatus that make up the
network are confirmed. However, there are many instances
where a network fault cannot be judged based on the
operating states of individual apparatus. Consequently,
specifying the location and cause of a network failure is a
highly difficult task to carry out. In addition, if the location
and cause of a network failure cannot be found for a long
period of time, then business activities of customers which
rely on the network are suspended for a long time.

[0007] There has been proposed a technique for linking
network design information and apparatus operation statistic
information to each other and also for linking different
protocol layers such as an IP (Internet Protocol) layer and an
ATM (Asynchronous Transfer Mode) layer to each other
display a list of operation statistic information (see, for
example, Japanese unexamined patent publication No.
2002-99469 (paragraphs [0043]-[0044])). According to the
proposed technique, operation statistic information is peri-
odically collected from apparatus on a network, and the
collected operation statistic information is compared with an
index value. If the operation statistic information is in excess
of the index value, then it is judged that a fault symptom has
occurred. When symptom has occurred. When a fault symp-
tom is detected, a list of operation statistic information with
respect to apparatus that have produced the fault symptom is
displayed to help specify a range in which the fault symptom
has occurred.

[0008] However, though the technique disclosed in Japa-
nese unexamined patent publication No. 2002-99469 can
automatically detect a fault symptom, the location and cause
of the fault have to be determined by the system adminis-
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trator. For example, if data transmitted from an apparatus to
another apparatus does not reach the other apparatus, then
the conventional monitoring system allows the apparatus
which has transmitted the data to detect the error. However,
the conventional monitoring system is unable to automati-
cally determine where a fault has occurred on a communi-
cation path from the source apparatus to the destination
apparatus.

[0009] Heretofore, as described above, though it is pos-
sible to automatically detect a fault symptom from operation
statistic information of each of the apparatus on the network,
it is the system administrator who identifies an actual fault
location. Consequently, it has been customary to spend an
excessive period of time to perform a fault analysis. Since it
is more difficult for larger-scale systems to identify a fault
location, increased periods of time required for a fault
analysis have posed a problem.

[0010] Another element which has made it difficult to
carry out a fault analysis is the complexity of functions in
each apparatus. Generally, communication functions on a
network are separate in different layers. It is important to
specify which function is suffering a fault for the purpose of
taking a countermeasure against the fault. However, the
conventional monitoring system does not have a monitoring
function for a transport layer level. Though the conventional
monitoring system has a monitoring function based on the
monitoring function (ICMP (Internet Control Message Pro-
tocol) function) of network apparatus, the monitoring func-
tion does not depend on actual communication statuses, and
the monitoring system may make a wrong decision. It has
thus been difficult to accurately detect a fault of these
functions.

SUMMARY OF THE INVENTION

[0011] Tt is therefore an object of the present invention to
provide a network monitoring program, a network monitor-
ing method, and a network monitoring apparatus for auto-
matically sorting fault locations on a network.

[0012] To achieve the above object, there is provided a
network monitoring program for detecting a fault producing
location on a network. The network monitoring program
enables a computer to function as memory unit for storing a
fault location determining table containing events indicative
of failures of communications via the network, the events
being associated with classified elements which can be
causes of faults on the network, communication situation
monitoring unit for monitoring communication situations
with respect to other apparatus on the network, failure
detecting unit for detecting an event indicative of a failure
from a communication situation detected by the communi-
cation situation monitoring unit, fault location determining
unit for determining an element which is responsible for the
event detected by the failure detecting unit by referring to
the fault location determining table, and fault information
output unit for outputting fault information representative of
a determined result from the fault location determining unit.

[0013] To achieve the above object, there is also provided
a network monitoring method for detecting a fault producing
location on the network. The network monitoring method
comprises the steps of monitoring, with communication
situation monitoring unit, communication situations with
respect to other apparatus on the network, detecting, with
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failure detecting unit, an event indicative of a failure from a
communication situation detected by the communication
situation monitoring unit, determining, with fault location
determining unit, an element which is responsible for the
event detected by the failure detecting unit by referring a
fault location determining table containing events indicative
of failures of communications via the network, the events
being associated with classified elements which can be
causes of faults on the network, and outputting, with fault
information output unit, fault information representative of
a determined result from the fault location determining unit.

[0014] To achieve the above object, there is further pro-
vided a network monitoring apparatus for detecting a fault
producing location on the network, comprising memory unit
for storing a fault location determining table containing
events indicative of failures of communications via the
network, the events being associated with classified ele-
ments which can be causes of faults on the network, com-
munication situation monitoring unit for monitoring com-
munication situations with respect to other apparatus on the
network, failure detecting unit for detecting an event indica-
tive of a failure from a communication situation detected by
the communication situation monitoring unit, fault location
determining unit for determining an element which is
responsible for the event detected by the failure detecting
unit by referring to the fault location determining table, and
fault information output unit for outputting fault information
representative of a determined result from the fault location
determining unit.

[0015] The above and other objects, features, and advan-
tages of the present invention will become apparent from the
following description when taken in conjunction with the
accompanying drawings which illustrate preferred embodi-
ments of the present invention by way of example.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] FIG. 1 is a block diagram showing the concept of
the present invention which is incorporated in an embodi-
ment thereof;

[0017] FIG. 2 is a block diagram of a network system;

[0018] FIG. 3 is a block diagram of a hardware arrange-
ment of a Web server which is employed in the embodiment
of the present invention;

[0019] FIG. 4 is a block diagram of a software arrange-
ment of the Web server;

[0020] FIG. 5 is a block diagram showing functions of a
network monitoring unit;

[0021] FIG. 6 is a diagram showing a hardware segmen-
tation of fault locations;

[0022] FIG. 7 is a diagram showing a software segmen-
tation of fault locations;

[0023] FIG. 8 is a diagram showing a data structure of a
trouble event DB (DataBase);

[0024] FIG. 9 is a block diagram illustrative of an
example in which a trouble symptom is estimated;

[0025] FIG. 10 is a flowchart of a network monitoring
sequence;
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[0026] FIG. 11 is a flowchart of a header information
analyzing sequence;

[0027] FIG. 12 is a diagram showing an example of
communications on a connection;

[0028] FIG. 13 is a diagram showing the contents of
packets on the Web server;

[0029] FIG. 14 is a diagram showing a data structure of a
connection management table;

[0030] FIG. 15 is a diagram showing a data structure of a
transmission monitoring table;

[0031] FIG. 16 is a diagram showing a data structure of a
reception monitoring table;

[0032] FIG. 17 is a first diagram showing state transitions
of the transmission monitoring table and the reception
monitoring table;

[0033] FIG. 18 is a second diagram showing state transi-
tions of the transmission monitoring table and the reception
monitoring table;

[0034] FIG. 19 is a flowchart of a fault information
updating sequence;

[0035] FIG. 20 is a flowchart of a connection information
analyzing sequence;

[0036] FIG. 21 is a diagram showing a data structure of a
failure location estimating table;

[0037] FIG. 22 is a diagram showing an example of a
status code;

[0038] FIG. 23 is a flowchart of a fault location judging
sequence at a management server,

[0039] FIG. 24 is a diagram showing an example of a
monitoring screen image;

[0040] FIG. 25 is a diagram showing a server/client
identifying function; and

[0041] FIG. 26 is a diagram showing a data structure of a
connection management table in case an application is a
server.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0042] First, the concept of the present invention which is
incorporated in an embodiment thereof will be described
below. Thereafter, specific details of the embodiment of the
present invention will be described.

[0043] FIG. 1 shows the concept of the present invention
which is incorporated in an embodiment thereof. In FIG. 1,
an apparatus 1 serving as a network monitoring apparatus
(hereinafter referred to as “own apparatus 1”) is connected
to a switch (SW) 2, which is connected to another apparatus
4 through a network 3. The apparatus 4 will hereinafter be
referred to as “companion apparatus 4”). It is assumed that
communications are performed between the own apparatus
1 which has a network monitoring function according to the
present invention and the companion apparatus 4.

[0044] The own apparatus 1 has an application 1la, a
communication means 1b, a communication interface lc, a
memory means 1d, a communicating situation monitoring
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means le, a failure detecting means 1f, a fault location
determining means 1g, and a fault information output means
1/ for performing communications with the companion
apparatus 4 and monitoring the network 3.

[0045] The application 1a is a processing function that
operates in the own apparatus 1. For example, a server
function such as a Web server function may be installed as
the application 1a. The communication means 1b controls
data communications between the application 1a and the
companion apparatus 4. The communication interface 1c
performs communications through a connected transmission
path.

[0046] The memory means 1d stores a fault location
determining table 1da therein. The fault location determin-
ing table 1da stores classified elements which can be respon-
sible for faults on the network 3 and events indicative of
failures of communications over the network 3, the events
being associated with the elements. The events that are
indicative of failures include events which may be judged as
failures due to a combination (or accumulation) of normal
events.

[0047] According to one process of classifying fault pro-
ducing elements, the elements are classified based on their
relationship to the own apparatus 1. For example, the
apparatus on the network 3 are classified as the own appa-
ratus 1, an adjacent transmission path 5, a non-adjacent
transmission path 6, and the companion apparatus 4.

[0048] According to another process of classifying fault
producing elements, the elements are classified based on the
functions that the apparatus on the network 3 have. For
example, the elements are classified as the application 1a
which operates in each apparatus, the communication means
1b which governs a communication function, etc.

[0049] The communicating situation monitoring means le
monitors communicating situations between the own appa-
ratus 1 and other apparatus on the network 3. For example,
the communicating situation monitoring means le acquires
a packet 7 transferred between the communication means 1b
and the communication interface 1c, and analyzes the con-
tents of the packet 7. The communicating situation moni-
toring means le can monitor communicating situations for
respective connections. The communicating situation moni-
toring means le monitors not only communicating situations
of abnormal communications, but also communicating situ-
ations of normal communications. For example, the com-
municating situation monitoring means le monitors normal
communications that are performed at the same time as
abnormal communications, and records a history of such
normal communications. The history of such normal com-
munications can also be effectively used to identify the cause
of a fault.

[0050] The failure detecting means if detects events
indicative of failures from the communicating situations
detected by the communicating situation monitoring means
le. For example, the failure detecting means if detects
events including a response delay, a retransmission of a
packet, a duplicated reception of a packet, etc. The failure
detecting means 1f detects not only events indicative of
failures, but also normal events that have occurred at the
same time as the events indicative of failures.

[0051] The fault location determining means 1g refers to
the fault location determining table 1da and determines an
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element which is responsible for an event detected by the
failure detecting means if. Specifically, the fault location
determining means 1g searches the fault location determin-
ing table lda for an event corresponding to the event
detected by the failure detecting means 1f. Then, the fault
location determining means 1g determines the fault produc-
ing element associated with the detected event, as an ele-
ment which is responsible for the event.

[0052] The fault information output means 14 outputs
fault information 8 indicative of the determined result from
the fault location determining means 1g.

[0053] According to a network monitoring program, the
communicating situation monitoring means le monitors
communicating situations between the own apparatus 1 and
other apparatus on the network 3. The failure detecting
means 1f detects an event indicative of a failure from the
communicating situations detected by the communicating
situation monitoring means le. The fault location determin-
ing means 1g determines an element which is responsible for
the event detected by the failure detecting means 1f. The
fault information output means 14 outputs fault information
8 indicative of the determined result from the fault location
determining means 1g.

[0054] When an event indicative of a failure is detected,
therefore, an element which is responsible for a fault due to
the event can automatically be determined. As a conse-
quence, it is possible to automatically avoid the fault or
quickly recover from the fault.

[0055] On large-scale networks, the network monitoring
function can be incorporated in a plurality of servers, and
can be used with a management server which manages those
servers. Such an arrangement makes it possible to monitor
failures with higher accuracy and also to automatically avoid
trouble. A network monitoring system having a network
monitoring function and a management server according to
the embodiment of the present invention will be described in
specific detail below.

[0056] FIG. 2 is a block diagram of a network system,
which have various functions and communication paths that
are provided in a duplex configuration. In the network
system shown in FIG. 2, routers 421, 422 are connected to
the Internet 410. Firewalls (FWs) 431, 432 are connected
respectively to the routers 421, 422. Web servers 100, 210
are connected respectively to the FWs 431, 432 through
respective switches (SWs) 441, 442. Application (AP) serv-
ers 220, 230 are connected respectively to the Web servers
100, 210 through respective switches (SWs) 443, 444.
Database (DB) servers 240, 250 are connected respectively
to the AP servers 220, 230 through respective switches
(SWs) 445, 446.

[0057] A management server 300 is connected to the SWs
441, 443, 445. The SWs 441 through 446 comprise layer 3
switches (which determine destinations of packets based on
data of a network layer (third layer) of the OSI reference
model, and transfers packets to the determined destinations).

[0058] In the network system shown in FIG. 2, a network
monitoring function is installed in the Web servers 100, 210,
the application (AP) servers 220, 230, and the database (DB)
servers 240, 250. Fault information that is detected by the
network monitoring function is collected by the manage-
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ment server 300. The management server 300 analyzes the
collected fault information to identify a fault location.

[0059] Tt is assumed that a fault has occurred in the SW
443. The Web server 100 can detect a failure on a commu-
nication path via the SW 443. The AP server 220 can also
detect a failure on a communication path via the SW 443.
The DB server 240 can detect a failure on non-adjacent
communication paths via the SWs 445, 446. Fault informa-
tion indicative of the failures detected by the respective
servers are transmitted to the management server 300.

[0060] The management server 300 identifies a fault loca-
tion based on the fault information transmitted from the
servers. Specifically, the management server 300 can judge
that a fault occurs in overlapping elements of the fault
producing elements that are represented by the fault infor-
mation collected from the servers. The network monitoring
function installed in the servers thus allows an appropriate
fault analysis to be performed quickly and accurately.

[0061] The network monitoring function installed in the
Web server 100, for example, will be described in detail
below. First, a hardware arrangement required to install the
network monitoring function will be described below.

[0062] FIG. 3 is a block diagram of a hardware arrange-
ment of a Web server which is employed in the embodiment
of the present invention. As shown in FIG. 3, the Web server
100 is controlled in its entirety by a CPU (Central Processing
Unit) 101. To the CPU 101, there are connected, by a bus
107, a RAM (Random Access Memory) 102, a HDD (Hard
Disk Drive) 103, a graphic processor 104, an input interface
105, and a plurality of communication interfaces 106a,
106b, 106¢, 106d.

[0063] The RAM 102 temporarily stores at least part of an
OS (Operating System) program and application programs
that are to be executed by the CPU 101. The RAM 102 also
temporarily stores various data required in the processing
operation of the CPU 101. The HDD 103 stores the OS
program and the application programs.

[0064] A display monitor 91 is connected to the graphic
processor 104. The graphic processor 104 displays images
on the screen of the display monitor 91 according to instruc-
tions from the CPU 101. A keyboard 92 and a mouse 93 are
connected to the input interface 105. The input interface 105
transmits signals sent from the keyboard 92 and the mouse
93 through the bus 107 to the CPU 101.

[0065] The communication interfaces 106a, 1065, 106c,
106d are connected respectively to the SWs 441 through
444. The communication interfaces 106a, 1065, 106¢, 1064
transmit data to and receive data from other computers via
the SWs 441 through 444.

[0066] The hardware arrangement described above makes
it possible to perform processing functions according to the
present embodiment. While FIG. 3 shows the hardware
arrangement of the Web server 100, the other servers such as
the management server 300 can be implemented by the same
hardware arrangement as shown in FIG. 3.

[0067] The network monitoring function installed in the
Web server 100 is divided into a function that operates in the
kernel of the OS and a function that operates in a user-
oriented portion higher in level than the kernel.
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[0068] FIG. 4 is a block diagram of a software arrange-
ment of the Web server 100. In FIG. 4, network monitoring
units 100z, 1005 perform the network monitoring function.

[0069] The network monitoring unit 100a, which is
located in the kernel, is provided in a driver between the
communication interfaces (NIC) 106a, 1065, 106c, 106d
and an IP/ARP (Address Resolution Protocol) 100c. Spe-
cifically, packets that are transferred between the commu-
nication interfaces (NIC) 1064, 106b, 106¢, 1064 and the
IP/ARP 100c¢ pass through the network monitoring unit 1002
at all times. The network monitoring unit 1002 monitors
information in a layer 3 level (network layer) of the IP/ARP
100c, etc., and also monitors communications according to
a protocol of a layer 4 level (transport layer) of a TCP
(Transmission Control Protocol) 1004, etc.

[0070] The network monitoring unit 1005, which is pro-
vided in a user-oriented portion (other than the kernel), is a
daemon (background service) for performing a fault infor-
mation collecting function. Specifically, the network moni-
toring unit 1005 receives a failure detection notice from the
network monitoring unit 100z located in the kernel, and
accumulates the failure detection notice in fault information
110. The fault information 110 is stored in a storage area of
the HDD 103. When the network monitoring unit 1005
receives a failure detection notice, the network monitoring
unit 1005 may accumulate the failure detection notice in the
fault information 110 and also transmit the failure detection
notice to the management server 300.

[0071] The management server 300 periodically collects
fault information 110. The management server 300 also
collects fault information from other servers. The manage-
ment server 300 analyzes the contents of the collected fault
information 110 to identify a fault location.

[0072] The network monitoring units 100a, 1006 has
functions, to be described below, in order to monitor a
communication status.

[0073] FIG. 5 is a block diagram showing a function of a
network monitoring unit. The network monitoring unit 100z
located in the kernel has a packet analyzer 120 and a
connection monitor 130.

[0074] The packet analyzer 130 analyzes the contents of a
communication packet, and gives an analysis result to the
connection monitor 130.

[0075] Based on the analysis result from the packet ana-
lyzer 130, the connection monitor 130 monitors the states of
connections and detects a connection failure. The connec-
tion monitor 130 uses connection tables 140, 1404, 1405, .
.. associated with respective connections for monitoring the
connections. The connection tables 140, 140a, 1405, . . .
record therein the present states of the respective connec-
tions and the occurrence of errors.

[0076] For example, the connection table 140 has a con-
nection management table 141, a transmission monitoring
table 142, and a reception monitoring table 143. The con-
nection management table 141 registers therein information
about companions to which the connection is connected and
the occurrence of failures at the connection. The transmis-
sion monitoring table 142 successively registers therein
information as to whether packets transmitted from the Web
server 100 surfer a failure or not. The reception monitoring
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table 143 successively registers therein information as to
whether packets received by the Web server 100 suffer a
failure or not.

[0077] The network monitoring unit 1005 provided in the
user-oriented portion has a trouble event DB 150 and a fault
determining unit 160. The trouble event DB 150 registered
in advance a fault producing condition (one or more events
indicative of the occurrence of a fault) and a fault producing
location (an element which has caused a fault) at the time the
fault producing condition is satisfied.

[0078] The fault determining unit 160 refers to the con-
nection tables 140, 140a, 1400, . . . to set an error producing
situation in a failure location estimating table 170 based on
the contents of a failure that has occurred, e.g., an error or
the like. The failure location estimating table 170 registers
therein the contents of a failure that has occurred and the
number of failures that have occurred, with respect to each
of the connections. The fault determining unit 160 compares
the contents of the failure location estimating table 170 with
the fault producing condition registered in the trouble event
DB 150, and detects a connection which has satisfied the
fault producing condition. If there is a connection which has
satisfied the fault producing condition, then the fault deter-
mining unit 160 records the contents of the detected fault in
the fault information 110.

[0079] Information registered in the trouble event DB 150
will be described in detail below. The trouble event DB 150
registers therein information indicative of the location where
a fault has occurred, depending on the contents of the fault.
The information indicative of the location where a fault has
occurred includes information indicative of hardware that
has caused the fault and information indicative of software
that has caused the fault.

[0080] The information indicative of hardware that has
caused the fault represents fault production locations that are
segmented based on the connection with the Web server 100.

[0081] FIG. 6 is a diagram showing a hardware segmen-
tation of fault producing locations. Regions indicative of
fault producing locations are segmented into the own appa-
ratus 11, an adjacent transmission path 12, a non-adjacent
transmission path 13, and the companion apparatus 4. A fault
at the own apparatus 11 is a fault that has occurred in the
device of the Web server 100 itself, and excludes faults that
have occurred at the communication interfaces 106a, 106b,
106c, 106d. A fault at the adjacent transmission path 12 is a
fault that has occurred in a communication function between
the communication interfaces 106a, 1065, 106c¢, 1064 and
the SWs 443, 444. A fault at the non-adjacent transmission
path 13 is a fault that has occurred in a communication
function between the SWs 443, 444 and the device of a
communication companion (e.g., the DB server 240). A fault
at the companion apparatus 14 is a fault that has occurred in
the device of a communication companion (e.g., the DB
server 240).

[0082] The information indicative of software that has
caused the fault represents communication program layers
that are segmented.

[0083] FIG. 7 is a diagram showing a software segmen-
tation of fault producing locations. In FIG. 7, it is assumed
that a Web server function 21 and a DB server function 22
are installed in the Web server 100. Packets received via
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transmission paths 31, 32 are transferred to the Web server
function 21 and the DB server function 22 through a
communication function 23 of a layer 3 (network layer) and
a communication function 24 of a layer 4 (transport layer).

[0084] A fault that has occurred in the communication
function 23 of the layer 3, the communication function 24 of
the layer 4, and faults that have occurred in application
functions such as the Web server function 21, the DB server
function 22, etc. are segmented. For example, if the DB
server function 22 suffers a fault, then it is recognized that
communications to the Web server function 21 are per-
formed normally, but communications to the DB server
function 22 are not performed normally, by monitoring ports
corresponding to the Web server function 21 and the DB
server function 22. Consequently, it can easily be estimated
that the communication functions 23, 24 are normal, but the
DB server function 22 suffers a failure.

[0085] In order to determine such a fault production
location, the trouble event DB 150 registers therein infor-
mation indicative of hardware fault production locations or
software fault production locations in association with fault
detecting conditions.

[0086] FIG. 8 is a diagram showing a data structure of the
trouble event DB 150. As shown in FIG. 8, the trouble event
DB 150 has a fault producing equipment classification table
151 and a fault producing function classification table 152.

[0087] The fault producing equipment classification table
151 registers therein fault detecting conditions and informa-
tion indicative of fault producing hardware locations. Spe-
cifically, the fault producing equipment classification table
151 has a vertical column of fault detecting conditions and
a vertical column of fault producing equipment. In the fault
producing equipment classification table 151, items of infor-
mation in each of horizontal rows across the vertical rows
are related to each other.

[0088] The column of fault detecting conditions contains
conditions for deciding on the occurrence of faults. The
column of fault producing equipment contains regions to
which pieces of equipment that have caused faults belong.
For example, those regions represent the own apparatus, the
adjacent transmission path, the non-adjacent transmission
path, and the companion apparatus.

[0089] Fault producing locations can be sorted out by
referring to the fault producing equipment classification
table 151. For example, the connection monitor 130 moni-
tors a communication interface, an IP address, and a port
number of its own apparatus and also a communication
interface, an IP address, and a port number of the companion
apparatus. Then, the connection monitor 130 acquires infor-
mation as to whether there is a connection or not (a con-
nection is established or not). The fault determining unit 160
monitors whether there is a retransmitted packet or not, there
is a duplicate received packet or not, there is lost data or not,
an Ack (acknowledgment) response time, and a reset signal,
and statistically processes these monitored information. In
this manner, it is determined which one of the own server,
the adjacent transmission path, the non-adjacent transmis-
sion path, and the companion server is suffering trouble.

FAULT EXAMPLE 1

[0090] If the Ack response time of the own apparatus is
longer than a reference value, then the connection monitor
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130 detects a response delay. The fault determining unit 160
detects a fault based on the first record in the fault producing
equipment classification table 151. At this time, since the
“own apparatus” is registered as fault producing equipment
in the record, the fault determining unit 160 judges that the
own server is having some problem.

FAULT EXAMPLE 2

[0091] When all the connections with respect to the com-
munication interfaces of the own server suffer a failure (a
retransmitted packet, a duplicated received packet, lost data,
or a response delay), the connection monitor 130 detects a
connection failure. The fault determining unit 160 detects a
fault based on the second record in the fault producing
equipment classification table 151. At this time, since the
“adjacent transmission path” is registered as fault producing
equipment in the record, the fault determining unit 160
judges that the adjacent transmission path is having a failure.

FAULT EXAMPLE 3

[0092] If some connections are subjected to a failure at an
unidentified IP address or port, then the connection monitor
130 detects such a connection failure. The fault determining
unit 160 detects a fault based on the third record in the fault
producing equipment classification table 151. At this time,
since the “non-adjacent transmission path” is registered as
fault producing equipment in the record, the fault determin-
ing unit 160 judges that an error has occurred in the
non-adjacent transmission path.

FAULT EXAMPLE 4

[0093] If a failure has occurred at a certain companion IP
address or port when a connection is established, then the
connection monitor 130 detects such a connection failure.
The fault determining unit 160 detects a fault based on the
fourth record in the fault producing equipment classification
table 151. At this time, since the “companion apparatus” is
registered as fault producing equipment in the record, the
fault determining unit 160 judges that the server of the
companion apparatus is suffering a failure.

[0094] As described above, fault production locations can
be classified in terms of hardware based on the fault pro-
ducing equipment classification table 151.

[0095] The fault producing function classification table
152 registers therein fault detecting conditions and informa-
tion indicative of fault producing software locations. Spe-
cifically, the fault producing function classification table 152
has a vertical column of fault detecting conditions and a
vertical column of fault producing functions. In the fault
producing function classification table 152, items of infor-
mation in each of horizontal rows across the vertical rows
are related to each other.

[0096] The column of fault detecting conditions contains
conditions for deciding on the occurrence of faults. The
column of fault producing functions contains regions to
which functions that have caused faults belong. For
example, those regions represent the application, the net-
work monitoring unit, etc.

[0097] Fault producing locations can be sorted out by
referring to the fault producing function classification table
152. Specifically, the connection monitor 130 generally
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determines and monitors the information of not only a
certain single layer but also a plurality of layers. The fault
determining unit 160 compares the monitored results with
the fault producing function classification table 152 to detect
partial faults as described below.

FAULT EXAMPLE 5

[0098] 1If a connection is established in an IP level, but not
at each port, then the connection monitor 130 detects such
a connection failure. The fault determining unit 160 detects
a fault based on the first record in the fault producing
function classification table 152. At this time, since the
“application apparatus” is registered as fault producing
function in the record, the fault determining unit 160 judges
that the application is suffering a failure.

FAULT EXAMPLE 6

[0099] 1If a connection is normally established between the
own apparatus and the companion apparatus, but the moni-
toring function (ICMP function) of a network apparatus is
suffering a failure and there is no response based on a ping
command, then the connection monitor 130 detects such a
connection failure. The fault determining unit 160 detects a
fault based on the second record in the fault producing
function classification table 152. At this time, since the
“network monitor” is registered as fault producing function
in the record, the fault determining unit 160 judges that the
ICMP function of the network apparatus is suffering a partial
failure.

[0100] Since a fault location is generally determined based
on the results of the monitoring of a plurality of layers, it can
be judged whether the fault is occurring at an application
level or in a network monitor.

[0101] According to the fault detecting process performed
by the fault determining unit 160, the fault determining unit
160 can detect a fault symptom which occurs before a fault
is recognized. For example, because the network is con-
trolled by itself, even if a problem (a retransmission or the
like) arises at the TCP level, the system is automatically
recovered from the problem, and the fault is not detected.
However, a problem (a retransmission or the like) may
frequently arise at the TCP level as a fault symptom.
Heretofore, it has not been customary to detect a fault based
on a problem (a retransmission or the like) at the TCP level,
the system administrator has usually been unable to recog-
nize a system failure until a serious problem occurs in the
system.

[0102] According to the present embodiment, the connec-
tion monitor 130 monitors information which cannot usually
be confirmed that represents a problem (a retransmission or
the like) at the TCP level from which the system is auto-
matically recovered. The fault determining unit 160 then
estimate a trouble symptom based on the monitored infor-
mation.

[0103] FIG. 9 is a block diagram illustrative of an
example in which a trouble symptom is estimated. It is
assumed that a packet transmitted from the Web server 100
to the AP server 220 does not reach the AP server 220 in one
process, but is retransmitted.

[0104] Usually, when a packet is transmitted from the Web
server 100 to the AP server 220, such a retransmission is not
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considered as the occurrence of a failure. However, a
retransmission of a packet from the Web server 100 to the AP
server 220 means that the packet has been lost in the
transmission path or a server. If such a retransmission of a
packet occurs highly frequently, then it tends to lead to a
serious trouble. For example, if a packet is frequently
transmitted from the Web server 100 to the AP server 220,
then the AP server 220 may possibly have started suffering
a CPU capability shortage. However, the system adminis-
trator may take a suitable countermeasure before a serious
trouble happens to the system if such a trouble symptom is
detected and given as fault information to the system admin-
istrator.

[0105] A process of detecting a fault and a symptom
thereof will be described below.

[0106] FIG. 10 is a flowchart of a network monitoring
sequence. The network monitoring sequence will be
described below in the order of step numbers shown in FIG.
10. The network monitoring sequence described below is
executed each time communications with another apparatus
are performed.

[0107] [STEP S11] The packet analyzer 120 captures a
connection, i.e., acquires a packet transmitted through a
connection that has been established with the other appara-
tus.

[0108] [STEP S12] The packet analyzer 120 extracts TCP
and IP headers from the captured packet.

[0109] [STEP S13] The packet analyzer 120 analyzes the
extracted header information. Details of the analyzing pro-
cess will be described later.

[0110] [STEP S14] The connection monitor 130 deter-
mines whether the present process is a first event or not. If
there is not a connection table being updated which corre-
sponds to the connection, then the present process can be
judged as a first event. If the present process is a first event,
then control goes to STEP S15. If not, then control goes to
STEP S16.

[0111] [STEP S15] The connection monitor 130 sets the
state of a corresponding connection table such that fault
information detected based on the contents of the connection
table is merged (added and combined) into the fault infor-
mation 110 after a predetermined period of time.

[0112] [STEP S16] The fault determining unit 160 detects
a fault based on the connection table 140, and updates
(merges) the fault information 110 based on the detected
result. Details of this process will be described later.

[0113] The process of analyzing header information will
be described below.

[0114] FIG. 11 is a flowchart of a header information
analyzing sequence. The header information analyzing
sequence will be described below in the order of step
numbers shown in FIG. 11.

[0115] [STEP S21] The connection monitor 130 deter-
mines whether there is a connection table corresponding to
the acquired packet or not. If there is a connection table, then
control goes to STEP S23. If there is not a connection table,
then control goes to STEP S22.
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[0116] [STEP S22] The connection monitor 130 generates
a connection table corresponding to a combination of an IP
address and a port number. The generated connection table
is stored in a storage area of the RAM 102, for example.

[0117] [STEP S23] The connection monitor 130 detects a
retransmission, a duplicated reception, a delay, or a lost
packet based on a response (Ack) number, a sequence
number, and a data length. The detected result is registered
in the connection table. Thereafter, control goes back to the
sequence shown in FIG. 10, where STEP S14 is executed.

[0118] A specific example in which a connection table is
generated based on packets transmitted and received through
a certain connection will be described below.

[0119] FIG. 12 is a diagram showing an example of
communications on a connection. In the example shown in
FIG. 12, a connection established between the Web server
100 and the AP server 220 is monitored by the network
monitoring function that is installed in the Web server 100.
The Web server 100 has an IP address “192.168.10.10” and
the application which provides the function of the Web
server has a port number “80”. The AP server 220 has an IP
address “192.168.10.20” and the application which provides
the processing function thereof has a port number “10000”.

[0120] Attention is given to packets 40 through 45 that are
transferred between the Web server 100 and the AP server
220. The contents of the packets 40 through 45 will be
described below with reference to FIG. 13. It is assumed
that the packet 44 is not properly transmitted due to some
fault.

[0121] FIG. 13 is a diagram showing the contents of
packets on the Web server. FIG. 13 illustrates communica-
tion states (normal or abnormal) recognized by the Web
server 100, times (measured from the start of the monitoring
process) for transmitting and receiving packets at the Web
server 100, SRC-IP addresses (source IP addresses), SRC-
Port numbers (source port numbers), DST-IP addresses
(destination IP addresses), DST-Port numbers (destination
port numbers), Sequence no. (sequence numbers), Ack no.
(response numbers), and Data Len. (data lengths) with
respect to the packets 40 through 45.

[0122] The packet 40 has a normal communication state,
a transmitting and receiving time of 0.5 second, an SRC-IP
address “192.168.10.20”, an SRC-Port number “10000”, a
DST-IP address “192.168.10.10”, a DST-Port number “807,
a Sequence no. of “1900”, an Ack no. of “1000”, and a Data
Leg. of 100 bytes.

[0123] The packet 41 has a normal communication state,
a transmitting and receiving time of 1.0 second, an SRC-IP
address “192.168.10.10”, an SRC-Port number “807, a DST-
IP address “192.168.10.20”, a DST-Port number “10000”, a
Sequence no. of “1000”, an Ack no. of “2000”, and a Data
Leg. of 10 bytes.

[0124] The packet 42 has a normal communication state,
a transmitting and receiving time of 2.5 seconds, an SRC-IP
address “192.168.10.20”, an SRC-Port number “10000”, a
DST-IP address “192.168.10.10”, a DST-Port number “807,
a Sequence no. of “2000”, an Ack no. of “1010”, and a Data
Leg. of O bytes.

[0125] The packet 43 has a normal communication state,
a transmitting and receiving time of 3.0 seconds, an SRC-IP
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address “192.168.10.10”, an SRC-Port number “807, a DST-
IP address “192.168.10.20”, a DST-Port number “10000”, a
Sequence no. of “1010”, an Ack no. of “2000”, and a Data
Leg. of 20 bytes.

[0126] The packet 44 is a packet that has failed to reach
the Web server 100 for some reasons. In FIG. 13, therefore,
the communication state and the time for the packet 44 are
left blank. The packet 44 has an SRC-IP address
“192.168.10.20”, an SRC-Port number “10000”, a DST-IP
address “192.168.10.10”, a DST-Port number “80”, a
Sequence no. of “2000”, an Ack no. of “1030”, and a Data
Leg. of 100 bytes. Since the packet 44 has not reached the
Web server 100, the Web server 100 retransmits the packet
45 whose contents are identical to those of the packet 43
based on the function of the TCP protocol.

[0127] The packet 45 has an abnormal communication
state, a transmitting and receiving time of 6.0 seconds, an
SRC-IP address “192.168.10.10”, an SRC-Port number
“807”, a DST-IP address “192.168.10.20”, a DST-Port num-
ber “10000”, a Sequence no. of “1010”, an Ack no. of
“2000”, and a Data Leg. of 20 bytes.

[0128] The packet analyzer 120 of the Web server 100
analyzes the header information of the packets 41 through
43, 45 that have actually been input and output, and transfer
the analyzed information (the information shown in FIG.
13) to the connection monitor 130. Based on the received
information, the connection monitor 130 generates a con-
nection table 140. As shown in FIG. 5, the connection table
140 is made up of a connection management table 141, a
transmission monitoring table 142, and a reception moni-
toring table 143. Data structures of these tables will be
described below.

[0129] FIG. 14 is a diagram showing a data structure of
the connection management table 141. As shown in FIG. 14,
the connection management table 141 registers therein an
interface name, an own apparatus IP, an own apparatus Port,
a companion apparatus IP, a companion apparatus Port, a
retransmission counter, a duplicated reception counter, a lost
packet counter, a response delay counter, a packet size
counter, a packet number counter, a companion apparatus
response time reference, and an own apparatus response
time reference.

[0130] The interface name represents identifying informa-
tion of a communication interface which has established a
connection. In the example shown in FIG. 14, the interface
name is “hme0”.

[0131] The own apparatus IP represents the IP address of
the own apparatus. In the example shown in FIG. 14, the IP
address is “192.168.10.10”.

[0132] The own apparatus Port represents the port number
of an application which uses the connection. In the example
shown in FIG. 14, the port number is “80”.

[0133] The companion apparatus IP represents the IP
address of the companion apparatus. In the example shown
in FIG. 14, the IP address is “192.168.10.20”.

[0134] The companion apparatus Port represents the port
number of an application of the companion apparatus which
uses the connection. In the example shown in FIG. 14, the
port number is “10000”.
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[0135] The retransmission counter represents the number
of times that a packet is retransmitted. In the example shown
in FIG. 14, a packet is retransmitted once.

[0136] The duplicated reception counter represents the
number of times that one packet is received in a duplicated
fashion. In the example shown in FIG. 14, no duplicated
packet is received.

[0137] The lost packet counter represents the number of
times that a packet is lost. In the example shown in FIG. 14,
no packet is lost.

[0138] The response delay counter represents the number
of times that a time which has been spent after the own
apparatus receives a packet until it returns a response to the
companion apparatus exceeds a reference value. A response
delay occurs if the processing load on the own apparatus is
excessively large. Therefore, the occurrence of a fault due to
an increased processing load on the own apparatus by
counting response delays is detected. In the example shown
in FIG. 14, no response delay occurs.

[0139] The packet size counter represents the total size of
received packets. In the example shown in FIG. 14, the
packet size counter has a value of “0”.

[0140] The packet number counter represents the total
number of packets that have been transmitted and received.
In the example shown in FIG. 14, the packet number counter
has a value of “0”.

[0141] The companion apparatus response time reference
represents a time for waiting for a response from the
companion apparatus. If there is no response from the
companion apparatus during this time, then the situation is
judged as a response delay and the response delay counter is
counted up. In the example shown in FIG. 14, the compan-
ion apparatus response time reference is “1.5 seconds”.

[0142] The own apparatus response time reference repre-
sents a time allowed for the own apparatus to return a
response to the companion apparatus. If the own apparatus
fails to return a response to the companion apparatus during
this time, then a response delay is detected. In the example
shown in FIG. 14, the own apparatus response time refer-
ence is “0.5 second”.

[0143] FIG. 15 is a diagram showing a data structure of
the transmission monitoring table 142. The transmission
monitoring table 142 has vertical columns of sequence
number predictions, times, and companion apparatus
response times.

[0144] The column of sequence number predictions con-
tains a predicted value of the sequence number of a packet
to be transmitted next to the companion apparatus. A value
representative of the sum of the sequence number of a
previously transmitted packet and a data length serves as a
predicted value of the sequence number of a packet to be
transmitted next. If the sequence number of a packet that is
transmitted next is smaller than the predicted value of the
sequence number, then it can be understood that the packet
has been retransmitted.

[0145] The time represents a time in which the own
apparatus has transmitted a packet (a time that has elapsed
from the start of the monitoring of a connection). The
companion apparatus response time represents a time that
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has elapsed from the time when a packet is transmitted to the
companion apparatus until the time when a response is
received from the companion apparatus in acknowledgment
of the packet.

[0146] FIG. 16 is a diagram showing a data structure of
the reception monitoring table 143. The reception monitor-
ing table 143 has vertical columns of a sequence number
prediction, a time, and an own apparatus response time.

[0147] The column of a sequence number prediction con-
tains a predicted value of the sequence number of a packet
to be received next from the companion apparatus. A value
representative of the sum of the sequence number of a
previously received packet and a data length serves as a
predicted value of the sequence number of a packet to be
received next. If the sequence number of a packet that is
received next is smaller than the predicted value of the
sequence number, then it can be understood that the packet
has been received in a duplicated fashion.

[0148] The time represents a time in which a packet is
received from the companion apparatus (a time that has
elapsed from the start of the monitoring of a connection).
The own apparatus response time represents a time that has
elapsed from the time when a packet is received until the
time when the own apparatus responds to the received
packet.

[0149] State transitions of the transmission monitoring
table 142 and the reception monitoring table 143 at the time
communications shown in FIG. 12 are performed (the
contents of packets are shown in FIG. 13) will be described
below.

[0150] FIG. 17 is a first diagram showing state transitions
of the transmission monitoring table 142 and the reception
monitoring table 143. A state ST1 represents a state imme-
diately after the packet 40 shown in FIG. 12 is received (at
the time of 0.5 second). When the Web server 100 receives
the packet 40, the connection monitor 130 predicts a
sequence number on the reception side, and adds a record to
the reception monitoring table 143.

[0151] In the example shown in FIG. 17, “2000” (a value
representing the sum of the sequence number “1900” of the
packet 40 and the data length “1007) is set in the column of
sequence number predictions, and “0.5” is set in the column
of times.

[0152] Astate ST2 represents a state immediately after the
packet 41 shown in FIG. 12 is transmitted (at the time of 1.0
second). When the Web server 100 transmits the packet 41,
the connection monitor 130 predicts a sequence number on
the transmission side, and adds a record to the transmission
monitoring table 142. At the same time, the connection
monitor 130 sets a value in the column of own apparatus
response times in the reception monitoring table 143.

[0153] In the example shown in FIG. 17, “1010” (a value
representing the sum of the sequence number “1000” of the
packet 41 and the data length “10”) is set in the column of
sequence number predictions, and “1.0” is set in the column
of times in the transmission monitoring table 142. “0.5” (a
value produced by subtracting the time “0.5” in the reception
monitoring table 143 from the time “1.0” in the transmission
monitoring table 142) is set in the column of own apparatus
response times in the reception monitoring table 143.
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[0154] Astate ST3 represents a state immediately after the
packet 42 shown in FIG. 12 is received (at the time of 2.5
seconds). When the Web server 100 receives the packet 42,
the connection monitor 130 predicts a sequence number on
the reception side, and updates the reception monitoring
table 143. At the same time, the connection monitor 130 sets
a value in the column of companion apparatus response
times in the transmission monitoring table 142.

[0155] In the example shown in FIG. 17, “2000” (a value
representing the sum of the sequence number “2000” of the
packet 42 and the data length “0”) is set in the column of
sequence number predictions, and “2.5” is set in the column
of times in the reception monitoring table 143. “1.5” (a value
produced by subtracting the time “1.0” in the transmission
monitoring table 142 from the time “2.5” in the reception
monitoring table 143) is set in the column of companion
apparatus response times in the transmission monitoring
table 142.

[0156] Since the sequence number of the packet 42 is in
conformity with the previously predicted sequence number,
it is judged that no failure has occurred.

[0157] FIG. 18 is a second diagram showing state transi-
tions of the transmission monitoring table 142 and the
reception monitoring table 143.

[0158] Astate ST4 represents a state immediately after the
packet 43 shown in FIG. 12 is transmitted (at the time of 3.0
seconds). When the Web server 100 transmits the packet 43,
the connection monitor 130 predicts a sequence number on
the transmission side, and updates the transmission moni-
toring table 142. At the same time, the connection monitor
130 sets a value in the column of own apparatus response
times in the reception monitoring table 143.

[0159] In the example shown in FIG. 18, “1030” (a value
representing the sum of the sequence number “1010” of the
packet 43 and the data length “20”) is set in the column of
sequence number predictions, and “3.0” is set in the column
of times as a new record in the transmission monitoring table
142. “0.5” (a value produced by subtracting the time “2.5”
in the reception monitoring table 143 from the time “3.0”
newly set in the transmission monitoring table 142) is set in
the column of own apparatus response times in the reception
monitoring table 143.

[0160] Since the sequence number of the packet 43 is in
conformity with the previously predicted sequence number,
it is judged that no failure has occurred.

[0161] Astate ST5 represents a state immediately after the
packet 45 shown in FIG. 12 is transmitted (at the time of 6.0
seconds). When the Web server 100 transmits the packet 45,
the connection monitor 130 predicts a sequence number on
the transmission side, and updates the transmission moni-
toring table 142.

[0162] In the example shown in FIG. 18, “1030” (a value
representing the sum of the sequence number n “1010” of
the packet 45 and the data length “20”) is set in the column
of sequence number predictions, and “6.0” is set in the
column of times in the transmission monitoring table 142.

[0163] Having detected the transmission of the packet 45,
the connection monitor 130 detects that the sequence num-
ber “1010” of the packet 45 is smaller than the sequence
number “1030” which has already been set in the transmis-
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sion monitoring table 142. The connection monitor 130
thereby judges that the packet 45 is a packet for retransmis-
sion. The connection monitor 130 now updates the value of
the retransmission counter in the connection management
table 141.

[0164] Inthis manner, the connection table 140 is updated.
The fault determining unit 160 determines whether there is
a fault at each connection or not based on the information
contained in the connection table 140. If a fault is detected,
then the fault determining unit 160 updates the fault infor-
mation.

[0165] FIG. 19 is a flowchart of a fault information
updating sequence. The fault information updating sequence
will be described below in the order of step numbers shown
in FIG. 19.

[0166] [STEP S31] The fault determining unit 160 ana-
lyzes connection information. Details of the connection
information analyzing process will be described in detail
later.

[0167] [STEP S32] The fault determining unit 160 regis-
ters an estimated fault result in the fault information.

[0168] FIG. 20 is a flowchart of the connection informa-
tion analyzing sequence. The connection information ana-
lyzing sequence will be described below in the order of step
numbers shown in FIG. 20.

[0169] [STEP S41] The fault determining unit 160 totals
the events of all generated connections.

[0170] [STEP S42] The fault determining unit 160 gener-
ates a failure location estimating table 170, and encodes the
totaled result (the encoded information will hereinafter
referred to as “status code”).

[0171] [STEP S43] The fault determining unit 160
searches the trouble event DB 150 based on the status code.

[0172] [STEP S44] The fault determining unit 160 detects
a corresponding trouble event in the trouble event DB 150,
and determines a trouble location and a cause of the trouble.

[0173] FIG. 21 is a diagram showing a data structure of
the failure location estimating table 170. The failure location
estimating table 170 has vertical columns of connections,
normal packets, and failures. In the failure location estimat-
ing table 170, items of information in each of horizontal
rows across the vertical rows are related to each other.

[0174] The column of connections contain identifying
information for uniquely identifying connections. The col-
umn of normal packets contains the number of packets that
have been communicated normally. The column of failures
contains the types of failures (events) and the numbers
thereof at the time those events are detected.

[0175] Inthe example shown in FIG. 21, a retransmission,
a duplicated reception, a lost packet, a transmission-side
response delay, and a reception-side response delay are
provided as the types of events in the column of failures. The
numbers of times that those events have occurred are set for
each connection.

[0176] The failure location estimating table 170 is gener-
ated when events are totaled from the connection table 140.
After the failure location estimating table 170 is generated,
flags indicative of the generation of events for corresponding
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connections are cleared, initializing the connection table
140. The failure location estimating table 170 is generated
for each interface.

[0177] A status code is generated based on the failure
location estimating table 170.

[0178] FIG. 22 is a diagram showing an example of a
status code. In the example shown in FIG. 22, a status code
171 corresponding to a retransmission, a duplicated recep-
tion, a lost packet, a transmission-side response delay, and a
reception-side response delay is established. The status code
has values having respective meanings as shown below.

[0179] O: There is no traffic at a connection.
[0180] 1: There is a normal connection.

[0181] 2: There is a failure event at a particular IP
address (there is no normal connection).

[0182] 3: There is a failure event at a particular IP
address (there is a normal connection).

[0183] 4: There is a failure event at a plurality of IP
addresses (there is no normal connection).

[0184] 5. There is a failure event at a plurality of IP
addresses (there is a normal connection).

[0185] The fault determining unit 160 recognizes the
number of failures that have occurred based on the status
code 171, and searches corresponding detecting conditions
from the trouble event DB 150. The fault determining unit
160 then detects a fault producing location of the phenom-
enon that has presently occurred based on the detecting
conditions that have been detected.

[0186] In the example shown in FIG. 22, the retransmis-
sion code is of a value “3”, indicating that a failure event is
occurring at a particular IP address and a normal connection
is present up to that IP address. Based on this code, the
trouble event DB 150 shown in FIG. 8 is searched, and
detecting conditions “a failure is detected at an unspecific IP
address and port at a certain connection” are detected.
Therefore, it is judged that the non-adjacent transmission
path is suffering a fault.

[0187] If a failure is detected, then the information of the
corresponding connection table and the judged result of the
fault location are registered in the fault information 110.

[0188] The above fault location judging process is carried
out on each server, and fault information is generated. The
fault information 110 generated in each server is collected
by the management server 300. The collected fault infor-
mation 110 includes status codes (generated by a merging
process) and error messages (results estimated by the merg-
ing process (estimated failure producing locations and
causes)). The management server 300 identifies a fault
location in the network more accurately based on the col-
lected fault information.

[0189] FIG. 23 is a flowchart of a fault location judging
sequence at the management server 300. The fault location
judging sequence will be described below in the order of
step numbers shown in FIG. 23.

[0190] [STEP S51] The management server 300 waits for
a failure log to be sent from the network monitoring func-
tions of other servers.
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[0191] [STEP S52] The management server 300 transmits
a monitoring information acquisition request to all network
monitoring functions. The management server 300 then
acquires monitoring information that is returned in response
to the monitoring information acquisition request.

[0192] [STEP S53] The management server 300 estimates
a fault producing location and cause based on the monitoring
information sent from a plurality of servers. For example, as
shown in FIG. 2, it is possible to judge that a SW is suffering
a fault by analyzing monitoring information sent from the
Web server 100 and the AP server 220.

[0193] [STEP S54] The management server 300 deter-
mines whether the fault can be avoided or not and also
determines a process of avoiding the fault. For example, if
a fault occurs in the SW 443 as shown in FIG. 2, a
connection destination for communications that have been
performed via the switch 443 is switched to the SW 444,
thus avoiding the fault.

[0194] [STEP S55] The management server 300 transmits
a control instruction based on the determined avoiding
process to servers that are involved. For example, if a fault
occurs in the SW 443 as shown in FIG. 2, the management
server 300 instructs the Web server 100 and the AP server
220 to switch communications that have been performed via
the switch 443 to communications via the SW 444.

[0195] [STEP S56] The management server 300 deter-
mines whether there is an instruction to end the monitoring
process or not. If there is an instruction to end the monitoring
process, then the fault location judging sequence is put to an
end. If there is no instruction to end the monitoring process,
then control goes back to STEP S51.

[0196] In this manner, the management server 300 deter-
mines a fault location on the network. The management
server 300 can also display a fault producing situation on the
network on a monitoring screen for the network adminis-
trator to judge a fault location.

[0197] FIG. 24 is a diagram showing an example of a
monitoring screen image. As shown in FIG. 24, a monitor-
ing screen image 60 includes a configuration information
display section 61 and a failure indicating information
display section 62.

[0198] The configuration information display section 61
displays the layout of nodes and their connections in the
network. In the example shown in FIG. 24, servers which
have detected a failure are detected are displayed in high-
light for allowing the administrator to confirm fault locations
easily.

[0199] The failure indicating information display section
62 displays the contents of a detected failure. For example,
the failure indicating information display section 62 displays
the contents of a status code and the identification number of
a communication interface which suffers a failure. The
failure indicating information display section 62 also dis-
plays a fault location determined by the servers. In the
example shown in FIG. 24, the failure indicating informa-
tion display section 62 displays a message “NON-ADJA-
CENT TRANSMISSION PATH MAY HAVE POSSIBLY
CAUSED A FAILURE (PLEASE CONFIRM NETWORK
APPARATUS BETWEEN NON-ADJACENT TRANS-
MISSION PATH AND COMPANION SYSTEM)”. The
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failure indicating information display section 62 further
displays detailed information indicative of the state of each
connection.

[0200] The contents displayed in the failure indicating
information display section 62 can be switched by selecting
a switching button 63.

[0201] According to the present embodiment, as described
above, each server is capable of determining a fault location
on the network while distinguishing a software fault location
and a hardware fault location, thereby quickly identifying a
fault location without depending on the experience of the
network administrator.

[0202] Since the management server 300 collects the
contents of a failure detected by a plurality of servers and
determines a fault location based on the collected contents,
fault locations can be sorted out in small segments. As a
result, a fault location can be identified and the system can
be recovered from a fault quickly.

[0203] The network monitoring function is capable of
identifying whether the application of the own apparatus is
a server or a client. For example, a server and a client can
be distinguished from each other by detecting a synchronous
request (SYN) packet that is transferred when a session is
started.

[0204] FIG. 25 is a diagram showing a server/client
identifying function. FIG. 25 illustrates a process of deter-
mining a server/client using the software arrangement of the
Web server 100. In the example shown in FIG. 25, a certain
application 100e¢ is installed in the Web server 100. If the
application 300e functions as a server, a synchronous
request packet is set from another apparatus to the applica-
tion 100e. If the application 100e functions as a client, then
the application 100e transmits a synchronous request packet
to another apparatus.

[0205] The network monitoring unit 100a analyzes a TCP
packet header of a packet which is transferred between the
communication interface (NIC) 1064 and the IP/ARP 100c.
If the network monitoring unit 100a detects that a received
packet is a synchronous request packet, then it determines
the direction in which the synchronous request packet is
transferred.

[0206] If the synchronous request packet is transferred
from the communication interface 106a to the application
100¢, then the synchronous request packet is transferred
upstream (up). If the synchronous request packet is trans-
ferred from the application 100e to the communication
interface 106a, then the synchronous request packet is
transferred downstream (down).

[0207] 1If the synchronous request packet is transferred
upstream, then the communication interface 106a judges
that the application 100¢ is a server. If the synchronous
request packet is transferred downstream, then the commu-
nication interface 106a judges that the application 100e is a
client.

[0208] By thus identifying a server and a client, the
accuracy with which to detect a failure can be changed
depending on whether the application 100e is a server or a
client. If the application 100e is a server, then a failure that
has occurred in the apparatus tends to largely affects the
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activity. In this case, the accuracy with which the apparatus
monitors a failure is increased to detect a failure quickly.

[0209] For example, if the application is a server, then the
storage area of the RAM 102 or the like can efficiently be
utilized by managing a plurality of connections with a single
connection table. Specifically, the packet analyzer 120
(shown in FIG. 5) in the network monitoring unit 100a
determines whether the application 100e is a client or a
server, and sends the determined result to the connection
monitor 130 (shown in FIG. 5). The connection monitor 130
generates a O connection table depending on the determined
result indicative of whether the application 100e is a client
or a server.

[0210] Specifically, if the application 100e is a client, then
a connection table is generated for each connection estab-
lished between the application 100e and another apparatus.
The generated connection table has its contents identical to
those shown in FIGS. 14 through 16.

[0211] If the application 100e is a server, then a plurality
of connections established with respect to the application
100¢ are associated with one connection table. For example,
when a first connection is established with respect to the
application 100e, a connection table is generated, and even
when second and other connections are established with
respect to the application 100e, a new connection table is not
generated. The connection monitor 130 monitors a plurality
of connections with one connection table.

[0212] 1If the application 100e is a server, then the contents
of the connection management table in the connection table
are different from those that are generated if the application
100e¢ is a client.

[0213] FIG. 26 is a diagram showing a data structure of a
connection management table 1414 in case the application is
a server. The contents of the connection management table
141a are essentially the same as those of the connection
management table 141 shown in FIG. 14, except for the
contents of the companion apparatus IP and the companion
apparatus Port.

[0214] Inthe connection management table 141a, “*. *. *.
*” is set as the companion apparatus IP, indicating that the
IP address of the companion apparatus is unspecific. Fur-
thermore, “*” is set as the companion apparatus Port,
indicating that the port number of the application in the
companion apparatus is unspecific. If the own apparatus IP
and own apparatus Port of a packet analyzed by the packet
analyzer 120 are in agreement with those in the connection
management table 141a, then the packet is judged as an
object to be monitored using the connection table including
the connection management table 141a.

[0215] As described above, if the application 100¢ is a
server, a plurality of communication companions are man-
aged altogether in one connection table, thereby reducing
the load imposed on the Web server 100. Thus, any adverse
effect on the activities to be performed by the application
100¢ is minimized.

[0216] The above processing functions can be performed
by a computer when a program that is descriptive of the
processing contents of the functions that are owned by the
network monitoring units and the management server is
executed by the computer. The program that is descriptive of
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the processing contents may be recorded on a recording
medium that can be read by the computer. The recording
medium that can be read by the computer may comprise a
magnetic recording device, an optical disk, a magneto-
optical recording medium, a semiconductor memory, or the
like. The magnetic recording device may be a hard disk drive
(HDD), a flexible disk (FD), a magnetic tape, or the like. The
optical disk may be a DVD (Digital Versatile Disc), DVD-
RAM (Random Access Memory), CD-ROM (Compact Disc
Read Only Memory), a CD-R (Recordable)/RW (ReWrit-
able), or the like. The magneto-optical recording medium
may be an MO (Magneto-Optical) disk.

[0217] For distributing the program, portable recording
mediums such as DVDs, CD-ROMs, etc. in which the
program is recorded are sold. Alternatively, the program
may be stored in a memory device of a server computer, and
may be transferred from the server computer to another
computer through a network.

[0218] The computer which executes the program stores,
in its own memory device, the program that is recorded on
a portable recording medium or transferred from a server
computer. The computer then reads the program from its
own memory device, and performs a processing sequence
according to the program. The computer may directly read
the program from the portable recording medium and per-
form a processing sequence according to the program. The
computer may also perform a processing sequence accord-
ing to the program each time the program is transferred from
a server computer.

[0219] According to the present invention, as described
above, elements which can be causes of faults are classified
in advance, and events indicative of communication failures
are associated in advance with the classified elements. When
an event indicative of a communication failure is detected,
an element which is responsible for a fault due to the
detected event can automatically be determined. As a result,
it is possible to automatically avoid the fault or quickly
recover from the fault.

[0220] The foregoing is considered as illustrative only of
the principles of the present invention. Further, since numer-
ous modification and changes will readily occur to those
skilled in the art, it is not desired to limit the invention to the
exact construction and applications shown and described,
and accordingly, all suitable modifications and equivalents
may be regarded as falling within the scope of the invention
in the appended claims and their equivalents.

What is claimed is:

1. A network monitoring program for detecting a fault
producing location on a network, said network monitoring
program enabling a computer to function as:

memory means for storing a fault location determining
table containing events indicative of failures of com-
munications via the network, said events being associ-
ated with classified elements which can be causes of
faults on said network;

communication situation monitoring means for monitor-
ing communication situations with respect to other
apparatus on said network;
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failure detecting means for detecting an event indicative
of a failure from a communication situation detected by
said communication situation monitoring means;

fault location determining means for determining an ele-
ment which is responsible for the event detected by said
failure detecting means by referring to said fault loca-
tion determining table; and

fault information output means for outputting fault infor-
mation representative of a determined result from said
fault location determining means.

2. The network monitoring program according to claim 1,
wherein said fault location determining table contains pieces
of equipment connected to said network as said elements,
said pieces of equipment being classified based on their
connection to said network.

3. The network monitoring program according to claim 2,
wherein said pieces of equipment contained in said fault
location determining table are classified into an own appa-
ratus representing said computer itself, an adjacent trans-
mission path adjacent to said computer, a non-adjacent
transmission path other than said adjacent transmission path,
and a companion apparatus with which said own apparatus
communicate.

4. The network monitoring program according to claim 3,
wherein said fault location determining table contains an
event associated with said own apparatus as indicating a
delay of a response which is produced by said computer in
acknowledgment of a received packet.

5. The network monitoring program according to claim 3,
wherein said fault location determining table contains an
event associated with said adjacent transmission path as
indicating a failure detected at all connections.

6. The network monitoring program according to claim 3,
wherein said fault location determining table contains an
event associated with said non-adjacent transmission path as
indicating a failure detected at a connection of communica-
tions with an apparatus having an unspecific address.

7. The network monitoring program according to claim 3,
wherein said fault location determining table contains an
event associated with said companion apparatus as indicat-
ing a failure detected of communications with an apparatus
having a specific address.

8. The network monitoring program according to claim 1,
wherein said fault location determining table contains func-
tions performed by pieces of equipment connected to said
network and defined as said elements.

9. The network monitoring program according to claim 8,
wherein said fault location determining table contains appli-
cations defined as said elements and events indicating that a
connection is established to apparatus in which said appli-
cations operate and a connection is not established to said
applications, and said communication situation monitoring
means monitors whether a connection between applications
and a connection between apparatus are established or not.

10. The network monitoring program according to claim
8, wherein said fault location determining table contains a
network monitoring function as said elements and events
indicating that a connection is established in a transport
layer of said network monitoring function, but a failure in a
network layer of said network monitoring function is
detected, and said communication situation monitoring
means monitors whether a connection in said transport layer
and a connection in said network layer are established or not.
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11. The network monitoring program according to claim
1, wherein said communication situation monitoring means
determines whether a function operating in an own appara-
tus is a server or a client depending on header information
of a packet that is communicated, and determines contents
to be monitored of said function depending on the deter-
mined result.

12. The network monitoring program according to claim
1, wherein said communication situation monitoring means
monitors communication situations including normal com-
munications with said other apparatus.

13. A network monitoring program for detecting a fault
producing location on a network, said network monitoring
program enabling a computer to function as:

fault information collecting means for collecting fault
information from a plurality of apparatus on said net-
work, each of said apparatus having memory means for
storing a fault location determining table containing
events indicative of failures of communications via the
network, said events being associated with classified
elements which can be causes of faults on said network,
communication situation monitoring means for moni-
toring communication situations with respect to other
apparatus on said network, failure detecting means for
detecting an event indicative of a failure from a com-
munication situation detected by said communication
situation monitoring means, fault location determining
means for determining an element which is responsible
for the event detected by said failure detecting means
by referring to said fault location determining table,
and fault information output means for outputting fault
information representative of a determined result from
said fault location determining means; and

fault producing location resolving means for judging an

element which is commonly present in said fault infor-

mation collected from said plurality of apparatus by

said fault information collecting means, as a fault
producing location on said network.

14. A network monitoring method for detecting a fault

producing location on the network, comprising the steps of:

monitoring, with communication situation monitoring
means, communication situations with respect to other
apparatus on said network;

detecting, with failure detecting means, an event indica-
tive of a failure from a communication situation
detected by said communication situation monitoring
means;

determining, with fault location determining means, an
element which is responsible for the event detected by
said failure detecting means by referring a fault loca-
tion determining table containing events indicative of
failures of communications via the network, said events
being associated with classified elements which can be
causes of faults on said network; and

outputting, with fault information output means, fault
information representative of a determined result from
said fault location determining means.
15. A network monitoring apparatus for detecting a fault
producing location on the network, comprising:

memory means for storing a fault location determining
table containing events indicative of failures of com-
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munications via the network, said events being associ-
ated with classified elements which can be causes of
faults on said network;

communication situation monitoring means for monitor-
ing communication situations with respect to other
apparatus on said network;

failure detecting means for detecting an event indicative
of a failure from a communication situation detected by
said communication situation monitoring means;

fault location determining means for determining an ele-
ment which is responsible for the event detected by said
failure detecting means by referring to said fault loca-
tion determining table; and

fault information output means for outputting fault infor-
mation representative of a determined result from said
fault location determining means.

16. A computer-readable recording medium recording
therein a network monitoring program for detecting a fault
producing location on the network, said network monitoring
program enabling a computer to function as:
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memory means for storing a fault location determining
table containing events indicative of failures of com-
munications via the network, said events being associ-
ated with classified elements which can be causes of
faults on said network;

communication situation monitoring means for monitor-
ing communication situations with respect to other
apparatus on said network;

failure detecting means for detecting an event indicative
of a failure from a communication situation detected by
said communication situation monitoring means;

fault location determining means for determining an ele-
ment which is responsible for the event detected by said
failure detecting means by referring to said fault loca-
tion determining table; and

fault information output means for outputting fault infor-
mation representative of a determined result from said
fault location determining means.





