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can be represented by lines, a borough can be represented by polygons, etc. On
the other hand, in the continuous variation data model, a geographical region is
divided into spaces, and each attribute forms a layer with different number of spaces
associated with it. In general, vector representation is used in the map database due
to its flexibility.

In the following sections, we describe the operations involved in supporting the
spatial analysis service.

25.3.1 Geocoding and Reverse Geocoding

One of the basic operations to support mobile location services is to search for a certain
location in the digital map, with the address input by the user. However, different
addressing schemes are applied in different countries and different input formats are
possible for the same address. These factors greatly increase the complexity of the
process of geocoding, which includes the following steps:

1. Getting user’s address input. The complexity of the operation of the geocoding

engine is greatly affected by the items, details and correctness of the address

~ input by the user. Generally, the simpler the user’s address input, the higher
the complexity of the operation performed by the geocoding engine.

2. Standardizing the address input. Since different countries are using different
addressing schemes, in order to perform an accurate search, standardization
of the address input is required. In this step, the geocoding engine parses the
address input into different fields like address, name, suffix and direction. With
the standardized formats, the search can be done more easily.

3. Address searching and ranking matches. After the standardization of the ad-
dress input, a search on the database is performed by the geocoding engine the
address input. If it is possible to find a match in the database, the position of
the address can then be returned directly. However, an exact match is generally
difficult to occur due to user input errors like abbreviations used in the address
input, parsing errors due to different addressing schemes, map database errors
like unrecorded areas, etc. Therefore, other searching methods are required
to assist in searching. A common method used is soundex. Soundex converts
letters in the addresses to some codes based on the pronunciation of the let-
ters. The codes are then be for searching. If multiple matches occurs, then
an address range search is performed to verify the validity of the matches. Fi-
nally, the verified matches are ranked according to some preset priorities in the
matching process, for example, matches in the different fields of the address
input,

On the other hand, reverse geocoding is the reverse process of the geocoding that
we have just discussed. Given a user’s position in terms of latitude and longitude, a
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map lookup will return the nearest match of the current location of the user on a map.
This is useful in figuring out the nearest road segment for directing the driving, and
helpful for searching interested points nearby.

25.3.2 Routing

Routing is the process of finding suitable paths from the source location to the des-
tination location based on the criteria given. Basically, the criteria given is turned
into costs of links, which are then used in the calculation of the most suitable path
by adding the costs of the links involved. With the estimated costs in each link, the
routing operations can be captured by one of the following well-known [166]:

Shortest Path Problem: This captures the problem in which the user wants to find
the shortest path from his current location to the destination location.

Travelling Salesman Problem: This captures the problem in which the user wants
to visit multiple destinations with minimum costs.

Single Depot Multiple Vehicles Routing: This captures the problem in which
stocks are stored in a centralized location (i.e., a depot) and multiple vehicles
are used to deliver products to the customers with minimum costs.

Multiple Depots Multiple Vehicles Routing: This captures the problem in which
multiple stocks are stored in multiple depots and multiple vehicles are used to
deliver products to customers with minimum costs.

25.3.3 Other Operations

Other operations of the spatial analysis service include map formation, point of interest
search, real-time modification of attributes, etc. These operations are briefly discussed
below:

Map Information: There are two main types of map representation, namely vector
map and raster map. In vector map representation, a map is represented by
points, lines and polygons. This representation method has the advantage of
having good modeling of the shape of real objects with smaller amount of data.
On the other hand, in raster map representation, a map is represented by pixels.
This representation method has the advantage of reducing the complexity of
client devices by offloading the complexity to the server. Moreover, the server
returns only simple graph images, and the client devices only need to update
images after each operation performed on a map (e.g., @ zoom-in operation).
Currently, raster map representation is commonly used in client devices.

Point of Interest Search: It is a useful operation to help users to identify their
targets nearby, so as to direct them to the locations of their targets. There are
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a number of search types, such as search by name, search by type of facility
(e.g., shops), search by distance from a point, search by route/region, etc.

Map Attributes Modification: Basically, map attributes are seldom modified.
However, since some attributes like traffic information along a route or weather
information can affect the cost calculation process in routing, these kinds of
attributes are required to be changed in a short period of time. This is to ensure
that optimal operations of routing can be achieved.

254 MOBILE POSITIONING TECHNIQUES

Depending on particular requirements needed, different location based applications
require positioning information up to certain degree of granularity with certain re-
sponse time. For example, most in-vehicle mobile location services like air-bag
deployment notification are emergency services which require very fine-grained and
accurate location positioning information in a very short time, while personal mobile
location services like town and weather information of the user’s current location
require relatively loose accuracy of information and response time.

As a result, there are various techniques for finding the location of the user. Ex-
isting techniques can be divided into three main types—cellular location techniques,
GPS (Global Positioning System) location techniques, and the hybrid of the two
types. Basically, cellular location techniques can achieve an acceptable accuracy of
location information with a fast response time. Most of them allow non-line-of-sight
operations and therefore in-door operations are possible. However, their accuracy
deteriorates in rural areas due to less BTS/BTC deployment. On the other hand, GPS
location techniques allow accurate location information to be derived with an accept-
able response time. However, they require the antennae to be pointed to the sky, and
thus work poorly in in-door environments. In order to further improve the accuracy
and speed of GPS location techniques, some hybrid approaches have been proposed.

25.4.1 Cellular Lof:ation Techniques

Figure 25.4 [166] shows an example of the GSM architecture with a positioning server
for supporting location tracking . In the figure, the Gateway Mobile Location Center
(GMLC) is present to accept requests for location information of a user. The HLR of
the user is contacted for getting the current Serving Mobile Location Center (SMLC)
of the user. The SMLC controls a number of Location Measurement Units (LMUs)
which measure radio information from the mobile station (MS). Based on the radio
readings from various LMUs, the SMLC returns the result of the estimated location
information of the MS.

There are a number of variations of the GSM-based approach. Some of them are
summarized below:
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Figure 25.4 GSM architecture for positioning.

Cell of Origin (COO): This approach makes use of the cell concept of the deploy-
ment of BTS/BTCs in a mobile system, which usually involves overlapping
regions. With the correct position information of each BTS/BTC, the location
of the MS can then be estimated through the BTS/BTCs that the MS is currently
contacting. The accuracy of this method is on the order of hundred to thou-
sand meters, with a few seconds in response time. This approach is generally
referred as a network-based approach since the location is estimated from the
cellular network infrastructure.

Time Difference of Arrival (TDOA): This approach makes use of the time dif-
ferences between the sending signal (uplink) from the MS to at least three
BTS/BTCs equipped with LMUs. With the help of the LMUs, the TDOA of
the signal from the MS can be estimated. The pairwise time differences and
position information of BTS/BTCs can then be used to calculate the position
of the MS, with the use of hyperbolic trilateration (discussed in the GPS po-
sitioning part in subsequent section). The accuracy of this method is within
a hundred meters most of the time. However, it may not be possible to find
three BTS/BSCs in some rural areas. Same as CQOO, this is also a kind of
network-based approach.

Angle of Arrival (AOA): Similar to TDOA, this approach makes use of the sending
signal (uplink) from the MS to at least three BTS/BTCs to estimate the location
of the MS. However, instead of using the arrival time, the angle of arrival to
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the base station is used. With this AOA information together with the position
information of the BTS/BTCs, the position of the MS can be calculated. Same
as TDOA, the accuracy of this method is within a hundred meters most of the
time. This approach is also a kind of network-based approach.

Enhanced-Observed Time Differences (E-OTD): This approach is very similar
to TDOA. However, instead of using uplink signal arrival times, downlink
signal arrival times are used, and the location estimation is performed by the
MS. However, this requires the MS to have accurate position information of
the neighboring BTS/BTCs and receive synchronized signals from the them.
Similar to TDOA and AOA, this approach can achieve an accuracy of within a
hundred meters most of the time. It is regarded as a mobile-based approach in
which the MS is responsible for the location calculation, or as a mobile-assisted
approach in which the MS provides information for helping the network to
calculate the estimated location.

Location Pattern Matching: In this approach, the frequency used by the MS and the
multipath characteristics of the MS are recorded as “signature” for its location,
which is stored in a database. Whenever the current location information of
the MS is required, the information stored in the database is compared with the
current information to estimate the location of the MS. The accuracy of this
approach is around a hundred to several hundreds meters. It is regarded as a
mobile-assisted approach.

25.4.2 GPS Location Techniques

Figure 25.4 [166] illustrates the idea of GPS location techniques. As shown in the
figure, the GPS receiver should receive at least three satellite signals. By using an
approach similar to TDOA, the distances between the GPS receiver and the satellites
can be estimated. For example, in Figure 25.4 there are three satellites, and their
estimated distances to the GPS receiver are T'1, T2 and T3, respectively. With this
distance information and the position information of the satellites, three circles are
drawn as depicted in the figure. The intersection region of the three circles is the
region that the GPS receiver is in. This approach is also known as trilateration, and
it can achieve an accuracy of within tens of meters.

25.4.3 Hybrid Location Techniques

Figure 25.6 shows a hybrid location technique known as Assisted GPS (A-GPS) [166].
The location information is estimated by the location server in the cellular network.
With the use of this information, the location server returns the satellites that are most
suitable to the GPS receiver. As a result, the GPS receiver can measure the readings
from these satellites directly without searching, which can reduce the initiation time.
This approach can achieve an accuracy of within tens of meters.
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Figure 25.5 GPS architecture for positioning [166].
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Figure 25.6 Hybrid architecture for positioning.

25.5 PRACTICAL ILLUSTRATIONS—THE CRICKET LOCATION
SUPPORT SYSTEM

In previous sections, we have discussed mobile location services including in-vehicle
mobile location service and personal mobile location service. In order to support
these services, location information of users is always necessary, and the location
information is derived with the help of spatial analysis and positioning techniques.
In this section, we discus in detail a simple and practical location support system—
Cricket [286], which that can help users to obtain their location information within a
building.

The basic idea of Cricket is to use beacon devices deployed in various locations
within a building to deliver certain information to the listener devices—mobile or static
devices attached with a listening interface. The listener devices can then derive their
own location from the information broadcast by the beacon devices. The information
broadcast by the beacon devices is in fact some strings which can be the identity of
the room obtained from the owner, some name servers for other devices to contact
with, some authentication messages, etc.

Figure 25.7 illustrates the operation of the Cricket system. In the figure, the listener
is located in Room C. It can receive beacon signals from beacon devices A, B and C
in Rooms A, B and C, respectively. All the beacon signals carry the corresponding
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location information of the beacon devices. Using the beacon signals, the listener
then estimates its distances from the beacon devices. Together with the information
conveyed in the beacon signals, the listener can figure out the beacon device which
is the nearest to it, so as to make decision on its current location. For example,
in Figure 25.7, the listener should have the shortest distance from beacon device C.
Then it can know that itis currently located in Room C after analyzing the information
carried by the corresponding beacon signal.

=] |
Room A it . Room C

‘\ Distance C

Listener

Distance B -~

e
-

Figure 25.7 Usage scenario of the Cricket location support system.

However, in order to support the above-mentioned operation, a number of issues are
required to be handled, e.g., estimation of distances from beacon signals, interferences
of beacon devices, nearest beacon device not in current location, etc.

First of all, we will discuss the location estimation process of the Cricket system.
Figure 25.8 illustrates the location estimation technique used in the Cricket system.
Specifically, each beacon device is equipped with a ultrasonic (US) transmitter and a
radio frequency (RF) transmitter. In each transmission, both RF signal and US signal
are transmitted simultaneously. However, since the RF signal travels faster than the
US signal, with the use of the time differences between the receipt of the first bit
encoded in the RF signal and the receipt of the US signal, the distance between the
listener and the beacon device can be estimated.

In fact, the absolute distance between the listener and the beacon device is not
as important as the relative distances between the listener and other beacon devices.
Therefore, the location estimation technique is enough to figure out which beacon
device is the nearest from the listener. On the other hand, the coverage area of a
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US signal is less than that of an RF signal, and thus with the help of the estimation
technique the beacon device can effectively limit its own coverage area.
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Figure 25.8 Location estimation of the Cricket location support system.

Although the design shown above can limit the coverage area of each beacon device
and allow the listener to estimate its distances to beacon devices, it is still possible
to have overlapping coverage areas by multiple devices, which can lead to collisions.
In order to prevent collisions, a randomization approach is adopted. That is, beacon
signals are transmitted randomly within a period of [R1, R2]ms. The exact values
of R1 and R2 are chosen based on the situation of proximity, e.g., the bandwidth
available, the size of messages delivered by each beacon, etc.

Besides collisions, it is possible for interference to occur between RF and US
signals of neighboring beacon nodes. Figure 25.9 shows one of the possible scenarios.
In the figure, due to signal attenuation, the listener fails to detect beacon device A’s
RF signal. However, it can detect beacon device B’s RF signal. Before the arrival
of beacon device B’s US signal, it detects the arrival of beacon device A’s US signal.
In this case, the distance for beacon device A is induced, instead of that for beacon
device B. There are also other possible interferences due to reflection of signals. In
order to reduce interferences, proper system parameter values (e.g., size of message,
transmission rate, propagation time, etc.) should be chosen. At the same time, some
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statistical approaches like majority, minmean and minmode, can be applied to further
estimate the nearest beacon device.
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Figure 25.9 Cricket location support system interference problem.

In addition to interference and collision problems, the location of the deployment
of beacon devices is also significant to the correctness of the identification of current
location of the listener. The main reason is that, in some configuration, the nearest
beacon device may not be located in the place where the listener is currently located
in. In this case, the listener will get wrong current location information. One possible
solution is illustrated in Figure 25.10 The deployment of beacon devices with approx-
imately equal distances between both physical boundary (e.g., different rooms) and
virtual boundary (e.g., different areas within the same room) can effectively remedy
the problem.

In summary, the Cricket location support system combines several techniques like
time differences between two different transmission media, randomized transmission
of beacon signals, and certain positioning of beacon devices between the boundary
of a location. With the help of these techniques, the system not only can deliver a
correct location information up to room-sized level to the user devices with a high
accuracy, but also becomes highly practical and can be implemented with low cost.
On the other hand, the user devices do not need to transmit any information to the
servers. They learn their own location information from the beacon devices instead.
As aresult, privacy of users can be kept.
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Figure 25.10 Cricket location support system beacon location.
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25.6 SUMMARY

In this chapter, the service model of mobile location services has been discussed.
Mobile location services can be divided into two main categories—in-vehicle and
personal, which are respectively supported by two different operators, namely au-
tomobile manufacturers and mobile operators. These services rely on three main
components, including the map database service, spatial analysis service and mobile
positioning service.

Spatial analysis is required to convert specific locations into some transferable and
calculable numbers. This is done by the geocoding process. Sometimes, it is required
to have the best route from one location to another, and this requires some routing
techniques. Moreover, the routing has to be shown on a map, which requires map
generation. Besides some specific locations, users may be interested in some specific
point of interests. As a result, point of interest search within a specific location
becomes an important component. Finally, the point of interests or the routes within
a routing are associated with some attributes. All the above aspects contribute to the
spatial analysis service.

The other important issue of mobile location services is the estimation of current
location of the user. Existing techniques can be divided into three main types—cellular
location techniques, GPS location techniques, and the hybrid of the two types.

Finally, as practical illustrations, we have discussed the Cricket location support
system, which is a simple system capable of detecting the location of a user up to
room-sized accuracy.

PROBLEMS

25.1 Summarize the types of mobile location services. Discuss briefly which kind
of services is more practical to our daily life.

25.2 Briefly discuss the components required in supporting mobile location services
and their corresponding functions.

25.3 Discuss the components of the spatial analysis service and their corresponding
functions.

25.4 Briefly explain how GPS system works and how GSM system works in track-
ing the location of a user.
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CHAPTER 26

TRUST BOOTSTRAPPING IN
WIRELESS SENSOR NETWORKS

If you would wish another to keep your secret, first keep it yourself.
—Seneca: Hippolytus, c. 60

26.1 INTRODUCTION

Establishing pairwise symmetric keys is a critical resource management issue in
wireless sensor networks. Usually deployed in a hostile environment where malicious
users or adversaries are bound to exist, wireless sensors are subject to a general
attack model—a sensor node can be captured, re-programmed, and consequently
exhibit arbitrary faulty behaviors. Thus, sensor key management is a challenging
research issue, attracting a high level of interests in recent years. In general, a key
management system works by first pre-allocating some keys to each sensor before
deployment. After deployment, neighboring sensors can undergo a discovery process
to set up shared keys for secure communications. An efficient key management
scheme has to work under severe system constraints including limited memory storage
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and communication overhead in each sensor. In this chapter we provide a detailed
survey of state-of-the-art sensor key management techniques that have demonstrated
a high degree of effectiveness.

With the ever increasing advancements in miniaturization of processing and com-
munication hardware, wireless sensors and the networking of them have become
popularly used in many applications [14]. However, many research challenges re-
main to be tackled. One of the most important challenges is the protection of sensor
data communications. Indeed, wireless sensors are usually deployed in a hostile en-
vironment and the sensors have to operate with little or no infrastructure support.
For example, sensors may be dropped from an airplane onto the battlefield for target
recognition applications [179]. A key problem is that malicious users (e.g., the en-
emy) may eavesdrop the sensing data transmitted among the sensors. Furthermore, as
the sensors are rarely tamper-resistant, some sensors may be captured by the adversary
and re-programmed for eavesdropping or other malicious purposes [60, 318].

Interoperability:

A critical step toward protecting sensor data communications is the establishment
of encryption keys among sensors so that they can set up secure communication links
[47]. Asindicated in by Hu et al. [157], setting up pairwise keys for secure commu-
nications is a necessary prelude to secure routing [182] in wireless ad hoc networks.
However, with a small form factor and limited power supply, it is widely considered
that a sensor device cannot employ sophisticated cryptographic technologies such
as public key cryptosystems [60, 318]. Most notably, the Berkeley Mica Motes are
very commonly used by the research community. In a typical mote, a 8-bit 4dMHz
Atmel ATmega 128L processor is used. Usually, it is equipped with 128K bytes of
program memory and 4K bytes of SRAM. For communications, the sensor uses an
ISM band RF module with a peak data rate of 40 Kbps and a maximum transmission
range of roughly 30m. The operating system, TinyOS [209], is also small and works
in an event driven manner. Finally, the wireless sensors are usually immobile after
deployment. With such limited capabilities, symmetric cryptography is considered
as the most practicable approach [47].

Setting up pairwise symmetric keys among communicating sensors is an important
step for bootstrapping {47, 105] the mutual trust required for data exchange. The most
obvious approach to enable key setup is to have a centralized key distribution center
(KDC) [279, 326] which can allocate keys to sensors that need to communicate among
each other. However, in a large scale deployment, it is infeasible to have such a KDC
to communicate with all the sensors which may be widely dispersed over the field.
Indeed, the KDC may be out of the transmission range of some remote sensors.
Moreover, such a KDC is a single point of failure. Indeed, in a hostile environment
(e.g., battlefield), it is unrealistic to assume the existence of such a KDC.

As to the topology of a wireless sensor network, there are two possible system
architectures: (1) hierarchical sensor networks (see Figure 26.1); and (2) system
architecture: fully distributed sensor networks (see Figure 26.2). In a hierarchi-
cal sensor network, some sensors are more powerful and thus, act as control nodes
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Figure26.1 A hierarchical sensor network in which nodes are classified as cluster heads and
worker sensor nodes.

Figure 26.2 A fully distributed sensor network.

(similar to a base station in a cellular network) to provide resource management facil-
ities including encryption keys distribution [47, 174, 374]. These controlling sensor
devices are carefully deployed such that they are in the neighborhood of a certain
number of “worker” sensors. Indeed, there are many key management schemes de-
signed for hierarchical sensor networks [88, 174, 200, 268, 342, 374] by leveraging
the heterogeneity of the sensors. However, in many practical situations [47, 105], it is
also infeasible to assume a structured deployment of two types of sensors (e.g., again
imagine the situation when a large number of sensors are dropped from the airplane
onto a battlefield). In this chapter, we focus on fully distributed sensor networks
where the sensors are just randomly deployed and it is very difficult, if not impossi-
ble, to control or predict the locations of the sensors after deployment. Hierarchical
sensor networks are not considered in this chapter.

In a fully distributed sensor network, the framework that is widely employed in
the literature for setting up pairwise encryption keys involve four phases: predistrib-
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ution, discovery, path-key establishment, and revocation [105]. Predistribution is the
process of storing keys in each sensor by a setup server prior to deployment. Usually,
the key-sets of different sensors are not disjoint. Thus, after two sensors are deployed
in nearby locations and they need to communicate, they can set up a secure key by
checking whether they have a shared key in their sets. This is the key discovery
phase. Obviously, it is possible that two sensors do not have any common key in their
sets and they have to rely on other sensors to enable their communication. That is,
they may need some intermediate sensors to set up a path in order to communicate.
These intermediate sensors need to have shared keys with the two communicating
sensors, respectively, so that each link is made secure by using a different key. This
is called the path-key establishment phase. In a hostile environment, some sensors
may be captured and the assigned keys are revealed to the adversary. These keys may
be used in some communication links in the network and thus, have to be revoked.
Key revocation is also a critical component in supporting a highly secure and robust
network.

Under such a framework, there is large design space for key management schemes
[47]. The major design constraints are the memory requirement and communication
overhead involved. As detailed in this chapter, many state-of-the-art techniques are
designed based on probabilistic key predistribution and discovery. Specifically, ran-
dom graph theory [103] is widely used for determining the sizes of the predistributed
key-sets in order to achieve a certain level of network connectivity.

Performance:

Wireless sensor networks have many challenging limitations compared to tradi-
tional Mobile Ad hoc Networks (MANETS). Specifically, the following constraints
make the design of a high performance sensor key management scheme challenging.

1. Energy limitation: Energy is the main limitation of sensor nodes. Indeed,
effective energy conservation scheme is vital for maximizing the lifetime of
operation from a single node to the entire network. Typically, a recent battery-
powered sensor node can run for a week (under full operation) to several months.

2. Memory storage limitation: Sensor device is very tiny and equipped with only
a small amount of memory. Apart from storing keying materials, it is necessary
to store the key management algorithm and other programs for operation. For
example, a popular sensor device, Berkeley MICA2 mote, has 128 KBytes
program memory only.

3. Computational and transmission power limitation: The small size of device and
limited supply of power restrict the processing and communication capabilities
of sensor nodes. As a result, complex asymmetric cryptographic algorithms
cannot be implemented efficiently in sensor networks without modifications.

4. Vulnerability to attacks: As sensor networks may be deployed in hostile en-
vironments, nodes are exposed to physical attacks by potential adversary. In
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most practical situations, it is possible to compromise and takes full control of
the nodes without being detected.

5. Lack of post-deployment knowledge: Without deployment knowledge, the dis-
tribution of sensor nodes follows random scattering. This makes it hard to
determine the network topology a priori so as to optimize the distribution of
keys.

In summary, a major barrier for enhancing security in sensor networks is its lim-
ited computational and communication capabilities. These inherent properties make
traditional protocols impractical. As a case in point, public key algorithms such as
Diffie-Hellman key agreement as well as RSA signature techniques are too computa-
tional intensive so that it is undesirable to be implemented in scarce resource sensor
nodes.

Consequently, performance of a key management scheme for wireless sensor net-
works is usually quantified by the amount of memory storage needed for storing keys
in each sensor and the security level. Specifically, security level is measured by de-
termining the number of compromised links when a certain number of sensor nodes
are captured.

Moreover, security performance is also a core metric for measuring the degree of
success of a key management scheme. Security performance is defined with respect
to a certain attack model. In many existing key management schemes, a widely used
attack model is that every sensor node is subject to node capturing. Specifically, if
a sensor node is captured, keys in the captured node’s key ring are assumed to be
exposed completely. The compromised keys can then be used to attack other existing
links in the network. Thus, to improve the network resilience, most key management
schemes are designed to minimize the impact (i.e., the fraction of communication
compromised) of node capturing,

This chapter is organized as follows. In Section 26.2, we survey general techniques
proposed for the key predistribution phase. In Section 26.3, we describe some predis-
tribution techniques that are specially designed by exploiting deployment knowledge.
In Section 26.4, we introduce algorithms designed for the key discovery, establish-
ment, and revocation processes after the sensors are deployed. We discuss some
future research directions in Section 26.5. Section 26.6 provides some concluding
remarks.

26.2 KEY PREDISTRIBUTION

A major goal of key predistribution [58, 93, 105, 220] is to judiciously allocate keys
to the sensor nodes such that a high degree of connectivity of the network can be
achieved without requiring a large key storage in each sensor.

Eschenauer and Gligor [105] performed pioneering work in sensor key predistrib-
ution in that they suggested a classical approach to allocating keys to sensors using a
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probabilistic method. Their proposed scheme is simple to implement yet effectiveina
probabilistic sense. Specifically, before deployment, the centralized sensor controller
(also called setup server in this chapter) generates a pool of P distinct keys. Then for
each sensor, it is assigned a set of k keys that are randomly selected from the pool. As
k is typically much smaller than P (e.g., k = 75 while P = 10000), the probability
that two distinct sensors are assigned exactly the same set of keys is small. On the
other hand, as described below, there is also a non-zero probability that two distinct
sensors share at least one key.

After this predistribution phase, the sensors can be deployed onto the field. After
deployment, if two sensors (presumably located close to each other) need to setup a
secure communication link, they need to check whether they have a common key in
their predistributed sets of keys. A simple yet practical method is to allow the two
sensors to communicate with each other their list of key-IDs (not the keys themselves,
of course) in plaintext. Even an eavesdropper can tap such lists, it cannot get to know
the keys themselves. If there is no common key, then they need to set up a multi-
hop path between them (albeit their physical locations may be close) via some other
nearby sensors that share common keys with them.

Mathematical analysis in [105] indicates that the probability p that two sensors
share at least one key is given by:

{] = %)Z{P—k-:—%)
(1= %)(P—2k+%)

p=1-

Suppose P = 10000, in order to achieve a probability of p = 0.5, only k = 75 keys
are needed to be stored at each sensor.

It is interesting to note that key revocation and hence rekeying (as triggered by the
adversary’s capturing of some sensor nodes) can be done by simply executing the key
discovery phase again among those nodes that have their shared keys revoked.

Eschenauer and Gligor [105] performed detailed simulations with 10000 sensors.
Their simulation results indicated that a value of k smaller than 40 resulted in a
disconnected network. Furthermore, with k& = 75, only half of the nearby sensor
nodes were reachable over one single link. A majority of the remaining nodes needed
three-hop paths for connections. Finally, out of the 10000 keys generated, only half
of them were actually used.

Following up on Eschenauer and Gligor’s pioneering work, Chan, Perrig, and Song
[58] suggested three clever enhanced schemes which have also been highly cited in
the literature. Their first proposed scheme, called g-composite key predistribution,
is essentially the same as the original scheme by Eschenauer and Gligor, except
that during link setup phase, at least ¢ shared keys are required instead of just one.
Specifically, suppose that two sensors have ¢’ shared keys (where ¢’ > ¢), then the
link key K can be generated by:

K = hash(k;. ko, ..., ky)
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where hash is a certain one-way hash function taking all the ¢’ shared keys as input.
Analytical results indicated that the g-composite scheme provides greater resilience
against node capturing attacks when the number of nodes captured is small. For
example, when g = 2, suppose 50 nodes have been compromised, the percentage of
additional communication links that can compromised is 4.74%. By contrast, this
percentage would be 9.52% if the original scheme is used.

The second scheme proposed by Chan ef al. is based on a multipath transmission
of shared keys. The major goal of the multipath key scheme is to update the shared
key between two sensors nodes after initial setup. Specifically, suppose nodes A4 and
B want to update their shared key. To do this, they need to find j disjoint paths (where
J 2 1) between them. Afterward, node A generates j random values vy, ..., v;, each
of which has the same size as the encryption key. Node A then sends these j values
along different paths to B. Both nodes A and B can then update their shared key K
as follows:

! r T Pany
K :K@vlévgw”‘wvj

Consequently, unless a malicious intruder can tap the data on all the j different paths,
the updated key can be kept secret.

The third scheme proposed by Chan er al. is motivated by the fact that the origi-
nal Eschenauer-Gligor key-pool scheme cannot provide node-to-node authentication.
Indeed, in the original key-pool scheme, two nodes A and B having some shared keys
can set up a link between them using a particular shared key. But such a shared key
can also be used by one of the two nodes, say A, to set up a different link with another
node, say C'. Thus, from a data encryption point of view, the two links (and hence
the two nodes C' and B) are not distinguishable. To address this authentication prob-
lem, Chan er al. proposed a node-oriented approach (whereas the original key-pool
scheme is a key-oriented approach). Suppose that each sensor can store up to m keys
and the probability of any two nodes in the network being able to set up a link is set as
p (a system parameter). When the key predistribution phase starts, a total of n = =
unique node IDs are generated. This is the node ID space. Depending on the applica-
tion, not all IDs will be used up to form a sensor network (i.e., the actual network size
may be smaller than n). Each node ID is then associated with m randomly selected
distinct node IDs. A distinct pairwise key is generated for each of these m IDs to
be shared with the original node ID. Since the keys generated are closely associated
with the node ID-pairs, when a link needs to be set up after deployment, node-to-node
authentication can be easily carried out.

Liu. Ning, and Li [220, 221, 224, 222] extended the work of both Chan et al. [58]
and Eschenauer ez al. [105] by exploiting two new components: location information
and bivariate polynomials. Firstly, Liu ef al. extended the random pairwise key
predistribution scheme [58] with the use of location information. Specifically, Liu et
al. made an important observation in that the setup server, before deployment, should
have pretty accurate knowledge about the locations of the sensors to be deployed.
Thus, it makes sense for the setup server to arrange the random pairwise predistribution
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in such a way that each sensor shares pairwise keys with ¢ other sensors whose
expected locations are closest to the expected location of c¢. Here, the magnitude of ¢
is a system parameter depending on the memory constraint in each sensor. Of course,
there is always a non-zero per-sensor deployment error, which is the deviation of
the actual location from the expected location. Fortunately, Liu et al.’s simulation
results indicated that with the same storage capacity, the location aware random
pairwise predistribution achieved a higher probability to establish pairwise keys than
the original version, especially when the deployment error was small.

Secondly, Liu et al. [224] made ingenious use of Blundo er al.’s polynomial based
group key distribution algorithm [38] to design a general framework of key-pool
based random key predistribution. Specifically, before deployment, the setup server
first generates a bivariate ¢-degree polynomial f(z,y) over a finite field F,, where
q is a large prime number (as governed by the security requirement in terms of bit
length). The bivariate polynomial has a symmetric property, i.e., f(z,y) = f(v, z).
For each sensor 7 (here ¢ is its unique ID), the setup server computes a “polynomial
share” of f(z,y), namely f(i,y). Thus, for any other sensor j with j # i, sensor
i can compute a shared key f(i,j) by evaluating f(i,y) at y = j. Symmetrically,
sensor J can do the same by computing (7, 7).

There are several important merits of this approach [38]. Consequently, each
sensor only needs to store a t-degree polynomial, occupying (¢t + 1) log g space.
A distinct advantage is that there is no need for the two sensors to communicate,
apart from knowing each other’s unique ID. Furthermore, it is shown [38] that this
polynomial pool based technique is ¢-collusion resistant in that as long as the number
of malicious sensors (forming a collusion) is smaller than ¢, a shared key among two
legitimate nodes cannot be broken.

It is interesting to note that if ¢ = 0, then the scheme degenerates to the key pool
scheme proposed by Eschenauer and Gligor [105].

Observing that the polynomial based predistribution scheme can deter attacks from
fewer than ¢ malicious sensors with ¢ limited by the storage capacity of each sensor,
Liu et al. [224] improved the scheme by including the location awareness concept.
Specifically, the target deployment field is partitioned into square cells as shown in
Figure 26.3. As can be seen, sensor u is expected to be deployed inside cell Cs 5.
Thus, cells Cy1, C1,2, C23, and Cs 2 are adjacent to u’s home cell. With such
knowledge, the setup server then allocates u with the polynomial shares: f2 o(u, y),
fa1(w.y). fr2(w,y), fa,3(u,y), and f32(u,y). Subsequently, sensors deployed in
these adjacent cells can easily share keys with sensor u.

As reported in [224], the above two-dimensional partitioning of the field into
square cells can be extended to n-dimensional hypercube. The advantage of a higher
dimension partitioning is the increased security level, at the expense of a higher
storage overhead (storing more polynomial shares at each sensor).

Zhou et al. [372] proposed a link-layer key establishment scheme by extending
Liu, Ning, and Li’s bivariate polynomial-pool scheme [224] with a hexagonal-grid
partitioning. The resultant extended scheme has lower communication overhead and
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Sensor « is deployed incell C
(i.e., cell C, . Is its home call)

— » A cell adjacent to the sensor's home cell

Figure 26.3 The sensor network is partitioned into square shape cells [221].

memory cost. Specifically, suppose D is the inter-cell distance in the grid and p is the
deployment density, then the number of nodes storing shares of one polynomial in Liu,
Ning, and Li’s scheme is 5pD? whereas in the hexagonal scheme it is only v/3pD?.
Consequently, the memory costs of the two schemes are given by 5(50D? + 1) and
6(v/3pD? + 1), respectively [372].

Du et al. [95, 94] exploited the nice properties of a classical key predistribution
method proposed by Blom [36]. Specifically, the proposed scheme has an impor-
tant thresholding feature—as long as no more than A nodes are compromised, all
communication links of uncompromised nodes remain secure.

In Blom’s scheme, first of all a (A + 1) x N matrix G over a finite field GF(q),
where N is the size of the network and g is a prime number larger than N. The matrix
G is made public. In the key generation process, the setup server produces a random
(A+1) x (A+1) symmetric matrix D over GF(g). It also determines an N x (A +1)
matrix A = (D x G)T. The matrix D is a secret. Now, as D is symmetric, we have:

AxG=DxG)TxG=GTxD"xG=GTxDxG=(AxG)T

Thus, A x G is also a symmetric matrix. Now, we denote A x G by K. Then, we
have K;; = K;; (note the similarity between this and the bivariate polynomials used
in Liu et al.’s scheme), where K;; is an element of the matrix K. Consequently, K;;
and K;; can be used as the pairwise key of a pair of sensor nodes. Specifically, the
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setup server can assign the following items to sensor node k: the k-th row of matrix
A and the k-th column of matrix G. Because G is made public, two sensor nodes
can exchange their columns of G to identify each other’s index. Blom’s scheme, just
like the bivariate polynomial scheme by Blundo ef al., is A-collusion resilient, This
process is illustrated in Figure 26.4. A Vandermonde matrix [36] can be used as the
matrix G.

N | X I
iﬂ
2L —

& i " - v

Figure 26.4 Generating sensor pairwise keys based on symmetric matrices [95].

Du et al. [95] extended Blom’s scheme for sensor networks in the following
manner. Du et al.’s scheme is called multiple-space key predistribution algorithm.
Instead of using one single matrix D, Du ef al.’s scheme generates w random sym-
metric distinct matrices Dy, ..., D,. Accordingly, there are w different matrices
A; = (D; x G)T. Now, for each sensor, the setup server randomly assigns to it 7
(where 2 < 7 < w) distinct key spaces from the w possible choices. Thus, if two
sensors share some common key spaces, they can set up shared keys using Blom’s
scheme.

Du et al.’s simulation results indicated that their scheme outperformed Eschenauer-
Gligor's and Chan et al.’s random key-pool schemes. As a proof of concept, Du et al.
also implemented their scheme in a real system using MICAz sensor nodes. In their
system, A = 50 and the matrices are generated over GF(2!®). The time for computing
a 64-bit key was only 25.67 msec.

Lee and Stinson [201] also proposed a similar scheme as that of Du et al. [95] in
that the Blom’s predistribution method was also used.

Hwang and Kim [161] made an important observation: in practice, the node degree
cannot be too large, e.g., 6-8 is optimal for practical considerations (i.e., traffic
volume, energy, etc.) instead of the around 20 or more as implied by the random
key-pool based or random polynomial-based schemes described above. Indeed, a
larger node degree would consume more power in a sensor node. Thus, by using the
“giant component” concept in random graph theory [103], Hwang and Kim proposed
a slightly modified random key predistribution scheme which is based on judicious
adjustment of transmission powers. The resulting network might be partitioned in that
a small groups of nodes might be isolated whereas the remaining nodes are connected
among each other. But Hwang and Kim argued that this is not a bad result because
in practice the isolated nodes can subsequently set up links or paths with the giant
component by increasing their transmission powers.
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Recently, Traynor ef al. [335, 335] extended the basic random key-pool predistrib-
ution scheme to a hierarchical sensor network. Specifically, they made an observation
that the purely peer-to-peer communications among sensors are unrealistic in a prac-
tical sensor network. Indeed, they argued that in a real application, usually there are
some more powerful sensors acting as control devices. These control devices can
then accommodate more keys in the predistribution phase. Thus, accordingly, they
proposed an unbalanced random key-pool predistribution scheme, which they found
that can give a higher degree of security without increasing the memory cost for the
“worker” sensor nodes.

Eltoweissy ef al. [102] developed a protocol for dynamic re-keying in the post-
deployment phase. Under the long life cycle assumption, re-keying is necessary for
handling the addition or revocation of nodes. Re-keying can also prevent further com-
promising of rest of network against node capture. When some nodes are suspected to
be compromised, the base station sends re-keying instruction to cluster controllers to
trigger the corresponding re-keying operations. The drawback is that their approach
requires coordination from a base station and cluster controllers.

Jolly etal. [174] proposed a key management protocol based on symmetric keying,
primarily for hierarchical sensor networks. Itis observed that sensor-to-sensor secure
communication is not necessary in many applications. Thus, very few keys (typically
two) are enough to establish secure connections between nodes and base station as
well as cluster gateways. Their objective is to provide a cost-effective yet sufficient
keying infrastructure for security of sensor networks. However, their design requires
a centralized key server and the rekeying process is inefficient due to large amount of
message exchanges during key renewals.

Table 26.1 gives a qualitative comparison of representative approaches discussed
above.

26.3 KEY PREDISTRIBUTION WITH DEPLOYMENT KNOWLEDGE

If the structure of the network after deployment can be predicted or even controlled,
predistribution is more efficient because keys can be judiciously allocated to neigh-
boring sensor nodes.

Du er al. [92, 94] observed that long distance communications among sensors
are not common in many practical applications. Thus, shared keys need only be set
up among nodes that are physically close to each other after deployment. Du er al.
enhanced the original Eschenauer and Gligor’s approach by providing a guaranteed
probability p of two physically neighboring nodes can set up a shared key. Specifically,
N sensor nodes to be deployed are first divided into ¢ x n groups so that each group
G;;(G=1,....tandj = 1,...,n)is of equal size. The target deployment location
of group G; ; is denoted as (x;,y;). For each sensor k in group G, ;. its actual
deployment location follows the probability density function (pdf) f(z — z;.y — ;)
where f(z,y) is a Gaussian distribution.

663



626

TRUST BOOTSTRAPPING IN WIRELESS SENSOR NETWORKS

Table 26.1 Comparison of popular key management schemes in wireless sensor

networks
Chan [58] | Du[92] Eschenauer | Eltoweissy | Jolly [174] | Liu [224]
[105] [102]

Description | random deployment | basic dynamic low energy | polynomial
pairwise knowledge | scheme scheme scheme pool-based
scheme scheme scheme

Connectivity] average high average average N/A (only | average

node to
gateways
!/ based
station)

Resilience | perfect impact of | acceptable | good due | weak high due to
against attacks is to con- t-collusion
node localized trollable resistant
capture rekeying

Scalability | weak as | simple simple efficient high due | simple
max. net- | node ad- | node ad- | with help | to simple | node ad-
work size | dition and | dition and | of  cen- | rekeying dition and
is limited revocation | revocation | tralized mecha- revocation

server nism

Energy low average average average very low high

consump-

tion

Storage high low average low verylow | high

cost I

| Managemcnf distributed ] distributed | distributed | centralized | centralized | distributed

Knowledge | none location none operating many- none

assump- informa- in  long- | to-one

tion tion is lived communi-

available network cation
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Now, a set of keys S; ; is allocated to group G, ; during the key predistribution
phase. Each set of keys is of the same size, denoted by |S.|. The key feature of Du
et al.’s scheme is that if two groups’ target deployment locations are far away from
each other, then the amount of overlap in their respective key sets would be close to
zero.

>
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Figure 26.5 A grid based deployment structure illustrating the sharing of keys between
neighboring groups [92].

Assuming a grid deployment structure as shown in Figure 26.5, Du et al.’s scheme
has the following features:

e two horizontally or vertically neighboring groups share exactly a|S, | keys with
0<a<0.25

e two diagonally neighboring groups share exactly b|S.| keys with 0 < b < 0.25
and we have: da + 4b = 1;

e two non-neighboring groups would not share any key.

Figure 26.6 shows a simple example witht = n = 4.
With these arrangements, it is shown [92] that the key pool size is given by:

S|

el = em a2 = nF T

where |S| is the total number of distinct keys in the system. For example, suppose
[S| = 100000, t = n = 10, a = 0.167, and b = 0.083, then we have |S.| = 1770.
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1-(a+b) [1-2(a+b) [1-2(a+b)|1-(2a+b)

1-(a+b) |1-2@+b) |1-2@+b) [1-(2a+b)

1-(a+b) [1-2(a+b) |1-2(a+b)|1-(2a+b)

[
Iag

Figure 26.6  An illustrating example ({ = n = 4) of the sharing among neighboring groups
[92].

Huang et al. [159] suggested a similar scheme in that it was also based on a grid-
group based deployment structure. The major difference is that Huang ez al’s scheme
is based on Blom’s key predistribution method [36]. Furthermore, as shown by Huang
et al.’s detailed analysis, their proposed deployment-knowledge based scheme can
effectively tackle some practical malicious attacks such as selective node capturing
and node fabrication.

Yu and Guan [367] suggested a predistribution scheme also based on Blom's key
allocation method. Their proposed scheme also utilizes the deployment knowledge
where the sensor field is divided into hexagonal cells. Their findings indicated that by
carefully deciding on the size of the grids, the number of potential neighbors can be
significantly reduced. Thus, the resources consumption can be much more efficient.

Ito ef al. [163] suggested an improved scheme in which they remove Du et al.’s
assumption [92] that a rectangular grid based deployment structure is used. Essen-
tially, instead of assuming a probability density function for a whole group, Ito ef al.
used a per-node probability density function. Consequently, the key predistribution
process is carried on a node by node basis.

Liu, Ning, and Du [223] suggested a scheme similar to that of Du et al. [92] in that
the sensors are deployed in groups and members of each group are to be deployed to
nearby locations. One major distinctive feature is that the target deployment locations
(z,y) are not specified as in Du er al.’s scheme. As such, Liu er al.’s scheme is more
flexible. An implication is that the predistribution process cannot leverage on the
relationship among the deployment locations, which are unknown. Thus, Liu et
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al. suggested a novel grouping structure with groups G; and cross-groups G';. An
example is shown in Figure 26.7. As can be seen, nodes 1, 2, and 3 belong to the
group G1, whereas nodes 1, 4, 7, and 10 belong to the cross-group G';.
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Figure 26.7 Construction of groups and cross-groups [223].

With such a overlapping grouping structure, key predistribution is carried out for
both groups and cross-groups. That is, members in each group can set up a key
shared key. Similarly, members in each cross-group can also set up a direct shared
key. Among nodes that are deployed at physically close locations but do not belong
to the same group or cross-group, some “bridge” nodes in a group or cross-group
have to be used. For example, if node 1 wants to set up a pairwise key with node 12,
the pair could try to use the bridge (1, 10). If this does not work, they can try another
bridge (3, 12), and so on.

Liu, Rivera, and Cheng [225] also suggested a deployment knowledge based pre-
distribution method. In their proposed scheme, sensors find out their designated roles
and configures themselves automatically based on a pure localized algorithm. Under
a hierarchical role-play structure, only service sensors are responsible for key space
generation and distribution, with the goal of conserving the energy of other “worker
sensors”. The core key distribution scheme is, however, also based on bivariate
polynomials.

Delgosha and Fekri [84] recently proposed a clever extension to the random bi-
variate polynomial predistribution scheme. Specifically, each sensor node is assigned
a unique ID which is an n-tuple of integers. Each ID then maps to a set of n poly-
nomials that are n-variate to other nodes. As the IDs are organized as the vertices of
a hypercube, every two nodes with their IDs differed by a Hamming distance of one
can then set up n — 1 shared keys. The link key can then be generated by combining
these n — 1 keys.

667



630 TRUST BOOTSTRAPPING IN WIRELESS SENSOR NETWORKS

26.4 KEY ESTABLISHMENT

Key establishment is a term we use in a narrow sense—the discovery and set up of a
shared key between two sensors [338, 160]. As discussed above, after deployment.
each sensor has already stored some keys in its memory system. The establishment
phase involves the discovery of common keys in the key-sets of two communicating
Sensors.

Di Pietro er al. [281, 280] suggested a key-pool based scheme for setting up
pairwise keys among sensors. Specifically, before deployment, a pool of P random
keys is generated. Each key is associated with a unique index. Each sensor a is then
assigned a set V;, of k keys that are randomly selected from the pool of P keys. The
indices of the assigned keys can be deterministically computed by using the ID of
the sensor a. Thus, similar to the classical approach suggested by Eschenauer and
Gligor [105], there is a non-zero probability that two sensors share some common
keys. Precisely, the probability that two distinct sensors a and b share at least one
common key is given by:

| — PCP-k
pCr
After deployment, when two sensor nodes a and b want to set up a secure point-to-
point communication channel, they independently generate a shared key as follows:

Kaop = @ v}

vieVy

That is, the new share key is generated by taking the XOR over all the shared common
keys from the key pool.

Referred to as Direct Protocol by Di Pietro er al., it provides only a fixed level of
security depending on the system parameters P and k. In view of this, Di Pietro et al.
suggested an extended version called Cooperative Protocol which works by involving
a set of other cooperative sensors, C = {c1,...,¢m} such that a,b € C, when two
sensor nodes ¢ and b want to set up a new shared key. Specifically, the shared key is
computed as follows:

Ky = Koy @ (D HMAC(D,, K5))
Yeel

where X, 3 and K. j, are generated by using the original Direct Protocol, and HMAC
is a one-way hash function. Suppose that sensor a is the one who initiates the key
setup procedure, it is responsible for selecting the members of the set C. Then a
informs b about the composition of C' such that every member ¢ € C' can then set
up a pairwise key K, . with a and subsequently a pairwise key K., with b. The
pairwise key K, . is used by a to send the cooperative request to each sensor ¢ for
computing the one-way hash function to be sent to b. The security of Cooperative
Protocol increases with m.
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Chan and Perrig [59] proposed an interesting scheme for key establishment be-
tween pairs of sensor nodes. Their proposed scheme is called PIKE (peer inter-
mediaries for key establishment), which works by transmitting a new key via trusted
intermediary sensor nodes. The PIKE system critically relies on a regular deployment
and logical layout structure, supported by a certain global node-addressing facility.
The major distinctive salient feature of PIKE is that the memory cost in each sensor
node is O(1/n), where n is the number of sensor nodes deployed in the system. This
represents a significant improvement over many existing schemes which usually have
a O(n) memory or communication cost per sensor node.

To illustrate how PIKE works, consider a sensor network with n nodes deployed.
We assume that n is a perfect square. Each sensor is then assigned a unique ID (z, y),
where z,y € {0,1,2,...,/n — 1}. Before deployment, each sensor node (z,y) is
then allocated 2(/n — 1) distinct secret keys which are respectively shared with each
member of the two sets of sensor nodes:

H={(i,y):i€[0.vn—1}}

and

V=A{(4):j€l0.vn-1]}

Figure 26.8 Initial key sharing among nodes in both the horizontal and vertical dimensions
[59].

Figure 26.8 illustrates the case of n = 100. We can see that with the logical layout
shown, each pair of nodes in the vertical set (7, 1), where ¢ = 0....,9, share a distinct
secret key which is allocated before deployment. Similarly, each pair of nodes in the
vertical set (i,4) also share a distinct secret key. The same arrangement is carried
out for all other vertical sets as well as all horizontal sets, such as (1,7) and (9,7).
Consequently, for two nodes that do not have a shared key, they can establish a new
shared key via two intermediary nodes. For example, nodes 14 and 91 do not have an
a priori shared key so that they cannot perform one-to-one secure communications.
Now, by transmitting encrypted messages via nodes 11 or 94, nodes 14 and 91 can
establish a new key between them.
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From the two candidate intermediary nodes, one of them is chosen based on a
certain heuristic metric. For example, the candidate that is physically closer to the
pair of nodes can be selected. Other metrics such as delay, throughput, or traffic load
can also be used.

One critical feature of PIKE is that it relies on a global node-addressing facility
which allows a node to locate and reach a node with a shared key. For example, such
a facility is required to allow node 14 to locate and reach node 11. This is important
because the logical layout has no bearing on the actual physical locations of nodes.
Specifically, a geographical routing scheme such as GPSR [184] or a geographic hash
table (GHT) based addressing service [297] is needed.

[ BRI SR o R

b

@ Deployed intermediary node
O Undeployed intermediary node

.Apairol nodes sharing only one intermediary node
Figure 26.9 A partially deployed sensor network [59].

Furthermore, the sensor nodes need to be deployed in a specific order so that the
subsequent establishment of new keys can be carried out with at least one intermediary
node to help. Specifically, the sensor nodes should be deployed in the following
order: (0,0), (0,1), (0,2),...,(0,v/n), (1,0), (1,1), (1,2), ..., (1,/n), and so on.
Figure 26.9 depicts the situation where the last sensor node that has been deployed
is (a — 1,6 — 1). Here, it can be shown [59] that the probability that only one
intermediary node is available for a pair of nodes (i.e., the two nodes in the shaded
regions) wanting to establish a new key is given by:

Sa =
4(a—1)

Thus, suppose n = 4900 and 2000 nodes have already been deployed, then the
probability of having only one intermediary node is only around 0.01.
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In terms of memory storage requirement, the PIKE scheme is highly efficient.
Indeed, based on the description above, each sensor node needs to store 2(1/n — 1)
a priori keys. This can be further reduced to (y/n — 1) by using a dynamic key
generation method [59].

(b, b, b)

|
7| (b.a a)

B o S
(a, a, a)

Figure 26.10 A three-dimensional layout structure [59].

There are a couple of useful extensions of the PIKE scheme. Firstly, the 2-D layout
structure can be extended to 3-D as shown in Figure 26.10. With three dimensions,
each pair of nodes can establish a new key with the help from two intermediary
nodes. As each node now shares a priori keys with 3(¥/n — 1) other nodes, the
memory requirement at each node becomes O(/n) instead of O(+/n). The second
extension is that each sensor node can share pairwise keys with other nodes on the
diagonals, as shown in Figure 26.11. This arrangement increases the number of
possible intermediary nodes for any pair of nodes to choose from.

Chan and Perrig [59] conducted a detailed and extensive simulation study in which
two versions of PIKE, namely PIKE-2D (with a 2-D layout) and PIKE-3D (with a 3-D
layout), are compared against a KDC based approach and a probabilistic approach
[93]. Both versions of PIKE produced performance close to that of the KDC approach
which represented as an ideal situation. Furthermore, both PIKE-2D and PIKE-3D
required significantly less memory and communication overhead compared with the
probabilistic approach. PIKE-2D is more resilient against node-capturing attacks
while PIKE-3D is more efficient in terms of memory and communication overhead.

BlaBand Zitterbart [35] suggested a novel approach in establishing a shared key
between two sensor nodes that belong to the same data aggregation tree. Motivated
by the observation that the key-pool or polynomial-pool based schemes [224, 372]
require O(n) memory storage, BlaBand Zitterbart argued that key establishment is
needed only between nodes on the same data aggregation tree. For example, as shown
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Wrap /
Around /

i ' X/
0/ J/|||
-9--- a4
7

Figure 26.11 Each sensor node shares a priori keys with diagonal nodes [59].

in Figure 26.12, the sensor node a only needs to share keys with its ancestors (e.g.,
x and z) but not other nodes such as b, ¢, and d. Consequently, the memory cost
required is only O(logn) because the height of the tree is O(log n).

Specifically, BlaBand Zitterbart argued that for data aggregation applications like
the temperature measuring task as depicted in Figure 26.12, sensor devices do not need
to communicate in an arbitrary manner to other sensor devices. In this temperature
measuring example, it is reasonable to assume that the data sink (i.e., the computer)
is interested only in the average temperature of the two rooms. As such, sensor nodes
z, y, and z only need to perform the averaging computation. Indeed, there is no need
for any communication to happen between a and b, or between c and d.

However, to verify the integrity of the forwarded data (e.g., the average temperature
of = and y), an ancestor sensor node in the aggregation tree needs to communicate
directly with some nodes on the aggregation paths. For example, the data sink might
need to check that the average value as forwarded by z is correct. In order to carry
out this checking, the sink needs to communicate with z and y directly. Similarly, z
might also need to communicate with o and b directly. The implication of the need
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Figure 26.12 Temperature data aggregation tree [35].

for such integrity verification is that a sensor node needs to share a key with each
ancestor node on its aggregation path toward the sink.

Keys must be established
between these nodes and

\ How can | communicate with
random nodes e and o ?

Figure 26.13 A new sensor node ¢ joins the data aggregation tree [35].

The pairwise key establishment protocol proposed by BlaBand Zitterbart can be
described inductively as follows. Figure 26.13 depicts the situation where a partial
aggregation tree has been formed (i.e., the basis of the inductive process). Now,
sensor node ¢ is to be added to the aggregation tree with f as its parent. The setup
server, called Master Device (MD) in [35], assigns i the following items:

* Kpp,: asecret key between i and the MD;
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o the IDs of two randomly chosen nodes e and d, together with two secret keys
K. ; and K4 ; which can be used by ¢ to communicate with these two nodes,
respectively; and

e two tickets: T, = EKMD (4, “is legal player”, K. ;) and
Ty = EKMD d{;’,“is legal player” k. )"

With the above items, node i can then establish a shared key with node f with the
help from e and d, based on an operation called “key splitting”. Specifically, a key
K can be split into two key shares K; and K as follows:

Kl = T
Kz = K@?‘

where 7 is a randomly generated number. With key splitting, the original key can be
restored (K = K @ K>) if and only if both K and K are available.

Now, i generates a shared key K s to be used with node f. Obviously, 7 does not
want to reveal this key to any other nodes including e and d. Thus, 7 splits K; ¢ into
two key shares K and K first. To start communicating with e and d, node i needs
to send them the two tickets T, and T}, respectively. Given these tickets, nodes e
and d trust ¢ and communicate with it. Afterward, 7 sends the following “request to
forward K to f” to node e:

C = (i, Bk, (i, Ky, f))
Similarly, 7 also sends the following forwarding request to d:
C‘Z — (3' EKd,(' (2‘ K?:u f))

Up to this point, if e already possesses a shared key with f (i.e.,akey K ; exists),
then e can simply send the following to f:

M = (e, EKe:f (i, K1))

Unfortunately, in this example as depicted in Figure 26.13, there is no such shared
key between e and f (as well as between d and f) because they are not on the same
aggregation path.

In this situation, e (as well as d) iteratively inquires its ancestor nodes until it can
find an ancestor node that is also an ancestor node of f. Such an ancestor must exist
because ultimately the sink is the ancestor of every node in the tree. Suppose that ¢
finds that b and a to be such suitable ancestors. Similarly, d finds that a and some
ancestor of a are such suitable ancestors. Consequently, e splits K (from ) into
two key shares K} and K? and then sends the following two requests to b and a,
respectively:

C1 = (e.EBk.,(f K1)
Ct = (eEx..(f K})
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Such forwarding actions are illustrated in Figure 26.14.

K=K @K,

Figure 26,14  Sensor node 7 sends the key shares to ancestor nodes in the data aggregation
tree [35].

Node d performs similar splitting and forwarding actions. Specifically, its share
of K; s, Ks, is split into two key shares K7} and K2, which are forwarded to a and
some ancestor of a, respectively.

o0 ©

=K'@K'@K,'®K,’

®

Figure 26.15  Ancestor nodes forward the key shares to the destination node [ in the data
aggregation tree [35].

As indicated in Figure 26.15, after decrypting the requests from €, a sends the

following items to f:
'Yf = (a, EKu._f (i, Klz))
Similarly, b sends the following item to f:

7 = (b, Ex, , (i, K}))
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The ancestor of @ and @ itself also send similar items to f on behalf of d. Thus, f
gets K}, K?, K3, and K7 so that it can restore K; ¢ by:

Kif=K 6 K] ®K; 8K

This ingenious key establishment protocol can deter attacks from one single mali-
cious node. If there are potentially k malicious nodes (k > 2), then the protocol can
be easily extended by splitting each key into k + 1 shares.

Anderson, Chan, and Perrig [17] suggested an interesting idea called “key infec-
tion” which is designed based on a practical attacking model. Specifically, Anderson
et al. argued that it is impractical for the adversary (e.g., enemy in the battlefield)
to capture all the traffic flows among all sensors when they are being deployed. The
implication of this attacking model is that it becomes more economical and practical
to send shared keys among sensors in plaintext when they are being deployed, instead
of preloading them with large number of keys from a key pool (as in the classical
approach suggested by Eschenauer and Gligor [105]). Their simulation results indi-
cated that the key infection approach worked well for situations where there were up
to 3% of malicious sensors in the field.

Miller and Vaidya [241] suggested a clever and comprehensive scheme for practical
key establishment by exploiting channel diversity. There are two notable distinctive
features in their proposed scheme. First, the sets of keys allocated to the sensors in
the predistribution phase are disjoint, That is, there is no overlapping between any
two sets of keys allocated. Second, in the key material exchange process during key
discovery phase, keys are broadcast to neighbor sensors in plaintext. The first feature
implies that the sensors have to exchange their keys by communicating with each
other because they do not share any key implicitly. The second feature implies that
during the mandatory keys exchange process, a malicious sensor or an eavesdropper
can receive the keys easily because they are sent in plaintext. An important merit
of the first feature is that if a sensor is compromised, only its neighborhood would
become insecure because the set of keys stored in the compromised sensor would only
be possibly used by its neighbors and, as such, other regions of the sensor network
are unaffected. By contrast, in a traditional random key-pool predistribution scheme
[105], a compromised sensor could possess keys that are used in many regions in the
network.

Channel diversity is leveraged to tackle the second issue, namely the broadcasting
of plaintext keys during the key discovery phase. Specifically, each sensor is assumed
to have an RF module that has multiple channels: acommon channel plus a number of
other data channels. After the keys predistribution phase, sensors are deployed onto
the field and their locations are assumed to be uniformly distributed. Furthermore,
the density of the sensors, with respect to the RF transmission range, is assumed to
be high enough so that there will be no shortage of one-hop neighbors (e.g., more
than ten). When the key discovery phase begins, each sensor  first broadcasts to its
neighbors a set data structure S,,, which represents the set of a keys it is allocated by
the setup server. The set data structure has the property that it supports checking of
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membership of a key but it does not reveal the values of the keys. An authentication
data structure MM, is also broadcast. Specifically, a neighbor sensor v can use M, to
verify that the received S, represents a legal set of keys allocated by the trusted setup
server. We will describe the details about the data structures S,, and M, below. After
these two data structures are broadcast, each sensor u then switches to a randomly
selected channel. The node u sends each of its « keys in plaintext over the channel
and listens to the channel for a randomly selected amount of time. Specifically, the
sensor u also listens to the broadcasts from its neighbors who happen to use the same
channel at the same time (it is assumed that CSMA/CA is used for each channel).
Thus, sensor u can record the keys it receives for subsequent key establishment. Note
that the key broadcast time is independent of the channel listening time. As such,
during the time a channel is used, the sensor u may only be able to broadcast only
some of its & keys. The sensor u then switches to another randomly selected channel
and repeat the process.

Figure 26.16 Sensor nodes A and B are one-hop neighbors of C, D, and E but nodes D is
outside the transmission ranges of C and E. [241].

Channel diversity can probabilistically tackle eavesdropping, as illustrated in Fig-
ure 26.16. Suppose each sensor has ¢ data channels, When sensor node C broadcasts
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a key, the probability that both A and B receive it is equal to 1/¢?. Furthermore, the
probability that E does not eavesdrop the key is equal to (¢ — 1)/c. Thus, A and B
can possibly set up a secure link even though E is a malicious sensor. Similarly, D
may not be able to eavesdrop the key.

After the plaintext key broadcasting phase is over, each sensor u possesses a
combined set of & + v keys. That is, contains its own « preallocated keys plus v keys
that it receives from all its neighbors. Note that the total number of received keys
from the neighbors may be larger than . Nevertheless, only ~ of them are randomly
chosen as governed by storage limitations. Switching to the common channel again,
each sensor u broadcasts a data structure C,, representing the combined set of keys.
It is important to note here that the data structure does not reveal the values of the
keys themselves (the same is true in the initial broadcasting of §,). Upon receiving
the broadcast from a neighbor, sensor u can then check, for each of its known keys
(i.e., the a: + ~v keys), whether it exists in the received combined set of the neighbor.
This process is repeated for each neighbor.

Now, the key establishment phase can begin. For each neighbor v of the sensor u,
it creates a potential link key £,,,, by using 7 of their common keys:

kuy = hash(ki||k2]| ... ||ky)
Sensor u then sends a Link Request (LREQ) message to v:
LREQ = (v|u||Eg,, (RN )| Kuv)

where K, is again the set data structure representing the set of 7 common keys, RN
is a random nonce (which is encrypted using the potential link key k,,). When v
receives this request, it checks its combined set to see if it really has the 1 common
keys. Suppose this is successful and, thus, v can decrypt the nonce. Sensor v then
sends u a Link Reply (LREP) message:

LREP = (ullv||Eg,, (RN + 1))

A link key is then successful set up.

Miller and Vaidya’s scheme [241], as described above, critically relies on the set
data structure and the authentication of it. Specifically, the set data structure has to
support the query of membership without revealing the values of the member keys.
Furthermore, the data structure has to be compact so that it does not lead to a heavy
storage and communication burden. Miller and Vaidya proposed to use the Bloom
filters [37] data structure. Specifically, a Bloom filter is an s-bit vector (initially set
to all 0), associated with h one-way has functions: Hgr, Hgp..... Hp. Given
an input value (i.e., a key in our context), each hash function is applied. Every hash
function generates an output value between 0 and s — 1. Suppose hash function H
generates an output value of x, where 0 < x < s — 1. Then bit z of the vector is
set to 1. This is done for all k hash functions. Thus, to check for the membership of

678



KEY ESTABLISHMENT 641

a given value, all the hash functions are applied to it and see if the h bits are really
set to 1 in the bit vector. The Bloom filter is a compact data structure in that, with
constant physical storage (i.e., s bits), it can “store” many input values by just setting
the corresponding bit positions to 1 (if they have not already been set to 1 by some
earlier members). However, we can see that a Bloom filter can generate false positives
because the bits indicating membership of a certain value may actually be set by some
other members,

A= H.,:CHm /,/

C=H,(v)

e

® ® E) QO

Figure 26.17 An example Merkle tree [241].

For the authentication data structure, Miller and Vaidya [241] used the Merkle
trees [240]. Figure 26.17 shows a Merkle tree for authentication of four values:
v1,Ug,U3,v4. Notice that the circular nodes represent the tree nodes and leaves,
whereas the square nodes represent the objects and are not stored as part of the
tree. Each leave node is the output value of applying a one-way hash function to
an object. For example, C = Hjs(vy1). Each internal node is the output value of
applying the hash function to a concatenation of the children values. For example,
B = Hy(E||F). Now, each object representing a Bloom filter for a set of keys,
can be verified by a receiving sensor with the Merkle tree nodes. For example,
given vo together with the values of the internal Merkle tree nodes B, C, and R, a
receiving sensor can verify the authenticity of v, (thatis it is an authentic Bloom filter
representing the set of keys) by checking the equality:

R = Hy(Hp(ClHpg(v2))||B)

Miller and Vaidya [241] performed a detailed simulation study using the NS-2
simulator. With a = 100, v = 100, and n = 10, their results indicated that even
with just one extra channel (i.e., ¢ = 2), the proposed protocol can attain over 90%
connectivity among neighboring sensors with link keys that are uncompromised even
when 80% of the nodes are malicious.
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26.5 DISCUSSIONS AND FUTURE WORK

In the above survey, we can see that techniques proposed for key predistribution and
key establishment are practical yet theoretically sound. Researchers have designed
their schemes that can cater for various practical constraints such as memory overhead,
communication costs, and RF transmission range.

Having reviewed the state-of-the-art techniques proposed for key management in
sensor networks, we believe that there are at least two important directions for future
research. First of all, while the conventional wisdom is that public key schemes are
impractical in a sensor network, Malan ef al. [231] suggested an ingenious method
for practical public key implementation in a resource constrained sensor network, Itis
likely that further research will make public key schemes more practicable. As such,
new predistribution schemes may also be needed for preallocation and authentication
of private keys.

Secondly, we consider “post-distribution” also an important topic. Indeed, from
a fundamental perspective, the basic problem we need to tackle in key management
for sensor networks is the allocation of keys to neighboring nodes so that they can
setup secure links. While predistribution followed by discovery is a viable method,
it is by no means the only practical approach. We believe that we could also design
some post-distribution schemes where keys are allocated or generated after the sensor
nodes have been deployed and have settled down in the field (i.e., topology of the
neighborhood has been identified). The potential merit of a post-distribution approach
is that there would be less severe wastage of keys. Toward this research direction,
recently Law et al. [199] proposed a key redistribution scheme for sensor networks.
Their proposed scheme is depicted in Figure 26.18 below. In simple terms, their
redistribution scheme works by borrowing keys from neighbors. This is illustrated
in Figure 26.19. Obviously, this is just an initial attempt and more work has to be
done in this direction. Specifically, the question that needs to be tackled is how a
sensor node can compute a key with a neighbor, potentially without predistribution,
in a sense that post-deployment computation replaces pre-deployment key allocation.

Key Pre-Distribution Scheme

| Key Pre-Distribution |

Potential Common |
Keys Identification |

| Shared Key Discovery |

Key Redistribution

1
[
|
|
i
[
|
|
|
|}
I

Reguest
| Key Redistribution aqu |
|
Reverse Key ‘
‘ Path Key Establishment Redistribution

Figure 26.18 Key redistribution approach [199].
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Key redistribution request (when potential common key is unused)

M B E [E L]

1. Nesde A identfes node C | 12 Node Araquestsnado © 1 | | 3 Node A recefves key k2 |
! has potontisl common ey | | 110 send kay k2, via tha | | eddcomecisinode 5 )
i k& which canba used b0 | i secure ok enchyplad by | 1 while &2 in nods C s

| connect nada 8. L eyt v L | deletad

Figure 26.19 Key borrowing concept [199].

26.6 SUMMARY

More often than not, a sensor network is deployed in a hostile environment, where
the attack model of an adversary can be very general. Key establishment among
sensor nodes is a critical component in protecting the integrity and accuracy of a
sensor network application. In this chapter, we have reviewed state-of-the-art effi-
cient techniques proposed for key predistribution and the subsequent phase of key
establishment, Many of these schemes are probabilistic in nature and are derived
from judicious key space allocation. Despite the demonstrated effectiveness of these
existing schemes, sensor network key management still offers a rich space for further
research.

PROBLEMS

26.1 Compare and contrast the basic key pool based scheme and the bivariate
polynomial based scheme.

26.2 How can deployment knowledge help in optimizing the performance of a key
management scheme?
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CHAPTER 27

PEER-TO-PEER COMPUTING OVER
WIRELESS

A friend in need is a friend indeed.
—English Proverb, traced by Apperson to the XIII century

27.1 INTRODUCTION

Modern computing technologies have decentralized data processing power in an un-
precedented manner. An important implication is that user machines, be it a desktop
computer or a handheld PDA (personal digital assistant), have data processing power,
in terms of instruction processing rate, amount of storage, and reliability, that is in-
conceivable merely a decade or two ago. Indeed, few people would now argue that
computing occurs largely at the “edge” of networks, which have also made tremendous
strides thanks to the ever improving communications technologies. Advancements in
computing and communication, coupled together, enable a recent unstoppable trend
in a new form of distributed processing—peer-to-peer (P2P) computing.

Wireless Internet and Mobile Computing. By Yu-Kwong Ricky Kwok and Vincent K. N. Lau 645
Copyright (©) 2007 John Wiley & Sons, Inc.
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As its name implies, P2P computing involves users (or their machines) on equal
footing—there is no designated server or client, at least in a persistent sense. Every
participating user can be a server and be a client depending on the context. Some
people have referred this to as a “democratic computing environment” [18] because
users are free from centralized authorities’ control. This new paradigm of distributed
computing has spurred many high profile applications, most notably in file-sharing,
such as: BitTorrent [70], Freenet [68)], Gnutella [134], and, of course, Napster [255].

Interoperability:

In contrast to the traditional client/server file transfer model, peer-to-peer (P2P)
systems introduce a new file transfer paradigm—peer-to-peer data transmission. Within
this P2P model, there are several types of topology involved, including centralized,
decentralized structured and decentralized unstructured. In fact, each kind of topol-
ogy is developed in view of the disadvantage of others. As a result, they are not
interoperable. This is further discussed in Section 27.2 and Section 27.3.

In this chapter, the pioneering idea of wireless P2P systems is our main focus. The
wireless medium has actually brought new challenges to the P2P world. Unlike in
a traditional wired network where the clients are within a fixed backbone (i.e., the
clients connect to ISPs and the ISPs interconnect to form the Internet), in an ad hoc
wireless network the mobile clients themselves form the backbone of the system. The
formation of the wireless backbone itself forms a topology. As a result, it is required
to have a topology control on it. We discuss this in Section 27.4.

There are two topology formations, namely application layer topology (wired P2P
systems) and MAC layer topology (wireless ad hoc networks). These two concepts
seem to be unrelated and non-interoperable to each other as the former is targeted on
wired environments while the latter is targeted on wireless environments. However,
the pioneering wireless P2P concept brings these two concepts together. In order to
support this concept, itis necessary to integrate these two topology formations together
and make them interoperable with each other. The introduction of the TCP2P layer
is one of the solutions, and this is further discussed in Section 27.6.

Performance:

It has been suggested that the wireless topology formation can affect the P2P file
sharing topology formation. On the other hand, there are some other factors that
can severely affect the performance of wireless P2P systems. For example, the file
size, the maximum display time of files, the bandwidth required for streaming, the
popularity of files, the number of copies replicated and their corresponding locations,
etc. In Section 27.5, metrics on file size, delay time and required bandwidth are
discussed with the consideration of the access popularity.

27.2 A TAXONOMY OF P2P SYSTEMS

Figure 27.1 illustrates a taxonomy of P2P systems [208]. A P2P system includes
several components—peer searching, peer selection, peer membership management
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and file sharing protocols. On the other hand, as for file sharing protocols, several
generations have been developed and they can be classified into three main types,
including centralized, decentralized structured and decentralized unstructured. We
further discuss this in Section 27.3.

‘ P2P System ‘

- --H"'H-\._\_H
el — T S
//' o T
H'"‘-\-.

I
| ; : : :
| Peer Searching File Sharing i Peer Selection
| Protocols Management

S Decentralized Decentralized

‘ UpiTmize Structured Unstructured has r

Figure 27.1 Taxonomy of P2P systems.

On the other hand, Figure 27.2 summarizes topology control techniques in the
wireless ad hoc network environment. First of all, topology control techniques can
be divided into two main categories—graph theoretical approach and non-graph theo-
retical approach. The graph theoretical approach is not our main focus in this chapter
and we will briefly discuss it in Section 27.4. On the other hand, for non-graph theo-
retical approach, the topology formation is not considered as a graph with edges and
vertices. In this case, some techniques are required to control the topology, such as the
construction of neighbor sets, transmission power control, nodes sleeping schedule,
etc. With the use of these techniques, the topology of a wireless ad hoc network can
be restricted to be certain topology. This is further discussed in Section 27.4.

27.3 WIRED P2P SYSTEMS

Wired P2P systems are developed in view of great demand and popularity of file
sharing between groups of users. Within a group, users take the responsibility of
server and client at the same time. Due to this reason, every user becomes a “peer” in
the network. There are many advantages of using this model. The main advantage is
that the bandwidth utilization is more evenly distributed among the peers who have
replicated the whole copy or chunks of the copy of a shared file. By doing so, no
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Figure 27.2 Taxonomy of topology control techniques.

single peer will be easily overcrowded since some other peers will also have the same
replicated copies.

P2P file sharing systems we encounter in daily life can be classified into three
generations [208). The first generation uses a centralized approach in which a cen-
tralized directory is used to store the information of the files that have been shared
and the locations of those files. Figure 27.3 illustrates this centralized approach. The
clients first update with the server on the list of files that they are willing to share.
In the figure, client 1 would like to request an object X. It then sends a query to the
centralized directory server. The server then replies with a list of locations where the
object X is shared. In this case, client 1 chooses client 3 to download the object and
client 3 then sends the required object to client 1 directly.

The centralized approach is adopted by a famous music P2P file sharing company
called Napster [255]. Napster keeps a centralized server as a global directory and users
share their files using Napster services. However, due its centralized involvement in
the file sharing process, Napster has been sued by several music producer companies
and was forced to close down its server because of copyright infringement problems.

In view of the legal action against Napster, the second generation of P2P file sharing
protocol is developed with the use of decentralized directory approach. Gnutella [134]
is one of the most popular examples. In Gnutella, the file query task is distributed
to all the nodes within a certain group by flooding the query to neighboring nodes
until one of the nodes replies with the presence of the required file or no one replies.
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G .~ Directory Server
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— Query for X
——————— » Object X
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Figure 27.3 A centralized P2P system.

With the use of this idea, there is a bootstrap node to contact with, so that the user
can join the group. However, since the bootstrap node itself does not store any file
information, it evades the legal action similar to the case of Napster. At the same time,
this idea does not guarantee that users must be able to join a group with the files they
want, and the users can join and leave the group at any time they want. As a result,
the system becomes unstructured as shown in Figure 27.4 and the peer-searching task
usually involves flooding.

BitTorrent (BT) [34] can be regarded as the third generation P2P file sharing
protocol. From a structural point of view, it is still the same as the second generation
file sharing protocol. However, they are different in the sense that BT completely
combines the idea of server and client. As a result, a user within a group becomes
a “peer”. The whole requested file is broken into chunks of smaller size. When a
user is requesting chunks that he does not have from other users, other users will also
request the chunks that the user has. Due to this reason, a user will download and
upload at the same time and the network utilization is highly distributed. With the
use of this kind of P2P system, it seems easier to evade from legal actions. However,
in Hong Kong, there is a successful legal action against a BT user who had initiated
the sharing of movie files.

After the discussion of the evolution of wired P2P systems together with daily life
examples, readers may figure out that one type of P2P topology is missing. It is the
decentralized structured P2P system. The structure is commonly formed with the use
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Figure 27.4 A decentralized unstructured P2P system.

of distributed hash tables (DHTs). A DHT can be used to search for files and find the
location of the peer in a distributed environment. In other words, a DHT can be used
for file searching and peer searching. One of the popular examples is Chord [328],
which is developed by MIT. In Chord, nodes are conceptually connected as a ring as
illustrated in Figure 27.5

Identifier 1
dentfier _Identifier 3

ogical Ring

Identifier 7

Identifier 6

Figure 27.5 A decentralized structured P2P system.

The decentralized unstructured topology is more likely to dominate in the wireless
P2P environment. It is because its decentralized and unstructured nature is likely
to happen in the wireless ad hoc environment. For example, when you are walking
with your mobile phone in a shopping mall, there may be some other people doing
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the same thing. In this decentralized environment, it is unlikely to have a centralized
server around nor structured topology built. However, due to the unstructured nature,
there are certain difficulties required to be handled, such as selecting which peer to
download/upload. On the other hand, the formation of a wireless ad hoc network also
brings out new difficulties, as certain topologies will be formed during the formation
of the network. Some of the topology formation ideas are discussed in subsequent
section. A practical illustration is given in Section 27.6 to demonstrate the possibility
of integrating different topologies to form a network dedicated to wireless P2P file
sharing.

27.4 TOPOLOGY CONTROL IN WIRELESS AD HOC NETWORKS

After the discussion of the evolution of different wired P2P topologies, we start to
discuss topology control techniques that are commonly adopted in wireless ad hoc
networks. Recall from Figure 27.2 that there are two main categories of topology
control in wireless ad hoc networks, namely graph theoretical approach and non-graph
theoretical approach.

27.4.1 Graph Theoretical Approach

Generally speaking, graph theoretical approach involves the consideration of the
whole wireless ad hoc network as a graph GG. The graph is composed of a set of nodes
(i.e., vertices) V. Between vertices, the nodes may be connected with each other, and
a set of edges E is formed. However, in a wireless environment, it is not necessary
to have a mutual communication between two nodes. In this case, communication is
represented as a directed edge to represent one-way communication ability. Based on
this information, a topology control algorithm can be applied to the graph G so as to
construct a subgraph T of the graph G. After the application of the topology control
algorithm, the nodes that communicate as indicated in subgraph 7" should experience
certain performance improvement. Figure 27.6 illustrates the idea discussed.

There are a number of graph theoretical topology control algorithms proposed,
such as Minimum-Energy Communication Network (MECN) [300], SMECN (Small
MECN) [212], algorithms based on relative neighborhood graph (RNG) [104] and
minimum spanning tree (MST) [214], etc. In MECN, it takes into account the energy
needed to transmit a packet to the destination node. Specifically, certain nodes are
assigned as relay nodes if it is found that less energy is required to deliver the packet
to the destination node through relay nodes. SMECN, which is considered as an
extended and improved version of MECN, is proposed to enable the support to mobile
scenarios. However, Cheng et al. [64] discovered that both MECN and SMECN may
notbe able to find a minimum-energy topology if a node has two duties simultaneously,
i.e., being both arelay node and a sink node. As aresult, other approaches are required
to tackle the problem.
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Topology Control Algorithm

690



TOPOLOGY CONTROL IN WIRELESS AD HOC NETWORKS 653

27.4.2 Non-Graph Theoretical Approach

Most of the topology control algorithms of graph theoretical approach may require a
node to have all the information about the whole network, so as to calculate the math-
ematical information required and to form the subgraph. However, this is usually not
feasible in a wireless ad hoc network. As a result, it comes the non-graph theoretical
approach. In this approach, it considers the nodes’ connectivity with their neighbors,
which in return controls the topology of the network.

Recall from Figure 27.2 that the non-graph theoretical approach involves the use
of three main methods—neighbor discovery, transmit power control and sleeping.
These three methods are discussed below:

Neighbor Discovery: The topology of a wireless ad hoc network is greatly var-
ied with the possibility of the discovery of nodes around and the neighbor set
construction criteria. For example, the minimum requirement for considering
nodes around to be neighbors is that a node should be able to detect the present
of other nodes. Generally, radio signals from a node are transmitted omni-
directionally and therefore nodes within certain radius of the node should be
able to detect the present of the node. Due to this reason, the coverage area
can be changed with the use of directional antennae and this may increase the
chance of finding neighbors. On the other hand, certain criteria can be added
into the neighbor construction process, e.g., minimum energy level. With the
inclusion of different criteria, the topology is greatly varied because the number
of potential neighboring nodes may be increased or decreased, depending on
the criteria chosen.

Transmit Power Control: The topology of a wireless ad hoc network can also be
varied by controlling the transmit power of the nodes. This technique in fact
varies the length of the link between two connected nodes. Some examples of
topology control with this technique are PCDC [251] and STPM [16].

Sleeping: Sleeping is necessary in some wireless ad hoc networks (e.g., a sensor
network) since energy conservation is one of their main consideration and
sleeping of a node can effectively save energy and prolong the battery life. With
the presence of sleep nodes, the topology of the network keeps on changing. It
is because the sleep nodes are not able to respond to any signal transmitted in
the proximity. As a result, some of the transmission links will be temporarily
disabled, which changes the topology. Due to this reason, sleep nodes must be
integrated with some wakeup protocol to wake up from time to time to maintain
the basic network connectivity.
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27.5 MEDIA OBJECTS REPLICATION TECHNIQUES

In previous sections, various topics related to wired P2P systems and wireless ad hoc
network topology control have been discussed. The main purpose of a P2P system
is to share files between peers. Obviously, the number of replication of files within
the system has a significant effect to the performance of the P2P system. However,
typically there are a large amount of files in a P2P system, and it is therefore impossible
for every peer to store the whole copies of all files in the P2P system. Due to this
reason, a good object replication technique or strategy is crucial to the performance
of a P2P system.

In this section, a wireless P2P media objects replication scenario is focused to
discuss the impact of replication techniques on the performance of a P2P system
[133]. Figure 27.7 illustrates the scenario. In the figure, there is a base station which
is supposed to have all the media objects and would like to distribute the objects
to various home-to-home on-line (H20) devices. These devices have the ability of
creating or producing media objects to be displayed in other H2O devices, displaying
media objects, and relaying media objects data from one H20 device to another H20
device.

BTS/BSC

Figure 27.7 Architecture home-to-home on-line (H20) devices.

However, there are several aspects that can greatly affect the performance of the
system:

e media objects require continuous bandwidth for steady display;
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e the bandwidth between each link depends on the number of transmitting devices
in the corresponding region; and

e the topology.

In order to level out the above issues, assumptions on string topology and fixed
bandwidth between each link are made. With these assumptions, there are three
different kinds of replication strategies. They are based on the size of objects, display
time of objects and the bandwidth requirement of objects. These strategies are tested
against uniform distribution of objects, proportional to the object access frequency and
square root of object access frequency, respectively. With these configurations, the
performance comparison is determined by the number of simultaneously displayed
media objects that the system can support,

In the configuration of 100 video clips with bandwidth requirement of 4 Mbps and
display time of 120 minutes (this is a homogeneous setting in which every clip is the
same), the three replication techniques obtained similar performance.

In the heterogeneous setting scenario, over 400 video clips are mixed with over
3500 audio clips. Video clips have four different display times ranging from 30
minutes to 120 minutes and have bandwidth requirement of 4 Mbps. On the other
hands, audio clips have three different play times ranging from 2 minutes to 8 minutes
and have bandwidth requirement of 340 kbps. Under these configurations, if the
bandwidth replication technique is used, video clips are replicated 12 times more
than audio clips (this is roughly the ratio between bandwidth requirements of video
clips and audio clips). However, when size is used as the replication technique, with
the average size of over two gigabytes for video clips and average size of over 10
megabytes for audio clips, video clips are replicated over 100 times more than audio
clips. On the other hand, using the display time replication technique, video clips are
replicated 14 times more than audio clips.

The results showed that the replication technique which is based on the size of
objects obtains the worst performance, as it replicates many video clips and not much
space is left for audio clips. The situation is worsen especially in the case that the
references of audio clips are much larger than that of video clips. On the other hand,
the replication technique which is based on the bandwidth requirement of objects
obtains the best results, and it can replicate objects into the nodes with around 1/10
of the space used.

27.6 PRACTICAL ILLUSTRATIONS—LOCALIZED TOPOLOGY
CONTROL

Previously, we have discussed various issues that are required to be considered in a
wireless P2P system, including wired P2P systems, wireless ad hoc network topol-
ogy control, and media objects replication techniques. In this section, we discuss
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a practical wireless P2P system, especially on how the system handles the issues of
integrating the topology control of a P2P system with a wireless ad hoc network [208].
First of all, we start by talking about the target application scenario. Figure 27.8
illustrates the target application scenario of the wireless P2P system. As shown in the
figure, in a shopping mall there are a number of users with portable devices which have
short-distance wireless connection capability. The portable devices may be mobile
phones, PDAs or laptops. Under this scenario, it is unlikely that they have a common
infrastructure for sharing of files between users. As a result, one of the possible ways
of accomplishing the file sharing task is to build up a wireless infrastructure as shown
in the figure. In this wireless infrastructure, users can join and leave at any time
they want. This concept is similar to that of wireless ad hoc networks. However, the
network construction process has to consider several parameters which will affect the
network topology formed, including energy constraints, incentive, and fairness.
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Figure 27.8 Shopping mall scenario of a wireless P2P system.

In view of the differences between wired and wireless P2P file sharing protocols,
TCP2P [208] is proposed as illustrated in Figure 27.9 As indicated in the figure.
TCP2P can be regarded as a protocol which runs in-between MAC layer and network
layer. This protocol layer is mainly used for controlling the topology of the wire-
less P2P network formed and therefore it is a localized topology control protocol.
TCP2P is composed of three main components—Adjacency Set Construction (ASC),
Community-Based Asynchronous Wakeup (CAW) and Greedy Server-Peer Selection
(GSS).

Recall from Figure 27.2 that one of the main problems in wireless ad hoc network
topology control is the neighbor discovery and neighbor set construction process.
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Network Layer

TCP2P

MAC (DCF)

PHY ASC CAW GSS

Figure 27.9 TCP2P protocol stack.

ASC is proposed to solve the problem “who is my neighbor?” [208]. In other words,
ASC is proposed to construct next-hop set for peers locally, so that the upper layer—
network layer can use the neighbor set information provided to route packets from
the source node to the destination node.

As discussed previously, the minimum requirement to construct the neighbor set
is that a node should be able to detect the signal transmitted by other peers (i.e.,
neighbors). After the fulfillment of this minimum requirement, the problem becomes
why the neighbors are willing to become next-hop neighbors of the node. There are
several factors that a peer needs consider in order to decide whether it should be the
next-hop of another peer. The factors include the following:

Fairness: If a peer has been used as a relay node for a long time and it has also
contributed a lot in routing control packets for maintaining the network con-
nectivity, it should be exempted from being a next-hop neighbor of other peers.

Aggressiveness: If a peer always asks for some files from other peers without
contributing much to the whole P2P system, other peers will have less will to
be its neighbor.

Access Popularity: If a peer holds lots of files or a certain amount of very popular
files, there is a high chance that other peers will request files from this peer. In
this case, the workload will be very high for being a next-hop neighbor of the

peer.

Remaining Energy: If the remaining energy of a peer is low, it is unlikely that the
peer is willing to be the neighbor of other peers. It is because quite a large
amount of energy will be consumed in acting as a relay node.
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After quantifying the above factors against some threshold values, a neighbor set
for wireless P2P file sharing can then be constructed. There are three possibilities as
shown in Figure 27.10 The first case is that peer A’s neighbor set includes peer B, but
not vice versa. The second case is that peer B’s neighbor set includes peer A, but not
vice versa. The last case is that both peers A and B include each other in their neighbor
sets. The existence of the asymmetric property in adjacency set construction is mainly
due to the fact that every peer constructs its neighbor set locally and independently.

7 :
P
"

Bis neighborof A Ais neighborof B~

B is neighbor of A and A is neighbor of B

Figure 27.10 TCP2P ASC neighbor set.

The use of ASC in the wireless P2P file sharing scenario has some advantages,
including a higher file request success ratio, shorter delays, more even distribution of
relay and server nodes, and less deviated energy levels of nodes.

The second component of the TCP2P protocol is Community-Based Asynchronous
Wakeup (CAW). One of the expected usages of the TCP2P protocol is to share and
exchange some music files. Usually, the fans of a particular singer will have the
tendency of downloading music files of this particular singer. As a result, the files
stored and shared by fans of this particulars singer are in fact very similar. In this
case, these users should have similar interest and they have the potential to form a
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community ' as shown in Figure 27.11 However, some measurement techniques have
to be adopted in order to measure the similarity between two peers. One of the viable
solutions is Information Retrieval (IR) [307]. With the use of techniques like IR, peer
nodes can be grouped into different communities.

Community A

v \ ) /./

@ Peer who likes singer X

Figure 27.11 Example of community formation.

The problem becomes why should these communities be formed. Recall from
Figure 27.2 that another possible technique of controlling the topology of a P2P
system is to adopt sleeping in the network. One of the sleeping techniques is to apply
asynchronous wakeup scheduling with the use of Wakeup Schedule Function (WSF)
[371]. With the use of this function, it is guaranteed that mobile nodes using different
schedules will have at least one active time slot overlapping with mobile nodes using
other schedules. Figure 27.12 shows an example of WSF design and it is known
as “(7.3,1)-design”. In the figure, there are seven different schedules in which any
schedule will have at least one active time slot overlapped with other schedules.

In the TCP2P protocol, CAW adopts the concept of community into sleeping
schedules. Different communities take up different schedules and the peers in the
same community, which is defined by the similarity of peers, use the same wakeup
schedule. The main advantages of this design is that peers with similar interest can
wake up at the same time for file sharing. As a result, those who are not interested
in files being shared can be put into sleep mode, which eventually results in a shorter
delay for transferring files.

After discussing the questions on “who is my neighbor?” and “when should I
sleep and wake up?”, we discuss the third component of the TCP2P protocol—Greedy
Server-Peer Selection (GSS), which is mainly designed to solve the problem “who

A community refers to at least two entities which have particular preferences.
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Figure 27.12 TCP2P CAW “(7,3,1)” WSF example.
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should I download files from?”. Recall from Figure 27.1 that peer selection is one of
the main concerns in the P2P system design. It is because a peer usually has not much
information on other peers within the system, and therefore it may be difficult to make
decision on which peer should be selected to download the file required so that the
selection can be beneficial to the whole system. As a result, the idea of Energy-Based
Data Availability (EBDA) is proposed [208]. EBDA is a performance metric which
takes into account the remaining energy of mobile nodes, the number of files that
each node holds and the popularity of files.

In the peer selection process, it is better to select a peer which can make the
EBDA metric more positive or at least less negative. Since the EBDA metric takes
the remaining energy of peer nodes into consideration, a high value of the the sum of
EBDA of all peers is significant to the P2P system. Specifically, the higher the value,
the longer the system can survive. The direct consequence is that files can be kept
longer in the P2P system.

27.7 SUMMARY

In this chapter, the pioneering concept of wireless P2P systems has been discussed.
We have discussed the taxonomy of wired P2P systems and wireless ad hoc net-
works. Wired P2P systems are very popular nowadays with three different kinds of
topology—centralized, decentralized unstructured and decentralized structured. The
evolution of these topologies has been discussed.

After that, we have discussed the concept of topology control in wireless ad hoc
networks. There are two main types of topology control in wireless ad hoc networks—
graph theoretical approach and non-graph theoretical approach. In the non-graph the-
oretical approach, three main methods can be used to control the topology formation.
They are neighbor discovery and neighbor set construction, transmit power control
and sleeping.

Besides topology control, replication techniques are also important to the per-
formance of a wireless P2P network sharing media objects. Several parameters are
required to be considered, including the size of files, bandwidth required to transmit
files at steady rate, display delay of files, and access popularity files. It is found that
the performance of the P2P network is sensitive to both bandwidth required and the
access popularity.

Lastly, a practical shopping mall scenario of the usage of a wireless P2P network
has been illustrated. Specifically, the TCP2P protocol has been discussed. TCP2P
includes three components—ASC, CAW, GSS. With the use of TCP2P, a localized
topology control on a wireless P2P network can be done.

One major challenging issue in P2P systems is the need to provide incentives so
as to entice cooperation among users. We discuss the incentive issues in Chapter 28.

PROBLEMS
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27.1 Briefly discuss the wired P2P file sharing protocols.
27.2 Briefly discuss the wireless ad hoc network topology control protocols.

27.3 Summarize the idea of the localized topology control protocol TCP2P and
discuss how it can integrate both P2P system topology control and wireless ad hoc
network topology control.
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CHAPTER 28

INCENTIVES IN PEER-TO-PEER
COMPUTING

Even wisdom has to yield to self-interest.
—Pindar: Pythian Odes, III, ¢. 475 B.C.

It is worse to mistrust a friend than to be deceived by him.
—French Proverb

28.1 INTRODUCTION

As we have introduced in Chapter 27, Peer-to-Peer (P2P) computing has become
an important distributed processing paradigm that is pervasive in nature. In a P2P
system, users are autonomous and not subject to any central rule. Thus, some users
may not be cooperative or altruistic. Indeed, these users usually are just selfishly
trying to derive benefits from the P2P community without making any contribution.
Such “free-riding” behaviors could render the P2P system ineffective or not viable. To
encourage cooperative behaviors, incentives are mandatory. Incentive mechanisms

Wireless Internet and Mobile Computing. By Yu-Kwong Ricky Kwok and Vincent K. N. Lau 663
Copyright © 2007 John Wiley & Sons, Inc.
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manifest themselves as payment based systems, auction based systems, exchange
based systems, reciprocity based systems, and reputation based systems. We discuss
the usage of various incentive mechanisms in two main P2P applications: file sharing
and media streaming. Although most P2P incentive mechanisms designed for the
Internet environment can be applied to a wireless system, there is a unique challenge
in a wireless environment—the connectivity among peers is by itself a critical sharing
problem.

The highly flexible features of P2P computing such as a dynamic population (users
come and go asynchronously at will), dynamic topologies (it is impractical, if not im-
possible, to enforce a fixed communication structure), and anonymity, come at a
significant cost—autonomy, by its very nature, is not always in harmony with tight
cooperation. Consequently, inefficient or lack of cooperation could lead to undesir-
able effects in P2P computing. Among them the most critical one is “free-riding”
[113] behavior. Loosely speaking, free-riding occurs when some users do not follow
the presumed cooperation rules (in order to benefit the whole community) such as
sharing files voluntarily, sharing bandwidth voluntarily, or sharing energy voluntar-
ily. Such altruistic actions, presumably, would bring indirect and intangible (and even
remote) returns to the users. For instance, if everyone shares files voluntarily, every
user would eventually benefit from the high availability of a large and diverse set of
selections. Unfortunately, there are always some users that do not believe or buy in
to such utopia-like concepts and would, then, “rationally” choose to just enjoy the
benefits derived from the community, but not contribute their own resources.

To deter or avoid free-riding behaviors, the P2P community has to provide some
incentives—returns for resource expenditure that are, more often than not, tangible
and immediate. Such incentives would then motivate an otherwise selfish user to
rationally choose to cooperate because such cooperation would bring tangible and
immediate benefits. Let us consider an analogy: in human society, getting pay from
our work is a tangible and immediate incentive to motivate us to devote our energy,
which could otherwise be spent on playing, to the work. Indeed, it is important for
the incentive to be tangible so that a user can perform a cost-benefit analysis—if
benefit outweighs cost, the user would then take a cooperative action [193]. It is also
important for the incentive to be immediate (even though this is a relative concept)
because any resource is associated with an opportunity cost in that if immediate return
cannot be obtained from a cooperative action, then the user might want to save the
effort for some other private tasks.

Interoperability:

To provide incentives in a P2P computing system, there are basically five different
classes of techniques.

1. Payment Based Mechanisms: Users taking cooperative actions (e.g., sharing
their files voluntarily) would obtain payments in return. The payment may be
real monetary units (in cash) or virtual (i.e., some tokens that can be redeemed
for other services). Thus, two important components are needed: (1) currency;
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(2) accounting and clearing mechanism. Obviously, if the currency is in the
form of real cash, there is a need of a centralized authority, in the form of
an electronic bank, that is external to the P2P system. If the currency is in
the form of some virtual token, then it might be possible to have a peer-to-peer
clearing mechanism. Inboth cases, the major objective of is to avoid fraud at the
expense of usually significant overhead. Proper pricing of cooperative actions
is also important—over-priced actions would make the system economically
inefficient while under-priced actions would not be able to entice cooperation.

. Auction Based Mechanisms: In some situations, in order to come up with an
optimal pricing, auction is an effective mechanism. In simple terms, auction
involves bidding from the participating users so that the user with the highest
bid get the opportunity to serve (or to be served, depending on the context).
An important issue in auction based systems is the valuation problem—how
much a user should set in the bid? If every user sets a bid higher than its true
cost in providing a service, then the recipient of the service would pay too
much that it is deserved. On the other hand, if the bids are too low, the service
providers may suffer. Fortunately, in some form of auctions, we can design
proper mechanisms to induce bidders to bid at their true costs.

. Exchange Based Mechanisms: Compared to payment based and auction
based systems, exchange (or barter) based techniques manifest as a purer P2P
interaction. Specifically, in an exchange based environment, a pair of users (or,
sometimes, a circular list of users) serve each other in a rendezvous manner.
That is, service is exchanged in a synchronous and stateless transaction. For
example, a pair of users meet each other and exchange files. After the trans-
action, the two users can forget about each other in the sense that any future
transaction between them is unaffected by the current transaction. Thus, an
advantage is that very little overhead is involved. Most importantly, peers can
interact with each other without the need of intervention or mediation by a cen-
tralized external entity (e.g., a bank). Furthermore, free-riding is impractical.
Of course, the downside is that service discovery and peer selection (according
to price and/or quality of service) could be difficult.

. Reciprocity Based Mechanisms: While pure barter based interactions are
stateless, reciprocity generally refers to stateful and history based interactions.
Specifically, a peer A may serve another peer B at time ¢, and does not get
an immediate return. However, the transaction is recorded in some history
database (centralized in some external entity or distributed in both A and B).
At a later time {3 > t;, peer B serves peer A, possibly because peer B selects
peer A as the client due to the earlier favor from A. That is, as peer A has
served peer B before, peer B would give a higher preference to serve peer A.
A critical problem is how we can tackle a special form of free-riding behavior,
namely the “whitewashing™ action (i.e., a user leaves the system and rejoins
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with a different identity), which enables the free-rider to forget about his/her
obligations.

5. Reputation Based Mechanisms: A reputation based mechanism is a gener-
alized form of reciprocity. Specifically, while a reciprocity record is induced
by a pair of peers (or a circular list of more than two peers), a reputation sys-
tem records a score for each peer based on the assessments made by many
peers. Each service provider (or consumer, depending on the application) can
then consult the reputation system in order to judge whether it is worthwhile
or safe to provide service to a particular client. Reputation based mechanism
is by nature globally accessible and thus, peer selection can be done easily.
However, the reputation scores must be securely stored and computed, or oth-
erwise, the scores cannot truly reflect the quality of peers. In some electronic
market place such as eBay, the reputation scores are centrally administered.
But such an arrangement would again need an external entity and some signifi-
cant overhead. On the other hand, storing the scores in a distributed manner at
the peers would induce problems of fraud. Finally, similar to reciprocity based
mechanisms, whitewashing is a low cost technique employed by selfish users
to avoid being identified as a low quality users which would be excluded from
the system.

Performance:

Different techniques mentioned above are suitable for different applications. Gen-
erally speaking, there are two mainstream applications in P2P environments: sharing
of discrete data, and sharing of continuous data. Examples of the former include file
sharing systems (e.g., Napster), data sharing systems (e.g., sharing of financial or
weather reports), etc. A notable example of the latter is P2P video streaming. Indeed,
there is an important difference between file sharing and media streaming systems.
In the former, a user needs to wait until a file (or a discrete unit of shared information)
is completely received before it can be consumed or used. Thus, there could be a
significant delay between service request and judgement of service quality. In an
extreme case, a user may not discover that a shared file is indeed the one requested
or just a piece of junk. By contrast, in a media streaming application, a user would
quickly discover if the received information is good enough. The quality of service
(QoS) metric used is also different in these two different applications. In a file sharing
application, the most important metrics are downloading time and the integrity of the
received files. In a media streaming application, the more crucial performance para-
meters are the various playback quality metrics such as jitter, frame-rate, resolution,
etc.

Currently, a majority of P2P systems are implemented over the Internet. However,
wireless P2P systems are also proliferating. While most of the incentive techniques
designed for a wired environment could be applicable in a wireless system, the wire-
less connectivity is by itself an important bootstrap sharing problem. Indeed, in the
Internet, users seldom pay attention to the connectivity issue because a user can be
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reached (or can reach) any other Internet user without noticeable effort. The only con-
cern about communication is the uploading or downloading bandwidth consumption.
In a wireless environment, however, the mere action of sending a request message
from a client peer to a server peer would probably need several intermediate peers to
help doing the message forwarding because the server and client peers may be out
of each other’s transmission range. Consequently, incentives have to be provided to
encourage such forwarding actions.

In Section 28.2, we describe approaches designed for providing incentives in In-
ternet based P2P networks. We discuss both file sharing and media streaming appli-
cations. In Section 28.3, we describe solutions suggested for wireless P2P systems.
We then provide some of our interpretations and suggestions in Section 28.4. We
summarize this chapter by providing some remarks in Section 28.5.

28.2 INCENTIVE ISSUES IN P2P SYSTEMS OVER THE INTERNET

28.2.1 File Sharing Systems

In a file sharing system, users would like to retrieve files from other users, and would
expect other users to do the same. Thus, each user would need to expend two different
forms of resource:

e Storage: Each user has to set aside some storage space to keep files that may
be needed by other users, even though such files may not be useful to the user
itself;

e Bandwidth: Each user has to devote some of its outbound bandwidth for up-
loading requested files to other users;

Users usually perform file selection (and hence, peer selection) with the help of some
directory system which may or may not be fully distributed. For example, in Napster
[255], the directory is centralized.

Under such a sharing model, the most obvious form of free-riding behaviors is
that a selfish user just keeps on retrieving files from others but refuses to share its
collections (and thus, no need to expend any outbound bandwidth for file uploading).
Interestingly enough, in an empirical study using the Maze file sharing system [238]
performed by Yang et al. [358], itis found that the more direct indicator of free-riding
behaviors is the online time of a user. Specifically, the online time of a selfish user in
a P2P file sharing network is on average only one-third of that of a cooperative peer.

In this section, we first briefly overview a contemporary file sharing system called
BitTorrent [70]. We then survey techniques suggested for various other P2P file
sharing networks.

28.2.1.1 BitTorrent BitTorrent [70] is by far one of the most successful P2P file
sharing system. A key feature in BitTorrent is that each shared file is divided into
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pieces (of size 256KB each), which are usually stored in multiple different peers.
Thus, for any peer in need of a shared file, parallel downloading can take place in
that the requesting peer can use multiple TCP connections to obtain different pieces
of the file from several distinct peers. This feature is highly effective because the
uploading burden is shared among multiple peers and the network can scale to a
large size. Closely related to this parallel downloading mechanism is the incentive
component used in BitTorrent. Specifically, each uploading peer selects up to four
requesting peers in making uploading connections. The selection priority is based
on descending order of downloading rates from the requesting peers. That is, the
uploading peer selects four requesting peers that have the highest downloading rates.
Here, downloading rate refers to the data rate that is used by a requesting peer in
sending out pieces of some other file. Thus, the rationale of this scheme is to provide
incentive for each participating peer to increase the data rate used in sending out file
data (i.e., uploading, or, in BitTorrent’s term, unchoking). There are other related
mechanisms (e.g., optimistic unchoking), which are described in detail in [70, 290].

Qiu and Srikant [290] performed an indepth analysis of BitTorrent’s incentive
mechanism. By using an intricate and accurate model, it is shown that a Nash equi-
librium exists in the upload/download game in BitTorrent. At the equilibrium, each
peer sets its uploading data rate to be its physical maximum uploading rate (i.e., each
peer is fully cooperative). On the other hand, due to the usage of the optimistic un-
choking mechanism (a fifth requesting peer is randomly selected in the uploading
process, for details, see [70, 290]), a free-rider can potentially achieve 20% of the
possible maximum downloading rate. This theoretical result conforms nicely with
the simulation findings by Jun and Ahamad [175] who observed that in BitTorrent,
free-riders are not penalized adequately while contributors are not rewarded suffi-
ciently.

28.2.1.2 Hierarchical P2P Systems Insome situations, the P2P network may
be structured in a hierarchical manner so that some specialized machines (called
“super-peers”’) can take up a more important role for handling resource management
tasks such as request forwarding and routing, directory listing, etc.

Singh et al. [321] studied the impacts of super-peers in a P2P file sharing network.
Simply put, a super-peer is a special network node that serves a hub to provide file
indexing service to other nodes. The problem is that there is a lack of incentive for a
participating node to act as a super-peer because any node can simply join an existing
super-peer to obtain good performance. Singh ef al. observed that some entities
external to the P2P system, such as an Internet Service Provider (ISP) or a content
publisher, have business driven incentives for designating some nodes to act as super-
peers, and for enhancing the capabilities of super-peers. Specifically, a super-peer
can cache meta-data only instead of the files themselves. As such, the cost of acting
as a super-peer is lower. Furthermore, with properly designed meta-data, a super-peer
can support value-added search commands (e.g., topic based search of files).
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With such facilities incorporated in each super-peer, a hierarchical P2P file sharing
network is then much more efficient that a flat P2P system which relies on request-
flooding. Consequently, all nodes in the system have the incentive in maintaining
such a P2P file sharing system. Simulation results also indicate that Singh et al.’s
proposed super-peer scheme is effective.

28.2.1.3 Payment Based Systems Hauscheer eral. [145] suggested a token-
based accounting system that is generic and can support different pricing schemes for
charging peers in file sharing. The proposed system is depicted in Figure 28.1. The
system mandates that each user has a permanent ID authenticated by a certification
authority. Each peer has a token account keeping track of the current amount of
tokens, which are classified as local and foreign. A peer can spend its local tokens
for accessing remote files. The file owner treats such tokens as foreign tokens, which
cannot be spent but need to be exchanged with super-peers for new local tokens. Each
token has a unique ID so that it cannot be spent multiple times.

Partially
S signed
tokens
Super-Peer
(]

uper-Peer
.l.’.
/! /
T e
N 1 / .-
EW I_/_ FI? ) /-/ -

tokens ; B
/ = i

Collected (foreign) tokens SUpGF—PGEF
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New

@j‘ —» @ (unsigned)
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Y IDs

1
Avoid double

Account Holder :
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Figure 28.1 A super-peer based token accounting system for P2P file sharing [145].

At the beginning of each file sharing transaction, the file consumer tells the file
owner about which tokens it intends to spend. The file owner then checks against file
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consumer’s account kept at the file owner’s machine. If the tokens specified are valid
(i.e., they have not been spent before), then the file consumer can send the tokens
in an unsigned manner to the file owner. Upon receipt of these unsigned tokens.
the file owner provides the requested files to the file consumer. When the files are
successfully received, the file consumer sends the signed version of the tokens to the
file owner. In this manner, Hauscheer er al. argued that there is no incentive for the
peers to cheat.

Yang and Garcia-Molina [357] proposed the PPay micropayment system in which
each peer can buy a coin from a broker. The peer then becomes the “owner” of the
coin and can spend it to some other peer. An important feature is that even after the
coin is spent, the original owner still has the responsibility to check the subsequent
usage of the coin. For example, suppose A is the owner of a coin which is spent to B.
If B wants to spend the coin in turn to C, the original owner A needs to check whether
such a transaction is valid (e.g., to avoid double spending of the same coin). If A is
offline (e.g., temporarily departed the P2P system), then the broker is responsible to
perform such checking.

Although the PPay system described above is a useful tool for supporting P2P
sharing, Jia et al. [169] observed that PPay can be further improved. Specifically,
Jia et al. proposed a new micropayment system, called CPay (an improved version
of PPay), which has one significant new feature. The new feature is that the broker
judiciously selects the most appropriate peer to be the owner of a coin. Specifically,
the owner of a coin should be one that is expected to stay in the system for a long period
of time. Thus, the broker’s potential burden of checking coin owners’ transactions
can be considerably reduced.

Figueiredo et al. [119] also considered a payment based system to entice coopera-
tion among peers. Specifically, each peer requiring message forwarding service from
other peers needs to pay real money to these peers. Thus, as a peer stays in the P2P
network and provides forwarding service to other peers, it can gain money. Indeed,
such a monetary gain represents an incentive to enhance the availability of a peer in
the network.

Saito [303] proposed an Internet based electronic currency called i-WAT, which
can be used by users in a P2P system for “purchasing” services. Each i-WAT message
is an electronic ticket signed using OpenPGP. Saito et al. [304] then extended the i-
WAT system by adding a new feature called “multiplication over time”, which means
that a requesting peer’s debt (in terms of i-WAT units) increases over time. This
feature then encourages service providing peers to stay in the system for a longer
period of time so as to defer the redemption of i-WAT tickets, thereby increasing the
gains from the requesting peers.

28.2.1.4 Cost of Sharing Varian [336] reported a simple but insightful ana-
lytical study on disincentives in P2P sharing. Table 28.1 lists the notation used in
Varian's analysis.
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Table 28.1 Notation used in Varian’s analysis [336] on disincentives for P2P sharing.

Symbol  Definition

unit price

value of the item as perceived by each peer
number of peers in the system

total cost of producing all the items

average development cost

number of peers in each group that share an item
sharing cost incurred by each member of a group
cost imposed by the central authority to

those peers who participate in sharing

'.I'I' profit derived by the central authority

3o

R T I

In Varian’s model, a single item (e.g., a single music file) is considered and the
system is homogeneous in that all peers have the same valuation on the item. There
is an external central authority (e.g., the original producer of the music) that has the
incentive to discourage sharing among peers in the system. The issue is then how the
central authority can introduce proper disincentives into the system. Firstly, observe
that for viability in producing the item, we have:

@—%—t—c > 0 (28.1)
p% > D (28.2)

The equilibrium (where the item is just viable to be produced) price and profit are
then given by:

D (v—t—c)k (28.3)

™ = (v—t—c)kn—-D (28.4)

]

We can see that profitis, counterintuitively, decreasing in c. Aninterpretationis that
cisnot large enough to discourage sharing and price has to be cut for compensation. As
an analogy, consider that c represents some copy protection mechanism which merely
brings inconvenience to customers but cannot discourage sharing. To compensate for
the inconvenience, the price has to be reduced.

On the other hand, for a given value of ¢, suppose the price is set in such a way
that it is marginally unattractive to share. That is, we have:

%+t+czp (28.5)
This in turn implies that:

k
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Now, as the maximum practical value of p is v, we have:

pims ey (287)
k
Yu and Singh [366] also investigated the issue of proper pricing in the presence of
free-riders in a P2P system. A referral based system is considered in that each peer
can either answer a remote query directly (e.g., serving a requested file) or reply with a
referral (e.g., pointing to a different peer who may be able to serve the requested file).
A requester (i.e., file consumer) needs to pay for both a referral or a direct answer.
Each peer keeps track of reserve prices of potential referrals and direct answers from
any other peer. These reserve prices are updated dynamically based on transaction
experiences in that a satisfactory transaction leads to an increase in the reserve prices
while an unsatisfactory one leads to a decrease. From a seller’s point of view, these
prices are also exponentially decreased as time goes by. Under this model, simulation
results indicate that a free-rider will quickly deplete its budget. On the other hand,
the price of a direct answer is found to be much higher than that of a referral.
Courcoubetis and Weber [75] recently reported an in-depth analysis of the cost
in sharing in a P2P system. In their study, a P2P sharing system is modeled as a
community with an excludable public good. Furthermore, the public good is assumed
to be nonrivalrous, meaning that a user’s consumption of the public good does not
decrease the value of the good. Such a model is suitable for a P2P file sharing
network, where the excludable public good is the availability of shared files. The
model is also considered as suitable for a P2P wireless LAN environment, where the
excludable public good is the common wireless channel. With their detailed modeling
and analysis, an important conclusion is derived: each peer only needs to pay a fixed
contribution, in terms of service provisioning (e.g., a certain fixed number of distinct
files to be shared by other peers), in order to make the system viable. Such a fixed
contribution is to be computed by some external administrative authority (called a
“social planner”) by using the statistical distribution of the peers’ valuations of the
public good.

28.2.1.5 Reciprocity and Reputation Based Systems Feldmanetal. [114]
suggested an integrated incentive mechanism for effectively deterring (or penalizing)
free-riders using a reciprocity based approach. Specifically, the proposed integrated
mechanism has three core components: discriminating server selection, maxflow
based subjective reputation computation, and adaptive stranger policies.

In the discriminating server selection component, each peer is assumed to have
a private history of transactions with other peers. Thus, when a file sharing request
is initiated, the peer can select a server (i.e., a file owner) from the private history.
However, in any practical P2P sharing network, we can expect a high turnover rate
of participation. That is, a peer may only be present in the system for a short time.
Thus, when a request needs to be served, such a departed peer would not be able to
help if it is selected. To mitigate this problem, a shared history is to be implemented.
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That is, each peer is able to select a server from a list of global transactions (i.e., not
just restricted to those involved the current requesting peer). A practical method of
implementing shared history is to use a distributed hash table (DHT) based overlay
networking storage system [329],

A problemin turn induced by the shared history facility is that collusion among non-
cooperative users may take place. Specifically, the non-cooperative users may give
each other a high reputation value (e.g., possibly by reporting bogus prior transaction
records). To tackle this problem, Feldman ez al. suggested a graph theoretic technique.
To illustrate, consider the reputation graph shown in Figure 28.2. Here, each node in
the graph represents a peer (C' denotes a colluder) and each directed edge represents
the perceived reputation value (i.e., the reputation value of the node incident by the
edge as perceived by the node originating the edge). We can see that the colluders
give each other a high reputation values. On the other hand, a contributing peer (e.g.,
the top node) gives a reputation value of 0 to each colluder because the contributing
peer does not have any prior successful transaction carried out with a colluder. With
this graph, we can apply the maxflow algorithm to compute the reputation value of a
destination peer as perceived by a source peer. For instance, peer B’s (the destination)
perceived reputation value with respect to peer A (the source) is O despite that many
colluders give a high reputation value to B.

20

100

Figure 28.2 A graph depicting the perceived reputation values among peers (C denote a
colluder) [114].

Finally, an adaptive stranger policy is proposed to deal with whitewashing. Instead
of always penalizing a new user (which would discourage expansion of the P2P net-
work), the proposed policy requires that each existing peer, before deciding whether
to do a sharing transaction with a new user, computes a ratio of amount of services
provided to amount of services consumed by a new user. If this ratio is great than or
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equal to 1, then the existing peer will work with the new user. On the other hand, if
the ratio is smaller than 1, then the ratio is treated as a probability of working with
this new user.

Sun and Garcia-Molina [330] suggested an incentive system called Selfish Link-
based InCentive (SLIC), which is based on pairwise reputation values. Specifically,
any peer u maintains a reputation value W (u, v) for each of its neighbor peer v, where
the reputation value is normalized such that 0 < W(u,v) < 1. Here, “neighbor”
means a peer v currently having a logical connection with u and thus, such a peer v
can potentially request for service from u. With these reputation values, the peer u
can then allocate the uploading bandwidth to any requesting neighbor peer v with a
value of W(u,v)/ Y, W(u,1). Thereputation value W (u, v) is updated periodically
based on an exponential averaging method.

Under this model, Sun and Garcia-Molina [330] observed that each peer has the
incentive to do some or all of the following, in order to increase its reputation values
as perceived by other peers (and hence, enjoy a better quality of service).

e Sharing out more file data;
e Connecting to more peers (to increase the opportunities for serving others);

e Increasing its total uploading capacity;

28.2.1.6 Penalty Based Approaches Feldman et al. [115] also investigated
disincentive mechanisms that can discourage free riding. Specifically, they considered
various possible penalty schemes in deterring free-riders. A simple model is used.
At the core of the model, each user ¢ in the P2P sharing network is characterized by
a positive real-valued rype variable, denoted as t;. Another key feature of the model
is that the cost of contributing is equal to the reciprocal of the current percentage of
contributors, which is denoted as x. Thus, for any rational user with type ¢, the user
will choose to contribute if 1/z < #; and free-ride if 1/z > ¢;.

Furthermore, the benefit each user derived from the P2P network is assumed to
be of the form az?, where 3 < 1 and o > 0. With this benefit function, the system
performance is defined as the difference between the average benefit and the average
contribution cost. Specifically, system performance is equal to: az?® — 1.

Even with the simplistic model described above, Feldman et al. provided several
interesting conclusions. Firstly, it is found that excluding low type users can improve
system performance only if the average type is low and « is large enough. Unfortu-
nately, exclusion is impractical because a user’s type is private and thus, cannot be
determined accurately by other peers. It is then assumed that free riding behaviors
are observable (i.e., free-riders can be identified). Such free-riders are then subject to
a reduction in quality of service. Quantitatively, the benefit received by a free rider
is reduced by a factor of (1 — p), where 0 < p < 1. A simple implementation of
this penalty is to exclude a free rider with a probability of p. The second interesting
conclusion is that the penalty mechanism is effective in deterring free-riders when
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the penalty is higher than the contribution cost. In quantitative terms, the condition is
that p > 1/a. Finally, another interesting conclusion is that for a sufficiently heavy
penalty, no social cost is incurred because every user will contribute (i.e., choose not
to be a free-rider) so that optimal system performance is achieved. In particular. to
deal with the whitewashing problem, the analysis suggests that every new user is im-
posed a fixed penalty. Essentially, this is similar to the case in the eBay system where
every new user has a zero reputation and thus, will less likely be selected by other
users in commercial transactions. However, this is in sharp contrast to the adaptive
stranger policies suggested also by Feldman et al. in another study [114] that we have
described earlier.

28.2.1.7 Game Theoretic Modeling Ranganathan er al. [294] proposed and
evaluated three schemes induced by the Multi-Person Prisoner’s Dilemma (MPD)
[265, 312]. Specifically, the key features of the MPD framework can be briefly
summarized as follows:

e The MPD game is symmetric in that each of n players has the same actions,
payoffs, and preferences.

e Any player’s payoff is higher if other players choose some particular actions
(e.g., “quiet” instead of “fink”).

The MPD framework is used for modeling P2P file sharing as follows. There are n
users in the system, each of which has a distinct file that can be either shared or kept
only to the owner. The system is homogeneous in that all files have the same size
and same degree of popularity. Now, the potential benefit gained by each user is the
access of other users’ files. The cost involved is the bandwidth used for serving other
users’ requests. With this simple model, it can be shown that the system has a unique
Nash equilibrium in which no user wants to share. Obviously, this equilibrium is
sub-optimal (both at the individual level and at a system-wide level) in that each user
could obtain a higher payoff (i.e., a higher value of net benefit) if all users choose to
share their files.

Motivated by the MPD modeling, Ranganathan et al. proposed three incentive
schemes:

e Token Exchange: This is a payment based scheme because each file consumer
has to give a token to the file owner in the sharing process. Each user is given
the same number of tokens initially and each file has the same fixed price.

e Peer-Approved: This is a reputation based scheme in that each user is asso-
ciated with a rating which is computed using metrics such as the number of
requests successfully served by the user. A user can download files from any
owner who has a lower or the same rating. Thus, to gain access to more files in
the system, a user has to actively provide service to other users so as to increase
the rating.
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o Service Quality: This is also a reputation based scheme similar to Peer-
Approved. The major difference is that a file owner provides differentiated
service qualities to users with different ratings.

Theoretical analysis indicates that the Peer-Approved policy with a logarithmic
benefit function (in terms of number of accessible files) can lead to the optimal
equilibrium where every user contributes fully to the system. Simulation results also
suggest that Peer-Approved generates performance (in terms of total number of files
shared) comparable to that of Token Exchange, which entails a higher difficulty in
practical implementation as it requires a payment system.

Becker and Clement [29] also suggested a simple but insightful analysis of the
sharing behaviors using variants of the classical 2-player Prisoner’s Dilemma. Specif-
ically, the P2P file sharing process is divided into three different stages: introduction,
growth, and settlement. In the introduction stage, the P2P network usually consists
of just a few altruistic users who are eager to make the network viable. Thus, sharing
of files is a trusted social norm. The payoffs of the two possible actions (supply
files or not supply files) are depicted in Figure 28.3. Here, we have the payoffs
ranking as: R > T > § > P. Consequently, the Nash equilibrium profile is: (Sup-
ply, Supply). Notice that the payoffs ranking in the original Prisoner’s Dilemma is:
T > R > P > S, and as such, the Nash equilibrium is the action profile in the lower
right corner of the table.

A Supply No Supply
Player 1 2 &
Supply R T
| R 8
No Supply 5 P
&l T L2

Figure 28.3 Payoff table in the introduction stage [29].

In the growth stage, we can expect that more and more non-cooperative users join
the network. For these users, the payoffs ranking becomes: T > R > P > S, which
is the same as the original Prisoner’s Dilemma. Thus, the Nash equilibrium for such
users occurs at the profile: (No Supply, No Supply). As the P2P network progresses
to the mature stage (i.e., the size of the network becomes stabilized), we can expect
that a majority of users are neither fully altruistic nor fully non-cooperative. For
these users, the payoffs ranking is: R > T > P > S. As a result, the payoff matrix
is depicted in Figure 28.4. As can be seen, there are two equally probable Nash
equilibria: (Supply, Supply) and (No Supply, No Supply). Consequently, whether
or not the P2P network is viable or efficient depends on the relative proportions of
users in these two equilibria. Results obtained in empirical studies [29] using real
P2P networks conform quite well to the simple analysis described above.

Maetal. [228,229] suggested an analytically sound incentive mechanism based on
a fair bandwidth allocation algorithm. Indeed, the key idea is to model the P2P sharing
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faera Supply No Supply
Player 1 £ H
Supply R 4
| 5| R 5
No Supply § P
| T P

Figure 28.4 Payoff table in the settlement stage [29].

as a bandwidth allocation problem. Specifically, the model is shown in Figure 28.5.
Here, multiple file requesting peers compete for uploading bandwidth of a source
peer. Each requesting peer ¢ sends a bidding message b; to the source peer Ng. The
source peer then divides its total uploading bandwidth Wg into portions of x; for
the peers. However, due to network problems such as congestion, each peer i may
receive an actual uploading bandwidth of z’; which is smaller than z;.

x(1) X, (1)

@———m..._‘ q0 /| e
ol '\-.._\\\\ l -
!

——
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Bandwidth Allocation

Bidd
i Mechanism

by(1) '_/’--'
@ - -F'//
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Figure 28.5 Two file requesting peers (/N7 and N2) compete for uploading bandwidth of a
source peer (Ngs) [228].

Each bidding message b; is the requested amount of bandwidth. Thus, we have
x; < b;. To achieve a fair allocation, the source peer uses the contribution level
C; of each competing peer i to determine an appropriate value of z;. Ma et al.
[228, 229] described several allocation algorithms with different complexities and
considerations: simplistic equal sharing, max-min fair allocation, incentive based
max-min fair allocation, utility based max-min fair allocation, and incentive with
utility based max-min fair allocation. The last algorithm is the most comprehensive
and effective. It works by solving the following optimization problem:

N
Ty
max ; B 1og(3%_- +1) (28.8)
where:
N
Z;g{ < Wg (28.9)
i=1

Here, the logarithmic function represents the utility as perceived by each peer i.
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The above optimization problem can be solved by a progressive filling algorithm
that prioritizes competing peers in descending order of the marginal utility C; /(b; +
.'L‘i).

Given values of b; and C;, the source peer can compute the allocations in a de-
terministic manner. However, from the perspective of a requesting peer, a problem
remains as to how it should set its bidding value b;. Using a game theoretic analysis,
it is shown that the action profile in which b; = %Vﬁ is a Nash equilibrium.

F=1

Furthermore, provided that all cooperative peers use their respective strategies as
specified in the Nash equilibrium action profile, collusion among non-cooperative
peers can be eliminated. Notice that each requesting peer i needs to know the values
of Ws and Z;-i , C; in order to determine its own bid b;. In a practical situation,
these two values can be supplied by the source peer to every requesting peer.

28.2.1.8 Auction Based Approaches Gupta and Somani [138] proposed an
auction based pricing mechanism for P2P file object lookup services. In their model,
each resource (e.g., a file object) is stored in a single node. However, the indices
for such a file object are replicated at multiple nodes in the network and these nodes
are called rerminal nodes. When a peer initiates a lookup request for a certain file
object, the request is sent through multiple paths toward the terminal nodes, as shown
in Figure 28.6. The problem here is that the intermediate nodes need some incentives
in order to participate in the request forwarding process.

Terminal nodes that participate in the auction

Client [ —» )—>»{ r>» = Server

Intermediate nodes along a request path

Figure 28.6 The request forwarding process [138].

Gupta and Somani [138] suggested a novel solution to the incentive problem.
Specifically, the initiating peer attaches a price in the request message it sends to
the first layer of nodes in the request chains. Each intermediate node on the request
chains then updates the price by adding its own “forwarding cost”. The terminal nodes
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also do the same updating before sending the request messages to the data source.
Upon receiving all the request messages, the data source then performs a second price
sealed bid auction (also referred to as Vickrey auction) [265] to select the highest bid
among the terminal nodes. The selected terminal node then needs to pay the price
equal to the value of the second highest bid. With this auction based approach, all
the intermediate nodes on the request chains have the incentive to participate in the
forwarding process because they might eventually get paid by the requester should
their respective request chain wins the auction.

For example, consider the lookup process shown in Figure 28.7. We can see that
the request chain terminated by node T1 wins the auction process and the payoff to
the data source node B is 60. The only intermediate node (node 1) then also gets
a payoff. Gupta and Somani [138] also showed that a truthful valuation in is the
optimal strategy for each intermediate node. Furthermore, based on the requirement
that every message is non-repudiable, it is also shown that the proposed mechanism
can handle various potential threats such as malicious auctioneer, collusion between
data source and a terminal node, forwarding of bogus request message, etc.

Two-phase Vickrey auction
where T1 is the winner

Pay, = 13.33
Initial offered price TE’\‘ 80

RC,
Profit, = 3.33 75 .
Price, = 100 RC Ry =0h
2
70
20
RC.

3

Figure 28.7 An example of the auction process in request forwarding [138].

Wongrujira and Seneviratne [352] also proposed a similar auction based charging
scheme for forwarding nodes on a path from a requesting peer to a data source.
However, they pointed out an important observation that some potential malicious
peers could try to reduce the profits of other truthful peers by dropping the price
messages. To mitigate this problem, a reputation system is introduced in that every
peer maintains a history of interactions with other peers. The reputation value of a
peer is increased every time a message is forwarded by such a peer. On the other
hand, if an expected message exhibits a timeout, the responsible peer’s reputation
value is decreased.
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Wang and Li [346] also considered a similar problem in which a peer needs to
decide how much to charge for forwarding data. Instead of using auction, a compre-
hensive utility function is used. The utility function captures many realistic factors:
the quantitative benefits of forwarding data, the loss in delivering such data, the cost
and the benefit to the whole community. With this utility function, an upstream peer
has the incentive to contribute its forwarding bandwidth while a downstream peer
is guided toward spending the upstream bandwidth economically. Furthermore, a
reinforcement learning component is incorporated so that each peer can dynamically
adjust the parameters in its utility function so as to optimally respond to the current
market situations.

Sanghavi and Hajek [308] observed that in a typical auction based pricing mecha-
nism as described above, there is a heavy communication burden on the peers. Indeed,
the entire set of user preferences has to be communicated from a peer to the auctioneer.
Sanghavi and Hajek then analytically derived a class of alternative information mech-
anisms that can significantly reduce the communication overhead. Specifically, each
peer’s bid is only a single real number in each case, instead of an entire real-valued
function.

Hausheer and Stiller [146] studied a completely decentralized auction approach
for electronic P2P pricing of goods in a system called PeerMart (which is built on top
of Pastry [301]). The key idea is the usage of a broker set which comprises other peers
in the electronic marketplace. Specifically, a broker set consists of peers’ whose IDs
are closest to the ID of the good in the auction. Each of these peers then potentially
acts as the auctioneer in the selling process. The advantage of the broker set based
method is that in case a particular peer in the set is faulty (or even malicious in the
sense that it does not respond to auction requests), another member in the set can take
up the role of auctioneer. An example is shown in Figure 28.8.

28.2.1.9 Exchange Based Systems Motivated by the fact that any pay-
ment/credit based system entails a significant transaction and accounting overhead,
Anagnostakis and Greenwald [15] proposed an exchange based P2P file sharing sys-
tem. The fundamental premises is that any peer gives priority to exchange transfers.
That is, in simple terms, any peer is willing to send a file to a peer that is able to
return a desired file. However, based on this idea, it is incorrect to consider 2-way
exchanges only. Indeed, a “ring” of exchange involving two or more peers, as shown
in Figure 28.9, is also a proper P2P file transfer.

In the exchange based P2P file sharing system, each peer maintains a data structure
called incoming request queue (IRQ). Now, a crucial problem is—how each peer can
determine whether an incoming request should be entertained, i.e., whether such a
request comes from some peer on a ring of exchange requests. It is obviously com-
putationally formidable to determine all the potential multi-peer cycles. Fortunately,
Anagnostakis and Greenwald [15] argues that based on simulation results, in practice
a peer only needs to check for cycles with up to five peers.
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Figure 28.8 An example of fully decentralized auction [146].

Each peer uses a data structure called request tree to check for potential request-
cycles. For example, as we can see in Figure 28.10, a peer A decides to entertain
a request for file object o; because A finds that peer Py possesses an object that
is needed by A. Based on this checking mechanism, the incoming requests are
prioritized. Simulation results indicate that the proposed exchange based mechanisms
are effective in terms of file object download time.

28.2.2 Media Streaming Systems

In this section, we describe several interesting techniques for providing incentives
in a P2P media streaming environment. Broadly speaking, there are two different
structures employed in P2P media streaming: asynchronous layered streaming and
synchronous multicast streaming.

28.2.2.1 Layered Many-to-One Streaming Xu et al. [353] proposed a fully
distributed differentiated admission control protocol called DAC]JZ . In their model,

each requesting peer needs multiple supplying peers to send different layers of media
data. That is, from a topological perspective, each streaming session involves one

719



682 INCENTIVES IN PEER-TO-PEER COMPUTING
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Figure 28.10 Request cycle detection using the request tree data structure maintained at
each peer [15].

single recipient and multiple sources, structured as an two-level inverted tree. Of
course, each supplying peer may also be a recipient of another logically different
streaming session. With this streaming model, each requesting peer needs to actively
contact several supplying peers in order to start a session.

This streaming model is based on a practical observation—peer requests are asyn-
chronous and each peer’s communication capability is different (i.e., heterogeneous
streaming capabilities), as illustrated in Figure 28.11 where peers with different com-
munication supports (e.g., DSL, dial-up, etc.) initiate streaming requests at different
times.
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Difterent
request times

Figure 28.11 Asynchrony and heterogeneity of media streaming peers [80].

A layer-encoded media streaming process is assumed, as shown in Figure 28.12.
As can be seen, each peer performs buffered playback so that the received media data
are kept in a buffer and thus, can be used for streaming to other later-coming peers.
For example, H; initiates a streaming session first and thus, it is served solely by the
server. Peer H; starts its session next and so it can request H;, which has buffered
some media data, together with the server to send it the required data. Similarly, H3
can stream from H; and H» without the server as it starts its session just-in-time to
use the buffered data from the two earlier peers. On the other hand, H,, which starts
too late, cannot stream from H; and Hs. Instead, it receives media data from H5 and
the server.

00:00 00:01 00:02 00:04 00:08

Aequest
Time

—»

. : e P
H, has: [o]1]2]3 H, has H, has Ii2 H, has: |E[2J H, has ilg|1];[3

Figure 28.12 Layered streaming with buffering for serving asychronous requests [80].

Each potential supplying peer has only a limited capacity and thus, an admission
control mechanism is needed. Peers in the system are classified into NV classes accord-
ing to the different levels of uploading bandwidth available at the peers. Each potential
supplying peer Ps maintains an admission probability vector: (Pr(1], Pr[2]..... Pr[N]).
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Here, a smaller index represents a class with a larger uploading bandwidth. Suppose
Ps is itself a class-k peer. Then, its probability vector is initialized as follows:

e Forl <i<k, Pr[i] =1.0;

e Fork <i< N, Prii] = sk5:

Thus, Pg always grants media streaming requests from a higher class peer (i.e.,
one that has a larger uploading bandwidth). Notice that this is similar in spirit to the
incentive approach used in BitTorrent [70]. For requests from lower class peers, Pg
may serve them as governed by the respective probabilities Pr[i] in the vector. If
Ps has not served any request during a certain period of time, then the admission
probabilities of lower class peers will be increased.

Similar to the case in BitTorrent, each peer has the incentive to report a higher
uploading bandwidth because doing so will increase its probability of admission
when it needs to initiate a media streaming session. Xue ef al. [355] extended the
DACpZ to a wireless environment. The key idea in the extension is to exploit the
spatial distribution of mobile devices to form clusters. Users in a cluster interact using
the DAC mechanism.

Habib and Chuang [139] also explored a similar idea in providing differentiated
peer selection to participating peers. Specifically, a peer has only a limited set of
choices (with possibly low media quality) if it behaves selfishly in the system. The
degree of selfishness is reflected by a score known to other peers. The score is
increased if the peer contributes to other peers, and is decreased if it refuses the re-
quests of other peers. Based on a practical emulation study using the PROMISE [148]
streaming system implemented on top of PlanetLab [282], Habib and Chuang [139]
found that the proposed incentive scheme is effective in enhancing the performance
of the system.

28.2.2.2 Multicast One-to-Many Streaming Ngan et al. considered an ap-
plication level multicast system for video streaming. The system is based on Split-
Stream [55] which in turn is built on top of Pastry [301]. The multicast system
considered critically relies on a payment based scheme. Specifically, there are five
components:

e Debt Maintenance: When a peer A forwards video streaming data to a down-
stream peer B, B owes A a unit of debt.

e Periodic Tree Reconstruction: The multicast tree is reconstructed periodi-
cally in order to avoid prolonged unfair connections among peers. An unfair
connection is one between a well-behaved peer and a selfish peer.

e Parental Availability: Any new peer can obtain location and addressing in-
formation about any potential parent peers in the multicast tree. Thus, the
new peer can identify a potential selfish parent if the latter consistently refuses
connection.
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o Reciprocal Requests: In the system, any two well-behaved peers are expected
to have an equal chance of being parent or child in any given multicast tree.

e Ancestor Rating: Thisis a generalization of the Debt Maintenance component.
Here, debts are also accounted for all ancestors of a peer. Specifically, all nodes
on a path in forwarding data from the source to a peer are credited or debited
in cases where expected data is successfully received or not, respectively.

Simulation results indicate that a selfish free-rider is effectively penalized in terms
of the amount of video streaming data received.

Chu and Zhang [158] also considered a multicast based streaming environment.
The streaming process is synchronous and is supported by a multiple description codec
(MDC), in which a server provides several different stripes of video with different
quality. A key feature in this streaming environment is that during each streaming
session, multiple multicast trees are used, each of which is for sending different stripes
of video. This is illustrated in Figure 28.13. With such a streaming structure, a peer
can logically join different trees simultaneously at a different position in each tree.
Specifically, when a peer joins a certain multicast tree at a higher level (e.g., peer A
in the tree for stripe II), it needs to provide a larger uploading bandwidth to serve the
lower level peers in the same tree. On the other hand, a peer can also join a tree as a
leaf so that it becomes a pure recipient in the tree.

Source
. Peer A ( | PeerB ;

")PeerC () Others

Stripe | Stripe Il Stripe |1l

e / 2N 4
Internal [ 1 { \ /
nodes 4 : A =

Leaf Iz'“‘ L I ] !’\ . ! S L S pi
nodes | | ( N X ] ‘ » | ’_ < O L & J ‘f_) B ( ) ‘ ® 9 |

Figure 28.13 Layered video streaming using multiple multicast trees [158].

With this model, Chu and Zhang [158] then studied the effects of different degrees
of altruism. They used a parameter K = f/r, where f is the total uploading band-
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width provided by a peer and r is its total downloading bandwidth. Thus, a larger
value of K indicates a higher degree of altruism for the peer. Similar to many other
P2P sharing systems described above in this chapter, a peer with a higher value of
K can enjoy a better performance (in terms of media quality in the streaming appli-
cation). Simulation results indicate that a small average value of K (e.g., 1.5) can
already improve the overall performance of the whole system.

Shrivastava and Banerjee {341] demonstrated that streaming based on a multicast
structure could be a result of natural selection. The key idea is depicted in Fig-
ure 28.14. The left part of the figure illustrates a situation where multiple peers are
sharing the capacity of a single server. As a result, each peer can only enjoy a small
downloading data rate. However, when peers are organized as a multicast tree, based
on strategic natural selection (detailed below), each peer can enjoy a much larger
downloading rate.

Publisher
Incoming bandwidih
200Kbps
i»\j
b

Outgaing Qutgoing
= bandwitkh fimit andwich limit
A00KHpe ."I \ \\ AD0K b

\ \
\ '\‘
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@0 ©
= g

Figure 28.14 A multicast streaming structure is better off for every peer [341].
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The natural selection process can be illustrated in Figure 28.15. Here, initially the
root is the only source in the system and thus, peer A selects the root as the source,
enjoying a downloading rate of S00Kbps. Now, when a new peer B joins the system,
peer A has basically two choices: (1) serve peer B; or (2) do not serve peer B. To
implement the second choice which seems to be a more favorable one, peer A can
declare to the BSE that its uploading rate is 0 or a value smaller than 250Kbps (which
is half of the capacity of the root). However, in doing so, peer B has no choice but
naturally selects the root to be its streaming source. In that case, peers A and B will
share the root’s uploading capacity and thus, each obtains only 250Kbps data rate. On
the other hand, in anticipation of such an actually unfavorable outcome, peer A should
instead strategically declare its uploading bandwidth to be 300Kbps, which is slightly
higher than the capacity declared by the root. Consequently, peer A can continue to
enjoy a high downloading rate from the root, at the expense of its uploading of data
to peer B at a rate of 300Kbps.
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Figure28.15 Anillustration of the strategic natural selection process in connecting streaming
sources and destinations (BSE is the bootstrap entity providing service information) [341].

Ye and Makedon [361] proposed a useful detection and penalty scheme to tackle
the existence of selfish peers in a multicast streaming session. They observed that a
selfish peer may lie to other peers in that it claims its uploading bandwidth is large
so that it can enjoy a higher probability of being admitted into a streaming session or
enjoy a higher quality of media data. The key of the detection mechanism is that a
downstream peer in a multicast tree returns a “streaming certificate” back to its parent
peer. For example, as shown in Figure 28.16, peers Py, Ps, and P, send streaming
certificates SCert(P;, P;) to the parent peer P; (i = 4, 5, 6). The certificates are sent
periodically and are time-stamped with authentication. Thus, a higher level peer,
e.g., P, can periodically check whether its children peers (i.e., P» and Fs) are selfish
by asking for certificates they have received (if any) from their own children peers.
If a peer cannot produce such a certificate, the higher level peer can then remove
such a potentially selfish peer from the tree. The removal process is manifested as a
termination of media data transmission.

— Media stream
_____ » Streaming certificate

Figure 28.16 Detection and removal of a selfish peer from the streaming multicast tree [361].
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Junetal. [176] also explored a similaridea in their proposed Trust-Aware Multicast
(TAM) protocol. Targeted for detecting and deterring uncooperative peers which can
modify, fabricate, replay, block and delay data, the TAM protocol is based on a
message structure that contains four fields: sequence number, timeout period, data
payload, and cryptographic signature. The sequence number is used for detecting
duplicated or missing data. The timeout period is used for detecting delayed data.
Thus, a selfish (or even malicious) peer can be identified by its children peers in the
multicast tree. Different from the approach suggested by Ye and Makedon [361], the
children peers are responsible for reporting such suspicious selfish peers to the root
(or the server) in the tree. Jun et al.’s scheme is also more flexible in that even upon
receiving such “negative reports”, the root may not discard such suspected selfish
peers immediately. Instead, the root keeps track of a trust metric for each peer in the
tree. A negative report only decreases the trust value. Only when the trust value falls
below some threshold, the suspected selfish peer is discarded from the tree and the
peers under its sub-tree are relocated.

28.3 INCENTIVE ISSUES IN WIRELESS P2P SYSTEMS

Wireless P2P systems [153] are proliferating in recent years. Thanks to the widely
available hot-spot wireless environments, users handheld devices can work with each
other in an ad hoc and impromptu manner. As will be evident in this section, many
techniques designed for wired environments are also applied in a wireless system in a
similar manner. Nevertheless, there is a unique challenge in a wireless environment,
namely the connectivity issue. Furthermore, there is also one more dimension of
cost incurred in each wireless P2P user—the energy expenditure, which is of prime
concern to the user as wireless devices are largely powered by batteries.

28.3.1 Routing and Data Forwarding

In a wireless P2P system, the connectivity among peers is itself a bootstrap sharing
problem. Indeed, if wireless users are unwilling to cooperate in performing routing
and data forwarding, the wireless network can be partitioned so that service providers
cannot be reached by potential service consumers. In view of this critical challenge,
there has been a plethora of important research results related to incentive issues
for ad hoc routing and data forwarding. In the following, we briefly cover several
interesting techniques that are based on payment mechanisms, auction mechanisms,
reputation systems, and game theoretic modeling.

Ileri2005 et al. [162] proposed a payment based scheme for enticing devices to
cooperate in forwarding data for other devices in the network. The payment is not in
monetary terms but in terms of of bits-per-Joule. Specifically, the utility of a user 1
in the network is defined as:

Ti(ps)
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where u; is the utility, p; is the transmit power, and T; is the throughput. That is, the
utility is equal to the average amount of data received per unit energy expended, also
in bits-per-Joule.

The payment system also involves an access point in the wireless network. Specif-
ically, the access point also tries to maximize its revenue by using two parameters, ;
and A, judiciously. Here, A is the unit price of service provided by the access point to
any device in the network. On the other hand, p is the unit reimbursement the access
point provides to any device which has helped forwarded other devices’ traffic. The
access point’s revenue is therefore given by:

o= Y Ay - Y uriffor (28.11)
all users i all forwarders ;

where Tim is the service provided by the access point to user ¢ and Tﬁzﬁ'for is the
service forwarded by a forwarder j to the access point. The situation is as shown in

Figure 28.17.
Access point maximizes revenue
over broadcasted A and #
User responses are different for
every 4 and i

Fraction (1 - k) of user 2's channel Fraction / of user 1's data stream
is reserved for its own data

Fraction k of user 2's channel is
devoted to forwarding for use 1 ™~

Fraction (1 - /) of

: User 1 maximizes its net utility
user 1's data stream

over p1 and/ for every 4 and i

User 2 maximizes its net utility
over p2 and  for every 4 and 4

Figure 28.17  Charging of network service and reimbursement of data forwarding [162].

Simulation results indicate that the proposed service reimbursement scheme gen-
erally improves the network aggregate utility.

Salem et al. [305] also considered a payment based scheme for encouraging coop-
eration. However, their scheme involves real monetary costs and a payment clearance
infrastructure (e.g., a billing account for each user). The charging and rewarding
scheme is similar to that we described above—a forwarder will get reimbursed and a
normal user using network service will get charged.
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Marbach and Qiu [234] investigated a similar problem based on individual device
pricing. However, the main differences are that each device is allowed to freely decide
how much to charge for forwarding traffic (in previous researches, usually the unit
price is the same for all device) and there is no budget constraint on all the devices.

Wang and Li [346] proposed an auction based scheme similar to the work by Gupta
and Somani [138] that we described in Section 28.2.1.8. Specifically, each deviceina
wireless ad hoc network declares its cost for forwarding data when some other device
wants to initiate a multihop transmission. After considering all possible paths that
are able to reach the destination device, the least cost path is chosen and the devices
on the path are paid for their forwarding. Again using a VCG based analysis, it is
shown that the dominant action for each device is to report its true cost of forwarding.
Wang and Li also showed that no truthful mechanism can avoid collusion between
two neighboring devices in the forwarding auction game.

Buchegger and Le Boudec [45] observed that while economic incentives such as
payment approaches can entice selfish users to help in routing and forwarding data
but may not be able to handle other types of misbehaviors such as packet dropping,
modification, fabrication, or timing problems. Thus, they proposed to use a reputation
system in which every user provides “opinion” data to the network based on observing
the behaviors of neighboring devices. After a user device has gathered such opinions
(both from itself or from others, i.e., second-hand information), it can carry out a
Bayesian estimation so as to classify the neighboring devices as malicious or normal.
A neighboring device that is identified as a malicious user is then isolated from the
network by rejecting its routing and forwarding requests.

Felegyhazi er all. [116] reported an interesting game theoretic analysis of the
forwarding problem in ad hoc networks. Instead of using a payment based strategy,
the model employs a purely utility concept in that a device’s utility is equal to its
payoff when it acts as a data source (i.e., the sender of a multihop traffic), minus the
cost when it acts an intermediate device (i.e., a forwarder of other sender’s traffic) in
any time-slot. Here, both the payoff and cost are defined in terms of data throughput.
Thus, an important assumption in this model is that only the sender has a positive
payoff, while all the intermediate devices enjoy no payoff but just incur forwarding
costs. Specifically, the destination device (i.e., the receiver of the multihop traffic)
also enjoys no payoff. This may not conform to a realistic situation. Simulations were
done to estimate the probability that the conditions for a cooperative equilibrium hold
in randomly generated network scenarios.

28.3.2 Wireless Information Sharing Systems

Wolfson ef al. [350] investigated an interesting opportunistic wireless information
exchange problem in which a moving vehicle transmits the information it has collected
to encountered vehicles, thereby obtaining other information from those vehicles
in exchange. The incentive mechanisms suggested are based on virtual currency.
Specifically, each mobile user carries some virtual currency in the form of a protected
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counter. Two different mechanisms are considered: producer-paid and consumer-
paid. In the former, the producer of information pays while the consumer pays in the
latter. The price P of a piece of information item (e.g., availability information about
a parking lot) is given by:

P=E—t-g- (28.12)

where F is the gross valuation of the information item, ¢ is the time elapsed since the
information itemis created, d is the distance to travel before the user of the information
can reach the relevant location (e.g., the parking space), and v is the speed of the user.
Simulation results under a simple situation where there are only one consumer and
two parking spaces indicate that the proposed incentive mechanisms are effective,

Yeung and Kwok [363] considered an interesting scenario in wireless data access:
anumber of mobile clients are interested in a set of data items kept at a common server.
Each client independently sends requests to inform the server of its desired data items
and the server replies in the broadcast channel. Yeung and Kwok investigated the
energy consumption characteristics in such a scenario.

q(d,) q(d.) afd,) qd.)
A A A
da ‘ dc db
t t+L time
_| Downlink broadcast traffic (server) T Query arrives; Send request (client)

Figure 28.18 System model for wireless data access [363].

Figure 28.18 depicts the system model for wireless data access. It consists of a
server and a set of clients, N. The clients are interested in a common set of data
items, D, which are kept at the server. To request a specific data item, d,. client {
is required to inform the server by sending an uplink request, represented by ¢;(d,).
The server then replies with the content of the requested data item, d,, in the common
broadcast channel. This allows the data item to be shared among different clients. As
illustrated in Figure 28.18, both clients j and k request the same data item, d, in the
second interval. However, the server is required to broadcast the content of d. only
once in the next broadcast period, which reduces the bandwidth requirement.

To successfully complete a query, a client expends its energy in two different
parts: (1) informing the server of the desired data item, Ey/p; and (2) downloading
the content of the data item from the common broadcast channel, Epr. The energy
cost of sending a request to the server is represented by E,. If a client sends a request
for each query, then Ey;;, would be the same as E,. However, we show that clients
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need not to send requests for each query even without caching. This implies that Ey;,
does not necessarily equal E. In general, the total energy required to complete a
query, Eg, is given by:
EQ =Eyr + Epy (28.13)

It is assumed that Ep, is the same for all clients, but its value depends on the size
of a data item. In practice, E is a function of various quantities, including spatial
separation, speed, instantaneous channel quality, bit-error rate requirement, etc. For
simplicity, however, Ej is also assumed to be a fixed quantity.

Based on this model of wireless data access, a novel utility function for quantifying
performance is defined as follows:

_ Etotal

U = = (28.14)
Eq

The objective is then to reduce the amount of energy consumed in the query process
such that every client’s utility (Equation (28.14)) is increased.

Based on the utility function, Yeung and Kwok formulate the wireless data access
scheme as a non-cooperative game—wireless data access (WDA) game. Their game
theoretic analysis shows that even without using client caching, the clients do not
need to send requests to the server. Simulation results also indicate that the proposed
scheme, compared with a simple always-request one, increases the utility and lifetime
of every client while reducing the number of requests sent, at the cost of slightly larger
average query delay. They also compared the performance of the proposed scheme
with two popular schemes that employ client caching. The simulation results show
that caching only benefits clients with high query rates while resulting in both shorter
lifetime and smaller utility in other clients.

28.3.3 Network Access Sharing

Efstathiou and Polyzos [101] studied the problem of building a federation of wireless
networks using a fully autonomous P2P approach. Specifically, in their system model.
there are multiple WLANS, each of which is considered to be completely autonomous.
When a user of one WLAN enters the domain of a different nearby WLAN, the latter
would also admit the user based on a reciprocity idea. To achieve this, each WLAN is
equipped with a domain agent (DA) which is responsible for managing the roaming
of foreign users. Each DA maintains a counter of tokens, which is increased when a
foreign user is admitted to its WLAN, and is decreased when a local user travels to a
foreign WLAN. The DAs of different WLANS interact with each other in a pure P2P
fashion. Thus, the advantage of this approach is that there is no need to set up prior
pairwise administrative agreements among different WLANs.

Based on a prototype built using Cisco WLANS, it is found that the proposed P2P
based roaming scheme is efficient.

Kang and Mutka [181] considered an interesting problem in which peers share the
access cost of wireless multimedia contents. Specifically, one peer in the network
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serves as a proxy which pays a network server in order to download some multimedia
contents in a wireless fashion. Other peers in the system then share the contents
without incurring any cost. This is achieved by having the proxy broadcast the
received multimedia data to the peers within its transmission range. For other distant
peers, rebroadcasting by the edge peers is employed to serve them. This is illustrated
in Figure 28.19 (left side).

_/”"'-- Interngt " T ~Internet

\. s il Cortert

Figure 28.19 Illustration of network access cost sharing (left), and round-robin scheduling
of proxy (right) [181].

This idea of cost sharing in wireless data access is called CHUM (cooperating
ad hoc networking to support messaging). A key component in such sharing is the
cost sharing mechanism. In the CHUM system, the peers take turn, in a round-robin
manner, to serve as the proxy. This is illustrated in Figure 28.19 (right side). It is
assumed that the peers have the incentive to follow this round-robin rule based on the
reciprocity concept. Simulation results indicate that 80% of network access cost is
saved even with just six peers in the system.

28.4 DISCUSSION AND FUTURE WORK

We have seen that in both wired and wireless systems, the major techniques for
providing incentives are: payment (virtual or real), exchange (barter), reciprocity
(pairwise), reputation (global), and game theoretic utility. Payment based systems
work by exploiting a user’s incentive in increasing or even maximizing its “revenue”.
However, such an incentive may not be appropriate in some practical situations. For
instance, a cellular phone user may not be interested in his or her income (from
such sharing) but care more about the quality of service derived from the device.
Exchange based systems fit very well in file sharing applications because users have
strong incentives for trading interested files (e.g., music files). For other applications
such as forwarding of data (e.g., in wireless ad hoc networks), it is debatable as
to whether in practice a user would be interested in exchanging data forwarding
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capabilities. Reciprocity (in a pairwise manner) is similar in spirit as a exchange
based mechanism. The major difference is that exchange is usually memoryless in
that every exchange transaction is treated as a rendezvous event, while a general
reciprocity is achieved when devices help each other during different points in time.
Thus, such a difference leads to the requirement that users have to keep memory about
the prior transactions so that users can “pay back” each other. Due to this history
based feature, reciprocity mechanism suffers from one drawback—a user may not
be still in the system when he/she needs to pay back. Such a possible “future loss™
may deter a user from genuinely contributing to the community for the fear of not
getting deserved pay back. Reputation based systems can be seen as a generalized
form of reciprocity. Specifically, while reciprocity is about a particular user pair, a
reputation value is a global assessment perceived by all users in the sense that the
reputation value is computed by using observations made by many different users.
By nature, similar to reciprocity mechanism, reputation systems require substantial
memory, centralized or distributed, for recording the reputation values. Thus, it seems
that such a system is more suitable for situations where there is a persistent entity,
which is logically external to the P2P system, for keeping track of the reputation
values. For example, such an entity may be a centralized auctioneer in a electronic
auction community, or the base station (access point) in a wireless network. Game
theoretic incentive mechanisms are convincing in the sense that the utility function
used can usually cover a multitude of important metrics. But the problem is that it is
sometimes difficult to achieve an efficient distributed implementation of the resultant
protocols.

Perhaps except in a exchange based system which involves “stateless™ interac-
tions, all other incentive mechanisms could suffer from tampering or fabrication of
the “incentive parameter” used: the money (virtual or real) in a payment based sys-
tem, the reciprocity metric, and the reputation value. Thus, additional mechanisms,
usually based on cryptographic techniques, are needed to guard against such potential
malicious attacks to the incentive mechanisms. In particular, whitewashing is widely
considered as a very low cost technique for a selfish or malicious user to work around
the incentive scheme.

Obviously, there are plenty of room for future research about incentive mecha-
nisms in P2P sharing environments. Most notably, revenue maximizing [364] in a
hybrid P2P system (e.g., the so-called converged wireless architecture where an in-
frastructure based cellular network is tightly coupled with P2P WLANS) is of a high
practical interest because we have witnessed more and more cellular subscribers try
to share their resources without the intervention of the cellular service provider. In a
data sharing environment, server peer selection [204] is another important direction
because we believe that users care more about the quality of service achieved than
about the revenue or cost they incur in participation. In economics terms, people,
especially wired or wireless game players, are quite inelastic about the costs. Nev-
ertheless, energy conservation [206, 205] is still of a prime concern in any wireless
P2P sharing network because energy depletion cannot be compensated in any way
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by increased revenue generated in a payment based sharing system. Thus, perhaps
in a game theoretic setting, we should incorporate energy expenditure in the utility
function. Finally, topology control [207] in a wired (overlay networks) or wireless
(ad hoc networks) is also important in the sense that sharing is usually interest-based,
meaning that users naturally form clusters with similar interests, and as such, related
users would be more cooperative in following the incentive protocols. Consequently,
building an interest-based sharing topology could be helpful in enhancing the effec-
tiveness of sharing.

28.5 SUMMARY

In this chapter, we have presented a detailed survey of incentive techniques for pro-
moting sharing (discrete or continuous data) in a peer-to-peer system. We have
considered well known mechanisms that are proposed and have been deployed in the
Internet environment. The techniques used can be classified into: payment based,
exchange-based, reciprocity, reputation, and game theoretic. These techniques are
also applicable in general to a wireless environment. However, a wireless P2P system,
while still in its infancy, has a unique challenge—the connectivity among devices is
by itself a crucial “sharing” problem (sharing of energy and bandwidth). Much more
work needs to be done in related problems such as revenue maximizing (or pricing)
in a hybrid wireless P2P system, intelligent peer selection in a data sharing network,
energy aware incentive mechanisms, and interest based topology control.

PROBLEMS

28.1 What is the major difference between a barter based incentive scheme and a
reputation based incentive scheme?

28.2 What is the key difficulty in implementing a payment based incentive scheme?

28.3 Explain why a wireless P2P system needs incentives in maintaining connec-
tivity among the devices.
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APPENDIX A

OPTIMALITY OF MINIMUM DISTANCE
DECODER

In this appendix, we shall prove that minimum distance decoding minimizes the
error probability. Consider a demodulator for a M-ary modulator. Let S denote the
signal space containing the M constellation points and R = Ry |JR2UJ ... URMm
be a decision region of the demodulator. Note that the decision region R is in fact
a partition of the signal space into M regions where R;(|R; = (no intersection
between regions). Figure A.1 illustrates one example of a decision region.

Given a decision region, the decision rule is to pick &, if the received vector ¥,
falls in region R,,. Hence, any specific decoding scheme can be characterized by a
corresponding decision region R. Given that §) is transmitted, the error probability

is given by:
P.(31) = [ o (351) a7 =1~ [ o (g15:) a5
RS Ry
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698 OPTIMALITY OF MINIMUM DISTANCE DECODER

R_'u = {ys: decide}

e Y

Figure A.1  Illustration of decision regions for a digital demodulator with respect to
quartenary modulator.

where R§ = S\R;. Hence, the average error probability (averaged over all possible
transmitted constellation points) is given by:

M

M
P.= Y (5) [ p(@5:d7 =1- 30 (3) [ sl135)d7
=1 Re Jj=1 R,

Since each received vector ¢ must belong to one and only one decision region, we
should assign § to R; (for minimizing the average error probability) if p(7]5;)p(5;)
is maximized. If we assume equi-probable constellations (i.e., P(5;) = 1/M), the
optimal demodulation rule is given by:

§= argmax p(¥|s).
se{31,..5m}

This is called the maximal likelihood demodulation. Since the channel is AWGN, the
received vector is given by:

-

T=8+7

and

»(519) = e (kg [5-)
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where K is some constant and o2 is the variance of the channel noise. Hence. the
solution of the maximal likelihood decoding becomes:

2 2
§ = argmin Hﬁ - §H =  argmax [2§ °35 — i sH }
?,-'e{?; ...... z_u} 3 (ra U z_\,}
TS Té’
= arg max f_}/y(f)s(t)dt —/.92(£Jd1‘ (A1)

3e{3,,.....;,‘_,} g J

In other words, the minimum distance decoding is equivalent to the maximal
likelihood decoding which is equivalent to the correlator structure as illustrated by
the above equation.
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CCK, 275
DBPSK, 273
DQPSK, 273
GFSK, 273
GMSK, 42
0-QPSK, 39,4142
QAM, 36, 70, 78, 98, 275
QPSK, 36, 39, 41-42, 70, 78, 86, 98, 275
quariernary modulator, 37
time-orthogonal, 43
Motorola, 397
MPEG-4, 574-575, 577
multi-user communication, 47, 49, 61, 73, 81, 85
multi-user interference, 61, 67, 72-73, 77
multiaccess coding, 50, 52
multimedia, 562, 575
NAP, 326
NAT, 379, 386-387
NCP, 380
Nokia, 397
Nokia 6230i, 408
NS-2, 480
OFDM, 272, 274-276, 283-284
OMA, 397
OPNET, 480
P2P computing. 664, 666, 668, 670, 672-673, 686,
692, 694695
free-riding, 663665, 667
BitTorrent, 649, 667-668, 684
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Napster, 648, 666667
topology control, 646647, 651, 653-656,
661-662
packet scheduling, 433435, 437, 439, 443-445,
447, 449-454
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effort fair, 446448
fairness, 433-434, 437, 445-454
HSDPA, 220, 226, 236, 244, 247, 249-250, 252,
254-255, 453
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HS-DSCH, 252
HS-SSCH, 252
HSUPA, 254
outcome fair, 446448, 450-451, 453
proportional fair, 434, 451452
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PCS. 117-119, 121
Fhone.com, 397
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Bluetooth, 293, 302
WLAN, 270-272, 279
power conservation, 455-456, 458, 460, 468, 470,
472-473
power control, 458, 460, 468, 470473
power management
idle mode, 455-456, 458, 463, 470, 472473
sleep mode, 456, 458, 4634635, 467
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PPP, 290-291
PSNR, 562
QAM, 274-275
QoS, 260, 271, 276-279, 282-284
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random backoff, 269-272, 280, 297
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Rayleigh fading, 442
See also channel
RC4, 533-534
RED, 426
RFC 1883, 379
RFC 2068, 409
RFC 2460, 379
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RTS, 268, 270
SDMA, 54, 70, 72, 86, 112
interference nulling, 72-73
MMSE, 72-73
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Bluetooth, 304-305
Shannon C.E., 573
signal, 1-3, 5-7,9, 12-14, 16
narrow band, 7, 9, 12, 16
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spread spectrum system, 101, 103, 105
S§7,179
superframe, 342
TACS, 113, 116-117
TCP, 290, 371
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cumulative ACK, 414
duplicate ACK, 415
EBSN, 427
ECN, 426
ELN, 427
mark font, 426
mark tail, 426
New-ECN, 426
NewReno, 425
Reno, 415, 425, 430
retransmission, 414
slow start, 415
Tahoe, 425
wireless
AIRMAIL, 420
end-to-end approaches, 425
I-TCP, 422
link layer approaches, 419
M-TCP, 423
MTCP, 423
NewSnoop, 421
ReSoA, 423
RLP, 421
SACK, 425
Snoop, 421
split-connection, 422
TDMA, 48, 54-57, 59, 62-64, 73-74, 77-78, 82,
86, 176, 181, 184, 186-188, 192, 216
TKIP, 520, 533, 535-536
TLS, 395
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CN, 221
CPCH, 229
CPICH, 230
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FACH, 229
GGSN, 222
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H.323, 546-549, 551-553, 555-556, 560
iGSM, 546-549, 551-553, 555-556, 560
misrouting, 546, 553, 555, 560
tromboning, 553, 555, 560
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WAP, 395-398, 400404, 406410, 412

768

Bluetooth, 286, 290
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WCMP, 407

WDP, 404, 406-407
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WTA, 402, 404

WTAI, 398, 402
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WTP, 396, 404-406

WCDMA, 527
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bivariate polynomials, 621-623, 629, 643
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key establishment, 618, 631, 633, 635, 638, 640,
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key management, 615, 617, 619, 642-643

deployment knowledge, 619, 629, 643

key predistribution, 618-625, 627-629, 638,
642-643

random key pool, 622, 630, 638, 643
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TinyOS, 616
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WLAN, 14, 259-261, 274-277, 279-284, 359,

372, 497, 499, 517, 546, 556-557, 560
AIFS, 278-279
BSS, 260-263, 266, 271, 278
DCF, 261, 269-272, 278, 283-284
DIFS, 270, 278-280
distribution system (DS), 260, 262-263, 266
EDCF, 278-279, 283-284
ESS, 262-263, 266
HCF, 278-279, 283-284
IEEE 802.11, 260-263, 266, 269, 272-274,
277-281, 330, 332, 338, 342, 348,
354-355, 520, 534, 540, 546
DIFS, 559-560
IFS, 556, 559
SIFS, 560
IEEE 802.11a, 260, 274-276, 281, 330, 347,
352,355
IEEE 802.11ag, 276, 284
IEEE 802.11b, 49, 85, 260, 275-276, 533-5334
IEEE 802.11e, 260, 277-278, 282
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IEEE 802.11g, 14, 275-276, 280, 284 PIFS, 270-272, 279

IEEE 802.11i, 533, 536 SIFS, 270-271, 280

IEEE 802.11n, 282 WEP, 520, 533-536, 541
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