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CLAIMS 

Claim Identifier Claim Language 

1 [1.1] A wireless end-user device comprising: 

[1.2] a wireless wide area network (WWAN) modem 
to receive and transmit Internet data between 
the device and at least one WWAN when con-
figured for and connected to the at least one 
WWAN; and 

[1.3] one or more processors configured to execute 
one or more processes in a kernel execution 
partition, one or more processes in an applica-
tion execution partition, and one or more pro-
cesses in a protected execution partition, 

[1.4] the one or more processes executed in the ker-
nel execution partition including an operating 
system packet network stack to pass Internet 
data packet traffic between the WWAN modem 
and one or more applications executing in the 
application execution partition, 

[1.5] the one or more processes executed in the ker-
nel execution partition including … an applica-
tion identification agent to classify individual 
flows of the Internet data packet traffic passing 
through the stack according to which of the one 
or more applications is associated with a partic-
ular individual flow, 

[1.6] the one or more processes executed in the ker-
nel execution partition including … a service 
measurement agent to measure, for classified 
individual flows, an amount of the Internet data 
packet traffic associated with each of the one or 
more applications, and 

[1.7] ] the one or more processes executed in the ker-
nel execution partition including … a policy 
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Claim Identifier Claim Language 

control agent to apply application-specific traf-
fic policy controls to classified individual 
flows, 

[1.8] the one or more processes executed in the pro-
tected execution partition including one or 
more device agents with limited privileges to 
access processes executing in the kernel execu-
tion partition, including 
 

[1.9] one or more device agents … including a privi-
lege to configure the application-specific traffic 
policy controls of the policy control agent, and 

[1.10] one or more device agents … including … a 
privilege to receive at least one of Internet data 
packet traffic passing between the operating 
system packet network stack and the WWAN 
modem, and traffic information including the 
measured amount of the Internet data packet 
traffic associated with each of the one or more 
applications. 

2 [2] The wireless end-user device of claim 1, the 
one or more processors further configured to 
execute, in the application execution partition, 
at least one device-assisted-services agent to 
communicate with at least one device agent ex-
ecuted in the protected execution partition. 

3 [3.1] The wireless end-user device of claim 1, further 
comprising one or more memory partitions to 
store program code for the respective processes 
of the operating system packet network stack, 
the application identification agent, the service 
measurement agent, the policy control agent, 
and the one or more device agents, the one or 
more processors configured to retrieve the 
stored program code from the one or more 
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Claim Identifier Claim Language 

memory partitions to execute the respective 
processes. 

[3.2] The wireless end-user device of claim 1, further 
comprising one or more memory partitions to 
store program code for the respective processes 
of the operating system packet network stack, 
the application identification agent, the service 
measurement agent, the policy control agent, 
and the one or more device agents, the one or 
more processors configured to retrieve the 
stored program code from the one or more 
memory partitions to execute the respective 
processes. 

4 [4.1] The wireless end-user device of claim 3, 
wherein the one or more memory partitions in-
clude a separately protected device-assisted ser-
vices partition to store the program code for the 
one or more device agents, 

[4.2] the one or more device agents further compris-
ing an access control integrity agent having ex-
clusive permission to update program code 
stored in the separately protected device-as-
sisted services partition. 

5 [5] The wireless end-user device of claim 4, the ac-
cess control integrity agent further configured 
to validate the program code for the one or 
more device agents. 

6 [6] The wireless end-user device of claim 3, 
wherein the one or more memory partitions 
comprise a device-assisted services partition to 
store device service state information, the de-
vice service state information only modifiable 
by the one or more device agents. 
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7 [7] The wireless end-user device of claim 6, the 
one or more device agents further comprising a 
service control link configured to securely com-
municate with a network service controller. 

8 [8] The wireless end-user device of claim 7, 
wherein the service control link is further con-
figured to receive at least one of the applica-
tion-specific traffic policy controls from the 
network service controller.  

9 [9] The wireless end-user device of claim 7, 
wherein the service control link is further con-
figured to transmit at least some of the device 
service state information to the network service 
controller. 

10 [10] The wireless end-user device of claim 9, 
wherein the one or more device agents are fur-
ther configured to retain the transmitted device 
service state information until after an instruc-
tion is received from the network service con-
troller acknowledging that the device service 
state information can be deleted. 

11 [11] The wireless end-user device of claim 1, the 
one or more device agents further configured 
to, based on the application-specific traffic pol-
icy controls, configure application settings for 
the one or more applications. 

12 [12] The wireless end-user device of claim 1, the 
one or more device agents further configured to 
calculate, separate from the traffic information, 
a service usage measurement for the Internet 
data packet traffic passing between the operat-
ing system packet network stack and the 
WWAN modem. 

13 [13] The wireless end-user device of claim 1, the 
one or more device agents further configured to 
encrypt Internet data packet traffic passing 
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from the operating system packet network stack 
to the WWAN modem. 

14 [14] The wireless end-user device of claim 1, 
wherein the protected execution partition com-
prises a secure virtual execution environment. 

15 [15] The wireless end-user device of claim 1, 
wherein the privilege to configure the applica-
tion-specific traffic policy controls of the policy 
control agent is an exclusive privilege for one 
or more of the device agents executed in the 
protected execution partition. 

16 [16] The wireless end-user device of claim 1, the 
WWAN modem comprising a modem execu-
tion partition configured to calculate, separate 
from the traffic information, a service usage 
measurement for the Internet data packet traffic 
passing between the operating system packet 
network stack and the WWAN modem. 

17 [17] The wireless end-user device of claim 16, the 
modem execution partition further comprising a 
modem control link to communicate the calcu-
lated service usage measure to at least one of a 
network service controller and at least one de-
vice agent executed in the protected execution 
partition. 

18 [18] The wireless end-user device of claim 2, further 
comprising a user interface, the at least one de-
vice-assisted-services agent comprising a user-
interface agent to display to a user, and allow 
modification to, at least one policy setting af-
fecting at least one of the application-specific 
policy controls. 
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Samsung Electronics Co., Ltd. (“Petitioner”/”Samsung”) petitions for IPR of 

claims 1-18  (“Challenged Claims”) of U.S. Patent 10,028,144 (“’144 Patent”).   

 

I. IPR REQUIREMENTS 

A. Standing 

The ’144 Patent is available for IPR.  This petition is being filed within one 

year of complaint being served against Samsung.  Samsung is not barred/estopped 

from requesting this review. 

B. Challenge, Relief Requested 

Samsung requests an IPR of the Challenged Claims on the below grounds, 

which are supported by Dr. McDaniel’s testimony in SAMSUNG-1003 (¶¶1-279). 

Ground Claim(s) 35 U.S.C. § 102/103 

1A 1-11, 13, 15, 18 §103: Wright 

1B 12, 16, 17 §103: Wright-Tzannes 

1C 14 §103: Wright-Smith 

 

Reference Filed Published 

Wright 10/29/2007 02/28/2008 

Tzannes 4/12/2007 10/2/2008 

Smith  2005 (SAM-

SUNG-1012) 
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C. Claim Construction  

No formal claim constructions are necessary here because “claim terms need 

only be construed… to resolve the controversy.”  Wellman, Inc. v. Eastman Chem. 

Co., 642 F.3d 1355, 1361 (Fed. Cir. 2011); SAMSUNG-1003, ¶¶19-48.  Petitioner 

reserves the right to respond to construction(s) offered/adopted in this proceeding.  

Petitioner is not conceding that claims satisfy all statutory requirements, nor waiving 

arguments/ground that cannot be raised here.  Petitioner applies art consistent with 

Patent Owner’s infringement allegations.  SAMSUNG-1035; SAMSUNG-1004.   

 

II. ’144 PATENT 

The ’144 Patent provides a mobile phone/device, which includes a wireless 

wide-area network (WWAN) modem and multiple partitioned execution environ-

ments (as shown below), and which receives policies and/or rules from a server.  

SAMSUNG-1001, FIG. 1, Abstract, 5:16-41. SAMSUNG-1003, ¶¶67-73. 
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The application for the ’144 Patent was allowed without any rejections.  SAM-

SUNG-1002, 25. 

 

III. THE CHALLENGED CLAIMS ARE UNPATENTABLE  

A. GROUND 1A:  Wright Renders Obvious Claims 1-11, 13, 15, and 
18 

1. Wright 

Wright provides a system for administering “protection of data accessible by” 

a mobile device.  SAMSUNG-1005, ¶13; SAMSUNG-1003, ¶¶74-82. 

Wright’s FIG. 2B (below) depicts a “mobile computer system” (referred as 
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client system or client-side system 201) that communicates with a server system.  

SAMSUNG-1005, ¶53. 

 

As shown, client system 201 includes multiple components/modules for cli-

ent-side management and enforcement of policies related to network traffic.  SAM-

SUNG-1005, ¶¶65-67, 54.  Client side system 201 “monitors the user’s changes in 

location and/or security features” (via modules 208 and 210) and “applies the appro-

priate policies automatically as the user moves… or [as] different security features” 

are activated/deactivated.  SAMSUNG-1005, ¶¶53, 67-68.  Policy setting module 

212 “receives, installs and updates” security policies received from the server sys-

tem, which are enforced by policy enforcement module 214.  SAMSUNG-1005, 

¶¶68, 71-73, 61, Abstract. 



Attorney Docket No. 39843-0190IP1 
IPR of U.S. Patent No. 10,028,144 

 

5 

Like the FIG. 2 embodiment, Wright’s FIG. 8 embodiment depicts and de-

scribes a server system (policy server) interacting with a client mobile device (over 

a network and via communication port 842) and enables protecting data accessible 

by the device.  SAMSUNG-1005, ¶¶65, 235-237. 

 

As shown, client side system is partitioned into a user/application space and a 

kernel space.  SAMSUNG-1005, FIG. 8, ¶¶228, 237-238.  The application/user 

space includes a policy engine 832, a user interface module 804, applications 830, 

and a layer services provider 814.  Id.   

Policy engine 832, which performs functionality similar to that of policy set-

ting module of FIG. 2B, communicates with kernel components (e.g., components 
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824, 818, 822) that enforce policies and perform packet filtering.  SAMSUNG-1005, 

¶¶237-238, 283.   

One or more applications 830 communicate, via an interface, with LSP 814, 

which “determine[s] which application… is accessing the network and what net-

working services the application will be using.”  SAMSUNG-1005, ¶¶239-240.  This 

information is used by the above-described kernel components, e.g., to perform en-

forcement of network traffic policies (and associated network packet filtering).  

SAMSUNG-1005, ¶¶283, 264-269, 239, 241 (filter determines application for which 

a packet is destined and decides whether to forward or filter traffic).  SAMSUNG-

1003, ¶¶58-59, 80-82. 

     

2. Claim Analysis 

a) Claim 1 

[1.1]  

Wright discloses a wireless end-user device.  Wright’s system and techniques 

“provide[] for the administration of the protection of data accessible by a mobile 

device,” which “include portable computing devices that access a network or another 
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computer.”1  SAMSUNG-1005, ¶15.  Per Wright, mobile devices are “wireless de-

vice[s]” because they can “access a network …through a wireless connection.”  Id. 

As shown below, Wright teaches different types of end-user devices, e.g., 

notebook computer 122, personal digital assistant (PDA) 124, notebook computer 

164, PC Desktop 166, and mobile devices 148, 150, disposed at different locations 

across network 100.  SAMSUNG-1005, ¶¶49-52, FIG. 1.   

 

SAMSUNG-1005, FIG. 1 

 
1 Emphasis added throughout unless otherwise noted. 
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Similarly, in the context of FIGS. 2A-2B and FIGS. 7-8, Wright teaches sys-

tems implemented using mobile devices, which a POSITA2 understood would in-

clude the example end-user devices described in the context of FIG. 1.  SAMSUNG-

1005, ¶¶53-84, 237-287; FIGS. 2A-2B, 7-8; SAMSUNG-1003, ¶¶110-114.  Addi-

tional details of Wright’s device are described below in [1.2]-[1.10]. 

 

[1.2]  

Wright’s end-user device communicates with wireless cellular networks, such 

as GPRS, GSM, and 3G.  SAMSUNG-1005, ¶¶289, 293.  Fig. 1 (below) shows and 

describes a mobile device (e.g., PDA 184) communicating with a wireless network 

access point, which is “associated with a cellular base station providing network 

access through a” GPRS, GSM, 3G, or “other kind of mobile device wireless com-

munication system.”  SAMSUNG-1005, ¶¶52, 73, Fig. 1.   

 
2 See SAMSUNG-1003, ¶¶4-21, 24-26. 
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SAMSUNG-1005, FIG. 1 (annotated) 

Network interface cards (NICs) or network adapters are implemented at 

Wright’s device to facilitate device’s wireless communication with such wireless 

cellular networks.  SAMSUNG-1003, ¶¶113-118.  Per Wright, “different security 

polic[ies]” are “applied for particular classes (e.g., 802.3, 802.11a, 802.11b, GPRS, 

GSM, 3G) of NICs” and/or policy engine determines “from the operating system[,] 

the class” (e.g., GPRS, GSM, 3G) of the network adapters on the mobile device.  

SAMSUNG-1005, ¶¶73, 289, 293.    

A POSITA understood that (1) wireless cellular network (GPRS, GSM, 3G) 

are WWANs (SAMSUNG-1003, ¶116) and (2) a device’s “network adapters” 
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(NAP) and/or “network interface cards” (NIC) that enable access to wireless net-

works are examples of modems.   SAMSUNG-1003, ¶116; SAMSUNG-1013, 77-

84.  Because Wright’s device includes NICs and NAPs that enable access to one or 

more WWANs, a POSITA understood or found obvious that these components are 

WWAN modems.  SAMSUNG-1003, ¶116; SAMSUNG-1013, 9; SAMSUNG-

1023, 768. SAMSUNG-1045, 11:12-16. 

Wright’s WWAN modem receives and transmits Internet data between the 

device and at least one WWAN.  Per Wright, mobile device accesses the Internet via 

a WWAN (and its associated network access point).  SAMSUNG-1003, ¶117.  As 

FIG. 1 shows, a PDA communicates with a wireless network access point, e.g., “a 

cellular base station providing network access through a” GPRS, GSM, or 3G net-

work, which in turn enables access to the Internet, such as e.g., to “an Internet shop-

ping site server 110.”  SAMSUNG-1005, ¶¶51-52, 85,  222, 231-232, 49-54; FIG. 

1. 

A POSITA understood or found obvious that Wright’s WWAN modem, 

which communicates, via a wireless cellular network, with servers or other devices 

on the Internet, would receive and transmit Internet data between the device and 

at least one WWAN.  SAMSUNG-1003, ¶¶117-118.  And such communications 

would happen when the WWAN modem/device is configured for and connected to 

the at least one WWAN, such as when the device/modem connects to the Internet 
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via a wireless network access point “associated with a cellular base station providing 

network access through” a wireless cellular network.  SAMSUNG-1003, ¶118; 

SAMSUNG-1005, ¶¶51-52. 

  

[1.3]  

Wright’s wireless end-user device includes one or more processors.  SAM-

SUNG-1005, ¶53; SAMSUNG-1003, ¶¶119-127.  Wright’s disclosed functionality 

is “implemented as software executing in a mobile computing device having a pro-

cessor” that is “accessible to memory” and is “communicatively coupled with one 

or more network interfaces….”  SAMSUNG-1005, ¶¶53-84, 228-243, 286-292 

(similar teaching for FIGS. 7-8 embodiments); SAMSUNG-1003, ¶119. 

The device’s one or more processors are configured to execute one or more 

processes in a kernel execution partition.  Wright’s device has a dedicated “kernel 

space,” which is shown in FIG. 8 as partitioned from the user space, thus confirming 

that its kernel space operates in a separate partition.  SAMSUNG-1003, ¶120; see 

id., ¶¶50-58.  Wright’s kernel space includes several agents or processes executing 

therein (e.g., driver 834, packet filter engine 818, TDI Filter 822, management tools 

816, file filter 824, file system 826, VPN Lite 820) that are configured to perform 

one or more operations, e.g., executing filters, updating parameters, granting/block-

ing network traffic.  SAMSUNG-1005, ¶¶237-240, 243, 265, 281, 296.  Thus, 
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Wright’s components in the kernel space are one or more processes executing in a 

kernel execution partition.  SAMSUNG-1003, ¶¶120-121.   

Moreover, a POSITA understood that system 800 is “a mobile computing de-

vice having a processor,” which would be configured to execute instructions for per-

forming one or more of the processes in the kernel space.  SAMSUNG-1005, ¶¶53, 

58, 63, 228-237; SAMSUNG-1003, ¶122.   

 

SAMSUNG-1005, FIG. 8 (annotated) 

Also, as shown above, Wright’s device has a “user space” (referred to as “ap-

plication space”) that includes policy engine 832, layered service provider 814, 

Winsock 828, and one or more applications 830.  SAMSUNG-1005, FIG. 8.  Per 
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Wright, policy setting module 212 (FIG. 2B) includes analogous functionality to that 

of policy engine 832.  SAMSUNG-1005, ¶283.  Thus, given Wright’s teaching that 

a “stable execution environment” is “part of the policy setting module 212,” a 

POSITA recognized such an execution environment would be provided by the sim-

ilar “policy engine 832” and that this execution environment facilitates communica-

tion of “execution instructions” as policies exchanged between the client device and 

the policy server.  SAMSUNG-1005, ¶¶286-287.  Wright teaches secure (e.g., 

through use of encryption) receipt and management of policies received from the 

policy server and by policy engine 832 and LSP 814.  SAMSUNG-1005, ¶¶274-283, 

296.   

Consistent with the ’144 Patent’s disclosure that a partitioned environment 

provides a secure execution environment (SAMSUNG-1001, 2:42-47), a POSITA 

understood or found obvious that the policy engine 832 and the layer services pro-

vider 814 are partitioned from other components in the user space (e.g., applications 

830).  SAMSUNG-1003, ¶¶123-124; 50-58.  That’s because Wright contemplates 

an execution environment implemented at the policy engine 832, and utilizes the 

policy engine 832 and layered services provider 814 for secure communication and 

management of policy information at the client device.  SAMSUNG-1005, ¶137, 

169, 22; SAMSUNG-1003, ¶¶123-124.   
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Additionally, it was well-known in the relevant timeframe to partition envi-

ronments, particularly when doing so would enable securing sensitive data and func-

tionality of a system.  SAMSUNG-1003, ¶¶125, 50-58.  Wright contemplates se-

curely handling policies and ensuring proper system function (e.g., no corruption or 

tampering).  SAMSUNG-1005, ¶138.  Thus, applying well-known partitioning tech-

niques to Wright’s system would ensure secure and proper functioning of its policy 

storing and management operations.  SAMSUNG-1003, ¶¶125-127, 49-55; SAM-

SUNG-1005, ¶¶137-138, 184.   

Partitioning computing environments was a known and conventional tech-

nique (SAMSUNG-1003, ¶¶125, 50-58), and it would be predictable to combine 

such known techniques with known systems (Wright’s system) to achieve predicta-

ble results of partitioned environments that are secured and separated from opera-

tions of other applications in the user space.  SAMSUNG-1003, ¶¶56-57, 125; SAM-

SUNG-1014, 69; SAMSUNG-1022, 1283; SAMSUNG-1015, 41, 108.  Addition-

ally, a POSITA would have expected reasonable success in partitioning the user 

space, given that it was well-known and straightforward to partition environments 

and Wright’s system already contemplates a type of partitioning with respect to its 

implementation of an execution environment for the above-contemplated secure pol-

icy handling and management.  SAMSUNG-1003, ¶¶125-127, 50-58; SAMSUNG-
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1005, ¶¶228, 237-238; SAMSUNG-1014, 69; SAMSUNG-1022, 1283; SAM-

SUNG-1015, 41, 108.   

A POSITA therefore understood or found obvious that Wright’s user space 

would be partitioned such that the (1) policy engine 832 and layer services manager 

would be in a secure/protected execution partition (protected execution partition 

(PEP)) and (2) applications 830 would be implemented in a separate partition (ap-

plication execution partition).  SAMSUNG-1003, ¶¶125-126, 50-58; SAMSUNG-

1015, 41.   Additionally, a POSITA understood or found obvious that user interface 

module would be implemented in the application execution partition, as explained 

in [18].  SAMSUNG-1003, ¶¶258-264; see supra [18].   

Applications 830 are one or more processes in an application execution par-

tition.  SAMSUNG-1005, ¶¶187, 239; SAMSUNG-1003, ¶127; SAMSUNG-1040, 

46; SAMSUNG-1041, 5:41-61; SAMSUNG-1025, 3, 16-17, 20, 64.  A POSITA 

similarly understood that LSP 814 and policy engine 832 are processes executed by 

the processor that perform these components’ operations and functionality (policy 

setting and management).  SAMSUNG-1005, ¶¶237-243; SAMSUNG-1003, ¶127; 

SAMSUNG-1015, 27, 29, 41; SAMSUNG-1022, 1284. 
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[1.4]  

Wright teaches or renders obvious that Internet data packet traffic passes be-

tween the WWAN modem and one or more applications executing in the application 

execution partition.  SAMSUNG-1005, ¶¶73, 231-232, 281-282, 293.  In Wright, 

an application can send data over a network, such as a file (e.g., email, text message, 

TIFF file, or a Word document) or can use a browser to access a website of an Inter-

net shopping site.  SAMSUNG-1005, ¶¶51, 73, 187.   

Because Wright’s applications (executing in the application execution parti-

tion) can send/receive data as network packets over the Internet (supra [1.2]), a 

POSITA understood that such transmissions happen from the respective applications 

via the device’s NIC/NAP (WWAN modem, per [1.2] supra).  Id.; SAMSUNG-

1003, ¶¶128-134; SAMSUNG-1005, ¶282 (enabling a TLS/SSL socket for client-

server communications to/from device applications).   

Moreover, as noted supra [1.3], Wright’s kernel space and associated pro-

cesses correspond to one or more processes executing in the kernel execution par-

tition.  SAMSUNG-1003, ¶130.   

Wright’s kernel space includes an operating system packet network stack.  

Wright’s mobile device “processes” incoming and outgoing “network traffic” using 

“information in one or more layers of a model for communications between com-

puters in a network,” such as the seven-layer OSI data communication model or the 
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four-layer Internet Protocol Stack.  SAMSUNG-1005, ¶¶67, 220, 229.  A POSITA 

understood that such multi-layer network communication models are network stacks 

(or are implemented as network stacks on computing devices, such as Wright’s mo-

bile device).  SAMSUNG-1003, ¶¶130-131; SAMSUNG-1016, 20-21; SAMSUNG-

1016, 6.    

Moreover, a POSITA understood or found obvious, in view of Wright’s teach-

ings and the common knowledge of POSITA, that this network stack is typically 

implemented using drivers, components, and associated functionality in the kernel.  

SAMSUNG-1003, ¶132; SAMSUNG-1016, 6, 20-21.  In Wright, a Network Driver 

Interface Specification (NDIS) driver “operat[es] within the kernel of the operating 

system of the mobile device” and enables network communications.  SAMSUNG-

1005, ¶¶228, 237, 239 (“network parameters” are obtained by “the NDIS driver for 

OSI layers 2-5”).  Per Wright, “[n]etwork packets from” the NIC “are received by a 

Miniport Driver” and a transport driver determines information associated with the 

OSI model’s transport layer.  SAMSUNG-1005, ¶229; SAMSUNG-1034, 8; SAM-

SUNG-1003, ¶132.  Per Wright, the kernel’s filter engine 818 “process[es] parame-

ters at the network layer in the OSI or IPS models” with respect to “network packets” 

received from the NIC.  SAMSUNG-1005, ¶229.   

A POSITA understood that the above-described Internet packet network traf-
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fic between the WWAN modem and the applications would pass through the oper-

ating system packet network stack to facilitate the network communications con-

templated in Wright.  SAMSUNG-1003, ¶¶133-134; SAMSUNG-1005, ¶¶228-229, 

237; SAMSUNG-1016, 6.   

A POSITA therefore understood that the operating system packet network 

stack  (e.g., drivers, components, and associated functionality implementing the 

OSI/IPS network models) is configured to pass Internet data packet traffic (e.g., 

data related to “a file,” “an e-mail, a text message, a TIFF file, or a Word document”) 

between the WWAN modem and one or more applications (e.g., an application 830 

handling such data) executing in the application execution partition.  SAMSUNG-

1005, ¶187; SAMSUNG-1003, ¶134.   

 

[1.5]  

Wright’s kernel space (kernel execution partition) is configured to execute 

one or more processes.  See supra, [1.3]; SAMSUNG-1003, ¶¶135-140.   

A POSITA understood that one of these processes, application/TDI filter 822 

(shown below) corresponds to the application identification agent that classif[ies] 

individual flows of the Internet traffic through the stack according to which of the 

one or more applications is associated with a particular individual flow, for the 

reasons described below.  SAMSUNG-1003, ¶136.   
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SAMSUNG-1005, FIG. 8 (annotated) 

Application/TDI filter 822 applies multiple classifications of packets/traffic 

passing therethrough.  Per Wright, “NDIS filter driver” acts on low level information 

i.e. TCP or UDP port numbers” and “[w]hen the packet arrives at” TDI filter 822, it 

identifies applications because it “determines based on one or more application pa-

rameters for which… application a packet is destined….”  SAMSUNG-1005, ¶241.   

Filter 822 performs “application-specific filtering” on the individual packets 

associated with particular applications and based on application parameters.  SAM-
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SUNG-1003, ¶¶137-138; SAMSUNG-1005, id., ¶¶264-269, 271, 283, 297 (TDI Fil-

ter 822 serves as an “enforcement mechanism[],” similar to Fig. 2’s enforcement 

control module 214”). 

By determining which application corresponds to particular packet traffic and 

applying application-specific policy rules thereto, a POSITA understood or found 

obvious that TDI filter 822 is an application identification agent included in the 

kernel execution partition that classifies individual flows of packets or traffic ac-

cording to which of the one or more applications is associated with a particular 

individual flow.  SAMSUNG-1003, ¶¶137-139.   

Moreover, the traffic flow relates to the Internet data traffic between the 

WWAN modem and the one or more applications, which a POSITA understood 

would implicate traffic passing through the OS network stack (which, per [1.3] 

supra, facilitates network communications).  SAMSUNG-1003, ¶140; SAMSUNG-

1005, ¶¶215, 229, 267, 283, 67, 237, 297.  Thus, a POSITA would find obvious that 

Wright’s network packets or traffic that are/is application-specific passes through 

the stack.  See supra, [1.4]; SAMSUNG-1003, ¶140.    

 

[1.6]  

As explained in [1.3] supra, TDI filter 822 and the packet filter engine 818 

are processes executing in the kernel space (kernel execution partition).   
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These components perform “stateful filtering,” which can be performed “on a 

packet basis” and enables “refined application filtering” “based on application pa-

rameters.”  SAMSUNG-1005, ¶¶265, 268, 297, 193, 199; SAMSUNG-1003, ¶141. 

 

SAMSUNG-1005, FIG. 8 (annotated) 

Wright contemplates “peer to peer” communication in which files are ex-

changed between devices, or downloaded from the server during a communication 

session.  SAMSUNG-1005, ¶¶135-181; FIGS. 3A-3F.  Per Wright, policies defined 

for such communications control the “type, size, format, and other attributes of trans-

ferred files.”  SAMSUNG-1005, ¶169.  Such file attribute-based policies are appli-
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cable to, e.g., email applications and files (e.g., attachments) sent or received there-

from.  See id., ¶169; ¶¶158-163 (using “software update size” or “policy size” to 

calculate an estimated download time.”); SAMSUNG-1003, ¶¶59-65. A POSITA 

therefore understood that attributes of files being transferred by an application are 

application parameters because such information would be derived by the applica-

tion layer of the network stack/OSI model (e.g., when an application indicates that 

it is sending such files over a network).  SAMSUNG-1003, ¶¶143, 59-65; SAM-

SUNG-1005, ¶193 (“application parameter [is] typically associated with the appli-

cation layer in the OSI or IPS models”). 

Given the above disclosures, a POSITA understood or found obvious that 

Wright’s application-specific traffic filtering can be dictated by policies based on 

application parameters such as size of packet traffic (e.g., size of file being transmit-

ted) to/from the application.  SAMSUNG-1003, ¶¶144, 59-67.   

For Wright’s system to perform packet filtering based on traffic size (e.g., size 

of a file or attachment to be sent over a network), a POSITA understood that the 

system would measure the file/traffic size, or would find obvious to do so.  SAM-

SUNG-1003, ¶145.  Indeed, in the relevant timeframe, it was well-known to perform 

application-specific packet filtering at least in part by measuring/monitoring net-

work packet traffic to/from the application, and such packet traffic/file size measur-

ing functionality was conventionally implemented as part of kernel processes, as 
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corroborated by Taekuchi and Oester. SAMSUNG-1003, ¶¶145-146, 59-67; SAM-

SUNG-1009, ¶69; SAMSUNG-1010, ¶¶1, 10, 18, 21, 30-35; SAMSUNG-1017, 1; 

SAMSUNG-1024, 2.   

Thus, implementing a measuring unit to measure size of network traffic would 

be an obvious, conventional way to implement what Wright describes, and is nothing 

more than utilizing familiar, known techniques to achieve a predictable result of ap-

plication-specific filtering based on packet size (per Wright).  SAMSUNG-1003, 

¶147.   Alone or in combination, Wright’s TDI filter 822 and filter engine 818 pro-

vide an obvious kernel implementation of measuring an amount of the Internet data 

packet traffic associated with each of Wright’s one or more applications, e.g., appli-

cations 830.  Id.  A POSITA would find obvious to provide such measuring func-

tionality as part of the component(s) that perform  application filtering based on such 

measurements (which, in Wright, includes TDI filter 822 and packet filter engine 

818).  SAMSUNG-1003, ¶147; SAMSUNG-1017, Abstract, §§2.2, 3.4-3.6; SAM-

SUNG-1024, 2-5, 10-11.  A POSITA therefore understood that measuring traffic at 

TDI filter 822 or packet filter engine 818 provided a more secure traffic/file size 

measurement point in the kernel space (e.g., as compared to user space) by compo-

nents already tasked with enforcement of traffic size-based policies.  SAMSUNG-

1003, ¶147; SAMSUNG-1005, ¶¶239, 167.   Moreover, a POSITA would find ob-

vious to implement this functionality as part of the TDI Filter 822 / Packet Filter 818 
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at least because (1) these are kernel processes (which is a conventional obvious place 

to implement such functionality, as explained above), (2) these processes are already 

tasked with application-specific filtering of network traffic based on traffic/packet 

size (SAMSUNG-1005, ¶¶242, 268-269; see supra [1.5], [1.8]), and (3) traffic size 

measurements would enable and further Wright’s goal of more “refined” application 

filtering (SAMSUNG-1005, ¶268) by enabling granular filtering using measure-

ments of size or volume of incoming/outgoing traffic.  SAMSUNG-1003, ¶¶147-

149, 59-65.   

Thus, Wright in view of conventional knowledge of a POSITA teaches or 

renders obvious implementing a service measurement agent (TDI Filter and/or 

packet filter that would include packet size measurement functionality) executing in 

the kernel execution partition that measures, for classified individual flows, an 

amount of the Internet data packet traffic associated with each of the one or more 

applications.  SAMSUNG-1003, ¶¶141-149. 

 

[1.7]  

A POSITA understood or found obvious that the TDI filter and packet filter 

engine in the kernel space (kernel execution environment) correspond to the 

claimed policy control agent that appl[ies] application-specific traffic policy con-

trols to classified individual flows, as explained below. 
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As explained in [1.5], TDI filter 822 and packet engine 818 perform applica-

tion-specific filtering using rules 840 from policy engine 832 (classifies individual 

flows of Internet packet traffic associated with applications).  SAMSUNG-1003, 

¶¶150-156; SAMSUNG-1005, ¶¶241, 269.  In FIG. 8’s embodiment, packet filter 

engine 818 and TDI filter 822 perform policy-based traffic filtering (e.g., applica-

tion-specific traffic filtering) based on policy-driven rules 840.  SAMSUNG-1005, 

¶¶267-268; see id., ¶¶263-266, 268-274, 297, 231; SAMSUNG-1003, ¶¶150-152.    

 

SAMSUNG-1005, FIG. 8 (annotated)   

In Wright, packets, which have been classified previously and filtered at the 

TDI filter 822 (see supra [1.5), are forwarded to packet filter engine 818 to perform 
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“stateful packet filtering” that “filters packets based on a state set by the currently 

enforced policy with respect to a parameter.” SAMSUNG-1005, ¶¶265, 297. Addi-

tionally, rules, from the policy engine, are “passed to” TDI filter 822 for “application 

specific filtering.”  SAMSUNG-1005, ¶269, FIG. 8; see id., ¶297 (TDI filter filtering 

upper layers of network traffic for applications based on application parameters). 

Given the above, a POSITA understood or found obvious that, TDI filter 822 

applies application-specific rules for enforcement of network traffic policies (apply-

ing application-specific traffic policy controls) to classified individual flows of In-

ternet data packet traffic associated with applications (see supra [1.5]).  SAMSUNG-

1003, ¶¶58-65, 153-155.  Examples of Wright’s application-specific traffic policy 

controls include application-specific traffic rules or policies, e.g., relating to appli-

cation-specific filtering or application-specific network access, and application-spe-

cific rules or policies as they relate to attributes of a file or object, such as size, type, 

etc.  SAMSUNG-1005, ¶¶169, 238-239, 269; see id., ¶¶55, 68, 72, 85-109, 158-163, 

218. 

Additionally, a POSITA understood or found obvious that packet engine 818, 

in NDIS driver 834, handles lower layer filtering/processing of network packets.  

SAMSUNG-1003, ¶156.   Per Wright, location-based rules are used for traffic policy 

enforcement based on “network parameters obtained by the NDIS driver [which is 

part of packet engine 818] for OSI layers 2-5….”  SAMSUNG-1005, ¶239.   Per 
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[1.5]-[1.6] supra, a POSITA understood or found obvious that TDI filter 822 classi-

fies and measures individual flows of Internet data packet traffic.  A POSITA there-

fore understood or found obvious that such classified/measured packets are provided 

for application-specific filtering (applying application-specific policy controls to 

classified individual flows) at packet engine filter 818.  SAMSUNG-1003, ¶¶60-66, 

155-156.    

 

[1.8]  

PEP components (LSP 814 and policy engine 832; see supra [1.3]) are one or 

more device agents because they are resident on Wright’s end-user device and are 

software programs configured to perform specific functions.  SAMSUNG-1003, 

¶¶157-163; SAMSUNG-1029, 3; SAMSUNG-1030, 3; SAMSUNG-1005, ¶¶237-

301.   

A POSITA understood or found obvious these one or more device agents 

have privileges to access processes executing in the kernel execution partition (ker-

nel space).  SAMSUNG-1003, ¶161. LSP 814 has privileges to access the packet 

filter engine in kernel space.  SAMSUNG-1005, ¶281 (diverting incoming/outgoing 

application-specific traffic to kernel components), ¶238.  LSP 814 also “captures 

information about network applications starting and stopping” and determines 
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ports/services “the applications will be using”—and subsequently passes this infor-

mation to packet filter engine 818.  SAMSUNG-1005, ¶239.  LSP 814 has “a com-

munication interface” with the packet filter engine 818 to facilitate the above de-

scribed communications.  SAMSUNG-1005, ¶237.    

 

SAMSUNG-1005, FIG. 8 (annotated) 

Additionally, policy engine 832 has “communication interface[s]” to pro-

cesses in the kernel space, including (1) “management tools 816 of the operating 

system” that provide information about running applications/processes and types of 

adapters connected to the device, (2) “file filter 824 operating in the kernel space 

that controls access to the file system 826,” and (3) “packet filter engine 818 oper-

ating within a driver 834” to which rules are passed, from rules 840, to perform, e.g., 
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stateful packet filtering.  SAMSUNG-1005, ¶237, 243, 268-269, FIG. 8.    

A POSITA understood or found obvious that the above-described one or more 

device agents have limited privileges to access processes executing in the kernel 

execution environment.  SAMSUNG-1003, ¶¶161-163.  A POSITA understood that 

the kernel is responsible for managing system resources, memory, and drivers for 

the mobile device, and that processes in the user space can only access processes 

executing in the kernel if they have permission to do so.  SAMSUNG-1003, ¶161.  

Additionally, it is well-known, in the context of operating systems on computing 

devices, for processes in the user space (e.g., LSP 814, policy engine 832) to have 

limited privileges to processes in the kernel space, and that such limited privileges 

ensured security, stability, and proper operation of the overall system.  SAMSUNG-

1003, ¶¶161-162; SAMSUNG-1015, 17, 34, 26-27, 41, 79, 108; SAMSUNG-1014, 

69; SAMSUNG-1022, 1283.  

Thus, when considering the above and Wright’s disclosure of only limited 

kernel processes with which LSP 814 and policy engine 832 communicate (as de-

scribed above), a POSITA understood or found obvious that these components have 

limited privileges to access processes executing in the kernel execution environ-

ment.  SAMSUNG-1003, ¶¶162-163. 
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[1.9]  

As explained below, Wright’s policy engine 832 (one or more device agents 

in the PEP)—per [1.8] supra—has a privilege to configure application-specific 

traffic policy controls of policy control agent (packet filter engine, TDI filter).  

SAMSUNG-1003, ¶¶164-167.  Per Wright, rules 840 of policy engine 832 “define 

one or more security policies” (SAMSUNG-1005, ¶245), and based on “rules 840” 

applied “to the current policy,” packet filter engine 818 and/or the TDI filter 822 

perform application-specific packet filtering.  SAMSUNG-1005, ¶¶268-269.   

In FIG. 2’s embodiment, “policy setting module 212 receives, installs and up-

dates the security information including security policies and/or software updates 

received from the policy management module 236 via the policy distribution module 

234” over the network.  SAMSUNG-1005, ¶68.  Similarly, for FIG. 8’s embodiment, 

Wright teaches that policy engine 832—which “performs implementation examples 

of functions… of determining policies analogous to those of the policy setting mod-

ule 212” (SAMSUNG-1005, ¶283)—“download[s]” policies “from the policy server 

850.”  SAMSUNG-1005, ¶¶244, 286-287.  Given these disclosures, a POSITA 

would recognize that the functionality of the policy setting module would be imple-

mented as part of the policy engine 832 and would be used to configure (e.g., update 

and store) the policies in rules 840.  SAMSUNG-1003, ¶¶164-166.   
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SAMSUNG-1005, FIG. 8 (annotated) 

Thus, a POSITA understood or found obvious that Wright’s policy engine 832 

(one or more device agents) includes rules 840, which provides policies/rules used 

for application-specific filtering or network access (a privilege to configure appli-

cation-specific traffic policy controls) performed by the packet filter engine 818 and 

TDI filter 822 (policy control agent).  SAMSUNG-1003, ¶¶164-167; SAMSUNG-

1005, ¶¶238, 245, 268. 

 

[1.10] 

Given [1.10] recites “a privilege to receive at least one of Internet data packet 
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traffic… and traffic information,”  a POSITA understood that this limitation is sat-

isfied by showing a privilege to receive either or both of the recited information.  

SAMSUNG-1003, ¶168. Even if both are determined to be required, Wright teaches 

or renders that obvious as explained below.  SAMSUNG-1003, ¶¶168-174. 

 

SAMSUNG-1005, FIG. 8 (annotated) 

First, Wright teaches or renders obvious that the one or more device agents 

include a privilege to receive at least one of Internet data packet traffic passing 

between the operating system packet network stack and the WWAN modem.  As 

explained above, Wright renders obvious that the PEP includes one or more device 

agents (LSP 814, policy engine 832) (see supra [1.8]), and that Internet data packet 
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traffic passes between the operating system packet network stack and the WWAN 

modem (see supra [1.4]).   

LSP 814 has a privilege to receive Internet data packet traffic.  Per Wright, 

LSP 814 has a communication interface with one or more applications 830, obtains 

“information about network applications starting and stopping and what ports the 

applications will be using,” and passes “this information to the packet filter en-

gine 818, which then informs the policy engine 832 using an event signaling mech-

anism.”  SAMSUNG-1005, ¶¶228, 239-240, 281 (diverting incoming/outgoing net-

work traffic to other system components).   

Wright further explains that LSP 814 provides “implementation examples of 

functionality analogous to that of layer manager 206” (SAMSUNG-1005, ¶283), 

which “process[es] network traffic” including “inbound data… accessible over a 

network and outbound copies of data objects from resident memory 220.”  SAM-

SUNG-1005, ¶67.  As explained above (supra [1.2]-[1.3]), such incoming and out-

going traffic corresponds to the Internet data packet traffic (e.g., packets, traffic, 

network traffic, data, and/or data objects 242), which would pass between the oper-

ating system packet network stack and the WWAN modem.  Accordingly, Wright’s 

one or more device agents (LSP 814) has a privilege to receive Internet data packet 

traffic passing between the operating system packet network stack and the WWAN 

modem.  SAMSUNG-1003, ¶¶169-171. 
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Additionally, or alternatively, Wright also renders obvious a privilege to re-

ceive …  Internet data packet traffic based on such traffic being received by policy 

engine 832 (one or more device agents).  SAMSUNG-1003, ¶172.  “Policy engine 

832” downloads policy data from a policy over a network (see supra [1.9]), and 

diagnostics module 844 (part of policy engine 832), which performs similar func-

tions [as] the client diagnostics module 246,” transmits, over a network, information 

such as “status, configuration, error logs, audit logs, and debug information to the 

server system.”  SAMSUNG-1005, ¶¶284, 235-243, 61.    

From these disclosures, a POSITA understood that policy data and diagnos-

tics-related data received over a network is Internet data packet traffic, and such 

network traffic would pass through the operating system network stack and the 

WWAN modem (which facilitate network communications to/from the device).  

SAMSUNG-1026, 20; SAMSUNG-1003, ¶173.  Thus, Wright’s policy engine 832 

has a privilege to receive Internet data packet traffic passing between the operating 

system network stack and the WWAN modem.    SAMSUNG-1003, ¶173. 

Second, Wright teaches or renders obvious that the one or more device agents 

include a privilege to receive traffic information including the measured amount 

of the Internet data packet traffic associated with each of the one or more appli-

cations.  In Wright, “policy engine 832, in accordance with the current security pol-

icy, provides” application-specific rules to” LSP 814, which “enforce[s]” such rules.  
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SAMSUNG-1005, ¶239.  Because rules specific to applications can include size of 

files transmitted by/to applications (traffic information including measured 

amount of Internet data packet traffic) and LSP 814 enforces such a size-based 

rule, a POSITA understood or found obvious the measured amount (traffic infor-

mation) would be received by LSP 814 to facilitate such policy enforcement.  SAM-

SUNG-1003, ¶174.   

 
b) Claim 2 

Wright’s device includes one or more processors configured to execute pro-

cesses of an application execution partition, including application(s) 830.  See su-

pra [1.3].   

LSP 814 (at least one device agent executed in the protected execution par-

tition) communicates with applications 830 via a communication interface.  SAM-

SUNG-1005, ¶¶238, ¶68 (“a communication interface, [can be] a software interface 

or buffers for storing parameters”), 58, 69.  Via this interface, LSP 814 “determine[s] 

which application… accessing the network and what networking services the appli-

cation will be using” and provides this information to other system components for 

application-specific policy enforcement.  SAMSUNG-1005, ¶¶240-241; SAM-

SUNG-1003, ¶¶175-176.   

A POSITA would recognize that application-specific policy enforcement is a 
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service provided by the device’s agents/components.  SAMSUNG-1003, ¶¶175-179.  

And, because the application-specific information is provided via communication 

interface to LSP for performing this service (policy enforcement), a POSITA under-

stood that this interface assists in providing the policy enforcement device services 

and is therefore a device assisted services agent.  SAMSUNG-1003, ¶175 (applica-

tion interfaces are types of software agents tasked with facilitating inter-application 

communications); SAMSUNG-1015, 153. 

Moreover, a POSITA understood or found obvious that this communication 

interface would be executed within the application execution partition.  SAM-

SUNG-1003, ¶175.  Per Wright, a communication interface can be implemented in 

different ways, e.g.: (1) “a bus between a processor executing one or more of the 

modules and a memory controller responsible for memory reads/writes,” (2) “one 

module reading a parameter stored in a memory location by another module,” and 

(3) “other communication interfaces known to” a POSITA.  SAMSUNG-1005, ¶¶58, 

68-69, 228; SAMSUNG-1003, ¶176.  Indeed, applications were known to communi-

cate using application programing interfaces (APIs).  SAMSUNG-1003, ¶176; 

SAMSUNG-1018, 36; SAMSUNG-1015, 153.  Implementing an API as part of or 

in relation to an application would have amounted to a known technique being ap-

plied to a known system (per Wright) to achieve predictable results of enabling 

Wright’s application-to-LSP 814 communications.  SAMSUNG-1003, ¶176.   
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Such an implementation is further motivated by Wright, which contemplates 

use of “known” communication interfaces (SAMSUNG-1005, ¶¶58, 68, 268), and 

would be straightforward and readily implemented by a POSITA, who would rec-

ognize APIs implemented by an application as a common and conventional commu-

nication interface for enabling application communications.  SAMSUNG-1005, 

¶169; SAMSUNG-1003, ¶177.   

Wright also teaches that the “communication interface” can be “a software 

interface or buffers for storing parameters,” as received by LSP 814.  SAMSUNG-

1005, ¶¶68, 268, 228, 285, 187.  Wright contemplating local storage of application-

specific parameters would motivate a POSITA to implement the communication in-

terface (e.g., APIs for the applications) at the respective applications or in an envi-

ronment localized to applications (e.g., application execution partition).   

A POSITA therefore found obvious to implement the above-described com-

munication interface (device assisted services agent) in Wright’s application exe-

cution partition.  SAMSUNG-1003, ¶¶178-179. 
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SAMSUNG-1005, FIG. 8 (annotated) 

 
c) Claim 3 

Wright renders obvious the recited processes (respective processes) executing 

on one or more processors.  See supra [1.3], [1.5]-[1.7]; SAMSUNG-1005, ¶¶73, 

228, 302-303; FIGS 1, 8; SAMSUNG-1003, ¶¶180-185. 

These processes correspond to computer programs including programming 

instructions (program code).  In Wright, (1) TDI filter 822 and packet filter engine 

818 perform functions similar to policy enforcement module 214 (of FIG. 2), and 

(2) policy engine 832 performs functions similar to FIG. 2 modules 208, 210, 212.  
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SAMSUNG-1005, ¶¶283, 301-303.  These modules are “implemented as software” 

or within a “program” (id.) and are “embodied as instructions stored in one or more 

computer usable mediums some examples of which are a memory” (SAMSUNG-

1005, ¶¶13, 65).  

Given these disclosures, a POSITA understood or found obvious that Wright’s 

processes would be implemented as computer programs stored in its device memory 

(device store[s] program code for the respective processes).  SAMSUNG-1003, 

¶182.   

Wright teaches or renders obvious one or more memory partitions for storing 

the program code for the above-described processes.  SAMSUNG-1003, ¶183.  

Wright’s device includes memory (e.g., memory locations 216 and resident memory 

220), and as explained above, program code corresponding to the above-described 

processes would be stored in device memory.  SAMSUNG-1005, ¶¶73, 228, 302-

303; SAMSUNG-1003, ¶183.   

Additionally, Wright’s device would include separate partitioned environ-

ments, with the processes in the kernel space being partitioned from those in the user 

space.  SAMSUNG-1003, ¶¶184-185; see supra [1.3].  One obvious and conven-

tional way to achieve such partitioning would be to partition the memory allocated 

to each partition and its underlying programs.  SAMSUNG-1003, ¶¶183, 56-58.  
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Such memory partitioning was well-known in the relevant timeframe (id.) and lev-

eraging such memory partitioning would amount to applying known techniques to 

known system to achieve predictable results (partitioned environment as rendered 

obvious by Wright).   Id.; SAMSUNG-1014, 69; SAMSUNG-1022, 1283; SAM-

SUNG-1015, 41, 108; SAMSUNG-1015, 27. 

 

SAMSUNG-1005, FIG. 8 (annotated) 

A POSITA therefore understood or found obvious that the program code for 

the above-described processes (respective processes) would be stored in one or 

more memory partitions.  SAMSUNG-1003, ¶184.   

Moreover, per [1.3] supra, Wright discloses one or more processors to execute 



Attorney Docket No. 39843-0190IP1 
IPR of U.S. Patent No. 10,028,144 

 

41 

processes of the above-described partitions.  SAMSUNG-1003, ¶185.  A POSITA 

understood that a processor would execute these processes by retrieving and execut-

ing the underlying program code from where it is stored in memory.  SAMSUNG-

1003, ¶185.  A POSITA therefore understood that Wright’s stored program code for 

the above-described modules/process would be retrieved from the one or more 

memory partitions to execute the respective processes.  SAMSUNG-1003, ¶¶180-

185. 

 
d) Claim 4 

[4.1] 

As explained above for claim 2, Wright renders obvious one or more memory 

partitions, one of which would store the program code for the one or more device 

agents.  SAMSUNG-1003, ¶186.  This memory partition would be a device-assisted 

services partition because it stores program code for facilitating “service usage pol-

icy implementation” (given the policy control and management functions of LSP 

814 and policy engine 832), which the ’144 Patent explains is a device-assisted ser-

vice.  SAMSUNG-1001, 3:11; SAMSUNG-1003, ¶186.   

A POSITA understood or found obvious that this partition is separately pro-

tected, e.g., from other memory partitions.  SAMSUNG-1003, ¶187.  It was conven-

tional and well-known that memory partitions to be secured.  SAMSUNG-1003, 
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¶187;  SAMSUNG-1011, ¶¶17-36; FIGS. 2-3.  Given that the device agents are pro-

grams for policy control and management, providing security over the corresponding 

portion of memory would beneficially avoid tampering with and ensuring proper 

operation of the device’s policy-related functionality.  SAMSUNG-1003, ¶187.  

There would also be a reasonable expectation of success in securing this memory 

partition, given the prevalent use of security mechanisms for memory partitions 

(e.g., encrypting information stored therein and/or limiting access).  SAMSUNG-

1003, ¶, 56-57, 187; SAMSUNG-1015, 17 , 34.  Thus, securing this memory parti-

tion would be a known technique to improve known systems (per Wright) to achieve 

predictable results (secure memory partitions storing program code). SAMSUNG-

1003, ¶187.  Wright’s device-assisted services memory partition would therefore be 

separately secured, e.g., from other memory partitions that are commonly secured 

(e.g., memory partitions dedicated to kernel processes).  SAMSUNG-1003, ¶187; 

SAMSUNG-1015, 17; SAMSUNG-1014, 69. 

 

[4.2] 

Wright’s policy engine 832 (one or more device agents) includes a diagnostic 

module 844 and policy-setting and management functionality (providing similar 

functionality as policy setting module 212 and diagnostic module 246 of FIG. 2).  

SAMSUNG-1005, ¶¶283-284.  
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Wright’s diagnostic module is an access control integrity agent because it 

observes the operations and service usage of device components and provides this 

to a server over the network for evaluation, which the ’144 explains as “access con-

trol integrity” functions.  SAMSUNG-1003, ¶¶188-190; SAMSUNG-1001, 6: 25-

46; 9:55-65.  System components 832, 814, 824, and 818 report incorrect or faulty 

operation to diagnostics module 844.  SAMSUNG-1005, ¶270.  This information is 

relayed to policy server 850 “as it indicates a possible compromise of the protective 

system” in which case “policy server 850 …provides diagnostic support information 

to the diagnostics module 844” to remedy these issues.  Id.  The “support information 

may be in the form of instructions or code to the client device to repair a problem or 

perform maintenance,” which would be implemented by the diagnostics module 

since “no user intervention or action” is required to perform such “repair” or 

“maintenance.”  Id., ¶62; SAMSUNG-1003, ¶¶189-190.  

Moreover, diagnostic module would have exclusive permission to update 

program code stored in the separately protected device-assisted services partition.  

SAMSUNG-1003, ¶¶188-191.  As explained above, the diagnostic module receives 

and automatically applies “code” to “repair the problem” or “perform maintenance,” 

which a POSITA understood as updating the stored program code with the received 

code to remedy the issue.  SAMSUNG-1003, ¶191.  Because the received “code” 

update may be for LSP 814 (device agent) for which program code is stored in the 
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device assisted services memory partition (see supra [3]), a POSITA understood or 

found obvious that the diagnostic module has permission to update the program code 

for LSP 814 that is stored in this memory partition.  SAMSUNG-1003, ¶¶188-191.  

Moreover, Wright only teaches that diagnostic module performs this operation, and 

conversely, no other module in Wright’s system is described as providing the above 

function.  A POSITA therefore understood that the diagnostic module 844 had an 

exclusive permission to update the above-described program code.  SAMSUNG-

1003, ¶191; SAMSUNG-1015, 26, 41, 79, 108; SAMSUNG-1022, 1283; SAM-

SUNG-1014, 69. 

 

e) Claim 5 

As explained below, Wright’s access control integrity agent (client diagnos-

tics module 246/diagnostic module 844; see supra [4]) is further configured to val-

idate the program code for the one or more device agents (LSP 814, policy engine 

832).  SAMSUNG-1003, ¶¶192-193.  In Wright, “policy engine 832, the layered 

service provider 814, the file filter 824, and the packet filter engine 818 report 

whether any of the other services have been disabled or removed from the system to 

the diagnostics module 844.”  SAMSUNG-1005, ¶270.  Additionally, the diagnostic 

module “provides status, configuration, error logs, audit logs, and debug information 

to the server system.”   See supra [1.10]; SAMSUNG-1005, ¶¶284, 179, 270 (checks 
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for malicious software and other health checks), ¶83 (tests with respect to security 

policies).  “This information [from the diagnostic module 246/844] may be relayed 

to the policy server 850 as it indicates a possible compromise of the protective sys-

tem.”  SAMSUNG-1005, ¶270; SAMSUNG-1003, ¶194.  And, policy server 850 in 

turn provides, to the diagnostic module, “support information” e.g., “in the form of 

instructions or code to the client device to repair a problem or perform maintenance.” 

SAMSUNG-1005,¶¶270, 62, 77-80.   

 

SAMSUNG-1005, FIG. 8 (annotated) 

From these disclosures, a POSITA understood or found obvious that the diag-

nostic module evaluates the operation of components such as the LSP 814 (one or 
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more device agents), and this evaluation of proper operation corresponds to validat-

ing program code for the corresponding functionality of this device agent.  SAM-

SUNG-1003, ¶¶192-198. 

Additionally, or alternatively, the diagnostic module would also be configured 

to validate the program code for the one or more device agents in view of Wright’s 

teaching of security information (e.g., policy, software, or message) received by the 

policy engine 832 being authenticated, e.g., by the authorization module 245.  SAM-

SUNG-1003, ¶196; SAMSUNG-1005, ¶¶137-138, 169, 247-252, 285.  Since the re-

ceived security information is authenticated/validated and this information includes 

security/policy-related code, this received and validated program code would be for 

policy engine 832, which would be understood as responsible for “install[ing]” and 

“update[ing]” policy related code and information.  SAMSUNG-1003, ¶197; SAM-

SUNG-1005, ¶¶68, 283.   

Additionally, per Wright, authorization module 245 performs the above-de-

scribed validation of information received from the server system 200 (which is akin 

to the policy server 850, given its roles of disseminating policies).  SAMSUNG-

1005, ¶138; SAMSUNG-1003, ¶198.  Although the authorization module is not de-

picted in the FIG. 8 embodiment, a POSITA understood this module to be imple-

mented as part of the diagnostics module of FIG. 8.  SAMSUNG-1003, ¶198.  That’s 

because both modules perform similar functionality—e.g., they both communicate 
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with the policy server (SAMSUNG-1005, ¶¶66-67, 270, 284) and both perform val-

idations of code or other system functionality (SAMSUNG-1005, ¶¶62, 66, 84, 270, 

284).  Given that policy and other security information is conveyed to the policy 

engine in FIG. 8 and to the corresponding elements in FIG. 2B (e.g., policy setting 

module), and that diagnostic module of FIG. 8 is described as applying received 

code (similar to receipt and application of policy-related security information), a 

POSITA would have been motivated and would have reasonably expected success 

to implement the authorization module’s functionality as part of the diagnostic mod-

ule in FIG. 8’s embodiment.  SAMSUNG-1003, ¶198.  Indeed, as noted previously, 

Wright’s system aims to reduce tampering or modification of information exchanged 

between the device and the policy server (SAMSUNG-1005, ¶138) and policy en-

gine 832 is responsible for managing policy-related information on the client device 

is policy engine 832.  It would have therefore been obvious that the diagnostic mod-

ule (access control integrity agent) is configured to validate the program code for 

the one or more device agents. 

  

f) Claim 6 

Wright teaches or renders obvious storing device service state information, 

consistent with how the ’144 Patent uses this term.  SAMSUNG-1003, ¶199; SAM-

SUNG-1001, 17:25-58.   
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As explained below, Wright teaches storing device service state information 

including diagnostic information, device configuration information, parameters, 

identifiers, information, reports, security features, policies, health checks or associ-

ated data and objects.  SAMSUNG-1003, ¶200.  As shown below, Wright’s FIG. 2B 

shows on-device memory locations 216 and 220 that store “indicators of security 

features and/or location” and data objects.  SAMSUNG-1005, FIG. 2B, ¶¶54, 184, 

69.  Per Wright, such data stored in memory includes “security policies, corporate 

data, group, files indicating the organization of personnel into various groups, client 

device management data, and diagnostic information related to the mobile devices 

or computers internal to the corporate network.”  SAMSUNG-1005, ¶¶54, 184, 188, 

193, 203-206, 213-216.  Additionally, network parameters and different aspects of 

security features (e.g., values associated with each policy in stored data objects) are 

stored in device memory 220, 242.  SAMSUNG-1005, ¶¶61, 67, 184, 283-293, 239, 

192; SAMSUNG-1003, ¶201.  Moreover, Wright’s diagnostic module collects (and 

therefore stores, e.g., in memory) diagnostic information and receives diagnostic 

support information (SAMSUNG-1005, ¶¶60-66, 82-84), which includes software 

or policy information and which can be used to “repair” or “perform maintenance” 

on Wright’s other modules.  SAMSUNG, ¶¶62, 284; SAMSUNG-1003, ¶¶201-205. 
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SAMSUNG-1005, FIG. 2B (annotated) 

Moreover, as explained for claim 4, Wright renders obvious a device-assisted 

services memory partition (e.g., memory 220) that stores program code for the one 

or more device agents, including LSP 814 and policy engine 832.  SAMSUNG-1003, 

¶206.  Additionally, Wright’s client system 201 (which a POSITA would recognize 

includes Wright’s mobile device) “protects data… in memory 220” that is used for 

policy management and enforcement.  SAMSUNG-1005, ¶¶65, 68-71 (policy set-

ting and enforcement modules leveraging this stored data for their respective policy-

related operations), 230, 283; SAMSUNG-1003, ¶¶206-207.  A POSITA found ob-

vious for the above-described device state information, which is leveraged by these 
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device agents (e.g., for policy management), to be stored in the same memory region 

where the code for these agents is stored.  SAMSUNG-1003, ¶206.  A POSITA 

would so implement Wright’s system based on Wright’s goal “to protect” such de-

vice service state data and because this stored data is utilized by the policy rule en-

gine, for which the code would already be provided securely in the device assisted 

services memory partition.  SAMSUNG-1003, ¶206.  Such an implementation 

would be straightforward and readily implementable.  SAMSUNG-1003, ¶206.   

Wright renders obvious that the device state information is only modifiable 

by the one or more device agents.  SAMSUNG-1003, ¶207.  As explained above, 

the policy engine 832 is the only component in Wright that collects the above-de-

scribed state information and updates corresponding values in system memory.  

SAMSUNG-1003, ¶207.  Similarly, a POSITA understood Wright’s “repair” and 

“maintenance”-related instructions sent to diagnostic module 844 for updating 

stored program code are device service state information, which is modifiable by 

the one or more device agents.  SAMSUNG-1003, ¶207.   Wright does not teach or 

suggest that any components other than policy engine 832 (or its sub-components) 

as having the privilege to modify the stored device information.  SAMSUNG-1014, 

69;  SAMSUNG-1015, 26, 41, 79; SAMSUNG-1003, ¶207; cf. SAMSUNG-1005, 

¶66.  A POSITA found obvious for the policy engine 832 to be the component with 
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such exclusive modify capability to (1) improve system security by limiting modifi-

cation capability to certain components, and (2) further Wright’s goal of protecting 

such device state information (SAMSUNG-1005, ¶¶85-109, 244); SAMSUNG-

1003, ¶207.  A POSITA would have a reasonable expectation of success in so con-

figuring Wright’s system because a memory partition is already designed to limit 

access to certain agents, and here, the one or more device agents already have their 

corresponding code stored in this partition (such that storing data leveraged by such 

functionality would be straightforward to implement.  SAMSUNG-1003, ¶207. 

 

g) Claim 7 

Wright’s “policy server 850 … is communicatively coupled over a network 

with the client side system,” and in particular, the policy engine 832, “through a 

communication port 842.”  SAMSUNG-1005, ¶236.  As shown below, communica-

tion port would be understood or found obvious as being part of policy engine 832 

(one or more device agents).  SAMSUNG-1003, ¶¶208-209, 210; SAMSUNG-

1005, ¶¶236, 244; SAMSUNG-1025, 108. 
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SAMSUNG-1005, FIG. 8 (annotated) 

Policy server 850 is a network service controller because it is an entity in the 

network that provides and/or controls network services (e.g., transmission of infor-

mation over a network, e.g., via device applications) used by the client/mobile device 

based on security features and policy-related information it provides to the device.  

SAMSUNG-1005, Abstract,  ¶¶236, 244, 270, 281-287. 
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SAMSUNG-1005, FIG. 2A (annotated) 

Additionally, the communication port 842 is a service control link because it 

is a network link via which the above-described service-related control information 

(e.g., policy-related security information that controls network communications by 

the device) are exchanged between the policy server and policy engine 832.  SAM-

SUNG-1003, ¶211. 

A POSITA understood that this service control link facilitates secure commu-

nications given that this link facilitates encrypted communications between policy 

server 850 and policy engine 832.  SAMSUNG-1003, ¶212.  As explained above, 
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policy engine 832 has functionality similar to policy setting module 212, which “de-

termines 338 if the security information” (which includes software or policy infor-

mation) received from the policy server/server system 200 “is encrypted 338” and if 

so, decrypts this information “using cryptographic information stored in memory” 

and previously received “in a secure session.” SAMSUNG-1005, ¶137; see SAM-

SUNG-1001, 6:61-7:31. Because policy engine 832 enables encrypted communica-

tions with policy server and such communications happen over communication port 

842, a POSITA understood or found obvious that communication port 842 is con-

figured to and enables secure communications with the policy server (network ser-

vice controller).  SAMSUNG-1003, ¶212.  This improves security and proper oper-

ation of policy-related functions as managed and enforced on the device and would 

be straightforward to implement given Wright’s teachings of encrypted network 

communications.  SAMSUNG-1003, ¶¶212-213, 215; SAMSUNG-1005, ¶¶ 66, 

169, 247-252, 274-282, 298-300.   

 The service control link (communication port 842) is configured to transmit 

policy related information (include updates related to authenticated information) 

to/from policy server via communication port 842.   SAMSUNG-1005, ¶¶236, 67 

(client mobile device “obtains policy updates from the policy server, updates a local 

or working policy in accordance with the updates,” and “receives software updates 

from the server and provides its status, usage and error logs to the server”).  In light 
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of Wright’s disclosure, a POSITA would understand that the service control link 

(communication port 842/communication interface) is configured to receive policies 

from the policy server 850 and update local or working polices by transmitting in-

formation to and from the policy engine 832, including updates related to authenti-

cation or encryption.  SAMSUNG-1003, ¶¶214-216. 

Thus, Wright renders obvious one or more device agents (policy engine 832) 

comprising a service control link (communication port 842 alone or in combination 

with authorization module 245) configured to securely communicate with a net-

work service controller (policy server 850).  SAMSUNG-1003, ¶¶208-216.   

 
h) Claim 8 

Given that (1) Wright’s policy setting module “receives, installs and updates 

the security information including” the above-described policies and other security 

information (which are application-specific traffic policy controls) from a policy 

server (network service controller) over the network  (SAMSUNG-1005, ¶¶68, 239, 

269; see supra [1.7]), (2) Wright policy setting module’s functionality is analogously 

provided by policy engine 832 (SAMSUNG-1005, ¶¶238, 230), and (3) policy en-

gine 832 communicates with the policy server via its communication port 842 (ser-

vice control link) (see claim 7 supra), a POSITA understood or found obvious that 
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Wright’s service control link is configured to receive at least one of the applica-

tion-specific traffic policy controls from the network service controller.  SAM-

SUNG-1003, ¶¶218, 217, 219-223. 

 

SAMSUNG-1005, FIG. 8 (annotated) 

 
i) Claim 9 

As explained below, Wright’s service control link (communication port 842) 

is configured to transmit at least some of the device service state information (per 

claim 7, this includes authorization information, diagnostic information, policies, 

version numbers, and health checks) to the network service controller (policy server 

850).  SAMSUNG-1003, ¶224.   
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As explained in [7]-[8], communication port 842 (service control link) facil-

itates communications from policy engine 832 to policy server (network service 

controller).  SAMSUNG-1003, ¶225; SAMSUNG-1005, FIGS. 2B, 7-8. 

Wright teaches that diagnostic information described in claim 7 (device ser-

vice state information) are transmitted to the policy server’s diagnostic module.  

SAMSUNG-1005, ¶61 (providing examples of diagnostic information), 188-190, 

27; SAMSUNG-1003, ¶¶226-227; SAMSUNG-1005, ¶61 (providing examples of 

diagnostic information), 188-190, 27; SAMSUNG-1001, 17:25-58 (providing simi-

lar examples of similar device service state information).  

Consistent with the ’144 Patent, Wright also discloses transmitting, to the pol-

icy server (and in particular, its remote diagnostic module), device service state in-

formation that includes “client configuration information” including device’s “cur-

rent version of the security policy software,” “current policy settings,” and “attrib-

utes in accordance with those settings.” SAMSUNG-1005, ¶¶64, 82; SAMSUNG-

1001, 7:21-25; 9:64–10:14.   

Wright additionally teaches transmitting device status information to the pol-

icy server, including sending “status request [that] provides information regarding 

the client mobile device,” such as “authorization information, policies and their ver-

sion numbers resident on the device, and diagnostic information.”  SAMSUNG-

1005, ¶134; see id., ¶85 (transmitting “encrypted token” from server to device during 
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trusted connection/session therebetween); SAMSUNG-1003, ¶¶226-232.  

 

j) Claim 10 

Policy engine 832 (one or more device agents) stores (retains) the device ser-

vice state information (e.g., authorization information, diagnostic information, pol-

icies, version numbers, and health checks, per claims 6-9 supra), which it transmits 

to the policy server (network services controller, per claim 9).  SAMSUNG-1003, 

¶¶233, 224-239; SAMSUNG-1005, ¶¶81-83, 285, 290-293, 185, 188-193, FIG. 2A-

2B.  

A POSITA understood or found obvious that the above-described transmitted 

device service state information would be retained in the one or more device agents 

(policy engine 832) until after an instruction is received that the device service 

state information can be deleted.  SAMSUNG-1003, ¶237.  Per Wright, “client mo-

bile device[] sends,” to the server system…, a status request including device infor-

mation, e.g., “authorization information, policies and their version numbers resident 

on the device, and diagnostic information.”  SAMSUNG-1005, ¶134.  If the server 

determines updated information is available for the device, (e.g., new policy, ver-

sion, or software), the server “distributes 327 the updated security information to the 

mobile device over the network (e.g. Internet) 204” (id.) and this security infor-

mation is then “receive[d], install[ed] and update[d]” by the device’s policy setting 
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module 212 (see SAMSUNG-1005, ¶68).   

Because the previously-stored and transmitted information (transmitted de-

vice service state information) is updated with the newly-received security infor-

mation, a POSITA understood or found obvious that this update would result in de-

letion/overwriting of the previously-stored information with the newly-received in-

formation.  SAMSUNG-1003, ¶237.  Such receipt of the newly-received and up-

dated security information is akin to an instruction by the server system/policy server 

acknowledging that the previously transmitted and retained information can be de-

leted (e.g., by being overwritten or updated with new information).  SAMSUNG-

1003, ¶237.   

Additionally, Wright teaches diagnostics module (part of policy engine 832; 

one or more device agents) provides “status, configuration, error logs, audit logs, 

and debug information to the server system” (SAMSUNG-1005, ¶¶285, 270; FIGS. 

2A, 8, 11), which then provides “support information” (e.g., code or instructions) 

for “repair[ing]” the “problem in the client device” or “determin[ing]… preventive 

maintenance” for the client device.  SAMSUNG-1005, ¶¶62, 82.  A POSITA under-

stood that “support information,” which includes “instructions or code” for the soft-

ware update, would delete, overwrite, or alter previous versions or a portion of the 

installed software.  SAMSUNG-1003, ¶283; SAMSUNG-1005, ¶62.  Therefore, and 

as explained above, receiving newly-received instructions or software from the 
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server system/policy server is akin to an instruction acknowledging that the previ-

ously transmitted and retained diagnostic information can be deleted.  SAMSUNG-

1003, ¶¶239, 233-239.   

 

k) Claim 11 

As described above, Wright’s policy engine 832 (one or more device agents) 

configures application-specific traffic policy controls for the mobile device.  SAM-

SUNG-1003, ¶240; see supra [1.7]-[1.9]. 

As explained below, a POSITA understood or found obvious that policy en-

gine 832 configures, based on the above-described application-specific traffic pol-

icy controls, application settings for the one or more applications (e.g., permissions 

to modify policies, permissions to modify settings, such as modifying visual settings, 

creating/modifying global objects, allowing access to a specific file).  SAMSUNG-

1003, ¶241; SAMSUNG-1005, ¶¶55, 68, 72, 85-109.    
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SAMSUNG-1005, FIG. 8 (annotated) 

As explained in [1.7]-[1.8], application-specific traffic policy controls in-

clude Wright’s application-specific traffic rules and policies, which specify permis-

sions or criteria “relat[ing] to the allowable modification” or overriding that can be 

made/done to the policy, parameter, or client software.  SAMSUNG-1005, ¶¶85, 93, 

106-107.  An example of a such a policy-specific permission to adjust policy settings 

includes, e.g., an  “[a]bility to modify visual settings.” SAMSUNG-1005, ¶94; 

SAMSUNG-1003, ¶242.   

Because Wright’s policies are application-specific, a POSITA understood or 

found obvious that a permission to adjust visual settings for a policy would be an 
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application setting (i.e., a visual setting for an application) that is configurable based 

on application-specific traffic policy controls (Wright’s application-specific poli-

cies).  That’s because a POSITA understood that adjusting visual settings, in an ap-

plication context, would entail, e.g., adjusting appearance of text, images, or other 

visual attributes displayed in an application.  SAMSUNG-1003, ¶243.   

Additionally, application-specific traffic policy controls also correspond to 

application-specific rules or policies as they relate to attributes of a file or object, 

such as size, type, etc., that may be transferred by applications.  SAMSUNG-1005, 

¶¶158-163, 169; see supra [1.6].  Because (1) Wright describes application-specific 

policies can be based on file attributes of files being transferred and (2) Wright’s 

policies have permissions allowing modification of certain policy settings, a 

POSITA would have found obvious to implement policies with permissions to mod-

ify settings (application settings) for the application-specific policies based on at-

tributes of files being transferred by applications (based on application-specific traf-

fic policy controls).  SAMSUNG-1003, ¶244.  In the context of Wright and what 

was known in the art, application-specific data transfer policies would include con-

figurable permissions to modify attributes (e.g., attributes of file(s) being transferred 

by applications).  SAMSUNG-1003, ¶¶245-246, 58-65; SAMSUNG-1019, 41, 44, 

50.   Indeed, user-configurable policies enable flexibility in policy implementation 
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and enforcement for particular scenarios.  SAMSUNG-1003, ¶¶246-247.  Thus, im-

plementing such file attribute based permissions as part of application-specific pol-

icies would have amounted to a known technique to known systems to achieve the 

predictable results (configurable application settings for application-specific poli-

cies) that would be straightforward to implement.  SAMSUNG-1003, ¶¶247, 240-

246.   

 
l) Claim 13 

As described for [1.2]-[1.3], Wright teaches or renders obvious Internet data 

pack traffic passing from the operating system network stack to the WWAN modem.  

SAMSUNG-1003, ¶¶248-249. 

A POSITA found obvious, in view of Wright’s teachings, that Wright’s policy 

engine 832 (one or more device agents) would be configured to encrypt at least 

some of this Internet data packet traffic.  SAMSUNG-1003, ¶¶248-253.  In Wright, 

the wireless end-user device (client system 201) has an authorization module 245 

that receives, stores, and transmits encrypted data (e.g., an encrypted file or token).  

SAMSUNG-1005, ¶¶66, 85, 135, 222.  The “authorization module 245 provides au-

thorization information to the authorization module 232 of the server system 200,” 

which a POSITA understood is Internet packet data traffic (since it is data traffic 

sent as packets over the Internet to the server system 200).  SAMSUNG-1005, ¶66; 
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SAMSUNG-1003, ¶250.   

Wright teaches the device sending a “status request” to the server system 200 

“checking if new security information is available along with authorization infor-

mation.”  SAMSUNG-1005,¶135.  Wright’s “authorization module 245 may per-

form the cryptographic authentication protocol,” which includes “employing private 

keys, public keys or both” as well as “Secure Sockets Layer (SSL) certificates.”    

SAMSUNG-1005, ¶222, ¶85 (“encrypted token”); SAMSUNG-1046, 1:38-42; 

SAMSUNG-1047, 3.     

Given these disclosures, a POSITA found obvious that the above-described 

packet data traffic would be encrypted according to a cryptographic protocol.  SAM-

SUNG-1003, ¶¶251-252.  Additionally, it would be obvious to implement the au-

thorization module as part of the diagnostic module of Wright’s policy engine 832, 

as explained in [5].   

Based on the above, Wright’s diagnostic module, which is part of policy en-

gine 832 (one or more device agents) would be configured to encrypt Internet data 

packet traffic from the operating system packet network stack to the WWAN mo-

dem.  SAMSUNG-1003, ¶253. 

 
m) Claim 15 

As explained in claim 1, one or more of the device agents (policy control 



Attorney Docket No. 39843-0190IP1 
IPR of U.S. Patent No. 10,028,144 

 

65 

engine 832) has a privilege to configure the application-specific traffic policy con-

trols (rules related to application-specific filtering or application-specific network 

access) of the policy control agent (packet filter engine 818, TDI filter 822).  See 

supra [1.9]; SAMSUNG-1005, ¶¶268-269, FIG. 8; SAMSUNG-1003, ¶¶254-257. 

 

SAMSUNG-1005, FIG. 8 (annotated) 

A POSITA understood that the above-described privilege to configure the 

application-specific traffic policy controls is an exclusive privilege.  SAMSUNG-

1003, ¶255.  Per Wright, policy engine 832 is the only entity that (1) receives/down-

loads the policies from the policy server (SAMSUNG-1005, ¶¶68, 244), and (2) pro-



Attorney Docket No. 39843-0190IP1 
IPR of U.S. Patent No. 10,028,144 

 

66 

vides the rules underpinning packet filtering by the TDI filter and packet filter en-

gine, for policy enforcement (id., ¶¶239, 245; see supra [1.7]-[1.9]).  Because no 

other Wright component has the privilege to receive and configure policies that are 

enforced by the packet filter engine and the TDI filter, a POSITA understood that 

this is an exclusive privilege of Wright’s policy engine.  SAMSUNG-1015, 26-27, 

41, 79, 108; SAMSUNG-1014, 69; SAMSUNG-1022, 1283; SAMSUNG-1003, 

¶255.   

Alternatively, a POSITA found obvious for the policy engine 832 to have the 

exclusive privilege to receive and configure the application-specific policies.  SAM-

SUNG-1003, ¶¶256-257.  A POSITA would have been motivated to limit or make 

exclusive the policy configuration privilege of the policy engine 832 to ensure that 

policies received from the policy server are not corrupted or tampered with (SAM-

SUNG-1005, ¶138), and thus ensuring proper operation of the mobile device.  SAM-

SUNG-1003, ¶256.  Additionally, it was well-known in the context of policy man-

agement systems, for a single policy setting entity to perform the policy setting and 

configuration of the policies that are to be enforced, e.g., by a policy enforcement 

entity.  SAMSUNG-1003, ¶257;  SAMSUNG-1005, ¶¶235-287, FIG. 8; SAM-

SUNG-1044, ¶40, FIG. 2. Thus, configuring policy engine 832 to have exclusive 

privilege to perform the policy configuration would have amounted to implementing 
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a known technique to a known system to achieve predictable results and functional-

ity, as already contemplated by Wright’s system, that would be readily implemented 

in the system.  SAMSUNG-1003, ¶257.   

n) Claim 18 

Wright’s wireless end-user device compris[es] a user interface.  Wright 

teaches sending information and instructions, via a user interface module, to the mo-

bile device’s “screen.”  SAMSUNG-1005, ¶¶82-83.  Wright also provides examples 

of “graphical user interface[s]” that are displayed to the user and with which the user 

interacts, e.g., using an input device (keyboard, mouse, touchpad).  See id., ¶¶27-34, 

182-193, FIGS. 4-5.  In some cases, Wright’s “user interfaces” are “displayed for 

use by a user for establishing criteria for defining an aspect of a security policy as 

allowed by permissions....”  SAMSUNG-1005, ¶¶72, 82 (displaying debug infor-

mation).  A POSITA therefore understood that Wright’s mobile device includes a 

user interface.  SAMSUNG-1003, ¶258.; SAMSUNG-1005, ¶¶82-83; FIGS. 4A-5F, 

¶¶181-192; SAMSUNG-1043, 607, FIG. 1. 
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SAMSUNG-1005, FIG. 8 (annotated) 

Wright’s user interface module (218, 702, 802) corresponds to a user-inter-

face agent that is configured to display to a user at least one policy setting (per-

missions and other user-configurable aspects of policies) affecting at least one of 

the application-specific policies (application-specific policies). SAMSUNG-1005, 

¶228; SAMSUNG-1003, ¶259.  Wright’s user interface module 218 enables “defin-

ing an aspect of a policy” (SAMSUNG-1005, ¶186) and “receives input from a user 

input device … and causes user interfaces to be displayed for use by a user for es-

tablishing criteria for defining an aspect of a security policy as allowed by permis-

sions....”  SAMSUNG-1005, ¶72, 236.  User interface module 218 is configured to  
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set “the permissions” that “typically relate to the allowable modification that may be 

made to a downloaded policy or client software by the client mobile device.”  SAM-

SUNG-1005, ¶¶85, 186.   Similarly, in the context of FIG. 8, “policy engine 832 

receives user input and sends output via a communication interface with the user 

interface module 802 to display … policy settings.”  SAMSUNG-1005, ¶244. 

Wright’s user-interface agent (user interface agent) is configured to allow 

modification to at least one policy setting (permissions) affecting at least one of 

the application-specific policies (application-specific policies).  In Wright, “policy 

setting module 212 may define criteria or if permissions set by the policy manage-

ment module 236 allow, supplemental policy definitions or customization of policy 

definitions based upon user input processed by the mobile device user interface mod-

ule 218.”  SAMSUNG-1005, ¶68; see id., ¶¶85, 181, 186.  Similarly, “policy setting 

module 212 defines an aspect of a policy such as location criteria or security features 

criteria based upon user input processed by user interface module 218.”  Id.  Policy 

engine 832, which provides functionality analogous to that of policy setting module 

212, similarly “receives user input and sends output via a communication interface 

with the user interface module 802 to …change policy settings responsive to user 

input.”  SAMSUNG-1005, ¶244.   

Wright explains that the user interface module has a communication interface 
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to multiple system components, including policy setting module 212 (which pro-

vides functionality analogous to policy engine in FIGS. 7-8).  SAMSUNG-1005, 

¶¶72, 244, 228, 186, 188.  A POSITA understood the user interface module, together 

with its communication interface, correspond to one or more device services assisted 

agent(s).  SAMSUNG-1003, ¶260.  That’s because these components together ena-

ble obtaining policy related information and displaying and/or modifying it—thus 

assisting in the device’s performance of such policy management-related services.  

SAMSUNG-1003, ¶¶261-262.  

Additionally, a POSITA would have found obvious to implement these com-

ponents so that they are executed within the application execution partition.  SAM-

SUNG-1003, ¶263.  Per Wright, the user interface module is in the user space of the 

mobile device’s environment, which as explained in claim 1 would be partitioned 

into protected execution partition and an application execution partition.  SAM-

SUNG-1005, FIG. 8.  Also, as explained above, the user interface module facilitates 

displaying of interfaces and the associated interaction of users therewith.  A POSITA 

would thus recognize that the services offered by the user interface module facilitate 

display and interactions with user interface screens corresponding to policy manage-

ment functions of the device, and enable such functions for other device applications, 

e.g., applications 830.  SAMSUNG-1003, ¶263.  In this regard, FIG. 2B shows the 

user interface module as a separate component from the group of components (245, 
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246, 208, 210, 212, and 214) that are responsible for the policy management and 

diagnostic information collection functionality of the system.   Id.   

Given the general applicability of the user interface module, a POSITA would 

have sought to implement it as part of the application execution partition and not 

within the protected execution partition that provides only the policy management 

and diagnostic-related functions of Wright.  SAMSUNG-1003, ¶264.  Such an im-

plementation would also be obvious to try since there would be two partitions within 

user space within which the user interface module could be implemented.  SAM-

SUNG-1003, ¶263.  Moreover, user interface agents/modules typically do not need 

secure environments in which they are implemented and are often implemented in 

the less secure execution environments within which applications execute.  SAM-

SUNG-1003, ¶263; SAMSUNG-1042, 54.  SAMSUNG-1015, 7; SAMSUNG-1025, 

42-43, 18.  Thus, implementing the user interface module in the execution environ-

ment where applications 830 are executed would therefore be an implementation of 

known techniques to known systems to achieve the predictable result of enabling 

user interface functionality for all types of device applications (those with higher 

privileges or not).  SAMSUNG-1003, ¶¶258-264.   
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B. [GROUND 1B] – Wright in View of Tzannes Renders Obvious 
Claims 12 and 16-17 

1. Tzannes 

Tzannes relates to transmission/retransmission of packet traffic in a commu-

nication environment involving computing devices with transceivers/modems.  

SAMSUNG-1006, ¶¶2; 185-189, 197; SAMSUNG-1003, ¶¶ 83-88.  

Tzannes’ communication system 100 is provided below: 

 

SAMSUNG-1006, FIG. 1 

Communication channel 10 connects (using wired or wireless link) transceiv-

ers/modems 200 and 300.  SAMSUNG-1006, ¶¶191, 189.   Each transceiver 
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(200/300) includes “well-known componentry” as well as multiple additional com-

ponents (210, 220, 225, 230, 240, 250, 260, 270, and 280).  SAMSUNG-1006, 

¶¶191-192.   

Tzannes’ techniques facilitate appropriate transmission/retransmission of 

packets according to their specified QOS level, which indicates the importance of 

certain service metrics, e.g., latency and packet error rate (PER), of the packets.  

SAMSUNG-1006, ¶¶198-204.  When transmitting transceiver 200 receives a packet 

from higher layers, the transceiver’s QOS module 230 can identify packets based on 

their QOS level, and together with QOS assignment module 240, a QOS identifier 

is associated with the packet.  SAMSUNG-1006, ¶213.  If the QOS identifier indi-

cates a low PER packet, transmission management module 220 forwards the packet 

for storage in retransmission buffer and subsequently transmits the packet.  SAM-

SUNG-1006, ¶214.  Alternatively, if the QOS identifier indicates a low latency 

packet, the packet can be transmitted to the receiving transceiver/modem using the 

transmission management module 220.  Id. 

“For successful retransmission, the receiving modem should be able to inform 

the transmitting modem which packet, or packets, need to be retransmitted,” and this 

is done, e.g., using a packet counter that computes and appends a bit field in the 

packet that includes a counter (sequence ID; SID) indicating the place of each packet 

in a stream of packets.  SAMSUNG-1006, ¶216.  In some instances, packets received 
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from a higher layer can already have the packet count information.  Id., ¶217.   

At the receiving transceiver/modem 300, if there is an error in transmission, 

the missing or error packets can be identified based on the packet count values in-

cluded in the received packets and corresponding requests can be made to the send-

ing transceiver/modem for packet retransmission.  SAMSUNG-1006, ¶¶220, 226-

227, 230-248. 

2. Combination of Wright and Tzannes 

Wright teaches network packet transmissions between a mobile device and 

one or more components in the network.  See generally SAMSUNG-1005; §III.A.1 

supra.  In the same field of network communication systems, Tzannes similarly 

teaches packet communications between computing devices over a network.  See 

generally SAMSUNG-1006; §III.B.1 supra.   

Tzannes additionally enables retransmission of lost/dropped packets based on 

packet-specific QOS policies and using components/functionality implemented at 

the sending and receiving transceivers/modems.  See supra §III.B.1.  As explained 

in §III.B.1, Tzannes teaches packet transmission flows based on QOS levels applied 

to particular packets and provides a packet counter value in the packet to facilitate 

packet retransmission.  SAMSUNG-1003, ¶90.  As to the latter, Tzannes teaches (1) 

a packet counter module implemented at a transceiver/modem, which calculates a 

counter value that is appended to the packet and (2) additionally or alternatively, 
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inserting such computed packet counter values by higher layers.  SAMSUNG-1006, 

¶¶216-217.   

Given that the packet count values could be provided by higher layers before 

the packet is provided to the modem for transmission, a POSITA recognized or 

found obvious that Tzannes packet counter functionality can be implemented both 

at the modem and at higher layers within a computing device.  SAMSUNG-1003, 

¶90.   

A POSITA would have found obvious to combine the above-described teach-

ings of Tzannes’ QOS-based packet transmission/retransmission functionality with 

those of Wright.  SAMSUNG-1003, ¶¶90-91.  In the resulting Wright-Tzannes com-

bination, Wright’s system (as described in §§III.A-B) would implement the func-

tionality and components recited in Tzannes (including at the transceiver/modem 

and at higher layers), and would facilitate retransmission of lost or dropped packets 

to a receiver.  SAMSUNG-1003, ¶91.  As explained below, a POSITA would have 

been motivated and expected reasonable success in so implementing Tzannes’ func-

tionality. 

First, Wright recognizes the importance of “alleviat[ing] [network] conges-

tion” (SAMSUNG-1005, ¶255), and in the relevant timeframe, it was well-known 

that network congestion often resulted in lost or erroneous packet transmissions, 

which are remedied by retransmission of the lost or erroneous packets.  SAMSUNG-
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1003, ¶¶89-93; SAMSUNG-1006, ¶¶228, 226-227, 261-263, 283.  Combining 

Tzannes’ teachings with those of Wright would therefore provide a more resilient 

packet transmission system that accounts for network congestion and ensures any 

lost or undelivered packets are delivered, particularly when QOS rules/service levels 

call for such delivery.  See SAMSUNG-1006, ¶218; SAMSUNG-1003, ¶93.    

Second, a POSITA found it beneficial to implement Tzannes’ traffic manage-

ment technique that prioritizes certain types of network packets at a mobile device 

(SAMSUNG-1006, ¶200) to minimize packet loss for certain device applications, 

e.g., by prioritizing bandwidth for real-time applications while ensuring low latency 

for applications like gaming and VOIP applications.  SAMSUNG-1003, ¶94.  In-

deed, a POSITA would have sought Tzannes’ QOS-based techniques account for 

service metrics, e.g., latency and PER—to enable prioritizing delivery/transmission 

of certain types of packets sought to be delivered in Wright’s system, e.g., those 

marked with a QOS level indicating low packet error rate, and facilitating retrans-

mission of the same, e.g., using packet counter values embedded within the packet 

(as taught by Tzannes).  See SAMSUNG-1006, ¶5; SAMSUNG-1003, ¶¶94-95; 

SAMSUNG-1033, 553.   

Third, in the relevant timeframe, packet transmission and retransmission sub-

ject to Quality of Service (QOS) rules was known to provide a framework by which 

network traffic was controlled for different scenarios, particularly where network 
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capacity is limited.  SAMSUNG-1003, ¶96; SAMSUNG-1020, 128; SAMSUNG-

1028, Abstract.  Similarly, Tzannes teaches packet transmission/retransmission tech-

niques based on QOS service rules applicable to each packet and Wright contem-

plates “alleviating” network congestion and provides policies governing a device’s 

network packet transmissions.  See §§III.A,1, III.B.1, supra.  A POSITA would have 

thus been motivated to combine well-known QOS policies and associated packet 

transmission/retransmission functionality with Wright to achieve predictable results 

of enforcing QOS policies, per Tzannes, for network packet transmission (per 

Wright).  SAMSUNG-1003, ¶¶96-97. 

Fourth, Wright teaches or renders obvious a WWAN modem for transmission 

of packet traffic over a network.  Given that Tzannes contemplates its functionality 

being implemented at a modem/transceiver and that its techniques can be imple-

mented for any type of computing device or communication system (SAMSUNG-

1006, ¶¶185-197), a POSITA would have had expected reasonable success in imple-

menting components and associated functionality in Tzannes’ modem/transceiver as 

part of Wright’s WWAN modem.  SAMSUNG-1003, ¶98.  It would have therefore 

been straightforward and well-within a POSITA’s skill level to implement what 

Tzannes already teaches—i.e., components, including the packet counter module, as 

part of modem (i.e., Wright’s WWAN modem)—to enable, among other function-

ality, computing and inserting packet count values in a packet’s packet counter field.  
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SAMSUNG-1003, ¶98.   

Moreover, Tzannes also contemplates higher layers of computing devices 

(higher than modem level) including packet count values.  SAMSUNG-1006, ¶¶198, 

212; SAMSUNG-1003, ¶99.  Wright similarly contemplates higher layer processing 

of policies, given its disclosure of policies being configured by policy engine 832 

and LSP 814 determining and providing of network parameters (e.g., at OSI layers 

6 and 7) in some implementations—both of which are in the application/user space 

and at device’s higher layers.  SAMSUNG-1005, ¶¶236-281, FIG. 8.  It would thus 

be well-within a POSITA’s skillset to configure QOS specification and packet count 

functionality at higher layers, per Tzannes, within components of Wright’s system 

(e.g., LSP 814) that similarly operate at higher layers and are tasked with similar 

policy configuration and network analysis/parameter determination.  SAMSUNG-

1003, ¶99. 

 

3. Claim Analysis 

o) Claim 12 

As described in §III.B.2, Wright-Tzannes would, in some implementations, 

include packet counting functionality at LSP 814 (one or more device agents) and 

that such packet counting functionality (as provided by packet counter module 260 

in Tzannes and as implemented at LSP 814 in the combination) includes calculating 
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a packet count value that is appended to the packet being transmitted.  SAMSUNG-

1003, ¶265; SAMSUNG-1006, ¶¶212, 216.   

Packet count calculations corresponds to a service usage measurement for the 

transmitted packets because they calculate each packet’s place in the packet stream 

(i.e., amount of transmitted traffic) being transmitted.  SAMSUNG-1003, ¶266.  This 

calculation as implemented at LSP 814 is separate from the traffic information 

measured by the TDI filter/packet filter engine (see supra [1.6], [1.10]); SAM-

SUNG-1021, 4; SAMSUNG-1027, 3, 25-26.   SAMSUNG-1003, ¶267. 

Moreover, a POSITA understood that this packet count calculation is a service 

usage measurement for the Internet data packet traffic passing between the oper-

ating system packet network stack and the WWAN modem. SAMSUNG-1003, 

¶267.  That’s because (1) the packet traffic being transmitted in Wright is Internet 

data packet traffic transmitted from the OS packet network stack to the WWAN (see 

supra [1.2]), and (2) Tzannes, in combination, teaches that transmitted packets re-

ceived, from higher layers, are delivered externally via the modem/transceiver.  

SAMSUNG-1003, ¶¶267-268; SAMSUNG-1006, ¶¶192-216.   

 

p) Claim 16 

As explained in §III.B.2 and [12] supra, Wright-Tzannes leverages Tzannes 
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packet counting functionality (in packet counter module 260), which enables calcu-

lating a packet count value that is appended to the transmitted packet and corre-

sponds to a service usage measurement.  SAMSUNG-1003, ¶269.  Additionally, 

this packet count value, which is different and separate from the traffic amount as 

described in element [1.6], is a measurement for the Internet data packet traffic 

passing between the operating system packet network stack and the WWAN mo-

dem, as explained in claim 12 supra.  SAMSUNG-1003, ¶269. 

Moreover, as explained in §III.B.2, Wright-Tzannes implements components 

of Tzannes modem/transceiver, including the packet counter module 260, as part of 

the WWAN modem.  SAMSUNG-1003, ¶¶269-270.  Additionally, in the relevant 

timeframe, it was well-known for a mobile device’s modem to be implemented using 

a separate, dedicated processor (i.e., separate from the general processor of the de-

vice) with its own dedicated execution environment.  SAMSUNG-1003, ¶270.  

Wright teaches or renders obvious a WWAN modem, which typically includes a 

specialized processor that is different from a device’s general processor.  SAM-

SUNG-1003, ¶270; SAMSUNG-1028, 1-2; SAMSUNG-1031, 748; SAMSUNG-

1032, 260.  A POSITA would have thus understood or found obvious that Wright’s 

WWAN modem would provide a specialized and separate execution environment 

(modem execution partition), within which the above-described packet counter 

module would be implemented.  SAMSUNG-1003, ¶270.   
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q) Claim 17 

As explained in §III.B.2 and [16] supra, Wright-Tzannes’ WWAN modem 

with a modem execution partition would implement components and functionality 

of Tzannes’ modem/transceiver.  SAMSUNG-1003, ¶271.  One such component is 

the transmission management module 220/320 (see id.), which is responsible for 

transmitting packets appended with the calculated packet count values (service us-

age measure, per [16] supra) to other computing devices.  SAMSUNG-1006, ¶¶212, 

214, claims 72, 85, FIG. 1, 192.   

Moreover, a POSITA understood that the transmission management module 

is a modem control link because it facilitates the communication with external de-

vices (and their respective modems), and controls the packets that are so transmitted 

by the combination’s WWAN modem over communication channel 10, (per 

Tzannes), which would be akin to the communication channel Wright’s communi-

cation port 842 and policy server 850.  SAMSUNG-1003, ¶272. 

Additionally, Tzannes teaches communicating with other device transceiv-

ers/modem, just as Wright teaches packet transmission between the device and other 

network devices, including policy server 850 (network service controller, per anal-

ysis for claim 7).  SAMSUNG-1003, ¶273.  In combination, a POSITA understood 
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or found obvious that the modem’s transmission management module facilitates net-

work packet transmissions to the policy server (network service controller).  SAM-

SUNG-1003, ¶273.  This would have been obvious for reasons described in §III.B.2 

supra and for the following additional reasons.  SAMSUNG-1003, ¶273. 

First, a POSITA would recognize that communicating the calculated service 

usage measure to the Wright’s network service controller (policy server 850) would 

enable any subsequent packet retransmission, subject to applicable QOS rules, that 

may be requested by the policy server 850 (which may not have made it to the 

server).  SAMSUNG-1003, ¶274; SAMSUNG-1006, ¶228.   

Second, because Wright’s mobile device sends and receives (to/from policy 

server 850) critical policy information and diagnostic information that controls the 

operation of Wright’s device (see supra §III.A-B; SAMSUNG-1005, ¶¶284, 238), 

leveraging Tzannes’ teachings in the combination would facilitate reliable network 

communications between Wright’s mobile device and its policy server (i.e., commu-

nications that are not subject to packet loss).   SAMSUNG-1003, ¶275.   

Therefore, Wright-Tzannes renders obvious the modem execution partition 

comprising a modem control link (transmission management module) to communi-

cate the calculated service usage measure (packet count value) to at least one of a 

network service controller (policy server 850). SAMSUNG-1003, ¶276. 
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C. [GROUND 1C] – Wright in View of Smith Renders Obvious 
Claim 14 

1. Smith 

Smith describes various types of virtual machines (VMs), including system 

VMs, that “provide a complete system environment in which many processes[] can 

coexist.”  SAMSUNG-1007, 23; SAMSUNG-1012, 72.   VMs “provide a secure 

way of partitioning major software systems that run concurrently on the same hard-

ware platform” such that “[s]oftware running” in one VM environment “is isolated 

from software running on other guest systems.”  SAMSUNG-1007, 24; SAMSUNG-

1012, 72; SAMSUNG-1003, ¶¶100-109.  

“The virtual machine is implemented as a combination of a real machine and 

virtualizing software,” which may be implemented with “…resources different from 

the real machine, either in quantity or in type.”  SAMSUNG-1007, 15-16.  Smith 

explains that VMs enable “support [of] different operating systems simultaneously” 

(such as Windows and Linux, as show below).  SAMSUNG-1007, 24; SAMSUNG-

1012, 72-73. 
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SAMSUNG-1007/SAMSUNG-1012, FIG. 1.11 

 

2. Combination of Wright and Smith 

As explained in §§III.A-B, Wright renders obvious a mobile phone having 

partitioned environments that receives policies and rules from a remote server.  To 

the extent that Wright does not disclose a secure virtual environment, that would 

have been obvious based on Smith.  

As explained in §III.C.1, Smith teaches implementations of various types of 

VMs, which “provide a secure way of partitioning major software systems” to isolate 

software therein.  See SAMSUNG-1007, 24; SAMSUNG-1012, 72.  Per Smith, 

“[r]unning each application in its own virtual machine increases the robustness of 

the system,” since erratic behavior on a VM is “less likely to affect the operation” 

of applications running on a different VM, thereby “provid[ing] isolation and en-

hanced security.”  SAMSUNG-1007, 29; 13; SAMSUNG-1012, 506-507; 56.   
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A POSITA would have been motivated to improve robustness and security of 

Wright’s device, and to do so, a POSITA would have been motivated to implement 

Wright’s protected execution partition to run in a VM separate from the partitioned 

environment running the user applications.  SAMSUNG-1003, ¶¶102-104, 49-58, 

66.  The resulting Wright-Smith wireless end-user device includes, a VM Monitor 

(VMM), which is virtualizing software that provides two VMs, one VM hosting 

Wright’s policy-related engines (policy engine 832, LSP 814), and another VM host-

ing a second OS running conventional applications, such as Wright’s applications 

830.  SAMSUNG-1003, ¶¶103-104; SAMSUNG-1007, 24; SAMSUNG-1012, 72-

73.    

A POSITA would have expected success in implementing one or more VMs 

with Wright, because that would require routine programming knowledge well-

within a POSITA’s skill.  SAMSUNG-1003, ¶105.  Indeed, this would have 

amounted to using a known technique (VMs) to improve operation of a known de-

vice (wireless end-user device) to achieve predictable results (running software in a 

VM).  SAMSUNG-1003, ¶105.   A POSITA would have found it obvious to imple-

ment a portion or all of the protected execution partition in a secure execution envi-

ronment (e.g., a virtual machine (VM)) for at least the following additional reasons.   

First, a POSITA would have found it obvious that a VM would provide an 
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isolated environment that would enable components of the protected execution par-

tition to operate independently without unauthorized access to or from other modules 

in Wright’s user space.  A POSITA understood that isolation can be enforced by a 

VM (hypervisor), and a VM would enable segmentation of computer resources and 

the ability to manage permissions across VMs.  SAMSUNG-1003, ¶106.  Using a 

VM to provide an isolated environment reduces ability for malicious activities in 

one agents to impact the secure execution environment (e.g., the PEP).  Id.  A 

POSITA understood that isolating environments would facilitate maintaining relia-

bility and confidentiality of data, which is a goal of Wright.  Id.; SAMSUNG-1005, 

¶¶Abstract, 6-17, 285. 

Second, a POSITA would have found obvious that a VM would provide a 

suitable environment for encrypted data.  Wright already teaches that one or more 

device agents, e.g., policy engine 832, implements polices based on a determination 

of whether a file or data is encrypted.  See, e.g., SAMSUNG-1005, ¶¶296, 299-300.  

A POSITA understood that encrypting data in a VM ensures that sensitive data 

within a VM is inaccessible to unauthorized users or modules.  A POSITA would 

have found it obvious that a VM could reduce the opportunity for unauthorized ac-

cess was suitable for controlling access by minimizing user access rights to a mini-

mum requirement for functionality and regular audits of access privileges.  SAM-

SUNG-1003, ¶107. 
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Third,, a POSITA understood that a VM would enable segmenting network 

traffic.  For example, implementing the protected execution partition would enable 

relative isolation of traffic to/from the PEP to be separated from other parts of the 

mobile device infrastructure, e.g., Wright’s applications 830.  Such segmentation 

minimizes the risk of migration of malicious software or issues that would otherwise 

compromise security of sensitive, policy management operations of the policy en-

gine 832 and LSP 818 in the PEP. SAMSUNG-1003, ¶¶108-109.  

3. Claim 14  

As explained in [1.3] supra, LSP 814 and policy engine 832 would be imple-

mented as part of protected execution partition (PEP).   As explained in §III.C.2, it 

would be obvious to implement the PEP using one or more virtual machines, thus 

rendering obvious that the PEP comprises a secure virtual execution environment.  

SAMSUNG-1003, ¶277, 102-109, 50-58; SAMSUNG-1007, 5-6, 34.   

 

IV. TRIAL SHOULD BE INSTITUTED 

While discretionary denial is unwarranted here, Petitioner will use the bifur-

cated briefing process, per Stewart Memorandum, to rebut any contentions by Patent 

Owner. SAMSUNG-1036; SAMSUNG-1037; SAMSUNG-1038.  
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V. CONCLUSION AND FEES 

The Challenged Claims are unpatentable.  Petitioner authorizes charging fees 

to Deposit Account 06-1050. 

VI. MANDATORY NOTICES UNDER 37 C.F.R. § 42.8(A)(1) 

A. Real Party-In-Interest Under 37 C.F.R. § 42.8(b)(1) 

 Samsung Electronics Co., Ltd. and Samsung Electronics America, Inc. (col-

lectively, “Samsung”) are the real parties-in-interest. 

B. Related Matters Under 37 C.F.R. § 42.8(b)(2) 

The ’144 Patent is the subject of civil action Headwater Research LLC v. 

Samsung Electronics Co., Ltd. et al, 2-24-cv-00627, E.D. Tex., filed August 2, 

2024 (SAMSUNG-1004).  Petitioner is not aware of any other disclaimers, reex-

amination certificates, or IPR petitions addressing the ’144 Patent. 

C. Lead And Back-Up Counsel Under 37 C.F.R. § 42.8(b)(3) 

Petitioner provides the following designation of counsel. 

Lead Counsel Backup counsel 

W. Karl Renner, Reg. No. 41,265 
Fish & Richardson P.C. 
60 South Sixth Street, Suite 3200 
Minneapolis, MN 55402 
Tel: 202-783-5070 
Fax: 877-769-7945 
Email:IPR39843-0190IP1@fr.com 

Jeremy J. Monaldo, Reg. No. 58,680 
Karan Jhurani, Reg. No. 71,777 
60 South Sixth Street, Suite 3200 
Minneapolis, MN 55402 
Tel: 202-783-5070 
Fax: 877-769-7945 
PTABInbound@fr.com 
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D. Service Information 

Please address all correspondence and service to the address listed above. 

Petitioner consents to electronic service by email at IPR39843-0190IP1@fr.com 

(referencing No. 39843-0190IP1 and cc’ing PTABInbound@fr.com). 

 

Respectfully submitted, 
 
 
Dated  05/05/2025    /Karan Jhurani/     

W. Karl Renner, Reg. No. 41,265 
Jeremy J. Monaldo, Reg. No. 58,680 
Karan Jhurani, Reg. No. 71,777 
Fish & Richardson P.C. 

      60 South Sixth Street, Suite 3200 
Minneapolis, MN 55402 

      T: 202-783-5070 
      F: 877-769-7945 
 
(Control No. IPR2025-00963)  Attorneys for Petitioner  
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CERTIFICATION UNDER 37 CFR § 42.24 

Under the provisions of 37 CFR § 42.24(d), the undersigned hereby certifies 

that the word count for the foregoing Petition for Inter Partes Review totals 13,986 

words, which is less than the 14,000 allowed under 37 CFR § 42.24. 

 
 
Dated  05/05/2025    /Karan Jhurani/     

W. Karl Renner, Reg. No. 41,265 
Jeremy J. Monaldo, Reg. No. 58,680 
Karan Jhurani, Reg. No. 71,777 
Fish & Richardson P.C. 

      60 South Sixth Street, Suite 3200 
Minneapolis, MN 55402 

      T: 202-783-5070 
      F: 877-769-7945 
 
      Attorneys for Petitioner
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CERTIFICATE OF SERVICE 

Pursuant to 37 CFR §§ 42.6(e)(4)(i) et seq. and 42.105(b), the undersigned 

certifies that on May 5, 2025, a complete and entire copy of this Petition for Inter 

Partes Review and all supporting exhibits were provided by Federal Express, to 

the Patent Owner, by serving the correspondence address of record as follows: 

 
Headwater Research LLC 

C/O Farjami & Farjami LLP 

26522 La Alameda Ave., Suite 360 

Mission Viejo, CA 92691 

 
 
 
 
 

 /Diana Bradley/    
       Diana Bradley 
       Fish & Richardson P.C. 
       60 South Sixth Street, Suite 3200 
       Minneapolis, MN 55402 
       bradley@fr.com 


