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COMPUTER OPERATION MANAGEMENT
SYSTEM FOR A COMPUTER OPERATING
SYSTEM CAPABLE OF SIMULTANEOUSLY

EXECUTING PLURAL APPLICATION
IROGRAMS

BACKGROUND OF THE INVENTION

I I'ield of the invention

Thc prcscnt invention rclaks to a system enabling hi h
lc

reliability cxccution and high spccd processing of plural
application programs execunng on a single computer or on
plural computers over a network, and relates particularly to
a stable operation management system lor computers.

2. Description of thc prior art

Conventional computer systems comprise harclware such
as the memory, disk dnves, central processing unit (CPU),
and network devices, operanng system software enabhn ~

the hard&vare to be used effectively, ancl programs recording
the prncedures to be executed by the computer to accom- zn

plish specific tasks. Thc person using thc computer typically
executes application programs written in a programmin
language by the pro rammer by instrucnng the operann ~

system software to execute, or "run*', the desired application
program by some means. The operating system then
executes the one requested program, or simultaneously
executes plural programs, by effectively using the memory
(primary storage means), disk drive (complcmcntary storage
means), CPU, and network clcviccs availablc to thc com-
puter. Some of the de facto standard, operann ~ systems in
use, today include MVS used on mainframe computers, VAX
used on minicomputers, UNIX used on workstations, arnl
MS-DOS and Windows used on personal computers

Of these common operating systems, UNIX is capable of
simultaneously execut&ng plural application programs. zs

UNIX was originally clcvclopcd by AT&T of thc Unitccl
States, and is widely used on primarily worl stations today.
Dug&nally clesigned for soltware development, computer-
aided design (CAD), and other technical applications run by
engineers, UNIX olfers the lollowing leatures in uimpanson
with the other operating systems mentioned above

(I) UNIX can simultaneously execute plural applicat&on
programs in parallel

(3) Onc program cxccuting under UNIX can cause
another program to bc run under UNIX, and thc number of
simultaneously cxccuting programs can incrcasc without
being limited by the operanng system.

(3) Simultaneously execunng programs are harnffecl
equally and execute with the same pnority unless one or
more pro rams is specifiecl to execute with precedence
(priority) over another program(s). 'I'he priority of execut&ng
programs can also bc changccl dynamically.

(4) Because thc virtual storage area has a finite size,
attempts to cxccutc a program cxcccding this limit will ss
cause the program to end immediately arnl an error to be
generated (an "abnormal eral").

The problem with UNIX is that the number of applicanon
programs simultaneously executable on a single computer
cannot be limited As a result, when the number nf simul-
taneously cxccuting programs cxcccds thc projcctcd limit,
the capacity of thc main storage dcvicc (memory) becomes
insufficient. W'hen memory becomes insullicient, additional
virtual storage area is reserved on the complementary stor-
age device (dial dnve), and the data in memory is wntten to es
disk When the virtual storage area (virtual memory) is used
for prngram execution, however, the executing speed of the

program drops by several ten to several hundred percent.
With some apphcanon programs it is merely inconvenient
when thc cxccution speed drops, but with syskms requiring
real-time performance, rcduccd cxccution speed can bccomc
a source nf trouble.

When both hardware memory and virtual memory are
insufficien, UNIX forcibly tcrminatcs onc of thc cxccuting
programs. Bccausc it is not possible to specify thc order
(prccedcncc) in which programs arc forcefully krminatcd,
programs for which reliability is csscntial and pro rams for
which reliability is non-essennal will be lorcibly termmated
with the same probability. When any program is forcibly
terminated, system functionality is also lost

UNIX also does not have any means of centrally manag-
ing what changes have occurred in any program, when those
changes occurred, and what error messages were generated
when a program starts up, terminates normally, or terminates
abnormally. As a result, when a system error or problem
clcvclops, there is no way to dctcrminc v hat program was
the source ol the problem. While some error messages are
output, the messages are not un&lied by machine (CPU),
output device, or output method, and troubleshoonng is
therefore difficult and time-consuming

UNIX also handles each of the plural simultaneously
executing programs equally, arnl is not able to control the
execution time (CPU time) allocated to each prngram As a
result, programs that make unusually heavy clemands on the
CPU or memory degrade thc overall rcsponsc time and
throughput of the system.

In large scale systems linking UNIX based computers via
a common network, the problems dcscribcd above can occur
frcqucntly, and tracing thc source of thc problem is cvcn
more comphcated. There is aLso no means of immediately
notifying the operator that one of aforemennoned problems
has occurred, and recovery efforts are therefore delayed.

SUMMARY OF THE INVENTION

Therefore, an obt act of the present invennon is to provnle
a computer operation management system that operates on
an operating system, such as UNIX, having the aforemen-
tioned problems.

I'o achieve the aforementioned object, a cnmputer opera-
tion management system accorcling to the present invention
cnablcs stable and high reliability cxccuhon of individual
application programs by limiting thc number of simulta-
neously cxccutablc apphcation programs currently
executing, arnl momtoring apphcanon program execution,
computer resources, and the network in a computer operat-
ing system capable of simultaneously executing plural appli-
cations programs

A computer operation management system according to
first aN&ect of the inventinn resides between the operating
system and the simultaneously executing application pn&-

grams has an intcrfacc to both thc operating system and thc
individual application programs, ancl appears to thc operat-
ing system to be a smgle apphcation program. This com-
puler operation management system composes a program
clelinition file predelinecl by the user to record the maximum
number of simultaneously executable prngrams for each
prngram category, the execution prionty of the program, the
error recovery proccdurc, programs that cxccutc by com-
munication with other programs on thc network, and infor-
mation about the post-process to be executed after the
program terminates, a queued program record tile for
recording the information of queued programs wainng to be
executed; and a lo hie fnr recording log, clata when a

prngram starts or ends, and when an errnr occurs.



A computer operation management system according to
second aspect of the invention manages and controls the
execution status of application programs by executing apph-
cation programs to be manage&1 in a manner enabling direct
communication with or direct management by onc operation
manigcmcnt program for managing thc operation of them.

A computer operation management system according to
third aspect of the invent&on achieves the application pro-
gram control method by means of a program definition file
for rccorrling the maximum number of simuhancously
executing programs for each program category or computer
as delined bit the user, an execution controller for elfectively
using computer resources and achieving stable apphcation
program operation during simultaneous execution of plural
programs hy limiting for the operating, system at applicat&on
program startup the number of executing programs by
program category or computer based on thc maximum
number of simultaneously cxccutablc pro rams read from
the pro ram delinnion lile, a queued program record tile for
temporanly storin ~ the data of programs which cannot be
currently simultaneously executed to enable the queued
program to he started after a prerleterm inc&I period; and a log
file for recordmg after prngram startup a startup log con-
taining thc name of thc started program, thc time anti date,
and thc computer name.

A computer operation management system according to
fourth aspect of the inventinn achieves the applicat&on
program status monitonng method by means of an execution
status monitoring means comprising: a means for regularly

&0sending a status rcqucst mcssagc to and rccciving a reply
from thc application program, a means for confirnung that
an application program is executing by receiving the reply
from the applicauon program and conlirming the content of
the received reply; and a means fnr rletermining a program

35error when there is no response from the application pro-
gram to the execution status request message within a
predctcrmincd penod, and then notifyin thc error recovery
processor executing thc prcdctcrmincd error rccovcry
process, aml the error communicanon means for commum-
cating when an error occurs. 40

A computer operation management system according to
fifth aspi,ct of thc invention achicvcs thc error recovery
method cxccutcd when an application program error occurs
by the program deliniuon lile recording the error responses
method predelined by the user for execution when a program
terminates abnormally, an&1 a recovery process execuun ~

means for executing error recovery when an error occurs
based on the error response method recorded to the program
definition fil.

A computer operation management system according to
sixth aspect of the invention achieves the method for com-
municating errors occurring on the computer to the operator
by the program dehnition file recnrrling the error commu-
nication method dehned by the user; and an error commu-
nication means comprising: a means for collcctin thc lo
files of applications software under thc mana cmcnt of the
operahon management system on all computers connected
to the network, a means for processing an&1 displaying data
for the operator in an easy-to-unrlerstand format; and a
means for automatically indicating an error by means of
issuing an alarm, electronic mail, a consnle, printer, and/or
a fik.

A computer operation management system according to
seventh aspect of the invenuon achieves the method for es
simultaneously executing plural programs under the oper-
ating system hy receiving new program startup requests m

the execuuon status mon&loon ~ step alter the execution
control and process startup step is completed; anti startiog
inrlependently and parallel ivith previously executed pn&-

grams that are subsequently started
A computer operation management system according to

eighth aspect of. the invenuon achieves the methotl for
controlling Ihe, execution pnonty of the applicauon pro-
grams by: the program definition file recording, the execution
pnonty sequence of each program category as defined by the
user; and an execution prionty scqucncc controller compris-
ing a means for dynamically controlling thc priority
sequence of both executing and queued programs based on
the prionty sequence read from the program delinition lile
by resequencing the queued programs according to the
pnonty sequence recorded in the queued program record
file, dynamically changing the execution priority nf execut-
ing pro rams and thc cxccution priority of qucucd programs,
and informing the operating system of thc changed priority
sequence.

A computer operation management system accnrrling to
n&nth aspect of the invention achieves the methocl for
stnpping an application program executing nn a computer
by: the program definition fik recording thc definitio of a
post-process define&1 by the user to bc subscqucntly cxccutcd
according to the en&ling status, and an ending processor
comprising a means for recogmzing program termination
based on an ending message from the operating system, a
means for identifyin the ending status when a program
terminates, a post-process executing means for executing the
post-process according to thc post-process definition, and a

log fil recorrling thc cnd log when a program ends, said cnd
log containing the program name, computer name, anil ume
and &late of program terminauon.

A computer operation management system accnrrling to
tenth aspect of thc invention achicvcs thc method for man-
aging thc resources of thc application program cxccuting on
the computer by: the program delinnion tile recording for
each execunng application program the maximum primary
sti&rage device (memory) capacity, complementary siorage
device (disk drive) capacity, and cumulative processor time
limit usable by each program; and a computer resnurces
mana cr comprising a means for dctccting when a program
is executed excccding thc rlcfincd primary storage and
compkmentary storage device capacity, or the cumulauve
pri&cessor time limit, and a means having a lunction for
iletermining an error when the computer resources are used
exceeding the defined limits, and notifying, the error recov-
ery prncessor and the error commun&cat&on means.

A computer operation managcmcnt system accordin to
ekventh aspect of the mvenuon achieves the method for
managing Ihe operahon of applications software executed by
means of communications between plural computers con-
nected to a common nenvork is achieved by the program
dehnition file recording information defined by the user for
programs that cxccute by association and communication
over a network; and a computer network manager compris-
ing a means for communicaung between the operation
management systems installed on diferent computers on the
netwnrk, a means for managing the operatinn of programs
that execute by associatinn and communicatinn over a
netwnrk according to the information for said programs
rlcfincd in the program definitio file, ancl a means for
recognizing combinations of programs that cxccutc by asso-
ciation and communication over a network.

A computer operation management system accnrrling to
twelfth aspect of the invention executes the execution



controller, execuuon status moniloring means, computer
resources manager, aml ending processor as a conunuous
process within the main program, and cxccutcs the execu-
tion pnorily sequence controller, error recovery processor,
error communication means, aml nelworl manager
on-demaml as imlependenl programs by the mam program.

A computer operation management system according to
thirteenth aspect ol. the invenhon executes Ihe execution
controller, execution status monitoring means, and ending
processor as a continuous process within the main program,
and executes the execution priority sequence controller,
error recovery processor, error communication means, com-
puter resources manager, and network mana cr on-dcmantl
as inilepemlent programs by Ihe main program.
Opera&&on: &5

A computer operation management system according to
the invention limits the number application programs
executing on an operating system enabling the simultaneous
execution of plural apphcation programs, and monitors
application program cxccution, computer rcsourccs, and the zo

network to enable stable, high reliability operauon of inth-
vidual applicahon programs.

A computer operation management system according to
the hrst aspect of the invention resirles between the simul-
taneously executing application programs anil the operating
system, which is charactcrizcd by being able to simulta-
neously cxccute plural application programs, being able to
generate from one executing program a new relate&i program
that can be communicated with or managed directly, han-
dling all executing programs equally unless the operating
system is othe&w&se specifically notifierl during program
startup, and dynamically changing the priority sequence of
executing programs, having a virtual storage arcs of finite
size, and immctliatcly abnormally ending program cxccution
when the program to be executed exceeds the lrmits of the zs
virtual storage area. The computer operauon management
system further has an interface to both Ihe operatm ~ system
and the individual application programs, and appears to the
operatin'ystem to be a single application program The
program definition tile is prcdcfincd by thc user to rccortl the ao

maximum number of simultaneously cxccutablc programs,
the execuuon pwonty of Ihe program, the error recovery
procedure, programs that execute by commun&canon with
other programs on lhe network, and informauon about the
post-process to he executed after the program terminates for
each program category A queued program record file
records thc information of qucucd programs ivaiting to be
cxecutctl; and a log fil records log data when a program
starts or ends, aml when an error occurs.

A computer operation management system according to O

the secoml aspect of the invenuon manages and controls the
execution status of application programs by executing on
one operating system one operation management program
for managing thc operation of plural application programs in
a manner cnabhng tlircct communication with or direct s
mani ament of lhe applicauon programs to be mana ed.

A computer operauon management system accordrng to,
the thiril aspet:I of the invention records to the program
definitions file during application program startup the maxi-
mum number of simultaneously executing programs for
each program category or computer as dcfincd by thc user.
During simultaneous cxccution of plural application
programs, the execution controller limits for lhe opera&in ~

system the number of executing programs by program
category or computer based on the maximum number of as
simultaneously executable programs read from the program
definition file (program defmitions recortling means) As a

result, computer resources can be elfecuvely uulized, and
stable operation of the individual apphcation programs is
achieved. When a program cannot currently be simulta-
neously executed, the execution controller temporarily
stores thc data of that program to a qucucrl program record
file to cnalik thc queued program to bc cxccutcd after a
pre&le&arm&natl per&od. After a program is started, the execu-
uon controller records lhe name of the slarled pro ram, the
time and date, and the computer name to a log tile

In a computer operation management system according to
the fourth aspect of the invention, the execution status
monitoring means regularly sends an cxccution status
rcqucst mcssagc to and rcceivcs a reply from thc application
pri&gram, aml conlirms the content of the received reply to
&le&ermine whether the applicauon program is executing.
When there is no response from the application program to
the execution status request message, an error is determined
to have occurred, and the error recovery processor executing
the prcdctermincd error rccovcry process, and thc error
communication means for communicating when an error
occurs, are nolilied.

In a computer operation mana ament syslem accordmg to
the fifth aspect of the invention, the program definition file
recorris the error response method predefined by the user for
execution when a program terminates abnormally, and a
recovery process cxccuting means cxccutcs error rccovcry
when an error occmrs based on thc error rcsponsc method
rerul from the program deiiniuon tile.

In a computer operation mana ament syslem accordmg to
the sixth aspect of the invention, the program detinition file
recorris the error com mun icat ion method defined by the user
The error communication means collects the log files of
applications software under thc managcmcnt of the opera-
tion management system on all computers conncctcd to thc
network. Based on the method read lrom the program
ileiinition lile, data is processed and displayed in an easy-
to-umlerslaml format for Ihe operator, the operator is auto-
matically notified by means of issuing an alarm, electronic
mail, a console, printer, and/or a file

In a computer operation man age ment system according to
the seventh aspect of thc invention, ncw program startup
requests are receive&i in the execution status monitoring slap
after the execution control and process star&up step
completed, aml the last-executed programs are started inde-
pendently and parallel ivith any programs previously
executed to achieve simultaneous execution of plural appli-
cation programs.

In a computer operation man age ment system according to
eighth aspect of lhe invention, Ihe program delinilion lile
records Ihe execuuon priority of each program category as
ileiined by lhe user. Based on the prionty sequence read
from the program detinition tile, the execution priority
sequence controller dynamically controls the priority
scqucncc of both executing and qucucd programs by rcsc-
qucncing the qucucd programs according to the priority
sequence recorded in the queued program record lile,
ilynamically changin ~ the execuuon pnonty of executing
pri&grams and lhe execution pnonty of queued pro rams,
anti notifying the operating system of the changed priority
sequence

In a computer operation man age ment system according to
the ninth aspect of thc invention, thc program dchnition file
records Ihe delimtion of the post-process deiined by the user
to be subsequently executed according to the ending status.
The ending processor recogmzes that a program has termi-
nated based on an ending message from the operating
system, identifies the ending status of the program, and



executes the post-process according to the definition re&xi

from the program definition file. When a program
terminates, an end log cents&ning the program name, com-
puter name, anil time and elate of prngram termination is
recorded to thc log file.

In a computer operation management system according to
the tenth aspect of: Ihe invention, the program drain&&ion file
records for each execuung application program the maxi-
mum primary storage device (memory) capacity, comple-
mentary storage rlevice (disk drive) capacity, and cumulative
processor time limit usable by each prngram. 'I'he computer
resources manager dctccts when a pro ram is cxccutctl
cxcccding thc limits dcfincd in thc program definition file,
determines an error when the computer resources are used
exceeding the defined limits, and notifies Ihe error recovery is
processor and the error communicatinn means when an error
is determined

In a computer operation management system according to
the ckventh aspect of thc invention, the program definition
file records information for programs that cxccutc by asso- zo

ciauon and communicauon over a nelworl . The computer
network manager commun&ca&ca between the operanon
management systems installed on different computers on the
netivork, manages the operatinn of applications software
using the network accorrhng to the information defined m
the pro ram dctinition tile, and rccognizcs combinauons of
programs that cxccutc by association and communication
over a nelworl .

In a computer operation managemenl system according lo
the twelfth aspect of the invention, the execution controller,
execution status mon&toring means, computer resources
manager, and ending processor are executed as a continuous
process within thc main program, and thc cxccution priority
scqucncc controller, i'ffof fccovcfv processor, error commu-
nicauon means, aml network manager are called on-demaml zs
and executed by the main program as imlependenl programs.

In a computer operation managemenl system according lo
the thirteenth aspect of the invention, the execution
controller, execution status monitoring means, and ending
processor arc cxccutccl as a continuous process within the ao

main program, and thc execution priority sequcncc
controller, error recovery processor, error commun&canon
means, computer resources manager, and network manager
are called on-demand and executed by the main program as
independent programs. as

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will become more fully understood
from the detailerl descript&on given below anil the accom-
panying diagrams whcrcin:

FIG. I is a conceptual rliagram of thc relationship between
the operating system, application programs, and thc com-
puler operation management system of the present inven-
tion,

ss
FIG. 2 is a block diagram of Ihe computer operauon

management system accorrling to the present invention;
I'IG 3 is a block d&agram anil floiv chart of the vanous

controllers in one embodiment of a computer operation
manigcmcnt system accordin to thc prcscnt invention;

FIG. 4 is a floiv chart of thc operation of thc cxccution
controller in onc cmbodimcnt of a computer operation
man i ament system according lo lhe present inventron,

FIG. 5 rs a flow chart of the operauon of the execuuon
status momtoring means in one embodiment of: a computer ss
operation management system according to the present
invention;

FIG. 6 is a flow chart of: the operauon of: Ihe execution
priority sequence controller ivhen program startup is
requested in the computer operat&on management system
according to the present invention,

FIG. 7 is a flow chart of: the operauon of: Ihe execution
pnonlv sequence controller when Ihe pnonly sequence of
executing programs is dynamically change&1 in the computer
operation management system according, to the present
invention;

FIG. 8 is a flow chart of thc operation of thc error rccovcry
processor in ihe computer operauon management system
according to lhe present invention,

I lG 9 is a table of one example of the procedural
tlcfinitions for error rccovcry processing in thc computer
operation management system according to thc prcscnt
invention;

I lG 10 is a flow chart of the operation of the eedli&ig

prncessor in the computer operat&on management system
accordin to the present invention;

FIG. 11 is a flow chart of: Ihe operation of Ihe computer
resources manager in Ihe computer operation management
system according the present mvention;

FIG. 12 is a fiovv chart of thc operation of the network
mana cr in thc computer operation managcmcnt system
according to Ihe prevent invention,

I lG 13 is a flmv chart of the operatinn of the em&r
communication means achieving the errnr communication
function of the computer operation management system
accordin to the present invention

FIG. 14 is a flow chart of: the operauon of: the error
communication means achieving the error communication
function and the error monitoring functinn of the computer
operation management system according, to the present
invention; and

FIG. IS is a flow chart and block diagram of Ihe vanous
conlrollers in a secontl embodiment of a computer operation
management system according to the present invention.

DESCRIPTION OF PREFERRED
EMBODIMENTS

The preferred embodiments of: a computer operation
management system according Io Ihe present invenuon are
described hereinbelow with reference to the accompanyi&ig
figures
Embodiment 1:

FIG. I is a conceptual diagram of thc software operation
management system in a computer system according Io the
present invention. As shown in FIG. 1, The computer
operation management system 1 of. Ihe presenl invention
resides between the operating system 2 and the application
prngrams 3, functioning as a single applicatinn program
from the perspcctivc of the operating system 2, but with an
intcrfacc to the application programs 3 that makes thc
computer operanon management system I appear lo be par&

of the operating system 2 from the perspective of the
applicauon programs 3. The funcuon of Ihe computer opera-
tion management system I is to monitor and control execu-
tion of the application programs 3

This operating system 2 has thc following characteristics.
(I) Thc aliility to cxccutc plural apphcalion programs in

parallel
(2) The ability to generate a new program (child program)

from one execuun ~ program (parent program); the number
of simultaneously executing programs increases without
heing limited by the operating system



(3) Simultaneously execuung programs are executed aml
handled with the same priority unless otherwise specihed
fhe priority of executing programs can be specihed and
dynamically changed

(4) Thc virtual storage arcs has a hnitc size. When a

program is cxccutcrl cxcccding this finit size, thc program
ends immerhately and an abnormal end (error) &s genera&a&I.

The structure of the compuler operation management
system I shown in I'lfl I is sho&vn in I'IG 2 anti described
below &0

As sho&vn in I'IG 2, the computer nperation management
system 1 compnscs a process manager 12, a program
definition fil 21, a qucucd program record fil (rcqucst
queue) 2Z, and a log lile 23. The process manager 12 is a

program operating under the operaung system aml res&din ~ is
in either the primary storage (memnry) or complementary
storage device (disk drive) nf the computer to monitor and
control the executmg programs I'he program definition file
21 rcsidcs on thc complcmentary stora c dcvicc (disk drive),
and is the means for recording information about thc cxccut- zo

ing pro rams, including the maximum number of simulta-
neously executable programs lor each program category, the
execution priority of each program, the procedures to
execute when an error occurs, and the limits of the computer
resources. 'I'he request queue file 22 also resides on the
complcmcntary storage dcvicc (disk drive), and is thc means
for recording information about programs for which thc start
of execution is restncted dunng program star&up. The log lile
23 also res&iles on lhe complementary storage device (disk
drive), and is the means for recording the log of informat&on
relating to program startup, en&ling, and errors.

Referring to I'IG 2, the prngram dehnition hie 21
includes thc following rlata: thc maximum number of simul-
taneously cxccutabk programs for each program category,
the execution priority of each program, Ihe procedures to ss
execute when an error occurs ilunng program execuuon, aml
the procedures to execute when a pro ram en&la normally.
All of these data parameters are defined by the user. The
program cate cries are more specifically groups of pmgrams
predcfincd by thc user and indicating thc type of program. so
Thc maximum number of simultaneously cxccutablc
programs, priority sequence, error recovery procedures, aml
ending process are delined for each program category The
data recorded to Ihe program deliniuon Iile is referenced al

program startup, program end, and when errors occur to
execute the delined processes.

Thc qucucd program record fil (request qucuc) 22 is a
bufi'cr arcs for holrling programs waiting to bc cxccutcd
because of execution km&is. Programs are stored lo the
queued program recorrl lile 22 in descending order of o

program execution pnonty for each program category. More
specihcally, there are plural request queues for each program
category in the queued prngram record hie 22, and the
qucucd programs arc rccorrlcd within each rcqucst qucuc in
desccmling order from thc program with Ihc highcsl execu- s
tron pnorily As a result, programs are executed slartrng from
the program of. highest prionly.

At program startup, the log tile 23 records a startup lo ~

containing the name of the started program, the time and
date the program was started, the cnmputer name, and the
program number at startup. When an error occurs, thc lo
file 23 records an error log containing the pro ram name, the
time aml date the error occurred, the computer name, the
program number, and the error status. The error status rs the
termination message from Ihe operaung system or the con- es
ditions when the error occurrerl, and is pn&vided by the
process manager 12 When a program ends, the log hie 23
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records an end log containing Ihe program name, the ume
an&I date the program ended, the computer name, the pn&-

gram number, and the ending status (nnrmal nr almormal
encl) I'he recorded log tiles can be referenced by the user to
dctcrminc thc operating status of thc system, for trouble-
shooting thc cause of an error, or as othcrv isc rcquircd.

The process manager 1Z shown in FIG. 2 also compr&ses
the following controllers 13—ZU.

I'he execution controller 13 controls executinn of the
inrlividual application programs according, to the application
prngram startup instructions received from either the opera-
tor or thc pro~am.

Thc cxccution status monitoring means 14 monitors thc
execution status of. Ihe applicauon programs by exchanging
messages with Ihe executing apphcauon programs. When an
error occurs in one of the executing programs, the execution
status monitoring means 14 notifies the cnntroller executi&ig
the predefined error process

Thc computn resources manager 15 monitors thc usc of
computer resources, including thc CPU, memory, and rlisk
dnve, by companng the limit values read from the program
delinition lile 21 with Ihe actual usage When an error
occurs, the computer resources manager 15 notifies the em&r
recovery processor executing the predefined error recovery
prncess, and the error communication means handling the
prcdcfincd error notification process.

Thc cxccution priority sequence controller 16 controls thc
pnonlv sequence of programs in Ihe queued program record
lile (request queue) ZZ and the pnonly sequence of execut-
ing programs, according to the program priority sequence
read from the program definition file 21

I'he ending processor 17 executes the post-process (the
process exccutcd after a program ends) when a program
ends according to thc post-process proccdurc stored in thc
program delinilion file Zf, aml records the end log lo the log
lile 23.

The error recovery processor 18 executes lhe error recov-
ery process ivhen an error occurs according to the predefined
error recovery process stored in the program definition file
21, and rccorrls thc error log to thc log hlc 23.

Thc error communication means 19 immcdiatcly informs
the operator ol an error after an error occurs by means ol, for
example, an au&hble alarm or other commun&canons means
according lo Ihe error recovery process stored m lhe pro-
gram definition file 21.

I'he netivork manager 20 commun&cates with the process
mana crs 12 cxccuting on other computers on the commu-
nication network to exchange log information relating to
program alar&up, errors, and ending. The process manager 12
of one compuier can thereby determine the execunon status
of programs on other computers on Ihe network, and cen-
tralized operations management can be achieved by means
of a single computer

FIG. 3 is a block diagram and fiow chart of Ihc various
controllers in onc cmbodimcnt of thc computer operation
management system 1 accorrhng to the present invenuon.

When an application program is to be executed, an
execution request goes to the computer operation
management, system I and not the operating system When
a program startup request is issued by the operatnr or from
another program to thc computer operation managcmcnt
systcni 1 (S21), thc execution controller 13 reads thc maxi-
mum number ol simultaneously executable programs from
the program definition lile 31 (S22), aml compares this
maximum number with the number of executing pro rams.
If the number of executing programs is smaller than the read
limit (maximum number), a child program startup request is



issued to the operanng system (S23). If. the number of
executing programs is equal to the limit (maximum number)
and a program startup request is issued, the requested
program is queued to the queued program record hie 33.

Thc execution controller 13 rcgmlarly monitors thc num-
ber of cxccuting programs. As a result, when il becomes
possible Io execute a queued pro ram, lhe next program to
be executeil is read Irom lhe queued program rewird file 33,
and a startup request is issued to the operating system (S23)
fhe execution controller 13 then records the startup log to
the log hie 32 when program startup en&la

Thc application programs 3 thus cxccutcd arc cxccutcd
maintaining a parent-child relationship with thc process
mani er 12 so that informauon can always be exchange&I.
(communicated) with the process manager 12 m the corn- is
puter operation management system I When a neiv program
is executed, the operating system 2 recognizes the program
(i e, the process manager 12 in the computer operation
manigcmcnt system I) cxccuting thc ncw program as the
"parent," aml thc ncw program as thc "child.*'hc means for zc

accomphshing this parent-chil&I commun&canon &s charac-
tenzed by being sigmlicanlly simpler than the means
required for communicating between programs in a different
relationship. 'I'he application programs managed by the
process manager 12 are always "children'* relative to the
process manager 12, and arc structured and managed such
that 'child of child," i c., "grandchild,'rograms will not
&incur.

Once a program is started, lhe execu non status monitonn ~

means 14 monitors the execution status of each executing
program by sending messages to and receiving replies from
each executing program (S24) When an error occurs with a
monitored program, thc error rccovcry processor 18 and
error communication means 19 arc appropriately notifie to
execute lhe predelined processes (S29 and S30). ss

When there is a request from lhe operator or another
program during program execution lo change the pnonty
sequence of an executing prngram or a queued program m
the queued program record file (request queue) 33, the
execution priority scqucncc controller 16 changes thc pn- ac

ority scqucncc of thc cxccuting programs or programs in the
queued program record lile 33 (S28).

Simultaneously lo monitoring program execunon by the
execunon status monilonng means 14, Ihe computer
resources manager 15 monitnrs the computer resources
(!i25) by comparing the actual usage of computer resources
(including thc CPU time, memory, and disk drive) with the
resource usage limits rlcfincd in thc pro ram definitio file.
When an error occurs, Ihe error recovery processor Ig aml
error communicanon means 19 are nonlieil u& execute the n

predelined processes (S29 and S30).
As part of the execution status monitoring and computer

resource management routines, programs that execute while
communicating with other programs on thc network arc also
monitored by means of thc network manager 20 cxchan in s
information with Ihe process managers ol. other computers
34 on Ihe network (S31).

Execution status momloring (S24) aml computer
resources management (S25) are then executed in a con-
tinuous loop until the operating system notihes the process
manager that a program has ended.

When an error occurs &luring cxccution status monitorin
or computer resources managemenl, Ihe error inlormalion is
supphed to the error recovery processor 18, which executes
the recovery process accorrhng lo the recovery procedure as
defined in the program dehnitinn hie, and simultaneously
records the error log to the lng file 32 (S29). The error
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communication means 19 also issues the appropnate alarm
or olher notilication according lo the error recovery process
stored in thc program definition file 21 (S30).

When the process manager is notifie by thc operating
system that a program has ended, the ending processor 17
executes the ending process stored in the prngram definition
lile, aml writes lhe eml log to the log tile (S27). The overall
lunclionalily of lhe various controllers ol. Ihe computer
operation management system I according to the prcscnt
invention has bccn described above. A morc dclailcd
description of their operation follows.

I IG 4 is a liow chart of the operation of the execution
conlroller Fg of. the process manager 12 in lhe computer
operation management system I secor&ling lo Ihe present
invention.

Program startup rcqucsts issued by thc operator or from
another program to the computer operation management
system I (S41) are input to the process manager 12, which
then reads the maximum number ol said program copies that
can be simultaneously executed from the program delinition
file 21 (S42). This maximum number of simultaneously
executable proyams may be (I) thc total number of pro-
grams that can be simultaneously executed nn that machine,
or (2) the number of copies of a program category that can
execute simultaneously. The number of programs of the
same type &hat are currently running on thai computer
(machine) is also counted. Thc control limit read from thc
program definition file 21 is compared with thc number of
executing programs (!i44). If the number of executing pni-
grams is smaller than the control limit, that program can be
immediately execu&ail and program slartup connnues (S45).
The startup procedure instructs Ihe operating system that the
program is being started as a "chikl'child process) of thc
process manager. When normal startup is completed, thc
name of the started pro ram, time and date, cnmputer name,
anti the program number at startup, are recorded to the log
lile 23 as the star&up log (S46).

If dunng program execuuon lhe currently executing num-
ber of pro rams is smaller than thc control limit, that
program is stored to thc qucucd program record file (rcqucst
queue) 22, the buffer area for programs waiting to execute,
as immediately exccutablc.

Thc process manager 12 regularly chccl s whcthcr qucucd
pri&grams in lhe queue&1 program record tile (request queue)
22 Rir which an execution request has been issued can be
executed. Th&s execuhon query process conunues lo deter-
mine whether the queued programs can be executerl insofar
as the number of currently executing programs exceeds the
control limit. When the number of currently cxccuting
programs becomes less than the control limit, thc operating
syslem is instructed to proceed with program execution
(S45).

FIG. 5 is a fiow chart of the operauon of Ihe execution
status monitoring means 14 in one emfiodiment nf the
computer operation management system accorrling to the
prcscnt invention.

Referring to FIG. 5, thc process manager 12 starts an
applicanon program as a "child'* of Ihe process manager 12
has&xi on the program slartup request (S51). The operating
system tracks lhe program (process) managing Ihe star&up of
a program as the "parent process,'* and the program that is
thus started as the "child process.** The means for commu-
nicating bctwccn programs in a parent-child relationship is
simple.

All applicanon programs are executed as "children" of. the
pri&cess manager 12. By regularly commumcanng with the
executing programs, the process manager 12 is able to
centrally manage the execution status of each application
prngram.
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Refernng again to FIG. 5, the execution status monitonn ~

means 14 sends a message to each application program
under its managcmcnt at a regular interval to dctcrmine
whcthcr each pollcrl program is still executing (S52).

The polled application program immediately sends to the
execution status monitoring, means 14 a response message
iilennfying which conlirmanon message the application pro-
gram is responding to. The process manager 12 confirms that
the polled application program is still cxccutin by rcccivin
the rcsponsc v ithin a prcclctcrmincd period of time (S53). lc
fhe process manager 12 monitors the execution status of
each program by repeating this message exchange ivith each
application program unnl the operating system notifies the
process manager 12 that a particular application program has
ended (S54).

All application programs arc v rittcn to rcsponcl immedi- '-'tely

when a confirmation message is received from the
process manager 12. 'I'his function can be achieved by
prov&&ling the required subroutines as a library for inclusion
when wntmg and compihng the pro ram.

If thc rcsponsc is not rcccivcd within thc prcclctcrminccl zn

penod of. Lime (S53), the process manager 12 determines that
an error has occurred in the application program, and so
notihes the error recovery processor lg and error commu-
nication means 19 (S55, S56) The error recovery processor
lg and error communication means 19 then execute the
appropriate prcdctincd proccdurcs.

It is thcrcby possible for thc computer operation manage-
ment system lo detect errors when an error occurs rn an
executing program, and can implement the appropnate error
recovery or escape process. Lrrors produced by a program
can often not be detected by either the program itself or the
operatin 'ystem, thus makmg a computer operation man-
a ament system as dcscribcd by thc present invention essen-
tial for operation of systems rcquirin high reliability

A method lor simultaneously execunng plural programs ss
by means of the execunon controller 13 and the execunon
status monilonng means 14 of lhe computer operation
management system accorrling to the present invention is
described next

When a ncv. program startup rcqucst is issued cithcr by an

the operator or a program, thc process manager 12 starts the
program as a chikl process as described above. After pro-
gram startup, Ihe execuL&on slalus monilonng means 14
monitors the execunon status of the program. From this state
it is possible for the process manager 12 to receive another
new program alar&up request When another pmgram startup
request is thus rcccivcd, thc new program is started up by the
execution controller 13, anti thc execution status is then
monitored by the execunon status monilonng means 14 Al
this point the process manager 12 is monitoring the execu- n

tron of lwo programs, and can receive another new program
startup request This simple loop is thereafter repeated, thus
making it possible to increase the number of simultaneously
executing programs.

FIG. 6 is a tloiv chart of thc operation of thc cxccution s
pnorily sequence controller 16 when program star&up is
requested in the computer operanon management system
accordm ~ lo Ihe present invention.

Referring to I'lll 6, when a program startup request is
input to the process manager 12 (S61), the execution priority
scqucncc controller 16 reacts thc priority scqucncc of the
program and thc maximum number of simultaneously
executable programs managed by program group from the
program delininon lile 21 (S62). The execunon pnonty
sequence controller 16 then contirms the number of cur- as
rently executing programs anil the number of programs of
the same program category (S63).
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If Ihe number of currently executing programs is less than

the number of executable programs read from the program
clcfinition file, thc program is startcrl as a child program of
the process manager by informing thc operating system of
the priority sequence of the program anil instructing the
operating system to start that program If it is attempted to
starl a program exceeding the control limit of the number of
simultaneously executable programs, execution is immeth-
atcly disabled, thc dcfincd priority scqucncc (initialization
value) is attached to the program, and thc program is
temporarily stored to the queued program recorrl hie
(request queue) 22 as an execution request (S66) The
pnonlv sequence of lhe queued program m compared with
those of other programs in the request queue 22, and the
rcqucst queue 22 is sorted in dcsccnding order of priority
(S67).

I'he process manager 12 regularly monitors the number of
executing programs so that when execution of one of the
pri&grams in the request queue 22 becomes possible, the
pri&gram at the top of lhe queue is move&I lo memory and
cxecutcd by thc cxccution controller.

FIG. 7 is a flow chart of thc operation of thc cxccution
pnonty sequence controller 16 when the priority sequence
of executing programs is dynamically changed based on
operator instruciions input lrom a console or instrucnons
lri&m another program.

Thc cxccution priority scqucncc controller 16 is always
aivarc of ivhat programs arc currently cxccuting and thc
pnonty sequence of those programs When there is a request
based on operator instructions input from a console or
inslrucnons from another program to change Ihe priority
sequence of. an executing program (S71), Ihe execution
pnority scqucncc controller 16 is able to dctcrminc thc
appropriate priority scqucncc basccl on thc ncw priority
sequence change request received from an external source,
anil the relationship between the vanous executing programs
(S72).

This evaluanon compares the priority sequence of the
rcqucstcd program (specificall thc program for which thc
pnority sequence change was rcqucstccl) v ith thc priority
sequence of the currently executing programs to determine
the relative priority of the conccrncd pro rams and sct thc
amount of chan c that can bc made in thc cxccution priority.
Therefore when another program is being processetl with
higher pnorilv and the pnonty of the requested pro ram is
to be raised, the pnonty is increased signilicantly to enable
pnonty execution over the other programs A change in the
pnonty sequence of programs executing in memory is
achicvcd by changing thc time that program can usc thc CPU
(CPU time).

The priority sequence is thus changed based on this
evaluation (S73). After lhe pnonly sequence is change&I, the
new pnonly sequence becomes immediately valid, an&1 all
programs are executed based on this new priority sequence
This process can be achieved by mforming, the operating
system of thc program name and thc changed (updated)
pnority scqucncc.

The execunon pnority sequence controller 16 is also able
to dynamically change the pnonly sequence of queued
pri&grams based on operator inslrucnons input from a con-
sole or instructions from another program When there is a

request to change the priority sequence of queued programs
based on operator instructions input from a console or
instructions from another program, thc priority scqucncc of
the requested program is compared with those of the other
queued programs to el(act a pnonly sequence change as
ilescnbed above. After the prionty sequence is chan ed, the
queued programs are resorted m orrler of descenrling prior-
ity.
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FIG. 8 rs a liow chart of the operation of&he error recovery

processor 18 in the computer operation management system
accordin to the present inventinn

Referring to I'IG 8, the errnr recnvery processor 18 is
activated when it is informed by thc cxccution status mom-
torin means 14 that an application program is in an error
state (S81). The error recovery processor 18 then reruls the
error recovery procedure from the program delimtion tile
(882)

The error recovery procedure is defined separately for
each application program categnry, and comprises what
measures to impkmcnt when an error occurs, thc recovery
proccdurc, alarm notitication, mail, and what mcasurcs to
implement for any related programs. The same error recov-
ery procedure is used for all programs in a single program is
categnry, althnugh it is also possible to define a unique error
recovery prncedure for each program 'I'his data can be
appropriately reivritten as required by the system
administrator, anti thc ncv error recovery proccrlurcs can be
cxecutcrl as thc valirl rccovcry proccdurc from thc time the zo

procedure is rewnllen
The error recovery processor 18 lailhfully execute the

error recovery procedure (S84) as defined This error recov-
ery prncedure is also executed with precedence nver all
other executing programs, and a record of recovery proce-
dure cxccution is storcrl as thc error log containing the
computer name, program name, action taken, and lime in thc
log Iile 23 (S83).

FIG. 9 is a table of one example of the procedural
definitions fnr error recovery processing in the computer
operation management system according to the present
invention. In I IG 9 the prngram category describes the
program name. Plural copies of thc same program can be
cxecutcrl simultaneously, but thc error rccovcry proccdurc is
the same for all executing copies of thai pro ram. ss

The measure implemented when an error occurs (column
2 of the table) descnbes what measure lo tal e when an error
occurs in one of executing applicatinn programs; the mea-
sures shown include do nothing, forced end, and an error
recovery proccdurc. Thc proccdurcs for a forccrl cnd and the ao

error rccovcry proccrlurcs arc dcfincd in thc program dcfi-
nuion tile 21.

Alarm nolilicauon (column 4) delines whether the opera-
tor is to be automaucally noulied when an error occurs by
means nf paging via a pocket pager, paging via the public
address system, or other means Mail (column 5) refers to
electronic mail, and dcfincs whcthcr an alarm (error
message) is to bc displaycrl on thc computer terminal when
an error occurs, or whether an e-mail message &s to be sent
to another computer terminal on lhe networl. The commu- o

nicanons functions applied when an error occurs is achieved
hy means of the error communicatinn function described
below

Rclatcd programs (column 6) dcfinc Ihc program group
cxecutcrl simultaneously to and having a relationship with s
the program generating the error, or delines the program
group to be executed upon lermmahon of Ihe program
generating the error. The error recovery procedure is defined
in the prngram rlehnition file 21 for all programs belnnging
to the same program group, and all executing pmgrams m
that group arc proccsscrl according to thc same error recov-
ery proccdurc.

FIG. 10 is a fiow chart of lhe operation of the emhn ~

processor 17 in the computer operation management system
accordm ~ lo Ihe present invention. os

When an executing program stops (S101), the operating
system notifies the ending prncessor 17 nf the process
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manager that program emled (S102). Based on lhe ending
status of the program received from the nperating system,
the ending processor 17 determines whether the end was
nnrmal or abnormal (S103) If the program terminate&I due
to an abnnrmal cnd, thc error rccovcry processor 18 is
notifie (S 107), and thc corresponding rccovcry process is
requested. W'hen program termination was normal, lhe end-
ing processor 17 recorrls the ended program name, machine
name, time and date, program number, and ending status to
the end log of the log file 23 (S104) Any prncedure defined
for execution upon program termination is then read from
the program definition file 21 (S105), and that procedure is
faithfully cxecutcd (5106). Continuous processing of a
pri&gram can thus be achieved using this post-process ddi-
nilion. When the post-process is completed, the complete
sequence of processes is cnmpleted

I IG 11 is a flow chart of the operation of the computer
resource manager 15 in the cnmputer operation management
system according to thc prcscnt invention.

Rcfcrring to FIG. 11, thc computer rcsourcc mana cr 15
checks Ihe cumulauve CPU ume used by each pro ram for
all executing programs mana ed by lhe process manager 12
(S111), and then cnmpares the actual CPU time total with the
contrnl limits (predefined value) read from the program
dehnition file (S112). If this comparisnn shows the control
limit to be excccdcd, thc error recovery processor 18 and
error communication means 19 arc notifie (S121, S122).

If the cumulative ('PU time does not exceed the control
limil, the computer resource manager LS checl s the amount
of memnry used (S114), and then compares the actual
memory used with the control limit (predefmed value) read
frnm the program definition file (S115) If this cnmparison
shows thc control limit to bc cxcccrlcrl, thc error rccovcry
processor 18 and error communication means 19 are nori-
lied. (S121, SIZZ).

The amount of ihsl space used is similarly checked
(S117), and Ihe actual disk space used is compared with the
contrnl limits (predehned values) read frnm the program
dehnition file (S118). If this comparisnn shows the control
limit to be excccdcd, thc error recovery processor 18 and
error communication means 19 arc notifie (S121, S122).

The resource control limits are delined in the program
ilelinition file 21 by Ihe user as the maximum amount of any
given resource, that can be used by each program category.
In this example, the cumulative (:PU time, memory
allncation, and disk space allocation are specitically defined
Thc actions to bc taken when thc rlclincd rcsourcc limits arc
cxcccdcd arc also dcfincd by thc user for each program (or
pri&gram category) in the program deliniuon Iile 21.

The nelworl manager 20 of the computer operation
management system according to the present invenuon is
described next below.

I'he olfilect of the network manager 20 is to manage the
operation of a large-scale application program opcratin on
plural computers by communication bctwccn thc individual,
copies of. the applicauon (a network apphcanon) by enabling
the process managers 1Z to communicate with each other
and share information between plural nelworl ed computers
connected to a cnmmon network and used tn individually
execute an applicatinn that communicates with nther copies
of that application running on other computers.

Thc infomiation cxchangcd bctwccn thc process manag-
ers 12 on dilferenl computers is lo ~ Iile information relating
to the program alar&, end, aml errors, operating status data for
applicauon programs operatin ~ by communicating between
computers; and infnrmation related to the program definition
file (including priority sequence and error recovery
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procedures). The log lite also records the name of the
computer from which the informanon omginateil, mal ing it
possible to dctcrminc from which computer thc lo file
originated, and enabling thc information to bc monitored by
a single computer 'I'he operating status of application pro-
grams that operate ivhile communicating with pmgrams
executing on other networked computers &s managed by the
process managers execuung on the individual computers.
Thc individual process managers then communicate with
each other regularly so that thc network application can

&0
execute without contlict. 'I'he program priority sequence,
error recovery procedure, and other infomiation in the
program detimuon lite is centrally managed by m&pyin ~

information input on one computer to plural computers as
may bc necessary.

FIG. 12 is a flow chart of thc operation of thc nctwork '-'anager20 in the computer operation management system
accordin to the present inventinn

Refernng to FIG. 12, the process manager 1Z semis a

status request message to the apphcation program execu&in ~

on onc computer to monitor thc status of that program zo

(S121). If the process manager 12 receives the response
from that applicauon program within the predelined ume
period (S122), the process manager 12 continues to monitor
the program status by repeating this messaging loop as
described above

If thc process manager 12 docs not reccivc thc response
from that application program within thc prcrlcfined time
pemod (S12Z), the process manager 12 checks the execuuon
status of the quemed program. The process manager 12
recognizes the communicating computer and program based
on the definition of the related programs in the program
definition file 21 Messages are exchanged between the
process managers of thc communicating computers for
status monitoring (S123). If thc process manager normally
receives the response from the program (S124), the process zs
mani er determines that an error has occurred on the
network (SI27). If the process manager does not receive the
response from the program, the process manager determines
that an error has occurred m one of the managed pmgrams
(S125), and writes an error log to thc log fil 23 (SI26). ao

FIGS. 13 and 14 arc flow charts of thc operation of the
error communicauon means 19. The error commumcation
means 19 has two funcuons. (I) an error commumcauon
function notifying the operator that an error has occurred in
accordance ivith the procerlure defined fnr execution when
an error occurs, and (2) an error monitoring funct&on for
detcctin the occurrcncc of errors on another computer on
the network.

The liow chart in FIG 13 describes the error commum-
cation function. When the error commumcauon means 19 is o

noulied of an error by the execution status month&ring means
14 or computer resources manager 15 (S131), the error
recovery procedure is read from the program dehmt&on file
21 (S132). To notify thc operator of thc error, thc message
contents arc output to a gcncral purpose alarm, clcctronic s
mail, central monitonng stanon, or other means as detined
by the error recovery procedure (S133).

A general purpose alarm is essenually an intercom or
public address system whereby an announcement is made
using electronic sounds Rlectronic mail refers to electronic
mail mcssagcs inrlicating that an error has occurred, these
messages are output to thc computer krminal of thc
operator, system administrator, or other detined desunauon.
The cenuat monitoring stat&on m simply a central computer
system console or display where mensa es are displayed It ss
is also possible to simultaneously nutput the same message
to a disk file or hard-copy pnnter nutput

The liow chart in FIG. 14 descmbes the operauon
executed by the error communicauon tuncuon after error
rlctcction by thc error monitomng function of thc error
communication means 19. Thc error monitoring function
regularly monitors the content of the log files 23 of the
netwnrked computers to check whether a new error lng has
been generated (S141). If a new error log m not detected
(S142), the error monitoring tuncuon conunues to regularly
check for any ncw error logs (S141). If a ncw error log is
rlctccted (S142), thc log content is chcckcd (S143). When an
error log is confirmed by the error monitoring function, the
error recnvery procedure is read from the program definition
lite 21 by the error commun&canon funcuon (S144), aml an
alarm is issued according to the predetined procedure in the
program definition file 21 (S145).

Thc error communication means 19 thus centrally man-
ages the tng tiles of the networked computers via the process
managers 12 of the networked computers, anil comprises a
tunchon for communicating the errors and a funcuon for
centrally monitoring whether any errors have occurred on
the network. Thc error communication function is triggcrcd
by detecuon of. a new error log on any networked computer.
The error momtonng tuncuon monitors iletined types of
error logs generated on any computers within a specihc
range predefined in the program definition file
Rmbodiment 2

FIG. 15 is a flow chart anil block diagram of thc various
controllers in a second embodiment of a computer operation
management system according to the present invention.

Retermng to FIG. 3, the tirst embodiment of the invention
comprises the computer resources management function as
part of the main program loop In the second embndiment
shown in FIG. 15, hoivever, the computer resources manager
functions as an inrlcpcmlcnt program called and cxccutcd
on-demand as required by thc main program.

The vanous controllers shown in FIG. 15 funcuon iden-
ucallv to those described in the tirst embodiment above.

Retermng to FIG. 15, when an apphcation program 3 is to
be executed, the execution request goes to the computer
operation management system I anil nnt the operating
system 2 in a computer operation managcmcnt system 1

accordin to thr present invention. When a program startup
request is issued by the operator or from another program to
the computer operation mana ement system 1 (S201), the
execution controller 13 reads the maximum number of
simultaneously executable programs from the program deh-
n&tion file 201 (SZUZ), and compares this maximum number
with thc numbm of executing programs. If thc number of
executing programs is smaller than thc react limit (maximum
number), a chikt program star&up request is issued to the
operating svstem (S203). If the number of execuung pro-
grams is equal to the limit (maximum number) and a

prngram startup request is issued, the requesterl program is
queued to the queued program record file 203. 'I'he execution
controller 13 rc ularly monitors thc number of cxccuting
programs. &ks a result, when it bccomcs possible to cxccutc
a queued program, the next program to execute is res&i from
the queued program record lite 203, and a star&up request is
issued to the operating system (S203). The execunon con-
troller 13 then records the startup log to the log file 202 when
prngram startup ends.

Once a program is started, thc cxccution status monitoring
means 14 monitors thc cxccution status of each cxccuting
program by sending messages to and receiving replies from
each executing program (SZ(l4). When an error occurs with
a monitored pro ram, the error recovery processor 18 and
error communication means 19 are appropriately notified to
execute the predefined processes (S209 and S210)
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When there is a request from the operator or another
program during program execution to change the pnonty
scqucncc of an cxccuting program or a qucucd program in
the queued program record hlc (request qucuc) 203, the
execution priority sequence controller 16 changes the pn-
ority sequence of the executing, programs or programs in the
queued program record Iile 203 (S207).

As necessary, the execution status monitonng means 14
calls thc computer rcsourcc manager 15, and thc computer
resource manager 15 monitors thc computer resources

ln
(5205) by comparing the actual usage nf computer resources
(includin the CPU time, memory, and disk drive) with the
resource usage limits delined in the program deliniuon tile
21. When an error occurs, the error recovery processor lg
and error communication means 19 arc notifie to cxccute
the predefined proccsscs (S209 and S210). is

Execution status monitonng (S204) is then executed in a
continuous loop until the nperating system 2 notifies the
process manager 12 that a program has ended. The network
mani er Z0 aLso monitors programs that execute while
communicating with other programs on thc network arc by zn

means of the exchanging information with the process
man i ers IZ of other computers 204 on the networl (SZ11).

When an error occurs during execution status monitoring
or computer resources management, the error information is
supplied to the error recovery processor 18, which executes
the rccovcry process accorrling thc rccovcry proccrlure
defined in thc program rlcfinition hlc, and simultaneously
records the error log to the log tile 202 (S209). The error
communication means 19 also issues the appropriate alarm
or other notification accorrhng to the error recovery process
stored in the prngram definition tile (S210).

When the process manager 12 is nntihed by the operating
system that a program has cndcd, thc ending processor 17
executes the cnrling process stored in thc pro@am definition
Iile 21, and wntes the end log to the log Iile 202 (S206). ss
Efiects of the invenuon

The computer operation management system of the
present invention achieves the follnwing effects by effec-
tively utilizing the primary storage (memory), cnmplemen-
tary storage (disk drive), and CPU of a stand-alone computer an

or nctworkcd computers by limiting and monitoring for thc
operatm ~ system the number of simultaneously executable
programs.

(I) By limiting for the operating system the number of
simultaneously executable programs, and managing pro-
gram execution so that memory nr rlisk space shortages do
not occur, cxccssivc dctcrioration of processing spccd rcsult-
in from memory shortages can bc prevcntcd and perfor-
mance can therefore be improved when plural programs are
simultaneously executed on a stand-alone computer or net- n

worl ed computers
(2) I'creed abnormal ending, of some prngrams and loss of

some system functionality resulting, from a temporary insuf-
ficienc of memory or disk space can bc prcvcntcrl when
plural programs arc simultaneously cxccutcd, and a high ss
reliability system Iree of abnormally ending pro rams can
be achieved.

(3) When an error occurs in an executing apphcauon
program and the program enrls abnormally, the program
causing the problem and the timing of the error can be
tracked by refcrcncing a centrally mana cd error log Errors
occurring in systems whcrc programs arc used over a
network or plural programs work together cooperauvely can
also be backed.

(4) It is also possible to detect errors occurring with ss
incomplete prngrams that dn not issue an error message even
though an error has occurred rluring program executinn.

(5) Program execution pnonty can be detined, thereby
enabling real-time processing ivhen required by any given
prngram. It is also pnssible to weight programs according to
their importance so that impnrtant programs are processed
with priority.

(6) The recovery proccdurc to bc cxccutcd when a pro-
gram ends abnormally can be delined and automaucally
executed, thereby greatly facihtaung troubleshooung by the
operator.

I'he invention heing thus described, it will be obvious that
the same may be varied in many ways Such variations are
not to lie re ardcd as a departure from thc spirit and scope
of the invention, and all such morlifications as would bc
obvious to one skilled in the art are intemleil to be included
within the scope of the following claims

What is claimed is
I A computer system composing
a cnmputer bavin a central processing unit, a main

memory and an auxiliary memory;
a UNIX operating system for operating said computer,

said operating system enabling said computer to
execute plural apphcauon programs simultaneously,
anil

a process manager intervening between said UNIX oper-
ating system and said plural application programs, said
process manager comprising;

an execution status monitor for monitnring an execution
status of plural application programs to limit thc num-
ber of application programs simultaneously cxccutcd;

a cnmputer resnurce manager for momtnring use status of
at least onc computer rcsourcc;

an error recover processor for executing an error recover
process when an error is rlctcctcd Iiy said computer
resource manager; and

an ending processor fnr executing an error recover pni-
ccss when an error is dctcctcd by said computer
resource manager; and

and ending processor for executing a post-process when
said monitor dctccts onc of plural application pro rams
in cxccution has cndcd

2. The computer system according to claim 1 in which
saul process manager further composes a management pro-
gram acting as an application program to said operating
system and a program definition file storing, information
regarrling the maximum number of simultaneously execut-
able application pro rams for each program category and
sairl management program monitors thc number of applica-
uon programs being executed upon starting a new applica-
uon program and, if the number of applicauon programs
being executed is equal to the maximum number stored in
said program definition tile, startup of a neiv application
prngram is prohibited

3 Thc computer system according to claim 2 wherein thc
execution status of application programs is managed and
controlled by executing said management program in a
manner enabling direct communicauon with or direct man-
agement of. the applicauon pro rams to be managed.

4 I'he computer system according tn claim I further
comprising a priority controller for controlling the execution
pnority nf each application program for each cate ory of
program, said cxccution prionty of each application pro-
gram including mformauon related to the order ol execution
and a time rate allocateil in execuuon of each application
priigram.

5 I'he cnmputer system according to claim 4 in which
said priority controller has a queued program record file for
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temporanly stonng dale of application programs which are
queued for execution and determines an nrder nf execution
fnr queued programs based on said execution priority of
each application program

6. Thc computer system according to claim I in which
said cxccution status monitor sends a mcssagc to each
application program pemodically and determines from con-
tents of a message sent back lrom each application program
if said application program is in execution

7 The cnmputer system accnrding, to claim 6 in which
said errnr recnver processor executes a predefined error
recover process which cxccutcs a prcdcfincd error recovery
proccdurc for an application program when no massa c is
sent back from lhe apphcalion program.

g. The computer system accorihng to claim 6 in winch is
said ending processor executes post execution processing
when a message indicative of an end of an application
program and a state of the end is issued from said application
program, said post processing being prcdcflncrl in accor-
dance with said state of thc cnd. ZO

9. The computer system according to claim I further
composing an error detector for delecung an error when an
applicatinn program is executed exceeding nne nf limits
predehned with respect to main and auxiliary memnry and
cumulative prncessing time allncated to said application
program and an error rccovcry processor for cxccunng a
predcfincd error rccovcry procedure.

Ifk The computer system according to claim I further
comprising an error notification process for notifying a user
when an error is detected.

11. A computer system comprising
a plurahly of computers connected by a network,

each computer having a UNIX operating sysmm for
operating said computer, said nperating system
enabling said computer to cxccutc plural application
programs simultaneously, anil a process mana er inter-
vening between said operating system and said plural
applicauon programs lor monilomng execuun ~ status
of plural applicatinn prngrams tn limit the nuinber of
applicauon programs executed simultaneously,

a communication intcrfacc for communicating bctwccn
process managers of. an arborary lwo computers over
said netwnrk;

a program delinilion lile for recording information delined
by a user for programs coopcrativcly cxccuted over
saitl nelworl, and

a managcmcnt process for managing operation of said
programs cooperatively executed in accordance with
said information recorded m said program definition
file.




