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[57] ABSTRACT

A computer operation management system comprises a
computer having a central processing unit, a main memory
and, an auxiliary memory, an operating system for operating
the computer so as for the computer to execute plural
application, programs simultaneously and a process man-
ager for monitoring an execution status of plural application
programs to control the number of application programs
simultaneously executed and their execution priorities.
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Fig.3
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COMPUTER OPERATION MANAGEMENT
SYSTEM FOR A COMPUTER OPERATING
SYSTEM CAPABLE OF SIMULTANEOUSLY
EXECUTING PLURAL APPLICATION
PROGRAMS

BACKGROUND OF THE INVENTION

1. Field of the invention

The present invention relates to a system enabling high
reliability execution and high speed processing of plural
application programs executing on a single computer or on
plural computers over a network, and relates particularly to
a stable operation management system for computers.

2. Description of the prior art

Conventional computer systems comprise hardware such
as the memory, disk drives, central processing unit (CPU),
and network devices, operating system software enabling
the hardware to be used effectively, and programs recording
the procedures to be executed by the computer to accom-
plish specific tasks. The person using the computer typically
executes application programs written in a programming
language by the programmer by instructing the operating
system software to execute, or “run”, the desired application
program by some means. The operating system then
executes the one requested program, or simultaneously
executes plural programs, by effectively using the memory
(primary storage means), disk drive (complementary storage
means), CPU, and network devices available to the com-
puter. Some of the de facto standard, operating systems in
use today include MVS used on mainframe computers, VAX
used on minicomputers, UNIX used on workstations, and
MS-DOS and Windows used on personal computers.

Of these common operating systems, UNIX is capable of
simultaneously executing plural application programs.

UNIX was originally developed by AT&T of the United
States, and is widely used on primarily workstations today.
Originally designed for software development, computer-
aided design (CAD), and other technical applications run by
engineers, UNIX offers the following features in comparison
with the other operating systems mentioned above.

(1) UNIX can simultaneously execute plural application
programs in parallel.

(2) One program executing under UNIX can cause
another program to be run under UNIX, and the number of
simultaneously executing programs can increase without
being limited by the operating system.

(3) Simultaneously executing programs are handled
equally and execute with the same priority unless one or
more programs is specified to execute with precedence
(priority) over another program(s). The priority of executing
programs can also be changed dynamically.

(4) Because the virtual storage area has a finite size,
attempts to execute a program exceeding this limit will
cause the program to end immediately and an error to be
generated (an “abnormal end”).

The problem with UNIX is that the number of application
programs simultaneously executable on a single computer
cannot be limited. As a result, when the number of simul-
taneously executing programs exceeds the projected limit,
the capacity of the main storage device (memory) becomes
insufficient. When memory becomes insufficient, additional
virtual storage area is reserved on the complementary stor-
age device (disk drive), and the data in memory is written to
disk. When the virtual storage area (virtual memory) is used
for program execution, however, the executing speed of the
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program drops by several ten to several hundred percent.
With some application programs it is merely inconvenient
when the execution speed drops, but with systems requiring
real-time performance, reduced execution speed can become
a source of trouble.

When both hardware memory and virtual memory are
insufficient, UNIX forcibly terminates one of the executing
programs. Because it is not possible to specify the order
(precedence) in which programs are forcefully terminated,
programs for which reliability is essential and programs for
which reliability is non-essential will be forcibly terminated
with the same probability. When any program is forcibly
terminated, system functionality is also lost.

UNIX also does not have any means of centrally manag-
ing what changes have occurred in any program, when those
changes occurred, and what error messages were generated
when a program starts up, terminates normally, or terminates
abnormally. As a result, when a system error or problem
develops, there is no way to determine what program was
the source of the problem. While some error messages are
output, the messages are not unified by machine (CPU),
output device, or output method, and troubleshooting is
therefore difficult and time-consuming.

UNIX also handles each of the plural simultaneously
executing programs equally, and is not able to control the
execution time (CPU time) allocated to each program. As a
result, programs that make unusually heavy demands on the
CPU or memory degrade the overall response time and
throughput of the system.

In large-scale systems linking UNIX-based computers via
a common network, the problems described above can occur
frequently, and tracing the source of the problem is even
more complicated. There is also no means of immediately
notifying the operator that one of aforementioned problems
has occurred, and recovery efforts are therefore delayed.

SUMMARY OF THE INVENTION

Therefore, an object of the present invention is to provide
a computer operation management system that operates on
an operating system, such as UNIX, having the aforemen-
tioned problems.

To achieve the aforementioned object, a computer opera-
tion management system according to the present invention
enables stable and high reliability execution of individual
application programs by limiting the number of simulta-
neously executable application programs currently
executing, and monitoring application program execution,
computer resources, and the network in a computer operat-
ing system capable of simultaneously executing plural appli-
cations programs.

A computer operation management system according to
first aspect of the invention resides between the operating
system and the simultaneously executing application pro-
grams has an interface to both the operating system and the
individual application programs, and appears to the operat-
ing system to be a single application program. This com-
puter operation management system comprises a program
definition file predefined by the user to record the maximum
number of simultaneously executable programs for each
program category, the execution priority of the program, the
error recovery procedure, programs that execute by com-
munication with other programs on the network, and infor-
mation about the post-process to be executed after the
program terminates; a queued program record file for
recording the information of queued programs waiting to be
executed; and a log file for recording log data when a
program starts or ends, and when an error occurs.
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A computer operation management system according to
second aspect of the invention manages and controls the
execution status of application programs by executing appli-
cation programs to be managed in a manner enabling direct
communication with or direct management by one operation
management program for managing the operation of them.

A computer operation management system according to
third aspect of the invention achieves the application pro-
gram control method by means of: a program definition file
for recording the maximum number of simultaneously
executing programs for each program category or computer
as defined bit the user; an execution controller for effectively
using computer resources and achieving stable application
program operation during simultaneous execution of plural
programs by limiting for the operating system at application
program startup the number of executing programs by
program category or computer based on the maximum
number of simultaneously executable programs read from
the program definition file; a queued program record file for
temporarily storing the data of programs which cannot be
currently simultaneously executed to enable the queued
program to be started after a predetermined period; and a log
file for recording after program startup a startup log con-
taining the name of the started program, the time and date,
and the computer name.

A computer operation management system according to
fourth aspect of the invention achieves the application
program status monitoring method by means of an execution
status monitoring means comprising: a means for regularly
sending a status request message to and receiving a reply
from the application program; a means for confirming that
an application program is executing by receiving the reply
from the application program and confirming the content of
the received reply; and a means for determining a program
error when there is no response from the application pro-
gram to the execution status request message within a
predetermined period, and then notifying the error recovery
processor executing the predetermined error recovery
process, and the error communication means for communi-
cating when an error occurs.

A computer operation management system according to
fifth aspect of the invention achieves the error recovery
method executed when an application program error occurs
by the program definition file recording the error responses
method predefined by the user for execution when a program
terminates abnormally, and a recovery process executing
means for executing error recovery when an error occurs
based on the error response method recorded to the program
definition file.

A computer operation management system according to
sixth aspect of the invention achieves the method for com-
municating errors occurring on the computer to the operator
by: the program definition file recording the error commu-
nication method defined by the user; and an error commu-
nication means comprising: a means for collecting the log
files of applications software under the management of the
operation management system on all computers connected
to the network; a means for processing and displaying data
for the operator in an easy-to-understand format; and a
means for automatically indicating an error by means of
issuing an alarm, electronic mail, a console, printer, and/or
a file.

A computer operation management system according to
seventh aspect of the invention achieves the method for
simultaneously executing plural programs under the oper-
ating system by: receiving new program startup requests in
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the execution status monitoring step after the execution
control and process startup step is completed; and starting
independently and parallel with previously executed pro-
grams that are subsequently started.

A computer operation management system according to
eighth aspect of the invention achieves the method for
controlling the execution priority of the application pro-
grams by: the program definition file recording the execution
priority sequence of each program category as defined by the
user; and an execution priority sequence controller compris-
ing a means for dynamically controlling the priority
sequence of both executing and queued programs based on
the priority sequence read from the program definition file
by resequencing the queued programs according to the
priority sequence recorded in the queued program record
file, dynamically changing the execution priority of execut-
ing programs and the execution priority of queued programs,
and informing the operating system of the changed priority
sequence.

A computer operation management system according to
ninth aspect of the invention achieves the method for
stopping an application program executing on a computer
by: the program definition file recording the definition of a
post-process defined by the user to be subsequently executed
according to the ending status; and an ending processor
comprising a means for recognizing program termination
based on an ending message from the operating system, a
means for identifying the ending status when a program
terminates, a post-process executing means for executing the
post-process according to the post-process definition, and a
log file recording the end log when a program ends, said end
log containing the program name, computer name, and time
and date of program termination.

A computer operation management system according to
tenth aspect of the invention achieves the method for man-
aging the resources of the application program executing on
the computer by: the program definition file recording for
each executing application program the maximum primary
storage device (memory) capacity, complementary storage
device (disk drive) capacity, and cumulative processor time
limit usable by each program; and a computer resources
manager comprising a means for detecting when a program
is executed exceeding the defined primary storage and
complementary storage device capacity, or the cumulative
processor time limit; and a means having a function for
determining an error when the computer resources are used
exceeding the defined limits, and notifying the error recov-
ery processor and the error communication means.

A computer operation management system according to
eleventh aspect of the invention achieves the method for
managing the operation of applications software executed by
means of communications between plural computers con-
nected to a common network is achieved by: the program
definition file recording information defined by the user for
programs that execute by association and communication
over a network; and a computer network manager compris-
ing a means for communicating between the operation
management systems installed on different computers on the
network, a means for managing the operation of programs
that execute by association and communication over a
network according to the information for said programs
defined in the program definition file, and a means for
recognizing combinations of programs that execute by asso-
ciation and communication over a network.

A computer operation management system according to
twelfth aspect of the invention executes the execution
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controller, execution status monitoring means, computer
resources manager, and ending processor as a continuous
process within the main program, and executes the execu-
tion priority sequence controller, error recovery processor,
error communication means, and network manager
on-demand as independent programs by the main program.

A computer operation management system according to
thirteenth aspect of the invention executes the execution
controller, execution status monitoring means, and ending
processor as a continuous process within the main program,
and executes the execution priority sequence controller,
€ITOI TECOVErY Processor, error communication means, com-
puter resources manager, and network manager on-demand
as independent programs by the main program.

Operation:

A computer operation management system according to
the invention limits the number application programs
executing on an operating system enabling the simultaneous
execution of plural application programs, and monitors
application program execution, computer resources, and the
network to enable stable, high reliability operation of indi-
vidual application programs.

A computer operation management system according to
the first aspect of the invention resides between the simul-
taneously executing application programs and the operating
system, which is characterized by being able to simulta-
neously execute plural application programs, being able to
generate from one executing program a new related program
that can be communicated with or managed directly, han-
dling all executing programs equally unless the operating
system is otherwise specifically notified during program
startup, and dynamically changing the priority sequence of
executing programs, having a virtual storage area of finite
size, and immediately abnormally ending program execution
when the program to be executed exceeds the limits of the
virtual storage area. The computer operation management
system further has an interface to both the operating system
and the individual application programs, and appears to the
operating system to be a single application program. The
program definition file is predefined by the user to record the
maximum number of simultaneously executable programs,
the execution priority of the program, the error recovery
procedure, programs that execute by communication with
other programs on the network, and information about the
post-process to be executed after the program terminates for
each program category. A queued program record file
records the information of queued programs waiting to be
executed; and a log file records log data when a program
starts or ends, and when an error occurs.

A computer operation management system according to
the second aspect of the invention manages and controls the
execution status of application programs by executing on
one operating system one operation management program
for managing the operation of plural application programs in
a manner enabling direct communication with or direct
management of the application programs to be managed.

A computer operation management system according to,
the third aspect of the invention records to the program
definitions file during application program startup the maxi-
mum number of simultaneously executing programs for
each program category or computer as defined by the user.
During simultaneous execution of plural application
programs, the execution controller limits for the operating
system the number of executing programs by program
category or computer based on the maximum number of
simultaneously executable programs read from the program
definition file (program definitions recording means). As a
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result, computer resources can be effectively utilized, and
stable operation of the individual application programs is
achieved. When a program cannot currently be simulta-
neously executed, the execution controller temporarily
stores the data of that program to a queued program record
file to enable the queued program to be executed after a
predetermined period. After a program is started, the execu-
tion controller records the name of the started program, the
time and date, and the computer name to a log file.

In a computer operation management system according to
the fourth aspect of the invention, the execution status
monitoring means regularly sends an execution status
request message to and receives a reply from the application
program, and confirms the content of the received reply to
determine whether the application program is executing.
When there is no response from the application program to
the execution status request message, an error is determined
to have occurred, and the error recovery processor executing
the predetermined error recovery process, and the error
communication means for communicating when an error
occurs, are notified.

In a computer operation management system according to
the fifth aspect of the invention, the program definition file
records the error response method predefined by the user for
execution when a program terminates abnormally, and a
recovery process executing means executes error recovery
when an error occurs based on the error response method
read from the program definition file.

In a computer operation management system according to
the sixth aspect of the invention, the program definition file
records the error communication method defined by the user.
The error communication means collects the log files of
applications software under the management of the opera-
tion management system on all computers connected to the
network. Based on the method read from the program
definition file, data is processed and displayed in an easy-
to-understand format for the operator, the operator is auto-
matically notified by means of issuing an alarm, electronic
mail, a console, printer, and/or a file.

In a computer operation management system according to
the seventh aspect of the invention, new program startup
requests are received in the execution status monitoring step
after the execution control and process startup step is
completed, and the last-executed programs are started inde-
pendently and parallel with any programs previously
executed to achieve simultaneous execution of plural appli-
cation programs.

In a computer operation management system according to
eighth aspect of the invention, the program definition file
records the execution priority of each program category as
defined by the user. Based on the priority sequence read
from the program definition file, the execution priority
sequence controller dynamically controls the priority
sequence of both executing and queued programs by rese-
quencing the queued programs according to the priority
sequence recorded in the queued program record file,
dynamically changing the execution priority of executing
programs and the execution priority of queued programs,
and notifying the operating system of the changed priority
sequence.

In a computer operation management system according to
the ninth aspect of the invention, the program definition file
records the definition of the post-process defined by the user
to be subsequently executed according to the ending status.
The ending processor recognizes that a program has termi-
nated based on an ending message from the operating
system, identifies the ending status of the program, and
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executes the post-process according to the definition read
from the program definition file. When a program
terminates, an end log containing the program name, com-
puter name, and time and date of program termination is
recorded to the log file.

In a computer operation management system according to
the tenth aspect of the invention, the program definition file
records for each executing application program the maxi-
mum primary storage device (memory) capacity, comple-
mentary storage device (disk drive) capacity, and cumulative
processor time limit usable by each program. The computer
resources manager detects when a program is executed
exceeding the limits defined in the program definition file,
determines an error when the computer resources are used
exceeding the defined limits, and notifies the error recovery
processor and the error communication means when an error
is determined.

In a computer operation management system according to
the eleventh aspect of the invention, the program definition
file records information for programs that execute by asso-
ciation and communication over a network. The computer
network manager communicates between the operation
management systems installed on different computers on the
network, manages the operation of applications software
using the network according to the information defined in
the program definition file, and recognizes combinations of
programs that execute by association and communication
over a network.

In a computer operation management system according to
the twelfth aspect of the invention, the execution controller,
execution status monitoring means, computer resources
manager, and ending processor are executed as a continuous
process within the main program, and the execution priority
sequence controller, error recovery processor, error commu-
nication means, and network manager are called on-demand
and executed by the main program as independent programs.

In a computer operation management system according to
the thirteenth aspect of the invention, the execution
controller, execution status monitoring means, and ending
processor are executed as a continuous process within the
main program, and the execution priority sequence
controller, error recovery processor, error communication
means, computer resources manager, and network manager
are called on-demand and executed by the main program as
independent programs.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will become more fully understood
from the detailed description given below and the accom-
panying diagrams wherein:

FIG. 1 is a conceptual diagram of the relationship between
the operating system, application programs, and the com-
puter operation management system of the present inven-
tion;

FIG. 2 is a block diagram of the computer operation
management system according to the present invention;

FIG. 3 is a block diagram and flow chart of the various
controllers in one embodiment of a computer operation
management system according to the present invention;

FIG. 4 is a flow chart of the operation of the execution
controller in one embodiment of a computer operation
management system according to the present invention;

FIG. 5 is a flow chart of the operation of the execution
status monitoring means in one embodiment of a computer
operation management system according to the present
invention;
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FIG. 6 is a flow chart of the operation of the execution
priority sequence controller when program startup is
requested in the computer operation management system
according to the present invention;

FIG. 7 is a flow chart of the operation of the execution
priority sequence controller when the priority sequence of
executing programs is dynamically changed in the computer
operation management system according to the present
invention;

FIG. 8 is a flow chart of the operation of the error recovery
processor in the computer operation management system
according to the present invention;

FIG. 9 is a table of one example of the procedural
definitions for error recovery processing in the computer
operation management system according to the present
invention;

FIG. 10 is a flow chart of the operation of the ending
processor in the computer operation management system
according to the present invention;

FIG. 11 is a flow chart of the operation of the computer
resources manager in the computer operation management
system according the present invention;

FIG. 12 is a flow chart of the operation of the network
manager in the computer operation management system
according to the prevent invention;

FIG. 13 is a flow chart of the operation of the error
communication means achieving the error communication
function of the computer operation management system
according to the present invention.

FIG. 14 is a flow chart of the operation of the error
communication means achieving the error communication
function and the error monitoring function of the computer
operation management system according to the present
invention; and

FIG. 15 is a flow chart and block diagram of the various
controllers in a second embodiment of a computer operation
management system according to the present invention.

DESCRIPTION OF PREFERRED
EMBODIMENTS

The preferred embodiments of a computer operation
management system according to the present invention are
described hereinbelow with reference to the accompanying
figures.

Embodiment 1:

FIG. 1 is a conceptual diagram of the software operation
management system in a computer system according to the
present invention. As shown in FIG. 1, The computer
operation management system 1 of the present invention
resides between the operating system 2 and the application
programs 3, functioning as a single application program
from the perspective of the operating system 2, but with an
interface to the application programs 3 that makes the
computer operation management system 1 appear to be part
of the operating system 2 from the perspective of the
application programs 3. The function of the computer opera-
tion management system 1 is to monitor and control execu-
tion of the application programs 3.

This operating system 2 has the following characteristics.

(1) The ability to execute plural application programs in
parallel

(2) The ability to generate a new program (child program)
from one executing program (parent program); the number
of simultaneously executing programs increases without
being limited by the operating system.
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(3) Simultaneously executing programs are executed and
handled with the same priority unless otherwise specified.
The priority of executing programs can be specified and
dynamically changed.

(4) The virtual storage area has a finite size. When a
program is executed exceeding this finite size, the program
ends immediately and an abnormal end (error) is generated.

The structure of the computer operation management
system 1 shown in FIG. 1 is shown in FIG. 2 and described
below.

As shown in FIG. 2, the computer operation management
system 1 comprises a process manager 12, a program
definition file 21, a queued program record file (request
queue) 22, and a log file 23. The process manager 12 is a
program operating under the operating system and residing
in either the primary storage (memory) or complementary
storage device (disk drive) of the computer to monitor and
control the executing programs. The program definition file
21 resides on the complementary storage device (disk drive),
and is the means for recording information about the execut-
ing programs, including the maximum number of simulta-
neously executable programs for each program category, the
execution priority of each program, the procedures to
execute when an error occurs, and the limits of the computer
resources. The request queue file 22 also resides on the
complementary storage device (disk drive), and is the means
for recording information about programs for which the start
of execution is restricted during program startup. The log file
23 also resides on the complementary storage device (disk
drive), and is the means for recording the log of information
relating to program startup, ending, and errors.

Referring to FIG. 2, the program definition file 21
includes the following data: the maximum number of simul-
taneously executable programs for each program category,
the execution priority of each program, the procedures to
execute when an error occurs during program execution, and
the procedures to execute when a program ends normally.
All of these data parameters are defined by the user. The
program categories are more specifically groups of programs
predefined by the user and indicating the type of program.
The maximum number of simultaneously executable
programs, priority sequence, error recovery procedures, and
ending process are defined for each program category. The
data recorded to the program definition file is referenced at
program startup, program end, and when errors occur to
execute the defined processes.

The queued program record file (request queue) 22 is a
buffer area for holding programs waiting to be executed
because of execution limits. Programs are stored to the
queued program record file 22 in descending order of
program execution priority for each program category. More
specifically, there are plural request queues for each program
category in the queued program record file 22, and the
queued programs are recorded within each request queue in
descending order from the program with the highest execu-
tion priority. As a result, programs are executed starting from
the program of highest priority.

At program startup, the log file 23 records a startup log
containing the name of the started program, the time and
date the program was started, the computer name, and the
program number at startup. When an error occurs, the log
file 23 records an error log containing the program name, the
time and date the error occurred, the computer name, the
program number, and the error status. The error status is the
termination message from the operating system or the con-
ditions when the error occurred, and is provided by the
process manager 12. When a program ends, the log file 23
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records an end log containing the program name, the time
and date the program ended, the computer name, the pro-
gram number, and the ending status (normal or abnormal
end). The recorded log files can be referenced by the user to
determine the operating status of the system, for trouble-
shooting the cause of an error, or as otherwise required.

The process manager 12 shown in FIG. 2 also comprises
the following controllers 13-20.

The execution controller 13 controls execution of the
individual application programs according to the application
program startup instructions received from either the opera-
tor or the program.

The execution status monitoring means 14 monitors the
execution status of the application programs by exchanging
messages with the executing application programs. When an
error occurs in one of the executing programs, the execution
status monitoring means 14 notifies the controller executing
the predefined error process.

The computer resources manager 15 monitors the use of
computer resources, including the CPU, memory, and disk
drive, by comparing the limit values read from the program
definition file 21 with the actual usage. When an error
occurs, the computer resources manager 15 notifies the error
recovery processor executing the predefined error recovery
process, and the error communication means handling the
predefined error notification process.

The execution priority sequence controller 16 controls the
priority sequence of programs in the queued program record
file (request queue) 22 and the priority sequence of execut-
ing programs, according to the program priority sequence
read from the program definition file 21.

The ending processor 17 executes the post-process (the
process executed after a program ends) when a program
ends according to the post-process procedure stored in the
program definition file 21, and records the end log to the log
file 23.

The error recovery processor 18 executes the error recov-
ery process when an error occurs according to the predefined
error recovery process stored in the program definition file
21, and records the error log to the log file 23.

The error communication means 19 immediately informs
the operator of an error after an error occurs by means of, for
example, an audible alarm or other communications means
according to the error recovery process stored in the pro-
gram definition file 21.

The network manager 20 communicates with the process
managers 12 executing on other computers on the commu-
nication network to exchange log information relating to
program startup, errors, and ending. The process manager 12
of one computer can thereby determine the execution status
of programs on other computers on the network, and cen-
tralized operations management can be achieved by means
of a single computer.

FIG. 3 is a block diagram and flow chart of the various
controllers in one embodiment of the computer operation
management system 1 according to the present invention.

When an application program is to be executed, an
execution request goes to the computer operation
management, system 1 and not the operating system. When
a program startup request is issued by the operator or from
another program to the computer operation management
system 1 (S21), the execution controller 13 reads the maxi-
mum number of simultaneously executable programs from
the program definition file 31 (S22), and compares this
maximum number with the number of executing programs.
If the number of executing programs is smaller than the read
limit (maximum number), a child program startup request is
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issued to the operating system (S23). If the number of
executing programs is equal to the limit (maximum number)
and a program startup request is issued, the requested
program is queued to the queued program record file 33.

The execution controller 13 regularly monitors the num-
ber of executing programs. As a result, when it becomes
possible to execute a queued program, the next program to
be executed is read from the queued program record file 33,
and a startup request is issued to the operating system (S23).
The execution controller 13 then records the startup log to
the log file 32 when program startup ends.

The application programs 3 thus executed are executed
maintaining a parent-child relationship with the process
manager 12 so that information can always be exchanged.
(communicated) with the process manager 12 in the com-
puter operation management system 1. When a new program
is executed, the operating system 2 recognizes the program
(ie., the process manager 12 in the computer operation
management system 1) executing the new program as the
“parent,” and the new program as the “child.” The means for
accomplishing this parent-child communication is charac-
terized by being significantly simpler than the means
required for communicating between programs in a different
relationship. The application programs managed by the
process manager 12 are always “children” relative to the
process manager 12, and are structured and managed such
that “child of child,” i.e., “grandchild,” programs will not
occur.

Once a program is started, the execution status monitoring
means 14 monitors the execution status of each executing
program by sending messages to and receiving replies from
each executing program (S24). When an error occurs with a
monitored program, the error recovery processor 18 and
error communication means 19 are appropriately notified to
execute the predefined processes (S29 and S30).

When there is a request from the operator or another
program during program execution to change the priority
sequence of an executing program or a queued program in
the queued program record file (request queue) 33, the
execution priority sequence controller 16 changes the pri-
ority sequence of the executing programs or programs in the
queued program record file 33 (S28).

Simultaneously to monitoring program execution by the
execution status monitoring means 14, the computer
resources manager 15 monitors the computer resources
(S25) by comparing the actual usage of computer resources
(including the CPU time, memory, and disk drive) with the
resource usage limits defined in the program definition file.
When an error occurs, the error recovery processor 18 and
error communication means 19 are notified to execute the
predefined processes (S29 and S30).

As part of the execution status monitoring and computer
resource management routines, programs that execute while
communicating with other programs on the network are also
monitored by means of the network manager 20 exchanging
information with the process managers of other computers
34 on the network (S31).

Execution status monitoring (S24) and computer
resources management (S25) are then executed in a con-
tinuous loop until the operating system notifies the process
manager that a program has ended.

When an error occurs during execution status monitoring
or computer resources management, the error information is
supplied to the error recovery processor 18, which executes
the recovery process according to the recovery procedure
defined in the program definition file, and simultaneously
records the error log to the log file 32 (S29). The error
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communication means 19 also issues the appropriate alarm
or other notification according to the error recovery process
stored in the program definition file 21 (S30).

When the process manager is notified by the operating
system that a program has ended, the ending processor 17
executes the ending process stored in the program definition
file, and writes the end log to the log file (S27). The overall
functionality of the various controllers of the computer
operation management system 1 according to the present
invention has been described above. A more detailed
description of their operation follows.

FIG. 4 is a flow chart of the operation of the execution
controller 13 of the process manager 12 in the computer
operation management system 1 according to the present
invention.

Program startup requests issued by the operator or from
another program to the computer operation management
system 1 (S41) are input to the process manager 12, which
then reads the maximum number of said program copies that
can be simultaneously executed from the program definition
file 21 (S42). This maximum number of simultaneously
executable programs may be (1) the total number of pro-
grams that can be simultaneously executed on that machine,
or (2) the number of copies of a program category that can
execute simultaneously. The number of programs of the
same type that are currently running on that computer
(machine) is also counted. The control limit read from the
program definition file 21 is compared with the number of
executing programs (S44). If the number of executing pro-
grams is smaller than the control limit, that program can be
immediately executed and program startup continues (S45).
The startup procedure instructs the operating system that the
program is being started as a “child” (child process) of the
process manager. When normal startup is completed, the
name of the started program, time and date, computer name,
and the program number at startup, are recorded to the log
file 23 as the startup log (S46).

If during program execution the currently executing num-
ber of programs is smaller than the control limit, that
program is stored to the queued program record file (request
queue) 22, the buffer area for programs waiting to execute,
as immediately executable.

The process manager 12 regularly checks whether queued
programs in the queued program record file (request queue)
22 for which an execution request has been issued can be
executed. This execution query process continues to deter-
mine whether the queued programs can be executed insofar
as the number of currently executing programs exceeds the
control limit. When the number of currently executing
programs becomes less than the control limit, the operating
system 1is instructed to proceed with program execution
(S45).

FIG. 5 is a flow chart of the operation of the execution
status monitoring means 14 in one embodiment of the
computer operation management system according to the
present invention.

Referring to FIG. 5, the process manager 12 starts an
application program as a “child” of the process manager 12
based on the program startup request (S51). The operating
system tracks the program (process) managing the startup of
a program as the “parent process,” and the program that is
thus started as the “child process.” The means for commu-
nicating between programs in a parent-child relationship is
simple.

All application programs are executed as “children” of the
process manager 12. By regularly communicating with the
executing programs, the process manager 12 is able to
centrally manage the execution status of each application
program.
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Referring again to FIG. 5, the execution status monitoring
means 14 sends a message to each application program
under its management at a regular interval to determine
whether each polled program is still executing (S52).

The polled application program immediately sends to the
execution status monitoring means 14 a response message
identifying which confirmation message the application pro-
gram is responding to. The process manager 12 confirms that
the polled application program is still executing by receiving
the response within a predetermined period of time (S53).
The process manager 12 monitors the execution status of
each program by repeating this message exchange with each
application program until the operating system notifies the
process manager 12 that a particular application program has
ended (S54).

All application programs are written to respond immedi-
ately when a confirmation message is received from the
process manager 12. This function can be achieved by
providing the required subroutines as a library for inclusion
when writing and compiling the program.

If the response is not received within the predetermined
period of time (S53), the process manager 12 determines that
an error has occurred in the application program, and so
notifies the error recovery processor 18 and error commu-
nication means 19 (S55, S56). The error recovery processor
18 and error communication means 19 then execute the
appropriate predefined procedures.

It is thereby possible for the computer operation manage-
ment system to detect errors when an error occurs in an
executing program, and can implement the appropriate error
recovery or escape process. Errors produced by a program
can often not be detected by either the program itself or the
operating system, thus making a computer operation man-
agement system as described by the present invention essen-
tial for operation of systems requiring high reliability.

A method for simultaneously executing plural programs
by means of the execution controller 13 and the execution
status monitoring means 14 of the computer operation
management system according to the present invention is
described next.

When a new program startup request is issued either by
the operator or a program, the process manager 12 starts the
program as a child process as described above. After pro-
gram startup, the execution status monitoring means 14
monitors the execution status of the program. From this state
it is possible for the process manager 12 to receive another
new program startup request. When another program startup
request is thus received, the new program is started up by the
execution controller 13, and the execution status is then
monitored by the execution status monitoring means 14. At
this point the process manager 12 is monitoring the execu-
tion of two programs, and can receive another new program
startup request. This simple loop is thereafter repeated, thus
making it possible to increase the number of simultaneously
executing programs.

FIG. 6 is a flow chart of the operation of the execution
priority sequence controller 16 when program startup is
requested in the computer operation management system
according to the present invention.

Referring to FIG. 6, when a program startup request is
input to the process manager 12 (S61), the execution priority
sequence controller 16 reads the priority sequence of the
program and the maximum number of simultaneously
executable programs managed by program group from the
program definition file 21 (S62). The execution priority
sequence controller 16 then confirms the number of cur-
rently executing programs and the number of programs of
the same program category (S63).
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If the number of currently executing programs is less than
the number of executable programs read from the program
definition file, the program is started as a child program of
the process manager by informing the operating system of
the priority sequence of the program and instructing the
operating system to start that program. If it is attempted to
start a program exceeding the control limit of the number of
simultaneously executable programs, execution is immedi-
ately disabled, the defined priority sequence (initialization
value) is attached to the program, and the program is
temporarily stored to the queued program record file
(request queue) 22 as an execution request (S66). The
priority sequence of the queued program is compared with
those of other programs in the request queue 22, and the
request queue 22 is sorted in descending order of priority
(S67).

The process manager 12 regularly monitors the number of
executing programs so that when execution of one of the
programs in the request queue 22 becomes possible, the
program at the top of the queue is moved to memory and
executed by the execution controller.

FIG. 7 is a flow chart of the operation of the execution
priority sequence controller 16 when the priority sequence
of executing programs is dynamically changed based on
operator instructions input from a console or instructions
from another program.

The execution priority sequence controller 16 is always
aware of what programs are currently executing and the
priority sequence of those programs. When there is a request
based on operator instructions input from a console or
instructions from another program to change the priority
sequence of an executing program (S71), the execution
priority sequence controller 16 is able to determine the
appropriate priority sequence based on the new priority
sequence change request received from an external source,
and the relationship between the various executing programs
(S72).

This evaluation compares the priority sequence of the
requested program (specifically the program for which the
priority sequence change was requested) with the priority
sequence of the currently executing programs to determine
the relative priority of the concerned programs and set the
amount of change that can be made in the execution priority.
Therefore when another program is being processed with
higher priority and the priority of the requested program is
to be raised, the priority is increased significantly to enable
priority execution over the other programs. A change in the
priority sequence of programs executing in memory is
achieved by changing the time that program can use the CPU
(CPU time).

The priority sequence is thus changed based on this
evaluation (S73). After the priority sequence is changed, the
new priority sequence becomes immediately valid, and all
programs are executed based on this new priority sequence.
This process can be achieved by informing the operating
system of the program name and the changed (updated)
priority sequence.

The execution priority sequence controller 16 is also able
to dynamically change the priority sequence of queued
programs based on operator instructions input from a con-
sole or instructions from another program. When there is a
request to change the priority sequence of queued programs
based on operator instructions input from a console or
instructions from another program, the priority sequence of
the requested program is compared with those of the other
queued programs to effect a priority sequence change as
described above. After the priority sequence is changed, the
queued programs are resorted in order of descending prior-

ity.
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FIG. 8 is a flow chart of the operation of the error recovery
processor 18 in the computer operation management system
according to the present invention.

Referring to FIG. 8, the error recovery processor 18 is
activated when it is informed by the execution status moni-
toring means 14 that an application program is in an error
state (S81). The error recovery processor 18 then reads the
error recovery procedure from the program definition file
(S82).

The error recovery procedure is defined separately for
each application program category, and comprises what
measures to implement when an error occurs, the recovery
procedure, alarm notification, mail, and what measures to
implement for any related programs. The same error recov-
ery procedure is used for all programs in a single program
category, although it is also possible to define a unique error
recovery procedure for each program. This data can be
appropriately rewritten as required by the system
administrator, and the new error recovery procedures can be
executed as the valid recovery procedure from the time the
procedure is rewritten.

The error recovery processor 18 faithfully execute the
error recovery procedure (S84) as defined. This error recov-
ery procedure is also executed with precedence over all
other executing programs, and a record of recovery proce-
dure execution is stored as the error log containing the
computer name, program name, action taken, and time in the
log file 23 (S83).

FIG. 9 is a table of one example of the procedural
definitions for error recovery processing in the computer
operation management system according to the present
invention. In FIG. 9 the program category describes the
program name. Plural copies of the same program can be
executed simultaneously, but the error recovery procedure is
the same for all executing copies of that program.

The measure implemented when an error occurs (column
2 of the table) describes what measure to take when an error
occurs in one of executing application programs; the mea-
sures shown include do nothing, forced end, and an error
recovery procedure. The procedures for a forced end and the
error recovery procedures are defined in the program defi-
nition file 21.

Alarm notification (column 4) defines whether the opera-
tor is to be automatically notified when an error occurs by
means of paging via a pocket pager, paging via the public
address system, or other means. Mail (column 5) refers to
electronic mail, and defines whether an alarm (error
message) is to be displayed on the computer terminal when
an error occurs, or whether an e-mail message is to be sent
to another computer terminal on the network. The commu-
nications functions applied when an error occurs is achieved
by means of the error communication function described
below.

Related programs (column 6) define the program group
executed simultaneously to and having a relationship with
the program generating the error, or defines the program
group to be executed upon termination of the program
generating the error. The error recovery procedure is defined
in the program definition file 21 for all programs belonging
to the same program group, and all executing programs in
that group are processed according to the same error recov-
ery procedure.

FIG. 10 is a flow chart of the operation of the ending
processor 17 in the computer operation management system
according to the present invention.

When an executing program stops (S101), the operating
system notifies the ending processor 17 of the process
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manager that program ended (S102). Based on the ending
status of the program received from the operating system,
the ending processor 17 determines whether the end was
normal or abnormal (S103). If the program terminated due
to an abnormal end, the error recovery processor 18 is
notified (S107), and the corresponding recovery process is
requested. When program termination was normal, the end-
ing processor 17 records the ended program name, machine
name, time and date, program number, and ending status to
the end log of the log file 23 (S104). Any procedure defined
for execution upon program termination is then read from
the program definition file 21 (S105), and that procedure is
faithfully executed (S106). Continuous processing of a
program can thus be achieved using this post-process defi-
nition. When the post-process is completed, the complete
sequence of processes is completed.

FIG. 11 is a flow chart of the operation of the computer
resource manager 15 in the computer operation management
system according to the present invention.

Referring to FIG. 11, the computer resource manager 15
checks the cumulative CPU time used by each program for
all executing programs managed by the process manager 12
(S111), and then compares the actual CPU time total with the
control limits (predefined value) read from the program
definition file (S112). If this comparison shows the control
limit to be exceeded, the error recovery processor 18 and
error communication means 19 are notified (S121, S122).

If the cumulative CPU time does not exceed the control
limit, the computer resource manager 15 checks the amount
of memory used (S114), and then compares the actual
memory used with the control limit (predefined value) read
from the program definition file (S115). If this comparison
shows the control limit to be exceeded, the error recovery
processor 18 and error communication means 19 are noti-
fied. (S121, S122).

The amount of disk space used is similarly checked
(S117), and the actual disk space used is compared with the
control limits (predefined values) read from the program
definition file (S118). If this comparison shows the control
limit to be exceeded, the error recovery processor 18 and
error communication means 19 are notified (S121, S122).

The resource control limits are defined in the program
definition file 21 by the user as the maximum amount of any
given resource that can be used by each program category.
In this example, the cumulative CPU time, memory
allocation, and disk space allocation are specifically defined.
The actions to be taken when the defined resource limits are
exceeded are also defined by the user for each program (or
program category) in the program definition file 21.

The network manager 20 of the computer operation
management system according to the present invention is
described next below.

The object of the network manager 20 is to manage the
operation of a large-scale application program operating on
plural computers by communication between the individual,
copies of the application (a network application) by enabling
the process managers 12 to communicate with each other
and share information between plural networked computers
connected to a common network and used to individually
execute an application that communicates with other copies
of that application running on other computers.

The information exchanged between the process manag-
ers 12 on different computers is log file information relating
to the program start, end, and errors; operating status data for
application programs operating by communicating between
computers; and information related to the program definition
file (including priority sequence and error recovery
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procedures). The log file also records the name of the
computer from which the information originated, making it
possible to determine from which computer the log file
originated, and enabling the information to be monitored by
a single computer. The operating status of application pro-
grams that operate while communicating with programs
executing on other networked computers is managed by the
process managers executing on the individual computers.
The individual process managers then communicate with
each other regularly so that the network application can
execute without conflict. The program priority sequence,
error recovery procedure, and other information in the
program definition file is centrally managed by copying
information input on one computer to plural computers as
may be necessary.

FIG. 12 is a flow chart of the operation of the network
manager 20 in the computer operation management system
according to the present invention.

Referring to FIG. 12, the process manager 12 sends a
status request message to the application program executing
on one computer to monitor the status of that program
(S121). If the process manager 12 receives the response
from that application program within the predefined time
period (S122), the process manager 12 continues to monitor
the program status by repeating this messaging loop as
described above.

If the process manager 12 does not receive the response
from that application program within the predefined time
period (S122), the process manager 12 checks the execution
status of the queried program. The process manager 12
recognizes the communicating computer and program based
on the definition of the related programs in the program
definition file 21. Messages are exchanged between the
process managers of the communicating computers for
status monitoring (S123). If the process manager normally
receives the response from the program (S124), the process
manager determines that an error has occurred on the
network (S127). If the process manager does not receive the
response from the program, the process manager determines
that an error has occurred in one of the managed programs
(S125), and writes an error log to the log file 23 (S126).

FIGS. 13 and 14 are flow charts of the operation of the
error communication means 19. The error communication
means 19 has two functions: (1) an error communication
function notifying the operator that an error has occurred in
accordance with the procedure defined for execution when
an error occurs, and (2) an error monitoring function for
detecting the occurrence of errors on another computer on
the network.

The flow chart in FIG. 13 describes the error communi-
cation function. When the error communication means 19 is
notified of an error by the execution status monitoring means
14 or computer resources manager 15 (S131), the error
recovery procedure is read from the program definition file
21 (S132). To notify the operator of the error, the message
contents are output to a general purpose alarm, electronic
mail, central monitoring station, or other means as defined
by the error recovery procedure (S133).

A general purpose alarm is essentially an intercom or
public address system whereby an announcement is made
using electronic sounds. Electronic mail refers to electronic
mail messages indicating that an error has occurred; these
messages are output to the computer terminal of the
operator, system administrator, or other defined destination.
The central monitoring station is simply a central computer
system console or display where messages are displayed. It
is also possible to simultaneously output the same message
to a disk file or hard-copy printer output.
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The flow chart in FIG. 14 describes the operation
executed by the error communication function after error
detection by the error monitoring function of the error
communication means 19. The error monitoring function
regularly monitors the content of the log files 23 of the
networked computers to check whether a new error log has
been generated (S141). If a new error log is not detected
(S142), the error monitoring function continues to regularly
check for any new error logs (S141). If a new error log is
detected (S142), the log content is checked (S143). When an
error log is confirmed by the error monitoring function, the
error recovery procedure is read from the program definition
file 21 by the error communication function (S144), and an
alarm is issued according to the predefined procedure in the
program definition file 21 (S145).

The error communication means 19 thus centrally man-
ages the log files of the networked computers via the process
managers 12 of the networked computers, and comprises a
function for communicating the errors and a function for
centrally monitoring whether any errors have occurred on
the network. The error communication function is triggered
by detection of a new error log on any networked computer.
The error monitoring function monitors defined types of
error logs generated on any computers within a specific
range predefined in the program definition file.
Embodiment 2:

FIG. 15 is a flow chart and block diagram of the various
controllers in a second embodiment of a computer operation
management system according to the present invention.

Referring to FIG. 3, the first embodiment of the invention
comprises the computer resources management function as
part of the main program loop. In the second embodiment
shown in FIG. 15, however, the computer resources manager
functions as an independent program called and executed
on-demand as required by the main program.

The various controllers shown in FIG. 15 function iden-
tically to those described in the first embodiment above.

Referring to FIG. 15, when an application program 3 is to
be executed, the execution request goes to the computer
operation management system 1 and not the operating
system 2 in a computer operation management system 1
according to the present invention. When a program startup
request is issued by the operator or from another program to
the computer operation management system 1 (S201), the
execution controller 13 reads the maximum number of
simultaneously executable programs from the program defi-
nition file 201 (S202), and compares this maximum number
with the number of executing programs. If the number of
executing programs is smaller than the read limit (maximum
number), a child program startup request is issued to the
operating system (S203). If the number of executing pro-
grams is equal to the limit (maximum number) and a
program startup request is issued, the requested program is
queued to the queued program record file 203. The execution
controller 13 regularly monitors the number of executing
programs. As a result, when it becomes possible to execute
a queued program, the next program to execute is read from
the queued program record file 203, and a startup request is
issued to the operating system (S203). The execution con-
troller 13 then records the startup log to the log file 202 when
program startup ends.

Once a program is started, the execution status monitoring
means 14 monitors the execution status of each executing
program by sending messages to and receiving replies from
each executing program (S204). When an error occurs with
a monitored program, the error recovery processor 18 and
error communication means 19 are appropriately notified to
execute the predefined processes (S209 and S210).
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When there is a request from the operator or another
program during program execution to change the priority
sequence of an executing program or a queued program in
the queued program record file (request queue) 203, the
execution priority sequence controller 16 changes the pri-
ority sequence of the executing programs or programs in the
queued program record file 203 (S207).

As necessary, the execution status monitoring means 14
calls the computer resource manager 15, and the computer
resource manager 15 monitors the computer resources
(S208) by comparing the actual usage of computer resources
(including the CPU time, memory, and disk drive) with the
resource usage limits defined in the program definition file
21. When an error occurs, the error recovery processor 18
and error communication means 19 are notified to execute
the predefined processes (S209 and S210).

Execution status monitoring (S204) is then executed in a
continuous loop until the operating system 2 notifies the
process manager 12 that a program has ended. The network
manager 20 also monitors programs that execute while
communicating with other programs on the network are by
means of the exchanging information with the process
managers 12 of other computers 204 on the network (S211).

When an error occurs during execution status monitoring
or computer resources management, the error information is
supplied to the error recovery processor 18, which executes
the recovery process according the recovery procedure
defined in the program definition file, and simultaneously
records the error log to the log file 202 (S209). The error
communication means 19 also issues the appropriate alarm
or other notification according to the error recovery process
stored in the program definition file (S210).

When the process manager 12 is notified by the operating
system that a program has ended, the ending processor 17
executes the ending process stored in the program definition
file 21, and writes the end log to the log file 202 (S206).
Effects of the invention:

The computer operation management system of the
present invention achieves the following effects by effec-
tively utilizing the primary storage (memory), complemen-
tary storage (disk drive), and CPU of a stand-alone computer
or networked computers by limiting and monitoring for the
operating system the number of simultaneously executable
programs.

(1) By limiting for the operating system the number of
simultaneously executable programs, and managing pro-
gram execution so that memory or disk space shortages do
not oceur, excessive deterioration of processing speed result-
ing from memory shortages can be prevented and perfor-
mance can therefore be improved when plural programs are
simultaneously executed on a stand-alone computer or net-
worked computers.

(2) Forced abnormal ending of some programs and loss of
some system functionality resulting from a temporary insuf-
ficiency of memory or disk space can be prevented when
plural programs are simultaneously executed, and a high
reliability system free of abnormally ending programs can
be achieved.

(3) When an error occurs in an executing application
program and the program ends abnormally, the program
causing the problem and the timing of the error can be
tracked by referencing a centrally managed error log. Errors
occurring in systems where programs are used over a
network or plural programs work together cooperatively can
also be tracked.

(4) It is also possible to detect errors occurring with
incomplete programs that do not issue an error message even
though an error has occurred during program execution.
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(5) Program execution priority can be defined, thereby
enabling real-time processing when required by any given
program. It is also possible to weight programs according to
their importance so that important programs are processed
with priority.

(6) The recovery procedure to be executed when a pro-
gram ends abnormally can be defined and automatically
executed, thereby greatly facilitating troubleshooting by the
operator.

The invention being thus described, it will be obvious that
the same may be varied in many ways. Such variations are
not to be regarded as a departure from the spirit and scope
of the invention, and all such modifications as would be
obvious to one skilled in the art are intended to be included
within the scope of the following claims.

What is claimed is:

1. A computer system comprising:

a computer having a central processing unit, a main

memory and an auxiliary memory;

a UNIX operating system for operating said computer,
said operating system enabling said computer to
execute plural application programs simultaneously;
and

a process manager intervening between said UNIX oper-
ating system and said plural application programs, said
process manager comprising;

an execution status monitor for monitoring an execution
status of plural application programs to limit the num-
ber of application programs simultaneously executed;

a computer resource manager for monitoring use status of
at least one computer resource;

an error recover processor for executing an error recover
process when an error is detected by said computer
resource manager; and

an ending processor for executing an error recover pro-
cess when an error is detected by said computer
resource manager; and

and ending processor for executing a post-process when
said monitor detects one of plural application programs
in execution has ended.

2. The computer system according to claim 1 in which
said process manager further comprises a management pro-
gram acting as an application program to said operating
system and a program definition file storing information
regarding the maximum number of simultaneously execut-
able application programs for each program category and
said management program monitors the number of applica-
tion programs being executed upon starting a new applica-
tion program and, if the number of application programs
being executed is equal to the maximum number stored in
said program definition file, startup of a new application
program is prohibited.

3. The computer system according to claim 2 wherein the
execution status of application programs is managed and
controlled by executing said management program in a
manner enabling direct communication with or direct man-
agement of the application programs to be managed.

4. The computer system according to claim 1 further
comprising a priority controller for controlling the execution
priority of each application program for each category of
program, said execution priority of each application pro-
gram including information related to the order of execution
and a time rate allocated in execution of each application
program.

5. The computer system according to claim 4 in which
said priority controller has a queued program record file for
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temporarily storing data of application programs which are
queued for execution and determines an order of execution
for queued programs based on said execution priority of
each application program.

6. The computer system according to claim 1 in which
said execution status monitor sends a message to each
application program periodically and determines from con-
tents of a message sent back from each application program
if said application program is in execution.

7. The computer system according to claim 6 in which
said error recover processor executes a predefined error
recover process which executes a predefined error recovery
procedure for an application program when no message is
sent back from the application program.

8. The computer system according to claim 6 in which
said ending processor executes post execution processing
when a message indicative of an end of an application
program and a state of the end is issued from said application
program, said post processing being predefined in accor-
dance with said state of the end.

9. The computer system according to claim 1 further
comprising an error detector for detecting an error when an
application program is executed exceeding one of limits
predefined with respect to main and auxiliary memory and
cumulative processing time allocated to said application
program and an error recovery processor for executing a
predefined error recovery procedure.
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10. The computer system according to claim 1 further
comprising an error notification process for notifying a user
when an error is detected.

11. A computer system comprising:

a plurality of computers connected by a network;

each computer having a UNIX operating system for
operating said computer, said operating system
enabling said computer to execute plural application
programs simultaneously, and a process manager inter-
vening between said operating system and said plural
application programs for monitoring executing status
of plural application programs to limit the number of
application programs executed simultaneously,

a communication interface for communicating between
process managers of an arbitrary two computers over
said network;

a program definition file for recording information defined
by a user for programs cooperatively executed over
said network; and

a management process for managing operation of said
programs cooperatively executed in accordance with

said information recorded in said program definition
file.





