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USER PROFILE STORAGE ON AND
RETRIEVAL FROM A NON-NATIVE SERVER
DOMAIN IzOR USL'N A CLIENT RUNNING

A NATIVE OPL'RATING SYSTEM

BACKGROUND OF THE INVENTION

1. Tcchnical Field
The present invention relates generally to computer net-

worl s and more particularly Io authenncanng a user of a

client machine running a native operating system against a
user account held at a non-native server domain

2. Description of thc Rclatcd Art
The chen&-server model of compunng is a well-known

environment. In the model, the user of a computer utilizes a
"client'* system 'I'he client system runs any of a number of
computer operating systems to mana c Ihc basic functions
that users cxccutc (such as acccssin file, cxccutin
programs, system administrauon and the like) as well as to
serve as Ihe base against which programs are wntten.
Well-1 nown client operaung systems include Microsoft
Windows ikl, Windows for Workgroups, Windows &3S,

333M% OS,SCw Warp, Apple Macintosh, DOS, many varia-
tions of UNIX, and Microsoft Windows NT. The client
system scrvcs as thc user's worl station, and it may cxccute --'rogramsas well as store some user dais.

The server system can also run any of a number of
computer operating systems. Well-kno&vn server operat&ng
systems include Novell Netware, IIIM OS/2 Warp Server,
IBM AS,'40(l , Microsoft Windows NT, and many varia-
tions of OSF UNIX. Thc scrvcr syskm is acccsscd by the
chen& system for specific luncuons. The tune&rona include,
but are not limited Io, storage and re&naval of data, storage
and execution of applications, anil storage of and access to

35user information.

Industry standarrls have bccn dcvclopcd (for critical anil
common functions) to aid in the access from difierent types
of chen& systems Io diferent types of server systems. The
use, of these stamlarrls on ihe chen& aml server alford users
the opportunity to carry out functions in a nmsistent manner
on a variety of common client anil server operating systems
Onc of thc activities that has bccn standardized is the
"authentication'f users Authentication rcfcrs to thc pro-
cess in which a user is validated as being able to complete
a logon and&or access a system. Standartl protocols have
been delined within the X&Open Server Massa e Block
(SMI3) specitication and the Open Systems I oundation
(OSI') Distributed Computing L'nvironment (33(IL) specifi-

cationn.

While many products and operanng systems have been
developed that uuhze the standard protocols, not all prod-
ucts have used the stanrlarrls When this occurs, e&ther
additional work must be done by the other operating system
to implement the unique commands use&I by a vendor, or
access to thc other ncw system and&or product is not allowcrl
if thc unique commanrls arc not made availablc to other
vemlors. When the commands and&or protocol are not made
available, that aspect ol. Ihe system andior product is some-
times characterized as heing *'closed'( 60

Thc Microsoft Windows NT operating system is bccom-
in a dominant client system in many cntcrprisc computer
networks. Because of the "closed'ature of Windows NT,
a user of a client machine running this operating system may
only lo ~ on against an account held at the machine, at a as
server running Ihe Windows NT operating system, or at any
other servers that are "trusted'* by the N'I'erver that the

client is configured against. Only these options are supplied
to the user during the logon process, and there are presently
nn dncumented interfaces to allow user authentication from
nnn-native server domains. Moreover, in known Windows
NT systems, a local NT user account is required for logon
and subscqucnt user actions. Thus, thc NT user account
required for iniual authenticauon may exist only on an NT
client or in an NT server domain. This closed architecture
eliminates the ability to dn full central&zed arhninistration
frnm a source other than an NT server environment, and
there is no open capability to create a necessary user account
based on information rcccivcrl from a user account provider
other than Windows NT.

Windows NT systems do have the capability ol storing
anil retrieving a so-called '*user profile" which typically
comprises a user desktop definition and preferences. A user
profilc is typically stored on cithcr a local Windows NT
client or a Windows NT scrvcr. Even though Ihc Windows
NT server supports the Server Message Block (SMB)
protocol, storage and retrieval of users proliles I rom general
SMB servers domains is no&supported In other words, there
is nn known mechanism for user prohle storage on and
retrieval from systems other than native Windo&vs N'I'. 'I'hus,
if primary authentication of a Windows NT client at 3 source
other than a Windows NT scrvcr is to bc achicvcd, it would
be ilesirable Io have an associated mechanism Io store and
re&neve user profiles on lile systems other than nauve
Windows NT (e.g., SMB server domains and servers sup-
pnrting Ilistributed I&ile Services (DI S)).

Thc prcscnt invention solves this problem.

SUMMARY OF THE INVENTION

It is a primary object of this invention provide user profile
storage on and retrieval from sclcctcd file systems.

It is another pnmary obl act ol the present invention to use
such a "retneved" user prolile at a client to enable a user to
"see*' familiar desktop irrespective of what particular
machine the user lo on occurs.

It is still another primary object of this invention to
provide desluop and environment consistency for users who
authenticate themselves against accounas held at non-nauve
server domains

Yct another important object of this invention is to obviarc
tying a sin lc user to a single workstation in a hctcrogcncous
client-server environment so that users can '"roam" around
the networl and use any of. a set of workstauons while sull
allnwing such users to retain their own unique desktops

It &s a more general oi&jeer of this invention to facilitate
pnmary authentication of a user of a chent running a native
opcratin system at a source other than a native scrvcr
&lorn sin.

It is a more particular object of this invention to authcn-
ucate a Wimlows NT user at an SMB server domain and then
to download and mstantiate on the Wimlows NT client a user
profik supported on Ihe SMB server domain.

It is another more particular object of this invention to
authenticate a Windows N I'ser at a DCL'ell and then to
rlownload and instantiate on thc Windows NT client a user
profilc supportcrl on a DCE Distributed File System (DFS)
&lorn sin.

According Io the mvention, a user is authenticated at a

client machine running a naive operating system. Authen-
ucauon may be ellected from one or more non-nauve server
dnmains including, without imitation, a Server Message
Block (SMB) server domain, a 33('L Cell, nr some other



non-Wimlows NT server domain. The various non-nahve
server domains are *'discovererl" by issuing requests from
the client to one or more of the servers in the network
Iiollmving successful authentication, a user account is
dynamically cstablishcd at thc client by rctricving from the
scrvcr user information and a sct of "group" privileges
associated with the authenhcated user. Thereafter, a user
prolile supported on the non-nanve server dommn is
retrieved and established on the client The pnifile generally
includes the user's desktop rlefinition (e g, colors, patterns,
accessibility options, desktnp nigtects) and user information
specific to diffcrcnt applications that thc user cxccutcs

Thc foregoing has outhncd some of thc morc pcrtincnt
objects and fcaturcs of thc prcscnt invention. Thcsc objects
should be construed to be merely illustranve of some of the
more prominent features and applicauons of the invention.
Many other benehcial results can be attained by applying the
disclosed invention in a different manner or modifying the
invention as will bc dcscribcrl. Accordingly, other objects
and a fuller understanding of thc invention may bc had by io

referring to thc following Dctailcd Description of thc Pre-
ferred Embodiment.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete underinanding of the present inven-
tion aml the advantages thereof, reierence shoulil be made to
the following Detailed Descnption taken in connection with
the aceompanymg drawings in ivhich

I'IG I is a block diagram of a representative computer
icnetwork in which thc prcscnt invention is implcmcntcd,

FIG. 2 is a block rliagram of a known "Pnor Art'echniquewherein a user of a Windows NT clrent machine
ts authenucated against an account held at a Wmilows NT
server domain;

I'IG 3 is a block diagram of the present invention wherem
a Ingon mechamsm is provided in the client running a native
operatin system to facilitate authentication of a user of the
client machine against an account held at a native or
non-native scrvcr rlomain,

FIG. 4 is a flowchart of a preferred method of thc prcscnt
invention to enable a user of a Windows NT account to be
auihenticated against an account held at a native or non-
native server domain,

I'IG 5 is a flowchart of a preferred routine for accessing
user account information on a server domain;

FIG. 6 is a flowchart of a prcfcrrcd routine for discovery
of authentication locations according to thc prcscnt inven-
tion;

FIG. 7 is a Ilowchart illustraung how an ailministrator
may manage ihscovery policy at the client followrng the
discovery of authentication locahons in FIG. 6,

I'IG 0 is a flowchart illustrating how a user account is
established dynamically follnwing authentication of the

ssuser;
FIG. 9 is a flowchart illustrating a routine for cstablishin

a user profile at thc client,
I'IG 10 is a ffoivchart illustrating a preferred technique

for establishing a user profilc at thc client machine;
I'IG 11 is a flowchart illustrating a "maintenance* routine

accordin to the present inventinn;
I'IG 12 is a block diagram illustrating a preferred arch&-

tecture of the present invention;
FIG. 13 is a representauon of a General Properues display ss

screen used to facilitate administrative management of dis-
covery policy;

FIG. 14 ts a representauon of an Advanced Propernes
display screen used to facilitate administrative management
of discovery pnlicy; and

FIG. 15 is a rcprcscntation of a Logon Panel display
screen in accordance with the present invenuon.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

I IG I illustrates a computer network having one or more
"client*'achines 10 and one or more "servers'* 12. Atypical
client machine 10rt is a personal computer or workstation
running an Intel processor 14 and thc Microsoft Windows
NT 4.0 operating system 16. For convcnicncc hcrcin, a
machine conligured m this manner is somenmes reierred to
as a "Wimlows NT client'. Any other type of hardware
platform that runs Windoivs NT operating system may be
used as the client According to the present invention, the
client also includes an application 10, sometimes referred to
hcrcin as a "Primary Logon Client," which provides certain
additional functionality to achicvc thc objects of thc prcscnt
invention. Each client has basic networking hardware to
establish a connecnon out to a server. Thus, Ior example, a

client may have a I'('Pilp or NE'I13IOS connectinn to the
netwnrk running over a token ring or Lthernet adapter

Typically, a server in thc computer network is another
personal computer or workstation platform that is Intcl-,
PowerPC((3c or RISC -based, ami includes an operating
system such as Winriows( NT 4.0, IBM OS,'2 warp
Server, AIXips or the like At least one server IZrt in the
computer network supports the Microsoft Windows Nl' 0
platform. For convcniencc, this platform is somctimcs
referred to as a "Windows NT scrvcr". When a user sccl s to
bc authenticated to scrvcr 12a from a Windows NT client,
i.e. a client machine running the Microsoft Windows NT
operating system, the server 12a is said to be "nanve" since
it is running the same operating system as the client. A
"non-native* server is thus a server platform (e.g, a personal
computer) runnin an operating system that is diff'crent than
the operating system running on thc client system accessing
the scrvcr. Given a Windows NT client, cxamplcs of such
servers include, without limitanon, IBM OSi2 warp
Server, IBM LAN Server , other types of Server Message
Block (SM13) servers, as ivell as operating systems that run
open Systems I'oundation (OSI ) Distributed Computing
Environment (DCE) software. An cxamplc of thc latmr is a
D('E ('cll running Distributed File System (DFS).

In the prior art, a user of a Winrlows NT client 10n is
typically authenncateri by a Windows NT server 12u as
shown in FIG. Z. This propnetary client-server linkage is
created bv the fact that both the client anti server run the
same operating system (e.g, Microsoft Winrlows N'I' 0)
anti use an undocumented set of interfaces for the function
of user authentication. In this known technique, a user
sccking to be authcnticatcrl at thc chcnt simultaneously
premes the "control', "alt'* ami "delete" keys oi the key-
boarii to initiate a lo on session. This schon calls a *'graphi-
cal identification anti authorization'odule 15 (somenmes
referred tn as "gina**) that controls the logon sequence 'I'his

module displays a logon panel display box 17 to the user and
prompts for entry of a usend anil passv ord. In a known
embodiment, thc logon panel typically cnablcs thc user to
logon against an account held at the client machine itself., or
to logon against an account held at the NT server. The gina
moiiule 15 confro(a what servers show up in the logon panel
dialog box 18 In particular, when the N I'lient is installed
in the network, the system administrator can point the



worl stahon against an NT domain name, aml that domain
name then shows up as an authentication option in addition,
the administrator of the N'I'erver may conhgure the server
so "trusted'* authentication domains are displayed

In this known technique, the gina module 15 ughtly
controls the locations that are available Ior authenucatron to
include the local NT workstation use if, the remote NT server
12a, and any other servers that are "trusted'* by the NT
server that the client is configured against. (generally, only
these options arc shown to thc user sccking authentication,
and thcrc arc no intcrfaccs availablc to enable thc user to be
authenticated from non-native server dom un«. The present
invention atltlresses this problem.

In particular, and as seen in I'l(k 3, a new gina module15's

rey'stcrcd instead of thc gina module 15. This cnablcs the is

Windows NT client user to bc authenticated against an
account held at a non-native scrvcr domain 19 AS uscrl
herein, a "non-nauve server domain'efers to a database of
user account information retained at a given server runnin ~

an operating system that is different than the operating
system running at the client system 'I'he term "heterog-
enous** is commonly userl to describe an envimnment m
which thc client operating system and scrvcr opcratin
system arc diffcrcnt. This type of cnvironmcnt is common in
the client-server model. Ln contrast, the term "homogenous"
ts commonly used to descnbed an environment in which the
client operating system and server operating system are the
same

A non-native scrvcr domain is typically supported on a
non-nauve server. Thus, where the user seel s authenhcahon
from a Windows NT chent, a non-nauve server domain
includes, without limitation, any Server Message Block
(SMI3) server domain (e g., IBM Warp Server 4.0), a DCL
Cell in which Distributerl I'ile System (Dl'S) is
implcmcnted, or other known domains such as UNIX
domains. This is illustratcrl in HG. 3. Of course, the com-
puter network can aLso include a Windows NT server
domain 12« if authenucauon is sou ht from a native server
domain.

In thc prcfcrrcd cmbodimcnt, thc client machine is a
Windows NT client, although one of ordinary skill in thc art
should appreciate that teachings of this invention arc also
applicable whenever the client machine is runnm ~ a nauve
operatm ~ system anil there is a desire to authenucate a user
against an account held at either a native or non-native
server domain Some of the features of the present invention
(e g., the "discovery'* function as described in lq(l 6) are
implcmcntcd cvcn when thc client-scrvcr paradigm remains
homogcncous. n

Thus, according to a primary goal of. the present
invention, the homogeneous N'I'lient-server environment
is uncoupled so that a user of a Windows Nl'lient (by way
of cxamplc only) may bc authenticated by a non-native
scrvcr. With rcspcct to authentication of thc Windows NT s
chenL, Lhe client-server environment is "hetero enous. 'uthenticauonat the chent gives the user access to
resources on the client system, and when this is done via an
account definition held at a server, it also gives the user
access to resources at the server network via a single logon
Thc prcscnt invention thus cnablcs a user to sclcct a par-
ticular location against which hc or shc dcsircs to be
authenticated. Thus, the user*a account informauon may be
retained at the non-nauve server domain m additron to (or
instead ol) the Windows NT server normally coupled to the es
Windoivs N'I'lient in a cinsect manner. The user's single
userid and password are then held out at a non-native server,

such as a Warp Server, a DCE cell, or the Itke. This
information may also be retained at a native server domain.

I IU 4 is a flowchart representing various "high level'*
operations of the present invention The method begins at
step 28, which signities the existence of a account on
selected server domain systems in the computer network. AS
used hcrcin, a user account typically includes, but is not
limited to, a user identification (uscwd), a password for thc
userid, and some representation of privileges for the user. At
step 30, server locations at ivhich a user may be authenti-
catcrl are "discovered'* usmg a rliscovcry mechanism of thc
invention. This mechanism is rlcscribcd in detail below. At
step 32, the administrator may manage or control authenti-
cation discovery policies that are later prov«led to a user
seeking authentication. Steps 28, 30 anil 32, heing admin-
istrative in nature, generally occur before a given user seeks
to logon against a user account maintained in the system,
althou h step 30 may bc pcrformcrl by a user from thc logon
scrccn itself during thc authentication process. At step 34, it
is assumed that a user seeks to logon against an account
associated with that user and held at a given server m the
network. This fiegins the logon processing,. At step 36, the
user is presented with the names and locations of the server
domains available for authentication, or the user may initiate
his or hcr own 'discovery" of such information (if that
capability is enabled).

Following selection of a domain, thc user is then authcn-
ticatcd at step 38. Such authentication may lic at a native or
non-native scrvcr according to thc prcscnt invention.
Typically, this authentication is a process in which the, usend
and password are provided to a user account database for
validation Upon successful vahdation, a positive conhrma-
tion is received for the authentication and the user process-
ing is allowcrl to continue. Thcrcaftcr, at step 40, when
authentication is at a non-native scrvcr, a "local" user
account is crcatcd dynamically (or, altcrnativcly, updamd if
the user account already exists) at the client machine. This
is a Windows NT account in the prelerred embodiment. At
step 42, the NT user profile is retrieved and established at the
client to enable the user to initialive a personal "rlesktop'*
and to implement certain access "prcfcrcnccs't thc client.
Thc "user profile*'which normally rlift'crs from thc "user
account" described above) thus prcfcrably includes, without
limitation, a deal top delinition and a set of prelerences for
the user. A user prolile is created as the user changes
appearance and preferences ivhile using the client. 'I'hus, for
example, the display screen format is accessed anil altered
through known techniques (e g, the Winrloivs *95 desktop
"Prcfcrcnccs').

Returning back to the flowchart, the user then proceeds to
rlo work at thc client machine. This is step 44 in thc
flowchart. When thc user is done at thc NT client (typically,
but not necessarily, at logoft), as indicated by a positive
outcome of the test at step 46, the NT user account Ls then
"managed" at step 48 by policy established by the atlmin-
istrator Such management typically involves maintaining,
deletuig or disabling the dynamically-created local N'I'ser
account, although other operations may also bc carried out.
This completes thc high Icvcl processing.

I IU 5 is a simplihed flowchart illustrating, how a user
account is accessed in a given scrvcr domain. For illustrative
purposes, it is assumcrl that the scrvcr rlomain is non-native
such that a user of the Windows NT client machine may be
authenticated against the account held at a non-nauve server
ilomain. The non-native server domain is assumed to be any
Server Message Block (SMI3) server, such as II3M Warp
Server 4 0 or a D('C Cell (such as OSIi II('E running DI'S),



or any other type of non-native server that implements the
appropriate commamls.

There are many mechanisms for creatinn of user accounts
on different types of non-native server domains. 1'his inven-
tion allows usage of these exisnng accounts such that no
unique actions (e. ~, changing ol. the user account or creation
of a ncv user account) arc rcquircd on thc non-native scrvcr
domain. By using existing authentication rcqucsts and
requests to retrieve user account information from the non-
native server, support has been extended to SMB server
domains, DCE Cells, and other non-native scrvcrs.

The routine illustrating how the user account is accessed
from a client system begins at step 41 with thc user account
on the non-native scrvcr having bccn previously crcatcd. At
step 43, and as iflustratcd below, rcprcscntativc authcnttca- ts
tron calls are executed against the existing user account. The
rouune then conunues at step 45, wherein existing requests
to access user account information anil "group'* information
are executed against the existing user account. I IG 8
describes this process in morc detail. Finally, at step 47, a zo
user password change is optionally cxccutcd against thc user
account on thc non-native scrvcr domain. This allows for
these password changes lrom a nanve chant to a non-nanve
server domain.

FIG. 6 is a high level tlowchart illustraung the operation
of the discovery mechanism of the present mvenuon. Fur-
ther implementation details are set lorth below. Preferably,
this mechanism is resident on the client machine and func-
tions to compile unique "lists'* nf native anil non-native
authentication locations from which thc user may bc authcn- io
ticated. Thc discovery mechanism is very advantageous
given the inherent imitations in how potential authenuca-
tion locations are determined in the pnorart. Prelerably, the
discovery mechanism includes documentetl "interfaces'o
which third party authentication service providers may zs
implement to enable the discovery and storage of discovered
locations on thc client system. Thc discovery routine may be
activated by an administrator when thc system is hrst
installed or during system conliguratron (or
re-conligu ration), or it may be acnvated by a user during the ao
logon process itself. The routine begins at step 66 (cuber
from an administrative interface or the logon screen) with
the gina module 15'ontrolling issuance of a set of calls to
scrvcrs on the network to dctcrminc potential authentication
locations. Thc routine continues with thc kst at step 68 to as
detcrminc whether a particular scrvcr domain rcsponrling to
a call is native If the outcome ol the test at step 68 is
posinve, the routine conunues at step 7U to add the domain
to a list of native server domains maintained at the chent
machine If the outcome of the test at step 68 is negative, so
indicating that thc scrvcr rlomain is non-native, thc routine
continues at step 72 to adtl thc non-native scrvcr to the
appropriate list of non-native scrvcr domains maintainctl at
the client. A test is then done at step 73 to determine if all
servers have been accounted for during ihe compilation If
not, the routine cycles hack If the outcome of the test at step
73 is positive, however, the discovery process is complete

In the preferred embodiment, the client runs Windows NT
and the discovery mechanism is used tn discover non-native
servers including, without limitatinn, SMB domains such as
IBM Warp Scrvcr, IBM LAN Scrvcr, domains running on
the AIX operating system, anil thc like. Altcrnativcly, the
discovery mechanism is implemented in ihe nauve environ-
ment and thus w used to iliscover other Windows NT
domains. This latter implementation is especially advanta- es
geous in Windows Nltbased client-server or other such
"closed'* system because it reduces the time otherwise

needed to have, administrators imhvidually set up *'trust'elationships

(as used between individual Wmdows NT
scrvcr domains) or cquivalcnt relationships. Thus, in onc
embodiment, thc discovery mechanism is implemented ata
client running a native operating system and is used to
discover native server domains In either case, preferably the
ihscovery process olfers the administrator an associated
"policy" mechamsm that enables the administrator to tailor
how thc user at thc client may interact with thc discovcrcd
authentication information.

In particular, once thc list of scrvcr domains is discovcrcd,
the administrator (i.c. during installation or configuration)
may manage the list of nauve aml non-nauve server domains
(as well as other functions) in order to control the user's
authentication options. This is step 32 in the flowchart of
I'IG 4, and this step preferably takes place at the client
machine from which users will later seek tn be authenti-
catctl. FIG. 7 illustrates this process in thc prcfcrrcd embodi-
ment.

In particular, at step 74, the onc or morc lists of scrvcr
tlomains (which may bc just onc list with two parts) rlis-
covcred are prcscntcd to thc administrator. Thc administra-
tor is then prompted at step 76 to select the domains that will
be presented to a given user seelong to be authenucated
when a logon is initiated. Thus, step 76 enables the admin-
istrator to remove particular authentication lncations from
the sct of locations that can bc vicwcd by thc user on thc
logon panel. If desired, the atlministrator may also cntcr thc
name of an authentication location and have it prcscntcd to
the user on the logon panel as an addiuonal authentication
location. This operation is represented at step 78 in FIG. 7.
In this manner, the administrator may add a particular
authentication location of which he or she is aivare but that
is not "discovcrcd*'uring thc discovery process for what-
ever reason. At step 80, thc administrator is prompted to
tlctcrminc ivhcthcr users of thc client machine arc to bc
restricted from entering their own authenucauon locanons at
that particular client machine. Step 8U thus determines
whether users are to be limited to selecting one of the
locations discovered and presented at the logon screen At
step 82, thc administrator sckcts whcthcr users of thc client
machine are able to initiate a rcqucst to cause a ncw
thscovcry of authentication locations to bc cxccukd from
the logon panel. This completes the management process.

Thus, according to thc present invention, once authenti-
cation locations arc discovcrcd, thcsc locations may bc
managed for presentation to the users seeking authentication
at the client. This information is preferably presented to the
user via a logon display screen or panel with preferably three
(3) or more fields a user name field, a password held, and
a "front" dialog box in which thc user cntcrs thc location at
which hc or shc dcsircs to bc authcnticamd, The display
scrccn or panel also prcfcrably includes a 'Discover" button
(if the mechanism has been enabled by the administrator in
step 82 in FIG. 7) to enable the user to elfect the discovery
prncess at logon In addition, the '*from** rlialog box (or some
such nther equivalent construct) may inclurle the ability for
a user to enter his or hcr own destination that may not bc
availalilc from the 'from" box (if thc mechanism has bccn
cnablcd by thc administrator in step 80).

Thc policy mechanism provides a tool liy which admin-
istrators pick and choose the authentication locations from
the compiled list of "drscovered'* nauve or non-nanve, server
locations. This mechanism aLso allows an admimstrator to
conligure whether the user has the capability to type the
name of an authentication location into the "from** box or
some nther user interface element, or to turn off this capa-



bility. The policy mechanism also allows Ihe ailministrator
to remove the "Discover'uuon Irom the user's logon
scrccn to restrict the user from cflccting discovery dunn the
lo on process.

The policy mechanism thus allows the admimstrator to
populate an individual client's "from*'ialog box, to turn olf
the user*a ability to cntcr a "custom'* authentication location
from thc logon panel, and or to turn ofl'or activate) a
"f)iscover'* button that enables the user to etfect new dis-
coveN.

It is now assumed that thc user has sclcctcrl (or cntcrcd his
or her oivn) authentication location At this point, the
application issues an apprnpriate calI (as illustrated below)
to Ihe selected server and establishes a connecuon between
the client and the server for authenncation. The actual isauthentication then occurs, prcfcrably at thc scrvcr domain.
Typically, this is achicvcrl by comparing thc uscrid anil
password passed by the authentication application on the
client to the information stored at the server domain 'I'h&s is
step 38 is FIG. 4 and is a known process. The particular
auihentication mechanism is not part of: Ihe present inven-
tion.

Turning now to I'l(l 8, a floivchart is shown of the next
step according to the present invenuon, namely, Ihe estab-
lishment of. a user account at the client. This was step 40 in
FIG. 4. Thc user account is dynamically cstablishcd at the
client machine in a format of thc native opcratin system.
Vhus, in the preferred embodiment, a Windows N'I'ser
account is established at the client machine after authenti-
cation (which may be, as noted above, from a non-nauve
server domam). The routine to dynamically create an NT
user be nns at step 84 to test whether nouficauon of a

successful authentication has been received from the server
If the outcome of the test at step 84 is negative, the routine
cycles. If, however, thc outcome of thc test at step 84 is
positive, thc routine continues to create a ncw NT user on ss
that machine (or update an existing account) at step 85 anil
to associate a ac&of access nghts to the new (or updated) user
account. TO this encl, the rouune continues at step 86 by
issuing a request to the server (at which the client was
authenticated) to retrieve unique user information and, ap
further, to identify each group in which thc user is a mcmbcr.
Although not meant to bc limiting, a particular "group" is
merely a collection of users that have dcflncrl access rights
accordm ~ to some pohcy. The group informauon is a

convenient mechanism to define Ihe user's privileges with
respect to information available from the server At step 88,
the unique user information anil group information assoc&-

ated with the authenticated user is retrieved from the server
At step 90, a rcprcscntation of thc "groups*'s sct up at the
client machine. Thcsc local "groups" mirror their counter- sp
parts on the server. The routine then conunues at step 92 to
mal e the user a member of the local groups. Th&s &s achieved
by linking the user account to the local group information m
a data structure. I'his completes the processing

Group pmvileges are thus obtained from the server A local
representation of these privileges is then dynamically cre-
ated on the N I'lient, after which the privileges are lmked
to thc usi,r account to make thc user a mcmbcr of the local
reprcscntation In this manner, thc group information is
saved on thc local machine and thc authcnticatcrl user is ap
aflorded appropnate access nghts. By having access mghts
controlled by groups on the client and server, users that are
part of the group on the server with common access rights
will also have access rights tn infom&ation stored on the local
client. ps

Turning noiv to I'l(l 9, a flowchart is shown of a preferred
routine for establishing a user profile at the client machine
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This was step 42 in FIG. 4. By way of bnef hack round, a
"user prolile'ay be thought of as a collection of'nforma-
tion that defines how a given user dcsircs to view his or hcr
relationship ivith thc client machine. Thus, for cxamplc, thc
user profile may include the user's desktop representation
(which is configurable through standard Win&Iowa
interfaces) as well as some personal preferences. As part of
logon process, it is desirable to provide the user with a
personalized desktop and associated prcfcrcnccs so that thc
user may logon from any machine in the network and have
his or her "desktop'he same, irrespecuve of the parucular
machine from which the logon is eflected. Although the
standard Windows NT operating system can store desktops
anil retrieve them from an NT server, it dnes not have
capability of retrieving a user profile from any other type of
server.

I'he storage of a user profile may have been done
previously, and thc profile could bc stored in a standard
location on a non-native scrvcr or in a location spccificd in
the user's local NT user account. When Ihe user profile is
stored in a stamlard locauon on the non-nanve server,
specihc commands (as described below) are used in the
"Primary I.ogon (:lient'* (VI.(') code to establish the required
connection, to access the non-nat&ve server standard
locations, and to ensure that appropriate files arc rctricvcd
from thc non-native si,rver Altcrnativcly, thc location of thc
user prolile is umquely specified for the user account. As
ilescmbed in FIG. 11, a dynamically-created user account
can be maintained on the client system When that is done,
a specific path may be entered for the user's user profile

Reiermng now to FIG. 9, the storage routine for entering
a specific user prohle path begins at step 91 with an
administrator having administrative pnvilege logging into
the client. At step 93, a user manager scrccn is displayed for
the client. Thc user account is selcctcd at step 95. At step 97,
the administrator sckcts "protilc', which causes a user
environment profile dialog win&low Io be displayed. At step
99, the administrator enters a UNC path and file name (e.g.,
i'&WarpServer',!ihareName'iprofileD&r) where '*WarpServer'*
is the name of the server, "ShareName*'s the share name,
and "ProfilcDir" is the location whcrc thc user profil is to
bc loaded during logon and save&I at logonft'. At step 101, thc
administrator saves thc mformation and then cloaca thc
manager program.

Turning now to FIG. I 0 thc routine for rctricving thc user
profile is noiv dcscribcd. It is assumed that thcrc are a scrics
of tiles and ihrectories that makes up a user profile. The
routine begins at step 96. A check is made to determine
whether a specific prohle path ives entered as described in
I'IG 9. If so, the routine proceeds to step 102 At step 98, a
test is made to dctcrminc whcthcr thc user has a user profile
hc or shc wishes to obtain from thc scrvcr. If the outcome of
the test at step 98 is ncgativc, thc routine liranchcs to step
1UU aml uses a default user prolile. If, however, the outcome
of the test at step 98 is positive, the routine contmues at step
102 to retrieve and utilize the user profile. At step 104, the
user profile for the authenticated user is instantiated on the
client. This complctcs thc processing.

It &s now assumed that the user has lnggerl on, has been
authenticated, has established a user account, dnwnloaded
his or her user profil, aml performed some work on thc
client. When thc usn logs off, it is dcsirablc to "clean up"
the client system for one or more reasons Thus, for example,
the user may have only used the machine I or a short task and
in&en&la Io return to hw or her normal workstauon on the next
day. Or, the user may have logged on from his or her "own**

machine but may have modified h&s or her respective user
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profile. Or, the ussr may have added or deleted one or more
authenticatinn locations Thus, the present inventinn pro-
vides a mechanism by which a client machine "cleans up**

after a particular logon (if desired) by taking some prede-
tcrmincrl action ivith rcspcct to a user account that was
dynamically crcatcrl on thc client machine. In particuLar, anti
although not meant lo be limiung, typically such clean-up
involves deleung, disabhng or maintaining Ihs user account.
This nperation is illustraterl in I'ill 11

The routine begins at step 106 to determine whether the
user accnunt is to be cleanerl up. Step 106 has a positive
outcome at logoff, but thcrc may bc other occasions when
the user is still loggcrl on when it will bc desirable to
implcmcnt thc routine. If thc outcome of thc test at step 106
ts negative, lhe rouune cycles. Upon a positive outixims,
however, the rouune executes a lest al slap 10g to determine
whether the user account should be maintained If sn, a
second test is performed at step 110 to determine ivhether the
account shoulrl bc maintained but disabled. If lhc outcome
of thc test at step 110 is negative, thc account information is in

retained on thc machine as active at step 112. If thc result of
the leal at step THI is posiuve, lhe account is maintained but
disabled at step 114 If, however, the outcome of the test al
step 10g is negative, the user accnunt is deleted at step 116
and the routine terminates

The present invention thus implements "dynamic** lncal
accounts on thc client machine. A dynamic local account is
a user account that is crcatcd on lhc local Windows NT
worl stahon when a user logs on to a locauon other than a

Wmdows NT server. As discussed above, a local account is
created after the user is successfully authsnucated on the
remote logon server The account gives the user vahd
security credentials on the lncal wnrkstation

Thc prcscnt invention prcfcrably provides thrcc (3)
35options for managing thc dynamically-crcatcd user account.

Thc administrator may dclctc thc account when thc user logs
olL This is the most secure option bul only allows users
access to local resources based on group membership. This
is the default option after installation 'I'he administrator can
disable the account when the user lngs off. This provides a

an

faster lngon and allows the full range of access control to be
applied to local rcsourccs. Users arc rcslrictcd to network
lo ons with thcsc accounts. Altcrnalivcly, thc administrator
may leep lhe account when the user logs olT. This is the
faslesl logon and allows local logon in addition to previously
mentinned capabilities

In a preferred embodiment, the logoff policy must be set
on the Windows Nl'lient by a user with administrative
privilcgc. There are prcfi:ralily thrcc (3) diffcrcnt act tin s for
the policy. After thc administrator has loggcrl on to the
Wmdows NT client, the logolT policy is set as follows

I) access the REGEDT32 tool on the Windows NT
machine,

2) establish the appropriate account selungs with. 35
0 Keeps the account
I Deletes the account
2 Disables thc account

3) Save the changes and exit the RLT)LDT32 tool
In the preferred embodiment, the maintenance of user

accounts occurs as part of thc user logging off from thc
Windows NT client which is a positive outcome at step 106
of FIG. 11. At logo!I; the user account is checked to
determine iT il is lo be managed by Ihs invsnuon. This is
determined by checking to see if the ussr is part of the ss
Roaming Users group on the Winrlows NT client This was
set as part of the dynamic creation nf the user account

If the user account is part of the set of accounts lo bs
managed by lbs. invenuon, the logolf policy that was set by
the administrator is acccsscrl to dctcrminc what action
should be tal en which is step 10g lhe logolT policy is stored
in the registrv in the following locauon:

HKEY LOCAL
MACHINE)System)CurrentControlSel',Services'IB
MNsTNTiLogoffPolicy

If the pnlicy is set to 'maintain (keep) the user account'* (as
signified by a value of 0 in this embodiment), no action is
taken on the user account. 'I'he logoff is processed and the
user accnunt remains on thc client machine. This is step 112.

If thc policy is sct to "rlisablc thc user account" (as
signilied by a value of 2 in this emboihmenl), a Win32 API
is executed lo change lhe local account slatus to disabled.
The NetuserSetinfo is used to set the user account to a status
of disabled. When this is done, the local user account will
remain on the client system but it will be marl erl as disabled
This status will cnsurc local logons arc nol done using thc
account, but thc account will remain on lhc system lo bc
ussrl lor future. Iogons using the base invenuon. This ts step
114.

If the pnlicy is set to '*delete the user account** (as
signified by a value of I in this embodiment), a Win32 API
is executed to delete the local user account. 'I'he NetUserDel
is used which will dcletc thc local user account that was
created as part of thc logon of thc user through this invcn-
uon. The result of this action is thai the chant machine will
not have Ibis user as part of lhe account database after the
logotT completes. 'I'his is step 116

I'hus, according to the present inventinn, a user seeking to
authenticate from a client is presented with a logon panel
Authentication locations that have bccn or arc discovcrcd
are then listed. Thc user cntcrs uscrirl and password and then
selects where he or she ilesires lo be authenticated against.
Dspenrling on the locauon chosen, Ihe application issues an
appropriate logon call that lhe parucular server recognizes.

I'he present invention offers sigmficant arlvantages over
the prior art when the client is a Microsoft Windows NT
client. Thc invention allows authentication oul to any num-
ber of non-native scrvcrs, as well as authentication from NT
ilomains or the local NT workstahon itself. Once a success-
lul authenlicauon takes place, an NT user account is then
ilynamically created (or updalerl) al the client. The NT ussr
account allows the authenticated user to obtain the server's
resources as ivell as local resources Thus, the invention
achicvcs its primary goal of enabling a client runnin thc
Windows NT operating system to go to other types of
servers besides NT 4.0 servers in order lo be authenticated.

One of the preferred implemenlauons of Ihe invention is
a client apphcauon, namely, a sel of instructions (program
cocle) in a code module which may, for example, be resident
in the random access memory of the computer. Until
required by thc computer, thc sct of instructions may bc
stored in anothm computer memory, for cxamplc, in a hard
ihsl drive, or in a removable memory such as an opucal ihsl
(lor eventual use in a CD ROM) or lloppy disk (lor eventual
uss in a lloppy ihsl drive), or downloaded via the Internet
or other computer netivork. Thus, the present invention may
be implemented as a computer program product for use in a
computer. In addition, although thc various methods
rlcscrilicd arc conveniently implcmcntcd in a gcncral pur-
pose computer selectively achvaled or reconligursd by
software, one ol ordinary sloll in the art would also recog-
nize that such methods may be cerned oui in hardware, in
firmware, or in more specialized apparatus cnnstructed to
perform the required method steps
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The present invennon prov«les other advantages. It is

desirable to have a single logon irom a Windows NT client
to cnablc access to non-native (c.g., an SMB) scrvcr
resources from thc NT desktop. Thc user's account dchncs
the non-native server resources inclurling a home directory,
logon assi 'nments, network applications and logon scripts
If multiple accounts are required between the clrent and the
server, the logon must be '*ncoordinaled.'he invenhon
provides a single logon step from thc NT client that allows
users immcrliatc access to all Windows NT and non-native

10
server resources

It is also desirable to have a single user definition for
authentication for all authenucauon (logon) requests. Thus,
for example, where warp Server is usetl, many exishn ~

implcmcntations have OS,2 warp or LAN Scrvcr domains as
the centralized location for all user information for OS 2, '-'indoivs!BI, and Windows 95 clients 'I'hey need to include
management and authenticatinn of Windows NT clients
from lhe same loca«on. The present invennon satisiies this
requirement by enabhng the use of a sin le user account for
all authentication rcqucsts Centralized user administration zo

proviiies quick and easy user updates. By having a central-
ized user account database (domain) on OS,'2 warp Server,
for example, the customer can either extenrl existing chent
support to incorporate Winrlows NT clients or implement
OS 2 Warp Server as the central system

Users in hctcrogcnous environments rcquirc dclivcry of
additional nctv ork rcsourccs during user startup processing.
Wmdows NT stanriard support enables Ihe installauon of
addiuonal network providers that execute after successful
N'I'uthentication L'xecution nf Windows N'I'etwork
Provider support is required for all Windows NT chent
solutions. 'I'he present invention enables users to miliate
multiple network (scrvcr) connections as part of thc logon
process.

By supporung "user prolileb'he invenuon provides ss
desktop and environment consistency. Instead of having a

single user tied lo a single workstation with their own
preferences, the users can be "roaming users** that utilize any
of a set of ivorkstations This also supports multiple users
bein able to get their unique desktops on a single NTchcnt. ao

Further, when the user account is cstablishcrl, thc user may
become a member of groups having access pitvile es These
pnvileges are lypically sel by system policies thai control
the funcuons clients are able lo execute. With pohcies,
server administrators can centrally cnntrol what users can do
on a particular set of servers

In addition, when users view their desktops, they want to
scc cvcrything available to them. Thc invention also
addresses this problem. By having the server resources
aitached as part of a single logon and having the resources o

displayed in lhe base Wimiows NT screens, the user can
seamlessly access both client and server functions through
common Windows NI'esktnp objects like My Computer
and Network Ncighborhoorl. This "scamlcss" integration
removes thc distinction bctwcen rcsourccs on thc scrvcr anti s
chant. Encl users lind resources more quickly and with less
confusion.

Amore detaded descnpuon of a preierred embodiment of
the present invention is nnw described in the context of a
Windoivs N'I'mplementation. In the following description, an

the client machine is running a Windows NT opcratin
scrvcr, and thus thc native operating system on thc domain
server is Windows NT. As will be seen, several of the
functions implemented in the present invention take advan-
tage of exisung Windows NT iuncuonality but in a novel ss
way in order to achieve the advantages and objects of the
present invention

« I
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This kcy is constructed during thc install process. It docs not
take chect until thc system is shutdown and rcbootcd. After
reboot, WinLogon uses lhe newly-registered gina module
(ibmgina.dll).
Architecuire

I'he gina module is required to export the following
interfaces to support Winl.ogon

Reieritng now to FIG. 12, a block diagram is shown of. the
preferred architecture of the present invention. gina module
15'ibm ina.dll) exports a sct of functions 120 (also rcfcrrcd
to as Wlx* functions) rcquircrl to support thc WinLogon
prncess. This module also controls the visual elements of the
interface including displaying the logon panel, collecting the
userid and password from the user, displaying messages, etc.
To actually perform the work of authentication, Ihe gina
morlulc 15'ssues calls to thc domain manager 122, which
is implcmentcd by dm.dll 124. Thc domain manager 122
prnvides the framework that support multiple authentication
prnviders (domain drivers) at the same time It accepts
requests from lhe gina module ibmgina.dll, determines the
appropriate domain driver to handle Ihe request, and then
routes thc rcqucst to thc domain dover to actually perform
thc work. Thc domain manager 122 also manages
dynamically-created local accounts ivhen performing a non-
native logon so that the user has the proper security context
on his or her workstation when logged on lo Ihe server. This
trees the domain drivers from re-implementing Ihe same
function so that they can conccntratc on providing code that
is unique to thc driver.

Domain drivers are responsible for suppnrting a well-
dehned set of interfaces that the domain manager calls at the
appropriate time. The domain manager 122 preferably has
no I nowledge about any particular domain driver. Each
rlom sin driver roan'stela with thc domain dnvcr by addin an
entry to a list. Thc entry contains thc name of thc module
that implements the domain driver interface At startup, the
dnmain manager 122 enumerates the hst of domain drivers,
iiynamically loads each module, then routes requests to the
iinvers as appropnate. The domain driver interlace contams
sutftcicnt routines to allow thc domain manager to detcrminc
which driver should hanrllc a given rcqucst cvcn though thc
dnmain manager preferably has no particular knoivledge of
the actual driver.

Thc particular details of the above-dcscribcd operations
are now described.
GINA Registration

The Windows NT 4.0 architecture prov«les for a replace-
able gina module I'he Winl ogon process relies nn whatever
gina module is to provide a number of predehned services
for it (through vvcll-dcfincd intcrfaccs). WinLogon is thc
stanrlard logon process cxccuting within thc Windows NT
operating system. W'inLogon calLs gina ior aulhenlicalion.
By default, Win Logon uses the msgina.dll provided with the
Windows NT operating system. Thus, as noted above, the
present invention first registers the alternative gina mndule

I'o register the alternative gina module, a ginaDI.I.key is
f irst created in the registry that points to thc altcrnativc gina
morlulc. Thc ginaDLL kcy is prcfcrably crcatcd under:

HKLiY 1.0('AI.
MACHINE',Software',MicrosoftIWindows
NTCurrcntVcrsionlWinilogon

and has the lollowing format.



15
6,044,465

16

-continued

Wl .Imn. I r P
Wl D pl ySASV t P-

WlxLo sedoutsAs P

WlxLo sedonSAS P
WlxAc vateL'serSheu P
WlxLogog P-
WlxShutdown P-

WlxDlsplayLochcdt ottcc j)

Wl W'ISI, I L dSA. P

W)xi slogo tfol
WlxScreenSavervot ty p
WlxStartAppl at on p

plgm'
handlmg SAS when no use s logged
ort
handlmg SAS when use s lo ed oa
handles d splay ot user s reen
handles user ln off
handles user ac)ection of sin tdo n
optic))
dtsplays thc "inched orhstatton*'

)plays logotl not e

handles s reen save d splay request
handles appl saon slartup at logos

lo

)5

DrvDls ower j)

Dr ptng ()

Dr Lo on ()

Dr Lo on'I)

Returns a I st ot the avmhshle
authentication sour cs for tlus
drn cr
Contacts authcntt stean scr cr tn

dr m and the drnsr nntst
dere mac t t snhmtdle
eqttests tor the named

authenhcauon sou e

Issues authcnttcatton rcqucst tn
thc scr cr fnr lngoa.
Issues cnmmands to log the user

oo

fhe Windows N I'perating system issues these Wlx func-
tion rcqucsts during standard operating system cxccution zo
and thc rcgistercd gina module is rcsponsiblc for handlin
each of thcsc rcqucsts As discussed cncrally above with
respect to FIG. 12, the ibmgina.dll module exports the
Wlxfunchons required to support the WinLogon process aml
handles the visual elements of the interface. To actually
perform the work of authenticating a user, it calls the domam
man)ger, which then makes calls to thc various domain
drivers (one for each of DCE, NT, SMB and the other
supported domains). Thc domain drivers arc thc modules
that provide a sel of common lunclions used by
authentication, diam)very, user pro/ile storage and retrieval,
logoff, dynamic user account creation, and dynamic user
account management

In particular, thc domain drivers arc responsible for
supporung a well-delined sel of interfaces )hat the domain zs
mant er will call at the appropriate ume. Each domain
driver registers with the domain manager by adding an entry
to

HKEY LOCAL-
MA(:IIINL)System)('orient('.Ontrolget)Services)II3 dc

MNeTN I )Domain Drivers
Thc entry contains thc name of Ihc module that implements
the domain t)river interlace Al alar)up, lhe domam manager
enumerates lhe hst of domain drivers, dynamically i)ada
each module, then routes requests to the drivers as appro-
priate The domain dover interface contains sufiicient rou-
tines to allow thc domain manager to dctcrminc which driver
should ham)le a given rcqucst cvcn thou h thc domain
man)ger has no particular knov ledge of thc actual dnvcr.

A definition of the primary functions of the interface that
domain drivers support is set forth below:

Dr 0 tn mrn Typ P

DrvoetDomamType P

Dr Octnroupspo)User P

the authent st on sottr e

Retunts a symiol name tlmt the
dern) n mans e can use to
rele ence th s d e .

Return a lest of sccuntr roups
that thc usc«s n mcmhcr nf

Thc DrvDiscovcr and DrvPing functions thus control
thscovcry and discovery policy managcmcnt. Thc DrvLogon
function facilitates the dynamic creation of users I'he Drv-
I.ogoff function is used to manage user accounts The
DrvGelDomainType function Ls also used lo control discov-
ery and administrator control of discovery policy. The
DIVGctGroupsForUscr function is used for dynamic cre-
ation of users. Thc Logon function is used to store and
retrieve user profiles. Additional details about these func-
tions are now described.
Discoverv

As noletl above, the Pnmary Logon Client allows mul-
tiple authentication sources to bc active at onc time. Rather
than require thc user to know or rcmcmbcr the name of all
authentication sources, the invention provides thc capability
of searching, or "discovering'he available authentication
sources.

Since the domain manager preferably has no particular
knowledge of any particular driver, it has no way of gener-
ating a list of available authentication sources Instead, it
calls thc DrvDiscovcr ( ) function of each of Ihc rcgistcrcd
domain drivers. Each domain driver can then search for
authentication sources that il knows about. The domain
manager collects lhe responses from each of Ihe domain
dnvers and presents a uniherl list of authentication sources
to the user. The user does not have to know what type of
authentication source any particular name represents The
domain manager routes thc request to thc appropriate driver.

Thc implementation of thc DrvDiscovcr ( ) function
varies accortling lo the design of the aulhenncanon source.
Examples of. how Ihe SMB and DCE domain drivers imple-
ment discovery follows
SMB Domain Driver

First, the SMB domain dmver tnes to gel a list ol available
SMB domains from the browser service running on the
workstation The browser service contacts a browser
master to get a list of the domams that it knows about
Thc browser master continually monitors Ihc network
to determine what domains arc available,

If thc SMB domain dnvcr is able to gcl a list from thc
brosvscr, it rctums that list to thc domain manager. If
not, thc SMB domain driver will broadcast on thc
nelworl lo tell any servers thai are up lo respoml. Il
then collects those responses and analyzes them to
determine which are appropriate to return to the domain
manager.

D('E Domain Driver
DCE does not provide svay to '*discover*'CL cells, st)

the driver just returns the name of the cell that the
worLstation is configure in. No network tralpic is
uncrated.

Of course, the above examples are merely exemplary. Thus,
the implementation of. the discover function varies from
tlnver to driver, bul the architecture allows Ihe domain
manager to present a unified list of authentication sources to
the end-user
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The determination ol. authentication location type aml
storage is another feature of the discovery process The
unified list is cached and stored on the Windows NT chent
machine The registry on the client machine is the storage
location, aml a location prcfcrably exists for each type of
authentication source. For a prcfcrrcd Windov s NT
implementation, the location is. HKEY LOCAL
MA('HINE',System',CurrentControlSet'tServices',IBMNeT
N'I',DomainCache

The discovery code thus is responsible for determming
the type of authentication provider that was discovered The
method of determination differs for thc difl'crcnt types of
authentication providcrs. When thc type is dctcrmincd, the
locafion will be placed in the section specilic to that provuler
(e.g., NT, SMB, DCE). If the type cannot be determined is
form the discovery process, the location will be placed m the
UNKNOWN section and the type will be rletermined during
the actual authentication prncess. Once the type is
dctcrmincd, thc entry will bc rcmovcd from thc
UNKNOWN section and placed in thc appropriate section zo

based on the type.
Storage and retmeval of Windows user proliles from tile

systems other than native Windows N'I's facilitated by the
architecture described above In particular, because each of
the domain drivers may access different types of servers for
authentication, thcrc may bc dificrcnt methods and products
used to save and rcarl file on thc scrvcr. Thus, thc invention
includes an appropmate dover funcnon to allow access to tile
systems other than a stamlard Windows NT based lile
system in

More specifically, the user prntiles are hanrlled during the
user logon (authentication) prncess. AS part of the process-
in of thc WlxLoggcdOutSAS() intcrfacc ivithin the ibm-
gina module, thc user profil location is dctcrminerl anil
returned to the WinLogon module executing wrthin the ss
Wmdows NT client system. Based on the type of authenn-
cation target (SMB server domain, DCE Cell, NT Serer
Domain, etc.) selected by the user, the appropriate domam
driver is called to process each of the interface requests
made to thc ibmgina module. For handling of user profiles, ao

the domain driver is rcsponsiblc for returning thc location of
the user prolile.

The method required for determination of the location of
the user prolile will dilfer signilicantly based on the type of
tile system userl to store the user profile. 'I'he Winl.ogon
module requires the user profile to be in a location that can
be acccsscd by standard fil syskm code cxccuting on the
Windows NT client system. If thc scrvcr implcmcnts a file
system that is equivalent to the Windows NT base lile
system, then the steps required to return a path may be very o

simple. If. the lile system on the server ilifi'ers from the
Windoivs NT base hie system, adrlitional steps are typically
required to support user profiles

In thc preferred cmbodimcnt of the invention, onc of the
authentication providcrs supported is an SMB scrvcr s
domain. A specilic domain dover exists for SMB Domains.
To support the storage and retrieval of the user proliles from
SMB servers, the domain driver implements the DrvLogon
( ) interface As part of the Drvl.ogon processing within the
domain driver, the user prnhle path is set in the Wlxprofile
location of thc information returned from thc
WlxLoggcdOutSAS( ) processing.

In the case of the SMB server, the user account on the
local machine is accessed to determine if the user has
"maintained'he account on the local machine. If the ss
account is "maintained'* and a user profile path has been
entered for the user account, that path will be set in the

WlxProlile locauon. If no path exists, then the SMB server
will be accessed lrile access commands will be executed to
determine if a users profile exists In the case of SMB
servers, the user account on the server is accessed to
rlctcrminc if thc user has crcatcrl a rlircctory on thc scrvcr to
holrl information unique to thc user (called home directory).
If a home directory exists for the user, a path will be
constructed to point to that locauon. Since a SMB server has
a file system that is compatible with a standard Windows NT
file system, the Wlxprofile value will be set to the path that
is constructed

When thc WinLogon process rcccivcs this WlxProfilc
value, thc user profik held in that location will bc down-
loruled (if required) to the local Windows NT system. The
WinLogon process wdl then be responsible for using the
informatinn in the user profile to create the users desktop anil
set any other preferences spec i bed in the file. The processing
of the user profile is the standard client system processing on
Windows NT.

Other file systems would hanrlk thc user profile process-
ing within their domain drivers. A domain dnver that used
Distributed File Systems (DFS) as the lile system on the
server would be required to implement the same interface
handling and provide a path to the Winl.ogon module within
the Wlxprotile value When hie systems differ from what
stanrlard Windows NT utilizes, thc steps required to access
the file and make it availablc to Windows NT will diffcr.
Even though the steps may dilfer, the capabilny exists to
unlize these lile systems. This is a signilicant benelit since
other important data may exist within those tile systems and
it may be desirable to hold the user profiles in this same file
system

Processing thc WlxLogoff ( ) intcrfacc will cause thc user
profilcs to bc stored. Again, thc domain driver is rcsponsiblc
fiir handhng this processing through implementauon of and
a call to the DrvLo olf( ) interface. The domain driver will
set the WlxProlile location to be accessed anil the dover will
be responsible for turning that value into the appropriate
location nn the system (server) storing the profiles The
ncccssary file system commands will lic used within thc
rlomain driver to store thc files
Administranon of. Control of Discovery Presennng Panels

Administration of the drscovery process w controlled
through a series of graphical pages, the General Propernes
page (I'IG 13), the Advanced Properties page (I'l(L 14) and
the I.ogon Panel (I'IG. 15)

Thc first of thcsc pages, thc Gcncral Propcrtics pa c,
contains a drop-down combination box which dynamically
lills in the name of located domains found on the networl .

When this page is opened, but belore any informanon is
ihsplayed, all of the domains have musie themselves known
to the list. This drop-down combination box can now display
a discnvered list of domain names A domain can be selected
when thc drop-list button is prcsscd. In arldition, a domain
name that was not in thc list can bc typed into thc entry ficld,
Any domain name typed or selected into the '*Domain,'Cell
name'ield will be displayed in the logon panel as the
ilefault authenncauon location.

I'he Advanced Properties page is divided into two list-
bnxes. I'he first list, "Domain/Cell name,** uses the same
method of discovery as thc "Domain Cell name'ombina-
tion box from the General Propcrtics page and thcrcforc
ihsplays the same list of discovered domains. The second
Its(box dtsp(ays domams the admimstrator would lire the
user to view at logon. A "DomainiCell name'* entry field also
exists in order to type in domain names that dn not show up
in the dynamically discovered list
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Presenting Discovered Locauons
As previously mentionerl, the discovered lists are gener-

ated by making a request to the local ivorkstation's browser
service of all of the domains that have made themselves
known to thc network This dynamically gcncratcd list can
be displayed from three locations: thc Gcncral Propcrtics
page, the Advanced Properties page, and the Logon Panel.
Since authenucauon locauons are continually chan nn ~ on a

large network, the Iogon Panel preferably has an added
feature When the '*Discover** button on the I.ogon panel is
clicked, the browser service on the local workstation &s agam
queried for an update&1 list of available authentication loca-
tions.
Tailoring the Domain List ior Logon

For added secunty, Ihe administrator can customize the is
list of available authenticatinn locations which the user is
alloived to logon. In the Advancerl Vrnperties page, the
administrator can select as few or as many of the domam
names from thc "Domain&Cell name" listbox. BY clickin
on an 'Add'utton, those sclccmd domain names will be zo

added to Ihe "Display at logon*'ts&box. Furthermore, the
administrator can type into the '"Domo&nr'Cell name'ntry
iield any domain name not displayed in the listhox and add
them to the "Display at lognn'* list All domain names listed
in the 'Display at logon** listbox will then he available to the
user at logon
Caching Sclectcd Domains Cells

The administrator has further control of. Ihe logon client
by means of a built-in domain cache. The arlministrator
selects and adds domam names to the "Display at logon** hst
in the Advanced properties page. These domain names are
then cached to a location in the reg,istry of the local work-
station. If thc domain name is known to bc of a NT domain
type, thc name is cache(I to thc NT DomainCachc location
in the registry. If the domain is I nown to be of a LAN Server ss
type, the name is cached to the SMB DomainCache location
in the registry. If the type of the domain is unknown, the
name is cached to the UNKNOWN Domain(iache location
in the registry. When the Properties page is reopened by the
administrator at some other point in time, all thc rlomains dc

listed in thc thrcc rlificrcnt DomainCachc locations in thc
regisuy are loaded anil displayed into the *'Display at lo on"
lie&box.

Updating the Logon Panel With or Without the Discovery
Button c.

The administrator can extend security in the logon process
by cithcr allowing or disallowing thc user thc ability to
discover authentication locations. A sclcction box in the
Advanced Properues page enables or &i&sables the "Dis-
cover" button on Ihe logon panel. If the '*Discovery'utton o

&s disable&1, the user will only see domain names hated in the
"Display at logon'* hatbox If the "Discover* button is
enabled, the user can click on this button during logon and
retricvc all thc domain names which have made thcmsclvcs
known to the local workstation. ss
Enabhng&Disabhng Domain Name Entry at Logon

To further hmit the availability oi different authentication
locauons to the user, Ihe administrator can disable the
appropriate selection box in the Advanced Properties page
which normally allo&vs the user tn type in domain names m
the entry fiel during logon. If this entry field is disabqcd, the
user can only logon to rlomains listed in thc "domain name'&a&box

in the logon panel.
Determine Type of Authenticanon Target

Given a domain name, the rlomam manager must deter- os

mine its authentication type Cached names are first exam-
ined to see if the domain has previously been ident&fied If

the domain has not been idenulied, the domain manager
queries each domain driver for ownership If a domain rlnver
claims ov nership of the domain, thc type is recorded in thc
cache. The domain name and driver arc thus correlated in thc
cache.
(falling Correct Domain Driver

The dom;nn manager, once ascertaining ownership of a

rlomain, will pass requests (such as a request for user
authentication) a ainst that domain to thc ownin domain
rlnvcr.
Lssuing Authentication Calls

In the case of non-NT SMB domains, authentication is
accomplished vnth the followin ~

Call NetUseAdd (a Win32 API) to connect to the IPC$
rcsourcc on thc authenticating scrvcr. This cali results in thc
follovving SMBs bctv ccn thc client and thc scrvcr:

Negotiate Protocol—de&arm&ne sofiware levels of. both
machines.

Session Setup and Connect validate the userid and pass-
word against those stored at the server.

If the server indicates success, the sequence conunues as.
Call NetUserGetlnfo (a Wm32 API) to retrieve user

information for extended validation of user logon hours
and other elements. This call results in the following
SMB betwccn thc client and thc scrvcr:
Transact generic RPC (rcmotc procedure call)

exchange.
Receive Success Failure

A successful case would be in&ice&ed by result codes of 0
for both calls to the Win32 AVIS above A failure case might
he sequences as

Cl cor VcrurcAdd Serve
Circa& — — - rcrolr code oi'O — -- Scocr

Where "S(&'s mterpreted Io mean "the password is not
valirf'i.e, does not match that stored at the server).
Determine If User Lrxists, ('reation of User

Following successful nctivork authentication, a local
account is created by means of thc Win32 API NctUscrAdd.
The API may indicate that the account already exists.
Retneving Group Info

The Win32 APIs Ne&UserGetGroups and Ne&UserGetLo-
calGroups are used to determine the group membership i&f

the user account on the logon server and local machine,
rcspcctiveiy. In thc DCE login case, thc DC:E RPC Scc
Iogin~ct roups is used to rctricvc group mcmbcrship
irr&m the celL The Wm32 API NetLocalGroupAdd is used to
create a group on the local works&anon.
Typing Group and User Together

When interfacing ivith a SMI3 domain, the list of groups
for the user account is retrieved as noted above. Lech group
is then created locally as a rcprcscntation of thc domain
group. Thc group name is note&1 as "domain roup" to
indicate Ihe domain that it was denved from. If the user
acr:ount existed before the current authenncauon was
performed, membership in any previous group is removed
anil replaced with the current set of domain groups. 'I'his is
accomplished with the Win32 AVIs NetlocalGroupAd-
(IMcmbcrs and NctLocalGroupDclMcmbcrs.

In summary, by storing critical user information (such as
the "user proliles') on Ihe same server on which authenti-
cation occurs, a single type of server system can handle all
user needs. AS a by-product of this invenuon, users of
Windows N I'lient systems have a choice nf ivhat type of
server (e.g, SMB server or D('L'erver) they can utilize.
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It should be appreciated by &hose skilleil in the art that the

specihc embodiments disclosed above may be readily uti-
lized as a basis for modifying or designing other techniques
for carrying out the same purposes nf the present invention
It should also bc rcahzcd by those skilled in thc art that such
equivalent constructions rlo nol depart from lhc spint anil
scope of. the invenuon as set forth m the appended claims.

What is claimed is.
I A method of setting up a user deal top at a client running

a native operatmg system using a user profile, the chent
normally configured against an account held at a server
running thc native operating system, comprising the steps
of:

following authenucauon of the user, relnevin ~ the user
prohle from a non-native server domain file system,
and

using thc user profil to establish lhc user desktop anil any
preferences associated with lhe user.

2. The method as descnbed in claim I wherein the nauve
operatin system is Windows NT.

3 The method as described in claim 2 wherein the
non-native server domain file system is a Server Message
Block (SMB) tile system.

4. Thc method as dcscnbcd in claim 2 wherein the
non-nauve server domain life system is DCE Dwtnbuted
File System (DFS)

5 The method as described in claim I wherein the step of
using the user profile includes instantiating a desktop defi-
nition that controls an appearance of the desktop.

6. The method as dcscribcd in claim I further inclurlin ic

the steps of:

modifying the user prolile, and

storing the morlificrl user profil hack al thc non-native
snver domain file system. 33

7. Thc method as dcscnbcd in claim I wherein the
relneving step includes the slaps of.

determining if the user has specified a location for the user
prohle; and

if so, retrieving thc user profile from lhc location speci- ao

lied.
g. The method as descnbed in claim I wherein the

retrieving step includes the steps of
determining whcthcr a scrvcr location specifi lo thc user

is to be uscrh and

if so, relneving lhe user prolile from lhe server location.
9 A method of setting up a user deal top at a Windows NT

client using a user profile, comprising the steps of
follov ing authentication of thc user, rctricving thc user so

prolile from a non-native server domam file system,
using the user profile to establish the user desktop and any

preferences associaterl with the user; anil

storing thc user profil back at thc non-native scrvcr
domain life system if: the user profile has been modifie&l.

10. The method as descrdied in claim 9 wherem the
nnn-native server domain file system is a Server Message
Block (SMB) tile system.

11. I'he method as described in claim 9 wherein the
non-native server domain fil system is DCE Distributed
File System (DFS).

12. The method as desci&bed in claim 9 wherein lhe step
of uinng the user prolile includes instanuaung a desktop
dehnition that controls an appearance of the desktop

13. I'he method as described m claim 9 wherein the
retrieving step includes the steps of

determining if thc user has specifie a location for thc user
profile; and

if so, retrievin thc user profile from thc location spcci-
lied.

14. The method as descrdied in claim 9 wherem the
retrieving step includes the steps of

determining ivhether a server location specific tn the user
is to be used and

if so, retrieving the user profile from the server Incation
15. A computer program prorluct in a computer-rcadablc

medium for setting up a user desktop at a client using a user
pri&fihg the chen& runmng a nauve operating system and
normally conligured against an account held al a server
running lhe native operating system, compnsing.

means responsive lo authentication of. &he user of relnev-
ing the user prolile from a non-nauve server domain life
system; and

means responsive lo the retneving means for using the
user profile to eslabhsh the user &leal lop and any
preferences associated with the user.

16. I'he computer program product as rlescribed in claim
15 wherein thc native operating system is Windows NT.

17. Thc computer program prorluct as dcscribcd in claim
16 ivhcrcin thc non-native scrvcr domain fil system is a
Server Message Block (SMB) life system.

fg. The computer program product as described in claim
16 wherein the non-native server domain file system is I)('E
Distributed I'ife Svstem (Dl'S)

19. Thc computer program prorluct as dcscribcd in claim
15 further includin means rcsponsivc to modification of thc
user profile for storing the user profile back at thc non-native
ilomain Iile system.

20. A computer conneclable lo a networl, composing:
a processor;
a Windows NT operating system;
retrieving means responsive to authentication of a user for

retrieving a user profile from a non-native server
domain file system; and

means responsive to the retneving means fnr using the
user profile to establish a user desktop and any prcfcr-
cnccs associated with thc user

r a a




