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DYNAMICALLY MODIlrYING THL
RFSOURCFS OF A VIRTUAl. SFRVFR

CROSS RLI'L'RLNCL''0 RL'I.ATLD
APPLICATIONS

This applicanon is related to U.S. paleni Ser. No. Or) 4r)r),

0r)g, entitled "Selective Inlercepnon oi. Syslem Calls,'y
Horislav D. Deianov et al., filed I'eb 4, 2000, now U S Pat
No (h54(hS4(i and commonly assigned with the present
application 'I'he subject matter of this related application is
incorporated by rcfi:rcncc hcrcin in its cntircty.

33A('K('ROUND
is

1. Field of Invention
Thc prcscnt invention rclatcs generally to rcsourcc allo-

cation for a virtual server, and more parhcularly, lo moni-
toring and dynamically modifying lhe resource allocation
for a virtual server based upon usage. zn

2 Background of the Invention
Netivorked computer resources are growing more popular

as thc benefits of shanng computing rcsourccs become
evident. Onc of thc fastest-grov ing sc ments of thc Inicrnct
is the network market Network systems contain common
elements, generally including a dedicated local server to
mamtain the shared network data, and a communrcatrons
system for providing data communication services between
devices on the network Data communications services and
scrvcrs arc not easy to configure, manage, and maintain. in
Thus, thcrc is an inccntivc for Intcrnct Scrvicc Providcrs
(ISPs) to provide such network services and servers, thereby
relieving corporanons of Ihe burden of providing these
services directly

It is not economically feasible for an ISP to remotely ss
mana e servers located on a customer*s premises, and
support many diifcrcnt customers in this fashion. Rather, an
ISP would prcfcr to ofibr network scrviccs to multiple
customers while keeping all of the server host computers
within a central location of Ihe ISP for ease of management. an
Accorriingly, ISPs typically dedicate one or more physical
host computers as each individual customer's server(s), and
maintain each host computer in the centralired facihty 'I'his

means thc ISP will have to own and maintain potentially
large numbers of physical host computers, at least onc for 4-

each customer's scrvcr or private network. Howcvcr, most
customers will neither require nor be amenable to paying for
the user of an enure host computer. Generally, only a

fraction of the processing power, storage, and other
resources of a host computer will be required to meet the sn
needs of an individual customer.

Diilerent customers have ihlferenl virtual server needs.
For example, a company Aproviding large quantities of data
and information to its employees anil customers will want to
ensure that its virtual servers are always available to perform ss
a large number of tasks. Company A may bc willing to pay
a premium for a guarantccd high quality of scrvicc, with
high server availabihty anti large amounts of processin ~

power always on-call. By contrast, a small inihviilual B who
merely uses his virtual server i or back-up lile storage space
has very different quality of service requirements ('ustomer
H needs (and wishes to pay for) only a limited amount of
storage space to bc available on an intcrmittcnt basis

VVhen servicing the needs of multiple cusuimers bavin ~

dilferent needs, it is desirable lo provide a virtual server that ss
is dynamic, not static, in its allocation of resources A
customer's virtual server is typically assigned a fixed level

of resources, correspomhn ~ to either a lixed percentage of
the capacity of a particular physical host (for example, the
operating system may be instructed to allocate twenty per-
cent of the central processin unit cycles to proces~ A anil
two percent to process B) or a tixcd number of units (for
cxamplc, thc operating system may bc instructed to allocate
X cycles per seconil to process A and Y cycles per second lo
process B). However, customers may be unable to anucipate
the exact amount of resources they will require, and a static
assignment of a particular resource allocation limit may not
allow the virtual server system to adapt to changing cus-
tomer tlccris.

Instead of requirin customers to sclcct a static lcvcl of
resources, a better resource allocation model is slruclured
along the hnes of. elecnicily pncing—a customer receives
what he needs, and he pays for ivhat he receives. Referring
hack to a previous example, small customer 13 may initially
request a very low level of resources I lowever, should his
ncw home l&usincss suddenly expand, hc may quickly bump
up against thc limit of thc scrvcr rcsourccs hc originally
requested. In Ibis case, it would be preferable if customer
B's virlual server resources were able to automatically,
dynamically adjust to his increased resource needs

I'hus it is desirable to provide a system and method for a
virtual server capable of providing quality of service guar-
antccs for a customer, which is also capable of ad)usting thc
quality of scrvicc based upon changing customer demand. It
is ilesirable Rir such a system lo dynamically ad)us) the
physical host resources allocated to a virtual server.

SUMMARY OF THE INVENTION

The present invention dynamically ad)usus Ihe quahty of
service guarantees for virtual servers based upon the
resource demands experienced by the virtual servers Virtual
servers having individual quality of service guarantees are
lhstributed among a group of physical hosts. Each physical
host's rcsourccs arc allocated among thc physical host's
resiilenl virtual servers. The resources allocated lo a par-
ncular virtual server may be dynamically ruljusted in
response lo changing virtual server resource needs.

Occasionallv, a physical host executing a virtual server
may not have additional resources to allocate to a virtual
scrvcr requiring incrcascd rcsourccs. In this instance, a
virtual server hostcd by thc overloadcrl physical host is
transfcrrcd to another physical host ivith sufficicnt rcsourccs.

In one embodiment, a dynamic resource coniiguration
moilule monitors resource denials received by virtual servers
and determines if a virtual server is overloaded based upon
the resource denials A resource demal may refer to any
rcqucst by the virtual scrvcr that cannot bc immcdiatcly
serviced, such as a denial of a rcqucst to crcatc a fil or a
network packet delay. If thc rcsourcc denials rcccivcd by a
parncular virtual server exceed a pre-speciiied limit, the
virtual server is considered overloaded and a request is made
for additional resources

Thc resource usa c of the physical hosts within thc
system ts monitored. A load-balancing iuncnon is peri ormed
to sekcl the appropnale physical host when a virtual server
transfer becomes necessary. A virtual server is transferred
between physical hosts ivith minimal impact upon the opera-
tion of the virtual server

The features and advantages descnbed in the specilication
are nol all-inclusive, anil parucularly, many addiuonal fea-
tures anti advantages wdl be apparent to one oi ordinary skill
in the art in view of the drawings, spemhcation, anil claims
hereof Moreover, it should be noterl that the language userl
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in the specilicauon has been pnncipally selected for read-
ability and instructional purposes, anil may not have been
selected to dehneate or circumscribe the inventive suliject
matter, resort to the claims tieing necessary to determine
such invcntivc subject matter.

HRIEI'L'S('RIP'11ON Ol'l IL DRAWINGS

FIG. 1 is an illustration of a system for dynanucally
modifying thc resources of a virtual scrvcr. 10

FIG. 2A is a flowchart of a process for dynamically
modifying the resources of a virtual server.

FIG. ZB is 6 flowchart of another process for dynamically
modifying the resources of a virtual server

I'IG 3 is a block diagram of a prncess for determming 16

whcthcr an indivirlual rcsourcc in a virtual scrvcr has
rcachcd its limit.

FIG. 4 is a flowchart of a process for determming when
to increase or decrease a virtual server resource allocation.

FIG. 5 is a block diagram of one process lor performin ~ 10

resource load balancing among physical hosts
I'IG 6 is a flowchart of one process for transfernng a

virtual scrvcr from onc physical host to another physical
host.

The figures depict a preferred embodiment of the present
invention for purposes of illustration only. One skrfled in the
art will readily recognize from Ihe lollowmg discussion that
alternative embodiments of the structures and methods illus-
trated herein may be employed without departing from the
principles of the invention dcscribcd herein. tc

DL''AII.L'D DLS('RIV'11ON OI'1IL'RL'I
LRRL'D LMBODIML'N'I'S

Reference will now be made in detail Io several embodi- zs
ments of the present invention, examples of which are
illustrated in the accompanymg draivings Wherever practi-
cable, the same reference numbers will lie used throughout
the drawings to rcfcr to thc same or like parts. The term
"virtual scrvcr" as used hcrcin refers to a virtual scrvcr 60
capable of receiving a quality of service guarantcc from a
physical host. Muluple virtual servers may reiude in a srngle
physical host, and ihlferent virtual servers on the same
physical host may receive different quality of service guar-
antee e.

FIG. I shoivs an cmborlimcnt of a system for dynamic
resource conligurauon in viruial servers. A ilynamic
resource conliguration module 1UU is coupled via a network
to a group of physical host machines 160 (160A, 1600 and
160('), or may be resident on any of these hosts 160 The 60

physical host machines 160 may bc any kind of computer
adapted to support virtual scrvcrs. Thc module 100 may be
implcmcntcd in a software rlrivcr. It is to bc undcrstoorl that
the dynamic resource conligurauon module 1UO wrll typi-
cally support more than one physical host machme 160.
Iloivever, in one embodiment, the dynamic resource txtn-
figuration mndule 100 may support a single physical host
160.

The group of physical hosls 16U contains a group of
virtual servers 162 Physical host 160A contains virtual
servers 162A and 1620, physical host 1600 contains virtual
servers 162(:, 162D anil 162L; and physical host 160('ontainsvirtual scrvcrs 162F and 162G.

In one embodiment, each individual virtual server 16Z has
a dillerent quality of service guarantee. Dilferent quality of 66

service guarantees are implemented by allocating different
amounts of the resources nf each physical host machine 160

to servicing each of the virtual servers 162. Physical host
160 resources may be allocated as percentages of the
resources of a particular physical host 160, or as a particular
number of units within a physical host 160 (for example, the
opcratin system may bc instructed to allocate X cycles pcr
second to process A anti Y cycles pcr scconrl to process B).
In Ihe embodiment shown in FIG 1, physical host 160
resources are allocateil to inrhvidual virtual servers 162 as
percentages of each physical host 160 'I'able I lists the
resource allocations of each virtual server 162 as shown in
I'IG I

TABI.L'

Vtt IS rit o Au iwut IrI(

V rtual Se te Resource Allo si ou

161A
16" B
I 6" I

'6"

Ii
16" I

16zp
16ZO

16; of phystcal host 160A
6(!; of phystcal host 160A

(i I ot phys cat hosi 160C
!(i I of phys cat hosi 160C

I'he virtual servers 162 each may consume a difFerent
amount of thc rcsourccs of thc physical host machines 160.
Thc rcsourccs of a physical host machine comprise the sct of
luncnons and features Ihe physical host machine uses in
implemennng tasks lor each virtual server. Examples of
resources include disk space, memory, netivork capacity anil
processing cycles ((:VU resources) As shown in I'IG I,
virtual server 162A consumes IS% of the physical hnst
160A rcsourccs. This means that IS% of physical host
160A's disk space, memory, network banrlwidth, and GPU
procesinng will be dedicated to servicing the needs of virtual
server 162A. A variety of other types of physical host
resources wdl be evident to one of skill in the art.

A resource allocation for a virtual server is specilied as a
"quality of service guarantee'* for that particular server. Lrach

physical host stores quality of service guarantccs for thc
virtual scrvcrs it hosts. As a physical host performs pro-
cesses associated with a particular virtual server, the physi-
cal host accesses Ihe stored quality ol service inl orms non to
enabk the phvsical host to request the correct quality of
service from the operatin system kernel of the physical
host

One implcmcntation for storing quahty of scrvicc guar-
antcc information is a quality of scrvicc paramctcr table. A
quality of service parameter table in each physical host 160
associales each virtual server 162 resident in the parucular
physical host 160 with quality of service parameters. These
parameters are used to allocate physical host 160 resources
for each resident virtual server 162 I or example, physical
host 160A includes a quality of scrvicc parameter table,
which lists rcsidcnt virtual servers 162A and 162B. Thc
parameter table lisls whatever virtual servers are residenl in
the physical host. As virtual server resource allocations are
changed, aml as virtual servers are Iranslerred between
physical hosts, the corresponding quahty of service param-
eter tables are updated to reflect these changes and transfers
In another cmbodimcnt, a single master quality of scrvicc
paramctcr table can coordinate multiple slave tables asso-
ciaterl with each physical host.

Dynamic resource configurauon module 100 includes a
virtual server resource monitor 110, a virtual server resource
modiher 120, a physical host load balancer 130, a dynamic
virtual server mover 140, and a file system 150 In one
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embodiment, these modules are poruons of the software
code implementing the dynamic resnurce conhguration
module 100 The dynamic resnurce configuration module
100 is further communicatively coupled to each physical
host 160.

Thc virtual scrvcr resource monitor 110 monitors the
resource usage of the virtual servers 162 to date rmme if they
are overloaded. The virtual server resource modifier 12U
dynamically moihlies the resource allocauons of the virtual
servers 162 on an as-needed basis 'I'he physical host load-
balancer 130 periodically monitors the resource usage of the
physical hosts 160, and uses thc dynamic virtual scrvcr
mover 140 to transfer virtual scrvcrs 162 bctwccn physical
hosts 160 as nccrlcd to balance thc loads of thc physical
hosts 160. The lile system 150 is used for stonng state
information associated with a parucular virtual server 162
when transferring the particular virtual server 162 to a
ditferent physical host 160 In another embodiment, the hie
system 150 is not uscrl, and state information is copicrl
directly from onc physical host to another physical host to in

transfer a virtual scrvcr.
FIG. ZA w a Ilowchart of an embodiment of the overall

process lor dynamically modiiying the resources of a virtual
server. Virtual server resource demals are momtoreil 210.
Resource monitoring is performed using the selective inter-
ceptinn of system calls One embodiment of selectively
intcrccpting system calls is disclosed in thc rclatcrl applica-
tion, thc sutilcct matter of which is incorporated hcrcin by
reference. Each resource (e.g., dwl space, memory, network
baiulwirith, or CPU cycles) used by a virtual server is
monitoreil to determine the time at which the resource is
fully used, that is, the pnint at which a request for more
resources is either implicitly or explicitly denied Examples
of rcsourcc denials include a memory allocation rcqucst
denial and a network packet rlclay signal.

A di,termination is made 220 as to ivhcthcr a particular
virtual server resource is overloaded. The number of times
a particular resource denial is received in a time window is
avera ed using one of a number of well-I nown techniques
If the average number of denials is beynnrl a pre-configured 30

threshold, the virtual server is determined 220 to be over-
loaded for the corresponding resource. If thc virtual scrvcr
is not dctcrmincd to bc ovcrloadcd, thc mcthorl continues to
monitor Z1U virtual server resource denials.

If. Ihe virtual server is determined to be overloaded, a

determinauon w made 230 as to whether the correspomhn ~

resource of the physical host hosting the virtual server
resource is alsn overloaded I'or example, referring to I'IG
I, if it was dctcrmincd that a rcsourcc for virtual scrvcr 162B
was ovcrloadcd, morluk 100 would then check to scc if that
same resource was overloadeii I or physical host 160A whmh
contains virtual server 162B. A physical host 160 resource is
determined to be overloaded if the physical host 160 ikies
nnt have enough of the particular resource unallocated to the
resident individual virtual servers 162 to service the resource
incrcasc request. Thc physical host rcsourcc is overloaded if
Resource request&Resource available, where Resource

avallalile — 0

I'or example, assume virtual server 16213 requests an
additional memory allocation of I mc aiiytc. If physical
host 160A has only 100 kilobytes of memory available (the
rest alreaily having been allocated to viriual servers 162A
and 16ZB), then physical horn 160A cannot service virtual
server 162B's request and physical host 160Ais considered as
overloaded This same principle may be extended to other
types of resources

If the particular physical host resource is not determmed
to be overlnaded the virtual server resource allocation within
the physical host is increased 240 'I'he method then contin-
ues tn mnnitor 210 virtual server resource denials

However, if thc physical host is dctcrmincrl to bc ovcr-
loadcrl, a ncw physical host is selcctcd 250 to accommodate
the overloaded virtual server aiui its required resource
increases. A variety of diilerent lining heunstic methods
may be used to select a neiv physical host to execute the
virtual server. For example, a first fit method may be used,
wherem the first physical hnst 160 determined tn have
enough extra resources to accommodate thc overloaded
virtual server 162 is sckctcd. In a best fit method, thc
physical host 160 with available resources most closely
matching the resource neeris of the overloaded virtual server
162 is selected. In an easiest tit method, the physical hnst
160 with the most available resources is selected to accom-
modate the nverioaded virtual server 162 I or the following
rhscussion, assume that physical host 160A is overloaded,
and ncw physical host 160B has been sckctcrl to rcccivc
virtual server 162B.

Once the new phyiucal host 160B has been selected 250,
the virtual server 16213 is moved 260 to the new physical
host 160B 'I'he virtual server 162I3 is also allocated its
required resource increase In one embodiment, the olrl
overloaded physical host 160A places state information for
the virtual scrvcr 162B being transferred into a common file
system 15U, e.g. in a conliguration tile or other system lile.
The new phyiucal host 16UB accesses the state ini'ormation
and restarts the virtual server 162II as resident in the new
physical hnst 16013. In another embodiment, the virtual
server 162B file are copied directlv from the olrl physical
host 160A to the new physical host 160B

Once thc virtual scrvcr information transfi:r is complctc,
the olii physical host 160A has one fewer virtual server, and
the new physical host 16UB has one addiuonal virtual server.
The quahty of service tables for both the old and new
physical hosts are moditied 260 tn refiect this change The
quality of service table entries for virtual server 16213 will
also rcflcct thc virtual scrvcr's rcsourcc incrcasc.

Thc virtual server user is transfcrrcd 270 from thc old
physical host (16UA) to the new physical host (16UB) by
transferring the virtual server address. The transier process
may use either "breal, then make" timing, or "make, then
break** timing I'he timing of the transfer process determines
whether all processes and configuration informatinn associ-
ated with thc virtual scrvcr to bc transfcrrcrl arc first shut
clown in thc old physical host, or tirst started up in thc ncw
physical host, belore the virtual server address is transferred.
Transierring the virtual server address transfers the virtual
server user from one virtual server locauon to another. For
example, using "break, then make'* timmg, the virtual server
16213 is Iirst shut doivn in the old physical host 160A, a new
virtual server is created in ncw physical host 160B and
startcrl up, and thc virtual server 162B address is then
transferred over to the new physical host 160B. In another
embodiment using "make, then break*'ming, a new virtual
server is created in new physical host 160B and tnarted up,
the virtual server 16213 address is transferred over to the new
physical host 16013, and the virtual server 16213 is then shut
clown in old physical host 160A

As used herein, thc terms "customer," "user," and "virtual
server user" refer to iniiividuals or roups of individuals
accessing the same virtual server Typically, a virtual server
"user's a group of individuals with a shared association.
I'or example, "user** may collectively refer to the employees
of a company, or to certain employees within a division of
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a company. One company (a "customer') may have several
ditferent users, each corresponding to a different group
within the company, and each having many different indi-
viduals. Additionally, a "user'* may also refer to a single
individual.

Thc process for virtual scrvcr rcsourcc configuration is
dynamic and ongoing dumng the operanon of the virtual
servers. After lhe virtual server user transfer 270 is com-
pleted, the process continues to monitor 210 virtual server
resource demals lo

I'IG ZB is another embodiment nf a fiowchart of the
process for dynamically mollifying thc rcsourccs of a virtual
scrvcr. Thc method shou n in FIG. 2B is simiLar to the
method shown in FIG. ZA However, lhe methotl of FIG ZB
includes three additional steps, steps 242, 244 and 246, is
which together provide a method for reclaiming unused
virtual server resources.

As before, virtual server resource denials are monitored
ZIU. If a determination 220 is made that a particular virtual
scrvcr resource is ovcrloadcd, and a dctcmiinalion 230 is zo

made that lhe corresponding physical host resources are not
overloaded, the virtual server resource allocatron is
increased 240.

Next, a timer is set 242 for a pre-specified interval. Upon
timer expiry, the method determines 244 whether the newly
incrcascd virtual scrvcr rcsourcc is currently operating al its
rcsourcc limit. If onc or morc rcsourcc denial si mals cor-
responding to lhe newly increased virtual server resource are
received during lhe orner period, Ihe virtual server is
assumed to be operating at its resource limit. io

If the virtual server is determined 244 to be operating at
its limit for a particular resnurce, the method continues 210
to monitor rcsourcc rlcnials. Howcvcr, if thc virtual scrvcr is
not operating at its limit for a particular resource, thc method
decreases 246 Ihe virtual server resource allocanon by a zs
pre-specilied amount. Steps 242, 244, and 246 allow the
dynamic resource conliguranon module IUU to reclmm
unused resources within the virtual server system, by tem-
porarily increasmg resources allocated to a virtual server as
needed. ao

In another cmbodimcnt, a recently transfcrrcd virtual
server 16Z may also allow unused resources to be reclaimed
by the virtual server 162's new physical host. In this
embodiment, step 270 would be iollowed by steps 24Z, 244
and 246. as

I'IG 3 shows an emhorliment of one process for deter-
mining v.hcthcr an individual resource in a virtual scrvcr has
rcachcd its resource limit A virtual scrvcr rcsourcc monitor
110 receives a set of input signals 312 from a virtual server
16ZB. The virtual server resource monitor 110 processes o

these signals to determine if any resources from virtual
server 1620 are overloaderl lf an overloaded resource is
found, the virtual server resource mnnitor 110 sends a
"resource ovcrloadcd" signal 350 to Ihc virtual scrvcr
rcsourcc modifier 120. ss

Many difi'erent types of input signals 312 may be pro-
cessed lo determine if a resource is overlomled. The virtual
server resource monitor 110 monitors diiferenl lypes of
resource denials, which are instances wherein a request for
additional resources is either implicitly or explicitly denied
FIG. 3 shows four cxamplcs of rcsourcc denial signals: a
create fil denial signal 312A gcncratcd, for cxamplc, by a
lack of disk space, a memory allocation denial signa1312B,
a network packet delay signal 312C eneraletl by a lack of
network bandwidth, ami a central processing unit (CPU) ss
process scheduling delay signal 312 D generated hy exceed-
ing CPU usage limits. It is to be unrlerstood that there may

be manv other types of signals indicaun ~ an implicit or
explicit denial of resources The examples shown herein are
used purely for illustrative purposes.

In order to associate resource request denials with a
particular virtual scrvcr cxccuting in a physical host com-
puter, certain selcctcd system calls arc intcrccptcd. For
example, nol all CPU scheduling within the physical host
compuler is associated with a virtual server. The monitor 110
must be able to distinguish between resource requests made
from virtual servers, and other resource requests The moni-
tor 110 must also be able to distinguish between resource
rcqucsts made by different virtual scrvcrs within thc same
physical scrvcr.

A system call performs some system operanon, such as
the access of. a svslem harrlware or software resource, when
the system call is executed. In order to make a system call,
arguments are programmatically loaded into specific regis-
ters of the central processing unit on ivhich the operating
system is executing. One of thcsc arguments idcntifics thc
specific system call that is being marlc. This argument is
typmally in lhe form of a number that is an oilaet into the
operating system interrupt vector table, which contains
pomters tn the actual executable code of the system calls
The nther inaded arguments include parameters to be passed
to the system cali

Once thc arguments have been loadcrl, a software inter-
rupt is gcncratcd, signaling to the operating sysmm that a
process is requesting execunon of a system call The oper-
anng system reads Ihe registers, ami executes the requested
system call with the specified parameters I'he system calI
executes and performs the desired functionality lf the sys-
tem cali generates a return value, it places the generated
return value (or a pointer thcrcto) in a prc-rlcsignatcd reg-
ister yvhcrc it can be acccsscd by thc calling process.

In oriier lo intercept a system call, a pointer in an interrupt
vector lable lo a system call is replaced with a pointer lo
alternanve oblecl code to be executed instead of the system
call I'hen, when the system call is made, the alteniative
oh)ect code will execute instead 'I'he alternative offilect code
is known as a system call wrapper

Thc method of thc related application may bc used to
selecnvelv inlercepi system calls such Lhal a system call
wrapper only executes when a system call is made by a
select process associated with one of the virtual servers
heing monitored. When a system call is made by a nonselect
process, the default system call is executed. I'urthermore,
only certain types of system calls relating to resource
allocation, as described above, arc sclcctivcly intcrccpmd.

The system call wrapper for Ihe intercepted syslem call
allows the resource request by a parucular virtual server and
the resulting response Io be monnored. Request denial
responses are monitored by Ihe virtual server resource
monitor 110 As will be evident tn one of skill in the art, the
specific system calls to be monitored will bc system-dcpcn-
dcnt, and may vary based upon thc type of operating system
anri physical server machine bmng used.

Each resource denuil signal 312 is input into an inthvidu al
resource denial laMe 320 for tracking purposes. Create lile
denial signals 312A are recorded in a disk denial table 320A;
memory allocation denial signals 3120 are recorded in a
memory denial table 320B; network packet delay signals
312C are rccordcd in a nctv ork denial table 320C; and CPU
process scheduling delay signals 312D are recorded in a

CPU denial table 32UD. A calculanon 33U is performed on
the signals stored in each table to determine lhe mean
number of times a particular resource denial occur~ in a
pre-specihed time window Difierent time windows may he
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specilied for each type of resource denial. The calculauon of
mean resource denials is perfomierl individually for each
ditferent type of resource denial heing monitored (330A,
3300, 330('nd 330I))

Thc mean number of rcsourcc denials may bc calculatcrl
using onc of scvcral well-known tcchniqucs for averaging a
signal rate over a penod of ume. Each technique determines
whether Lhe number of received resource denial signals a

received in a particular time winrloiv t exceeds a certam
threshold T. ln

Li'»i 'n

onc cmborlimcnt, a "jumping-window*'echnique is
used. Thc jumping-winrlow tcchniquc mcasurcs thc number
of resource denials a rcccivcd in consccutivc windov s of,&
time length h A new Lime interval L starts immeihately after
the end of the last ume interval L. In another embodiment, a
"moving-window** technique is used I'he moving-window
technique measures the number of resource denials a
rcccivcrl in a continuously moving window of time length t. zp
In thc moving-windows technique, all windows of time
length t arc mcasurcrl.

The virtual server resource monitor HO checks 340 if the
metric a(t) calculated is beyonil the pre-speciiied threshold
'I''his determination is macle individually for each type of .;
resource dewal signal (340A, 340I3, 340U and 340II), and
need not bc made simultaneously. Each difl'crcnt type of
rcsourcc denial signal 312 may have a diflcrcnt prc-spccificrl
threshold T.

Ifthe metric a(t) representing the average resource denial
rate does not exceed the threshold I; the method continues
to calculate a(t) 330 so that rcsourcc denials arc continu-
ously monitored. Using thc jumping-ivinrlow Lcchmquc,
after thc next consccutivc time interval t passes, Lhc mcthorl
wdl a ain check 340 if a(t)&T. Using Lhe moving-windows ss
technique, a conunuous loop of steps 330 aml 340 is used to
measure each continuously-moving window of time t. In
another embodiment, a pre-specifierl scherlule for repeating
calculating mean rcsourcc rlcnials 330 and chcckin 340 if
the thri,sholrl T has bccn cxcccdcd can bc established to limit an
the amount of processing rcquircd by thc virtual scrvcr
resource monitor 110.

I lowever, if the metnc a(t) does exceed the threshold T, a
"resource ovcrloarlcrl" signal is sent 350 to thc virtual server
rcsourcc modifier 120. Each type of rcsourcc denial signal a-
312 has an associated rcsourcc ovcrloadcd si nal. FIG 3
shows four examples of resource overloaded srgnals: disk
resource overloaded signal 350A, memory resource over-
loaded signal 3500, network resource overloaded signal
350(', and UPU resource overloaded signal 350lk It is to be sn
understood that thcrc may lic many other types of si naia
indicating an ovcrloadcd resource. Thc cxamplcs shown
hcrcin arc used purely for illustrative purposes.

I'IG 4 shows a flowchart of an embodiment of a method
for determming when to increase or decrease a particular ss
rcsourcc allocation within a virtual scrvcr. Thc virtual server
rcsourcc modifier 120 performs thc method shown in FIG.
4. A separate analysis using the method of FIG. 4 is
performed for each type of resource being momtored.

The modifier 120 waits 410 to receive a resource over-
loaded signal 350 from thc virtual server rcsourcc monitor
110. When a resource ovcrloarlcd signal 350 is rcccived, the
modilier 120 checks 420 to iletermine whether Lhe signal
350 falls within a pre-specilieil '"hysteresis Lime window" H.
The hysteresis ume wimlow H checl 420 clamps the modi- as
fier 120 system to avoid rapid changes in the system state
I'or example, in a situation in which a virtual server has

overloaded its exisun ~ memory resource allocation, the
virtual server may attempt to access memory repeatedly
before the memory resource allocation is increased Each
memory access attempt may generate a memory resource
overloaded si nal 350B. Thc moditicr 120 only nccds to
respond to one of thcsc siponals. The hystcrcsis time window
H checl 420 avoids repehtive responses to resource over-
loaded messages. Thus, Lhe modilier 120 checl s 420
whether the most recently received resource overloaderl
signal 350 (received at 'I'i) is close m time (within the
hysteresis time windoiv I I) to a previously received resource
overloaded signal 350 (reccivcd at T,) for a particular
ri'source:

z,-z,.&Ev

If the recent aml previous resource overloaded signals
have occurred close enough in time to Lail within the
pre-specihed hysteresis time ivmdow II, no further action
will be taken and the modiher 120 returns and waits 410 to
rcccivc another rcsourcc ovcrloadcrl signal 350. If thc cur-
rent resource ovcrloadcrl mcssagc is not rcccivcrl within thc
hystcrcsis time winrlow H, thc morlificr 120 procccds to
increase 430 Lhe virtual server resource allocation.

The resource allocation lor a parucular overloaded
resource is increased 430 by a pre-specifierl amount i

Amount i may be specified as a certam percentage of the
rcsourccs of a physical host, or altcrnativcly amount i may
bc spccificd as a certain number of rcsourcc units. Amount
i may also be spccificd as a certain pcrccntagc of each
parucular viruial server's current resource allocauon, e.g.
increase a resource by 5 re of. its current value. Aller a

particular resource has been increased the morlifier 120 sets
440 a timer for a pre-specihed time period

When thc timer cxpircs, thc modifie 120 dctcrmincs 450
if the recentlv increased resource is bein ~ fully uulized. In
one embodiment, a resource is fully uulized if a correspond-
ing resource denial signal has been received within the timer
periori 440 after the resource ivas increased

If the resource is determined 450 Lo be fully uulized, the
moililier 120 returns anti waits 410 for an overloaded signal.
However, il it is determined that the resource is not being
fully utilized, the moditier 120 decreases 460 the resource by
a pre-specified amount d. Amount d may be specified as a
certain percentage of thc resources of a physical host, or
amount d may bc specifie as a certain number of rcsourcc
umts. Amount d may also bc spccificrl as a certain pcrccnt-
age of each particular virtual server*s current resource
allocation, e.g. decrease a resource by 10% of its current
value.

In onc embodiment, d (thc rcsourcc dccrcascs amount) is
larger than i (the resource increase amount). This allows
unused resources Lo be decreased aggressively, but over-
loaded resources to be increased cauuously. In another
emboriiment, d and i are set such that the resource allocation
is increased and decreased by equal amounts Iior example,
assume that the incrcasc in virtual scrvcr rcsourccs i is
spccificrl as a pcrccntagc of each virtual scrvcr's current
resource allocation. The decrease in virtual server resources
il is specilied as d=l —(I/1+i), which returns the resource
allocation Lo its previous level. Once the resource reaches a

fully utilized state, the modifier 120 then returns to waiting
410

FIG 5 shows a blocl Lhagram of an embodiment of a
process fiir performing resource load balancing among
physical hosts, in the context of a workung example of
overloaded physical host 160A The physical host Ioarl
balancer 130 periodically monitors the resource usage of a
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group of physical hosts 160 l160A, 160B and 160C) aml
transfers virtual servers to different nnes of these physical
hosts 160 in order to balance the resnurce loads between the
physical hosts 160 Requests to increase virtual server
rcsourcc allocations arc also sent to thc physical host losel
balanccr 130 in order to assist in thc balancing of physical
host 160 resource loads. This process is next explained by
example.

In this example, physical host load balancin module 130
rcccivcs a signal 510 from thc virtual scrvcr rcsourcc modi-
fie 120 indicating that virtual scrvcr 162B rcquircs an
increaseil resource allocauon. Thm signal is useil as an input
520 into the load-balancing calculator 53U. The load-bal-
ancin calculator 530 also requests and receives as input the
current physical host resource loads 535 from the physical
host resource monitor 540

The physical host resource monuor 540 performs penodic
physical host resource checks 545 upon the group of physi-
cal hosts 160 (160A, 160I3 anil 160C). Resource checks 545
monitor the current virtual server resource guarantees m
each quality of scrvicc table for each physical host 160.

The load-balancing calculator 53U determines whether a

virtual server's request Ior ruidinonal resources 510 will
overload the particular physical host currently hosting the
virtual server Using the example shnwn in I'IG 5, the
load-balancing calculator 530 dctcrmincs whcthcr physical
host 160A is capable of supporting the rcqucst for adrlnional
virtual scrvcr 162B rcsourccs 510. If thc rcsourcc rcqucst
510 exceeds the available resources of phyiucal host 160A,
the load-balancing calculator 530 determines that physical
host 160A is overloaded

In onc cmbodimcnt, thc load-balancing calculator 530
uses an casicst tit heuristic to find thc physical host that has
the most available resources. Each dilferent type of resource
is associated with an ordinal and a weighi. The i"'esource
R, has ordinal i and weight w, I'or example, resource R,
represents disk resources, R. represents memory resources,
R, rcprcsents nctivork rcsourccs and R, rcprcscnts CPU
rcsourccs. Thc weights for each rcspcctivc resource are
dctcrmincd by thc system operator.

Iet R(V) denote the resource requirement of the virtual
server under consideration, e g. virtual server 1620, includ-
in thc rcqucstcrl rcsourcc increase from signal 510 Lct
R,(S,) denote thc rcsourcc availability at thc j"'physical host.
The load-balancing calculator 530 computes the weighted
resource availability of physical host I as the sum over r.

tx isr i — R Ivti

Using the easiest Iit heurisnc, the load-balancing calcu-
lator 530 will select the physical host with the lar est
weighted resource availability to receive the virtual server
1620 (in the example of I'IG 5, physical host 160B) The
choice of physical host 1600 is suifitect to the constraint that
the sclectcd physical host 160B has sufficicnt rcsourccs to
meet thc rcsourcc dcmanrls of virtual scrvcr 162B. The
load-balancing calculator 530 sends 550 a si nal 560 to the
dynamic virtual server mover 14U indicaung that virtual
server 162B is to be transferred to physical host 16UB.

It will be understood by one of slnll m the art that
load-balancing calculator 53U may use other criteria for
selecting which virtual server to transfer out of an over-
loaded physical host In the embodiment given above, the
load balancing calculator 530 transfers the virtual server that

has most recently requested additional resources. However,
in another embodiment, the load balancing calculator coulrl
select, for example, the smallest virtual server within an
overloaded physical host for transfer, regardless of which
virtual server has rcccntly made a rcqucst for incrcascd
ri'sources.

I IG 6 is a fiowchart of an embodiment of the prncess for
transferwng a virtual server frnm one physical host to
another physical host. Thc dynamic virtual scrvcr mover 140

ic rhrccts thc process of FIG. 6. This process is next cxplaincd
by example.

In this example, virtual server 1620 is transferred from
old physical host 160A to neiv physical host 1600 The
mover 140 waits 610 to rcceivc a transfer virtual scrvcr

is signal 560. Thc mover 140 reccivcs a signal 560 dircctin
the transfer of virtual scrvcr 162B from physical host 160A
to physical host 160B. The mover 140 directs physical host
160A to store 620 local state informauon associated with
virtual server 1620 in the file system 150 As shown in I'IG

zc I, hie system 150 is commonly accessible frnm physical
hosts 160A, 160B and 160C.

Mover 140 next directs physical host 160A to stop 630
local processes associated with the virtual server being
moveri, e g. virtual server 16213. Mover 140 directs physical
host 1600 to access 640 the virtual server 162B state
information stored in fik system 150. Mover 140 directs
physical host 160B to start 650 proccsscs associated with
virtual scrvcr 162B locally. This enables virtual scrvcr 162B
to begin running locally in physical host 16UB The user of
virtual server 162B is then transferred 660 Irom physical
host 160A to physical host 1600 hy transferring the virtual
server 162B address to the new physical host 16013 As
cxplaincd previously, thc mover 140 may usc cithcr 'make,
then brcak" timing or "brcak, then make" timing for thc

zs transfer process. Although the invention has bccn rlcscribcd
in considerable detad with reference to certain embodi-
ments, other embodimen(s are possible. As will be under-
stood hy those of skill in the art, the invention may he
emboriied in other specitic forms without departing from the

ac csscntial characteristics thcrcof. For cxamplc, thc dynamic
rcsourcc configuration module may support difi'crcnt num-
bers of physical hosts. Additionally, rlift'crcnt htting heuristic
methods may be used to select physical hosts for receiving
transferred virtual servers during load balancing among the
physical hosts Accordingly, the present invention is
intended to embrace all such alternatives, modifications, anil
variations as fall within thc spirit and scope of thc appcndcd
claims and equivalents.

What is claimed is:
I A network system for dynamically mndifying the

computer resources allocated to a virtual server, the netwnrk
system comprising a plurality of physical hosts, thc virtual
scrvcr operating in a first physical host, thc computer

ss rcsourccs allocated to thc virtual scrvcr being spccificd as a
quality of service guarantee, the network system compos-
ing.

a virtual server rcsourcc monitor communicatively
coupled to the first physical host and configured to
monitor resource denials and to send a virtual scrvcr
overloaded iugnal in response to the resource denials,

a virtual scrvcr rcsourcc modifie communicatively
coupled to the Iirst physical host ami conligured to
receive the virtual server overloaded signal and, in

as response to ihe virtual server overloaded signal, to
modify a resource allocation for the virtual server anil
tn send a virtual server resource modihcation signal;
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a load balancing module communicauvely coupled to the

plurality of physical hosts anil conhgured to receive the
virtual server resource moditicatinn signal and to deter-
mine ivhether the hrst physical host is overloaded and,
in rcsponsc to a rlctcrmination that thc first physical
host is ovcrloadcd, to send a physical host transfer
signal that indicates a second physical host; and

a dynamic virtual scrvcr mover communicatively couplcrl
to thc plurality of physical hosts and configurerl to
receive the physical host transfer signal and, in
response to the physical host transfer signal, to transfer
the virtual server from the hrst physical host to the
second physical host

2. The network system of claim f, lurther compr&s&n ~ a

file svstem communicatively couplerl to the plurality of i»

physical hosts and configured to store virtual server system
file.

3 The network system of claim 2, wherein the dynamic
virtual server mover is further configured to direct the hrst
phvsical host to store, in thc fil system, a sct of system file
for thc virtual scrvcr anil to direct thc scconrl physical host
to access, from the tile system, the set of. system files for the
virtual server, thereby translerring the virtual server from the
lirst physical host to the second physical host.

4 A computer program product tn lie executed in com-
puter for dynamically modifying the computer resources
allocated to a virtual scrvcr operating in a first physical host
in a network system, thc network system comprisin a

plurality of physical hosts, thc computer rcsourccs allocatcrl

to the virtual server being specilied as a quality of service
guarantee, the computer program product comprising

program code for creatin a virtual server resnurce moni-
tnr cnmmunicatively coupled to the first physical hnst
and configured to monitor rcsourcc denials and, in
response to thc rcsourcc denials, to send a virtual scrvcr
overloaded mgnak

program code for creaung a virtual server resource modi-
fier communicatively coupled to the first physical hnst
and configured to receive the virtual server overloaderl
signal and, in response to the virtual server overloaderl
signal, to modify a rcsourcc allocation for thc virtual
server and to send a virtual server rcsourcc modifica-
uon mgnak

program code for erasing a load balancing module com-
municatively coupled to the plurality of physical hosts
and configured to receive Ihe virtual server resource
moditication signal and to determine whether the hrst
physical host is ovcrloadcd and, in rcsponsc to a
rlctcrmination that the first physical host is overloaded,
ti& send a physical host transler si mal that indicates a

secoml phymcal host; and
program code for creating a dynamic virtual server mover

cnmmunicatively coupled tn the plurality nf physical
hosts and configured to receive the physical host trans-
fi:r signal and, in rcsponsc to the physical host transfer
signal, to transfer thc virtual scrvcr from thc hrst
physical host to the secoml physical host.

r r r
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