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i inthe USENIX. o be

given 1o the user runming the application. Mossover,
o prevent the spplication from gatherin slormstion
shou the e by scoosing fles ach s

it e with ~veiized” verons et enta,
just the information. that the spplication requires 1o

Mare sophisticated systems like Jarws [1] support
centralized policies with fie grained coatrol over the
resoarces that the process may we (eg. fle
descriptors, memory, Gl system spucs ci). Our
approach dynamically evaluates the requirements of &
ven program, creating a sandbox specification that
wil mot affect its operation. In doing so we strive 1o
balance what we would ke 1o control against the
effort in specifying these resrictiors.

3. Approach Overview

Our target sudiense is the wpical Linex or *BSD
user, ie. people with their own PC where they have
ut sre oot Unix gurss or security
specialsts. This orientation has strongly influcnccd
our spprosch.  Our sundbox is bused on system
ket svlems cuk - enzoae .
these systern calls has  important
licaions mprding sem seaiy. Hoveve:
since our user hae
oy s . st s e cals 2nd oo
cengentrals on aulomatiag the generation of sesure
o

Based on this premise, our approsch for sandboxing
applications i« based on the following steps:

Run the spplication with known benign input to

ereate access logs specifying its file aceess

behavior

2 Use the logs 1o ereste an sccess list that can be
‘morphed into  typical ciocr environmen {like
the one sed by £2pd). The user ean sugment
this lst based on the porticular requirements of
the spplication

3 Creste the sandbox 2

bused on the access list

& Run e aplicaion with s i n e
sandboxed entisoament thus denying il sccess fo
unsuthorized fles.

Nowhys, apesing cyem, reses every few

wnplace. This places an enommous
ke m o eveips of st et raqurs
‘special” aceess o the operating system (5. kerael

modules). While extermal kemel interfaces (system
calls, 1ocs is etc ) evolve slowly, internal kemel data
structures and interfaces are more volaile. Further-
mors, subil but smcying diflirnces between

ol

making the syster portsble and (lesible.

4. The FMAC Tool

To suppert the spprosch we outlined, we designed the
File Monitoring and Access Control (FMAC) tool
The tool implements & flesystem that mirrors the
sysiem's existing file strucnre With the FMAC
et moumted o e okt splictns
are run with & croos operation that limits their
e o PG e e, The FMAC
ool supports o modes of ape:

passive wherehy FMAC logs file requests while
allowing thern 1o g0 through, and

active  when FMAC only honors fle aocess requests
that are authorized by a user-specified access
tist

Initially applications are run with FMAC i passive

mede to create the sccess log (siep 1 of our

approach). Afler the sandbox specification has been

created (step 2) FMAC & eun in active made (step 3)

and applications can be executed wih uatrusted imput

in the FMAC environment (sip 4}

We implemented two versions of the FMAC twol: sme
bused on a wer-level NFS server and one oa o Perl
fikesystem [2]. The user-level NFS server i Larum
and highly portable. 1t & available on most

2 L rions. The el Fleem e
runtime eficiency for Nesibilty. I runs without any
medifications on any platform  supporting Perl
filesystems (currently Linux on Alpha and lntel
€U, In b Ellowio g e decre the
w0 FMAC implementations.

4.1 FMAC a5 an NFS Server

The FMAC NFS server nums o user-level process
without the need for NFS server support 1o be presert
in the kernel. The FMAC Slexystem sc mousted by
e standard NFS client, s0 the sysim s be abl 10
mount flesysiems using the NFS protocols.

The FMAC tool uses a diffesent poet from the well-
ke NFS part, s0 that il can coexist with a standard
NFS server. All requests from the FMAC flesyster
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Abstract

Users requently have t choose between functionality and security. When nenning popular Web browsers
o camsil clints, they frequently fne thermselves turning off festures such a5 JavaScript, anly to switch thern

back om in order to view o certain site

Users of Unix

pr
comstruet 8 candbo where such programs execute in 2 restricted environment. Creatng sich 3 sandbox &
o tivia: one b to determine wht Files or services o plce wibin the sandb to facilitate the execution
ot splcation. It pape we descbe 3 sl sy i ok the e e made by

ppications creating an access log. The same systerm can then use the acoes log & & templat o regulate
R aree reants e Ly e spplctons. We s 2n cxaple of b i st vas ssed

1o place Nesscape Navigator in o sund

1. Introduction

The sad truth is that whichever opersting sysiem one
may be wsang, rusming lsrge moaclithic progesms s
sty k. The gl Ui pikorky of bviog

the Star Office suite kave been comsirucied by simply
piling up cne marginally wscless feature afer anctber.
Nevertheless, users like fancy features and. will e

aich programs despite ot many philosophisal and
styliste objections. Therefore, our rear guand scbon
mist be Ko alleviste the detrimental effects the use of
such programs may have on the securty postire of
our system.

The comsept of sretig resiiied snviemens foe

chzoct (21 system call is used o restrict sccess to &
specific area of the flesysiem. In this paper we
examine how these aceess restrictions can be wsed 1o
create a safe execution enironment, nd describe o
ool that suppars the construction and operation of
such sandbor-type eniranments. W llustrate our
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are processed by the tool which performe a lookisp in

approach by sendboxing Netscape Communicator and
discuss the wider implications. of the use of such
mechansme

2. Access Restrictions

Let s comsider the chassic dikmma, A ypical wer
receives o Micrusofl Word fle and would like to sec
Whal is inside bat is afaid of what will happen 1o his
Workstation if the fil contains 2 virs. One solution
wotld be o place the program (Werd) akong with the
suspect il in & controlled environment (which from
‘o am we willreer t0 a3 sandbu) and open it there
If the file i infected, the effects of the virus will be
localized. bt not cntirely climinsted a5 we shal sce

The sandbos must contzin all the files needed for
excutiag the applcaion, Gaheriog o it of hee

the program grester privileges than it would bave if it
ran outside the sandbox. This, the sandbox must
dissble aceess 1o setid programs, or not allow them
o be executed with permissians other then the anes

allocstes unique inede mumbers for existing files

the sccess list in ord
request. I the Flename is found in the sccess list
then the permisions repocted by the FMAC server
are comtructed by peforming a logicsl AND
cpeston e e persiions i be s it
amd the those in the underlyi

e i net prosat i he s i the FMAC

erreports that the file does not exist

Nommally NFS does not allow requests 1o crose
Flesysiems (ie. if you expoet two flesystems / snd
# will not able to aceess.

9
inodes/vnodes. are guwraniced 1o be unigue caly
within a single filesystem

i o system we want 1o be able to view the entire
local fie hierarchy as 2 single filexystem so dhat there
is no need for multiple mount pomts witkin the
chrooted envirvament.

We, therefore, modified the NFS. server 1o allocate
il handles dynamscally and maintain o lookusp table.
The implication is that the NFS server is no longer
stateless. This is contrary to the NFS philosophy of
delegating state to the client, but in our case we fell
that our decision was acceptble becase:

= This is not & general-purpose NES server but an.
spplication that i intended 1o rum on the sume
machine s the sandboxed spplication. If the
enachine crashes so wil the lient

This oaly affeces the passive mode when we have
o construct the file access list in memery. In the
active mode the acecss st is retrieved from o file.
In this case the FMAC server may be restaried
withou disturbing the client.

FMAC as a Perl Filesystem
The Perl flesystem (PerlFS) is 4 combination of &
Limus kemel module and o Perl extension that make it

Two Perl e are conveniently used to
msp inode nubers 1o file names and vice versa. To
avoid name alissing problems created by hard links

for creating the dynsmic mode pumber.

The bigkivel imfce of the Pal e
rading runtime efficiensy for Nesibility—allowad

1 mplment the FMIAC 1) i et the 2000 lies
of Perl code. We wtlized Peri’s excellent suppert for
regular expressions 10 experiment with different ways
o specify the file occess request st The aut

e Perl Tyl module advertses i 45 olgha
Version.  Howeuer, afler some recent inpeovements
that adkded support for the mnap funciionality needed
0 load executable fils and shared bbrasics, we were
able 10 run o mumber of programs in the chzoated
environment without a problem

5. Example

Netscape Commuricator s 3 uefied web brorwser and
email client (smong other things). s use cresies
‘snommous security amd privacy concems since it has
Ml o 1o the fles of o s Moo

Commumicator waintains files such a3
bookmarks hrtel and cookies thal may provide
hints about the browsing habits of the user. Our
abjective is 10 be sble 1o un this program in @
stripped down envirenment where:

& Mwill have no access o the user files
« B will have sceess enly o special ssnitized
versions of the system files.
The user will he able to- ercate temporary “new”
imstalltions of the Netscape wser directories for
accessing suspicious sites

o The program will be able 1o function as 3 browser

possible to write flesystem in Perl
instead of . Perl flesystems are object classes
conforming 1o the PalFS interface Ce o

typical flesystern implernentations writlen in C, Perl
filesystems sre less dependent on the underlying
cperating sysiem implementation.  The PerlFS.
inirface  absiraction  isolates  the  filesysiem
implemeatation. from operating system changes: the
ssme code will run o all systems supporting PerlFS.
Like the NFS-server implementation, the Perl file-
system allows multiple partitions o be mounted urder
the same directory hierarchy and dynamically

51 Methodology

We ran Netscape Communicstor version 4.75 with
the FMAC system in passive mode and we exiracied,
using FMAC in  pussive mode, the fle ierarchy
shewn in Figure 1.

We separated the files info two cstegories, sysiers
files that are commen to all nstallotions fe.g. the
frotacape bierschy) and user e thal s
personsl Files accessible by the user. The former
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