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Abstract 

Thi s do cument d escr i bes Sessi o n Ini t i at i on Pr otocol (SIP) , an 
ap plicati o n - layer con t rol ( s i g na ling) p r ot o col for c r eat i ng, 
mod ifying , a nd t e rmi na t ing sessi ons with o ne o r mor e part i c ipan t s . 
The se sess i o ns i nclude I nter ne t tel ephone calls , multimedi a 
d i str i b ut i on, a nd multi media confe r e nces. 

SI P i nvitat i ons us ed t o c reate sessi o ns ca rry ses s i on descr ipt i ons 
t hat allow par t i cipan t s to agree on a s et of compatible media t y pes. 
SIP makes use of e lements called p r oxy se r ve r s t o help r o ute r eque st s 
t o t he us e r ' s c urrent l o cati o n , aut henticat e and aut horize users for 
se rvice s, i mplement p r ovi de r call-ro uting polic i es , and provide 
f e atu res t o user s . SI P a lso pr ov i des a regi st rati o n f unction t hat 
a llows us e r s to up l oad their current l ocati ons for use by p r oxy 
se rve r s. SI P runs on t op of seve r a l different transpor t pr otocols . 
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1 Int r oducti o n 

The r e are ma ny appl icati ons of the Int e r net t ha t r equire the c r eation 
a nd manageme nt o f a s ession , whe r e a se s sio n is co nsi dered an 
ex change o f da t a between an associat i on of par tici pants . The 
i mp l emen t ation o f t hese applica t ions i s complicated by the p r ac t ices 
of pa r t ic i pa nt s: users may move between endpoi nts, they may be 
add r e ssable by multiple names , and they may communi ca t e i n seve r a l 
d i fferen t media - someti mes simult aneously . Numerous p r o toco l s have 
be en author ed t hat carry vari o us f o r ms of r ea l - t i me multi media 
session data such a s vo i ce , v ideo, o r t ext mes sages . The Se ssi o n 
I nitiati o n Pr ot o col ( SIP) 111orks i n co nce r t with thes e p r o t ocol s by 
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enabl i ng I nter net endpoi nt s ( called use r agents) to discove r one 
a nother and to agr ee on a c ha r acterization of a session they would 
like to shar e . For l ocating prospective session par ticipant s , and 
for othe r f unct i ons, SIP enabl es the cr eat i on of an i nfrast r uctur e of 
net wo r k host s ( called pr oxy server s ) to whi ch user agents can s end 
registrat i ons, i nvitations to sessions, and other r equests . SIP i s 
a n agile, general - pur pose tool for creating, modi fying, and 
terminati ng sessi ons that works i ndependen t l y of unde r l y i ng transpor t 
prot ocol s and without dependency on t he type of session that is being 
est ablished . 

2 Overvie1v of SIP Functionality 

SIP i s an application -laye r cont r o l pr otocol t hat can establish , 
modify, and termi nate multimedi a sessions (conferences) such as 
Internet tel ephony calls. SIP can a l s o i nvite participant s to 
a l r eady existing sessions, such as mul ticast conf er ences . Media can 
be added to ( and r emoved f r om) an exi sting session . SIP 
transparent ly supports name mappi ng and redi r ection servi ces, which 
s uppor ts per sonal mobility {27] - users can maintai n a s i ngle 
ext ernally visibl e ident i f ier r egard l ess of their net work locati on. 

SIP s upports five facets of establishing and termi nating multimedia 
conrnunications: 

User l ocation : det ermination of the end system to be used for 
communication; 

User avai labi lity: deter mination of t he willingness of t he called 
par t y to engage i n corm1unications ; 

User capa bil iti es: determination of t he media and media parameter s 
t o be us ed; 

Sessi on setup : " r i ngi ng", establishment of sess i on pa r ameters at 
bo t h called a nd calling part y; 

Session management: i ncludi ng transfer and ter mi nation of 
s essions, modifying session parameters, and i nvoki ng 
s ervices . 

SIP i s not a vert ically i ntegr ated communications s ystem . SIP i s 
rat her a component t ha t can be used with other I ETF p r ot oco l s to 
build a compl ete multimedia architecture. Typically, t hese 
architectur es wi ll i ncl ude protocol s such as t he Real - time Transpor t 
Protocol (RTP) ( RFC 1889 [28]) for t r ansport ing r eal - t i me data and 
provi ding QoS f eedback, t he Real -Ti me streaming prot ocol (RTSP) (RFC 
2326 [29 ] ) for cont rolli ng delive r y of streaming media , t he Medi a 
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Gateway Cont r o l Protoco l (MEGACO) (RFC 3015 [30]) for controlling 
gate,~ays to t he Publ i c Switched Tel ephone Net\~or k ( PSTN), and the 
Session Desc r ipti on Prot ocol ( SOP) ( RFC 2327 [11) for describi ng 
multimedi a sessi ons. Therefore, SIP s houl d be used i n conjuncti on 
wi th other p rotocols in o rder to provi de complete s ervices to the 
use rs . However, the basic f unct i onalit y and operation of SIP does 
not depend o n any of these protocol s . 

SIP does not provide services . Rat her, SIP provi des primit i ves t hat 
can be us ed to i mplement differ ent s ervices . For exampl e , SIP can 
l ocate a user and deliver a n opaque object to his cur r ent locati on . 
I f t his primiti ve is used to delive r a sess i on de scripti o n written in 
SOP, for i nstance, t he endpoints can agree on t he par ameter s of a 
session . I f t he same pr imiti ve is used to deliver a photo of the 
cal l e r as we ll as the s ession description, a "cal ler IO" s e r vice can 
be easily i mplemented . As t his exampl e shows , a s i ngle pr i miti ve is 
typically used t o provi de sever al d i ffe ren t ser vices. 

SIP does not offer conference control ser v i ces such as f l oo r control 
or voting and does not pr escribe how a confer ence i s to be managed. 
SIP can be used t o i niti ate a s ession t hat us es some ot her conf er ence 
cont rol protocol. Since SIP messages and t he sessi ons they establ ish 
can pass through ent i r e l y different ne t works , SIP cannot , and does 
not , p r ov i de any kind of network resour ce r eser vati on capabili t i es. 

The nature of the ser v i ces provi ded make security parti cul a r ly 
importa nt . To that e nd, SIP provides a suite of s ecu r ity ser vices, 
whi ch include deni a l - o f - ser vice prevention , authe nticatio n (bot h use r 
to user and proxy to user) , i nteg r ity protecti on, and encrypti on and 
p r i vacy services . 

SIP ,~a r ks with both IPv4 and I Pv6 . 

3 Terminology 

I n this document, the key 1vords "MUST", "MUST NOT", "REQUIRED" , 
"SHALL" , "SHALL NOT", "SHOULD", "SHOULD NOT" , "RECClt'f1ENDEO" , "NOT 
RECCY"IMENDED" , "MAY" , and "OPTI ONAL"' a r e to be i nterpreted as 
described in BCP 14, RFC 2119 [ 2 ] and indicate requir eme nt l evel s f or 
compliant SI P i mplementations. 

4 Overvie1v o f Operation 

Thi s sec t i on introduce s the basi c oper ations of SIP using simpl e 
example s . This s ection is tut orial i n na t ur e and doe s not cont ain 
a ny no rmative statement s . 
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The f i r st example s hows t he basi c f unctions of SIP: locati on of an 
end po i n t , signal of a desire t o commun icate , negot iation of session 
pa r ameter s to establ ish t he s ession , and t ear down o f the session once 
est ablished . 

Figur e 1 s hows a t ypical examp l e of a SIP message exchang e be t ween 
t wo users , Alic e and Bob . ( Each message is l abe l ed wi t h t he l ette r 
" F" and a numbe r f o r ref e r e nc e by t he t ext . ) In thi s exampl e , Alice 
us e s a SIP a ppl i cation o n her PC ( referred t o as a softphone) t o call 
Bob on h i s SIP phone over t he I nterne t . Al so shown a r e t wo SIP pr oxy 
serve r s that act on beha l f of Alice and Bob to faci litat e t he s ession 
establishment. This t y pica l arrangement is often r ef erred t o as t he 
"SIP t r apezo i d" as shown by t he geomet r ic shape o f t he dotted lines 
i n Fi gu r e 1 . 

Alice "calls" Bob using his SIP i dentity, a t ype of Uniform Resour ce 
Identifier ( URI) called a SIP URI. SIP URis a r e d ef i ned i n Sec t i on 
19 . 1. I t has a s i mi l a r f o r m to an emai l addr ess, t ypically 
cont ain i ng a us e r name and a host name . In t his c ase, i t i s 
sip : bob@biloxi . com, wher e b i l oxi .com is t he domai n of Bob ' s SIP 
service pr ov i de r . Alice has a SIP URI of s i p : alice@atl anta.com. 
Al i ce might have t yped i n Bob ' s URI or perhaps c l i cked on a hyperl i n k 
or an en t ry i n an address book . SI P a l so pr ov i des a secur e URI , 
cal l ed a SI PS URI . An exampl e wou l d be sips : bob@bi l ox i . com . A call 
made to a SI PS URI guar antees that s ecu r e , enc r ypt ed t ranspor t 
(name ly TLS) is used to car r y all SIP messages from t he caller t o t he 
domain o f t he c allee . Fr om t her e, the r eq uest i s s ent secu r e l y to 
t he callee , but with s ecu r ity mechan i sms that depend on the policy of 
t he domai n of the callee . 

SI P i s based on an HTTP- l i ke r equest /response transact i on model . 
Each t ransaction consists of a r equest t hat i nvokes a pa r t icu l a r 
method , or functi on , on t he serve r and at l east one r esponse. I n 
t h i s example, the t r a nsaction begins with Al ice ' s s oft phone sending 
a n I NVITE r equest addres sed t o Bob' s SIP URI . INVI TE i s an exampl e 
of a SIP met hod t hat specifies t he act i on that t he r equeste r (Alice) 
wants t he se r ve r ( Bob) t o take . The I NVITE r equest cont a i ns a number 
of heade r fields . Header fields are named att r i butes t hat p r ov i de 
additiona l i nf ormation about a message . The ones pr esent i n an 
INVI TE i ncl ude a un i que i de nt i f i e r f or t he cal l , the desti nation 
add ress, Alice ' s add ress , a nd inf ormat ion about the t ype of se ssion 
t ha t Ali ce wishes to est ablish with Bob. The INVITE ( message Fl i n 
Fi gur e 1 ) might l ook like t hi s : 
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Alic e' s 
softp ho ne 

I 

a t l anta. com 
proxy 

I I NVITE f l I 

bi lox i . com 
proxy 

I-- ------ ------->I INVITE f2 I 

Bob ' s 
SIP Phone 

I 100 Tr y i ng f 3 1----- -- - ---- --->I INVITE f4 I 
l <- ------ ------- -1 100 Tryi ng FS I -------- ------->I 
I I<---- --- ---- --- I 180 Ri nging F6 I 
I I 180 Ringing f7 l<------- ------- - I 
I 180 Ri ng i ng f8 l<---- ------- ---- I 200 OK F9 I 
l <- ------ ------- -1 200 OK F10 l<------- -- ----- - I 
I 200 OK f ll l<---- ------- ---- I I 
I<- ------ ------- - I I I 
I ACK F12 I 
I - - - - - - - - - - -- - -- - - - - --- - - - -- - - - - - - - - - - - - - - - - - ---- - > I 
I Media Sessi on I 
I< . ............................. .................. , I 
I BYE F13 I 
I<- ------ ------- -- ----- ------- ------ ------- ------- - I 
I 200 OK Fl4 I 
I - - - ---- - - - - - - -- - - - - - -- - - - -- - - - - - - - - - - - - --- - - - - -- - > I 
I I 

Figur e 1: SIP session s e t up exampl e with SI P t r apezo i d 

I NVITE s i p : bob@bi l o xi . com SIP/2 . 0 
Vi a : SIP/2 . 0 / UDP pc33 . a t l a nta .com; branch=z9hG4bK776asdhds 
Max- Fon'l'a r ds: 70 
To : Bob <sip : bob@biloxi.com> 
From: Alice <si p: alice@at l ant a.com>; tag =1928 301774 
Call- I D: a84 b4c76e66710@pc33 . atlanta. com 
CSeq : 314159 UNITE 
Contact : <si p : a l ice@pc33 .at1anta . com> 
Content - Type: application/ s dp 
Content - Length : 142 

(Alic e' s SDP not s hown ) 

The f i r st line of the t ext- encoded mes s age contai ns t he method name 
(INVI TE) . The lines that follO\Y are a l ist of header fie l ds. This 
example contains a mi ni mum r eq ui r ed s e t . The header fie l ds a r e 
bri efly d esc r ibed be l ow: 
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Via conta ins the add ress (pc33 . atlant a . com) at whi ch Alice is 
expecting to receive responses to t h i s r equest. I t a l so contains a 
b ranch parameter that i denti f ies this t r ansaction . 

To contai ns a d i splay name (Bob) and a SIP o r SIPS URI 
( s i p : bob@biloxi . com) towar d s which the request was original ly 
d i r ected . Display names a r e desc r ibed i n RFC 2822 (3) . 

From also contains a d i splay name ( Al ice) and a SIP o r SIPS URI 
( s i p :alice@atlant a . com) that i ndicate t he origina t or of t he request. 
Thi s header f iel d a l so has a t ag parameter containing a r andom string 
(1928301774) that \~as added t o the URI by t he soft phone. I t is used 
f or identificati o n purposes . 

Call - I D contains a g l obally unique identif ier for thi s call, 
generated by t he combination of a random s t ring and t he softphone ' s 
host name or IP add ress . The combi nation of t he To tag, From tag, 
a nd Call - I D compl etel y def i nes a pee r - to- peer SIP r e l a t ionship 
bet ween Alice and Bob and is r efer red to as a dial og . 

CSeq o r Command Seque nce cont ains an integer and a method name. The 
CSeq number is i ncrement ed for each new request within a dialog and 
is a t r ad i tional s equence number. 

Contact contains a SIP or SIPS URI that repr esents a d irect r oute to 
contact Al ice, usua l l y composed of a user name at a fully q ual i fied 
doma in name ( FQON) . While an FQDN is preferred , many end s ystems do 
not have r egister ed domain names, so I P addresses a r e permitted . 
While t he Via heade r f i eld tells other element s wher e to send the 
response, the Contact header f i e ld tells o t her e l ements whe r e t o send 
f u ture requests . 

Max- For war ds ser ves to l imit t he number of hops a r equest can make o n 
t he way t o i t s d estinati on . I t cons i sts of an i n teger that is 
dec r emen t ed by o ne at each hop . 

Content- Type co nt a ins a descri ption of t he message body ( not shown ) . 

Content - Length co ntains an oct et (byte) count of t he message body . 

The compl ete set of SI P heade r fiel ds i s d efined i n Sect i on 20. 

The details of the sessi on , such as the type of medi a, codec, or 
sampling r ate, a r e not d e scribed using SIP . Rather , t he body of a 
SIP message contains a d e scription of t he session , encod ed i n some 
other prot ocol format . One s uch f ormat is the Session Desc r ipti on 
Protocol {SOP) (RFC 2327 [1)) . Thi s SOP message ( not shown i n t he 
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example) i s carried by the SIP message i n a way that is ana logous to 
a d ocument attachment being carried by an email message, o r a web 
page being ca r r i ed i n an HTTP message. 

Since t he softphone does not know t he locati on of Bob o r t he SIP 
server in t he biloxi. com domain, the sof tpho ne sends the I NVITE t o 
t he SIP server t hat serve s Alice's doma i n , atl anta . com. The add r ess 
of the a tlanta . com SIP ser ver could have been confi gu r ed i n Alice ' s 
softphone , o r i t cou l d have been d iscove red by OHCP , for exampl e . 

The atlant a.com SI P serve r i s a type of SI P s e r ver known as a proxy 
se r ve r . A p r oxy s e rve r receives SIP r equest s and forwa rds them on 
behal f of t he requester . In t hi s example, the p r oxy server r eceives 
t he I NVITE request and sends a 100 ( Trying) r esponse back to Alice's 
softpho ne . The 100 (Trying ) r esponse i ndicat es that t he I NVITE has 
been received and that the proxy is worki ng on her beha l f to route 
t he I NVITE to the desti nat ion . Responses i n SIP use a thr ee-d i git 
code followed by a descripti ve ph rase . Thi s response contains t he 
same To, From, Call - IO, CSeq and b ranch parameter i n the Vi a as the 
INVITE, which a llrn~s Alice's softphone to correlat e t h i s r esponse to 
t he s ent UNITE. The a t lanta . com p r oxy server locates the p r oxy 
serve r a t bi loxi. com, possibl y by pe rfor ming a pa r ticu l a r type of DNS 
(Domain Na me Servi ce) l ookup t o f i nd t he SIP server that s e r ve s the 
biloxi.com domain. Thi s is d esc r ibed in [4 ]. As a r esult , i t 
obt ains t he IP address of the bi loxi . com proxy server and for wards, 
or prox i es , t he I NVITE r eques t t here . Before forwarding the request, 
t he atlant a . com pr oxy server add s an additi o nal Vi a head er field 
value t hat contains i t s OL'iln addre ss (the UNITE a l r eady cont ains 
Al i ce's addr e ss i n the fi r st Via) . The b i l oxi.com proxy s e r ve r 
receives t he INVI TE a nd responds with a 100 ( Tr y i ng) r espo nse back to 
t he atlanta . com proxy server to i ndi cate that it has r ecei ved the 
INVITE and is processing the r equest . The proxy s erver consu l ts a 
dat abase, gener i cally called a l ocati on service, that contains the 
current I P address of Bob . (We sha l l see i n the next se cti on how 
t h i s database can be populated. ) The biloxi . com pr oxy serve r adds 
a nother Vi a header fiel d va l ue with its own address to the INVITE and 
p roxies i t to Bob ' s SIP pho ne . 

Bob's SIP phone rece i ves the I NVITE and a l erts Bob to t he i ncomi ng 
call f r om Alice so that Bob c an decide whether to answe r t he ca ll , 
t hat is, Bob ' s phone r i ngs. Bob 's SIP phone i ndi cates thi s i n a 180 
(Ringing) respons e , whi ch is routed back through t he t wo proxi es i n 
t he r everse dir ection . Each proxy uses the Via header fiel d to 
determine where t o se nd the response and remove s i ts own address f r om 
t he top. As a r es ult, although DNS and location s ervi ce l ookups wer e 
required to route the i nitial I NVITE, t he 180 (Ringing ) r esponse can 
be ret u rned to the caller i,iithout l ookups or \~ithout state bei ng 
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mai ntained i n the p roxies . Th i s a l so has the desi r able property t hat 
each p r oxy t hat s ees the INVITE 1vi ll a l so s ee all r es ponses to t he 
INVITE. 

When Alice ' s soft phone r ece i ves t he 180 (Ri ngi ng ) r es pons e , i t pas ses 
t h i s i nf ormation to Alice, perhaps using a n audio ringba ck tone or by 
d i splaying a message on Alice ' s sc r e en . 

In this example, Bob deci des t o answer t he ca l l. When he picks up 
t he hands e t , h i s SIP pho ne sends a 200 ( OK) r esponse to i ndicate t hat 
t he call has be en answer ed . The 200 (OK) contains a mess age bo dy 
with t he SDP medi a de scr i pt i o n of t he type of sess i on t ha t Bob i s 
wi lling t o establish with Alice. As a result , t he r e i s a t wo - p hase 
exchange of SDP messages : Alice sent one t o Bob , and Bob sent o ne 
back to Alice . Th i s t wo- phase excha nge p rovides basic negotiat i on 
capabili ties and is based o n a simple offer/ answe r model of SDP 
exchange . If Bob did not 1vish to answe r the call or wa s busy on 
a nother call, a n error r espons e wou l d have been sent i nstead of the 
200 ( OK) , which would have resulted i n no media session be i ng 
e stablished . The complete list of SI P respons e codes i s i n Sec t i on 
21 . The 200 ( OK) ( mes sage F9 in Fig ur e 1) might l ook like t his as 
Bob sends it out : 

SIP/2 .0 200 OK 
Via: SIP/ 2 . 0 /UDP s erve r10. bi loxi. com 

; b ranch=z9 h64bKnashd s8 ; r eceived=192. 0 . 2 . 3 
Via: SIP/2 . 0 / UDP bigbox3. s i t e3 . atl anta. com 

; b ranch=z9h64bK77ef4c 2312983. 1 ; r ecei ved::192 . 0 . 2. 2 
Via : SIP/2 . 0 /UDP pc33 .atl anta. com 

; b ranch=z9h64bK776asdhds ; r ecei ved=l 92 . 0 . 2 . 1 
To: Bob <s ip : bob@biloxi.com>; tag:a6c85cf 
From: Ali ce <sip : ali ce@at l anta . com>; tag=1928301774 
Call- I D: a84b4 c76e66710#-pc33 . atl a nt a . com 
CSeq: 314159 I NVITE 
Contact : <sip : bob@l.92 . 0 . 2.4> 
Content - Type : application/ sdp 
Content-l ength : 1 31 

( Bob· s SOP not shown ) 

The fi r st line of t he r es po ns e contai ns t he r e sponse cod e ( 200) and 
t he r easo n phrase ( OK) . The r emaining lines contai n header f i e l ds . 
The Via, To , Fr om, Call - I D, a nd CSeq header f ields a r e copied f rom 
t he INVITE r equest . ( The r e are t h ree Via heade r f i e l d va l ues - one 
added by Alice ' s SI P phone, o ne added by the atlanta. com pr oxy, and 
o ne added by t he biloxi. com proxy . ) Bob's SIP phone has added a tag 
parameter to t he To heade r fiel d. This t ag wi ll be i ncor pora t ed by 
bo t h endpoint s i nto t he dialog and wi ll be i nc luded i n a ll f ut ure 
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r equest s and r e sponses i n thi s call. The Contact heade r f i eld 
conta i ns a URI a t \~hi ch Bob can be d i r ectly r eached a t h i s SIP phone. 
The Cont ent-Type and Content - length refer t o t he message body ( not 
shm~n ) that cont a i ns Bob 's SOP med i a i nf o r mat ion . 

In additi o n to OHS and l ocatio n serv i ce lookups s hown i n th is 
example, pr oxy s ervers can make f lexi ble " routing d ecisi ons" t o 
dec i de wher e to s end a r equest. For example , if Bo b ' s SIP phone 
r e t urned a 486 ( Busy Her e ) response, the biloxi.com p r oxy ser ve r 
cou l d p r oxy the UN I TE t o Bob ' s voi c ema il s erve r . A proxy se r ve r can 
a l so send an INVI TE to a number of l oca t ions a t the same time. This 
t ype of par a lle l s earch is known as forking . 

I n this case, the 200 (OK) i s r outed back t hr ough the t wo p r oxies and 
is recei ved by Alice ' s sof tphone , 1,1ffli ch t hen stops the r i ngback tone 
a nd i ndicates tha t t he call has been answe r ed . Finally, Alice's 
sof tphone sends an acknoid edgement message, ACK, t o Bob's SIP p hone 
t o confi rm t he r eceptio n of the f i na l r esponse {200 ( OK)) . In t his 
example, the ACK is sent d irectly f rom Alice 's softphone t o Bob ' s SI P 
phone, bypassing the t wo p r oxi es . This occur s be cause the endpoint s 
have learned each other ' s addres s from t he Contact header fiel d s 
t hrough t he INVITE/200 {OK) e xchange, which \~a s not known when the 
i n i tial I NVI TE was sent . The lookups performed by the t wo proxi es 
are no l onge r needed , so t he proxie s dr op o ut of t he cal l flow. Th i s 
compl etes the I NVI TE/ 200/ ACK three-way hands hake used t o establish 
SI P sessi ons . Full detail s o n ses s i o n setup a r e i n Secti o n 13. 

Alice a nd Bob's media s es s ion has now begun, and they send med i a 
packets us ing t he format to which t hey agreed in the exchange of SOP. 
I n general , the end - to- end med i a packe t s t ake a d i ffe r ent path from 
t he SIP s i gnaling messages . 

During the sessi o n , e i t he r Alice or Bob may dec i d e t o change t he 
cha racterist ics of the media s es s ion . This is accomplished by 
sending a r e- INVITE contain i ng a new media d escri ption . This r e ­
INVITE r ef e r ences the existi ng dia l og so that t he other par ty knD'l~s 
t ha t it i s to modify an existing session i nst ead of establish i ng a 
new ses s i o n . The other par ty s ends a 200 (OK) t o accept the change . 
The requesto r r esponds t o the 200 ( OK) wit h an ACK. If t he other 
pa r t y do es not accept the change, he sends an error r e sponse such a s 
488 ( Not Acceptable Here), whi ch a l so recei ves a n ACK. However, the 
failur e of t he r e - INVITE does not cause t he existi ng call to fail -
t he ses s i o n cont i nues using the p r ev i ously negot i ated 
charac t e r i s t ics . Full deta ils on se ssion modif ication are in Section 
14 . 
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At the e nd of t he call, Bob disconnects (hangs up) fi r st and 
generates a BYE me s sage . Thi s BYE i s routed dire ctly t o Al ice ' s 
softpho ne , again bypas s i ng t he p roxies . Alice confirms r eceipt of 
t he BYE wi th a 200 ( OK) res ponse, whi ch terminat es the session and 
t he BYE t r ansacti on . No ACK i s sent - an ACK is o nly se nt i n 
response to a r esponse t o a n I NVITE r equest . The r easons for t his 
special hand ling for INVI TE wi ll be discus s ed later , but r e late to 
t he reliability mecha ni sms i n SI P, t he length of t i me i t can take f or 
a ringing phone t o be answered , and forking . Fo r thi s r eason, 
r eq uest hand ling in SIP i s of t en c l assified as e i t her INVI TE o r non­
INVITE, r ef e r r ing to all other methods besi des INVI TE . Ful l det a ils 
o n sessio n termi nation ar e i n Secti o n 15. 

Section 24.2 describe s the messages shown i n Figure 1 i n f ull. 

In some cases, it may be useful f o r proxies i n t he SI P s i gnali ng path 
to see a ll t he messaging between the endpoints for the d ur ation of 
t he sessi on . For exampl e , i f t he biloxi.corn p roxy s e rver wi shed to 
remai n in the SIP messaging pa t h beyond t he i niti al I NVITE, i t would 
add to t he I NVITE a requi red routing header f ield known as Record­
Rout e t hat contai ned a URI resolv i ng to t he hostname o r IP address of 
t he p roxy . This inf o r mation would be received by both Bob ' s SIP 
phone a nd ( d ue t o t he Recor d- Route header f i eld being passed back i n 
t he 200 (OK)) Alice ' s softphone and stored for t he du rati o n of t he 
d i alog . The b i l oxi . com proxy s e rver would t hen recei ve and proxy t he 
ACK, BYE, and 200 (OK) t o t he BYE. Each proxy can independently 
dec i de to r e cei ve s ubsequent mes sages , and those mes s ages will pas s 
t hrough all proxi es t ha t elec t to receive it. Thi s capability i s 
f r equentl y used for proxies that are pr ovidi ng mi d - ca ll f eatures . 

Registr a tion i s another common opera t ion i n SI P . Registr ation i s one 
way t hat t he b i l oxi . com server can l earn the current locat ion of Bob. 
Upon i nit i alizati on, and at per iodic inter vals, Bob 's SIP phone s ends 
REGISTER mes sages to a s e r ver i n the biloxi . com domai n known as a SIP 
registr a r . The REGISTER messages associate Bob's SI P or SI PS URI 
( s i p : bob@biloxi.com) wi t h t he machi ne into which he i s c urrently 
l ogged ( co nveyed as a SI P o r SI PS URI in the Contact header f i e l d ) . 
The registra r 1,11rites t hi s a ssociati o n, also ca lled a b i nd i ng, to a 
dat abase, ca lled the location ser v i c e , where i t c an be used by the 
proxy i n the bi l oxi . com domain . Often, a r egistrar server f or a 
domai n i s co- located wi t h t he proxy for t hat domai n. I t i s an 
i mportant conce pt t hat t he d i stinction bet ween t ypes of SIP se r ver s 
is logica l , not phy sical . 

Bob i s not limi t ed to r egistering f r om a s i ngl e devi ce. For example, 
bot h his SI P phone at home and t he one i n t he offi ce coul d send 
registr a tions. Thi s i nfor mati on i s stored t oget her i n t he locat ion 
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service and all ows a proxy to perform various types of searches to 
l ocate Bob. Si mila r l y , mo re t han one user can be reg i ster ed on a 
single device at the s ame time. 

The locat i on service is just an abstract concept. It generall y 
contains informat ion t ha t a llows a proxy t o input a URI and recei ve a 
set of zero or more URi s t hat t e ll the proxy where to send t he 
request . Registrations a r e o ne 1vay to c reat e t h i s inf ormation, but 
no t t he o nly way . Arbitr a r y mapping f uncti o ns can be configured at 
t he discretion of t he administ r ator . 

Finally, i t is i mportant to note that in SIP, regi stration is used 
for routi ng i ncoming SIP requests and has no role i n aut ho r i zing 
out going req uests . Aut ho r ization and aut henticati o n a r e handl ed i n 
SIP either o n a r equest - by-req uest basis with a c hallenge/response 
mechanism, o r by using a lower layer s cheme as d i s cussed i n Section 
26 . 

The compl e t e set of SIP message det a i ls f or this r egi strat ion example 
i s in Sect ion 24 .1 . 

Additiona l operat i ons i n SIP, such as que r yi ng f or the capabi lities 
of a SIP serve r or c lient usi ng OPTIONS, or canceling a pending 
req uest using CANCEL, will be introduced i n l ater secti o ns . 

5 Structure of t he Pr otocol 

SIP is structured a s a l ayered protocol, which means that its 
behavior is described i n terms of a set of fai rly indepe ndent 
processing stages \•dth o nly a loose coupling between each stage . The 
p rotocol behavi or is desc r ibed as layer s for t he pur pose of 
pre sentat i on, a l l rnring the descripti o n of f unct i o ns common across 
e l ements i n a s i ngle section. I t does not dictate an i mpl ementation 
i n any way . When we say t hat an e l ement "co ntai ns" a l ayer, we mean 
i t is compliant t o t he s e t of r ules defined by t hat l ayer . 

Not eve r y element speci fied by t he protocol contai ns every layer . 
Further more , t he element s s pecified by SIP ar e logi ca l e l ements, not 
physical o nes . A physi ca l real i zatio n can choose to act as differ ent 
l ogica l e l ements, perhaps even on a t ransa ction- by- transact ion basis . 

The lo1vest layer of SIP is its synt ax and encoding . I t s encoding is 
s pecified using an augmented Backus - Naur Form gra111nar- (BNF) . The 
compl ete BNF is specif ied in Section 25; an overvi ew of a SIP 
message ' s structure can be found i n Section 7 . 
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The second layer is t he t r a nsport l ayer. It defines how a client 
se nds requests and recei ve s responses and how a serve r receives 
requests and sends responses ove r t he network . All SIP el ements 
contain a t ransport l ayer . The t r ansport l ayer is descri bed i n 
Section 18 . 

The t hird l aye r i s t he t ransaction l aye r . Transactions ar e a 
f undamental component of SIP. A t ransaction i s a r equest sent by a 
c lient t r ansacti on (us i ng t he transport layer) t o a server 
transacti on, a l ong with all responses to that request sent f r om t he 
server transact i on back to t he clien t . The transaction l ayer hand les 
applicati on- layer retransmissions, match i ng of responses to r equests, 
a nd application - l ayer timeout s . Any t a sk that a user agent c lient 
(UAC) accomplishes takes place using a seri es of t r ansactions . 
Discussion of t r ansacti o ns can be f o und i n Sect ion 17. Use r agents 
contain a transaction l aye r , as do s t ateful proxi es . St a t e less 
proxies do not contai n a t r ansaction l ayer . The t r ansaction l ayer 
has a client component (referr ed to as a c lient t r ansact i o n) and a 
serve r compo nent (ref erred to as a serve r t r ansacti on) , each of whic h 
are represented by a finite st ate machine that is constructed t o 
process a pa r t icul a r request . 

The layer above the transaction layer is called the t r ansaction user 
(TU) . Each of the SIP entities, except the statel ess proxy, is a 
transacti o n user . When a TU wishes to send a r eques t , it c reat es a 
client t ransacti on i ns t ance and passes it the request a l ong with t he 
destinati on IP addr ess, por t , and transport to whi ch to s end t he 
request . A TU that creates a client transact ion can a lso cancel it. 
When a c l ient cancels a t r a nsaction, i t requests that t he ser ver stop 
f urther processi ng, rever t to the state t ha t exist ed befor e t he 
transact i on was initi ated, and generate a specific er ror r esponse t o 
t ha t t ransaction . This is done wit h a CANCEL request, which 
constitu t es its own transac tion, but r eferences the t ransaction to be 
cancelled (Sectio n 9) . 

The SIP el ements, t ha t is, user agen t client s and servers , statel ess 
a nd s t atef ul proxi es and regi strar s , contai n a core t ha t 
d i sting ui shes them from eac h other . Cores, except f o r the statel ess 
proxy, are t r ansaction user s. \-Jhile the behavior of t he UAC and UAS 
cores depends o n the method, t he r e are some commo n r ules for a l l 
methods (Section 8). For a UAC, these r u l es gove r n t he construction 
of a r equest; f or a UAS, t hey govern the processing of a r equest and 
generating a response . Since r egistr ations pl ay an import ant role i n 
SIP, a UAS t hat handles a REGISTER is given t he special name 
regist rar . Secti on 10 de scribes UAC and UAS core behavi or for the 
REGISTER met hod . Sect i on 11 descri bes UAC and UAS core behavior for 
t he OPTIONS method , used for deter mining the capabi l iti es of a UA . 
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Ce rtain othe r r equests are sent wit h i n a d ialog . A dial og is a 
pee r - to- peer SIP r e lat i o nsh i p between t wo user agents t hat persi sts 
for some time. The dial og facilitates sequencing of messages and 
p rope r r outing of r equests beti"een the user agent s . The I NVITE 
method i s the onl y way def i ned i n t h i s specificati on to establish a 
d i a log. Whe n a UAC sends a r equest t ha t i s within t he context of a 
dia log, it foll ows t he common UAC r u l es as discussed i n Section 8 but 
a l so t he r ules for mi d-dialog reques ts . Section 12 discusses d i a logs 
a nd p resents t he pr ocedur es f or thei r constr uct ion and maintenance, 
i n additi o n to construction of requests within a d i alog . 

The most impo r t ant me t hod in SIP is t he INVITE method, whi ch i s used 
t o establish a session between participant s . A sessi on is a 
collecti o n of partici pants, and streams of media between them, f or 
t he pur poses of communi cation . Sect i on 13 discusses how s e ssions a r e 
i nitiated, r esul t i ng in one or more SIP dial ogs. Secti on 14 
d i scusses how char acter i stics of that sessi o n are modifi ed through 
t he use of a n HNIT E r equest withi n a dialog . Finally, s ection 15 
d i scusses how a sessi on i s termi nat e d. 

The p rocedures of Sect i ons 8 , 10, 11, 12, 13, 14, and 15 deal 
entirely wi th the UA core (Section 9 descri bes cancellati on, whi ch 
applie s to both UA core and proxy core) . Section 16 d i scusses the 
proxy e l ement, whi ch faci litates routi ng of messages between user 
agents. 

6 Definitions 

The followi ng t e rms have special s i gni ficance for SI P. 

Add ress - of - Record : An address-of -recor d (AOR) i s a SIP o r SIPS URI 
t hat points to a domai n with a locat i o n serv i ce t hat can map 
the URI t o anot her URI where the user might be available. 
Typically, t he location s e rvice i s populated t h rough 
regi st rati o ns. An AOR is f r equent ly thought of as t he "public 
address" of the user . 

Back-to - Back Use r Agent : A back- t o - bac k user agent (82BUA) i s a 
log i cal enti ty t hat recei ves a r eque st and processes it as a 
user agent s erver ( UAS) . In o r de r t o de t e rmi ne how t he r equest 
should be answered, it acts as a user agent client (UAC) and 
generates r equests. Unlike a proxy s erve r , it maintains dialog 
state and must partic i pate i n all requests s ent on the dial ogs 
i t has established . Since it i s a co ncatenation of a UAC and 
UAS , no e xplici t definiti ons a re needed for i ts behavi or . 
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Call: A call i s an i nfor mal ter m that ref er s t o some communication 
between peer s, genera lly set up for t he pur poses of a 
mul timedi a conver s ation . 

Call l eg : Anot he r name f o r a d ial og ( 31 ) ; no l o nge r us ed i n t hi s 
spe cificati on . 

Call Statef ul : A proxy is call stateful i f it r etains state for a 
d i a l og from t he i nitiati ng INVI TE to t he terminating BYE 
request . A call stateful p roxy i s a l ways t r ansacti on sta teful, 
but th e conve r s e i s not neces s ar ily t r ue. 

Client: A c lient i s any ne t wo r k e l ement t hat sends SIP r equests 
a nd r e cei ves SIP r espons es . Client s may o r may not i nteract 
directly wi th a human user . Us er agent clients and p roxies a r e 
c lients. 

Conf e r ence: A multimedia session ( see bel m") that cont ai ns 
mul tiple par ticipants . 

Co re: Cor e designa tes t he f uncti o ns spe cif ic t o a parti cula r t ype 
of SIP ent ity , i . e . , speci f ie t o either a stateful or state l e ss 
proxy, a user agent or r egistrar . All cores, except those for 
t he s tatel ess proxy, are t r ansaction us e r s . 

Dialog: A d i al og i s a peer - to- peer SIP r el ationship be t ween t wo 
UAs that per sists for some t i me . A d i al og i s esta blished by 
SIP messages, s uch a s a 2xx response to an I NVI TE r eque st . A 
d i a l og is i dentif i ed by a call ident i fie r , l oca l tag, and a 
r emote tag . A d i al og was f o r merly known a s a call l eg i n RFC 
2543 . 

Downs tream: A di recti on of message for war ding within a t r ansaction 
t hat r ef e r s to the direction that request s f l ow f r om the us e r 
agent cli ent to us e r agent server . 

Final Respons e : A res ponse t hat termi na tes a SIP t r ansaction, a s 
oppos ed t o a p r ov i sional r e sponse that does not . All 2xx, 3xx, 
4xx, Sxx and 6xx r espons es are final . 

Heade r : A he ader is a component of a SIP me s sage t ha t conveys 
i nf o rmati o n abo ut the message. It i s st r uct ur ed as a sequence 
of header f i e lds . 

Header Field : A header field i s a compo nent of t he SI P message 
header . A header fiel d can appea r as one or more header f i e ld 
r ows . Header fiel d r ows cons i s t of a heade r f i e ld name and zer o 
o r mor e heade r f i e ld va l ues. Mult i ple heade r fiel d va lues on a 
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g i ven header fie l d row are separ ated by commas . Some header 
fie l ds can only have a s i ngle header fie ld value, and as a 
result, a l way s appear as a s i ngl e header fiel d r ow. 

Heade r Field Va lue: A header f iel d value is a s i ngle val ue; a 
header fiel d consi sts of zero or more header fiel d va lues . 

Home Doma i n : The domain provi d i ng s e r vice to a SI P us er . 
Typ i ca lly, this i s t he domain pr esen t in t he URI in t he 
addres s-of- r ecor d of a r egistration . 

Inf ormational Re sponse : Same a s a provi s ional response . 

Init i ator , Call i ng Par t y , Cal l er: The party i n i tiati ng a session 
( and dial og) with an INVI TE reque st . A caller retai ns t h i s 
r o le f r om the time it sends t he i niti al I NVITE t hat established 
a d i alog until the t e rmi nation of that dial og . 

Invitation: An INVITE r equest . 

Invitee , I nvi t ed User , Called Pa r t y , Callee : The party t hat 
recei ves an I NVITE r eques t f o r the pur pose of establishi ng a 
new s e ssio n . A ca llee r e t ains th is role f rom t he t i me it 
recei ve s t he INVITE unt il the ter mination of the d i al og 
est abl i shed by that INVITE. 

Locat i o n Ser v i ce: A l ocati o n se r v i ce is us ed by a SIP r ed i r e c t o r 
proxy server to o bt a in information abo ut a callee's possible 
location(s) . It contains a list of bi ndings of add r e ss-of­
r ecord keys to zer o o r more contact addr esses . The bindings 
can be created and r emoved i n many ways ; thi s s pec i f icatio n 
def i nes a REGISTER method t hat updates the bi ndings . 

Loop: A r eques t that arrives at a proxy, is forwarded , and l a t e r 
a rri ves back at t he s ame proxy . Whe n it a r r i ves the second 
t i me , its Request - URI i s i dent i ca l t o the f i rst time, and other 
header fiel ds t ha t af fect p roxy ope ration a r e unchanged, so 
t hat t he proxy would make the s ame processing deci s i on on the 
r eq uest i t made t he first t ime . Looped requests are errors , 
and t he procedures for det ecting t hem and handl i ng them are 
des cribed by t he pr otocol. 

Loose Routing : A p roxy is sai d to be loose r o ut i ng i f it f ollm"s 
t he procedur e s defined in t his specifi catio n f or proces s ing of 
the Route header field . These procedures s epar ate the 
de stinati o n of the request (present i n t he Reque st -URI ) f rom 
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the s e t of proxies that need t o be v i sited a l ong the way 
(pr esent i n t he Rout e heade r f i eld) . A p r oxy compliant t o 
these mechan i sms i s a l so known as a l oose r o ut e r . 

Message : Data s ent be tween SI P element s as par t of t he p rotocol. 
SIP messages are e ither r equests o r r esponses . 

Method : The method i s the pr i mary f uncti o n t ha t a r equest i s meant 
to i nvoke o n a s erver . The met hod i s carried i n the r equest 
mes s age i t s e l f . Example methods a r e I NVITE and BYE . 

Outbound Proxy : A proxy t hat receives r eq uest s from a c l ient, even 
though it may no t be t he server r e so l ved by t he Request - URI. 
Typi ca lly, a UA i s manual l y configured 11dth an outbound proxy, 
or can learn about one t hr ough aut o - co nfiguration pr otocol s. 

Pa r a llel Search : In a paralle l se a r ch , a pr oxy i s s ue s s everal 
r eq uests t o possi ble user locations upon r e ceiv i ng an i ncomi ng 
r equest. Rat he r t han issu i ng o ne r equest and t hen wa iti ng for 
t he final r e spons e before issu i ng t he next request as i n a 
sequential s ea r ch, a para l lel s ea r ch i ssues r equests witho ut 
wait ing f or t he r esult of p revi ous r eq uest s . 

Pr ovis i onal Response: A response used by the serve r t o i ndi cate 
p rogr ess, but t hat does not terminate a SIP t r ansaction . lxx 
r e s ponse s a r e p rovisional , other r e s ponses are cons i de red 
f i nal. 

Proxy , Pr oxy Serve r : An i nter mediary en t ity t hat acts as both a 
server and a client for t he purpose of making r equests on 
behal f of o the r client s . A p roxy server p r i mar ily pl ays t he 
r o l e of routing , which means i ts j ob i s to ensu r e t ha t a 
r equest is s ent t o another ent i ty "cl ose r " t o t he targeted 
user. Proxies are also usefu l for enfor cing policy ( for 
exampl e, making s ur e a user is allowed to make a c all ) . A 
p roxy i nt erpret s, and, i f necessa r y , r ewrites s pec i f i c part s of 
a r equ est mes sage before for warding it . 

Recur s i on : A clien t r ecu r ses on a 3xx r esponse when i t generates a 
new r equest to one o r more of the URi s i n t he Cont act header 
fie l d i n t he r e s po nse . 

Redirect Ser ver : A r ed i rect ser ver i s a use r agent se rve r t hat 
gener a t es 3xx r e sponse s t o r equests i t r ece i ves, d i r ecti ng t he 
c l ient to contact an a l t ernate s e t of URi s . 
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Registr a r : A regist r a r is a serve r that accept s REGISTER r eq uests 
a nd pl aces the infor mati on it r eceives i n those requests i nto 
t he l ocati o n servi ce f or t he domain it handl es . 

Regu l ar Tr ans action : A r egul a r transacti o n is any t r ansacti on 1~ith 
a method o the r t han INVI TE, ACK, o r CANCEL. 

Request : A SIP message sent f r om a client to a s erver, for the 
pur pose of i nvo ki ng a part icu l a r opera t i on . 

Response : A SIP message sent f r om a server to a c l ient , f o r 
indicating the status of a request sent f rom the c lient to the 
server . 

Ringback : Ri ngbac k i s t he s i gnal i ng tone pr oduced by t he calling 
party ' s applicat i o n i ndi cating t hat a called pa r ty i s being 
a l erted (ringing) . 

Route Set : A r oute s e t i s a colle ction of o rdered SIP or SIPS URI 
whi ch represent a list o f p r oxi es t ha t must be traver sed when 
send ing a pa r t i cul a r request . A r out e set can be l ea r ned, 
thr o ugh heade r s like Record- Rout e , or it can be conf i gured. 

Se r ve r : A server i s a network element that receives r eq ue st s in 
order to service t hem and sends back responses to t hose 
r equests. Exampl es of s erve r s a r e proxi e s , use r agent serve r s, 
r ed i r ect servers, and r egist rar s. 

Sequent i al Search: I n a sequenti a l sea rch , a proxy serve r attempts 
each contact address i n sequence , proceeding to t he next one 
on l y after the previous has generated a final response . A 2xx 
or 6xx c l ass final r esponse always t e rmi nates a sequent i a l 
search. 

Se s sion : Fr om the SOP speci f i cat i o n : "A mul t imedia session is a 
se t of multi media sende rs and receivers and t he dat a str eams 
flowing f rom send er s t o r ecei ve r s . A multi media confer ence i s 
a n exampl e of a multimedi a sessi on ." (RFC 2327 (l]) (A sessi on 
as d efined for SOP can compr ise one or more RTP se ssi ons . ) As 
def i ned, a call e e can be i nvi t ed several t i mes , by d i fferent 
calls , to t he same sessi on. If SOP i s used, a sessi on is 
def i ned by the concatenation o f t he SOP user name , se s s ion id, 
network t y pe , addr ess t ype , and addr ess elements i n t he origin 
fie l d. 

SI P Transact i on: A SIP t r ansaction occurs bet ween a c lient and a 
server and compri ses all messages from t he f i r st r equest sent 
from t he client t o t he s erve r up to a f i na l ( non- l>oc) r esponse 
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sen t f r om t he s er ve r to t he c lient . I f the r equest i s INVITE 
a nd t he fina l response is a non - 2xx, t he transact ion also 
i nc l udes an ACK t o t he respons e . The ACK f or a 2xx r e spo ns e to 
a n UNITE r eque st i s a s epara t e t r ansaction . 

Spir a l : A sp i r a l is a SIP r eque st that i s rout ed to a proxy, 
for warded om~ards, and arrives once aga i n a t t hat proxy, but 
thi s time dif f ers in a way that will r esult i n a d i ffe ren t 
proces s i ng decis i o n t han t he origina l r equest . Typi call y, t his 
means t ha t the r equest 's Request - URI diff ers from i t s previous 
arr i va l. A spiral i s not an error condition , unlike a l oop . A 
typ i ca l c aus e f or t h i s is call forward i ng . A use r calls 
j oe@example . com. The example. com p roxy f orward s i t to Joe ' s 
PC, which i n t u r n, f orward s it t o bob@exampl e . com. Thi s 
request i s proxied back t o the exampl e . com proxy . However, 
t h i s i s no t a l oop . Since t he r equest i s targeted a t a 
diff erent use r , it i s cons i dered a s pi r a l, and i s a vali d 
condition . 

Stateful Proxy: A logi ca l entity t ha t mai ntains the c lient a nd 
server trans action stat e machines defi ned by this s pecification 
dur i ng t he processing of a request, al so known a s a t r ansaction 
statef ul proxy . The be havior of a s t a t eful pr oxy i s f urther 
defined in Secti o n 16. A (transaction) stat eful proxy i s not 
t he s ame as a call statef u l proxy . 

Statel es s Proxy: A l ogical entit y that does no t ma i nt ai n the 
client o r s erver t ransaction s t ate machine s defined i n t h i s 
speci ficat i on when it proces ses r equests. A s tatel es s proxy 
f orwards every r equest it recei ves downs t ream and eve r y 
r e spon se it r ecei ves ups t ream. 

St r ict Routing : A proxy is s a id t o be strict r o uting i f it f ollows 
t he Ro ute proces s i ng rules of RFC 2543 and many prior wor k i n 
progr e ss ver sions of t h i s RFC. That r ule c aused proxies t o 
destroy the con t ent s of t he Reque st -URI when a Route header 
fie l d was pr ese nt . Strict r outing behavior i s not used i n t h i s 
spec ificati on, in favor of a l oose r o uting behav i or . Proxies 
that per f orm stri c t rout i ng a r e a l so knm,m as strict routers . 

Target Refresh Request: A target r ef resh r equest sent wi thi n a 
d i a l og i s defined as a r eque st that can modi fy the r emot e 
target of t he dial og . 

Tr ansact i on User {TU) : The l ayer of protoco l processing that 
res i des above t he t r a nsaction l ayer . Tr ansaction us e r s i nclude 
t he UAC core , UAS co re, and proxy core . 
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Upstream : A d i r ec t i o n of message forwa rdi ng wi t hi n a t r ansac tion 
t hat ref ers to the direction that responses flow f rom t he user 
agent server back to t he user agent client . 

URL-encoded : A character str i ng encoded accor d i ng to RFC 2396, 
Section 2 .4 [5) . 

User Agent Client {UAC) : A user agent c lient i s a logi ca l en t ity 
that c reates a new request, and t hen us es the c l i e nt 
trans a cti on stat e machinery t o s end it . The role of UAC lasts 
o nl y for the durat ion of t hat t r ansaction . I n other words , i f 
a p i ece of sof t ware ini tiates a request , it act s as a UAC for 
t he du rati o n of t hat transaction . If it re cei ves a r equest 
lat er , i t assumes the r o l e of a use r agent server for t he 
proces s i ng of t hat t r ans action . 

UAC Core : The s e t of proce ssi ng f unct ions r equi r ed of a UAC t ha t 
r e side above t he t ransa ct i on and t r a nspor t l aye r s . 

User Agent Server (UAS) : A user agent s erve r i s a logi cal en t ity 
that generat es a r esponse to a SIP r equest . The r esponse 
accept s , rejects , o r redi r ect s the r eq uest . This rol e l asts 
onl y for the duration of that t r ansaction . I n ot her words , if 
a piece of s of t ware r e s ponds t o a request, i t acts as a UAS for 
t he du ration of t hat transactio n . If it generates a request 
later , it assumes t he rol e of a user agent c l i ent for the 
proces s i ng of t hat t r ansaction . 

UAS Core : The set of proce ssi ng f unctions requi red a t a UAS t hat 
r e s i des a bo ve t he t r a nsaction and transpor t l ayers . 

User Agent {UA) : A logical entity that can act as both a user 
agent cli ent and user agent serve r . 

The role of UAC and UAS, as wel l a s pr oxy and redi rect serve r s , are 
defined o n a transaction - by- t ransact ion basi s . For example , t he user 
agent i n i tiating a call acts as a UAC when sending the initial HNITE 
request and a s a UAS when recei ving a BYE r equest from the callee . 
Si milar l y, t he same software can act as a proxy s erve r for one 
reque st and as a redi r ect se rver f or the next req uest . 

Proxy, l ocation, and r egistra r ser vers def i ned above a re l ogical 
entities ; implementatio ns MAY combi ne t hem i nto a singl e appli c ation . 

7 SIP Messages 

SIP i s a text-based p r o t ocol and uses t he UTF - 8 char.set ( RFC 2279 
[7]) . 
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A SIP message i s e ither a request from a c lient t o a server, or a 
response from a server to a client . 

Bo th Request ( sect ion 7 .1) and Response ( s ect i on 7 . 2) messages use 
t he basic f o r mat of RFC 2822 [ 3], even t hough t he s yntax differs i n 
cha r acter set a nd syntax speci fics . ( SIP allows header f ie lds that 
would no t be va lid RFC 2822 heade r fields, for exampl e . ) Both types 
of messages cons i st of a star t - line , one or more header f i e lds, an 
empty line i ndi cat ing the e nd of the header f i elds, and an opt iona l 
message- body . 

generic-message 

start - line 

star t - line 
• message- header 
CRLF 
[ message- body ] 
Request- Line / St atus-Li ne 

The start - line , each message- header line, and t he empty line MUST be 
terminated by a carri age - return line - f eed s equence (CRLF ) . Note t hat 
t he empty l i ne MUST be present even i f t he mes sage - body i s not . 

Except f or t he above d i ffer ence i n c haracter sets, much of SIP ' s 
message and header f iel d syntax is identical to HTTP/ 1. 1. Rat he r 
t han r epeating the syntax a nd semant i cs here , we use (HX.YJ to r efer 
t o Section X. Y o f t he cur r e nt liTTP/1. 1 specif i cati o n ( RFC 2616 [ 8 ] ) . 

Howeve r , SI P is not a n extension of HTTP . 

7 .1 Requests 

SIP requests are d istinguished by ha vi ng a Request - line for a star t ­
line . A Req uest - line contai ns a method name , a Request-URI , and t he 
p rotocol ve r sion separated by a single space ( SP) cha ract e r . 

The Request -Li ne end s wi th CRLF . No CR or LF are allowed excep t i n 
t he end-of-line CRLF sequence . No l inear whitespace ( LWS) is allowed 
i n any of t he e lement s . 

Request -Line : Method SP Request-URI SP SIP -Versio n CRLF 

Method : This speci f i cation defines six met hods : REGISTER for 
r egistering cont act i nfor mat i on , INVITE, ACK, and CANCEL for 
setting up sessi ons, BYE for te r minating sessions, and 
OPTIONS for querying s ervers about t heir capabilities. SI P 
extensions , documented i n standards t r ack RFCs, may define 
addi tional methods. 

Rosenberg, e t . al . Standards Track ( Page 27 ] 

RFC 3261 SI P: Session Initi a t ion Protocol June 200 2 

Reque st - URI: The Request- URI is a SIP or SI PS URI as desc r i bed i n 
Sect ion 19 . 1 or a gener a l URI ( RFC 2396 [ 5 ] ) . It i ndi c ates 
t he user or ser v i ce t o which t his r equest i s be ing addressed . 
The Request-URI MUST NOT contai n unescaped spaces o r contr ol 
characters and MUST NOT be enclosed i n "<>" . 

SIP elements MAY support Request - URI S with schemes othe r t ha n 
" s i p" a nd " s i ps" , for exampl e t he " t e l " URI scheme of RFC 
2806 (9 ] . SIP e lement s MAY t r ans l ate non - SI P URis us i ng any 
mechanism at their d isposal , r esulting i n SIP URI, SIPS URI, 
or some other scheme . 

SIP- Versi on : Both request and r esponse messages i nc l ude the 
version o f SIP i n use, and f ollow [H3 . l) (with HTTP repl aced 
by SIP, and HTTP/1. 1 r eplaced by SIP/ 2.0) r egar d i ng version 
order i ng, compliance r equirement s, and upgrading o f version 
numbers . To be compliant with t h i s speci f i ca t i on , 
applications sending SIP messages MUST i nclude a SI P- Version 
of " SIP/ 2 .0" . The SIP-Ve r sio n stri ng is case - i nsensitive , 
but imp l ement ations MUST send upper- case. 

Unli ke HTTP/1. 1, SIP t r eats t he version n umber as a l iter al 
stri ng . I n practice , t h is shou l d make no d i ffe r ence. 

7. 2 Responses 

SIP r esponses a r e d isti nguished f r om r equest s by havi ng a Status - Line 
as t heir start-line. A St a t us - Line cons ists of t he p r ot o col ve rsion 
followed by a n umeric Status- Code and its associ ated text ua l phrase , 
with each e l ement separated by a s i ngl e SP cha racter . 

No CR or LF is allowed except i n t he final CRLF sequence . 

Status- Line SIP-Ve r sion SP Stat us - Code SP Reason-Phrase CRLF 

The St atus - Code i s a 3 -digit i nteger r esult code t hat i nd i cates the 
o utcome of a n attempt t o underst and and sati sfy a r equest . The 
Reason- Phrase i s intended to g i ve a s hort textual description of the 
Stat us - Code . The Stat us - Code i s i nt ended for use by automat a , 
whe rea s the Rea son- Phrase is intended for the human use r . A c lient 
i s not req ui red t o ex ami ne o r di sp l ay t he Reason- Phrase . 

!,Jhile t h i s s peci f i catio n sugges ts specific wordi ng for the reason 
phras e , i mpleme ntations MAY c hoose other text , f or exampl e , in t he 
l anguage i ndicated in the Accept - Language header f i e l d of t he 
request. 
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The fi r s t dig i t of the Status - Code define s the c l ass of r esponse . 
The last t wo digi ts do not have any categori zati o n role . For this 
reason, any response wi t h a status code bet ween 100 and 199 i s 
refer r ed to a s a "l xx r es pons e " , any r espo nse wi th a status code 
bet ween 200 and 299 as a "2xx r esponse " , a nd so o n . SIP/ 2 . 0 a l l O\~s 
s i x values for t he fi r st digit : 

l xx : Provisio na l 
r equest; 

r eques t r eceived, cont i nuing t o process the 

2xx : Succe ss -- the action was successf ul ly received, unde r s t ood, 
and accept ed; 

3xx : Redi rect i on -- f u r t her acti o n needs to be taken i n o r de r to 
complet e the r equest; 

4xx: Cl i e nt Error - - t he r equest contai ns bad syntax or cannot be 
f ulfilled a t t hi s ser ver; 

Sxx: Serve r Error - - t he serve r f ailed t o fulf i ll an appa ren t ly 
valid r equest; 

6xx : Gl obal Failure - - t he r equest cannot be f ul fi lled a t any 
s erve r . 

Section 21 defines t hese classes and desc r i bes t he ind i v i d ual codes. 

7 . 3 Header Fields 

SIP header fiel ds a r e similar to HTTP header fiel ds i n bot h synt ax 
a nd semant ics. I n pa r ticular, SIP header f iel ds follow t he ( H4 . 2] 
definiti o ns of syntax for t he message-header and t he r u l es f o r 
ext ending header fie l ds over multipl e lines . However , t he latter i s 
s peci f ied in HTTP \~it h i mplici t whitespace and fol d ing. Thi s 
s pecificatio n conf orms t o RFC 2234 [10 ] and uses o nl y explic i t 
whi t espace a nd fold ing as an i ntegral par t of t he g r ammar . 

[H4 . 2) a l so specifies t ha t multiple heade r fie lds of the s ame f i e ld 
name whos e value i s a comma- sepa ra t ed list can be combi ned i nto one 
header f ield . That a pplies t o SIP as well , but t he s peci f ic r u l e i s 
d i ffe rent because of the differ ent grammar s . Specifical l y , any SIP 
header whose g r amma r is of t he for m 

header "' " header - name" HCOLON heade r -val ue * (COOMA heade r - va lue ) 

a llO\~S f or combi ni ng heade r f iel ds o f t he s ame name i nt o a comma ­
separ ated list . The Contac t header f i e ld allows a comma -separated 
list unless t he header field val ue i s 
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7 . 3 . 1 Heade r Field For mat 

Header f iel ds f ollow the same gener ic header for mat as that g i ven in 
Section 2.2 of RFC 2822 [3] . Each heade r f i eld consists of a f i e ld 
name f o l l owed by a colon (" : " ) and the f ield value . 

f i eld - name : f i e ld- val ue 

The for ma l g r ammar f o r a message-header specified i n Secti on 25 
a llO\~s f or a n a r bitrar y amount of 1,1ffli t espace on e i t her s i de of the 
col on; howeve r , i mplementati o ns shoul d avo i d s paces bet ween t he f ield 
name and the col o n and use a single space ( SP) be t ween t he col o n and 
t he field - va lue . 

Subj ect : 
Subj ect 
Subject 
Subj ect : lunch 

l unch 
l unc h 

: l unc h 

Thus , t he above ar e all valid and equivale nt , but t he l ast is the 
pr ef e rred for m. 

Heade r f iel ds can be e xtended ove r mult i ple line s by preced i ng each 
ext r a line with at least one SP o r horizontal t ab (HT) . The line 
b r eak and t he whitespace a t the beginning of t he next line a r e 
t r eated as a singl e SP char act er . Thus , the following are 
eq uivalent : 

Subje ct : I know you ' re t he r e , p i c k up t he phone and t a l k to me ! 
Subj ect : I know you ' r e t here, 

pick up t he phone 
and t a lk t o me ! 

The r e l ative order of heade r fie lds wi t h d i ffe rent fiel d names i s not 
s i gnificant . However, i t i s RECOMMENDED that header fie l ds whi ch a r e 
needed f or proxy processing (Via, Rout e , Record- Rout e , Proxy- Requi re , 
Max- For war ds, a nd Proxy-Authorizati on, f o r exampl e ) appear towards 
t he top of t he message t o f acili tat e r apid par sing . The r e lative 
order of heade r f i e ld r ows wi th the s ame f ield name i s i mportan t . 
Multiple header f i eld rows wi th t he same f ield- name MAY be pre sent i n 
a message i f and only i f t he ent i r e f ie ld-value f or t ha t header f i e l d 
i s def ined as a comma- s epa ra t ed list (that i s , if follo1,11s t he grammar 
defined i n Sectio n 7 . 3 ) . I t MUST be possibl e to combine the multiple 
heade r f ield r ows into o ne "f ield- name : f ield - value " pa i r , without 
changing t he semantics of the message, by append i ng each s ubsequent 
f i e l d - va l ue to t he fi r s t , each separ ated by a comma . The except i ons 
to this r ule a r e the W\-M- Authent icate, Aut hori zat i o n , Proxy­
Aut henticate, a nd Proxy-Authorization header fie l ds . Multiple heade r 
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fie l d r ows ,vith these names MAY be present i n a message, but since 
t heir gramma r does no t follow t he general form listed i n Section 7 .3, 
t hey MUST NOT be combined i nt o a singl e header f i eld r ow. 

Impl emen t ations HUST be able t o p rocess multiple header f i e ld rows 
with t he s ame name i n any combination of the sing l e-va l ue - per - line or 
comma- separ ated va lue forms. 

The following groups of header field rows ar e valid and equival ent: 

Route : <sip: al i ce@at lanta.com> 
Subject : Lunch 
Route : <sip: bob@biloxi .com> 
Route : <sip: car ol@chi cago.com> 

Route : <sip: al i ce@at lanta.com>, <si p: bob@bi loxi .com> 
Route : <sip :carol@chi cago.com> 
Subject : Lunch 

Subject : Lunch 
Route : <sip: al i ce@atlanta.com>, <s i p :bob@bi loxi.com>, 

<sip: carol@c hi cago.com> 

Each of the f o l l owing bl ocks is va lid but not equi val ent to t he 
other s: 

Route : <sip : alice@atlanta.com> 
Route : <sip: bob@biloxi .com> 
Route : <sip :car ol@chi cago.com> 

Route : <sip: bob@biloxi .com> 
Route : <sip : a l i ce@atlanta.com> 
Route : <sip: carol@c hi cago.com> 

Route : <sip: al i ce@atl anta.com>, <si p : carol @chicago . com>, 
<sip: bob@biloxi .com> 

The for mat of a header field- val ue is defined per header - name. It 
wi ll always be ei ther an opaque sequence of TEXT- UTF8 oct ets, or a 
combi nati o n of whi tes pace, t okens, sepa rat ors, a nd quot ed str i ngs . 
Many existi ng heade r f i elds will adher e to the general f orm of a 
va l ue followed by a semi -co l on separat ed sequence of parameter- name, 
parameter- va lue pai r s: 

field-name: field -value • ( ; paramet er - name=par amet er - value) 
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Even though an arbi t rary number of parameter pairs may be attac hed to 
a header f i e ld value , any g i ven parameter - name MUST NOT appear more 
t han once. 

!,Jhen compar i ng header f i e lds, f i eld names ar e always case ­
i nsens iti ve . Unless o ther wi s e stated in the definition of a 
part icul ar header field, fiel d values, parameter names, and parameter 
va l ues are case - i nsens i t i ve . Tokens ar e a l ways case- i nsensiti ve . 
Unless specified otherwi se, va l ues expressed as quoted strings are 
case-sens i t i ve . For example , 

Contact : <sip : a lice@atla nta . com>; expi res=3600 

i s equi va l ent t o 

CONTACT : <sip: a lice@atlant a . com>; ExPiRe5=3600 

a nd 

Content - Disposition : sessi on; handl i ng=opt iona l 

is equiva l ent t o 

content - d isposi tion : Session; HANDLING=OPTI ONAL 

The following t wo header fields a re not equi va lent: 

l'lla r ning: 370 devnull "Choose a bigger p i pe'" 
Wa r n i ng : 370 devnull "CHOOSE A BIGGER PI PE " 

7 .3.2 Header Field Classifi cation 

Some header fiel ds only make s ense in r equests or r esponses. These 
are called reques t header fie l ds and r e sponse header f i e l ds, 
respecti vel y . I f a header f i eld appear s in a message not matchi ng 
its category ( such as a r equest header field i n a response ) , it MUST 
be i gnored . Sect ion 20 defi nes the cl assif i cation of each header 
field. 

7. 3 . 3 Compact Form 

SIP provi des a mechanism to represent common header f iel d names in an 
a bbreviated form. This may be usef u l when messages woul d other wise 
become t oo l arge t o be ca r ried on t he transport availabl e t o it 
(exceeding t he maximum t r ansmission unit (HTU) when us i ng UDP, for 
example) . These compact forms a r e def i ned i n Section 20 . A compact 
form MAY be subst ituted for the longer form of a heade r f i eld name at 
a ny time without changi ng t he s emant i cs of the message. A header 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 16 of 135



Rosenber g, et . a l . St andards Track (Page 32] 

RFC 3261 SIP : Session I nit i ation Protocol J une 2002 

fie l d name MAY appear i n both l ong a nd short for ms withi n t he same 
message. I mplementatio ns MUST accept both t he long and s ho r t f orms 
of each header name . 

7 . 4 Bodies 

Request s, includ i ng new requests defined i n ext ensions to t his 
s pecific ati o n, MAY contain message bodies unl ess othe r wise noted . 
The i nter pr etation of t he body depends on t he request method . 

For response messages, t he request method and t he r espons e status 
code determi ne t he type and i nter pretation of any message body . All 
responses MAY i nclude a body. 

7 . 4. 1 Message Body Type 

The I nternet media type of t he message body MUST be give n by t he 
Content- Type header fiel d . If t he body has undergone any encodi ng 
s uch as compressi on, then t hi s MUST be i nd i cated by t he Content ­
Encoding header f i e ld; other wise, Cont ent - Encoding MUST be omitt ed . 
If applicable, t he char acter set of t he message body is i ndicated as 
part of t he Content - Type header - f iel d value . 

The "mult i pa r t" MI ME t ype defi ned i n RFC 2046 [11 ] MAY be used withi n 
t he body of t he message . Impl ement ations t hat send requests 
containi ng mult i par t message bodies MUST send a session desc r i p t i on 
as a no n-multipart message bod y if the remote impl ement ati on r eq uests 
t h i s through an Accept header f ield t hat does not contain multipart . 

SIP messages MAY cont ai n binary bodi es o r body pa r ts . When no 
explicit cha r set pa rameter is provi ded by t he sender , med i a subt ypes 
of the " t ext " t ype a r e def i ned to ha ve a def ault char set va lue of 
"UT F- 8 " . 

7 . 4 . 2 Message Body Lengt h 

The body l ength i n byt es is provided by t he Content-lengt h header 
f i e l d . Section 20 .14 descr i bes the necessary contents of t his header 
f i e l d i n detail. 

The "chunked" t ransfer encod i ng of HTTP/ 1. 1 MUST NOT be used for SIP. 
(Note : The chunked encoding modi f ies the body of a message i n orde r 
t o t rans f er it as a ser i es of chunks , each with its own s i ze 
i ndicator . ) 
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7 . 5 Fr aming SI P Me ssages 

Unlike HTTP, SIP i mpl ement ations can use UDP o r o t her unrel iabl e 
datag r am pr otocols . Each s uc h datagr am carries o ne r equest o r 
response . See Section 18 o n constrai nt s o n usage of unr eli ab l e 
transports . 

Implement ations pr ocessing SIP messages over stream- o r i e nt ed 
t r anspor ts MUST i gnore any CRLF appear i ng before t he st art - line 
[H4 . l] . 

The Content- Length header fie ld val ue i s used t o locate the end of 
each SIP message i n a st ream. I t will al ways be p resent whe n SIP 
messages a r e sent over str eam-ori ented t ransports . 

8 Gene ra l User Agent Behav i o r 

A user agent r e pr esen t s an end syst em. I t contai ns a user agen t 
c lient (UAC), which generates r equests , and a user agent s e r ve r 
(UAS), whi ch responds t o t hem. A UAC is capable of generating a 
request based o n some exter nal stimul us ( t he user clicki ng a button, 
o r a s ignal on a PSTN line) a nd p r oc essing a r esponse . A UAS i s 
capable of r ece i ving a r equest and generating a r esponse based o n 
use r i nput , external s t i mulus , t he result of a p rogram execut i o n , o r 
some other mechanism. 

!,Jhen a UAC sends a request, the request passes t hrough some number of 
proxy se rvers, which f onva r d the r eq ues t towards t he UAS. l,Jhen the 
UAS gene rates a r esponse , the response is fonva rded towa rds the UAC. 

UAC and UAS procedu res depend st r ongly on t wo f act ors . Fi r st , based 
o n \Vhether t he r equest o r response is i ns i de o r o utsi de of a d i al og, 
a nd s econd , based on t he method of a r equest . Dial ogs a r e d iscussed 
t horoughl y in Section 12; they r epres ent a pee r - to- pee r r e l ati o nship 
bet ween user agents a nd a r e establi s hed by specifi c SIP methods, s uc h 
as I NVITE. 

In t his s ection, we d i scuss the method- i ndependen t r ules for UAC and 
UAS behav i or when processing r equests t hat a r e outside of a d i a l og . 
Thi s incl udes, of cours e , the requests which thems elve s es t ablish a 
d i alog . 

Secur ity procedures for r equests and r esponses outside of a d ial og 
a r e described i n Sectio n 26 . Spec i fica lly, mechanisms e xi st f or the 
UAS and UAC to mutually authent i cate . A limited s e t of privacy 
features ar e a l so s upported through enc r ypt i on of bodies using 
S/ MI ME. 
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8 . 1 UAC Behav i o r 

Thi s section cover s UAC behav i or out s ide of a dial o g . 

8 . 1 .1 Gene rating t he Request 

A valid SIP request f ormulated by a UAC MUST , at a mi ni.mum, con t a i n 
t he following heade r f ields : To , From, CSeq, Call - I D, Ma x- For wards, 
a nd Via; all of t hese header f ields a r e mandatory i n a ll SIP 
req uests . The se s i x header fields are t he f undament a l building 
blocks of a SIP mes sage, a s t hey jointly provi de for most of t he 
c rit i ca l mes sage routing services i nclud i ng the addr essing of 
messages , t he routing of responses, l imiti ng me ssag e p ropagation , 
ordering of messages, and t he unique ident i fication of t ransacti ons. 
The se header f i e l ds are i n addition t o t he mandat ory request line , 
which conta i ns t he method, Req uest - URI , and SIP versi on . 

Examples of requests sent out side of a d ial o g i nc l ude an I NVITE to 
est ablish a sessi on ( Section 13 ) and an OPTIONS t o query for 
capabilities (Sect ion 11) . 

8 . 1 . 1 . 1 Request - URI 

The i niti al Request - URI of t he message SHOULD be s e t to t he val ue of 
t he URI i n t he To field . One notabl e except ion i s the REGI STER 
met hod; behavior for s etting t he Request- URI of REGISTER i s g i ven i n 
Section 10 . I t may also be undesirabl e f o r priva cy reasons o r 
convenience to s e t t hes e f i e l d s to the same value ( especially i f t he 
ori ginati ng UA expects t hat t he Request - URI \~i ll be chang ed dur i ng 
t rans it) . 

In some s pec ial c i r cums t ances , t he presenc e of a pr e - exi s t i ng route 
se t can affect the Request- URI of t he message . A pr e-exi sting route 
se t is a n ordered set of URis t hat i dentify a cha i n of s erver s , to 
whi ch a UAC wi l l s end o utgoi ng r equests that a r e o utside of a d i alog . 
Commonly, t hey a r e configu red on t he UA by a user or ser v i ce provi der 
manua lly, or t hro ugh some other non - SI P mechani sm. \,!hen a p r ov i de r 
wi s hes to configur e a UA with an out bound proxy, it is RECOr..Y•1ENDED 
t ha t t h i s be do ne by providi ng i t with a pre - exi sti ng rout e set with 
a single URI , that of the outbound proxy . 

When a pre - e xist i ng rout e se t i s p resent, t he p rocedu r e s f o r 
populati ng t he Reque s t -URI and Rout e header f i eld detailed i n Section 
12 . 2 . 1 . 1 MUST be foll owed ( even t hough t here is no dia l og ) , u s i ng t he 
desir ed Request -URI a s t he remote targe t URI . 
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8 .1.1.2 To 

The To heade r f i eld f irst and for emost specif i es t he desired 
" l ogical " r e cipient o f t he r eq uest , or t he addr e s s -of- record of t he 
use r o r r esourc e t hat i s t he t arget of t h i s r equest . Thi s may or may 
not be t he u ltimate recip i e nt of the r eque s t . The To he ade r fiel d 
MAY conta in a SIP o r SIPS URI, but i t may a l so make use of othe r URI 
s cheme s (the tel URL ( RFC 2806 [9]) , for e xample) when a ppr opriate . 
All SIP i mplementations MUST s upport t he SIP URI scheme . Any 
imp l ementation that suppo r ts TLS MUST s upport t he SI PS URI scheme . 
The To heade r fiel d allm~s f or a d isplay name . 

A UAC may l ea r n how to popul ate t he To header fiel d for a par t icular 
r equest i n a number of ways . Usually t he us e r wi ll s uggest t he To 
header f i e l d t hro ugh a human i nter f a ce, perhaps i nputt i ng t he URI 
manua lly or se l ecting it f r om some sort of address book . Fr equently, 
t he user will not enter a complete URI , but r athe r a stri ng of digits 
or letters ( f o r exampl e , "bob") . I t i s a t t he d iscr etion of t he UA 
t o choose how to i nterpr et t his i nput . Usi ng t he string t o f orm the 
user part of a SIP URI i mplies t ha t t he UA wishes t he name to be 
resolved i n the domai n t o t he r i ght - hand s i d e {RHS ) of t he at- s i gn i n 
t he SIP URI ( f or inst ance , s ip : bob@example . com) . Us i ng the stri ng to 
form the us e r part of a SIPS URI implies tha t t he UA wishes to 
communicate secur e ly, and t ha t t he n ame is t o be r esolved i n t he 
domain to t he RHS of t he at- s i gn . The RHS will frequent l y be t he 
home doma i n of the requester, \~h ich a llows for t he home domain t o 
process the outgo i ng r eq ue st . Th i s i s useful for f eatures like 
"speed d ial '" t hat r equire interpretati on o f t he user part i n t he home 
domai n . The tel URL may be used when t he UA does not wi s h to specify 
t he domai n t hat shou l d i nter pret a t e l ephone number t hat has been 
i n put by t he user . Rathe r , each domain t hrough whi ch t he request 
passes wo uld be gi ven that opportunity . As an exampl e , a user i n an 
a i r po r t mi ght l o g in and send r equest s thr o ugh an o ut bound p r oxy i n 
t he airport . If they enter "411" (this is t he phone number for local 
d i r ector y as s i stance i n the United States ) , that needs t o be 
i n t erpr e t ed and pr ocessed by t he out bound proxy i n t he a i rpor t , not 
t he user ' s home domai n . In t h is case , tel :411 wo ul d be the r i g ht 
choice . 

A reque st out s i d e of a dia log MUST NOT con t ain a To t ag; t he t a g i n 
t he To f i e l d of a request ident i fies t he peer of the d i a l og . Si nce 
no d ialog i s established, no t ag is pr esen t . 

For f u r t her informat ion on t he To header f i e l d, s ee Sectio n 20 . 39 . 
The following is an e xample of a va lid To header f i e l d : 

To: Carol <s ip : carol @chicago . com> 
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8 .1.1. 3 Fr om 

The Fr om heade r f i e ld i ndicates the l ogical i dent i t y of t he i niti ator 
of the r equest, possi bl y t he user ' s add ress - of - record . Li ke t he To 
header fiel d, i t contai ns a URI and optionally a d i spl ay name. It is 
used by SIP e l ement s to det e r mine whi ch p rocessing r u l es to appl y t o 
a r equest (fo r exampl e, automatic call r e j ection) . As s uch, it is 
ve ry importa nt t hat t he Fr om URI not contai n I P add r esses o r t he FQDN 
of the host on which t he UA i s runni ng , since t hese a r e not l ogi ca l 
names . 

The Fr om heade r f ie ld allm,is f or a d isp l ay name. A UAC SHOULD use 
t he disp l ay name "Ano nymous " , a l ong with a syntactically cor rect, but 
otherwise mean i ngl ess URI ( like sip : thisis@anonymous . i nval i d) , i f t he 
i d entity o f t he clien t is to r emain hidden . 

Us ually, the va l ue t ha t popul ates t he Fr om heade r f i e ld i n r equests 
gener ated by a pa r ticul a r UA is p r e - pr ovisi oned by the user o r by the 
administrator s of t he user ' s local d oma i n . If a pa r ticu l a r UA i s 
used by mul tip l e user s, it mi ght have s wi t chab l e pr of ile s t ha t 
i nc l ude a URI correspo nding t o t he i dentit y of t he pr ofi l ed user . 
Recipients of r equests can au t hent icate t he or igi nator of a r eq uest 
i n order to ascer t ain t hat t hey a r e who t he i r Fr om heade r f ield 
c l aims t hey a r e ( see Section 22 f or mor e o n authenticatio n ) . 

The Fr om f i e ld t-UST contain a new "t ag" pa r ameter ., chosen by t he UAC. 
See Secti on 19 .3 for d e t a ils on choosing a t ag . 

Fo r fur t he r i nf ormation on t he Fr om header f iel d , see Section 20 . 20 . 
Exampl es : 

From: "Bob" <sips: bo b@biloxi.com> ;tag=a48s 
From: sip:+121255S1212@pho ne2ne t . com; tag=887 s 
From: Ano nymo us <sip : c8oq z84zk7 z@pr i vacy . or g >; tag=hyh8 

8 . 1. 1.4 Call - ID 

The Call - I D head er fiel d acts as a u nique i dentifi e r to g r oup 
together a ser i es of messages . I t MUST be the same f or all r eq uests 
a nd r esponses s ent by e i t her UA i n a dial og . I t St-K)I.JLD be the same 
i n each r egistr ation f rom a UA . 

I n a new r eq uest c r eated by a UAC outside o f any d i a l og, t he Call - I D 
header f i e l d MUST be sel ected by t he UAC as a glo bally u ni que 
i d entif i e r ove r space and t i me unless ove r r i dden by method - speci f i c 
be hav i or . All SIP UAs must have a means t o guarantee t ha t the Call­
I O heade r f ields they pr oduce wi ll not be i nadve r tent ly g enerated by 
a ny othe r UA . Note t ha t when r equests a r e r etried after ce r tain 
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failu r e r esponses that solic i t an amendmen t to a r equest (for 
exampl e, a cha l l enge for aut hentica t i on ) , t hese r et ried r equests a r e 
no t cons i d ered new requests, and t he r ef o r e do not need new Ca ll - ID 
header f i e l ds; s ee Secti on 8 . 1 . 3 . 5 . 

Use of cryptographically r a ndom ident ifier s ( RFC 1750 (12 ] ) in the 
gener ation of Call - I Ds i s RECC'lt't-1ENDEO. Impl ementations HAY use t he 
f orm .. l ocali~host" . Call- I Ds a r e case-se nsitive and are simpl y 
compar ed byte - by- byte. 

Using cryptogr aphically random i d entifier s p r ovides some 
prot e ct i on ag ainst s ession hi j acking and reduces t he likeli hood of 
unint entiona l Ca l l - I O collisions . 

No pr ov i s i oning or human i n terface is r equi r ed for the sel ectio n of 
t he Call-ID header fie l d va l ue f o r a r equest . 

Fo r f u r t he r i nf ormat i o n on t he Cal l - I D header fiel d ., see Secti on 
20 . 8 . 

Exampl e: 

Call- I O: f 81d4fae- 7d ec -1 1d0- a765- 00a0c91e6bf 6@foo . bar . com 

8 .1.1.5 CSeq 

The CSeq heade r f i e ld serves as a way t o identify and o rder 
t ransac t i o ns . It consi sts of a sequence n umbe r a nd a method . The 
method MUST match that of the request . For non-REGISTER r equests 
o uts i de of a d i a l og, t he sequence numbe r va l ue is a r bitrary . The 
sequence number va lue t-UST be exp r e s s ible as a 32-bit unsi gned 
i n t ege r and MUST be l ess t han 2u31. As l o ng as i t follows t he above 
g uide lines , a c lient may use any mechanism i t wou l d l ike t o sel ect 
CSeq head er f i e l d val ues . 

Section 12 . 2 . 1 . 1 di scus s es const r uction of t he CSeq f o r r equests 
wi thin a d i a l og . 

Example: 

CSeq : 4711 UNI TE 
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8 .1. 1 . 6 Max- Forwards 

The Max- Fonvar d s header fiel d ser ves t o limit t he numbe r of hops a 
req uest can t r a nsit o n the way to its desti nation . I t consist s of a n 
i n t ege r t ha t i s d ec r emented by one at each hop . I f t he Max- Fo r wards 
va l ue reaches 0 befor e t he r eq uest r eaches its destinatio n , i t will 
be r e j ected 111ith a 483(Too Many Hops ) e rror r espons e . 

A UAC MUST i nsert a Max- For wards header fiel d i nto each r equest it 
o r i ginates with a va l ue t hat SHOULD be 70. This number was chosen to 
be suf fic i ently l a r ge t o guar antee t ha t a r equest would not be 
d r o pped i n a ny SIP network when ther e we r e no loops , but not so l a r ge 
as to consume proxy r esources when a l oop does occur . Lowe r va l ues 
s hould be used with caution a nd on l y in ne t works wher e topologies a r e 
known by the UA . 

8 .1.1.7 Via 

The Via header f i eld i ndicates t he t r ansport used for t he t r ans action 
a nd i den t i fies t he loca t ion wher e t he r e spons e i s to be s ent . A Via 
heade r fiel d val ue i s added o nly after t he t r ansport t hat will be 
used to r each the nex t hop has been s elect ed (which may i nvolve the 
usage of t he p r ocedu r es in { 4] ) . 

When t he UAC c r eat es a r equest , it MUST i ns ert a Vi a i nto t ha t 
r equest. The protocol name a nd p rotoco l version i n t he header field 
MUST be SIP and 2 .0, r especti ve l y . The Via header fiel d va lue HUST 
contain a branc h pa r amet e r . Thi s parameter is used to i d entif y the 
transacti o n c r e a t ed by that r equest . This pa rameter is used by both 
t he c lient a nd t he se r ve r . 

The b r a nch par amet e r va l ue MUST be u nique acr o s s s pace a nd time for 
a ll r equests se nt by the UA. The exceptions to t hi s r u l e a r e CANC EL 
a nd ACK for non - 2xx response s . As. d i s cussed below, a CANCE L r equest 
wi ll have t he same value of the branch parameter as t he r equest it 
cance l s . As d i s cus sed i n Section 17 . 1 . 1 . 3, an ACK f or a non - 2xx 
response will a l s o have the s ame b r a nch ID as t he UNITE whose 
r esponse it acknowledges . 

The u n i queness p r o perty of t he branch ID par ameter , t o facilitate 
its use as a t r ansaction ID, was not part of RFC 2543 . 

The b r a nch I D i ns e r ted by a n e l ement compliant with t his 
s pecif ication MUST a l ways begi n 1vit h t he c ha r acters " z9hG4-bK" . These 
7 character s a r e used as a magic cookie (7 i s deemed suffi c ient to 
e nsur e that an o l de r RFC 2543 i mplementation 1"oul d not p i ck suc h a 
va l ue ) , so t hat s erve r s r ecei v ing t he r equest can deter mi ne t ha t t he 
b r anch ID was const ruct ed i n the f a s hi on d escribed by t h i s 
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s pecif ication ( t ha t i s, globa lly unique ) . Beyond t his r equirement, 
t he p reci se f ormat of t he b r a nch token i s i mpl ement ation -d ef i ned . 

The Via header madd r , tt l, and sent - by compo nent s wil l be set when 
t he r equest i s processed by t he t r anspor t laye r ( Section 18) . 

Vi a p rocessing for p roxi e s i s desc r i bed i n Section 16. 6 Item 8 and 
Section 16. 7 I tem 3 . 

8 .1. 1 . 8 Contact 

The Contact head er fie ld p rovide s a SIP or SIPS URI that can be used 
t o contact t hat spec i fic i nstance of t he UA for s ubs equent r equests . 
The Contac t header f i e l d MUST be p r e sent a nd cont a i n exac t l y one SIP 
o r SIPS URI i n any r equest t hat can r es ult i n t he establ i shment of a 
d ia log . For t he me t hods defi ned i n thi s s peci fication , t ha t i ncludes 
onl y the UNITE r equest . For t he se r eque sts , t he scope of the 
Contact i s g lobal . That is, t he Con t act heade r f i e l d va l ue con tai ns 
t he URI at which t he UA wou l d like t o r ecei ve r equests , and t his URI 
MUST be valid even if used i n s ubsequent r equests outsi de of any 
d ia logs . 

If the Reque st- URI or top Route header fie l d value cont a ins a SI PS 
URI , t he Contact header fiel d MUST contain a SIPS URI as we ll. 

For fur t he r i nformat i o n on t he Contac t header fie l d , see Secti o n 
20 . 10. 

8 .1. 1 . 9 Supported and Req ui re 

If the UAC s upports extensions to SIP t hat can be applied by t he 
serve r to t he r esponse , t he UAC SHOULD i nc l ude a Supported header 
f i eld in t he request listing t he opti on tags (Section 19 . 2 ) f or those 
extensions . 

The opti o n tags listed HUST only refer to extensi o ns def i ned i n 
standa rds-track RFCs . This i s to p r event s erve r s from i nsist i ng t hat 
c lient s i mpl ement non -standar d , vendor- defi ned featur es i n order to 
r e ceive s ervice . Exte nsions defined by experi mental and 
i nfor mationa l RFCs are explicitl y excluded from usage with the 
Suppor ted header fiel d i n a r equest , since t hey t oo a r e often used to 
document vendor -d efined extensions . 

I f t he UAC wishes to insist t hat a UAS understand an extension that 
t he UAC will appl y to t he r eq uest i n orde r to process t he r eque s t , i t 
MUST i nsert a Requi re header f ield i nt o t he r equest l i s t i ng t he 
option tag for t hat extension . I f the UAC wishes to appl y an 
extens ion to t he r equest and i nsist tha t a ny p r oxi es t hat a r e 
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trave r sed under s t and that ext ension , it MUST i nsert a Pr oxy- Req uire 
heade r f i e l d i nt o t he r equest list i ng t he o pt i on tag f o r t hat 
extens ion . 

As wi t h t he Sup ported header fie ld, the op t i on t ags i n the Requ i r e 
a nd Pr oxy - Requi r e header f iel ds MUST only r ef e r t o extens i ons d ef i ned 
i n standards - t r ack RFCs . 

8 . 1. 1 . 10 Additi ona l Message Compo nents 

Aft e r a new request has been c r eated, and t he header fie l ds described 
above have been prope r l y constructed , any addit i o na l opti o nal heade r 
fie l d s are added, a s are any header f i e lds specifi c to the method . 

SIP requests MAY cont a i n a r-UME - encoded message -body . Rega r d l ess of 
t he type of body t ha t a request cont ains, cer tain header fields must 
be f ormul ated t o cha r ac t e r ize t he cont ents of t he body . For f urther 
i nformati on on t he se heade r f i e l d s , s ee Sec t ions 20 .11 thr ough 20 .15. 

8 . 1. 2 Sendi ng t he Request 

The de st i nation for t he r equest i s then computed . Unles s t he r e is 
local policy speci f y i ng otherwise, the de s t inati o n MUST be determined 
by applyi ng the ONS p r ocedures descri bed i n [4 ] as follows . I f t he 
f i r st e l ement i n the r o ute se t i ndi c a t ed a strict router (resu l t ing 
i n formi ng t he r eque s t as described in Section 12 . 2 . 1 . 1) , t he 
p r o cedur es MUST be applied to t he Request -URI of t he r equest . 
Otherwi se , t he procedures a r e applied to the fi r st Rout e header field 
va lue i n t he request ( i f one exi sts) , o r t o t he r eq uest's Request - URI 
if ther e i s no Ro ute header fiel d p r es ent . These procedur es yield a n 
o rdered s e t of address, port, and t r ans po r t s to a t t empt . I ndependent 
of ,~h ich URI i s used as i nput to t he procedur es of [4), i f t he 
Req uest - URI specifies a SIPS r esource , t he UAC MUST follow t he 
p r ocedures of [ 4 ] as if the i nput URI we r e a SI PS URI . 

Local policy MAY specify an a l t e r nate set of desti na t ions to attempt . 
If t he Req uest - URI cont ains a SI PS URI , any a l ternate destinations 
MUST be co ntacted ,~it h TLS . Beyond that, t here are no r est r icti on s 
o n the a l t e rnat e destinations if the r equest cont a i ns no Route header 
f ie l d . Thi s p rovide s a simpl e a lterna t i ve t o a pre - exi sting route 
set as a way to spec ify an out bound pr oxy . However , that approach 
for conf i g uring an ou tbo und proxy is NOT RECCY1MENDED; a pr e-existi ng 
r o ute se t with a s i ngle URI St-K>ULD be used instead . I f t he r equest 
contains a Rout e header fiel d, t he r eque st SHOULD be sent to t he 
locations de r i ved from its topmost va l ue, but MAY be sent to any 
serve r that the UA is ce r tai n ,~i ll honor the Rout e and Reque st -URI 
policies spe cif ied i n t h i s document (as opposed t o t hose i n RFC 
254 3) . I n par t i cular , a UAC configured wi t h an o ut bound proxy SHOULD 
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a t t empt to send the request t o t he l ocation indicat ed i n the f i rst 
Rout e head er field va lue i nst ead of adopting t he policy of send i ng 
a ll messages to the out bound proxy . 

This ens u r e s t ha t o ut bound proxi es t hat do not add Record- Rout e 
header f i e ld va lues will drop out of the path of subseq uent 
r equest s . It allows endpo i nt s t ha t can not r e so l ve t he fi r st Route 
URI t o de legat e t ha t task t o an o utbound proxy . 

The UAC St-K>ULD follow t he p rocedu res defi ned i n [ 4 ] for statef u l 
e lements, t r y i ng each add ress until a ser ver i s cont acted . Each t r y 
constit ut es a new t r a nsact ion, and t heref ore each carries a d i fferent 
t o pmost Via head er fie l d va l ue with a new br anch parameter . 
Further more, t he t r ans port value i n the Vi a header fiel d i s set t o 
whateve r tra nsport was d eter mi ned f or t he t arget s erver. 

8 . 1. 3 Processi ng Responses 

Responses are f i rst p roces sed by t he t rans port layer and t hen passed 
up to t he transaction l aye r . The t r ansacti o n layer per f orms its 
p r o cessing a nd t hen passes t he respons e up to t he TU. The majority 
of r e spo ns e processing in the TU is method s pec i fic . However , the r e 
are some genera l behav i ors i ndependent of t he method . 

8 . 1 . 3 . 1 Tr ansaction layer Er r o r s 

In some cases , t he respo nse r e t u r ned by t he t r ansaction l ayer wi ll 
not be a SIP message, but r a t he r a t r ansacti on layer error . When a 
t i meout error i s r eceived from the t r ansacti on layer , it MUST be 
t r eated as i f a 408 (Req uest Timeout ) status code has been recei ved . 
If a f ata l t r anspor t error i s reported by t he t r a ns po r t l ayer 
(g ene r a lly, due t o f ata l ICMP e r r o r s in UDP or connect i on fail ures i n 
TCP), the condi t i on MUST be t reated as a 503 (Ser v i ce Unava ilab l e) 
status code . 

8 . 1 . 3 . 2 Un recognized Responses 

A UAC MUST t reat any f i na l r esponse i t does not r ecogn i ze as be ing 
eq uivalent t o the x00 r esponse code of that c l ass, and MUST be able 
t o proce ss t he x00 response code f or all c l asse s . For e xample , if a 
UAC recei ves an unrecognized response code of 431, it can saf e l y 
assume t hat t here ,~as somethi ng ivr ong with its request a nd t r ea t t he 
response as i f it had r eceived a 400 (Bad Request ) r esponse code . A 
UAC MUST t reat any p rovisio nal r esponse different than 100 that it 
doe s not recogni ze as 183 (Sessi on Progress ) . A UAC MUST be ab l e t o 
p roces s 100 and 183 res ponses . 
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8.1.3 . 3 Vias 

I f more than one Via header f ield va lue i s pr esen t in a r espons e , t he 
UAC SHOULD d i scar d t he message . 

The presence of addit ional Vi a heade r f iel d va l ues t hat p recede 
the o r i gi nator of the request suggests that t he message was 
mi s rout ed o r possibl y corrupted . 

8.1.3 .4 Processing 3xx Responses 

Upo n receipt of a r ed i r ection r esponse ( f o r example , a 301 response 
st atus code ) , c lients SHOULD use t he URl( s ) in t he Cont act header 
fie l d to for mul ate one or more new request s based o n t he r edirect ed 
request. Th i s pr ocess is simila r t o that of a p roxy recur sing on a 
3xx class r espons e as detailed i n Sections 16 . 5 and 16. 6 . A client 
start s wi t h an i nitial t a rget s e t conta i ning exactl y one URI, the 
Request - URI of the original r equest . I f a client wishes t o f ormulate 
new r equests based on a 3xx c l ass response t o t hat r equest, it pl aces 
t he URi s to t r y into t he target set . Subj ect to the restricti ons i n 
t h i s spec i ficat i on , a client can choose whi ch Cont act URis it pl aces 
i n to t he target set. As wit h proxy r ecur sio n, a client processing 
3xx class r esponses MUST NOT add any given URI to t he t a r get set more 
t han once . I f the original r equest had a SIPS URI i n t he Request ­
URI , t he client HAY c hoose to r ecurse to a non-SIPS URI, but SHOULD 
i nfor m the user of t he r edirection t o an insecure URI . 

Any new r equest may r ecei ve 3xx responses t hems el ves co ntai ning 
the origi na l URI as a contact. Two locat ions can be co nf igured to 
red i rect to each o t her . Plac i ng any g i ven URI i n t he ta rget set 
only o nce prevents i nfin i t e r ed i rect ion loops . 

As the target set g r ows, t he c lient MAY gener ate new r equest s to t he 
UR I s i n any o rder . A common mechanism i s t o orde r the s e t by the Hq" 
parameter va l ue from the Contact header fiel d val ue . Requests t o t he 
URi s MAY be gener ated s erially or i n pa ra llel. One approach i s t o 
p r ocess gr oups of dec reasing q - values serially a nd process t he URi s 
i n each q - va l ue group i n pa ralle l. Anothe r is to per f orm only serial 
processi ng i n decr easing q- value order , a rbitr a rily choosing between 
contacts of equal q - val ue. 

If contact ing an address i n t he list r esults i n a f a i l ure, a s def i ned 
i n the next paragr aph, the e l ement moves to t he next address i n the 
list , until t he list is exhausted . I f t he list i s exhaust ed , then 
t he r equest has f a iled . 
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Failures SHOULD be detected through f ailur e response codes ( codes 
g reater t han 399); f o r networ k e r rors t he client t r ansacti on wi ll 
report a ny t r ans por t l aye r f ailure s t o t he t r ansact i on user . Note 
t ha t some r esponse codes (det ailed in 8 .1 .3 . 5 ) i nd i cate that t he 
req uest can be r e t ried; r equests t hat a r e r eattempted sho ul d not be 
co nsidered fail ur es. 

When a f ailure for a par ticul ar cont act addr ess i s r ecei ved, t he 
c lient SHOULD t ry t he next cont act address . Th i s will involve 
c reating a new client t r ans action t o de liver a new r equest . 

In order t o c reate a r eq uest bas ed on a cont act address i n a 3xx 
response, a UAC HUST copy t he entire URI from t he tar get set i n t o t he 
Request- URI , except f or t he "met hod- par am" and "heade r " URI 
parameters ( see Section 19. 1 . 1 for a def i nition of these pa rameter s ) . 
It uses t he "header" par ameters to c r eate header f i e l d values f or t he 
new r equest, ovenvriting header field values associ ated wi t h t he 
redirected r equest i n accordance with t he guidelines i n Section 
19 . 1.S. 

Note t hat in some i nstances, header f i e lds t ha t hav e been 
conrnunicated i n the contact addr ess may i ns t ead a ppend t o existing 
request header f i e lds in the ori gina l r ed i r ected r equest . As a 
gener al r ul e, i f t he header f ield can accept a conrna - separ ated list 
of values, t hen the new header fiel d value HAY be appended to a ny 
exi sting val ues in t he orig i na l r ed i r ected r equest. I f the header 
f i e l d does not accept multipl e values, t he v al ue i n t he origi na l 
red irected reques t MAY be ovenvritten by t he header field va lue 
communicat ed i n t he contact address . For example , i f a contact 
add ress i s r eturned with t he followi ng val ue: 

sip : us er@host ?Subject::f oo&Call- Info::<http : / /www . foo. com> 

Then any Sub j ect header f i eld in the original r ed i r ected r equest is 
ove nvritt en , but t he HTTP URL i s merel y appended t o any existi ng 
Call - I nfo header fiel d va lues. 

It is RECOt-,,,ENDED t hat the UAC r euse the same To , Fr om, and Call - ID 
used i n t he ori g i na l r edirected request, but the UAC MAY also c hoose 
to update t he Call - ID header f i e ld value for new r equests, f or 
example . 

Fi nally, o nce the new r equest has be en cons t r ucted, i t i s sent us i ng 
a ne1v c lient t rans actio n, a nd t he r ef ore MUST have a new br anch I D in 
t he top Vi a fiel d a s d i s cussed i n Section 8 . 1 .1. 7 . 
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In all o t her respects, r equests sent upon r eceipt of a r edi rect 
response SOOULD r e-use t he heade r f iel d s and bodies of the o r igi nal 
request . 

In some instanc es , Contac t heade r fiel d val ues may be cached at UAC 
t empo rarily o r permanent ly depending on the status code r eceived and 
t he p resence of an expi r ation inter val; see Sections 21 . 3 . 2 and 
21.3 . 3. 

8 .1.3 . S Processing 4 xx Responses 

Certa i n 4xx response codes requi r e spec ific UA p rocessi ng, 
i ndependent of t he metho d . 

I f a 401 (Unauthorized) o r 407 (Pr oxy Authent i cation Requi r ed) 
response i s r ecei ved , the UAC SHOULD follow t he autho r iza t ion 
p r o cedures of Section 22 . 2 and Sectio n 22 . 3 to ret ry t he r equest with 
credentia l s . 

I f a 413 ( Request Ent ity Too Large) r espons e i s received (Section 
21 .4 .11), t he request co ntained a body t hat wa s l onge r than t he UAS 
was ,~illi ng to accept . I f possi ble, t he UAC SHOULD retry t he 
request , e i t her omitting the body or using o ne of a smal l e r length . 

I f a 415 (Unsupported Media Type ) response i s r eceived ( Section 
21 .4 .13), t he request co ntained medi a types not suppo r t ed by t he UAS . 
The UAC SHOULD r e t ry send i ng t he request, t his time on l y using 
content wi t h types listed i n t he Accept he ader field i n t he r esponse, 
with encodings listed i n t he Accept-Encoding header fiel d i n t he 
response, and with languages listed i n t he Accept - Language i n the 
response . 

If a 416 (Unsupported URI Scheme ) response i s r ecei ved ( Section 
21 .4 .14) , t he Req uest-URI used a URI scheme not suppor ted by t he 
serve r . The c lient SHOULD ret ry the r equest , t h i s time, using a SIP 
URI. 

If a 420 ( Bad Ext ension ) r esponse is r eceived (Section 21 .4 .15) , t he 
request contained a Requ i r e or Pr oxy -Requi r e header field listing an 
o pt ion- t ag for a f eature not supported by a pr oxy or UAS . The UAC 
SHOULD ret ry t he r equest , t hi s time omitting any extens i ons l isted i n 
t he Unsu pported header field in t he r espons e . 

In a ll of t he above cases, t he request is r etried by creating a new 
request with t he appropriate modifications . This new request 
constitut es a new t r a nsaction and SHOULD have t he s ame va l ue of the 
Call - I D, To, and From of t he pr ev ious r equest , but t he CSeq should 
conta i n a new sequence number t hat i s one hi gher t han t he p r evious. 
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Wi th other 4xx r esponses , including t hose ye t to be defi ned, a r e t r y 
may o r may not be possi ble depend i ng on t he method and the use case. 

8 . 2 UAS Behavi o r 

When a request o utside of a d i alog i s p roces sed by a UAS, there is a 
set of processing rul es t hat are followed , i ndependent of t he me t hod . 
Sect ion 12 gives gu idance o n how a UAS can t e l l whether a r equest is 
i nside or outside of a dialog . 

Not e that r equest p rocessing i s atomi c . If a r eq uest is accepted , 
all state changes associated with it MUST be performed. If it i s 
rej ected, a l l stat e c hanges MUST NOT be performed . 

UASs SHOULD process t he r equests i n the order of t he steps that 
f ollOL'il in t his section (that is, starting with aut hent i cati on , t hen 
i nspecting t he method, the heade r fiel ds, and so o n t hroughout the 
remai nde r of t his sect i o n ) . 

8 . 2 .1 Method Inspection 

Once a request i s aut henticated ( o r authenti cation i s ski pped) , the 
UAS MUST inspect t he method of the request . I f the UAS r ecogni zes 
but does not su ppor t the method of a r equest , i t ~'UST gener ate a 405 
(Method Not All owed ) response . Procedu res for gener ating responses 
are described in Sectio n 8 . 2 . 6 . The UAS MUST also add an Allow 
heade r f i eld to the 405 (Method Not Allm,ied) r esponse. The Allow 
header field MUST list t he set of met hods supported by the UAS 
genera t ing the message . The Allow header f i e l d i s prese nted i n 
Sect i on 20 . 5 . 

If t he method is one suppor ted by t he ser ver , p r ocessing conti n ues . 

8 . 2 . 2 Heade r Inspe ction 

If a UAS doe s not understand a header field i n a r equest (that i s, 
t he header field i s not defined i n thi s specificat i on or i n any 
s uppo r ted extensi on), t he server MUST ignore t hat header f i eld and 
conti nue processing t he message . A UAS SHOULD i g nore any malf ormed 
heade r f i e l ds that are not necessary f or proce ssing r equests. 

8 . 2 . 2 . 1 To and Request - URI 

The To header f iel d i d entifie s the o riginal r ecip i ent of t he r equest 
d esignat ed by the user i denti f i ed i n t he From fiel d . The o r igi na l 
recipient may or may not be the UAS pr ocessi ng t he r equest , due t o 
call f o r ward i ng or other p r oxy operations . A UAS MAY appl y any 
policy it wi shes t o det e r mine whether t o a ccept requests when the To 
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header f i e l d is not t he i de ntit y of the UAS . However , it is 
RECC:.-V'1ENDED t hat a UAS accept r equests even if t hey do no t r ecognize 
t he URI scheme ( for example, a tel: URI ) in t he To header fiel d, o r 
i f the To header fiel d does not address a known o r cu r rent user of 
t his UAS . I f, o n t he o t her hand, t he UAS d ecides to reject t he 
request , i t SHOULD gener ate a r esponse with a 403 ( For b idden) s tat us 
code and pass it to t he ser ve r t r ansaction for transmissio n . 

Howeve r , the Request- URI i d entifies the UAS t ha t i s t o p r ocess t he 
request . I f t he Request -URI uses a scheme not su ppor t ed by t he UAS, 
it SHOULD r e j ect the request with a 416 ( Unsupported URI Scheme ) 
response . I f the Request-URI does not i dent ify an add ress t hat the 
UAS is wi lling t o acc ept r equests for , it SHOULD r e j ect t he request 
with a 404 ( Not Found) r esponse . Ty pically, a UA that uses t he 
REGI STER met hod to b i nd its addr ess-of- recor d to a speci f i c contact 
add ress wi ll see r equests whose Request-URI equa l s that co ntact 
add ress . other poten t i a l sources of r eceived Req uest - URis i nc lude 
t he Contac t header f iel ds o f r equests and r espons es sent by t he UA 
t ha t est ablish o r r efresh dialogs. 

8.2.2 . 2 Merged Req uest s 

If the request has no tag i n t he To header fie ld, the UAS co r e MUST 
check t he r equest against o ngo i ng transacti ons. I f t he Fr om tag, 
Call - I O, and CSeq exactly match t hose associated with an ongo i ng 
transactio n , but the request does not match t hat t r ansac t i on ( based 
o n the match i ng r u l es i n Sect ion 17.2. 3 ) , t he UAS cor e SHOULD 
gener ate a 482 (Loop Detected ) r esponse and pas s i t to the server 
transacti o n . 

The same r eq uest has a r rived at the UAS mor e than onc e, f ollowi ng 
differ ent paths, most like ly due to f o r ki ng . The UAS pr ocesses 
the f i r st such r equest received and r esponds wi t h a 482 ( Loop 
Detected ) to the res t of them. 

8.2.2 . 3 Requ i r e 

Assuming t he UAS decid es t hat it i s the p roper e l ement t o p rocess t he 
request , i t exami nes the Requir e header fiel d , if pr esent . 

The Requi r e header fiel d is used by a UAC t o tell a UAS about SI P 
ext ens ions t ha t t he UAC expects t he UAS to s upport in order to 
p r ocess t he r equest p r o per ly . I t s f o rmat i s descr ibed in Sectio n 
20 . 32 . If a UAS does not under stand an op t i on- tag listed i n a 
Requir e header f i e ld, it MUST r espond by gener ating a response with 
stat us code 420 ( Bad Extens ion ) . The UAS HUST add an Uns upported 
header f i e l d, and l i s t i n it t hose options i t does not u nde r stand 
amongst t hose in the Requir e header f i e l d of t he r equest . 
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Not e t ha t Requi r e and Pr oxy- Requ ire MUST NOT be used i n a SI P CANC EL 
request, o r i n an ACK r equest sent f o r a non - 2xx r espons e . These 
header f i e l ds MUST be i gnor ed i f t hey a r e pr esent i n t hese requests . 

An ACK request f or a 2xx respo nse MUST contain on l y t hose Requi r e and 
Proxy- Requi r e values t hat were p resent i n the initial request. 

Example: 

UAC- >UAS : I NVI TE s i p: wat s on@bell - telephone.com SIP/2 .0 
Require : 100rel 

UAS- >UAC: SIP/2 . 0 420 Bad Extension 
Unsuppor t ed : 100rel 

Thi s behavior en sures t hat the c l i ent- serve r inter acti o n will 
proce ed without delay when all opti ons a r e under s t ood by both 
sides, and onl y slow dm~n i f options are not u nder stood ( as in t he 
example a bove ) . For a well -matched client - server pa i r , t he 
interaction pr oceed s quickly, sav i ng a r o und - t r i p often requ i red 
by negot i ati o n mechan i sms. I n addition , it a l so r emoves amb i guity 
\~hen t he cli ent r equir es f eat u res that the server does not 
understand . Some features, s uch as ca ll handling f i e l d s , are on l y 
of i n t e r est to end systems. 

8 . 2 . 3 Content Processing 

Assuming t he UAS unde r stands any extens i ons r equi r ed by the c lient , 
t he UAS examines t he body of t he me ssage, and t he header f i eld s t ha t 
descr i be i t . I f there a r e any bodi es whose type ( i nd icated by the 
Content - Ty pe ) , language ( i ndicated by t he Co nt ent -language ) or 
e ncod i ng ( indicated by the Content - Encod i ng) a r e not und er stood, and 
t hat body pa r t i s not o pt ional (as indi cated by the Content ­
Di s po s i tio n header field ) , t he UAS MUST rej ec t t he reques t wit h a 41 5 
(Unsuppo r t ed Media Ty pe ) r espo nse . The r esponse ~UST cont a i n an 
Accept header f iel d listing the types of a ll bodi es it u nde r stands , 
i n the event t he r equest cont ained bodies of t ypes not suppor ted by 
t he UAS. I f t he r equest contained content encodings not understood 
by t he UAS , the r esponse MUST contain an Accept - Encoding header f i eld 
listing the encodings unde rstood by t he UAS . If t he req uest 
cont ained content \~ith languages not underst ood by the UAS, t he 
res ponse MUST conta i n an Accept- Lang uage header f i e l d i nd i cat i ng t he 
l a nguages understood by t he UAS . Beyond these checks, body handling 
depend s o n t he met hod and type . Fo r f u r ther i nf ormat i on o n the 
pro ce ssing of co ntent - s pec ifi c heade r f ields , see Secti o n 7 . 4 a s well 
as Secti o n 20. 11 th r o ugh 20 .15 . 
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8 . 2.4 Applying Ext ensions 

A UAS t hat wi shes to apply some extension when generati ng t he 
response MUST NOT do so unless s upport for t hat extensio n is 
i nd icated in t he Supported heade r f i eld i n t he request. I f t he 
desired extensio n i s no t supported , the ser ver SHOULD r e l y on l y on 
baseline SIP and any other extens ions s upport ed by the c lient. I n 
rare circumstances , wher e t he s e r ver cannot process t he r equest 
without the extension , t he serve r MAY send a 421 (Extens i on Required) 
r esponse . Th i s r espons e i ndicates t hat t he prope r r espo ns e can not be 
generated witho ut s up po r t of a speci fic ext ension . The needed 
ext ens ion(s) MUST be i nc luded in a Requir e header fie ld in t he 
r esponse . This behav i or i s NOT RECOt¥1ENDED, a s it wi ll g ener a lly 
break i n teroper abilit y . 

Any extensions applied t o a non- 421 r es pons e MUST be list ed i n a 
Requir e header f i e ld i nc luded i n t he r espons e . Of course, t he s erver 
MUST NOT apply extens ions not li sted in t he Supported heade r f i e l d i n 
t he request . As a r e sult of t hi s , t he Requi r e header f iel d i n a 
response wil l o nl y eve r contai n opt i on tags defined i n standards ­
t r ack RFCs . 

8 . 2. 5 Pr ocessing t he Request 

As suming all of t he c hecks i n the previous subsecti on s are pa ssed , 
t he UAS pr ocessi ng becomes met hod- spec i f ic . Secti o n 10 co ve r s t he 
REGI STER r eq ue st, Secti on 1 1 cove r s the OPTIONS request , Secti o n 13 
cover s t he I NVITE request, and Sect i o n lS co ve r s the BYE r equest . 

8 . 2.6 Gene rating t he Respo nse 

When a UAS wi shes to constr uct a r e spon se t o a r equest , it f ollows 
t he general procedu res d etailed i n t he f ollm~ing s ubsecti o ns. 
Add itiona l behav i ors specif ic to the r espo ns e code in question , whic h 
are not d e t a iled i n t hi s secti on , may a l so be r eq uired . 

Once all procedur es a s sociated with the c reation of a response have 
be en compl eted, the UAS hands the response back t o the server 
t ransac t i o n f r om which it recei ved t he r equest . 

8 . 2.6 . 1 Sendi ng a Provisional Response 

One lar g e l y non -met hod - specific gu i d eline for t he generati on of 
responses is t hat UASs SHOULD NOT i ssue a provis i o nal response for a 
no n - I NVITE request . Rat her , UASs SHOULD g ener ate a final respons e to 
a non- INVI TE request as soon as possi ble . 
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When a 100 (Trying) response i s gene r ated, any Ti mestamp header f i e ld 
pre sent i n t he r eques t MUST be cop i e d i nto t hi s 100 (Tr y i ng ) 
response . If t here i s a del ay i n gener ati ng t he respons e, t he UAS 
SHOULD add a del ay value i nto the Ti mes tamp va lue i n t he r esponse . 
Thi s val ue MUST contain t he d i ffer ence between t he time of sendi ng of 
t he r esponse and r ecei pt of t he request, measu r ed i n seconds . 

8 . 2.6 . 2 Headers and Tag s 

The Fr om f i e ld of t he r es po nse MUST equal t he Fr om header fiel d of 
t he r equest . The Call - I D header f i e l d of t he response MUST equal t he 
Call - ID head er field o f the r equest. The CSeq he ader f i e l d of the 
response MUST equa l t he CSeq f i e ld of t he r equest . The Vi a header 
f ie l d val ues i n t he response MUST equal t he Vi a heade r fiel d values 
i n the request and MUST maint ain t he s ame orde r i ng . 

If a r equest cont a i ned a To t ag in the req uest, t he To header f i eld 
i n t he response MUST equal t hat of t he r equest . However, i f t he To 
heade r f i eld i n t he reque st d i d not contain a tag, t he URI i n t he To 
header f i e l d i n the response MUST equal t he URI i n the To header 
f i e l d; additionally, t he UAS MUST add a tag to t he To heade r f i e l d i n 
t he r e sponse (wi th the excepti on of t he 100 ( Tr y ing) respo nse, i n 
whi ch a tag MAY be present) . This s erves to i dent i f y t he UAS t hat is 
respondi ng, po s s i bly resulti ng i n a component of a di a l og I D. The 
same tag MUST be used for a ll responses to t hat r eq uest , bot h f i nal 
a nd p r ov i siona l ( agai n except i ng t he 100 ( Tryi ng)) . Procedu res for 
t he gene r ation of tags a r e defined in Secti o n 19.3 . 

8 . 2.7 St a t e l ess UAS Behavi or 

A statel ess UAS i s a UAS t hat does not mai ntain transacti o n state . 
It r eplies to request s no r mally, but discards any state t hat wo ul d 
ordina r ily be ret a ined by a UAS af ter a r esponse has been sent. I f a 
state l e ss UAS r eceives a retransmission of a r equest, it r egene r ates 
t he respons e and r ese nds it, j ust as i f it were replying t o t he fi r st 
i nstance of the r equest . A UAS cannot be stateless un less t he request 
p r ocessi ng for t hat method wo u l d a l ways result i n the same respo nse 
i f t he r equest s a r e i d entical. Th i s r ules o ut stateless r egistrars , 
f or example . State less UASs do not use a t r ansacti on l ayer ; t hey 
recei ve r equ ests di r e ctl y from t he t r ansport l ayer and s end responses 
d i rect ly to the t ransport layer . 

The state l ess UAS r o l e i s needed primarily t o ha nd l e una uthent i cated 
r eque sts f or whi ch a challe nge r esponse is i ssued . If 
unauthen t i cated r equests we re handl ed sta t ef ully, t hen malicious 
f l o od s of unaut henticated r equests could create massi ve amount s of 
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transacti on state t hat might slo1v or compl etely ha l t call p rocessing 
i n a UAS, effecti ve ly cr eat i ng a deni al of service conditi on; f or 
more i nformation see Section 26 .1 .5. 

The most impor tant behavior s of a stateless UAS are t he following: 

o A state less UAS tt.JST NOT send provis i onal ( l xx) responses . 

o A stateless UAS HUST NOT retransmit r esponses . 

o A stateless UAS tt.JST ignor e ACK r equests. 

o A stateless UAS HUST ignore CANCE L requests . 

o To header tags MUST be generated for r esponses i n a stat e l ess 
manner - i n a manner t hat will generat e t he same t ag for t he 
same request cons i stent ly . For i nformation on tag construction 
see Section 19. 3 . 

In all other respect s, a statel ess UAS behaves i n the same manner as 
a stat efu l UAS . A UAS can oper ate in either a stateful o r statel ess 
mode f or each new req uest. 

8.3 Redirect Servers 

In some architectures i t may be desir able t o reduce t he pr ocessi ng 
l oad on proxy serve r s t hat a r e r esponsible for routing requests, and 
imp rove s i gnaling path robustness, by relyi ng on r edi recti on . 

Redirecti o n all ows se r ver s to push routing i nformati on f or a request 
back i n a r e sponse to the client, t her eby taki ng t hemselves out of 
t he loop of f urther messaging for t h i s t r a nsaction while still a i ding 
i n locati ng t he target of t he r equest . When t he originator of the 
request r eceives the redirecti on, it will send a ne1~ r equest based o n 
t he URI(s) it has r ecei ved . By p ropagat i ng URi s from t he core of the 
network t o its edges, r edirection all ows for considerable network 
sca labil i ty . 

A r edirect ser ver is logically consti tuted of a serve r t r ansacti on 
layer a nd a t ransaction user t hat has access to a l ocatio n serv i ce of 
some kind (see Section 10 for more o n r egistr a r s and location 
services ) . Thi s l ocati o n service is effectively a database 
containing mappi ngs beb,een a sing l e URI a nd a set of one o r more 
a l ternati ve locations at whi c h t he target of t ha t URI can be found. 

A r edirect ser ver does not issue any SIP request s of i t s own . After 
receiving a request o ther t han CANCEL, t he server either r efuses t he 
request or gathers t he list of a lternative l ocatio ns from t he 
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l ocation service and retur ns a final re sponse of cl ass 3xx . For 
well-formed CANCEL requests, it SHCN.JLD r eturn a 2xx r espo nse . This 
response ends the SIP t r ansaction . The redi r ect server maintains 
transacti on state for an ent i r e SIP t r ansaction . It is the 
responsibility of c l ients to detect forwar d i ng loops between redir ect 
serve r s. 

When a redirect server r etur ns a 3xx r e sponse to a r equest , it 
populates the l i st of (one or more ) alter native l ocations i nto t he 
Contact header f i eld. An "expires"' parameter to t he Contact heade r 
f ie l d va l ues may a l so be supplied to i ndicate t he lif e t i me of t he 
Contact data . 

The Contact header f i e l d cont ains URi s givi ng t he new l ocations or 
use r names to t ry, o r may simply specify additional t r anspor t 
parameter s . A 301 (Mo ved Per manently) o r 302 ( Moved Temporar ily) 
response may a l so give the same locati on and user name t hat was 
t a r geted by t he i niti al request but specify additi onal t ransport 
parameters s uch as a d i fferent server or mul ticast address to t ry, or 
a change of SIP t ransport from UDP t o TCP or vice versa. 

Howeve r , r edirect servers MUST NOT redi rect a r equest t o a URI equal 
t o the one i n t he Request-URI ; i nstead , provided that t he URI does 
not poin t to itself, the server MAY pr oxy the request t o t he 
destinat i on URI, or MAY reject it with a 404 . 

If a client is using an outbound pr oxy, and t hat p roxy actually 
r edirects requests, a pote nti al ari ses for infini te redi recti on 
loops . 

Note t hat a Contact header f i eld va lue MAY also r efer t o a d ifferent 
resource tha n the one origi nally called. For example, a SIP call 
connected to PSTN gateway may need t o deliver a special i nformationa l 
a nnouncement such as "The number you have dialed has bee n changed . " 

A Contact r espons e header field can contain any suitabl e URI 
i ndicating where the called par t y can be r eached, not limi ted t o SIP 
URis . For example , it could contai n URi s for phones , fax , o r i r e ( if 
t hey were defined) or a mailto: (RFC 2368 [ 32)) URL. Section 26 . 4 .4 
d i scusse s implications and limitations of r edirecting a SIPS URI to a 
non-SIPS URI. 

The "expi r es'" parameter of a Contact header f i e ld value indicat es how 
l ong the URI is va lid . The val ue of t he par amet e r is a numbe r 
i ndicati ng s econds . I f this par ameter i s not provided, the va lue of 
t he Expi r es header fiel d determi nes how long t he URI is valid . 
Mal for med values SHOULD be treated as equi valent t o 3600 . 
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This provides a modest l eve l of backwards compatib i lity with RFC 
2543, which allowed absol u t e times in thi s header f iel d . I f an 
absol ute time i s received , i t will be t r eated as mal f ormed, and 
then defa ult t o 3600 . 

Redirect server s MUST i g no r e f eatures t ha t are not under stood 
( including unrecognized header fiel ds , any unknown opt i o n t ags i n 
Requir e , or even method names) and proceed wit h the redirection of 
t he reques t i n questi o n . 

9 Canceling a Request 

The p revi o us section has discussed g ene ral UA behavior f or generating 
request s and p r ocessing res ponses for r equests of all methods . In 
t h i s sect ion , we d i scuss a general p ur pose method, ca lled CANCEL . 

The CANCEL request , as the name implies, is used t o cancel a p r evious 
r equest s ent by a c lient . Specifically , i t asks the UAS to cease 
processing t he r equest and t o generate an error response t o t hat 
request . CANCEL has no effect on a r equest to whi ch a UAS has 
a l r eady g i ve n a fina l r es pons e . Because of t his, it is most us eful 
t o CANCEL r equests to which it can take a s erver l o ng time to 
respond . For thi s r eason , CANCE L is best for INVITE req uests, which 
can take a l ong t i me t o generate a respons e . In that usage, a UAS 
t ha t rece i ves a CANCEL r equest for a n INVITE, but has not ye t s ent a 
fina l r esponse, would "stop ringing" , and then respond t o t he INVI TE 
with a specif ic error r espons e (a 487) . 

CANCEL r eq uests can be construct ed and sen t by both p r oxi es and user 
agent c lients. Sect i o n 15 d i scusses under wha t condi t i o ns a UAC 
wou l d CANCEL an UNITE r equest , and Section 16.10 discusses proxy 
usage of CANCEL. 

A s t atefu l p roxy r espond s to a CANCEL, rather t ha n s i mp l y for warding 
a r espons e i t woul d recei ve f rom a downstream element . For that 
reason , CANCEL i s referred to as a " hop- by - hop" r eq uest, since i t is 
responded to a t each s t ateful proxy hop . 

9 .1 Client Behavior 

A CANCEL r eq uest SHOULD NOT be s ent t o cancel a r eq uest o t he r than 
INVITE. 

Since r eq uests other t ha n I NVITE a r e responded to i mmed i atel y , 
sending a CANCEL for a non - I NVITE r equest 1~oul d a l ways c reate a 
r ace co nditi on . 

Rosenberg, et . al . Standards Track (Page 53] 

RFC 3261 SI P: Session I niti ation Protocol June 2002 

The followi ng procedures a r e used t o const r uct a CANC EL r equest . The 
Req uest- URI , Call - I D, To , t he numeric part of CSeq , and From header 
fie l ds in t he CANCEL request MUST be i dent i cal to t hose in t he 
r equest being cancelled, i ncludi ng tags. A CANCEL constr ucted by a 
c lient MUST have on ly a singl e Via header f i e l d val ue match i ng t he 
top Via va l ue in the request bei ng cancelled . Usi ng the s ame values 
for thes e header fiel ds allows t he CANC EL to be matched wi t h t he 
r equest i t cancel s (Secti on 9.2 i ndicat es how such matching occur s ) . 
Howeve r , t he method part of the CSeq header f i eld MUST have a value 
of CANCEL. This a llows it to be identif ied and processed as a 
t r ansacti o n i n its 01,,m right (See Section 17) . 

If the r eq uest bei ng cancelled contai ns a Route heade r fie l d, the 
CANCE L request I-UST i nclude tha t Route header fie l d's val ues. 

This i s needed so t hat stat e l ess proxies a r e a bl e to route CANC EL 
r equests properly . 

The CANCEL request MUST NOT contain any Require or Proxy-Require 
header f i e l ds. 

Once the CANCEL i s construc ted , the client SHOULD check whether it 
has rece i ved any re sponse ( provi sional or f i nal) for the r equest 
bei ng cancel led ( he rein referr ed to as t he "original r equest" ) . 

If no p r ovi sional r esponse has been r eceived , t he CANCEL r equest MUST 
NOT be sent; rather, the client MUST wa it for t he arrival of a 
provisional r esponse before sending t he r eq uest . If the origi nal 
r equest has gener ated a final response, the CANCEL SHOULD NOT be 
sent , as it is an effect i ve no- op , s i nce CANCEL has no effect on 
r equests t hat have a l ready generated a final response . When t he 
c lient d ec i des t o send the CANCE L, it c rea t es a c lient t r ansacti on 
f or the CANC EL and passes it t he CANCEL request a l o ng with the 
destination address , port, and transport . The destination address , 
port , a nd transport for the CANCEL MUST be i dentical to those used to 
send t he original request . 

I f it was all owed t o send t he CANCEL before recei v i ng a response 
for the previ o us request, the se r ve r coul d r ec eive t he CANCEL 
before t he original request . 

Not e t hat both the t r ansacti on cor responding to the o r i g i na l r equest 
a nd the CANC EL transact i on wi ll compl e t e independently . However, a 
UAC canceling a r equest cannot r e ly o n recei ving a 487 ( Request 
Termina t ed) response for the ori g i na l request , as an RFC 2543-
compliant UAS wi ll not generate such a respo nse . I f there is no 
f inal response for t he origi nal request i n 64"'Tl seconds ( Tl is 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 27 of 135



Rose nberg, et . al . Standards Track ( Page 54) 

RFC 3261 SI P : Session I niti a tion Protocol J une 2002 

defined i n Sect i o n 17.1 .1 .1 ) , t he c lient SHOULD then cons i der the 
o r i g i na l tra nsa ct i on cancelled and SHOULD dest roy t he c l i ent 
trans acti o n handling the o r i g i na l r e quest . 

9. 2 Se rver Behavior 

The CANCEL met hod r equests t ha t t he TU at t he se r ver side cance l a 
pendi ng t ransact i on . The TU deter mines t he trans action to be 
cance lled by taki ng t he CANCEL request , and t hen as s umi ng t ha t t he 
r eq uest met hod i s anythi ng but CANCEL or ACK and applyi ng t he 
transact i o n matching procedures of Sect ion 17.2 . 3 . The matchi ng 
transact i o n i s the one t o be cance lled . 

The p roces s i ng of a CANCE L request a t a server depend s o n t he t ype of 
serve r . A statel ess proxy wi ll f o r war d i t , a sta t eful proxy might 
respond t o it a nd generate some CANCEL request s of i t s own, and a UAS 
wi ll res po nd to it . See Sect i on 16.10 f o r proxy t r eat me nt of CANC EL . 

A UAS first processes t he CANCEL req uest a ccording to t he general UAS 
p r ocessing desc ribed i n Sectio n 8 . 2 . However , s ince CANCEL request s 
a re hop- by - hop and ca nnot be r es ubmi tted, t hey cannot be chall e nged 
by t he s erve r i n order t o get proper credent i a l s i n an Aut horizat i on 
he ade r f iel d . Not e also that CANCEL r equest s do not cont ai n a 
Require header f i eld . 

If t he UAS d id not find a matchi ng t r ansaction for t he CANCEL 
according to t he pr oced ur e above, it SHOULD r espond to the CANCEL 
wi t h a 481 ( Cal l Leg/Transact i on Doe s Not Exist) . I f t he trans action 
f or t he ori gina l r equest st ill exist s, the behav i or of the UAS o n 
recei ving a CANCEL request depends o n whether i t has a l r eady sent a 
final response for t he original request . I f i t has, the CANCEL 
r equest has no effect o n t he processi ng of t he o r i g ina l r eque st , no 
e ffect o n any session s tate, and no effect o n t he r espons es gener ated 
f or t he ori gina l r equest . I f t he UAS ha s not i s s ued a f i na l response 
f or the ori gina l r equest , its behavi or depends o n t he method of t he 
o r i gi na l r eq ue st . I f the original r eque st was a n I NVITE, t he UAS 
SHOULD i rrwnediatel y res po nd t o t he INVI TE with a 487 (Req uest 
Terminated ) . A CANCEL r eques t ha s no impact on the proces s i ng of 
transact i o ns wi t h any o t he r met hod defined i n t h i s s pecifi cati on. 

Regardless of the met hod of the o r i g i na l r eque st , as long a s t he 
CANCE L match ed an ex i s t ing transactio n, t he UAS a nswe r s t he CANCEL 
reque st i tse lf with a 200 ( OK) response. This res ponse i s 
construct ed f o l l owi ng t he p r ocedures desc r i bed i n Sect i o n 8 . 2 . 6 
no t i ng that t he To tag of t he r esponse to t he CANCEL and t he To tag 
i n t he response t o the origi nal r eques t SHOULD be t he same. The 
response to CANCEL i s passed t o t he s erver t r ansaction f o r 
transmis s i on . 
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SIP offe r s a discove r y capability. I f a us er want s to initiat e a 
session with anothe r user , SIP must discover the current host(s) at 
whi ch t he dest inat ion user i s reacha bl e. This d i s cove r y pr oce s s i s 
f requent l y a ccomplished by SIP network element s such a s pr oxy s erve r s 
a nd redi r ect server s whi ch are responsi ble for rece i v i ng a request, 
deter min i ng where to s end i t bas ed o n knowl edge of t he l ocation of 
t he user, and then se nd i ng it t here . To do t his, SIP netwo r k 
e l ements consult an a bst r act s ervice known as a l ocation s e r vice, 
whi ch p rovides address bi ndi ngs f o r a part i cul a r doma i n . These 
add ress b i nd i ngs map an i ncoming SIP or SIPS URI, s ip: bob@biloxi . com, 
f or exampl e , to o ne o r more URi s t ha t a re somehow "closer" to the 
desired us er , s i p : bob@engineering . bi1oxi . com, f or example . 
Ul t imatel y , a proxy wi ll consult a l ocation s e r v i ce t hat maps a 
recei ved URI to t he user agent (s) a t which the desi r ed r ecipien t i s 
currentl y r esidi ng . 

Re gistrat i on c reat e s bi nd i ngs i n a l ocation s e r vice for a particular 
domain t hat associates an addres s-of - r ecor d URI wi t h one or more 
contact addr esses . Thus , when a proxy for t hat domai n r ece i ve s a 
req uest whose Request- URI matches t he address -of- r eco rd, t he p roxy 
wi ll f o r ward t he request to the contact addresses regist ered t o t hat 
addre ss-of- record . Gener ally, i t on l y makes sens e to r eg i ster an 
add ress-of- r ecor d a t a domai n ' s location s ervi ce when requests for 
t hat address - of - record would be r outed to that domai n . In most 
cases, this means that t he domai n of t he r egistrati on wi ll need to 
mat ch t he domain i n t he URI of t he a ddr ess -of- record . 

The re a re ma ny ways by which t he con t ent s of the l ocat i on service can 
be establis hed . One way i s admi nistr at i ve l y . I n t he above example, 
Bob is known t o be a member of the e ngineering department through 
acces s to a corpor ate databas e. Howeve r , SI P provides a mechani sm 
for a UA to creat e a bi nd i ng explicitly . This me chanism i s known as 
registra t i on . 

Registrat i on entails s ending a REGISTER request t o a special type of 
UAS known as a r egistrar . A registrar acts as t he f ront end t o the 
l ocation service for a domai n, reading and wri t i ng mappings based on 
t he cont ents of REGISTER requests . Thi s l ocation servi c e i s t hen 
t ypically consulted by a p roxy ser ver that i s respo nsible for r o uting 
req ue sts f or t hat domai n . 

An illus t rat ion of t he over all regi str ation process i s g i ven i n 
Figure 2 . Note that the regi strar a nd p roxy ser ver a r e l ogical r oles 
t ha t can be played by a sing l e devi c e i n a ne t wo r k; for purposes of 
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c la r i ty t he two a r e s epar ated in thi s illustra t i o n . Al so not e t hat 
UAs may s end r eq ue sts t hrough a p r oxy ser ver i n order t o r each a 
r e g i s t rar i f t he t wo are se parate e lement s . 

SIP does not mandate a par t i c ul a r mechan i sm for i mpl ement i ng t he 
l ocation s ervic e . The only requir ement is t ha t a r egistr a r f o r some 
doma in MUST be abl e to r ead a nd ivr ite data to the l oca t ion se r v i ce , 
a nd a p roxy o r a r ed i r ect se r ve r f o r that domain r-1.JST be capabl e of 
reading that same dat a . A registr a r MAY be co- located with a 
particul ar SIP proxy server f or t he s ame domai n . 

10. 2 Const r ucting the REGISTER Request 

REGISTER r eq uests add, r emove , and q uery b i nding s . A REGI STER 
req uest can add a new binding be tween an a ddr e ss-of - r ecor d and one o r 
more cont act add r es ses . Regi strati o n on behal f of a parti cula r 
address-of- record can be performed by a suitably authorized thi r d 
part y . A client can a l so r emove p revious bi nd i ngs or query to 
det e rmi ne which bind i ngs a r e curr ent l y i n pl ace f or an addr e ss-of­
record . 

Except as noted, the constr uct i on of the REGISTER r equest and the 
behavior of clients sending a REGISTER r eq uest is i dentical to t he 
gener al UAC behavior d escribed i n Sec t ion 8 . 1 and Secti o n 17.1. 

A REGISTER r equest does not establish a dia l og . A UAC MAY i nc lude a 
Rout e he ader fiel d i n a REGISTER request based on a p r e - exi st i ng 
r o ut e set as described i n Sec t i on 8. 1 . The Record - Rout e header field 
has no meani ng i n REGISTER requests or r e s pons e s , and MUST be i gnored 
if pr e se nt . In par t i cul a r , the UAC MUST NOT c reat e a new r out e s e t 
based o n the pres ence or absence of a Record - Rout e header fiel d in 
a ny r e spo ns e to a REGISTER r eq uest. 

The following heade r f i elds , except Contact, MUST be i nc l uded in a 
REGI STER r eq uest . A Contact header fie ld MAY be i ncluded : 

Request - URI: The Request-URI names t he doma i n of t he l ocati o n 
s ervice for whi ch the r egi str ation i s meant ( f o r example , 
"sip:chicago.corn" ) . The '"userinf o" and "@" compo nents of the 
SIP URI MUST NOT be present . 

To: The To heade r f i eld cont a i ns t he addr es s of r ecord who se 
r egi st r a t ion is to be creat e d , queri ed, or modifi ed . The To 
header f i e ld and the Reque st - URI f i e l d typi ca lly diffe r , a s 
the f o r mer contains a user n ame . This address-of- r ecor d MUST 
be a SIP URI or SIPS URI . 
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From: The From header fiel d contai ns the address -of- recor d of the 
person r espons i ble for t he r egistrat ion . The va l ue is t he 
same as t he To header f i eld unless t he r equest i s a t h i r d ­
party registr a t i on . 

Call- I D: Al l r egistr ations from a UAC SOOULD use t he same Call - I D 
head er f i e ld va l ue f or r egi str ations sent to a particu l a r 
r egi strar . 

I f t he s ame client were to use differ ent Call - ID va lues, a 
r egi st rar could not d etect whethe r a delayed REGISTER request 
might have arrived out of order . 

CSeq: The CSeq va l ue gua r a ntees proper ordering of REGI STER 
r equests . A UA MUST inc r ement t he CSeq val ue by o ne f or each 
REGISTER r equest with the same Call-ID. 

Contact : REGISTER r equests MAY cont a i n a Cont a ct head er f ield with 
zero or mor e values cont aining address b indings . 

UAs MUST NOT send a new r egistr ation ( t hat i s, cont a i n i ng new Contact 
heade r f i e l d val ues, as opposed to a r e t r a nsmis sion ) unt il they have 
recei ved a final re sponse f rom the r egistrar for t he prev i ous one o r 
t he p r ev i o us REGI STER r eque st has t i med out . 
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Figur e 2: REGISTER exampl e 

The f o llowing Cont act head er parameter s have a spec i a l mean i ng i n 
REGISTER r equests: 

action: The "act ion" par ameter f rom RFC 2543 has been dep recated . 
UACs SHOULD NOT use the "act i on" pa r amet e r . 

expires : The " exp i r es " pa r ameter i ndicates how l ong the UA would 
like t he b inding t o be valid . The value i s a numbe r 
i ndicat i ng seco nds. I f t h is pa r ameter is not p rovi ded , t he 
value of t he Exp i res header f ie ld i s used i ns t ead . 
I mpl ementations MAY t r eat va l ues l a r ger than 2**32- 1 
(4294967295 seco nd s o r 136 year s ) as equi va l ent to 2**32-1 . 
Mal formed va l ues SHOULD be t r eated as equi va l ent to 3600 . 

10 . 2. 1 Addi ng Bindi ngs 

The REGISTER request sent to a r egi str a r incl udes t he cont act 
add ress( es ) to which SIP r equests for t he addr ess -of- record sho ul d be 
fon~a r ded . The add ress - of - record is i nc luded i n the To heade r f ie ld 
of t he REGI STER r equest . 
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The Contact header f i e l d va l ues of the req ues t t ypically consist of 
SIP o r SI PS URis that i dent i f y par t i cul a r SI P endpo i nts (for exampl e, 
" s i p : ca r o l@c ube2214a. chi cago.com" ) , but t hey MAY us e any URI scheme . 
A SIP UA can choose t o r eg ist e r tel ephone number s (with t he t e l URL, 
RFC 2806 [ 9]) o r email add resses (with a mailt o URL, RFC 2368 [ 32] ) 
as Contacts f o r an address- of - r ecord, for example . 

For examp l e , Car o l , wi t h addr ess -of- r ecor d " s i p :car ol@ch i cago.com", 
wou l d regi s ter with t he SIP r egistrar of the domai n ch i cago . com . Her 
regist rat i ons 1,11o ul d t hen be used by a p r oxy s e r ve r in t he ch icago . com 
domai n t o route r equests for Car ol' s add ress - of - r ecord t o he r SI P 
endpoint . 

Once a c lient has est ablished bi ndi ngs a t a r egist r a r , it MAY send 
s ubsequent r egistr ations co nt aining new b i nding s or mod i f i cat ions to 
exi st i ng bind i ngs as nece ssar y . The 2xx r esponse t o t he REGISTER 
request wi ll contain , i n a Co nt act header f ield , a compl ete l ist of 
b indings that have been r egi ster ed f or t his add ress - of - recor d at t his 
regi s t r a r. 

I f the addr ess-of- r ecord i n the To header f i eld o f a REGISTER r equest 
is a SIPS URI, then a ny Contact head er fiel d values i n the r equest 
SHOULD a l s o be SI PS UR I s . Clients should o nly r e gi ster non - SIPS URi s 
under a SIPS add r ess- o f - r ecord when t he secur i t y of t he r es ou r c e 
r e presented by t he contact add r ess i s guar anteed by other means . 
Thi s may be applicab l e to URis t ha t i nvoke pr otoco l s ot he r t han SIP, 
or SI P d evices secu r ed by protocol s o t he r than TLS . 

Re gistr a tion s do not need to upda t e all bindings . Typi c ally , a UA 
o nl y updat es its rn~n contac t add resses . 

10 . 2 .1 . 1 Se t t i ng t he Expi r ation Int e r va l of Contact Ad dr esses 

When a c lient s ends a REGISTER request , it HAY suggest an expiration 
i n terva l t ha t i ndi cates how l o ng the cl ien t would like the 
r e gis trat i on t o be valid . (As described in Sectio n 10 . 3 , t he 
regis t r a r s e l ects the actua l t ime i n terva l bas ed o n i ts l ocal 
policy . ) 

The re are two ways i n whi ch a c l ient can s ugge st an expi r a t i on 
i n t erval f or a binding : thr oug h an Expi r e s header f i e ld o r an 
"exp i res" Contact head er pa r ameter . The l atter a llows expi r a t i o n 
i n terva l s to be s uggested o n a pe r - b i nding basis when mor e than one 
binding i s given i n a s ingle REGISTER request , wher eas the f o rmer 
s ugge sts an exp i r ation interval for all Co ntact heade r fie l d val ue s 
t ha t do no t contai n t he "expi r es" pa r ameter . 
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If ne ither mechanism for expr essing a s uggested exp i r a t ion time is 
p r e sent i n a REGI STER, t he client i s ind icat ing its de s ire f o r t he 
serve r to choose . 

10. 2.1 . 2 Prefer enc es among Contac t Add r esses 

If mor e t han one Contact i s sent i n a REGI STER r equest , t he 
regis teri ng UA i nt ends t o associ ate all of t he URi s i n these Contact 
heade r f i e l d val ues with t he add ress -of- r e co r d p r es ent in t he To 
fie l d . This l i s t can be priori tized with t he "q" par amet e r i n t he 
Contact head er f i e ld . The "q" par amet e r i ndicat es a r e l a t i ve 
p r ef e r ence for t he pa r t i cular Contact header fie l d va l ue compa r ed to 
o ther b ind i ng s for t his address- of - r eco rd . Sec t i o n 16. 6 desc ribes 
how a p roxy se r ve r us es t his pr efe r e nce i ndi cati o n . 

10. 2 . 2 Remov i ng Bindings 

Re gistr a t i ons a r e sof t state and expi r e unl ess refres hed, but c an 
a l so be expl ici t l y r emoved . A clien t can a t t empt t o i nf l uence t he 
exp i r ati o n i nter va l selected by t he r egist r a r as desc r i bed i n Section 
10 . 2 .1. A UA r equest s t he immediat e r emoval of a bi nd i ng by 
s pec i f y ing a n expir ation i nterva l of "0" for t ha t contact addr e ss i n 
a REGISTER r equest . UAs SHOULD suppor t t h i s mechanism so t hat 
b i ndi ng s can be r emoved bef ore t he i r expirat i on i nterva l ha s passed . 

The REGI STER-specific Co ntact heade r field va l ue of " *" app l ies to 
a ll r egi str ations, but it MUST NOT be used unl e ss t he Ex pi r e s heade r 
f i e l d i s pr esent with a value of '"0" . 

Use of t he " *" Con t ac t header fie l d va l ue a llows a regi stering UA 
to r emove a l l bindi ngs a sso ciated with an addr ess - of - r eco r d 
wi t ho ut knowi ng t he i r p reci s e va l ues . 

10. 2 . 3 Fetch i ng Bi ndings 

A s ucces s r espo ns e to any REGISTER r eque st contains t he complet e l i s t 
of ex i st i ng b i nd i ngs, r egar d l ess of whe t he r t he r equest co ntai ned a 
Contact head er fie ld . I f no Contact header f i e ld i s p resent i n a 
REGI STER r eq ue st, t he list of bi ndi ngs i s l eft unchanged . 

10. 2.4 Ref reshi ng Bind i ng s 

Ea ch UA i s r e spo ns i b l e for r e fresh i ng t he bi ndi ngs t ha t it ha s 
p r evious l y establis hed . A UA SHOULD NOT r ef r esh bi nd i ngs set u p by 
other UAs . 
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The 200 (OK) r esponse from t he r egi str a r co nt a i ns a l ist of Cont ac t 
f ie l d s e nume r a t i ng all cu r r ent bindings . The UA co mpares each 
contact ad dr ess t o see i f i t c r eated t he contact addres s , using 
compa r i so n rules i n Sect ion 19 .1.4. I f so, it updates the exp i r ation 
time i nt erva l a ccordi ng to t he exp i r es pa r ameter o r , i f absent , the 
Expires f ield value. The UA t hen iss ue s a REGISTER r eques t f or each 
of its b i ndi ngs before the expir ati o n i nterval has e l aps ed . I t MAY 
combine s eve r a l upda t es i nto o ne REGI STER r eque st . 

A UA SHOULD use the same Call - I D f o r a l l r egistr a t i ons d ur i ng a 
singl e boot cyc l e . Regi str a t i on r e f r eshe s SHOULD be sent to t he same 
net wor k addres s as the orig i na l r eg i s t r a t i o n , unl ess red i r ec t ed . 

10. 2 . 5 Setting t he I nter na l Cl oc k 

I f t he r esponse for a REGISTER r equest contains a Oate heade r f i eld, 
t he client MAY us e t h i s heade r f iel d to lear n t he cur r ent time i n 
order to set any int ernal c l o cks . 

10. 2 . 6 Discover i ng a Regist r a r 

UAs can us e thr ee i°'ays t o d et e rmi ne t he addr es s t o wh i ch to send 
registrat i ons: by confi gu r a t i on, us ing the add res s -of- r ecor d , and 
multicas t . A UA can be conf i gur ed, i n ways beyo nd t he s cope of this 
s pec i f icati o n, wi t h a r egistrar addr es s . I f t he r e is no conf i g ured 
r e gistr a r address, t he UA SHOULD use t he host pa r t of t he address ­
of - r ecor d as t he Request -URI and addres s the r equest t he r e , u s ing t he 
norma l SIP ser ver locati on me chanisms [ 4 ] . Fo r e xampl e , t he UA for 
t he user "s i p : c a rol@chi cago . com" addres se s the REGI STER r equest t o 
" s i p : ch i cago . com" . 

Finally , a UA c an be co nfigur ed to us e multi cast . Mul t i cast 
registr a t i ons a r e addr essed t o t he well - known "all SI P s erve r s "' 
mul tica st address " sip .mca st.ne t " (224 . 0 . 1.75 for IPv4) . No we ll ­
knm~n I Pv6 mul t icast addr ess has been a l located ; s uch an a l locat i on 
wi ll be document ed se par atel y when needed . SI P UAs MAY listen t o 
t ha t address and use i t to be come awar e of the location of othe r 
l ocal user s ( se e [33)) ; however , they do not r espond to t he r eq uest . 

Multi cast regi st r a t i o n may be i nappropr i ate i n s ome envi r onments, 
f o r e xampl e, i f multi ple b us i nesses sha r e t he same l o ca l a rea 
netwo r k . 

10 . 2 . 7 Tr a nsmitting a Reques t 

Once t he REGISTER met hod ha s been const r uc ted , a nd t he d es tina t i on of 
t he message i dent i f i ed, UACs f ol lo1-1 the p r o cedu r e s descr i bed i n 
Se ction 8 .1 . 2 t o hand off t he REGISTER to t he t r ansact i o n l aye r . 
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If the transact i o n layer r e t urns a t i meout error because t he REGISTE R 
y i e l ded no r esponse, the UAC SHOULD NOT immediatel y r e - attempt a 
reg i stration to t he same registrar . 

An immediate r e - a t t empt is l i kel y t o also timeout . Wai ting s ome 
reasonable t i me i n t erval f or the conditions causi ng the timeout to 
be corrected r educes unnecessar y l oad on the netwo r k . No speci f ie 
interval is mandated . 

10. 2 . 8 Er ror Respo nses 

If a UA r eceives a 423 ( I nterval Too Brief ) r esponse, it MAY retry 
t he regi str ation after making the expi r ati o n i nterval of a l l contact 
add resses i n t he REGISTER request equal to o r greater t han the 
expiration i nterval within t he Mi n-Expi res header f ie l d of t he 423 
(Int e r va l Too Brief) r esponse . 

10. 3 Processing REGI STER Request s 

A r egistr a r is a UAS that responds t o REGISTER requests and maintains 
a list of bindings t hat a r e accessi b l e to pr oxy s erve r s and r edi r ect 
serve r s wi t h i n i ts admi nistrat i ve domain . A r egi str a r hand les 
request s accordi ng to Section 8 . 2 and Secti o n 17. 2, but i t accepts 
o nl y REGI STE R r eq uest s . A regi strar MUST not gener ate 6xx responses . 

A r egistrar MAY r edirect REGISTER reque sts as appropriat e . One 
corrwnon usage woul d be for a r egistrar list ening on a multi cast 
i n ter f ace t o redi r ect multicast REGISTER r eq uest s t o i t s own uni cast 
i n ter f ace wi t h a 302 (Moved Temporari l y) response . 

Registr a r s MUST i gnore t he Record- Route header f i eld if it is 
i nc luded i n a REGI STER r eques t . Regi s t r a r s MUST NOT i nc l ude a 
Record- Route header field i n any response t o a REGI STER r equest . 

A regi str ar mi ght receive a r equest that t r ave r sed a proxy which 
t r eats REGISTER as an unknown r eq uest a nd which added a Record ­
Route header f ie ld value . 

A r egistr a r has t o know ( f o r exampl e, t h r o ugh confi gu ration ) t he set 
of domai n(s) f or which i t mai ntains bind i ngs . REGI STER r equests MUST 
be pr ocessed by a r egist r a r i n t he orde r that t hey a r e r eceived . 
REGISTER req uests MUST also be p rocessed atomi cally , meani ng t hat a 
particul ar REGISTER request i s either p rocessed complet e l y o r not at 
all . Each REGISTER message MUST be processed i ndependent l y of any 
other regist rati o n o r bi nd i ng changes . 

Rosenber g, et . al . Standard s Track (Page 63 ] 

RFC 3261 SI P: Session I niti ation Protocol June 200 2 

When receivi ng a REGISTER request, a r egistr a r follows these st eps : 

1. The registrar i nspects t he Request-URI to determi ne whet her it 
has access to bindings for t he domai n ident i fied in t he 
Request- URI . If not, a nd if the ser ver also act s as a p r oxy 
server , the server SHOULD forward the r equest to t he addressed 
domai n, followi ng t he gener a l behavi o r for proxyi ng messages 
described i n Sec t i on 16 . 

2 . To g ua r ant ee t hat t he r egistrar s upports a ny necessary 
ext ensions , t he r egistrar MUST process t he Require header fie ld 
va l ues as d escribed f or UASs i n Sect i o n 8 . 2 . 2 . 

3 . A regi strar SHOULD authent icate t he UAC. Mechan i sms for t he 
authenticat ion of SIP user agents a r e de scri bed i n Section 22 . 
Reg i st ration be havior i n no way overri de s the gene r i c 
authent ication f r amework for SI P . If no authent i cation 
mechanism i s available , t he registrar MAY take the From addr ess 
a s t he asserted i dentity of t he origi nator of t he r equest . 

4 . The r egistr a r SHOULD determine i f the authenticat ed user i s 
authorized to modify regi strati ons f or this add ress - of - record . 
For exampl e , a r egistra r might consul t an a uthor i zati on 
database t hat maps user names to a list of addr esses -of- r ecord 
for which t hat user has autho r i zation to modify b indings . I f 
t he aut henti cated user is not aut ho r i zed to modify bi ndi ngs, 
t he r egistrar MUST r e t urn a 403 ( Fo rbi dden) and s ki p t he 
r emai ning steps . 

I n architectu res that s uppor t t hi r d - pa r ty r eg i strati on, one 
ent i ty may be r esponsi ble for updati ng t he regist rations 
associated wit h multipl e addresses-of- r ecord . 

5 . The regist rar extracts the address-of- r ecord f rom the To heade r 
fie l d of t he r equest . I f t he add ress - of - r ecord i s not valid 
for t he domain in the Request - URI, the regi stra r MUST send a 
404 (Not Found ) r espo ns e and s ki p t he r emaini ng steps . The URI 
MUST t hen be conver ted t o a canonical for m. To do t hat, all 
URI pa r ameter s MUST be r emoved (incl uding the use r - pa r am) , and 
any escaped cha racte r s P-UST be converted to the ir unescaped 
form. The re sult ser ves as an i ndex i nto the list of b i ndings. 
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6 . The r egistr ar c hecks whether the r equest contains t he Con t act 
header f i eld . If not , it sk i ps to the last step . I f the 
Contact heade r f i e ld is pr e sent, t he r egistrar checks i f there 
is o ne Cont act field va l ue that contains t he special val ue " *" 
a nd an Ex pi r es field . I f t he r equest has additional Contact 
fie lds or an expi r ation time othe r than zero, t he r equest is 
i nvalid, and t he ser ver MUST retu r n a 400 ( Invalid Request ) and 
s kip t he r emaining steps . I f not, the r egist r a r chec ks whether 
t he Ca ll- I O agrees with the va lue stor ed for each binding . I f 
not, it MUST r emove t he bi ndi ng. If it does agree, it MUST 
r emove t he binding on l y i f the CSeq i n t he r equest i s h igher 
than t he val ue stor ed for t hat binding . Othentise , t he update 
MUST be abort ed and the request fails . 

7. The r egist r ar now pr ocesses each con t act address in t he Contact 
header field i n t urn . For each address, it determi nes t he 
exp i r ation inter va l as fol lows : 

I f the f i e ld value has an " expires" pa rameter , that va lue 
MUST be t ake n as t he r equest ed expi ration . 

I f t he r e is no such parameter, but the request has an 
Expires header fiel d, t hat value t-1.JST be taken as the 
r eq uested expi r ation . 

I f there is neither, a local l y -configured default val ue MUST 
be taken as the requested expi rati o n . 

The regist r ar MAY choose an expir ation l ess t han the requested 
expi r ation interval . If and only if the requested expiration 
i nterval i s great er t han zer o AND smaller than one hour AND 
less t han a r egistrar -configured min i mum, the regist rar MAY 
reject t he r egist r ation with a r esponse of 423 (Int erval Too 
Brief) . This response t-1.JST conta i n a Mi n-Expires header fie ld 
that states t he mi n imum expiration interva l t he regi strar is 
willing t o honor . It then skips t he r emaini ng steps . 

Al l owing t he regi strar t o set the regi st rati o n i nterval 
protects it against excessively f r equent regi st rati o n refreshes 
whi l e limiting the state t hat it needs to mai ntai n and 
decr easing the likelihood of r egistrations going stale. The 
expi r ation inter val of a registr ation is frequently used i n t he 
creation of servi ces. An exampl e is a foll ow-me service, whe re 
the user may only be available a t a t erminal for a brief 
period . Therefor e , regist rars should accep t brief 
reg i st rati o ns; a r equest should only be rejected i f t he 
i nterval i s so short t hat t he r efreshes wo ul d degrade regi st rar 
performance . 
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For ea ch address, the registrar t hen s ea rches t he list of 
cu r rent b i ndings using t he URI compari s on rul es. I f the 
b i nding does not exist, it is tentati vely added. I f t he 
b i nding does exist, the r egistr ar checks the Call- I O val ue. I f 
t he Call- I O val ue i n t he existing binding d i ffer s from t he 
Cal l - I D value i n the r equest , t he b indi ng MUST be r emoved i f 
t he expiration t i me is zero and updated otherwi se . I f t hey a r e 
t he same, the registrar compares t he CSeq value. I f t he va lue 
is higher than that of t he existing bindi ng, it MUST upda t e o r 
r emo ve t he binding as above. I f not, t he update MUST be 
aborted and t he r equest f a ils. 

This a lgorithm ensures t hat out -of-order requests from t he same 
UA are ignored. 

Each b i ndi ng record recor ds t he Call - I D and CSeq values from 
the r equest. 

The bi nding updat es MUST be committed ( t hat i s, made visible to 
t he proxy or redi rect serve r ) i f and o nl y i f a l l b i nding 
updates and addi tions succeed . I f any one of t hem f a ils (for 
exampl e, because the back- end database commi t failed), t he 
r eq uest MUST fail with a 500 {Serve r Error ) response and all 
tentative bi nd i ng updates MUST be r emoved. 

8 . The r egistr ar ret urns a 200 (OK) response . The response HUST 
contain Contact header f i e ld values enumerating all cu r rent 
b i ndings . Each Co nt act va lue MUST f ea t u r e an "expi r e s" 
parameter i ndicati ng i t s expiration i nte r val chose n by the 
reg i st rar . The r esponse SHOULD include a Date header fie ld . 

11 Que rying for Capabiliti es 

The SIP met hod OPTI ONS allows a UA t o query another UA or a proxy 
serve r as to its capabi lities. This allows a client to d i scover 
i nformati o n about the s upported methods, content t ypes, extensions , 
codecs, etc. without " r inging" t he othe r party . For exampl e, before 
a c lient inser t s a Requi r e header f ield i n t o an UNITE l i sting an 
opt ion that it i s not certai n t he dest inat i o n UAS supports, the 
client can q uer y t he destinati on UAS wit h an OPTIONS to see if t his 
opt ion i s returned i n a Supported heade r f i eld. Al l UAs MUST suppor t 
t he OPTI ONS method. 

The target of the OPTIONS request is i denti fied by t he Reque st -URI, 
whi ch could i de ntify anothe r UA o r a SIP server . I f the OPTIONS is 
add ressed to a proxy server , t he Request-URI is set without a user 
part, simila r t o the way a Request- URI is set for a REGISTER request. 
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Alternati vely, a se rver r eceiv ing an OPTIONS r equest with a Max ­
Fo n~a r d s header f i e ld va lue o f 0 rl\AY r espond to the r equest 
regardless of the Request-URI . 

This behavior is conwnon with HTTP/1.1. This behavior can be used 
as a "t r aceroute" functionality t o check the capabiliti es of 
ind i v i d ua l hop server s by s end i ng a seri es of OPTI ONS r equests 
with i ncr emented Max-Fo r wa r ds values. 

As i s t he case f o r gener a l UA behavior , t he t r ansaction l aye r c an 
ret urn a timeout error i f t he OPTIONS y ields no response . This may 
i ndicate that the target is u nr eachable and hence unavailab l e. 

An OPTIONS r equest MAY be sent as pa r t of an establ ished dial og t o 
que ry t he peer on capabilities t hat may be utilized later i n t he 
d ia l og. 

11.1 Construction o f OPTI ONS Request 

An OPTIONS r equest is constructed us i ng t he standar d r u les for a SIP 
request as discussed in Sectio n 8 .1.1. 

A Contact heade r f ield MAY be presen t i n an OPTIONS . 

An Accept heade r field SHOULD be i nc l uded to i ndicate t he t ype o f 
message body t he UAC wi shes t o r eceive i n the response. Typically , 
t h i s is set to a for mat t hat is used to descr i be t he med i a 
capabilit i es of a UA, such as SOP ( appl icati on/ sd p ) . 

The r esponse t o an OPTI ONS request is assumed to be scoped t o the 
Request- URI i n the original request . Howe ver , o nl y when an OPTI ONS 
is sent as par t of an established d ialog is it guar anteed t hat f utu r e 
requests wil l be r eceived by the server t ha t gene r ated the OPTI ONS 
response . 

Exampl e OPTIONS r equest : 

OPTIONS sip :car o l@c.hi cago.com SIP/2.0 
Via: SIP/2 . 0 /UDP pc33. atlanta .com; br anch: z9hG4bKhjhs8 ass877 
Max- Fon~a r ds: 70 
To : <sip:caro l @chicago .com> 
From: Alice <sip: ali ce@atlanta.com>; tag: 1928 301774 
Call-ID: a84b4c76e66710 
CSeq : 63104 OPTIONS 
Contact : <sip : a l ice@pc33.at1anta. com> 
Accep t : a ppl i cation/ s dp 
Content-l ength : 0 
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The response to an OPTI ONS is constructed using the standard r u l es 
for a SIP r esponse as d i s cussed i n Section 8 .2.6. The response code 
chosen MUST be the same t hat would have be en chosen had the r equest 
been an I NVI TE. That i s , a 200 ( OK) would be retur ned if t he UAS i s 
ready to accept a call , a 486 ( Busy Her e ) woul d be r etu rned if t he 
UAS i s busy , etc . This a llows an OPTIONS r equest t o be used to 
deter mine the basic stat e of a UAS, which can be an i ndication of 
whe t he r t he UAS wil l accept an INVITE r equest . 

An OPTIONS request received wi t h in a dia log gene rates a 200 ( OK) 
response that is iden t i cal to one const r ucted outsi de a d i a l og and 
do e s not have a ny impact on the dialo g . 

Thi s use of OPTI ONS has l imitat ions due to the d i ffer enc es i n proxy 
handling of OPTI ONS a nd INVITE r eque s ts. While a forked I NVI TE can 
resul t in mul tipl e 200 (OK) responses being r etu rned, a forked 
OPTIONS wi ll on l y r esult i n a single 200 {OK) response, s i nce i t i s 
treated by p r oxies using t he non-INVI TE handling. See Section 16 . 7 
for t he normative details. 

I f t he r es ponse t o an OPTIONS i s gener a t ed by a proxy se rve r , t he 
p roxy returns a 200 ( OK) , listing t he capabi lit ies of t he ser ve r . 
The response does not conta i n a me ssage body . 

Al l m~, Accept , Accept - Encod i ng , Accept-Language, and Supported header 
field s SHOULD be present in a 200 (OK) res ponse t o an OPTIONS 
r equest . I f the r esponse is gener a t ed by a proxy, t he Allow he ade r 
fie l d SHOULD be omitted as it is ambi guous since a pr oxy i s method 
agnos tic . Contact header fie lds rl\AY be pres ent in a 200 (OK) 
response and have t he same semantics as i n a 3xx r espons e . That is, 
t hey may lis t a set o f alterna t i ve names and methods of r each i ng the 
use r . A Warning header fiel d MAY be prese nt . 

A mes sage body MAY be s ent, the type of whi ch is dete r mined by t he 
Accept header f iel d i n the OPTI ONS request ( application/sdp is the 
d ef au l t i f t he Accept header f ield is not pr esent ) . I f the t ypes 
i nc l ude o ne that can desc ribe media capab i lit i e s , t he UAS SHOULD 
i nc l ude a body in t he r espons e for t ha t purpose . Det a ils on t he 
const r uc t ion of such a body in t he cas e of application/sdp a r e 
descr i bed in ( 13) . 
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Example OPTIONS r espo ns e generated by a UAS ( corres pondi ng to the 
request i n Sect ion 11. 1 ) : 

SIP/2 .0 200 OK 
Via: SIP/2 . 0 / UDP pc33 . atl a nta . com; branch::z9hG4bKhjhs8ass877 

; received=192 .0 . 2.4 
To: <s i p : car ol@chicago . com>; tag=93810874 
From: Alice <sip: alice@atl anta . com>; tag::1928301774 
Call- I D: a84b4c76e66710 
CSeq : 63104 OPTIONS 
Contact : <sip : ca r ol@chicago . com> 
Contact : <mail to: carol@c hicago . com> 
Allow: I NVITE, ACK, CANCEL, OPTIONS, BYE 
Accep t : appl i cation/ sdp 
Accept - Encoding : gzi p 
Accep t - l a nguage : e n 
Supported: foo 
Content - Type : application/ s dp 
Conte nt - l engt h : 274 

( SDP not shown ) 

12 Di a logs 

A key concept f or a user agent i s t ha t of a di alog . A d i alog 
r e p resen t s a peer - to- peer SIP r e latio ns hip between t wo us e r agents 
t hat pe r s i sts f or some time . The d ialog f acilitat es seq uencing of 
messages be t ween the use r agent s and pr oper rout i ng of r equests 
bet ween both of t hem . The d i a l og repr esents a context i n which to 
i n terpret SI P messages . Sect i on 8 d i scussed met hod i ndependent UA 
p rocessi ng for r eques t s and r esponses outsi d e of a dial og . This 
section d i sc usses how t hose r equest s and r esponses are us ed to 
const r uct a d ial og, a nd t he n how subsequen t r equests and r esponses 
are sent with i n a dialog . 

A d i a log is ident i fied at each UA wi t h a d i alog IO, whi c h consists of 
a Call- IO va lue, a local tag and a r emote tag . The dial og I D a t eac h 
UA invo l ved i n t he d ial og is not t he s ame . Speci f i cally , t he l o ca l 
tag a t o ne UA i s iden t i cal t o the remote t ag at the peer UA . The 
tags a r e opaque tokens that f acilit ate t he generation of unique 
d ia log IDs . 

A dialog I D is also associat ed with all responses and with any 
request t hat cont ains a tag i n t he To fie l d . The r ules for computing 
t he dial og I D of a message de pend on whether t he SIP e l ement is a UAC 
or UAS . For a UAC, t he Call- I D va l ue of the d ial og I D i s set t o t he 
Call - I D of t he mess age , t he r emote t ag is set to t he tag i n t he To 
fie l d of the message, and t he l ocal t ag is set t o t he t ag i n t he Fr om 
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f ie ld of the me ssage ( the se r ules apply to both r eque sts and 
responses ) . As one would expect f or a UAS, the Cal l - ID value of t he 
d ia log IO is se t to t he Call- I D of the message, the remote tag i s set 
t o the tag i n the From field of t he message, and t he local tag i s set 
t o the tag i n the To f i eld of the message. 

A d ialog contains cert a i n p ieces of state needed for f u r t he r message 
transmissions within the dial og . Thi s stat e consists of t he d i alog 
ID, a local seq uence number ( used t o orde r requests f r om the UA to 
i t s peer ) , a r emote sequence number ( used t o o rder r equests f r om its 
pee r to t he UA), a local URI, a r emote URI , r emote ta rget , a boolean 
f l ag called " secur e ", and a r o ute set, whi ch is an order ed list of 
UR I s . The r out e set i s t he l ist of servers that need t o be traver sed 
t o send a r equest to the peer . A d i alog can also be i n t he "early" 
state, wh i ch occurs when it i s c reat ed with a p r ov i siona l response, 
a nd then t r a nsiti on t o the "confi r med" state when a 2xx f i nal 
response arri ves . For other r esponses, or i f no r esponse a rri ves at 
a ll on that dialog, t he ear l y di alog t e r minates. 

12. 1 Creati o n of a Dialog 

Dia logs a r e c reat ed t hrough the gene r ation o f non -f a i lur e r esponses 
t o requests wi t h speci f ic methods . Wi thin this specifi cati on, o nly 
2xx and 101- 199 r esponses with a To tag, wher e t he r equest was 
INVITE, wi ll estab l ish a dial og . A dia log establis hed by a non -final 
r esponse to a request i s i n the "ear l y " stat e and it is called an 
early d i a l og . Extens i o ns MAY define ot he r means for creat i ng 
d i a logs. Section 13 g i ves more det a i ls that a re specifi c to t he 
INVITE method . Her e , we de scr ibe t he process for creat ion of d i alog 
state t hat i s no t dependent o n t he method . 

UAs MUST assign va lues t o t he dialog I D component s as descr i bed 
be l ow . 

12 . 1. 1 UAS behavior 

i,Jhen a UAS r esponds t o a r equest with a response t hat establishes a 
d i a log ( s uch as a 2xx t o INVITE), t he UAS MUST copy all Recor d - Route 
heade r field va l ues from the r equest into t he r esponse ( i ncludi ng the 
URi s, URI pa r ameter s, and a ny Record - Route header f ie ld par amet e r s, 
whethe r t hey are known or unknown t o the UAS) and MUST mai ntai n t he 
o rder of t hose values . The UAS MUST add a Contact header fiel d to 
t he r esponse . The Cont act header f iel d cont a i ns an addr ess where t he 
UAS 1~oul d like to be contac ted for subsequent r equests i n the d i a l og 
(which i ncludes the ACK for a 2xx response i n the case of an INVIT E) . 
Gener a lly , t he host portion of t his URI is the IP add ress o r FQON of 
t he host . The URI p rov i ded i n t he Contact header field t-UST be a SIP 
o r SIPS URI . I f the r equest t hat i n i tiated the d i alog contained a 
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SIPS URI i n the Request - URI or i n t he top Recor d - Route header f i e ld 
va l ue, i f ther e was a ny, o r the Contact header f ield if the r e was no 
Record- Route header f iel d, t he Contact header fie l d i n t he r esponse 
MUST be a SI PS URI . The URI SHOULD have g l obal scope ( that is, the 
same URI can be used i n messages out side thi s dialog) . The same way, 
t he scope of t he URI in t he Contact header fie ld of t he I NVITE i s not 
limited to t his dia log either . It can t he r efor e be used i n messages 
to the UAC even o utsid e t his dia log . 

The UAS t hen const ruct s t he state of the d i alog. Thi s s t ate MUST be 
mai ntained for t he duration of t he d i alog . 

If the request arrived ove r TLS, and the Request- URI contained a SIPS 
URI , t he "secure" flag i s set t o TRUE . 

The route set MUST be s e t to the list of URis i n t he Record - Rou t e 
header f i e l d f rom t he r equest , taken in o rder and pr eserv i ng all URI 
parameters . I f no Record-Route header f iel d i s present in t he 
request, t he route set MUST be set t o t he empty set . Thi s r oute set, 
even i f empty , overri d es any pr e-existing route set for f ut u r e 
requests i n t h i s dial og . The r emot e t a rget MUST be set to t he URI 
f r om the Contact head er fiel d of t he r equest . 

The r emote sequence number MUST be set to the va l ue of the sequence 
numbe r in the CSeq header f ield of the r equest. The local sequence 
numbe r MUST be empty . The call identifier component of t he d i a l og ID 
MUST be set to t he value of the Call - I D i n the req uest . The l ocal 
tag component of the d i a log ID MUST be set to t he tag i n the To field 
i n the respo nse to t he r equest (whi ch a lways i nc l udes a tag), and t he 
remote t ag compo nent of t he d i a l og ID MUST be set to the tag from t he 
From f ield i n the r equest. A UAS MUST be pr epared t o receive a 
request wi thout a tag i n t he From f i e l d, in ,~hich case the tag i s 
considered to have a va l ue of null . 

This i s to mai ntain backwards compatib i lity with RFC 2543, which 
did not manda t e From tags . 

The remot e URI MUST be set to the URI i n t he Fr om field, and t he 
l oca l URI MUST be set to the URI i n the To fie ld . 

12. 1. 2 UAC Behavior 

When a UAC sends a request t hat can establish a d i a l og ( such as an 
INVITE) i t MUST provi d e a SIP or SIPS URI with g l obal scope ( i.e . , 
t he same SI P URI can be used i n message s outside this d ial og) i n t he 
Cont act head er f i eld of the r equest. I f the request has a Request ­
URI o r a topmost Rout e header field value wi th a SIPS URI, the 
Contact header f i eld MUST contain a SI PS URI . 
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When a UAC r ecei ves a r es ponse t hat es t ablis hes a d i a log, i t 
constr uc t s t he state of t he d i alog. This s t ate MUST be maintained 
for t he d uration of t he dia log . 

If the request was sent over TLS, and t he Request -URI contained a 
SIPS URI , t he " secu re" flag is set t o TRUE. 

The route set MUST be s e t to t he list of URis i n t he Record - Rou t e 
header f i e l d from the r esponse, taken i n r everse orde r a nd p reserving 
all URI par ameters . If no Record- Route header f i e l d is pr esent in 
t he r e sponse, the route set MUST be set to the empty set . This r oute 
se t , eve n i f empty, overrides any pre - existing route se t for f u ture 
requests i n t h i s dial og . The r emote t a rget MUST be set to the URI 
from t he Contact header fiel d of t he r esponse . 

The local sequence number MUST be set to the value of t he sequence 
numbe r in t he CSeq header fie ld of the req uest . The r emote sequence 
number MUST be empty ( i t is established when the r emote UA send s a 
request wi thin t he d i a l og) . The call iden t i f ier compone nt of the 
d i alog I D MUST be set t o t he va l ue o f t he Call- I D in t he request . 
The local t ag compone nt of t he dial og ID MUST be s e t to t he tag i n 
t he Fr om f ield i n t he r equest, and the r emot e tag component of the 
d ia log ID MUST be set to t he tag i n t he To f i eld of t he r esponse . A 
UAC MUST be prepar ed to recei ve a response withou t a tag i n t he To 
fie l d , i n which case the tag is cons i de red t o have a val ue of n ull . 

This i s to mai ntai n backwards compatib i lity with RFC 2543, which 
did not mandate To tags . 

The remot e URI MUST be set to t he URI i n the To f i e l d, a nd the l ocal 
URI MUST be set t o t he URI i n the From fie ld . 

12. 2 Requests wit h i n a Dial og 

Once a d i alog has been establ ished be t ween t wo UAs , either of them 
MAY i niti ate new t r ansactions as needed within t he dia l og . The UA 
sending t he r equest will take the UAC role f or t he t ransaction . The 
UA r eceiv ing t he r equest L'ilill t ake the UAS r ol e. Note that t hese may 
be different rol es than the UAs hel d du r ing t he t r ansacti o n t hat 
e s t ablished the dialog . 

Requests with i n a dialog MAY contai n Record - Route and Contact header 
f ie l ds. However, t hese r equests do not cause t he dia log ' s route set 
t o be modified , a lthough they may modify the r emote targe t URI. 
Speci f ically , r equest s t ha t a re not target r efresh r equests do not 
modify the dia l og ' s remote t arget URI , and r equests t hat a r e t arget 
refresh requ est s do . For d i alogs t hat have been establis hed with an 
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INVITE, t he on l y t a rget r efresh r equest de f ined is r e - INVI TE ( see 
Section 14 ) . Other extensions may d efine d i fferent targe t ref resh 
request s for d ial ogs established i n other ways. 

Note t hat an ACK is NOT a tar get r efres h r eque st . 

Ta r get ref r esh r equests only update t he d ial og ' s r emote tar get URI, 
a nd not the route set for med f r om t he Recor d-Rout e . Updati ng the 
lat ter would i nt r oduce severe backwa r ds compatibility p r o blems with 
RFC 2543 - compliant systems. 

12.2.1 UAC Behavior 

12. 2.1 . 1 Gener ating the Req uest 

A r equest within a d ial o g is const r ucted b y using many of t he 
componen t s of the stat e stored as par t of the d ial og. 

The URI i n t he To fiel d of t he r equest MUST be set to t he r emote URI 
from t he d ia log s t ate . The tag i n the To header f ield of t he r equest 
MUST be s e t to t he r emot e tag of t he dialog I D. The From URI of t he 
request '4.JST be set to t he local URI f r om the d ial og state . The tag 
i n the Fr o m header f iel d of the request MUST be s et to the local tag 
of t he d i alog I D. I f the value of the remote or l oca l tags i s null, 
t he tag par amet e r MUST be omitt ed f rom t he To o r From heade r fie l ds, 
respecti ve l y . 

Usage of t he URI f r om t he To and Fr om f i e l ds in t he ori g i nal 
r equest with i n s ubseq uent r equests i s done for backwa rds 
compatibility with RFC 2543, whi c h used t he URI for d i a l og 
i dent i f ication . I n t h i s specification , onl y the tags a r e us ed f o r 
dialog ident i f i cation. It i s expected that mandato r y r e f lect ion 
of t he or iginal To and From URI in mi d -d ialog r equests will be 
deprecated in a subseque nt r ev i sio n of t hi s speci ficat i on . 

The Call - I D of t he r eq ues t MUST be set to t he Call - I D of t he d ial og . 
Requests wi t h i n a d ialog MUST contain strict ly monoton i cally 
i nc r ea sing a nd contiguo us CSeq seque nce number s ( i ncr easi ng- by- o ne ) 
i n each d i r ection ( excepting ACK and CANCEL of course, lillhose numbe r s 
eq ual t he r equests being ackn01-Jledged o r cancelled) . Ther efo re , i f 
t he l ocal sequence number i s not empty, t he value of t he l ocal 
sequence number HUST be i ncremented by one , and this va lue MUST be 
p laced into t he CSeq header fiel d . I f t he l ocal s equenc e numbe r i s 
empty , an initial value MUST be chosen using t he guidelines of 
Sect ion 8.1 . 1 .5 . The met hod f ield in t he CSeq header field value 
MUST match t he method of the r equest . 
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lVi t h a l e ngt h of 32 bit s, a clien t cou l d gene rat e , withi n a s i ngle 
call, o ne r equest a second f or about 136 years before need i ng to 
wr ap a r ou nd . The initial va l ue o f t he s equence numbe r i s chosen 
so t hat s ubs equent r equests within t he same call wi ll not wrap 
a r ound . A no n-zero i nitial value a l lows clien t s to us e a time­
based ini t i a l s equence number . A clien t could , f o r e xample, 
choos e t he 31 most s i gnificant bits of a 32- bit second clock as a n 
i niti a l sequence number . 

The UAC us es t he r emot e tar get and r o ute s e t t o b ui l d t he Request-URI 
a nd Route header f iel d o f t he r equest. 

If t he r oute set i s empty , t he UAC MUST place t he r emote t a rget URI 
i n t o t he Req uest- URI. The UAC MUST NOT ad d a Rou t e head er f ield to 
t he r equest . 

If t he r o ute set i s no t empt y, and the f irst URI i n t he rout e s et 
cont ains t he l r par amet e r ( see Section 19.1 .1), the UAC '4.JST p lace 
t he r emote t a rget URI i nto t he Request - URI and MUST i nclude a Ro ute 
header f iel d conta i n i ng t he r oute set va lues i n o rder , includi ng a ll 
par ameter s . 

If the r o ute set is not empty, and its first URI do es not contai n t he 
lr parameter , the UAC ltlST place t he fi r st URI from t he r o ute s e t 
i n t o t he Req uest-URI, s t r i pping any par amet e r s t hat a r e not a llowed 
i n a Req ues t - URI . The UAC MUST add a Rout e heade r fiel d containing 
t he r emai nder of the r o ute set values i n o rder , incl ud i ng a ll 
pa r ameters . The UAC MUST then place t he r emote tar ge t URI int o the 
Ro ute header f i eld as t he last value . 

Fo r exampl e, if t he r emot e t a r get is s i p : user@remoteua a nd t he r oute 
set conta i ns : 

<sip: proxyl>, <sip : proxy2>, <s i p : p r oxy3; l r> , <sip proxy4> 

The r equest wi ll be formed with t he f ol lowi ng Req ues t - URI and Ro ute 
header f ie l d: 

METHOD s i p : p r oxy l 
Ro ut e : <s i p : proxy2> , <s i p p roxy3 ; l r>, <sip : proxy4 >, <sip: us e r@remo t eua > 

I f t he fi r st URI of t he route set does not contain t he l r 
par ameter , the p roxy i ndicated do es not understand t he r outing 
mechan i sms d escribed in t h i s document and 1-Jill ac t as specifi ed in 
RFC 2543, repl ac i ng the Req ue st - URI with t he f i r st Route header 
f i e ld va l ue it r eceives while for wardi ng t he message. Placing t he 
Request - URI at t he end of t he Route hea der fie ld p r e s erves the 
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i nf o r mation i n t hat Request - URI acr oss the stri c t r outer ( it will 
be retur ned t o t he Request-URI 1-fflen t he r equest r eaches a l oose ­
r outer) . 

A UAC SHOULD i ncl ude a Contact heade r field in a ny ta rget r efresh 
request s wi t h i n a d ialog, a nd unless t here i s a need to change it , 
t he URI SHOULD be t he same as used in prev i ous requests within the 
dia log. I f t he "secur e" f lag i s t r ue, t hat URI MUST be a SIPS URI . 
As di scussed i n Secti on 12.2.2, a Cont act header f i eld i n a target 
ref resh r equest updates t he remote t ar get URI . Thi s a llows a UA to 
provide a new contact address, s houl d its addr ess change d ur i ng the 
duration of t he dialog . 

Howeve r , r eq uests t hat ar e not t a rget r efresh request s do not affect 
t he remot e t a rget URI for t he dialog . 

The r est of t he r equest i s formed as described i n Sect i on 8.1. 1 . 

Once t he r eq uest has been constructed, t he address of t he ser ve r i s 
computed and t he r equest i s s ent, us i ng t he same pr ocedures f or 
requests o ut s ide of a dialog (Sect i on 8.1.2) . 

The procedures i n Section 8 .1.2 wi ll no rmally r es u l t i n t he 
r equest being sent t o t he add ress i ndicated by t he topmost Route 
heade r field va lue or t he Request - URI i f no Route header f i e l d i s 
pr esent . Subject to cer tain rest r ictions , t hey allow t he request 
to be s ent t o an alternate add ress ( suc h as a default o ut bound 
pr oxy not r e pr esen t ed i n t he r out e set) . 

12. 2 . 1 . 2 Processi ng t he Responses 

The UAC wi ll recei ve responses to t he r equest from t he t r ansacti on 
l ayer . I f t he client t r ansaction returns a timeout , t h i s is treated 
as a 408 ( Request Timeout) response. 

The behavior of a UAC that receives a 3xx r espons e for a r equest sent 
with i n a dia log i s t he s ame as if t he r equest had been sent outside a 
d i a log . This behavior i s described i n Secti on 8 .1.3 . 4 . 

Note, howeve r , t hat when the UAC t r ies al t e r na t i ve l ocations, i t 
still uses the r ou t e set f or t he d i a log t o build t he Ro ute header 
of t he r equest . 

i,Jhen a UAC r ecei ve s a 2xx response t o a target refresh request, it 
MUST r ep l ace t he d ial og ' s r emote target URI wi t h the URI f r om the 
Contact head er f i eld in t hat r es ponse, if pr esent . 
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If t he r es ponse for a r equest wi thi n a d ial og is a 481 
(Call/Transact i o n Does Not Exist ) or a 408 ( Request Timeout ) , the UAC 
SHOULD termi nat e t he d i alog . A UAC SOOULD also termi nat e a d i a l og if 
no response at all i s r eceived for the request ( t he c lient 
transacti o n woul d i nform t he TU abou t t he t i meout . ) 

For INVITE i ni t iat ed dial ogs, termi nati ng t he dialog co nsist s of 
sendi ng a BYE. 

12. 2 . 2 UAS Behavior 

Requests s ent within a d ialog, a s any other requests, are atomic . I f 
a particul ar r equest is accepted by t he UAS, a ll the state changes 
associated with it are performed. If t he r equest i s rejected , none 
of t he stat e changes ar e performed . 

Note that some r equest s, s uch as I NVITES, affect sever al p i eces of 
state . 

The UAS wi ll recei ve the r eques t from t he t r ansaction l ayer . I f t he 
req uest has a tag i n the To header f i eld, the UAS cor e comput es the 
dia log identifier corresponding to the req uest a nd compares it with 
exi sting d i alogs . If t he re i s a match, thi s i s a mi d- dial og request . 
I n t hat case, the UAS f i r st a pplies t he same p rocessi ng r ules f o r 
requests o ut side of a d i alog, di scussed i n Section 8 . 2 . 

If t he request has a tag i n the To heade r f i e l d , but t he d i alog 
identifier does not match any existing dia l ogs, t he UAS may have 
crashed and r e started, or it may have r ecei ved a r eque st f or a 
d i fferen t ( possibly f ailed ) UAS ( t he UASs can construct the To tags 
so t hat a UAS can i dent i fy t hat t he tag was for a UAS f or which it is 
provi ding r ecovery) . Another possibi lity i s t hat t he i ncoming 
request has been simply mi s routed . Based o n t he To tag, t he UAS MAY 
eit he r accept o r rej e ct the r equest . Accepting t he request for 
acceptable To tags provides robustness, so t hat d i alogs can persist 
even t h r o ugh crashe s. UAs wi shi ng t o s upport t h i s capabi lity must 
take i nto consider a t i o n some issues s uch as choos i ng monot onical ly 
i nc rea sing CSeq seque nce number s even across r eboots, reco nstruct i ng 
t he route set , and accept i ng out -of- r ange RTP timestamps and sequence 
numbe rs . 

If t he UAS wishes to reject t he r equest because it does not wi sh to 
rec reate t he dial og, it MUST r espond to t he r equest wi t h a 481 
{Ca ll/Trans a ction Does Not Exist) status code and pass t hat to t he 
server t r ans acti on . 
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Request s t hat do not change i n any way t he state of a d ial og may be 
received with i n a d ialog ( for exampl e , an OPTIONS r equest ) . They a r e 
p rocessed as i f t hey had been r ecei ved outsi de t he dial og . 

If the r emote sequence number is emp t y , i t MUST be set t o t he va l ue 
of the s eq uence number i n t he C5eq header f i e l d va l ue i n t he r eq uest . 
I f the r emote sequenc e number ,~as not empt y , but t he seq uence n umbe r 
of the r eq uest i s lower t ha n t he remote sequence number, t he request 
is out of order and MUST be rej ected with a 500 ( Server I nter na l 
Err or) r espo nse . I f the r emote sequence n umber was not empty, and 
t he sequence number of the req uest i s g reat e r t han t he r emote 
sequence number , t he r eq uest is i n o r der. I t i s po s s ibl e for the 
CSeq seq uence n umbe r t o be higher t han t he r emote sequence number by 
mo r e t han one. Th i s is not an e r ror conditi on , and a UAS SHOULD be 
p r epared to recei ve a nd p rocess requests with CSeq va lues mor e t han 
o ne higher t han t he p r evious r ecei ved r equest. The UAS t-UST t hen set 
t he r emote sequence numbe r to the va l ue of t he sequence number i n t he 
CSeq header f iel d value i n t he r equest . 

I f a pr oxy challeng es a request g ene r a t ed by the UAC, the UAC has 
to resubmit the r eq ues t with c redentials . The r esubmi tted r eque st 
will have a new CSeq number . The UAS will never see the first 
r equest, and t hus, it wi ll notice a gap i n t he CSeq n umbe r space. 
Such a gap do es not r epresent any e r ror conditi o n. 

When a UAS r ecei ves a t arget r ef resh r equest , i t ~'UST repl ace the 
d i a log' s r emote tar get URI with t he URI from t he Contact header field 
i n that r equest , if p r es ent . 

12. 3 Termination of a Dial og 

I ndependent of the metho d , if a r equest outsi de of a d i a l og gener ates 
a non - 2xx final r e spo nse, a ny ea r ly dialogs c r eated t hrough 
p rovisional respo nses to t hat r equest a re termi nated . The mechanism 
f o r termi nat i ng conf i r med d ialogs is method specif ic . In t his 
s pecif ication, the BYE method terminates a s ession and the dia l og 
associated with i t. See Section 15 f or details . 

13 I nitiati ng a Session 

13 .1 Ove r view 

When a user agent client desir es to i nitiate a sessi on (for example, 
a udio, v i deo, or a game ) , i t formulates an UNITE r equest . The 
INVITE r equest asks a server t o establish a session . Thi s request 
may be f on.,ia rded by proxies, eventua l l y arrivi ng at one or more UAS 
t hat can potent ially accept the i nvi tat ion . These UASs will 
frequent l y need t o query t he us e r about whe t her t o accept t he 
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i nvitati on . Afte r some time, those UASs can accept t he i nvitati on 
(mean i ng the session is to be establ i shed) by sending a 2xx r e s ponse . 
If the invitation is no t accepted , a 3xx, 4xx, 5xx or 6xx response is 
sent , depending on t he r eason for t he r ejection . Before sendi ng a 
final response, t he UAS can also send p r ov i siona l r esponses ( l x x) to 
advise t he UAC o f p rogr ess i n contact ing t he called use r . 

Aft e r possibly r eceiving one or more pr ov i s i ona l r esponses , t he UAC 
wi l l get o ne o r more 2xx responses o r one non - 2xx f ina l r es ponse . 
Because of t he pr ot racted amount of time it can take to r eceive fina l 
res ponses to INVI TE, t he reliability mecha ni sms f or I NVITE 
transacti o ns d iffer f rom t hose of ot her requests ( l ike OPTIONS) . 
Once it r ece ives a f i na l response, the UAC need s t o send an ACK for 
eve ry final r esponse it receives . The procedure for send i ng t h i s ACK 
d epend s on t he t y pe o f r esponse. For fina l r esponses between 300 and 
699, t he ACK p r oces sing i s done i n the t r a ns act ion l ayer and follows 
o ne set of rules ( See Section 17) . For 2x x respo nses, t he ACK i s 
gener ated by t he UAC cor e. 

A 2xx response to an I NVI TE establishes a s ession , and it also 
c r eates a dialog between t he UA t hat issued the INVI TE and t he UA 
t hat gener a t ed the 2xx r esponse. Ther ef o r e , ,~hen mul t i p l e 2xx 
responses a r e r ece i ved from d i fferent r emot e UAs (becaus e t he INVITE 
forked) , eac h 2xx establishes a differ ent d i a l og . Al l these d ialogs 
a re par t of t he same call . 

Thi s sect i on p r ovides d etails on the establishmen t of a s ession using 
INVITE. A UA t ha t supports INVI TE MUST also support ACK, CANCEL and 
BYE . 

13. 2 UAC Processing 

13. 2 . 1 Creat ing t he I n i t ial INVITE 

Since t he initial I NVITE r e present s a r equest outside of a dial og, 
its constr uction follows t he procedures of Secti o n 8 . 1 .1 . Addi t iona l 
p rocessing is r eq u i r ed for t he s pecific case of INVITE. 

An Allow header f ield ( Secti o n 20 . 5) SHOULD be p r es ent in t he INVITE . 
It indicates wha t methods can be i nvoked within a dialog, on t he UA 
sending t he INVITE , for t he d ur ation of t he dialog . For example, a 
UA capabl e of r eceiv i ng I NFO r equests with i n a d i a l og ( 34] SHOULD 
i nc l ude an Allow head er fiel d l isting t he I NFO method. 

A Supported header f i e l d ( Section 20 . 37 ) SHOULD be present i n t he 
INVITE. It enumer ates a ll t he extensions underst ood by the UAC . 
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An Accept (Sect i o n 20. 1 ) header f iel d MAY be p resent i n the INVI TE. 
I t indicates which Cont ent - Types are acceptable t o the UA, i n both 
t he response received by it, and i n any subsequen t requests sen t to 
i t wi t hin di alogs est ablished by t he I NVITE . The Accept header f i eld 
i s especially us ef u l for i ndicating support of vari ous session 
descripti o n formats. 

The UAC MAY add an Ex pi r es header fiel d ( Sect i on 20 .19) to limit t he 
validity of the i nv i t ation . I f t he t ime indi cat ed i n t he Expires 
header field is r eached and no final answer for the INVITE has been 
received, t he UAC core SHOULD gene rate a CANCE L request for t he 
INVITE, as per Section 9 . 

A UAC MAY al so f i nd it useful to add , among others, Subject (Section 
20 . 36), Orga nizati on ( Sect ion 20.25) and User - Agent (Secti on 20 .41 ) 
header fiel ds. They all cont ain i nformation relat ed to the INVI TE. 

The UAC MAY choose to add a message body t o the I NVI TE. Section 
8. 1 .1 .10 dea l s with how to const r uct t he header f i e l ds - - Content ­
Type among ot hers - - needed t o describe t he message body . 

The re are special rul es for message bodies t hat contain a sessi o n 
descr i pti on - thei r corresponding Content -Di sposition is "sessio n" . 
SIP uses an offer/answer model where one UA sends a sessi on 
descr i pt i o n , called t he offer, which contai ns a proposed description 
of the session . The offer i ndicates the desired communications means 
(audio, v i deo, games) , parameters of those means (such as codec 
t ypes ) and addresses for receivi ng media from t he answerer . The 
other UA r es ponds 1~ith another session description, called t he 
a nswer , whi ch i ndicat es whi ch communi cat ions means ar e accepted , t he 
pa r ameters t ha t apply t o t hose means, and addresses for r eceiving 
media from t he offe rer . An offer/ answer exchange i s withi n t he 
context of a dial og, so t hat if a SIP INVITE r esul ts i n multipl e 
d ia l ogs, each is a separate offer / answe r exchange . The offer / ans1~e r 
model de f i nes r estr ict i ons on \~hen offers and answer s can be made 
(for example, you cannot make a new offer while one i s i n p rogress ) . 
Thi s resu l ts i n r estrictions on where t he offer s and answer s can 
appear in SI P messages . In t his specificat i on, offers and answers 
can only appear i n INVITE r equests and responses, and ACK. The usage 
of offers and answe r s i s f urther restr icted . For the i n i t i al INVI TE 
t ransacti o n, t he r ules ar e : 

o The i niti al offer MUST be i n either an INVITE or, i f not t he re, 
i n t he first reliable non-failur e message f rom t he UAS back to 
t he UAC. I n t his s pecifi cation, t hat is t he f i na l 2xx 
response. 
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o If the i nitia l offer is i n an 11-NITE, the answer MUST be in a 
reliable non - f a ilur e message f r om UAS back t o UAC whi ch is 
correlated to t ha t INVITE . for t his specifi cation , t hat i s 
on l y t he f i na l 2xx response t o that I NVITE. That s ame exact 
a nswer MAY a l so be placed i n any pr ov i s i ona l r esponses sent 
p r i or to the answer . The UAC MUST t r eat the fi r st s ess i o n 
descr i pt i o n it r eceives as the answer, and '1.JST ignor e any 
sessi o n descr ipti ons i n subsequent responses t o t he i nitial 
INVITE. 

o If t he i niti a l offer is i n the fi r st r el iabl e non- f ai lure 
message f rom the UAS ba ck to UAC , the ans1\le r MUST be in t he 
acknowledgement for t hat messa ge ( i n thi s specif i cat i on , ACK 
for a 2xx r esponse ). 

o After having sent or recei ved an answer to the first offer , t he 
UAC MAY generat e s ubsequent offers in r eque sts based on r ules 
speci fied for t hat method, but only i f i t has r eceived answe r s 
to any previ ous offer s, and has not s ent any offers to whi ch it 
hasn ' t gotten an answer . 

o Once t he UAS has sent or r ecei ved an ans wer to the i nitial 
offer , i t MUST NOT gene r ate subs eque nt offers i n any response s 
to t he i niti al I NVITE. This means t hat a UAS based on t h i s 
spec i ficati on alone can never generate s ubsequent offer s unt il 
completion of t he i nitial t r ansaction . 

Concretel y , the above r ules specif y t wo exchanges for UAs compliant 
to this specifi cation al one - t he offer is in the I NVITE, and t he 
a nswe r in t he 2xx ( and possibly i n a lxx as ,~ell, with the same 
value), or t he offe r is i n t he 2xx, and t he answer is i n t he A.CK . 
All user agents t hat support I NVITE MUST support these t wo exchanges. 

The Session Des criptio n Protocol ( SOP) ( RFC 2327 (11) MUST be 
s uppor ted by a l l user agents as a means t o describe sessions, a nd its 
usage for co nst ructing off e rs and answe r s t-1.JST follow t he p rocedur es 
defined i n [ 13] . 

The restr i ctions of t he offer -answe r model j ust descri bed only apply 
t o bod i e s whose Conte nt - Disposition header fie ld value i s "sessi on" . 
The refore , i t i s possible t hat both t he INVI TE a nd the ACK contain a 
body message ( for exampl e, t he INVITE car r i es a photo (Content ­
Dispositi on: render) and t he ACK a s es sion descripti on (Content ­
Di s positio n : se ssi on) ) . 

If t he Content - Disposition header field is missing , bodies of 
Content- Type applicat ion/ sdp i mply t he disposi tion "sessi on", while 
o t her content t ypes impl y "render ". 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 40 of 135



Rose nberg, et . al . Standards Track ( Page 80] 

RFC 3261 SIP : Session I niti a t i on Protocol J une 2002 

Once the I NVITE has been c reated , t he UAC follows t he p r ocedures 
defined for send i ng r equests o ut s i de of a d i a l og ( Sect i o n 8 ) . Th i s 
results i n t he co nstr uction of a c lient t r ansacti o n t ha t wi ll 
u l t imatel y send t he r equest a nd deliver responses to the UAC. 

13. 2 . 2 Processi ng I NVI TE Responses 

Once the HN ITE has been passed to the INVITE c lient t r a nsacti o n, the 
UAC 1~aits for r es pons es for the INVITE. If t he INVI TE c lient 
t r ansacti o n r e t ur ns a timeout rather t han a r espo ns e t he TU acts a s 
if a 408 ( Request Timeout ) r esponse had been recei ved , as de sc r i bed 
i n Secti o n 8 . 1. 3 . 

13. 2 . 2 . 1 lxx Respo nses 

Zero , o ne or multi ple provisi o na l responses may arrive befor e o ne o r 
more f i na l respo nses are r ecei ved . Provisi o na l r es ponses for a n 
INVI TE r eq uest can c r eate "early dial ogs" . I f a pr ov i s iona l r e s ponse 
has a tag i n t he To fiel d, and i f t he d ialog I D of t he r es ponse does 
no t match an exi s t ing dialog, one i s constr ucted us i ng t he p rocedu r e s 
defined i n Sectio n 12. 1.2. 

The ea r l y di alog will o nly be needed i f the UAC needs t o send a 
request t o its pee r withi n t he d ial og bef ore t he i ni tial I NVITE 
t r ansacti o n compl etes . Header fiel d s p resent i n a provi s i ona l 
response are applicable as long a s t he d ial o g i s i n t he early s t ate 
(f or exampl e , a n Allow header field i n a provi sio nal respo nse 
contains t he met hod s that can be used i n the d ial og while t h i s i s i n 
t he ea r 1 y s tate ) . 

13. 2 . 2 . 2 3xx Respons es 

A 3xx response may contain one o r more Contact head er f iel d va l ues 
providing new addresses \~here t he cal l ee mi ght be r eacha bl e . 
Depend i ng on t he status cod e of the 3xx response ( s ee Sect i on 21 . 3 ) , 
t he UAC MY choose to t ry t hose new add resses. 

13. 2 . 2 .3 4xx, Sxx and 6xx Responses 

A single non- 2xx final r espons e may be recei ved for t he I NVITE. 4 xx , 
5xx and 6xx r e s ponses may cont a i n a Contact header fiel d va lue 
i nd icati ng t he l oca t i o n 1~he r e add i tio na l i nformat i o n about t he erro r 
can be found . Subsequent f i nal r e sponses (wh i ch woul d o nl y a rri ve 
under error cond i tions ) MUST be ignored . 

All ea r l y di alogs a r e consider ed termi nated upon r eception of the 
no n - 2xx f i na l r es pons e . 
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Aft e r hav i ng r e ce i ved t he non - 2xx f i nal r e s ponse t he UAC core 
consi der s t he UNITE t r ansa ct i on compl eted . The I NVI TE client 
t r ansacti o n handles t he gener ati on of ACKs for t he re sponse ( se e 
Section 17 ) . 

13. 2 . 2 . 4 2xx Responses 

Multi ple 2xx response s may a r r i ve a t t he UAC for a s i ng le I NVITE 
r eque st d ue to a forking p r oxy . Each respons e i s d isti ng ui shed by 
t he tag par amete r in the To heade r f i eld, and each r epresent s a 
d i s t i nct d i alog, with a d i s t i nct d i a l og i d ent i fier . 

If t he d i a l og i d entifier i n the 2xx r espons e mat c hes the d i alog 
i d entif ier of a n existi ng dialog, t he dial og MUST be t r a ns i tioned to 
t he "confi rmed" state, and t he r out e set for t he d i a l og MUST be 
r e computed based on t he 2xx r esponse using the procedures of Section 
1 2 . 2 . 1 . 2 . Otherwi se, a new dialog i n t he " confi r med" state MUST be 
constructed using t he procedur es of Section 12 . 1 . 2 . 

Note t hat t he on ly pi ece of state t hat i s recomput ed i s t he route 
se t . Other pi eces of stat e s uch as t he highes t sequence number s 
(remot e a nd l o ca l) s ent withi n t he d ial o g a r e not r ecomputed . The 
route set onl y is r ecomput ed f or backwa rds compatibility . RFC 
2543 d i d not mandate mi r r o r i ng of t he Record- Rout e heade r f i e l d i n 
a lxx, only 2xx. However , we can not update t he ent i re state of 
t he d i alog , s i nce mi d -dial og r equests may have been s ent wi thin 
t he early d i a l og , modif y i ng t he s equenc e numbers , f o r example. 

The UAC core MUST gener ate an ACK request for each 2xx rece i ved from 
t he t ransac t ion l ayer . The heade r f i elds of t he ACK a r e constructed 
i n t he same way as f o r any r eq uest sent wi t hi n a d i a l og (see Sec t i on 
1 2) with t he exception of t he CSeq a nd t he header f i e lds related to 
authenti ca t i on . The sequence number of the CSeq heade r f i eld MUST be 
t he same as the HNITE be ing acknowl edged , but t he CSeq met hod MUST 
be ACK. The ACK MUST co ntai n t he same c r ed ential s as t he I NVITE . I f 
t he 2xx co nt ains an off e r (based on t he rul es above ) , t he ACK MUST 
carry a n ans we r i n its body . I f t he offer in t he 2xx response i s not 
acceptabl e , the UAC cor e MUST gene rate a valid a nswer i n t he ACK and 
t hen send a BYE i mmedi ately . 

Once t he ACK has been co nstr ucted , the procedures of [ 4 ] are used to 
d e t ermine t he d estinati o n address, port and transport . Howeve r, t he 
r equest i s passed to the t r anspor t l aye r d i r ectly for t r ansmissi on, 
r a the r than a c lient t r ansact i on . This is becaus e t he UAC cor e 
handl e s r etransmi ssions of t he ACK, not the transaction l aye r . The 
ACK MUST be passed to t he c lient t r a nspor t eve r y t i me a 
r e t r ansmi ssi on of the 2xx f i nal response that t r i ggered t he ACK 
a r rives . 
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The UAC core co nside rs t he INVITE transactio n compl eted 64*T1 seconds 
after the recept i on o f t he first 2xx r espo ns e . At t h i s point all the 
early d i a l ogs that have not t rans i tio ned t o established d i a logs a r e 
t ermi nated . Once t he I NVITE t r ansact i on i s cons ider ed complet ed by 
t he UAC core , no mo r e ne\~ 2xx r espons es a re expected to arri ve . 

If, af ter ac knowl edging any 2xx r e sponse t o an INVI TE, the UAC does 
no t want t o cont i nue with that d ial o g , t he n the UAC MUST te r mi na t e 
t he d ial og by send ing a BYE request as described i n Sect i on 1 5. 

13. 3 UAS Pr ocessi ng 

13. 3 . 1 Process i ng of t he I NVITE 

The UAS core wi ll r ecei ve INVI TE r eq uest s from t he t r ansaction l ayer . 
I t f i r s t per f orms t he r equest proces s ing p rocedures of Section 8 . 2 , 
whi ch a re applied for both r eq uest s i nside and ou t s i de of a d i a l og . 

Assumi ng these proce ssi ng states are completed without g ene r ating a 
response , t he UAS co r e per f o r ms t he additi o nal p r oces sing steps: 

1. I f t he request is an INVI TE t hat contai ns a n Expires header 
fie ld, t he UAS core se t s a t i mer f o r t he number of s econds 
i nd i cated i n the header f i eld value . l'llhen the t i mer f ires , the 
i nvi t ation i s consider ed to be exp i red . I f t he i nvi tat i o n 
expi r es bef or e the UAS has gener ated a fina l r espo ns e , a 487 
(Req uest Termi na t ed) response SHOULD be gener ated . 

2 . I f t he request i s a mi d - di alog r equest , t he me t hod - i ndependent 
p r oces s i ng desc r i bed i n Secti o n 12. 2 . 2 i s f i rst applied . It 
mi g ht also modify the session; Section 14 provi des details . 

3 . I f t he r equest has a t ag i n t he To heade r f i e l d but t he d i a log 
identif ier does not match any of t he exi st ing d ial ogs, t he UAS 
may have c r ashed and rest a r ted, or may have r ecei ved a request 
f o r a dif f e r ent (possibly f a iled ) UAS . Section 12 . 2 . 2 p r o vi des 
g uidelines to achieve a robust behav i or under s uch a s i t uation . 

Pr ocessing f r om here f or,~ar d ass umes t hat t he INVITE i s o ut s ide of a 
d i alog, and i s thus f o r t he p urpo ses of e stabl ish i ng a new se s s i on . 

The I NVITE may co ntai n a se ssion descript i o n , i n whi ch case t he UAS 
is being pr esent ed with an of fer f o r t hat s ession . I t i s possible 
t ha t t he us e r i s a lready a participant i n that session , even t hough 
t he I NVITE i s outside of a d ialog . Thi s can happen when a user is 
i nvited t o t he same mul t icast conf erence by mul t i pl e ot he r 
part icipants . I f de sir ed, t he UAS MAY use i dentif i e r s with i n the 
session d es c r ipti on t o detect t h i s d uplicat ion . For example, SOP 
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contains a sessi o n id and ve rsi on numbe r i n t he o r i gin (o) fiel d . If 
t he use r i s already a membe r of t he s es s ion, and the sess i on 
parameters cont a i ned i n the s ession descr ipt ion have not changed , t he 
UAS MAY s ile nt l y accept t he I NVI TE ( t ha t i s, send a 2xx r es ponse 
without prompting t he us e r ) . 

I f t he I NVITE do es not contain a session d escr i pt i o n , t he UAS i s 
bei ng a s ked to par ticipate i n a se ssi on , a nd t he UAC ha s as ked t ha t 
t he UAS provide t he offer of t he se s sion . It MUST pr ov ide t he offer 
i n its f i rst no n- f a i l ure r e liable me ssage back t o t he UAC. In t h i s 
s pec i f icati on, t hat i s a 2xx r es ponse t o the I NVITE. 

The UAS can i ndicate prog r e ss, accept , r edi r ect , or r e j e c t the 
i nvitati o n . I n all of t hese cases, it f o r mulat es a r esponse usi ng 
t he p rocedur e s desc r i bed i n Sec t ion 8 . 2 . 6 . 

1 3. 3 . 1 . 1 Progress 

If t he UAS i s no t ab l e t o a nswer t he i nvit a t ion i rrwned iat e l y , it can 
choose to indicate some kind of p rogress t o t he UAC ( for example , an 
i ndicati o n t ha t a pho ne i s ringi ng ) . This i s accomplished wi t h a 
p rovi s i o nal r esponse bet\~een 101 and 199. These provisi o na l 
r e s ponse s establis h ear l y d i alogs and t he r efore fol l ow t he p rocedu res 
of Secti o n 12.1.1 i n addition to those of Section 8 . 2 . 6 . A UAS MAY 
send as many provisional respo nses as it likes . Each of t hese HUST 
i ndicate t he same d ialog ID . Ho1vever, t hese \~ill not be d e live r ed 
reliably . 

If t he UAS d es i r es an extended per i od of t i me to answe r t he INVI TE , 
it wi ll need to as k f or an "extensio n" i n order t o pr eve nt p roxi es 
from canceling the transacti o n . A proxy has t he o ption of canceling 
a t r ansa ct i on 1,olhen t here i s a gap of 3 min ut es be t ween responses i n a 
transacti o n . To prevent cancel lat i on, the UAS MUST s end a non -100 
provisional r espons e a t every minute, t o handle t he possibility of 
l ost p r ov i s i ona l r esponses. 

An INVITE t r ans actio n can go on for ext ended d ur ations when t he 
us e r i s placed on hol d, o r when int e r worki ng wi t h PSTN s ystems 
which allow communi cations t o t a ke place without answering t he 
ca ll . The l a t t er i s common i n I n t eracti ve Voi ce Re sponse ( IVR) 
systems . 

13. 3.1.2 The I NVITE i s Redi r ec t ed 

If t he UAS deci d es to r edirec t t he call, a 3xx r e sponse i s sent . A 
300 (Multiple Cho i ces) , 301 ( Hoved Permane ntly) o r 302 (Moved 
Tempo r a rily) response SHOULD contai n a Cont act header f i e l d 
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contain ing o ne or more URls of new addresses to be tried . The 
response i s passed to t he INVI TE server t r ansaction , which wi ll deal 
wi th its r e t r ansmissions . 

13.3.1.3 The I NVITE is Rej ected 

A common scenari o occurs when the callee is cur rentl y not willing o r 
a bl e to take additional calls at this end system. A 486 ( Busy Here) 
SHOULD be r e turned i n such a scenario . If t he UAS knows t hat no 
other end system will be abl e to accept t h i s call, a 600 (Busy 
Eve rywhere ) r esponse SHOULD be sent instead . However , i t i s unlikely 
t hat a UAS will be able to know this in general, and t hus t his 
response wil l not usually be used . The r esponse i s passed to the 
INVITE serve r transacti on, which will deal with its r etransmissi ons. 

A UAS r e j ecting an offer cont ained in an INVI TE SHOULD retu r n a 488 
(Not Acceptable Her e ) r esponse. Such a r esponse SHOULD i nc lude a 
Warning header f i e ld value exp l ain i ng why the offer was r e jected . 

13.3.1.4 The I NVITE is Accepted 

The UAS core gener ates a 2xx r esponse . Thi s response establishes a 
d ia log, and therefore follows the p r ocedures of Section 12 .1. 1 in 
addition t o those of Section 8 . 2.6 . 

A 2xx r esponse to an INVI TE SHOULD contain the Allow header f i e ld and 
t he Supported heade r fie ld, and MAY contain the Accept header fie ld . 
Inc l uding t hese header fields allows the UAC to determi ne t he 
features and extensions s upported by the UAS for the duration of the 
call , wi t hout prob i ng. 

If the INVITE request contai ned an offe r , and t he UAS had not ye t 
sent an answer , the 2xx MUST contain an answer . I f t he I NVITE did 
not conta in an offe r , t he 2xx MUST contain an offer i f the UAS had 
not yet sent an offer . 

Once t he r espons e has been const r ucted, i t i s passed to t he INVI TE 
serve r transact i on . No t e, howeve r , that the I NVITE server 
transacti o n wi l l be destroyed as soon a s it r ece i ves this final 
response and passes it t o the transport . Ther efore , it i s necessa r y 
t o periodica lly pass the r e sponse d i r ectly t o t he t r anspor t unt il t he 
ACK a rri ves . The 2xx r esponse i s passed t o the transport with an 
i n t erval that start s a t Tl second s and doubles for each 
ret r ansmi ssion unti l it r eaches T2 seconds ( Tl a nd T2 are defined i n 
Section 17) . Response r e t r ans mi ssions cease when an ACK request for 
t he response is r ecei ved . This is i ndependent of whatever transport 
protocol s are us ed to s end t he response. 
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Si nce 2xx is retra nsmitted end- to - end , there may be hops bet ween 
UAS and UAC t hat are UDP . To ensure r e liable delivery ac ross 
these hops, t he respo nse i s retransmitted pe riodica lly even i f t he 
transpor t at the UAS is reliable . 

I f t he server r e t r ansmi ts the 2xx response for 64*Tl seconds without 
receiving an ACK, t he d i alog is confirmed , but t he sessi on SHOULD be 
t erminated . Thi s is accomplished wi th a BYE , as desc r i bed i n Section 
15 . 

14 Modifying an Ex i sting Session 

A successful INVI TE request ( see Section 13) est ablis hes both a 
d ia log between t wo user agent s and a s ession using the offe r - answe r 
model. Section 12 explains hm" to modif y an existing d ial og us ing a 
tar get refr esh r equest (for example, chang i ng t he r emote t a rget URI 
of t he d i alog) . This s ection describes how to modi fy t he actual 
session . Th is modification can i nvo l ve changing addr esses o r ports, 
adding a media stream, deleting a medi a str eam, and so on . This i s 
accomplished by s end i ng a new I NVITE r equest '"ith i n t he same d ialog 
t hat established the s ession. An INVI TE request s ent wi t hi n an 
exi sting dialog i s known as a r e - INVI TE. 

Not e t hat a s i ngle r e - INVITE can modify the d i alog and t he 
par ameters of the session at t he same t i me . 

Eithe r the cal l e r o r cal lee can modify an existi ng session . 

The behavi or of a UA on detecti on of media fai lure i s a mat ter of 
l ocal policy . However, automated generat i on of re - I NVITE or BYE is 
NOT REC°""1ENOED t o avoi d f looding t he network with traffi c when t he r e 
is congesti on . I n any case, i f t hese messages are sent 
automatically, they SHOULD be sent after some r andomi zed inter val. 

Not e t hat t he pa ragraph above refers t o automatically generat ed 
BYEs and r e - I NVI TEs . If the user hangs up upon med i a f ailure, t he 
UA would send a BYE r equest as usual . 

14. 1 UAC Behavi or 

The same offer - ans1"er model that applies to sessi o n descriptions i n 
INVI TEs (Sectio n 13. 2. 1 ) applies to r e- lNVITEs. As a result , a UAC 
t hat wa nts to add a medi a stream, for example , wi ll c reate a new 
offer t hat contai ns t hi s med ia strea m, and s end t hat in an I NVITE 
reque st to i ts peer . It is i mportant to note that t he full 
descripti o n of t he se s sion, not j ust the change, i s sent . This 
suppor ts statel ess sessi on processi ng i n various elements, and 
suppor ts f ai lover and r ecovery capabilities . Of co ur se, a UAC HAY 
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send a r e - I NVITE with no session description , i n which c ase t he first 
reliable non-fa ilur e r esponse to t he r e-INVITE wi ll cont a i n t he off er 
( i n t h i s spe cif i cation , t hat is a 2xx r esponse) . 

If the s ession desc r i ption format has t he capability f or ve r s i o n 
number s, t he of f e r e r SOOULD i ndicate t hat t he ve rsi on of t he sess i on 
descripti on ha s changed . 

The To, From, Call - ID, CSeq , and Request - URI of a r e - INVITE are set 
following t he same rules a s f or regu l a r r equest s with i n an exi sting 
d ia log, d es c r ibed i n Section 12. 

A UAC MAY choose not t o add a n Alert -Inf o header f ield o r a body with 
Content - Di s pos i t i on "al ert"' to r e - INVI TEs because UASs do not 
t y p i cally aler t t he user upon r ecept i on of a r e - IINI TE . 

Unlike an I NVITE, which can f ork , a r e - INVITE will neve r for k , and 
t he refore, only eve r g ene rate a s i ng l e f i na l r espo nse. The r eason a 
re - I NVITE \\li ll neve r f ork is t hat t he Request - URI ident i f i es t he 
t a rge t as the UA inst ance i t established the d ial og with , r athe r t ha n 
i d entif y i ng an addr ess -of- record for the us e r . 

Note t hat a UAC MUST NOT i nitiate a new INVI TE transact i on with i n a 
d ia l og while anot he r IINI TE t r ansacti on i s i n p rogr ess i n e ithe r 
d i r ection . 

1. I f t he r e i s an ongoing I NVITE client t r ansaction , t he TU MUST 
wait u nt il the t r ansact ion reaches the compl e t ed or ter mi nated 
st ate befor e i niti ating the new I NVITE. 

2 . I f the r e i s an o ngoing I NVITE s e r ver t r ansacti on , t he TU MUST 
wa i t u nt il t he t r ansaction reaches the confi rmed o r ter mi nated 
state befor e i n i t i ating t he new INVITE . 

However, a UA MAY i n i t i ate a r egular t r ansacti on while an UNITE 
t ransacti o n i s i n p rogr es s. A UA MAY a l so i nit iate an IINI TE 
t ransac t i o n whi l e a regular t ransac t i on i s i n p rogr es s . 

I f a UA r eceives a no n - 2xx final r esponse to a re-I NVITE, t he session 
pa r ameter s MUST r emain unchanged, as i f no r e - INVITE had been issued . 
Not e t hat, as stated i n Sectio n 12. 2 .1.2, i f t he no n - 2xx f i na l 
response i s a 481 (Call/ Tr a nsac t ion Does Not Exist ), or a 408 
( Request Timeout ), o r no response at all i s r ecei ved for t he r e ­
INVI TE ( t hat i s , a t i meout i s r e t u r ned by t he INVITE c lient 
transacti on), the UAC will termi nate the d i a l og. 
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If a UAC r eceives a 491 r esponse to a r e - IINITE, it SHOULD start 
t i mer wi t h a va l ue T chosen as follows : 

1 . I f t he UAC is t he m..ine r of t he Call - I D of t he d ial og ID 
( meaning i t generated the va l ue ) , T has a randoml y chosen va l ue 
between 2 . 1 and 4 second s in u ni ts of 10 ms . 

2 . I f the UAC i s no t t he owne r of the Call - IO of t he d i a log I D, T 
ha s a r andomly chosen value of be tween 0 a nd 2 second s i n un its 
of 10 ms. 

When the t imer fire s , the UAC SHOULD attempt the re - INVITE once more, 
if it st i ll desir es f or t hat session modifi cat ion to take place . For 
example, i f t he call was alre ady hung up with a BYE, t he r e - INVI TE 
wou l d no t t a ke pl ace. 

The rules for t r ansmitting a r e - INVITE and f or gener a t i ng an ACK for 
a 2xx r e s ponse t o r e - IINI TE a r e t he same as for the i n i t i al INVI TE 
(Section 13 . 2.1 ) . 

14. 2 UAS Behavi o r 

Secti on 13 . 3 . 1 d escri bes t he procedure for disti nguishi ng i ncomi ng 
re - I NVITEs from i ncoming i n i t ial INVITEs and handling a r e - INVITE for 
a n existi ng dial og . 

A UAS t hat r eceives a second UNITE before it sends t he f i nal 
response t o a first I NVITE with a lower CSeq sequence number on the 
same d ial o g MUST r eturn a 500 (Ser ve r I nte r na l Error) response to the 
second IINITE a nd MUST i nclude a Retry- After header fie l d with a 
r andomly cho sen va lue of bet ween 0 a nd 10 seconds . 

A UAS that r eceive s a n I NVITE on a d i alog while an I NVITE i t had sent 
o n t hat dialog i s in progress MUST retu r n a 491 ( Request Pendi ng) 
response to t he r eceived INVITE . 

If a UA r eceives a r e - I NVITE for an existi ng d ial og, i t lt!ST check 
a ny ve r s i o n i denti fiers i n t he sessio n descr ipti on or, i f t here a r e 
no ve rsi o n i dentifiers, the content of the s essio n descri ption to see 
if it ha s chang ed . If t he sessi on d escription has chang ed, t he UAS 
MUST adjust t he sessi on parameters a ccord ingly, poss i b l y after ask i ng 
t he user for conf i r mati o n . 

Ve r sio ning of t he s essio n d escri ption can be used to accommodat e 
t he capabilities of new arr i vals to a conference , add or de let e 
media, or change f rom a unicast to a mul t i ca st conference . 
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If the new s e s s i o n description is no t acceptabl e, t he UAS can rej ect 
i t by r e tur n i ng a 488 (Not Acceptable Here) r espo ns e f o r t he re ­
INVITE. This res pons e SHOULD i nclude a Warni ng header f i e l d . 

I f a UAS generates a 2xx response and never r ecei ves an ACK, it 
SHOULD generate a BYE t o terminate the d ial o g . 

A UAS MAY choose not t o generat e 180 ( Ri ng i ng) responses for a r e­
INVITE because UACs do not t ypicall y r ender t his i nf o r mat i on t o the 
us e r . For t he s ame reason , UASs MAY choose not to use a n Alert - Inf o 
header fie l d or a body with Content - Dis posi t ion "al ert" i n r e spo nses 
t o a r e - I NVI TE. 

A UAS p r ovid i ng an offer i n a 2xx (because the INVI TE d i d not contain 
a n off e r ) SHOULD cons t r uct t he offer as if t he UAS we r e making a 
b rand new call, s ubject to t he const r a i nt s of send i ng an off e r t hat 
updates an e xisting s ession , as described in (1 3] i n t he case of SDP . 
Specifically, thi s means t hat it SHOULD i nclude as many media f ormats 
a nd medi a types that the UA i s willing to s upport . The UAS MUST 
e ns ur e that t he s e s sio n description ove r laps ,,d t h i ts prev i ous 
ses sion des c r ipti on i n media f ormats , t r ans por t s, or ot he r parameter s 
t ha t r eq u i r e su pport f rom t he peer . Th i s i s to avo id t he need for 
t he peer to rej ect t he s essio n de sc r i ption . I f , howeve r , i t is 
unacceptabl e t o t he UAC , t he UAC SHOULD gener ate an answer wi t h a 
valid sessio n d escript i o n , and t hen s end a BYE t o t e rmi nate t he 
session . 

15 Terminating a Session 

Thi s section descr ibes the procedures for t e rmi nating a s es s ion 
e s t ablished by SIP . The stat e of t he s e s s i o n and t he state of t he 
d ia log are very closely related . When a s essi on i s i niti a ted with a n 
INVI TE, each lxx or 2xx r e s po ns e f rom a d i s t i nc t UAS c reates a 
d ia l og, and i f that response completes t he offer / answer exchang e , it 
a l so c reates a s ession . As a r e sult , each s es s ion i s "associated" 
with a s i ngle d i alog - the one which r esulted i n i ts c r e ation . If a n 
i nitial I NVI TE gene rates a no n-2xx f i na l response, t ha t t e rminat es 
a ll sessi o ns ( i f any) and a ll dialogs ( if any) t hat we r e creat ed 
t hrough r es ponses to the request . By v i r tue of complet i ng t he 
t ransacti on, a no n - 2xx final r es ponse a l so pr even t s f u r ther sessions 
from being created as a resul t of t he INVITE. The BYE reque st i s 
used to t e rmi nate a s peci f ic s es s ion or attempted s es sio n . I n t hi s 
case , t he s peci f i c se s s i on is t he one with t he peer UA o n t he o t her 
sid e of the d ial og . t,/hen a BYE i s rece i ved on a d i alog, any session 
associated with t hat d i alog SHOULD termi na te . A UA MUST NOT se nd a 
BYE outsi d e of a dial og . The ca ller ' s UA MAY send a BYE f o r e i t he r 
conf i rmed or earl y d i a l ogs, a nd t he callee ' s UA MAY send a BYE o n 
conf i rmed dialogs, but MUST NOT send a BYE o n early d ial ogs . 
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However , t he callee 's UA MUST NOT send a BYE on a conf irmed d i a l og 
unt il it has received an ACK f or i t s 2xx r esponse or unt il t he s erver 
transacti o n times out . If no SI P exten s ions have defined othe r 
ap plicati o n layer states a ssociated with the d ial og, t he BYE a l so 
t e rmi nates t he d i a log . 

The i mpa ct of a non - 2xx final r espons e to I NVI TE o n d ial o gs and 
ses sions makes t he us e of CANCEL attr active . The CANCEL attempt s to 
force a no n - 2xx r es po ns e to the INVITE ( i n par t i c ular , a 487) . 
The refo re , if a UAC wishes t o gi ve u p on its call a ttempt ent irely, 
it can s end a CANCEL. I f t he I NVITE r e sults i n 2xx final r e sponse ( s ) 
t o t he INVI TE, this means tha t a UAS accepted the i nvitati on while 
t he CANCEL was in p rogres s. The UAC MAY cont i nue with the sess i on s 
e s t ablished by any 2xx responses, o r MAY termi nate t hem with BYE . 

The not i on of "hang i ng up" i s not we ll d ef i ned wi t h i n SIP . It i s 
spec i f i c to a pa r ticular , a l be i t common , user i nter face . 
Typically, when t he user hangs up , it indi ca t es a desi r e t o 
t ermi nate t he a ttempt to establis h a session , and to t e r mina t e any 
sessi o ns already c reated . Fo r t he caller's UA, t his would i mply a 
CANCEL r equest i f the i nitial INVI TE has not generat ed a final 
respo ns e , and a BYE t o a ll confirmed d i a l ogs after a f i nal 
response . For the ca llee's UA, i t woul d typical l y i mpl y a BYE ; 
presumably, when t he use r pi cked up t he phone, a 2xx was 
gene r ated , a nd so hanging up 1vould result i n a BYE af ter t he ACK 
is r e ceived . Th is doe s no t mean a user cannot hang u p bef o re 
r eceipt of the ACK, i t just means t hat the softwar e in h i s p hone 
needs t o mainta in state f or a short whi l e in order t o clean up 
prope r l y . If the particul ar UI a l l ows for the us e r t o r e ject a 
call before i t s answered, a 403 (Forbidden) is a good way t o 
exp ress t hat. As per t he r ul es a bove, a BYE can ' t be sent . 

15 .1 Ter minating a Sessi on ,~ith a BYE Reque st 

15.1. 1 UAC Behav i or 

A BYE r equest i s cons t r ucted as 1voul d any o ther request with i n a 
d i alog, as desc r i bed in Sectio n 1 2 . 

Once t he BYE is constructed , the UAC core creat e s a new no n- INVI TE 
c lient transaction, a nd passes i t t he BYE r equest . The UAC MUST 
consider t he session terminat ed ( and therefore st o p send i ng o r 
lis ten i ng for media ) as soon as t he BYE request i s pa ssed to t he 
c lient t r ansacti o n . If the response f or the BYE i s a 481 
(Call/ Transacti on Does Not Exist ) or a 408 ( Reque st Timeo ut ) or no 
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response a t all i s received for the BYE ( that i s, a timeout is 
returned by t he clien t t r ansaction) , t he UAC MUST consider t he 
session and t he dia l og termi nated . 

15. 1. 2 UAS Behavior 

A UAS f i r st processes the BYE r equest according to t he gene ral UAS 
pr ocessing desc r i bed in Secti on 8.2. A UAS core r ece i v i ng a BYE 
request checks i f it matches an existing d i al og . I f the BYE does not 
mat ch a n existing dial og , t he UAS cor e SHOULD gener ate a 481 
(Ca ll/Tr ansa cti on Does Not Exi st ) response and pass t hat t o t he 
serve r t r ansacti o n . 

This r ule means t ha t a BYE s ent without tags by a UAC wi ll be 
r e j ect ed . Thi s i s a cha nge f r om RFC 2543 , which a llowed BYE 
,vi t hout tags. 

A UAS co r e r ecei v i ng a BYE request f or an existi ng dialog MUST f ollow 
t he p rocedur e s of Secti on 1 2. 2 . 2 t o pr oces s the r equest . Once done, 
t he UAS SHOULD termi nate t he s es s ion ( and t her efor e stop s endi ng and 
listen i ng for media ) . The only case where i t can el ect not to ar e 
mult icast s essions , wher e part i c i pati on i s pos s i ble even i f t he other 
pa r ticipant i n t he dial og has ter mi nated its i nvol vement i n t he 
session . \.Jhether o r not it ends i t s pa rticipation on t he sessio n, 
t he UAS core MUST gener ate a 2xx response t o t he BYE , and MUST pas s 
t hat to t he server transaction for t r ansmissi on . 

The UAS ,.._,ST st i ll r e s pond t o any pe ndi ng r eque sts r eceived f or that 
dia l og. It i s RECor'1/•1ENOED t ha t a 487 (Req uest Te rmi nated ) r e sponse 
be generated t o t hose pend i ng r equest s . 

16 Proxy Behavi o r 

16 . 1 Ove r view 

SIP pr ox i es a r e e l ement s t hat r oute SI P r eques t s t o user agent 
se rve r s and SIP r es po ns es to use r agent clients. A r equest may 
trave r se s eve ra l pr oxies on its 1vay t o a UAS. Each will ma ke r outing 
dec isions, mod i fying the r equest bef ore f o rwardi ng it to t he next 
element . Responses wi ll r o ut e t h rough t he s ame set of proxies 
trave r sed by t he r equest i n the r eve r s e order . 

Bei ng a pr oxy is a l ogi ca l role for a SIP el ement . \.Jhen a r equest 
arr i ve s, an e l ement t ha t can p l ay t he r o l e o f a pro xy fi r st dec i des 
i f it ne eds to r espond t o t he r eque s t on its m..in . Fo r i nstance, t he 
request may be malformed o r the element may need cr edent i a l s f r om t he 
c lient bef or e a cting as a proxy . The e l ement MAY r espond with any 
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appropr iate e r ror code . When respondi ng d i r ectly t o a r eq uest, the 
element i s p l ay i ng t he r o l e of a UAS and MUST behave as desc r i bed i n 
Section 8 . 2 . 

A proxy can ope r a t e i n either a statefu l o r stateless mode f or each 
new r equest . When sta t eless, a p r oxy ac t s as a s i mple f orwa r ding 
element . It f orwards each request downstream t o a single e l ement 
deter mined by maki ng a targeti ng and r outing dec isi on based on t he 
reque st . It s i mpl y f o rwa r ds eve r y r esponse it rece i ve s upstream. A 
stat e l e s s pr oxy discards i nformation about a me ssage onc e t he message 
has been forwarded . A s t atef ul p r oxy r emember s i nformati o n 
( specif i cally, t r an sa cti on st a t e ) about ea ch incoming reque st and any 
request s i t sends a s a r e sult of processing the incomi ng r eque st . It 
us e s t his i nformation t o affe ct t he process i ng of f uture messages 
a s sociat ed ,vith t ha t r eques t. A stateful pr oxy MAY choose to " f ork" 
a r equest , r out i ng it t o multi ple destinati o ns. Any r eq ues t t ha t i s 
f onva r ded t o more tha n one l ocation MUST be handl ed s t atef ully . 

In some c i r c umstances, a p roxy MAY fonvar d r eque s t s us i ng stateful 
transport s ( such as TCP) without being t ransact ion - s t atef ul . For 
i nstance, a proxy MAY f o rward a r equest f r om one TCP connection t o 
a nother t r ansact i on s tatel essly as l ong a s it places enough 
i nformat i o n i n the me ssage t o be ab l e to forwar d the response down 
t he same connecti on t he r equest a r rived on . Requests f orwa r ded 
bet ween d i ffere nt types of transports where the proxy· s TU must take 
a n active role i n ens uri ng reliable del i ve ry on one of the t r anspo r t s 
MUST be forwar ded t r a nsaction stat ef ully . 

A s t atefu l p r oxy MAY t r ans i t i o n to s t ateless ope r ation a t any t i me 
during the p r oc essing of a r equest, so l ong as it did not do anyt h i ng 
t hat wo ul d ot herwi se prevent i t f r om being s tate less i niti a lly 
(f orki ng, f o r exampl e, o r gener ation of a 100 r e s ponse) . \.Jhen 
pe rfor mi ng s uch a tra ns i t i on, all state is simply d i scarded. The 
proxy SHOULD NOT i niti at e a CANCEL r equest . 

Much of t he processing i nvolved 1vhen acting statel es s ly or statefully 
f o r a r equest i s i den t i ca l. The next seve r al subs ections a r e written 
from the poi nt o f v iew of a st ateful proxy . The l ast section calls 
out those place s whe re a statel e s s p roxy behave s d i f f ere ntly . 

16 . 2 St a t ef u l Pr oxy 

!,Jhen statefu l , a pr oxy i s pur ely a SIP t ransaction processi ng engi ne . 
I t s behavi or is mode led here i n t e rms of the s e r ver and client 
t ransact i o ns def i ned i n Sec t i o n 17. A statef u l proxy ha s a server 
t r ansacti o n a ssociated with one o r mor e c lient transactions by a 
highe r layer proxy proces sing component ( s ee figure 3 ) , known a s a 
p roxy cor e . An i ncoming r equest is processed by a s e r ve r 
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transacti o n . Request s from t he ser ver t r ansac t ion a r e passed t o a 
p r oxy cor e . The pr oxy cor e d e t e r mines whe r e t o route t he r equest , 
choosing o ne or mor e next- hop l ocations. An outgo i ng request f o r 
each next - ho p l ocation i s p rocessed by its own associated clien t 
t ransactio n . The p roxy cor e col l ect s t he r espons es f r om t he client 
t r ansacti o ns and uses t hem to send r espons es t o the ser ver 
transacti o n . 

A statef u l p r oxy c r eat es a new server t r ansaction f or each new 
request r eceived . Any r etr ans missi ons of t he r eq uest wi ll t hen be 
handl ed by t ha t server t r ansaction pe r Sect ion 17 . The pr oxy core 
MUST behave as a UAS with respect t o s endi ng an i lll'llediate p r ov i siona l 
o n that s erve r t r ansacti on ( s uch as 100 Tr y i ng ) as described i n 
Section 8 . 2 . 6 . Thu s , a stateful p roxy SHOULD NOT generate 100 
(Tryi ng ) r es ponses to no n- INVITE r eq uests . 

Thi s is a mode l of proxy be hav ior , not of so f tware. An 
impl emen t ation is free to t a ke any appr oach that r eplicat es the 
ext erna l behav i or this mode l def i nes . 

Fo r a ll new r eq uests, i nc ludi ng any with u nknown method s , an element 
i n t end i ng t o p roxy t he r equest MUST: 

1. Va lida t e the r eq uest ( Section 16. 3) 

2. Pr epr ocess r out ing i nf o rmation (Secti o n 16. 4 ) 

3 . Det e rmi ne tar get ( s ) for the request ( Sect ion 16.5) 

+- - --- ------- -- - ---- - + 
+---+ 
I C I 
I T I 
+---+ 

+- --+ Proxy 
"Higher " l aye r 

+- - -+ CT = Client Tr ansact ion 
I C I I s I 

I T I I T I ST = Server Tr ansaction 
+- --+ 

+---- - - - -- - -- - - - - --- -+ 

+---+ 
+---+ 
I C I 
I T I 
+---+ 

Figur e 3: Statefu l Pr oxy Mode l 
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5 . Pr o cess a ll res ponse s ( Section 16.7) 

16. 3 Request Va lidation 
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Bef or e an element can pr oxy a r equest , it HUST ve r i fy t he message ' s 
valid ity . A va lid message mus t pass t he followi ng checks : 

1 . Reas onab l e Syntax 

2 . URI scheme 

3. Max- Fo r wa rds 

4 . ( Optiona l ) Loop Detec t ion 

5 . Proxy- Req ui r e 

6 . Pr o xy -Author i zati o n 

I f any of t hese checks f a il, t he e l ement MUST behave a s a user agent 
server (see Sect i on 8 . 2 ) and respond wi th an e r ror code . 

No t i ce that a proxy i s not r equi red to detect me rged r equests and 
MUST NOT treat mer ged r equest s as an e r ror cond i t i o n . The endpoints 
receiv i ng t he r eq uests wi ll r esolve t he mer ge as d esc r i bed i n Sect ion 
8 . 2 . 2. 2 . 

1. Reasonable syntax check 

The r equest HUST be we ll- f ormed enough t o be handled with a s erver 
t ransact i on . Any component s i nvo l ved i n t he remainde r of t hes e 
Reque st Vali dation st eps or the Request Forwa rding se ction MUST be 
we ll- formed . Any o t he r component s, well - f o r med or not, SHOULD be 
ignor ed a nd r emain uncha ng ed 1vhen the message i s f orwar ded . Fo r 
inst ance, an e l ement \~ou l d not reject a r equest becaus e of a 
ma l f ormed Date header fiel d. Li kewise, a p r oxy woul d not r emove a 
ma l f ormed Date header f iel d befo r e for war ding a r equest . 

This pr otocol is d es i gned t o be ext ended . Futur e extens ions may 
define ne1v method s and header fiel ds at any time. An e l emen t MUST 
NOT r ef use t o pr oxy a r equest becaus e i t contai ns a method or 
heade r field i t does not know about . Telcom Ventures Exhibit No. 2017 
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2 . URI scheme c heck 

I f the Request - URI has a URI whose scheme i s not understood by the 
proxy, t he proxy SHOULD reject t he r equest with a 416 (Unsupported 
URI Scheme) r espons e . 

3 . Max-Forwa r ds chec k 

The Max- For wards heade r f i e l d {Section 20 . 22) i s used t o l i mi t t he 
numbe r of e l ement s a SIP r equest can traver se . 

I f the r equest does not cont a i n a Max-Forwar ds heade r f i eld, t h i s 
chec k i s passed . 

I f t he r eques t con t ai ns a Max- Forwards header f ield wi t h a f i eld 
va lue g r eater t han zero, the check i s passed . 

I f the request contai ns a Max- Fo r wards heade r f ield wi t h a f i e ld 
value of zero (0), t he e l ement MUST NOT forward t he r eque st. I f 
t he r equest was f or OPTIONS, t he e l emen t MAY a ct as the fina l 
r ecipient and r espond per Section 11 . othe r wi s e , t he elemen t MUST 
r eturn a 483 ( Too many hops) r e sponse. 

4 . Optional Loop Detect i on check 

An element MAY check for f orwar ding loops before forward i ng a 
r equest . I f t he r equest contains a Via heade r fie ld with a s ent ­
by val ue t ha t equals a val ue placed i nt o previ ous requests by the 
proxy , t he r equest has been for warded by t h i s element before . The 
r equest has e i ther l ooped or i s l egitimat el y s pi r a ling t h r ough t he 
element . To determi ne i f t he r equest has looped, the elemen t MAY 
pe r f orm t he br anch paramet er calcul ation descri bed i n Step 8 of 
Secti o n 16.6 o n t his message and compar e it t o t he parameter 
r ecei ved i n t ha t Via header fiel d . I f t he parameters match, t he 
r equest has l ooped . If t hey d i f fer , the r equest i s spi r ali ng , and 
processing cont i nues . I f a loop i s det ect ed , t he e l ement MAY 
return a 482 (Loop Detec t ed ) r e sponse. 

5 . Proxy - Req ui r e check 

Fut u r e extens i ons t o t h i s protocol may i ntroduce feat ur es t hat 
requi r e s pecial ha ndling by p roxi es . Endpoints wi ll i nclude a 
Proxy - Req uire header fiel d i n r equests t ha t use t he se f eatures, 
t e lli ng t he proxy not to proce ss t he request unl es s the feature i s 
understood. 
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I f the request con t ai ns a Proxy- Requ i r e heade r f i eld ( Section 
20 .29) with o ne or more opt i on- tags t his el eme nt does not 
under stand , t he e l ement MUST r e t urn a 420 (Bad Extens i o n) 
response . The r e s ponse MUST i nc l ude an Uns upport ed ( Section 
20 .40) header fiel d list i ng t hose option - tags the e l ement d i d not 
understand . 

6 . Proxy -Authori zation check 

I f a n e l ement r equi r es c redential s bef ore for war ding a request , 
t he r equest PVST be i nspected as described i n Section 22.3 . That 
section a l so defines what the e l ement must do if t he inspection 
fails . 

16.4 Route I nfor mat i on Pr epr ocess i ng 

The p roxy MUST i nspect the Request - URI of the r eq ues t. I f the 
Request- URI of t he request conta i ns a value t h i s proxy previous l y 
p l aced i nto a Record- Route heade r f i e l d ( s ee Secti o n 16. 6 i tem 4 ) , 
t he p roxy MUST r eplace the Reque st- URI i n t he r eq ues t with t he l ast 
va l ue from t he Route heade r f ield, and r emove t hat va lue from the 
Route header field . The p roxy MUST t hen proceed as if it r eceived 
t h i s modi f i ed r eq uest . 

This wi ll onl y happen when t he e l ement sendi ng t he r equest t o t he 
proxy (which may have been an endpoint) i s a s t r i c t router. This 
r ewr ite on r eceive i s necessa r y t o enabl e backwar ds compatibi lity 
wi th those e l ement s . It also a llows e l ements following this 
spec i f ication to preser ve the Req uest- URI through stri ct - routing 
proxi es ( see Secti o n 12.2.1. 1) . 

Th i s r equ i r ement does no t obligate a p r o xy to keep state i n orde r 
to de t ect URi s it prev iously placed i n Recor d- Rout e heade r f i elds . 
I nstead , a proxy need onl y place enough informati on i n t hose URis 
t o recognize t hem as values i t provided when they lat er appear . 

If t he Request - URI cont ains a maddr paramet er , t he proxy MUST check 
t o see i f i t s value is i n the s e t of add resses or domai ns t he proxy 
i s confi gur ed to be r e sponsi b l e for . I f the Request- URI has a madd r 
paramete r with a va lue t he proxy i s respons i ble for , and t he reque st 
was recei ved us i ng t he por t a nd t r ans po r t i ndicated (explicitl y or by 
default) i n t he Request - URI , t he proxy MUST st r i p t he maddr and any 
non- defau l t port or transport pa ramet er and continue processing as i f 
t hose va l ues had not been pre sent i n t he reque st . Telcom Ventures Exhibit No. 2017 
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A r eq uest may arrive \-tith a maddr matchi ng the proxy, but on a 
port or t r ansport d i ffe ren t f r om that i ndicated in t he URI. Such 
a r equest ne eds to be f orwarded t o t he proxy us i ng t he i ndi c ated 
por t and t r a nspo r t . 

If the first va l ue i n the Rout e header f i e ld i ndicates this proxy, 
t he p roxy MUST r emove t hat value f r om t he r equest . 

16. 5 Deter mining Req uest Targets 

Next, t he proxy ca lculates t he target(s ) of the r equest . The s e t of 
tar get s wi ll eit her be pr edetermi ned by the contents of t he r eq uest 
or wi ll be obtai ned f r om an a bst ract locati on servi ce . Each target 
i n the set i s r epr ese nted as a URI . 

If the Request - URI of t he request cont a i ns an maddr parameter , t he 
Request - URI MUST be placed i n to the t arget s e t a s the on l y tar get 
URI , and t he p roxy MUST proceed to Section 16 . 6. 

I f the domain of the Request - URI i ndi cates a domai n t h i s e lement i s 
no t responsible f or, the Request -URI MUST be placed i nt o t he t arget 
set a s the only t arget, and the element MUST proceed to t he tas k of 
Req uest Fonvar d i ng ( Sect ion 16 . 6 ) . 

There ar e many cir cumstanc es i n which a pr oxy might r ece ive a 
request for a domain it i s not respons i ble f or . A fi r ewall pr oxy 
handling outgoing calls ( the way HTTP proxies hand l e o utgoi ng 
r equests) i s an exampl e of where thi s i s like l y t o occur . 

I f the t ar get s e t for the request has not been p r edeter mi ned a s 
described above, this i mplies that the element is r es pons i ble for t he 
doma i n in the Request- URI , and t he e l ement MAY use whatever mechanism 
i t desires to det ermi ne \-there t o send t he r equest . Any of t he se 
mechanisms can be modeled as accessing an abst ract Locat i o n Service . 
Thi s may consist of obt a ining i nf ormation from a l ocat i on s e r v i ce 
created by a SIP Registr a r , r eading a database , consulting a p r es ence 
serve r , utilizing other protocol s , or simpl y perf ormi ng an 
a l gorithmi c subs t itution on the Request - URI . When acces s i ng t he 
l ocation s ervice cons t r ucted by a registrar, t he Request -URI MUST 
f i rst be canonicalized as descr i bed i n Secti on 10. 3 befor e be i ng used 
a s an i ndex . The out put of these mechanisms is used to const r uct t he 
t arget set . 

If the Request - URI does not provide s uf f ici ent i nformation f o r the 
p roxy to deter mi ne t he target s et, it SHOULD r eturn a 485 (Ambi guous ) 
response . This r esponse SHOULD contain a Contact header f ield 
cont a i ning URis of new addre s s es to be tried . Fo r example , an I NVITE 
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t o si p : Jo hn . Smi t h@company . com may be ambig uo us at a p roxy whose 
l ocation service ha s multipl e John Smiths listed . See Section 
21 .4 . 23 for det ails . 

Any i nf ormation i n o r about the request o r the current envi r onment of 
t he e l ement MAY be used in t he const r uction of t he t a rget set . For 
i nstance, different set s may be constr ucted dependi ng on conten t s o r 
t he p r e sence of header f ields and bodi e s, t he time of day of t he 
reque st ' s a r r i val , t he i nter f ace on which t he reques t arri ved, 
f a i l u r e of prev i o us r equests, or even t he element ' s curr ent level of 
ut i lizati o n . 

As poten t ial target s are located through these se rvices , t heir URis 
are added to t he ta rget set. Ta rgets can only be pl aced i n t he 
target set o nce . If a target URI is al ready pre sent i n t he set 
(ba sed on the def i nitio n of equa lity for the URI t ype) , i t MUST NOT 
be added aga i n . 

A p roxy ~ ST NOT add additional tar gets to t he target set i f t he 
Request- URI of t he origi nal r equest does not i ndicate a r esour c e t his 
proxy i s r espons i ble for . 

A p roxy can onl y change t he Reque st - URI of a r eq uest d ur i ng 
for warding i f it is r e sponsi ble f or t ha t URI. I f the pr oxy i s not 
responsible for t hat URI , i t wi ll not r ecurse o n 3xx or 416 
r e sponses as de scr i bed bel ow. 

If t he Request - URI of t he original request indicates a resour ce this 
proxy is responsi ble for, the proxy MAY conti nue to add targets to 
t he set afte r begi nn i ng Request Forwar ding . I t MAY use any 
i nfor mati on obtai ned d uring that process i ng to det ermine new targets . 
For i nst ance, a proxy may c hoose to i nco rporate cont acts o btai ned i n 
a r edirect r esponse ( 3xx) i nt o the tar get s e t . If a proxy uses a 
dynamic source o f information while building the t arget s e t ( f or 
i nstance, if it con sults a SIP Regi str a r L it SHOULD moni t or t hat 
source f or t he d ur ati on of processi ng t he r equest . New locati ons 
SHOULD be added t o t he t a rget s e t as they become available . As 
a bove , any given URI MUST NOT be added to t he set more than onc e . 

Allowi ng a URI to be added to the set o nl y once r educ es 
unnec essa r y network t raf f ic , and i n t he case of i ncorporati ng 
contacts f r om r edirect requests prevent s infin i te recursion . 

For example, a triv ial l ocat i o n servi ce is a "no- o p" , where the 
tar get URI i s equal t o the i ncoming request URI. The request i s sent 
t o a spec i fic next hop pr oxy for f urthe r processing. During reque st 
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f o n"'a r d i ng of Section 16. 6, I tem 6 , the ident i ty of t hat next hop, 
exp ressed as a SIP or SIPS URI , i s i nse rted as t he t op- most Rout e 
heade r f i e l d val ue i n t o the r equest . 

If the Request - URI i ndi cates a r e source a t t his proxy t ha t does not 
exi st, the p roxy MUST r e t u r n a 404 (Not Found) response. 

I f t he tar get s e t r emai ns empt y af ter appl y i ng a ll of t he above, the 
proxy MUST r eturn an e rro r response, which SHOULD be the 480 
(Tempo ra r ily Unavai labl e ) r e s ponse. 

16. 6 Reque st For wa r d ing 

As soon as t he tar get set is non- empt y, a pr oxy MAY begi n for wa r ding 
t he r equest . A stateful proxy MAY p r oces s t he se t in any o r der . It 
MAY process multi p l e t a r gets s er ially, allowing e ach c lient 
transacti o n to complet e bef o r e s tarti ng the next. It MAY s tart 
c lient t r ansact i o ns with eve r y tar ge t i n par allel . I t also MAY 
arbitrarily d i v i de t he s e t i nt o g r oups , p r ocessing the groups 
serially and p r ocessing t he tar gets i n each gr oup i n parallel. 

A common order i ng mechani sm i s to us e t he qval ue par ameter of t a r gets 
ob t ained from Contact header fields (see Section 20 . 10) . Targets a r e 
processed from hi ghest q value t o lowest . Tar gets with equa l qval ue s 
may be processed in par allel. 

A statefu l p roxy must have a mechani sm to maintai n t he t a r get s e t a s 
responses ar e r eceived and associate the r esponses t o each f o r war ded 
request with t he or igi nal r equest. For t he pur poses of t hi s model , 
t h i s mechani sm i s a " r es ponse context" c r e a t ed by t he p roxy layer 
before f on"'a r ding t he f i r st r equest . 

Fo r each tar get , t he proxy fon"'a r ds the r e quest fol l owi ng t hese 
st eps : 

1 . Make a copy of t he recei ved r equest 

2 . Update the Request- URI 

3 . Update the Max - Forwards heade r field 

4 . Opt iona l l y add a Record - r out e heade r f ield val ue 

5 . Opti o na l l y add additi o nal header fiel ds 

6 . Postprocess rout i ng i nformati o n 

7. Deter mine the next- hop add ress, port , and t r an spo r t 
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8 . Add a Vi a header fiel d value 

9 . Add a Cont ent-length header f i eld i f necessary 

10. Fon.,ia r d t he new r equest 

11 . Set timer C 

Ea ch of t hese steps i s detailed be l ow: 

1 . Copy r equest 

The pr oxy starts with a copy of t he r eceived r equest . The copy 
MUST i n i tially contain all of the header f iel ds f r om t he 
recei ved r eques t . Fiel ds not detailed i n t he p rocessing 
de s cr i bed bel ow MUST NOT be removed. The copy SHOULD mai ntain 
the orderi ng of t he header f i e l ds as i n t he r ecei ved request. 
The pr oxy HUST NOT reorder f i e l d values with a common f i e l d 
name (See Secti o n 7.3. 1 ) . The pr oxy HUST NOT add t o, modi fy, 
o r r emove the message body . 

An actua l i mplement ati o n need not perform a copy; t he primar y 
r eq ui r eme nt is that the processing for each next hop beg i n with 
the same r equest . 

2 . Request- URI 

The Request - URI i n t he copy's s t a rt line MUST be replaced wi th 
the URI f or this t a rget. I f t he URI contai ns any par amet ers 
not a l l owed i n a Request - URI , they MUST be r emoved . 

Thi s i s the essence of a p roxy ' s r o l e . Thi s is t he mechanism 
thr o ugh whi ch a proxy r o ut e s a r equest to1\lard i t s destination . 

I n some c i r cumstances, t he recei ved Request -URI i s pl aced into 
t he ta rget s e t without bei ng modified . Fo r t hat tar get, t he 
r ep l acement above is effectivel y a no- op . 

3 . Max- Forwards 

I f t he copy contai ns a Max - Forwards header f i e l d , t he proxy 
MUST decr ement its va l ue by one ( 1 ) . 

I f t he copy doe s not conta in a Max-Fon.,ia r ds heade r f i e ld, the 
proxy MUST add one wit h a fiel d value, whi c h SHOULD be 70 . 

Some existing UAs 1"'ill not provide a Max- Fo rwards header f i eld 
i n a r equest . 
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4 . Record - Route 

I f t his proxy wishes t o r emai n on t he path of fut ure requests 
i n a d ial og c reat ed by t hi s r e que st (assumi ng t he r eque st 
creates a dialog), it MUST i nser t a Record- Route header field 
value i nt o t he copy bef ore any existing Record-Rout e header 
f i e l d values , even i f a Route heade r fie ld i s a lready present . 

Requests es tablis hi ng a dialog may contain a pr e l oaded Rout e 
header f iel d . 

I f t hi s r eq ue st i s already part of a dialog, the proxy SHOULD 
i ns ert a Reco r d- Ro ute heade r f i eld val ue i f it wi s hes to r emain 
o n t he pa t h of future r equests i n t he dialog . I n nor mal 
end point operat ion a s des c r ibed i n Section 12, t hese Record­
Route header fie l d va l ues wi ll not have any effect on t he route 
se t s used by t he endpoi nts. 

The proxy will r ema i n o n t he path if it chooses t o not i ns ert a 
Record- Route header f i eld va l ue i nto r eque sts t ha t a r e a l r eady 
part of a dia log . However, it would be r emoved f rom t he path 
whe n a n e ndpoint t hat has f a iled reconstitu t es t he dialog . 

A proxy MAY ins ert a Record- Route header f i e l d va lue i nto any 
request . I f t he r equest does not i niti ate a dia l og, t he 
endpoint s will igno re the va l ue . See Secti o n 12 f or det ails o n 
how endpoi nts us e t he Reco r d- Route header f i e l d va l ues t o 
construct Route header f i e lds. 

Each proxy i n t he path of a r e quest choose s whet her t o add a 
Record- Route header field va l ue i nde pendent l y - t he p r e se nce of 
a Reco r d- Route heade r fiel d i n a request does not o bl igat e t h i s 
proxy to add a val ue . 

The URI p l aced i n the Record- Rout e header f i e l d va l ue MUST be a 
SIP or SIPS URI. Thi s URI MUST contai n an l r parameter ( s ee 
Secti o n 19 . 1 . 1 ) . This URI MAY be d i fferent for each 
des t i nati o n t he r eque st i s f o r warded t o . The URI SHOULD NOT 
contai n the t r a ns po r t paramet er unless t he pr oxy has knowl edge 
( such a s i n a pri vate net wo r k) t hat the next downstr eam e l ement 
t ha t will be i n t he pat h of subs equent requests suppo r t s t ha t 
t r a nspor t . 

The URI thi s p r o xy p r ovides will be used by s ome ot he r e l ement 
to make a rout i ng decision . This proxy, i n general , ha s no way 
of knowing t he capabi liti e s of t hat e l ement, so i t must 
r e strict its e l f t o t he mandat ory element s of a SIP 
imp l ement a t i on : SIP URis and e i ther t he TCP or UDP t ransports . 
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The URI p l aced i n the Recor d- Route heade r f i eld MUST resol ve to 
t he e l ement i ns ert i ng it (or a s uitabl e stand - i n) when t he 
server location procedures of [4 ] a r e applied to it, so that 
subs eq uent r equest s r ea ch t he s ame SI P e lement . If t he 
Request- URI contai ns a SIPS URI , o r t he topmost Rout e header 
fie l d va l ue (af ter the post p r oce ssing of bul l e t 6) contai ns a 
SIPS URI , t he URI placed i nto t he Reco r d- Route header f i e l d 
MUST be a SI PS URI. Furt he r mor e , if t he request was not 
received o ver TLS, t he proxy MUST i ns er t a Reco r d- Route heade r 
f i e l d . I n a simila r fashi on, a p roxy that r eceives a request 
over TLS, but generates a r eques t without a SIPS URI i n t he 
Request- URI or t o pmost Route header f i e l d value (afte r t he post 
p r oces s i ng of bullet 6), MUST i nser t a Recor d - Route header 
fie l d t hat is no t a SIPS URI . 

A proxy at a security per i met er must r emain o n t he pe r imeter 
throughout t he d ialog . 

I f t he URI placed i n t he Record - Route header fiel d needs t o be 
r ewritten when it passes back t hrough i n a r esponse, t he URI 
MUST be d i stinct enough t o locat e at t ha t t i me. ( The request 
may spira l t h rough thi s proxy, r esulti ng i n more t han one 
Record- Rout e header fie ld va l ue being added) . I t em 8 of 
Sectio n 16 . 7 recommends a mechani sm t o make t he URI 
suf f ic ient l y d i s t i nct . 

The pr oxy MAY i ncl ude par amet e r s i n t he Record-Route header 
fie ld va l ue . These will be echoed in some r esponses to t he 
r eq uest s uch as the 200 {OK) responses to I NVITE. Such 
parameters may be useful for keeping stat e i n t he mes sage 
r ather t han t he proxy . 

I f a p roxy needs t o be i n the pa t h of any type of d i a log ( such 
as o ne str add ling a firewa ll) , i t SHOULD add a Record - Route 
header fiel d value to every r e quest with a method i t does not 
understand sinc e t hat method may have dialog s emant i cs . 

The URI a proxy pl aces i nto a Reco r d - Route header f ie ld i s only 
va lid for the lif e t ime of any di alog cr eated by t he t ransaction 
i n which i t occ urs . A d i a log- s t ateful proxy, for exampl e, MAY 
r efuse to accept f ut u r e request s wi th that val ue in t he 
Request- URI af ter the d i al og has ter mi nated . Non- d i alog­
stateful proxies , of cour se, have no concep t of when the dia log 
has ter mi nat ed, but they MAY e ncode enough inf o r mati on i n the 
value to compare i t aga i nst t he d i a l og i den t i fier of f uture 
requests and MAY r e j ect r equests not matching t hat i nf o r mation . 
Endpoints MUST NOT use a URI obta i ned from a Record - Route 
header f i e l d outsi de t he dial og i n whi ch i t was provi ded . See 
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Sec t i o n 12 f o r more i nformation on a n endpoi nt ' s use of 
Record-Route header f i elds. 

Record- routing may be requi red by cert ai n s ervices where t he 
proxy needs to obser ve al l messages i n a d ial og. However, it 
s l ows down pr oc essing and impa i r s scal ability and t hus proxi es 
shoul d on l y r ecord - rout e if requi red for a par ticul ar service. 

The Record- Rout e process i s designed t o work for any SIP 
request t hat i nitiates a dial og . INVITE is t he on l y such 
request in t his specification, but e xtensions to t he p rotoco l 
MAY define others . 

5 . Add Addit i o na l Heade r Fiel ds 

The proxy MAY add any other appr opriat e header fiel ds t o t he 
copy at t his point . 

6 . Postprocess rout i ng inf ormation 

A proxy MAY have a loca l pol icy t ha t mandates t hat a request 
vis i t a specific set of proxies befor e being deliver ed to t he 
desti nation . A proxy MUST ensur e that a ll such p roxi es are 
loose router s. Gene ra lly, this can o nly be known with 
certainty i f t he proxies a r e wi t h i n the same admi n i st ra t ive 
domai n . This set of proxies i s r epresented by a set of URis 
( each of which contains t he lr pa r ameter) . This set MUST be 
pushed i nt o t he Route header f i eld of the copy ahead of any 
existi ng val ues, i f present . I f t he Route header f i e ld is 
absent , i t MUST be added, cont ain i ng t ha t list of URis. 

I f t he proxy has a local policy t hat mandat es t ha t t he request 
v i s i t one specifi c p roxy , an a l te r nati ve to pus h i ng a Route 
va l ue i nt o t he Route he ade r fiel d is to bypass t he for warding 
log ic of item 10 below, and i nstead j ust send t he r equest t o 
t he address , port, and t ransport for t ha t specif i c pr oxy . If 
t he r equest has a Route header field, t his alte r nati ve MUST NOT 
be used unl ess it is known t hat next hop p roxy is a l oose 
router. Othe rwise , this approach MAY be used , but t he Route 
i ns er tion mecha ni sm a bove is prefer red for i ts robustness , 
f l exi bili t y , generalit y and consist ency of oper ati on . 
Furthe r mo r e , if the Request-URI cont ai ns a SIPS URI, TLS HUST 
be used t o communi cate with t hat p roxy . 

I f the copy contai ns a Route heade r f i e l d, the proxy MUST 
i nspect t he URI i n its f i r st val ue . I f t hat URI does not 
contain an l r parameter , t he proxy MUST mod i fy t he copy as 
follows : 
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The proxy MUST place t he Request -URI int o the Rout e he ade r 
f i e ld as t he l ast value. 

The p roxy MUST t he n pl ace the f irst Rout e header fiel d va lue 
i nto the Request-URI and remove that va l ue f r om t he Route 
header f i e ld . 

Appending t he Request- URI to t he Route header fiel d i s part of 
a mechanism used to pass t he i nformat i on i n t hat Request - URI 
t h r o ugh str i ct- r outing elements . "Popping" t he first Route 
header fiel d value i nto t he Request -URI f ormats t he message t he 
way a strict - routi ng element expects to receive it (wit h its 
own URI i n the Req uest- URI and t he next locati on to visi t in 
the fi r st Route header f i e ld val ue) . 

7 . Determine Next- Hop Address , Port , and Tr anspor t 

The pr oxy MAY have a l ocal po l i cy to send the r equest to a 
speci fic IP address, port , and t ranspor t, i ndependent of t he 
val ues of t he Route a nd Request - URI . Such a policy MUST NOT be 
used if the proxy is not cer tai n t hat t he I P address , port , and 
t ransport correspond t o a server t hat is a l oose r outer . 
However , this mechanism for sending the r eq uest t hrough a 
speci fic next hop i s NOT RECOMMENDED ; i nstead a Rout e header 
f i e l d shoul d be used for t hat purpose as described above . 

In t he absence of such an overr i ding mecha ni s m, t he p roxy 
appl i es t he procedures listed in [ 4 ] as f ollows t o determine 
whe re to s end t he reque st . If the proxy has r eformatted t he 
r equest to send t o a str i ct-rout ing element as described i n 
step 6 above , t he p roxy MUST a pply t hose pr ocedures to t he 
Request- URI of t he r eques t . Ot he r wi s e , t he proxy r-uST apply 
the procedur es t o the fi r st va lue i n t he Route header fiel d , if 
pre s ent, e l se the Reque s t - URI. The procedures will p roduce an 
ordered set of ( address, por t , t r anspor t ) tupl es . 
Indepe ndentl y of whic h URI is being used as i nput to t he 
p roced ures of [4 ] , if t he Request -URI spec i f i es a SIPS 
resour ce, t he proxy MUST follow t he pr ocedures of [4] as i f t he 
input URI were a SIPS URI . 

As desc r i bed i n [41, t he p roxy MUST a t tempt to del i ve r t he 
message t o t he f i rst t upl e i n t hat s et , and proceed t h rough t he 
set in order unt il the del i very attempt succeeds . 

For each t uple attempt ed , the proxy MUST format t he message a s 
appropriate for t he t uple and send t he request us i ng a new 
c lient transaction as detailed i n steps 8 through 10 . 
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Si nce eac h attempt uses a new client t r ansaction, i t r ep r esents 
a ne1'1 bra nch . Thus, t he b r anc h parameter pro vi ded wi t h t he Via 
header fiel d i nser ted i n step 8 MUST be diff er ent for eac h 
attempt . 

I f t he c lient t r ansaction r epo r ts f a ilur e t o send t he r eq uest 
o r a timeout f r om its state machi ne , the p r oxy cont i nues to t he 
next addr ess i n t hat o rder ed set . If the o rder ed set is 
exhaus t ed, the r eq uest cannot be forwar ded t o t his elemen t i n 
t he ta rget set . The proxy does not need to place anyt h i ng i n 
t he r espo nse cont ext, but othe n-tise acts as i f t his e l ement of 
t he ta rget set r etur ned a 408 ( Request Timeout ) final response . 

8 . Add a Via header f iel d value 

The pr oxy HUST i nser t a Via heade r f i e l d va l ue i nto t he copy 
bef o r e t he existi ng Vi a heade r f ield values . The constr uction 
of t hi s val ue f ollm'lls t he same gui de lines o f Sect ion 8 . 1 . 1 .7 . 
This i mpl i es t ha t t he p r o xy will compute its own branch 
pa r ameter , which wi ll be g l oba l l y uni q ue f o r t hat br anch, and 
contain t he r equi site magic cookie . Note t hat t his i mpli es t hat 
t he br anc h pa ramet e r wi ll be d i f fere nt for d i fferent i nstances 
of a s p i r a l ed o r l ooped r equest t h r o ugh a proxy . 

Pr o xi es c hoosing t o detect l oops have an add i tiona l constr ai nt 
i n t he va l ue t hey use f or cons t r uction of the b r anch pa rameter . 
A proxy c hoosing t o detect l oops SHOULD c reate a branch 
pa r ameter separ abl e i nt o t 1vo par ts by the i mplement ation . The 
f i rst pa r t MUST satisf y the cons t raints of Section 8.1.1. 7 as 
described above . The second i s used t o perform l oop de t ecti on 
a nd disti nguish l oops f r om sp i r al s . 

l oop detect ion is per f o rmed by ve r ifyi ng that , whe n a r eq uest 
retur ns t o a p r oxy, t hose fields hav i ng an i mpact o n the 
p r ocessing of t he r equest have not c hanged . The val ue p l aced 
i n t his par t of t he b r a nch parameter SHOULD r efl ect a ll of 
t hose f iel ds ( i nclud i ng any Ro ute, Proxy- Requi r e a nd Proxy ­
Author izat i on header f iel ds) . Th is i s to ensur e t ha t if t he 
r eq uest is r outed bac k t o t he pr oxy and one of t hose f iel ds 
cha nges, i t is t r eated as a sp i r a l a nd not a l oop ( see Secti on 
16 . 3 ) . A common way t o cr eate th is val ue i s to compute a 
c r ypt og ra phi c hash of t he To t ag, Fr om tag, Cal l - I O heade r 
f i e ld, t he Request - URI o f t he r equest r eceived (bef o r e 
t r a nslation) , t he topmost Via heade r, and t he sequence numbe r 
f r om t he CSeq header f i e l d, i n additi o n to any Proxy- Requi r e 
a nd Pr oxy -Aut horizat i on heade r fields that may be pr esent . The 
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a l gori thm used t o comput e the hash i s i mplementatio n- depe ndent, 
but MOS ( RFC 1321 [35 ]L expressed i n hexadeci ma l , i s a 
r easonabl e cho i ce . (Base64 is not permissi bl e for a toke n . ) 

I f a p roxy wi shes to detect l oops , the "bra nch" pa r ameter i t 
supplies MUST depend on all i nformati o n affecting process i ng of 
a r equest , inc l ud i ng t he i ncomi ng Request - URI and any header 
f i e l ds aff ecting t he request ' s admissi on o r r out i ng . This i s 
necessar y t o distinguish l ooped r equests from r equests whose 
r outing par ameter s have changed bef o r e r eturni ng t o t his 
ser ver . 

The r equest method MUST NOT be i ncluded i n t he calcul ati o n of 
t he br anc h pa r amet e r . I n pa rti cu l a r , CANCEL and ACK r equests 
( for non- 2xx respo nses) MUST have t he same br anch val ue as t he 
cor r es pond i ng request t hey cancel o r acknowl edge . The b r anch 
paramet er i s used i n corre l ating t hose r equests at the serve r 
handling t hem ( see Sections 17 . 2 . 3 a nd 9 . 2 ) . 

9 . Add a Cont ent - l ength header f iel d i f necessary 

I f t he request wi ll be s ent t o t he next hop us i ng a s t ream­
based t rans port and the copy contains no Content - Length header 
f i e ld, t he pr oxy HUST i nser t o ne wi t h t he correct val ue f o r t he 
body of t he reques t ( se e Sectio n 20 .14 ) . 

10 . Fon'la r d Request 

A st atef u l proxy HUST create a new c lient t r ans act i o n f or t his 
r eq uest a s descr i bed i n Secti o n 17 .1 and i nst r ucts t he 
t r a ns action to send the r eques t using t he add r ess, port a nd 
t r a nspor t deter mi ned i n s t ep 7 . 

11 . Set t i me r C 

In o r der t o handl e t he case wher e an UNITE r equest neve r 
gener ates a f i nal r espo nse, t he TU us es a t i mer whi ch is called 
timer C. Time r C MUST be set for each client t r ansact ion when 
a n UN I TE r eque s t is proxi ed . The t i mer MUST be large r t han 3 
mi nut es . Section 16 . 7 bul l e t 2 d i scusse s how t h i s t i mer i s 
updated wi t h p r ov i sional respons es, and Section 16 . 8 d iscusse s 
p rocessing when it f i r e s . 
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16. 7 Response Processing 

When a r espo nse i s recei ved by an e l ement, i t fi r st t r ies to l ocate a 
c lient transact i on (Section 17 .1.3) mat ch i ng t he r esponse . I f none 
i s found, t he e lement ltlST process the response ( even if it is an 
i nformati o na l r esponse) as a statel ess proxy (descr ibed bel ow) . I f a 
match is found, the r esponse is handed to t he client transaction . 

Fo r warding r esponses for which a client t r ansaction (or more 
gene r ally any knowledge of hav i ng sent an associ ated r equest ) i s 
not f ound improves robustness. I n par t i cular , it ensur e s t hat 
"late" 2xx r esponses to INVI TE r e quests ar e forwarded prope r l y . 

As clien t t r ansactions pass r esponses to the p roxy layer , t he 
followi ng processing MUST take place : 

1 . Find t he appropri ate r esponse context 

2 . Update t i mer C for provi siona l r esponses 

3 . Remove the topmost Via 

4 . Add t he r esponse to t he respons e cont ext 

S . Check to see if this r esponse shoul d be forwarded i mmediat e ly 

6 . When nec essa ry, choose the best f i nal respons e f r om t he 
respo nse context 

I f no final response has been for i\larded after every client 
transaction associated with the response context has been ter minated , 
t he p roxy must choose and f o r ward t he "best" respons e f r om t hose it 
has seen so far . 

The following processing MUST be perfor med on each response that is 
fon~a rded . It i s like l y t hat mo re than one r esponse to each request 
will be fon-tar ded : a t least each pr o visional and o ne final response. 

7 . Aggregat e authori zati o n header fiel d values i f necessar y 

8 . Optiona l l y rewrite Record- Rout e header fiel d va l ues 

9 . Fon~a r d t he response 

10. Generate any necessar y CANCEL r equests 
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The proxy l ocat es t he "res ponse cont ext" i t c r eat ed bef o r e 
f orwarding the original r equest using the key descri bed i n 
Section 16 . 6 . The r emaini ng processi ng steps take pl ace in 
t h i s context . 

2 . Update t i mer C for provi siona l responses 

For an INVI TE t ransacti o n, if the response is a provisional 
response with status codes 101 t o 199 inclus i ve ( i . e . , anything 
but 100) , the p roxy MUST reset timer C for t hat c l ient 
t r a nsaction. The timer MAY be reset t o a d i ffe rent value , but 
t his value MUST be g reater than 3 minutes. 

3. Vi a 

The proxy r emoves the t o pmost Via header f i eld val ue f r om the 
response. 

If no Via header field val ues remain in the r esponse , t he 
response was meant for t hi s e lement and MUST NOT be for warded. 
The remainder of the pr ocessing descri bed in this section is 
not per f ormed o n this message, the UAC p rocessing r ules 
descr i bed in Secti on 8 .1 . 3 a r e followed i nstead ( t r anspo r t 
layer processing has al ready occur red) . 

Thi s will happen, for instance, when t he e l ement gene ra t es 
CANCEL requests as descri bed in Sect i o n 10. 

4 . Add r esponse t o context 

Final responses r eceived a r e stor ed i n t he r esponse cont ext 
unt il a final response is generated o n t he s erver t ransac t ion 
associated with t his context. The r esponse may be a candidate 
f o r the best final r esponse t o be retur ned o n t ha t se r ve r 
transacti on . Informat i on f r om t his r esponse may be needed i n 
forming t he best r e sponse , even if t his response i s not chosen . 

If t he p roxy chooses t o r ecur se on a ny cont acts i n a 3xx 
response by adding them t o t he ta rget set, i t MUST r emove them 
f rom t he r esponse before addi ng the r esponse to the r e sponse 
context . However , a proxy SHOULD NOT recurse to a non-SIPS URI 
if the Request- URI of the o r i g i nal r equest was a SIPS URI . I f 
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the proxy r ecurses on all of t he con t act s in a 3xx r esponse , 
the proxy SHOULD NOT add t he resulting cont actles s r espons e to 
the r espons e context . 

Removi ng t he co nt act before adding the respons e to the response 
cont ext p r events t he next element ups t r eam from retrying a 
location t his p r oxy has al ready a ttempt ed . 

3xx r espons es may contai n a mi xtu r e of SIP, SI PS, and non - SI P 
URis . A proxy may choose to recu r se on t he SIP and SIPS URi s 
a nd place the r emainder into the respo nse cont ext to be 
r e tur ned , potentially in t he f i na l response . 

I f a p r oxy r ecei ves a 416 ( Uns uppor t ed URI Scheme) re sponse to 
a r equest who se Reque st - URI scheme was not SIP, but t he scheme 
i n the ori ginal r eceived request wa s SI P o r SIPS ( t hat i s, t he 
p r oxy cha nged t he sch eme f r om SIP o r SI PS t o something e l s e 
whe n i t p roxied a request ) , t he p r oxy SHOULD add a new URI to 
the t a rget s et. This URI SHOULD be a SI P URI ve r s i o n of the 
non - SI P URI that was just t r i e d . In the case of the tel URL, 
t h i s i s a ccomplished by placi ng t he tel ephone-s ubscriber part 
of the tel URL i nto the user part of the SIP URI, and setting 
the host pa r t to t he domai n where t he pr ior r equest wa s sent . 
See Se cti o n 19 .1 . 6 f or more detail o n forming SIP URi s from tel 
UR Ls . 

As with a 3xx response, i f a proxy "recur ses" on the 416 by 
try ing a SIP o r SIPS URI i nstead, the 416 r esponse SHOULD NOT 
be added t o t he r es po nse context . 

S . Check respon se for f o r warding 

Unt i l a f i na l res ponse has been sent o n the s erver t ransaction , 
t he following response s MUST be for war ded i 11111ediate l y: 

Any p rovisional r e sponse other t han 100 (Trying) 

Any 2xx r espons e 

If a 6xx response i s recei ved , it i s not immedi atel y f orwarded , 
but the statefu l proxy SHOULD cancel all c lient pendi ng 
t r a ns a cti o ns a s described i n Section 10, a nd it MUST NOT c r eate 
a ny new branche s in t hi s cont ext . 

Thi s i s a change from RFC 2543, which mandated that t he proxy 
was to forward t he 6xx r esponse immedi ately . For an INVI TE 
t r a ns a cti o n , t his approach had the problem t hat a 2xx r e spon se 
cou ld a r r i ve on another branch, in whi ch case t he proxy would 
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have to forwa rd t he 2xx . The result was that t he UAC coul d 
recei ve a 6xx response followed by a 2xx r esponse, which should 
never be allowed t o hap pen . Unde r the ne1v r ul e s , upon 
recei v i ng a 6xx, a p r oxy will i ssue a CANCEL r equest, which 
will generally result in 487 respons es f r om all outstanding 
client trans actions , and t hen at that point the 6xx i s 
f o r warded upstream. 

Af ter a f i na l response has been sent o n t he s erver t ransa ction , 
t he following r esponse s MUST be forwar ded i 11111ediate l y : 

- Any 2xx r e sponse to an INVITE req uest 

A statef u l pr oxy MUST NOT immediatel y forward any o the r 
r e spon ses . I n particul ar, a s t atef u l proxy MUST NOT f o r war d 
a ny 100 ( Trying) r e spons e . Those responses that are candidates 
for forwardi ng late r as the "best" response have been gather ed 
a s desc r ibed i n step "Add Response t o Context" . 

Any respons e chosen f o r i mmedi ate forwarding MUST be proc essed 
a s d escribed i n s t eps "Agg regate Aut horizat i o n Header Fi e ld 
Values " t hrough " Record - Route" . 

Thi s step, combined wi t h t he next, e nsures that a s t atef u l 
p r o xy will forward exactly one final response to a non-INVITE 
request, and e i t her exac t ly one non - 2xx r e spo nse or one or mor e 
2xx r e spo nses to an INVI TE r equest . 

6 . Choosing t he best response 

A statefu l pr oxy MUST send a fina l r esponse to a response 
cont ext' s serve r t r ansaction i f no f i nal responses have been 
immedi atel y for war ded by t he above rul es a nd all c lient 
trans a cti o ns in this response context have been t ermi nated . 

The statef ul proxy MUST choose the " best" f i nal response among 
those recei ved and stored i n t he respo nse cont ext. 

If there a r e no f inal r esponses in t he context, t he p roxy MUST 
send a 408 ( Request Ti meout) r espons e to the s e r ve r 
t r a nsacti o n . 

Othenvise, the proxy MUST for ward a r esponse from t he respon ses 
stored in the r e s ponse context . It MUST choos e from the 6xx 
c l ass response s i f any exi st in t he context . I f no 6xx c lass 
respon ses a r e present, t he p r oxy SHOULD choose from t he l owe st 
response class stored i n t he response context . The p r oxy MAY 
se l ect any r e spons e 1vithi n t hat chosen clas s . The proxy SHOULD 
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give p r ef er ence to responses that pr ov i de informati o n af fecting 
resubmission of t h i s request , such as 401, 407, 415, 420, and 
484 i f t he 4xx cl ass is chosen . 

A proxy which recei ves a 503 ( Service Unava ilabl e ) r esponse 
SHOULD NOT forward it upst ream un less it can deter mine t ha t any 
subseq uent r equests i t might proxy wi ll also gene r ate a 503 . 
I n other words , forward i ng a 503 means t hat the proxy knows it 
cannot service any requests, not j ust t he o ne for t he Request ­
URI in t he r equest which generated the 503. I f t he only 
response t hat was r eceived i s a 503, t he proxy SHOULD gener ate 
a 500 response and f orwar d t hat upst r eam. 

The for wa rded response r-lJST be pr ocessed a s described i n s t eps 
"Aggregate Aut ho r ization Header Field Values" t h rough "Record­
Rout e " . 

Fo r exampl e , i f a proxy for wa rded a r equest t o 4 l ocations, and 
recei ved 503 , 407, 501, and 404 r esponses, it may choose t o 
f orward the 407 ( Proxy Authent i cation Requi r ed) response . 

lxx and 2xx r espo nses may be involved i n t he establis hmen t of 
d i alogs. When a r eques t does not contain a To tag, t he To tag 
i n t he response i s used by t he UAC t o dist ingui sh multipl e 
responses t o a d i alog creating r equest . A pr oxy MUST NOT 
i nser t a tag i n to t he To heade r field of a l xx or 2xx response 
if t he request d i d not contai n one . A p roxy MUST OOT modi fy 
t he t ag i n the To header fiel d of a l xx o r 2xx respo nse. 

Since a proxy may not inser t a tag int o t he To header field of 
a l xx response t o a r equest t ha t did not contain o ne , i t cannot 
i ssue non -100 prov isional responses on i t s own . Howeve r , it 
can branch the r equest t o a UAS s ha r i ng t he s ame e lement as t he 
proxy . Thi s UAS can ret urn i ts own pr ov i sional responses , 
ent er i ng int o a n ear ly d i a log wi t h the i niti ato r of t he 
r equest . The UAS does not have t o be a discr eet process f r om 
t he proxy . It could be a virtual UAS i mplemented i n t he same 
code s pace as t he p roxy . 

3 - 6xx responses ar e delive red hop- by - hop . ~'hen i ssuing a 3 - 6xx 
response, t he element i s effectively acting as a UAS, issuing 
its own r es ponse, usual ly ba sed on the r espons es r ece i ved from 
downst ream e l ements. An e lement SHOULD preserve the To t ag 
1vhe n simpl y for war d i ng a 3 - 6xx r esponse to a r equest t hat did 
not contai n a To t ag. 

A proxy MUST NOT modify the To t ag in any f on .... a r ded r espo nse to 
a r equest that contains a To tag. 
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loJhi l e it makes no differ ence to t he upst ream elements if the 
proxy r ep l aced the To tag i n a for wa rded 3 - 6xx response, 
preserving the ori ginal tag may assi s t with debuggi ng. 

I.Jhe n t he proxy is aggregating infor mat ion f rom sever a l 
responses, choosi ng a To tag f rom among t hem is arbit rary, and 
gener ating a new To tag may make debuggi ng easier. This 
happens, for i ns t ance, when combini ng 401 (Unauthorized) and 
407 ( Proxy Aut henticati o n Requi r ed) challenges , or combi ning 
Contact values f rom une ncrypted and unaut henticat ed 3xx 
responses . 

7 . Aggregat e Authorizati on Header Field Va l ues 

I f t he selected r es po nse is a 401 ( Unaut hori zed ) or 407 ( Proxy 
Authenticati on Req ui r ed) , t he proxy r-lJST collect any WWW­
Authenticate and Proxy- Aut henticate heade r f i e l d values f rom 
a ll other 401 ( Unauthorized) and 407 ( Proxy Authent i cati on 
Requir ed) r espo nses received so far i n t h i s r es ponse cont ext 
and add them to t his response without modifi cation before 
forwarding . The r esulti ng 401 (Unaut hor ized ) o r 407 (Pr oxy 
Authenticati on Required) r esponse could have several l,JW\,l­

Authenticate AND Proxy- Authent i cate heade r f i eld values. 

Thi s is neces sary because any or all of t he destinat ions the 
request 1,11as for war ded t o may have requested cr edentia ls . The 
c lient ne eds to r ecei ve all of those challenges and s uppl y 
credential s for each of t hem when it r e t r ies the r eque st . 
Moti vation for thi s behavior is provi ded i n Secti on 26 . 

8 . Record- Route 

I f t he sel ected r es po ns e contai ns a Reco r d- Route header f i eld 
va l ue o r igina l l y provided by this proxy, the proxy HAY choose 
to r ewr ite the value before fonva r ding t he r esponse . Thi s 
a llows t he pr oxy t o provi de d i ffe ren t URis for itsel f to t he 
next upst r eam a nd dmvnstr eam elements . A proxy may choose to 
use t h i s mechani sm f or any reason. For i nstance, i t is useful 
for multi - horned hosts . 

I f t he proxy recei ved the request over TLS, and sent it o ut 
ove r a non- TLS connection, t he pr oxy MUST r ewri te t he URI in 
t he Record- Route header f ield t o be a SI PS URI . If t he proxy 
received t he reques t over a non - TLS connecti o n, and s ent i t out 
over TLS, the proxy MUST r ewrite the URI i n t he Record- Rout e 
header field to be a SIP URI . 
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The new URI p r ov i ded by t he p roxy MUST satisfy t he same 
constr aints on URis p l aced i n Reco r d - Route header f i e lds i n 
r equest s ( see Step 4 of Sect i o n 16. 6) wi t h the f o l l owi ng 
modi ficat i ons: 

The URI St-K>ULD NOT contai n t he trans port pa r ameter unless t he 
proxy ha s kn0Loi1ledge t hat t he next upstr eam (as opposed to 
downst ream) e lement t hat will be i n the path of subsequen t 
r equest s support s t hat t r ansport . 

I.Jhe n a proxy does dec i de to modify the Record-Route header 
fie l d i n the response, one of the oper ations it pe rfo r ms i s 
locating the Record-Rou t e va l ue t hat it had inser ted . If t he 
r equest spi r a led, and the proxy i nser ted a Record- Ro ute value 
i n each iter a t i o n of t he s p i ral , locat i ng the correct va lue i n 
t he r espons e (whi ch must be t he p roper iteration in t he reve r se 
d i r ection) is tri cky . The r u l es abo ve r ecorrl'!lend that a proxy 
wishing t o r ewr ite Record-Route header fiel d va lues i nsert 
suf ficient l y dist i nct URis i nt o t he Record- Route header f i eld 
so that the right one may be selected f o r rewriti ng . A 
RECOt-'t1ENDEO mechanism t o ach i e ve t h i s is f o r the proxy t o 
append a unique i dent ifier f o r t he proxy i nstance to t he use r 
portion of the URI . 

I.Jhen t he r esponse a r rives , t he pr oxy mod i f i es t he f i r st 
Record- Route whos e ident i fier matches the proxy i ns t ance. The 
mod i ficat i on results i n a URI without this pi ece of data 
appended t o t he us e r po r tion of t he URI. Upo n t he next 
iteration , the same a l gor ithm (find the topmost Record- Route 
header fiel d value wit h the pa r ameter) will cor rectl y extr act 
t he next Record- Route header f i eld value i nser ted by t hat 
proxy . 

Not eve ry r espo ns e to a r equest to whi ch a pr oxy adds a 
Record- Route header field val ue will cont a in a Recor d- Route 
header fiel d . If t he response does contain a Record-Route 
header fiel d , it wi ll co ntain the va l ue t he pr oxy added . 

9 . Fon.,,a r d r esponse 

Af t er performi ng t he pr ocessing described in steps "Aggregate 
Authorizati on Header Fi el d Values" thr ough " Reco r d - Route", t he 
p roxy MAY per f orm any feat u re specifi c manipul a t i o ns on the 
selected r esponse . The proxy MUST NOT add to, modi fy, or 
r emo ve t he message body. Unl ess otherwise specified, t he pr oxy 
MUST NOT r emove any header fie l d values other t han t he Via 
header fiel d va l ue discussed in Sect i on 16. 7 Item 3 . I n 
particular, t he pr oxy MUST NOT r emove any "rece ived" pa r ameter 
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it may have added to t he next Vi a header fiel d va lue while 
processi ng the request associ ated with t his r esponse . The 
p roxy MUST pass the response t o t he s erve r t r ansacti on 
a ssociated with the response context . Th i s will result in t he 
response bei ng sent to the location nO\~ i ndi cated i n the 
topmost Via header f i e l d value . I f the server t ransact i o n is 
no l onger avail abl e t o handle the transmi ssi o n, t he e lement 
MUST forward t he r esponse statel essly by sending i t to t he 
server transport . The server t r ansaction mi ght i nd i cat e 
failur e t o send t he response o r signal a t i meout in its state 
machine . These error s would be logged for d i agnosti c purposes 
as appropriate , but the protocol requires no remed i al action 
from t he proxy . 

The proxy MUST mai ntai n t he response context unt il all of its 
associated t r ansactions have been termi nated, even after 
f orwardi ng a final r e sponse. 

10. Gener ate CANCELs 

If t he f o rwarded r esponse was a fina l r espons e , t he proxy MUST 
gener a t e a CANCEL r equest f o r all pending c lient t r ansacti on s 
associat ed with t his response context . A proxy SHOULD a l so 
gener ate a CANCEL r equest f o r all pe ndi ng c lient t r ansact i ons 
associated with this r e sponse context \~hen i t rece i ves a 6xx 
response. A pe nd i ng client transact i o n i s one t ha t ha s 
received a provi siona l r es pons e , but no f i nal r esponse ( it is 
in the p roceeding s tate) and has not had a n associated CANCEL 
generated for i t . Ge ne r ating CANCEL r equests i s described i n 
Secti o n 9 . 1 . 

The r equi r ement to CANCEL pend i ng c lient t ransactio ns upo n 
f o r wardi ng a final response does not guarantee that an endpoint 
wil l not r ece i ve multi p l e 200 {OK) response s to an I NVITE. 200 
( OK) r espons es o n more than one branch may be generated before 
t he CANCEL requests can be sen t and processed . Furthe r, it is 
reasonable to expect t hat a f u tur e e xtension may over ride this 
r equir ement to i ssue CANCE L reque sts . 

16. 8 Proce ssing Ti mer C 

If timer C s houl d fire, t he proxy MUST either reset t he t i me r with 
a ny value i t choos es, or termi nate the client trans act i on . I f t he 
c lient t r ansacti o n ha s r ece i ved a p rovi s ional r e s ponse , the pr oxy 
MUST generat e a CANCEL r equest matchi ng that t r ansact ion . If the 
c lient t r ansaction ha s not received a p rovi siona l r esponse , t he proxy 
MUST behave a s i f t he t r ansaction r e ceived a 408 ( Request Timeout ) 
response . 
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Allowi ng the p r oxy to r eset the time r a llows t he pr oxy t o dynami ca lly 
extend t he t r ansaction ' s lifet ime based on cur r en t conditi ons ( such 
as ut ili zation) when the timer fi r e s . 

16. 9 Handling Tr ans port Erro r s 

If the transpor t l ayer notifies a p r oxy of an e rro r when i t t ries to 
forwa r d a request ( see Secti o n 18.4) , t he proxy MUST behave a s i f t he 
fon~a rded r equest recei ved a 503 (Service Unavailabl e ) response . 

If the proxy i s notified of a n e rro r when fon~a r d i ng a response, it 
d r o ps t he r espo ns e . The p r oxy SHOULD NOT cancel any outstandi ng 
c lient transact i o ns a s sociated with thi s response context due t o t his 
no t ificat i on . 

If a pr oxy cance l s its o ut standi ng c lient t r a nsactions, a s i ngle 
malici ous or misbe hav i ng client c an cause a ll t r ansac t i ons t o fail 
thr ough its Vi a header field . 

16 .10 CANCEL Processing 

A statefu l p r oxy MAY generate a CANCEL to any other request it has 
gener ated at any time (subject to r e ceiving a p r ov i s i ona l respons e to 
t hat r equest as desc r ibed i n s ection 9 . 1 ) . A p r oxy MUST cancel any 
pending c lie nt t r ansa ctions associat ed with a respo nse context when 
it recei ves a ma t ching CANCEL r equest . 

A statefu l p r oxy MAY generate CANCEL r equests f or pend i ng I NVITE 
c lient transact i o ns based o n t he peri od specified i n t he I NVITE' s 
Ex pires header f i e ld e l aps i ng. However , thi s is gene r a l l y 
unnecessary s i nce t he endpoints i nvo l ved wi ll t ake ca r e of s ignaling 
t he end of t he t r ansaction . 

!,Jhile a CANC EL r equest i s handled i n a stateful proxy by i t s own 
serve r t r ansac t i on , a nei~ r esponse context i s not c r eated for i t . 
Instead, the p r oxy layer searches its exist i ng respon se context s for 
t he ser ver t r ansaction handling t he r eque st as so c i ated wi t h t his 
CANCEL. I f a matching r esponse context i s found, the e lement MUST 
i mmediat e l y r etur n a 200 (OK) r e sponse to t he CANCEL request . I n 
t h i s case , t he elemen t i s acting as a user agent s erver as def ined i n 
Section 8 .2. Fur ther more, t he e lement MUST gene r ate CANCEL r equest s 
for all pending clien t t ransa ctions i n t he cont ext as described i n 
Section 16. 7 step 10. 

If a r esponse cont ext i s not found, the e l ement does not have a ny 
knowl edg e of t he r equest to apply t he CANCEL to . It MUST s t atel essly 
fon ~a r d t he CANCEL r equest ( i t may have sta t e l e s sly for war ded the 
a s sociated request previ ously) . 
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16 .11 Statel ess Proxy 

When acti ng statel e s s ly, a pr oxy is a simple message forwarder . Muc h 
of the processing per f ormed when act i ng st a tel e ssl y i s the same as 
when behaving stat efull y . The dif ferences are detailed here . 

A statel ess proxy does not have any notion of a t r ansact i o n, or of 
t he respons e co nt ext us ed t o desc r i be stat ef ul p r oxy behavior . 
I nstead, the stateless pr oxy take s messages, both r eque sts and 
responses , directly from t he t r ansport layer ( See s ect i o n 18) . As a 
r esul t, stateless p roxies do not r e t r ansmi t messages on t heir own . 
They do, howeve r , forward a ll r etr ansmissi o ns they receive ( t hey do 
not have the abi lity t o distinguish a r etransmissi o n from t he 
o r i g i nal message) . Furt her more, when handling a request statel essly, 
a n element MUST NOT gener ate i ts 0 1-m 100 ( Tryi ng ) or any other 
p r o vi s i o nal r e s ponse . 

A statel ess proxy MUST validate a r equest as descri bed in Sectio n 
16 . 3 

A statel ess proxy MUST follow the reque st processi ng steps described 
i n Secti o ns 16 . 4 t h rough 16. 5 i~i th t he f o l l oi~i ng excepti o n : 

o A stateless p roxy MUST choose o ne and on ly o ne target f rom t he 
target set . This cho i ce MUST o nly r ely on f i elds in t he 
mes s age a nd t i me - i nva riant p roperties of the s e r ver . In 
pa rtic ular, a retr ansmitt ed r equest t-1.JST be forwar d ed to the 
same d estination each t ime i t i s p rocessed . Fu r t hermore, 
CANCEL and non- Routed ACK requests MUST gener ate t he same 
cho ice as t heir assoc i a t ed INVI TE. 

A stateless pro xy MUST follow the reque st process i ng st eps described 
i n Secti o n 16. 6 wi th t he f olloi~i ng except i ons : 

o The r equi r ement for uni q ue b r a nch I Ds ac r o s s space and time 
app lies t o s t atel ess proxies as well . H01vever , a s tatel ess 
proxy can no t s i mply use a r andom number gener ator t o compute 
t he fi r st component of t he b ranch ID , as descri bed i n Section 
16. 6 bull e t 8 . Th is i s becaus e r e transmissions of a request 
need to have the s ame val ue, and a s t a t e l e s s proxy cannot tell 
a retransmi ssion from the o r i g i na l request . The r efore, the 
component of t he br anch pa r ame ter t hat makes it unique MUST be 
t he s ame each t i me a retransmi tted r eq uest i s forwarded . Thus 
for a statele ss proxy , the b ranch pa r ameter MUST be compu t ed as 
a combina t oric f unction of me ssage parameters whi c h a r e 
i nvar iant o n r e t ransmiss i on . 
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The stateles s p roxy MAY use any techni que it likes to guarantee 
uni q ue ness of its bra nc h I Ds a cross t r ansact i ons . However, the 
f ollowing pr ocedur e is RECOMMENDED . The proxy exami nes the 
b r a nch ID i n t he t opmost Via header f i e l d of the r ece ived 
request . I f it begi ns wi t h t he magic cookie , t he f i r st 
component of t he branch I D of the outgoi ng r equest is computed 
as a hash of t he r ecei ved b r anch ID. Other wi s e , the f i r s t 
component of t he branch I D is comput ed a s a hash of t he t opmost 
Vi a, t he tag i n t he To header f ie ld, t he tag in t he Fr om header 
fie l d , t he Call -ID header f iel d, t he CSeq numbe r ( but not 
met hod ) , and t he Request-URI from the r ecei ved r eq uest. One of 
these f iel ds Loo1 i l1 a b1ays va r y acros s t wo d i fferent 
transactions . 

o Al l othe r mes sage t r a nsformatio ns specified i n Sect i on 16 . 6 
MUST result i n the same transformati o n of a r e t r ansmitted 
request . I n par ticula r , i f t he proxy i nse r ts a Record- Rout e 
val ue or pushes URis i n t o the Route header f ield, i t MUST place 
t he s ame values i n retr ansmiss i on s of the r equest . As f or the 
Vi a branc h pa rameter , thi s implies t ha t t he transformati o ns 
MUST be bas ed o n t ime- i nva r ian t confi gurati o n o r 
r e t r ansmission- inva r ian t p rope rties of the r equest . 

o A stateless proxy determi nes wher e t o for wa r d t he r eque st as 
de scribed f or stateful pr oxies in Sect ion 16.6 Item 10. The 
request i s s ent d i rec tly to t he t r ans port l ayer i ns t ead of 
t h rough a client t ransa ction . 

Since a state les s p roxy must f on'iard r e t r a nsmitted requests to 
t he s ame destination and add i dentical b r a nch parameter s t o 
each of t hem, it can only use i nfor mat ion f rom the message 
itself and time-inva r i a nt conf i gu rati o n dat a f o r t hose 
calculations . If t he configur ation state i s not t i me- i nvariant 
( for exampl e , if a r o ut i ng tabl e i s updated) any r equests t hat 
coul d be affected by t he change may not be forwarded 
statelessl y during an i nt e r val equa l t o t he transaction t i meout 
wi nd O\'i before o r after t he cha nge . The method of pr oces s i ng 
t he af fected requests i n t ha t i nter val i s a n impl ementatio n 
dec i sion . A common so l ution i s to fon"a r d t hem t r ansacti o n 
statef ull y . 

Sta t e les s proxies MUST NOT perfor m s pecial pr ocessi ng f or CANCEL 
request s . They ar e p r ocessed by t he above r ul es as any o t her 
r equest s . I n particular , a stateles s p roxy applies t he s ame Rout e 
heade r f ield pr ocessing to CANCE L request s t hat it applies to a ny 
other request . 
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Re sponse processi ng as de scri bed i n Section 16. 7 does not appl y to a 
p roxy be havi ng s tatel essly . When a r espons e a r r i ves at a stat e l es s 
p roxy, t he p roxy MUST i nspect the sent-by value i n the f i rst 
(t o pmost) Via heade r f i e ld value . If t hat addre s s matches t he proxy, 
( i t equal s a va l ue t his proxy has i nserted i nto previous r equests ) 
t he p roxy MUST r emove t ha t header f i e l d va l ue f rom the r esponse and 
fon"a r d t he resul t to t he location i ndicated i n the next Via heade r 
f i e l d va l ue. The p roxy MUST NOT add to, modify, or remove t he 
message body . Unl ess s pecified othe n'ii se, t he p r o xy MUST NOT r emove 
a ny other he ader fiel d va lues . I f the address does not match the 
p roxy, t he message MUST be s ilently discar ded . 

16. 12 Summar y of Proxy Rout e Pr oces s i ng 

In the a bs ence of local policy to t he cont r ary, t he p rocessing a 
p roxy performs o n a request contain i ng a Rout e header f iel d can be 
s urrrna r ized i n the followi ng steps . 

1 . The p roxy will i nspect the Request -URI . If it i nd i cates a 
r esource owned by t h i s proxy, the proxy wi ll replace it with 
t he resul ts of r unn i ng a location s ervice . Other wi se, the 
proxy Loo1 i ll not change t he Request- URI. 

2. The p roxy will i nspect the URI i n t he topmost Rout e header 
f i e l d va l ue . If it i ndicates this proxy, t he proxy r emoves it 
from t he Route header fie ld ( this r o ut e node has been 
r eached) . 

3 . The p roxy will forward the request to the r esource i ndi cated 
by the URI i n the topmost Route header fiel d val ue o r i n t he 
Request-URI if no Ro ut e header fiel d is pr esent . The p r o xy 
de t ermines t he address , por t and t r anspor t to use when 
f on.,ia r d i ng the r equest by appl ying t he p r ocedu res i n [ 4 ) t o 
t ha t URI . 

If no stri ct - rout ing el ements are encountered on t he path of t he 
request , the Request- URI Loo1ill al1vays i ndicate t he t arget of t he 
r equest. 

16 . 12 . 1 Examples 

16 . 12 . 1 . 1 Basi c SIP Trapezoid 

Thi s sce nario i s the basic SIP t r ape zoid, Ul - > Pl -> P2 -> U2, with 
both proxi es r e cord - routing. Here i s t he f l ow . 
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Ul sends : 

I NVITE s i p:callee@doma i n .com SIP/ 2 .0 
Conta ct : s ip : ca ller@ul . example . com 
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t o Pl. Pl i s a n outbound proxy . Pl i s no t r esponsible for 
doma i n . com, so i t looks it up in DNS and s ends i t t here . I t a l so 
adds a Record- Rout e heade r fiel d val ue : 

I NVITE sip:callee~omain . com SIP/ 2 .0 
Contact : s ip : ca ller@ut . example . com 
Record - Ro ute : <sip: pl . example . com; lr> 

P2 ge t s t hi s . It i s r esponsible f or domain . com so i t r uns a l ocation 
servi ce and r ewrit es t he Reques t - URI . It al so adds a Record- Ro ut e 
he ader fiel d val ue . Ther e i s no Route header f i eld , so it re so l ves 
t he ne1v Request -URI t o determi ne whe r e to s end t he r equest : 

I NVITE s i p: c allee.@tl2 . domain . com SIP/2 . 0 
Contact : s ip : ca ller@ut . example . com 
Record - Route : <sip: p2 . domain . com; l r> 
Record - Route : <sip: pl . example . com; lr> 

The call ee a t u2 . domai n . com gets this and r esponds wi th a 200 OK : 

SI P/2 .0 200 OK 
Contact : s ip : ca llee@u2 . domai n . com 
Record - Ro ute : <sip: p2 . doma in . com; l r> 
Record - Ro ute : <sip: pl . exampl e . com; l r > 

The callee a t u2 a l so s e t s i t s d ial og stat e ' s r emot e target URI to 
sip :caller@ul.example .com a nd it s rout e se t to: 

(< s i p : p2 . domai n . com; l r>, <sip : pt . example . com; l r >) 

Thi s i s forwar ded by P2 to Pl to Ul as normal . Now, Ul s ets its 
d i alog s t ate ' s r emote t a r get URI to s i p: callee@u2 .d oma i n . com and i t s 
r o ut e se t to: 

(< s i p : pl . example. com;lr>, <si p: p2. domain . com; lr>) 

Since a ll t he rout e s e t e leme nts contain t he l r par ameter , Ul 
const r uct s t he following BYE request : 

BYE s i p : call ee@u2 .doma i n . com SIP/ 2 .0 
Route : <sip : pl . exampl e. com; l r >, <si p: p2 . domain . com; lr> 
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As any o t her e l ement ( i nc ludi ng proxi es) would do, i t resolves t he 
URI i n t he t opmost Rout e header f iel d value using DNS to determi ne 
whe re to send t he request . Th i s goes to Pl . Pl notices t hat i t i s 
no t r e spo nsible for t he r e sour ce i ndi cated in t he Reque st - URI so it 
doe sn ' t change i t . I t does s ee t hat it is t he f i r st val ue i n t he 
Route header fiel d , so i t r emoves t hat value , and f orwards the 
req uest t o P2: 

BYE s i p : callee@u2. dorna i n . com SIP/2 .0 
Route : <sip:p2 . domai n . com;lr> 

P2 also noti ces i t is not res ponsibl e for the r e so urce i ndi cated by 
t he Request - URI ( i t i s r e sponsible f or domai n . com, not 
u2 . domai n . com) , s o i t doesn' t change it . It does see its el f i n t he 
f i r st Rout e header f i e l d va l ue , so it removes it and f o r wards t he 
f ollmo,1i ng to u2 .domai n . com based on a DNS l ookup agai nst t he 
Request - URI : 

BYE s i p : call ee@u2. dorna i n . com SIP/2 .0 

16 . 12 . 1. 2 Trave r s i ng a St r i ct- Ro ut i ng Proxy 

In this scenari o, a d i a l og i s establis hed across four proxi es, each 
of \~hich adds Record- Ro ute header f i e l d val ues . The thi r d p roxy 
i mplemen t s t he s t r ict- routing procedur e s s pec i fied in RFC 2543 and 
many works i n progress . 

Ul- >Pl - >P2- >P3- >P4 - >U2 

The I NVITE a rri v i ng a t U2 cont ai ns : 

I NVITE sip: c allee-@tl2 . domai n . com SI P/2 . 0 
Contact : s i p : ca ller@ut . example . com 
Record - Route : <s ip : p4 . doma in. com; l r> 
Record-Route : <sip: p3 . middl e . com> 
Recor d - Ro ute : <sip: p2 . exampl e . com; l r > 
Record - Route : <s ip: pl . exampl e . com; lr> 

Whi ch U2 responds to with a 200 OK . later, U2 sends the followi ng 
BYE r equest to P4 ba s ed on t he first Route header f i e ld val ue . 

BYE s i p : ca ller@ut . example . com SIP/2 . 0 
Route : <sip:p4 . domai n . com; l r> 
Rout e : <sip : p3 .middl e . com> 
Route : <s i p :p2. exampl e . com; l r> 
Route : <sip :pl . example . com; l r > 
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P4 is not r esponsible for the r esource i nd icated i n t he Request - URI 
so it 1vill leave it alone. I t notices t hat it is the e l ement i n t he 
first Route header fie l d val ue so it r emoves i t . It then p r epares to 
send t he r eq uest based o n t he now f i rst Rout e header fiel d va l ue of 
sip : p3.middle.com, but i t not i ces t hat t his URI does not contain t he 
l r parameter, so bef ore sending, it r efor mats t he r equest to be : 

BYE s i p : p3.mi d d le . com SIP/ 2 .0 
Route : <sip: p2 . example.com; l r > 
Route : <sip: pl . example.com; l r > 
Route : <sip: cal ler@ul . exampl e .com> 

P3 is a s t r ict router, s o it f or1var d s t he following to P2 : 

BYE s i p : p2.example.com;lr SIP/2 . 0 
Route : <sip: pl . example.com; l r > 
Route : <sip : caller@ul . exampl e .com> 

P2 sees the request - URI is a value it placed i nto a Record - Route 
header f iel d , so bef ore fur t he r p rocessing , it rewrites the r equest 
t o be: 

BYE s i p : cal l e r@ul . example . com SIP/ 2 . 0 
Route : <sip: pl . exampl e.com; l r > 

P2 is no t r esponsible for u l . exampl e . com, so i t sends t he request to 
Pl based o n t he r esol ution of t he Route header f i eld va l ue . 

Pl notices i tsel f i n the topmost Route header fie l d va l ue , so it 
removes it , r esult i ng i n : 

BYE s i p : call e r@ul . example. com SIP/ 2 . 0 

Si nce Pl is not responsi ble f or ul. example . com a nd t here i s no Route 
header field, Pl will forL'ilar d the request to ul.example . com based on 
t he Request - URI , 

16. 12 . 1 . 3 Rewriting Record - Route Heade r Field Values 

In t his scenar i o , Ul and U2 are i n d i fferent p r i vate namespaces and 
t hey ent e r a d i a l og t hrough a proxy Pl , whi ch acts as a gateway 
bet ween t he names paces . 

Ul- >Pl- >U2 
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Ul sends : 

I NVITE s i p : callee@gat eway . leftp r i vatespace . com SIP/ 2 . 0 
Contact : <sip: calle r@ul . l eft p r i va tes pace . com> 

Pl uses i t s location serv ice and sends t he fol lowing to U2 : 

I NVITE s i p:callee@r i ghtp r i vatespace . com SIP/ 2 . 0 
Contact : <si p : ca l l er@ul . l e f t p r i va tespace . com> 
Record - Ro ute: <sip : gate1vay . right privatespace.com; l r > 

U2 sends t his 200 ( OK) back t o Pl : 

SI P/ 2 .0 200 OK 
Contact : <sip: callee@u2. rightp r i vatespace . com> 
Record - Route : <sip: gate1vay . r i ght pri vatespace . com; l r > 
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Pl r e1vr i tes its Record - Route header par amete r to provide a va l ue t hat 
Ul ,~i ll f ind useful, and sends t he following to Ul: 

SIP/2 .0 200 OK 
Contact : <si p : ca l l ee@u2. rightp r i vatespace . com> 
Record - Route : <sip: ga teway . l e f tpri vate space . com; lr> 

l a t er, Ul sends the f ollowi ng BYE request t o Pl: 

BYE s i p : cal l ee@u2. r i g htprivatespace . com SIP/ 2 . 0 
Rout e : <sip : gateway . l eftpri vate space . com; lr> 

whi ch Pl forwards to U2 as : 

BYE s i p : cal l ee@u 2 . r i ghtpriva t espace . com SIP/ 2 . 0 

17 Transacti o ns 

SIP i s a transactional pr otocol : i nteracti ons between component s take 
p l ace i n a ser ies of independent message e xchanges . Specifically , a 
SIP t r a nsaction consists of a s i ng l e r equest and any responses to 
t ha t r equest, which i nclude zero or more provisi onal respo nse s and 
o ne o r more f i na l r esponse s . I n the case of a t ransaction whe r e t he 
r equest was an I NVI TE (knmvn as an INVITE t ransacti on ) , the 
transacti o n also i nc l udes the ACK on l y if the final response was not 
a 2xx response . I f t he r esponse was a 2xx , the ACK i s not cons ide red 
part of the t r ansact ion . 

The reason for t h i s separation i s r ooted i n t he i mportance of 
deliver ing a ll 200 (OK) responses t o an UNITE to t he UAC. To 
deliver t hem all to the UAC, t he UAS a l o ne takes responsibility 
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for r etr a nsmi tt ing t hem ( see Sect i on 1 3 . 3 .1 . 4 ) , and the UAC al one 
t ake s r esponsi bilit y for acknowl edging t hem with ACK (see Se ct ion 
13 .2 . 2 .4 ) . Si nce thi s ACK i s r e t r ansmitted on l y by the UAC, it is 
effective ly considered i t s own t ransact i o n . 

Tr ansact i o ns have a c lient side and a ser ver side . The client side 
is kno1vn as a c l i ent t ransaction and t he serve r s i de as a server 
t ransacti o n . The c l i ent t ransaction sends t he request , and t he 
server t r ansact i o n sends t he r espons e. The cl ien t and serve r 
transacti o ns a r e l og i cal f uncti ons that a r e embedded i n any number of 
e l ements . Speci fically, t hey exist withi n user agents a nd stateful 
p roxy server s . Consider t he example in Section 4 . I n t hi s example, 
t he UAC executes t he client t r ansacti on, a nd i ts o ut bound p roxy 
executes the ser ver t ransactio n . The outbound p roxy a l so execu t es a 
c lient t r ansact i o n , whi ch sends t he r equest to a server t r ansac t i on 
i n the i nbound pr oxy . That proxy a l so executes a client t ransacti on, 
whi ch i n t urn sends t he request to a se r ver transaction i n t he UAS . 
Thi s is s hown i n Figur e 4 . 

+- - - - --- --+ +-- -------+ +--- -- - - --+ +- ---- - - - - + 
+ -+ Request I+- + +- + Request I+- + +-+! Request I+-+ 
ICI --- --->IISI ICI ------ ->I ISI ICl l ------->I ISI 
111 ll el 111 l lel 1111 l lel 
Ii i ll r l I i i l l r l l il l l l r l 
l ei llvl lei l lvl lell l lvl 
l nl ll el l nl l lel lnll l lel 
l t l ll r l l t l l l r l l t ll l l r l 
I I II I I I I I I I II I I I 
ITI 1111 ITI I ITI ITII I ITI 
l r l ll r l l r l l l r l l r ll l l r l 
l al ll al lal l lal lall l lal 
l nl ll nl l nl l lnl lnll l lnl 
Is I I Response I Is I Is I I Response I Is I Is I I Response I Is I 
+·+l<--- ---- I+-+ +-+l<----- -- I+-+ +-+l<------ - I+-+ 

+- ------ --+ +-- -- -----+ +--- -- - - --+ +- ---- - -- - + 
UAC Outbound 

Proxy 
Inbo und 

Proxy 

Fi gure 4 : Tr ansaction r e lat i o ns h i ps 

UAS 

A stat e l ess proxy doe s not contain a client or server transaction . 
The t r a nsact ion exists between t he UA o r statef u l pr oxy o n one side, 
a nd t he UA o r stateful proxy o n t he othe r s i de . As far as SIP 
transacti o ns a r e concerned, s t ateless proxi es a r e effect i ve ly 
transpar ent . The pur pose of t he c lient t r ansactio n i s t o recei ve a 
request from t he element i n whi ch t he client i s embedded ( call t hi s 
e l ement t he "Tr ansact ion User " o r TU ; it c an be a UA o r a stat eful 
p roxy), and r e l i ably delive r t he request t o a ser ver t r a nsact i on. 
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The clie nt t r ansaction i s a l so r esponsible for r e cei v i ng r e sponses 
a nd deliver i ng t hem t o t he TU, filt e ring o ut any r esponse 
r e t r ansmi ssi ons or disallmved responses ( s uch as a re sponse to ACK ) . 
Additionally, i n t he case o f an INVITE request, the c lient 
transacti o n i s r esponsi ble for gene r ating t he ACK r equest for a ny 
f inal response accepting a 2xx r espons e . 

Si milar l y, t he purpose of t he server t r ansacti on is t o receive 
request s from the transpo r t l ayer and deliver t hem t o t he TU. The 
serve r transact i o n fi l t e r s any request retransmissi ons f rom the 
networ k . Th e serve r transaction accept s r esponses from t he TU and 
deliver s them t o the t r ansport l aye r f o r transmission over the 
networ k . I n t he ca se of an INVI TE t r ansac t i on , it absorbs the ACK 
request for any f ina l r espons e excepting a 2xx response . 

The 2xx r esponse and its ACK r eceive s pecial t reat ment . This 
response i s retr ansmitt ed onl y by a UAS, and i ts ACK gener ated o nly 
by the UAC. Thi s end- t o - end t reatme nt i s needed so t hat a caller 
knm~s the entir e set of user s t hat have accepted t he cal l . Because 
of t his s pec ial handling , r e t ransmissi ons of t he 2xx respo nse are 
handled by t he UA co r e, not the t r ansaction l aye r . Simi l arly, 
generati o n of t he ACK for the 2xx i s handl ed by t he UA cor e . Each 
proxy a l ong the path merely forwards each 2xx response t o I NVITE and 
i ts cor r es po nding ACK . 

17 . 1 Client Tr a nsaction 

The clie nt t r ansaction provi des its f unctio nal i t y t hrough t he 
maint enance of a state machi ne . 

The TU c01M1unicat es with t he c lient t r ansact ion through a simpl e 
i n t er f ace . I.Jhen t he TU 1~is hes t o i n i t iate a new t r ansacti on, it 
c r eates a client t r ansaction and passes it the SIP r equest to send 
a nd an I P address , port, and t r ansport to which to send i t . The 
c lient t r ansact i o n begi ns execut ion o f i t s stat e mach i ne . Valid 
responses ar e passed up to t he TU f r om t he client t r ansaction . 

There a r e t wo t ypes of client transaction s t ate machines, depending 
on the method of the request passed by the TU. One handl es c lient 
t rans acti o ns for I NVITE r eque sts . Thi s type of machine is refe rred 
t o as an I NVITE client t ransacti on . Another type hand l es clien t 
t r ansacti o ns for all r eq uest s except I NVITE and ACK. Thi s is 
refer r ed to as a non- INVI TE client t r ansact i on . Ther e is no c lient 
transacti o n for ACK . I f the TU wishes to send an ACK, i t passe s one 
d i r ectly to the transport layer for transmi ssi on . 
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The I NVITE t r ansaction i s diff erent from those of othe r met hods 
because of its extended duration . Normall y, human i nput i s r equired 
i n order t o respond t o an INVI TE . The long de lays expect ed f or 
se nding a r espons e argue f or a t h ree -way hands hake . On t he other 
hand , r eq uest s of ot her methods a r e expect ed to complete r apidly . 
Because of t he no n- INVITE t ransacti o n ' s r e liance o n a t wo -way 
hands ha ke, TUs SHOULD r es po nd immedi ate ly to non- I NVI TE r eque sts . 

17 .1. 1 I NVITE Client Transaction 

17 .1. 1 .1 Overview of I NVITE Tr ans action 

The I NVITE t r ansaction consist s of a t h ree -way ha ndshake . The client 
t rans acti o n sends an UNI TE, t he server transaction sends r e spons es, 
a nd t he c l ient t ransact i on sends an ACK. For unr eli ab l e t r anspo r t s 
( s uch as UDP), t he c lient trans acti o n retr ansmits r equest s at a n 
i n terval t ha t st art s a t Tl se conds a nd doubl es af t e r every 
r e t ransmi ssion . Tl i s an estimate of t he round- t r i p t i me (RTT) , and 
i t defaul t s to 500 ms . Nearl y all of t he transaction timer s 
described he re s ca le wi th Tl , and changing Tl adjusts t hei r values. 
The request i s not r e t r ansmit t ed over r eliabl e trans port s . Aft er 
r e ce i v i ng a l xx r es po ns e , a ny r e t r ansmissions cease a l t oget he r , and 
t he client waits for f urther r es ponses . The server t r ans action can 
send add i tio na l l xx responses, which ar e not t r a nsmi tted r e liabl y by 
t he ser ver t r ans action . Event ua lly, t he s erve r t r ansact i on dec i des 
t o send a final r espons e . For unre liable t ransports , t ha t r e sponse 
is r e t ransmitted pe r i odi cally, and f or r e liabl e t rans po r t s, it i s 
sent once . Fo r each f i nal response that i s r eceived a t t he c lient 
trans acti o n, t he c lient t r a ns action sends an ACK, the purpose of 
whi ch i s t o quench ret r ansmi ssi ons of t he r esponse. 

17 .1. 1 .2 Formal Descript ion 

The state ma chine for t he INVI TE c lient t r ansacti on i s shown i n 
Figur e 5 . The initial state, "calling" , MUST be ente red when the TU 
i n i t i ates a new clien t t ransa ction wi th an I NVITE request . The 
c lient t rans acti o n MUST pas s t he request t o t he t rans port l ayer f or 
transmis s i on ( see Secti o n 18) . I f a n un re liable t r ansport i s being 
used , the client transaction MUST start t i mer A wi t h a val ue of Tl . 
I f a r e liable t rans port i s be i ng used, t he client t r ansaction SHOULD 
NOT s tart t i mer A (Ti mer A control s r equest r etransmiss i o ns ) . For 
a ny t r a ns port, t he c lient transacti o n MUST sta r t t i me r B with a va lue 
of 64*T1 s econds ( Timer B con t rols t r ansact i on t i meout s ) . 

!,Jhen timer A fi r es , t he c lient t r ans act ion MUST r et r ansmi t the 
request by pas s i ng it to the t r ansport layer , and MUST r es e t t he 
timer with a va l ue of 2*Tl. The formal defi ni tion of retr ansmit 
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wi thi n the cont ext of the transacti on layer is t o take the message 
p r evious l y sent t o t he t ransport layer and pas s it to t he t r ans port 
l ayer o nce more . 

!,Jhen timer A fi r es 2*Tl seconds later , the reque s t MUST be 
ret ransmi tted agai n (assuming t he client t r ansacti o n is still in this 
state) . Thi s process ~ ST conti nue so t ha t t he r eq uest i s 
ret r ansmitted wi t h i n t ervals t hat double aft er each t r ansmissi o n . 
The se r e t r ansmi ssions SHOULD o nl y be done while the c lient 
transacti o n i s i n t he " calli ng" state . 

The defau l t va l ue for Tl is 500 ms . Tl i s an estimate of t he RTT 
bet ween the client and s e r ver transactions . Elements MAY (though it 
i s NOT RECOOMENDED) use smaller va l ues of Tl withi n c losed , private 
net wo r ks t ha t do not permit gene ra l I nter net connection . Tl MAY be 
chosen l arger , and t h i s i s RECC¥1MENDED i f it is known i n advanc e 
( s uch as o n high l atency acce ss links) t hat t he RTT is l arge r . 
Whatever t he va l ue of Tl , t he exponent ial backoff s on retr ansmi ssi ons 
described in t h i s secti o n MUST be us ed . 

If the c lient t r ansacti o n is sti ll i n t he "Calling" state when timer 
B fires , t he c l i ent transac t i o n SHOULD inform t he TU that a t i meout 
has occurred . The c lient transacti on MUST NOT gener ate an ACK . The 
va l ue of 64*11 i s equal to t he amount of t i me requir ed to send s even 
requests i n the case of an unrel iabl e t ransport . 

If the c lient t r ansacti o n recei ve s a provi s i onal r esponse whi l e in 
t he "Calling" stat e, it t ransitions t o the " Proce edi ng" state. I n the 
"Proceedi ng" st a t e , t he client t ransaction SHOULD NOT r etransmi t the 
reque st any longer- . Furt he r more, t he pr ovi s i onal r es ponse MUST be 
passed to t he TU . Any f u r ther pr ov i sional responses MUST be passed 
up to t he TU while i n t he "Proceed i ng" stat e . 

When in either the "Call ing" or "Proceeding" s tat es , recept ion of a 
response wi t h stat us code from 300-699 MUST cause t he c lient 
transacti o n to transiti o n to " Compl eted" . The c lient transacti o n 
MUST pass t he r ecei ved r e sponse up t o t he TU, and t he c l i ent 
transacti o n MUST generat e a n ACK request, even i f the transport is 
reliable ( guideline s for constructi ng the ACK f rom t he r esponse are 
g i ven i n Secti on 17 .1. 1 . 3 ) and t hen pas s the ACK to t he t r ansport 
l ayer for transmi ssion . The ACK MUST be sent to the same address, 
port , and transport to whic h t he original r equest was sent. The 
c lient t r ansacti o n SHOULD start timer D when i t enter s the 
"Comple t ed" state, wi th a val ue of at least 32 se conds f or unreliable 
transports, and a va l ue of ze ro seconds for reliabl e transports . 
Ti mer D r eflects t he amount of time t ha t the server t ransaction can 
r emain in t he "Completed" stat e ivhen un re liable t ransports a r e used . 
Thi s i s equa l t o Timer H i n the INVITE server t ransact i on, whose 
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default i s 64*Tl. Howeve r , t he client t r a nsaction does not know t he 
va lue of Tl i n use by t he ser ver t r a ns acti o n , so an absol ute mi nimum 
of 32s is used i nstead of basing Ti mer D o n Tl. 

Any retr ansmissi ons of t he final response t hat a r e r eceived while i n 
t he "Compl eted" state ltJST cause t he ACK to be r e - passed to t he 
t r ans po r t l ayer for r etr ansmission , but t he neidy r ecei ved response 
MUST NOT be passed up to t he TU. A retransmissi o n of t he response is 
defined as a ny r espons e i~hich i~ould match t he same client t r ansaction 
based o n t he r u l es of Section 17 . 1 . 3 . 
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300- 699 
ACK s ent 

r esp . to TU 

I I NVITE from TU 
Timer A fires ! I NVITE sent 
Reset A, V Timer B fi res 
I NVITE sent+------ - - - --+ or Tr ans po r t Er r . 

+-- ------- 1 1- - - - --- - ------ -+infor m TU 
I I Calling I I 
+-- ------>I 1- ------ -------> I 

+ - - ---- -----+ 2xx I 
I 2xx to TU I 

I l lxx I 
+- - --- ------- -- - + l lxx to TU I 

I I 
lxx V I 
lxx t o TU - - ---- - -- --+ 1 
+-- ------- 1 I I 
I !Pr oceeding 1------- ------->I 
+-- ------>I I 2xx I 

+------ -----+ 2xx to TU l 
300- 699 I I 
ACK s ent, I l 
r esp . t o TUI I 

I I 
300- 699 V I 

NOTE: 

ACK s ent +-- - - -- -----+Transport Er r . 1 transitions 
+-- -- - --- - 1 !I nform TU l label ed with 
I I Compl e t ed 1- -- - --- -------> I t he event 
+-- ------> I I J ove r t he action 

+- - ---- - - - --+ 

+- - --- - ------ - -+ 

I 
I Timer D fi res 
I -
I 
V 

+- - ---- --- --+ 

I to t ake 
I 
I 
I 
I 
I 
I 

I I I 
I Te r minated !< - - - -- - --- - --- -+ 

I I 
+- - ---- - - - --+ 

Figure 5 : I NVITE client transaction 

If timer D fires while t he client t r ansacti o n is i n t he "Compl e ted" 
state, t he client t r a nsaction MUST move to the termi nated state . 

When in eit her the "Call ing" or "Proceeding" states, reception of a 
2xx response MUST cause the client t r ansaction to enter t he 
"Te rmi nat ed" s t ate, a nd the r esponse MUST be passed up to t he TU . 
The handling of t his r esponse depends on whether t he TU i s a p r oxy 
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cor e o r a UAC core . A UAC core 1vi ll handl e gene rat i on of t he ACK f or 
t h i s r e s ponse, while a proxy core wi ll always f orwar d t he 200 (OK) 
upstream. The d i ffer i ng t reat ment of 200 (OK) bet ween proxy and UAC 
is the r eas o n t ha t ha ndling of i t does not t ake p l ace i n t he 
t r ansacti o n layer . 

The client t r ansaction MUST be de stroyed the i nstant i t enter s t he 
"Te rminated" state . Thi s is actua l l y necessary t o guarant ee corr ect 
o pe ration . The r ea so n is t ha t 2xx respons es to an I NVITE a r e t r eated 
diffe r ently; each one i s f orwar ded by p r oxies , a nd t he ACK handling 
i n a UAC i s dif f e r ent . Thus , each 2xx needs to be passed to a pr oxy 
core ( so t ha t i t can be for warded) and to a UAC core ( so it can be 
acknmdedged ) . No transacti on l ayer pr ocessing t akes p l ace . 
Whenever a r e sponse is r ece i ved by t he t r anspo r t , i f the t r ansport 
l ayer finds no mat ch i ng c lient t r ans action ( using the r u les of 
Sec t ion 17 .1.3), t he r esponse is pa s s ed d i r ectly t o t he core. Since 
t he match i ng c lient t r ansacti o n i s d est r oyed by t he first 2xx, 
s ubsequent 2 xx wi ll f ind no mat ch and t herefore be passed to t he 
core . 

17 . 1.1 . 3 Constructio n of t he ACK Request 

Thi s section speci fies t he const r ucti on of ACK requests s ent with i n 
t he c lient t r ansaction . A UAC cor e t ha t g ener ates an ACK for 2xx 
MUST i nst ead follow t he rule s descri bed i n Section 13. 

The ACK r equ est constructed by t he c lient t r ansact i on MUST cont ain 
va l ues for t he Call - IO, Fr om, and Request -URI that are equa l to the 
va l ues of t ho se header field s in the r equest passed to the t r ansport 
by the c lient t ransact i o n ( call t h i s t he "origina l r eques t " ) . The To 
he ade r fiel d i n t he ACK MUST equal t he To header f iel d i n t he 
response be i ng acknowled ged, and t herefor e will usual ly d i f f er from 
t he To heade r f iel d i n the ori gina l r eque s t by t he add i t i o n of t he 
tag par ameter . The ACK MUST contai n a s i ngl e Vi a header f i eld , and 
t h i s MUST be eq ual to t he t op Vi a heade r f i eld of t he ori gi na l 
request . Th e CSeq header f i e l d i n t he ACK MUST conta i n t he same 
va l ue for t he sequence number as wa s pr e sent i n the o r i g i na l reque st , 
but t he me t hod pa r amete r MUST be equal to "ACK". 
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If the UNI TE request whose r esponse i s bei ng acknowl edged had Route 
heade r f i e l d s , those heade r f iel ds MUST appear i n t he ACK. Thi s i s 
t o ensu r e t hat the ACK can be routed pr operl y t h r o ugh any downs t ream 
sta t e les s proxies . 

Al though any request MAY cont ain a body, a body i n an ACK i s special 
s i nce t he r equest cannot be r e jected i f t he body i s not unde r st o od. 
The refore , placement of bodies i n ACK for no n - 2xx i s NOT RECOl·Y.tENDED, 
but i f done , t he body t y pes are restricted t o any t ha t appea red in 
t he I NVITE , a ssuming tha t t he r espons e to t he INVITE was not 41 5 . If 
i t \~a s , t he body i n t he ACK MAY be any type listed in t he Accept 
heade r f i e l d in t he 415 . 

For examp l e , consider t he followi ng request : 

INVI TE s i p : bob@bi l oxi . com SIP/ 2 . 0 
Vi a : SIP/ 2 .0/UDP pc33 . a t lanta . com;branch=z9hG4bKkjshdyff 
To : Bob <si p: bob@bi loxi . com> 
From: Al i ce <sip : a lice@atlanta . com>; t ag=88sj a8x 
Max- For war ds: 70 
Call - ID: 987asjd97y7atg 
CSeq : 986759 INVI TE 

The ACK r equ est for a no n - 2xx f i na l response to thi s r equest would 
l ook like t h i s : 

ACK sip : bob@bil oxi . com SI P/ 2 . 0 
Via : SIP/ 2 .0/UDP pc33 . atlanta . com;branch=z9hG4bKkj s hdyff 
To : Bob <si p : bob@biloxi . com> ;tag: 99sa0xk 
From: Al i ce <si p : a lice@atla nta . com>; t ag=88sj a8x 
Max - For wards: 70 
Call - ID: 987asjd97y7atg 
CSeq : 986759 ACK 

17 . 1. 2 Non- INVI TE Client Tr ansact i on 

17 . 1. 2 . 1 Ove rview of the no n- INVITE Transacti o n 

Non- I NVITE t ransactions do not make use of ACK. They are simpl e 
r eq ue st- r esponse i nt e ractions . For unreliabl e t ransports , r equests 
a re retransmitted at an i nterval which start s a t Tl and doubles until 
i t hits T2 . I f a prov i sional r espons e is r eceived , r e t ransmissi ons 
cont i nue for unreliable t r a nsports, but at an i nt erva l of T2 . The 
serve r t ransacti o n r e t r an smi t s the l ast response i t sent, which can 
be a p rovi s i ona l or final response, o nly when a r et ransmi ssion of the 
reque st i s r ecei ved . This is why reque st r e t r ansmi ssions need t o 
continue even aft e r a provisi o nal response ; t hey are to ensu r e 
reliable d elivery of the final r esponse. 
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Unlike a n I NVITE transaction, a non - I NVITE transaction has no s pecial 
hand ling f or t he 2xx r esponse . The r es ult i s that on ly a sing l e 2xx 
response t o a non- I NVITE i s eve r del i ve red t o a UAC. 

17. 1 . 2 . 2 Fo r mal Descript ion 

The state mach i ne for t he non - I NVITE clien t trans action i s shown i n 
Figure 6 . I t i s ve ry s i milar t o the s t ate mach i ne f or INVI TE. 

The "Tr y i ng" s t ate i s enter ed when t he TU i nitiates a new c lient 
t r ansacti o n wi t h a request . When entering t his state , t he cli e nt 
transac t i o n SHOULD set t imer F to fi r e i n 64*Tl second s . The r equest 
MUST be passed t o t he trans port layer for transmi ssion . I f an 
unreliabl e t r anspor t i s i n us e , the client t r ansact i on MUST set t imer 
E t o f i r e in Tl s econds . I f timer E fi res whi le stil l i n t h i s state, 
t he timer i s rese t , but t h is t ime wi t h a value of MI N( 2*Tl , T2) . 
When the timer f i r es again , it i s rese t to a MIN(4*Tl, T2 ) . Thi s 
p r ocess continues so that r e t ransmiss i ons occu r wi th an exponentially 
i nc r ea s i ng i nterval t ha t caps at T2 . The d efault va l ue of T2 i s 4 s , 
a nd i t r epr esent s t he amount of time a non - I NVITE s erve r t r ansac t i on 
will take to respond t o a r equest, i f it does not r espond 
i mmediately . For t he d efault va lues of Tl and T2, this r es ults in 
i n terva l s of 500 ms, 1 s , 2 s , 4 s, 4 s, 4 s , etc . 

I f Timer F fi res whil e t he client t r ansacti on i s stil l i n t he 
"Trying" state, t he client transactio n SHOULD i nf orm t he TU about t he 
timeout , and t hen it SHOULD e nt e r t he "Te r mi na t ed"' stat e . I f a 
provis iona l r e s po nse is received while i n t he "Tryi ng" state, t he 
response MUST be passed to t he TU, a nd t he n the c lient t ransacti on 
SHOULD move to t he "Pr o ceedi ng" stat e . If a fina l r espons e ( s t atu s 
cod es 200- 699) i s r ecei ved whi l e i n t he "Trying"' state, t he r e s ponse 
MUST be pass ed t o the TU, a nd t he c lient t ransacti o n MUST t r ansit ion 
to the "Completed " state . 

I f Ti mer E fi res whil e i n the "Proceeding" stat e , the reque st MUST be 
passed to t he t rans por t layer for r e t r ansmi ssi on , and Ti mer E MUST be 
rese t with a val ue of T2 seconds . If timer F f i r es while i n t he 
"Proceedi ng" s t ate , t he TU MUST be i nfor me d of a t i meout , and the 
c lient transact i o n MUST t r a nsit i on t o t he t e rminated st ate . I f a 
f i na l r esponse (sta t us codes 200 -699) i s received whi le i n the 
"Proceed i ng" state , t he response MUST be passed to the TU, and t he 
c lient transac t i on MUST t r a nsit i on t o t he "Complet ed" stat e . 

Once t he client t r ans act ion e nt e r s the "Compl e ted"' stat e , it MUST se t 
Ti mer K t o fi r e i n T4 s econd s for unreliabl e t r a ns ports, and zero 
second s for r e l i able t r ansport s . The "Compl eted"' state exi st s t o 
buffe r a ny addi t i onal r es ponse retransmis s i ons t hat may be r ecei ved 
(which i s why t he cli ent t r ansaction r emai ns t he r e on ly for 
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unreliab l e t r anspor t s ) . T4 r epresents the amount o f t i me the ne t1vor k 
wi ll take to c l ea r mes sages be t ween client and se rver transactions . 
The def a u l t va l ue of T4 is Ss. A response i s a r etran smi ssion when 
i t matches t he s ame transacti on, using t he r ules s pecified i n Section 
17 .1.3. I f Timer K f i res while i n thi s s t ate , t he client t r ans action 
MUST t r a nsition to the " Te r minated"' sta t e . 

Once t he tra nsa c t i on is i n t he ter mi nated s t ate, i t MUST be destr oyed 
i mmediate l y . 

17 . 1. 3 Match i ng Res ponses t o Client Transacti o ns 

When the tra nsport layer i n the client recei ves a response , i t has to 
det e rmi ne which client t ransaction wi ll ha ndle t he r e sponse, so t hat 
t he p rocessing of Secti o ns 17 .1.1 and 17 . 1. 2 can t ake p l ace . The 
b r anch parameter in t he top Vi a head er fiel d is used f o r this 
purpose . A r esponse mat ches a client t ransaction under t wo 
conditions : 

1 . If the r esponse has t he same value of t he branch paramet e r i n 
t he top Vi a header fiel d as the b r a nch pa r ameter i n t he t op 
Vi a head er field of t he r equest that c r eated t he t r ansaction . 

2 . If the method parameter i n t he CSeq header f i e ld matches the 
method of the r equest t hat c r eated t he tra nsac t i o n . The 
met hod i s need ed since a CANCEL r equest constitutes a 
d i ffer ent transaction, but sha r es the same va l ue of t he branc h 
parameter . 

If a r eques t is sent v i a multi cast, i t is possibl e that i t wi ll 
generate multipl e responses f rom different server s. These r esponses 
wi ll all have the same br anch pa r ameter i n t he topmost Via , but va r y 
i n the To t ag . The f i rst response r ece i ved, based on t he rules 
a bove , will be us ed, and othe rs will be viewed a s r e t ransmissi o ns . 
That is not an err o r ; multicast SIP pr ovides only a rudi mentary 
"si ngle- hop-disco very-like" s ervice t hat i s limited t o processi ng a 
s i ngle r espo nse . See Section 18 .1. 1 for details . 
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17 . 1.4 Handling Tr ansport Er rors 

!Request from TU 
I send r equest 

Timer E V 
send r equest +-- - - - ---- - - + 

+----- ----1 1--- ------- ------- --+ 
I I Trying I Ti mer F I 
+----- -- - >I I or Transport Er r . I 

+-- --- ---- --+ inform TU I 

200- 699 I I I 
resp . to TU I I lxx I 
+- ------- -- - ----+ l resp . to TU I 

I I 
Timer E V Ti mer F I 

send r eq +-- ------- --+ or Tr ansport Er r . I 
+----- -- --1 I i nform TU I 
I ! Proceeding 1--- - ------ - - ----- - > 
+----- -- ->I 1--- --+ 

+-- ------- --+ l lxx 
I I r esp to TU 

200- 699 I +------ --+ 
r esp. t o TU I 

I 
V 

+-- -- - ---- --+ 
I I 
I Completed I 
I I 
+-- - - - ---- --+ 

I 
I Ti mer K 

+- ------- - -----+ I -

NOTE: 

t r a nsitions 
labeled 1i1dth 
the event 
over t he act ion 
to take 

I 
V 

+-- --- ---- --+ 
I I 
I Terminat ed !<-- ------- - - ----- --+ 

I I 
+-- - - - ---- --+ 

Figur e 6 : non- I NVITE client t r ansacti on 

(Page 132] 
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When the client t r ansaction s ends a r equest t o t he t r ansport l ayer to 
be sent, t he followi ng pr oced ur es are followed if the t r anspor t layer 
i ndicates a fail ur e. 
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The client t r ansaction SHOULD i nf o rm t he TU t hat a t r ansport f ailure 
has occurred, and t he client t r ansaction SHOULD t r ansitio n directly 
t o the "Terminated" stat e. The TU wi ll ha ndle t he failover 
mechanisms descri bed in [ 4 ] . 

17. 2 Server Tr a nsaction 

The ser ver t ransaction is responsible for t he delivery of r equests to 
t he TU and t he r eliable t r a nsmission of responses . It accomplishes 
t h i s thr o ugh a state machine. Ser ver t r ansactions are created by the 
cor e when a request is r eceived, and t r ansact ion handling i s desir ed 
for that request (this is not always t he case ) . 

As \~ith t he cli ent transactions, t he state machi ne depends on whether 
t he r ecei ved request is an INVITE request. 

17. 2. 1 I NVITE Server Tra nsaction 

The state diagram for t he I NVITE ser ver transactio n i s s hown i n 
Figure 7 . 

When a serve r transacti o n is constructed f or a request , i t enter s the 
"Pr oceed i ng" state . The server transaction MUST generate a 100 
(Tryi ng ) r es pons e un l ess it knows t hat t he TU will generat e a 
p rovisional or f i nal response withi n 200 ms, i n which case it MAY 
gener ate a 100 ( Trying) r espo nse. This p rovisional response is 
needed to quench r equest retransmissi ons rapi d ly i n o rder to avoid 
net wor k conge stio n . The 100 ( Tr ying ) respons e is constructed 
accordi ng to the procedures i n Sectio n 8 . 2 . 6 , except that t he 
i nsertion of tags i n the To header f i eld of t he r esponse (when none 
was p resent i n the request) i s downgraded from MAY t o SHOULD NOT. 
The r equest MUST be passed to t he TU . 

The TU passes a ny number of provisional response s t o the server 
transacti o n . So l ong as t he server t r ansaction i s i n t he 
"Proceedi ng" state , each of these MUST be passed t o t he t ransport 
l ayer for transmi ssion . They are not sent r eliabl y by the 
transacti o n layer (they a re not r etransmitted by i t) and do not cause 
a change i n the state of the server t r ansaction . I f a r equest 
ret ransmission is r eceived while i n t he "Proceedi ng" state , t he most 
recent provisional res ponse that was r ecei ved from the TU MUST be 
passed to t he t ransport layer for retransmi ssion . A request i s a 
retransmi ssion i f it matches t he same ser ver t r a nsaction based o n t he 
r ules of Section 17 . 2 . 3 . 

If, while in t he "Proceeding" state, the TU passes a 2xx re sponse to 
t he ser ver t ransaction, the ser ver transact i on MUST pass this 
response to the trans port layer for t r ansmi ssion . It i s not 
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ret r ansmi tted by t he s erve r t r ansact i on; r e t r ansmi ssions o f 2xx 
responses a r e hand l ed by t he TU. The ser ver t r a ns action MUST then 
transiti o n to the "Termi nated" stat e . 

While i n t he "Pr oceed i ng" s t ate, if the TU pas ses a r e spo nse with 
st atus code f r om 30 0 t o 699 t o t he s erve r t r ansact i on, the respo nse 
MUST be passed t o t he t r ans po r t l ayer for t r ansmi ssi on , and t he state 
machi ne t-1.JST enter t he "Compl e t ed" s t ate . For unreliab l e t r ans por t s, 
t i mer G i s set t o fi r e in Tl s econds , and i s not set t o f i r e f o r 
reliable t r a nsport s . 

Thi s i s a change f r om RFC 2543, wher e r es ponses 1,.ie r e always 
r e t r a ns mi tted , even o ve r r eliab l e t r ans po r t s. 

When t he "Compl eted" state is enter e d , t imer H MUST be set to f i r e i n 
64*Tl se co nds f o r a l l t r ans po r ts . Ti me r H deter mines when t he s erve r 
transacti o n aba ndons r e t r ansmitting the response . It s va l ue is 
chosen to eq ua l Time r B, t he amount o f time a client trans action wi ll 
co nt i nue t o r e t ry send i ng a r eque st . I f t i mer G f i r es, t he respon se 
i s pa ssed to t he t r ans port l aye r onc e mo r e f or ret r ansmi ssi on , and 
t i mer G i s set to fire in MI N(2*Tl , T2 ) se co nds. Fr om then on , when 
timer G f i r es, t he r e s po nse i s pa ssed to the t r a ns por t agai n f o r 
t r ansmis s i on, a nd timer G is r eset wi t h a va l ue tha t dou bl es, u nl ess 
t ha t va l ue exceed s T2, i n whi ch case it i s r eset with t he va lue of 
T2 . Thi s i s i d ent i cal t o t he r e t r ansmit behavior f or r eq uest s i n t he 
"Tryi ng" sta t e o f t he no n - I NVI TE c lient t r ans actio n. Furt he r mo r e , 
while i n t he "Compl e t ed" stat e , if a r equest r etransmissi o n is 
r e ce i ved , t he s erve r SHOULD pass t he r espo ns e to t he trans po r t f or 
ret r ansmi s sion . 

If an ACK i s r e ce i ved wh i l e the se r ve r t r a ns act ion i s i n the 
"Compl eted " stat e , t he s e r ve r t r ansa ction MUST trans i t i o n to t he 
"Co nfi r med" state . As Timer G is i g nor ed i n t h i s state, any 
r e t r ansmi ssi ons o f t he r e spons e wi ll cea se . 

I f timer H fi res wh i l e in t he "Compl eted" st ate, i t i mp l ies t ha t t he 
ACK wa s neve r r ece i ved . In this case, t he s erve r t r ansa c t i on MUST 
transiti o n to the "Te r mi nated" stat e, and t-1.JST i nd i cate t o t he TU 
t ha t a t r ansacti o n f ail ur e has occu r r ed. 
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Figure 7 : UNI TE s erve r t r an sact i on 
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The pu r pose of the "Confi r med" s tat e i s to absor b any addit iona l ACK 
message s t ha t arrive , t riggered f r om r e t r a nsmi ssio ns of the final 
response . l~hen t h i s state i s enter e d , t imer I is set t o f i r e in T4 
se cond s for unreliab l e t ransport s , a nd zer o seco nd s for r e l iabl e 
t ranspor t s . Once timer I fires , t he se rver MUST t r ansiti o n to t he 
"Te rminated" state . 

Once t he tra nsa ction is i n t he "Ter mi na t ed" stat e, it MUST be 
dest royed i mmed i a t e ly . As wi t h c lie nt t r a ns ac t i o ns , t h i s i s ne eded 
t o ensure r e liabi lity of t he 2xx r e spon ses t o INVITE. 

17. 2 . 2 Non- INVI TE Server Tr ans action 

The s tate ma ch i ne for the non - I NVITE s e rver trans ac t i on i s shown i n 
Figure 8 . 

The state ma chine i s i nitialized i n the "Trying" state a nd i s passed 
a r eque st othe r t han INVI TE or ACK when i n i t ialized . Thi s r equest i s 
passed up to t he TU. Once i n t he "Trying" state, any f urthe r r equest 
ret r ansmi ssi ons a r e discar ded . A r e quest i s a ret r ansmi s s i on i f i t 
mat che s t he same s e rver t r a ns act ion , us i ng t he r u les specified i n 
Section 17 . 2 . 3 . 

While i n t he "Tr ying" s t ate, i f t he TU pa s s es a provi sio nal respon se 
t o t he serve r t r ans act i o n , t he ser ver t r ansaction MUST e nte r t he 
"Proceeding" st a te . The response MUST be passed t o t he t r ansport 
l ayer f or transmission . Any furthe r provi s i onal r es ponses t ha t are 
r e ce ived from the TU while i n t he "Proceedi ng" st a t e MUST be passed 
t o the trans po r t l ayer for transmiss i on . I f a ret r an smi ssi on of t he 
req uest i s recei ved while i n t he "Proceed i ng" st ate , t he mo st 
r e cently s ent provi s i o nal r e s ponse MUST be pas sed to t he t ransport 
l ayer f or r e t r a nsmission . If t he TU passes a f i na l response ( s t a t us 
codes 200- 699) to t he s erve r whi le in t he " Proceedi ng" st ate, the 
t r ansacti o n MUST enter t he "Complet ed" state , and t he response HUST 
be passed to t he t r ans por t l ayer f or t r ansmi ssion . 

When t he server t r ans action ent e r s t he "Completed" stat e, i t MUST se t 
Ti mer J t o fire i n 64*Tl seconds f o r un reliable t r ans por t s , and ze r o 
se cond s for r e liable t r ansport s . L,Jhi l e i n the "Complet ed" s t ate , t he 
serve r transact i o n MUST pa s s t he f i na l respo nse t o t he t ransport 
l ayer f o r r e t r a nsmi s sion wheneve r a r e t r ansmissi o n of t he r equest i s 
recei ved . Any o t he r f i nal r esponses pa s sed by t he TU t o t he serve r 
t ransacti o n MUST be disca r ded while i n t he "Complet ed" s t ate . The 
serve r t r ansact i o n r emai ns i n t h i s s t ate u nt il Ti mer J f i r es, a t 
whi ch po i nt it r-1.JST t ransiti o n to t he "Ter mi nated" s tat e . 

The ser ver t r ansaction HUST be de st royed t he i nst ant i t ent e r s t he 
"Te rmi na ted" st a t e . 
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17. 2 . 3 Match i ng Requests to Server Transactions 

When a request i s r ecei ved f r o m t he networ k by t he s e r ver, it has to 
be matched t o a n ex i sti ng t r a ns acti o n . Th i s i s a ccomplis hed i n the 
f ollowing ma nner . 

The b r a nch par amet e r i n t he t opmo st Vi a header f i eld of t he r equest 
i s exami ned . If it i s present and begins with t he magi c cook i e 
" z9 hG4bK", t he r eque st was generated by a client t r ansact i on 
compliant to t h i s speci ficatio n . Ther efore, t he br anch paramet e r 
wi ll be uniq ue ac r oss all trans acti o ns sen t by t hat c lient . The 
reque st matches a t r a nsaction if : 

1 . t he branc h paramete r i n the request i s equal to t he one in t he 
top Via heade r f ie ld of the reque st t hat c reated the 
trans a cti o n , and 

2 . t he s e nt - by va l ue i n t he top Vi a of the reques t i s equa l t o t he 
o ne in t he reques t t hat creat e d t he t r ansact i on, a nd 

3 . t he me t hod of t he r equest mat c hes t he one t hat created t he 
t r a ns a cti o n , except f o r ACK, wher e the method of the r equest 
that crea t ed t he t r ansa cti on i s INVITE. 

Thi s match ing r ul e applies t o both INVI TE and no n- I NVITE t ransactions 
a like . 

The sent - by value i s used as part of the matchi ng process because 
there cou l d be acci d ental or malici ous d upl icati on of br anch 
par ameters f rom d i fferent client s . 

If the branch pa r amet er i n t he t op Vi a header fie l d i s no t p resent, 
or does not contai n t he magi c cook i e, t he following p roced ures a r e 
used . Thes e exist to handle backwards compatibility with RFC 2543 
compliant i mplementatio ns . 

The I NVITE request mat ches a t r ansaction i f the Request - URI , To tag, 
From tag, Ca ll- I D, CSeq , and t op Vi a header f i eld match t hose of t he 
INVITE request whi ch created the transacti on . I n thi s case, t he 
INVITE i s a ret r ansmi ssi on of the ori gina l one t hat created t he 
t r ansacti o n . The ACK r equest matches a transact i o n i f the Request­
URI , Fr om tag, Call - ID, CSeq number ( not t he met hod) , and t op Vi a 
heade r f iel d match t hose of the INVITE request whi ch creat ed t he 
transacti o n , and t he To tag of the ACK matches t he To tag of t he 
r e sponse sent by t he s erver t ransacti on . Hatchi ng i s done based on 
t he matching r u l es def ined f or each o f t hose header fie l d s . 
Inc l usion of t he tag i n t he To header fiel d i n t he ACK mat ch i ng 
p r o ce ss helps d i s ambi g uate ACK for 2xx f r om ACK for other respons e s 
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at a p roxy, whi ch may have f o n~a r ded both r espons es (This can o ccu r 
i n unusual condi tions. Speci fically, when a p r oxy forked a r equest, 
a nd t hen c r ashes, the r es ponses may be deli vered t o anot her p r oxy, 
whi ch might end up f o r warding multi p l e respons es ups t ream) . An ACK 
r eq uest t hat matches an I NVITE t r ansaction matched by a pr evious ACK 
is cons i d e r ed a r etransmissio n of t ha t p r e vi ous ACK . 
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Figure 8 : non- INVI TE serve r t ransact i o n 

For a ll ot he r req ue st methods, a r eq uest is matched to a t r ansaction 
if t he Request- URI , To tag, From tag , Call - ID, CSeq ( i ncl uding t he 
method) , and top Via header f i eld match t hos e of t he r equest t ha t 
c r eated t he transacti o n . Mat ching i s done based o n t he match i ng 
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r u l es de f i ned f or each of t hose header f i e l ds . Vlhe n a no n- INVITE 
request ma t che s an exist i ng t r ansacti on , i t i s a r e t r ansmi s s ion of 
t he r equest t hat cr eat ed t hat t r ansaction . 

Because t he mat chi ng rul es i nc l ude the Req ues t - URI , t he s erve r cannot 
match a r es ponse to a t r ans action . When the TU passes a r esponse to 
t he s e r ve r t r ansaction , it must pa s s it to the specific s e r ver 
t r ans acti o n f o r which t he res ponse i s t a r geted . 

17. 2.4 Hand l i ng Tr ansport Er r o r s 

When t he s e r ver t r ansac t ion sends a r es pons e to the t r ans po r t l aye r 
t o be se nt, t he fol lowi ng p rocedures a r e followed i f t he t r anspo r t 
l ayer i nd i cates a failure . 

Fir st, t he p roced ur e s i n [ 4 ) a r e f ollowed , which attempt t o de live r 
t he r espo ns e to a backup. If t ho se s hould all f a il , ba sed on the 
definiti o n of f ailu r e i n [ 4 ) , t he ser ve r t r ansact i o n SHOULD i nf o rm 
t he TU t ha t a f ailu r e has occurred , and SHOULD t ransi t i o n to t he 
t e rmi nated state . 

18 Tr ans port 

The trans por t l aye r is r esponsible f o r t he ac t ua l t r ansmi ssion o f 
req uest s and response s o ver ne t wo r k t r anspor ts . Thi s i nc l ude s 
d e t e r minati o n of t he connec tio n to us e f o r a r equest o r r es pons e i n 
t he case of con nection-o r i e nt ed t r ans ports . 

The trans por t l aye r is r esponsible f o r managing pe r s i s t e nt 
connecti o ns f o r t r ans po r t p r ot ocols l ike TCP and SCTP, o r TLS over 
t ho se , includ i ng one s o pened t o t he t r anspor t layer . Thi s i nc ludes 
connect i o ns ope ned by t he c lient or s erve r t r anspo r t s , so t ha t 
connecti o ns are s ha red be t wee n c lien t and s erve r t r anspo r t f unctions . 
The se connections a re i ndexed by t he t uple for med f r om the address , 
po r t , a nd t r ansport p r o t ocol a t t he f a r end of t he connect i on . Nhen 
a connect i on i s o pened by t he t r anspor t layer , t h i s i ndex i s set to 
t he de st i nation IP, por t and t r anspor t . When t he connec t i on i s 
accepted by t he t r ans po r t layer , t h i s i nde x is se t to t he s ou r c e I P 
add ress, por t n umbe r , and t r a nsport . Note that, because t he so ur ce 
port i s often ephemeral , but i t cannot be known whe t he r i t i s 
ep hemeral or se l ected t hr ough pr oced ur es i n [4 ], co nnec t i on s accepted 
by the t r ans port l ayer will f r equent l y not be reus ed . The r e sult i s 
t ha t t wo pr oxies in a " pee r i ng " r e l a tionsh i p us i ng a con nection ­
o r i ent ed t r a nsport f r eq uent l y \~i ll have t wo conne c t i ons i n use , one 
f o r trans actions in i t i ated i n each d i r ecti o n . 
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It is RECOl-"t1ENDEO t hat connections be kept o pen f or some 
i mp l emen t ati on - d efined d u r atio n afte r t he l as t me ssage was sent or 
r e ce i ved o ve r that co nnection . Thi s du rat i o n SHOULD a t l east eq ual 
t he l ong est amount of t i me t he e leme nt wou l d need in order to bring a 
transacti o n f rom inst ant iati o n to t he t e r mi na t ed stat e . Th i s i s to 
make i t like ly t ha t trans actio ns are compl eted over t he same 
connecti o n o n whi ch t hey are i ni tiat ed ( f o r exampl e , req uest, 
response, and in t he cas e of I NVI TE, ACK for non - 2xx respon se s ) . 
Thi s usua lly means a t l east 64"'Tl ( see Sec t i on 17 . 1. 1 .1 for a 
definiti o n of Tl ) . Howeve r , i t cou l d be l a r ger in an e l ement t ha t 
has a TU us i ng a l a rge va l ue for t i mer C ( bulle t 11 of Section 16 . 6 ) , 
f or examp l e . 

All SIP e l ement s MUST i mpleme nt UDP and TCP . SIP e l ement s MAY 
i mp l emen t other pr otocol s . 

Mak i ng TCP mandatory f o r t he UA i s a substant i a l change f r om RFC 
2543. I t has a r isen out of t he need to handle l a r ge r messages, 
\~hich MUST us e TCP, as d i scus sed be l ow. Thus , even i f an e l ement 
neve r s end s l a r ge messages, i t may r ece i ve one and ne eds to be 
able to handl e t hem. 

18 . 1 Clients 

18 . 1 . 1 Sending Req uest s 

The client side o f t he t r ansport layer i s r espons i bl e f o r sending t he 
r eq uest and r ec e i ving r espo nses . The user o f t he t r ansport l ayer 
passes t he client t r a nspo r t the reques t, a n I P add ress, port, 
transpo r t , a nd possibly TTL f o r multi cast destina tion s . 

If a r eq ues t i s with i n 200 byt es of the pa t h MTU, o r i f i t i s l a r ge r 
t han 1300 bytes and t he path HTU is unknown, t he r eque st HUST be sent 
using a n RFC 2914 [ 43) congest i on controlled t r a nspor t prot ocol, s uc h 
a s TCP . I f t hi s cause s a change i n the trans port pr ot ocol f r om the 
o ne i ndi cated in t he t op Via, t he va lue i n the t o p Via MUST be 
changed . Th i s pr events fragmentati o n of messages o ve r UDP and 
p rovi de s congest i on cont r ol f or lar g er me ssages . Howeve r , 
i mp l ementat i ons HUST be able t o handl e mess age s u p t o t he max i mum 
d a t ag r am pac ket s i ze . For UDP, t h i s si ze i s 65, 535 byt es, i nc luding 
I P and UDP headers . 

The 200 byte " buffer·· be t ween t he me s sage size and t he MTU 
accommodates t he fact t hat t he res ponse i n SIP can be l a r ge r t han 
t he r eq uest . Th is happe ns due t o t he a ddit i on of Record - Rout e 
heade r field va lue s t o t he r e spons es to I NVI TE, for e xample . \~ith 
t he extra buffer , the r e sponse can be a bo ut 170 by t e s l a r ge r t han 
the r equest , and sti ll not be fragmented on I Pv4 ( abo ut 30 byt e s 
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is co nsumed by I P/UDP, a ssumi ng no IPSec ) . 1300 i s c hosen when 
path MTU i s no t known, based on t he a ssumption of a 1500 byte 
Ethe rnet MTU . 

If an element sends a r equest over TCP becaus e of these mes sage size 
const r a ints , and that r eque st would have otherwise been s ent over 
UDP, if t he attempt to establ ish t he connection generat es e ither an 
ICMP Pr o t ocol Not Supported, or results in a TCP r eset, t he element 
SHOULD retry t he r equest , u s ing UDP . This i s on l y to p rovide 
backwards compat i bi l ity with RFC 2543 compliant i mpl ement ations t hat 
do not suppor t TCP . It i s anticipated t ha t this behav i or will be 
dep r ecated i n a f uture r ev i sion of t his specificati on . 

A c lient that s ends a r equest to a multicast addres s MUST add t he 
"maddr " parameter to i t s Via heade r f i e ld va l ue cont a i n ing t he 
destinati o n multi cast address , and for 1Pv4, SHOOLD add t he "t t l " 
parameter with a va lue of 1. Usage of 1Pv6 multicast is not de fined 
i n this s pec i f i cation , and wi ll be a subj ect of f uture 
st andar d i zation when t he need a r ises . 

The se r u l es r e sul t i n a pu r posef ul l i mitat i on of multicast i n SI P . 
Its p r imary f unction is to provi de a "single - hop- d i scovery- like" 
service, deliveri ng a r equest to a group of homogeneous s erve r s, 
whe r e it i s on l y r equi r ed to process the r esponse from a ny one of 
t hem. Th i s f uncti onalit y i s most us eful for r egi str a t i o ns . In fact, 
based o n the trans action p r ocessing r ules i n Secti o n 17.1 . 3, t he 
c lient trans act i on wi ll accept t he f i rst response, and v iew any 
o ther s as r e t r a nsmissions because t hey all contain the s ame Vi a 
branch i d entifier . 

Befor e a r eq ue st is s ent , t he client t r ans port MUST i nsert a va l ue of 
t he " sen t - by" f ield i nt o t he Vi a header fiel d . Thi s fie l d cont ains 
a n IP add r es s or host name, a nd port . The usage of an FQDN is 
REC~ '1ENDED . Thi s fie l d i s us ed f o r s ending r e spo nses u nde r certain 
conditions, described be low . I f the port i s absent , the defau l t 
va l ue de pend s o n t he t r anspo r t . I t i s 5060 for UDP, TCP and SCTP, 
5061 f o r TLS. 

For r eliable t r anspor ts, t he r es ponse i s normally s ent o n t he 
connecti o n o n whi ch t he r equest was received . Ther efore, t he client 
trans po r t MUST be p r e pared t o r ecei ve t he r esponse on t he same 
connecti o n used t o se nd the request . Under e r r o r cond i t i on s , t he 
server may attempt to o pen a new connection to se nd t he r es ponse . To 
hand le t h i s case, t he t r ans port layer MUST also be prepared to 
r e ce i ve an i ncomi ng connecti o n on t he source I P add r ess from whi ch 
t he request was s ent and port number in t he "sent - by" f i e l d . It also 
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MUST be pr epared to receive i ncoming connections on any address and 
port t ha t wo uld be selected by a server based on the p rocedu r e s 
described in Sec t ion 5 of [ 4 ] . 

For un r e liable unicas t t r anspor t s, t he client t r a nspor t r-uST be 
p r epared t o recei ve res ponses on the source IP add r ess f rom which the 
request i s sent ( as responses are se nt back to t he sourc e address) 
a nd t he port number i n t he " sent -by" field . f u r t hermo re, as with 
reliable tra nsports, i n cer tai n cases t he r esponse will be sent 
e l s ewhe re . The clien t MUST be p repared to r eceive r espo ns es on any 
add ress and po r t that would be selected by a ser ver based on t he 
procedures d escribed in Sectio n 5 of [ 4] . 

For multi cast, t he client t r a nspor t MUST be prepared to r eceive 
r esponses on t he s ame multicast g r oup and port to which t he r equest 
i s sent (tha t i s, it need s to be a member of t he multicast g r oup it 
sent t he r eq uest t o . ) 

If a r equest i s d esti ned to a n I P addr ess, port, and t r a nspor t t o 
whi ch an existing connection is open , it i s RECO'·v-tENDEO t hat t h i s 
connecti o n be used to s end t he request, but another connection MAY be 
o pened a nd used . 

If a r equest i s s ent us i ng multicast , it is sent t o t he group 
add ress, port, and TTL pr ov i ded by t he t r a ns por t user . I f a req uest 
is sent using u ni cast unr eliab l e transpor ts, it i s s ent to t he I P 
add ress and po r t provi d ed by t he t r anspor t us e r . 

18.1.2 Receiving Responses 

When a r esponse i s recei ved, t he client t r ans por t exami nes t he t op 
Via header fiel d va lue . I f the val ue of t he " sen t - by" parameter i n 
t hat header f iel d va l ue does not cor r espond to a value that the 
client transport is configured to insert into requests, the response 
MUST be s i lent l y di scarded . 

If ther e are any c lient t r a nsactions i n exi stence, the c lient 
t r anspor t uses t he matchi ng p rocedures of Section 17.1.3 to attempt 
to match t he response to an e xi sting transacti on . I f t he r e is a 
mat ch, t he response MUST be passed t o t ha t t ransaction . Ot herwi se , 
t he response MUST be passed to t he core (whether it be stateless 
p r oxy, statefu l proxy, or UA) for further processi ng . Handling of 
t he se "str ay" responses i s dependent on t he co r e (a p r oxy will 
f on~ard t hem, while a UA will discard, f o r exampl e) . Telcom Ventures Exhibit No. 2017 
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18. 2 Serve r s 

18. 2. 1 Recei v ing Req uests 

A server SHOULD be prepared t o recei ve r equests o n any I P address, 
port and tra nsport combi nat i o n t hat can be t he result of a DNS l ookup 
o n a SIP or SIPS URI [4 ] that is handed ou t for t he pu rposes of 
commun i c ating wi th that ser ver . I n t hi s cont ext, "handi ng out" 
i nc l ude s pl a cing a URI i n a Contact header fie ld i n a REGISTER 
r eq uest o r a r ed i r ect r es ponse , o r i n a Reco r d - Route head er f i e l d i n 
a r eque st or respon se. A URI can a l so be " handed o ut " by p laci ng it 
o n a web page or business card . I t i s also RECOMMENDED t ha t a s erver 
listen for r equests o n t he default SI P por ts (5060 for TCP and UDP, 
5061 f o r TLS over TCP) on a ll publi c i nter f aces . The t y pical 
exception wo uld be private ne t wo r ks, or when mult i pl e serve r 
i nstances are r unning o n t he same host . For any port and i nter f ace 
t ha t a serve r listens o n f o r UDP, it MUST listen o n t ha t s ame port 
a nd i nterface f or TCP. Th i s is because a message may ne ed to be sent 
us i ng TCP, r ather tha n UDP, i f i t is too large . As a resul t , t he 
converse is not t r ue. A se r ve r need not listen f or UDP o n a 
pa r ticu l ar addr ess and po r t just because it is listening on t ha t same 
address and por t for TCP . There may, of course, be other reasons why 
a s erver needs t o listen f or UDP on a par t icular ad dr e s s and port . 

When t he s erve r t r ans port recei ves a r equest over any trans port , it 
MUST exami ne t he va lue of t he "sent - by" parameter i n t he t op Via 
heade r field val ue. If t he host po r t ion of the "sent - by" par amet e r 
cont a i ns a domai n name , o r if it contai ns an I P addr ess t ha t d i ffe r s 
f rom the pac ket sou rce add ress , the server MUST add a "rece ived" 
parameter to t ha t Via heade r f i e ld value . This parameter MUST 
cont a i n t he source addres s f r om whi c h t he packet was received . This 
is to a s s i st t he se rver t r a ns port l ayer i n s ending the r esponse , 
s i nce it must be s ent to the source I P address f r om whi c h t he r equest 
came . 

Consider a r eques t r e ceived by t he s erve r t r ansport whi c h looks like, 
i n pa r t: 

I NVITE sip : bob@Bil oxi.com SIP/2 .0 
Via: SIP/2 . 0 /UDP bobspc . bi loxi . com: 5060 

The request is r ece i ved \•dt h a sou r c e IP add r e ss of 192. 0 . 2 . 4. 
Befor e passing t he r equest up, t he t r ansport adds a " received" 
parameter, so that t he r eques t wou l d l ook like , i n pa r t : 

I NVITE sip: bob@Bi l oxi.com SIP/ 2.0 
Via: SI P/ 2 . 0/UDP bobspc . biloxi . com: 5060; r eceived =192. 0 . 2 . 4 

Rose nber g, et . al. Stand ards Track (Page 145 ] 

RFC 3261 SI P: Session I niti ation Protocol June 200 2 

Next , the server t r ansport a t tempts to match the r equest t o a s erver 
t r ansacti o n . I t doe s so us i ng t he match i ng r u les desc r i bed i n 
Section 17 . 2 . 3. I f a matching ser ver t ransaction i s f ound , t he 
r equest i s passed to that t r a ns acti o n for processing . If no match i s 
found, t he r equest i s pas sed t o the core, which may deci d e to 
constr uct a new s erver t ransacti on f or t hat r equest . Not e tha t when 
a UAS cor e sends a 2xx response to INVI TE, the se rver transactio n i s 
dest royed . Thi s means t hat when t he ACK a rrives , t he r e wil l be no 
matching s erver t r ans action , and ba sed on t his r u l e , t he ACK is 
passed to t he UAS cor e, \~her e it i s proces s ed . 

18. 2.2 Sendi ng Responses 

The ser ver t r anspor t us es t he value o f t he t op Vi a header fiel d in 
o rder to d eter mi ne where to send a r es ponse . I t '4.JST follow t he 
follmo,1ing process : 

o I f the "sent - p rot o col" i s a r e l i able t r ansport p rotocol s uch a s 
TCP or SCTP, o r TLS over t ho se, t he r espons e MUST be sent using 
t he ex i sting connection to t he sour c e of the original r eq uest 
that c reated t he t r ansaction , i f t ha t conne ct i on i s still open . 
Thi s r equi r es t he ser ver t r anspor t t o ma i ntai n an associ ation 
be t ween s erver t r ansact i ons and transport connections . I f that 
con nection is no l onger open , t he server SHOULD open a 
con nection to t he I P address i n t he "received '" par ameter , if 
p resent, us ing the po r t i n t he "sent - by'" val ue , o r the de f ault 
por t for t ha t transport, i f no por t i s s peci f ied . I f t ha t 
con nection attempt f a ils , the server SHOULD us e t he p roced ures 
i n [4] for servers in order t o dete rmi ne the I P add r e ss and 
po r t to o pen t he connection and send t he respon se t o . 

o Othenvise, if t he Via header f ield value contai ns a "maddr" 
pa r ameter , the r esponse MUST be for warded t o the addr ess listed 
t here , using the po r t i ndicated in "sent - by" , o r port 5060 i f 
none i s p r es ent . I f t he address i s a multi cast add r ess, t he 
r e s ponse SHOULD be sent using the TTL indicated i n the "t t l " 
par ameter , or wit h a TTL of 1 i f t hat pa r amet e r i s not p r es ent . 

o Othenvise (for unr eliable uni cast transports) , if t he t op Vi a 
has a " r e ce i ved" pa r ameter , t he response MUST be s ent to t he 
address i n the " received" par ameter , using t he po r t i ndi cated 
i n t he "sent - by" value, or us i ng po r t 5060 i f none i s specified 
explicitl y . I f t hi s fails, for example , e licits a n I 01P " por t 
unreachabl e " r e sponse , the p rocedu res of Se ction 5 o f [ 4 ) 
SHOULD be used t o det e rmi ne where to s end t he response . 
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o Othenvi se , if it i s not r ece i ver - tagged , t he r esponse MUST be 
sent to t he address i ndicated by t he " sent - by" va l ue , us ing t he 
p r oced ures in Section 5 of [ 4 ] . 

18. 3 Frami ng 

I n t he case of message-orient ed transports (such as UDP) , i f t he 
message has a Content - Lengt h header fie ld, t he message body i s 
assumed t o contai n t hat many bytes . I f t her e a re additi o nal bytes i n 
t he transport packet beyond the end of t he body, t hey MUST be 
d iscar ded. I f the t r anspor t packet end s before the end of t he 
message body , t his is cons idered an error . I f t he message i s a 
res ponse, it MUST be d i s ca rded . I f the message i s a request, t he 
e l ement SHOULD gene rate a 400 ( Bad Request ) r esponse. If t he message 
has no Cont e nt - Lengt h header f ield , t he message body is assumed to 
end at t he end of t he t r ans port packet . 

I n t he case of str eam-oriented t r ansports such as TCP, t he Cont ent ­
Le ngth header f i e l d i nd i cates t he size of the body . The Content­
Le ngth header fiel d MUST be used with stream oriented trans ports . 

18.4 Error Handling 

Er r or ha ndling i s i ndepende nt of whethe r the message was a r equest or 
response . 

I f t he trans port user asks for a message to be sent ove r an 
unre liable transport, and t he r esul t is an I CMP e rror , t he behavior 
depends o n t he t ype of I CMP error . Host, net 1"ork, port or prot ocol 
unreachab l e e r rors, o r parameter p r o bl em err or s SHOULD cause t he 
transpor t l ayer t o i n form t he transport user of a f ai l ure i n sending. 
Sou rce q uenc h a nd TTL exceeded I CMP error s SHOULD be ignored . 

If the t r ansport use r asks for a request t o be sent over a reliabl e 
t r ansport, a nd the r e sul t is a connection f ailure, t he t r ansport 
layer SHOULD i nform t he t r a nsport user of a f a ilure i n send i ng . 

19 Common Message Components 

The re are certai n components of SIP messages t hat appear i n vari ou s 
p l aces wi thin SIP messages ( and somet imes , o utside of t hem) t hat 
merit separ ate d i scussi o n . 
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19.1 SIP a nd SI PS Uniform Resource I ndicators 

A SI P o r SIPS URI ident i fies a communicati ons resour ce. Li ke all 
URis , SIP and SIPS URis may be placed i n web pages , emai l messages, 
or pr i nt ed lite r a t u re. They contai n sufficient informati o n to 
i n i t iate and maint a in a communication sessi o n with t he resource . 

Examples of communi cati o ns resources i nclude t he following : 

o a us er of an onli ne serv i ce 

o a n appearance on a mul ti -line phone 

o a mailbox o n a messagi ng system 

o a PSTN number at a gateway service 

o a group ( such as " sales" or "helpdesk") i n an organi zation 

A SIPS URI speci f ies that t he r esource be co ntact ed securel y . This 
means, in pa rticul a r , t hat TLS is to be us ed between t he UAC and t he 
domai n t hat OL\lns t he URI . From t he re, secur e communi cati o ns are used 
t o reach t he us er , wher e t he specific securi ty mechanism depends on 
t he policy of the domain . Any r esource descr i bed by a SIP URI can be 
" upgraded " to a SIPS URI by just cha nging the scheme , if it is 
desir ed to communicate with that resource s ecure l y . 

19. 1. 1 SIP and SI PS URI Components 

The "sip : " a nd " s i ps :" schemes foll ow t he gui delines i n RFC 2396 [5) . 
They use a form simil ar to t he mailto URL, allowing t he s pecification 
of SIP request - header f i e l ds and t he SIP message- body . Thi s makes it 
possible t o specify t he s ubject , medi a t ype, o r urgency of sess i on s 
i niti ated by using a URI on a web page o r i n an emai l message . The 
forma l syntax for a SIP o r SIPS URI i s p resented i n Section 25 . I t s 
gener a l form, in t he case of a SIP URI , is : 

sip : user : passwor~ost: po r t; ur i - par ameter s ?header s 

The format f o r a SI PS URI is the same , except t hat t he scheme i s 
" s i ps" i nstead of sip . These tokens, and some of t he tokens i n t heir 
ex pansions , have the follm1,1i ng meanings: 

us e r : The ident i f i e r of a par ticular resource at the host be i ng 
addressed . The t e r m "host" i n t his cont ext frequently ref er s 
to a domain. The "userinfo" of a URI consists of t hi s user 
f i e ld, t he password f i eld , and the @ sign fol l owi ng t hem. The 
user info part of a URI is opt i o na l a nd MAY be absent when t he 
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destination host does not have a noti o n of us er s or when t he 
host i t sel f is the resour ce be i ng i dentif ied . I f t he @ s i gn is 
present i n a SIP o r SI PS URI, t he us er f iel d MUST NOT be empty . 

I f the host bei ng addressed can p rocess tel ephone numbers, f o r 
i nstance, an Int er net t e l ephony gateway , a telepho ne -
subscr i ber fiel d defined i n RFC 2806 ( 9 ] MAY be used to 
populate the user fiel d . There a re special escapi ng r ules for 
encoding t e l epho ne - subscr i ber f ie lds i n SIP and SI PS URis 
descr i bed i n Section 19 .1.2. 

password : A passwo r d associated with t he user . \~hile the SIP and 
SIPS URI syntax allm,is t his field to be p resent, its use i s NOT 
RECOl-'l'lENDEO, be cause t he passing of authent i cation i nf ormation 
i n clear text ( such as URi s ) has p r o ven t o be a secur i t y ris k 
i n a lmost eve r y case wher e i t has be en used . For i nstanc e , 
t r a nspor t i ng a PI N number i n this f iel d exposes t he PI N. 

Note t hat the passi~o r d f i e ld is just an extension of the use r 
portion . I mpl ementations not wishi ng to g i ve s peci al 
significance to t he password por tion o f t he f ie ld HAY s i mply 
treat "user : password" as a single st r i ng . 

host : The hos t p r ov i ding t he SI P r esour ce . The host par t contains 
eit her a f ully- q ual i f ied domain name o r numer i c IPv4 o r IPv6 
address. Using t he f ully- qua l i fied domain name form is 
RECOl-'l'lENDEO whe neve r possible. 

po r t: The po r t number where t he request i s to be sent . 

URI par ameter s : Parameter s af f ect i ng a r equest const ructed f rom 
t he URI . 

URI pa r ameter s ar e added aft e r the hostpor t component and ar e 
separ ated by semi - colons . 

URI pa ramet er s take t he f o r m: 

par ameter - name ": " par amet e r - va lue 

Even t houg h an ar bitrary numbe r of URI paramete r s may be 
i ncluded i n a URI , any g i ven par amet er - name MUST NOT appear 
more t han once. 

This ext ensi b l e mecha ni s m i nclude s the t r a nsport, madd r , ttl , 
user , met hod and l r par ameters . 
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The t r ansport par amete r determines the t r a nsport mechani sm to 
be used f or sendi ng SIP messages , as specifi ed i n [4]. SI P can 
use any ne t wo r k t r ans po r t p rotocol . Par amet er names a r e 
defined for UDP ( RFC 768 (14]) , TCP ( RFC 761 (15]), and SCTP 
(RFC 2960 [16]) . Fo r a SI PS URI , t he t r ansport pa r ameter MUST 
ind i cate a r e l i abl e t ransport . 

The maddr par amet er i ndicates the server add r ess to be 
contacted f or t hi s user , overr i ding any address de r i ved f rom 
t he host f i e ld . When a n maddr pa r ameter is pr esent, t he por t 
a nd t r ansport compone nts of t he URI appl y t o the addr ess 
ind i cated in the maddr par amet er val ue . [ 4] de sc ribe s t he 
proper i nter pretati on of t he t r anspo r t , madd r , and hostpo r t i n 
o r der t o obtain t he desti na t i o n addr ess , po r t , and t r ansport 
for sendi ng a r equest. 

The maddr f i e ld has bee n used as a s i mpl e f orm of l oose so urce 
r outing. I t a llows a URI to spec i f y a p r oxy that must be 
t raver sed en- r o ute to the dest i na t i o n . Con t i nuing t o use t he 
madd r paramet er t his way is str ongly discouraged ( the 
mechanisms that enable it a re deprecated) . I mpl ementations 
should i nstead use the Route mechanism descri bed i n t his 
document, establis hing a p r e - e xi sting route s e t if neces s ary 
( see Section 8 .1 .1 .1 ) . This provi des a f ull URI to desc r i be 
t he node t o be t r aver sed . 

The tt l par ameter deter mi nes the t ime - t o - live va l ue of t he UDP 
mul t icast packe t and MUST onl y be used i f maddr i s a mul t icast 
addres s a nd the trans port p r ot ocol i s UDP . For example, t o 
speci fy a call t o a lice@at l anta . com using mu l t i ca st to 
239.255. 255 .1 with a t t l of 15 , t he foll0111i ng URI would be 
used : 

sip: a l ice@atlanta . com; maddr=239. 255 . 255 . 1 ; tt 1=15 

The set of valid t ele phone-subscr i ber st r i ngs is a subset of 
valid user s tri ngs . The user URI pa r ameter exist s t o 
distingui s h t e l ephone number s from user names t hat happen t o 
look l ike tel ephone number s. I f the us e r str ing contains a 
t e l ephone numbe r formatted a s a t elephone - subsc r i ber , t he us e r 
parameter va lue " phone" SHOULD be pres ent . Even without t his 
parameter , r eci pi ents o f SIP a nd SIPS URi s HAY i nter pret the 
pre -@ part a s a t e l epho ne number if l ocal r estr ictions on the 
name space for user name a llow it . 

The method of t he SIP r equest constr ucted f rom the URI can be 
speci f i ed with the me t hod paramete r . 
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The lr parameter, \~he n pr esent, indicates that t he e lemen t 
r esponsibl e for t his resource i mplements the routing mechani sms 
specified i n t his document. This parameter will be used i n t he 
URis p r oxies p l ace i nto Record - Route header fie ld values , and 
may ap pear in t he URis i n a pre-existing route set . 

This par amete r is used t o achieve backwar d s compati bility with 
systems i mplement i ng t he str ict - rout i ng mechanisms of RFC 2543 
a nd the r f c2543bi s d r afts up t o bis -0 5 . An element p reparing 
to send a r equest based on a URI not contai ni ng t h i s parameter 
can assume the receiv i ng e lement implements strict - routi ng and 
r ef ormat the message to preserve t he i nfor mation in t he 
Request - URI . 

Since t he uri - parameter mechan i sm is extens i ble, SIP element s 
MUST s ilent ly i g nore any u r i - paramet e r s t ha t they do not 
under stand . 

Headers : Head er f i e l ds to be i ncluded in a r equest const r ucted 
from t he URI . 

Header s fiel d s in t he SIP r equest can be specified with the "?" 
mechanism with i n a URI. The header names a nd va l ues a r e 
encoded i n ampersand separ ated hname = hva l ue pai rs . The 
speci a l h name "body " i nd i cates that t he associ ated hvalue i s 
the message - body of t he SI P reque st . 

Tab l e 1 summar izes t he use of SIP and SIPS URI components based on 
t he context i n which the URI appears . The external col umn describes 
URi s appearing anywhere outs i d e of a SIP message, for i nstance on a 
web page or bus i ness ca r d . Entries marked "m" are mandatory, those 
marked "o" a r e o ptional , and t hose marked " - " are not a l l owed . 
El ements processi ng UR Is SHOULD ignore any d isallowed components i f 
t hey a r e pr esent . The s econd column i nd icates t he default val ue of 
a n optional element if i t is not present. " - - " i ndicat es t hat the 
e l ement i s either not optiona l , o r has no d ef ault value. 

URi s i n Contact header fields have d i fferent rest r i ctions depending 
o n the context i n \~hich t he header f i eld appea r s . One set applies to 
messages that establish and maintai n dialogs (INVITE and its 200 (OK) 
response ) . The other applies to regi st r a t i on and r edir e ction 
mes sages (REGISTER, i ts 200 (OK) r esponse, and 3xx class r esponses to 
a ny method) . 
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19 .1. 2 Character Escaping Requirements 

dial og 
reg . /redir . Cont act / 

default Req . - URI To Fr om Contact R- R/Route externa l 
user 0 0 0 0 0 0 

password 0 0 0 0 0 0 

host m m m m m m 
por t (1) 0 0 0 D 

user- par am ip 0 0 D 0 0 0 

method I NVITE 0 

maddr - param 0 0 0 0 

ttl - pa r am 1 0 0 0 

t r ansp . - pa r am (2) 0 0 0 D 

l r - param 0 0 0 

other - pa r am 0 0 0 0 0 0 

headers 0 0 

( 1 ) : The defau l t port value i s t r anspor t a nd scheme dependent. The 
default i s 5060 for sip: using UDP, TCP, o r SCTP. The default is 
5061 f or sip: usi ng TLS over TCP and sips: ove r TCP . 

( 2 ) : The defau l t t r ansport is scheme dependent. For s i p : , it i s UDP . 
For sips : , it i s TCP. 

Table 1 : Use and default va l ues of URI components for SIP header 
f i e l d va l ues , Request -URI a nd r eferences 

SIP follows the r equ i r ements and guidelines of RFC 2396 [S J when 
defining t he set of c har acters t ha t must be escaped i n a SIP URI , and 
uses its ""%" HEX HEX" mechani sm for escapi ng . From RFC 2396 ( SJ : 

The set of char acters ac t ua l ly reserved withi n any given URI 
component is defined by that component . In gener a l , a characte r 
is reserved i f t he s emant i cs of the URI changes i f t he characte r 
is r ep laced with its escaped US- ASCII e ncoding (SJ. Excluded US­
ASCII cha racters (RFC 2396 [ 51) , s uch as space and cont rol 
character s and character s us ed as URI delimiters , a l so MUST be 
escaped . URi s MUST NOT conta in unescaped space and cont rol 
cha racter s. 

For each component, t he set o f valid BNF expansions defines exact ly 
whi ch cha r acter s may appear unescaped. All other cha racters MUST be 
escaped. 

For example, "@" is no t i n t he set of cha racter s i n t he use r 
component , so the use r "j@s0n" must have at least the @ s i gn encoded, 
as in "j%40s0n" . 
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Ex panding the h name a nd hval ue tokens i n Section 25 s how that all URI 
reserved cha racters i n header f ield name s and val ues MUST be escaped. 

The telephone-subscri be r subs e t of t he user compo nent has s pecial 
escaping con s ider ations . The s e t of char a c t e r s not reserved i n the 
RFC 2806 [9] descript ion of t e l ephone - s ubs criber contains a number of 
cha racters i n va r ious syntax e l ements t hat need t o be e scaped when 
us ed i n SIP URls . Any charact e r s occurring in a tel epho ne- subs criber 
t hat do not appear i n an expa nsion of t he BNF f o r the us e r r u l e MUST 
be escaped . 

Note that char a c t e r e scaping is not a llowed in t he host component of 
a SI P or SIPS URI ( t he % character i s not valid i n it s expans ion ) . 
Thi s i s like ly to cha nge i n t he f ut ure a s r equirement s f or 
Internati o na lized Domai n Names a r e f i na lized . Current 
i mplement ations HUST NOT attempt to i mprove r obus t nes s by t reati ng 
r e ceived escaped char acter s in t he host component as lit e r a lly 
eq u i valent to t hei r unescaped count e rpa r t . The behavior r equired to 
mee t the r eq ui rements of I DN may be s i gnifi cantly diff e rent . 

19. 1. 3 Exampl e SIP and SIPS URls 

s i p : alice@atlant a . com 
sip : a lice: secretword@at l anta. com;transpor t =tcp 
s ips : alice@atlanta . com ?subj ect =p r o j e c t %20x&pr i o r i t y =u rgent 
sip : +1 - 212 - 555- 1212: 1234@gateway . com; user =phone 
s i ps : 1212@gateway . com 
s i p : a lice@192 . 0 . 2 .4 
s i p : atlanta . com; met hod =REGISTER?to=a l ice%40atl anta com 
s ip : a lice ; day=t uesday@at lanta . com 

The last s ample URI a bove has a use r field value of 
"alice;day=t ue sday " . The e sc api ng rul es d efined above a llow a 
semicolon to ap pear unescaped in this fiel d . For t he purposes of 
t h i s p r o t ocol, t he fie l d is opaque . The str ucture of t hat va l ue is 
o nl y useful to t he SIP e lement respo nsible f or t he r esource. 

19. 1.4 URI Compar i son 

Some operations i n thi s s peci f icat i o n r equi r e determi n i ng whether two 
SIP o r SIPS URis are equival e nt . In this s pecifi cation , r egist r a r s 
need to co mpar e bindi ngs i n Contact URis i n REGISTER requests ( s ee 
Section 10 . 3 . ) . SIP and SIPS URl s are compar ed for equalit y 
according t o t he foll owing r u l es: 

o A SIP and SIPS URI a r e never equival ent . 
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o Comparison of t he user i nfo of SI P and SI PS URi s i s ca se­
sensitive . Th i s i nc lud es useri nfo cont a i n ing passwords or 
f ormatted as telephone- s ubsc riber s. Compar i son of a l l other 
components of t he URI i s ca se -insens i t i ve u nl es s expl icitly 
def i ned otherwise . 

o The orde r i ng of parameters and header f iel d s is not sign i ficant 
i n compari ng SIP and SIPS URis . 

o Char acter s other t han t hose i n the " r es e r ved" se t (see RFC 2396 
[ 5]) a r e equivalent to their ""%" HEX HEX" encod i ng . 

o An I P address t ha t is t he r e sult of a DNS l ookup of a host name 
does not match t hat host name . 

o Fo r t wo URi s to be equal , t he us e r , password , host, and port 
components must match . 

A URI omi t t i ng t he user component wi ll not match a URI t hat 
i ncludes o ne . A URI omi t ting t he passwor d compone nt wi ll not 
match a URI t hat i ncludes one . 

A URI omi tting any component wi t h a d efault val ue wil l not 
match a URI explicitly contai n i ng t hat component with i t s 
def ault value . For i nstance, a URI omitting the o ptiona l por t 
component will not match a URI explicitly d ecl a r i ng por t 5060 . 
The s ame i s t rue f o r t he t r ansport - pa r ameter, ttl - par ameter, 
user - par ameter, and met hod components . 

Defini ng sip: user@host to not be equi val ent to 
s ip: user@host : 5060 i s a change f r om RFC 2543 . When deriving 
add r e s s es from URls, equ i va l ent addresses are expected from 
equ ival ent UR I s . The URI s i p : user@host: 5060 wi ll always 
r esolve to po r t 5060 . The URI sip: user@host may resol ve to 
other por t s t hroug h t he DNS SRV mechan i sms detailed i n [ 4] . 

o URI uri- parameter compo nents are compar ed as foll ows : 

Any u r i - pa r ameter ap pea r i ng in bot h URls must match . 

A user, tt l , or method u r i - paramet e r appearing i n on l y one 
URI never matches, even if i t con tains t he default val ue . 

A URI t hat i nclude s an maddr par ameter wi ll not match a URI 
tha t cont ains no maddr pa ramet e r . 

All other uri - par amet ers appea r i ng in onl y one URI are 
i gnored when comparing t he URis . 
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o URI header component s are neve r ignored . Any p resent header 
component MUST be p r e sent i n both URl s and match f or t he URl s 
to match . The matchi ng r u l e s a r e defi ned f or each header f i eld 
i n Section 20. 

The URl s within each of t he f ollowi ng sets ar e eq ui va lent : 

sip :%61lice@atlanta.com; t r a nspor t =TCP 
sip : alice@At l anTa .CoM; Tr ans port=tcp 

sip: car o l @ch icago. com 
sip: car o l @chicago . com; ne\11param=S 
sip : car o l @ch icago . com; s ecur i t y=on 

sip: biloxi . com; t r an sport =t c p; method=REGISTER?to=s ip : bob%40biloxi . com 
sip : biloxi . com; method=REGISTER; t r anspor t : tcp ?to: s i p : bob%40biloxi . com 

sip : a lice@at lanta . com ?subj ect=pr oj ect %20x&priori t y=urgent 
sip : alice@at lant a. com ?prior i t y::urgen t &subj ect=proj ect%20x 

The URls withi n each of t he f oll owing sets ar e no t equi valent: 

SIP :ALICE@At l anTa .CoM; Tr ans port=udp ( different user names ) 
sip : alice@At l anTa .CoM; Tr ans po r t =UDP 

sip : bob@biloxi.com ( can r esolve to diff er ent por ts) 
sip: bob@bi l oxi .com: 5060 

sip : bob@biloxi.com (can r e solve to d i fferent t r anspor ts) 
sip: bob@biloxi .com; t ranspor t =udp 

sip:bob@biloxi.com (can r esolve to differ ent port and t r anspor ts) 
sip: bob@biloxi .com: 6000; t r a nsport=tcp 

sip: car o l @ch icago. com (d i fferent header component) 
sip : ca r o l @ch icago. com ?Subj ect: next%20meet ing 

( even t hough t ha t ' s wha t sip: bob@'phone21 . boxe s bybob . com 
sip : bob@192 . 0. 2 .4 phone 21. boxesbybob . com r eso l ves to) 

Not e t ha t eq uality is not transi tive : 

o sip: ca r ol@chicago. com and sip: carol.@chicago . com; security=o n a r e 
equ i va lent 

o sip : ca r o l @chicago . com and sip: carol.@chicago . com; secur ity: off 
are eq ui valent 
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o sip : ca rol @chicago . com; secur ity=on and 
sip : ca r ol@chicago. com; secu r ity: off a r e not equivalent 

19.1.5 For ming Requests f rom a URI 

An implementatio n needs to t ake care when f orming r equests directly 
from a URI. URis from business cards , web pages, and even f r om 
sou rces i nside the prot ocol such a s r egistered contact s may contain 
i nappr opri ate heade r fie lds or body par ts . 

An implementation MUST include any provided transport, madd r , ttl , or 
us er paramet er in the Request - URI of t he formed r equest . If t he URI 
cont a i ns a method parameter , i ts value MUST be us ed as the method of 
t he r equest. The met hod paramet e r MUST NOT be placed i n the 
Request - URI. Unknown URI parameters MUST be placed i n the message s 
Request - URI . 

An implementation SHOULD t reat t he presenc e of a ny headers o r body 
part s i n t he URI as a desire t o i nclude t hem i n the message, and 
choose to ho nor the request on a per - component basi s . 

An implement ation SHOULD NOT honor these obviousl y dangerous heade r 
fie lds : From, Call-ID, CSeq , Via , and Record -Rout e . 

An implementation SHOULD NOT hono r any requested Route heade r f i eld 
va l ues in order t o not be used as an unwitting agent i n mal icious 
attacks . 

An implementation SHOULD NOT honor r equests to i nclude header f i elds 
t ha t may cause it to fal sely adve r tise its l ocatio n or capabilit ies. 
These i nclude : Accept, Accept - Encoding, Accept - La nguage, Al low, 
Contact ( in its dia log usage), Organi zation, Support ed , and User ­
Agent . 

An implementation SHOULD verify t he accuracy of any r eques ted 
descripti ve header fields, i nc l ud i ng : Cont ent-Disposit ion, Cont ent ­
Encoding, Content - l anguage, Content - l ength , Content-Type, Date, 
Mi me - Version, and Timestamp . 

If the r equest formed from construct i ng a message from a gi ven URI is 
no t a valid SIP request , t he URI i s invalid . An i mpl ement ation MUST 
NOT proceed 111ith t ransmitting t he request. It shoul d i nstead pursue 
t he course of action d ue an inva lid URI i n t he context it occurs . 

The const ruct ed r equest ca n be i nval i d i n many ways . The se 
i nclude , but a r e no t l imited to, synt ax error i n header fields , 
i nvalid combinations of URI paramet e r s , or an i ncorre ct 
descri pti on of the mes sage body . 
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Send ing a r equest for med f r om a g i ve n URI may r eq u i r e capabiliti es 
unavailab l e to t he impl ementat i on . The URI mi ght i nd icate use of an 
uni mplement ed t ransport o r ext ens ion , for example . An i mplemen t ation 
SHOULD r ef use t o s end t hese r equests r a t her t han modif y ing them t o 
match t he i r capabilit i es . An i mplementation MUST NOT se nd a req uest 
r equir i ng an extension t hat i t does not su pport . 

For example, s uch a r eques t can be for med through the presence of 
a Requ i r e header parameter or a me t hod URI paramet er with an 
unknown o r explicitl y unsuppo r ted va lue . 

19.1. 6 Relat ing SIP URis and tel URLs 

When a t e l URL ( RFC 2806 [9) ) i s conver ted t o a SI P o r SIPS URI , the 
ent ire t e l ephone - s ubs c r i ber portion of t he t e l URL, i nc l udi ng a ny 
parameters , is pl aced i nto t he userinfo part of the SIP or SIPS URI. 

Thus , tel : +358- 555 -1234567;postd: pp22 becomes 

sip:+ 358 - 555 -12 34567; post d : pp22@foo . com; us e r : p ho ne 

sips : +358- 555 -1234567 ; postd :::pp22@foo . com; user::phone 

not 
si p : + 358 - 555 -1234567@-foo . com; po st d=pp22; us e r :::phone 

sips : +358- 555 -1234567@f oo. com; postd: pp22 ; us er:phone 

In genera l , equ i va lent "tel" URLs conve r ted to SIP or SIPS URis in 
t h i s f a sh i on may not produce equivalent SIP or SIPS URis . The 
use rinf o of SIP and SIPS URis are compa r ed as a case-sensi tive 
string. Variance i n cas e- i nsensiti ve por t i ons of t e l URLs and 
reor de r i ng of t e l URL parameters does not affec t t e l URL equ i va l ence, 
but does affect the equivalence of SI P URis for med from t hem. 

For exampl e , 

t e 1 : + 358 - 555-12 34567 ; postd:::pp22 
t e l : + 358 - 555 -12 34567 ; POSTD:::PP22 

are equi vale nt, while 

si p : + 358-555 -12 34567 ; post d :::pp22@foo . com; user : p hone 
sip:+ 358 - 555 -1234567; POSTD:::PP22@foo . com; us e r : p ho ne 
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sip: +358- 555 -12 34567; post d ::pp22; i s ub::1411@-f oo . co m; user=phone 
sip: +358 - 555 -1234567; i sub::1411; postd=pp22@f oo . com; user=phone 

are not . 

To mi tigate t h i s pr oblem, e l ements constr uc t i ng tel ephone - s ubscriber 
f ie l d s to place in t he user i nfo part of a SIP or SI PS URI SHOULD fold 
a ny case - i nsens i t i ve portion of tel ephone - s ubscriber to l owe r c ase, 
a nd o rder t he t e l ephone - s ubscriber parameter s lexi cal l y by parameter 
n ame , except i ng i s dn - subaddress and post- d i al, which occur f irs t and 
i n t hat orde r . (All componen t s of a t e l URL except for f ut u r e ­
extens ion pa r amet e r s are defi ned to be compar ed case- i ns ensiti ve. ) 

Following this s uggest i on, both 

te 1 : + 358 - 555-12 34567; postd: pp22 
tel: +358- 555 -12 34567; POSTD::PP22 

become 

sip :+358- 555 -1234567 ;post d::pp22@foo . corn;user=phone 

a nd both 

tel :+358- 555 -1234567; tsp::a. b ; phone - cont ext::5 
t e l :+358-555 -1234567 ;phone -context =5; t sp::a . b 

become 

sip :+358- 555-1234567 ;phone - context=5; tsp=a . b@foo . com; use r =phone 

19. 2 Option Tags 

Opt ion tag s a r e un ique ident i f i e r s used to designate new options 
(e xtensio ns) in SI P . The se tags are used i n Requi r e ( Se ction 20 . 32) , 
Proxy- Req ui r e ( Section 20 . 29) , Support ed ( Section 20 . 37) and 
Unsupported ( Section 20 .40) header f i elds . Note t ha t t hes e opti ons 
ap pear as pa r amet e r s in those header fields i n an option- t ag "' t oken 
form ( se e Secti o n 25 for t he defin i t i on of t oken) . 
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Option tags a r e def i ned i n standar ds t r ac k RFCs . This is a change 
from past pr actice , a nd is i nstitut ed to ensur e continui ng multi ­
ve ndo r inter operability ( see d i scussi on i n Section 20 .32 and Secti on 
20 . 37) . An JANA r egistry of option tags is used t o ensure easy 
ref er ence . 

19. 3 Tags 

The "tag" pa rameter is used i n t he To and From header fiel ds of SI P 
messages . I t serves as a gener a l mechanism to i dentif y a d ial og, 
which is t he combinat i o n of the Call - I D a l ong wi t h t wo tags, one f r om 
each part i ci pant in t he dialog . When a UA sends a r equest outsi de of 
a dial og, it contains a Fr om t ag on l y , p r ov i di ng " hal f " of t he dia l og 
I O. The dia l og i s compl eted from t he r esponse( s ) , each of whi c h 
cont r i but es t he second hal f i n t he To header fiel d . The f o r k i ng of 
SI P r equests means t hat multipl e d i a l ogs can be established f rom a 
s i ngl e r equest . This al so expl ains t he ne ed f or the t wo -sided dia l og 
i dentifier ; wi tho ut a cont r i bution f rom the r ecipi ents, the 
ori ginator coul d not d i sambiguate t he multi pl e d i alogs established 
f rom a s i ngle req uest . 

When a tag is gener ated by a UA for i nsertio n i nt o a r equest or 
response, it MUST be g l obally unique and c ryptographi cally r andom 
with a t l eas t 32 bits of r a ndomness . A proper ty of t h i s se l ecti on 
requir ement is that a UA wi ll place a differ ent t ag i nt o the From 
header o f an INVITE t han it woul d p l ace i n t o t he To header of the 
response to t he same UNITE . This is needed i n o r der for a UA t o 
i nvite itsel f t o a sessi on, a common case f o r "ha i rpinni ng" of calls 
i n PSTN gateways . Simila r l y , two I NVI TEs for diff er ent cal l s wi ll 
have diff er e nt From t ags , a nd t wo responses f o r d i f fe rent cal ls wi ll 
have diff er e nt To tags . 

Besides the r equir ement f o r global uni quenes s , t he a l gor i t hm for 
gener ating a tag i s impl ement a t i on-specific . Tags ar e hel pful i n 
fau l t t o l er a nt sys t ems , i~he re a d ial og is t o be r ecovered on an 
a l ternate se r ve r af ter a failur e. A UAS c an select t he t ag i n s uch a 
way t hat a backup can r ecogni ze a request as part of a d ial og o n t he 
failed serve r , and t her ef o re deter mine t hat it shoul d attempt t o 
recove r t he dial og and any other state associat ed with it . 

20 Header Fi el ds 

The gene r al synt ax f or header fields is cover ed i n Section 7. 3 . This 
section lists the full set of heade r fie lds al ong with notes on 
synt ax, meani ng , and usage. Throughout t h i s sect i on, we use [HX .Y) 
t o refer t o Secti on X. Y of t he current HTTP/1 .1 speci f i cati on RFC 
2616 (8] . Exampl es of each header f i eld a r e given . 

Rosenber g, et . a l . Standards Track (Page 159] 

RFC 3261 SIP : Session I niti ation Protocol J une 2002 

Informat i o n about hea der f i e l ds i n r elation to methods and proxy 
p r ocessing is summa r i zed i n Tables 2 and 3 . 

The "whe r e " col umn descr i bes the r equest and r esponse t ypes i n which 
t he header f iel d can be used . Va lues i n t hi s col umn are: 

R: header f iel d may o nly appear in r equests; 

r : header fiel d may o nly appear in r esponses; 

2xx, 4xx, etc . : A nume r i ca l va lue or range i ndi cates r esponse 
codes with which t he header fie ld can be us ed; 

c : header fiel d is copied from t he r equest t o t he response . 

An empty ent ry i n t he "whe r e " column i ndi cates t hat t he header 
f i e l d may be pres ent in a l l r eque sts and r esponses . 

The "p r oxy" column descr i bes t he ope r ations a proxy may per form on a 
header f i e l d : 

a : A proxy c an add or concatenat e t he header f i e l d if not present . 

m: A pr oxy can mod i fy an e xi sting heade r f i e ld val ue . 

d : A pr oxy can del ete a header fiel d va l ue. 

r : A proxy must be able t o r ead t he header fie l d , and t hus t his 
header f ield cannot be encr ypt ed . 

The next s i x columns rel a t e t o t he pres ence of a heade r f i e ld i n a 
method : 

c : Condit ional ; requi r ement s on the header f i e l d depe nd on t he 
context o f t he message . 

m: The heade r f iel d i s mandato r y . 

m* : The header f i e ld SHOULD be sent , but c l i ents/servers need to 
be prepar ed to r ecei ve messa ges without t hat header f i e l d . 

o : The he ader f iel d i s o ptional. 

t : The heade r fiel d SHOULD be sen t , but client s/se r ve rs need t o be 
prepared to r e ceive message s without that heade r f i e ld . 

If a stream-based prot ocol ( s uch as TCP) i s used as a 
t r ansport , t hen t he header f i eld MUST be s ent . 
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• · The heade r fie l d i s r eq ui r ed i f t he message body is not empty . 
See Sec t i ons 20 .14, 20 . 15 and 7 . 4 for de t ai l s. 

The heade r f iel d is not app l i cabl e. 

"Optiona l " means that an e l ement MAY incl ude t he header f ie l d i n a 
request or r esponse, and a UA MAY ignor e the head er fie l d i f p r esent 
i n t he r equest o r r espo nse ( The exception t o t h i s r ule is t he Require 
header f i eld d iscussed i n 20.32) . A "mandator y" header f i e l d MUST be 
p r e sent i n a r equest , and MUST be under stood by the UAS r ecei v ing t he 
request . A mandato r y r es po ns e heade r field MUST be p resent i n t he 
response, and the head er f i e l d MUST be und er stood by t he UAC 
processing t he r esponse . "No t appl icab l e " means t hat t he heade r 
fie l d MUST NOT be p resent i n a r equest . If one i s placed i n a 
r equest by mist ake , it MUST be igno r ed by t he UAS r eceiv i ng t he 
req uest . Simil a r l y , a header f ield l abel ed "not applicabl e " for a 
response mea ns that t he UA.5 MUST NOT pl ace t he header f iel d i n t he 
response, and the UAC HUST i gnor e t he header fie l d in t he r esponse. 

A UA SHOULD i gno r e ex t ens ion header par ameter s t hat a r e no t 
under st ood . 

A compa c t form o f s ome common header fie ld names i s a l so defi ned for 
use 1-Jhen ove r a l l message s ize i s an i s s ue. 

The Cont act , From, and To header f iel ds cont ain a URI. I f t he URI 
contai ns a comma_, question mark o r s emico l on , t he URI MUST be 
enc l osed i n angle b racket s ( < and >) . Any URI pa r amet ers a r e 
contai ned wi t h in these br ac kets . I f the URI is not enc l o s ed i n angl e 
b rackets ., any semico l on - delimit ed pa r amet e r s a r e header - par amet e r s , 
no t URI par amet e r s . 

20 . 1 Accept 

The Accept head er fie l d follows t he syntax defined in (H14 . 1] . The 
semantics ar e a l s o identica l , wi t h t he except i on t ha t if no Accept 
header f i eld i s pr esent _, t h e s erver SHOULD assume a def a ult va l ue of 
ap p l icati o n/ sdp . 

An empty Accept heade r f i e ld means that no for mat s a r e acceptab l e . 
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Example: 

Heade r field wher e p r o xy ACK BYE CAN I NV OPT REG 

Accep t 0 0 m* 0 

Accep t 2xx 0 m* 0 

Accep t 415 
Accep t - Encodi ng 0 0 0 0 

Accep t - Encodi ng 2 xx 0 m* 0 

Accep t - Encodi ng 415 
Accep t - La nguage 0 0 0 0 

Accep t - La nguage 2 xx 0 m* 0 

Accep t - l a nguage 415 
Ale r t - I nfo a r 0 

Ale r t - I nfo 180 ar 0 

Allow 0 0 0 0 

Allow 2 xx 0 m* m* 0 

Allow r 0 0 0 0 

Allow 405 m m m m 
Aut hent icat ion- I nfo 2 xx 0 0 0 0 

Aut ho r i zation R 0 0 0 0 0 0 

Call- I D m m m m m m 
Call- I nfo a r 0 0 0 

Contact 0 m 0 0 

Contac t l xx 0 

Contac t 2xx m 0 0 

Contact 3xx d 0 0 0 0 

Contact 48 5 0 0 0 0 

Conte nt - Dispos i tion 0 0 0 0 0 

Cont e nt - Encoding 0 0 0 0 0 

Cont e nt - l ang uage 0 0 0 0 0 

Cont ent - Length ar t 
Cont ent - Type 
CSeq m m m m m m 
Dat e a 0 0 0 0 0 0 

Er ror - I nfo 300- 699 a 0 0 0 0 0 

Exp i r es 0 0 

Fr om m m m m m m 
I n - Repl y - To 0 

Max- Fon...,a r d s amr m m m m m m 
Mi n- Expir e s 4 23 m 
MI ME- Ver sion 0 0 0 0 0 

Organi zat ion ar 0 0 0 

Table 2 : Summar y of header fields ., A- - 0 
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Header f i eld i,ihe r e proxy ACK BYE CAN I NV OPT REG 

Pr i or ity R a r 0 

Proxy- Aut hent icate 407 a r m m m m 
Proxy- Aut henticate 401 a r 0 0 0 0 0 

Proxy-Aut hor izati on R d r 0 0 0 0 0 

Proxy- Requi r e R a r 0 0 0 0 

Record- Route R a r 0 0 0 0 0 

Record- Route 2xx, 18x mr 0 0 0 0 

Rep ly- To 0 

Require a r 
Re t ry-Af ter 404, 413,480 ,486 0 0 0 0 0 

500,503 0 0 0 0 0 

600 , 603 0 0 0 0 0 

Route R ad r 
Serve r 0 0 0 0 0 

Subj ect R 0 

Suppor ted R 0 0 m• 0 0 

Suppo r t ed 2xx 0 0 m• m* 0 

Ti mes tamp 0 0 0 0 0 0 

To c ( l ) m m m m m m 
Uns upported 420 m m m m 
Use r - Agent 0 0 0 0 0 0 

Via R amr m m m m m m 
Via re d r m m m 
War ni ng 0 0 0 0 0 

WWW-Aut henticate 401 a r m m m m 
!,MW-Authenticate 407 a r 0 0 0 0 

Tab l e 3: Summary of header f iel ds, P--Z; (1 ) : copi ed with possibl e 
add i tion of t ag 

Accept: a ppl i cation/s dp; l evel==l, applicat ion/x -private, text / html 

20. 2 Accept- Encoding 

The Accept - Encodi ng header f i e l d is s imi l a r to Accept, but rest ricts 
t he cont ent - cod i ngs (H3 . 5 ) t hat a r e acceptabl e i n t he response. See 
(Hl 4 . 3 ] . The semantics i n SIP a r e identical to those def i ned in 
[H14 . 3] . 

An empt y Accept - Encod i ng header f ield i s permi ssibl e . It i s 
equiva l ent to Accept- Encod i ng: i dent ity , that is, o nl y the i den t ity 
e ncoding, meaning no encod i ng, is pe rmissibl e . 

I f no Ac cept - Encoding heade r f i e ld i s p resent , t he server SHOULD 
assume a defaul t va lue of i denti ty . 
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Thi s diff ers s lightly from t he HTTP defi nition, which i nd i ca t e s t hat 
when not pr esent, any encod i ng can be used , but the i dent i t y encoding 
i s pref erred. 

Exampl e: 

Accept - Encoding: gzi p 

20. 3 Accept - l anguage 

The Accept - Language header fiel d is used in r equests t o i ndicate the 
pref e rred l a nguages f or reason phra s es , session descripti o ns , or 
st atus responses ca r ried as message bodies i n t he r esponse . I f no 
Accept- l anguage header f i e ld is present, the server SHOULD assume a ll 
l anguages ar e acceptable t o the client . 

The Accept - Language header f ield f ollows the s yntax defi ned i n 
[H14 . 4 ] . Th e rul es for o r deri ng the languages based on the "q" 
par amet e r apply t o SIP as well . 

Exampl e: 

Accept - La nguage : da, en- gb ; q==0.8 , en;q==0 . 7 

20.4 Aler t -Inf o 

i,Jhen p resent i n an INVITE r equest, the Ale r t - I nfo heade r f i e ld 
specifi e s an a l ter native ring tone t o t he UAS . When present i n a 180 
(Ri nging ) r espons e , t he Alert - I nfo heade r f i e l d s pecifi e s an 
alternat i ve r i ngback t one to t he UAC. A t ypi cal usage i s f o r a pr oxy 
to i nser t t his heade r f i eld t o p r ov i de a d i s t i nc t i ve r i ng feat ure . 

The Alert - I nf o heade r f ield c an i ntroduce security r i sks . These 
r i sks a nd t he ways to handle t hem a r e d iscussed i n Sect ion 20 . 9 , 
whi ch d i scusses t he Call - Inf o header field s i nce the r i s ks a r e 
i dentical. 

In additi o n, a user SHOULD be abl e t o d isabl e t his f eat ure 
sel ective l y . 

This hel ps prevent d i s r uptions t ha t coul d result f r om t he use of 
t his head er field by untr usted e l ements . 

Example : 

Aler t - Info: <http : //\·nm.exampl e . com/ sounds/ moo .wav> 
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20. 5 Allo1v 

The Allow header fiel d lists t he set of methods suppor ted by t he UA 
generating t he message . 

All methods , i ncluding ACK and CANCEL , understood by t he UA MUST be 
i nc l uded i n t he list of methods in the All ow header field, when 
present . The absence of an Allow heade r f iel d MUST NOT be 
i n t erpr e ted to mean t ha t t he UA sendi ng t he message s uppo r t s no 
methods. Rather , it i mplies t hat the UA i s not providing any 
i nformati o n on what met hods it s upports. 

Supplying an All ow header fiel d in r esponses to methods o ther than 
OPTIONS redu ces the number of messages needed . 

Example: 

Allow: I NVITE, ACK, OPTIONS, CANCEL, BYE 

20. 6 Aut hentication- I nf o 

The Authenticati o n-Inf o header fiel d provides for mut ua l 
authentication wi th HTTP Digest . A UAS MAY include t his header field 
i n a 2xx r es pons e to a r equest t hat was successfully authenticated 
us i ng d igest based on the Authorizati on he ader field. 

Syntax and semantics f ollmv those specif ied i n RFC 2617 [17] . 

Example: 

Aut hentication - I nf o : nextnonce::"4 7364c23432d2e131a5f b210812c" 

20. 7 Authorization 

The Authori zati o n header fiel d contai ns au thentication c r edential s of 
a UA. Section 22.2 overviews the use of the Aut hori zation header 
fie l d, and Secti on 22.4 describes t he syntax and semantics when used 
with HTTP aut hent i cation. 

Thi s header fiel d, along L'ilit h Pr oxy- Authori zation, breaks t he gene r a l 
r u l es about multi ple header field va l ues. Although not a comma ­
separated list, t his header field name may be p resent multi ple t i mes, 
a nd MUST NOT be combi ned i nto a sing l e header line us i ng t he usua l 
r u l es described i n Secti on 7 . 3. 
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Aut hori zation: Digest username="Al ice", rea l m="atlanta . com" , 
nonce::"84a4cc6f308212lf32b42a218 7831a9e" , 
r esponse::"7587245234 b3434cc3412213e5f113a5432" 

20.8 Call- ID 

The Call-ID header f iel d uni quely i d entifies a particu l ar i nvitation 
or all registrati ons of a part icular clien t . A s i ngle mult imed i a 
conf e r ence can give rise t o s eve ral calls with differ ent Call- IDs , 
f or example, i f a user invites a single i ndi vi dual s everal times to 
t he same (long- r unning) conf e rence . Call-IDs a re case- sensitive and 
are simpl y compared byt e - by- byte. 

The compact form of t he Call-ID header fiel d i s i . 

Examples : 

Ca ll- I D: f 81d4fae- 7dec- l l d0- a765- 00a0c91e6bf 6@,bi l oxi.com 
i : f 81d4f ae- 7dec-l l d0 - a765- 00a0c91e6bf6@192 . 0 . 2 .4 

20 .9 Call- Info 

The Call - I nfo heade r f ie ld provi des add itional i nformation about t he 
caller o r ca llee , depending on whether it i s found in a r equest or 
response . The pur pose of the URI is described by t he "p ur pose " 
paramete r. The "icon" pa r ameter designates an image suitable as an 
iconic r epr esent ation of t he caller or callee. The " i nf o" parameter 
describes the calle r or callee i n general, for example , through a web 
page . The "card" parameter provides a bus i ness c a r d , f or exampl e , i n 
vCa r d ( 36 ] o r LDIF (37 ] for mats . Addi tional tokens can be registe red 
using IANA a nd the procedures i n Section 27 . 

Use of the Call - I nfo heade r fie l d can pose a security risk . If a 
callee f e tches the URls p rovided by a malicious c aller , the callee 
may be a t r isk for d ispl aying inappropriate or of f ensive content, 
dange rous or ill ega l co ntent , and so on . Therefor e , it i s 
RECCY-'IMENDED that a UA o nly rende r t he i nformation i n t he Call- Info 
heade r f i eld if it ca n verify t he authenticity of t he element that 
ori ginated t he header f i eld and t r ust s t ha t e l ement. Thi s need not 
be the peer UA; a p r oxy can inser t this header field i nt o r equests. 

Example : 

Call - Inf o : <http: / / wwww . example.com/ alice/ photo. j pg> ; purpose=icon , 
<http: / /lw,1w. example. com/ alice / > ; p ur pose:i nf o 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 83 of 135



Rosenber g, et . a l . Standards Track (Page 166] 

RFC 3261 SI P : Session I nit i ation Protocol J une 2002 

20 . 10 Contac t 

A Contact header fiel d va lue pr ov ides a URI whose mean i ng depends on 
t he type of request or r esponse it i s in . 

A Contact header fiel d va lue can contain a display name, a URI with 
URI par ameter s , and header parameters . 

Thi s document d ef ines the Contact parameters q and "expi r es". 
These pa r ameters are only used when the Cont ac t is present i n a 
REGI STER r eq uest or r esponse, or i n a 3xx r esponse . Additional 
parameters may be defined i n other specifications . 

When t he header f i e ld value contains a displ ay name , the URI 
i nc luding a l l URI parameter s is enclosed i n "<" and ">". I f no "<" 
a nd " >" are present, all parameter s after t he URI are heade r 
parameters, not URI parameter s . The di sp l ay name can be t o kens, o r a 
quoted s t r ing, i f a l arger cha r acter set is desired . 

Even i f t he "d isplay- name" is empty, the "name- addr " form MUST be 
us ed i f t he "add r - s pec" contains a convna, s emicol on , or questi on 
mark . Ther e may or may not be LI.JS be t ween the d isplay- name and the 
"<" . 

These r u l es f or par s i ng a d isplay na me , URI and URI parameter s , and 
header parameters a l so apply f or t he header f ields To and Fr om. 

The Contact header f i e ld has a r o l e similar to the Location header 
f ield i n HTTP . Howeve r , the HTTP header f ield o nl y a llows one 
add ress , unquoted . Si nce URi s can cont a i n commas and semicol ons 
as reserved charact ers, t hey can be mistaken f or head er o r 
pa r amet e r delimiters, respective l y . 

The compact form of t he Contact head er fiel d i s m (for "moved" ) . 

Examples : 

Contact : "Mr . I.Jatson" <sip :watson@hvorcester. be ll - tel ephone. com> 
;q: 0 . 7; expires: 3600, 
"Mr . I.Jatson " <mailt o : watso~ be l l - t elephone.com> ; q : 0 . 1 

m: <si ps : bob@192. 0. 2 .4>;expi re.s: 60 
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20.11 Content - Oi.sposition 

The Content - Disposition header fiel d descr i bes how the message body 
or, for mul tipart me.ssages, a message body part is to be i nterpreted 
by the UAC o r UAS . Thi s SIP header f i e ld extends t he r>UME Cont ent ­
Type ( RFC 2183 [ 18] ) . 

Several new "d i sposition- types " of t he Con t ent - Di spositi on header a r e 
defined by SIP . The va l ue " session" ind icat es t hat t he body part 
descr i bes a se.ssi on , for either calls o r early (pre - call ) media . The 
va l ue " r ender " indicat es that t he body part shoul d be d ispl ayed or 
otherwise rendered to t he user . Not e that the value " rende r " is u.sed 
rather than "inline" to avoid t he connota t i on t hat the MI ME body i s 
d ispl ayed as a part of t he rende r i ng of t he ent ire message {since t he 
/•UME bodi es of SIP messages oftentimes a r e not d ispl ayed t o users) . 
For bac kwar d - compatib i lity, i f t he Content -Dispos i t i on header f i eld 
is mi ssing, the server SHOULD assume bodies of Content - Type 
applicati o n/ sdp a r e t he disposition " session", while ot he r content 
t ypes are "render " . 

The disposition t ype " i con" indicates t ha t the body par t contai ns an 
image su i table as an iconic representation o f t he caller or callee 
t hat coul d be r ende red informati onal l y by a user agent when a message 
has been r eceived , o r per sistent ly while a dialog takes pl ace . The 
value "aler t " i ndica t es that the body par t cont ains i nformation, s uc h 
as an aud i o clip, that s hou l d be r endered by t he user agent i n an 
a t tempt t o a lert the user to t he receipt of a r equest, g ene r a lly a 
request that initi ates a dial og; this a lerting body coul d for e xample 
be r ende r ed a s a ring tone for a phone ca l l after a 180 Ringing 
p rovisional r esponse has been sent. 

Any MI ME body 1,odth a "d i s position-type" t hat r enders content to the 
user shou l d onl y be p r ocessed \Yhen a message has been p r ope r ly 
a uthentica t ed. 

The handling parameter, handl i ng -pa r am, descr i bes how t he UAS should 
react if it recei ves a message body whose co ntent type or disposition 
t y pe it does not underst and . The parameter has d ef ined values of 
"opti onal " a nd "required" . If the handling par ameter is mi.ssi ng , the 
va l ue " r equired" SHOULD be assumed. The handling pa r ameter is 
described in RFC 3204 [19) . 

If t his header f i e ld is missing , t he MIME t y pe det ermines t he d efault 
cont ent dispo.siti on . I f there i s none, "render " i s assumed . 

Example: 

Content - Disposition : session 
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20 . 12 Content-E ncodi ng 

The Content-Encoding heade r f ield is used as a modi fier to t he 
"media - type" . When present , i ts value i ndi cates what addi tiona l 
cont ent codi ngs have been applied to t he ent ity- body, and t hus what 
decod i ng mechani sms MUST be applied i n o r der to obtai n the media-type 
ref erenced by the Content-Type header field . Content -Encod i ng i s 
pri mar ily used t o a l low a body to be compressed wi thout l osing the 
i dentity of its underlyi ng medi a type. 

If multip l e encodings have be en applied to an ent ity- body, t he 
content codi ngs MUST be listed i n t he o r de r i n whi ch t hey we re 
applied. 

All content-codi ng values are case- insensit i ve. I AN.A acts as a 
registr y for cont ent - coding value tokens. See [H3.5] for a 
definition of the syntax f or content -cod i ng . 

Clients MAY appl y content e ncodings t o t he body in r equest s. A 
server MAY a ppl y content encodings to t he bodies i n r esponses . The 
serve r MUST on l y use encodings listed in the Accept -Encodi ng heade r 
fie l d i n t he request. 

The compact form of t he Content- Encoding heade r f iel d is e. 
Examples : 

Content-E ncoding: gzi p 
e : tar 

20 .13 Content - language 

See [ H14 .12] . Example: 

Content-language : f r 

20 .14 Content-length 

The Cont ent-Length header field i ndicates t he size of t he message­
body, i n decimal number of oct ets, sent to the reci pi ent . 
Applicati o ns SHOULD use t his f i e ld to i ndicate t he s i ze of the 
message- body to be transfer red , regardless of t he media t ype of the 
en t ity. If a str eam- based protocol (such as TCP) is used as 
transport , t he header f i e ld MUST be used . 

The size of t he message - body does not i nclude t he CRLF sepa rating 
header f iel ds and body . Any Content - length gr eater t han or equal to 
zero is a va lid va lue . I f no body is present i n a me ssage , t hen t he 
Content - l ength header f i eld value MUST be set to zero . 
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The ability t o omit Content - length simplif i es t he creation of 
cgi-like script s t hat dynami cally generat e responses . 

The compact form of t he header fiel d is 1. 

Exampl es : 

Content-length : 349 
1 : 173 

20.15 Content - Type 

The Content-Type header fiel d i ndicates t he media type of t he 
message- body sent to the recip i ent. The "media - t ype" element i s 
defined i n ( H3. 7} . The Content- Type header f i eld MUST be p resent if 
t he body i s not empty . If t he body i s empt y, and a Content-Type 
header f i e l d is present , it indicates t hat the body of the speci f i e 
t ype has zer o length (for example, an empt y audio f ile ) . 

The compact form of t he header fiel d is c. 

Examples : 

Content-Type : application/ sdp 
c : text/html; charset =ISO-8859-4 

20.16 CSeq 

A CSeq heade r f i eld i n a request contains a s i ngle decimal sequence 
numbe r and t he r equest method. The sequence number MUST be 
expressib l e as a 32-bit unsigned i ntege r . The met hod part of CSeq is 
case-sens i tive . The CSeq header fiel d serves to orde r t r ansacti ons 
withi n a d i a log , t o p rovi de a means t o uniquel y identif y 
transactions , a nd to differentiate bet ween new r eq uests and request 
ret r ansmi ssi ons . Two CSeq header fields are cons i der ed equal if the 
sequence number and t he r equest method a r e i dentical . Example : 

CSeq : 4711 UNI TE 

20 .17 Dat e 

The Date header f i eld co ntains t he date and t i me. Unl i ke HTTP/ 1 .1, 
SIP only s upports t he most recent RFC 1123 [ 20) f ormat f or dates . As 
i n [H3 . 3 ] , SIP r est ricts the time zone in SIP- dat e to "GMT" , whi l e 
RFC 1123 allows any t i me zone. An RFC 1123 date i s case - s ensit i ve . 

The Date header f ield reflect s t he t i me when t he request or response 
is f i r st sent . 
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The Date header f iel d can be used by simpl e end sy stems without a 
battery - backed c lock to acquire a notion of current t i me. 
Hm11ever , i n its GMT for m, i t r equi r es c lients to know t heir offset 
from GMT. 

Example: 

Date: Sat, 13 Nov 2010 23: 29 : 00 GMT 

20 .18 Error- I nfo 

The Error- I nfo header f i e ld provides a pointer to additional 
i nformati on about t he error s t atus response . 

SIP UACs have user i nter face capabiliti es rangi ng from pop- up 
,~indows a nd audio o n PC softclients to audio- onl y on " black" 
phones or endpoints connected via gateways . Rathe r than f orcing a 
server gene rating an e r ror t o choose between sending an e r ror 
status code with a detailed r eason ph rase and playing an aud i o 
record i ng, the Er ror - I nf o header f i e ld allows both t o be sent . 
The UAC t hen has t he choice of whi ch erro r i ndicator to render to 
the caller . 

A UAC MAY t r eat a SIP or SIPS URI i n an Error - Inf o header fiel d as if 
it we re a Contact i n a r edirect and generate a new I NVITE, resul ting 
i n a recorded a nnouncement session being est ablished . A non-SIP URI 
MAY be r ende red to t he user . 

Examples : 

SIP/2 .0 404 The number you have d i aled i s not in servi ce 
Error - I nfo: <sip : no t - i n- service- r eco rding@atlant a . com> 

20 .19 Expires 

The Expi r es header fiel d gives t he relative time afte r whi ch t he 
message (or cont ent ) expires. 

The p reci se meani ng of t his is method dependent . 

The expi r ation t i me i n an INVITE does not affect the duration of t he 
act ua l session t hat may res ul t f r om t he i nvitation . Sessi on 
descripti o n protocol s may offer t he abilit y to express t i me limits o n 
t he sessi on dur a t ion, h01~ever . 

The value of t h i s field is an integral number of seconds ( i n decimal) 
bet ween 0 and (2**32) -1, measured from t he r eceip t of t he r equest . 
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Example : 

Expires : S 

20. 20 From 

The Fr om header f i e ld i ndicates t he i nitiator of t he request. Thi s 
may be d i ffe rent f r om t he i niti ator of t he dia log . Requests sent by 
t he callee to the caller use t he callee · s address i n t he From header 
fie l d . 

The opti onal "d isplay - name" i s meant t o be r ende r ed by a human us e r 
i n ter face . A system SHOULD use t he displa y name "Anonymous" i f the 
i dentity of the client i s to rema i n hidden . Even i f the "displ ay­
name " is empty, t he "name-addr" form MUST be used i f t he " addr - spec" 
contains a comma, questi on mark, or semicol o n . Syntax issues are 
d i scussed in Secti on 7 . 3 .1. 

Two Fr om header f i e l ds are equiva lent if their URis match, and t heir 
paramete rs match . Extension parameters i n one header f i e l d , not 
pre sent i n t he o the r are ignored for t he pur poses of comparison . This 
means that the d i splay name and presence o r absence of angle brackets 
do not affect matching . 

See Secti o n 20 .10 for the r ul es for par sing a display name , URI and 
URI parameter s, and header fie l d pa r ameter s . 

The compact f orm of t he Fr om header field i s f . 

Examples : 

From: "A. G. Bell" <sip :ag b@bell- t elephone . com> ;tag=a48s 
From: s i p : +12125551212@server . phone2net . com; tag=887s 
f : Anonymous <sip : c8oqz84zk7z@pri vacy . org>; tag::hyh8 

20.21 In- Rep l y- To 

The I n- Reply- To header field enumerates the Call- I Ds that t his call 
references o r r eturns. These Call- IDs may have been cached by the 
c lient then i ncluded in this header f i e ld in a r e turn ca ll . 

This all0111s automati c call distribution systems t o route retur n 
calls to the o r igi nato r of the f i r s t call . Thi s a l so al lows 
calle es t o fil t e r calls, so that o nly return cal ls f or call s they 
originated wi ll be accept ed . This f ield is not a substi tute for 
request a ut hentica tio n . 
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Example: 

I n - Rep l y - To: 70710@satu r n . bel l -te l . com, 17320@satu r n . bel l - t e l . com 

20.22 Max-Fo n .... a r d s 

The Max- Fontards header fiel d must be used with a ny SIP method to 
limit the number of p roxies or gateways t hat can fonvar d t he request 
t o t he next downstream ser ver . Thi s can a l so be usefu l when t he 
client is a t tempting t o t r ace a r equest chain t ha t appears to be 
failing or l ooping i n mi d - c hain . 

The Max- Fonvards va lue i s a n i nteger in the range 0 - 255 indicati ng 
t he remai ning n umber of times t h is. request message is a l l owed to be 
fon .... a r ded . Thi s count is decrement e d by each server t hat for wards 
t he request . The r econwnended i nitial value is 70 . 

Thi s header f iel d s ho ul d be inser ted by e l ement s that can not 
otherwise guarantee l oop detection . For example, a B28UA s hou l d 
i nsert a Max- Forwards header fie ld . 

Example: 

Max- Fon...,a r ds: 6 

20.23 Mi n-Expires 

The Mi n - Expi res header field conveys t he mi nimum r efresh i nter va l 
s uppor ted for soft - state elements managed by t hat serve r . This 
i nc l udes Contact header fiel d s t hat a r e s t o r ed by a r egi str a r . The 
heade r fiel d contains a decimal i nt eger number of seconds f r om 0 to 
( 2* *32) - 1. The use of t he heade r f i e l d i n a 423 (Inter val Too Brief ) 
response i s described i n Sect ions 10 . 2 . 8, 10 . 3, a nd 21. 4 . 17 . 

Example: 

Mi n-Expires: 60 

20.24 MI ME-Ver sion 

See ( H19 .4 .1] . 

Example: 

MI ME-Ver sion : 1 . 0 
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The Or gan i zation header fiel d conveys t he name of t he o rganizati on to 
whi ch t he SI P e lement i ssu i ng t he r equest or response bel o ngs . 

The f iel d MAY be used by c lient softwar e to filter calls. 

Example: 

Organi zat ion : Boxes by Bob 

20.26 Priority 

The Pr iori ty header fiel d i ndicates t he u r gency of t he r equest as 
perceived by the client . The Prior ity header fie l d descri bes the 
p r i or ity t ha t the SIP r equest s hou l d have to t he r eceiv ing human o r 
its agen t . Fo r example, it may be f act ored i nto decis i o ns about call 
routing and acceptance . Fo r t hese deci sions , a message co ntai n i ng no 
Pr i ority header f i e ld SHOULD be t reated as i f it specifi ed a Pri ority 
of "no r ma l '" . The Priority header f i e l d does not i nfluence t he use of 
co1M1unications r esou r ces such as packe t f ontardi ng prior i t y i n 
r o ut e r s or a ccess to c i rcuits in PSTN gateways. The header fiel d can 
have the values "non- urgent" , "normal " , "urgent" , and "emer gency" , 
but additional va l ues can be defined e l sewher e. It i s RECOr..Y•1ENDED 
t hat t he va l ue of "emergency" only be used when life, limb, o r 
p roper ty are i n i mminent danger . Otherwise, t here are no seman t ics 
defined for this header fiel d . 

These a r e the values of RFC 2076 [ 38), wi t h t he additio n of 
"emergency" 

Examples: 

Subject : A t ornado i s head ing ou r way! 
Priority: emergency 

Subject : biee kend plans 
Pr iori t y : no n - ur gent 

20 . 27 Proxy- Aut hent i cate 

A Proxy- Aut henticate header fiel d va l ue contai ns an aut henticati on 
challenge . 

The use of t his header field is def ined i n [ H14 . 33 ] . See Section 
22 . 3 for f urther detail s on its usage . 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 87 of 135



Rosenber g, et . al . Standards Track 

RFC 3261 SI P : Session I niti a tion Protocol 

Example: 

Pr oxy -Aut hent i cate: Digest r ealm="atlan t a . com", 
domai n=" sip : ssl. carri e r . com" , qop="aut h" , 
nonce= "f84f lcec41e6cbe5aea9c8e88d359" , 
opaq ue="", s t a l e=FALSE, a l go r ithm=MOS 

20. 28 Pr oxy- Aut hori zation 

( Page 174) 

J une 2002 

The Pr oxy -Aut horizati on header fiel d a l lows t he c lient to i dent i f y 
itsel f ( o r its user) to a p roxy t ha t r equi r es authentication . A 
Pro xy-Aut hor izat i on f i eld va l ue cons i sts of c r edentials contain i ng 
t he aut henticati o n i n f ormati on of t he user agent for t he pr oxy and/ or 
rea lm of t he resour ce being requested . 

See Secti o n 22 . 3 f o r a defini tion of t he usage of t his heade r f i eld . 

Thi s header fiel d , a l ong wi t h Aut hori zation, b reaks t he g ene r a l ru les 
a bout mul t i ple header f i eld names. Although not a comma -separat ed 
list , t h i s head er field name may be pr esen t mu l tipl e t i mes , and MUST 
NOT be combined i nto a sing l e header line using the usua l rules 
descr i bed i n Section 7 . 3 .1. 

Example: 

Proxy- Au t hor izati on : Di gest username ="Alice" , r eal m="atlanta. com", 
nonce=" c60f 3082ee1212b402a21831ae" , 
response=" 24 Sf 23415f 11432b343434 l c022" 

20. 29 Pr oxy- Req uire 

The Pr oxy - Requi r e header fiel d is used to i ndicate pr oxy - s ensiti ve 
f eatu res t hat must be support ed by the p r o xy . See Sect ion 20.32 for 
mo r e details on t he mechanics of t his message and a usage example . 

Example: 

Pr oxy - Req uire : foo 

20. 30 Record - Ro ut e 

The Recor d - Rout e head er field i s i nser ted by p r oxi es i n a r equest to 
for ce f u t ur e r eq uests i n t he dialog to be r o uted thr ough t he p roxy. 

Examples of its use with t he Route heade r f i e l d a r e descr i bed i n 
Sect i ons 16. 12 . 1 . 
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Example: 

Record-Route : <sip : server10 . biloxi . com; l r> , 
<sip : bi gbox3 . site3. atl anta . com; l r> 

20 . 31 Reply- To 

The Rep l y - To header fiel d cont a i ns a l ogical r eturn URI that may be 
d i ffer en t f r om the From heade r fiel d . For exampl e , t he URI MAY be 
us ed to r e t u r n mi ssed ca l ls o r unestabl ished sessi o ns. I f t he use r 
wished t o r emain anonymous, the head er fiel d SHOULD either be omitted 
f rom the req uest or popul a t ed in such a way t ha t does not reveal any 
p r i vate i nfor mati on . 

Even if t he "d ispl ay - name" i s empt y , t he "name-add r '" form MUST be 
used if t he "add r - s pec" contai ns a convna, questi on ma r k, or 
semi col o n . Syntax issues a r e di scussed i n Sectio n 7 . 3 . 1 . 

Example: 

Reply -To : Bob <sip :bob@biloxi.com> 

20. 32 Require 

The Requi r e header f i e l d is used by UACs to tell UASs about opt i ons 
t hat t he UAC expects the UAS t o support i n o r der to p rocess t he 
request . Al t hough an optiona l heade r fiel d, t he Requ ire HUST NOT be 
i g nored i f i t i s present . 

The Requi r e header f i e l d contains a list of option tags, described i n 
Section 19 . 2. Each o pt i on tag defines a SIP extensi on that MUST be 
under stood t o process the r equest. Fr equently, t his is used t o 
i ndicat e t ha t a specific set of extension header f i e l d s need t o be 
underst ood . A UAC compliant t o this specif i ca t i o n MUST o nl y i nclude 
o pt ion tags corr espondi ng to standards - t r ack RFCs . 

Example: 

Requi r e : 100 r e l 

20. 33 Retry-Aft e r 

The Retry -After header field can be used with a 500 (Server Inter nal 
Er ror) o r 50 3 ( Service Unavailable ) response to i ndicate how l o ng the 
servi ce i s expe cted t o be unavai l ab l e to t he r eques t i ng client and 
wi t h a 404 ( Not Found) , 413 ( Request Entity Too l a r ge ) , 480 
(Tempor a r i ly Unavailabl e ) , 486 (Busy He re) , 600 ( Busy) , or 60 3 
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(Decl i ne) r esponse to i ndicat e when t he called pa r ty ant i cipates 
bei ng available aga i n . The value of t his f i e l d is a posi tive i nteger 
numbe r of seconds ( i n decimal ) a f ter t he t i me of the response . 

An optional comment can be used to i ndi cat e additi o nal infor mati on 
a bout the time of callback . An optio na l "duration" parameter 
i ndicates h0111 l ong t he called pa r ty will be r eachabl e starting at the 
i nitial t ime of avail ability. I f no du rati o n parameter i s given, the 
service i s assumed to be available i ndefinitel y . 

Examples : 

Retry -After: 18000jdurati on::3600 
Retry -After : 120 {I ' m i n a meet i ng ) 

20. 34 Route 

The Route heade r fiel d i s used to for ce r out ing for a request t hroug h 
t he listed set of p roxi es. Examples of t he use of t he Route heade r 
fie l d are i n Section 16.12.1. 

Example: 

Route : <sip: bi gbox3 . site3. atl anta . com; l r>, 
<sip: server10 . biloxi . com; l r> 

20. 35 Server 

The Ser ver head er field contains i nformation abo ut t he software used 
by the UAS to handle t he r equest. 

Revealing t he speci fie software versi on of t he server mi ght a llow t he 
serve r to become mo r e v u lnerab l e to attac ks against software t hat is 
knO\~n to contain s ecuri t y ho l es . Impl ementers SHOULD make the Server 
header f i e l d a configurable opti on . 

Example: 

Server : HomeServer v 2 

20 . 36 Subj ect 

The Subject header fie l d p r ovides a s ummary or i nd i cates t he na t ure 
of the call, a l l owing call filter i ng without hav i ng to parse t he 
session desc r i pt i on . The session descript i o n does not have to use 
t he same s ubject i ndi cation as t he i nvitati on . 

The compact form of t he Subject header fiel d is s . 
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Example: 

Subject : Need more boxes 
s : Tech Support 

20. 37 Supported 

(Page 177] 

June 2002 

The Supported heade r f ield en umer a t es a ll t he extens i ons s upported by 
t he UAC or UAS . 

The Supported heade r f ield contains a list of opti o n tags, described 
i n Section 19. 2, t hat are understood by the UAC or UAS . A UA 
compliant to t h i s s pe c i ficat i on MUST only i ncl ude option t ags 
corresponding t o standards- track RFCs . If empty, it means t hat no 
ext ensions a r e supported . 

The compact form of t he Supported heade r f i e l d is k . 

Example: 

Supported: 100re l 

20. 38 Ti me stamp 

The Timestamp heade r f i eld describes when the UAC sent the request to 
t he UAS. 

See Secti o n 8 . 2 . 6 for details on how to generate a r e spons e to a 
r equest that contains the header fiel d . Al though the re is no 
normative behavi or defi ned here t hat makes use of t he heade r , i t 
a l101~s for extensions or SIP applications t o obt a i n RTT estimates . 

Example: 

Timestamp: 54 

20.39 To 

The To header fiel d s pecif ies the l ogical r ecipient of the request . 

The opti o nal "di s p lay- name" i s meant t o be rendered by a human- user 
i n t e r f ace . The " tag" paramet e r serves as a general mechanism for 
d i alog i d entification . 

See Secti on 19 . 3 for d e t a ils of the "tag" paramet e r . 
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Compariso n of To head er fie l d s for e qua lit y is i d entica l to 
compar i so n of From header f i elds. See Secti on 20 .10 f o r the r u l es 
f or par s i ng a d i splay name, URI and URI parameter s, and header fie ld 
parameters . 

The compac t f orm of t he To header field is t . 

The following a r e exampl es of va lid To header fie l d s : 

To: The Operator <s i p : oper ator@cs . columbi a . edu> ; t ag::287447 
t : sip: +12125551212@se r ve r . phone2net . com 

20 . 40 Unsuppo r ted 

The Unsu ppor ted heade r field lists t he f eatur e s not s uppo r ted by t he 
UAS . See Secti o n 20 . 32 for moti vation . 

Example: 

Unsupported : foo 

20 . 41 User - Ag ent 

The Use r -Age nt header f i e ld contains informat ion about the UAC 
o r i ginati ng t he r eque st . The semant i cs of t hi s heade r f iel d a re 
defined i n [ H14 .43]. 

Revealing t he speci f ie sof tware versi on of the user agent might a llow 
t he user agent t o become more vu lnerable t o a ttacks against soft wa r e 
t hat i s known t o cont a i n security ho l es . I mpl emente r s SHOULD make 
t he Use r -Age nt header f i e ld a conf i g ur able option . 

Example: 

User - Agent : Softphone Betal . 5 

20.42 Via 

The Via header f i eld indicates t he path taken by t he r equest so f a r 
a nd i ndi cates the path that s hould be followed i n rout i ng r e spo ns es. 
The b r a nch I D pa r amet e r i n t he Via heade r f i e l d va l ues s erve s as a 
t ransacti on identifier, and i s used by p r o xies t o detect l oops. 

A Via head er field value cont a in s t he t r ans port protocol used t o send 
t he me s sage, t he c l ient ' s host name or ne t work add r ess, and possibly 
t he por t number at whi ch it wi shes t o recei ve r e spo nses. A Vi a 
heade r f i eld va l ue ca n also contain par ameter s such as "maddr " , 
"tt l" , " r ece i ved" , and " b r a nc h" , whose meani ng a nd use are de sc ribed 
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i n other sect ions . For impl ementati o ns compliant t o thi s 
s pecif ication, the value of the b r anch parameter '1..IST st art with t he 
magic cookie "z9hG4bK", as d i scus sed in Sec t ion 8 . 1 . 1 . 7 . 

Trans port protocols d ef i ned he r e are "UDP", " TCP"', "TLS", and "' SCTP" . 
"TLS" means TLS ove r TCP . Vthen a request i s sent t o a SIPS URI , the 
p rotocol still i nd icat es "SIP" , and the transport pr otocol i s TLS . 

Via: SIP/2 .0/ UDP erlang. bel l - tel ephone. com : 5060 ;br a nch=z9hG4bK87asd ks7 
Via: SIP/2 . 0 / UDP 192 .0 . 2 .1 :5060 ;recei ved=192 .0 . 2 . 207 

; branch=z9hG4bK77 a s jd 

The compac t f orm of t he Via header f i eld i s v . 

In this example, the message originated from a mul ti- homed host with 
t wo addresses, 192. 0 . 2 . 1 and 192.0.2 . 207 . The sender guessed wrong 
as t o whi ch network i nt e r face 1-Jould be used . Er l ang . bell -
t e l epho ne . com not i ced the mi smatch a nd added a pa r amet e r t o t he 
p revi ous hop ' s Via header field va l ue, con t aining the add r ess that 
t he pac ke t actually came f r om. 

The host or net work addr e ss a nd port number a r e not r equi r ed t o 
follow the SIP URI synt ax . Specif i cally, LWS on either s i de of the 
": " o r " / " is all O\-Jed , as s hown he r e : 

Via : SIP / 2 .0 / UDP fi r st . exampl e . com: 4000j t t l =16 
;maddr =224 . 2 .0 . 1 ;br anch =z9hG4b Ka7c6a8dlze. 1 

Even though thi s speci f i cati on manda tes that the br anch pa r amet e r be 
p resent i n a ll r equest s , t he BNF for the heade r f i eld i nd i cates t hat 
i t is op t i onal. This allm,is inte r oper ation 1-Jith RFC 2543 elements , 
whi ch d i d not have to i nser t t he b ranch parameter . 

Two Via header f ields are equal i f their sent - prot ocol and sent - by 
f i e l ds a r e equal, bot h have the same s et of par ameter s , and t he 
values of a l l parameters a r e equal. 

20 . 43 l'lla r n i ng 

The l'lla rni ng head er fiel d is used to carry additional i nformat i on 
a bout t he status of a response . Warni ng header f i eld va l ues a re s ent 
wi th responses and contain a t hree- d i git warning code, host name , and 
war ning t ext . 

The "wa r n - text" s houl d be in a natural l anguage that is most likely 
t o be i n t elligi bl e to t he human user r ecei vi ng t he r esponse . This 
dec ision can be based on any availab l e knowl edge, s uch as t he 
l ocation of the us e r , the Accept -Language f i e l d i n a r equest, o r t he 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 90 of 135



Rosenber g, et. a l . St andards Track (Page 180] 

RFC 3261 SI P: Session Init iation Protocol J une 2002 

Cont ent- l ang uage fiel d in a r esponse . The default l anguage is i ­
default ( 21] . 

The cu r r ently- def ined "wa r n- code "s are list ed bel ow, with a 
recommended warn- t ext i n English and a des cription of t hei r meaning. 
The se warni ngs des c r i be failures induced by t he s essi on descrip t ion . 
The fi r st digit of warning codes begi nn i ng with "3" i ndicates 
warni ngs s pecific to SI P . Vlarni ngs 300 t hrough 329 a r e r eser ved for 
i nd i cating problems with keywords i n t he sessi on desc r i ption, 330 
t hrough 339 a r e warni ngs relat ed to basic net work services requested 
i n t he s essi on des c r i ption, 370 t h rough 379 are warnings r e lated to 
quantitative QoS pa ramet e r s requested in the sessio n description, and 
390 through 399 are miscellaneous warnings t hat do not f all into one 
of t he above cat ego r ies . 

300 Incompat i ble neb,o r k protocol : One or more net work protocols 
conta i ned in t he sess ion description are not avai l able . 

301 I ncompati bl e ne t wo r k address formats : One or more network 
addre s s format s contained i n the session descr ipti on are not 
available . 

302 I ncompati bl e transport protocol : One or more t r anspor t 
protocols de scri bed i n t he session des c ription are not 
available . 

303 I ncompat i bl e bandwidth units: One or more bandwi dt h 
meas ur ement units cont a i ned in t he session descripti on wer e 
not understood. 

304 Media type not ava ilabl e : One or more media type s contained i n 
the sessio n des cription a r e not ava ilable . 

30S I ncompat i ble media format: One o r more media formats contai ned 
in t he session descr i ption are not avai labl e . 

306 At tribute not under stood: One or more of the media attributes 
in t he s ession descr i ption are not supported . 

307 Sessi on desc r i pt i on parameter not under stood : A par ameter 
ot her t han t hos e listed above was not unde r stood. 

330 Mul ticast not availabl e: The s ite wher e t he user i s located 
does not s upport multicas t . 

331 Uni ca st not available: The site where the user is l ocated does 
not s upport unicast corrwnunication ( usua lly d ue to t he p r esence 
of a firewa ll) . 
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370 Insuf fici ent bandwidth : The bandwidth s pec i f i ed in t he session 
des cript i o n or defined by the media exceeds t hat known to be 
available . 

399 Mi scellaneous war n i ng: The warning text can inc l ude a r b i t r a r y 
infor mati o n to be p resented to a human user or l ogged . A 
system rece ivi ng t his warni ng MUST NOT take any aut omated 
acti o n. 

l xx and 2xx have be en taken by HTTP/ 1 . 1 . 

Additiona l "warn- code " s can be defined through IANA, as defined in 
Sect ion 27. 2. 

Examples : 

l'lla r ning: 307 i si.edu "Sessi on parameter ' foo' not understood" 
Wa r ning: 301 i si.ed u " I ncompatible network address t ype ' E.164'" 

20 . 44 l-..\'IIW- Authent icate 

A W't.-..\'11- Aut henticate header fiel d va l ue contains a n aut henticat i o n 
challenge . See Sect i on 22.2 for further detai ls on its usage . 

Example: 

l-..\'IIW- Aut he nticate : Di ge st r ealm="at l anta . com", 
domain="sip: boxesbybob . com" , qop="auth" , 
nonce="f84fl cec41e6cbe 5aea9c8e88d359", 
opaque="", s tale=FALSE, a l gor ithm=MDS 

21 Response Codes 

The respons e codes are consist ent with, and extend , HTTP/ 1.1 r e sponse 
codes. Not all HTTP/ 1 .1 respo nse codes are appropr i ate, and onl y 
t hose t hat a r e appr opr i ate are given he re . Other HTTP/ 1 .1 response 
codes SHOULD NOT be used. Al so, SIP defines a new cl ass , 6xx . 

21.1 Provisional l xx 

Provi sional responses, also known as i nformati onal respons es, 
i ndicate t hat the ser ver contacted is per formi ng some fur t he r a ct i on 
a nd does not yet have a defin i t i ve r espons e . A serve r s ends a l xx 
res ponse if it expects to take more t han 200 ms t o obta i n a final 
r e sponse . Note t hat lxx respons e s a re not t ransmi tted r eliabl y . 
They never cause t he client t o send an ACK . Provi s i onal {lxx) 
responses MAY contain message bodies , i nc l uding sessi on desc r i p t ions . 
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21 . 1 .1 100 Trying 

Th i s r e spo ns e indica t es t hat t he request has been r ece i ved by t he 
next - hop s erve r and t hat some unspeci fied act i on i s bei ng taken on 
behal f of t h i s call ( for exampl e , a dat abase i s be i ng consulted ) . 
Thi s respo ns e, like all other pr ov i s i onal r esponses, stops 
ret r ansmi ssi ons o f an I NVI TE by a UAC . The 100 ( Trying ) r espons e i s 
d i ffe r en t f r om othe r pro v i sio nal response s , in t hat i t i s never 
f o n~a r ded upst r eam by a s tateful p r oxy . 

21. 1. 2 180 Ri nging 

The UA r ecei v i ng t he UNI TE i s try i ng to a l e r t t he user . This 
response MAY be us ed to i niti ate l ocal r i ngback . 

21. 1. 3 181 Call I s Be i ng Forwa r ded 

A s erve r MAY use t h i s s tat us code t o i nd icate t ha t t he c all i s be i ng 
f o rwa r ded to a d i ffer e nt set of desti nations . 

21.1.4 182 Queued 

The called party i s tempo rarily unavailab l e , but the ser ver has 
d ec ided t o q ueue the call rather t ha n r eject i t . When t he callee 
become s availab l e , i t will r e t urn t he appr o pr i a t e f i nal s tat us 
r esponse . The r eason phr a se MAY g i ve f urther detai ls abo ut t he 
sta t us of t he c all, f o r example , "5 cal l s queued ; expected waiti ng 
t i me i s 15 minutes" . The ser ver MAY i s sue s eve r a l 182 ( Queued) 
responses to update t he caller about t he s tatus of t he q ueued c all . 

21 .1. 5 183 Session Pr ogress 

The 183 ( Ses s ion Pr ogress) r esponse i s used to convey i nfor mati o n 
about t he pr ogress of t he call t hat i s not o therwi se c l assi f ied . The 
Reason- Phr ase, header f i e l d s , or message body MAY be used t o convey 
mor e details abo ut t he call prog res s . 

21 . 2 Succe ssf ul 2xx 

The r equest was s ucces sf ul. 

21. 2.1 200 OK 

The r equest ha s s ucceeded. The i nf o rmation r e t u rned wi t h t he 
r esponse d epends on t he method used i n t he r equest . 
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21 . 3 Redirecti on 3xx 

3xx r espo nses g i ve i n f o r mation about t he us e r ' s new l ocat i on , o r 
abo ut a l ter nati ve ser v i ces t hat migh t be a bl e to satisfy t he cal l. 

21 . 3 .1 300 Mult iple Choices 

The address i n t he r eq uest resolved t o sever a l choices, each with its 
own s peci f i c loca t ion , and t he user (or UA) can sel ect a pr ef e r r ed 
communication e nd poi nt and r edi rect i t s req uest t o t hat l ocati o n . 

The r espons e MAY i nc l ud e a mess age body containing a list of resource 
cha racter i s t ics and l o cation(s) f r om which t he user o r UA can c hoose 
t he one mos t appr opr i ate , if allowed by t he Accep t r equest head er 
fie l d. However, no t-UHE t ypes have been d efined for t h i s message 
body . 

The cho ices SHOULD a l so be listed as Contact fiel ds ( Sec t i on 20 .10) . 
Unlike HTTP, t he SI P response MAY cont a i n s everal Contact fiel d s or a 
list of addr e s s es i n a Contact f iel d . UAs MAY us e t he Contact header 
fie l d va l ue for automat i c r ed i r ecti o n or MAY ask the use r to confirm 
a cho ice . HOL\leve r , t hi s speci f i cati o n does not d ef i ne a ny st and ard 
for s uch automati c selec t ion. 

This stat us r esponse is appr op r i a t e if the ca llee can be r ea ched 
a t seve r a l d i f f e rent l ocations and t he s erve r cannot o r p refer s 
not t o pr oxy t he req uest . 

21. 3 . 2 301 Moved Permane nt l y 

The use r can no l onge r be fou nd at t he add r ess i n t he Req uest- URI, 
a nd t he r equest i ng client SHOULD retry at the new address given by 
t he Contact header fie l d ( Section 20 .10) . The r eques ter SHOULD 
update any l ocal dire ctories , add ress books , and us e r l oca t ion cache s 
with t h i s new va l ue a nd r ed i r ec t f utur e requests t o t he add ress ( es ) 
listed . 

21. 3 . 3 302 Moved Temporarily 

The r eques t i ng client SHOULD retry t he req ues t at the new add r e s s(es) 
g i ven by t he Cont act header fiel d (Sec t ion 20 .10) . The Request-URI 
of the new r equest us es t he va l ue of the Contact heade r f i e l d in t he 
r esponse . Telcom Ventures Exhibit No. 2017 
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The du r a t i on of t he validity of t he Contact URI c an be i ndi cated 
t h r ough an Exp i r es ( Sect ion 20 .19) heade r f i e l d o r an expi r e s 
par ameter in t he Cont act header f ield . Bot h p r oxi es and UAs MAY 
cache t h i s URI for t he d u rati o n of the expiration time . I f t he r e is 
no explic i t expi r ation t ime, t he address is on l y valid o nce f o r 
r e cur s i ng, a nd MUST NOT be cached f o r f ut u r e t r a ns actions . 

I f the URI cached f r om t he Cont act header f i e l d fails, the Request ­
URI f r om t he red i r ect ed r equest MAY be tried agai n a s i ng l e t i me . 

The t empo rary URI may have become out -of- date soone r t han t he 
exp i rat i o n t i me , a nd a n e1-1 temporar y URI may be ava ilable . 

21 . 3 . 4 305 Use Proxy 

The r eques t ed resou rce MUST be acces s ed t hro ugh t he p r oxy g i ven by 
t he Cont act f iel d . The Contac t f iel d g i ves t he URI of the p roxy . 
The r ecip i ent is expected to r epeat t hi s s i ngl e request v i a t he 
p roxy . 305 (Us e Pr oxy) r e s po ns es MUST on l y be gener ated by UASs . 

21. 3 . 5 380 Al t e r nati ve Servi ce 

The call was not s uccessfu l , but a l ter nati ve serv i ces a r e pos s i bl e. 

The alter nat i ve s ervi ces are d esc r i bed i n t he message bod y of the 
r e s ponse . Format s f o r s uch bodies a r e not d efined he r e , and may be 
t he s ubj ec t of f ut u r e s tandard i zati o n . 

21. 4 Reque st Fa ilure 4 xx 

4xx r e spo ns es a r e def i nite f a i l u r e respons es from a par t icular 
se rver . The c lient SHOULD NOT r etry t he s ame req uest without 
mod ificat i on ( f o r exampl e , add ing appr op r iate autho r i zati o n ) . 
However, t he same r equest to a d i ffe r ent s e r ve r mi ght be s uccessful. 

21.4. 1 400 Bad Req uest 

The r equest cou l d not be unde r stood d ue to mal f o r med syntax . The 
Rea son- Phr ase SHOULD identif y t he sy nt ax problem i n more d etail , for 
example, "Mi ssi ng Call - I D header f i e l d" . 

21 . 4 . 2401 Unaut horized 

The r equest r eq uir es us e r a uthenticat ion . This r esponse i s i ssued by 
UASs and r egistr a r s, while 407 ( Proxy Aut hent i cati on Req ui r ed) i s 
us ed by proxy serve r s . 
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21.4. 3 402 Pa yment Requ i r ed 

Reserved for f ut ur e us e . 

21.4 . 4 403 Fo r bidden 
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The server u nde r s t ood t he req uest, b ut is r ef using t o f u l f i ll i t . 
Aut horizati o n wi ll not hel p , and t he r equest SHOULD NOT be r epe ated . 

21 . 4 . 5 404 No t Fou nd 

The s e r ve r has d efinitive inf ormation t hat t he us er does not exis t at 
t he domai n s peci f i ed i n t he Reque st-URI. This status i s a l so 
r e t urned i f t he domai n i n t he Request - URI do es no t match any of t he 
doma i ns hand led by t he r ecipi ent of t he request . 

21.4 . 6 405 Met hod Not Allowed 

The method s peci f i ed in t he Reque st - Li ne is unde r stood , but not 
a llm"ed f o r t he add ress i de nt i fied by t he Request -URI. 

The r e sponse MUST i nclude a n Allow heade r f i e l d co nt a i n ing a lis t of 
va lid methods f or the indicated address . 

21.4 . 7 406 Not Accept ab l e 

The r e so ur ce i d entif i ed by t he r equest i s o nly capabl e of gene rating 
response ent i ties that have cont ent cha racter i stics not acceptabl e 
a ccordi ng to t he Acce pt heade r f iel d s ent in the r equest. 

21.4 . 8 407 Proxy Authentication Required 

Thi s cod e i s s i mila r t o 401 (Unauthorized) , but ind i cates that t he 
c lient MUST f i r st authenticate itself with t he proxy . SIP acce ss 
a ut hent i cati on i s expla i ned i n Secti o ns 26 and 22 . 3 . 

Thi s s t a tus cod e can be used for applicati o ns 1..ihe r e access to the 
communicat i o n c hanne l (f o r example, a telephony g at eway) r a t he r than 
t he ca llee r equi r es a ut henti c a t i on . 

21.4.9 408 Request Ti meo ut 

The server cou l d not produce a r espo ns e wi t hin a s ui tab l e amount of 
time , for exampl e , i f i t co uld not det e r mine the l ocatio n of t he user 
i n t i me . Th e c lient MAY repeat the reques t wi tho ut mod i f i cations a t 
a ny l ater t i me . 
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21.4.10 410 Gone 

The requested resou rce i s no l onger ava ilabl e a t the ser ver and no 
fonva r d ing address i s known . This conditi o n i s expected t o be 
considered per manent. I f t he s e r ve r does not know, o r has no 
f a c ility to determine, whether or not t he co nditi o n i s pe rmanent , t he 
status code 404 (Not Fo und) Sl-K>ULD be used i nstead . 

21.4. 11 413 Req uest Entity Too Large 

The ser ver i s r e f using t o p r o ces s a r equest becaus e t he r eque st 
e ntity - body i s l a r ge r t han t he ser ve r i s wi lling or ab l e t o p r oces s. 
The ser ver MAY c l ose the connection to p r event t he client f r om 
continuing t he r equest . 

If the condition is t empo r a ry, t he server SHOULD include a Retry ­
Af ter header field to i ndicate t ha t it i s temporary and after what 
t i me t he client MAY t r y agai n . 

21.4. 12 414 Req uest- URI Too Lo ng 

The ser ver i s ref using to ser v i ce t he request bec aus e t he Reque st -URI 
i s l onger than the se r ve r is willing to i n t erpr e t . 

21.4. 13 415 Uns upport ed Media Type 

The ser ver i s r e f using to se rvice t he request bec aus e t he mes sage 
body of t he r equest i s i n a format not supported by t he s erver for 
t he requested method . The serve r MUST r etur n a list of accept able 
format s using the Accept , Acc ept -Encoding, o r Acc ept -Lang uage header 
fie l d, depending on t he speci f ic p r o bl em with t he content . UAC 
p r ocessing of thi s respo nse i s desc ribed in Sectio n 8 .1 . 3 . 5 . 

21 . 4. 14 416 Uns upported URI Scheme 

The ser ver cannot p r o ces s t he r equest becaus e t he scheme of t he URI 
i n the Request - URI i s unknovm to t he s e rver . Client proces s i ng of 
t h i s r e spons e i s desc r i bed i n Secti o n 8 .1.3 . 5 . 

21.4. 15 420 Bad Extension 

The ser ver did not understand the p rotocol extens i o n specified i n a 
Pr oxy- Requi re ( Section 20 . 29) or Require ( Section 20 . 32) header 
fie l d . The se r ve r MUST i nc l ude a list of the unsuppo r t ed extensions 
i n an Uns upported header f iel d i n t he respons e. UAC processing of 
t his response i s de scribed i n Secti o n 8 . 1. 3 . 5 . 
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21.4. 16 421 Extension Requi red 

The UAS needs a pa r t i cular extens ion t o p r o cess the request , but t h is 
extens ion i s not listed i n a Suppor ted header f iel d i n the r equest . 
Responses wi th this s t a tus code MUST contai n a Require header f i eld 
lis ting the requir ed extensions . 

A UAS SHOULD NOT use this r e sponse u nl ess it t r u l y cannot p r ov i de any 
usef u l service to the client . I nstead , if a desi rable e xtens i o n i s 
not list ed i n the Supported header f i eld, s ervers St-K>ULD process t he 
r eq uest using baseline SI P capabiliti es and any extensio ns supported 
by t he c lient . 

21.4. 17 423 I nter va l Too Br ief 

The ser ver i s rej ec t i ng t he r equest becaus e the expiratio n time of 
t he r e so urce refr eshed by t he r equest is t oo s hort . Thi s r esponse 
ca n be us ed by a r egistrar t o rej ect a r egi stratio n whose Cont act 
heade r f i eld expi rati o n time was too small. The us e of t hi s r esponse 
and t he r elated Min-Expi r es header f i eld are descr i bed in Sect i o ns 
10 . 2 . 8, 10 . 3, a nd 20 . 23 . 

21 . 4. 18 480 Temporarily Unavail abl e 

The callee ' s end sy st em was contact e d s uccessfully but the callee i s 
current l y unava ilable (for example, i s not l ogged i n , l ogged i n but 
i n a state t ha t pr ecl udes commun icat i on with t he callee, or has 
act ivated t he "do not d i sturb" f ea t ure) . The r e sponse MAY indi cate a 
be tter t i me to call i n t he Re t ry-After header f i e l d . The user could 
a l s o be avai labl e elsewhe r e ( unbeknownst t o this s erver ) . The r eason 
phrase SHOULD indicat e a mor e preci se cause as t o why t he ca llee i s 
unavailab l e . Thi s value SHOULD be s ettable by t he UA. Status 486 
(Busy He r e ) MAY be used to mor e p reci sely i ndicat e a pa r t i cular 
r e a son f or t he call f ailur e . 

Thi s stat us i s also r e t urned by a r e di r ect or p r oxy server t ha t 
r e cognizes t he us e r i d entified by t he Request -URI, but does not 
current l y have a va l i d for warding l ocation for t hat user . 

21 . 4 . 19 481 Call/Tr ans ac t i o n Doe s Not Exi st 

Thi s stat us i ndi cates t hat t he UAS received a r eques t t ha t does not 
match a ny exist i ng d i alog o r t r ansaction . 

21 . 4. 20 482 loop Det ected 

The ser ver has detect ed a loop (Sect i on 16 . 3 I tem 4 ) . 
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21.4. 21 483 Too Ma ny Hops 

The ser ver r ecei ved a r equest that contai ns a Max - Forwards (Section 
20 . 22) header f i e l d wi th t he val ue zero . 

21.4. 22 484 Add ress I ncompl ete 

The ser ver r ecei ved a r equest 1-Ji t h a Request - URI that was i ncompl ete . 
Additiona l i nf ormation SHOULD be provided i n t he r eason phr a se . 

This status code allows overlapped dialing . With overlapped 
dialing, t he client does not know t he l engt h of t he dialing 
str i ng . It sends strings of i nc reas i ng l engths, p r ompti ng t he 
user for more input, unt il it no l onger r eceives a 484 (Address 
I ncompl ete) status r es pons e . 

21.4. 23 485 Ambiguous 

The Request - URI was ambi guous . The r esponse MAY contai n a listi ng of 
possible unambi guous addr esses i n Contact header f iel ds. Revealing 
a l t ernati ves can inf ringe o n pr i vacy of t he user or t he organi zation . 
It MUST be possi bl e to conf i gur e a s erve r t o r espo nd with status 404 
(Not Found ) o r t o s uppr ess t he listing of possibl e choices f o r 
ambiguous Request - URIS . 

Example r esponse to a r equest with the Request - URI 
s i p : l ee@example . com: 

SI P/ 2 .0 485 Ambiguous 
Contact : Caro l Lee <sip : carol. lee@exampl e . com> 
Contact : Ping Lee <sip: p . l ee@exampl e. com> 
Contact : Lee H. Foot e <sips : l ee.foote@example . com> 

Some emai l and vo i ce mail systems provi de t his f uncti o na lity. A 
status code s epa rate from 3xx is us ed s i nce t he semant i cs are 
diffe r ent: f or 300, i t i s assumed that the same pe r son o r service 
wi ll be r eached by t he c hoices pr o vided . \~hile an aut omated 
choice or sequent ial search makes sense for a 3xx response, use r 
intervention i s r equi r ed f or a 485 (Ambi guous ) r esponse . 

21 . 4 . 24 486 Busy Her e 

The callee ' s end sy st em \-Jas contact ed s uccessfully, but t he callee i s 
current l y not 1,,d lling or abl e to take additi onal calls at t h i s end 
syst em. The response HAY i ndi cate a better t i me t o call i n t he 
Ret ry- Aft er header f i e l d . The user could al s o be availabl e 
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e l sewhere, s uch as through a voice mail service . St atus 600 ( Busy 
Eve rywhe r e ) SHOULD be used i f the cli ent kno1-Js t hat no othe r end 
system wi ll be abl e t o accept t his call . 

21.4.25 487 Req uest Te r minated 

The request was termi nated by a BYE o r CANCEL r equest . Thi s response 
i s never r eturned for a CANCEL r equest itsel f . 

21.4 . 26 488 Not Acceptable Here 

The r espons e has t he same meaning a s 606 (Not Acceptabl e ) , but o nl y 
applies t o t he specific r esource addressed by t he Request - URI and t he 
request may suc ceed elsewhe re . 

A message body co ntai ni ng a desc r ipti on of media capabili ties MAY be 
pre sent in t he r esponse, whi c h i s formatted according t o the Accept 
header f i e l d i n the INVI TE ( o r applicat ion/sdp if not present ) , t he 
same a s a message body in a 200 ( OK) r esponse to an OPTIONS r equest . 

21.4. 27 491 Req uest Pending 

The r equest was r eceived by a UAS t hat had a pending req uest wi t hin 
t he same dia log . Secti o n 14. 2 describes how s uch "glare" situa t ions 
a re resolved . 

21.4. 28 493 Undecipher able 

The r eques t was r eceived by a UAS t hat contained an encrypted MI ME 
body f o r which t he reci pient does no t possess or wi ll not provi de an 
appropr i ate decryption key . This res ponse MAY have a single body 
cont ain i ng a n appropr iate public key t hat s hould be used t o enc rypt 
/•UME bodi es sent t o t hi s UA. Details of the usage of t h i s response 
code ca n be f ound in Sectio n 23 .2. 

21.5 Server Failure 5xx 

Sxx r esponses a r e fai lure responses given when a s erver i tsel f has 
e rred. 

21. 5 . 1 500 Serve r Int ernal Erro r 

The ser ver e ncount e red an unexpected condi t i on t hat p revent ed i t f r om 
f u l f i lling t he r equest . The cl ient MAY display t he speci f i c error 
condition and MAY r etry the r eque st af ter s evera l s econds . 

If the condit ion is tempora ry, t he server HAY i ndi cate i,,ihen t he 
c lient may r etry the r eq uest us i ng t he Retry-Af ter heade r fie l d . 
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21. 5 . 2 501 Not Imp l emented 

The ser ver does not s upport the f unc tionality required t o fulfill the 
request . Th is i s t he app ropriate response when a UAS does not 
recognize t he r equest met hod and is not capable of s upporting it for 
a ny user . (Proxies forwa r d all reques t s regardless of method . ) 

Note that a 405 (Method Not Allowed) i s sent when t he serve r 
recognizes t he r equest method, but that method is not all owed o r 
s uppor ted . 

21. 5 . 3 502 Bad Gateway 

The ser ver , whi l e acting as a gateway or proxy, recei ved an i nvalid 
response from the downstream server it accessed in a t tempti ng to 
f u l f i ll t he r equest. 

21.5 . 4 503 Service Unavail able 

The ser ver i s tempo rarily unable to pr ocess t he request due to a 
temporary over l o ad i ng or maint enance of t he ser ve r . The se r ver MAY 
i ndicate whe n the c l ient shou l d retry t he r equest in a Retry- Af ter 
heade r fie l d . I f no Re t ry- After is gi ven , the c lient MUST act as if 
it had r ecei ved a 500 (Server I nternal Er ror) response . 

A client ( proxy or UAC) recei v i ng a 503 ( Servi ce Unavailable) SHOULD 
att empt t o forward t he r equest to an alternate server . It SHOULD NOT 
fon~ar d any other requests to t hat server for the d uration speci fied 
i n the Retry- After header field , i f pr esen t . 

Serve r s MAY refuse t he connection or dr op the r equest i nstead of 
responding with 50 3 (Service Unavailable) . 

21. 5 . 5 504 Serve r Ti me - o ut 

The ser ver d id not r e ceive a t i mely r esponse f r om an exter nal serve r 
it accessed i n a t temp t i ng to process t he request . 408 (Request 
Ti meout ) s ho uld be used instead if there was no response with i n t he 
period specified in t he Expires header f iel d f r om the upstream 
serve r . 

21. 5 . 6 505 Version Not Suppo r ted 

The ser ver does not s uppor t , o r r e f uses to s upport , t he SIP prot ocol 
version that was used i n t he r equest . The server is i ndi cating t hat 
it is unable or um~illi ng t o complete the r equest using the same 
maj or versi o n as the c l ient , othe r than with t his error mes sage . 
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21. 5 . 7 513 Message Too Lar ge 

The ser ver was unable t o p rocess t he request since t he message l ength 
exceeded its capabiliti es . 

21.6 Global Failures 6xx 

6xx responses indi cate t hat a ser ver has d efinitive i nf ormation about 
a particu l a r user , not just the particular instance i ndicated in t he 
Request- URI . 

21 . 6 . 1 600 Busy Ever}'\~here 

The callee ' s end system was contacted s uccessfully but the callee is 
busy and does not \~is h to take t he call at t his t i me. The response 
MAY i ndicate a better t i me to ca ll in t he Retry- After heade r f iel d . 
If t he callee does not wish to r evea l the r eason for dec lin i ng t he 
call , t he ca llee uses st atus code 603 (Decline ) instead . This s t atus 
response is returned onl y i f t he client knows t ha t no other end point 
( such as a voice mail system) wi ll a nswer the r eq ues t . othe r wise, 
486 (Busy He r e ) s hou l d be retur ned . 

21.6 . 2 603 Decline 

The callee ' s machine was successfully contacted but t he use r 
ex plicitl y does not wish to or canno t par t i cipate . The r es pons e MAY 
i ndicate a bette r time t o call i n t he Retry -After header f i eld . This 
st atus response i s ret ur ned o nly if t he c l i ent knows that no ot he r 
end point wi ll ans\~e r the request. 

21 . 6 . 3 604 Does Not Exist Anyi11here 

The s erver has authoritative i nfor mati on that t he user indi cated i n 
t he Request-URI does not exist anywhere . 

21.6 . 4 606 Not Acceptable 

The user's agent was co ntacted s uccessfull y but some aspects of the 
sessi on d esc r i ption s uch as the requested medi a, bandwi dth, or 
add ressing style were not acceptab l e . 

A 606 (Not Acceptable) response means t hat t he user wishes to 
communicate, but canno t adequate ly suppor t the sessi on d esc r ibed . 
The 606 (Not Acceptable) response MAY contain a list of rea sons i n a 
Warning head er f ield d escribing why t he session d escribed cannot be 
s uppor ted. l,iarning reason codes are listed i n Secti on 20 .43 . 
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A mes sage body co ntaini ng a d es c r ipti on of media capabili t i e s MAY be 
pre sent i n t he r esponse, whi c h i s f o rmatted accordi ng t o the Accept 
header fie l d i n the INVI TE ( o r appl ication/s dp if not p r esent ) , the 
s ame a s a message body in a 200 ( OK) r espo ns e to an OPTIONS request . 

It is hoped t hat negoti ation will not f r equently be needed , and when 
a ne1~ user i s being i nvi ted t o join an alr eady exi sting co nf ere nce , 
negotiati on may not be possib l e . It i s up t o t he i nv i t ati on 
i n i t i ator to de cide whethe r o r not t o act o n a 606 (Not Accept a bl e ) 
response . 

Thi s status respo nse is r eturned on l y i f the client knows t hat no 
o ther end point will answe r the r equest . 

2 2 Us age of HTTP Aut hent i cation 

SIP p r ov i des a s tatel ess, c hallenge-based mechan i sm for 
a ut hent i cation t ha t i s based o n aut hentication i n HTTP . Any t i me 
t ha t a proxy se rver or UA recei ve s a r equest (with t he e xcept i ons 
g i ven i n Section 22 .1) , it MAY cha llenge the i niti ator of t he r equest 
t o pr ov i de assurance of its i d entit y . Onc e t he o r igi nator ha s been 
i d entif i ed , t he r ec i p i ent o f t he r equest SHOULD ascer tain whether o r 
no t t h i s user i s aut ho r i zed t o make t he r equest in que st i o n . No 
a ut horizati o n sys t ems a r e r ecorm,ended or d i s cussed i n t h i s document . 

The "Digest" aut henti cati on mechan i sm de sc r i bed i n t h i s s ection 
prov i de s message aut hent icati o n and r eplay pr otec tion on l y , without 
message i nt egr i t y o r confid en t i a lit y . Protective measu r es above and 
beyond thos e p rov i ded by Digest need to be taken t o p r event acti ve 
att ackers f r om mod i f ying SIP r equest s and r esponses . 

Note t ha t due t o it s weak secur ity, t he us age of " Bas ic" 
a ut hent i cation has bee n deprecated . Se r ve r s MUST NOT accept 
credent i a l s using t he " Basic" autho r i zation scheme , and s erve r s a l so 
MUST NOT cha llenge wi th "Basi c " . Thi s i s a chang e f r om RFC 2543 . 

22 .1 Fr amewo r k 

The f r amework f o r SIP aut he nt i cation c l o se l y par a llel s tha t of HTTP 
(RFC 2617 [17)) . I n pa r ticul a r , the BNF f or aut h - scheme, aut h - pa r am, 
cha lleng e , r eal m, r ealm-value , and c r edent i a l s is ident i ca l ( a l though 
t he usage of "Basi c" as a s cheme i s not pe rmitted) . I n SIP, a UAS 
uses t he 401 ( Unaut hori zed) r esponse to challenge t he i d entity of a 
UAC . Add i tiona lly , regi strars and r edi rect s e r ve r s MAY make use of 
401 ( Una uthor ized ) r e s ponses f or authenticat i on, but p roxi es MUST 
NOT, and i nstead MAY us e the 407 ( Proxy Authenticati on Requ i r ed) 
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res ponse . The r equirement s f or i nclusion of t he Proxy- Authent i ca t e , 
Proxy- Au t hor i zati on, W\M- Aut henticat e , and Aut hori za t ion i n t he 
va rious messages a r e identical to t hose descr i bed in RFC 2617 [ 17). 

Si nce SIP does no t have t he concept o f a canonical r oot URL, t he 
not ion o f protection spaces is i nterpre t ed d i f f erently in SIP . The 
rea lm st r ing a l o ne de fine s t he p rotec t ion doma i n . This i s a change 
from RFC 2543, i n whi ch t he Reque st - URI and the r ealm toget her 
defined t he protection domai n . 

This pr ev ious definit ion of p rotection domain caused some amo unt 
of conf usion since the Req uest- URI sent by the UAC and t he 
Request - URI r ece i ved by t he cha llenging s erver mi ght be differ ent , 
and i ndeed the f i na l f o r m of t he Request - URI mi g ht not be known to 
the UAC. Al so , t he pr ev i o us definition depended on the p r e sence 
of a SIP URI in t he Request - URI and seemed to r ul e out a lternat i ve 
URI schemes ( for example, t he t el URL) . 

Ope rators of us e r agent s o r proxy se rve r s t ha t wi ll aut henticate 
r e ce i ved r eq uests MUST adhe re to t he f ollowing gu i del i ne s f o r 
creation of a r eal m str ing for t he ir s e r ve r : 

o Re a lm st r i ngs MUST be globa l l y unique . It i s RECC>t-'tlENDEO t ha t 
a r ealm string contain a host name or d omain name, followi ng t he 
r ecommenda t ion in Secti o n 3 . 2 . 1 of RFC 2617 [ 17) . 

o Rea lm st r i ngs SHOULD pr es ent a human - r eadab l e i dent i fier t hat 
can be r e ndered t o a use r . 

For examp l e : 

I NVITE sip: bo b@bil oxi com SIP/2 . 0 
Aut hori za t i o n : Digest r eal m='"b i l oxi . com", < . .. > 

Gener a lly , SIP authen t i cation i s meani ngfu l for a s pec ific real m, a 
p rotecti o n domai n. Thus , for Digest aut he nt icati o n , each s uch 
p rotect i o n domai n has its own s e t of user names a nd pass1,11ords. I f a 
serve r does not r equ i r e aut henti cati o n for a parti cular r equest, i t 
MAY accept a default username, "anonymous" , which has no password 
(pa ss word of '"' ) . Simila r l y , UACs repr esenting many user s, such as 
PSTN ga t eways, MAY have t he ir own de vi ce- s peci fic user name and 
passi~o r d , r ather t han account s f o r particu l a r users, for t heir r ea l m. 

While a serve r can l eg i timately challenge most SIP r eque s t s , t he r e 
a r e two r equests defined by this document that requi r e spec ial 
handling f or aut henti cat ion : ACK and CANCEL. 
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Under a n authent i cation sch eme t ha t us es r esponses to carry val ues 
used to co mp ute nonces (such as Digest), some p robl ems come up for 
a ny r equests t ha t take no response, i nc ludi ng ACK . For t hi s reason , 
a ny c r ed ential s i n t he I NVITE that wer e accepted by a serve r MUST be 
accepted by t hat s e rver for the ACK. UACs c r eating an ACK mes s age 
wi ll duplicate all of t he Authorizat i on and Proxy -Autho r i zation 
heade r f i e l d val ues t ha t appear ed i n the INVITE t o which the ACK 
corresponds . Serve r s t,IJST NOT attempt to challenge an ACK. 

Although the CANCEL met hod does take a response (a 2xx), s e r vers MUST 
NOT attempt to cha llenge CANCEL r equest s s i nce t hes e r eq uests c annot 
be resubmi tted . Generally, a CANCEL r eque st SHOULD be a ccepted by a 
se rve r i f it comes f rom the same hop that s ent t he request being 
cancel ed (provi d ed t ha t some s ort of t r anspo r t or ne t wor k l ayer 
security associati on , as de sc r ibed in Sect i on 26.2 . 1 , is i n p l a ce ) . 

When a UAC recei ves a cha llenge, it SHOULD r ender to t he use r the 
contents of t he "rea l m" par ame t e r i n the challenge (whi c h appear s i n 
e ithe r a W\,J\.J- Aut henti cate header fie l d o r Proxy- Authent icate he ade r 
f ie l d ) i f t he UAC device does not a l r eady know of a c r edential f or 
t he real m in question . A service provider t ha t pre-conf i gu r e s UAs 
with c redential s for its real m s hou l d be awar e t hat use r s will not 
have the oppor t unity t o p resent thei r own c r edent i als for t his r ealm 
when cha llenged at a pre - conf i gu r ed d evice . 

Fina lly, note that even i f a UAC can l ocat e crede nti a l s t ha t are 
a s sociated ,vith the p rope r rea lm, t he potent i a l exi st s that the s e 
credent i a l s may no longer be valid or t hat the chall enging se r ve r 
wi ll not accept these c r edent i als for whatever reason (especially 
when "anonymous " with no pas sword i s submitt ed ) . I n thi s i nsta nce a 
serve r may repeat its cha llenge, or i t may r espond with a 403 
Forbidden. A UAC MUST NOT re - a ttemp t requests with t he c r edent i a l s 
t ha t have j ust been r e j ected (though the r equest may be r e t r ied if 
t he nonce was stal e ) . 

2 2 . 2 Use r - to - User Aut hen t i cation 

When a UAS recei ves a r eque st from a UAC, t he UAS MAY authenti c a t e 
t he o r igi nator before t he r eques t is processed . I f no c r edent ials 
( i n the Author i zation header f i e ld) a r e p rovided i n t he r eque st, t he 
UAS can challeng e t he originator to pr ovide credenti a ls by rejecting 
t he request with a 401 (Unaut horized ) status code . 

The \.JW\.J- Aut hent i cate r esponse - header field MUST be inc l uded in 401 
(Unauthori zed) r esponse mes sages . The fiel d value consists of a t 
l east one chall enge t hat i ndicates the authent icat i on scheme(s) and 
parameters a pplicable t o t he r ea lm . 
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An exampl e of the \.JWW-Authent i cate heade r f i e l d i n a 401 chall e nge 
is : 

\,J\-JW- Aut he nt i ca t e : Di gest 
r eal m="bil oxi . com", 
qop= "auth, auth- int " , 
nonc e= "dcd98b7102dd2f 0e8b11d0f 600bfb0c093" , 
o paque= "Sccc069c403ebaf9f 0171e9517f 40e41" 

i,Jhen the originating UAC recei ves t he 401 (Unaut horized) , i t SHOULD, 
i f it is able, r e-o r i g i na t e the r equest with t he proper credent i a l s. 
The UAC may requi re i nput f r om the originating user before 
p roceeding . Once aut henticati on credential s have been s upplied 
(e ithe r d i rectl y by t he use r , or d i s cove red in a n i nter na l keyr i ng ) , 
UAs SHOULD cache the creden t i als f o r a given value of t he To heade r 
f ie l d a nd "real m" and attempt to r e - us e t hes e values on the nex t 
request for that de sti nation . UA.s MAY cache c redent i a l s i n any way 
t hey woul d like . 

If no c r edential s for a r eal m can be l ocated , UACs MAY att empt t o 
retry the r equest ,~it h a username of "anonymous " and no password (a 
pass,~or d of " " ) . 

Once c redential s have been l o cated, any UA tha t wi shes to 
aut henticate i t self with a UAS o r r egistrar - - usually, but not 
neces sarily , after recei ving a 401 (Unauthorized) r es pons e -- MAY do 
so by i nc l uding an Authorizat i on header fiel d with the r equest . The 
Autho r izat i on fiel d value consists of credentials contai ning t he 
a ut henti cation i nformat i on of t he UA for t he real m of t he r e source 
bei ng r eq uested as well as parameters r equi red i n support of 
aut hentication and replay p rotection . 

An exampl e of the Aut horizati on header f iel d i s : 

Aut ho r i zati on : Digest username="bob" , 
real m="bil oxi . com", 
none e= "dcd98b 7102dd2f 0e8bl 1d0f 600bfb0c093" , 
u r i ="si p : bob@biloxi.com", 
qop=aut h, 
nc: 00000001, 
c nonce="0a4f113b", 
response: "6629fae49 393a05397450978507c4ef1" , 
opaque= "Sccc069c403ebaf9f0171e9517f 40e41" 

When a UAC r e su bmi t s a r equest with i ts cred enti a l s a f t er r ece i ving a 
401 ( Una uthorized ) or 407 (Pr oxy Authentic ation Requi red) r e sponse . 
i t MUST i ncrement the CSeq header f i e l d value as it would nor mally 
when send i ng an updated r equest . 
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22. 3 Proxy- t o - User Authe nt i cation 

Simila r l y, when a UAC sends a r equest to a pr oxy s erver, the proxy 
serve r MAY a ut hent i cate t he originat or before t he r equest is 
processed . I f no credentials (in t he Pr oxy-Authori zati o n header 
fie l d ) are pr ov i ded i n the request , t he proxy can challenge the 
ori g inator to provide cr edent ial s by r e j ecting t he r equest with a 407 
( Proxy Authentication Required) status code . The pr oxy r-usT populate 
t he 407 ( Proxy Aut hen t i cation Required ) message wi th a Proxy­
Aut henticate header fiel d value appl i cable t o t he proxy for t he 
requested r esource. 

The use of Proxy-Aut hent icate and Proxy- Author ization paral l e l that 
described i n ( 17), with one difference . Proxi es '1JST NOT add values 
t o the Proxy- Authorization header fiel d. All 407 ( Proxy 
Authenticati on Required ) respo nses MUST be forwarded upstr eam t owa rd 
t he UAC following t he procedures for any other response. I t is the 
UAC's responsibility t o add the Proxy-Authorizatio n header f iel d 
va lue contai n i ng credent ials for the r ealm of t he pr oxy t hat has 
asked f o r authentication . 

I f a proxy 1,o1e r e to r esubmit a request adding a Proxy- Authorization 
header field va lue, it would need to i ncr ement the CSeq i n the new 
r equest . Howeve r , this woul d cause t he UAC t hat s ubmi tted the 
original request t o discard a response from t he UAS, as the CSeq 
va lue would be differ ent . 

i,Jhen the originating UAC receives t he 407 ( Proxy Authentication 
Requi r ed) i t SHOULD, i f it is able, re- o r igi nate the request with the 
proper c r edent i a l s . I t s ho uld follow t he same p r ocedures for the 
display of t he "rea l m" parameter t hat a r e given above for respo ndi ng 
t o 401 . 

If no credential s for a realm can be located , UACs MAY attempt to 
ret ry the r equest with a username of "anonymous " and no passwo r d (a 
password of "" ) . 

The UAC SHOULD al so cache the credentia l s used i n the r e -origi nated 
request. 

The followi ng rul e is RECOMMENDED for proxy credenti a l caching: 

If a UA r eceives a Proxy - Authenticat e header field va lue i n a 401/ 407 
response to a request with a particular Call - I D, i t s houl d 
i ncorporate c redentials for that real m i n all subs equent requests 
t hat contai n t he same Call- ID . These c redenti als MUST NOT be cached 
across d i alogs; however , i f a UA is configur ed with t he r ea l m of i ts 
l ocal o ut bound proxy, when one exists, t he n the UA MAY cache 
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credenti a l s f or that realm across dial ogs . Note that t h i s does mean 
a f uture req uest i n a dialog could contain cr edential s that are not 
needed by any proxy along t he Route header path . 

Any UA t hat wishes to authe nticate itse l f to a proxy ser ver - ­
usual ly, but not necessarily, after receiv i ng a 407 (Proxy 
Authenticati on Required) response -- MAY do so by i nc lud i ng a Proxy­
Aut horizati o n heade r f i eld value with t he r equest . The Proxy­
Autho r izat i o n request- header f i e ld allows the client to i dent i f y 
itsel f (or its user) to a proxy that r equi r es authenticat i on . The 
Proxy- Author izati on header field va lue cons i sts of cr edenti als 
containing the authent i cation information of the UA for the proxy 
a nd / o r r ealm of t he resource bei ng request ed . 

A Proxy- Author izat ion header fie ld val ue applies o nl y t o t he p roxy 
whose rea lm is identifi ed i n t he "realm" parameter ( t his proxy may 
previ ousl y have demanded aut henticati on us i ng t he Proxy- Authenti cate 
fie ld) . When mul t i p l e proxies a r e used i n a cha in , a Proxy­
Aut horizati o n heade r f i e ld value MUST NOT be consumed by any proxy 
whose rea lm does not match t he " real m" par ameter specified i n that 
va l ue. 

Note that i f an authenti cati on scheme that doe s not support real ms is 
us ed i n the Proxy-Aut ho r izatio n header fiel d , a proxy serve r MUST 
att empt t o par se all Proxy-Aut hor i zation header f i e l d values t o 
deter mine whether one of t hem has 1,o.rhat t he pr oxy server considers to 
be va lid cr edent i a l s. Because t his i s pot enti ally ve ry t i me­
consuming i n large net works, proxy servers SHOULD us e an 
a uthenti cati on scheme that supports realms i n the Proxy- Authorization 
header f i eld. 

If a request is forked (as described in Section 1 6 . 7 ) , vari ous proxy 
serve r s and/or UAs may wish to cha llenge the UAC. In t h i s case, the 
f orki ng proxy s erver is responsi ble for aggregating t hese challenges 
i n t o a s i ngl e res ponse . Ea ch M-J\.J- Authent icate a nd Pr oxy-Authenticate 
value rece i ved in r esponses t o t he forked r equest MUST be placed i nto 
t he single response t hat is sent by t he f orking proxy t o t he UA; t he 
o rder i ng of these header fiel d values i s not signi f i cant. 

\~hen a proxy server i ssues a chal l enge in response to a request , 
it wi ll not proxy the request unt il t he UAC has retried the 
request with valid credential s. A f o rki ng proxy may forwar d a 
r equest simultaneousl y to multipl e proxy s e rvers t ha t r equire 
authe ntication, each of which in t urn wi ll not forward the r equest 
unt il t he ori ginat ing UAC has authenticated i tself i n their 
respecti ve realm . I f t he UAC does not pr ovide cr edent ia l s f or 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 99 of 135



Rosenber g, et . al . Standar d s Track ( Page 198] 

RFC 3261 SI P: Session I niti ati on Protocol J une 2002 

each challenge , t he pr oxy s e r vers t hat i ssued t he cha llenges will 
not fon'l'a r d r equest s to t he UA 1-ffle r e t he destination use r mi ght be 
l ocated , and t he refore, t he v i r t ues of for king a r e l a r gely l ost . 

When r esubmitting its r equest in response t o a 401 (Unaut ho r i zed ) o r 
407 ( Pr oxy Aut hent ication Req u i r ed) t ha t contains multi ple 
cha lleng es , a UAC MAY i nc l ude an Author izati on va l ue f o r each W\-A,J­

Aut hent icate val ue and a Proxy -Aut ho r i zation value for each Proxy ­
Aut hent icate val ue f or which t he UAC wishes to su ppl y a c r edent i al. 
As noted above, multi ple c r ed entials in a r eque st SHOULD be 
d i ffe r en t i ated by t he " r ealm" pa r ameter . 

I t is possi ble for multi ple challeng es a sso ciated with the same r ealm 
t o appear in t he same 401 ( Unauthorized ) o r 407 ( Pr oxy Aut hentication 
Requir ed ) . Th i s can occu r , f o r example , when mu l tipl e p roxies with i n 
t he same admin i s t r ati ve domain , whi c h use a common r ea l m, a r e r eached 
by a f o r k i ng request . When it r etries a r eq uest, a UAC MAY t he r efor e 
s uppl y mu l ti ple c r ede nt i a l s in Aut horizati o n o r Proxy - Aut horizat ion 
header f iel ds wi t h t he same "'realm"' par amete r va l ue . The same 
c r edent ia l s SHOULD be used for t he same real m. 

22.4 The Digest Aut hent ication Scheme 

Thi s sec t i on descr i bes t he modi ficati ons and c lari f i cations requir ed 
t o apply t he HTTP Digest aut henticat i on sc heme t o SI P. The SIP 
s cheme usage i s almost compl etely i d entical to t hat for HTTP [17]. 

Since RFC 2543 is based on HTTP Digest as d ef i ned in RFC 2069 [ 39] , 
SIP ser ver s sup por ting RFC 2617 MUST ensu r e t hey a r e backwa r d s 
compatib l e with RFC 2069 . Pr ocedures for t his backwa r d s 
compatibility a r e s peci f i ed in RFC 2617 . Note, however, t hat SIP 
serve r s ,-UST NOT accept or request Basic aut henticati on . 

The rules for Digest authent icat ion fol low t hose d efined i n ( 17 ] , 
with "HTTP/ 1.1" r eplaced by "SI P/ 2 . 0" i n addition t o the followi ng 
d i ffe r ences : 

1 . The URI i ncluded i n t he cha llenge has t he followi ng BNF: 

URI = SIP-URI / SIPS - URI 

2. The BNF i n RFC 2617 has an err or i n t ha t the ' uri ' par amete r 
o f t he Aut ho r izat ion header f i eld for HTTP Di gest 
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a uthenti cation i s not enclose d i n q uotation ma rks . (The 
example i n Sec t i o n 3 . 5 of RFC 2617 i s co rrect . ) f o r SIP, t he 
' ur i ' MUST be enc l osed in quotation marks . 

3 . The BNF f or d igest- uri - va l ue i s : 

d i gest- uri - va l ue :: Request- URI as defined i n Section 25 

4 . The exampl e p rocedu r e for choosing a nonce based on Etag does 
not wo r k f or SIP. 

5 . The text i n RFC 2617 [ 17 ] r eg a r d ing cache o per atio n does not 
a pply to SI P . 

6 . RFC 2617 [ 17] r eq u i res t hat a se r ve r check t ha t the URI i n t he 
r equest line a nd t he URI i nc luded i n t he Authori zati on header 
fiel d point to t he same r esource . I n a SI P context , t hese t wo 
URis may r efer t o d iffer ent user s, d ue to forward i ng a t s ome 
proxy . Ther ef o r e , i n SIP, a s erve r MAY check t hat t he 
Req uest- URI i n t he Aut hor izati on header f i eld va l ue 
corr espo nds to a user f or whom t he s erver i s wi lli ng to accept 
f on'l'a r ded or d i r ec t r equest s , but it is not necessar ily a 
failure i f the t wo fie lds are not equi valent . 

7. As a clarificat i o n to t he cal cul ati on of the A2 value f o r 
message i ntegrit y assurance i n t he Di gest aut hent i cation 
scheme, i mpl ementer s s hou l d assume, when t he entit y - body is 
empty ( t hat is, when SIP mess ages have no bo dy ) t hat t he hash 
of t he entity - body resolves t o t he HOS hash of an empty 
s t r ing, o r : 

H( entit y - body) • MOS( " " ) • 
.. d41d 8cd98f 00b204e9800998ecf8427e" 

8 . RFC 2617 notes t hat a cnonce value HUST NOT be se nt i n an 
Aut ho r ization ( and by extens i o n Proxy -Aut ho r ization ) header 
f ie l d i f no qop directive has been s ent . Ther efor e , any 
a l gor ithms t hat have a dependency o n the c no nce ( i nc l uding 
"'HOS- Se ss" ) r eq ui r e t ha t the qop d i r ective be sent . Use of 
t he "qop" paramete r i s optional i n RFC 2617 for t he pur poses 
of backwar d s compati bi lity with RFC 2069; s i nce RFC 2543 was 
based on RFC 20 69 , t he "qop"' par ameter must unfort unatel y 
r emain optiona l for c l ients a nd server s to r eceive . Howeve r , 
s ervers ltJST a lway s send a "qop" pa r ameter i n WliM-Authent icate 
a nd Pr oxy -Aut henticat e header f ield va l ues . I f a c l ient 
r ece i ves a "qo p" pa r ameter i n a cha llenge header f ie ld, it 
MUST send t he "qop" pa r amet e r i n any resulting autho r izat ion 
header f iel d . 
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RFC 2543 d i d not a llow usage of the Authen t i cat i on - I nf o header fie ld 
( it ef fec t i ve ly us ed RFC 2069) . Howeve r , we now allow us age of this 
header f i e l d , s i nce i t provi d es i ntegrity checks over t he bodi es and 
provi des mut ua l aut he ntication . RFC 2617 [ 17 ] defi nes mechanisms f or 
bacla~ards compati bi l ity us i ng the qop attri bute i n t he r eque st . 
The se mechanisms MUST be used by a s erver t o determi ne i f t he client 
suppo r t s the new mechani sms in RFC 2617 that were not specif ied in 
RFC 2069 . 

2 3 S/HIME 

SIP messages carry MIME bod i es and the MIME standar d i nc lude s 
mechan i sms for s ecu r i ng MIME contents to ensur e both i nt egrity and 
conf i dential ity ( i ncl ud i ng t he ' multi pa r t / s i gned ' and 
'applicat i on/pkcs 7-mi me' MIME types, see RFC 1847 [ 22], RFC 2630 [23 ] 
a nd RFC 2633 (24]) . Implementer s should not e , howeve r , that t he r e 
may be r are ne t work i nt e rmediar i e s ( not typi cal proxy serve r s ) t hat 
r e l y on v i ewi ng or modi fying t he bodi es of SI P message s ( especially 
SOP) , a nd that secu r e HI ME may p revent t hese s orts of i nter mediar i e s 
f rom f unction i ng . 

This appl ies parti cul a r ly t o certa i n types of f i r ewa l l s . 

The PGP mechani sm for encrypting the header fie l ds and bodi es of 
SIP messages des c ribed i n RFC 2543 has been depr ecated . 

23.1 S/MIME Certifi cates 

The cer t i f icates that are used to i d ent i f y an end - user f or the 
purpose s of S/MI HE diff e r f rom t hose used by servers i n o ne impor tant 
respect - r ather than asser ting that t he i d ent ity of the holder 
correspond s to a pa r t i cular hostname , t hese cer t i f i cat es as se rt that 
t he holder is i d entif i ed by a n end- user addres s. Thi s addres s i s 
compo sed of the concat enation of the "useri nf o" "@" and "domainname " 
portions of a SI P or SI PS URI ( i n other wo rds , a n ema il add ress of 
t he for m "bo~biloxi. com" ) , most commonly correspondi ng to a us er' s 
add r e ss-of- record . 

The se certi ficat es a re also associated with keys that a r e used t o 
sign o r encrypt bodies of SIP messages . Bodies are signed wit h the 
p r i vate key of the se nder (who may include t he ir public key with t he 
mes sage as a ppropriate), but bodies are encrypted wi t h the public key 
of t he int ended r ecipient . Obvi ous l y , sender s must have 
f oreknowl edge of t he pub lic key of r ecipient s i n order t o enc r ypt 
message bodie s. Public keys can be stored with i n a UA on a v i r t ual 
keyring. 
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Each user agent tha t s uppor ts S/MIME MUST contain a keyri ng 
speci fica lly f or end - us e r s ' c ertificate s . This keyri ng s hould map 
bet ween addresses of r eco r d and correspondi ng certificat es . Over 
time, us e r s SHOULD us e t he same certi ficat e when they popul ate t he 
ori ginati ng URI of s ignaling (the Fr om header fiel d) wi th t he s ame 
add ress-of - r ecor d . 

Any mechani sms d epending on the existence of end- us e r cert i ficates 
a r e ser i o usly limited i n t hat t he r e i s v i rtually no consolidated 
aut hority today t ha t provides ce r t ifi cates for end - user applicat i ons. 
Howeve r , user s SHOULD acquire cer t ifi ca t e s from known public 
ce rtif icate authoriti es . As an a l t ernative, use rs MAY c rea t e s e l f ­
s i gned c erti f icates . The implicati o ns of s elf- signed cert ificat es 
are exp l ored f urt he r in Secti o n 26 . 4 . 2 . Implement ations may a l s o use 
p re-conf i gured certif i cates in dep l oyment s i n which a p revious t ru st 
r e l a tionshi p exi sts be t ween all SIP ent ities . 

Above a nd beyond t he prob lem of acqu i ring an end- user certificate , 
t he r e are f ew well-known cent ral ized di rect ori es t hat d i s t r ibute 
e nd - user certifi cates . Hm1'eve r , t he holder of a certificate SHOULD 
publish thei r c ertif i cate i n any publ i c d i r ectories as appropriat e. 
Si milar l y, UACs SHOULD suppor t a mechan i sm for i mpor ting (manually o r 
a ut omati cally) cert ifi cates d i scovered i n publ i c d i rect orie s 
correspondi ng t o the tar get URi s of SI P r equests. 

23 . 2 S/MIME Key Exchange 

SIP i tse l f can also be used as a means to d i stribute publ i c keys in 
t he following manne r . 

Whenever t he CMS SignedData message i s used i n S/HI ME f or SIP, it 
MUST con t ain t he ce r tif i cate bea r i ng t he p ublic key necessa r y t o 
ve rify the signa t ur e . 

When a UAC sends a r equest cont a i n i ng an S/HI ME body that i niti ate s a 
d i alog, or sends a no n - I NVITE r equest outsi de t he context of a 
d ia log, the UAC SHOULD str uctur e t he body as an S/HI ME 
' multipart/signed ' CMS SignedData body . If t he desired CHS service 
i s Enve l opedOat a ( and the public key of t he t a r get user i s known ) , 
t he UAC SHOULD s end t he Envel opedData message encapsulat ed withi n a 
SignedOat a mes sage . 

!,Jhen a UAS recei ves a r equest contai ning an S/MIME CMS body t ha t 
i nclude s a certi ficate , the UAS SHOULD f i r st validate t he 
certif icate, if possi bl e , wi t h any a vailab l e root certi f i cates for 
cer tificate author iti es. The UAS SHOULD a l so determi ne the subject 
of the certificat e ( for S/MIME, t he Subj ect AltName wi ll conta i n t he 
ap p ropr i ate i dentity ) and compare t h i s va lue to the Fr om header f i eld 
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of the request . I f t he cer tificate cannot be veri fied, because it is 
sel f -signed , or signed by no kno1vn author ity , or i f i t is ve r ifi abl e 
but its subject does not correspond to t he From header f ield of 
request, the UAS MUST notif y its user of the status of the 
certif icate ( i ncl uding t he subj ect of t he cer tificate , i ts signer , 
a nd any key finger pr i nt inf o rmation) and request expl icit permission 
be fore proceed i ng . If t he certificate was successfully ver ified and 
t he s ubj ect of t he certi ficate cor responds to the From header f i eld 
of the SIP request , or i f t he user ( after notification) explicitly 
a ut hor izes t he use of the certificate, t he UAS SHOULD add t his 
certif icate to a local keyring, i nde xed by t he address-of- record of 
t he holder of the certi ficate . 

When a UAS sends a response containing an 5/MI ME body t hat answer s 
t he fi r st r equest in a dialog, o r a r esponse to a non- INVITE request 
o ut side t he cont ext of a dial og, t he UAS SHOULD s t r ucture t he body as 
a n S/MIME ' mult i par t / s i gned ' CMS SignedOata body . If t he desired CMS 
servi ce i s EnvelopedData , the UAS SHOULD send the Enve l o pedOata 
message enca psu l ated within a SignedData message . 

When a UAC receives a r esponse cont a i ning an S/f'UME CMS body t hat 
i nc l udes a cer t i ficate, t he UAC SHOULD f i r st validate t he 
cer tif icate, if possible , with any appropr i ate root certi f icate . The 
UAC SHOULD a l so determi ne the s ubject of t he cert i f icat e and compa re 
t h i s value to the To f ield of the response; al t hough the t wo may ve r y 
well be d i ffere nt , and t his i s not nece ssarily i nd i cative of a 
security br each . If the certificat e cannot be veri fied because it is 
sel f -signed , o r signed by no kno1vn author i ty, the UAC MUST noti fy its 
use r of the stat us of the certificate ( i nc l udi ng the subject of the 
certificate, its signator, and any key finger print inf ormation) and 
request explicit pe rmission before proceedi ng. If the c ertific ate 
was s uccessfull y ve r i f ied, and t he subject of t he certifi cate 
corresponds to the To header fie ld in t he r esponse , o r i f t he user 
(after noti ficati on ) explicitly aut hori zes t he use of t he 
certific ate , the UAC SHOULD add thi s certifi cate t o a l ocal keyring, 
i ndexed by t he address -of- record of t he ho l der of the certif icate . 
If the UAC had not transmitted its own certif icate to t he UAS i n any 
previous tra nsaction, it SHOULD use a CMS Si gnedOata body for its 
next request o r response. 

On f uture occasions, when t he UA recei ves r equests or r e sponse s that 
cont ain a From header f ield corresponding t o a value i n i t s keyring, 
t he UA SHOULD compare t he cer tificate offer ed i n these messages with 
t he exist i ng cer tificate i n i ts keyring . I f there is a d i sc repancy, 
t he UA MUST noti fy its user of a change of t he cer t i ficate 
(preferabl y i n t e rms that i ndi cate t hat thi s i s a pot ent i a l sec ur i ty 
breach) and acqui r e t he user 's per mi ssion before continui ng to 
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process the signaling . If the user aut horizes t his cert i f i cate, i t 
SHOULD be added to t he keyring a longside any p rev i ous va l ue ( s ) for 
t h i s address -of-record . 

Not e we ll however , t hat t his key exchange mechani sm does not 
g ua rantee t he s ecure exchange of keys when s el f - s igned cer tificates, 
or cer tificates signed by a n obscure authority, a r e used - it i s 
vul nerabl e to well - known attacks. I n t he opinion of the authors , 
howeve r , the security it pr ov i des is proverbially better t han 
nothing; i t is i n fact comparable t o the wi de l y us ed SSH application . 
These limitations a r e explored i n greater detail i n Section 26.4.2. 

If a UA r ece ives an S/HI ME body t ha t has been encrypted wi t h a public 
key unknown to t he reci pient, it MUST rej ect t he request with a 493 
(Undecipher able) r esponse . This response SHOULD contai n a valid 
cer tificate for the respondent ( corr espondi ng, i f possible , to any 
add ress of r ecord given i n t he To heade r f i e l d of the rejected 
request) withi n a MIME body with a • cer ts -only' "smi me- t ype" 
parameter. 

A 493 (Undecipher able) sent without any certificate i ndicates that 
t he r espondent cannot or will not ut i lize 5/MI ME encrypted messages, 
though they may still s upport S/MIME signatures. 

Note t hat a user agen t t hat r eceives a request contain i ng an S/ HIME 
body t hat i s not optional (with a Content - Di spositi on heade r 
"handling" paramete r of " requir ed") MUST reject the r equest with a 
415 Unsupported Media Type response if the MI ME type is no t 
under stood . A us er agent that rece i ves such a r e s ponse when S/MIME 
i s sent SHOULD notify i ts user t ha t the r emote device does not 
suppor t S/MI ME, and it MAY subsequent l y resend t he request without 
S/ MIME, i f appropr iate; hmvever , this 4 15 r esponse may constitute a 
downgrade attack . 

If a user agent s ends an S/MIME body in a r equest, but receives a 
response t hat contains a MIME body that is not secured , the UAC 
SHOULD not i fy its user that the sessi on could not be secur ed . 
Howeve r , i f a user agent that supports S/MI ME receives a r equest 1~ith 
an unsec ur ed body, it SHOULD NOT r e spond with a secur ed body, but if 
i t expects S/MIME from the se nde r ( f or example , because the sender' s 
From header fie ld val ue cor responds to an i dentity on its keychain ) , 
t he UAS SHOULD notify its user t ha t t he session coul d not be secur ed. 

A number of condi t ions that arise in t he previous text c all for the 
notification of the user when an anomalous certificate - manageme nt 
event occurs. User s might well a s k what they should do under these 
c i rcumstances. First and foremost, an unexpected change i n a 
certificate, or an absence of s ecur i t y when s ecur i ty is expected , a r e 
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causes f or caut i o n but not ne cessarily i nd i cations t ha t an attack i s 
i n pr og r es s . Us e r s might a bort any connecti on attempt or r efus e a 
connecti o n r equest t hey have r eceive d; i n tel epho ny pa rlance, they 
cou l d ha ng up a nd call back . User s may wi s h to find an a l ter na te 
means to contact t he o ther pa r ty and conf i rm t ha t t he i r key has 
l e gitimatel y changed . Note that users a r e s ometimes compel led t o 
change t hei r certi ficates, f o r exampl e when t hey s uspect t hat the 
se c r ecy of t he i r pr i vate key has been compromi sed . l~hen t he i r 
private key i s no long er private , us e r s mus t l egitimatel y gene r ate a 
new key and r e - es t ablis h t r ust with any us e r s t ha t he l d the i r o l d 
key . 

Fina lly , i f during t he cou r se of a d i a l og a UA r e ceive s a ce r tificate 
i n a CMS Si g nedOata message that does not corre spo nd with t he 
cer t i f icates previ ous ly excha nged during a d i a log, t he UA MUST notif y 
its use r of t he change, p r ef e r ably in ter ms t ha t indicate t ha t t hi s 
is a potential s ecu r ity b reach . 

23. 3 Secu r i ng MI ME bodies 

The r e a re t wo t y pes o f s ecu r e MI ME bodies that a re of i nt e r e st t o 
SIP: use of t hese bod i es shou l d f ollow t he S/MI ME specifi cation [24] 
with a few va r iat i ons . 

o "mu l tipa r t / signed" MUST be use d on ly with CMS de t a ched 
sig nat ures . 

Thi s a llrn~s backwa r d s compa t ibili t y ,~ith non - S/ M.I ME­
compl iant r eci pient s . 

o S/HI ME bod i es SHOULD have a Cont ent - Disposition heade r fie l d , 
a nd t he va l ue o f t he "handling" par amet e r SI-K)IJLO be " r equi r ed ." 

o I f a UAC has no cer tificate on its keyri ng assoc i a ted wi th t he 
addres s-of - r ecord to whi ch it wants t o send a r equest, it 
can not se nd an e ncr ypt ed "appl i cation/ pkcs7 -mi me" HI ME message . 
UACs MAY s end a n i nitial r equest suc h as a n OPTIONS me ssage 
with a CMS detached sig nat u r e i n o r d e r to so l ic i t the 
ce r t i ficate of the r emot e s i de ( t he s i gnature SHOULD be over a 
'"message/ s i p" body of the t ype descri bed i n Secti o n 23. 4 ) . 

Not e that f u tur e sta nda r d i zat ion work o n S/MI ME may define 
non-cert ificat e ba sed keys . 

o Send er s of S/MI ME bod i es SHOULD use the "SMI MECapa biliti es" 
( see Sectio n 2 . 5 . 2 of [ 24 ]) a t t ribut e t o expr es s t hei r 
capabilities and pr ef e rence s f o r f u r ther corrwnun icati ons . Note 
e special l y t ha t s ende rs MAY use t he " pr ef e rSi gnedOat a" 
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capabi lit y t o e nco u rage recei ver s t o r espond wi th CHS 
Si g nedOat a messages ( f or exampl e , when sendi ng an OPTIONS 
request as descr i bed above ) . 

o S/HI ME impl ementat ions ,.._,ST a t a min i mum su ppor t SHA.1 a s a 
d i g i t a l s i gnature a l go r i thm, and 3DES as a n enc r ypt i on 
a l gor ithm. All o t he r s ignatu r e and encrypt i o n a l gorithms MAY 
be s upported . I mpl ement ations can negotiate s uppo r t f or t he se 
a l gor ithms with t he '"SMI HECapabilities" att r i but e. 

o Ea ch S/MI ME body i n a SIP message SHOULD be s i gned wi t h o nly 
one certif i ca t e . I f a UA rece i ve s a messag e wit h mul tipl e 
sig nat ures, t he o uter most s ignatu r e s hou l d be t reated as t he 
s i ngle cert i f icate f o r thi s bo dy . Par a l l e l s i gnatur es SHOULD 
NOT be us ed . 

The f ollowi ng i s an exampl e of an encrypted S/MI ME SOP bo dy 
within a SIP mes sage: 

INVITE sip : bob@bi l oxi . com SIP/2 .0 
Via : SI P/2 .0/UOP pc33. at l anta . com; b r a nch::z9hG4bKnashds8 
To : Bob <s i p : bob@biloxi.com> 
Fr om: Alice <sip : alice@at l anta . com>; tag::1928 301774 
Call - I D: a84 b4c76e66710 
CSeq : 314159 I NVITE 
Max - Forward s : 70 
Cont act: <s i p : a lice@pc 33 . atlant a . com> 
Cont ent - Type : application/pkcs7 -mime ; smime- t ype::envel oped - dat a; 

name::smi me . p7m 
Cont ent - Di s positio n : attachment; f ilename=smi me . p7m 

handling =r equ i r ed 

* Cont ent - Type : applica t i o n/ sdp . 
* v=0 
* o::a l i ce 5 3655765 2353687637 I N I P4 pc33 . atlanta . com * 

* t ::0 0 
* ca=IN I P4 pc33 .atl ant a . com 
* m=aud i o 3456 RTP/AVP 0 1 3 99 
* a=rt pmap : 0 PCMU/8000 
** •• * *** * . * * * * **. * * * ** • • * * ** * . * * * * * * *. * * *** . * * *** *. * * * * 
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23 .4 SI P Header Pr i vacy and Integr i ty using S/MI ME: Tunneling SIP 

As a means of providi ng some degree o f end - t o - end authent i cation , 
i n teg r ity or conf iden t i a l ity f or SIP heade r f ields, S/MIME can 
encapsulate ent i r e SIP me ssages withi n MIME bodies of t ype 
"me ssage/ sip" and t he n apply MI ME secur ity to t hese bodies i n the 
same manner a s t ypical SI P bodies. These encapsulated SIP r equests 
a nd r esponses do not constitu t e a separ ate dial og or t ransaction, 
t hey a r e a copy o f t he " outer" message t ha t i s used to verify 
i n teg r ity or to suppl y additio na l i nfor mati on. 

If a UAS r eceives a r equest that contains a tunne l ed "message/ sip" 
S/MIME body, it SHOULD i nclude a t unnel ed "message/ s i p" body i n the 
response with the same smime-type. 

Any t r ad i tional MI ME bodies ( s uch a s SOP) SHOULD be attached to the 
" inne r " message so t ha t t hey can also bene f it from S/ MI ME security . 
Note t hat "mes s age/ s i p" bodies can be sent as a par t of a MI ME 
"mu l tipa r t /mixed" body i f a ny unsecured MIME t ypes s hould a l so be 
transmitt ed i n a r equest . 

23.4.1 I ntegr ity and Conf i dentiality Pr o pe rties of SIP Header s 

When t he S/MI ME i ntegrity or confidentiality mechanisms ar e used , 
t he r e may be d iscr epa nci es between the va l ues i n the "inner " message 
a nd va lues i n the "ou t er " mes sage. The r u l es for handling any such 
d i f ferences for all of the header f i e l ds descr i bed in t h i s document 
are given in t h i s secti on. 

No t e t hat for the pur poses of l oose t imestamping, all SI P messages 
t hat t unnel "message/ sip" SHOULD contain a Date heade r in both t he 
"inner " and "out er" header s . 

23.4. 1.1 I nt egr ity 

Whenever integr ity checks are pe rformed, the i ntegr ity of a header 
fie l d shoul d be determi ned by matching t he value of t he header fie ld 
i n the sig ned body with t hat in t he " outer " me s sages using t he 
compar ison rules of SIP a s descr i bed in 20 . 

Header fiel ds that can be l egitimatel y mod i f ied by pr oxy se r vers a re: 
Request- URI , Via, Record-Ro ut e , Route, Max - Forwards, and Pr oxy­
Aut hor izat ion. I f t hese header fields a re not i n t act end - to- end, 
imp l ementations SHOULD NOT consider thi s a br each o f secur ity . 
Changes t o a ny othe r header f i elds def i ned i n t his document 
constitut e a n integr ity v iol ation; user s MUST be notified of a 
d iscr epancy . 
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23.4 . 1.2 Confi dentiality 

When me s s ages are encrypted, header f ie lds may be i nc luded i n the 
e nc rypted body that are not present i n t he '"outer'" me ssage . 

Some header f iel ds must a lways have a plaintext versi on because they 
are r equi r ed header fields i n r equests and r espo nses - these i nclude: 

To, Fr om, Call- I O, CSeq, Contact. While it is probably no t usef u l t o 
p rovi de an e ncrypted alter nati ve for the Call-IO, CSeq , or Contact, 
p rovi d i ng an alter native to the i nformat ion in t he "outer" To o r Fr om 
is pe r mi tted. Not e t hat t he values in an encr ypt ed body are not used 
for the pur poses of i dentifying t r ansactions o r d i a l ogs - t hey ar e 
mer ely inf or mat i onal. I f t he From header f i eld in an encrypted body 
d i f fer s from t he va lue i n t he "outer " message, t he va lue withi n t he 
e nc rypted body SHOULD be displ ayed t o t he user , but MUST NOT be used 
i n the "outer H header f i e lds of any f ut u r e messages. 

Pr i ma r ily , a user agent will want t o enc r ypt header fields t hat have 
an end- t o - end semantic, i ncluding: Subj ect, Reply -To, Organizat i on , 
Accept , Acce pt - Encodi ng, Accept- Language, Al er t - I nf o, Error- Inf o , 
Authentication- Info, Expires, I n- Repl y- To, Require , Supported, 
Unsupport ed , Ret ry- Af t er, Use r -Agent, Se r ver , and Warni ng . If any of 
t he se header fiel ds are p resent i n an encrypted body, t hey shoul d be 
used i ns t ead of any "out e r " heade r f i elds, whet her this enta ils 
displ aying t he header f ield va l ues t o users or setting int e r nal 
state s in the UA . They SHOULD NOT however be used in t he "outer " 
heade r s of a ny f ut ure mes sages . 

If present , the Date header f i e l d MUST always be t he same i n t he 
" inne r " and "outer " heade r s. 

Since MI ME bod i es a r e a t tached to t he " i nner " mess age, 
implemen t a t i ons will usually enc rypt MI ME-specifi c header fiel ds , 
i nc ludi ng : MI ME-Ver s ion_, Cont ent -Type_, Cont ent-Length, Content ­
Language_, Co ntent-Encodi ng and Content - Disposition. The " outer" 
message wi ll have the pr oper MI ME heade r f iel ds for 5/r,UME bod i es. 
These header fields ( and any MI ME bodie s they pref ace) sho uld be 
t r eated as normal MI ME header f ields and bodie s recei ved i n a SIP 
message . 

It i s no t pa r ticul a r l y useful to enc rypt the f ollowing heade r f i e lds: 
Min-Expi r es , Ti mestamp, Autho r ization, Pr i ority, and WliM­

Authenticate . Thi s cat ego r y also i nclude s t hose heade r f i e lds that 
ca n be c hanged by proxy ser ve rs (described i n the preceding sec t ion) . 
UAs SHOULD neve r i nclude t hese i n an "i nne r" message if they are not 
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i nc l uded i n the " outer " message . UAs t hat r eceive any of t hese 
header f iel ds i n an e ncrypted body SHOULD i gno r e t he enc rypt ed 
va l ues. 

No t e t ha t extens i ons t o SIP may defi ne additi ona l header f ields ; t he 
a ut ho r s of t hese extens i ons s hou ld desc r i be the i ntegr ity and 
conf i den t i a l ity pr ope r t i es of s uch header f i eld s . I f a SIP UA 
e ncounte r s a n u nknown header f ield wi t h an i ntegr i t y v i o l ation , it 
MUST igno r e the heade r f iel d . 

23 . 4 . 2 Tunne ling I nt egr ity and Aut hent ication 

Tunne ling SI P messages wi thi n S/MI ME bodies can provi de i ntegr i t y f or 
SI P head er f iel ds i f the head er f ields t hat t he sender wi s hes to 
secur e a r e r ep l icated i n a "message/ sip" MI ME body signed with a CMS 
de t ached signa t ur e . 

Provi ded that the "message/ s i p" body conta i ns at least the 
f u ndamental d ial o g i d entifier s (To , From, Call- IO, CSeq) , t hen a 
signed MI ME body can provi d e limi t ed aut he nt i catio n . At the ve ry 
l east, i f t he cer tifica t e used t o s i gn t he body i s unknown to t he 
recipien t and cannot be ve r ified, t he signatur e can be used t o 
ascerta i n t hat a later r equest i n a dia l og was transmi tted by the 
same certificate - holder that ini t iated t he d i a l og . I f the recipi ent 
of the s i g ned MI ME body has some st ronger i ncentive t o t r us t t he 
cer tif icate ( t hey \~ere abl e t o validate i t , they acquir ed it f r om a 
trusted r epository, o r t hey have used it frequent l y) t he n t he 
s i gnature ca n be take n as a s t r onger asser t i on of the i d entit y o f the 
s ubj ect of t he cert ificat e . 

In orde r to e l i mi nate possibl e conf usions about the additi on o r 
s ubt r acti o n of ent ire heade r f ields, s ende r s SHOULD r ep l i cate all 
header f iel ds f r om t he r equest with i n t he s i gned body . Any message 
bod ies that r eq ui r e i nt eg r ity prot ection MUST be attached to t he 
" i nne r " message . 

If a Date heade r is p r esent i n a message with a signed body , t he 
recipien t SHOULD compar e the header f ie ld va l ue with i t s own i n terna l 
c l o ck , i f applicabl e . I f a significant t i me discr epancy i s detect ed 
(o n the order of an ho ur o r more ) , the user agent SHOULD a l e r t t he 
use r to t he anomal y , and note that i t is a potent i al security breach . 

If an i n t egr ity v iol ati o n i n a message is d etected by its r ecip i ent, 
t he message MAY be rejected 1,1dth a 40 3 ( Fo r bidden) r espo nse if it is 
a r equest , o r a ny existi ng d i alog MAY be t e rmi nated . UAs SHOULD 
not i f y us e r s of t his c i r cumstance and reques t explicit g ui dance on 
how to proceed . 
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The followi ng i s an exampl e of t he use of a t unne l ed "mess age/sip" 
body : 

I NVITE sip: bo b@bil o xi. com SI P/2 . 0 
Via: SIP/2 . 0 /UOP pc33 . atl a nta . com; br anc h==z9h64bKnashds8 
To : Bob <s ip : bob@biloxi.com> 
Fr om: Alice <s i p : a l i ce@atlanta.com>; t ag==1928 301774 
Call-ID: a84b4c76e66710 
CSeq : 314159 I NVI TE 
Max- Fon~a r ds: 70 
Date: Thu, 21 Feb 2002 1 3: 0 2 : 03 GMT 
Cont act : <si p : a lice@pc33 . at1anta . com> 
Content - Type : mu l tipar t / s i g ned ; 

p r o t ocol =" app l icati on/pkcs7 - s i g natu r e " ; 
mica l g== shal; boundary: bo undar y42 

Content - l ength : 568 

- - bo undary42 
Content-Type : message/ sip 

I NVITE sip : bo b@bil o xi. com SIP/2 . 0 
Vi a : SIP/ 2 . 0 /UDP pc33 . atl a nta . com; branc h==z9hG4bKnashds8 
To : Bob <bob@biloxi.com> 
From: Alice <alice@atl anta . com>; t ag: 1928301774 
Call- I O: a84 b4c76e66710 
CSeq : 314159 I NVI TE 
Max- Fon~a r ds: 70 
Da t e: Thu , 21 Feb 2002 1 3:0 2 : 03 GMT 
Contact : <sip: a lice@pc33 .at1anta . com> 
Content - Type : applicat ion/ sdp 
Content - lengt h : 147 

v=0 
o::Use rA 2890844526 2890844526 IN IP4 he r e . com 
s=Session SOP 
c: IN I P4 pc33 . at lanta . com 
t : 0 0 
m=audi o 49172 RTP/AVP 0 
a: r tpmap : 0 PCMU/8000 

- -bo undary4 2 
Conte nt - Type: applicat ion/ pkc s7 - signa t ure ; name:smime . p7 s 
Conte nt - Tr ans f e r - Encoding : ba se64 
Cont e nt - Di sposition : attachment; filename: s mi me . p7s; 

handli ng::r equ ired 
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ghyHhHUujhJ h j H77n8HHGTr f vbnj 756tbB9HG4VQpfyF467GhIGf HfYT6 
4VQpfyF467Gh I GfHf YT6j H77n8HHGghyHhHUuj hJh756tbB9HGTr f v bnj 
n8HHGTrfvhJ h j H776t bB9 HG4VQbnj7567GhIGf HfYT6ghyHhHUuj pfyF4 
7GhI GfHfYT64VQbnj 756 

- - boundary42 -

23 .4. 3 Tunne ling Encryptio n 

I t may a l so be d es irable to use t his mecha ni s m t o enc r ypt a 
"me ssage/ s ip" MI ME body \•dthin a CMS EnvelopedData message S/MIME 
body , but in p r actice, most header fields a r e of at l east some use to 
t he network; t he general use of encryption with S/MI ME is to secure 
message bodies like SOP rather t han message heade r s . Some 
i nformati o na l heade r f ields , s uch as the Subject o r Or gani zat i o n 
could perhaps warrant end - to-end security . Heade rs def ined by f ut u r e 
SIP applications might also r equi r e o bf uscation . 

Anothe r possib l e application of encrypt i ng header f i e l d s i s sel ective 
a no nymity . A request co uld be const r uct ed wit h a From heade r f i eld 
t hat cont ains no pe r sonal i nf ormation ( for exampl e , 
sip : anonymous@ano nymizer . i nvalid) . Howeve r, a second Fr om header 
f i e l d contain i ng t he genu i ne address - of - record of t he ori gi nator 
co u l d be enc rypted withi n a "message/ sip" MI ME body where i t will 
o nl y be v i s i ble t o t he endpoi nts of a d ial og . 

Note t hat if th is mechanism is us ed f o r anonymity, t he Fr om header 
field will no l onger be usabl e by t he r ecipien t of a message as a n 
i ndex to thei r certi ficate keychai n for r et r iev i ng t he p roper 
S/MIME key t o associ ated with the sender . The message must first 
be decrypted, and the "inner " From header fiel d MUST be used as a n 
i ndex . 

I n order t o provi de e nd - to- end i ntegrity , encrypted "message/si p" 
/•UME bodi es SHOULD be s i gned by the s ender . This cr eate s a 
"mu lt i pa r t/signed " MIME body t hat cont ains an encrypted body and a 
signa t u r e , both of type "application/pkcs7 -mime" . 
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In t he following example , of an encrypted and signed me ssage, t he 
t ext boxed i n ast eris ks ("*") i s enc r ypt ed : 

I NVITE sip :bob@bil oxi .com SIP/2 .0 
Via : SI P/2 .0/UDP pc33.atl anta . com; b ranch::z9hG4bKnashds8 
To: Bob <si p : bob@biloxi.com> 
Fr om: Anonymous <s i p : a nonymous@at lant a . com> ; t ag: 19 28301774 
Call - I O: a84b4c76e66710 
CSeq : 314159 I NVITE 
Max - Forwards : 70 
Dat e: Thu, 21 Feb 2002 13 :02:03 GMT 
Cont act : <sip: pc 33 . a t l ant a . com> 
Cont ent - Type : mult i par t / s i gned; 

proto co l =" application/ pkc s7- s i gna t ure " ; 
mi cal gc::shal; bounda r y""boundar y42 

Con t ent - Length : 568 

--bound ar y42 
Cont ent -Type : application/ pkcs7 -mime; smi me- t y pe=envel oped-da t a; 

namec::smi me . p7m 
Content - Transfer - Encod i ng : base64 
Cont ent - Dispositio n : attachment; filename=smi me . p7m 

handling =requi r ed 
Cont ent - Length : 231 

• Cont ent - Type : message/ sip . 
• I NVITE sip : bob@bi l oxi . com SIP/ 2 .0 
* Via : SI P/2 .0/UDP pc33.atl anta . com; b r a nch=z9hG4bKnas hds8 * 
• To : Bob <bob@bil o xi. com> 
• Fr om: Alic e <a l ice@atlant a . com>; t ag::1928301774 
• Call - I O: a84b4c76e66710 
• CSeq: 314159 I NVITE 
• Max - Forwards : 70 
• Date : Thu, 21 Feb 2002 13 :02 : 03 GMT 
• Cont act : <s i p : alice@pc33 . a t lanta . com> . 
• Cont ent - Type : applicati o n/sdp 

* v=0 
• o=a l i ce 53655765 2353687637 I N I P4 pc33 . atlanta . com 
• s::Session SOP 
• t =0 0 
• c:IN I P4 pc33 . a t lanta . com 
* m=audi o 3456 RTP/AVP 0 1 3 99 
• a=r t pmap: 0 PCMU/8000 
•••• * ···· ····••*•*••· · · · * * . . . ... ,, •••• ••••••• ••* ••••• ·····••* 
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--boundary42 
Content-Type : application/ pkcs7 -signature i name: smime . p7s 
Content - Transfer - Encoding : base64 
Cont ent -Di sposit ion : attachment ; f ilename=smime . p7s; 

handling: r equired 

ghyHhHUujhJhjH77n8HHGTrfv bnj 756tb89HG4VQpf y F467GhIGfHfYT6 
4VQpfyF467GhI Gf HfYT6j H77n8HHGghyHhHUu j hJh7 56tbB9HGTrfvbnj 
n8HHGTr f vhJhjH776tbB9HG4VQbn j 7 567GhIGfHfYT6ghyHhHUu jpfyF4 
7GhIGfHfYT64VQbnj 756 

--boundar y42-

24 Examples 

In the f o llowi ng examples, we often omit the message body and the 
corresponding Content - l ength and Content- Type header fiel ds f or 
brev i ty. 

24. 1 Registration 

Bob r egister s o n start - up. The message f l ow is shown i n Figure 9 . 
Note that t he authentication usual l y r equi r ed for r egistr ation i s not 
s ho\~n for s i mp l i city . 

bi loxi . com Bob ' s 
r egistr a r soft phone 

I I 
I REGISTER Fl I 
I< - - - - - --- - - - -- - - I 
I 200 OK F2 I 
1-- ------- --- -- - > I 

Fi gure 9: SIP Registration Example 

Fl REGISTER Bob - > Regi strar 

REGI STER sip: r egistr a r . biloxi.com SIP/2 .0 
Via : SI P/ 2 . 0/UDP bobs pc . biloxi . com: 5060; br anch: z9h64bKnashds7 
Max- Fonvar d s : 70 
To: Bo b <si p : bob@biloxi.com> 
Fr om: Bob <si p : bob@biloxi.com>; t ag: 456248 
Call - ID : 843817637684230@998sdasdh09 
CSeq : 1826 REGISTER 
Contact : <si p : bob@192.0 . 2 . 4> 
Exp i r es : 7200 
Content -Length : 0 
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The registr ation expires afte r two hour s. The regi strar r e sponds 
with a 200 OK : 

F2 200 OK Registrar - > Bob 

SIP/2 .0 200 OK 
Via : SI P/2 .0/UDP bo bspc . bi loxi . com : 5060;br a nch: z9hG4bKnashds7 

; recei ved=192. 0 . 2 .4 
To: Bob <si p : bob@biloxi.com> ; t ag=249 3k59kd 
From: Bob <sip: bob@biloxi. com>; tag=-456248 
Cal l - I D: 843817637684230@998sdasdh09 
CSeq: 1826 REGI STER 
Contact: <s i p : bo b@192.0. 2 .4> 
Exp i r es: 7200 
Content - Le ngth : 0 

24.2 Session Setup 

Thi s example conta i ns t he f ull details of the example session setup 
i n Section 4 . The message f l ow is s hown in f igu r e 1 . Note t ha t 
t he se f l ows show t he mi n imum r equired set of head er fiel ds - some 
other header fiel ds s uch as Allow and Supported would norma lly be 
p r e sent . 

Fl INVITE Al i ce - > at lanta . com proxy 

UNITE sip :bob@bil oxi . com SI P/2 . 0 
Via: SIP/2 . 0/UOP pc33 . atlant a. com; branch: z9hG4bKnashd s 8 
Max - Fon~a rds : 70 
To: Bob <sip: bo~bilox i.corn> 
Fr om: Alice <sip:alice@at l ant a . com>;tag=1928 301774 
Call - I D: a84b4c76e66710 
CSeq: 314159 I NVITE 
Contact : <sip : a lice@pc33. at lanta. com> 
Cont ent-Type : a ppl i cation/ sdp 
Content - l ength : 142 

(Alice 's SDP not shown ) 
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F2 100 Tr y i ng atlanta . com pr oxy - > Ali c e 

SIP/ 2 .0 100 Trying 
Via: SIP/ 2 . 0 / UDP p c33 . a t lanta . com; b r anch=z9hG4bKna shds8 

; r ece ived::19 2 . 0 . 2 . 1 
To: Bob <sip :bo~biloxi.corn> 
Fr om: Alice <sip: a lice@atlanta . corn> ;tag=1928301774 
Call-ID: a84b4 c 76e66710 
CSeq: 314159 I NVITE 
Cont e nt - Le ngth : 0 

F3 INVITE a t l anta .com p r o xy - > biloxi . com p r oxy 

UNITE s i p :bob@bi l oxi . com SI P/2 . 0 
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Via: SI P / 2 . 0 / UDP b i gbox 3 . s i te3 . atlanta . com; b ranch=z9hG4bK77ef 4 c231 2983 . 1 
Via: SI P/ 2 . 0 / UDP p c33 . a t l anta . com; b r a nc h: z9hG4bKna shds8 

; r ece i ved =19 2 . 0 . 2 . 1 
Max-Fon~ar ds: 69 
To: Bob <sip : bo~biloxi.corn> 
Fr am: Alice <sip: a lice@at l a nta . corn>; tag=1928301774 
Call - I D: a84b4 c 76e66710 
CSeq: 314159 I NVITE 
Contact : <sip : a lice@pc 33 . a t lanta com> 
Content - Type : appl i cation/ s dp 
Cont e nt - Le ngth : 142 

(Ali c e 's SOP not shown ) 

F4 100 Tr y i ng biloxi . com pr oxy - > atlan t a . com proxy 

SIP/ 2 .0 100 Tryi ng 
Via: SIP /2 . 0 /UDP b i gbox3 . s ite3 . atla nta . com; b r anch=z9hG4bK77ef4c2312983. 1 

; r e ce i ved =192 . 0 . 2 . 2 
Via: SI P/ 2 . 0 /UOP p c33 . atlanta . com; b r a nc h=z9hG4bKnashd s 8 

; r ece i ved =19 2 . 0 . 2 . 1 
To: Bob <sip : bo~biloxi.corn> 
Fr om: Alice <si p : a lice@at l a nta . corn> ;tag=1928301774 
Call -ID: a84b4 c 76e66710 
CSeq: 314159 I NVITE 
Content - Le ngth : 0 
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FS INVITE b i l oxi. corn p roxy - > Bob 

INVITE sip : bob@192.0 . 2 . 4 SI P/2 . 0 
Via: SIP/2 . 0/UDP serve r 10 . b iloxi . com;branch=z9hG4bK4b4 3c2ff8 . 1 
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Via: SIP / 2 . 0 /UDP b i gbox 3 . s i t e3 . a t l a nta . com; b ranch=z9hG4bK77ef4c231 2983 . 1 
; r ece ived=19 2 . 0 . 2 . 2 

Via: SI P/ 2 . 0 / UDP p c33 . a t lanta . com; b r a nc h=z9hG4bKna shds8 
; r ece ived::192 . 0 . 2 . 1 

Max -Fon~ar ds: 68 
To: Bob <sip : bo~biloxi.corn> 
Fr om: Alice <si p : a lice@atl anta . corn> ;tag=1928301774 
Cal l - I D: a84b4 c76e66710 
CSeq : 314159 I NVITE 
Cont a c t : <sip : alice@pc 33 . a t lanta. com> 
Cont ent - Type : a ppl i cation/sdp 
Content - Length : 142 

(Ali c e 's SOP not s hown ) 

F6 180 Ring ing Bob - > b ilox i . com pr oxy 

SIP/ 2 .0 180 Ri ngin g 
Via: SIP/2 . 0 / UDP s e rver10 . b iloxi . com; branch=z9hG4bK4 b43c2ff8 . 1 

; r ece i ved ::192 . 0 . 2. 3 
Via: SIP /2 . 0 / UDP b i gbox3 . s ite3 . a tla nta . com; b r a nc h=z9 hG4bK77ef4c2312983 . 1 

; r ece i ved : 192 . 0 . 2 . 2 
Via: SIP/2 . 0 /UDP pc33 . atlanta . com; b r a nc h=z9hG4 bKna shds8 

; r e ce ived=192 . 0 . 2 .1 
To: Bob <s i p : bo~biloxi . corn>; tag ::a6c85cf 
Fr om : Alice <s i p : a lice@atl a nta . corn> ;tag=1928301774 
Call - I D: a84b4 c 76e66710 
Contac t : <sip : bob,@192. 0 . 2 .4> 
CSeq: 314159 I NVITE 
Content - Length : 0 

F7 180 Ring ing b i l oxi . com pr oxy - > atl a nta .com pr oxy 

SIP/2 .0 180 Ringing 
Via: SIP / 2 . 0 / UDP b i gbox 3 . s i te3 . atl anta . com; b ranc h=z9hG4bK77ef 4c231 2983 . 1 

; r e ce ived::19 2 . 0 . 2 . 2 
Via: SI P/2 . 0 / UDP p c33 . atlanta . com; b r anch=z9hG4bKnashds8 

; r e ce i ved:192 . 0 . 2 . 1 
To : Bob <sip : bo~biloxi . com>; tag=a6c8 5cf 
Fr om: Alice <si p:alice@at l a nta . com>; t ag=1928 301774 
Call -ID: a84b4c76e66710 
Cont act : <s i p : bob@192. 0 . 2 .4 > 
CSeq: 314159 I NVITE 
Content - Le ngth : 0 
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F8 180 Ringing atl anta.com p r oxy - > Al ice 

SIP/2 .0 180 Ringing 
Via: SI P/ 2 . 0 / UDP pc33 . a t lanta. com; b r a nc h=z9hG4bKnashds8 

; r ece ived::192 . 0. 2 . 1 
To : Bob <sip: bo~biloxi. corn>; tag =a6c8 5cf 
Fr om: Alice <sip: a lice@at l a nta . corn> ;tag=1928301774 
Cal l - I D: a84b4c76e66710 
Cont act : <s i p : bob,@192. 0 . 2 . 4 > 
CSeq: 314159 I NVITE 
Cont ent - Le ngth : 0 

F9 200 OK Bob - > biloxi . corn p r oxy 

SIP/2 .0 200 OK 
Via: SI P/ 2 . 0 / UDP serve r 10 . biloxi . com; b ranc h::z9hG4bK4b43c2f f8 . 1 

; r ece i ved =192 . 0. 2 . 3 
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Via: SI P / 2 . 0 / UDP b i gbox3 . s i te3 . atl anta . com; b ranch: z9hG4bK77ef4c231 2983. 1 
; r eceived=192 . 0. 2 . 2 

Via: SIP/2 . 0 / UDP p c33 . a t lanta. com; b r a nc h=z9hG4bKnashds8 
; r ece ived::192 . 0. 2 .1 

To : Bob <sip : bo~biloxi. corn>; tag=a6c8 5cf 
Fr om: Alice <s i p : a lice@a t l a nta . corn> ;tag=1928301774 
Cal l - I D: a84b4c76e66710 
CSeq : 314159 I NVITE 
Cont act : <sip : bob,@192. 0 . 2 . 4 > 
Content - Type: appl i cation/ s dp 
Content - Length : 131 

(Bob • s SDP not shown ) 

F10 200 OK b iloxi . com p r oxy - > atla nta . com p r o xy 

SIP/ 2 .0 200 OK 
Via: SIP / 2 . 0 / UDP b i gbox3 . s i te3 . atl anta . com; b ranch=z9hG4bK77ef4c2312983. 1 

; r ece ived::192 . 0. 2. 2 
Via: SI P/ 2 . 0/UDP p c33 . a t lanta . com; b r a nc h=z9hG4bKnashds8 

; r ece i ved =192 . 0. 2 . 1 
To : Bob <sip : bo~biloxi . corn>; tag=a6c8 5cf 
Fr om: Alice <si p:alice@atl a nta . com> ; t ag=1928301774 
Cal l - I D: a84b4c76e66710 
CSeq : 314159 I NVITE 
Cont act : <sip : bob,@192. 0 . 2 .4 > 
Content - Type : a ppl i cation/ sdp 
Content - Length : 131 

(Bob • s SDP not shown ) 
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Fll 200 OK atl a nta . com p r oxy - > Al i ce 

SIP/2 .0 200 OK 
Via: SI P/2 . 0/UDP pc33 . atlanta. com; b r a nc h=z9hG4bKnashds8 

; r ece ived =192 . 0. 2 . 1 
To : Bob <sip : bo~biloxi . com>; tag=a6c8 5cf 
Fr om: Alice <sip:alice@a t l a nta . corn>;tag::1928 301774 
Cal l -ID: a84b4c76e66710 
CSeq: 314159 I NVITE 
Contact : <sip : bob,@19 2 . 0.2 .4> 
Content - Type : a ppl i cation/ s dp 
Content - Length : 131 

(Bob · s SDP not shown ) 

F12 ACK Alice - > Bob 

ACK s i p : bol,@192.0 . 2 .4 SIP/ 2 . 0 
Via: SIP/2 . 0 / UDP p c33 . a t lanta . com; b r a nc h=z9hG4bKnashds9 
Max - Fon~ar ds: 70 
To: Bob <sip : bo~biloxi . com>; tag=a6c8 5cf 
Fr om: Alice <si p :alice@at l a nta . com>;tag=1928301774 
Cal l -ID: a84b4c76e 66710 
CSeq : 314159 ACK 
Cont e nt - Length : 0 

The med ia session between Alice and Bob is now est ablish ed . 

(Page 217 ] 
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Bob ha ng s up first . No t e that Bob's SIP p ho ne ma i nta i ns i ts own CSeq 
numberin g space, which, i n t h is exampl e, b egin s with 231. Sinc e Bob 
is making t h e reque st, the To a nd From URls a nd tags have been 
swapped . 

F13 BYE Bob - > Alice 

BYE s i p : alice@pc33.at l a n ta . com SIP/2 . 0 
Via: SIP /2 . 0/UDP 192 .0 . 2 . 4 ; b r a nc h=z9hG4bKnash ds10 
Max - Fon~ar ds: 70 
Fr om: Bob <sip: bob@biloxi . com> ;tag=a6c85cf 
To : Al ice <sip : alice@atl anta .com> ; t ag::1928301774 
Call - ID : a84b4c76e66710 
CSeq: 231 BYE 
Content - Length : 0 Telcom Ventures Exhibit No. 2017 
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F14 200 OK Al i ce - > Bob 

SIP/2 .0 200 OK 
Via: SIP / 2. 0 / UOP 192 .0 . 2. 4; b r a nch=z9hG4bKnashds10 
Fr am: Bob <s i p : bob@biloxi . com>; t ag::a6c85cf 
To : Alice <s i p : alice@atl anta.com> ; tag=1928301774 
Call- ID : a84b4c76e66710 
CSeq: 231 BYE 
Cont e nt - Length : 0 

(Page 218] 
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The SIP Call Fl ows document (40 ] contains f ur t her exampl es of SIP 
messages . 

25 Augmented BNF for the SIP Protocol 

All of t he mechanisms specified i n this document are described i n 
bot h p rose a nd an augmented Backus - Naur Form (BNF) defined i n RFC 
2234 (10] . Secti on 6.1 of RFC 2234 defines a set of cor e rules t hat 
are used by this specifi cation , and not r epeated he r e. I mplement e r s 
need to be fami liar with t he notat i o n and content of RFC 2234 in 
order to under stand t hi s speci ficatio n . Cer tain basic rul es are i n 
uppercase , s uch as SP, U~S, HTAB, CRLF, DIGIT, ALPHA, etc . Ang l e 
brackets a r e us ed \~i t hi n definitions to c l arify the use of r ule 
names. 

The use of s quare bracke t s is r edundant sy nt actical l y . It is us ed as 
a semant i c hint t hat t he speci fic parameter is opti onal to use. 

25.1 Basic Rules 

The following rul es are used t hroughout t h i s specificatio n to 
describe basic parsing constructs. The US -ASCII coded c haract er set 
is defined by ANSI X3.4-1986. 

alphanum = ALPHA / DIGIT 
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Several r ul e s a r e i ncor porated from RFC 2396 [ 5 ) but are updated to 
make t hem compl i ant with RFC 2234 [10 ] . These i nc l ude: 

reserved 

un reserved 
mark 

escaped 

";"/"/"/"?"/ 
/"$" / "," 
a lphanum / mark 

"@" "&" .. I "+" 

" - " I " " I" . " I" ! " "~" / "*" / ""' 
/ "(" ,-.. ) " 
"II',•• HEXDIG HEXDIG 

SIP header fiel d va lues can be folded onto multi ple lines i f t he 
continuation line begins with a space or horizont al tab . All linear 
white space, i nc l uding foldi ng , has t he same semantics as SP. A 
recipien t MAY replace any linear white space with a single SP before 
i n t erp ret i ng t he fiel d value or forwar ding t he message downst r eam. 
Thi s is i ntended to behave exactly as HTTP/ 1.1 as described i n RFC 
2616 [8) . The SWS construc t is used when linear white space is 
optiona l , generally bet ween t okens and separators . 

L\~S [""WSP CRLF ) t*WSP ; linear whitespace 
S\~S = [ LWS ] ; sep whitespace 

To separate the header name f rom the r est of value , a col o n is used, 
whi ch, by the above r ule , a llows whitespace before , but no line 
b r eak, and whi t espace after , i nc luding a linebreak. The HCOLON 
defines this construct . 

HCOLON = * ( SP / HTAB ) " , • SldS 

The TEXT-UTF8 rul e is o nly us ed for descript ive f i e l d cont ents and 
values that are not i ntended to be inte rpret ed by t he message parser . 
\,lords of *TEXT- UTF8 contain c haracters f r om the UTF - 8 charset ( RFC 
2279 [7]) . The TEXT- UTF8-TRIM rule i s used for d escript i ve fiel d 
contents that a r e n t q uoted strings , where l eadi ng and t r a ili ng LWS 
i s not meani ngful . In t his r egard, SI P d i ffers f rom HTTP, whi ch uses 
t he I SO 8859- 1 char acter set. 

TEXT- UTF8- TRI M 
TEXT- UTF8char 
lJTF8 - NONASCII 

lJTF8 - CONT 

l*TEXT- UTF8cha r * (*LWS TEXT-UTF8char) 
%x21- 7E / UTF8 - NONASCII 
%xC0- 0 F 1UTF8 - CONT 
%xE0- EF 2UTF8-CONT 
%xF0-F7 3UTF8 - CONT 
%xf8- Fb 4UTF8- CONT 
%xFC-FO 5UTF8 - CONT 
%x80- BF 
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A CRLF is allowed in the definition of TEXT-lJTF8- TRIM on l y as pa r t of 
a header f ield continuation . It is expected t hat t he folding LWS 
will be r epl aced wit h a sing l e SP befor e interpretation of the TEXT­
UTF8- TRIM va lue . 

Hexadecimal numeric c har acters a r e used i n several pr otocol e l ements. 
Some elements ( authen t i cation) force hex a l phas to be l ower case . 

LHEX = DI GIT / %x61 -66 ; lowercase a - f 

Many SIP header fie l d va lues consist of wo rds separ ated by LWS or 
s pecial char acter s . Unl ess o t he r wise stated, tokens are case­
i ns ensiti ve . These s pecial char acter s MUST be i n a quoted st ring to 
be used within a pa rameter value. The word constr uct is used in 
Call-ID t o a llow most s eparat ors to be used . 

t oken l*{al phanum / " - " / " . " / " ! " / "%" / " * " 
I " .. I "+" I . . .. I " '" I "N" ) 

separators "("- / " ) " I "< " I ">" I "@" I 
" , " I " ;" I .. , .. I"\" I DQUOTE / 
"/" I "[ " / "]" / "?" / " =" / 

word 
" {" / "}" / SP / HTAB 
l*( a l phanum / " - "' / " ." / " ! " / "%" / " * " / 
.. " I "+" I .. . .. I .. ... I .. N .. I 

"(" I " ) " I "< " I ">" I 
" ·"I"\" I DQUOTE / 
"/" I "(" I "1 .. I "?" I 
"{ .. I .. ) " ) 

When tokens a r e used o r separator s a r e used bet we en e lements, 
whi tespace is often allm~ed befor e o r after these cha racter s: 

STAR 
SLASH 
EQUAL 
LPAREN 
RPAREN 
RAQUOT 
LAQUOT 
COI.Y'1A 
SEMI 
COLON 
LDQUOT 
RDQUOT 

SWS SWS aster isk 
SWS "/" SWS s l ash 
sws - sws equa 1 
SWS " (" SWS l eft parent hesi s 
SWS ")" SWS ; right pa r ent hesi s 
" >" SWS ; r ight ang le q uote 
SWS "< "; l e f t angle quote 
SWS " , " SWS ; comma 
SWS " ; " SWS ; semi colon 
SWS " : " SWS ; co l on 
SWS DQUOTE; o pen doubl e quotat ion mark 
DQUOTE SWS ; c l ose dou bl e quotation mark 
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Col'Mlents can be i ncluded i n some SIP header f i eld s by surrounding the 
com1ent t ext with parentheses. Comments a r e only allowed i n fie l ds 
contain ing "comment " as par t of t heir field va lue definiti on . I n all 
other fie l ds, pa r ent heses are consid er ed part of the fiel d va l ue . 

comment LPAREN *(ctext / quoted-pai r / comment) RPAREN 
ctext :: %x21 - 27 / %x2A- 5B / %x5D- 7 E / UTF8 -NONASCII 

/ UIS 

ctext i nc l udes all char s except left and r i ght pa r ens and backslash . 
A str i ng of text i s pa r sed as a sing l e word if i t is quoted using 
doubl e - q uote marks . In quoted stri ngs , quotation marks (" ) and 
backslashes (\) need to be escaped. 

quoted - s t r i ng 
qdtext 

SWS DQUOTE *(qdtext / quoted -pai r ) OQUOTE 
= LWS / %x21 / %><23-58 / %x50- 7E 

/ UT F8 -NONASCII 

The bac ks lash char acter ("\" ) MAY be used as a singl e - char acter 
quoting mechanism on l y with i n quoted -st r i ng and comment co nstructs . 
Unlike HTTP/ 1.1, t he char acters CR and LF cannot be escaped by t his 
mechanism to avoi d conflict wi th line foldi ng and header separation . 

quoted - pair 

SIP -URI 

SIPS- URI 

use rinfo 
user 
user- unr e served 
pas sword 

hostport 
host 
hostname 
doma in l abe l 

toplabel 

" \" (%x00-0 9 / %x08- 0C 
/ %x0E-7F) 

sip : " [ user i nfo ] host port 
uri- parameters [ he ade r s ) 
"sips : " [ useri nf o ] ho st port 
ur i - pa r ameter s [ heade r s ) 
( user / telephone-subscri ber ) [ " : " passwor d ] "@" 
1*( unr eserved / escaped / user - unr eserved ) 
"&" I " = " I " + " I ''$'' I " ," I "; " I "?" I "/" 
* ( unreserved / escaped / 
"&" I " =" I " +" I ''$'' I " , " ) 
host [ " ," port ] 
hostname / IPv4addr ess / 1Pv6refer ence 
* ( doma inlabel "."' ) t oplabel [ .. . " ] 
a lphanum 
/ alphanum * ( a lphanum / " - " ) a l phanum 
ALPHA / ALPHA * ( alphanum / " - " ) alphanum 
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I Pv4addr ess 
I Pv6ref e r enc e 
I Pv6addr ess 
hexpar t 
hexseq 
hex4 
por t 

1 *3DI GI T " ." 1 *3DIGIT " . " 1 *3DIGIT 1 *30 I GIT 
" [ " I Pv6add ress " ] " 
hexpart [ ": " IPv4address ] 
hexseq / hexseq " ::" [ hexseq ] / " : : " [ hex seq ] 
hex4 *( " : " he x4) 
1 *4HEXDIG 
1 *DIGIT 

The BNF for t e l ephone - subscri ber can be f ound i n RFC 2806 [9] . Note, 
however , t hat a ny character s a l lowed t he r e t ha t a r e not allowed in 
t he user part of t he SIP URI MUST be escaped . 

u r i - pa r ameter s 
u r i - pa r amet e r 

t r ansport- pa r am 

other - t r ansport 
user-par am 
ot her - user 
method - par am 
t tl - pa ram 
maddr - param 
l r - par am 
ot her - pa r am 
pname 
pva l ue 
paramcha r 
pa r am- unreserved 

header s 
header 
hname 
hva l ue 
hnv - unreser ved 

SIP -me ss age 
Request 

Request -Li ne 
Request - URI 
absol uteURI 
h i e r - part 
net - path 
abs -path 
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opaque - part 
u r i c 
u r ic- no- s l ash 

path- segment s 
segment 
param 
pchar 

scheme 
aut horit y 
srvr 
r eg - name 

que r y 
SIP -Ve rsion 

message - header 

* ( " ; " u r i -par ameter) 
t r a nspo r t - par am / use r - par am / met hod- par am 
/ ttl - par am / maddr- param / l r -par am / other -par am 
"transpor t : " 
( "udp " / " t cp" / " sctp" "tls " 
/ o t her - t ranspor t ) 
token 
"user =" ( "phone" " i p" / othe r - user) 
toke n 
"method=" Method 
"tt l :::" ttl 
"madd r =" host 
"lr" 
pname [ " =" pva lue 
1 *par amchar 
1 • par amchar 
param- unreserved / un reserved / escaped 
"[ " / "] " / " / " / " , " / "&" / "+" / "$" 

" ?" header *( "&" heade r ) 
hname " ,,, " hvalue 
1* ( hnv- unreserved / un reserved / escaped ) 
* ( hnv- unreserved / unreserved / es caped ) 
" [" / " ] " / " / " / " ?" / .. , .. / "+" / "$" 

Request / Respo nse 
Request - Li ne 
* ( message- header ) 
CRLF 
[ message - body ] 
Method SP Request -URI SP SI P-Ve r sio n CRLF 
SIP- URI / SIPS-URI / absoluteURI 
scheme ": " ( hier - pa r t / opaque-pa r t ) 
( net - path / abs -pat h ) [ " ?" que ry J 
"//" a uthorit y [ abs-path 
"/" path- s egments 

Standards Track 
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uric - no-slash *ur i c 
r ese rved / unr eser ved / esc aped 
unr ese r ved / e scaped/";" / "?" /" · " 
I "&" I " , " I " + " I ''$'' I 
s egment * ( "/ " segmen t ) 
*pcha r * ( "; " par am ) 
*pchar 
unr eser ved / escaped / 
" , " I "@" I "&" I ... .. I "+" I"$" I ", " 
ALPHA *( ALPHA / DIGIT / " +" / -
s rvr / r eg-name 
[ [ user info "@" ] hostport ] 
1*( unr eser ved/ escaped /"$" / " ," 
I ";" I " , " I "@" I "&" I " . " I "+" ) 
*ur i c 
"SIP" " /" 1 *DIGI T 

(Accept 
Accept - Encod i ng 
Accept - l ang uage 
Ale r t -Inf o 
Al10 1,11 

Authe nticat i o n- I nf o 
Aut hor ization 
Ca ll-ID 
Call- I nf o 
Contact 
Content - Disposi tion 
Content - Encoding 
Content - language 
Cont ent - length 
Content-Type 
CSeq 
Dat e 
Error- I nf o 
Expires 
From 
I n- Re pl y - To 
Max-Forwa rds 
MI ME- Version 
Min- Expi res 
Organizat ion 
Prio r ity 
Proxy -Authe nt i ca t e 
Proxy- Authori zat ion 
Proxy- Requi r e 
Record - Route 
Reply- To 

1 *DIGIT 

I "@" 
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Require 
Ret r y - Afte r 
Route 
Server 
Subject 
Support ed 
Times t amp 
To 
Unsupported 
Use r - Agent 
Via 
Warni ng 
Mvl-J- Aut hent i cate 
exten si o n - h eader) CRLF 

%x49 .4E.56.49. 54.45 ; INVITE i n caps 
%x41.43 . 4B ; ACK in cap s 
%x4F . 50 .54.49 . 4F. 4E .53; OPTI ONS i n caps 
%x42 . 59. 4 5 ; BYE i n cap s 

INVITEm 
ACKm 
OPTIONSm 
BYEm 
CANCElm 
REGI STERm 
Method 

%x43 .41.4E.43. 45 . 4C ; CANCEL i n caps 
%x52 .45.47.49. 5 3 . 54 .45.52 ; REGISTER in cap s 
I NVITEm / ACKm / OPTIONSm / BYEm 

extens ion- method 
Response 

/ CANCELm / REGISTERm 
/ e x t en sion - met hod 
token 
Status-Li ne 
* ( message- header 
CRLF 
[ message- body ] 

Stat u s - line SIP- Version SP Stat u s -Code SP Reaso n - Phrase CRLF 
Stat u s - Code I nfor mation al 

/ Redirect ion 
/ Success 
/ Clien t - Er ror 
/ Server- Er r or 
/ Global - Failure 
/ exten si on- cod e 

extension - code 3DI GIT 
Rea son - Ph rase * (reserved / unr eserved / escaped 

/ UTF8-NONASCII / UTF8 - CONT / SP / HTAB) 

I nf o r mationa l = " 100" Tr y ing 
I " 180" Ringing 
I " 181" Call I s Being Forwar ded 
I " 182" Queu ed 
I " 183 " Sessi on Progr ess 
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Success = " 200" OK 

Redi rection 

Clien t - Err or 

Ser ve r - Erro r 

"300" 
"30 1 " 
"302" 
"305" 
"380" 

"400" 
"401" 

Multiple Cho i ces 
Moved Permane nt ly 
Moved Temporarily 
Use Proxy 
Alternati ve Service 

Bad Request 
Unauthorized 

"402 " Payment Requi r ed 
" 403" For bidden 
"404" Not Fo und 
"405" Method Not Allowed 
"406" Not Acceptab l e 
"407" Pr oxy Authen ticatio n Requi r ed 
"408" Request Timeo ut 
"410" Gon e 
"413" Request Entit y Too Large 
"414 " Request - URI Too Large 
"415" Unsupported Media Ty pe 
"416" Unsupported URI Scheme 
"420" Bad Ext ensi on 
"421" Exten si on Requi r ed 
"423" I nterv al Too Br ief 
"480" Tempo r arily not av ailable 
"481" Call Leg/ Transactio n Does Not Ex i st 
"482" Loop Detected 
"483" Too Many Hops 
"484" Address I ncomplete 
"485" Amb i g uous 
" 486" Bu sy Her e 
"487" Reque st Ter mi nated 
"488" Not Acceptab l e Here 
"491" Request Pending 
"493" Undeci phe r able 

"500" 

"501" 
"502" 
"503" 

I nternal Server Er ror 
Not Implemen ted 
Bad Gateway 
Servi ce Unav ailabl e 

" 504" Ser ve r Time- o ut 
"505" SIP Ver sion not su pported 
"513" Message Too Large 

(Page 
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Global - Failu r e "600 " Busy Everywhe r e 
Decline 

Accept 

accep t-r ange 
med i a - r ange 

accept-par am 
qva l ue 

generic- pa ram 
gen -v a l ue 

/ " 603" 
I " 604" 

I "606" 
Does not e xi s t a nywhere 
Not Acceptabl e 

"Accep t " HCOLON 
[ accept - r a ng e * ( COMMA acc ept - r a nge ) 

media-range *(SEMI accept- p ar am) 
( " * /*" 
I ( m- t y pe SLI\SH " • " ) 
/ ( m- t y pe SLASH m- su bt ype 
) * ( SEMI m- pa r ameter ) 
("q " EQUAL qvalue) / gener ic- par am 
( "0" [ " . " 0'3DIGIT ] ) 
I ( " 1" [ "." 0 *3 ( "0" ) l ) 
t o ken [ EQUAL gen-va lue ] 
token / host / quoted - st r i n g 

Accep t-Encod ing 

encod i ng 

"Accept -En codi ng" HCOLON 
[ e ncoding * ( COMMA encod i ng ) 

codi ngs *(SEMI accept - param) 
content - cod ing / " * " cod i n gs 

content - cod ing 

Accep t-Langu age 

l ang uage 
l ang uage- r ange 

toke n 

"Accept-language" HCOLON 
[ l anguage * ( COMMA l angu age ) ] 

l ang uage- r ang e " ( SEMI accept - pa r am) 
( ( 1'8ALPHA * ( "' - '' 1* 8ALPHA ) ) / " *'" 
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Alert - Info 
a l ert - pa r am 

" Aler t - Info " HCOLON a l e r t - param * ( Co,,t,\A a l e r t-param) 
LAQUOT a bsoluteURI RAQUOT * ( SEMI generic - p ar am ) 

Allow • " Allow"' HCOLON [ Method * ( COl'V•1A Method ) ] 

Authorizat i o n 
c r ed entia l s 

digest-r espo nse 
dig- r esp 

u sername 

" Au t horizat i on" HCOLON c r edential s 
("Digest" LWS d igest - r esponse) 
/ o ther - r espon se 
dig- r esp * ( COMMA d i g - r esp) 
username / r ea l m / nonce / digest-u r i 

/ d r espo nse / a l gori t hm / cno nce 
/ opaque / message- qop 
/ nonce- count / aut h - pa r am 

"user name" EQUAL u sername - va lue 
quo t ed -st r ing u sern ame-va lue 

digest-u r i 
d igest - u r i - v al u e 

" u r i " EQUAL LDQUOT digest - ur i - v alue RDQUOT 
rquest-uri ; Equa l t o r equest- uri as specified 
by HTTP/ 1. 1 

message-qop "qo p" EQUAL qop - va lue 
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cnonce 
cnon ce - va lue 
nonce-count 
nc - va l ue 
d r esponse 
r eque s t - digest 
aut h -par am 

aut h - par am- n ame 
other - r espon se 

auth- scheme 

Aut henticat i o n - I nf o 

a i nfo 

next nonce 
r esponse- auth 
r espo n se-d i g est 

"cnonce" EQUAL cnonce-va lue 
non ce -v a lue 
" nc" EQUAL nc -va l u e 
8 LHEX 
" r esponse " EQUAL r equest -d i gest 
LDQUOT 32LHEX ROQUOT 
aut h - par am- name EQUAL 
( t oken / quoted-string 
t o ken 
aut h - scheme U,JS au t h - param 
* ( C()Mt-lA a uth - par am ) 
t oken 

" Authentication - I nfo" HCOLON ainfo 
* (C0 f•1J'1A ainfo) 
nextno nc e / message- qop 

/ response- auth / cnonce 
/ nonce - count 

" nextnon ce" EQUAL non ce-va lue 
"rspaut h" EQUAL r esponse - d igest 
LOQUOT * LHEX RDQUOT 

Call- ID • ( " Call- ID" / " i" ) HCOLON callid 
calli d word [ "@" word ] 

Cal l -Info " Call- I nfo" HCOLON i nf o * (COMMA i nf o ) 
i nf o LAQUOT ab soluteURI RAQUOT *( SEMI i nf o - pa r am ) 
info-param ( "pur pose" EQUAL ( " icon " / "info " 

/ "card" / t oke n ) ) / g eneric - par am 

Contact ("Cont act " / " m" ) HCOLON 
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contact - pa ram 
name - addr 
addr- spec 
disp l ay - name 

( STAR / ( contact -pa r am *(CCff'IA contact- p ar am))) 
( name- addr / addr - spec ) *(SEMI con tact - pa r ams) 

contact-pa rams 

c - p -q 
c -p-e xpi res 
cont act-extension 
delta - second s 

[ d isplay - name ] LAQUOT addr- spec RAQUOT 
SIP-URI / SI PS-URI / absoluteURI 
* (token L\,JS) / quoted- str i ng 

c - p -q / c - p - exp i r es 
/ co ntac t -extensio n 
" q " EQUAL q va lue 
" e xpi res" EQUAL d elta-second s 
gener ic- pa r am 
1 *DI GI T 

Content - Disposi tion 

disp-t y pe 

"Content - Disposi t ion " HCOLON 
d i sp - t y pe * ( SEMI d i sp - par am 
"render " / " se ssion " / " icon" / " a l er t " 
/ disp-ext en si o n - token 
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d isp- param 
handl i ng - param 

other - handling 

handling-pa r am / gen eric - param 
" handling " EQUAL 
( " optional" / " r equ i r ed" 
/ other - handling ) 
t oken 

d isp- extensio n - token t oken 

Content - Encoding 

Cont ent - La nguage 

language- tag 
p r imary- tag 
subt ag 

Content - Length 
Content - Type 
media- t ype 
m- type 
d i screte- type 

composite- type 
extension - token 
ietf - t oken 
x - token 
m- subt ype 
iana - t oken 
m- parameter 
m- at tribute 
m- value 

( "Content - Encodin g " / "e" ) HCOLON 
con t ent- codi ng * ( COtflA content - co di ng ) 

"Content - Language" HCOLON 
language- tag "' ( COMMA language- t ag) 
p r imary- tag • ( " - " subtag ) 
1*8ALPHA 
1*8ALPHA 

"Content - Length " / "l" ) HCOLON l"'DIGI T 
( "Content - Type" / " c " ) HCOLON media - t y pe 
m- t y pe SLASH m- subt y pe *(SEMI m- par ameter) 
d i screte- type / composite - t ype 
" text " / " i mage" / " audio" / "vi deo" 
/ "application" / exten sion - toke n 
"me ssag e " I "multi part" / extensi on- token 
iet f - t oken / x - token 
t oke n 
" x - " t oken 
exte nsi on - token / iana - token 
toke n 
m- attri bute EQUAL m- va lue 
t oken 
t oke n / quot ed - string 

CSeq ,. " CSeq " HCOLON 1 *DIGIT LWS Met h od 

Date 
SIP-date 
rfc1123-date 
datel 

t ime 

wkday 

mont h 

" Date " HCOLON SIP- date 
r f c1123- date 
wkday " , " SP datel SP t ime SP "GMT" 
20IGI T SP month SP 4DIGI T 
; d ay mont h year ( e.g . , 02 Jun 1982) 
2DI GI T " : " 2DIGIT ": " 2DIGIT 
; 00,00 , 00 - 23 , 59,59 
"Mon " I " Tue" I " \.Jed" 
/ " Thu" / " Fr i " / " Sat" / "Sun " 
" Jan " / "Feb " / " Mar" / "Apr " 
I "May" I " Jun" / "Jul" / "Aug" 
I "Sep " I " Oct" I " Nov" / "Dec" 

(Page 228] 

June 2002 

Er r or - Inf o " Error- Inf o " HCOLON error- u r i *(COf·V1A error - uri ) 
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error - uri 

Expi r e s 
From 
f r am- spec 

f r om- param 
tag - pa r am 

I n - Rep ly- To 

Max - Fon~ar d s 

MIME- Version 

Mi n - Expir es 

Or gani zation 

Pr ior ity 
p r iority - val ue 

other - priori ty 

LAQUOT abso l uteURI RAQUOT * ( SEMI gen er ic- pa r am 

" Ex pi res" HCOLON delta- seconds 
( "from" / "f" ) HCOLON from- spec 
( n ame - addr / addr - spec ) 
*( SEMI f r om- param ) 
tag - param / generic- param 
" tag" EQUAL token 

"In - Rep l y -To" HCOLON calli d *(CCM''1A callid) 

" Max- Forwards" HCOLON 1 * DI GI T 

"MI ME- Vers i on " HCOLON l"'DIGIT 1 "'DI GIT 

"Min- Expi r es" HCOLON delta-seconds 

"Organ i zation " HCOLON [TEXT -UTF8- TRI M] 

"Priority" HCOLON p r i ori ty -v alue 
" emer g ency" / " u r gen t " / " normal" 
/ " non - urge nt " / oth er - priority 
token 
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Pr oxy -Aut henticate 
challenge 

"Proxy-Aut hent i cat e" HCOLON challenge 
( " Di gest" U.JS d igest - c l n "' ( Co,.,.\A d i gest - c l n)) 
/ o the r - c hallenge 

other - chall enge 

d igest - cln 

r eal m 
real m- value 
domai n 

URI 
nonce 
nonce - value 
opaque 
stal e 
algor ithm 

qop -options 

qop -v alue 

Proxy -Aut hor i zation 

auth - scheme UJS auth - param 
* ( COt'V1A auth -pa ram) 
realm / doma i n / nonce 

/ opaque / stal e / a l gori t hm 
/ qop - opt i on s / aut h - par am 

" realm" EQUAL realm- va l ue 
quot ed - string 
"domain" EQUAL LDQUOT URI 
' ( 1 'SP URI ) RDQUOT 
a bsoluteURI / abs - path 
"nonce" EQUAL nonce - value 
quoted - stri ng 
"opaque" EQUAL q uoted - str i ng 
"st ale" EQUAL ( " t rue" / " f a l se" 
"algorit hm" EQUAL ( "MOS " / " ,-05 - sess" 
/ t o ken ) 
"qop" EQUAL LDQUOT qop -v al ue 
* ( " ," qop - value ) RDQUOT 
"auth" / " auth - int " / t oken 

" Proxy- Author ization " HCOLON credent i a ls 
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" Pr oxy- Require" HCOLON opti on - tag 
* (COr..Y.1A option - t ag) 
token 
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Pr oxy - Requi r e 

opti o n-tag 

Record-Route 
rec - r oute 
r r - param 

" Record- Route" HCOLON r ec- r o ute *( Cot-V-1A rec - rout e) 
name-addr * ( SEMI rr- pa r am ) 

Rep l y - To 
rplyto- spec 

g eneric- param 

" Reply- To" HCOLON r p l y t o-spe c 
( name- add r / addr-spec ) 
*( SEMI r p lyto- param ) 
g eneric- par am rplyt o - par am 

Requi r e HRequire" HCOLON opti on- tag * (COr.Y1A option - tag) 

Retr y -Aft e r 

retr y - pa r am 

Rout e 
rout e - pa r am 

"Retry- After" HCOLON del t a-se conds 
[ comment ] *( SEMI r e t ry- param ) 

("d ur ation" EQUAL delt a - s econds) 
/ g ene r i c - pa r am 

"Rout e " HCOLON r o ut e - param *(Cot"i1A r o ut e-param) 
name -addr * ( SEMI r r - param ) 

Se r ve r 
ser ver- val 
p r oduc t 
p r oduc t - ver s i on 

"Server" HCOLON server - val * ( Li.JS s erver -va l) 
product / corrwnent 
toke n [SLASH product - ver s i o n ] 
toke n 

Subject = ( "Subject H / "sH ) HCOLON [ TEXT -UTF8- TRI M] 

Supported 

Times tamp 

delay 

To 

( "Suppor t ed " / "k" ) HCOLON 
[ opt i on - tag * ( COr-V•tA opti o n-tag) ] 

"Timestamp" HCOLON !*( DI GIT) 
[ " . •• * (DIGIT) ] [ u,s d e l ay ] 

* ( DIGIT) [ " . " *(DI GIT) l 

( "To" / "t " ) HCOLON ( name-addr 
/ addr- spec ) * ( SEMI to- par am ) 
t ag - pa r am / gener i c - par am to- pa r am 

Unsupported 
Use r - Agent 

"Unsupported" HCOLON opt ion- t ag * ( CO,.t-\A option - tag) 
"Us er -Agent " HCOLON server - val *(LWS s erver - va l ) 
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Via 
via - pa rm 
via-pa r ams 

via -t t l 
via -maddr 
via - r ecei ved 
via -branch 
v ia -extensio n 
sent - p rotoco l 

p r ot ocol-name 
p r ot o col- ve rsion 
t r ans por t 

sent- by 
t tl 

\Va r n i ng 
wa r n ing - val ue 
war n - code 
war n - agent 

war n - text 
pseudonym 

\vl.JW -Authenticate 

extens ion-heade r 
header- name 
header- value 
message - body 

( "Vi a" / "v" ) HCOLON v i a - par m * ( CDr-V·tA v ia- parm) 
sen t - pr otoco l Li.JS s ent- by * ( SEMI via- par ams ) 
v ia-tt l / v i a - maddr 
/ v i a-r eceived / v i a-b ranch 
/ v ia - extensi on 
""ttl'" EQUAL ttl 
"maddr" EQUAL host 
" received" EQUAL ( I Pv4addres s / I Pv6add r ess) 
"branch" EQUAL token 
gener i c - param 
p rotocol- name SLASH p r ot o col - vers ion 
SLASH t ransport 
"SIP" / token 
token 
""UDP" / " TCP" / ··n s·· / " SCTP" 
/ other - transpor t 
host [ COLON por t ] 
1*3OI GI T ; 0 to 255 

"Warni ng" HCOLON warn i ng-val ue *(Cot-V-1A warni ng - value) 
war n-code SP warn -agent SP war n - text 
3OI GIT 
hostpor t / pse udonym 
; t he name or pseudo nym of the server add i ng 
; the Warni ng header , for use i n d ebugging 
q uoted- s t r i ng 
token 

"wt,M-Authent i cate " HCOLON cha llenge 

header- name HCOLON header- value 
token 
* (TEXT-UTF8char / UTF8- CONT / LWS) 

*OCTET 

26 Security Considerations : Threat Model and Secur i t y Usage 
Re commendations 

SIP is not a n e asy protocol to secure . Its use of int e r mediaries , 
i ts mult i - f a ceted t rust relationsh i ps , its expected usage betwe en 
e lements with no t rus t at a ll, and i t s user-to-user operat ion make 
security f ar from tri v i a l . Secur i t y soluti o ns a r e needed t hat are 
dep loyabl e today, wit hout extensive coordi nat ion , i n a wi d e vari ety 
of envir o nments and usages . I n order to meet these d iverse needs , 
seve r a l dist i nct mechani sms a ppl icabl e to d i fferent aspects and 
us ages of SI P wi ll be r equired . 
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Note that t he s ecurity of SIP s i gna ling itself has no bearing o n t he 
se curity of prot ocols us ed i n concer t with SIP such as RTP, o r with 
t he s ecur i ty i mplicat i ons of any specific bodi e s SIP mi g ht car ry 
(al t houg h MI ME s ecur ity plays a substantial role in securing SIP) . 
Any medi a associ a t ed wi t h a session can be enc r ypted end - t o - end 
i ndependently of any associated SIP s i gna ling. Medi a encrypti o n i s 
outside the scope of thi s document . 

The cons i derati o ns t ha t follow fi r st examine a set of c l assic t hr eat 
model s t hat broadl y i dentif y t he security needs of SI P . The se t of 
security s ervices r equi r ed to address t hese t h reats i s t hen detailed, 
f ollowed by an explanati on of s everal secur ity me chani sms t hat can be 
us ed to pr ov i de t hese services . Nex t , t he r equirement s for 
i mpl ementers of SI P are enumer ated, along with exempl a r y deployment s 
i n which t hese s ecur ity mechani sms could be used t o i mprove t he 
se curity of SIP . Some notes o n p r i vacy concl ude t his se ct ion . 

26 . 1 At tac ks and Thr eat Mode l s 

Thi s sect i on det ail s some t hreat s t ha t sho ul d be co mmon t o most 
deployments of SIP . These t hreat s have been chosen s pec i fically to 
illustra t e e ach of t he s ecurity services that SIP r equi res . 

The followi ng example s by no means provide an exhaustive list of t he 
t hreats agai nst SI P; r at he r , t hese are "cl assi c" thr eats t hat 
demonst r ate the need f o r par t i cular s ecurity ser vices t ha t can 
pot entially prevent whol e cat ego r ies of t h r eat s . 

The se att acks assume an environment i n which attacker s c an 
po t entially read any packet o n t he netwo r k - i t i s ant i c i pated t hat 
SIP will frequentl y be used o n t he public Inter ne t . Attacker s o n t he 
ne t wo r k may be abl e t o modif y packets (perhaps at some compr omi s ed 
i n t ermedi ary) . Attackers may ,~i sh t o steal s e r v i ces , eavesdrop on 
co1M1uni c ati o ns , or disr upt sessi ons . 

26 . 1 . 1 Registration Hijacki ng 

The SIP r egi strat ion mechani sm a llows a user agen t to i dentify itself 
to a regi strar as a devi ce a t ,~hich a use r ( desig nated by an address 
of r ecord) i s l ocated . A regist rar assesses t he i dent ity asserted i n 
t he Fr om header f i e ld of a REGI STER mes sage to determine whet he r t h i s 
req ue st can modi fy t he contact addresse s associated with t he 
address-of- record i n the To header f i eld . While these t wo f iel ds a r e 
frequentl y t he s ame , ther e are many valid deployments i n which a 
t h i r d - pa r ty may register contacts on a user ' s behal f . 
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The Fr om header fie ld of a SIP r eque st , however , can be modified 
arbitra rily by t he owner of a UA, and t his o pens the door t o 
malicious registrations . An attac ker t hat s uccessfully i mpe r so nates 
a party aut hori zed to change contacts associated with an add re s s - of­
re cord coul d, f or example, de - r egister all exi sti ng contacts f or a 
URI and then regi ster t hei r own devi ce as t he appropriate cont act 
add ress , the reby direct i ng a ll request s f or t he affected user t o t he 
att acke r' s dev i ce . 

Thi s t hreat be l o ngs to a f amily of thr eats t hat rel y on t he absence 
of cr yptog r a phic as su r ance of a r eques t · s originat or . Any SIP UAS 
t ha t r epresents a va l uable ser vi ce ( a gateway that i nt e rworks SI P 
req uest s with t raditi o nal tel ephone calls , f or exampl e ) mi ght want to 
control access to its r esour c es by a ut hent i cating reque st s t hat it 
re ceive s . Even end - user UAs, for example SI P phones, have an 
i n t er e st in a sc erta i ning t he i dent iti es of ori g i nators of r equests . 

Thi s t h reat demonst rates t he need f o r securi t y servi ces that enable 
SIP entities to aut he nticate t he o r i gi nators of requests . 

26 . 1. 2 I mpersonating a Serve r 

The domai n to which a r equest is de s t i ned i s generally specified i n 
t he Request - URI . UAs commonl y contact a serve r i n t h i s domain 
d i rect ly i n order to deliver a request . However, t he r e i s always a 
possibili ty t hat an att acker could i mpe r so nat e t he r emote ser ver, and 
t ha t the UA ' s req uest co uld be i nte rcept ed by some ot he r pa r ty . 

For exampl e , conside r a case in whi c h a redi r ec t s erve r at one 
domain, chi cago . com, i mpe r sonates a r edire ct server a t a nother 
domain, biloxi. com. A user agent sends a request to biloxi.com, but 
t he r ed i r ec t server at chicago . com a nswer s with a forged response 
t hat has appropri a t e SIP header fields f o r a r e sponse f r om 
biloxi.com. The forged conta ct addresses i n the redi recti on r e s ponse 
cou l d d i r ect t he originating UA to i nappr o priate or i nse cur e 
resources, o r s i mply prevent r equests for bi loxi. com f r om s ucceed i ng . 

Thi s f amily of t hr eats has a vast membe r sh i p, many of which a r e 
cri t ical . As a convers e to the regi strati o n hijacki ng thr eat, 
conside r the case in whi ch a r egist rat ion s ent t o biloxi. com i s 
i n t ercept ed by chi cago . com, whi ch r e plies t o t he i ntercept ed 
r e gistra t i on with a f orged 301 (Move d Per manently ) r e sponse . This 
response mi ght s eem to come f rom bi l oxi . com yet des i gnat e chicago . com 
as t he appropri ate r eg i strar . All fut ure REGI STER r eque sts from the 
ori ginat i ng UA would t hen go to chi cago . com. 

Pr eventi o n of t hi s t h r eat requires a means by whi ch UAs can 
a uthent i cate t he s e rvers to whom t hey send reque sts . 
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26 . 1 . 3 Tampering wi t h Message Bod i es 

As a matter of cour se, SIP UAs route r equests t h r o ugh trusted proxy 
serve r s . Regardl ess of how that t r ust is established (authentication 
of proxies is discussed e l sewhere i n this s ection), a UA may trust a 
p roxy server to route a r equest, but not to i nspect o r possibl y 
modify t he bod i es contained in t ha t r equest . 

Consi de r a UA that is usi ng SI P message bodi es t o communi cate s ession 
enc rypt i o n keys for a media session . Although it t r usts t he proxy 
serve r of the doma in it i s cont acti ng to deliver s i gnaling p r operly, 
it may not want the admi nistrator s of t hat domain t o be capabl e of 
dec rypting a ny subsequent med i a sessi on . Worse yet , if the proxy 
serve r wer e acti vely malicious , it could modify the sessi o n key, 
e i t he r acting as a man- i n- t he - mi ddl e , o r per haps changi ng t he 
secur ity cha racteristics requested by t he o r igina ting UA . 

Thi s f amily of thr eats applies not only to session keys, but to most 
conceivable f orms of content car r ied end- t o - end in SI P . These might 
i nc l ude MI ME bodi es t hat should be rendered to t he user , SOP, o r 
e ncapsul ated telephony signal s , among others . Att ackers might 
attempt t o modify SDP bodies, for example, i n order to po i nt RTP 
media str eams t o a wiret appi ng device in order t o eavesdro p on 
s ubsequent voice communi cations. 

Also note that some header f i e l ds i n SIP are meani ngful end-to-end , 
for example, Subj ect. UAs might be protect i ve of t hese header fie lds 
as \'ie ll as bod i es (a malicious i nte r mediar y chang i ng the Subj ect 
header f iel d might make an important r equest appear to be s pam, for 
example ) . HOL'ilever , since many header fields a r e l egiti mate ly 
i nspected or alter ed by p roxy ser vers as a r equest is routed , not all 
header fiel ds should be secured end- to- end . 

For these r easons, t he UA mi ght want to secur e SIP message bodies , 
a nd i n some limited cases header fiel ds, end - to -end . The s ecurity 
services r eq uired for bodies inc lude confidentialit y , i nt eg r i t y , and 
a ut hentication . These end-to-end services should be i ndependen t of 
t he means used t o secure i nteractions with i nter med i a r i es s uch as 
p roxy server s. 

26 .1.4 Tearing Down Sessions 

Once a d i alog has been establ ished by i niti al messaging, subseq uent 
requests can be sent that mod i fy the s tat e of the d i a log and/or 
session. It is cr itical t hat principal s in a sessi on can be cer tain 
t hat such r equests are not for ged by attacker s. 
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Consider a case in whi ch a t h i r d -party att acker c apt u res some initial 
messages i n a d i alog shar ed by b10 par ties i n order to learn t he 
parameters of the sessi o n (To tag, From tag, and so f orth ) and t hen 
i nserts a BYE request i nto t he sessio n . The attacker coul d opt t o 
for ge t he r equest such that it seemed to come from ei ther 
participant . Once the BYE i s r eceived by its target, t he sessi o n 
will be t orn down premature l y . 

Si mila r mi d-sessi on t hreats include the transmissi o n of forged r e­
INVITEs t hat a l ter t he sessi o n (possi bly t o r educe session security 
or r edirect med i a streams as par t of a wiretappi ng a t tack) . 

The most effect i ve counter measure t o this thr eat i s t he 
a ut hentication of the s ender of the BYE. In t his i nstance , t he 
recipien t needs only knO\'i that t he BYE came from the same par t y with 
whom the corresponding dialog was established (as opposed to 
ascertain i ng the absolut e ident i ty of the s ender) . Also, if t he 
att acker i s unabl e to lea r n the parameter s of t he sessi o n due t o 
confidentiality, i t would not be possible t o forge the BYE . Howeve r , 
some i ntermediaries ( like proxy servers ) wi ll need t o i nspect those 
par ameters as the sess i on is es tabl i s hed . 

26. 1.5 Deni a l of Servi ce and Amplificat i on 

Denial-of-ser vice attacks focus on rende r ing a particul ar network 
e l ement unavail able, usually by directing an excessi ve amount of 
network t r af fic at its i nterfaces . A distr i buted denial -of-service 
attack a llows o ne ne t work user to cause multiple network host s t o 
f l ood a tar get host with a l a r ge amount of network traffi c . 

In many architectures, SIP proxy ser vers face t he public I nte r net i n 
order to accept r equests f r om worldwi de IP endpoints . SIP c reates a 
numbe r of potenti a l opportunities for distr i buted den i a l -of- service 
attacks that must be r ecognized and addressed by t he implementers and 
ope rators of SIP systems . 

At t ackers ca n create bogus requests that contain a f a l sifi ed source 
I P add ress a nd a correspondi ng Via header f i eld that identify a 
tar get ed host as t he originator of the req uest a nd t hen send t h i s 
reque st to a l a r ge number of SIP network e lements, there by us i ng 
hapl ess SIP UAs or proxi es to generate denial-of-service t raf f ic 
a i med at t he target. 

Similar l y, attackers might use falsified Route header f i e l d values in 
a r eque st t hat identify the tar get host and t hen s end such message s 
t o for king p roxies t hat \'ii ll amplify messagi ng sent to the target . 
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Record- Rout e could be us ed to similar effect ,~hen t he attac ker i s 
cer tain that t he SI P d i a log initiated by t he r equest will r esult i n 
numerous t r a nsa ctions originating i n the bacla~ards di recti on . 

A numbe r of deni al -of- s ervice attacks open up if REGISTER requests 
a re not pr oper l y aut hent i cated and a ut horized by r egi st rar s. 
Attackers could de - regi ster so me o r all users i n an admini s t r a t i ve 
domai n , ther eby pr eve nt i ng t hes e users f r om being invit ed to new 
sessions . An attacker could also register a l a r ge number of contacts 
designating t he s ame host f o r a given address -of- r eco r d in o rder to 
use t he r egi strar and any associated proxy s erver s as amplifiers i n a 
denial-of- s e r v i ce attack . At tackers might also attempt to depl e t e 
ava ilabl e memor y and d i sk r e sources of a registrar by regi ster i ng 
huge numbers of bind i ngs . 

The use of mult i cast to t r a nsmit SIP r equest s can greatl y i ncrease 
t he potentia l f or deni al - of - service attacks . 

The se probl ems demonstrate a general need t o defi ne a r ch i t ectur es 
t hat min i mize t he risks of de nia l -of - s e r vice , and the ne ed to be 
mindful in recorrwnendat i ons for secur i t y mechani sms of t h i s clas s of 
attacks. 

26 . 2 Secur i ty Mechanisms 

From t he threat s descri bed above, we ga t her that t he f undamental 
security s ervices r equi r ed for t he SI P p r o t ocol are : p reserving t he 
confident i al ity and i ntegr ity of mes s agi ng, preventing repl ay attacks 
or message s poofi ng, providi ng for t he aut hentication and p r i va cy of 
t he par t i cipants in a s ession, and prevent i ng den i al - of - s ervice 
att acks. Bodies withi n SIP messages s eparatel y requi re the sec ur ity 
services of confi dent i al ity, integri t y, and aut he nticati o n . 

Rat he r t han defini ng new security mechani sms s pec i f ic t o SI P, SI P 
reuses wher ever possible exi sting secur ity models derived from the 
HTTP and SMTP space. 

Full encryption of mes sage s provides the best means to prese rve t he 
conf i dent i a l ity of s igna ling - i t can a l so gua ra ntee that messages 
are not modi f ied by a ny malici ous i nter medi ar ies. However , SIP 
req uest s and respon se s cannot be na i vely e ncrypt ed end- t o - end in 
t he ir entir e t y becaus e message fiel ds s uch as t he Request - URI, Route, 
a nd Via need to be visi ble to proxi es i n most network architecture s 
so that SIP r equests are rout ed correctly. Note that p r oxy se r ver s 
need to modi f y some f e atures of message s as we ll ( such as addi ng Via 
heade r f iel d val ues ) i n order for SIP t o f unctio n . Proxy servers 
must t herefore be t rusted, to some degr ee, by SIP UAs . To thi s 
purpose, l ow- layer security mechani sms for SIP a re recommended, which 
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e ncrypt the entire SIP r equests or r es pons es on t he wi re o n a hop­
by - hop basis, a nd t ha t allow endpoi n t s to ver ify the identity of 
proxy servers t o whom they se nd requests. 

SIP ent it i es a l so have a need to identif y o ne another i n a secure 
f ashion . \.Jhen a SI P endpoint asserts t he i dent i ty of i ts user to a 
pee r UA or to a pr oxy s erver, that i dentit y shoul d in some way be 
verifiabl e . A cryptographic aut hent i cation mecha nism i s pr ov i ded i n 
SIP to add r e ss this requirement . 

An independe nt secur i ty mechanism for SIP message bodies supplies an 
a l ternat i ve means of e nd - t o -e nd mut ual aut henticati on, as well as 
p roviding a limit on t he degree to which user age nts must t r ust 
i n t ermedi aries. 

26 . 2. 1 Tra nsport a nd Network Layer Security 

Transport or network laye r se cur ity enc rypt s signaling traff ic, 
guaranteeing message confidentialit y and i nt egrity . 

Oftentimes, certi ficates a r e us ed i n the e s tablishment of lower - l ayer 
secur ity, and t hese cert i f icates can al so be used to provi de a means 
of authenti cation i n many a rchitect ures . 

Two popul ar alt ernati ves f o r providi ng security a t the transpor t and 
netwo r k l aye r are , respectively, TLS [ 25) and IPSec (26) . 

IPSec is a set o f ne t work- layer p r ot ocol tools t hat collectively can 
be used as a secur e repl acement for t r adit i onal I P ( I nt ernet 
Pr o tocol ). IPSec i s most commonly used i n ar chitectu re s i n whi ch a 
set of hosts or admi nistrat i ve domai ns have an exi sting t r ust 
r e l ations hi p with one another . IPSec i s usual ly i mpl emented at t he 
operating system l evel in a hos t , o r on a s ecurity gateway that 
pr o vi des confident iality and int egrity f or all traffi c it receives 
from a particul ar i nterface ( as i n a VPN architectur e ) . I PSec can 
a l so be used on a hop- by - hop basis . 

I n many archit ectures I PSec does not r equi r e i ntegr ation wi th SI P 
applicati o ns; I PSec is per haps best s uited to depl oyments i n whi ch 
adding s ecur ity dir ectl y to SIP hosts would be ard uous. UAs t ha t 
have a pre-shared keying rel a tionsh i p with t heir f i rst-hop proxy 
serve r are also good candidat es to use IPSec . Any depl oyment o f 
IPSec for SI P woul d r equire a n I PSec profile descr ibi ng t he p r o t ocol 
t ools t hat woul d be required t o secure SIP . No s uch profile is gi ve n 
i n t his document . 
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TLS p r ov i des t r ansport - l ayer secu r ity over connect i on - o r i ented 
prot ocol s (fo r t he purposes of t his document , TCP) ; "t l s" ( sign i fying 
TLS over TCP) can be specified as t he desir ed transpor t protocol 
wi t hin a Vi a header field value o r a SIP- URI. TLS is most suited to 
architect ur es in which hop- by - hop security i s r equi r ed be t ween hosts 
with no pr e-existing t r ust association . For exampl e , Al i ce t r usts 
her local proxy server, \~hich after a cer t i ficate exchange decides to 
trust Bob's local p roxy ser ver , which Bob t r us t s , hence Bo b and Alice 
can communicate securel y . 

TLS must be tight ly coupled with a SIP application . Note t hat 
transpor t mecha nisms are specified o n a hop-by- ho p basis i n SIP, thus 
a UA that sends r equests over TLS to a p r oxy server has no assurance 
t hat TLS wil l be used end - to- end . 

The TLS_ RSA_ l>lITH_AES_l28_ CBC_SHA cipher su i t e [6) '1.JST be support ed at 
a minimum by implementers i,ihen TLS is used i n a SIP appl i cation . For 
purposes of backwards compatibility, proxy servers, redirect serve r s , 
a nd regist r a r s SHOULD support TLS_ RSA_\vlTH_3DES_EOE_CBC_SHA . 
I mp l emen t ers MAY a l so support any other cipher su i t e. 

26.2.2 SIPS URI Scheme 

The SIPS URI scheme a dher es t o t he s yntax of t he SIP URI ( descri bed 
i n 19), a l t houg h the scheme string is "sips" rat he r t han "sip" . The 
semantics of SIPS a r e very d i ffe r ent f r om the SIP URI , however . SIPS 
allows r esou rces to s pec i f y that t hey s hould be reached s ecu rely. 

A SIPS URI can be used as a n address -of- recor d for a parti cular user 
- t he URI by L'ilhi ch t he user is canon i cally known (on thei r business 
cards, in the From header field of thei r requests, in t he To heade r 
f ie l d of REGISTER r equests) . \~hen used as t he Request- URI of a 
request, the SIPS scheme signifies that each hop over whi ch the 
request i s for1,1a r ded , until the r equest reaches the SIP entity 
responsib l e f or t he domain portion of t he Request -URI , must be 
secured wi th TLS; once i t r eaches t he domai n i n q uestion i t is 
handled i n accordance with local security and r outing policy , q uite 
possibly using TLS f or any last hop to a UAS . When used by the 
ori ginator of a request (as 1,1ould be the case if t hey empl oyed a SIPS 
URI as the address-of - r eco rd o f the tar get), SIPS dictates that t he 
entire request path to the tar get domain be so secur ed . 

The SIPS scheme i s ap plicable to many of the other ways i n which SIP 
URis a r e used in SIP t oday i n addition to t he Request - URI, i ncluding 
i n add resses -of - record , contact add r esses ( t he contents of Contact 
header s , i nc ludi ng those of REGI STER methods ) , a nd Rout e headers . In 
each i ns t ance, t he SIPS URI scheme a l l ows these exi sting fields t o 
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d esignate secure r esources. The manner i n which a SI PS URI is 
derefer enced i n any of t hese contexts has its own securi ty p r oper ties 
whi ch a re detai led i n [ 4 ]. 

The use of SIPS i n par t i cular entails t hat mutual TLS authentication 
SHOULD be employed , as SHOULD t he ciphe r su i t e 
TLS_ RSA_WI TH_ AES_128_CBC_SHA. Certif icates r eceived i n t he 
a ut hentication process SHOULD be validated with root certi ficates 
held by t he client ; failu r e t o validate a cer tificate SHOULD result 
i n the failu r e of t he r equest . 

Note that in t he SIPS URI scheme, transport is i ndependent of TLS, 
and thus " sips : alice@atlanta.com; t r ansport::tcp" and 
"sips : alice@atlanta . com;transport =sctp" a r e bo t h valid (alt hough 
note t hat UDP is not a valid t r ansport for SIPS). The use of 
"t r a nsport::tl s " has conseq uently been d epr ecated , pa r t l y because 
it was speci f i c to a singl e hop of the r equest . This i s a c hange 
since RFC 2543. 

Users t hat distr i bute a SIPS URI as an address -of - recor d may elect to 
o pe rate d evices that r ef use r equests ove r i ns ecure transports. 

26.2.3 HTTP Authenti cat i on 

SIP p r ov i des a cha llenge ca pability , ba sed o n HTTP authent ication, 
t hat r e lies on the 401 and 407 respo nse codes as well as header 
f ie l d s f or car r y i ng c hallenges and c r edent i als . Without sign i f i cant 
modification , the r euse of t he HTTP Di gest authentication scheme in 
SIP allows for r eplay protect ion and one- way aut henticat i o n . 

The usage of Digest authentication in SIP i s de t a iled i n Section 22. 

26.2.4 S/MIME 

As is d iscussed above, encr ypting entir e SIP messages end - to- end f o r 
t he pur pose of confidentialit y is not appr opr i ate because network 
i n ter medi aries ( like proxy serve r s ) need t o v iew cer tai n header 
f ie l d s in order to rout e messages correctl y , and i f t hese 
i ntermediaries a r e ex c l uded f rom security associati ons, t hen SIP 
messages wil l e ssentially be non- routable . 

However , S/ MIME allows SIP UAs to encrypt MI ME bodi es withi n SIP, 
secur i ng these bodies end - to- end without affecting message headers. 
S/MIME c an p r ovi d e end -to- e nd conf i dentiality and integrity for 
message bodi e s, as well as mutual authenticat i on . It is a l so 
possible to use S/ MIME t o p rov i de a form of int egr ity and 
confiden t i ality f or SIP header fiel d s t h r o ugh SIP mes sage t unneling. 
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The usage of S/MI ME i n SI P is detailed i n Section 23 . 

26. 3 I mplementing Secu r ity Mec hani sms 

26. 3 . 1 Requi r ements f o r I mplementer s of SIP 

Proxy server s, r ed i rect ser vers, and r egistr a r s MUST impl ement TLS, 
a nd MUST s upport bot h mutua l and one -way authentication . I t is 
strongly RECOMMENDED that UAs be capable ini t i ating TLS; UAs MAY also 
be capab l e of acting as a TLS ser ver . Proxy servers , redi rect 
serve r s , and regi st rars SHOULD possess a s i te certi ficate whose 
s ubj ect corresponds to their canonical hostname. UAs MAY have 
cert i f icates of the ir own for mut ual aut hentication wi t h TLS, but no 
provisions a r e set forth i n thi s document for t he i r use . All SIP 
e l ements t hat suppo r t TLS MUST have a mechanism for validating 
certif icates recei ved during TLS negotiation; t his entail s possession 
of one or mo r e root c ertif icat es issued by certifi cate aut horiti es 
(prefer a b l y we l l - known distributor s of site certif icates comparable 
to t hose that issue root certi f i cates for web b rowsers) . 

All SIP element s tha t support TLS MUST also support t he SIPS URI 
scheme. 

Pr oxy server s, r ed irec t ser ve r s , r egi s t rars, and UAs MAY also 
i mplement I PSec or ot he r lower - layer securit y p rot o cols . 

When a UA attempt s to contact a p r oxy server , r ed i r ect server , or 
registrar, t he UAC SHOULD i n i t iate a TLS connection over which it 
wi l l send SI P messages . I n some architectures, UASs MAY recei ve 
requests ove r such TLS connections as well . 

Proxy server s, r ed irect ser vers, r egi s t r a r s , and UAs MUST i mpl ement 
Di gest Autho r ization , encompassing a ll of t he aspects requi red i n 22 . 
Proxy server s, r ed irect servers, and r egistr a r s SHOULD be configured 
with at least o ne Digest r eal m, and at least one "rea lm" s t r i ng 
s uppor ted by a g i ven serve r SHOULD corr espond to the server' s 
hostname or domai nname . 

UAs MAY suppor t t he signing a nd enc r ypting of MI ME bodies, and 
transference of c r edent i a l s wi th S/ MI ME a s described i n Section 23. 
I f a UA ho lds one o r more root certificates of certificate 
a ut horit ies i n orde r to validate certi ficates f or TLS or IPSec, it 
SHOULD be capabl e of reusing these to ve r i fy S/ MI ME certi f i cat es , as 
ap p ropr i ate . A UA MAY hold root certi ficates speci fical l y for 
validating S/ MIME certi ficates . 
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Note that is i t an t i cipated t hat f ut u r e securi t y extensi ons may 
upgrade t he nonnative strength associated wi t h S/ MI ME as S/ MI ME 
implementati ons appear and t he p r o blem space becomes bette r 
understood . 

26 . 3 . 2 Secur i ty Sol ut ions 

The operati o n of t hese security mechanisms i n concer t can foll ow the 
exi sting web and email security model s to some degree. At a h i gh 
l evel, UAs a ut henticate t hemselves t o ser vers (pr oxy server s, 
red irect servers, and r egistrar s ) with a Di gest user name and 
pas swo r d ; ser vers aut hentica t e themsel ves t o UAs o ne hop away , or t o 
a no t her server o ne hop a,~ay ( and v ice ver sa) , with a site certificate 
delivered by TLS . 

On a peer - to- pe er level , UAs t r ust the network to aut hent i cate o ne 
a not her ordi narily; howeve r , S/MI ME can a l so be used to provide 
d i r ect authe nt ica t ion when t he netwo r k does not, or i f the ne t work 
itse l f i s not t r usted . 

The following is an illustr ative example in which t hese s ecu r ity 
mechanisms a r e used by va r ious UA.s and server s t o pr event t he sort s 
of threats described in Sec t i on 26 . 1 . While i mpl emente rs and ne t work 
admi nistr ator s MAY f ollow t he nor mat i ve gui del i nes gi ven i n t he 
r emainder of t h i s secti o n , t hese a re pr ov i ded on l y as example 
imp l ementations . 

26. 3 . 2 . 1 Regist ration 

When a UA comes online and registers with its loca l admini strati ve 
domain, it SHOULD e stablish a TLS connecti on ,~ith its regi str a r 
(Section 10 descri bes hm~ t he UA r eaches i t s r egistr a r ) . The 
registr a r SHOULD offer a certif i cate to the UA, and t he s i te 
identified by t he certifica t e MUST correspond with the domain in 
whi ch t he UA i ntend s to register; for exampl e , if t he UA i ntends to 
regist e r t he add r ess- o f - r ecord ' ali ce@atlant a . com ' , t he s i te 
cert i f icate must iden t i fy a hos t within t he at lanta . com domain (such 
as sip .at l anta . com) . When it r eceives t he TLS Certi ficate message, 
t he UA SHOULD ver i fy t he certif i cate and inspec t the site i dent i f i ed 
by the c erti ficate . If the cer tific a t e is i nva lid , r evoked, or if it 
doe s not i dent i fy t he appr opriate part y, the UA MUST NOT s end the 
REGISTER message and other i1,1ise p r oceed with t he r egistrati on . 

l'llhen a va lid certi f i ca t e has been provided by the reg i s t rar, t he 
UA knows tha t the r egistra r i s not an attacke r who might red i rect 
t he UA, steal pa s swords, or attempt any similar attacks . 
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The UA t hen c reates a REGISTER r equest t hat SHOULD be addr essed to a 
Request- URI corr espondi ng to t he site cer t i ficate r eceived f r om the 
registr a r. When the UA sends the REGI STER r equest over the existing 
TLS connection, t he registrar SHOULD challenge t he r equest wit h a 401 
(Proxy Authe ntication Required) response. The "realm" paramet er 
within the Proxy-Authenticate header field of the r esponse SHOULD 
correspond to t he domai n p r evious ly given by t he site cer tif icate . 
!,Jhen the UAC receives the c hallenge, it SHOULD either pr ompt t he user 
for c r edentials o r take an appropr i ate c redential from a key r i ng 
corresponding t o the "rea lm" paramet er i n the cha llenge . The 
us e rname of t h i s cr edent ial SHOULD correspond with t he " use r i nfo" 
portion of t he URI i n t he To header f ie ld of t he REGISTER request . 
Once the Digest cr edent i a l s have been i nser ted i n to an appropri ate 
Proxy- Author izati on header f i e l d, t he REGI STER shoul d be re submitted 
t o the r egistrar . 

Since the regist rar r equires t he use r agent to authent i cate 
itsel f , it 1,11oul d be diffi cult f o r an attacker to forge REGISTER 
r equests f or t he user ' s address-of- r ecord . Al so note t hat s i nce 
the REGI STER i s sent over a conf i dential TLS connecti o n , a t tacker s 
wi ll not be abl e t o i ntercept t he REGISTER to r ecor d cr edent i a l s 
for any possi bl e repl ay a t tack . 

Once the r egistrat ion has been accepted by t he regist rar , t he UA 
SHOULD l eave t his TLS co nne ction open provi ded t hat t he r egist rar 
also acts as t he pr oxy ser ver to which requests are sent f o r us ers i n 
t h i s admi n i strative domain . The existing TLS connection wi ll be 
reused to de liver i ncoming requests t o t he UA t hat has just completed 
registration. 

Becaus e t he UA has already authent icated the s erve r o n t he othe r 
side of t he TLS connection, a ll r equests that come over t his 
connectio n are known to have passed t h rough t he proxy se r ver 
attacker s cannot create spoofed r equests that appear t o have been 
sent through t ha t proxy server . 

26.3.2 . 2 I nt er domai n Requests 

Now let· s say that Alice ' s UA would l i ke t o initiate a s ession with a 
use r i n a r emote admi ni strati ve domai n , namely "bob@biloxi . com" . We 
will also say that t he l ocal admin i strative domain (atl anta .com) has 
a l ocal outbound pr oxy . 

The p roxy server that handles inbound requests for an admi nistrative 
domai n MAY a l so act as a local outbound p roxy; for s i mpl i city's sake 
we ' ll assume t his to be the case f or at lanta . com (otherwi s e t he user 
agent would i n i t i ate a new TLS connection to a separ ate s erver at 
t h i s poi nt) . Assuming t hat t he client has comple t ed t he r egistr ation 
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process desc r ibed i n the p receding s ection , it SHOULD reus e the TLS 
connecti on to the local p roxy ser ver when it sends an INVI TE request 
t o another user . The UA SHOULD reuse cached c redential s i n t he 
INVITE to avoid prompt i ng t he user unnecessar i ly . 

When the l oca l outbound p roxy ser ver has validat ed the c r edentials 
pr e sented by t he UA i n the INVI TE , it SHOULD i nspect t he Request - URI 
t o deter mi ne how the message should be r ou t ed ( see [4]) . If t he 
"domainname " portion of t he Request - URI had cor responded t o t he local 
domain ( atla nta. com) rather than b i l oxi .com, t hen t he p roxy server 
woul d have consulted its locat i on service t o determine how best t o 
r e ach the requested user . 

Had "alice@atlanta.com" been att empting t o cont act, say, 
"a lex@atlanta.com" , the l ocal proxy woul d have pr ox i ed to t he 
r equest to the TLS co nnection Al ex had established with the 
regist r ar when he register ed . Since Al ex ,~oul d r eceive this 
request over his a uthenticated channel, he woul d be assu red t hat 
Alice ' s request had been a uthor i zed by the proxy ser ver of the 
loca l admi nist rati ve domain . 

Howeve r , i n this instance t he Request - URI designates a remote doma in . 
The local outbound proxy se rver a t atlanta . com SHOULD t her efore 
establish a TLS conne ct i on wi t h the remot e pr oxy server a t 
biloxi.com. Since both of t he pa r t icipant s in t h i s TLS connecti on 
a re ser vers t hat possess site certifi cates, mutual TLS authent i cation 
SHOULD occur . Each side of the connection SHOULD verify and i nspect 
t he certi ficat e of the othe r , noting t he domai n name that appears in 
t he cert i ficate for compa rison with t he header f i elds of SIP 
messages . The a t l anta . com proxy server , for exampl e , SHOULD verify 
at this stage that t he ce r t ificate r eceived from the r emote side 
corresponds with the biloxi .com domai n . Once it has done so, and TLS 
negotiati o n has compl eted, resulting in a secure channe l between the 
t wo p roxi es , the at lanta . com proxy can f o rward t he I NVITE r eque s t to 
biloxi. com. 

The p roxy ser ver a t biloxi.com SHOULD i nspect t he certificate of t he 
p roxy server at atlanta . com in t u r n and compar e t he domai n asser t ed 
by t he certificate with the "domainname" porti on of t he From heade r 
fie l d i n t he INVI TE reque st. The biloxi proxy MAY have a str ict 
security pol icy t hat requires it to reject requests t hat do not match 
t he admi n i st ra t i ve domai n f r om which t hey have been p roxied. 

Such secur ity polici es could be i nstituted to pr event the SIP 
equiva l ent of SMTP ' open r el ays' t hat are f r eq uently exploit ed to 
generate spam. 
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Thi s policy, howeve r , o nly guarantee s t ha t the r equest c ame f r om t he 
doma in it as cr i bes to itself; it does not allm..i biloxi.com to 
ascertai n how atl anta. com a uthenticated Alice . Onl y if biloxi. com 
has s ome other way of knowi ng atlant a . com ' s authe nticatio n polici es 
coul d it possibl y a scertai n how Ali c e proved her i denti t y . 
biloxi.com might then i nstitu t e an e ven st r i cter policy t ha t f orbids 
r equest s that come f r om domains that are not known admi n i st rati ve ly 
t o share a common aut henticat ion policy with biloxi . com. 

Once t he UNITE has been approved by the bilox i proxy, the p roxy 
serve r SHOULD identify the existing TLS channe l , i f any, as sociated 
with the us e r t argeted by thi s reque st ( i n this case 
"bob@biloxi.com") . The I NVITE s houl d be proxied t hrough this c hanne l 
t o Bob . Since t he request i s r ecei ved over a TLS connecti on t hat had 
p r evious l y been authe nticated as the biloxi proxy, Bob knows t hat t he 
Fr om header f iel d \'ia s not tampered wi th and that atlant a . com has 
validated Alice, a lthough not neces s arily whether or not t o t rust 
Al i ce ' s i dentit y . 

Before t hey f o r war d t he request, both proxy s e r vers SHOULD add a 
Record- Rout e he ader field to t he request so that a l l f utur e requests 
i n this d i alog wi ll pass thr o ugh t he proxy serve r s . The proxy 
serve r s can thereby cont i nue t o p r ov i de se cur i ty s ervices for the 
lif etime of thi s d ial og . I f t he p roxy server s do not add t hemselves 
t o the Record- Rout e , f uture messages will pass d i r ec t ly end- to - end 
bet ween Al ice a nd Bob witho ut any se cur ity s ervices (unl ess t he t wo 
parties agr ee o n s ome i ndependent end- to- e nd securi ty such a s 
S/MIME) . I n t h i s r e s pect the SIP trape zoi d mode l can p rovi de a nice 
structur e where convent i ons of ag reement be t \'ieen t he s ite p roxies can 
p r o vide a r ea so nably secure c hanne l be t ween Al ice and Bob . 

An att acker pr eying o n t hi s a r ch i t ectur e would, for example, be 
unabl e to f orge a BYE r equest and inse r t it i n to t he s i gna ling 
stream between Bob and Al ice becaus e the attacker has no way of 
ascert aining t he parameters of t he ses s i on and also because t he 
integr i ty mechanism t rans i t i vely protect s t he t r af fic between 
Alice and Bob . 

26 . 3.2 . 3 Peer - to- Peer Requests 

Al t ernati vely, consider a UA as ser t ing t he i dentit y 
"ca r ol.@chi cago. com" t ha t ha s no local outbound p roxy . When Carol 
wi shes to s e nd an I NVITE to " bob@biloxi . com" , he r UA SHOULD i n i t iate 
a TLS connection with t he biloxi proxy d i r ectly ( using the mechani sm 
descr i bed in [ 4 ] to determine how t o best t o r each the g i ven 
Request - URI ) . When her UA recei ves a cer t i ficate from the b i l oxi 
p roxy, i t SHOULD be veri fied normally bef ore s he passes her INVI TE 
acros s t he TLS connect i o n . Ho1'ieve r , Ca r o l has no means of provi ng 
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her i den t i ty to the biloxi proxy, but she does have a CMS -detac hed 
s i gnat u r e over a "me ssage/ s i p" body i n t he I NVITE. I t i s unli kely i n 
t h i s i ns t ance that Carol woul d have any c r edentials i n the b i l o xi . com 
r e a lm, s i nce she has no for mal associ ation with biloxi.com. The 
bilox i proxy MAY a l so have a strict policy that precludes i t f r om 
even bothering t o challenge r equests t hat do not have biloxi. com i n 
t he "doma i nname" po rtio n of t he Fr om header f ield - it t r eat s these 
use rs a s una ut hentica t ed . 

The biloxi p roxy has a policy f o r Bob t hat all no n- authe nticat ed 
r eq uests should be r ed i r ected to the appropriate contact address 
registered against 'bob@biloxi . com' , namely <sip:bob@192 .0 . 2 . 4> . 
Carol r e cei ves t he redi r ecti o n respons e over t he TLS connection she 
e s t ablished wi th the biloxi proxy, so s he t r usts t he ve racity of t he 
cont act addres s . 

Carol SHOULD then e stablish a TCP connecti on \'iit h the desi gnated 
add ress and send a new I NVITE wi t h a Request - URI contai n i ng t he 
rece i ved contact address ( r ecomput i ng t he s i gnat ure i n the body as 
t he request i s r eadied ) . Bob r ecei ves t h i s I NVITE on an i nsecure 
i n t er f ace , but hi s UA i nspect s and, i n t h i s instance , recognizes t he 
Fr om header f iel d of t he request and subsequently matches a locally 
cached c erti ficate with the one pres ented in the s i gnature of t he 
body of t he INVITE. He replies i n s i milar f as hion, aut henticat i ng 
h i mself t o Carol, and a secur e dia l og begins . 

Someti mes fi r ewa l l s or NATs i n an admin i str ati ve domai n coul d 
prec l ude the establi shment of a direct TCP connection to a UA . In 
the se cases, proxy s ervers could also potentially r e l ay r equests 
to UAs in a way t hat has no t r ust implications (for example , 
forgoi ng an existi ng TLS connectio n and forwar d i ng t he request 
over c l ea r text TCP) as local policy dictat es . 

26 . 3 . 2 . 4 Dos Pr ote ction 

I n order to min i mize the r isk of a denial -of-ser v i ce attack agai nst 
a r chitectur es usi ng t hes e secur i ty solutions, impl ement ers should 
take note of t he foll owing gui de lines . 

When t he host on whic h a SIP proxy s erver i s operating is rout a ble 
f r om t he public I nternet , i t St-K)ULO be depl oyed i n an admi nistrative 
domain wi t h defensive o perati o na l policies (blocki ng source - routed 
traffic , pr ef e r ably filte r i ng pi ng t r af f ic) . Both TLS and IPSec can 
also make use of ba stion hosts at t he edges of administrative domains 
t hat pa rt i cipate in t he securi ty associations to aggregate secure 
t unnels and sockets . The se bastion hosts can also t ake t he brunt of 
denial-of-ser v i ce attacks, ensuring that SIP host s wi thin t he 
administrative d omain ar e not encumber ed with superfluous messaging . 
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No matte r what s ecu r ity s olut ions are depl oyed, f l oods of messages 
d i r ect ed at proxy server s can lock up p r oxy ser ve r r esour ces and 
prevent desi r ab l e t raff i c f rom r eachi ng i t s destination . There is a 
computati o na l e xpense associated with processing a SI P t r ansact i on at 
a p roxy s erve r , and t hat expense is gr eater f o r statef u l pr oxy 
serve r s than it is f or stat e l ess proxy server s. Ther ef o r e , stateful 
proxies ar e mor e s usceptible to f l ooding than statel ess pr oxy 
serve r s . 

UAs and pr oxy serve r s SHOULD challenge quest i onabl e r equests with 
o nl y a s i ngl e 401 ( Unauthor ized) o r 407 (Proxy Authentic a t ion 
Required) , f o rgoi ng t he nor mal r esponse retr ansmission algor ithm, and 
t hus behaving state l essl y t owar ds unauthen t i cat ed r equests . 

Retransmitting t he 401 (Unauthori zed ) o r 407 ( Pr oxy Authent ication 
Requi r ed ) stat us response amplifies t he pr oblem of an attacker 
using a fal s i f i ed header field va l ue ( such as Vi a ) t o di r ec t 
t r affi c to a thi rd party . 

In summary , the mutual authenticat i on of proxy server s through 
mechanisms s uch as TLS significant l y r educes t he potential for rogue 
i n t er med i ar ies t o i ntroduce fa l sified r equests o r r espons es t hat can 
deny service. This cormnens urately makes it har de r f o r attackers t o 
make i nnocent SIP nodes i nto agents of amplif icat i o n . 

26 .4 limi t a t i ons 

Although these s ecur ity mec hanisms, when applied i n a j ud i cious 
manner , can thwar t many t h reats, the r e a r e l i mitations in t he scope 
of the mecha nisms t ha t must be understood by impl ement ers and ne t 1vo rk 
o pe ra t ors , 

26.4.1 HTTP Digest 

One of the pr i mary l i mi tat ions of us i ng HTTP Di gest i n SIP is that 
t he i ntegr ity mechanisms i n Digest do not work ve ry we ll for SIP. 
Specifica lly, they offer p r ot ection o f t he Request - URI and t he method 
of a message, but not f o r a ny of t he heade r f ields that UAs woul d 
most like l y wish to secur e. 

The exist i ng repl ay p r o tection mechanisms described i n RFC 2617 al so 
have some limit ations for SI P . The next-nonce mechanism, f o r 
e xampl e, does not s uppo r t p i pe lined r equests . The nonce - count 
mechanism shoul d be used f or r ep l ay pr otecti on. 

Anot her limitatio n of HTTP Di gest i s the scope of r ea l ms . Dige st is 
va l uable whe n a use r wants to aut hen t icat e t hemsel ves to a resour ce 
with which t hey have a pr e -existing associ a t ion, like a s ervice 
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provi de r of whi ch the user is a cust ome r (which i s quite a commo n 
scenario and t hus Digest p r ovides an extremely us ef ul f unction) . By 
way of contrast , the sco pe of TLS is inte r domain or multi r ealm, since 
cer tificat es are of ten g l obally verif iable, so t hat t he UA can 
a uthent icate t he se rver ivi th no p re -existing association . 

26. 4 . 2 5/MIME 

The l a r gest outstand i ng defect with the S/MI ME mechanism i s t he l ack 
of a p r evalent publ ic key i nf r astr ucture for end user s . If self ­
signed cer tificates ( o r cer tif icat es that cannot be verif i ed by one 
of t he parti cipants in a dia l og) a r e used, t he SI P- based key exchange 
mechanism described i n Secti on 23. 2 i s susceptibl e to a man - i n-the­
midd l e a t tac k with which an attacke r can pot ent i a lly i nspect and 
modify S/MI ME bodies. The attacker needs t o i nter cept the first 
exchange of keys between the t ivo parties in a d ial og , remove t he 
ex i sting CMS- detached s ignatures from t he r eque st and r e s ponse, and 
i nser t a different CMS-detached signatu re contai n i ng a c er tifi c ate 
s uppl ied by the attac ker (but which seems t o be a certificate for t he 
proper addr ess-of- r ecord). Each pa rty will t hink they have exchanged 
keys with t he other , when i n f act each has the publ ic key of t he 
a t t acker . 

I t is important to note that the att acke r can on l y l everage t h i s 
vulne rability on the f i r st exchange of keys be t ween t wo par tie s - on 
s ubsequent occasi ons, t he a lter ation of the key would be noticeabl e 
to the UAs . It would al s o be difficult for the attacker to remain i n 
t he pat h of a l l f uture d i a logs betwe en the t iYo parti e s over time (as 
pot ent i a lly days, iveeks , o r years pa ss) . 

SSH i s sus ceptible to the same man- in - t he-mi ddle attac k o n t he f i rst 
exchange of keys ; ho1,1ever , it is wi dely acknowledged t hat whi l e SSH 
i s not perfe ct, it does improve the s ecur ity of connections. The use 
of key finge rprints could provide some assistance t o SIP, just as it 
doe s for SSH. For exampl e, i f t wo par ties use SIP to establ ish a 
vo i ce cormnunicati ons s es sion, each co uld r ead of f the f inge r print of 
t he key t hey recei ved from t he other , which could be compar ed against 
t he o r igi nal . It would cer tainly be mo re d i f f icul t f or the man - i n­
t he - middle to emul a t e the voi ces of the pa r ticipants than t he i r 
s i gna ling ( a practice that wa s used with the Clipper chip - based 
secure telephone ) . 

The S/MIME mechanis m allmo,1s UAs to s end encrypted r equests without 
preamble i f they possess a ce rti f i cate f o r t he de stinat ion address ­
of - r ecord on thei r keyring . Howeve r , i t i s pos s i ble that any 
par ticul ar device r egistered for an add ress -of- record wi ll not hold 
t he ce r t i f icat e that has been previously empl oyed by t he device ' s 
current us er , and that i t l1'i l l t herefore be unabl e t o p r ocess an 
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enc rypted r equest pr o perly, which could l ead to some avo i dable erro r 
signa ling . This i s espec ially likely when an encrypted r equest is 
forked . 

The keys associated with S/r-UME a re most us ef u l when associ ated with 
a par ticu l ar user ( an add ress - of - r ecord) rathe r than a dev i ce ( a UA) . 
1,Jhen user s move between devices, it may be dif ficul t to t r anspo r t 
p r i vate keys secur e ly between UAs; how such keys mi ght be acqui r ed by 
a device i s outsi de t he scope of this document. 

Ano t her , mor e prosaic d i fficul t y with t he S/ MI ME mechanism is that it 
can r esult i n very l arge messages, especially when t he SIP t unneling 
mechanism descri bed i n Section 23.4 i s used . For t hat reason, it is 
REC<:nt'1ENDED that TCP should be used as a t r ans port pr otoco l when 
S/MIME tunneling i s empl oyed . 

26.4 . 3 TLS 

The most commonl y voiced co nc er n about TLS i s that i t cannot r un over 
UDP; TLS r eq uires a connection- o r iented under l y i ng t r anspor t 
protocol, which f or t he pu r poses of t hi s document means TCP. 

It may a l so be ar duous f o r a local outbound pr oxy ser ver and/or 
registr a r to mai nt ain many simultaneo us l ong-l i ved TLS co nnectio ns 
wi th numer ous UAs. Thi s i ntroduces s ome valid scal ability conc erns, 
especially for i ntensive cipher s uites . Ma i ntaining r edundancy o f 
l ong-lived TLS connec t i o ns, especially when a UA i s sol e l y 
responsib l e for t he ir establishment , could al so be cumbe r some. 

TLS only allOL'ilS SI P entities t o aut henticate server s t o whi ch they 
are adj acent ; TLS of fer s strictly hop- by- hop securi t y . Neither TLS, 
no r any othe r mechanism s pecif i ed i n t his documen t , allows c l ients to 
a uthenticate proxy server s to ,~ham they cannot form a d i r ect TCP 
connection. 

26 .4. 4 SIPS URi s 

Actua lly using TLS on eve r y segment of a reque st path ent ai l s that 
t he ter mi nating UAS mus t be r eachable over TLS (per haps r egister ing 
with a SIPS URI as a contact add ress ) . Thi s i s the p r ef erred use of 
SIPS. Many vali d a r c hi t ectures, howeve r , use TLS to secur e part of 
t he r equest path, but r ely on some othe r mechanism for the fina l hop 
to a UAS, f o r exampl e . Thus SI PS cannot guar antee t hat TLS usage 
will be t r ul y end-to- end. No t e t hat since many UAs wi ll not accept 
i ncomi ng TLS connections , even t hose UAs that do support TLS may be 
required t o maintain per sistent TLS connecti ons as descri bed i n t he 
TLS l i mitati ons section above in order t o r eceive r equests over TLS 
as a UAS . 
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l ocation s ervices a r e not requir ed t o p rovi de a SIPS b i nd i ng f or a 
SIPS Request - URI . Altho ugh l ocation se r vices are commonl y popul ated 
by us e r r egi strat i ons (as descr i bed i n Sec t i on 10 . 2.1), var ious other 
p r o tocols and int er f aces co uld concei vably s upply contact addresses 
for an AOR, and t he se t oo l s a r e f ree to map SI PS URi s to SI P URis as 
a ppropr iate. When queried f or bindi ngs , a l ocatio n s ervi ce r e t urn s 
its contact addresses wi t ho ut r egard for whether i t r ecei ved a 
request wi t h a SIPS Request- URI . I f a r ed i r ect serve r is accessing 
t he location se rvice, it is up to t he ent ity t hat pr ocesses t he 
Cont act header f i e ld o f a r ed i r ection t o determi ne t he propr iety of 
t he contact addresses . 

Ens ur i ng t hat TLS will be used f o r a l l of the r equest segments up t o 
t he t a rget domai n is somewhat complex. It i s poss i bl e that 
cryptographically aut henticated proxy ser ver s a l ong t he way t ha t a r e 
non-compliant o r compr omised may choose to d i s regar d t he f o rwarding 
r u l es associat ed wi th SIPS ( and the gene ra l for wa r d i ng r ul es i n 
Sect i on 16.6) . Such malicious i ntermediaries coul d , for example , 
ret ar get a r equest from a SIPS URI t o a SI P URI in an attempt to 
downg rade secur i t y . 

Alternat i vely, an int ermediar y might legiti mat ely r etarget a request 
f rom a SIP t o a SI PS URI . Re ci pient s of a reque st whose Request-URI 
uses t he SI PS URI scheme t hus cannot assume on t he basis o f t he 
Req ue st- URI alone that SI PS was used for the entire request path 
(f rom t he cl ient onwards ) . 

To address t hese conce r ns , i t i s RECClt'V'tENDED that recipi ent s of a 
r eq ue st whose Req uest - URI cont ai ns a SIP or SI PS URI i nspect the To 
header f i eld val ue to s ee if i t contai ns a SI PS URI (though note that 
it doe s not constitut e a b r each of secur ity i f t h i s URI has t he same 
scheme but i s not equi val ent t o t he URI i n t he To header f i e ld) . 
Although client s may choose t o populate t he Reque st - URI and To heade r 
f i e l d of a reques t dif f erentl y , when SIPS i s used t hi s d i sparity 
cou l d be i nte rpret ed as a possibl e secur ity vi olati on, and the 
request coul d consequent ly be r e j ected by its reci pient. Recipi ent s 
MAY a l so i ns pect t he Vi a header chain i n o rder to double - check 
whethe r or not TLS was us ed f or the entire r equest path until the 
l ocal admi ni strati ve domain was r eached. S/MI ME may a l so be used by 
t he orig i na t i ng UAC to he lp e nsure that the original form of t he To 
header f i eld is carri ed end-t o-end . 

I f t he UAS has r ea son t o believe t hat t he scheme of t he Request - URI 
has been improper l y modified in t r ansit , the UA SHOULD not i f y i t s 
use r of a potenti al s ecurity breach . 
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As a f urther measure t o p r event downgrade attacks, entities that 
accept o n l y SIPS r equests MAY also refuse connect i ons on i nsecure 
ports. 

End users will undoubt edly discer n the differ ence between SIPS and 
SIP URi s , and they may manually ed i t t hem in response t o stimuli . 
Thi s can eithe r benef it o r degrade secu r ity . For exampl e , i f an 
attacker cor r upts a DNS cac he , i nserti ng a f ake record s et that 
effectively r emoves all SIPS r ecords f or a pr oxy server, t hen a ny 
SIPS reques t s that traver se t hi s proxy server may f ai l. When a user , 
howeve r , sees that repeated calls t o a SIPS AOR are faili ng, t hey 
could o n some devices manua lly conve rt t he scheme from SIPS to SIP 
a nd retry. Of co ur se, t he r e are some saf eguards against t his ( i f the 
destinati o n UA i s truly paranoid it cou ld r ef use al l non - SI PS 
requests ) , but it i s a limit ati on wort h noti ng. On t he bright side, 
us e rs might also div i ne t hat ' SI PS' would be valid even when t hey a r e 
presented only with a SIP URI . 

26. 5 Pr i vacy 

SIP messages frequent ly contain sens i t ive i nfor mat ion about t he i r 
sender s - not just what t hey have t o say, but with whom they 
co1M1unicate, when t hey communicate and f or hO\v long , and from where 
t hey part i ci pate i n sessions . Many applications and thei r users 
requi r e t hat t his sort of pr i vate i nfor mat i on be hidden from any 
parties t hat do not need to knO\v i t . 

Note that t here ar e also less direct ways i n which private 
i nformati o n can be d i vul ged . I f a user or service chooses to be 
reachabl e a t an add re ss t hat is guessable from t he pe r son ' s name and 
organizational affili ation (whi ch descr ibes most addresses - of­
record) , t he traditional method of e nsuring privacy by havi ng an 
unl isted "phone number" i s compromi s ed . A us e r l ocation se r vice can 
i nfringe on the privacy of t he reci p i ent of a session i nvi tation by 
d i vulging t heir specifi c whereabouts to the caller ; an i mpl ementation 
consequently SHOULD be able t o rest r i ct, o n a per - use r basis, what 
ki nd of l ocation and availabi lit y i nfor mati o n is gi ven out to c ertain 
c l asses of caller s . Thi s is a who l e class of probl em t hat is 
expected t o be studied f u r ther i n ongoing SIP work . 

In some cases, user s may wa nt to concea l per sona l infor mati on in 
header f iel ds that convey identi t y . Th is can appl y not o nl y t o t he 
Fr om and r elated headers repr esent i ng t he originator of the request, 
but a l so t he To - it may not be appr o priate to convey t o the f i na l 
dest i nati on a speed-dialing n i ckname , or an unexpanded identif i er f or 
a g roup of tar gets , e ither of 1vhich would be r emoved f rom t he 
Req uest- URI as t he r equest is routed , but not changed i n t he To 
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header f ield if the t wo were i ni tially i dentical. Thus i t MAY be 
desirabl e for privacy r easo ns to creat e a To header fie l d t ha t 
differ s from t he Request - URI . 

27 IANA Considerati o ns 

All method names, header fiel d names, stat us codes, and option tags 
used i n SIP applicati o ns a r e regist ered wi t h I ANA t hrough 
i nstructi ons i n an IANA Cons i derati ons secti on i n an RFC. 

The s peci f i cation i nstr ucts the IANA to create four new s ub­
r e gistr ies under http:/ /mvw . iana .erg/assignments/sip- pa ramete r s : 
Option Tags, Warni ng Codes (warn -codes), Met hods and Response Codes, 
added to t he sub- regi stry of Header Fie l ds t hat i s al ready p resent 
t he re. 

27 . 1 Option Tags 

Thi s specification establishes t he Opt ion Tags sub-regi stry under 
ht tp : //W'rtw . iana .org/assi gnmen t s/sip- parameter s. 

Opt ion tags a r e used in header fiel ds s uch as Requir e, Suppor ted, 
Proxy- Requi r e, and Unsupported i n support of SIP compati bil i t y 
mechanisms for ext ensions (Secti on 19 . 2 ) . The option tag i t sel f i s a 
string that is associ ated wi t h a pa rticular SIP option ( t hat i s, an 
extension ) . I t i dentif i es t he option to SIP endpoi nts. 

Opt ion t ags a r e regist er ed by the IANA when t hey are publ i shed in 
standards track RFCs . The IANA Conside rat i ons section of the RFC 
must i nclude t he foll owi ng i nfor matio n, whi ch appears i n t he IANA 
r e gistr y along with t he RFC numbe r of t he publicat i on. 

o Name of the optio n tag. The name MAY be of any l ength, but 
SHOULD be no more tha n twenty cha rac t ers long . The name MUST 
cons i st of a lphanum (Secti on 25) character s o nl y . 

o Descri pti ve text that des c r ibes t he extens i on. 

27. 2 Warn- Codes 

Thi s specification estab lishes t he Warn - codes sub-registry under 
http: / /vrrrw . iana .org/ assi gnmen t s/sip- parameter s and i nitiates i ts 
populati o n with t he warn - codes listed i n Sect i on 20 .43 . Addit i o na l 
warn- codes a r e registe r ed by RFC publ icati o n . Telcom Ventures Exhibit No. 2017 
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The de scri ptive text for the t able of wa r n - codes i s : 

Warning codes provide i nformation supplemental to the st a t us code i n 
SIP response messages when t he f ail ure of t he transact i o n r e su l t s 
from a Session Desc r i ption Protocol ( SOP) ( RFC 2327 [1 ]) pr obl em. 

The "warn - code" cons i s ts of thr ee d i git s . A fi r st digi t of " 3" 
i ndicates wa r nings specific to SIP . Until a fut ure s peci f i cati o n 
descr i bes uses of i~arn- codes other than 3xx, only 3xx warn - codes may 
be r egist er ed . 

Warnings 300 t h r o ugh 329 a r e r eserve d for i ndicat i ng probl ems with 
keywor ds i n the sess ion de s cri ption, 330 through 339 are wa r n i ngs 
rel ated t o ba s i c network servi ces requested i n t he sessi o n 
descripti o n, 370 t h rough 379 ar e warnings r e l a t ed to quant itat ive QoS 
parameters requested i n t he session des c ript ion, and 390 t h rough 399 
are mi sc e lla neo us war ni ngs t hat do not f a ll i nto o ne of t he above 
categor i es . 

27 . 3 Header Fie ld Names 

Thi s obso l etes t he IANA i nstructions about the header sub- r egist ry 
under http : //www . i ana.org/assignments/ sip - par amet er s. 

The followi ng i nformat i o n needs to be provi ded i n an RFC publi c ation 
i n order to regi ste r a new heade r f i e l d name : 

o The RFC numbe r in i~hich t he he ade r i s r eg i ster ed; 

o t he name of t he header f i e ld being r egister ed ; 

o a co mpact form version for t hat header field , i f o ne i s 
defined; 

Some common and widel y used header f i elds MAY be assigned one- l e t ter 
compact forms ( Section 7 . 3 . 3) . Compact f o rms can only be a ssi g ned 
af t e r SI P wo r king g roup r eview, f ollowed by RFC publicat i on . 

27 . 4 Method and Response Codes 

Thi s spe cificati on est ablishes t he Method and Response- Code sub ­
registri es under http:/ h'Ml" · i ana . erg/ assignment s/ s i p- parameters and 
i nitiates their popul ation as follows . The i niti a l Met hods tabl e i s : 
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INVI TE [RFC3261 ] 
ACK [RFC3261] 
BYE [RFC3261 ] 
CANCEL [RFC3261 ] 
REGISTER [RFC3261 ) 
OPTI ONS [RFC3261] 
INFO [RFC2976] 

The respo ns e code table is i n i tially popul a t ed f r om Sect i on 21, t he 
portions l abeled Inf o r mational, Success , Redir ect i on, Cl i ent - Error, 
Serve r -Error, and Global -Fa ilur e . The tabl e has t he f o l l owi ng 
format : 

Type ( e . g . , I nformat i onal) 
Number Default Reason Phrase [RFC3261 ] 

The followi ng i nfor mati o n needs to be provi ded i n an RFC publi cation 
i n order to regi ste r a new response code or method : 

o The RFC numbe r in i~hich the method or r esponse code is 
reg i stered; 

o the numbe r of t he res ponse code or name of the met hod be i ng 
reg i stered; 

o t he defaul t r eason phras e for that r esponse code, i f 
appl i cabl e ; 

27 . 5 The "me ssage/si p" MIME type. 

Thi s document r egister s the "message/sip" MI ME medi a type i n o rder to 
a l101~ SIP messages to be tunnel ed as bodies i~i thi n SIP, pri mar ily f or 
e nd - to- end secur ity purposes . This media t ype i s defined by t he 
f ollowing informat ion : 

Media type name : message 
Media s ubtype name: sip 
Requi r ed parameters : none 

Optional parameters : ver sio n 
version: The SIP-Ver s i on number of the enc l osed message ( e . g . , 
" 2 . 0") . I f not present , t he version defaul ts to "2 .0 ". 

Encodi ng scheme : SIP me s sages consist of an 8 - bit header 
opt i onall y foll owed by a binary MIME data o bject . As such, SIP 
messages must be t reated a s binary . Unde r normal circumst ance s 
SIP messages are t ransported over binary- capabl e t ransports , no 
speci al e ncodings a r e needed . 
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Secu r ity cons i de rati o ns: see be l ow 
Mot i vation and examples of t h i s usage as a s ecu r i t y mecha nism 
i n concer t with S/MI ME a r e g i ven i n 23 .4 . 

27 . 6 New Cont ent - Di s posit i o n Par ameter Regi st r ati ons 

Th i s document a l s o regi ster s fou r new Cont ent - Di sposit i o n heade r 
"di sposition- types " : a l e r t, icon, session and r end er . The aut hors 
req uest that t hese values be r eco r de d i n t he I ANA r egist r y f o r 
Cont ent - Oi s po s i t i ons . 

De s c r i pt i o ns of these "dispo s ition- t ypes" , i ncludi ng moti vation and 
examples , a r e g i ven i n Secti o n 20 . 11 . 

Sho r t descr i pt i o ns su i t able f o r t he I ANA regist r y a r e: 

a l e r t t he body i s a cus t om r ing tone t o ale r t t he use r 
icon t he body i s d i splayed as an ico n to the use r 
r ende r t he body s hould be d isp l ayed t o t he us e r 
sessio n t he body describes a communica t ions session, for 

exampl e , as RFC 2327 SOP body 

28 Changes Fr om RFC 2543 

Thi s RFC r ev i ses RFC 2543. I t i s most ly backwa r d s compa t i ble wi t h 
RFC 2543 . The changes desc ribed he re fix many e r r o r s d i s cove r ed i n 
RFC 2543 and p rovide i nfor mat i on on s cena r i os not d etailed i n RFC 
2543 . The p rotoco l has been pr esent ed i n a mo r e c l ean l y l aye red 
model he r e . 

We br eak t he d i f f e r ences i nto f unc t iona l behavior t ha t i s a 
s ubstant i al cha nge from RFC 2543 , whi ch has i mpact on 
i n t e r ope r ability or correct o per ati o n i n some cases , and f uncti o na l 
be havior t ha t i s d i f f e r ent from RFC 2543 b ut not a potent i a l sour ce 
of intero per ab i lit y p r o b l ems . There have been countless 
c l a r i f icati o ns as we ll , which a r e no t documented her e. 

28 . 1 Ma jor Functional Changes 

o l'llhen a UAC wi s hes t o ter mina t e a cal l befor e it has been answer ed , 
it se nds CANCEL . If t he o r i g i na l I NVITE still r e t urns a 2xx, t he 
UAC t hen send s BYE. BYE can on l y be se nt on a n ex i st i ng ca ll l eg 
( no1v called a d ial og i n t h i s RFC) , whe reas it co ul d be sent a t any 
time i n RFC 2543 . 

o The SIP BNF was conver ted t o be RFC 2234 compliant . 
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o SI P URL BNF was made more gene r a l , a llowi ng a gr ea t e r s e t of 
char a cter s i n the us e r pa r t . Fu r t he r mor e , compar i son r u l es wer e 
si mplif i ed t o be p r i ma r ily case- i nsensit i ve, a nd de t a iled ha nd l i ng 
of compar i so n i n t he p r e se nce of par ame t e r s was desc r i bed . The 
mo st s ubstant i a l c hange i s that a URI with a pa r amet e r with the 
defa ul t va lue does not mat ch a URI without t hat pa r amete r . 

o Removed Via hi d i ng . I t had ser i o us t r us t i ssues , s i nce it relied 
on t he next hop to per f o r m the obfuscati o n p r ocess . Instead , Via 
h i d i ng ca n be done as a l o ca l imp l ement a t ion c ho i ce in statef u l 
pr oxies , and thu s i s no l o nger documented . 

o In RFC 2543, CANCEL and INVI TE transact i o ns we r e i ntermi ng l ed . 
They a r e separ ated now . When a user sends an I NVI TE and t he n a 
CANCEL, t he I NVI TE t r ans ac t i on st i ll termi nates no r mally . A UAS 
need s to r e s pond to the ori gi na l I NVI TE r equest l'lli t h a 487 
r e spons e . 

o Si milar l y , CANCEL and BYE t r ansactions wer e i n t e rmi ng l ed ; RFC 2543 
allowed t he UAS not t o send a response t o I NVITE when a BYE was 
r eceived . That is d i sallowed he re . The or iginal INVI TE needs a 
r e spo ns e . 

o In RFC 2543, UAs needed to support on l y UDP . In t h i s RFC, UAs 
need t o suppo r t both UDP a nd TCP . 

o In RFC 2543, a for ki ng p r o xy on l y pa ssed up one cha llenge f r om 
downst ream e l ement s i n the event o f mu l tiple c hallenges . In t h i s 
RFC, proxies a r e s uppo sed t o col l ect a l l cha llenge s and p l ac e them 
i nto t he f o r war ded r es po ns e . 

o I n Diges t c red ent i a l s , t he URI ne eds to be quo t ed ; t h i s i s u ncl ear 
from RFC 2617 and RFC 2069 which a r e bo t h i nco ns i s t ent on i t . 

o SOP processi ng has been split off i nto a sepa r at e spe cificati on 
[13] , and more fully s pec i fied as a for mal offer/answer exchange 
pr ocess t hat i s e f fective l y t unne l ed t hro ugh SIP . SOP i s a llO\'lled 
i n INVI TE/200 or 200/ACK f or baseline SIP i mpl ementati o ns; RFC 
2543 a lluded t o the abili t y to us e i t i n I NVITE , 200 , and ACK i n a 
si ng l e trans action , but t h i s was not well s pec i f ied . Mo r e compl ex 
SOP usages a r e a llowed i n ext ensio ns . 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 128 of 135



Rosenber g, et . a l . St andards Track (Page 256] 

RFC 3261 SI P : Session I n i t i a t i on Protocol J une 2002 

o Added f ul l suppo r t f o r 1 Pv6 i n URis and i n the Via heade r f iel d. 
Suppo r t for IPv6 i n Via ha s r equi r ed that i t s header f i e ld 
pa rameter s a llrnv t he s quare b racket and col on char act er s . These 
cha racter s wer e previ ous l y not pe rmitted . I n t heo r y , t his co ul d 
cause i nter o p pr oblems wi th older implementat i o ns . However, we 
have obser ved t ha t mos t i mpl ementati ons accept any no n-cont rol 
ASCI I cha racter i n t hese par amet e r s . 

o or11s SRV procedur e is now document ed i n a separate specif icati on 
[ 4 ) . This procedure uses both SRV and NAPTR resource r ecords and 
no l onger combines data f r om across SRV r ecords as descr i bed i n 
RFC 2543 . 

o Loop detecti o n has been made optio na l , suppl a nted by a mandator y 
usage o f Max - Forwards . The loop detect i o n procedu re i n RFC 2543 
had a ser ious bug whi ch woul d r epor t "spi r a l s" as an erro r 
condit i on when it was not . The optiona l l oop detect ion procedu re 
is mor e full y and correctly s pecif ied her e . 

o Usage o f t ags is now mandat ory ( they we r e optional i n RFC 2543 ) , 
as t hey a r e now t he f undamental build i ng bl oc ks of d i a l og 
ident i f ication . 

o Added the Supported header f i e ld, allowi ng for clients to i nd i cat e 
what extens i o ns are s upport ed t o a ser ver , whi ch can apply those 
ext ens i ons t o t he response, and indi cat e t heir usage with a 
Requi r e i n the r esponse. 

o Extens i on pa r ameters 1ve r e missing from the BNF for sever a l heade r 
f iel ds, a nd t hey have been added . 

o Handling of Route and Recor d- Route cons t r uction was very 
underspecified i n RFC 2543, and a l so no t t he r i g ht appr oach . I t 
has been substantially r eworked in t his s pec i f i cation ( and made 
vast l y simpl er) , a nd this is a r guably the l argest change. 
Backwar ds compatibi lity is still pr ov i ded for deployments t hat do 
not us e "pre - l oaded r outes" , where t he i ni tial r equest has a set 
of Route header fiel d va l ues obt a i ned in some way outsi de of 
Record - Ro ute . I n those sit uat ions , t he ne1v mechanism i s not 
i nteroper abl e . 

o I n RFC 2543, lines i n a message could be ter mi nated with CR, LF , 
or CRLF . Thi s s peci ficati o n on l y allows CRLF. 
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o Usage of Route i n CANCEL and ACK was not we ll def i ned i n RFC 2543 . 
It is now we ll s pe ci f ied; i f a request had a Route heade r f i e l d , 
its CANCEL o r ACK for a non-2xx r es ponse to t he r equest need to 
car r y t he same Route heade r f iel d va lues . ACKs f o r 2xx respons es 
use t he Route va lues l ea r ned f r om t he Record- Route of t he 2xx 
r espons es . 

o RFC 2543 a l l owed multi ple r equest s in a single UDP packet. This 
us age has been r emoved . 

o Us age o f abso l ut e t i me i n t he Expi r es heade r f i e l d and pa ramete r 
ha s been r emoved. It caused int erope ra bi lity problems i n e l ements 
t hat wer e not time synchroni zed , a common occurrence . Rel ati ve 
times ar e used i nstead . 

o The branc h par ameter of t he Via heade r f i eld val ue i s now 
manda t ory f or a ll e l ements t o use . I t no1v plays t he role of a 
uni que t r ansaction i dentifier . This avoi ds t he compl ex and bug­
l aden t r a nsacti on identifi cation r ul es from RFC 2543 . A magi c 
cooki e is used i n the pa rameter val ue to determine if t he p r evious 
hop has made the par amet er globally unique, a nd compa r i s on falls 
back t o t he o l d rules when i t is not pres ent . Thus , 
i nter o perabi lit y i s as sured . 

o In RFC 2543, closure of a TCP connectio n 1vas made equi va lent to a 
CANCEL. This was nearly i mpossibl e to i mplement ( and wrong) for 
TCP co nnections between proxies . Th is has been eliminated , so 
t ha t there i s no coupling between TCP co nnect i o n s t a t e and SIP 
proce ssing. 

o RFC 2543 was silent o n i,ihet he r a UA coul d i niti ate a new 
t r ansact ion t o a peer while anot her was i n progr ess . That i s now 
spec i f i ed he r e . I t i s a llowed for non - UN I TE r equests , d isal loL'iled 
for UNITE. 

o PGP was r emoved . It 1vas not suf f i cient l y s peci fied , and not 
compa t i bl e 1,1d th t he mo re compl e t e PGP MI ME . I t was repl aced with 
S/MIME. 

o Added the "sips" URI s cheme f o r e nd - to - end TLS . Thi s scheme i s 
not backwar ds compatible with RFC 2543. Existi ng e l ements that 
recei ve a request with a SI PS URI s cheme i n t he Request - URI will 
like l y r e j ect t he request . This i s actually a f eatur e ; it ensures 
t ha t a ca ll to a SIPS URI i s onl y de liver ed i f all path hops can 
be secured . 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 129 of 135



Rose nber g, et . a l . St andards Track (Page 258] 

RFC 3261 SI P: Session I niti a tion Protocol J une 2002 

o Additi o na l s ecurity f eatur es 1ver e added with TLS, and t he se a r e 
desc r i bed i n a much l a rger and complete s ecu r ity cons i d e rati o ns 
secti on . 

o I n RFC 2543, a proxy \Va s not r equ i r ed t o f orward p r ov i s i onal 
responses f r om 101 t o 199 upstream. Thi s was changed t o MUST. 
This i s i mportant , s i nce many subs equen t f eatures depend on 
delivery of all prov i sional responses from 101 t o 199. 

o Li t t l e was sai d about t he 503 r e spon se co de i n RFC 2543 . I t ha s 
since fou nd s ubstant ial use i n i ndi cati ng failur e or ove r load 
condit i ons i n proxies . This r equi r es some1vha t spec i a l t reatment . 
Spec i f i ca lly, r eceipt of a 503 should t r i gger an a t t empt to 
contact t he next element i n t he result of a ONS SRV l ookup . Al so , 
503 r es po nse i s only for warded ups t r eam by a proxy under certain 
condi tions. 

o RFC 2543 def i ned , but did no suf f i cient l y s pec i fy, a mechan i sm f or 
UA a ut hentication of a server . That has been r emoved . I nst ead , 
t he mut ua l a uthent i cation pr ocedures of RFC 2617 a r e allowed . 

o A UA cannot s end a BYE f or a ca ll until it ha s r ece i ved an ACK f or 
the in i t i al I NVI TE. This was a llowed i n RFC 2543 but l eads t o a 
poten t i a l race condi t ion . 

o A UA or p r oxy canno t send CANCEL f or a t ransaction until it ge t s a 
provi s i onal r esponse for the r equest . This was allowed i n RFC 
2543 but lead s to pot ent i al race conditi o ns . 

o The a ctio n pa r amet e r i n regi str a t i on s has been d ep recated . It wa s 
i nsuf f icient f or a ny usef u l ser v i ces, a nd caused conf lic t s when 
applicati on pr ocessi ng was applied in proxi e s . 

o RFC 2543 had a number of s pecial cases for multi ca st . For 
exampl e , certain res ponses were suppressed, t i mer s we r e adj usted , 
and so on . Multicast now pl ays a more limi ted rol e , and t he 
protocol operation i s unaf f ected by usage of multicast as opposed 
to uni cast . The limi tati o ns a s a r esu l t of t ha t a r e do cumen ted. 

o Ba s ic aut hent i cat i on ha s been r emoved ent i r ely and i ts usage 
for bidd en . 
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o Proxi es no l o nge r f onvard a 6xx i mmediately on recei v i ng it . 
I nstead , t hey CANCEL pendi ng b r anches i nwnediately . Thi s avo i ds a 
potential r a ce condit i on t hat woul d r e sult i n a UAC get ting a 6xx 
followed by a 2xx . I n a ll case s except this r ace condit ion , the 
result wi ll be t he s ame - t he 6xx i s f o rwarded upstream. 

o RFC 2543 did not address the p r obl em of r eque st me r g i ng . Thi s 
occurs when a r equest f orks a t a pr oxy and lat e r rejoi ns at an 
e leme nt . Handling of mergi ng is done o nl y at a UA, a nd p r oc edu r e s 
a r e d ef ined for rejecting a l l but t he f i rst request . 

28 . 2 Minor Functional Change s 

o Added t he Al ert - I nfo, Erro r - I nfo, and Call - Info header fiel ds for 
optional content p r es entat ion to users. 

o Added the Content -Language , Content - Dispo s i t i on and MI ME- Version 
header fields . 

o Added a "glare handling" mechan i sm to d eal wi t h t he case where 
both parties s end each other a re- UNITE s i multaneousl y . It uses 
t he new 491 ( Request Pendi ng) error code . 

o Added the I n - Reply-To and Reply- To header fiel ds for s upporti ng 
the r eturn of mi s sed calls or messages a t a lat er t i me . 

o Added TLS and SCTP as va lid SIP t r ansport s . 

o There were a varie t y of mechanisms descr i bed f or handling failures 
at any t i me d uring a call; those are now generally uni f i ed . BYE 
is sent t o terminate . 

o RFC 2543 mandated ret ransmission of INVITE responses ove r TCP, but 
noted i t was r ea l l y o n ly needed f or 2xx . That was an artifact of 
i nsuf f icient protocol layeri ng . With a more coher ent t r ansacti on 
layer defined here, t hat i s no l o nge r needed . Only 2xx responses 
to I NVITE s are r etr ansmitt ed ove r TCP . 

o Client and s erve r t r ansacti on machine s a r e now d r i ven based o n 
t i meouts rather than retransmit co unts . This a l lows the sta t e 
machi nes to be p r o perly specified for TCP and UDP . 

o The Dat e header fie l d i s used i n REGISTER r esponse s t o p r ov i d e a 
simp l e means f or auto- configuration of d a t e s i n user agents . 

o Allowed a r egi st rar t o rej ect r egi st rat i ons with expi rat ions t hat 
are too shor t i n duration . Def i ned t he 423 response co de and t he 
Mi n-Expi res for t his pu r pose . 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 130 of 135



Rosenber g , et . a l . St andards Track (Page 260] 

RFC 3261 SI P : Session I nit i ation Protoco l 

29 Normative Refe r ences 

[ 1 ] Ha ndley, M. and V. J acobson, "SDP : Session Descr ipt i o n 
Pr o t ocol" , RFC 2327 , Apr il 1998 . 

J une 2002 

[ 2 ] Bradner, S . , "Key \'10rds for use in RFCs to I ndica t e Requirement 
l eve l s " , BCP 14, RFC 2119 , Mar c h 1997 . 

[ 3 ] Resnick, P . , "In ter net Mes sage Format " , RFC 2822, April 2001 . 

[ 4 ] Rosenberg, J . and H. Sch ulz r i nne , "SIP: locat ing SIP Ser vers " , 
RFC 3263, J une 2002 . 

[ 5 ] Berners -Le e , T., Fie ldi ng , R. a nd L. Masint er, "Un i form Resou rce 
Identifier s (URI) : Gener i c Synt ax" , RFC 2396, August 1998. 

[6 ] Chown, P., "Adva nced Encryption Standar d (AES ) Cipher s u i t es for 
Tr a nspo r t Laye r Secu r i t y ( TLS)" , RFC 3268, June 2002 . 

[7 ] Yergeau , F . , "UTF- 8 , a t ransformation format of ISO 10646" , RFC 
2279, J anuary 1998. 

[8 ] Fie l ding, R. , Ge t t ys, J. , Mogul, J . , Frys tyk, H. , Masi nte r , L. , 
Leach , P . and T . Berners - Lee, " Hypertext Transfer Protocol -­
HTTP/1 . 1", RFC 2616 , .June 1999. 

[9 ] Vaha - Sipil a, A., "URls f or Tel e phone Calls ", RFC 2806, Apr il 
2000 . 

[ 10 ] Cr ocker, D. and P . Overell, "Augmented BNF f or Synt ax 
Spe ci ficat i ons: ABNF", RFC 2234 , November 1997 . 

[ 11] Fr e ed , F. and N. Bo r enst e in, "'Mul tipurpose I nt ernet Ma il 
Extensions (MI ME) Pa r t Two : Media Types ", RFC 2046, November 
1996. 

[ 12 ] Eastlake, 0 . , Crocke r , S . and J . Sch i ller, "Randomness 
Rec01M1e ndati on s for Security", RFC 17S0 , December 1994 . 

[ 13 ] Ros enberg, J . and H. Schulz r i nne , " An Offer/Answer Model with 
SOP", RFC 3264, June 2002 . 

[ 14 ] Postel , .J. , "Use r Datagr am Pr ot ocol", STD 6, RFC 768, August 
1980. 

[15] Post e l , J. , "DoD Standard Tr ansmi s s ion Cont rol Protocol", RFC 
761, J a nuary 1980. 

Rosenberg, et . al. Stand ards Track (Page 261 ] 

RFC 3261 SI P : Session Initi ation Protocol June 2002 

[ 16 ] Stewart , R. , Xi e , Q . , Morneaul t , K. , Sharp, C. , Schwarzbauer , 
H., Taylor, T. , Rytina, I. , Kal la , M. , Zhang , L. and V. Paxson , 
"Stream Cont rol Transmission Pr o tocol " , RFC 2960, Oc t ober 2000 . 

[ 17 ] Fr a nks , J. , Ha l l am- Baker , P., Hostetl e r , J., Lawr ence , S ., 
Leach , P., Luotonen , A. and L. Stewart , "HTTP authe nticat i o n : 
Basic a nd Di gest Acce ss Aut hent i cation" , RFC 2617, J une 1999 . 

[ 18 ] Troost , R. , Do rner, S . a nd K. Moore, "Communi cating Presentation 
I nf ormation i n Internet Messages : The Conten t - Disposi tion Header 
Fie l d '", RFC 2183, August 1997. 

[ 19 ] Zimmer e r , E. , Peter son , J . , Vemuri, A. , Ong, L. , Audet , F. , 
Watson , M. and M. Zonoun, "MIME media t ypes for ISUP and QSIG 
Object s " , RFC 3204, December 2001 . 

[ 20] Braden , R., "Requi r ement s for Inte r net Host s - Appl i cation and 
Support", STD 3 , RFC 1 123 , Oct o ber 1989 . 

[ 21] Alvestrand, H. , " IETF Policy on Cha r a c t er Se t s and Languag es " , 
BCP 18, RFC 2277 , J anuar y 1998. 

[ 22 ] Ga l v in, J. , Murphy, S . , Crocker, S. and N. Fr eed, " Securi ty 
Multipa r ts for f-UME : Mul tipart/ Signed and Mul tipart /Enc r ypt ed", 
RFC 1847, October 1995 . 

[ 23 ] Hous l ey, R. "Cr yptogr ap hic Message Sy ntax"', RFC 2630, J une 
1999 . 

[ 24] Ramsdell 8 . , "S/MI ME Ver sion 3 Message Spec i f i cat i o n", RFC 2633, 
J une 1999 . 

[ 25] Dierks , T . and C. Alle n, "The TLS Pr o t ocol Ver sion 1.0", RFC 
2246 , J anuary 1999. 

[ 26] Kent , S . a nd R. Atkinson, '"Security Architect ur e for t he 
Inter net Protocol", RFC 2401, November 1998. 

30 Informati ve Ref e r ence s 

[ 27 ] R. Pandya, "Emer g i ng mobile and pe r sonal communicat i on systems," 
IE EE Communicati o ns Magazine , Vol . 33 , pp . 44- - 52, J une 1995 . 

[ 28 ] Schulzrinne , H., Casner, S . , Frede r i ck, R. a nd V. Jacobson , 
"RTP : A Transport Protocol for Real - Ti me Appli cati ons" , RFC 
1889, J anuary 1996. 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 131 of 135



Rosenber g, et . a l . St andards Track (Page 262] 

RFC 3261 SI P : Session I n i t i a tion Protocol J une 2002 

( 29] Sch u l z r i nne, H. , Rao , R. and R. Lanphi er, "Real Ti me St reaming 
Protocol ( RTSP) " , RFC 2326, Ap r il 1998. 

( 30 ] Cue rvo , F . , Greene, N. , Rayhan , A. , Hui tema, C. , Rosen , 8 . and 
J. Sege r s , "Megaco Protocol Version 1 .0" , RFC 301 5, November 
2000 . 

( 31 ] Hand l ey , M. , Schul zr i nne , H., School e r , E. and J . Rosenberg, 
"SI P: Sessi o n Ini tiation Pr ot ocol " , RFC 2543 , Ma r ch 1999 . 

( 32 ] Hof fman , P . , Masinter , L. and J . Zawinsk i , " The mailto URL 
scheme " , RFC 2368, July 1998. 

( 33] E. M. Schoo l e r , "A multicast user d irectory s ervice f o r 
synchr o nous r endezvous ," Mast er ' s Thesi s CS- TR- 96- 18 , Depa r t ment 
of Comp uter Science , Calif o rnia In st itute of Techno l ogy , 
Pasadena, Calif orni a, Aug . 1996 . 

( 34] Donovan , S . , "The SI P INFO Method" , RFC 2976, October 2000 . 

( 35 ] Ri vest , R. , "The MOS Message- Di gest Al gor i t hm" , RFC 1321, April 
1992 . 

( 36] Dawso n , F . and T. HOL\les, "vCard MI ME Di r ect o ry Pr of ile", RFC 
2426, Septembe r 1998. 

[ 37] Good , G., " The LOAP Data I nterchange Format (LDIF ) - Techni ca l 
Spec i ficati o n" , RFC 2849, June 2000. 

( 38 ] Pa l me , J. , "Common I nternet Message Heade r s", RFC 2076, 
February 1997 . 

[ 39 ] Franks , J . , Ha llam-Baker, P., Hostetl e r , J ., l each , P . , 
Luotone n, A. , Sink, E. and L. Stewa rt, "An Extension to HTTP : 
Diges t Acces s Au thent i ca t i on" , RFC 2069 , January 1997 . 

(40 ] Johnston, A. , Donovan , S ., Sparks , R., Cunningham, C. , Wi lli s, 
D. , Rosenber g , J. , Summe r s , K. and H. Schulzr i nne , " SI P Cal l 
Flow Exampl es " , \./ork i n Prog ress . 

(41 ] E. M. School e r , "Case study : mu l t i med i a conf e r ence co nt r o l in a 
packe t - swi tched tel econf e r enci ng s yst em, " Jo ur na l of 
Int e r netwo r king : Resear ch and Expe r ience, Vol. 4 , pp . 99 - -120, 
J une 1993. I SI repr i n t s e r ies ISI /RS -9 3 - 359 . 

Rosenber g, e t . a l . Stand ards Track (Page 263 ] 

RFC 3261 SI P : Session I nitiat ion Protocol J une 2002 

(42] H. Schu l z r i nne, " Per sona l mobility f or mul t i media servi ces i n 
t he I nte r ne t , " i n Eu r o pean \.Jorks hop on Int eracti ve Di s t r i buted 
Mult imed i a Systems and Servi ces {!OMS), {Berlin , Germany) , Ma r . 
1996. 

(43 ] Floyd , S . , " Congest ion Cont r o l Princi pl es" , RFC 2914, September 
2000 . 

Telcom Ventures Exhibit No. 2017 
Samsung Elec. v. Telcom Ventures LLC 

IPR2025-00977, U.S. Patent No. 11,770,756 
Page 132 of 135



Rose nberg, et . al . Standards Track (Page 264) 

RFC 3261 SI P: Session I niti a tion Protocol J une 2002 

A Tabl e of Time r Values 

Tab l e 4 s ummar i zes t he mean i ng and d ef ault s of t he va r i o us time rs 
used by t hi s specificat i on . 

Timer Val ue Secti on 

T1 500ms default Secti on 17.1.1. l 
T2 4 ; Sect i on 17 .1. 2 . 2 

T4 5; Secti on 17 .1. 2 . 2 

Timer A i n i t ia lly Tl Section 17.1.1.2 

Time r B 64*Tl Secti on 17.1.1.2 

Timer C > 3mi n Sect i on 16 . 6 
bullet 11 

Time r D > 32s for UDP Secti on 17.1. 1.2 
0 s for TCP / SCTP 

Timer E i nitially Tl Section 17.1.2. 2 

Time r F 64*Tl Sect i on 17.1. 2 . 2 

Timer G i n i t ia lly Tl Secti on 17 . 2 .1 

Timer H 64*Tl Section 17 . 2 .1 

Time r I T4 for UDP Secti on 17 . 2 .1 
0s for TCP / SCTP 

Timer J 64 *Tl f or UDP Secti o n 17 . 2 . 2 
0 s for TCP / SCTP 

Time r K 14 for UDP Secti on 17.1. 2 . 2 
0 s for TCP / SCTP 

Table 4 : Summary of t imer s 

Rose nber g, e t . al . Stand ards Track 

Mea ni ng 

RTT Estimate 
The maxi mum r e t r ansmit 
i nterval f or non- INVIT E 
r equests and I NVITE 
r esponses 
Maximum dura t i on a 
message wi ll 
r emai n i n t he network 
I NVITE r equest r e t r ansmit 
i nt e r va l , f or UDP only 
I NVITE transaction 
t i meo ut timer 
proxy UNITE t r ansac t i on 
timeout 

\..Sa it t i me for response 
r e t r ansmi t s 
non - IINI TE r eq uest 
r e transmi t i nte r val , 
UDP onl y 
non - I INI TE t r ansacti on 
t i meo ut timer 
I NVITE r esponse 
r e transmi t i nte r val 
Wa it t i me f or 
ACK r ecei pt 
\..Sa it t i me for 
ACK r etr ansmi t s 
\..Sait t i me f or 
non - IINITE r eq ue st 
r etransmi t s 
\..Sa it t i me f or 
r esponse retransmi ts 
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