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57 ABSTRACT

The present invention provides a means for an enterprise,
such as a health care facility, to transfer preumbra enterprise
data from any one of a plurality of disparate, ancillary
vendor applications to a requestor. The particular strategy
used for transferring the preumbra data depends on the type
of preumbra data and how that data is formatted in the
ancillary preumbra system database. Some ancillary preum-
bra system databases organize the preumbra data such that
very little data processing is necessary by the enterprise
application whenever the preumbra is retrieved. Those sys-
tems store preumbra data in a manner that is extremely
conducive with accessing the preumbra data from the
respective ancillary system’s database in real-time and
therefore can be accessed upon a request being received for
the preumbra data. Some other ancillary preumbra systems
store preumbra data such that it is impossible to access the
requested preumbra data, aggregate it and then prepare it for
presentation in near real-time. Additionally, aggregating the
preumbra data needed for computing some line items might
require accessing multiple preumbra data entries in the
ancillary penumbra system’s database. The preumbra data
stored in those ancillary system databases must be accessed
periodically and the preumbra data processed (aggregated)
and then stored in a preumbra/enterprise database for sub-
sequent delivery to a user upon receiving a request.
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FIG. 3

302

Trigger Event?

l ),—316

Yes 304
r Generate Message Using
Both The HL7 And
Locally Warehouse Data Proprietary Message
Associated With The Event Specifications
Event Require Message Transg::cl‘::;:ﬁ:ge To

320
Identify Message Expect
Type Acknowledgment From
l )’310 Recipient?
Identify Message
Recipient [. 322
l ),- 312 Timeout
Without Receiving
Get HL7 Message Acknowledgment?
Specification
l Jf 314
Get Proprietary
Message
Specification




Patent Application Publication Jan. 30,2003 Sheet 4 of 16 US 2003/0023580 A1

FIG. 4
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FIG. 6
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802 ~ Enterprise Employee Demographic Web Page
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JUDY D DOW - EMPLOYEE DEMOGRAPHIC INFORMATION
SSN: 100019276
Position Title: RN 1l - Outpatient Oncology
Hire Date: 08/14/1995 -- 5.42 years of service -
Position Code: 1107535154
FTIPT: Full-Time
Exempt/Non-Exempt: | Non-Exempt
Employment Status: | Active
Emp. Status Reason: | Normal, Standard New Hire
Last Effective Date: 0171672000
Entity-Co-Dept: 110-110-7535
Detail Code: 0154
Begin Date: 01/16/2000
End Date:
Birthdate: 04/08/1955
Gender: Female
Address 123 Main St.
Baton Rouge, LA 70810
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FIG. 11
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METHOD AND SYSTEM FOR ASSIMILATING
DATA FROM ANCILLARY PREUMBRA SYSTEMS
ONTO AN ENTERPRISE SYSTEM

CROSS REFERENCES TO RELATED
APPLICATIONS

[0001] The present application is related to the following
co-pending U.S. patent applications:

[0002] U.S. patent application entitled, “METHOD AND
SYSTEM FOR ASSIMILATING DATA FROM DISPAR-
ATE, ANCILLARY SYSTEMS ONTO AN ENTERPRISE
SYSTEM?, having application No. , attorney docket
No. 017017-620002 and filed on Mar. 30, 2001, currently
pending and which is assigned to the assignee of the present
invention. The above-entitled application is incorporated by
reference in its entirety.

BACKGROUND OF THE INVENTION
[0003] 1. Field of the Invention

[0004] The present invention relates generally to informa-
tion services systems and more particularly to assimilating
and accessing data stored in ancillary support systems. Still
more particularly, the recent invention relates to the distri-
bution and administration of supporting information ser-
vices by presenting and/or accessing information at an
enterprise level, which has been entered and stored in an
ancillary system level. Still further, the present invention
relates to optimally retrieving applications level data from
ancillary support systems based on wherein the communi-
cation is performed at an applications level.

[0005] 2. Description of Related Art

[0006] A commercial enterprise, or enterprise, may be
defined as a unit of economic organization or activity,
especially a business organization for undertaking a project,
especially a difficult, complicated or risky project. An enter-
prise may evolve in response to a need, which has been
unfulfilled. Thus, the underlying goal of any enterprise is to
successfully complete a common project or task. However,
many commercial enterprises are compilations of enterprise
departments that evolve to fulfill sub-tasks of the enter-
prise’s primary task. These enterprise departments may
originate autonomously from the enterprise to provide a
solution for a task or instead, a department may be created
internally by the enterprise for more effectively focusing on
a particular sub-task. Independent enterprise departments
may be acquired by an enterprise to supplement the enter-
prise’s innate capacity. When properly integrated, the roles
of individual enterprise departments are largely unrelated
and dissimilar to other enterprise departments. The indi-
vidual enterprise departments are supported by functional
disparate systems.

[0007] One of ordinary skill in the art will understand that
each of these enterprise departments may evolve its own
particular infrastructure and culture. Individual enterprise
departments most probably establish their own Information
Systems Service (ISS) infrastructures based solely on their
own information processing needs and budget constraints
and without regard to the ISS needs of other enterprise
departments. A department institutes its own information
priori that shape its information system requirements. Indi-
vidual enterprise departments establish relationships with

Jan. 30, 2003

hardware and software vendors based on that priori and set
IS personal standards based on the vendor’s products. As the
role of the department changes within the enterprises, the
department’s vendors adjust their products accordingly, thus
allowing the department to maintain or increase its market
share in comparison to similar, but competing enterprise
departments. Over the course of time, a department’s vendor
supplied applications become unique from other enterprise
department’s vendor supplied applications as each applica-
tion provides ancillary functionality to all other department
applications within the enterprise. In practice, the disparate,
ancillary character of enterprise department applications and
database structures is often beneficial to the enterprise
because each department’s applications are allowed to focus
on the department’s information priori with minimal inter-
ference from the enterprise of other department’s informa-
tion priori.

[0008] On the other hand, the information product of one
department might be needed by another department for that
department to expedite its enterprise sub-tasks. Therefore, a
department needing another department’s information prod-
uct must either train its IS personnel on that department’s
applications or rely on that department to respond on request
for its information product. Since enterprise departments
relied on diverse vendor applications predicated on dissimi-
lar information priori, information structures laced the
coherence necessary for straightforward data exchange.

[0009] Problems, other than at the system level, also
developed in the prior art. Enterprise department informa-
tion products have an additional disadvantage of being
system level data images. An enterprise level perspective of
an information solution is difficult to achieve because it
would be necessary for an enterprise user to understand the
data images from all disparate, ancillary system’s products
that service the enterprise. Finding an enterprise level infor-
mation solution is problematical because most enterprises
rely on their enterprise departments for IS solutions thus,
rarely does an enterprise establish an enterprise level infor-
mation priori.

[0010] Aside from problems associated with hierarchical
information levels, enterprise users needing to access system
level data and functionality must be competent with a
variety of disparate, ancillary applications. Any user needing
data from a system must be competent with that system in
order to utilize the disparate system interfaces for drilling
down into individual department data structures. Many
enterprise IS personnel are not overly proficient with a
variety of disparate, ancillary applications and non-IS enter-
prise users are even less competent. Therefore, it is often left
to the individual enterprise department to provide the nec-
essary skilled IS personnel to interface with enterprise users
needing system level data and functionality. Reliance on
individual enterprise departments to access their disparate,
ancillary systems for responding to enterprise user requests
may result in a lag between the enterprise level query and a
system level response from a department, as well as increas-
ing the likelihood of a miscommunication between the
enterprise user and a department’s IS specialist. Maintaining
a duplicative force of department IS personnel in each
disparate, ancillary system to respond to enterprise users
also increases the IS overhead for the disparate enterprise
departments.
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[0011] The aforementioned disparate, ancillary systems
provide support for departments that are intended to provide
an enterprise with a core group of services that directly
related to the mission of the enterprise, or the enterprise
umbra. These services are critical to the enterprise complet-
ing its mission. However, an enterprise, especially a large
corporate enterprise, relies on other support systems for
fulfilling non-critical functions. These include a myriad of
record keeping functions related to finance, employees,
government regulations, etc. and results in the generation of
numerous enterprise tracking records. Exemplary enterprise
records may include enterprise profitability reports, financial
income statements, budget variance reports, accounts pay-
able distribution reports, labor distribution reports,
employee leave reports, employee time card data and
employee demographics information. While these functions
do not fall directly under the umbra of the enterprise
mission, they do fall under the preumbra of services neces-
sary for an enterprise to be efficient and ensure long-term
profitability and even its survival.

[0012] As with the umbra disparate, ancillary systems, an
enterprise user needing data from a system must be com-
petent with that system in order to utilize the disparate
system interfaces for drilling down into individual depart-
ment data structures. It is even more unlikely that a direct
line manager of an enterprise department would become
proficient with an ancillary application devoted to the sup-
port of preumbra data as that data is not mission critical.
Thus, as a practical matter, most enterprise users cannot
concern themselves with learning a non-mission critical
application to the extent necessary to drill down and recover
data important to the user’s department. Therefore, most
users rely on the enterprise to make the preumbra data
available to the department. Preumbra data is conveyed to an
enterprise department in one of three ways: first, the enter-
prise user becomes proficient with the ancillary preumbra
systems; second, the enterprise migrates all existing appli-
cations, both umbra and preumbra, to a unified standard
interface where enterprise users need to become proficient
with one graphical interface which usually involves the
enterprise scrapping its existing ancillary IS and implement
an enterprise-wide IS platform from a single vendor; and
finally, allowing each ancillary preumbra system to periodi-
cally generate hard copy reports that are then circulated to
the respective enterprise departments. The latter of the three
is the most widespread scheme for disseminating non-
critical preumbra data to enterprise departments. Because
real-time preumbra data is normally not necessary for an
enterprise to successfully accomplish its mission, an enter-
prise can normally postpone the cost of implementing an
enterprise-wide, single vendor solution until even one or
more mission critical disparate, ancillary system applica-
tions needs upgrading. Even the many enterprise directors
cannot justify the expense of migrating to a single vendor
platform, especially when many ancillary preumbra appli-
cation vendors provide superior products to single vendor
enterprise-wide application solutions which would result in
an ongoing loss due to lower productivity from the inferior
IS preumbra product.

[0013] In addition to the solutions described above, often
enterprise standards groups attempted to accommodate
preumbra data by implementing proprietary segments in
their messaging protocols. The HL7 standard group is one
such example and the propriety segment structure of the
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HL7 message is described below. Of course, the HL7
standard does not define a specification for preumbra data,
only for umbra data related to the enterprise’s core business,
healthcare. It was hoped that by including the means for
enterprise administrators to perform preumbra data transfers
by using a portion of the protocol that administrators would
be encouraged to develop their own auxiliary specifications
for individual vendor ancillary preumbra applications being
employed in their enterprise. However, these efforts were
largely ineffective because in order to for the HL'7 messag-
ing protocol to be effective, as a data transfer means for
preumbra data, the enterprise’s ancillary preumbra applica-
tions must be event triggered and very few are. Additionally,
most enterprises are perfectly content to continue distribut-
ing copies of the ancillary system’s reports and data by hard
copy via email, thereby saving the expense on problems
associated with defining and maintaining a new auxiliary
messaging specification.

[0014] With respect to the health care services industry,
the prior art attempts to solve many of the aforementioned
shortcomings by eliminating the disparate, ancillary appli-
cations and application databases and utilizing an enterprise
level application and application level database. By adopting
an enterprise information priori, enterprise departments
were forced to gradually migrate their ancillary applications
toward the enterprise standard and gradually disband their
legacy applications.

[0015] Of general background interest to the present
invention are the following references. U.S. Pat. No. 5,867,
821 issued to Ballantyne, et al. on Feb. 2, 1999 titled,
“Method and Apparatus for Electronically Accessing and
Distributing Personal Health Care Information and Services
in Hospitals and Homes”. This reference describes a distri-
bution and administration system that is interconnected to a
master library (ML). The master library stores data in a
digital compressed format through a local medical informa-
tion network. The patient/medical personnel interact with
this medical information network through a patient’s indi-
vidual electronic patient care station (PCS) that is intercon-
nected to the master library PCS and receives the requested
service or data from the master library. The requested data
is then displayed either on the associated television set or
video monitor or through wireless/IR communications to a
peripheral personal data assistant (pen based computer tech-
nology). The data for text, audio and video information is all
compressed digitally to facilitate distribution and only
decompressed at the final stage before viewing/interaction.

[0016] In another example, U.S. Pat. No. 5,748,907 issued
to Crane on May 5, 1998 titled, “Medical Facility And
Business: Automatic Interactive Dynamic Real-Time Man-
agement” utilizes an Interactive Dynamic Real-Time Man-
agement System including a microprocessor adapted to
sense the automatic interaction of real-time inputs. These
real-time inputs relate to the method of controlling the
position, flow of patients, employees, invoicing, appoint-
ment scheduling, and financial costs. With this automatic
interactive management system, it also controls time, space
and tasks routinely of a medical clinic or other types of
businesses. A memory stores historical data related to the
interaction of the real-time inputs and the microprocessor
compares sensed real-time information with historical data
to determine changes in unknown operating parameters. All
information from real-time dynamic interacting, automatic,
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semiautomatic and manual inputs are fed into a master
processor where the information is automatically sent to
patients, employees, and other businesses in the network.

[0017] U.S.Pat. No. 6,055,506 issued to Frasca, Jr. on Apr.
25, 2000 titled, “Outpatient Care Data System” utilizes a
plurality of metropolitan-area data systems operatively con-
nected to a regional data system. Each of the metropolitan
area data systems is located at a different metropolitan
location and is dedicated to the transmission, storage and
retrieval of outpatient data relating to the care of outpatients
and is provided with a regional data system located at a
regional location. Each metropolitan area data system may
be provided with an electronic nursing station located within
a hospital and first and second types of outpatient systems
operatively coupled to the electronic nursing station on a
real-time basis. A data storage system is located at a hospital
which stores outpatient data in the form of a plurality of
medical records for a plurality of outpatients associated with
the outpatient care data system. For each outpatient, these
medical records include an identification of the outpatient
and data relating to the medical history of the outpatient.

[0018] In still another example of the prior art, U.S. Pat.
No. 5,724,580 issued to Levin, et al. on Mar. 3, 1998 titled,
“System And Method Of Generating Prognosis And Therapy
Reports For Coronary Health Management” describes a
system and method for automatically formulating an alpha-
numeric comprehensive management and prognosis report
at a centralized data management center for a patient at a
remote location. Levin, et al. describes converting informa-
tion regarding the condition of the patient into data, trans-
ferring the data to the centralized data management center
and receiving the data. Then, generating the comprehensive
management and prognosis report based on analysis of the
data. A storage means is also provided at the centralized data
management center for maintaining a record of the data
received by and transmitted from the centralized data man-
agement center in a relational data base format.

[0019] In still another example, U.S. Pat. No. 5,301,105
issued to Cummings, Jr. on Apr. 5, 1994 tilted, “All Care
Health Management System” describes a fully integrated
and comprehensive health care system. That health care
system includes integrated interconnection and interaction
of the patient, health care provider, bank or other financial
institution, insurance company, utilization reviewer and
employer so as to include within a single system each of the
essential participants to provide patients with complete and
comprehensive pre-treatment, treatment and post-treatment
health care and predetermined financial support therefor. A
processing system(s) contains substantial memory storage
capacity and the system employs such memory storage
capacity to record a number of important bodies of data and
other information. These data bodies may either be a part of
the memory of the processing system or may be in other data
banks that are accessible to the processing system.

[0020] Finally, U.S. Pat. No. 6,112,183 issued to Swanson,
et al. on Aug. 29, 2000 titled, “Method And Apparatus For
Processing Health Care Transactions Through A Common
Interface In A Distributed Computing Environment”
describes an apparatus and method for processing health
care transactions through a common interface in a distrib-
uted computing environment using specialized remote pro-
cedure calls. The distributed computing environment
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includes a user interface tier for collecting user inputs and
presenting transaction outputs, a data access tier for data
storage and retrieval of health care transaction information,
a transaction logic tier for applying a predetermined set of
transaction procedures to user inputs and health care trans-
action information resulting in transaction output, an elec-
tronic network connecting the user interface tier, data access
tier and transaction logic tier to each other and a commu-
nication interface for exchanging health care transaction
information among the tiers. The communication interface
includes an interface definition language generating trans-
action-specific communication codes whereby data is
exchanged through a common interface structure regardless
of the origin of the data.

SUMMARY OF THE INVENTION

[0021] The present invention provides a means for an
enterprise, such as a health care facility, to transfer preumbra
enterprise data from any one of a plurality of disparate,
ancillary vendor applications to a requester. The particular
strategy used for transferring the preumbra data depends on
the type of preumbra data and how that data is formatted in
the ancillary preumbra system database. Some ancillary
preumbra system databases organize the preumbra data such
that very little data processing is necessary by the enterprise
application whenever the preumbra is retrieved. Those sys-
tems store preumbra data in a manner that is extremely
conducive with accessing the preumbra data from the
respective ancillary system’s database in real-time and
therefore can be accessed upon a request being received for
the preumbra data. Some other ancillary preumbra systems
store preumbra data such that it is impossible to access the
requested preumbra data, aggregate it and then prepare it for
presentation in near real-time. Additionally, aggregating the
preumbra data needed for computing some line items might
require accessing multiple preumbra data entries in the
ancillary penumbra system’s database. The preumbra data
stored in those ancillary system databases must be accessed
periodically and the preumbra data processed (aggregated)
and then stored in a preumbra/enterprise database for sub-
sequent delivery to a user upon receiving a request.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] The novel features believed characteristic of the
invention are set forth in the appended claims. The invention
itself, however, as well as an exemplary mode of use, further
objectives and advantages thereof, will best be understood
by reference to the following detailed description of an
illustrative embodiment when read in conjunction with the
accompanying drawings, wherein:

[0023] The present invention is illustrated by way of
example, and not by way of limitation, in the figures of the
accompanying drawings and in which like reference numer-
als indicate similar elements and in which:

[0024]

[0025] FIG. 2 is a network diagram showing several
disparate, ancillary systems depicted as Admissions, Dis-
charge and Transfers (ADT), Radiology, Medical Records/
Transcriptions, Pharmacy and Laboratory;

[0026] FIG. 3 is a flowchart depicting a process by which
a disparate, ancillary system generates a message in
response to a trigger event;

FIG. 1 is a diagram of an exemplary HL7 message;
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[0027] FIG. 4 is a diagram of an enterprise network,
which utilizes an automated interface gateway for routing
level seven (such as HL7) event triggered messages;

[0028] FIG. 5 is a diagram of an enterprise system which
includes a plurality of disparate, ancillary systems for
executing enterprise level message transactions in accor-
dance with an exemplary embodiment of the present inven-
tion;

[0029] FIG. 6 is an illustration of a screen shot of the
enterprise home page for presenting preumbra data;

[0030] FIG. 7 is a screen shot of the System Profitability
Summary financial statement as presented to the enterprise
user;

[0031] FIG. 8 is an illustration of a screen shot of
employee type preumbra data contained in an employee
demographic report;

[0032] FIG. 9 is a flow diagram that illustrates how
exemplary reports containing preumbra data are connected
to one another in accordance with an exemplary embodi-
ment of the present invention;

[0033] FIG. 10 pictorially represents the data transfer
strategy employed by the PDTM in accordance with an
exemplary embodiment of the present invention;

[0034] FIG. 11 is a flowchart depicting a process for
transferring data from an ancillary preumbra system data-
base to an enterprise system which handles both umbra and
preumbra data and is depicted in accordance with an exem-
plary embodiment of the present invention;

[0035] FIG. 12 is a flowchart depicting a lower level of
process for handling requests for preumbra data in accor-
dance with the preferred embodiment of the present inven-
tion;

[0036] FIG. 13 is a flowchart depicting a lower level
process for transferring preumbra data from an ancillary
preumbra system database to a preumbra/enterprise database
in accordance with an exemplary embodiment of the present
invention;

[0037] FIG. 14 is a flowchart depicting a high-level pro-
cess and is depicted for other than real time transfers of
block data in accordance with an exemplary embodiment of
the present invention;

[0038] FIG. 15 is a diagram depicting an exemplary
employee structure that might be found in a typical enter-
prise; and

[0039] FIG. 16 is a flowchart depicting security flow for
financial preumbra data in accordance with an exemplary
embodiment of the present invention.

[0040] Other features of the present invention will be
apparent from the accompanying drawings and from the
detailed description that follows.

DETAILED DESCRIPTION OF THE
INVENTION

[0041] Migrating to an enterprise level system from a
plurality of disparate, ancillary systems is an expensive and
time consuming undertaking for an enterprise. Many enter-
prises refuse to move from antiquated legacy systems to
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more modern, user friendly managed desktops such as
network computing (NC), or the like, until the Total Cost of
Ownership (TCO) for maintenance and upkeep on the
legacy system exceeds that of TCO for implementing the
more modem network. In the case of disparate, ancillary
system applications, the TCO factors are even less appealing
to the enterprise because oftentimes, the ancillary applica-
tions are state of the art, though not enterprise friendly.
Additionally, instituting enterprise level infrastructures,
including master libraries and data stores, is a daunting task
for an enterprise because department IS specialists must be
retrained for the enterprise technology. In an effort to
alleviate many of the shortcomings described above, stan-
dardized message protocols have been promulgated for the
transfer of messages between individual disparate, ancillary
systems, rather than wholesale migration to enterprise level
systems. By adopting standardized messaging protocols and
without resorting to expensive enterprise-wide solutions,
disparate, ancillary system applications can communicate
more effectively and thus, alleviate at least a portion of the
limitation of the prior art.

[0042] Many of these standardized message protocols
utilize the seventh, or top layer, of the protocol stacks known
as the Application Layer. Application Layer Seven is the top
layer of the many protocol stacks, including the OSI (Open
System Interconnection) and TCP/IP (Transmission Control
Protocol/Internet Protocol) protocol suites. Generally, an
application layer is software that provides the starting point
for a communications session. Software programs in the
application layer initiate communications between entities,
such as applications.

[0043] Some of the most widely known application pro-
tocols in the TCP/IP suite are FTP (File Transfer Protocol),
SMTP (Simple Mail Transfer Protocol), Telnet, DNS
(Domain Name System) and WINS (Windows Internet
Name System). Other, more special purpose application
level protocols also exist. These include the IN (Intelligent
Network) and AIN (Advanced Intelligent Network) proto-
cols of the SS7 (Signaling System 7) protocol used in
publicly switched telephone systems and the HL7 (Health
Level Seven) protocol used in the healthcare industry. With
the exception of certain of the TCP/IP’s own application
protocols, the language and format used in a user’s client/
server program are not known to a transport or communi-
cations protocol and instead, they are known only to the
receiving programs that must parse the incoming request to
find out what the client is asking for. In many instances, data
from the programs at the top layer of a protocol suite are
“handed down” to the lower layers in a protocol stack for
actual transport processing. Conversely, the data is then
“handed up” the protocol stack to the appropriate application
in the receiving machine.

[0044] With respect to the TCP/IP protocol suite, a pro-
gram identifies the application it wishes to communicate
with by that application’s socket (also referred to as a socket
address or socket number), which is a combination of (1) the
server’s IP address and (2) the application’s port. If, using
the TCP/IP protocol for example, an application does not
know the IP address of the destination application, but
knows the server by name, the application uses a Domain
Name System server (DNS server) to turn the name into the
IP address. The port is a logical number assigned to every
application. For FIP, SMTP, HTTP and other common
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applications, there are agreed-upon numbers known as
“well-known ports.” For example, HTTP applications
(world wide web) are on port 80 therefore, a web server is
located by its IP address and port 80. An organization’s
internal client/server applications are given arbitrary ports
for its own purposes.

[0045] Generally, protocols are standardized by industry
members (application developers, OEMs (Original Equip-
ment Manufacturer) and interested parties, together herein
referred to as “vendors”). These vendors form a common
interest standards organization that works for harmonizing
rules for using the subject protocol. The primary purpose of
a standards organization is to attempt to adopt metrics and
rules for the use of hardware or software. The rules are
sometimes referred to as the specification and using a
specification adopted by a standards body is referred to as a
de jure use (as opposed to de facto use where the specifi-
cation is informally adopted by its wide acceptance and use
without formal sanctioning). Exemplary standards bodies
include ANSI, (American National Standards Institute) and
ISO, (The International Organization for Standardization).
Rules for application level protocols include language and
format standards needed to establish a session. Applications
that follow the particular rules established by a standards
body are considered compliant with the standard they fol-
low. In the case of an applications layer protocol, it is
expected that two compliant applications would be able to
establish a communications session because the language
and format of the session has been harmonized in advance
by the standards body for the application level protocol.

[0046] In practice however, the rules set forth by a stan-
dards body can be rather loose and may take the form of
guidelines rather than rigid rules. Usually loose standards
are an outcome of competing marketplace interests, where
each vendor jealously supports protocol rules compatible
with its own product rather than supporting rules that favor
another vendor’s products. In its infancy, the standards body
often attempted to pacify competing interests within the
standards body by adopting looser rules which did not give
any individual or group of vendors a strategic advantage in
the marketplace. Rather than alienating any major players in
the body by adopting standardization rules similar to a
competing vendor’s product, the standards body also gave
individual vendors more discretion to use their own propri-
etary protocol variants.

[0047] Lax, flexible or conflicting standardization rules
may result in applications that are compliant with the
standard and yet, unable to decipher each other’s message
structures and/or data definitions. In the case of application
layer protocols, the resulting inadequacies may be as severe
as the inability of compliant applications to establish a
session or as minor as an application not being able to
decipher proprietary segments of a message sent from
another application.

[0048] With regard to the discussion herewithin, a level
seven message will be understood by artisans as the atomic
unit of data transferred between disparate system applica-
tions. Every message is structured as a group of segments in
a defined sequence. Most messages are triggered by real
world events and every message type defines the purpose of
the message. For example, a patient being admitted to a
health care enterprise triggers an ADT Message type AO1.
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Below, Table I is a nonexhaustive list containing exemplary
HL7 message types and descriptions of the message.

TABLE I

HIL7 Message Types
Message Description
ACK General acknowledgment message
ADR ADT response
ADT ADT message
DOC Document response
PIN Patient insurance information
ROR Pharmacy/treatment order response
RAR Pharmacy/treatment administration information
RAS Pharmacy/treatment administration message
RDO Pharmacy/treatment order message
RDR Pharmacyltreatment dispense information
RDS Pharmacy/treatment dispense message
SQM Schedule query message
SQR Schedule query response
SRM Schedule request message
SRR Scheduled request response
SUR Summary product experience report
TBR Tabular data response

[0049] The ADT type AO1 message is from Patient
Administration (ADT) triggered by an event (A01) concern-
ing a patient being admitted. The patient admission trigger
event causes the ADT application to broadcast the ADT type
A01 message to a predefined set of application socket
addresses. The message body contains pertinent data
describing the event. For the purposes of the description of
the present invention, the exemplary discussions will refer to
the HL7 messaging protocol adopted by the healthcare
industry. The use of the HL7 standard is not meant to limit
the scope or use of the present invention and, as ordinary
artisans will readily realize, the present invention may be
implemented in a variety of protocols adopted by various
business enterprises without departing from the scope or
intent of the present invention.

[0050] HL 7 messages are composed of uniquely identi-
fied segments and each uniquely identified message segment
is a logical grouping of segment fields. Below, Table II is a
nonexhaustive list containing exemplary HL7 segment types
and corresponding segment descriptions.

TABLE 1II

(HL7 Segment Types)
Segment Description
ACC Accident segment
ADD Addendum segment
AIG Appointment information - general resource segment
AIL Appointment information - location resource segment
AIP Appointment information - personnel resource segment
AIS Appointment information - service segment
AL1 Patient allergy information segment
APR Appointment preferences segment
ARQ Appointment request segment
AUT Authorization information segment
BLG Billing segment
ERR Error segment
EVN Event type segment
FAC Facility segment
FHS File header segment
FT1 Financial transaction segment
LCC Location charge code segment
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any segments that the data element will occur and SEQ
TABLE II-continued defines the ordinal position of the data element within the
identified HL7 segment. The column labeled LEN refers to
HL7 Segment Types .
the maximum number of characters that one occurrence of
Segment Description the data element may occupy within the segment. The length
- — of a field is normative; however, in general practice, it is
LCH Location characteristic segment r . d d ific basis. Th I
LDP Location department segment often negotiated on a vendor-speciiic basis. The column
LOC Location identification segment labeled DT refers to restrictions on the contents of the data
LRL Location relationship segment field. REP defines whether a field may repeat and if so, the
MFI Master file identification segment . s .
maximum number of repetitions permitted. The column
MSA Message acknowledgment segment X
MSH Message header segment labeled TABLE defines a HL7 table of values for a particular
PID Patient identification segment data element. A table defines a list of values for the entity.
RXA Pharmacy/treatment administration segment In this case, the data element. Tables may contain either HL7
RXC Pharmacy/treatment component order segment defined val
RXD Pharmacy/treatment dispense segment or user delined values.
RXE Pharmacy/treatment encoded order segment . .
RXG Pharmacy/treatment give segment [0053] . Segment types may be requlred or Optloﬂal,
RXO Pharmacy/treatment order segment depending on the message and event types. Segments are
RXR Pharmacyjtreatment route segment identified using a unique segment identifier code (ID). For
example, an ADT message may contain Message Header
. . . . (MSH), Event Type (EVN), Patient ID (PID), and Patient
[0051] Every segment field is a.ssgcmted with a particular Visit (PV1) segments. Segments may also be proprietary to
data c.lement type and that. assoclation depends on the type a vendor and thus identified with segment ID codes begin-
of unique segment containing the segment field. Below, ning with the letter Z
Table III is a nonexhaustive list containing exemplary HL7
data element types and corresponding specification for the [0054] Each HL7 segment consists of a collection of
data elements. segment fields, or string of characters. Certain segment
TABLE III
HIL7 Data Element Types
Element Type/Description Item #  Seg Seg# ILen DT Rep  Table
Accident Code 00528 ACC 2 60 CE 0050
Accident Date/Time 00527 ACC 1 26 TS
Accident Death Indicator 00814 ACC 6 12 ID 0136
Accident Job Related Indicator 00813 ACC 5 1 ID 0136
Accident Location 00529 ACC 3 25 ST
Account ID 00236 BLG 3100 CX
Account Status 00171 PY1 41 2 IS 0117
Acknowledgment Code 00018 MSA 1 2 ID 0008
Admission Type 00134 PV1 4 2 IS 0007
Admit Date/Time 00174 PV1 44 26 TS
Admit Reason 00183 PV2 3 60 CE
Admit Source 00144 PVl 14 3 IS 0023
Admitting Doctor 00147 PVl 17 60 XCN Y 0010
Assigned Patient Location 00133  PY1 3 80 PL
Assigned Patient Location 00133  FT1 16 80 PL
Attending Doctor 00137 PV1 7 60 XCN Y 0010
Billing Category 01007 PRC 14 60 CE Y 0293
Birth Order 00128 PID 25 2 NM
Birth Place 00126  PID 23 60 ST
Business Phone Number 00195 NKi1 6 40 XIN Y
Consulting Doctor 00139  PV1 9 60 XCN Y 0010
Contact Address 01166  FAC 7 200 XAD Y
Contact Person 01266 FAC 5 60 XCN Y
Contact Person Social Security 00754 NK1 37 16 ST
Number
Contact Person’s Address 00750 NK1 32 106 XAD Y
Contact Person’s Name 00748 NK1 30 48 XPN Y
Contact Person’s Name 00748 GT1 45 48 XPN Y
Contact Person’s Telephone 00749  NKi1 31 40 XIN Y

Number

[0052] The first column of Table III identifies a data
element by ELEMENT TYPE while the remaining columns
define the element’s HL7 attributes. ITEM # is an HL7-
specific number that uniquely identifies the data element
throughout the HL7 standard. SEG is the HL7 identity of

fields may be required or merely optional within a particular
segment depending on the segment identifier code. Segment
fields are transmitted as character strings; however, some
HL7 segment fields may take on the null value, which is
different from an optionally deleted field. For cases where a
value for the data element is transmitted, a segment field
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may contain a data element or might merely be a placeholder
within the segment for that data element. The HL7 Standard
specification contains segment attribute tables that list and
describe data fields within an identified segment and char-
acteristics of their usage. HL7 fields are defined in a com-
prehensive data field dictionary.

[0055] FIG.1 is a diagram of an exemplary HL7 message
100. A HL7 message is normally generated in response to a
trigger event. There are various message types defined in the
HL7 message specification for various trigger events. Each
message type comprises of segments which, in turn, are built
up by different segment fields. The inclusion of the fields in
the message segment may be Required (R), Optional (O), or
Not Used (N). Below are some exemplary HL7 message
types, along with segment descriptions for each message.

[0056] 1. Message Type: ACK (General Acknowl-
edgement Originator)—It has 3 segments:

[0057] (a) MSH—Message Header (R).

[0058] (b) MSA—Message Acknowledgement
®).

[0059] (c) ERR—Error Message

[0060] 2. Message Type: ADT (Admission, Dis-
charge and Transfer)—It has various ADT events
associated. For example,

[0061] ADT Event Code: AO1
[0062] Event: ADMIT A PATIENT
[0063] Message Segments are:

[0064] (a) MSH—Message Header (R).
[0065] (b) EVN—Event Type (R).

[0066] (c) PID—Patient Identification (R).
[0067] (d) NK1—Next of Kin (R).

[0068] (¢) PV1—Patient Visit (R).

[0069] (f) DG1—Diagnosis Information (O).

[0070] ADT Event Code: A02
[0071] Event: TRANSFER A PATIENT
[0072] Message Segments are:

[0073] (a) MSH—Message Header (R).
[0074] (b) EVN—Event Type (R).

[0075] (c) PID—Patient Identification (R).
[0076] (d) PV1—Patient Visit (R).

[0077] ADT Event Code: A03
[0078] Event: DISCHARGE A PATIENT
[0079] Message Segments are:

[0080] (a) MSH—Message Header (R).
[0081] (b) EVN—Event Type (R).

[0082] (c) PID—Patient Identification (R).
[0083] (d) PV1—Patient Visit (R).

[0084] The PID (Patient Identification) segment is used by
all ancillary systems’ applications as the primary means of
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communicating patient identification information. This seg-
ment contains permanent patient identifying and demo-
graphic information that, for the most part, is not likely to
change frequently. Therefore, the PID segment must contain
non-ambiguous information values that are easily under-
stood across disparate systems. Below is an exemplary table
containing segment attributes for a PID segment.

TABLE IV

(PID Segment Attributes)

Seq Len DT Opt Rep Table Item # Element Type

1 4 SI (¢] 00104 Set ID - PID

2 20 X B 00105 Patient ID

3 20 CX R Y 00106 Patient Identifier
List

4 20 CX B Y 00107 Alternate Patient
ID - PID

5 48 XPN R Y 00108 Patient Name

48 XPN (6] Y 00109 Mother’s Maiden

Name

7 26 TS (6] 00110 Date/Time of Birth

8 1 IS O 0001 00111 Sex

9 48 XPN (¢] Y 00112 Patient Alias

10 80 CE (6] Y 0005 00113 Race

11 106 XAD (6] Y 00114 Patient Address

12 4 IS B 0289 00115 County Code

13 40 XTN O Y 00116 Phone Number-
Home

14 40 XTN (6] Y 00117 Phone Number-
Business

15 60 CE (6] 0296 00118 Primary Language

16 80 CE O 0002 00119 Marital Status

17 80 CE O 0006 00120 Religion

18 20 X (6] 00121 Patient Account
Number

19 16 ST B 00122 SSN Number-
Patient

20 25 DLN (6] 00123 Driver’s License
Number-Patient

21 20 X (¢] Y 00124 Mother’s Identifier

22 80 CE (¢] Y 0189 00125 Ethnic Group

23 60 ST (6] 00126 Birth Place

24 1 ID O 0136 00127 Multiple Birth
Indicator

25 2 NM (¢] 00128 Birth Order

26 80 CE (¢] Y 0171 00129 Citizenship

27 60 CE O 0172 00130 Veterans Military
Status

28 80 CE O 0212 00739 Nationality

29 26 TS O 00740 Patient Death
Date and Time

30 1 ID (¢] 0136 00741 Patient Death
Indicator

[0085] The PID Segment Attribute Table IV is similar to
Table III (HL7 Data Element Types) described above with
the additional column labeled OPT that defines whether or
not a particular field is required (R), optional (O), condi-
tional in a segment (C), not used with a trigger event (X) or
left in for backward compatibility for other HL7 versions
(B). Using the above-described HL7 rules, any disparate
application can generate an HL7 message. Below is an
example of an HL7 admit/visit notification transaction trig-
gered from an AO1 event (admitted patient).
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[0086] MSH|*~\& ADT1|SWR|LABADT|
SWR|198808181126|SECURITY|ADT A
01|MSG00001|P|2.3.1|<cr>

[0087] EVN|A01]200101030803||<cr>

[0088] PID|1[PATID1234" 5 M11* ADT1* MR"

SWR~123456789""* USSSA"  SS|JOHNSON*
DARRELL"  A||[19610615M|C[1200 N ELM
STREET** GREENSBORO" NC  27401-
1020|GL|(919)379-1212|(919)271-3434||S)

[0089] PATID12345001~ 2~ M10" ADT1" AN"
A]123456789|987654" NC|<cr>

[0090] NKI[I[JONES®  BARBARA"
WIFE||[NK* NEXT OF KIN<cr>

[0091] PV1[1]1]7050" 7113~ 01]|[101010* SHYNER"
RALPH" I.||SUR||ADM|A0|<cr>

[0092] Patient Darrel A. Johnson was admitted on Jan. 3,
2001 at 08:03 a.m. by doctor Ralph J. Shyner (#101010) for
surgery (SUR). He has been assigned to room 7113, bed 01
on nursing unit 7050. The message was sent from system
ADT1 at the SWR site to system LABADT, also at the SWR
site, on the same date as the admission took place, but three
minutes after the admit. Returning to FIG. 1, HL7 message
100 is composed of at least two parts, TCP/IP routing header
102 and HL7 message 104. The structure of TCP/IP routing
header 102 is well known and will not be discussed further
except to note that TCP/IP routing header 102 contains
routing information necessary to transmit message 100 from
a source application to a destination application. The sources
and destination are both identified in packet 100’s header.

[0093] HL7 message 104, on the other hand, is defined by
rules set forth in the HL7 specification and those rules must
be observed for a message generated by one disparate,
ancillary system to be understood by a second disparate,
ancillary system. In general, HL.7 message 104 is comprised
of a series of uniquely identified message segments which
serve a purpose according to the message type, segments
104A-104N and 104Z are shown in FIG. 1. Segments
104A-104N contain information arranged and formatted in
accordance with HL7 segment attribute rules. Each of the N
segments contains a predetermined number for segment
fields for holding a sequence of HL'7 defined data elements.

[0094] Proprictary segment 104Z differs from HL7
defined segments 104A-104N in that the data element values
contained within segment 104Z may be vendor-specific.
This data may be defined and implemented by individual
application vendors without regard to the HL.7 specification.
Often, vendors will utilize proprietary segments when the
standardized definitions are ambiguous or significant errors
have been encountered by attempting to follow message
protocol standards. As discussed above, proprietary segment
104Z is uniquely identified as such and may be disregarded
by disparate systems which are not privy to the vendor’s
proprietary segment specification.

[0095] Within each of the segments 104A-104N and 104Z,
are a series of defined data elements. Segment 104A is
shown as having M number of HL7 defined data elements in
fields 105A-105M. Each of the fields 105A-105M is delim-
ited by field separator 106 (although not shown in FIG. 1
segment boundaries are also delimited by segment termina-
tors). Each data element occupies a predefined segment field

K|WI*
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that is defined by field delimiters. Therefore, by utilizing the
HL7 definition for a particular segment type, the segment
field associated with a particular data element may be found
in HL7 message 100 using a three-step process. First, it
identifies the message type and derives the segment and
element types for that message. Next, it identifies a segment
containing the value of a data element. Finally, it finds the
segment field that holds the data element by counting
delimiters.

[0096] Proprictary segment 104P may also be comprised
of a series of data items separated by delimiters. FIG. 1
depicts proprietary segment 104Z as having words 107A-
107P, each word separated with the segment by delimiters
106. However, in contrast with HL7 defined segments
104A-104N, proprietary segment 104Z may consist of P
vender-defined proprietary words 107A-107P that are
arranged within proprietary segment 104Z according to a
vendor-defined specification. Therefore, even if the element
type definitions of data element 107A-107P comply with the
HL7 protocol, accessing the values for these elements in a
message is nearly impossible without using the vendor’s
specification that defines the segment fields that hold each
data element.

[0097] Generally, it is expected that each of the segments
104A-104N contain uniquely defined data elements,
arranged in a predetermined sequence. Therefore, in any
HL7 compliant message, it should be possible to identify
where the segment data element resides without reading
every data element in each segment. Thus, a receiving
application can expedite the retrieval and essential data
value by merely accessing the particular segment in message
100 that holds the essential data element. By merely count-
ing field separators, the application can forgo reading any
data value located in segment fields that are not essential to
the message. Conversely, a sending application may omit
entering data element values in any segment field that the
application does not consider essential to the message.
However, as alluded to above, data type definitions are often
ambiguous, making the association between a particular data
type and a particular data field and segment less sure and
more dependent on vendor specifications.

[0098] Yet another issue is when you receive a standard
HL7 revision record. As an example, the patient Darrel
Johnson is moved from bed 01 on nursing unit 7050 to bed
04 in nursing unit 6050. Some vendors will send a complete
HL7 revision record with all patient data including the new
room and bed data. Yet another vendor will send only the
“change” data elements and omit the “unchanged” elements.
Since the record received for processing is, by definition, a
“revision” record, one has to wonder if the omitted data
elements infer that the omitted data element should be
“blanked out”, deleted or “nulled” in the enterprise database.
Depending on the vendor, some blank data elements in the
received HL7 revision record should be ignored and the
enterprise database should retain any previous data ele-
ments. In yet another vendor’s revision record processing,
the blank data field will signify that the original data entry
person(s) intended to “remove” ambiguous data from the
enterprise database and should therefore be processed in the
enterprise database accordingly. Here, applying the vendor
supplied processing rules to incoming HL7 records becomes
very important to the integrity of the enterprise database.
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[0099] Fundamental to the success of any standard mes-
saging protocol is the ability for disparate, ancillary systems
to understand message content generated by and received
from other systems. Messaging protocols must standardize
data elements and attribute definitions by providing unam-
biguous definitions for every data element and attribute.
Definitions that are too broad breed confusion in a message
body as vendors will invariably use different entry fields for
identical data values. When implementing a messaging
protocol, care must be taken to avoid confusion between
vendors of disparate, ancillary system applications. Initially,
vendors must agree to a standardized protocol. Once the
protocol has been decided, an auxiliary specification must be
established between vendors that specify additional trigger
events and message types that identify optional values to be
used within the protocol’s specification and clarifies per-
ceived ambiguities between vendors.

[0100] With regard to prior art medical ISS technologies,
individual medical departments contracted for, and imple-
mented their own ISS solutions without regard to the needs
of the enterprise as a whole or the needs of other depart-
ments within the enterprise. ISS integration and compatibil-
ity was not a concern. Data entry, information storage and
data retrieval was performed by the individual departments.
However, an individual user had to be authorized on the
disparate, ancillary application systems and use application
interfaces from the individual applications. The individual
applications did not interface with each other unless the
applications were products by the same vendor.

[0101] The result, for whatever reason, is an industry
supported by multiple vendors, each sponsoring its own
ancillary system applications, which are incorporated in an
enterprise’s ISS. From an enterprise level perspective, most
ISS assimilation appears to be on an ad hoc basis. More
importantly, due to the ad hoc assimilation and structuring of
ISS systems, it is impossible for a user to get a coherent view
of enterprise level data from the ancillary systems. A user
needing data, most generally, must be authorized by an
ancillary department and then access the disparate, ancillary
system that is responsible for acquiring that particular data
for that department. With such a system in place, it is
virtually impossible for a user to understand enterprise
relationships between the data stored in disparate, ancillary
systems. Still more exacerbating, a user must gain a certain
amount of proficiency in every system in order to effectively
drill down into an ancillary database to needed data. It is
utterly impossible for a non-ISS user, such as a manager,
engineer, nurse, doctor, specialist, etc., to gain that level of
proficiency in the normal course of business.

[0102] After several departments obtain their needed ISS
systems, those departments soon realize the need to com-
municate with each other. If, by chance, the vendor appli-
cations are compatible or compliant with a standard, the
disparate, ancillary application may communicate. If, as is
more likely, the disparate vendor applications are not com-
patible or not compliant or the standards are weak, then the
disparate applications may not communicate in a meaningful
way.

[0103] Communication between ancillary systems may
take a number of forms, but for the purpose herein, the
communications process occurs as depicted in FIG. 2. FIG.
2 shows several disparate, ancillary systems depicted as
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Admissions, Discharge and Transfers (ADT) 202, Radiol-
ogy 204, Medical records/transcriptions 206, Pharmacy 208
and Laboratory 210. The depicted systems are merely illus-
trative of the disparate, ancillary systems that may be present
within a health care enterprise and one of ordinary skill in
the art would readily realize that other systems may be
present in combination or in place of the exemplary systems.
Each of the respective disparate, ancillary systems utilize
servers 202A, 204A, 206A, 208A and 210A for processing
information to and from their respective terminals 202C,
204C, 206C, 208C and 210C and storage units 202B, 204B,
206B, 208B and 210B. It is expected that any one users
202D, 204D, 206D, 208D and 210D initiate a trigger event
by communicating with their respective servers 202A,
204A, 206A, 208A and 210A via respective terminals 202C,
204C, 206C, 208C and 210C.

[0104] The occurrence of the real world event triggers a
message, in this case a HL7 compliant message, being sent.
Message transactions are represented by arrows to and from
each of the disparate, ancillary systems 202, 204, 206, 208
and 210 which are functionally connected to one another
over a network such as a Local Area Network (LAN) or
possibly a Wide Area Network (WAN). As discussed above,
a trigger event causes information associated with the event
to be sent to one or more ancillary systems. Many types of
HL7 messages are generated in response to a trigger event.
As such, the transaction is termed an “unsolicited update”.
Ancillary applications that need event information from a
trigger event must listen for a message containing the
unsolicited update information values.

[0105] The process by which a disparate, ancillary system
handles message generation using a standardizing messag-
ing protocol in response to a trigger event is depicted in FIG.
3. Initially, each of disparate, ancillary systems 202, 204,
206, 208 and 210 are in a ready state waiting for the
occurrence of a trigger event (step 302). Once a trigger event
is detected, the event is immediately identified and the event
information is processed and stored locally in accordance
with vendor-specific rules (step 304). Next, the disparate,
ancillary system processing the event determines whether to
generate a HL7 compliant message with the event informa-
tion (step 306). If a message is not to be generated, the
system returns to the ready state and the process returns to
step 302. If a compliant message is to be sent to another
ancillary system, then the application processing the event
information must first identify the appropriate HL.7 message
type by the event type (step 308). Once the message type has
been identified, the event processing application identifies
all disparate, ancillary systems that are to be sent the
message. The systems are identified by their applications’
socket addresses (step 310). Here, the event processing
application usually looks up the recipient socket numbers
associated with an event type. Of course, it is the responsi-
bility of ancillary systems that need event information to
provide the ancillary application that processes that event
information with their socket address. Next, the message
must be formatted in accordance with the HL7 messaging
specification (of course, any messaging protocol might be
equally applicable) thus, the messaging specification must
be accessed (step 312).

[0106] It should now be understood that even though a
standardized messaging specification has been implemented
across disparate, ancillary systems in an enterprise, an
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auxiliary specification is often necessary to handle ambigu-
ities, harmonize definitions and specify options, usually
between at least two disparate vendor applications. There-
fore, after the messaging specification has been accessed, the
event processing application then accesses an auxiliary (or
its proprietary) messaging specification (step 314). While
the auxiliary messaging specification may be a vendor-
specific specification intended for use only with vendor
supplied systems, it is more likely that the proprietary
messaging specification is an auxiliary specification com-
piled by vendors whose applications support an enterprise.
Although rare, it is possible that a particular trigger event
might mandate the generation of multiple messages, each
message being generated in accordance with a recipient-
specific specification. However, it is more likely the pro-
cessing application would use a single auxiliary specifica-
tion for message generation. A recipient application would
then be responsible for accessing the correct proprietary
specification for sending and deciphering incoming mes-
sages from the sender using the sender’s specification.

[0107] One or more messages are then generated using
both the standard messaging specification and the propriety
specification (step 316). The messages are transmitted to the
recipient applications’ socket addresses (step 318). The
processing application may or may not receive an ACK
(acknowledgment) message from the recipients. If a recipi-
ent application is so configured, it may acknowledge the
message by sending an ACK message to the processing
application and even provide an error log in a message error
segment. Therefore, a processing application may retain
instances of transmitted messages in case one or more of the
messages must be retransmitted. Therefore, the processing
application determines whether or not to expect an ACK
message from a recipient (step 320). If an ACK message is
not expected, the ancillary system concludes processing of
the current trigger event and the process returns to step 302
where the event processing system returns to the ready state.
However, if the processing application identifies a recipient
application that is configured to acknowledge the event
message, the process monitors the time since transmission of
the event message (step 322). If the processing application
receives an ACK message within a preset time period, the
process ends. If not, the process reverts to step 318 where
another instance of the message is retransmitted to the
recipient application and the time period restarts. The event
processing application cannot end the current messaging
process until the acknowledgement has been received from
the recipient system (at least not without several attempts to
communicate with the recipient). If a predetermined number
of messages have been sent to the recipient without an
acknowledgement, it must be assumed that the recipient
system is not listening or cannot respond. In that case, the
process ends without an acknowledgment and the process
returns to step 302 with the processing system returning to
the ready state.

[0108] With respect to the description above, as an ancil-
lary application receives a triggering event, that application
sends an unsolicited message to one or more system based
socket numbers associated with the event type. If an ancil-
lary system is listening at that socket, it will pick up the
message and attempt to process it. However, a considerable
number of problems may occur between ancillary systems
that are attempting to communicate event information. For
example, a recipient application might not be listening or
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may fail to understand the data in the message. Alternatively,
the socket number used by the event processing application
may not define a valid destination application. Because the
event processing application may know the recipient appli-
cation by a socket number only, the event processing appli-
cation assumes that the recipient receives every event mes-
sage. Still, other problems occur when the recipient
application attempts to process the message in a manner that
is inconsistent with the processing application’s messaging
specification.

[0109] The prior art has attempted to solve many of these
problems by employing a myriad of intrusive solutions.
Most solutions were based on the premise that no assump-
tion could be made about the design or architecture of either
the sending or receiving application. Thus, the easiest solu-
tion required that vendors communicate with each other and
define rules for handling ambiguities, harmonizing defini-
tions, specifying options and reassigning conflicting port
numbers used to link incoming data to the correct applica-
tions. These solutions required each vendor to keep abreast
of its competitor’s technology by relying on disclosures
from the competition.

[0110] A second tact was to strengthen the standards. To
that end, messaging standards were introduced which
required that an original mode acknowledgment be returned
whenever an unsolicited update was received. By requiring
each ancillary application to respond to an event message
with an acknowledgment message, the burden of “listening”
was more evenly divided between sending applications and
receiving applications. A sending application could no
longer “send and forget” an event message but instead, was
required to retransmit the event message if an acknowledg-
ment was not forthcoming from the recipient system. On the
other hand, recipient systems were relieved of the conse-
quences of the network faults occurring between their socket
and the sender system. Utilization of the acknowledgment
message also relieved a recipient of the responsibility of
listening. Transitory lapses in listening were tolerated
because the sending system was required to retransmit event
messages that were not acknowledged by a recipient system.
Other improvements were also employed to ensure that the
recipient understood the information contained in an event
message. Standards bodies attempted to harmonize defini-
tions and remove ambiguities wherever a consensus of
members agreed. Rules that were previously optional were
made mandatory. New, more generic open standard text
languages were implemented including XML (eXtensible
Markup Language). Often, however, the standard’s strength-
ening and harmonization efforts were no more successful
than previous efforts that produced weak, guideline-like
standards rules.

[0111] A third effort came by way of relieving individual
vendors of the responsibility for the monitoring of each
other’s application system changes. The introduction of the
Automated Interface Gateway (AIG pronounced “egg”) to
intercept and reroute messages between ancillary system
applications was directed to that end. AlGs, or interface
engines, are generally data integration tools that allow
information in the form of messages, records, or transactions
to be exchanged, routed, and translated between dissimilar
systems and applications. The Integrator and Cloverleaf are
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examples of interface engines and available from Health-
care.com, Inc., 15301 Dallas Parkway, Dallas, Tex. 75248-
4605.

[0112] FIG. 4 is a functional diagram of an enterprise
network which utilizes an automated interface gateway for
routing level seven event triggered messages. FIG. 4 depicts
enterprise network 400 that comprises several disparate,
ancillary systems each functionally connected to an Auto-
mated Interface Gateway (AIG). Admissions, Discharge and
Transfers (ADT) 402, Radiology 404, Medical records/
transcriptions 406, Pharmacy 408 and Laboratory 410 are
identical to disparate, ancillary systems depicted above with
respect to FIG. 2. Again, the depicted systems are merely
illustrative of disparate, ancillary systems which may be
present within a health care enterprise and one of ordinary
skill in the art would readily realize that other systems may
be present in combination or in place of the exemplary
systems. As discussed with respect to FIG. 2 above, each of
the respective disparate, ancillary systems utilize servers
402A, 404A, 406A, 408A and 410A for processing infor-
mation to and from their respective terminals 402C, 404C,
406C, 408C and 410C and storage units 402B, 404B, 406B,
408B and 410B. However, unlike the disparate, ancillary
systems depicted in FIG. 2, whenever any one of servers
402A, 404A, 406A, 408A and 410A generate a HL7 com-
pliant message, the message is directed AIG 412 rather than
sending the message to a recipient system based on the event
type. Message transactions are represented by arrows to and
from each of the disparate, ancillary systems 402, 404, 406,
408, 410 and AIG 412.

[0113] Including addressability, utilizing an AIG for rout-
ing messages between systems has several immediate ben-
efits over system-to-system messaging. When an enterprise
configures an AIG in its network, all event messages are
initially addressed to the AIG socket rather than to the
individual ancillary applications. Thus, an event processing
application is freed from maintaining a correspondence table
of application socket addresses and event types. Any mes-
sage generated as result of an event is transmitted to the AIG.
The AIG also handles responses, such as ACK messages,
thereby freeing resources in the event processing application
for other tasks immediately after the AIG receives the event
message. Also, with an AIG in place, the event processing
application need only send a single event message in
response to any trigger event, thereby freeing even more
system resources.

[0114] By maintaining a comprehensive list of message/
event type correspondence tables for all application sockets
registered in the enterprise, AIG 412 relives individual
vendor applications from the burden of maintaining an
extensive list of event (message) type socket addresses.
Regardless of the event type, the processing application
merely routes the event message to the AIG. Upon receipt by
AIG 412, the event processing application (sending system)
is identified and the message address layer (TCP/IP layer) is
stripped away. AIG 412 then identifies the message and
event types from the message header segment (MSH) and
the event type segment (EVN), respectively. Using the
message/event type information, AIG 412 looks up corre-
sponding recipient application socket addresses using a
message/event type socket address correspondence table
stored in AIG database 412B. The original HL7 event
message body is then repackaged in event messages with the
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respective recipient application socket addresses. The
repackaged event messages are then sent to the respective
recipient applications over enterprise network 400. After the
event messages are sent, AIG 412 assumes the responsibility
for retransmitting any undelivered HL7 event messages to
any recipient applications not responding with an ACK
message within a preset time period.

[0115] The description above provides a greatly simplified
view of the workings of a messaging interface engine. It is
understood, however, that every vendor relies on the AIG for
routing event messages to and from its ancillary applications
in an enterprise. In order to assure receiving critical event
messages, each vendor is therefore behooved to expedi-
tiously update the AIG database with internal vendor speci-
fication changes, updated socket addresses, etc. However,
even though the AIG greatly increases messaging reliability
between disparate, ancillary systems in an enterprise, many
of the shortcomings inherent in the prior art still exist. For
instance, ambiguities, optional parameters and outright con-
tradictions in the HL7 specification still necessitate each
vendor maintaining auxiliary specifications for all other
vendor applications in the enterprise. Even in enterprises
where event data is freely and accurately transmitted
between ancillary applications, the event data is still stored
and maintained at a system level. An enterprise level view
of data stored in the respective ancillary databases is impos-
sible because each database maintains only a system level
image of its data. Attempts to piece together an enterprise
level answer from the ancillary system’s present enterprise
network 400 is extremely difficult because each ancillary
system maintains separate database rules for structuring,
storing and interfacing its respective data. Enterprise users
not only have to be familiar with the specific data elements
stored in disparate system’s database, but the user also must
maintain the proficiency necessary on that system’s interface
to drill down into a particular database and acquire the data.

[0116] Inresponse to many of the additional shortcomings
of the prior art, the enterprise network was further modified
to restructure system level HL'7 message data to an enter-
prise standard. Event data processed at a system level can,
therefore, be stored and retrieved in an enterprise database.
While the prior art teaches storing and retrieving event data
to and from a master enterprise database heretofore, the
preferred method was to migrate each of the disparate,
ancillary applications to an enterprise application and dis-
band the ancillary systems altogether. Individual enterprise
departments gave up their ancillary systems for an enterprise
system. Department ISS personnel, who once specialized on
the ancillary system applications and databases, are
absorbed, as needed, into an enterprise ISS. While the
wholesale migration of system level applications and data-
bases to an enterprise solution may provide the most expe-
dient path to enterprise level IS answers, the path is fraught
with expense and disruption for the enterprise.

[0117] An alternative to migrating to a system wide enter-
prise solution is to layer an enterprise level solution over the
existing system level application structure. The AIG inter-
face provides a ready port for connecting to an enterprise
level database for storing event data that is organized based
on enterprise level information priori rather than the indi-
vidual system level information structures. Event messages
broadcast from the AIG may be transmitted, simultaneously,
to a system/enterprise interface engine. This interface engine
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converts HL7 compliant messages to an enterprise message
capable of being processed by an enterprise server. The
enterprise server then, among other functions, warehouses
the event data, that was converted from HL'7 messages, in an
enterprise database. The functionality of the individual
ancillary system applications remains unmodified and each
ancillary system continues to process event information and
stores the information locally as described above. With this
improvement, the enterprise server processes transactions
directly from the enterprise user. Additionally, event infor-
mation is available to the enterprise server from an enter-
prise level data stored in the enterprise database. Thus, it is
no longer necessary for the enterprise user to drill down into
ancillary databases using ancillary system tools.

[0118] Briefly, the message/event type socket address cor-
respondence table stored in AIG database is updated with an
additional socket address for the system/enterprise interface
engine, known as the AIG catcher. The AIG catcher receives
and opens HL7 event messages from the AIG and accesses
the message body. Each data value in the message body is
then mapped to a corresponding enterprise value in an
enterprise message body. Once an HL7 message’s event data
is converted from its original, vendor-specific variant of the
HL7 protocol into enterprise structured data, the enterprise
message is passed to an enterprise server, where it is
processed and written into an enterprise database. Rather
than being system specific, as are the ancillary system
databases, the enterprise database is enterprise specific.
Therefore, in addition to processing any requested transac-
tions, whenever an enterprise message arrives at the enter-
prise server, the server can autonomously process a variety
of additional enterprise transactions related to either the
message data or the requested transaction. Processing these
related transactions might require that the enterprise server
retrieve additional enterprise data from the enterprise data-
base. Access to enterprise level data stored in the enterprise
database is further provided to authorized web appliances
connected to a web server that is also connected to the
enterprise server.

[0119] Heretofore, the prior art disparate, ancillary sys-
tems were fashioned such that each system’s applications
relied only on its own internal data. Other than event data
received in an HL7 message from another system, applica-
tions could not establish functional relationships with data in
another application’s database. In accordance with an exem-
plary embodiment of the present invention, the enterprise
server establishes functional relationships between seemly
disparate event elements. These functional relationships
could not be recognized by prior art systems as they pro-
cessed event data at a system level.

[0120] An example of a functional relationship heretofore
unrecognized by the prior art involves the occurrence of a
trigger event, such as a medical practitioner prescribing a
course of respiratory therapy for the patient on an ancillary
system, the Medical Records system. Normally, in a prior art
enterprise, the physician’s order is transcribed by Medical
Records’ personnel and then the patient’s whereabouts are
determined by accessing the ADT database. A hard copy of
the physician’s order is then routed to the nurses’ station
responsible for monitoring the patient’s hospital room. Once
the hard copy is received at the nurses’ station, a nurse looks
up the name and notification information for the respiratory
care therapist responsible for the patient’s room. The nurse
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attempts to contact the therapist, usually by telephonic
paging. Eventually, the therapist gets the message and
attempts to confirm with the nurse by telephone. Scheduling
a therapist may take several iterations of paging attempts
and return telephone calls. The physician’s order also trig-
gers an HL7 message for Patient Billing, ADT, etc. In
contrast to the prior art and in accordance with the present
invention, a physician’s scheduling order for a course of
respiratory therapy is received by the enterprise server as an
enterprise message, €.g. a request for service. The enterprise
application accesses patient information, respiratory therapy
duty roster and therapist notification information from the
enterprise database. Next, prior to actually processing the
physician’s service order transaction, the server application
locates the patient’s assigned floor, room and bed and
identifies the therapist and nurses’ station assigned to cover
the patient’s room and bed. The enterprise application
notifies both the appropriate therapist and nurses’ station of
the pending order and only then does the enterprise appli-
cation process the physician’s service order transaction. The
physician’s service order transaction is supplemented with
information acquired by processing the related transactions,
such as the patient’s location, therapist identity and nurses’
station.

[0121] With respect to FIG. 5, a diagram of an enterprise
system, including a plurality of disparate, ancillary systems,
is depicted for processing enterprise message transactions in
accordance with an exemplary embodiment of the present
invention. An enterprise message, in accordance with an
exemplary embodiment of the present invention, is compli-
ant with proprietary enterprise messaging standards with
respect to an enterprise messaging standard or specification.
These standards are derived by the enterprise in furtherance
of a defined enterprise information priori. In one exemplary
embodiment, the enterprise messaging specification is simi-
lar, and in fact, based on the HL7 framework. In other
embodiments, the enterprise messaging specification is
based on a vendor’s messaging framework of an existing
enterprise system. Using this second messaging framework
positions the enterprise for deferred, but eventual, migration
of each of the disparate, ancillary systems to an enterprise
system.

[0122] Although and in accordance with the depiction
shown in FIG. 5, the network elements are shown as
physical network elements. In practice, certain network
elements are actually logical sub-components of other physi-
cal network elements. For example, Umbra Data Transfer
Mechanism 504 is depicted as a unique physical structure
with its own storage, vendor specific mapping tables, that is
separate and apart from enterprise server 530. However, in
practice, the functionality of Umbra Data Transfer Mecha-
nism 504 (UDTM) is contained within enterprise server 530
and the information on vendor specific mapping tables 532
is actually stored on enterprise database 532. UDTM 504 is
described in co-pending application titled “Method And
System For Assimilating Data From Disparate, Ancillary
Systems Onto An Enterprise System,” attorney docket num-
ber 017017-620002, and is hereby incorporated by reference
in its entirety and therefore will not be described in elaborate
detail herein.

[0123] In general though, UDTM 504 is a data transfer
layer which is operationally connected to existing ancillary,
umbra systems 520A-502M for intercepting existing mes-
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sages and populating the umbra data portion of preumbra/
enterprise database 532. In one embodiment, UDTM 504
utilized an existing messaging protocol, the HL.7 protocol,
for effecting that transfer of umbra data from the HL7
messages to the enterprise system.

[0124] Similarly, enterprise network 500 also contains
Preumbra Data Transfer Mechanism 514 (PDTM) opera-
tionally connected between each of ancillary preumbra
systems 514A-514P and enterprise server 530. However, in
contrast with UDTM 504, PDTM 514 cannot take advantage
of an existing messaging protocol because usually, the data
transfer mechanism of choice is hard copy reports or
emailed soft copies. Thus, the messaging protocol necessary
is not usually implemented. Normally, preumbra data is
accumulated, aggregated and stored in its originating ancil-
lary preumbra system independent from all other ancillary
systems. Thus, in further contrast with operation of UDTM
504, prior art enterprise networks rarely took advantage of
the proprietary segment feature of the HLL7 standard because
administrators usually could not justify writing an auxiliary
messaging specification for HL7 for preumbra data. There
simply was not the pressing need for near real-time access
to preumbra data thus, the administrators relied on the
distribution of hard copy reports to the various enterprise
departments. Of course, the preumbra data present in those
reports was presented at the same system level perspective
that plagued the prior art with respect to the umbra data
presentations.

[0125] Moreover, PDTM 514 is flexible enough to access
preumbra data from different ancillary preumbra systems
using different data transfer methods. This flexibility is
necessary due to the wide variance in preumbra data storage
formats being employed on the different vendor’s systems,
for different preumbra data types. For example, some ancil-
lary preumbra system databases store preumbra data in a
manner that is extremely conducive with accessing the
preumbra data from the respective ancillary system’s data-
base in real-time. In those systems’ databases, the preumbra
data is organized such that very little data processing is
necessary by the enterprise application. At the other
extreme, some ancillary preumbra systems store preumbra
data such that it is impossible to access the requested
preumbra data, aggregate it and then prepare it for presen-
tation in near real-time. Additionally, aggregating the
preumbra data needed for computing some line items might
require accessing multiple preumbra data entries in the
ancillary penumbra system’s database. The amount of time
necessary for generating a value for that line item is corre-
spondingly increased. Furthermore, aggregating a massive
amount of preumbra data requires massively more time than
aggregating just a few preumbra data values. The operation
of PDTM 514 will be described in more detail in the
following figures.

[0126] At the center of the enterprise system is enterprise
server 530 which supports an enterprise application. Enter-
prise server 530 may be, for example, an IBM RISC/System
6000 system, a product of International Business Machines
Corporation in Armonk, N.Y., running the Advanced Inter-
active Executive (AIX) operating system or alternatively
could include an Intel based Symmetric MultiProcessing
(SMP) server such as available from Dell Computer Cor-
poration, One Dell Way, Round Rock, Tex. 78682 and
Compaq Computer Corp., 20555 SH 249, Houston, Tex.
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77070, etc. running Microsoft Windows NT operating sys-
tem (Windows NT a trademark of and available from
Microsoft Corporation, One Microsoft Way, Redmond,
Wash. 98052); an Intel based SMP server (any vendor)
running LINUX, etc.; or SparkStations, etc. (SparkStations
is a trademark of and available from Sun Microsystems, Inc.,
901 San Antonio Road, Palo Alto, Calif. 94303). In practice,
current code is only supported on Windows NT servers but,
the ordinarily skilled artisan could readily duplicate this,
write their own code, to be supported and run on any
platform for processing data and requests to and from
enterprise database 532. Enterprise server 530 receives
enterprise messages from any one of a number of sources
including Web server 540.

[0127] Enterprise server 530 may be a symmetric multi-
processor (SMP) system including a plurality of processors
connected to a system bus or alternatively, a single processor
system may be employed. Also connected to the system bus
is a local and memory controller/cache, which provides an
interface to the local memory. An I/O bus bridge is con-
nected to the system bus and provides an interface to the I/O
bus. Peripheral component interconnect (PCI) bus bridge
connected to the I/O bus provides an interface to the PCI bus
and a number of modems may be connected to the PCI bus.
Communications links to network computers, including
Web server 540 and UMDT 504 and or PDTM 514 may be
provided through a modem, but more likely, using one of a
plurality of network adapters connected to the PCI local bus
or the I/O bus. Those of ordinary skill in the art will
appreciate that the hardware described above is exemplary
and may vary from server to server based, among other
factors, on enterprise needs. For example, other peripheral
devices, such as optical disk drives and the like, may also be
used in addition to or in place of the hardware depicted. The
depicted example is not meant to imply architectural limi-
tations with respect to the present invention. Enterprise
server 530 may be, for example, an IBM RISC/System 6000
system, a product of International Business Machines Cor-
poration in Armonk, N.Y., running the Advanced Interactive
Executive (AIX) operating system.

[0128] Enterprise server 530, as depicted in FIG. 5, func-
tions as a database server. Enterprise server 530 processes
database storage and retrieval requests from enterprise cli-
ents by utilizing an enterprise database management system
(DBMS) and for managing information in enterprise data-
base 532. Exemplary DBMSs include Sybase (a trademark
of and available from Sybase Inc., 6475 Christic Avenue,
Emeryville, Calif. 94608) and Oracle (a trademark of and
available from Oracle Corporation, 500 Oracle Parkway,
Redwood City, Calif. 94065) for applications on NT/UNIX
platforms and also Microsoft SQL Server for NT operating
systems (both trademarks and available from Microsoft
Corporation). Upon requests from the enterprise clients,
such as Web clients 544A-544N, Enterprise server 530
searches enterprise database 532 for selected records and
passes them back to the requestor over the network. The
implementation of enterprise server 530 allows enterprise
data to be requested, modified and imaged at an enterprise
level rather than at a sub-enterprise or system level as was
common in the prior art. Therefore, rather than the user
being forced to access system level information at each one
of the separate ancillary umbra systems 502A to 502M, an
enterprise user may instead access enterprise level informa-
tion contained within preumbra/enterprise database 532
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through enterprise server 530 via, for example, Web server
540. Moreover, preumbra data may also be retrieved from
preumbra/enterprise database 532 rather than an enterprise
manager having to become proficient with the ancillary
preumbra systems or relying on each ancillary preumbra
system to periodically generate hard copy reports that are
then circulated to the respective enterprise departments or to
migrate all existing ancillary applications, both umbra and
preumbra, to an unified enterprise-wide enterprise applica-
tion platform.

[0129] Web server 540 makes World Wide Web services
on the Internet available to enterprise server 530. Web server
530 includes hardware and operating systems similar to that
described above with respect to enterprise server 530, but
also includes Web server software, TCP/IP protocols and the
Web site content (enterprise Web pages). Web server 540 is
also configured with a firewall for keeping the enterprise
network secure from Web born attacks by filtering out
unwanted packets. As Web server 540 is actually used
internally by the enterprise and not by the public, Web server
540 is actually an intranet server or application server. A
primary function of Web server 540 is to manage Web page
requests from Web browsers and delivers HTML (Hyper
Text Markup Language) documents (enterprise Web pages)
in response using the HyperText Transport Protocol (HTTP).
Web server 540 also handles all application operations
between browser-based computers (any of Web clients
544A-544N) and the enterprise’s back-end enterprise appli-
cations and enterprise database 532. Additionally, Web
server 540 provides all the Internet services necessary to the
enterprise, in addition to a HTTP server, Web server 540
functions as a FTP server (file downloads), NNTP server
(newsgroups) and SMTP server (mail service). An operating
system runs on one or more processors on Web server 540
and is used to coordinate and provide control of various
components within. The operating system may be a com-
mercially available operating system such as a UNIX based
operating system, AIX for instance, which is available from
International Business Machines Corporation. “AIX” is a
trademark of International Business Machines Corporation.
Other operating systems include OS/2 (a trademark of and
available from IBM); Windows NT and Linux (available
from Red Hat, Inc., 2600 Meridian Parkway, Durham, N.C.
27713). An object-oriented programming system, such as
Java, may run in conjunction with the operating system and
provide calls to the operating system from Java programs or
applications executing on Web server 540. “Java” is a
trademark of Sun Microsystems, Inc. Instructions for the
operating system, the object-oriented operating system, and
applications or programs are located on local storage devices
and may be loaded into main memory for execution by the
one or more processors. FIG. 5 depicts Web server 540 and
enterprise server 530 as separate enterprise network com-
ponents however, ordinary artisans will readily understand
the one physical server might function as both an application
server, database server and a Web server. In accordance with
one embodiment, an Intel-based multiprocessor server run-
ning Microsoft Windows NT operating system and Internet
Information Server (IIS) web server. Web pages are coded
with a mixture of HTML and embedded Microsoft VBScript
running as Active Server Pages (ASP available from
Microsoft Corporation). Web server programs make calls
directly to enterprise database 532 via ODBC connection
(Open Database Connectivity—this is an industry database
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connection standard) using the Microsoft ADO (ActiveX
Data Objects available from Microsoft Corporation) object
model programmatically. The volume of the enterprise
requests and/or data growth might dictate that Web “farms”
of many connected and synchronized Web servers, as well as
a multitude of database servers, to handle the increased
volume and throughput. An alternate embodiment would be
HTML and Computer Graphics Interface (CGI) based Web
site coded in Java, JavaScript (both available from Sun
Microsystems Corporation), Practical Extraction Report
Language (PERL), etc. with access to the enterprise data-
base via Java Database Connectivity (JDBC available from
the Sun Microsystems Corporation), Open Database Con-
nectivity (ODBC available from Microsoft Corporation),
connections and related data object models.

[0130] In accordance with an exemplary embodiment of
the present invention, the enterprise application enables
physicians, clinicians and other care providers the means for
web-based access to enterprise level functionality and enter-
prise preumbra data at every workstation connected to the
enterprise network within a physical enterprise department.
A convention web browser is used for this purpose. By using
a web browser over standard Internet connections, autho-
rized users may also securely access the enterprise system
from remote locations such as home or office. Every enter-
prise user is given an enterprise web page that maintains
current enterprise content related to the user.

[0131] In accordance with an exemplary embodiment of
the present invention, enterprise-wide intranet and/or Inter-
net access to enterprise preumbra information via the enter-
prise application. Alternatively, rather than the enterprise
application for handling both umbra and preumbra data
security and retrieval, a special purpose preumbra/enterprise
application may be used in combination with an umbra/
enterprise, the former handling enterprise user access to
enterprise preumbra data and the latter for handling access
to enterprise umbra data. Preumbra information may be
obtained from the enterprise’s existing legacy systems such
as general ledger, accounts payable, time and attendance and
the employee badge system. With the preumbra information
organized and consolidated in one place and presented in a
single view and displayable from any network PC with a
web browser, an enterprise manager can easily and quickly
see the overall financial performance of the organization or
“drill down” to view specific departmental data. Some
exemplar preumbra functionality described herewithin
include: System Profitability Summary; Financial Division
Income Statement; Company Detail Income Statement;
Company Variance Summary; Account Balance Detail;
General Ledger AP Distribution; and Daily Dashboard Indi-
cators. Utilizing the “drill down” feature, an authorized
enterprise user quickly appreciates the relation of their areas
of responsibility to the overall organization because of the
enterprise level prospective to the preumbra data that the
present invention affords an enterprise user. Linking the
reports together gives the user the ability to click on an item
in a report and drill down for further information on that one
line item. The main purpose of this feature is to allow a user
to start at the “system overview” level and drill down on
specific line items to help them discern what actual depart-
ment/account is causing a variance. The manner in which the
linked reports allow a user to drill down to the low level
preumbra data can be seen with respect to the relationship
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between the preumbra web pages shown in FIGS. 6 and 7
and is further demonstrated by the financial statement flow
diagram depicted in FIG. 9.

[0132] Access to preumbra data is granted via the use of
user identification and password on a general preumbra data
enterprise login page. Typically, access to the functionality
of the preumbra/enterprise application is only granted to
enterprise employees that have the right to some preumbra
data, i.e. financial information for enterprise (general ledger
chart of account) areas to which they have budgetary author-
ity. Thus, those enterprise users are normally part of the
enterprise management team.

[0133] With respect to FIG. 6, a screen shot of the
enterprise home page for presenting preumbra data is shown
in accordance with an exemplary embodiment of the present
invention. In the depicted example, the web page is divided
into two parts, functional window 602 containing enterprise
preumbra functionality and preumbra information display
window 604. Functional window 602 contains executable
screen buttons for executing generic preumbra functionality
of Home (navigational), Search, Tools, GoTo and Log Off.
Here, the user has logged in and been authorized by web
server 540 and privilege checked for the user ID by enter-
prise server 530.

[0134] Once authenticated, enterprise users (managers)
may select from a variety of preumbra data and functionality
such as financial statements or labor reports to which they
have budgetary authority. There are three main sections
presented to the user: Financial Statements, Labor Reports
(H/R reports) and Published Reports. The published reports
available to the user gives the client the ability to create any
type of document and publish it to the preumbra/enterprise
system. The published report is then available to other
enterprise users.

[0135] Navigation through the preumbra data is accom-
plished by merely clicking on the desired report or on an
entry within a report. In addition, the GoTo feature, shown
as 608, is an anywhere from anywhere feature. By using this
option, a user can navigate with minimal data entry or mouse
clicks to anywhere in the application. It also serves the
function of switching from one period view of data to the
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next (i.e. if viewing the System Profitability Summary for
September 2000, it gives the ability to switch to October
2000 view).

[0136] One useful report that summarizes preumbra enter-
prise data is the System Profitability Summary financial
statement, referred to as 606 in FIG. 6. By clicking on the
“System Profitability Summary” text are of preumbra infor-
mation display window 604, the report linked to the text is
present to the user. FIG. 7, is a screen shot of the System
Profitability Summary financial statement as presented to the
enterprise user in accordance with an exemplary embodi-
ment of the present invention. The System Profitability
Summary financial statement provides a quick “health of the
organization” view. This view of the financial data is espe-
cially helpful to the chief executives and senior vice presi-
dents of an organization. The user can navigate from the
System Profitability Summary financial statement in the
same manner as described above, i.e. clicking on a line item
on the report, using the GoTo feature or using the “search”
feature for finding a specific document of type of preumbra
data entry. Eventually, the user can navigate from reports
comprised of higher level preumbra data to reports com-
prised of the lowest level of preumbra data. With respect to
general ledger (GL) type of preumbra data, the lowest level
of preumbra data might be found in an individual invoice for
an department, while the lowest level of employee type
preumbra data might be contained in an employee demo-
graphic report, the web page of which is shown on FIG. 8
in accordance with an exemplary embodiment of the present
invention. In either case, by using the linked reports struc-
ture of the present invention, a user can easily navigate from
reports containing the highest level of preumbra data that are
available to every manager to reports containing the lowest
level of preumbra data that are available to only the man-
agers that have budgetary authority for the data.

[0137] FIG. 9 is a flow diagram that illustrates how
exemplary reports containing preumbra data are connected
to one another in accordance with an exemplary embodi-
ment of the present invention. Table V below lists exemplary
preumbra reports and financial statements, along with their
descriptions and element numbers as shown in FIG. 9.

TABLE V

Financial Statement

(Exemplary Preumbra Report Descriptions)

Description No.

System Profitability

Summary

For all financial divisions, this statement displays the current 906
month and year to date net income, budgeted net income and
variances from budget.

Financial Division
Income Statement

Financial Division
Variance Summary
Dept Account Group
Variance Detail

Company Detail
Income Statement
Company Account
Group Income
Statement

This statement details actual, budget and variance amounts 916
for the current period and year to date. All figures are

aggregated to the specified financial grouping.

This statement displays the Variance Summary of a 920
specified Financial Division

For the selected category this is a comparison of current 922
actual to budget income and expense amounts by financial
statement line.

Overall company statement displays the current month and 908
year to date income and expenses by account.

For the company this is a comparison of current actual to 918

budget income and expense amounts by financial statement
line.
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TABLE V-continued

Financial Statement

(Exemplary Preumbra Report Descriptions)

Description

No.

Company Variance
Summary

Dept Detail Income
Statement

Dept Account Group
Variance Summary

Account Balance
Detail

General Ledger AP
Distribution
Department Pay Stub

Dept Time Detail
Report
Dept Vacation/Sick

Employee Pay Stub

Employee Time Card

Employee
Demographics
Employee Vacation
Sick

This statement compares the actual net income to the
budgeted amount for each department in the company.

For the selected department this statement displays the
current month and year to date income and expenses by
account.

For the selected department this is a comparison of current
actual to budget income and expense amounts by financial
statement line.

This lists the individual activity recorded in each account.

Invoice listing for a selected Department/Acct. Period,
grouped by account.

This report displays the names, ids, pay rates, hours worked
by pay element, hours paid by pay element, dollars worked
by pay element and dollars paid by pay element for all
employees in a specified department.

This report shows employee time by department for a
selected pay period

This report shows the vacation time and sick time hours
available for each employee in a selected department.

This report displays the ids, pay rates, hours worked by pay
element, hours paid by pay element, dollars worked by pay
element and dollars paid by pay element for a specified
employee.

This report shows the timecard activity for the selected
employee for the pay period selected.

This report shows key employee information (i.e. date of
hire, title, address, telephone number, employee id, etc.)
This report shows the vacation time and sick time hours
available for the selected employee.

904

902

910

912

934

928

938

946

940

936

944

942
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[0138] With respect to FIG. 9, it can be readily realized
how a user can navigate to any lower level statement from
any one of the upper level statements by following the
arrows from higher levels to lower levels in accordance with
an exemplary embodiment of the present invention. Four
top-level global access categories consist of a company
detail income statement 902, company variance summary
904, system profitability summary 906, and finally, company
account income statement 908. These reports are comprised
of heavily aggregated preumbra data therefore, a user can
get a sense of how the user’s department’s data affect the
overall, aggregated line items in the upper-level reports.
Upper-level line items may consist of many individual
low-level preumbra data values all aggregated together. It
should be noted that in this exemplary embodiment, a user
can access any one of the financial statements depicted
having a shaded corner in FIG. 9 from a text link on the
financial home page. Therefore, most low-level preumbra
data is just one or two clicks away. Essentially, a user can
navigate to any low-level statement from any high-level
statement.

[0139] Taking the Company Detail Income Statement 902
for example, line items on the Company Detailed Income
Statement are aggregated from lines items on one or more
Company Dept/Account Variance Statement 910, which in
turn is comprised of aggregated values for line items occur-
ring in one or more entries in the Account Balance Statement
912 and so on.

[0140] As mentioned above, PDTM 514 may use a num-
ber of different data transfer strategies for accessing preum-
bra data in the individual ancillary preumbra system data-

bases, each within the same enterprise. Individual ancillary
preumbra systems may store preumbra data differently even
though they are all in the same enterprise. If an ancillary
preumbra system maintains preumbra data in its database
such that the data is easily accessible and requires little
processing, then preumbra data resident in that database
might be accessed in real-time by the enterprise application.
Conversely, it would be counterproductive to attempt real-
time data transfers from ancillary preumbra that maintain
their preumbra data in a manner that is not conducive to
real-time accessing and processing on the fly. FIG. 10
pictorially represents the data transfer strategy employed by
the PDTM in accordance with an exemplary embodiment of
the present invention and will be described in conjunction
with enterprise system 500 shown in FIG. 5. Notice that
each of ancillary preumbra databases S514A-514D is
accessed for preumbra data by enterprise processing system
530. However, G/L System 514A and H/R System 514B are
accessed once a day. In so doing, enterprise processing
system 530 has the extra time needed to perform pre-
calculation processes 1002 and 1004. Pre-calculation pro-
cesses 1002 and 1004 aggregate the preumbra data and
otherwise prepare it for presentation prior to saving the
processed preumbra data in preumbra/enterprise database
532A. The processed preumbra data is then ready to be
returned to a user in real-time. The preumbra/enterprise
database is represented as 532A rather than 532 because the
preumbra/enterprise database may be physically collocated
with enterprise database 532 or might instead be separated
from the enterprise database.
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[0141] On the other hand, Time Clock System 514C is
copied directly from the ancillary system database and
processed on the fly, in real-time. Enterprise processing
system 530 still performs calculation processing on the
preumbra data, but in this case, either the amount of calcu-
lation processing is minimal and/or the preumbra data is
arranged on Time Clock System database 514C such that it
is easily acquired. Preumbra data retrieved from Time Clock
System database 514C is passed directly to the web front end
540.

[0142] Instill another data transfer strategy, preumbra data
is retrieved from an ancillary preumbra system database,
Badge System database 514D, and then written to another
database, Employee Database 532B, with little or no pro-
cessing by enterprise processing system 530 in-between.
Enterprise requests for that preumbra data are responded to
by accessing Employee Database 532B rather than Badge
System database 514D. This data transfer strategy is useful
for data and large files such as image files, that do not need
updating often. Thus, the images are maintained on a sepa-
rate database that is not updated often. Using a separate
database frees preumbra/enterprise database 532 from trans-
ferring numerous large files.

[0143] With respect to FIG. 11, a process for transferring
data from an ancillary preumbra system database to an
enterprise system which handles both umbra and preumbra
data is depicted in accordance with an exemplary embodi-
ment of the present invention. The process depicted in FIG.
11 will be described with respect to the enterprise system
500 shown in FIG. 5, however, as discussed with respect to
FIG. 5, enterprise system 500 is merely an exemplary
network comprising an exemplary combination of typical
network elements. It is assumed that the enterprise system is
comprised of a plurality of disparate, ancillary systems for
the processing of umbra and preumbra data and functional-
ity. It is further assumed that any enterprise message con-
taining a request for data may in fact be a request for one or
both of umbra and preumbra data originating from the
respective ancillary systems. It is further assumed that all
umbra data is available to enterprise server 530 from preum-
bra/enterprise database 532. Therefore, the enterprise appli-
cation must be equipped to handle both types of data, umbra
and preumbra. However, in accordance with one embodi-
ment of the present invention, preumbra data is available
only from the ancillary preumbra system database in which
that data originated. Thus, when retrieving that data, it must
be accessed directly through the respective ancillary, preum-
bra system’s database. However, the preumbra data may not
be organized in the ancillary preumbra system database in a
manner that is conductive to retrieving data on the fly. In
accordance with other exemplary embodiments of the
present invention, preumbra information may be obtained
either from the preumbra/enterprise database or the ancil-
lary, preumbra system’s database in which that data origi-
nated. Obviously, the most expedient course is to retrieve the
preumbra data from the preumbra/enterprise database. How-
ever, because the preumbra/enterprise database is not auto-
matically populated with preumbra data by event triggered
data transfers, the preumbra data within the preumbra/
enterprise database may become stale between requests.
Thus, preumbra data must be updated in the preumbra/
enterprise database at regular intervals (in the case where the
enterprise application does not have direct access to the
preumbra data in its respective ancillary, preumbra system
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database) or a mechanism must be implemented within the
enterprise application for identifying the preumbra data in
the preumbra/enterprise database as being stale. As a general
rule, however, it is postulated that because the preumbra
enterprise database is not populated with event-triggered
preumbra data that the freshest preumbra data is available
from the respective ancillary, preumbra system database.

[0144] The present process begins with enterprise server
530 receiving a request for enterprise data from an enterprise
user (step 1102). As discussed above, it is generally assumed
that the enterprise message comes from one of web clients
544A-544N via web server 540, web clients may be con-
nected to the web server through an external Internet or an
internal intranet. Upon receiving the request, the enterprise
application gets the enterprise relationship rules, privilege
rules, preumbra system(s) database access rules and preum-
bra data processing rules from preumbra/enterprise database
532. The enterprise application processes the enterprise
message with the enterprise relationship and privilege rules
as described previously in co-pending application titled
“Method And System For Assimilating Data From Dispar-
ate, Ancillary Systems Onto An Enterprise System,” attor-
ney docket number 017017-620002 and will not be further
described here. A check is then made to determine whether
the request involves preumbra data (step 1106). If the user
request involves only umbra data, enterprise application
accesses the enterprise database for the requested data as
discussed in detail in the aforementioned co-pending appli-
cation (step 1108). The requested umbra data is then
returned to the requesting enterprise user’s client via web
server 540.

[0145] Returning to decision 1106, should the user request
include a request for preumbra data, the enterprise applica-
tion must then determine whether the preumbra data is
directly accessible from an ancillary, preumbra database
(step 1112). The enterprise application utilizes the preumbra
enterprise database access rules to determine whether or not
an ancillary, preumbra system database can be accessed
directly for the preumbra data. The preumbra system data-
base access rules are formulated with regard to a number of
factors concerning the manner in which the requested
preumbra data is stored on its originating ancillary database.
These factors include whether or not the preumbra system’s
database is a relational database or not, whether or not the
database structure is a proprietary format, the format of the
data itself (flat files, etc.), or whether the structure of the
preumbra data on the preumbra database allows for the
preumbra data to be processed on the fly. Should the
preumbra data not be accessible from an ancillary preumbra
database, the enterprise application checks the preumbra/
enterprise database for the requested umbra data (step 1114).
If the requested umbra data is not available from the
preumbra/enterprise database, an error message is returned
to the user (step 1116) and the process ends. If, on the other
hand, requested preumbra data is available from the preum-
bra/enterprise database, the process reverts to step 1108
where the enterprise database is accessed for the requested
data and the data is returned to the requestor (steps 1108 and
1110).

[0146] Returning to decision 1112, if the preumbra data is
available directly from an ancillary preumbra database,
enterprise application must establish communication with
that particular ancillary, preumbra system. Therefore, the
process proceeds with a check to determine whether the
ancillary preumbra system related to the requested data is
available for taking the request. If not, the process flows to
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decision 1114 where the enterprise application determines
whether or not the preumbra data may be accessed from the
preumbra/enterprise database. It must be understood that if
the data exists on the preumbra/enterprise database, the state
of that data may be different from the preumbra data in the
ancillary preumbra system database. The preumbra data
located in the enterprise database may be older, not as fresh,
as the preumbra information available directly from the
ancillary preumbra system database. Therefore, although not
shown in the figure, a mechanism must be implemented to
cull any stale preumbra information from the response to the
request. Therefore, if the information is not available in the
preumbra/enterprise database, or if the preumbra data con-
tained in the preumbra/enterprise database is stale, an error
message will be returned to the requestor (step 1116). If, on
the other hand, acceptable preumbra data is available from
the preumbra/enterprise database, the data is retrieved by the
enterprise application (step 1118) and returned to the
requester (step 1110).

[0147] Finally, if the ancillary preumbra system is avail-
able to the enterprise application at decision 1118, the
enterprise application accesses the ancillary system’s data-
base for the requested preumbra data. The enterprise appli-
cation will also apply any necessary preumbra data process-
ing rules previously obtained from preumbra/enterprise
database 532, either real time calculation processing or
presentation processing (step 1122) prior to returning the
requested to the user (step 1110). The process for transfer-
ring preumbra data from an ancillary preumbra system
database to a requestor then ends.

[0148] With respect to FIG. 12, a lower level of process
for handling requests for preumbra data is depicted in
accordance with the preferred embodiment of the present
invention. With respect to the present process, it is assumed
that the request is limited to a request for preumbra data. The
process begins with the enterprise application receiving an
enterprise request for preumbra data. The enterprise appli-
cation then identifies the subject preumbra data and accesses
the preumbra enterprise database for preumbra rules asso-
ciated with the requested preumbra data (step 1204). The
enterprise application then checks the rules to determine
whether real time access to the respective preumbra system
database is called for (step 1206). If the preumbra rules do
not allow for access to the preumbra system database, then
the requested data must be obtained from the preumbra
enterprise database (step 1224). Once the data is retrieved,
the enterprise application applies any preumbra rules corre-
sponding to the requested data. These rules may include any
data aggregation or presentation processing necessary for
the requested data (step 1226). The processed preumbra data
is then included in an enterprise message (step 1228) and the
enterprise message is returned to the requestor (web server)
(step 1230).

[0149] Returning to decision 1206, if the preumbra rules
allow for the real time acquisition of the requested data from
a preumbra system, the data link speed and stability support
for accessing the ancillary preumbra system’s database is
checked. If the state of the ancillary system or the commu-
nication network is such that preumbra data cannot be
transferred immediately, the enterprise system, rather than
immediately issuing an error message, may start a timer for
establishing the connection to the preumbra system (step
1218). If a time out occurs, the enterprise application may

Jan. 30, 2003

check the preumbra enterprise database for the requested
preumbra data (step 1220). If the requested preumbra data is
resident in the preumbra enterprise database, the process
reverts to step 1224 and continues from that point as
described above. It should be understood that the requested
data stored in the preumbra enterprise database may be stale.
Therefore, the enterprise application should have a mecha-
nism for identifying the stale data and returning an error
rather than returning inaccurate data to the requestor (not
shown). If, however, at decision 1220 the requested preum-
bra data cannot be attained from the preumbra enterprise
database, then an error indication is included in the enter-
prise message (step 1222) and the enterprise message is
returned to the requestor (step 1230).

[0150] Turning again to decision 1208, once connection is
established with the target ancillary, preumbra data system,
the preumbra system’s database is accessed for the requested
data (step 1210). Upon retrieving the preumbra data, the data
is processed using any aggregation and presentation pro-
cessing rules retrieved from the preumbra enterprise data-
base (step 1212). Once the data is processed, it may be
stored in the enterprise database (step 1214). Storing the
preumbra data in the preumbra/enterprise database is nec-
essary if the preumbra data is not persistent on the ancillary
system’s preumbra database. However, recall from the data
transfer process described in FIG. 11 that the tables con-
taining preumbra data must be first truncated and the indices
dropped prior to storing the data and then the tables rebuilt.
Regardless, once the preumbra data has been retrieved from
the ancillary preumbra system, and it has been aggregated
and prepared for presentation, the requested preumbra is
included in an enterprise message (step 1216) and the
message is returned to the requestor (step 1230). The process
then ends.

[0151] With respect to FIG. 13, flowchart depicting a
lower level process for transferring preumbra data from an
ancillary preumbra system database to a preumbra/enter-
prise database is illustrated in accordance with an exemplary
embodiment of the present invention. As discussed above,
the preumbra/enterprise database is not populated in
response to messages generated from trigger events at any
one of the ancillary systems. Therefore, preumbra data must
be transferred to the preumbra/enterprise database in an
overt process executed by the enterprise application. While
the enterprise application could retrieve requested preumbra
information from the respective ancillary preumbra system
database each time a request is received, as mentioned
above, in most instances, the preumbra data is not main-
tained by the ancillary system in a manner that is conducive
to real time processing of the preumbra data. Moreover,
often the ancillary preumbra system database is structured
such that accessing individual data pieces is difficult and
time consuming thus expending processing bandwidth for
both the enterprise server and the ancillary system. Aside
from processing constraints, communication channels
between ancillary preumbra systems and the enterprise
server may become jammed with requests for individual
data pieces from the ancillary system databases. Therefore,
in accordance with an exemplary embodiment of the present
invention, the enterprise application limits real time retrieval
of data to a select type of ancillary system in which the
preumbra data is stored in a manner in which the data can be
retrieved quickly and processed on the fly in response to a
user request. In further accordance with an exemplary
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embodiment of the present invention, preumbra data is
transferred from the respective ancillary preumbra system
databases in block data transfers initiated during time peri-
ods of low utilization. As a practical matter, most ancillary
preumbra system databases are mirrored, or backed up,
during the early morning hours, say between midnight and
5:00 a.m., thus most ancillary systems are not available for
block transfers during this time period. Therefore, blocks of
preumbra data are transferred from the respective ancillary
system databases to the preumbra/enterprise database during
late night hours, say between 8:00 p.m. and midnight. It
should be understood, and as will be brought out with regard
to the present process, that a block of data is defined as all
new or changed data in the ancillary preumbra system
database since the previous successful block transfer.

[0152] The process begins by preparing the preumbra/
enterprise database for a new load from one or more
ancillary preumbra system databases (step 1310). Normally,
preparation involves truncating any tables containing
preumbra data and dropping indices associated with the
data. Because the preumbra enterprise database will not be
able to accept any new preumbra data, the previous step
being successfully completed, the enterprise application
checks for success (step 1312). As a practical matter, there
is no automated remedial process should the step not suc-
ceed. Therefore, if preparation of the database of the preum-
bra/enterprise database fails, the enterprise application
immediately sends a text message to an on-call analyst (step
1314), and also e-mails the analyst describing the problem
(step 1316).

[0153] Turning to decision 1312, if the preumbra/enter-
prise database is prepared for new preumbra data, the
enterprise application can then, using the preumbra system
database access rules, access preumbra system database for
preumbra data and copy same to preumbra/enterprise data-
base (step 1320). Here again, the copy step may or may not
succeed depending on a number of factors including ancil-
lary system availability, network availability, or copy period
timeout. Thus, the enterprise application again checks to
determine whether this step was successful (1322) and if not,
once again the enterprise application immediately sends a
text message and a mail message to the responsible on-call
analyst (steps 1314 and 1316).

[0154] Once the preumbra data has been copied to the
preumbra/enterprise database, the preumbra data is not nec-
essarily ready for retrieval by the enterprise application. Any
tables or indices that were previously deconstructed at step
1310, must be rebuilt (step 1330). Again here the enterprise
application checks to see whether or not the tables have been
properly rebuilt and indexed (step 1332), and if not, the
enterprise application again sends a text message and mail
message to the responsible on-call analyst describing the
failure (steps 1314 and 1316). If at decision 1332 the tables
have been properly re-indexed, the enterprise application
will then run any aggregation procedures necessary for
aggregating the preumbra data in the preumbra/enterprise
database (step 1340). These aggregation procedures may be
retained in the preumbra/enterprise database as a preumbra
data processing rule and include such exemplary aggrega-
tions as including the number of hours worked by an
employee since the last block transfer in the employee’s
payroll information, aggregating the sick time and leave
accumulations for the time period, in aggregated open-ended
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expense and cost parameters with the retrieved values cor-
responding to those parameters. Finally, the enterprise appli-
cation determines whether or not the aggregation procedures
have been successfully implemented; if not, the responsible
on-call analyst is notified via text and mail messages (steps
1314 and 1316). If, on the other hand, the aggregation
procedure is successful, the process for transferring preum-
bra data from a preumbra system database to a preumbra/
enterprise database ends.

[0155] The following is a partial list of the data load
(transfer) events that take place each night between one or
more ancillary preumbra system database and the preumbra/
enterprise in accordance with an exemplary embodiment of
the present invention. The purpose is to move data from one
of a number of ancillary preumbra systems to the primary
enterprise database. Each data transfer object has a pre-
defined task, logic and/or dataset to move.

[0156] Load Ledger Accounts and Balances

[0157] Load Labor Distribution Report (LDR) pay
elements cross references

[0158] Load LDR Data (latest pay period)
[0159] Load LDR Data (ALL)

[0160] Load Journal Lines (previous day)

[0161] Load Journal Lines

[0162] Load Vacation and Sick Balances

[0163] Get Structure Data

[0164] Get Employee User Defined Accounting Key
(UDAK) data

[0165] Extract Reporting Structure Data

[0166]
[0167]
[0168]
[0169]
[0170]

Extract Employee Info

Copy Revenue Charge Code Lookup Tables
Collect Pay Period Calendar Data

Extract Invoice Data (previous day)

Extract Invoice Data (All)

[0171] With respect to a particular data transfer event,
specifically the “Load Ledger Accounts and Balances, the
process for describing the transfer event will be discussed in
more detail. Initially, at step 1310, prep ss_ledger_acct_bal
table prepares the preumbra/enterprise database for the new
load, of course although it is not likely, enterprise system
500 might be configured with separate physical databases
for umbra and preumbra data, with regard to the example
below, the preumbra database is declared as “GHSFIS.”

[0172] wuse GHSFIS
[0173]
[0174] IF exists (select 1 from sysindexes

truncate table ss_ledger_acct_bal

[0175] where id=object_id(‘ss_ledger_acct_bal’)
[0176] AND name="‘ss_ledger_acct_bal_ndx’)

[0177] drop index ss_ledger_acct_bal.ss_ledger_
acct_bal_ndx
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[0178] Next, the test is performed at step 1312 and if
failed, a text page is sent in accordance with the following.

[0179] use GHSMisc

[0180] exec spSendTextPage”, ‘DTS Package GHS-
FIS: Load Ledger Accounts and Balances FAILED
on Step 1 of Balance Data Load: truncate ss_ledg-
er_acct_bal and drop indices.’, 1, ‘EAT”

[0181] And a mail message is sent in accordance with the
following.

[0182] use GHSMisc

[0183] exec spSendMailMsg”, ‘DTS Package GHS-

FIS: Load Ledger Accounts and Balances FAILED .

’, ‘on Step 1 of Balance Data Load: truncate

ss_ledger_acct_bal and drop indices.’, ‘GHSFIS:
Load Ledger Accounts and Balances’, ‘EAT’

[0184] Upon successfully completing prep ss_ledger_ac-
ct_bal table, the ledger account balance detail data is copied
to the PREUMBRA/ENTERPRISE database described in
step 1320. Essentially, preumbra data is copied from a
Primary General Financial database via open database con-
nectivity (ODBC) connection and copied to GHSFIS via the
ODBC connection using the following criteria.

[0185] select 1dr_entity id,

[0186] co, dept, acct, detail, misc,

[0187] processing_yr, amt_class_type,

[0188] date_lastposted, ldr_amt_ O,

[0189] 1dr_amt 1, 1dr_amt 2, Idr_amt_ 3,
[0190] 1dr_amt 4, 1dr_amt 5, ldr_amt 6,
[0191] 1dr_amt 7, 1dr_amt 8, Idr_amt 9,
[0192] 1dr_amt 10, 1dr_amt_ 11, 1dr_amt_12,
[0193] 1dr_amt 13, 1dr_amt_14

[0194] from DBSglep.dbo.ldr_acct_bal

[0195] where processing_yr>=(datepart(yy, getdate(
N)-2

[0196] Again the test is performed at step 1322 and if
failed, a text page and mail message are sent in accordance
with to the description above. When select 1dr_entity_id is
successfully executed, then the indexes on ledger account
balance tables are rebuilt for improved application perfor-
mance as follows at step 1330.

[0197] wuse GHSFIS

[0198] create
_bal_ndx

[0199] onss_ledger_acct_bal (1dr_entity_id, co, dept,
acct, detail, processing_yr, amt_class_type)

[0200] with fillfactor=100

[0201] After successfully indexing the tables at step 1330,
the aggregation procedure(s) is called to prepare data for
application and user consumption as follows at step 1340.

[0202] use GHSFIS
[0203]

clustered index ss_ledger_acct-

exec sp_BuildAccountGroups

Jan. 30, 2003

[0204]
[0205]
[0206]

[0207] The test is performed for the last time. At step
1340, the enterprise application will call scripts that manipu-
late the data which was pulled from the ancillary preumbra
system such that its existence in the enterprise database is
conducive to the application and ultimately, the end users
corporate need. These scripts exist as stored procedures in
the preumbra/enterprise database, but one of ordinary skill
in the art would readily realize that other scripts could be
created using the present script as an exemplar. The follow-
ing is an example script (sp_BuildAccountGroups)

[0208] /*

exec sp_GenerateIncomeData
exec sp_BuildCompanylncome

exec sp_GenerateCompanyCategoryTotals

[0209] '+

[0210] ¥

[0211] "** sp_BuildAccountGroups

[0212] '**

[0213] '** execute this stored procedure to take the

contents of ss_reporting_structure

[0214] '** and format its data into a non-recursive
format. for example, the table

[0215] '** contains the following fields . . .

[0216] '**

[0217] '** [parent_point_id], [point_id], [point_tier],
[point_name], [descp]

[0218] '**

[0219] '** the point_id is simply the id of the current

record. the parent_point_id points to

[0220] '** the point_id of another record in the table,
thus telling us who the ‘parent” of

[0221] '** the current record is. the point tier column
tells us at what level the record falls in

[0222] '** the hierarchy. for example, point tier 2 is
a major group (such as OPERATING

0223] '** EXPENSES), point tier 3 is a minor grou
p group
(such as Routine Services) and point

[0224] '** tier 4 is an account which falls under point
tier 3. in this stored proc, we will

[0225] '** dump our point tier 2 records into a temp
table, dump our tier 3 records into another

[0226] '** temp table, then extract our point tier 4
records, joining our previous temp

[0227] '** tables, and place the ‘flattened’ record into
a permanent table that can be queried by

[0228] '** sp_GetAccountGroups . . .
[0229] '**
[0230] */
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PRINT ‘starting to build AccountGroups data’
/*
L

L

LR

“HEstep #1

G

“**we need to check to see if there is a table AccountGroups

in our database. this table’** will hold the data generated

by this stored procedure. another procedure,

“**sp__GetAccountGroups, can be called to pull data from this table in an
organized

“**manner . . . we need to see if this object exists in our database and if it
doesn’t, we

“**will create it . . .
LS

e
*/
IF NOT(EXISTS(SELECT * FROM sysobjects WHERE name =
¢ AccountGroups”))
BEGIN
PRINT ‘table AccountGroups not found, creating table’
CREATE TABLE AccountGroups

(

tierl_link char(4) null,

tier2_link char(4) null,

tier3_ link char(4) null,

tier4_ link char(4) null,

tier2__major__group__name char(240) null,

tier2__major__group_ description  char(255) null,

tier3__minor_ group_ name char(240) null,

tier3__minor_ group_ description  char(255) null,

tier4__account_ name char(240) null,

tier4__account__description char(255) null
END

[0231] /*

[0232] '*+

[0233] '*+

0234] '** step #2

P
[0235] '**

[0236] '** we may inadvertently have a temp table
lying around—if so, we need to remove it . . .

[0237] '+

[0238] '** we will extract data from ss_reporting-
_structure where the point_tier is 2. this will

[0239] '** give us our major group codes such as
OPERATING REVENUE, DEDUCTIONS

[0240] '** FROM REVENUE, etc. . . .

[0241] '**

[0242] '**

[0243] */

[0244] IF EXISTS(SELECT*FROM tempdb.dbo-
.sysobjects WHERE name=

‘#H#taccountgroups_tier2’)
[0245] BEGIN
[0246] DROP TABLE ##accountgroups_tier2

[0247] PRINT ‘dropped temp table
accountgroups_tier2’
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[0248] END
[0249] SELECT
[0250] ss_r_s.parent_point_id as tierl_link,
[0251] ss_r_s.point_id as tier2_id,
[0252] ss_r_s.point_name as tier2_name,
[0253] ss_r_s.descp as tier2_descp
[0254] INTO
[0255] ##accountgroups_tier2
[0256] FROM
[0257] ss_reporting_structure ss_r_s
[0258] WHERE
[0259] (ss_r_s.point_tier ‘2°)
[0260] ORDER BY
[0261] ss_r_s.point_id

[0262] /*

[0263] '**

[0264] '**

[0265] '** step #3
[0266] '**

[0267] '** we may inadvertently have a temp table
lying around—if so, we need to remove it . . .

[0268] "+

[0269] '** we will extract data from ss_reporting-
_structure where the point_tier is 3 AND the

0270] '** parent point id is not 1. this is because
p p 1
there are some records in the

[0271] '** ss_reporting_structure table in which the
parent_point_id is 1 and the point_tier is 3,

[0272] '** but there is no record in this table where
the point_id is 1, thus there nothing to tie

[0273] '** to ... any record with a point_tier of 3
should point to a record with a point tier of 2.

[0274] '** this will give us our minor group codes
such as Service Revenue and Outpatient

[0275] '** Services . . .

[0276] '+
[0277] '+
[0278] */

[0279] IF EXISTS(SELECT * FROM tempdb.dbo-
.sysobjects WHERE name="*##accountgroupstier3”)

[0280] BEGIN
[0281] PRINT"
[0282] DROP TABLE ##accountgroups_tier3

[0283] PRINT ‘dropped temp table
accountgroups_tier3’

[0284] END
[0285] SELECT
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[0286] ag_t2.tier2_id as tier2_link,
[0287] ss_r_s.point_id as tier3_id,
[0288] ss_r_s.point_name as tier3_name,
[0289] ss_r_s.descp as tier3_descp

[0290] INTO
[0291] ##accountgroups_tier3

[0292] FROM
[0293] ##accountgroups_tier2 ag_t2,
[0294] ss_reporting_structure ss_r_s

[0295] WHERE
[0296] (ag_t2.tier2_id=ss_r_s.parent_point_id)

and

[0297] ((ss_r_s.point_tier=‘3") and

(ss_r_s.parent_point_id<>‘1"))
[0298] ORDER BY

[0299] ag_t2.tier2_id, ss_r_s.point_id
[0300] /*
[0301] '**
[0302] '**
[0303] '** step #4
[0304] ‘¥
[0305] '** our AccountGroups table may have infor-

mation from a previous data load, we need to '* *
remove its contents. since this is not a real-time
system, we can just truncate the table

[0306] '** instead of executing a delete statement
(which will utilize the transaction log).

[0307] ‘'**

[0308] '** we now will extract data from ss_report-

ing_structure where the point_tier is 4, joining

[0309] '** into the temp table ##accountgroups_tier3
to get our ‘parents’ information, also

[0310] '** joining into the other temp table
##account_groups _ tier2 to get our ‘grandparents’

[0311] "** information. this ‘flattened’ record layout
will then be inserted into the

[0312] '** AccountGroups table . . .
[0313] '**

[0314] '**

[0315] */

[0316] —DELETE FROM AccountGroups

[0317]

[0318] PRINT ‘removed previous dataload from
AccountGroups’

[0319] INSERT INTO AccountGroups

[0320] (
[0321]
[0322]

TRUNCATE TABLE AccountGroups

tierl_link,
tier2_link,
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[0323]
[0324]
[0325]
[0326]
]
]
]

tier3_link,
tier4_link,
tier2_major_group_name,
tier2_major_group_description,
[0327
[0328
[0329
[0330]
[0331] )
[0332] SELECT
[0333]
[0334]
[0335]
[0336]
[0337]
[0338]
[0339]
[0340]
[0341]
[0342]
[0343] FROM
[0344]
[0345] ##accountgroups_tier2 ag_t2,

tier3_minor_group_name,
tier3_minor_group—description,
tier4_account_name,

tier4_account_description

ag t2.tierl_link,
ag_t3.tier2_link,
ss_r_s.parent_point_id,
ss_r_s.point_id,
ag_t2.tier2 name,
ag_t2.tier2_descp,
ag_t3.tier3_name,
ag_t3.tier3_descp,
SS_r_s.point_name,

ss_r_s.descp

ss_reporting_structure ss_r_s,

[0346] ##accountgroups_tier3 ag_t3
[0347] WHERE

[0348] (ag_t3.tier3_id=ss_r_s.parent_point_id)
and

[0349] (ag_t3.tier2_link=ag_t2.tier2_id) and
[0350] (ss_r_s.point_tier=‘4")
[0351] ORDER BY

[0352] ag_t3.tier2_link,
[0353] ag_t3.tier3_id,
[0354] ss_r_s.point_id
[0355] /*
[0356] '**
[0357] '** Step #5
[0358] '** clean up code, remove our temporary
tables—we no longer need them.
[0359] '**
[0360] '**
[0361] */



US 2003/0023580 Al

[0362] IF EXISTS(SELECT * FROM tempdb.dbo-
.sysobjects WHERE
‘#Hfaccountgroups_tier3”)

name=

[0363] BEGIN

[0364] PRINT"
[0365] DROP TABLE ##accountgroups_tier3
[0366] PRINT ‘dropped temp table

accountgroups_tier3’
[0367] END

[0368] IF EXISTS(SELECT * FROM tempdb.dbo-
.sysobjects WHERE name ‘##accountgroups_tier2”)

[0369] BEGIN

[0370] PRINT"
[0371] DROP TABLE ##accountgroups_tier2
[0372] PRINT ‘dropped temp table

accountgroups_tier2’
[0373] END

[0374] PRINT ‘finished building AccountGroups
data ...’

[0375] As briefly discussed above, it is expected that many
of ancillary preumbra systems within enterprise system 500
are accessed daily by enterprise applications, although
depending on the data, they may be accessed biweekly or
even weekly. As a practical matter, downloading a block of
preumbra data is time consuming and resource intensive.
Therefore, transfer is normally scheduled for late night
hours. With respect to FIG. 14, a high-level process is
depicted for other than real time transfers of block data in
accordance with an exemplary embodiment of the present
invention. Process begins with the enterprise application
checking its internal clock for the scheduled time window
for a target ancillary preumbra system (step 1402). The
process continually loops until the time window opens for
the target ancillary preumbra system. Then the enterprise
application checks that the ancillary preumbra system is
available for a data transfer (step 1404). If the target ancil-
lary preumbra system is busy or unavailable, the process
reverts to step 1402 for rechecking the time window prior to
again checking the target ancillary preumbra system for
availability. Once the target system is available, a data block
of preumbra data is defined which includes all data that has
been updated or changed since the last successful data
transfer (step 1406). Finally, the enterprise application
accesses the ancillary preumbra system database for the
block of new preumbra data (step 1408). The process then
ends.

[0376] The data structure for storing preumbra data in
preumbra/enterprise database 532 accommodates a general
ledger (GL) key of four levels. In accordance with one
exemplary embodiment that key consist of Entity, Company,
Department and Account level as shown in Table V below.
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TABLE VI
GL Key Levels
Entity  Company Departments Accounts Description
1 1 <all departments> <all accounts> Hospital
Facility 1
1 2 <all departments> <all accounts> Hospital
Facility 2
2 2 <all departments> <all accounts> Physican
Office Bldg.
3 1 <all departments> <all accounts> Gift Shop
[0377] In the above example, all departments for Hospital

Facility 1 would fall under the high level GL key of
Entity/Company=1/1. And the same would also hold true for
each of the other GL keys. The GL structure is a standard
hierarchical structure, when referencing only an entity level,
everything with that entity is included. Most of the reports
work off this key structure. The report is either for an Entity,
an Entity/Company, an Entity/Company/Department or an
Entity/Company/Department/Account. With the account
level being the lowest for the financial statements.

[0378] Due to the way most organizations view their data,
another “grouping” of these keys was developed inside of
the enterprise. This grouping, called Financial Divisions,
allows GL keys to be grouped outside of the standard
hierarchy. In the above example, Hospital Facility 1 and the
Physician Office Building may physically exist on the same
campus. From a senior management point of view, seeing
the entire campus together would be an advantage. There-
fore, a Financial Division could be created which included
1/1 and 2/2. This way, income statements could be viewed
for the entire division and not as two separate statements.

[0379] The enterprise system of the present invention
utilizes two different methods for securing preumbra data
from unauthorized viewing. The first is overall application
security, which handles basic access to the application. The
other is report security, which manages the access to the
different GL keys and reports.

[0380] Application security refers to the place where each
user is defined by a user ID and password. This security is
maintained in a separate database. Each ID may exist in any
number of groups. These groups are used throughout the
application to define access rules for functions. For example,
a group is used to secure the bulletin update feature in the
enterprise. Only users whose ID is in the update bulletin
group may access the update page and update the home page
bulletin. This group security is also used to secure the
management of the Report Security functionality. The appli-
cation security links to the report security via the employee
ID as defined within the preumbra system database (514).
When an ID is created in the application security the
employee ID is also required.

[0381] Report security is managed by the GL key and a
report ID key. The highest level reports in the financial
statements are considered global access. Every enterprise
manager has access to reports designated for global access.

[0382] Security is defined by the GL key Entity/Company/
Department (E/C/D). Each ID has associated with it a list of
E/C/D combinations, which the ID has access too. If a
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request is department level, the entire key is checked (E/C/
D) (for example, the user has requested a department income
statement). If the report is Entity, Company or Financial
Division in level, the user must have access to a department,
which belongs to that group either by the GL hierarchy or by
the Financial Division grouping (for example, the user has
requested a financial division income statement).

[0383] For security to the employee information, a report-
ing structure is imported from the H/R system. This system
lists all employees and who they report to, much like an
upside down tree structure with the CEO on the top.

TABLE VII

GL Key Levels

Employee ID Employee Manager ID

Employee 4
Employee 5
Employee 2
Employee 6
Employee 7
Employee 3
Employee 1
(CEO)

=W o s
I SR S

[0384] In Table IVV, each employee has an entry in the
database with a corresponding employee ID. The manager
ID reference indicates the employee ID of the manager for
that employee.

[0385] The preumbra/enterprise application flattens this
structure and makes it so a manager has a list of all
employees they are privileged to view. For example:

TABLE VIII
GL Key Levels

Manager ID Employee ID
1 2
1 3
1 4
1 5
1 6
1 7

[0386] Exceptions also exist for report security. In the case
where an employee clocks in under a department different
from their home department, an exception rule exists. When
a manager views the “Labor Distribution Report” (a payroll
report), the employee will show up there. By strict interpre-
tation of the rules, the manager may not have access to that
employee (to view time card, demographics, etc. . . . ). The
exceptions allow for the scenario whereby an employee is
being paid by a department where the manager has budget-
ary responsibility. It is important to note that this manager
may not have direct responsibility for this employee, but in
this case the employee’s compensation may be paid out of
this manager’s GL key. The fact that this manager’s area of
responsibility is paying the wages of this employee’s work
event provides the non-supervising manager with access by
default.

[0387] For example, with respect to the example above,
employee ID 3 is a manager with access to employee IDs 6
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and 7. Under normal circumstances, manager ID 3 is not
privileged to view employee ID 4. But if employee ID 4
clocks in under a department managed by manager ID 3, the
resulting excepting rule will allow manager ID 3 to view
employee ID 4’s employee information.

[0388] Each report is given a report ID key. In some cases,
it is necessary to give a manager access to a GL key. But for
a business reason, it might be necessary to disallow access
to one or more reports for the manager. By default, when a
user is granted access to the GL key, they can see everything
associated with the GL key (all reports). The security
administrator of the preumbra database has the ability to
remove certain reports from view privilege at the GL key
and report level. For example, manager A has access to GL
keys 1/1/8000 and 2/2/5500. An entry can be added which
will block manager A from viewing the “Department Payroll
Report” for 2/2/5500. This report is still available for
viewing by manager A for 1/1/8000.

[0389] As alluded to in several passages above, the secu-
rity of preumbra information is a major concern for an
enterprise. Unauthorized access of preumbra information is
not only detrimental to the enterprise, but can also be
demoralizing for the enterprise employees. On one hand,
users must be granted access to all the preumbra information
necessary for managing enterprise personnel under their
direction, but on the other hand, it is the view of most
professionals that granting authorization to peer information
causes disharmony among the enterprise personnel. One
mechanism employed by the present invention for ensuring
that unauthorized users do not get access to preumbra data
is that of grouping an enterprise user with the group from
which the user receives a paycheck. This principle can be
better understood with respect to the diagram on FIG. 15.

[0390] With respect to FIG. 15, an exemplary employee
structure is depicted and might be found in a typical enter-
prise. The depicted employee structure may be any one of a
number of well known enterprise structures such as line
management, line and staff management, etc. FIG. 15
illustrates a hierarchical enterprise employee that begins
with the highest level depicted at the director level 1502. It
is apparent from the diagram that each management node
defines an inverted tree structure of subordinates. A director,
manager or supervisor is at the head of each inverted tree
structure of subordinates.

[0391] Taking director 2 1502B for example, subordinate
structure consisting of a plurality of managers 1504A-
1504D, and every enterprise employee in managers 1504A-
1504D inverted tree structure, or in their respective man-
agement lines. With respect to manager 1 1504A,
supervisors 1-P are accountable to manager 1, and thus in
manager 1 1504A management line. In turn, each supervisor
handles a predefined group of employees, in case of super-
visor 1 1506A, employees 1508A include employees 1-S.
Each of supervisor 1’s employees, employees 1-S are also in
manager 1°s management line and finally in director 2’s
management line. However, notice that while manager 1 is
in director 2’s management line, manager 1 does not have
budgetary authority to that management line. Conversely,
manager 1 does have budgetary authority for all enterprise
employees listed below manager 1’s position on the
employee structure because those employees are in manager
1’s management line. Therefore, as a general rule, manager
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1 can see any preumbra data related directly to the manage-
ment line for which manager 1 has budgetary authority
because of manager 1’s position in the management chain.
However, manager 1 cannot see any low level preumbra data
that manager 1 does not have budgetary authority, such as
employees in to the manager’s management lines. This is
also true for manager 1’s peers, i.e. managers 2-m, because
those managers are not in manager 1’s management line but
instead, are in director 2’s line.

[0392] Referring now to FIG. 16, a flowchart depicting
security flow for financial preumbra data is depicted in
accordance with an exemplary embodiment of the present
invention. Accessing financial preumbra data through the
enterprise web page begins with a successful log-in step
1602, at which point an enterprise financial home page is
presented to the enterprise user similar to the exemplar in
FIG. 6. Then from the financial home page, the user can
select a detailed report to be presented (step 1606). At that
point, the security system determines whether the requested
report is general ledger (GL) keyed or employee keyed (step
1608). The user must have the appropriate authorization for
the type of report selected, i.e. either the proper GL keys or
be properly situated in the management structure. If, for
instance, the user has selected an employee report, the
security system identifies the user’s position in the manage-
ment structure from the user’s log-in ID and then whether
the user has authority to the requested report for that
employee by virtue of the user’s position in the management
line (step 1610). If, for example, the user is the employee’s
supervisor or above the employee in the direct management
line, then the user will be granted access to the report (step
1620). If the user is not in the employee’s line management,
the security system checks to see whether the employee is
paid by the user’s accessible department (step 1612). Some-
times, an employee may temporarily work for one depart-
ment while being permanently attached to another depart-
ment. In those cases, the employee is paid by the department
for which the employee is temporarily working and that
manager needs to track the employee’s preumbra data. If the
employee is neither in the user’s management line or being
paid by the department managed by the user, then the user
has no budgetary authority to see the employee’s preumbra
data and therefore, the financial home page is once again
displayed to the enterprise user allowing the user to reselect
an accessible report (step 1604).

[0393] Returning to decision 1608, if the report chosen by
the enterprise user is GL keyed, the enterprise security
system first checks to see if the user has access to any GL
key (step 1614). If the user has no GL keys than the user
cannot have a GL key for the particular report being
requested thus, the financial home page is redisplayed to the
user (step 1604). If, however, at step 1614 the user does have
access to GL keys, then the security system checks to see if
the user has access to the requested report for the GL key
(step 1616). There may be management reasons that
although the user has the GL key to access the request report,
that the user is denied access to the report. In that case, the
user cannot see the preumbra data on the report. Again, if the
user does not have the prerequisite authorization, the finan-
cial home page is redisplayed (step 1604). If, on the other
hand, the enterprise user has access to the report for the GL
key, then the enterprise application can check for preumbra
data for the period selected by the user (step 1618). If
preumbra data exists, then the report is displayed (step
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1620). If not, a message is displayed informing the user that
there is no data for the selected period attributable to the
report selected by the user (step 1624). Finally, any time the
enterprise security system determines that the enterprise user
has prerequisite authority for the presentation of a financial
report whether the report contains data or not. The security
system allows the user to change the report GL key or period
of the report using the go to function (step 1622). At that
point, the process reverts to step 1614 where the security
system determines whether or not the enterprise user has
access to the GL key for the newly selected report. The
process continues as described above until the user logs off.

[0394] Returning to 1608, the login functionality is man-
aged by the enterprise security model. The enterprise secu-
rity model is a two-tier component object that can be
embedded into an application program and is designed to
provide full authentication services to these applications in
accordance with a preferred embodiment of the present
invention. The two tiers in the object are the business logic
tier and the database access tier.

[0395] The business logic tier is the piece of the object that
is instantiated by the application and in turn, acts as a liaison
between the application layer and the security model. Here,
the application can request authentication services for an end
user (step 1602). Once the end user has been authenticated,
certain security settings and/or privileges can be accessed
and validated before proceeding with standard application
functionality. For example, management of the application
security, as defined in steps 1608 through 1612 and steps
1614 through 1616. Also, given the proper level of authority,
changes to the user’s authentication settings can be made at
this level, etc. The business tier also has the capability of
logging all security and/or application data access points.

[0396] The database access tier contains all the standard
I/O routines for database access. Calls from the embedded
client object (mentioned previously) are passed to this
database access tier via COM interfaces. All I/O to the
security model’s supporting database must be made through
this client object layer. This prevents unauthorized database
changes and eliminates errors and omissions to the authen-
tication database.

[0397] Together, these tiers expose both standard and
complex security interfaces (methods and properties) that
the application can call. With this embedded authentication
layer, the application is free to validate all user permissions
and rights before granting access to any (if not all) appli-
cation features.

[0398] The enterprise security model is split up into a data
access component (GHSSecurityServer2) and a business
logic\state component (GHSSecurityClient). From a pro-
gramming point of view, code will interact with the business
logic component (GHSSecurityClient) and this component
in turn will communicate with the data access component
(GHSSecurityServer2) via Microsoft Transaction Server.
This is a brief overview of each component. The GHSSe-
curityServer2 component reads the registry on the installed
machine to pull its database connection information. By
doing this, things like database, user Id and password that
the GHSSecurityServer2 needs to establish a connection can
be changed.

[0399] This UserServer interface handles the actual user
data access/manipulation needs of the Security Model. This
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is a ‘stateless’ object, meaning that it is meant to be created, new DLL and then refreshing all components in MTS. On
perform the desired task(s) and then die. Connection man- the installation machine (TESTNET/GNET), you will find
agement is handled via MTS (Microsoft Transaction Server an icon on the desktop (REGGIE) which launches a program
is a product and trademark of Microsoft Corporation and is that you can use to manipulate the registry values used by

available from Microsoft Corporation. An update of this this object. The keys used by this object are as follows:
DLL (provided that the interface has not changed) normally

means shutting down the package in MTS, copying over the [0400]
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Application : GHSSecurityServer2

Section : Connectionlnfo

Key : ConnectionString

Key : ConnectionTimeout

Key : CommandTimeout

Key : Userld

Key : Password

The following methods are available with this object.
BuildGroups
BuildPreferences
ChangePassword
UpdatePreference
DeletePreference
LogOut
Logln
LogAction

Method : BuildGroups(Userld, Application)

Returns : ADO Recordset

Notes

Userld and Application are string parameters.

This method will return all groups for the specified Userld in the specified

Application. If no match can be found, an empty recordset is returned to the calling

code. Userld and Application must be valued. An empty string “”” for either
parameter will raise an error to the calling code.

Dim objUserServer as GHSSecurityServer2.UserServer

Dim rsGroups as ADODB.Recordset

Set objUserServer = New GHSSecurityServer2.UserServer
Set rsGroups = objUserServer.BuildGroups (“USERID”,”APPLICATION")
Set objUserServer = Nothing

Method : BuildPreferences(Userld, Application)
Returns : ADO Recordset

Notes

DL-1167669v2
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Userld and Application are string parameters.

This method will return all preferences for the specified Userld in the specified
Application. If no match can be found, an empty recordset is returned to the calling
code. Userld and Application must be valued. An empty string “ for either

parameter will raise an error to the calling code.
Dim objUserServer as GHSSecurityServer2.UserServer
Dim rsPreferences as ADODB.Recordset

Set objUserServer = New GHSSecurityServer2.UserServer
Set rsPreferences =
objUserServer.BuildPreferences (“"USERID” , "APPLICATION")
Set objUserServer = Nothing

Method : ChangePassword(Userld, Application, OldPassword, NewPassword)
Returns : Integer

Notes

Userld, Application, OldPassword and NewPassword are string parameters.

This method will change the password for the specified Userld from the context of
the specified Application. The OldPassword is the current password (used for
validation) and NewPassword is what the new password should be. Userld,
Application, OldPassword and NewPassword must be valued. An empty string " for
any parameter will raise an error to the calling code. NewPassword cannot be a
previous password used within the last 365 days. If the password can be changed,
then OldPassword will be recorded into UserPasswords to prevent reuse until the 365
days time-frame has passed. An entry is also recorded into UserLog to record the
fact that the password was changed. The return codes for this method are listed
below :

(B} Password successfully changed

(1) User not found in database

2 Invalid old password entered

3) New password used within the last 365 days.

Dim objUserServer as GHSSecurityServer2.UserServer
Dim intChangePassword as Integer

Set objUserServer = new GHSSecurityServer2.UserServer
intChangePassword =
objUserServer.ChangePassword(“USERID”,"APPLICATION”,”OLDPWD”,”NEWPWD
")

Set objUserServer = Nothing

Method : UpdatePreference(NewPreference, Userld, Application, Preference,
Preference Value)

Returns : Boolean

Notes

NewPreference is a boolean parameter. Userld, Application, Preference and
Preference Value are string parameters.

DL-1167669v2



US 2003/0023580 Al Jan. 30, 2003
29

This method will update the specified Preference to the specified Preference Value
for the specified Userld in the specified Application. NewPreference is a boolean to
determine if this will be an insert or an update (True = insert, False = Update).
Userld, Application, Preference and Preference Value must be valued. An empty
string *”” for any parameter will raise an error to the calling code. If this method
successfully executes, then a value of True is returned to the calling code, otherwise a
value of False will be returned. This method will also make an entry in the UserLog

table to record the fact that a preference was updated.
Dim objUserServer as GHSSecurityServer2.UserServer
Dim blnUpdatePreference as Boolean

Set objUserServer = new GHSSecurityServer2.UserServer
blnUpdatePreference = _

objUserServer .UpdatePreference (TRUE, “USERID” , “APPLICATION”, "PREF” , "V
ALUE")

Set objUserServer = Nothing

Method : DeletePreference(Userld, Application, Preference)

Returns : Boolean

Notes

Userld, Application and Preference are string parameters.

This method will delete the specified Preference for the specified Userld in the
specified Application. Userld, Application and Preference must be valued. An
empty string “” for any parameter will raise an error to the calling code. If this
method successfully executes, then a value of True is returned to the calling code,
otherwise a value of False will be returned. This method will also make an entry in

the UserLog table to record the fact that a preference was deleted.
Dim objUserServer as GHSSecurityServer2.UserServer
Dim blnDeletePreference as Boolean

Set objUserServer = new GHSSecurityServer2.UserServer
blnUpdatePreference =
objUserServer.UpdatePreference (“USERID” ,”APPLICATION” ,” PREF”)
Set objUserServer = Nothing

Method : LogOut(Userld, Application)

Returns : Boolean

Notes

Userld and Application are string parameters.

This method will decrement the UserLoggedIn flag in UserProfile by 1 for the
specified Userld in the specified Application. Userld and Application must be
valued. An empty string “” for either parameter will raise an error to the calling
code. If this method successfully executes, then a value of True is returned to the
calling code, otherwise a value of False will be returned. This method will also make
an entry in the UserLog table to record the fact that a user logged out.

DL-1167669v2
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Dim objUserServer as GHSSecurityServer2.UserServer
Dim blnLogOut as Boolean

Set objUserServer = new GHSSecurityServer2.UserServer
blnLogOut = objUserServer.LogOut (“USERID” ,”APPLICATION")
Set objUserServer = Nothing

Method : LogIn(Userld, Password, Application)

Returns : ADO Recordset

Notes

Userld, Password and Application are string parameters.

This method will extract information for the specified Userld within the context of
the specified Application with the specified Password. Userld, Password and
Application must be valued. An empty string “” for any parameter will raise an error
to the calling code. This method will also make an entry in the UserLog table to

record the fact that a user logged in.
Dim objUserServer as GHSSecurityServer2.UserServer
Dim rsUser as ADODB.Recordset

Set objUserServer = New GHSSecurity.UserServer
Set rsUser = objUserServer.LogIn(“USERID”,”PASSWORD”, “APPLICATION” )
Set objUserServer = Nothing

Method : LogAction(Userld, Application, LogType, LogComment, Date)
Returns : Boolean

Notes

Userld, Application, LogType and LogComment are string parameters. Date is a
date parameter.

This method will insert the specified LogType and LogComment information for the
specified Userld in the specified Application into the UserLog table in the database.
Userld, Application, LogType and LogComment must be valued. An empty string *”

for any parameter will raise an error to the calling code.
Dim objUserServer as GHSSecurity.UserServer
Dim blnLogAction as Boolean

Set objUserServer = New GHSSecurity.UserServer

blnLogaAction =
objUserServer.LogAction (“USERID”, "APPLICATION” , " TYPE” , ”“COMMENT” , DATE
)

Set objUserServer = Nothing
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[0401] The description of the present invention has been
presented for purposes of illustration and description, but is
not intended to be exhaustive or limited to the invention in
the form disclosed. Many modifications and variations will
be apparent to those of ordinary skill in the art. The
embodiment was chosen and described in order to best
explain the principles of the invention, the practical appli-
cation and to enable others of ordinary skill in the art to
understand the invention for various embodiments with
various modifications as are suited to the particular use
contemplated.

What is claimed is:

1. A data processing system implemented method for
managing data from a plurality of ancillary systems com-
prising:

receiving a request for a value of a data item;

identifying an ancillary system associated with the
requested data item;

determining whether data stored in the ancillary system is
conducive to being processed into the value;

retrieving the data from one of the ancillary systems and
the data processing system based on whether data
stored in the ancillary system is conducive to being
processed into the value;

processing the data into the value for the data item; and

returning the requested value for the data item.

2. The data processing system implemented method
recited above in claim 1, wherein the data is retrieved from
the data processing system, the method further comprises:

identifying all data updated in the ancillary system since
a last block transfer of data to the data processing
system;

requesting a block transfer of updated data from the
ancillary system; and

copying the block of updated data to the data processing

system.

3. The data processing system implemented method
recited above in claim 2, wherein processing the data into
the value for the data item is performed subsequent to
copying and prior to receiving the request.

4. The data processing system implemented method
recited above in claim 2, wherein processing the data into
the value further comprises aggregating the data into a value
for the data item.

5. The data processing system implemented method
recited above in claim 1, wherein the data item is financial
information.

6. The data processing system implemented method
recited above in claim 2, wherein the data processing system
further comprises rules for managing data, said rules com-
prise:

rules for identifying an ancillary system that is associated
with a data item; and

rules for determining whether data stored in the ancillary
system is conducive to being processed into the value.
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7. The data processing system implemented method
recited above in claim 1, wherein the data is retrieved from
the ancillary system, and retrieving the data further com-
prises:

attempting to contact the ancillary system;
querying the ancillary system for the data; and

receiving the data from the ancillary system.

8. The data processing system implemented method
recited above in claim 1, wherein retrieving the data from
one of the ancillary systems and the data processing system
further comprises:

attempting to contact the ancillary system based on the
data stored in the ancillary system being conducive to
being processed into the value; and

receiving the data from the ancillary system based on the

ancillary system being unresponsive.

9. The data processing system implemented method
recited above in claim 2, wherein the ancillary system is a
first ancillary system and the request is a first request for a
first value for a first data item, the method further comprises:

receiving a second request for a value of a second data
item;

identifying a second ancillary system associated with the
second data item;

determining whether data stored in the second ancillary
system is conducive to being processed into the value;

retrieving the data from the second ancillary system based
on the data stored in the second ancillary system being
conducive to beinging processed into the value;

processing the data into the value for the second data item;
and

returning the requested value for the second data item.
10. The data processing system implemented method
recited above in claim 1 further comprises:

catching a message, wherein the message was generated
by an ancillary system using a set of content rules and
the message conforms to a message standard;

opening the message;
identifying the ancillary system based on the message;

accessing content conversion rules based on the identity
of the ancillary system;

converting content from the message to enterprise infor-
mation using the content conversion rules; and

storing the enterprise information in the data processing

system.

11. The data processing system implemented method
recited above in claim 7, wherein the ancillary system is a
first ancillary system and the request is a first request for a
first value for a first data item, the method further comprises:

receiving a second request for a value of a second data
item;

identifying a second ancillary system associated with the
second data item;
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determining whether data stored in the second ancillary
system is conducive to being processed into the value;

retrieving the data from the data processing system based
on the data stored in the second ancillary system not
being conducive to being processed into the value;

processing the data into the value for the second data item;
and

returning the requested value for the second data item.

12. The data processing system implemented method
recited above in claim 1, wherein the data item is a line item
in a document.

13. The data processing system implemented method
recited above in claim 1, wherein the data item relates to
financial information, and the financial information is in a
document.

14. The data processing system implemented method
recited above in claim 1, wherein prior to identifying an
ancillary system associated with the requested data item the
method comprises:

calling a security model for requester security informa-
tion;

receiving the requestor security information from the
security model; and

accessing a security key related to the requested data item

based on the requestor security information.

15. The data processing system implemented method
recited above in claim 1, wherein prior to identifying an
ancillary system associated with the requested data item the
method comprises:

determining whether the data item relates to employee
information or financial information;

accessing management organizational information; and

determining whether to return the requested data item
value based on the requestor having access to the
employee information.
16. The data processing system implemented method
recited above in claim 14, further comprises:

prior to calling a security model for requester security
information, determining whether the data item relates
to employee information or financial information; and

determining whether to return the requested data item

value based on the security key.

17. The data processing system implemented method
recited above in claim 2, prior to identifying all data updated
in the ancillary system since a last block transfer of data to
the data processing system the method further comprises:

monitoring a clock for a predetermined time interval.

18. The data processing system implemented method
recited above in claim 1, wherein the ancillary system is a
first ancillary system and the request is a first request for a
first value for a first data item, the method further comprises:

receiving a second request for the value of a second data
item;

identifying an auxiliary datastore associated with the
second data item; and

retrieving the value for the data item from the auxiliary
datastore.
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19. The data processing system implemented method
recited above in claim 18 further comprises:

identifying an ancillary system related to the auxiliary
datastore;

identifying all data updated in the ancillary system since
a last block transfer of data to the auxiliary datastore;

requesting a block transfer of updated data from the
ancillary system; and

copying the block of updated data to the auxiliary datas-
tore.

20. The data processing system implemented method

recited above in claim 1, wherein the data is retrieved from

the data processing system, the method further comprises:

identifying all data updated in the ancillary system since
a last block transfer of data to the data processing
system,

truncating a data table in the data process system, wherein
the data table contains data items derived from the data
stored in the ancillary system;

requesting a block transfer of updated data from the
ancillary system;

copying the block of updated data to the data processing
system; and

reconstructing the data table with the updated data.

21. A computer-readable storage medium storing program
instructions for execution on a data processing system which
when executed cause the data processing system to perform
a method for managing data from a plurality of ancillary
systems comprising:

receiving a request for a value of a data item;

identifying an ancillary system associated with the
requested data item;

determining whether data stored in the ancillary system is
conducive to being processed into the value;

retrieving the data from one of the ancillary system and
the data processing system based on whether data
stored in the ancillary system is conducive to being
processed into the value;

processing the data into the value for the data item; and

returning the requested value for the data item.

22. The computer-readable storage medium recited above
in claim 21, wherein the data is retrieved from the data
processing system, the method further comprises:

identifying all data updated in the ancillary system since
a last block transfer of data to the data processing
system;

requesting a block transfer of updated data from the
ancillary system; and

copying the block of updated data to the data processing

system.

23. The computer-readable storage medium recited above
in claim 22, wherein processing the data into the value for
the data item is performed subsequent to copying and prior
to receiving the request.
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24. The computer-readable storage medium recited above
in claim 22, wherein processing the data into the value
further comprised aggregating the data into a value for the
data item.

25. The computer-readable storage medium recited above
in claim 21, wherein the data item is financial information.

26. The computer-readable storage medium recited above
in claim 22, wherein the data processing system further
comprises rules for managing data, said rules comprise:

rules for identifying an ancillary system that is associated
with a data item; and

rules for determining whether data stored in the ancillary

system is conducive to being processed into the value.

27. The computer-readable storage medium recited above

in claim 21, wherein the data is retrieved from the ancillary
system, and retrieving the data further comprises:

attempting to contact the ancillary system;
querying the ancillary system for the data; and

receiving the data from the ancillary system.

28. The computer-readable storage medium recited above
in claim 21, wherein retrieving the data from one of the
ancillary systems and the data processing system further
comprises:

attempting to contact the ancillary system based on the
data stored in the ancillary system being conducive to
being processed into the value; and

receiving the data from the ancillary system based on the

ancillary system being unresponsive.

29. The computer-readable storage medium recited above
in claim 22, wherein the ancillary system is a first ancillary
system and the request is a first request for a first value for
a first data item, the method further comprises:

receiving a second request for a value of a second data
item;

identifying a second ancillary system associated with the
second data item;

determining whether data stored in the second ancillary
system is conducive to being processed into the value;

retrieving the data from the second ancillary system based
on the data stored in the second ancillary system being
conducive to being processed into the value;

processing the data into the value for the second data item;
and

returning the requested value for the second data item.
30. The computer-readable storage medium recited above
in claim 21 further comprises:

catching a message, wherein the message was generated
by an ancillary system using a set of content rules and
the message conforms to a message standard;

opening the message;
identifying the ancillary system based on the message;

accessing content conversion rules based on the identity
of the ancillary system;

converting content from the message to enterprise infor-
mation using the content conversion rules; and
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storing the enterprise information in the data processing

system.

31. The computer-readable storage medium recited above
in claim 27, wherein the ancillary system is a first ancillary
system and the request is a first request for a first value for
a first data item, the method further comprises:

receiving a second request for a value of a second data
item;

identifying a second ancillary system associated with the
second data item;

determining whether data stored in the second ancillary
system is conducive to being processed into the value;

retrieving the data from the data processing system based
on the data stored in the second ancillary system not
being conducive to being processed into the value;

processing the data into the value for the second data item;
and

returning the requested value for the second data item.

32. The computer-readable storage medium recited above
in claim 21, wherein the data item is a line item in a
document.

33. The computer-readable storage medium recited above
in claim 21, wherein the data item relates to financial
information, and the financial information is in a document.

34. The computer-readable storage medium recited above
in claim 21, wherein prior to identifying an ancillary system
associated with the requested data item the method com-
prises:

calling a security model for requester security informa-
tion;

receiving the requester security information from the
security model; and

accessing a security key related to the requested data item

based on the requester security information.

35. The computer-readable storage medium recited above
in claim 21, wherein prior to identifying an ancillary system
associated with the requested data item the method com-
prises:

determining whether the data item relates to employee
information or financial information;

accessing management organizational information; and

determining whether to return the requested data item
value based on the requestor having access to the
employee information.
36. The computer-readable storage medium recited above
in claim 34, further comprises:

prior to calling a security model for requestor security
information, determining whether the data item relates
to employee information or financial information; and

determining whether to return the requested data item

value based on the security key.

37. The computer-readable storage medium recited above
in claim 22, prior to identifying all data updated in the
ancillary system since a last block transfer of data to the data
processing system, the method further comprises:

monitoring a clock for a predetermined time interval.
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38. The computer-readable storage medium recited above
in claim 21, wherein the ancillary system is a first ancillary
system and the request is a first request for a first value for
a first data item, the method further comprises:

receiving a second request for a value of a second data
item;

identifying an auxiliary datastore associated with the
second data item; and

retrieving the value for the data item from the auxiliary
datastore.
39. The computer-readable storage medium recited above
in claim 38 further comprises:

identifying an ancillary system related to the auxiliary
datastore;

identifying all data updated in the ancillary system since
a last block transfer of data to the auxiliary datastore;

requesting a block transfer of updated data from the
ancillary system; and

copying the block of updated data to the auxiliary datas-
tore.
40. The computer-readable storage medium recited above
in claim 21, wherein the data is retrieved from the data
processing system, the method further comprises:

identifying all data updated in the ancillary system since
a last block transfer of data to the data processing
system,

truncating a data table in the data process system, wherein
the data table contains data items derived from the data
stored in the ancillary system;

requesting a block transfer of updated data from the
ancillary system,

copying the block of updated data to the data processing
system; and

reconstructing the data table with the updated data.

41. An enterprise data processing system for managing
ancillary data from a plurality of ancillary systems compris-
ing:

an enterprise data processor;

an enterprise database for storing data, ancillary system

access rules, and ancillary data processing rules, said

enterprise database being operationally connected to
said enterprise data processor;

an ancillary system data transfer mechanism for transfer-
ring data from a plurality of ancillary systems based on
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whether data stored in an ancillary system is conducive
to being processed into a data item value, said ancillary
system data transfer mechanism being operationally
connected to the plurality of ancillary systems.

42. The enterprise data processing system recited above in
claim 41, wherein the ancillary system data transfer mecha-
nism identifies all data updated in the ancillary system since
a last block transfer of data to the enterprise database;

requesting a block transfer of updated data from the
ancillary system; and

copying the block of updated data to the enterprise

database.

43. The enterprise data processing system recited above in
claim 42, wherein the ancillary system data transfer mecha-
nism processes the data into the data item value subsequent
to copying.

44. The enterprise data processing system recited above in
claim 42, wherein the ancillary system data transfer mecha-
nism processes the data into the value further comprising an
aggregator for aggregating the data into a value for the data
item.

45. The enterprise data processing system recited above in
claim 41, wherein the data item is financial information.

46. The enterprise data processing system recited above in
claim 42, wherein the enterprise database stores rules for
identifying an ancillary system that is associated with a data
item and rules for determining whether data stored in the
ancillary system is conducive to being processed into the
value.

47. The enterprise data processing system recited above in
claim 41, wherein the ancillary system data transter mecha-
nism further comprises:

communication connections for contacting the ancillary
system and receiving data therefrom; and

logic for querying the ancillary system for the data; and

receiving the data from the ancillary system.

48. The enterprise data processing system recited above in
claim 41, wherein the enterprise is a healthcare provider.

49. The enterprise data processing system recited above in
claim 1 further comprises:

an automated interface for catching messages and redi-
recting the messages to the ancillary system data trans-
fer mechanism.
50. The enterprise data processing system recited above in
claim 1, wherein the data item relates to either enterprise
employee information or financial information.
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