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5

EXPRESS MAIL NO. EL550795554U8S

Smoothing Network Traffic using Random Reconnect Times

Background

The difference between circuit switching and packet switching is an important concept in
computer networking. Whereas in circuit switching a direct link, or circuit, is established
between two devices, in packet switching all communications are broken down into units
called packets that get routed separately. Although in packet switched networks no direct
physical link is established, it is possible to use software to simulate such a connection by
creating a “virtual circuit.” For example, in the well-known TCP/IP protocol stack,
although the Internet Protocol is packet-oriented, the Transport Control Protocol can be
used to create a virtual circuit on top of IP. In what follows, a “connection” will refer to
a virtual circuit.

A connection is typically established through a “handshake” in which one device sends a
request for a connection to the other device and the request is accepted. The connection
remains open until one of the devices requests that it terminates (the connection is closed)
or some condition occurs which fatally interrupts the communication (the connection is
broken). Such an interruption could occur, for example, if one of the devices goes down,
or if the network through which the machines communicate is disrupted.

Often, the establishing and tearing down of connections requires substantial resources
compared to maintaining an open connection. This leads to an important restriction on
the rate at which new connections with a given device' can be established. Certain
conditions can exacerbate this phenomenon. For example, if application-layer work, such
as registering objects, must be done every time a connection is established, setting up
connections becomes more expensive.

In some cases, such as usual web browsing, connections are relatively short-lived. In
other cases, such as in real-time content delivery networks, client devices maintain
connections to a node device that persist over a period of time (persistent connections).
If such a connection breaks or simply fails to become established, the client devices may
be configured to automatically reconnect’. However, this leads to a serious problem. If
a condition occurs which causes a large number of connections to break at the same time
(such as a node going down), thousands of client devices will simultaneously attempt to
reconnect, possibly swamping the network. The consequence would be even worse if the
spike in requests caused previously unaffected connections to break and/or blocked
unrelated new connections. This could lead to a feedback loop in which each failed wave
of reconnections leads to even more failures and an even larger wave of reconnection
attempts.

' In this context ‘device’ can refer to a single machine or a group of machines acting as one.
* An important technology, to be discussed below, is how the client device becomes aware that a
connection is broken.

1
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Description of a Preferred Embodiment of the Invention

This invention involves a client device that has established, or wishes to establish, a
persistent connection to a host such as a node. Using this invention, when a client device
is unable to establish a persistent connection or a connection is broken, the client device
can use a Random Wait Module (RWM) to wait a random length of time before trying to
reconnect. Doing this moderates spikes in requests and so reduces cascading failures. We
will describe the details of the random wait module (RWM) after indicating how it could
fit into an overall connection-logic scheme.

The diagram below indicates how a single RWM could be used for both failed initial
attempts and broken connections. There are parameters in the RWM that would be set
depending on the situation in which it is invoked.

Besides the RWM, the least straightforward component is the connection monitor. Under
normal circumstances, client devices — not hosts — are expected to issue “close
connection” requests. If the client receives such a request, or more likely an emergency
“close immediately” message, it will interpret this as a broken connection. The
connection monitor listens for such messages and tries to reconnect if they arrive. Even
in situations when the host itself is not able to send such a message -- if it experienced a
catastrophic hardware failure, for example -- it is possible that a load balancer responsible
for the host device would sense the failure and send a message.

A passive connection monitor as described above is sufficient for most circumstances.
However, it leaves open the possibility that a connection could be broken and the client
never becomes aware of it. A more robust system would make use of “keep-alives.”
Preferably, the client would send transport-layer (TCP-layer) keep-alives. If the client
does not receive an acknowledgement within a specified interval, the connection monitor
assumes the connection is broken. For example if the client is a Java applet, and the JVM
in use supports Java 1.3, this approach is available. For some clients, it would also be
possible for the client to send application-layer keep-alives. The remaining, and more
likely option, is for the host to send’ periodic “heartbeats.” If the client does not hear one
or more expected heartbeats, the connection monitor assumes the connection is broken.

> This heartbeat will probably be at the application layer. Therefore if the “host” is actually a real-time
router, the heartbeat will be sent by the content provider.

2
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The job of the Random-Wait Module is to calculate a random number and wait that many
seconds before passing control. The key issues are 1) when to call the RWM and 2) what
are the parameters for the random number generation. For part 1 see the figure. We
discuss part 2 now.

Recall that the purpose of the RWM is to smooth network traffic and avoid escalating
failures. Configuring the RWM involves various quantities. For example:

3
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D = reconnection time in seconds

More precisely, D is the length of the entire process, from the time the reconnection is
initiated to the time when the connection is stable and all work (including application
layer work) is completed.

M = marginal network connection capacity

To calculate M, determine the host or network’s capacity for processing connection
requests (how many clients can be within their reconnection interval at once), and
subtract the number of clients simultaneously connecting under normal circumstances.

N = number of clients affected by a “typical” outage (such as a node going down)
OR number of clients simultaneously connecting under normal circumstances

Use the first value for N if the RWM is being called because a connection broke and use
the second value if the RWM is being called because an initial connection attempt failed.

Next, the parameters must be combined into a value, 7. The RWM should select a
random number between 0 and T and wait that long before continuing. In the preferred
embodiment the random number is chosen uniformly. In other embodiments, other
distributions may be used.

The preferred formula for 7 is the following (recall that AC is the attempt counter):
T =2 (1.2)(DN)/ M

Other formulas are possible. In particular, the numbers 2 and /.2 may be replaced by
other values. However, this formula is preferred for the following reasons.

1. DN/ M is the amount of time it would take to reconnect all N viewers affected by
the outage if there was a central authority that could schedule the attempts.

2. Since the whole point is that we need a distributed solution, there is no central
authority. Using random wait times approximates this optimal scheduling but the
peak number of connection requests will be higher. For this reason we include a
factor of 7.2. Call this factor the Randomizing Factor (RF). See below for more
detail on the RF.

3. The factor of 2C is included because in the case that we end up trying to
reconnect multiple times, we should assume that the problem is severe so
subsequent attempts should be increasingly less aggressive. With each successive
failure, we assume that the problem is twice as bad as we previously thought.

4

PETITIONERS - AMERICAN/SOUTHWEST, Exhibit 1011

Page 8 of 91




RF

Consider an interval of length T and imagine N individuals each in possession of an
interval of length D. (For simplicity assume 7' >> D.) Each individual picks a point at
random in the interval of length 7 -- uniform distribution, though in an alternate
embodiment different distributions could be used -- and places the left end-point of his
small interval there. Of course, for N >> 0 the small intervals will overlap. On average
there will be just under DN /T small intervals containing each point in the large interval.
However, the maximum number of intervals containing any point will be approximately
1.2 times larger.

For example, suppose 7=2, N=30,000 and D=0.02. The figure contains the results of a
simulation. The horizontal axis is a number of intervals, and the vertical axis represents
the number of distinct segments within the large interval that are covered by that many
small intervals. Clearly, the mean number of intervals is approximately DN /T =300.
The maximum is approximately 360 = (1.2) DN /T. If we let M be the maximum, we
see that

M= (1.2) DN/T.
In other words,

T=(1.2) DN/M.
Note that a value greater or larger than /.2 depending on how conservative the user wants
to be.

1 EDD 1 i L T 1 LI T T T
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Monitoring of the Bang Network
Technical Specification

Introduction

This document presents the technical specifications for the monitoring and logging
components of the Bang Network that are to be included within the beta release of late
November. Detailed functional descriptions of the components can be found in the
Monitoring Design Proposal document.

Components and Interfaces
MonitoringAgent

The MonitoringAgent (MA) holds a set of registered listeners. Each listener is a subclass
of the abstract class AgentModule, and all AgentModules implement the
MonitoringAgentListener interface. MAs themselves also implement the
MonitoringAgentListener so that MA to MA communication is enabled. MAs are
remote-enabled through Voyager, so that remote communication is seamless.

MonitoringAgents and their modules must be started in an independent process on each
box in which they reside. These boxes include each node, each gateway, each appServer,
and a central box per cluster (currently named Charon at Colo.com). This process will be
a Java class that configures the MA and modules based on a configuration file.

System components (NodeServer, GatewayServer, etc) will connect with
MonitoringAgents through MonitoringAgentProxys (MAPs). These proxies will
implement the same interfaces as MA so they are virtually hidden. MAPs are important
so that we can catch Exceptions from Voyager (see the section on fault tolerance). This
communication is achieved via the loopback port so as not to involve the NIC. MAs also
connect to one another through a proxy for this reason.

MAs are passed Record objects (via MAPs) from system components. The Records are
then dispatched to registered MonitoringAgentListeners based on the type of Records the
listeners are subscribed to.

AgentModules

AgentModules are essentially Record queues. They will store an incoming Record for
processing by a worker thread. We need this separate worker thread so that processing
that takes a long time will not hold up other parts of the monitoring system. (This might
happen, for instance, if a module has to wait for a resource.)

The following AgentModules are included in this release:

6
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e TFileModule — Writes Records to files. Files are renamed after reaching a given
size, and new files are opened each day for any given record. (We use new files
each day so that looking up data is easier — files are not deleted, but named such
that the filename includes the date of the day they were written). In the first
version, log file formats will simply be easily readable. In a subsequent release,
log file formats will follow the IPDR standard.

e DbModule — Writes Records to corresponding tables in a database(s) through
JDBC. In development, the database will be mySQL. In production, the database
will most likely be Oracle on Linux. The database will not affect the
implementation, since databases communication is achieved through a 3" party
JDBC driver.

e EmailModule — Emails Records to lucky recipients based on the severity of the
Record. Email recipients are subscribed to severity levels, and when a record is
received of a given severity, the appropriate recipients are emailed. Likely
recipients may include a 31 party monitoring staff.

The following AgentModules are slated for a post-November release:

e SNMPModule — stores values from received Records in a MIB database, which
may be queried through the SNMP protocol by a 3™ party SNMP Manager
(NetSaint). The severity property of a received Record can trigger the
SNMPModule to send an SNMP Trap to the SNMP Manager.

AppMonitor

The purpose of the AppMonitor is to periodically test the flow of messages through a
gateway to all nodes within a given cluster, and to report the results of the test to the
monitoring system. Specifications for the tool are stored in the AppMonitor.conf
configuration file.

The AppMonitor uses a MonitoringAgentProxy to funnel any messages to the monitoring
system. The two primary types of records that the AppMonitor will send to the system
include the ExceptionRecord and the AppMonitorRecord.

When the AppMonitor is first launched, it creates an open connection with all nodes in
the cluster. If any of the connections fail at any time, an alert will be sent to the
monitoring system (using the ExceptionRecord class). At the time of failure, the
AppMonitor will immediately attempt to recreate the connection. If the initial reconnect
attempt fails, then the AppMonitor will again attempt to recreate the connection the next
time that the monitoring test is performed. Each time that the AppMonitor attempts to
recreate a connection and fails, another ExceptionRecord will be sent to the monitoring
system.

The AppMonitor creates a Timer object that will periodically send prompts back to the
AppMonitor indicating that it is time to perform the monitoring test. Each time such a
prompt is received, the AppMonitor will broadcast a single time-stamped message to a
gateway. Then, it will wait a short time to allow the message to be received at each node

7
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connection. Finally, it will check the message receipt status for each of the node
connections. These results will be stored in a histogram (e.g., how many nodes received
the connection within 500 milliseconds, how many within 1000 milliseconds, etc.) within
an AppMonitorRecord object, which will be forwarded to the monitoring system.

Records

All records have the following fields (as defined by the abstract class Record):

e Version

e Type

e Timestamp

e Severity

¢ String describing the record (implemented by sub classes -- essentially the

“toString()” value)
The following Record subclasses and their unique fields are included in this release:

e DebuggingRecord — Used for writing debugging output
o Class which spawned the record
o Method which spawned the record
o String debug message
e ExceptionRecord — used to report a caught or thrown exception
o Class which spawned the exception
o Method which spawned the exception
o The exception caught
o String debug message
¢ TBD

SNMP Manager

NetSaint will be the SNMP Manager, collecting SNMP data from the nodes, gateways,
routers, and switches at the system level, and utilizing existing SNMP Agents that reside
on each of these devices. The data collected will include CPU, memory usage, disk I/O,
and uptime.

Fault Tolerance & Fault Detection

8
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MonitoringAgent and Modules

These components are created in a Java class. This class will be started by a Perl script.
Any failure in the process (any of the modules or the MA itself) will bring all the
modules and the MA down. The script will automatically restart the class. (In a future
release, Watchdog will also be pinging the MAs. If the component is still running, but
unresponsive, then Watchdog will kill the unresponsive script process and start a new
one.)

Modules
If a module fails internally and throws an exception, this should cause the entire process
(see MonitoringAgent and Modules section above) to fail and restart. If the module fails
without throwing an exception, we will not currently do anything for the following
reasons:
1) If we send a Record upstream to the MA, we may cause an infinite loop of
messages up to the MA and back to the failed module.
2) If we throw an exception to bring down the process, we may do this infinitely,
preventing other non-failed modules from performing their job.

The possible undetected failures are:
1) FileModule cannot write to file (disk full)
2) DbModule cannot connect to one of its databases (network or db down)
3) EmailModule cannot send email through the configured SMTP server

MonitoringAgent Connections

MonitoringAgents have network connections to other MAs and to system components.
When an MA connects to another MA, it does so via a MonitoringAgentProxy. When a
system component connects to an MA, it does so via a MAP too. The proxy’s job is to
try to reopen a dropped connection to an MA. While the proxy is trying to reopen the
connection, it will use a FileModule to record unsent Records. (Eventually, we may
recover and send these Records.)

System Components

If a system component fails this is detected by AppMonitor. It will create an appropriate
Record and send it to its MA. If a computer fails, bringing down the system component
and MA, both AppMonitor and NetSaint will detect an anomaly.

Cluster Computer Failure

The aggregating computer for a cluster will be redundant. The primary and secondary
computer will be identical and watching each other via NetSaint. If one fails, the other
handles all traffic and raises an alert via NetSaint.

9
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Monitoring of the Bang Network
Design Proposal

Introduction

The purpose of this document is to specify the goals and proposed solution for
monitoring of the Bang Network.

Design Goals

In determining the best monitoring solution for the Bang Network, there are three main
goals to achieve. The first is a scalable implementation that will provide the basic
monitoring needs in the short run, and can be developed in phases to achieve a fully
featured monitoring and logging system. In the short run, system performance such as
CPU, disk I/O, and memory usage need to be monitored, and activity that extends beyond
established thresholds should trigger alerts. Application uptime and basic application
errors should similarly be monitored and trigger alerts.

The second goal is to design a flexible system that conforms to existing monitoring
standards such as SNMP. This flexibility allows for integration with multiple third party
solutions, such as NetSaint, BMC, and HP OpenView.

The final goal is to keep the system as simple as possible. A simple design is not only
casier to develop, but is also easier to verify during QA. Clearly defined modules with
specific tasks can be developed and tested in parallel, encourage code reuse, and make
maintenance easier.

System Framework

The monitoring framework revolves around a single layerable component called the
MonitoringAgent. MonitoringAgents exist as a part of each component in the Bang
Network — NodeServers, GatewayServers, etc. There is also a MonitoringAgent
associated with each cluster. One MonitoringAgent can dispatch any data it receives to
any other MonitoringAgent. For example, the MonitoringAgents on each Node and
Gateway propagate the data they receive to the cluster-level MonitoringAgent for
aggregation across the cluster.

Each Agent serves as a central dispatcher of Records, which are the individual records of
data. Records can be created by any component in the Bang Network, and can represent
any type of information, such as debugging info, alert info, or performance info. Each
Record is first sent to a single MonitoringAgent, which in turn dispatches it to
appropriate modules that handle now what to do with the given Record. These modules
have the ability to write to file, database, SNMP, etc. More detail on each module is
discussed in a later section.

12
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By funneling Records at any given level (within a Node, within a cluster, etc) through a
single MonitoringAgent, we provide a single point of entry for recording Records on any
given destination. This alleviates issues associated with resource contention when trying
to write multiple items to disk, database, etc. If each Node had its own ability to write to
a cluster-level database, there would be contention issues when multiple Nodes tried to
write records to the database at the same time. The single entry point provided by the
MonitoringAgent design eliminates this issue, and simplifies the task of handling I/O to a
single resource (file, database) from multiple sources.

The layered approach meets the goals of scalability, and simplicity of design and
implementation. The task of collecting Records and handling them appropriately
happens at many different levels: within Nodes and Gateways, within a cluster, and
system wide. Each component has well-defined and independent set of tasks, so
development can occur in parallel.

Timer

The Timer is the simplest component in the monitoring system. This utility is configured
to trigger TimerEvents on a given time interval, which in turn may invoke methods on
one or more components. For example, a Node may create a Timer set to trigger a
TimerEvent every 5 minutes, starting at 12:00am. At 12:00am, the Timer would activate
the TimerEvent, which is set to calls a method on the Node. That method could dump
internal state counters to a MonitoringAgent in the form of Records, which in turn may
be written to file, database, etc. In this way, the Timer is used throughout the monitoring
system to trigger data collection at fixed times and intervals*.

* Note: It is assumed that all boxes will have their system clocks synchronized via a tool
such as ntp. This ensures, with an acceptable level of accuracy, that all timestamps and
TimerEvents occur at the same time on each box.

Records

Records are the containers of monitoring and logging data. Each Record represents a
single entry or data point, such as a debug statement, an application exception, or a time
slice of customer usage within a node. Records have categories associated with them,
which define their destined location. For example, a debugging Record may only be
destined for a log file, whereas customer-billing data may be destined for a log file, a
database, and any other MonitoringAgents (so that it may be forwarded through multiple
layers of the monitoring framework). Records are created anytime some piece of data
needs to be recorded or acknowledged by the monitoring system. Once the Record has
been created, it is handed off to a MonitoringAgent and forgotten. It is the job of the
MonitoringAgent to handle the Record from that point forward. In this way, the
performance of the Node process (or whatever software component that generated the
Record may be) is not affected by the tasks associated with handling the Record, such as
disk I/O or database transactions. It simply sends and forgets the Record.
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The following is a break down of the proposed set of Records:

DebuggingRecord

It is extremely attractive to incorporate debugging information in the same framework as
monitoring and logging for the sake of consistency. Debug statements are used
thoroughly in development, and using the same methods for debugging as logging and
monitoring encourages consistent development coding style.

Each debugging Record will contain a Timestamp, the class that spawned it, the method
within the class where it was created, and a String field for specific debugging messages.
Debugging Records will only be written to file(s) locally.

ExceptionRecord

Application Exceptions are any number of application level errors that are caught within
the code, but should be reported to file and/or the monitoring system to trigger an alert.
Each record will contain a timestamp when the error occurred, the class and method in
which it occurred, a severity level (most likely 3) which may be used by the monitoring
system to determine the type of alert to send, a stacktrace, and an extra field for any other
potentially useful information that could be used in debugging the exception.

Application Exceptions will be written to file, written to db, passed to the SNMPModule
(discussed later), and passed to any other listening MonitoringAgents for aggregation.

CustomerBillingRecord

Billing data are Records that contain the basic points of interest per customer that would
be used in billing. These Records will be generated both at the node and gateway at a
fixed interval (probably every 5 minutes), and will contain a Timestamp, the customer
ID, number of current connections, and the sum total number bytes sent for that customer
since the last time interval (including an estimated byte value for headers per message).
It is important to track customer traffic out of both gateways and nodes, so that we’re
sure to bill customers broadcasting tons of data into our gateways that have no client
connections at the nodes. These Records will be written to file, written to db, and passed
to any other listening MonitoringAgents for aggregation.

Histogram Data

There are any number of data points that we would like to collect which reflect usage and
statistics of the network. This data isn’t currently used for billing, but is particularly
interesting as we begin to understand usage patterns of clients and customers. While it is
infeasible to store a record of every transaction across our network, histograms can reflect
general statistics. Histograms we would like to collect are the duration of connections
per customer, the size of messages sent per customer, and the frequency of messages sent
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per customer. These histograms are recorded in a Record with customer ID and
timestamp. Histogram data will be written to file, written to db, and passed on to any
other listening MonitoringAgents for aggregation.

Performance Monitoring
TBD
MonitoringAgent

The MonitoringAgent is the central component in the monitoring framework, and plays
the role of Dispatcher for incoming Records. Each MonitoringAgent will maintain a set
of registered listeners. When a MonitoringAgent receives a Record, it asks each listener
if it subscribes to this type of Record, and if so, forwards it to the listener. (Alternatively,
the MonitoringAgent could ask for subscription information at registration and then only
forward Records based on that subscription information. Unfortunately, this does not
allow the listeners to change their subscription information at runtime.)

MonitoringAgents will run locally on each software component of the Bang Network,
such as the Node, Gateway, and Application servers. There will also be a single
MonitoringAgent running per cluster, which will be a registered listener to the
MonitoringAgents on each Node and Gateway in the cluster. In this way, Records
received within each Node can be quickly passed off and aggregated in the database at
the cluster level. See attached diagrams for details on MonitoringAgent layout.

MonitoringAgent Modules

As mentioned earlier, MonitoringAgents dispatch Records to various modules, one of
which may be another MonitoringAgent. These modules encapsulate the ability to queue
and then transfer a Record to a given type of media or communication protocol. The
following modules are forecasted for use with the November release, and should be
sufficient in the long run.

FileModule

The FileModule has the knowledge of taking a Record and writing it out to an
appropriate file on disk. In general, each type of Record will have its own log file. Log
files will be in ASCII format, and the format of each record in the file will most likely
follow the Internet Protocol Detail Record (IPDR) format, or a similar alternative (The
IPDR is a standard log file format proposed by Narus and supported by a number of other
companies). The FileModule is also responsible for aging files on a given interval (daily,
weekly, monthly), renaming aged files, and opening new files as needed. However, it
will not delete files, but simply keep them organized so that data from them can easily be
located (or aggregation at a cluster can be more easily recreated). Deletion/archiving of
files will be handled by another utility to be introduced at a later date.
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DatabaseModule

The DatabaseModule, like the FileModule, knows how to take a Record and write it into
an appropriate table in a database.

EmailModule

The EmailModule receives Records and, based on their severity, emails out their contents
as an immediate alert. This functionality is intended to provide a short-term solution to
the need of application level monitoring and alerting. These emails will most likely go to
a pager or central console monitored 24/7. In the long term, all alerts and email will be
dispatched by a single entity (most likely the SNMP Manager/3rd party software).

SNMPModule

The SNMPModule serves as the application level hook between the MonitoringAgent
and a third party SNMP Manager (described below) such as HP OpenView, NetSaint, or
BMC. This module will not be implemented in the short run due to time constraints, but
is an important component of the overall system, and should be in place in time for a full
product launch.

The Bang SNMPModule is both proactive and reactive. When Records are passed to the
SNMPModule from a MonitoringAgent, it checks for a property on the Record that tells
the agent whether or not to behave proactively. Reactive Records will commonly contain
the current state and latency values of the network, and the SNMPModule should simply
hold the Record in a small internal cache. When the SNMP Manager polls the
SNMPModule for data, the SNMPModule ‘reacts’ by replying with the values stored in
this cache. Should the Record property be set to proactive, as soon as the Record is
received, the agent should immediately send an SNMP Trap. Traps are SNMP messages
actively sent to the SNMP Manager to indicate an unusual state, which in turn may
trigger the SNMP manager to send an alert. Proactive Records are important data points
that should be reported immediately, such as notification that a node has gone down, a
node cache has been purged, etc.

SNMP Manager

The SNMP Manager is a third party tool such as NetSaint, HP OpenView, or BMC. In
steady state, SNMP Managers poll SNMPModules to collect status data. They may also
listen for SNMP traps actively sent from an SNMPModule. Collected data may be any
specific value of interest. At the system level, it might be CPU levels, memory
utilization, or free disk space. At the application level (as collected by the SNMPModule
described above), the data might be the latency of message delivery at each node. The
SNMPManager is configured with threshold levels for each type of data it collects. As
this data is collected, should the data value exceed the configured threshold, the
SNMPManager triggers alerts. These alerts may take the form of a blinking light on a
visual console, an email to a trouble ticket system, or a page to some lucky engineer.
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The SNMPManager may also receive SNMP traps from SNMPModules, which are
messages that tell the Manager something important has happened, and immediate
attention is needed. Traps are generally only triggered for serious problems such as
100% CPU utilization or the loss of connectivity to a node.

AppMonitor

Performance and application monitoring is achieved with the AppMonitor. The
AppMonitor is an adaptation of the Benchmark Tool. Each colo will house a single
AppMonitor, which holds open connections to each node in the cluster. A timer is
associated with the AppMonitor, and at each tick of the timer, the AppMonitor delivers a
timestamped BMPMessage to a GatewayServer and records the system time when the
message is received from each Node. The difference of these timestamps measures the
latency of the Bang Network for each node, and is recorded in a Record. Should any
node connection be lost, the AppMonitor recognizes this as an event and delivers a
Record to its local MonitoringAgent to be handled appropriately (see the SNMPModule
description above). In this way, both the performance level and the “uptime” of nodes
can be determined in each cluster.

Cluster Database

Each cluster will house a database that handles the collection and aggregation of data
across the nodes and gateways of a cluster. The database receives data via the DBLogger
module. This data can then be queried for cluster-wide statistics for billing and usage.

Fault Tolerance

The cluster database will be a relatively low-cost solution, with a single redundant back
up. The DBLogger will most likely send all Records to both the main database and the
backup database. In the case of a failure of one database, the second will continue to
receive and record records. Once the failed DB has recovered, the two databases can be
synched.

Future Tasks

There are still several pieces not addressed in this document, which are required for a
robust, long-term monitoring system. These include, but are not limited to:

o File aging and archiving on each box. Old log files must be archived or removed
periodically so as not to overwhelm the storage space on any device. In the short
run, this task can be done manually, but a more robust cron task or other
automated system must be in place in the long term.

e Monitoring of the MonitoringAgents. It is important to put an additional layer of
checking on each process, which monitors our agents and logging components.
This could be achieved via perl scripts, which periodically ping the
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MonitoringAgents and Timers on each box. This would verify the responsiveness
of MAs and give us an opportunity to kill an unresponsive MA and start a new
one.

e Monitoring of the cluster database. This may be solved through 3™ party
monitoring support, but nonetheless must be addressed soon.
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Specification for implementing object differentiation (“diff"ing”) into the
DataPump

Introduction

On successive reads of an XML file, the DataPump cannot differentiate between
data that has changed, and data that is the same as the previous read. As a result, the
DataPump since each message in the file, regardless of whether it has actually changed.
This results in a significant amount of unnecessary network traffic.

Interfaces
DataPump
BangAPI — No changes anticipated.
Gateway — No changes anticipated.

Functionality
The DataPump will maintain a record, in memory, of objects it has previously
sent, and will compare the value previously sent, with the most recently read value. If the
value is different, the new data will be distributed over the network, otherwise, the
message will not be sent.

To provide a modicum of control over memory usage, the revised specification
for the Bang XML (see datapump-config.dtd) files will allow the customer to specify
how many messages should be kept in memory. If this threshold is exceeded, the earliest
stored messages will be discarded.

To provide a degree of control over the performance impact of diff’ing, and to
allow data to be sent regardless of whether it has change, the customer will be able to
specify whether objects should be diff’ed at both the file, and individual object level.
This setting will be controlled through an attribute in a revised specification of the Bang
XML files (see bang-message-collection.dtd).

Implementation

Modify the XML parsing in the DataPump to check for the new compareToLast
attributes, and act appropriately.

The actual “diff’ing” functionality will be implemented using two data structures
from the java.util package. A java.util.HashMap will be implemented to store previously
parsed objects. The key value for the HashMap will be formed by concatenating the
value of the objectID attribute in the <bang-message> element, with “$” and the value of
the name attribute in the <property> element. Additonally, a java.util.LinkedList will be
implemented as a FIFO structure (queue) and will contain all of the keys currently stored
in the HashMap. When the size of the of the HashMap reaches the specified limit, this
structure will be used to determine which key-value pair should be removed to make
room for new data.
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The proposed implementation will share the diff’ing functionality across multiple
XML files, and thus, care will need to be taken to make the implementation thread safe.

Test Plan

A number of XML files will need to be created to test that diff’ing is functioning
properly. Initial testing will focus on comparing the output of the data pump logging
with expected behavior. A more thorough test would involve writing a custom listener
object to ensure that messages weren’t being sent unwittingly, but this is outside the
scope of current time constraints.
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Functional Specification for Gateway Fault Tolerance

Introduction

In order to bootstrap the system, first Gateway servers must be started. Then, all node
servers connect to the existing Gateways, known through the NodeServer.conf files.
However, there is no notification mechanism in the system to indicate that a new
Gateway has been introduced after all the nodes have been bootstrapped.

The system needs to be able to gracefully handle new Gateways that are introduced into
the network.

Interfaces

Gateway servers can talk to another load balancer-selected Gateway server through the
by sending broadcasts through the load balancer (see
GatewayServer.sendMessageToGateway()). Node servers connect directly to Gateway
servers within the Bang network and maintain those persistent connections.

Functionality

New Gateway: When a new Gateway 4 comes up, a message should be sent to the Bang
network so that all the nodes will connect to the new Gateway. If connections can’t be
established with all the nodes, a trouble ticket should be logged.

Node Loses Connection with Gateway: For the scenario where a NodeServer loses
connection with a Gateway, the NodeServer should try to reconnect. If, after a specified
interval, the NodeServer can’t reconnect, log a trouble ticket.

Implementation

New Gateway: When a new Gateway A starts, it announces its existence to the system by
sending a GWALlive to the load balancer. There may not be another Gateway on the other
side if this is the first Gateway in the system to be started.

If there are live Gateways already, they will be listening through the apiListenPort
(definable in Gateway.conf), and the load balancer will choose a Gateway B to receive
the message. The following sequence of events should then occur:

1. Upon receipt of this GWAlive message, B will return to 4 the number
n of nodes that 4 should be connected to, through an AuthenticatedGenericMessage.

2. Upon receipt of n, Gateway 4 sets up its listening port (definable in
Gateway.conf as nodeListenPort) for nodes.

3. Gateway A schedules a task NodeConnectionsTimerTask through a

timer that waits # milliseconds (configurable through Gateway.conf’s
allNodeConnected TimeLimitMillis), which limits the amount of time it waits to get »
connections.

4. Gateway 4 sends a GWAliveStartNodeConnections message, which
contains Gateway 4’s host, port, and ID.
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5. Upon getting the GW AliveStartNodeConnections message, Gateway B
then generates a GWAlive message that it sends to the nodes.

6. Gateway B then sends the GWAlive message (with the relevant
information from GWAliveStartNodeConnections) to the nodes that it is connected
to. The nodes grab the Gateway A’s information from the received GWAlive
message, and attempt to connect to it.

7. Meanwhile, Gateway 4 waits until it establishes connections with »n
nodes. If 7 elapses before all the nodes establish connections with 4, then 4 closes any
open connections by sending ConnectionClose, and tries the process again, starting
with sending a GWAlive message to the load balancer.

8. When Gateway 4 gets all n connections to all the nodes, it then makes
itself available to client connections that connect through the API by opening up the
designated apiListenPort. If 4 fails to ever successfully get connections from all the
nodes, it exits, logging a trouble ticket.

Node Loses Connection with Gateway: If a node loses connection with a Gateway, the
node should try a number of times to reconnect. If it fails, the node logs a trouble ticket
and exits.

Logging: The servers connect to the MonitoringAgent process to log messages.

Changes to Configuration File: What follows are segments from the Gateway.conf dtd,
where changes have been made in bold.

. <!ELEMENT GatewayServer (gatewayPort?, gatewayHost?,
GatewayServer, Security, Logger?, Debug, ConnectionManager)>

<!l-- gatewayPort and gatewayHost tell the gateway how to get
into the network through the load balancer. This way, a new
gateway can talk to another gateway and not have to know
particulars about other gateways’ host/port information. -->
<1ELEMENT gatewayPort (#PCDATA)>

<1ELEMENT gatewayHost (#PCDATA)>

<!ELEMENT GatewayServer (apilListenPort, nodeListenPort,
initNumTries?, initWaitTimeMillis?,
allNodesConnectedTimeLimitMillis?)>

<l-— This is the port that gets registered with the load
balancer, and it’s the port where messages from broadcast
clients ultimately end up. This port is opened after the
gateway has finished its initialization. -->

< !ELEMENT apiliistenPort (#PCDATA)>

<!-- This is the port through which gateways and nodes
communicate. It is opened during the initialization phase of
the gateway. -->

< !IELEMENT nodeListenPort (#PCDATA)>

<!-- The amount of time to wait before the gateway gives up
trying to connect to the load balancer during initialization.
It does this step when trying to figure out if there are other
gateways already alive. Defaults to 1000 ms.-->

<!ELEMENT initConnectTimeoutMillis (#PCDATA)>
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<!-- The number of times to try establishing connections with
all the nodes (in the case where we're a new gateway coming

into a system where there are nodes and gateways already up)

Defaults to 5. -->

< !ELEMENT initNumTries (#PCDATA)>

<Il-- The amount of time to wait between tries to initialize all
nodes (in the case where we're a new gateway coming into a
system where there are nodes and gateways already up). Defaults
to 1000 ms. -->

<}ELEMENT initWaitTimeMillis (#PCDATA)>

<1-- The amount of time to give the gateway to fulfill
connections with all expected nodes (in the case where we're a
new gateway coming into a system where there are nodes and
gateways already up). Defaults to 10000 ms. -->

< 1ELEMENT allNodesConnectedTimeLimitMillis (#PCDATA)>

<!—Logger stuff here =
<1ELEMENT Logger (loggingPort)>

<l—the port of the monitor agent logging process->
<IELEMENT loggingPort (#PCDATA)>

Security

All the messages involved in the Gateway Fault Tolerance system must be authenticated.
Thus, all existing and gateways and nodes must have the id and key of a new gateway
that is introduced into the system. See Outstanding Issues regarding possible issues with
this requirement.

Outstanding Issues

Key distribution: Because all of the messages involved in the system are authenticated,
the gateways and nodes must know the ID and key of the new gateway. This requirement
can make key distribution difficult for new gateways. A proposed solution is to have the
ID/key pairs in a central database. As a stopgap solution, the NodeServer and
GatewayServer will re-read their respective .conf files to get any new keys. We may want
to consider creating a tool to automatically add a new ID/key pair to configuration files.

Load balancer configuration: Introducing new gateways to the load balancer is currently a
manual process, which requires interaction with a web UL This may not matter in the
short run, considering the infrequent occasions that brand new gateways will be
introduced into the system. In the long run, it may behoove us to at least create
command-line scripts to automatically add a gateway into the gateway pool.

Integration with monitoring system: It’s also not yet clear how a monitoring system will
integrate into the Gateway fault tolerance mechanism.

Test Plan
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Test Environment
The testing environment consists of pre-made scripts running on tgate and tnode.
In the CVS hierarchy, there’s a bin/test directory with the following structure:

bang/
bin/
test/
gatewayFaultTolerance/
gatewayServerl
gatewayServer?2
gatewayServer3
nodeServerl
nodeServer?2

These scripts point their respective servers to .conf files the appropriate places under
bang/conf/test/gatewayFaultTolerance by setting the JAVA_DEV_ROOT environment

variable.

The basic configuration for running the GatewayServer scripts is as follows:

GatewayServer Script Machine apiListenPort NodeListenPort
gatewayServerl tgate 12921 22921
gatewayServer2 tgate 02921 42921
gatewayServer3 tnode0 12921 22921

For NodeServer scripts:
NodeServer Script Machine Port
nodeServerl tnode0 32921
nodeServer2 tgate 32921

Similarly, there are scripts that start up the MonitoringAgent process, which accepts log
messages from the servers. The logging ports are defined in the appropriate
GatewayServer.conf or NodeServer.conf file, to match the port defined in the appropriate
Monitoring.conf file. There’s a script to start up a monitoring agent process for each
SETVer process.

Script Machine Logging Port
GatewayServerIMA Tgate 12341
GatewayServer2MA Tgate 12342
GatewayServer3MA Tnode0 12343

NodeServerlMA Tnode0 12344
NodeServer2MA Tgate 12345

For testing, the F5 load balancer has been configured with a virtual server at
172.16.2.212:12921. The virtual server points to the pool GatewayFaultToleranceGW,
which consists of the following:

teate: 10.10.10.5:12921
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tgate: 10.10.10.5:12921
tnode(: 10.10.10.4:2921

For the test driver programs to run correctly, the bang/conf/api.conf file must point to
172.16.2.212:12921, and bang/conf/ AuthenticationManager.conf must have myID set to
Customerld and myKey set to CustomerKey.

Test Cases
Test | Description Comments

1 | Unit-test new GWAlive, (Test case 3 validates GW Alive,
GWAliveStartNodeConnections, | GWAliveStartNodeConnections, and
and AuthenticatedGenericMessages).
AuthenticatedGenericMessages

2 | Bootstrap 2 Gateways and 2 1. Start gatewayServerl and
NodeServers, and run test suite, gatewayServer2 on their respective
to ensure normal operation. machines, according to the GatewayServer

Script table above.

2. Run nodeServer!1 and nodeServer2 on
their respective machines, according to the
NodeServer Script table above.

3. Run
com.bangnetworks.tests. TestBroadcastMana
ger.

3 | Bootstrap 2 Gateways and 2 1. Start gatewayServerl and gatewayServer2
NodeServers. Bring up 3™ on their respective machines, according to
Gateway. System should be the table above.
properly notified so that nodes | 2. Run nodeServerl and nodeServer2 on their
establish connections with respective machines, according to the
Gateway. NodeServer Script table above.

3. Start gatewayServer3 on tnode0.

4. Run
com.bangnetworks.tests. TestBroadcastMana
ger.

4 | Bootstrap 2 Gateways and 2 1. Start gatewayServerl and gatewayServer2
NodeServers. Bring up 3" on their respective machines, according to
Gateway, but simulate the the table above.

Gateway’s inability to receive 2. Modity conf file for nodeServerl1 so that it
the expected number of node the id/key pair for gatewayServer3 is
connections. The new Gateway commented out.

should retry the whole process | 3. Run nodeServerl and nodeServer2 on their
in order to re-establish respective machines, according to the
connections with all the NodeServer Script table above.
NodeServers. If the Gateway 4. Start gatewayServer3 on tnode0. Its startup
doesn’t make it through the should fail. See log file in

initialization phase, log a trouble conf/test/gatewayFaultTolerance/gateway3.
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ticket. 5. Run
com.bangnetworks.tests. TestBroadcastMana
ger. The rest of the system should run as

usual.

5 | With 2 Gateways up, 1. Start gatewayServerl and
permanently bring down a gatewayServer2 on their respective
Gateway. Ensure Node logs machines, according to the table above.
trouble ticket after losing 2. Run nodeServerl and nodeServer2 on
contact with Gateway their respective machines, according to the

NodeServer Script table above.
3. Bring down gatewayServer2. Nodes

should properly log the loss of contact to
gatewayServer2. See log files in
conf/test/gatewayFaultTolerance/nodeServer

1 and
conf/test/gatewayFaultTolerance/nodeServer
2
6 | System should deal with brand [1. Modify conf files for gatewayServerl and
new gateway, without prior gatewayServer?2 so that the key for
knowledge of it’s key. gatewayServer3 is commented out.

2. Modify the conf files for nodeServer! and
nodeServer2 so that the key for
gatewayServer3 is commented out.

3. Start gatewayServerl and gatewayServer2
on their respective machines, according to
the table above.

4. Run nodeServerl and nodeServer2 on their

respective machines, according to the

NodeServer Script table above.

Start up gatewayServer3. It should fail.

6. Modify the conf files to include the id/key
pair for gatewayServer3.

7. Start up gatewayServer3.

W
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Network Safeguards
Technical Specification

Introduction

This document presents the technical specifications for the network safeguard
components of the Bang Network that are to be included within the beta release of late
November. Functional descriptions of the components can be found in the Network
Safeguards Product Requirements Document.

The following technical components are targeted for the November release:

a) At the gateway (related to message throughput):
e The message queue data structure
¢ The message purging mechanism
e Interactions with the monitoring agent

b) At the node (related to message throughput):
e The message queue data structure
¢ The message purging mechanism
¢ Interactions with the monitoring agent

c) At the node (related to connections):
e The connection count data fields
e The connection refusal mechanism
¢ Interactions with the monitoring agent

Gateway safeguard components for message throughput
The message queue:

The purpose of the message queue is to serve as an interim storage place in which to hold
messages after they have been received from the customer and before they have been sent
to the nodes. Messages within the queue should be processed in first-in-first-out (FIFO)
order. The record for each message should include the following:

The customer that sent the message.
The time that the message was received.
The size of the message (in bytes).

The message itself.

In addition to the message queue itself, the node should a single variable that holds the
current number of messages in the queue, as well as an array that represents a histogram
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of the number of times that the message queue has been at different lengths over some
recent interval (actually, the length of this interval will correspond to the polling interval
at which this information is sent to the monitoring agent).

The method for managing the histogram of queue length statistics should be as follows.
First, each time a new message is added to the queue, add one to the variable that stores
the current length of the queue. Then increment the corresponding bucket within the
histogram. For example, the code might look like this:

currentLength++;
queuelengths[currentLength]++;
// which could be shown on one line as queueLengths[++currentLength]++;

Similarly, each time that a message is removed from the queue, decrement the current
queue length counter and then increment the corresponding bucket within the histogram.
For example:

currentLength--;
queueLengths[currentLength]++;
// which could be shown on one line as queueLengths[--currentLength]++;

The message purging mechanism:

The purpose of the message purging mechanism is make sure that the gateway does not
become overloaded with messages. The purge mechanism, which will be triggered when
the size of the message queue grows too large, involves discarding a subset of messages
from the queue without sending these out to the nodes (in other words, the discarded
messages are lost to the system).

In order to implement the queue purging mechanism, two cutoff levels must be
established:

e The “purge” level
e The “rollback™ level

Of these, the purge level represents the maximum number of messages that can be stored
within the queue before a purge is triggered. The rollback level indicates the maximum
number of messages to leave in the queue after the purge.

The general algorithm for testing whether or not to purge, and if necessary performing
the purge, can be represented as follows:

/I Assume that a message has just been added to the queue

/I As a result, the counter representing the length of the queue has been incremented
if (currentLength >= PURGE_LEVEL) {
// Trigger alert to monitoring agent
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alertPurge();

// Purge records from the end of the queue

while (currentLength > ROLLBACK _LEVEL) {
// Pop the most recent message — let it be discarded
messageQueue.getLast();
currentLength--;

}

3

Interactions with the monitoring agent.

The safeguards related to message throughput at the gateway will interact with the
monitoring system in two important ways. First, at regular intervals the current state of
the queue length histogram should be reported to the monitoring system. Second,
whenever the message purge mechanism is invoked, an alert message should be
immediately dispatched to the monitoring system.

Note that in each of these cases, the information should be targeted for all possible output
locations (i.e., for file storage, for downstream monitoring agent processing, and for
SNMP/NetSaint processing).

In order to facilitate such interactions, the safeguard code must have access to the
following:

o A variable that stores the polling interval
. A Timer object to prompt for messages to be sent at the polling interval
o A reference to the MonitoringAgent object used at the gateway level, to which

the messages can be sent.

Node safeguard components for message throughput
The message queue:

The message queue within the node should be for all intents and purposes identical to that
within the gateway. Similarly, the node should also track the current number of messages
in the queue, as well as a histogram for the number of times that the queue has been at
different lengths over a specified interval.

The message purging mechanism:

The node will also use the same purging mechanism as does the gateway. However,
given the fact node may need to transmit a message to a larger number of connections

than would a gateway, it may be appropriate to specify a different “purge” level and
“rollback™ level.
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Interactions with the monitoring agent:

The message throughput safeguards at the node will need to implement the same types of
communication with the monitoring system as the gateway: specifically, to send at
specified intervals the current state of the queue length histogram, as well as to send an
immediate alert whenever a message purge occurs.

In order to support this interaction with the monitoring system, the node (like the
gateway) will need a variable to store the polling interval, a Timer object to prompt for
messages to be sent according to the polling interval, and a reference to the
MonitoringAgent object used at the node level.

Node safeguard components for connections

The connection count:

Here, it is simply necessary to keep an accurate count of the total number of active
connections at the node. Obviously, this counter should be incremented each time a new
connection is accepted, and should be decremented each time a connection is lost or
dropped.

The connection refusal mechanism:

If the node accepts too many connections, its performance in terms of message
throughput rates may grind to a crunching halt. For this reason, it is necessary to ensure
that the number of open connections is not allowed to grow over some specified upper
limit (the value of which, incidentally, should be determined as a result of the stress
testing efforts). The mechanism for this is simply to check the current number of active
connections when any new connection attempt is made. If the current number is less than
the specified maximum, then it is deemed appropriate to accept the connection;
otherwise, the new connection is refused.

Interactions with the monitoring agent:

At some fixed interval it is necessary to send the current number of active connections at
the node to the monitoring system. In order to make this happen, it is necessary to
include:

o A variable that stores the polling interval for the total connections information
. A Timer object to prompt for messages to be sent at the polling interval
. A reference to the MonitoringAgent object used for the node, to which the

messages can be sent

32

PETITIONERS - AMERICAN/SOUTHWEST, Exhibit 1011
Page 36 of 91



Network Safeguards

Possible Implementation Strategies

Introduction

The purpose of this document is threefold: first, to identify possible problems related to
excessive message throughput and user connectivity that could potentially overwhelm,
and temporarily cripple, the Bang Network; second, to introduce a variety of potential
strategies that may be implemented in order to prevent such occurrences; and third, to
serve as a reference point for discussions between the product development and the
engineering teams, who together must decide the most appropriate strategies to pursue.

Once such decisions have been made, this document will provide the basis for a technical
specification for the implementation of network safeguards.

Guiding Principles

The technical issues surrounding network safeguards are quite challenging and complex,
particularly with respect to aggregate system behavior. As a result, there are in many
cases no obviously “right” answers. For example, one solution may guarantee that the
system will not fail, but do so at the price of dropping messages or client connections
indiscriminately. Another solution may seek to ensure that all customers receive “fair”
treatment (with respect to their contracted levels of service), but in the process introduce
certain strategies which, once scaled across the entire network, lead to unpredictable or
chaotic behavior that could cause the network to fail.

Given these considerations, it is useful to establish a set of guiding principles that can
help in the process of evaluating and selecting different strategies to implement. Toward
this end, the following list of guidelines is introduced. Note that the list represents the
author’s best understanding of the collective opinions of product development and
engineering. There are a number of items, however, that are likely to prove controversial
none-the-less. As such, the list should certainly be considered as a proposal around
which to base discussion rather than as the final word.

The principles outlined to date are as follows:
1) The overriding goal must be to ensure that the network does not fail.

2) The secondary goal (i.e., subject to the primary goal) is to make sure that the
service for non-offending customers (customers whose level of system utilization
falls within their contracted levels) is not impacted by the actions of offending
customers (customers with excessive client connections or with excessive size
and/or frequency of messages).
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3) It is obviously desirable to provide full and uninterrupted service to each
customer. Unfortunately, in order to protect the integrity of the network
operations, it may at times prove necessary to disrupt in some manner the service
to one or more customers. When this is required, the following guidelines apply:

a) The “least bad” action is to drop messages for a customer.

b) The “moderately bad” action is to not allow additional connections for a
customer.

¢) The “bad” action is to actively shut down connections for a customer.

d) The “very bad” action is to shut down a customer entirely.

4) In developing solution strategies, the following criteria apply:

a) Simpler and easier to implement solutions are better than complex strategies.

b) Solutions that can be applied at the gateway or the node level without
knowledge of the state of the rest of the system are better than solutions that
rely upon data that must be aggregated system-wide (the latter require
monitoring solutions that are not currently available, and are difficult to deal
with in real-time even when monitoring does become available).

¢) Any solution that might potentially lead to chaotic system behavior, no matter
how benign it seems to be in principle, should not be implemented without
verification of expected results, either through mathematical proof or through
simulation.

Potential Problem Areas

There are several important areas in which system congestion may occur. They include
the following:

1) Message congestion at the gateway

This occurs when the gateway is receiving messages from customers faster than it
is able to distribute the messages to all nodes, and as a result the incoming or
outgoing buffers become filled up. The most likely scenario that could lead to
this would be if a customer had a bug in an application that caused messages to be
sent through the API or the data-pump at too rapid a rate, or at too large of a size.

2) Message congestion at the node

This occurs when the node is receiving messages from gateways faster than it can
distribute the messages to open client connections, and as a result the incoming or
outgoing buffers become filled up. Assuming that excessive message traffic from
a single customer can be caught at the gateway, then the most likely scenario that
could cause this problem would be if multiple customers were all sending
relatively large (though not necessarily excessive) amounts of data at the same
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time, and the aggregate of the customer messages was sufficient to overwhelm the
node.

3) Excessive client connections

This occurs when the number of clients that try to connect to the Bang Network
exceeds the capacity across all nodes, and as a result new connections cannot be
accepted by the network. Assuming that Bang Networks does not oversell the
capacity of the network, then this can only occur if one or more customers exceed
the contracted limits on user connections. Note that as the level of connections
increases, the potential for message congestion at the node is also exacerbated,
because each message that is processed must be sent to a larger number of clients.

The network safeguards to be adopted must be capable of preventing all of these potential
problems.

Detecting Problems

Before it is possible to take action when one of these problems occurs, it is first necessary
to detect it. Ideally, this detection should take place as far in advance as possible so as to
provide the best opportunity to deal with the problem in a proactive rather than reactive
manner. To help with advance detection, it is deemed appropriate to set up various data
structures and tracking mechanisms within the gateway and the node. These are
described as follows:

The Gateway Message Queue:

Within the gateway a message queue will be constructed. This queue will house,
temporarily, messages that have been received from customers but have not yet been sent
to the nodes. The general functionality of message processing within the gateway will
then be as follows. As first priority, the message processing loop will try to pull any new
messages from the incoming buffer and add them to the queue. If there are no new
incoming messages, then the loop will take any existing messages within the queue and
send them along to the nodes.

The queue itself will include the following information for each message:

- The customer that sent the message
The time that the message was received
The size of the message (in bytes)

The message itself

The use of the queue provides two distinct advantages. First, it can help to prevent
message overflow during short bursts of messaging activity. Essentially, if several
messages arrive very close together, they can be stored in the queue temporarily until
there is a lull again, at which point they can be sent along to the nodes.
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Second, the size of the queue can be used to help identify potential message overflow
problems over a more sustained period of time. If the size of the queue grows to a
significant size (where size is measured both in terms of the number of messages and the
total message bytes), then appropriate steps may be taken to prevent message overflow
(e.g., dropping messages or cutting off one or more customers).

Gateway Throughput Statistics:

In addition to the message queue, with implicitly stores information about the current
message content being handled by the gateway, it may also be useful to track statistics
relevant to recent message activity over some defined interval(s) of time (e.g., over the
past five seconds, or the past 30 seconds, or the past 60 seconds). These statistics, which
should be tracked both by customer and at the aggregate level, include the following:

e Number of messages sent
¢ Size of each message sent
o Total volume (sum of size for all messages)

The primary advantage to tracking such statistics is that they provide information that
may help to identify when an individual customer is responsible for flooding the system
with messages. Based upon this information, it may be possible to selectively lock out
the messages of one customer without impeding the messages of another, should that
course of action be deemed necessary or appropriate.

The Node Message Queue:

Similar to the gateway, the node will also include a queue for housing messages (in this
case, messages that have been received from gateways and not yet sent out to client
connections). Again, the first priority within the message handling loop in the node
should be to pull any new messages from the incoming buffer and add them to the queue.
When there are no new incoming messages, then the message handling loop can remove
existing messages from the queue and send them along to the client connections.

The queue itself will include the following information for each message:

The customer that sent the message

The time that the message was received

The size of the message (in bytes)

The message itself

The number of connections to which the message will be sent

The advantages to using a message queue within the node are similar to that for the
gateway. Not only will the queue allow the node to weather short bursts of intense
messaging activity, but it will also serve to alert the danger of message overflow when its
size grows too large. These two functions are deemed particularly important within the
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node, given the fact that the gateway only needs to send a given message to (eventually)
hundreds of nodes, whereas the node may often need to send a message to thousands of
connections.

Node Throughput Statistics:

Just as with the gateway, it is also useful to track a variety of throughput statistics over
recent intervals of time at the node level. Again, these messages should be tracked both
by customer and at the aggregate level, and should include the following:

Number of messages sent
Size of each message sent
Number of connections to which each message is sent
Total volume (sum of size multiplied by connections)

These statistics provide information that may help to identify when one or more
individual customers is responsible for flooding the system with messages. Based upon
this information, it may be possible to selectively drop the messages of one customer
without impeding the messages of another.

Node Connection Statistics:

A final set of statistics that is relevant to detecting potential problems at the node level
pertains to the number of open connections for different customers. This information can
potentially be used in several different manners. First, if the system is approaching a
certain level of congestion, it may be possible to selectively refuse connections for one
customer (specifically, a customer that appears to be over its connection limit) while
continuing to allow those for another. Alternatively, if the system is totally impacted,
this information can be used to help determine whether to drop connections for a specific
customer only, or to drop connections for multiple (or all) customers indiscriminately.

Aggregate System-Wide Statistics:

In theory, it would be advantageous to track a variety of statistics, both by customer and
across all customers, on a system-wide basis. These statistics would include:

Number of messages sent over recent interval

Size of messages sent over recent interval

Number of connection to which messages were delivered over recent interval
Total number of active (open) client connections

The advantage to such statistics, if they can be gathered and aggregated across the entire
system in a timely fashion, is that they provide a true and accurate picture of the overall
level of system utilization by each customer. Thus, if it is deemed appropriate to attempt
to distinguish between compliant and non-compliant customers during periods of high
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system congestion (and to apply sanctions, such as dropping messages, selectively based
upon that information), this represents the most reliable source of data upon which to
make such judgments.

- Unfortunately, in order to collect this data it will be first necessary to develop a rather
sophisticated monitoring solution, which will take some time. Furthermore, even when
monitoring is in place, it still may prove difficult to gather and aggregate all of the
information in real-time. Given this, it is certainly not feasible in the short run to adopt
and network safeguard procedures that would rely upon this data in aggregated form, and
may not even prove feasible in the long run.

Handling Problems

At this juncture, no specific solutions for handling the problems described earlier have
been adopted, although a number of alternatives have been suggested. The following
discussion covers each of these alternatives, and attempts to outline both the advantages
and disadvantages to each.

Methods for handling excessive congestion at the gateway:

a) When queue fills, drop messages indiscriminately for all customers

Advantages:
. Easy to implement
. Unlikely to cause chaotic behavior across system

Disadvantages:
. Punishes compliant customers as well as non-compliant customers

b) When queue fills, try to determine who is at fault based on recent message
throughput at the gateway and then drop messages just for offending

customers

Advantages:

o Attempts to spare non-offending customers

) Unlikely to cause chaotic behavior across system

Disadvantages:

. It is tricky to determine the right time-slice of prior history to examine in
order to make sure that we are really catching the offending customer

J It is possible that the jam up could be caused clogged nodes, and that the

nodes are clogged because of other customers at other gateways

¢) Regardless of whether the queue is filled or not, track the total volume of
each customer through the gateway through a fixed time period. Make sure
that this volume is not exceeded, and if it is start to drop messages.
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d)

Advantages:
o Easy to calculate

o Unlikely to cause chaotic behavior across system

] Punishes offending customers without impacting non-offenders

. Should help to prevent congestion at node as well, by limiting the amount
of data that each gateway could pump

Disadvantages:

o If one customer pumps all messages through a single gateway, whereas

another pumps messages through multiple gateways, then the customer using
multiple gateways will be allowed to send more data to the network.

J If a strict limit is imposed at each gateway, then at the system-wide level
we may end up accepting a much lower level of message throughput than
would otherwise be possible.

Track total input rates for a customer across all gateways. If the total rate
exceeds their contracted limits, shut the customer down (or alternatively,
drop a subset of their messages).

Advantages:
o Most “equitable™ solution
. Allows largest possible throughput for non-offenders

Disadvantages:
. Requires full monitoring system, and difficult to achieve in real-time

Methods for handling excessive congestion at the node:

a)

b)

When the message queue fills to a certain point, drop messages
indiscriminately

Advantages:
o Easy to implement
o Unlikely to cause chaotic behavior across system

Disadvantages:
. Punishes compliant customers as well as non-compliant customers

When the message queue fills to a certain point, look at recent message
throughput at the node and try to determine the offending customer. Drop
messages for that customer specifically.

Advantages:
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. Attempts to spare non-offending customers

Disadvantages:

. May be hard to determine exactly who the offending customer is. May
depend on the time-slice. May also depend on the relative number of
connections per customer at the node as compared with other nodes.

¢) Examine the total throughput across all nodes to try to determine the
offending customer. Drop messages for that customer specifically.

Advantages:

o Attempts to spare non-offending customers

. Uses the best possible data

Disadvantages:

o Determination of the exact “offender” may still be sensitive to the time-
slice that is used.

. Relies on real-time aggregated data, which is not likely to be available in

the near term.

d) Drop customer connections (either discriminately or indiscriminately) as a
method of reducing message congestion (remaining messages sent to fewer
connections)

Advantages:

. In theory reduces message throughput time

Disadvantages:

o Difficult to determine which connections to drop

o Any dropped connections will try to reconnect to the system, which could
lead to unexpected or chaotic behavior at the system level (e.g., if many nodes
start dumping connections at the same time)

o Difficult to manage “state” data that would determine when to drop
connections and when to allow them to resume
o Bottom line — this is probably no a very good solution

Methods for handling excessive connections at the node

a) When the total number of connections (across all users) reaches an upper
limit, allow no additional connections

Advantages:
J Easy to implement
o No chaotic behavior across system

Disadvantages:
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. Punishes compliant customers, does not punish non-compliant customers

b) When the total number of connections for any given customer reaches a fixed
limit above which no customers are allowed to cross (e.g., no single customer
can have more than 50% of the connections on a given node), then allow no
further connections for that customer on the node, but keep accepting
connections for other customers.

Advantages:

. Easy to implement

. Prevents a single customer from totally hogging the node’s connection
limit

Disadvantages:

. Slight possibility of unexpected behavior at aggregate system level

. Does not ensure that connections shared equitably even at the node level
(although it does prevent a single customer from hogging all of the
connections)

¢) Determine the number of connections that each customer should receive on
each machine according to their contracted levels. For example, if ESPN has
purchased 100,000 connections and there are S0 nodes total, then they “own”
2000 connections per machine. Next, augment this by a small margin for
error (e.g. 10%, bringing the number up to 2200). Now, across all customers,
determine the total number of “reserved” connections. Subtract this sum
from the total number of connections that can be supported by a node. Call
the difference “excess capacity”. Now, whenever assigning connections to a
customer, if the customer is currently under its limit, the connection should
be always made. If, in contrast, the customer is over the limit, then the
connection can still be made if the excess capacity has not already been used
up by the current customer and other customers. If the excess capacity has
been used up, however, then the conn