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(57) ABSTRACT

A method for managing content distribution resources for a
customer, including: providing a CDN (content distribution
network) center for managing content distribution; providing
a plurality of CDNSs; providing content of the customer to be
distributed; and selecting at least one of said plurality of
CDNs for distributing the content by said CDN center.
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SYSTEM AND METHOD FOR A CDN
BALANCING AND SHARING PLATFORM

CROSS-REFERENCES TO RELATED
APPLICATIONS

[0001] This Application claims priority from: U.S. Provi-
sional Application No. 61/006,151, filed on Dec. 26, 2007
U.S. Provisional Application No. 61/129,213, filed on Jun.
11, 2008; and United Kingdom Patent Application No. GB
0819529.9, filed on Oct. 24, 2008, all of which are hereby
incorporated by reference as if fully set forth herein.

FIELD OF THE INVENTION

[0002] The present invention relates to a system and a
method for a CDN (content distribution network) balancing
and sharing platform, and in particular, to such a system and
method which enable management of resources for content
distribution.

BACKGROUND OF THE INVENTION

[0003] The Internet has enabled computer users all over the
world to interact and communicate electronically. One par-
ticularly popular mode for communication is through Web
pages, which collectively form the World Wide Web. Web
pages are useful for displaying text and graphics, and even
animation, video data and audio data. Unsurprisingly, Web
pages have also become popular for viewing and/or providing
various types of content, including content which is down-
loaded to the computer of a requesting user and/or is dis-
played through the Web browser of the user’s computer. How-
ever, in order for such content to be made available to the user,
it needs to be distributed from some type of distribution
location, such as a server for example.

[0004] A CDN (content distribution network) is frequently
used for providing such content to the user’s computer. Such
networks provide more efficient and cost-effective distribu-
tion to the computers of such end users. Typically, a CDN
distributes content for many different customers, which then
pay a CDN vendor for such distribution. A customer may use
more than one CDN vendor. Unfortunately, CDNs are cur-
rently used in an all or nothing manner, in which content is
either distributed through a CDN or is not provided to a CDN.
There is no flexibility or redundancy between the CDNs.
There is also no ability to reduce cost dynamically.

SUMMARY OF THE INVENTION

[0005] There is an unmet need for, and it would be highly
useful to have, a system and a method for a CDN (content
distribution network) balancing and sharing platform. There
is also an unmet need for, and it would be highly useful to
have, such a system and method which would support load
balancing between multiple CDNs.

[0006] There is also an unmet need for, and it would be
highly useful to have, a system and a method for content
distribution through a multi-CDN sharing platform.

[0007] There is also an unmet need for, and it would be
highly useful to have, a system and a method which enable
management of resources for content distribution.

[0008] The present invention overcomes these drawbacks
of the background art by providing a system and method for
content distribution which enables content to be optionally
and preferably distributed through one or more of a plurality
of CDNs (content distribution network; also termed content
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delivery network), which may also be termed CDN load
balancing; however, the present invention is not limited to
such an application, as other applications are contemplated
within the scope of the present invention in at least some
embodiments, for example with regard to the operation of
software applications in a distributed manner. Therefore, the
system and method provide a platform for multi-CDN bal-
ancing and sharing for content distribution and/or for other
types of distribution (as for example operation of software
applications). However, without wishing to be limiting in any
way, the description of preferred embodiments herein centers
around the distribution of content.

[0009] According to some optional embodiments, the sys-
tem and method of the present invention provide for distribu-
tion through any one of a plurality of CDNs and/or a customer
distribution resource of the customer requesting distribution
of'the content and/or through a customer distribution resource
of'a customer other than the customer requesting distribution
of the content.

[0010] Optionally and preferably, content is allocated
between one or more of multiple CDNs and/or between one or
more customers and a CDN (or one or more CDNs) in order
to achieve optimal content distribution according to one or
more parameters.

[0011] According to some embodiments of the present
invention, there is provided a method for managing content
distribution resources for a customer, comprising: Providing
a CDN center for managing content distribution; Providing a
plurality of CDNs; Providing content of the customer to be
distributed; and Selecting at least one of the plurality of CDNs
for distributing the content by the CDN center.

[0012] Preferably the method further comprises providing
acustomer edge and a partner edge; and determining whether
to distribute content from the customer by the partner edge or
the customer edge.

[0013] Preferably the method further comprises distribut-
ing the content through at least one of the CDN or the cus-
tomer edge. Optionally, the determining whether to distribute
the content is performed according to a policy of the cus-
tomer. Also optionally, the policy includes a limit on band-
width sharing. Optionally, the limit is determined at least
partially according to cost. Preferably, the policy includes a
requirement for quality of experience. Optionally, the policy
further includes a requirement for cost limit. Optionally, the
policy further includes a requirement for redundancy of con-
tent delivery mechanisms.

[0014] The above method is preferably optimized for man-
ageability of content delivery.

[0015] Preferably the method further comprises predicting
bandwidth usage by the customer edge and the partner edge
by the CDN center to determine any unused bandwidth; and
selecting one or more of the customer edge and the partner
edge according to availability of unused bandwidth.

[0016] Optionally, the predicting the bandwidth usage
comprising collecting one or more statistics of bandwidth
usage of each customer; and analyzing the one or more sta-
tistics.

[0017] Preferably, the one or more statistics are selected
from the group consisting of bandwidth used in the past hour,
bandwidth used in the past 24 hours, bandwidth used in the
past week, bandwidth used in the past month and real time
bandwidth usage.
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[0018] More preferably, the predicting the bandwidth fur-
ther comprises determining whether current bandwidth usage
represents a peak such that sharing with at least one other
customer is not performed.

[0019] Most preferably, the predicting the bandwidth fur-
ther comprises determining a deviation from historical band-
width usage; and predicting future bandwidth usage accord-
ing to actual bandwidth used and the deviation. Optionally,
the determining the deviation further comprises comparing
actual and historical bandwidth usage according to a statisti-
cal model.

[0020] Preferably the method further comprises providing
a customer origin site; and determining whether to distribute
content from the customer by the customer origin site.
[0021] Preferably the method further comprises providing
a peer to peer content distribution mechanism; determining
whether to distribute content from the customer by the peer to
peer content distribution mechanism.

[0022] Preferably the method further comprises selecting a
mechanism for distribution according to at least one balanc-
ing parameter.

[0023] Optionally, the selecting a mechanism for distribu-
tion further comprises balancing between a plurality of
CDNs.

[0024] According to other embodiments of the present
invention, there is provided a method for predicting band-
width usage, comprising:

[0025] Measuring one or more of a plurality of statistics
selected from the group consisting of bandwidth used in the
past hour, bandwidth used in the past 24 hours, bandwidth
used in the past week, bandwidth used in the past month and
real time bandwidth usage;

[0026] Determining a deviation from historical bandwidth
usage; and
[0027] Predicting future bandwidth usage according to

actual bandwidth used and the deviation.

[0028] Optionally, the determining the deviation further
comprises comparing actual and historical bandwidth usage
according to a statistical model.

[0029] Preferably the method further comprises determin-
ing actual bandwidth usage; comparing the actual bandwidth
usage to the predicted future bandwidth usage; and if differ-
ent, then adjusting a further future prediction according to the
difference.

[0030] Preferably the method further comprises determin-
ing whether a trend for current bandwidth usage is for a peak.
[0031] According to other embodiments of the present
invention, there is provided a method for content distribution
to an end user for one of a plurality of customers, the method
comprising:

[0032] Obtaining information regarding the end user, the
information including a geographical location and a desired
content related activity;

[0033] Determining a list of potential routing targets,
wherein at least one potential routing target is controlled by a
partner and wherein at least one potential routing target is
controlled by a CDN (content distribution network); and
[0034] Selecting at least one routing target according to a
selection policy, wherein the selection policy includes a
parameter related to resource sharing for content distribution.
[0035] Optionally, the selecting the at least one routing
target further comprises:

[0036] Determining a route for providing the information
to the end user; and
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[0037] Selecting the at least one routing target at least par-
tially according to the route.

[0038] Optionally, the determining the route is performed
according to one or more of a result of a bandwidth prediction
algorithm; edge monitoring; BGP (Border Gateway Protocol)
result; actual physical route being used; latency of the route;
popularity of the information; and cost of the route.

[0039] Optionally, the at least one routing target is further
selected according to one or more of a low distance or a low
latency separation from the distribution center by the end
user.

[0040] Optionally, the routing target is selected according
to an anycasting protocol response.

[0041] According to other embodiments of the present
invention, there is provided a method for sharing content
distribution resources between content distribution networks
(CDNs), comprising:

[0042] Providing a management center for managing con-
tent distribution for a plurality of CDNs;

[0043] Predicting bandwidth usage by each CDN by the
management center to determine any unused bandwidth; and
[0044] determining whether to distribute content from at
least one CDN according to the unused bandwidth.

[0045] According to other embodiments of the present
invention, there is provided a system for content distribution,
comprising:

[0046] A CDN center;

[0047] A plurality of customer edges; and

[0048] A CDN edge;

[0049] Wherein the CDN center determines whether to dis-

tribute the content through the CDN edge or through one of
the customer edges.

[0050] Optionally the system further comprises a plurality
of CDN edges from a plurality of CDN vendors, wherein the
CDN center further determines whether to distribute the con-
tent through one of the plurality of the CDN edges or through
one or more of the customer edges, or a combination thereof.
[0051] Without wishing to be limited in any way, various
embodiments of the present invention solve the drawbacks of
the background art with regard to content distribution, includ-
ing but not limited to one or more of using CDNs in a flexible
manner (rather than in an all or nothing manner, in which
content is either distributed through a CDN or is not provided
to a CDN, as for the background art); providing for redun-
dancy between the CDNSs; reducing cost dynamically; shar-
ing a customer content distribution resource with one or more
CDNs (to reduce costs); managing content distribution
through multiple CDNs and/or customer resources by or for a
customer, in a customer centered manner; optimizing content
flow to the optimal content distribution resource, such as the
optimal CDN for example; and maximizing usage of a data
center by a customer and/or partner of a customer. As termed
herein, partners are customers with same interest in terms of
data centers and/or content and a shared interest in maximiz-
ing their benefit.

[0052] Unless otherwise defined, all technical and scien-
tific terms used herein have the same meaning as commonly
understood by one of ordinary skill in the art to which this
invention belongs. The materials, methods, and examples
provided herein are illustrative only and not intended to be
limiting. Implementation of the method and system of the
present invention involves performing or completing certain
selected tasks or stages manually, automatically, or a combi-
nation thereof. Moreover, according to actual instrumentation
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and equipment of preferred embodiments of the method and
system of the present invention, several selected stages could
be implemented by hardware or by software on any operating
system of any firmware or a combination thereof. For
example, as hardware, selected stages of the invention could
be implemented as a chip or a circuit. As software, selected
stages of the invention could be implemented as a plurality of
software instructions being executed by a computer using any
suitable operating system. In any case, selected stages of the
method and system of the invention could be described as
being performed by a data processor, such as a computing
platform for executing a plurality of instructions.

[0053] Although the present invention is described with
regard to a “computer” on a “computer network”, it should be
noted that optionally any device featuring a data processor
and/or the ability to execute one or more instructions may be
described as a computer, including but not limited to a PC
(personal computer), a server, a minicomputer, a cellular
telephone, a smart phone, a PDA (personal data assistant), a
pager, TV decoder, game console, digital music player, ATM
(machine for dispensing cash), POS credit card terminal
(point of sale), electronic cash register. Any two or more of
such devices in communication with each other, and/or any
computer in communication with any other computer, may
optionally comprise a “computer network”.

BRIEF DESCRIPTION OF THE DRAWINGS

[0054] The invention is herein described, by way of
example only, with reference to the accompanying drawings.
With specific reference now to the drawings in detail, it is
stressed that the particulars shown are by way of example and
for purposes of illustrative discussion of the preferred
embodiments of the present invention only, and are presented
in order to provide what is believed to be the most useful and
readily understood description of the principles and concep-
tual aspects of the invention. In this regard, no attempt is made
to show structural details of the invention in more detail than
is necessary for a fundamental understanding of the inven-
tion, the description taken with the drawings making apparent
to those skilled in the art how the several forms of the inven-
tion may be embodied in practice.

[0055] In the drawings:

[0056] FIGS. 1A and 1B are schematic block diagrams of
an exemplary system according to some embodiments of the
present invention;

[0057] FIG. 2 is a flowchart of an exemplary method for
providing data to an end user according to some embodiments
of the present invention;

[0058] FIGS. 3A-3B show a system and method for deter-
mining content delivery availability according to some
embodiments of the present invention;

[0059] FIG. 4 relates to an exemplary, illustrative method
according to some embodiments of the present invention for
routing; and

[0060] FIG. 5 shows a schematic block diagram of an
exemplary, illustrative central manager according to some
embodiments of the present invention.

DETAILED DESCRIPTION

[0061] The present invention, in some embodiments, is of a
system and a method for efficient, dynamic resource manage-
ment for content distribution, preferably as part of a platform.
In some embodiments, the present invention relates to a
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method and system for load balancing for a plurality of
CDNs, by optionally and preferably distributing content
through one or more of the plurality of CDNs according to
one or more distribution parameters.

[0062] Optionally and preferably, content is allocated
between one or more of multiple CDNs and/or between one or
more customers and a CDN (or one or more CDNs) in order
to achieve optimal content distribution according to one or
more parameters.

[0063] According to some embodiments for resource shar-
ing for content distribution, such sharing may optionally and
preferably be performed between customers (ie customer
edges), between a customer and a CDN, and between differ-
ent geographical locations for a customer with multiple edges
and the CDN. Optionally, any of the above configurations for
the sharing platform may include a storage service which is
separate from any type of content distribution service; a non-
limiting example is the storage service of Amazon.com,
although optionally any storage service may be incorporated.
The storage service preferably is connected to a computer
network and is more preferably connected to the Internet.
[0064] According to preferred embodiments of the present
invention, there is optionally and preferably provided a sys-
tem comprising a CDN center, preferably featuring a CDN
balancer for balancing the load of content distribution
between a plurality of CDNs. The system also preferably
features a plurality of CDN edges from different CDNs, as
well as a customer edge and a customer center.

[0065] In the background art, a CDN system would typi-
cally feature a CDN center but without the CDN balancer, a
CDN edge and a customer center. Also the background art
system would not feature a plurality of CDN edges from
different CDNs, as the background art does not teach or
suggest distribution across a plurality of CDNs, and certainly
does not teach or suggest load balancing across a plurality of
CDNs or management of content distribution from a CDN
center across a plurality of CDNs.

[0066] Turning back to the above embodiments of the
present invention, the system optionally features content dis-
tribution from a particular customer through a sharing plat-
form, which may optionally provide for sharing of content
distribution through a plurality of different customer edges
(optionally including a customer edge of a customer other
than the particular customer having the content to be distrib-
uted, such as a partner edge for example). Such a sharing
platform may optionally and preferably be combined with the
platform for content distribution through a plurality of differ-
ent CDNGs.

[0067] The system preferably features measurement of one
or more of the following parameters for a customer having
content to be distributed: customer bandwidth; customer dis-
tribution availability; determining whether to share the CDN
traffic between partners and the customer; and determining
whether to share the CDN traffic between the customer and
the CDN. For the last parameter, optionally end users (or
rather end user computers) with proximity to the Customer
Center are provided content directly from the Customer Edge
while other end users are served by the CDN edges. Proximity
may optionally be determined in terms of geographical prox-
imity and/or some other type of proximity, such as speed of
receipt of the content for example.

[0068] Such parameters may optionally be determined by
the customer edge or by the CDN center, or a combination
thereof. Regardless of which component(s) of the system
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measure or determine such parameters, the CDN balancer in
the CDN center preferably selects the optimal delivery
method, which may optionally and preferably include selec-
tion of the optimal CDN for delivery for example, and/or may
optionally (alternatively or additionally) include selection of
another delivery mechanism, such as a customer edge, a part-
ner edge or the like. In any case, the delivery mechanism
selected optionally and preferably provides for one or more of
redundancy, cost saving and/or better quality of experience.

[0069] As defined herein, the term “customer edge” refers
to an on-line distribution facility for content, such as a server,
a plurality of servers and so forth, without regard to the
physical location of the server or servers. It should also be
noted that a “server” as defined herein may optionally be a
physical device, a software appliance or application, a group
and/or cluster of devices and/or software appliances and/or
applications and so forth.

[0070] The principles and operation of the present inven-
tion may be better understood with reference to the drawings
and the accompanying description. Referring now to the
drawings, FIG. 1A is a schematic block diagram of an exem-
plary system according to the present invention for a content
distribution platform. As shown, a system 100 preferably
features a CDN center 102, which in turn is connected to a
CDN edge 104 and a customer edge 120. In addition, option-
ally a storage entity 134 is connected to CDN center 102.
Collectively, these components of system 100 may be
described as a content distribution network (CDN). Prefer-
ably, these components of system 100 are also in communi-
cation with another CDN for load balancing; such a connec-
tion is shown between CDN center 102 and another CDN
edge 110. The components of system 100 are connected
through some type of network, such as a computer network,
which optionally and preferably at least includes the Internet
(more preferably with one or more internal networks; not
shown). CDN center 102 may optionally be termed a man-
agement center.

[0071] CDN center 102 preferably supervises content dis-
tribution through one or more components as shown for man-
aging content distribution, preferably including one or more
of CDN edge 104 and/or CDN edge 110 of a different CDN
(which is preferably also related to a different CDN vendor
than CDN edge 104), as well as optionally (additionally or
alternatively) through customer edge 120. A CDN vendor
comprises one or more CDN networks and preferably also
manages such one or more networks.

[0072] According to some optional embodiments of the
present invention, system 100 optionally also features a part-
ner edge 130. As described previously, a partner preferably
has some type of relationship with and/or connection to the
customer, such that content of the customer may optionally be
distributed through partner edge 130 as described herein.
Therefore, content may optionally be distributed (addition-
ally or alternatively) through partner edge.

[0073] The optimal edge for delivering content is prefer-
ably selected by CDN center 102, for example by selecting
between one or more of customer edges 120 or 130, and/or by
selecting between CDN edge 104 and an alternate CDN and/
or CDN vendor as represented by another CDN edge 110.
[0074] Customer edge 120 and partner edge 130 each pret-
erably includes an HTTP/streaming server 122 and 132,
respectively. HTTP/streaming server 122 or 132 may option-
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ally support any suitable computer network protocol, such as
any suitable Internet protocol for example, and not only
HTTP and/or data streaming.

[0075] Each of customer edge 120 and partner edge 130 is
preferably located at the facilities of the customer who wishes
to distribute data, such as content, or otherwise wishes to
make use of the bandwidth provided by the bandwidth ven-
dor; for this example, it is assumed that each of customer edge
120 and partner edge 130 relates or belongs to a different
customer. Customer edge 120 or partner edge 130 are prefer-
ably each more limited in terms of the constraints which it
must obey, in particular with regard to potentially unexpected
behavior by the customer which may cause downtime. There-
fore, CDN center 102 preferably considers this lower reliabil-
ity when routing requests through customer edge 120 or part-
ner edge 130.

[0076] FIG. 1B shows an exemplary, non-limiting embodi-
ment of CDN center 102 in more detail, featuring a CDN
balancer 160. As previously described, CDN center 102 is
optionally and preferably able to supervise distribution of
content through a plurality of customer and/or partner edges
and also a plurality of different CDN networks or vendors.
Such supervision preferably includes determining the opti-
mal edge for delivering content, preferably also including
load balancing, for example by selecting between CDN 104
and/or alternate CDN 110 by CDN balancer 160. CDN bal-
ancer 160 preferably selects the optimal delivery method,
which may optionally and preferably include selection of the
optimal CDN for delivery for example, and/or may optionally
(alternatively or additionally) include selection of another
delivery mechanism, such as a customer edge, a partner edge
or the like, each of which may optionally be described herein
as a routing target. In any case, the delivery mechanism
selected optionally and preferably provides for one or more of
redundancy, cost saving and/or better quality of experience.

[0077] Routing engine 106 preferably operates a prediction
algorithm which calculates the expected bandwidth sharing
to each routing target. Such a calculation enables more effec-
tive bandwidth use through sharing of resources for content
distribution, as described in greater detail below.

[0078] Customers are preferably able to set one or more
parameters for content distribution through a policy module
140, shown as being part of CDN balancer 160 but which may
optionally be external to CDN balancer 160 (for example
elsewhere in CDN center 102). As described in greater detail
below, the policy optionally and preferably relates to one or
more parameters including but not limited to budget, speed of
distribution, “quality of experience” and so forth, which
shape the manner and route in which content is delivered.
CDN balancer 160 preferably uses the one or more param-
eters from policy module 140 to determine the optimal edge
for content delivery, which may optionally be located at any
of the previously described routing targets. Optionally, if a
routing target is an alternative CDN or CDN vendor, then the
CDN or vendor itself may be the routing target, rather than a
specific edge.

[0079] The optimal route preferably is determined accord-
ing to a plurality of parameters, optionally and more prefer-
ably including but not limited to the examples provided
herein, optionally and preferably by routing engine 106. For
example, routing engine 106 preferably determines the geo-
graphical relation of the one or more potential routing targets
through a geo module 144. CDN balancer 160 also preferably
operates a BGP (Border Gateway Protocol) which is an Inter-
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net protocol for determining a map of autonomous systems,
which may for example be ISPs (Internet Service Providers),
computer networks of companies and organizations, and so
forth (BGP is the core routing protocol of the Internet).
[0080] Routing engine 106 also preferably considers one or
more characteristics of the content itself, through a content
type module 146. Such characteristics are preferably consid-
ered with regard to the one or more parameters of policy
module 140.

[0081] Routing engine 106 preferably is able to determine
the amount of bandwidth being used by one or more routing
targets according to the results of a bandwidth prediction
algorithm as provided by a bandwidth prediction module 142.
[0082] Routing engine 106 also preferably considers edge
monitoring (for example optionally and preferably to deter-
mine the status or “health” of the edge as described in greater
detail below, and as shown through health module 148) and/or
monitoring of the function(s) of one or more other compo-
nents of system 100.

[0083] Routing engine 106 preferably also considers the
actual physical (ie hardware) route being used, optionally and
preferably including with regard to reliability, latency and
other parameters, for example through an other conditions
module 150 that relates to any other conditions of interest.
[0084] CDN center 102 preferably comprises a Customer
Site Management module 108, which gives customers the
ability to control one or more parameters related to content
delivery, for example optionally including but not limited one
or more of customer cache settings (expiration etc.), alerts for
excessive bandwidth use, customer edge malfunction and so
forth. Customers are also preferably able to view one or more
aspects of the provided service, for example with regard to
one or more reports, graphical or other information through a
“dashboard” or other display, and the like. Customer Site
Management module 108 is shown as being part of CDN
balancer 160 but may optionally be located externally to CDN
balancer 160, for example elsewhere in CDN center 102.
[0085] A DNS server 112 provides domain name look-up
services to routing engine 106.

[0086] The operation of system 100 may optionally be per-
formed as described with regard to FIG. 2, which is a flow-
chart of an exemplary method for providing data to an end
user. [t should be noted that although the method is described
with regard to the non-limiting example of a web browser, in
fact any client may optionally be used with this method. In
stage 202, the method begins with the user surfing to adomain
with content delivery service. By “surfing” it is meant that the
user typically operates a web browser and causes the web
browser to display a web page which may optionally be the
content itself and/or which may optionally provide the option
for obtaining or providing content. In stage 204, the web
browser of the user sends a DNS request, for example to the
previously described CDN center. The CDN center requests
the optimal route available through the local routing table in
stage 206; optionally and preferably, in stage 208, the CDN
balancer calculates the optimal edge path based on bandwidth
prediction and more preferably also policy. However, option-
ally and alternatively, stage 208 is not performed and instead
a static look-up table is used.

[0087] Instage 210, according to the information received
regarding routing, the CDN center sends a DNS response to
the web browser which includes the optimal edge from which
the datamay be obtained. In stage 212, the web browser sends
an HTTP request to this edge, which may optionally be a
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partner edge or a customer edge, or a CDN edge. In stage 214,
the edge then searches for the object requested in the HTTP
request, preferably both in its local cache and also optionally
in an associated edge cluster. The edge cluster is preferably a
plurality of edges; if the edge cannot locate the object in the
local cache, then the edge preferably searches for the objectin
one or more other members (edges) of the edge cluster.
[0088] If the object is located in the local cache or in the
edge cluster, then the edge preferably delivers it to the web
browser (ie to the user) in stage 216. Otherwise the edge sends
a request to the customer origin site to provide this object,
such that the customer origin site preferably provides directly
to the web browser. Preferably, requests to the customer ori-
gin site are avoided unless necessary (for example, the edge
cannot locate the object locally), in order to avoid excessive
bandwidth to the origin site. It should be noted that a customer
edge may be located at the customer, in addition to the origin
site; however, the customer edge is designed for such requests
and use of bandwidth.

[0089] The above described system and method of FIGS. 1
and 2 demonstrates the potential for content distribution in an
architecture which includes the customer site but which also
includes components outside of the customer site. All of these
components operate together in an interactive manner to pro-
vide bandwidth for content distribution. Because these com-
ponents operate interactively, it is possible to predict band-
width use by any given customer and to enable sharing of
resources for content distribution with other customers.
[0090] FIGS. 3A-3B describe optional, exemplary, illustra-
tive implementations of a system and method according to
some embodiments of the present invention for bandwidth
usage prediction.

[0091] FIG. 3A shows the previously described bandwidth
prediction module 142 in more detail, which may optionally
operate with the system of FIG. 1, which preferably receives
one or more statistics regarding actual bandwidth usage by
each customer and/or CDN edge and/or CDN and/or CDN
vendor. These statistics preferably include but are not limited
to, an hourly statistic 302 (regarding data collected in the past
hour), a daily statistic 304 (regarding data collected in the past
24 hours), a weekly statistic 306 (regarding data collected in
the past week), a monthly statistic 308 (regarding data col-
lected in the past month) and also an analysis of real time
traffic 310, which relates to the actual level of bandwidth
usage by the customer in real time.

[0092] Bandwidth prediction module 142 supports sharing
the CDN traffic between one or more partners and the cus-
tomer, and/or between the customer and the CDN.

[0093] FIG. 3B shows a flowchart of an exemplary method
according to the present invention for bandwidth prediction
by bandwidth prediction module 142 according to the above
information. In stage 322, the amount of currently available
bandwidth is determined, by sampling the SNMP (simple
network management protocol) counters or any other mea-
sure of bandwidth usage at the customer origin site. In stage
324, the traffic experienced in the last hour is considered to
determine a traffic tendency (ie whether it is increasing or
decreasing, as well as the absolute level). In stage 326, sta-
tistics for the same hour and day on the previous week are also
examined, for the purpose of comparison, to determine
whether current traffic is similar to historical trends. These
different statistics are then preferably combined to predict a
peak level for the traffic and also to determine the difference
(if any) between such a peak and the current level of traffic.
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The peak may optionally be calculated according to any
method, including but not limited to the known in the art
method of determining whether the level of traffic is 95% of
a maximal traffic level.

[0094] The expected bandwidth is then calculated for at
least one and preferably a plurality of time periods, based on
the determination of the historical relationship and also
whether a peak is being observed in stage 328; for example,
the time periods optionally and preferably include 5 minutes,
15 minutes and 1 hour.

[0095] The expected deviation during the next hour is then
calculated in stage 330, preferably according to a statistical
model, such as for example a standard deviation, a calculation
according to a statistical model which encompasses the
potential for highly unusual and/or improbable behavior, and
so forth. An adaptive (self learning) algorithm then considers
the expected amount of bandwidth to be used in stage 332 by
at least considering the expected standard deviation from
previous predicted bandwidth usage but more preferably by
considering all of the above factors. The algorithm is prefer-
ably also able to consider whether usage would be unexpect-
edly high or low, by learning from previous situations regard-
ing bandwidth usage at least for this customer, but optionally
shared from learning about the behavior of other customers as
well in the aggregate and/or according to the type of cus-
tomer, for example. Seasonal data may also optionally be
incorporated regarding previously experienced spikes or
decreases in bandwidth usage, or other bandwidth usage dif-
ferentials, for a particular customer.

[0096] In stage 334, the amount of spare (and hence avail-
able) bandwidth is preferably determined by subtracting the
predicted bandwidth usage expected at this current time for
this customer from the peak bandwidth usage previously
calculated for this customer.

[0097] In order to further increase the efficiency of band-
width distribution across the system and also prevent over-
loading or failure, the above bandwidth usage prediction is
also optionally incorporated into the load balancing algo-
rithm used to determine which component(s) of the system is
to be selected for content distribution.

[0098] FIG. 4 relates to an exemplary, illustrative method
according to some embodiments of the present invention for
operation of the CDN balancer of the system of FIG. 1. In
stage 400, the end user information is obtained (for example
for a computer operating a web browser which is making an
HTTP request); this information preferably includes the IP
address of the computer making the HTTP request and also
the destination domain.

[0099] Instage 401, optionally, the IP addresses of specific
end users and/or subnet are filtered and/or compared to deter-
mine whether such IP addresses are blocked, for example if
previous abusive behavior was demonstrated.

[0100] In stage 402, a list of available edges for providing
the requested object or other content is determined. Prefer-
ably such a list is determined according to the destination
domain, the IP address of the end user and so forth. More
preferably the list is also determined according to the current
“health” or operating status of the edge as well as according to
previously determined “health” reputation for that edge. The
latter may optionally include but is not limited to history of
failure by the edge, reputation of the edge bandwidth provider
and reputation of the edge hosting provider (if different from
the bandwidth provider).
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[0101] In stage 404, the above list of available edges is
preferably reduced according to one or more geographical
parameters and/or according to one or more parameters deter-
mined from BGP (Border Gateway Protocol), or any other
routing information. Such routing information can be, for
example a result of a bandwidth prediction algorithm; edge
monitoring; actual physical route being used; latency of the
route; popularity of the information; time based parameters;
type of content; site health and cost of the route.

[0102] Next, non-suitable edges are preferably removed
according to policy information in stage 406, such that one or
more edges that cannot meet the one or more requirements of
the policy are preferably removed. The policy information
optionally and preferably includes but is not limited to QoE—
Quality of experience. With regard to QoE, this parameter is
preferably adjusted according to the required task; for
example if the task is to download software, the real time
performance is less critical, such that the requested task may
be routed to non optimal but less expensive locations. The
QoE preferably also includes a price tier model, such that
customers willing to pay more to provide a higher quality
experience to the end user are preferably routed to more
expensive and efficient locations, in addition to routing
according to the category of task to be performed.

[0103] Ifthe customer has a private network or machine(s)
for content delivery, then the CDN balancer may optionally
give the task only to the specific customer edges.

[0104] In stage 408, optionally a trade-off is performed
between using partner edges vs. customer edges, in which the
latter are preferred within certain limitations (for example
with regard to reliability or cost); the trade-off may also
optionally consider CDN vs. customer edges and/or different
CDNs, or any combination thereof. In stage 410, the CDN
balancer provides the top optimal edge(s) for the task.
[0105] As previously described, overall control of an exem-
plary content distribution system and sharing platform
according to the present invention preferably includes a cen-
tral manager for managing such distribution, which for
example is optionally and preferably the CDN balancer of
FIG. 1. FIG. 5 shows a schematic block diagram of an exem-
plary, illustrative central manager according to some embodi-
ments of the present invention. A central manager 500 pref-
erably provides a comprehensive content distribution
management solution, whether for multiple customers and/or
for a single customer with multiple systems requiring sepa-
rate applications requiring bandwidth usage for example with
regard to distributed software execution, and/or content deliv-
ery and/or different end user patterns. Central manager 500
provides the optimal solution for all of these different require-
ments for content distribution. For example, the customer
may optionally wish to set a policy in which the customer
servers provide the content or otherwise the customer uses
bandwidth from the customer’s own facilities, without the use
of external facilities, while in other situations, the customer
may prefer to request specific external facilities for content
distribution and hence for bandwidth usage (for example due
to reliability, budget and so forth).

[0106] Central manager 500 preferably operates according
to the interaction of three main modules: rules management
510, routing targets 520 and routing conditions 530.

[0107] Rules management 510 preferably includes the abil-
ity of the customer to create rules 512, edit rules 514 and
delete rules 516. Furthermore, rules management 510 prefer-
ably also includes a list of priorities in which rules are to be
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applied, for conflict resolution. If different rules overlap or
may potentially overlap, the customer preferably defines pri-
orities for all created rules so that in case of conflicts the
highest priority rule is applied.

[0108] Routing conditions 530 preferably includes geo-
graphic routing 542, which routes end users from a specific
geographic area to one of the routing targets 520; IP based
routing 544, which routes end users from specific IP/subnet to
one of the routing targets 520; Time Based Routing 546 which
routes end users based on specific hours and time zone to a
specific routing targets 520; Type of Content Routing 538,
which routes specific objects by type (i.e. type of media/
object size/type of object or content and so forth) to one of the
routing targets 520; bandwidth based routing 540, which
routes end users based on origin bandwidth consumption (for
example, a customer may select to use CDN services only
from a specific bandwidth threshold to reduce costs, accord-
ing to information from a budget module 536); selection of a
routing target based on site health checking 548; customer
bandwidth based routing 532 which routes end users based on
the specific bandwidth consumption of the routing targets 520
(to control usage cost for bandwidth); and popularity based
routing to route objects based on their popularity level to one
of the routing targets 520.

[0109] Routing targets 520 preferably include one or more
of a customer edge 522, a partner edge 524, a CDN (or other
content) vendor 526, another (difterent) CDN (or other con-
tent) vendor 560, a peer to peer content distribution option
562, and a customer origin site 528. The selection is prefer-
ably made according to the rules of rules management 510
and also according to the routing conditions determined in
routing conditions 530. Each of CDN vendors 526 or 560 may
also optionally (additionally or alternatively) be any type of
bandwidth vendor or provider.

[0110] The above central manager 500 (which may option-
ally be implemented as part of CDN balancer as described
above) optionally and preferably provides for sharing the
CDN traffic between partners and the customer (represented
by customer edge 522 and partner edge 524) to preferably
achieve one or more of the following: reduce cost; and sup-
port a partner which may have or may not have an edge in its
CDN center. Also the above central manager 500 optionally
and preferably supports sharing the CDN traffic between the
customer and one or more CDN vendors, represented by
customer edge 522 and one or more of CDN vendors 526 or
560, for example optionally to reduce cost and improve per-
formance.

[0111] Overall, for the present invention, provision of bal-
ancing and/or sharing for content distribution preferably pro-
vides one or more of cost, Quality of Service/Performance,
manageability and/or redundancy, although of course without
being limited to these benefits.

[0112] For example, a customer may optionally wish to
provide content through both a low cost CDN and “best of
breed” CDN (ie providing a better QoE and hence presum-
ably more expensive), by balancing content delivery between
these two different CDNs. For specific regions and/or types of
content for example, the low cost CDN may be selected while
for other specific regions and/or types of content, the best of
breed CDN may be selected. Optionally a plurality of such
different conditions may be selected while balancing content
distribution through these different mechanisms.

[0113] The selection of a particular target may also feature
a weighting function, in which different proportions of the
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content may be provided through a plurality of different tar-
gets (for example 40% to one target and 60% to another
target).

[0114] While the invention has been described with respect
to a limited number of embodiments, it will be appreciated
that many variations, modifications and other applications of
the invention may be made.

What is claimed is:

1. A method for managing content distribution resources
for a customer, comprising:

providing a CDN (content distribution network) center for

managing content distribution;

providing a plurality of CDNs;

providing content of the customer to be distributed; and

selecting at least one of said plurality of CDNs for distrib-

uting the content by said CDN center.

2. The method of claim 1, wherein said selecting said at
least one of said plurality of CDNs comprises determining a
load at each of said plurality of CDNs; and selecting said at
least one CDN according to said load.

3. The method of claim 2, wherein said selecting said at
least one CDN according to said load is performed for load
balancing between said plurality of CDNs.

4. The method of claim 1, wherein said selecting said at
least one of said plurality of CDNs comprises determining
sharing of resources between said plurality of resources, such
that said at least one CDN is selected according to said shar-
ing of resources.

5.The method of claim 4, wherein said sharing of resources
further comprises providing a customer distribution resource
and wherein said selecting said at least one of said plurality of
CDNs further comprises optionally selecting said customer
distribution resource to distribute the content.

6. The method of claim 5, wherein said customer distribu-
tion resource is controlled by another customer, other than the
customer requesting distribution of the content.

7. The method of claim 4, wherein said selecting said at
least one CDN according to said sharing of resources further
comprises selecting said at least one CDN according to one or
more of a plurality of parameters.

8. The method of claim 7, wherein said one or more param-
eters are selected from the group consisting ofload balancing,
optimal content distribution, minimum bandwidth sharing,
maximum bandwidth sharing, latency and cost.

9. The method of claim 1, further comprising providing a
customer edge and a partner edge; and determining whether
to distribute content from the customer by the partner edge or
the customer edge.

10. The method of claim 9, further comprising distributing
the content through at least one of the CDN, the partner edge
or the customer edge.

11. The method of claim 10, wherein said determining
whether to distribute the content through said CDN, the part-
ner edge or the customer edge, or a combination thereof, is
performed according to a policy of the customer.

12. The method of claim 11, wherein said policy includes a
limit on bandwidth sharing.

13. The method of claim 12, wherein said limit is deter-
mined at least partially according to cost.

14. The method of claim 11, wherein said policy includes a
requirement for quality of experience.

15. The method of claim 11, wherein said policy includes a
requirement for a cost limit.
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16. The method of claim 11, wherein said policy includes a
requirement for redundancy of content delivery mechanisms.

17. The method of claim 9, further comprising predicting
bandwidth usage by the customer edge and the partner edge
by the CDN center to determine any unused bandwidth; and
selecting one or more of the customer edge and the partner
edge according to availability of unused bandwidth.

18. The method of claim 17, wherein said predicting the
bandwidth usage comprising collecting one or more statistics
of bandwidth usage of each customer; and analyzing the one
or more statistics.

19. The method of claim 18, wherein the one or more
statistics are selected from the group consisting of bandwidth
used in the past hour, bandwidth used in the past 24 hours,
bandwidth used in the past week, bandwidth used in the past
month and real time bandwidth usage.

20. The method of claim 19, wherein said predicting the
bandwidth further comprises determining whether current
bandwidth usage represents a peak such that sharing with at
least one other customer is not performed.

21. The method of claim 20, wherein said predicting the
bandwidth further comprises determining a deviation from
historical bandwidth usage; and predicting future bandwidth
usage according to actual bandwidth used and the deviation.

22. The method of claim 21, wherein said determining the
deviation further comprises comparing actual and historical
bandwidth usage according to a statistical model.

23. The method of claim 22, further comprising providing
apeer to peer content distribution mechanism; and determin-
ing whether to distribute content from the customer by the
peer to peer content distribution mechanism.

24. The method of claim 23, further comprising managing
distribution of content for a customer through one of a plu-
rality of CDNs and optionally through a non-CDN resource.

25. A method for predicting bandwidth usage, comprising:

measuring one or more of a plurality of statistics selected

from the group consisting of bandwidth used in the past
hour, bandwidth used in the past 24 hours, bandwidth
used in the past week, bandwidth used in the past month
and real time bandwidth usage;

determining a deviation from historical bandwidth usage;

and

predicting future bandwidth usage according to actual

bandwidth used and said deviation.

26. The method of claim 25, wherein said determining the
deviation further comprises comparing actual and historical
bandwidth usage according to a statistical model.

27. The method of claim 26, further comprising determin-
ing actual bandwidth usage; comparing the actual bandwidth
usage to the predicted future bandwidth usage; and if differ-
ent, then adjusting a further future prediction according to the
difference.

28. The method of claim 27, further comprising determin-
ing whether a trend for current bandwidth usage is for a peak.
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29. The method of claim 27, further comprising adjusting
said further future prediction according to seasonal historical
bandwidth data.

30. A method for content distribution to an end user for one
of a plurality of customers, the method comprising:

obtaining information regarding the end user, said infor-

mation including a geographical location and a desired
content related activity;

determining a list of potential routing targets, wherein at

least one potential routing target is controlled by a part-
ner and wherein at least one potential routing target is
controlled by a CDN (content distribution network); and
selecting at least one routing target according to a selection
policy, wherein said selection policy includes a param-
eter related to resource sharing for content distribution.

31. The method of claim 30, wherein said selecting the at
least one routing target further comprises:

determining a route for providing the information to the

end user; and

selecting the at least one routing target at least partially

according to the route.

32. The method of claim 31, wherein said determining the
route is performed according to one or more of a result of a
bandwidth prediction algorithm; edge monitoring; BGP
(Border Gateway Protocol) result; actual physical route being
used; latency of the route; popularity of the information;

geographical parameters; time based parameters; type of

content; site health and cost of the route.

33. The method of claim 32, wherein said at least one
routing target is further selected according to one or more of
a low distance or a low latency separation from the distribu-
tion center by the end user.

34. The method of claim 33, wherein said routing target is
selected according to an anycasting protocol response.

35. A method for sharing content distribution resources
between content distribution networks (CDNs), comprising:

providing a management center for managing content dis-

tribution for a plurality of CDNss;

predicting bandwidth usage by each CDN by said manage-

ment center to determine any unused bandwidth; and
determining whether to distribute content from at least one
CDN according to said unused bandwidth.

36. A system for content distribution, comprising:

a CDN center;

a plurality of customer edges; and

a CDN edge;

wherein said CDN center determines whether to distribute

the content through said CDN edge or through one of
said customer edges.

37. The system of claim 36, further comprising: a plurality
of CDN edges from a plurality of CDN vendors, wherein the
CDN center further determines whether to distribute the con-
tent through one of the plurality of the CDN edges or through
one or more of the customer edges, or a combination thereof.
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