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57 ABSTRACT 

A portable, software-controlled system for managing power 
consumption in a computer system. The power management 
system is integrated with the operating system of the com 
puter system and is extensible to any add-on devices that are 
installed into the computer system. Upon the detection of a 
power down condition indicating that the computer system 
should be powered down, the power management system 
may verify that the computer system can be powered down 
without causing any of the devices that are connected to the 
computer to lose application data. If all of the devices agree 
that the computer system can be powered down, then each 
device has its state saved into memory and is powered down. 
Next, the state of each processor is saved into memory and 
power to the processors is disabled. In order to suspend the 
computer System, power to the memory is maintained, 
allowing each device state and processor state to be restored 
upon reboot. The computer system may be hibernated by 
writing all of the active memory (including each device state 
and processor state) to a secondary storage area and then 
powering off the entire computer system, including memory. 

19 Claims, 7 Drawing Sheets 
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METHOD AND SYSTEM FOR 
CONTROLLING POWER CONSUMPTION IN 

A COMPUTER SYSTEM 

TECHNICAL FIELD 

This invention relates generally to systems for managing 
power consumption in computers, and more particularly to 
a portable, software-controlled power management system 
that is integrated with the computer's operating system and 
device drivers. 

BACKGROUND OF THE INVENTON 

"Power management” refers to a computer system's abil 
ity to conserve or otherwise manage the power that it 
consumes. Traditionally, the only power management that 
existed in computers was the main power switch. As long as 
the power switch to the computer or to a particular device 
connected to the computer was turned on, power was 
supplied to the computer or device, regardless of whether it 
was actually in use. 
As computers have become more powerful and as the 

number of devices available to users continues to expand, 
the total power requirements of computer systems have 
increased, leading to demands for more sophisticated power 
management systems. In particular, there is growing demand 
for power management systems that are able to detect when 
the computer or a particular device is not in use, and 
dynamically disable the power to the computer or device in 
order to conserve energy. 

Power management concerns are especially prevalent in 
battery-powered portable computers, which have a finite 
supply of power available to run the computer and its 
devices. Conventionally, manufacturers have been able to 
extend battery life in these computers only by having 
intrinsic knowledge of what devices are connected to the 
computer and the power requirements of those devices. This 
closed architecture, however, has proven unsatisfactory to 
users that desire to expand the computer's capabilities by 
adding new devices to the computer. Because there is 
generally no corresponding power management provided for 
the new devices, those devices do not participate fully in 
power management. 

Power management concerns are not limited to battery 
powered portable computers, but extend to AC-powered 
computer systems as well. The United States government 
has recently joined in the effort to encourage energy con 
servation and power management in all personal computers. 
The Environmental Protection Agency, for example, has 
established an "Energy Star" program to encourage energy 
efficiency in computers. The requirements under the pro 
gram are intentionally liberal and vague; the only specific 
requirements are that a computer should consume 30 watts 
or less of power when it is idle as shipped by the original 
equipment manufacturer and that the monitor should also 
consume less than an additional 30 watts of power when 
idle. Nevertheless, the overall intent of the program of 
encouraging energy conservation in computers is clear. The 
government has added strong incentives for those in the 
computer industry to comply with these guidelines by mak 
ing a commitment to purchase only energy efficient personal 
computers, sometimes called "green pc's". 

Currently known methods of power management in com 
puter systems focus primarily on non-operating system 
solutions. Many current systems provide power manage 
ment capabilities by adding expensive dedicated monitoring 
hardware that is controlled by a hybrid of hidden system 
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2 
management mode software. For example, special hardware 
may be added that monitors the processor to determine 
whether or not it is busy. If the processor is not busy, then 
an interrupt is generated which may slow down the proces 
sor's operation in order to conserve energy. 

In these power management systems, the original equip 
ment manufacturer (OEM) is in control of the power man 
agement policy and the actual code which turns power on 
and off to devices, thus circumventing the operating system. 
Because the power management system operates indepen 
dently from the operating system, device utilization and 
power management decisions are made based upon observed 
past data, rather than anticipatory data. Thus, the monitoring 
hardware is unable to determine whether the processor is 
waiting for the completion of another operation to do 
something else. As a result, many conventional power 
management schemes will only slow the processor down. 
rather than stopping it completely, thus reducing the effec 
tiveness of the power management. Further, because con 
ventional power management schemes are transparent to the 
operating system, they cannot modify the behavior of the 
operating system. 

Conventional power management schemes can also cause 
problems for full-featured operating systems, such as the 
“WINDOWS NT" operating system, developed by 
Microsoft Corporation, the assignee of the present invention. 
For example, the computer's ROM BIOS (basic input/output 
system) must transparently adjust a device's state (i.e., its 
condition at a particular time) without impairing the oper 
ating system driver which is also attempting to utilize the 
device. This can cause the operating system to encounter 
unexpected errors since a device may be powered down 
unexpectedly. 

Furthermore, current hardware-based power management 
schemes are generally based upon specific microprocessors 
and specific platforms and are therefore not portable to other 
platforms. As with many battery-powered computer 
systems, these schemes often only work for devices which 
are integrated into the machine. Thus, new devices which are 
added to the computer system generally do not participate in 
power management. Even for integrated devices, there is 
still a lack of coordination between the operating system and 
the power management system, which can lead to synchro 
nization difficulties. 

For these reasons, computer manufacturers are now desir 
ous for a power management system that is fully integrated 
with the computer's operating system. 

Therefore there is a need for a portable, software 
controlled power management system that is integrated into 
the operating system of the computer, 

There is also a need for a power management system that 
integrates device utilization and power savings decisions 
with device drivers that control the various devices installed 
in the computer. 

There is also a need for a power management system that 
provides portability and extensibility across a variety of 
platforms and devices. 

SUMMARY OF THE INVENTION 

As will be seen, the foregoing invention satisfies the 
foregoing needs. Briefly described, the present invention 
provides a portable, software-controlled system for manag 
ing power consumption in a computer system. The power 
management system is integrated with the operating system 
of the computer system, which allows for more informed 
power saving decisions. In addition, the power management 
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system is extensible to add-on devices that are connected to 
the computer system. 
The present invention provides for two types of power 

management: system-level power management and device 
level power management. System-level power management 
is directed to the shutting down of the computer system in 
an orderly fashion when it is not in use, and the subsequent 
resuming of the computer system when it is in use, in order 
to conserve energy. According to one aspect of the present 
invention, improved system-level power management is 
achieved through the coordination of the operating system 
and device drivers that control the various devices connected 
to the computer system. 

Device-level power management refers to the ability to 
dynamically adjust the power state of a particular device, 
depending on whether or not it is currently in use, in order 
to conserve energy. In the present invention, device-level 
power management is provided either by the device drivers 
that control the various devices that are connected to the 
computer system or by various operating system compo 
nents. 

Moving power management into the operating system 
allows for more informed device utilization and power 
savings decisions than in previous hardware-based schemes. 
For example, conventional power management systems will 
resume a disk drive from a power down state whenever the 
disk drive is first accessed. On the other hand, the power 
management system of the present invention may be pro 
grammed to delay the resuming of the disk drive until it is 
actually needed. Thus, the present invention allows the 
"core" of the computer system, i.e., the processor, bus 
controllers, system clock, cache, etc., and all devices con 
nected to the computer system, to be powered down more 
frequently and for longer periods of time, thus achieving 
greater power savings. 
By integrating power management into the operating 

system, the present invention also provides greater extensi 
bility and portability that was not possible with previous 
hardware-based schemes. Thus, even new devices that are 
added to the computer system which were not previously 
known to the operating system may participate fully in 
power management. 

According to one aspect of the invention, a portable, 
software-controlled power management system includes an 
operating system that is operative to control the power 
consumption of a computer system. The operating system 
first detects a "power down condition" indicating that the 
computer system should be placed into a "suspended power 
state" or a "hibernated power state." The power down 
condition may be initiated by a user of the computer system 
or programmatically by a program that is executing on the 
computer system. 

In general, "suspending" a computer system is similar to 
powering off the computer (e.g., by turning off the main 
power switch), except that power to memory is maintained 
and dynamic RAM (DRAM) is refreshed. In addition, the 
operations of the computer are held in a "suspended power 
state" for a suspend operation, whereas the system loses its 
current operational state on a general power down. “Hiber 
nating" a computer system is similar to "suspending" the 
system, except the entire computer system, including 
memory, is powered off. 

In response to the detection of a power down condition, 
all of the device drivers of the computer system may first be 
queried to determine whether the computer system can be 
suspended or hibernated. If all of the device drivers agree 
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4 
that the computer system can be suspended or hibernated. 
then the computer system will be placed into the power state 
requested. 
The computer system is placed into the "suspended power 

state" by first saving the device state of each device that is 
connected to the computer system into memory and pow 
ering down each device. Power to each device may or may 
not actually be disabled by its device driver, but the device 
is treated as being powered off by the computer system. The 
device driver will not be able to use the device until it 
powers the device back on. 

Next, the processor state of each processor is saved into 
memory, and each processor is halted or stopped, i.e., placed 
into a very low power state. As is well known in the art, the 
"state" of a processor is akin to a snapshot of its contents, 
i.e., its register set, the mode that it is in, etc. The system 
remains in a suspended power state until it is resumed by a 
resume action. The processor's state is restored from 
memory and the state of each device is restored on an "as 
needed" basis. When the resume action completes, the 
computer system is again usable. 
The computer system is placed into the "hibernated power 

state" in a similar manner as the suspended power state, with 
the additional step that the memory state of the processor 
and the state of each device are written to a secondary 
storage area or disk. This allows the entire computer system, 
including memory, to be powered off during the hibernate. 
Upon reboot, the memory states are restored from the 
secondary storage area and then the operating system 
resumes as it would from a suspended state. 

According to another aspect of the present invention, 
device-level power management decisions are made by 
different components of the computer system, depending on 
whether the device is being powered up or down. During 
power down, device-level power management decisions are 
moved to the highest level possible, i.e., where the powering 
down can be done most efficiently. During power up, on the 
other hand, device-level power management decisions are 
made by the device driver that is in control of the device. 

In general, a device is powered down when it is not in use 
in order to conserve energy. Thus, a system that remains idle 
for some duration will result in power to all devices being 
turned off, leaving the processor in a very low power state, 
with only enough power to enable the processor to field 
interrupts. A device is then powered up as it is needed. 
The portable, software-controlled power management 

system of the present invention enables the power status of 
the computer system and all the devices in the system to be 
controlled from a central body of software, namely the 
operating system. This differs from conventional power 
management systems that control the power state of the 
computer system using the firmware, slushware or romware 
that is distributed with the computer's hardware. 
By integrating the power management decisions into the 

operating system, the present invention provides a number 
of useful advantages that were not possible with conven 
tional power management systems. For example, a standard 
ized programmatic and user interface may be provided to 
control the power state of the computer system. Further, the 
operating system can effectively predict power management 
actions by detecting explicit user actions which are invisible 
to the hardware and by manipulating its own internal mod 
ules. For example, the integrated power management system 
of the present invention enables the operating system to 
delay turning off the disk drive motor until after it has 
flushed the disk cache. Such action is not possible with 
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hardware-supplied power management. In addition, by inte 
grating the power management system into the operating 
system, a computer system's power state can be controlled 
from a remote location in a networked computer environ 
ment. 

Other advantages of the present invention will become 
apparent upon reading the following detailed description, 
drawings and appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of the preferred operating 
environment of the present invention. 

FIG. 2 is a block diagram illustrating the conventional 
architecture of the “WINDOWS NT" operating system. 

FIG. 3 is a block diagram illustrating the architecture of 
the “WINDOWS NT" operating system, modified in accor 
dance with the preferred embodiment of present invention to 
provide integrated power management. 

FIG. 4. is a flow chart illustrating a "power down" 
sequence which is performed in order to shut the power off 
to the computer system and its devices shown in FIG. 1. 

FIG. 5. is a detailed flow chart of the "HalhibernatePro 
cessor' routine shown in FIG. 4. 

FIG. 6 is a detailed flow chart of the "HalSuspendHiber 
nateSystem" routine shown in FIG. 4. 

FIG. 7 is a flow chart illustrating a "power up” sequence 
which is performed in order to resume the computer system 
and its devices from a hibernate state or suspend state. 

FIGS. 8A-B are flow charts illustrating the implementa 
tion of device-level power management for dynamically 
adjusting the power state of a particular device in order to 
conserve energy. 

DETALED DESCRIPTION 

Referring now to the drawing figures, in which like 
numerals indicate like elements or steps throughout the 
several views, the preferred embodiment of the present 
invention will be described. In general, the present invention 
provides a portable, software-controlled power management 
system that is integrated with the operating system of the 
computer system. By integrating device utilization and 
power management decisions into the operating system, 
more efficient and more intelligent power management is 
achieved. Furthermore, because it is software-controlled, the 
power management system of the present invention is plat 
form portable and may be fully operative with new devices 
that are added to the computer system. 

FIG. 1 illustrates the preferred operating environment of 
the present invention, in which computer system 10 executes 
the steps of the methods described herein. The computer 
system 10 comprises a processing unit 12 which operates to 
execute an operating system 14 and application programs 16 
desired by an operator of the computer system. Those skilled 
in the art will appreciate that processing unit 12 may 
comprise a single processor or multiple processors that are 
connected together to carry out processes in tandem. The 
operating system 14 and application programs 16 can be 
stored within memory storage area (RAM) 18. Read-only 
memory (ROM) 19 stores bootup firmware and basic input/ 
output system (BIOS) for the computer system 10. The 
ROM 19 is sometimes referred to as the "bootup ROM". 
The computer system further comprises a processor cache 

15, which is an area of high-speed memory linked directly 
to the processing unit 12. The processing unit 12 can access 
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6 
information in the processor cache 15 much faster than it can 
access data stored in RAM 18. 
The computer system 10 further comprises a communi 

cations link 20, which allows the computer system to 
communicate with other processing units, data storage 
devices, or other peripherals. Communications link 20 may 
comprise any of the common buses or interfaces with 
configuration space which are well known in the art, such as 
ISA, EISA, MCA, PCI, SCSI, PCMCIA. USB, CardBus. 
etc. In particular, it is contemplated that a secondary storage 
area 21 may be connected to the computer system 10 for 
mass storage of information. Secondary storage area 21 may 
comprise a data storage device such as a hard disk, or any 
other volatile or non-volatile memory storage system. 

It is also contemplated that a plurality of devices 22a-22n 
may be connected to the computer system 10 via commu 
nications link 20, As used herein, the term “device" is used 
to refer to any computer subsystem or peripheral that may be 
connected to a computer and controlled by its processing 
unit. Devices 22a-22n may include, without limitation, 
video displays, keyboards, mouses, disk drives, tape drives, 
CD-ROM drives, printers, modems, scanners, serial ports, 
parallel ports, etc. The computer system 10 and devices 
22a-22n are powered by a power supply 13, which may be 
a battery and/or a conventional AC-power supply. Although 
FIG. 1 illustrates devices 22a-22n as being located outside 
of the computer system 10, those skilled in the art will 
appreciate that any or all of the devices 22a-22n could also 
be physically located inside the computer system. For 
example, an internal disk drive would be located inside 
computer system 10, while a printer typically would be 
located outside. 

Devices 22a-22n may require their own controlling 
software, or "device drivers' 23a-23n. Device drivers 
23a-23n are software components that permit the processing 
unit 12 to communicate with devices 22a-22n. For example, 
if device 22a is a printer, then device driver 23a may be a 
printer driver that translates computer data into a form 
understood by the printer. Each of the device drivers 
23a-23n may consist of a single-layer or of multiple layers 
of drivers. For example, higher-level drivers may be pro 
vided that are associated with a specific application program 
and which perform only the data translation function. 

Lower-level drivers may then be relied upon to actually 
send the data to its associated device. Although FIG. 1 
illustrates device drivers 23a-23n as being stored inside 
RAM 18, those skilled in the art will appreciate that any or 
all of the device drivers 23a-23n could also be stored in 
memory outside of the computer system 10. 

In the preferred embodiment, the operating system 14 is 
a modified version of the “WINDOWS NT" operating 
system, developed by Microsoft Corporation. FIG. 2 is a 
block diagram illustrating the conventional architecture of 
the “WINDOWS NT" operating system, which will be 
briefly described before proceeding with the details of the 
present invention. 

Referring to FIGS. 1 and 2, as is well known in the art, the 
“WINDOWS NT" operating system is divided into two 
parts: the "kernel mode" 24 and the “user mode" 26. The 
user mode 26 is a nonprivileged processor mode in which 
servers (or "protected subsystems") 30 and application pro 
grams 16 run, with a limited set of interfaces available and 
with limited access to system data. 
The kernel mode 24, on the other hand, is a privileged 

processor mode in which the operating system code runs, 
with access to system data and to the system hardware 28. 
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The kernel mode portion of the operating system is called 
the "executive"34, which comprises a series of objects that 
implement virtual memory management, object (resource) 
management. I/O and file systems, interprocess 
communication, and portions of the security system. 
The lower portions of the executive 34 are called the 

"kernel” 36 and the "hardware abstraction layer" ("HAL") 
38. The kernel 36 performs low-level operating system 
functions, such as thread scheduling. interrupt and exception 
dispatching, and multiprocessor synchronization. The HAL 
38 is a layer of code that protects the kernel 36 and the rest 
of the executive 34 from platform-specific hardware differ 
ences. The HAL 38 hides hardware-dependent details such 
as I/O interfaces, interrupt controllers, and multiprocessor 
communication mechanisms. Rather than access system 
hardware 28 directly, the components of the executive 34 
maintain portability by calling the HAL 38 routine when 
platform-specific information is needed. The system hard 
ware 28 is part of the computer system 10 shown in FIG. 1 
and may include processing unit 12. RAM 18 and input/ 
output (I/O) ports. 
The user mode portion of the operating system 14 is 

divided into several protected subsystems 30, also called 
servers, such as the Win32 subsystem 30a, and applications 
or "clients”32, such as the Win32 client 32a. Each protected 
subsystem 30 implements a single set of services, for 
example, memory services, process creation services, or 
processor scheduling services. The Win32 subsystem 30a, 
for example, makes a 32-bit application programming inter 
face (API) available to application programs 16. Each pro 
tected subsystem 30 runs in user mode 26, executing a loop 
that checks whether a client 32 has requested one of its 
services. 
The client 32, which may be another operating system 

component or an application program 16, requests a service 
by sending a message to the protected subsystem 30, as 
represented by the solid arrow between the Win32 client 32a 
and the Win32 subsystem 30a. Although FIG. 2 illustrates 
the message as being passed directly from the client 32 to the 
protected subsystem30, the message actually passes through 
the executive 34, which delivers the message to the pro 
tected subsystem 30. After the protected subsystem 30 
performs the requested operation, the kernel returns the 
results to the client 32 in another message (not illustrated). 

Still referring to FIGS. 1 and 2, the executive 34 is a series 
of components. each of which implements two sets of 
functions: executive services 40, which protected sub 
systems 30 and other executive components can call, and 
internal routines, which are available only to components 
within the executive 34. Executive services 40 include the 
object manager 40a, which creates, manages, and deletes 
objects, which are abstract data structures used to represent 
operating system resources; the process manager 40b, which 
creates and terminates processes and threads, and suspends 
and resumes the execution of threads; and the I/O manager 
40c, which implements device-dependent input/output 
facilities. 

The I/O manager 40c of the executive 34 is a collection 
of operating system code that accepts I/O requests from user 
mode and kernel mode processes and delivers them to 
devices 22. Between the user mode services and the mechan 
ics of the devices 22 lie several discrete system components. 
including device drivers 23. Device drivers 23 include 
full-blown file systems, physical device drivers, and network 
transport drivers. File systems in “WINDOWS NT" are 
simply device drivers that accept I/O requests to files and 
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8 
satisfy the requests by issuing their own, more explicit. 
requests to physical device drivers. Each device driver 23 is 
a self-contained component that can be added to or removed 
from the operating system 14 dynamically. 

Still referring to FIGS. 1 and 2, the operation of the I/O 
system will be briefly explained. Each I/O operation is 
represented by an "I/O request packet" (IRP), which is a data 
structure created by the I/O manager 40c and used to control 
its processing. The I/O manager 40c passes the IRP to the 
correct device driver 23 and disposes of the IRP when the 
I/O operation is complete. The device driver 23 receives the 
IRP. performs the requested operation. and either passes it 
back to the I/O manager 40c for completion or passes it on 
to another device driver 23 (via the I/O manager 40c) for 
further processing. As is well known in the art. "completing" 
an IRP is the final step in the I/O manager's processing of 
the IRP. A typical I/O completion includes the deleting of 
internal data structures associated with the IRP, the returning 
of data to the caller, the recording of the final status of the 
operation in an I/O status block, and the setting of a file 
object and/or event to the signaled state. 

In addition to creating and disposing IRPs. the I/O man 
ager 40c supplies code that is common to different device 
drivers 23 and that the device drivers call to carry out their 
I/O processing. By consolidating common tasks in the I/O 
manager 40c, individual device drivers 23 may be simpler 
and more compact than conventional drivers. 
The architecture of the I/O system allows the I/O manager 

40c to call any device driver 23 without requiring any 
special knowledge of its structure or internal details. With a 
single-layered driver, an IRP passes to the I/O manager 40c 
and then to the device driver 23, which communicates 
directly with the device 22. 

Device drivers 23 can also call each other (via the I/O 
manager 40c) to achieve layered, independent processing of 
an IRP. With multi-layered drivers, the IRP passes through 
two or more device drivers 23 during its processing. For 
example, a computer system may have multiple devices 22. 
such as disk or tape drives, attached to a SCSIbus. An IRP 
to such a disk drive would travel through a file system driver, 
a disk class driver that issues the SCSI requests, and a SCSI 
port driver that sends the request to the disk using SCSI bus 
protocol. 
With that preface, the preferred embodiment of the 

present invention will now be described. The present inven 
tion provides a portable, software-controlled system for 
managing power consumption in a computer system. The 
power management systemis integrated with the computer's 
operating system 14 and device drivers 23, which allows for 
more informed power saving decisions. 
More particularly, the present invention provides for two 

types of power management: system-level power manage 
ment and device-level power management. System-level 
power management is directed to the shutting down of 
electrical power for the computer system in an orderly 
fashion when it is not in use, and the subsequent resuming 
of the computer system when it is in use, in order to conserve 
energy. In the preferred embodiment, improved system-level 
power management is achieved by integrating power man 
agement into the operating system 14 and device drivers 23 
that control the various devices 22 connected to the com 
puter system. 

Device-level power management refers to the ability to 
dynamically adjust the power state of a particular device 22, 
depending on whether or not it is currently in use, in order 
to conserve energy. In the preferred embodiment, device 
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level power management is provided either by the device 
drivers 23 that control the various devices 22 connected to 
the system, or by various operating system components. 
Thus, all power management decisions are in some form 
made by the operating system 14 or a device driver 23 of the 
operating system. 
Moving power management into the operating system 14 

allows for more informed and more efficient device utiliza 
tion and power savings decisions than in previous hardware 
based schemes. This allows the core of the computer system 
and all devices connected to the computer system to be 
powered down more frequently, thus achieving greater 
power savings. Furthermore, integrating power management 
into the operating system 14 provides greater extensibility 
and portability that was not possible with previous 
hardware-based schemes. Thus, even new devices 22 that 
are added to the computer system which were not previously 
known to the operating system 14 may participate fully in 
power management. 

FIG. 3 is a block diagram illustrating the preferred oper 
ating system 14 (FIG. 1) of the present invention. As can be 
seen from FIG. 3. the operating system 14 is a modified 
version of the "WINDOWSNT" operating system shown in 
FIG. 2, which has been modified to accommodate the power 
management features and capabilities in accordance with the 
present invention. In particular, the executive services 40 of 
the executive 34 shown in FIG. 3 includes a power manager 
42, which coordinates and controls power management for 
the computer system 10 (FIG. 1). In addition, the preferred 
embodiment includes bus extenders 44, which are device 
drivers that effectively abstract bus details and potentially 
device-dependent details from the HAL 38. The operation 
and function of the bus extenders 44 in the implementation 
of power management will be discussed in greater detail 
below. 

Referring to FIGS. 4-7, the operation of the power 
manager 42 in the implementation of system-level power 
management will be described. FIGS. 4-7 are flow charts 
illustrating sequences of steps forming processes which may 
be embodied as programs for the processing unit 12 (FIG. 1). 

In the preferred embodiment, there are two different levels 
of powering down the computer system 10: "suspending" or 
"hibernating”. In general, "suspending" a computer system 
is similar to powering off the computer system (e.g., by 
turning off the main power switch), except that power to 
memory is maintained and dynamic RAM (DRAM) is 
refreshed, leaving the computer system in a "suspended" 
power state. The processor's state and the state of each 
device are stored in memory during the suspend. The system 
remains in a suspended state until it is resumed by a resume 
action, which restores the processor's state from memory. 
The state of each device is also restored on an "as needed" 
basis. 

"Hibernating" a computer system is similar to 
suspending, except that instead of leaving power to the 
memory on, the current memory states are written to a 
Secondary storage area (e.g., disk), and the computer system 
is then completely powered off, leaving the computer system 
in a "hibernated" power state. Upon reboot, the memory 
states are restored from the secondary storage area, and then 
the operating system resumes as it would from a suspended 
power state. 

Thus, the present invention contemplates that the com 
puter system may be placed in two different power state 
levels in order to conserve energy when it is not in use: the 
suspended power state and the hibernated power state. 
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Because placing a computer system in a suspended power 
state does not require a write operation to disk, it is faster 
than placing the computer system in a hibernated power 
state. However, because a computer system in the suspended 
power state is not actually completely powered off (power to 
memory is maintained), a battery-powered computer system 
can only remain in the suspended power state for a limited 
amount of time. On the other hand, a computer system can 
remain in the hibernated power state indefinitely because it 
is completely powered off. 

FIG. 4 is a flow chart illustrating a "power down" 
sequence which is performed in order to place the computer 
system 10 (FIG. 1) in either a suspended power state or a 
hibernated power state. Referring to FIGS. 1. 3 and 4. the 
operational flow of the power down sequence is initiated at 
step 100 when a "power down condition" is detected. The 
term "power down condition" is used to refer to any detect 
able condition which indicates that the computer system 
should be placed in either a suspended or hibernated power 
state. The power down condition may be detected in any of 
a number of different ways, both user-initiated and 
programmatically-initiated. Examples of user initiated 
power down conditions include the pressing of a suspend or 
hibernate key by the user (which may be provided as an 
option on the keyboard), and the closing of the lid on a 
portable computer. 
The power down sequence may also be 

programmatically-initiated when the user has configured an 
automatic power down after being idle for a predetermined 
amount of time, or when the remaining battery life in a 
battery-powered portable computer reaches a critical stage. 
It will be appreciated that other power down conditions, both 
user-initiated and programmatically-initiated, could also be 
used to initiate the power down sequence. 
At step 110, it is determined whether the computer system 

10 is to placed in the suspended power state or the hiber 
nated power state. In general, the particular power down 
condition detected in the previous step will dictate which of 
the two power states has been called. For example, the 
pressing of a "suspend" key by the user would call for a 
suspend, and the pressing of a "hibernate" key would call for 
a hibernate. In other instances, a single power down condi 
tion may dictate either a suspend or a hibernate. For 
example, the user could set one predetermined user idle time 
(e.g., 5 minutes) at which the computer system 10 would be 
placed in the suspended power state and a second predeter 
mined user idle time (e.g. 10 minutes) at which the com 
puter system would be placed in the hibernated power state. 

At decision block 120, it is determined whether the power 
down sequence should be forced. In the preferred 
embodiment, a power down sequence may be forced when 
the battery reaches a low charge or when the user instructs 
the computer system to shut down. For a portable computer, 
a power down sequence will be forced if the lid is closed. 
The computer could also be forced to power down 
programmatically, e.g., by programming the computer to 
shut down at a particular time. 

In general, however, the power down sequence will not be 
forced, and at decision block 130 all devices 22 will be 
queried to verify that the computer system 10 can be 
hibernated or suspended. More particularly, the power man 
ager 42 will send an IRP to each device driver 23, which will 
complete the IRP if its corresponding device 22 can be 
powered down without causing any ill effects, such as 
dropping network connections with open file handles or 
causing an open communications port to hang up during 
communications. 
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If any of the device drivers 23 indicate that the computer 
system 10 cannot be shut down safely, then the device driver 
23 will return an error code at step 140, and the computer 
system will not be powered down. An audible and/or visible 
error message may be generated to notify the user that the 
computer system cannot be shut down. In this case, the 
device 22 will continue to be in the power state that it held 
before the power down request arrived. 

Thus, the preferred embodiment mandates that every 
device driver 23 in the computer system 10 power down its 
corresponding device 22 before placing the computer system 
in a suspended power state. This differs from current power 
management schemes in portable computers, in which all 
devices connected to the motherboard are automatically 
powered down without any warning when the computer 
system is shut down, regardless of whether any of the 
devices are currently in use. By generally not allowing the 
computer system 10 to suspend or hibernate without first 
notifying the device drivers 23, the present invention pre 
vents the computer system from shutting down at times that 
a device 22 did not anticipate, thus reducing the likelihood 
that the system will crash or that data will be lost or 
corrupted. 

If, on the other hand, all of the devices 22 agree that the 
computer system 10 can be powered down, or if the power 
down should be forced at step 120, then the devices 22 are 
put into a power down state. At step 150 the device state of 
each device 22 is saved in RAM 18 and the device is 
powered down. If the computer system 10 is being 
suspended, this is accomplished by sending an IRP to all 
device drivers 23 informing them that the computer system 
is about to be placed in the suspended power state. Power to 
the device 22 may or may not actually be disabled by the 
device driver 23, but the device is treated by the computer 
system as being powered down. Upon completion of this 
IRP, the device driver 23 is responsible for not allowing any 
accesses to its corresponding device 22 until a power up 
request is received. 

If, on the other hand, the computer system 10 is being 
hibernated, an IRP is sent to all device drivers 23 informing 
them that the computer system is about to be placed in the 
hibernated power state. This IRP is similar to the IRP sent in 
the case of a suspend, except that the device 22 does not 
necessarily have to be actually powered off if the computer 
system 10 is being placed in the hibernated power state. 
Instead, the IRP causes device drivers 23 to save their 
corresponding state into memory such that the memory state 
can be written to a secondary storage area 21. 

Although not shown in the drawings, those skilled in the 
art will appreciate that each device 22 has an associated 
device cache that will be flushed by its device driver 23 
before the device is suspended, hibernated or powered off. 

in the preferred embodiment, any peripherals such as 
external disk drives, printers, and monitors are powered off 
first, followed by the powering off of the internal devices. 
Those skilled in the art will appreciate that the computer 
system may include control mechanisms that provide system 
hardware support or device support to enable or disable 
power to particular devices 22. For example, a device 22 
may contain its own power saving features, such as an on/off 
switch, a hibernate and/or suspend button, etc. Alternatively. 
the power management functionality may be implemented 
on the system buses, such as PCI, PCMCIA, and Card Bus. 
which supportreal-time configuration spaces with the ability 
to uniquely identify installed devices 22. 

After all of the devices 22 are put in a power down state, 
then the computer system can be safely suspended or 
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12 
hibernated. The remainder of the discussion on the power 
down sequence assumes a multiprocessor computer system 
10, i.e., processing unit 12 shown in FIG. 1 includes one 
processor which initiates the power down sequence (referred 
to as the "invoking processor") and other processors that are 
connected together in the computer system. The invoking 
processor is also the machine boot processor. In order to 
place the computer system 10 into either a suspended power 
state or a hibernated power state, two different routines are 
called, one by the invoking processor 
("HalSuspendhibernateSystem") and the other by all other 
processors ("HaHibernateProcessor"). 

At step 160, the "HalHibernateProcessor" routine is 
called, which halts all processors other than the invoking 
processor. This routine will be described in detail below with 
reference to FIG. S. 

Meanwhile, the invoking processor calls the "HalSuspen 
dHibernateSystem" routine at step 170, which waits for the 
completion of the "HalibernateProcessor" routine, and 
then suspends or hibernates the invoking processor. The 
"HalSuspendhibernateSystem" routine will be described in 
detail below with reference to FIG. 6. 

After both the "HalhibernateProcessor" routine at step 
160 and the "HalSuspendhibernateSystem" routine at step 
170 are completed, then the computer system 10 is in a 
suspended power state or a hibernated power state, and the 
power down sequence ends at step 180. 

FIG. 5 is a flow chart illustrating the "HalHibernatePro 
cessor" routine, which is called by each processor, other than 
the invoking processor, when the computer system 10 is 
being placed in the suspended power state or the hibernated 
power state. Referring to FIGS. 3 and 5, the HAL 38 saves 
the processor's state in RAM 18 at step 200 and flushes the 
processor cache 15 at step 205. 
At step 210, the processor is powered down (either 

actually or virtually), at which point the processor is no 
longer executing instructions. Whenever the computer sys 
tem resumes, the HAL 38 will restart the hibernated 
processors, restore their state and return each processor. 
FIG. 6 is a flow chart illustrating the 

"HalSuspendhibernateSystem", which is called by the 
invoking processor and puts the HAL38 into the hibernated 
power state. Referring to FIGS. 1,3 and 6, the HAL38 waits 
for any other processors to hibernate via "HalhibernatePro 
cessor" at step 215, and then saves any volatile HAL state, 
i.e., a snapshot of its operational contents, to RAM 18 at step 
220. 

It is preferable for the bootup firmware stored in ROM 19 
to support a way to hook the bootup sequence into a resume 
sequence. Thus, at step 225, a resume requested vector for 
the ROM 19 is set in order to allow the bootup firmware to 
know where to send the processor that initiates the bootup 
for recovery. In the preferred embodiment, this is imple 
mented by setting a well-known location in RAM 18 to a 
continuation address before suspending the machine. On 
powerup from a suspend or hibernate, the ROM 19 will 
detect the resume requested vector and send the processor(s) 
back to the HAL 38 for restoration. 
At step 230 the HAL 38 saves the invoking processor's 

state in RAM 18. Step 235 is a query box to place the 
computer system 10 in either a suspended power state or a 
hibernated power state. It will be recalled that it was 
determined whether a suspended power state or a hibernated 
power state was called in step 110 in FIG. 4. If a suspended 
power state is called, then at step 240 the invoking processor 
will flush its processor cache 15, and at step 250 all 
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components except for RAM 18 will be powered down. The 
routine then returns to complete the power down sequence 
shown in FIG. 4. 

If, on the other hand, a hibernated power state is called, 
then at step 250, the invoking processor's cache 15 is 
flushed. At step 255, the current memory states are written 
to secondary storage area 21, and at step 260, all 
components, including RAM 18, are powered down, thereby 
hibernating the computer system. The routine then returns to 
complete the power down sequence shown in FIG. 4. 

FIG. 7 is a flow chart illustrating a power up sequence, 
which resumes the computer system 10 from a suspended 
power state or a hibernated power state. Waking a computer 
system from a hibernated power state is the same as turning 
power to the machine on. Waking a computer system from 
a suspended power state begins like a typical power on 
sequence, except that early on in the boot sequence, the 
processor is sent back to the HAL38 to restore the states of 
various components stored in RAM 18. 

According to the preferred embodiment, the computer 
system 10 is "configured" during the power down sequence 
(either suspend or hibernate) as to what events should power 
up the processor and the rest of the computer system. The 
"on button" is always configured to be a wakeup event. 
Other typical wakeup events include an alarm setting (e.g. 
an application wants to wake up at a particular time to 
perform some task, so before suspending the machine, the 
operating system would set the battery-operated real-time 
clock alarm), insertion or removal of a device on buses such 
as Cardbus. and a "ring indicate" detect. 

Referring to FIGS. 1.3 and 7... the operational flow begins 
at step 300 when a "power up condition" is detected. A 
power up condition may be any of a number of detectable 
conditions. for example. the pressing of a resume button by 
the user (that may be provided as an option on the keyboard), 
the opening of the lid on a portable computer, or the passing 
of a predetermined amount of time after a suspend or 
hibernate, or any other wakeup event that has been config 
ured in the computer system. 

After a power up condition is detected, the computer 
system 10 is awakened, or powered up, at step 305. 
At step 310, the invoking processor's state is restored 

from RAM 18 and begins executing code. The state of each 
device is restored on an "as needed" basis. If the computer 
system is resuming from a hibernate, the memory states are 
first read from the secondary storage area 21 and inserted 
into RAM 18. At step 315, the HAL's state is restored. At 
step 320, all processors other than the invoking processor are 
restarted, and at step 325the invoking processor is restarted. 
The second aspect of the present invention relates to 

device-level power management. Device-level power man 
agement refers to the dynamic powering on of particular 
devices when in use and the powering down of devices when 
not in use in order to conserve energy. In general, a device 
is powered down when it is not in use in order to conserve 
energy. Thus, a system that remains idle for some duration 
will result in power to all devices being turned off, leaving 
the processor in a very low power state, with only enough 
power to the processor to enable it to field interrupts. A 
device is then powered up as it is needed. 
The device-level power management system in the 

present invention requires that all currently loaded device 
drivers 23 have power management support. Possible power 
management support includes add-in peripherals with their 
own power savings features (e.g., an offlon setting), the 
presence of a suspend button, uninterruptable power supply 
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support, and battery device support. The device driver 23 is 
responsible for ensuring that its corresponding device's state 
can be restored from memory when it is in the powered 
down state. Device drivers 23 which support physical 
devices 22 are also responsible for notifying the operating 
system 14 when they need their corresponding device 22 
powered back on. 

In the preferred embodiment, device-level power man 
agement decisions are made by different system 
components, in coordination with the power manager 42 
(FIG. 3), depending on whether the device is being powered 
up or down. During power down, device-level power man 
agement decisions are moved to the highest level possible, 
i.e., where the powering down can be done most efficiently. 
For example, in the preferred embodiment, power off deci 
sions for specific devices 22 occur at the following loca 
tions: 

policy decisions concerning disk drives are performed in 
the cache manager. 

policy decisions concerning video displays are performed 
in the user and graphical device interface (GDI). 

policy decisions concerning com and parallel ports are 
performed in the corresponding drivers. 

policy decisions concerning miniport drivers are per 
formed at a higher layer. For example, policy decisions 
concerning the disk driver are performed in the cache 
manager, while the video driver is controlled by the 
user interface. 

During power up, on the other hand, device-level power 
management decisions are made by the device driver 23 that 
is in control of the device 22. For example, if a disk drive 
controller wants to communicate with its disk drive. and the 
disk driver is not powered up, then the disk drive controller 
will issue a power up request to the power manager 42 to 
enable power to the disk drive. 

FIG. 8A is a flow chart illustrating the implementation of 
device-level power management, in particular the dynamic 
powering down of a particular device 22 when it is not in use 
in order to conserve energy. Referring to FIGS.3 and 8A, the 
power down sequence is initiated at step 400 when a power 
down IRP is requested by a device driver 23. The power 
down IRP is placed in the device driver's workqueue, which 
is synchronized such that all current items in the work queue 
are processed before the power down IRP is processed. This 
allows the device driver 23 to know which requests preceded 
the power down request. Once a driver has received a power 
down IRP. no further requests will be sent until the power 
down IRP is completed. In addition, any requests other than 
power up or power down IRPs will not be sent until the 
device 22 is powered up and all pending power requests are 
completed. 
At step 410 the device's state is saved. In the preferred 

embodiment, the possible device states are: 
"Power Up"; device in normal operation. 
"Power Query": device stopped. 
"Power Suspend": power down because system is sus 

pending; device stopped; all requests flushed. 
"Power Hibernate": power down because system is hiber 

nating; device stopped; all requests flushed; all external 
device caching flushed. 

"Power Down": power down to conserve power on that 
device; device stopped; all requests flushed; all external 
device caching flushed; device powered down. 

At step 420, the device 22 is turned off, and at step 430. 
the device driver 23 returns an IRP completion, indicating 
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that the power down IRP has been completed. This process 
of "completing” the IRP is the final step in the I/O manager's 
40c processing of an IRP and is often referred to generally 
as I/O completion. Typical operations in an I/O completion 
include deleting internal data structures associated with the 
IRP, returning data to the caller, recording the final status of 
the operation in an I/O status block, and setting a file object 
and/or event to the signaled state. 

FIG. 8B is a flow chart illustrating the implementation of 
device-level power management, in particular the dynamic 
powering up of a particular device 22 that needs to be 
accessed but is not powered on. Referring to FIGS.3 and 8B, 
the power up is initiated at step 440 when a power up IRP 
is requested by a device driver 23. A power up IRP will be 
automatically requested by a device driver 23 whenever 
there is pending work to be processed by its corresponding 
device 22, and the device 22 is not powered on. 
At step 450, the device 22 is turned on and initialized. 

Once the device 22 has powered backup, the device driver 
23 may need to reinitialize the hardware depending on the 
state the device 22 was in. Re-initialization includes the 
reprogramming of the device 22 to the settings that it was 
configured for before power was disabled. Re-initialization, 
therefore, differs from initialization of a device 22 because 
new resource assignments and system mappings do not need 
to be performed. 

After the device 22 is turned on and initialized (or 
re-initialized), the device's state is restored at step 460. The 
device 22 may start any pending RPs that it may have 
queued while the power was disabled. At step 470, the 
device driver 23 returns an IRP completion, indicating that 
the power up IRP has been completed. 
The above discussion on device level power management 

has described the operating system's ability to control the 
power consumption of various devices 22 that are connected 
to the computer system. In most cases, the devices 22 are 
originally installed in the computer system 10 and are 
recognized by the system's BIOS during bootup. Unlike 
conventional hardware-based schemes, however, the power 
management system of the present invention is not limited 
to devices that are originally installed on the computer 
system. Instead, the power management system of the 
preferred embodiment is also extensible to any "add-on" 
devices. The term "add-on" device refers generally to any 
device installed on the computer system 10 after the bootup 
process and not recognized by the BIOS during bootup. 
Those skilled in the art will appreciate that there are many 

different ways to implement the hardware requirements for 
power management. In the simplest case, each device 22 
would have its own power switch which would be used to 
adjust the power state of the device. An alternative imple 
mentation would be to incorporate the power switch on the 
bus instead of each device 22. In this embodiment, power 
management is based on the ability to control power to a 
given bus "slot", or by the device driver's 23 ability to 
control its device's 22 power consumption. This differs from 
previous power management schemes, in which the control 
is not specific to any one device 22. 

FIG. 3 illustrates one possible hardware implementation, 
in which dynamically installed bus extenders 44 are pro 
vided to implement system level power management. Bus 
extenders 44 are device drivers that effectively abstract bus 
details and potentially the device-dependent details from the 
HAL 38 in order to implement power management for a 
given bus. In the preferred embodiment, a different bus 
extender 44 is provided for different buses. 
Bus extenders 44 load before any other device driver 23 

and register handles to the HAL38 for a given bus. All HAL 
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interfaces which are associated to a given bus are then 
passed to the corresponding bus extender 44. Thus, the bus 
extenders 44 are HAL abstractions that are actually imple 
mented as a subset of a bus which is native to the HAL 38. 

For example, if aparticular device driver 23 is not capable 
of directly turning on or off a particular device 22, or placing 
the device in a particular power state, then the device driver 
can pass the request to the bus extender 44 for the given bus. 
The bus extender 44 will implement the request even though 
it may not know the particular details of the device 22. In the 
preferred embodiment, a device handler object is provided 
for each device 22, which allows the bus extender 44 to 
effectively locate the device and implement the request. 
Thus, by isolating certain bus details, the bus extender 44 
coordinates with the device driver 23 to indirectly imple 
ment power management for a device 22 located on a given 
bus. 

In view of the foregoing, it will be appreciated that the 
present invention provides a portable. software-controlled 
system for managing power consumption in computers. The 
power management system is integrated with the computer's 
operating system and device drivers, which allows for more 
informed and more efficient power savings decisions than in 
previous hardware-based power management schemes. 
Thus, the power management system enables the power 
status of the computer system and all the devices in the 
system to be controlled from the operating system software 
rather than the firmware, slushware or romware that is 
distributed with the computer's hardware. The power man 
agement system also provides greater extensibility and port 
ability than previous systems, allowing new devices that are 
added to the computer to participate fully in power man 
agement. 
The present invention has been described in relation to 

particular embodiments which are intended in all respects to 
be illustrative rather than restrictive. Alternative embodi 
ments will become apparent to those skilled in the art to 
which the present invention pertains without departing from 
its spirit and scope. Accordingly, the scope of the present 
invention is defined by the appended claims rather than the 
foregoing discussion. 
What is claimed is: 
1. For a computer system including a processor, a memory 

storage area, and a device associated with a device driver, 
the processor having a processor state, the memory storage 
area having a memory state, and the device driver having a 
device state, an operating system maintained in the memory 
storage area and executing on the computer system, the 
operating system operative to control the power consump 
tion of the computer system by conducting the steps of: 

detecting a power down condition indicating that the 
computer system should be suspended or hibernated; 

verifying that the computer system is capable of being 
suspended or hibernated; 

saving the device state of the device in the memory 
Storage area; 

powering down the device; 
saving the processor state in the memory storage area; and 
stopping the processor. 
2. The operating system of claim 1, wherein said power 

down condition is initiated by a user of the computer system. 
3. The operating system of claim 1, wherein said power 

down condition is initiated by a program executing on the 
computer system. 

4. The operating system of claim 1, wherein said verifying 
step comprises the steps of: 

Qualcomm Ex. 1043 - 16/17



5,784.628 
17 

issuing an I/O request packet to the device driver for the 
device indicating that the computer system is about to 
be suspended or hibernated; 

if the device is capable of being suspended or hibernated, 
then completing the I/O request packet; 

otherwise, returning an error code. 
5. The operating system of claim 1, in response to 

detecting the power down condition indicating that the 
computer system should be hibernated, further conducting 
the steps of: 

writing the memory state of the memory storage area into 
a secondary storage area associated with the computer 
system; and 

disabling power to the computer system. 
6. The operating system of claim 1, wherein the computer 

system further includes at least one control mechanism for 
affecting the power status of a selected device. 

7. The operating system of claim 6, wherein said at least 
one control mechanism is operative to disable power to the 
selected device in response to the detection of the power 
down condition. 

8. The operating system of claim 6, wherein said at least 
one control mechanism is included on the selected device. 

9. The operating system of claim 1, wherein said operat 
ing system is portable from the computer system to a 
different computer system and is capable of being installed 
in the different computer system to control the power 
consumption of the different computer system. 

10. A computer system, comprising: 
a processor having a processor state; 
a memory storage area coupled to said processor, said 
memory storage area having a memory state; 

a device coupled to said processor, the device having a 
device state and having a corresponding device driver 
for controlling the operations of the device; and 

an operating system maintained in said memory storage 
area and providing computer-implemented instructions 
to the processor; 

said processor, responsive to the computer-implemented 
instructions, is operative to control the power consump 
tion of the computer system by detecting a power down 
condition indicating that the computer system should 
be suspended or hibernated, verifying that the computer 
system is capable of being suspended or hibernated, 
saving the device state of the device in the memory 
storage area, powering down the device, saving the 
processor state of the processor in the memory storage 
area, and stopping the processor. 

11. The computer system of claim 10, further comprising 
more than one processor. 

12. The computer system of claim 10, wherein said power 
down condition is initiated by a user of the computer system. 

13. The computer system of claim 10, wherein said power 
down condition is initiated by a program executing on the 
computer system. 
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14. The computer system of claim 10, wherein said 

processor verifies that the computer system is capable of 
being suspended or hibernated by: 

issuing an I/O request packet to the device driver for the 
device indicating that the computer system is about to 
be suspended or hibernated; 

completing the I/O request packet if the device is capable 
of being suspended or hibernated; and 

otherwise. returning an error code. 
15. The computer system of claim 10, wherein the pro 

cessor is further operative to, responsive to detecting a 
power down condition indicating that the computer system 
should be hibernated: 

write the memory state of the memory storage area into a 
secondary storage area associated with the computer 
system; and 

disable power to the computer system. 
16. A computer-readable medium on which is stored a 

computer program for controlling the power consumption of 
a computer system having a processor, a memory storage 
area, and a device associated with a device driver, the 
processor having a processor state, the memory storage area 
having a memory state, and the device driver having a 
device state, the computer program comprising instructions. 
which when executed by the computer system, perform the 
steps of: 

detecting a power down condition indicating that the 
computer system should be suspended or hibernated; 

issuing an I/O request packet to the device driver for the 
device indicating that the computer system is about to 
be suspended or hibernated; 

if the device is capable of being suspended or hibernated, 
then: 
completing the I/O request packet; 
saving the device state of the device in the memory 

storage area; 
powering down the device; 
saving the processor state in the memory storage area; 
and 

stopping the processor; 
otherwise, returning an error code. 
17. The computer-readable medium of claim 16, wherein 

said power down condition is initiated by a user of the 
computer system. 

18. The computer-readable medium of claim 16, wherein 
said power down condition is initiated programmatically. 

19. The computer-readable medium of claim 16, wherein 
said instructions, which when executed by the computer 
system, further perform the steps of: 

in response to detecting the power down condition that the 
computer system should be hibernated, writing the 
memory state of the memory storage area into a sec 
ondary storage area associated with the computer sys 
tem; and 

disabling power to the computer system. 
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