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Abstract—A “complete” fault diagnostic system is developed 740 Rate of mass outflow from engine mani-
for automated vehicles operating as a platoon on an automated fold.
highway system. The diagnostic system is designed to monitorm Rate of air mass flow in engine manifold
the complete set of sensors and actuators used by the lateral and’,,* L . . '
longitudinal controllers of the vehicle, including radar sensors, By, Pressure of air in eng_lne manifold.
magnetometers and inter-vehicle communication systems. A fault ¥cg Lateral error at c.g. with respect to road.
in any of the twelve sensors and three actuators is identified Ae Vehicle yaw angle with respect to road.
without requiring any additional hardware redundancy. The Ag Vehicle yaw rate with respect to road.
diagnostic system uses parity equations and several reduced-order ¢ Yaw rate contribution of the road.
nonlinear observers constructed from a simplified dynamic model - .
of the vehicle. Nonlinear observer design techniques are used to Cas Car Front and rear cornering stifiness, respec-
guarantee asymptotically stable convergence of estimates for the tively.
nonlinear dynamic system. Different combinations of the observer m Vehicle mass.
estimates and the available sensor measurements are then pro-§ Seering angle.
cessed to construct a bank of residues. The paper analytically , 0, Distances from c.g. to front tire and rear

shows that a fault in any one of the sensors or actuators creates
a unique subset of these residues to grow so as to enable exact
identification of the faulty component. Both simulation and ex-
perimental results are presented to demonstrate the effectiveness

tire, respectively.

of the fault diagnostic system in the presence of various faults. |. INTRODUCTION
Index Terms—Automated highway system, fault diagnostics, HE Automated Highway Systems (AHS) Program at Cal-
nonlinear observers, platoon, vehicle dynamics. ifornia PATH (Partners for Advanced Transit and High-
ways) aims to reduce congestion on highways by achieving sig-
NOMENCLATURE nificantly higher traffic flow through closer packing of auto-
o B ) matically controlled vehicles into platoons. Studies of automatic
T Longitudinal position of theth vehicle. control of the longitudinal and lateral motion of cars have been
&; Orv; Or'v Longitudinal velocity of theth vehicle.  reviously undertaken to establish feasibility of the AHS con-
& = Longitudinal spacing error of théth ve-  cent ([7], [11], [14]-[16] and [19]). These experimental studies
Ti—zia+L hicle, with L, being the desired spacing.  paye demonstrated the viability of automatic driver-less control
v Longitudinal velocity of the lead vehicle of of cars s0 as to achieve high traffic throughput on highways.
) the platoon. . . Studies have shown that over 90% of highway accidents occur
Ty Lngitudinal acceleration of the lead vehicley e to driver-related errors. The AHS system eliminates these
of the platoon. . accidents by drastically reducing the burden of the driver. The
Thet Net combustion torque of the engine. reliability and safe operation of the hardware is, however, of
T Brake torque. increased importance. The present paper deals with this issue.
We Engine angular speed. It develops an automated health monitoring system for all the
Ca Aerodynamic drag coefficient. sensors and actuators used by the lateral and longitudinal con-
R Gear ratio. trollers.
h Tire radius. _ Classical results onthe design offaultdetectionfiltersfor linear
Iy Rolling resistance of the tires. _time-invariant systems are available in White and Speyer [20].
e Effective inertia reflected on the enginepeyious work on fault detection and fault tolerant control related
] side. _ _ _ to AHS have been carried out by Dougktsal.[4], Patwardhan
Tilg; Rate of mass flow into engine manifold. 54 Tomizuka ([12], [13]) and Garg and Hedrick ([5], [6]).
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among the sensors considered in the fault detection schewlgtained from standard dynamometer tests conducted after the
Fault detection filters for lateral control sensors have beemgine has been designed and built.
developed by Patwardhan and Tomizuka [12] using linear The mass flow rate of air in the manifold is described by
time-invariant dynamic models linearized at the operating
speed. Patwardhan and Tomizuka also design a parameter iden- Mg = Mai — Mao (4)
tification scheme using tire pressure measurements to detect = . ) ) )
and handle tire bursts [13]. The work by Garg and Hedriéﬂheremai is the inflow mFo the m_take manifold and dep_ends
([5], [6]) utilizes results on the design of stable observers @0 the throttle anglex while 7, is the mass flow rate into
nonlinear systems and enhances the observer design proce§8fPustion chamber. The inflow can be described by
help in uniquely identifying sensor faults.

All of the above results successfully develop fault detection

schemes that can identify faults in a small set of sensors and @gsre MAX is a constant dependent on the size of the throttle
tuators on the vehicles, with the assumption that the other SBBdy, 7'C(«) is a known nonlinear invertible function of the
sors do not have faults. The integration of the various fault dgyqttle angle and PRin,) is the pressure influence function
tection schemes to provide a fault diagnostic system that Ggfiich describes the choked flow relationship which occurs
systematically monitor the health of all the sensors and aCtLﬂﬁFough the throttle valve. The outflowi,, is a nonlinear

tors has not been addressed. Further, none of the results hg¥gtion of P,, andw, and is available from the manufacturer
developed fault detection filters that can identify faults in thg, the form of a table.

radar, magnetometer, steering actuator and the communication
system. The present paper addresses this issue. The contribuiosimplified Lateral Dynamics Model

fthe presen ri mplete fault diagnosti m for th . . . . -
of the present paper is a complete fault diagnostic system for t ?Acompletesmulahon model including a realistic representa-

entlre_ control S_ystem hardw'are_, |nclud!ng radar range and randh of both the lateral and longitudinal dynamics is presented in
rate, inter-vehicle communlcanon radio, lateral magnetomet'g(reng and Tomizuka [15]. A simplified lateral dynamics model
sensors and the steering actuator. incorporating only the lateral translation and yaw degrees of
freedom is used for controller design and is available in [1], [15].
The simplified lateral dynamics model is derived by linearizing
A. Simplified Longitudinal Vehicle Model vehicle lateral dynamics with respect to the road centerline ref-

The reader is referred to Cho and Hedrick [2] and Hed¥tk, €r€nce coordinates and is shown below
al. [7] for a detailed model of the car’s longitudinal dynamics.

Titg; = MAX TC()PRI(m,) (5)

Il. SIMPLIFIED MODEL FOR CONTROL DESIGN

We present here the simplified model used very effectively for &= Av+ Bi6+ By ©)
control design in [7]. with
Under the assumptions that there is no longitudinal slip be-
tween the tire and the road and that the torque converter is Yeg ZCO
locked, the longitudinal velocity of thgth vehicle in the ve- o =4 Yo B, = T
hicle platooning scenario can be related to the angular velocity A? ’ . OC
of the engine through the gear ratio and tire radius as follows: A =
0
&y = vj = (Rhwe); @ B, =1 meliCas—4:Car)
- 0
whereR is the gear ratio andl is the tire radius. =2 (052Cas + £,2Cay)
vl @ A ar

The dynamics relating engine speedto the pseudoinputs

. 0 1 0 0
“net combustion torqueTy,.; and brake torqué;,. and aerody-

0 az a2 a2

namic losses can be modeled by A= 0 0 0 1
_ 353,02 — 0 agp a4z ay
D = Tnet — CaR°h N R(th +Tbr) (2)
Je where
whereJ, is the effective inertia reflected on the engine side and 2
is given by az = — m(caf + Car),
2
Jo=1.+(Mh>+ 1.)R. 3) az3 =E(Cuf + Cor).
I . . 2
A description of all the variables and their symbols can be found agy = — —(L;Cop — £4,Cy),
in the Nomenclature section. The pseudoirfiyt is related to gw
the throttle anglex (the actual control or actuator input) by the age = — ﬁ(ffcaf —£,.Car)
following dynamics. Steady-state engine maps defipe as a 9
nonlinear function of engine speeq and the mass of air in 043 :j(ffcaf —£:Car)
the intake manifoldlye; = Thet(we,mq). These steady-state 2 ) )
maps are available for each car from the manufacturer and are Gaa =" 7 (@f Cag +4r me) :
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Herey,, is the lateral displacement of the center of gravity (c.ggpacing if feedback information from all of the following signals
of the vehicle with respect to the road center-line aadis the is used in determining the desired acceleration of each vehicle:

relative yaw angle of the vehicle with respect to the road. The_—  acceleration of preceding car;

front wheel steering anglgh) is the control input that is used —  the car's relative velocity with respect to preceding car;
to regulate lateral and yaw motion of the automated vehicle.—  distance to preceding car;

Note that the road reference coordinates rotate on curves. This—  acceleration of lead car of the platoon;

effectis represented as the desired yawdata (6a). The other _  relative velocity with respect to lead car of the platoon.
variables and symbols used in the model are described in Rgireless communication system is used between the cars to
Nomenclature section. obtain access to all of the above signals. Each car thus ob-

_In implementing the lateral control system, vehicle laterghins communicated information from two other cars in the pla-
displacement can be measured by an on-board machine Vigighh—the lead car and the preceding car.

system [3], [9] or by a magnetic sensor system which mea-pnce the desired combustion torque has been determined
sures displacement by measuring the magnetic field from digsm (10), the desired mass of air in the intake manifold and
crete magnets buried every 1.2 m in the center of the road [Z%nsequently the throttle anglecan be determined by using
Magnetometers mounted on the car serve as sensors to meagugyltisurface” sliding mode controller, as described in [7].
the magnetic field. The output equation for lateral displacemefiie sensor measurements needed are manifold pressure and
isyy = Crz with engine speed. The intake manifold temperature is assumed to
be constant. If the brake actuator needs to be used for providing
Gi=[1 0 d. 0] Y the desired synthetic acceleration, the desired brake torque

whered; is the longitudinal distance between the magnetomet@r‘r can be calculated from (10) by ?]ettlnr? ﬂ;)e nket combu;tlon
and the vehicle c.g. In addition, on-board inertial sensors sugqave to_ Z€ro. Hire we assumde t atbt %. rale torql_th_e ('js ban
as a yaw-rate sensor and a lateral accelerometer are avail fyator input to the system and can be directly specified by

and are typically used by the lateral control system. The outpt'j Thse‘lr. | | develooed and . I
equations for these sensors are given below: e lateral control systems developed and experimentally

Yaw-rate sensory, — Cax with implemented at California PATH include the frequency shaped
2 2 linear quadratic (FSLQ) controller with preview (Peng and

Co=[0 0 0 1] (8) Tomizuka, [15]), linear controllers using “virtual look-ahead”
by using front and rear magnetometers [19] and controllers
and lateral accelerometay; = Csx + b126 + baaéy With designed using a nonlinear system approach (Pétaah [16],
Hingwe and Tomizuka [8] and Chen and Tomizuka [1]). The
C3=[0 a2 a3 a] (9) controllers use longitudinal velocity as a known time varying

) parameter and yaw-rate sensor, magnetometer and lateral
wherea;; andb;; refer to the corresponding elements of thg calerometer for feedback.

matrices in (6a).

D. Sensors and Actuators

C. Controller Design Having reviewed the vehicle dynamics model and the con-

From (1) and (2), it is clear that the acceleration of jkie trollers, we now find that the following sensors as indicated by
vehicle can be controlled to any desired positive valj@.; by Table | are needed by the longitudinal and lateral control sys-
choosing the net combustion torque to be tems. The information lost due to a fault in any of these sensors

is also indicated in the table.
i In addition to the sensors listed above that are required by the
(10) control system, we will assume that a sensor to measure the ac-
By choosing the combustion torque to be the function describktl front wheel steering angle is available. This is in addition to

Je ..
(Tnet)j = E.Tj_des 4+ [CQR3h3w62 — R(th + Tbr)]

above ([7]), the acceleration of th¢h vehicle becomes the steering angle sensor that measures the angle of the driver’s
steering wheel.
Zj = Zj_des (11) The steering actuator, throttle actuator and the brake actuator

are the three actuators used by the control system which need

The desired acceleratian_.. for each car has to be determinedg pe monitored. Throttle angle, brake torque and steering angle
so thata desired constant spacing is maintained between the gagsthe corresponding actuator inputs.

of the platoon and string stability of the platoon is ensured.

For an explanation of “string stability,” see ([7], [10]) andthe ||} A NALYTICAL REDUNDANCY USING OBSERVERS
references therein. String stability guarantees that spacing errors

do not amplify upstream from the lead car. For instance, striﬁg Overview of the Fault Diagnostic System Design Procedure
stability would ensure that any error in spacing between the firstThe fault diagnostic system proposed in this paper is based
and second cars of the platoon does not amplify into a huge the use of parity equations. A parity equation is an alge-
spacing error between cars 7 and 8 further down the platoonbraic equation that is assumed to be satisfied in the absence of
Swaroopet al.[10] have shown that both string stability andfaults and sensor noise. For example, if sensor outputs are re-
robustness can be achieved even with very small inter-vehitd¢ed in such a way that the variable one sensor measures can be
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TABLE |
COMPLETE SET OF SENSORS

Section IlI-F describes the design of a first order observer
utilizing engine speed measurement and commanded brake
torque to diagnose the health of the brake actuator. Sec-

SENSOR FAULT INFORMATION LOST tion IlI-G describes an observer to estimate vehicle speed using
STEERING ANGLE | Steering angle . . .
SENSOR an accelerometer and magnetic markers. This observer is used
YAW-RATE SENSOR Yaw rate to diagnose the health of the peak detection ability of the mag-
MAGNETOMETER Lateral displacement of car netometer. Section Ill-D describes the design of an observer

with respect to magnetic that estimates inter-car spacing using magnetic markers and

markers on the road the difference of wheel speeds in the two cars. This is used to
LATERAL Lateral acceleration of car diagnose the health of the radar sensor. Similarly, in the case of
ACCELEROMETER the lateral control system, the three lateral sensors—yaw-rate
RADIO Lead and previous vehicle’s sensor, lateral accelerometer and magnetometer—are used in

Ve.lomty and accele.r aion__ the design of three different observers. The output estimation
RADAR Distance and relative velocity . . .

from preceding car errors from the observers are used to ur!lquely identify a fault
LONGITUDINAL Acceleration  (used by in any one of the three sensors. In addition the wheel speed
ACCELEROMETER following cars in the platoon) sensor whose health has been previously diagnosed by the
WHEEL SPEED | Velocity longitudinal fault diagnostics, is used to obtain vehicle speed
SENSOR needed by the observers for the lateral sensors. Steering wheel
THROTTLE ANGLE | Throttle angle angle, vehicle wheel angle, and commanded steering angle are
SENSOR : related by parity equations and used to ensure that the steering
ggI?é(gRPRESSURE Brake-line pressure actuator and the two angle sensors are working.
MANIFOLD PRESSURE | Intake manifold pressure From tht_a above su mmary, it_is clearthat opserver design plays
SENSOR a key role in the fault diagnostic system design. Since the math-
ENGINE RPM SENSOR | Engine speed ematical models for the vehicle dynamics are nonlinear, it is a

challenge to ensure that the observers for the system are stable,
robust and can be designed to have required rates of conver-

determined by the instantaneous outputs of the other sens8f]ce. The observer design procedure used is described in Sec-
then a parity equation that defines the instantaneous relation #@0 I!1-B.

tween the sensor outputs can be constructed. Parity equationd€ction IV integrates the parity equations and observers de-
can also be constructed with the use of observers. An obser§igined in Section lll to create a systematic methodology for fault
based on an analytical model can be used to estimate one seflggnostics that can uniquely identify the particular sensor or
signal from measurement of other sensor signals. If the obser@étuator that is at fault.

is asymptotically stable, the estimation error is expected to be

equal to zero in the absence of faults and this would constitlBe Observer Design for Nonlinear Systems

a parity equation. The design of exponentially stable observers for systems with

As the following sections describe, the fault diagnostigonlinear dynamics will be based on the following results from
system in this paper relies on the construction of residues. Eajamani and Cho ([17], [18]).
residue is used to check how well a particular parity equationGiven a nonlinear system
is satisfied.

If three sensor signals are algebraically related so that there
exist three independent parity equations relating these signals,
then the three residues obtained from these parity equations can
be used to determine exactly which of the three sensors ispgtere
fault (assuming that not more than one sensor becomes faulty ai) @
the same time). This fact is used in Section IlI-C to determine
if either of the wheel speed, engine speed or range rate sensors
are at fault.

Once it is ensured that the engine speed, wheel speed and
range rate sensors are all operational, several reduced order ol) A is stable and the distance to undetectability of the pair
servers are designed using these sensor signal measurements. (A, C) is larger than the Lipschitz constanof the non-
These observers are used to diagnose the health of the other linear function®(z, u)
sensors and actuators. For example, a second order obsefygfe exists a matrik such that the estimates from the following
that utilizes engine speed measurement and commanded threjigerver:
angle as inputs is used to estimate engine manifold pressure and
engine speed. A comparison of the estimated and measured en-
gine speeds is used to determine if the throttle actuator is at fault.

The estimated manifold pressure is used to determine if the mannverge exponentially to the states of the system defined by
ifold pressure sensor is at fault. (12a).

Authorized licensed use limited to: COLORADO STATE UNIVERSITY. Downloaded on April 16,2025 at 22:55:41 UTC from IEEE Xplore. Restrictions apply.
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y =Cx

(12a)
(12b)

z,u) is a Lipschitz nonlinearity with a Lipschitz con-
stanty, i.e.,

[@(z,u) = ©(F, w)l| < 7ylle = 2| Va2

i = Ai + @3, u) + L(y — C#) (13)

IPR2025-01034
Tesla EX1026 Page 4



RAJAMANI et al.: A COMPLETE FAULT DIAGNOSTIC SYSTEM FOR AUTOMATED VEHICLES 557

An explicit analytical solution for the observer gain matfix TABLE I
can be provided as fO”OWS. TRUTH TABLE FOR PEEDSENSORFAULT DETECTION
Solve

T

c-C
ATP+ PA+~+?PP +1— <0 (14a) Radar closing

42 High
- rate sensor
and then choose Engine speed | High Low High
sensor
p-10T Wheel speed | High High Low
L= 5 (14b) sensor

2y

The distance to undetectability of the pait, C) (A € R**™ 1) Currently a radar sensor is used to measure the distance to
andC € RP*")is defined as the magnitude of the smallest the preceding car
perturbation &, /') € C™*™ x C™*? that makes the pajtd +

E,C + F) undetectable. b =mi — i1 — i1 (16)
E
{F} 2) The following observer is proposed in this paper to obtain
one more estimate of inter-car spacing. This observer uses
While the distance to undetectability is not very easy to calcu- & magnetometer measurement to count the number of mag-
late numerically, it can be shown that if the distance to unde- netic markers passed by the two vehicles
tectability is larger thany, then [18]

where/;_; is the preceding vehicle length.
6(A,C) = inf

= 1n
(A+E,C+F) undetectable

2

8 = vi — vy + k[(n1 —n2)L+ 6, — & (A7)

Ini‘n Omin |:jch_ A:| > . (15) where
’ ny —no  difference in the number of markers passed by the
If (15) is satisfied, then the observer design results of (14a) and two vehicles;
(14b) still hold and an asymptotically stable observer can belL inter-marker spacing;
obtained. bo initial spacing.

The estimation error using the given observer is

C. Speed Sensor Redundancy

The longitudinal speed of the vehicle can be obtained by three bi = —kal(ny —n2)L + 60 — 6], (18)

different methods, as described in [5]. The variable[(n; — ny)L + 6, — 6;] is equal tod; to within

1) Wheel speed sensor _ _ a resolution ofL. meters. The use of this variable ensures that
Multiply angular wheel speed by the tire radius to obany drift associated with integrating the velocities— v; 1 is
tain longitudinal velocity. It is assumed that there is n@liminated. If the signal;—v;_, were perfect with no dc offsets,

slip between the tire and the road. the use of the signé{n, —n2)L+8,—6;] would be unnecessary.
2) For operation in the gears 3 and 4, the torque converter

is locked. The engine speed is then directly related to tie Throttle Actuator and Manifold Pressure Sensor Faults

wheel spged by the Qear ratio. . . . In[5], two different nonlinear detection filters are proposed
3) The plosmg rate W'th the pr_ecedlng vehicle (reIathor throttle actuator and manifold mass flow rate fault detec-
velocity) can be obtained using the radar sensor. Th8\, " A first order detection filter is constructed so as to esti-
speed of the preceding vehicle is obtained through radig,ie engine speed asymptotically in the absence of throttle ac-
communication. The two variables can be algebraicallyior tayit. A fourth-order detection filter that estimates man-
summed to obtain longitudinal velocity. ifold mass flow rate along with several other variables is also
The following three residues are then calculated by using difroposed for fault diagnosis of the mass flow rate sensor.
ferent combinations of the above three IOngitUdinaI VeIOCity Sig- We propose using one second —order nonlinear observer to

nals: estimate both the engine speed and manifold pressure utilizing
R, = wheel speed/engine speed residual; commanded throttle angle and engine speed measurement as
R, = wheel speed/radar range rate residual, inputs. This observer

R3 = engine speed/radar range rate residual.

. A Y 3713~°2
Table 1l can then be used to detect a fault in any one of the three De :T‘“et(w@’ ) — Calh"07 — RhPy

speed sensors. R Je
+ Kl (we - we) (19)
D. Inter-Vehicle Spacing 1 =MAX TC(ctaes)PRIDq) — 1tgo(@e, fita)
We propose the following two methods to obtain inter-car . + L2 (we — @) (20a)
spacing information. PV =m.R,T, (20b)
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can be designed to be asymptotically stable in the absence of TABLE Il

throttle actuator faults by proper choice of gafpgnd’,. Since TRUTH TABLE FOR STEERING ANGLE/STEERING ACTUATOR FAULT DETECTION
the engine speed is physically limited, the nonlineazifycan

be regarded as locally Lipschitz and the Lipschitz constant of

Faulty Component | Residual

Ry
37,32 i i i
CoRPhP D can be calculated. The linearized system equations Steering actuator High
corressponding to (19)—(20) are Steering angle sensor | High
Wheel angle sensor Low
we | 106 —0.5 We -0.3
G f=los 3L f 707 o | | o
0 The variablg(n; L/T) — %) is equal toy; to within a resolution
+ { } TC(a) (21a) of L meters. The use of this variable ensures that any drift asso-
0.6293 . s . N
ciated with integrating the acceleratiapis eliminated. If the
we =[1 0] { We } ) (21b) signala; were perfect with no dc offsets, the use of the signal
a ((n1L/T) — ©) would be unnecessary.

A throttle actuator fault will cause the residue between esfiy communication Fault

mated and measured engine speeds to grow. Assuming no fault . .

in the engine speed measurement sensor, the growth in thisl) The car thatcommunicates ensures that its sensors are not
residue can then be used to diagnose a throttle actuator fault. If faulty. L , . . .

a throttle actuator fault hasot occurred, the residue between 2) If no communication packet is received, the information

measured and estimated manifold pressure can be used for from the last packet is frozen till the next packet arrives.
diagnostics of the manifold pressure sensor. 3) If no packet is received for more than three consecutive

cycles, a communication fault is declared.

F. Brake Actuator/Sensor Fault I. Estimation of Yaw-Rate using Magnetometer

Under the action of brakes, the throttle actuator is not used.IfWe assume that the lateral maanetometer sensor is workin
The variableT;,.; can therefore be set to zero in (2). The fol- 9 9

lowing observer can then be used to estimate the engine Spteheedyaw-rate of the car can be estimated by an observer using this

under the action of the braking actuator Sefisor. The observability matrix

T 71T
B0~ RO + T ae) : [of @ (@) (@) @)
We = + U we — @e). (22)
Je has rank 4 which makes the states completely observable. The
The dynamics of the estimation errdr = w. — @, are then residue
given by Riy = Coi — 4o (27)
Ge = —a@? — 45 — cp(t) (23)  can then be used to determine if the yaw-rate sensor is faulty.

wherea = (¢, R*h®/J.), ¢ = R/J. andp(t) is nonzero only J, Estimation of Lateral Acceleration
when there is a faultin the brake actuator. Since the engine spee

can never physically exceed 4000 r/min, the nonlineawity
can be regarded as locally Lipschitz. Since the observer has
cess to a measurement©f, the gain/ can be chosen larger
than the Lipschitz constant af,? in order to ensure stablity of
the estimation error dynamics in the absence of faults.

ﬁiwe assume that the magnetometer sensor is working and
that the steering angle sensor is not faulty, the lateral acceler-
&fton of the car can be estimated by an observer using these
two sensors. The observability matrix of (26) has rank 4 which
makes the states completely observable. The residue

. . . . Ry5 = C3% —ys3 (28)
G. Vehicle Speed Estimation using Accelerometers and

Magnetic Markers can then be used to determine if the lateral acceleration sensor
The following observer using the accelerometer on the dgrfaulty.

and a magnetometer measurement to count the number of mag-E timati f Lateral Disol ¢
netic markers passed by the car can be used to estimate canKle- stimation of Lateral Displacemen

locity If we assume that the lateral acceleration and yaw-rate sen-
sors are working, one could try and estimate lateral displace-
: 1 L i,
b= ai+k, mb S\ (24) ment, ggually m_easured by the magnetometer. However, the ob
T servability matrix

The estimation error using the given observer is [CF (C3)T (CsA)T (C3A)T - ]* (29)

S g nml (25) has a rank of only 3 which means the complete state is not ob-
R A servable with these measurements!

Authorized licensed use limited to: COLORADO STATE UNIVERSITY. Downloaded on April 16,2025 at 22:55:41 UTC from IEEE Xplore. Restrictions apply.

IPR2025-01034
Tesla EX1026 Page 6



RAJAMANI et al.: A COMPLETE FAULT DIAGNOSTIC SYSTEM FOR AUTOMATED VEHICLES

The partial state-vector with dynamics defined by

d | es aze 423 Q24 Yeg b22
% Ae » = 0 0 1 Ae 2+ | baz | €4
Ag Q42 (43  Gaa Ae b2a faulty.
b12
+ 1)13 6 (30)
bis Actuator

TABLE IV

559

BANK OF SIGNALS FOR FAULT DIAGNOSTICS

SIGNAL DESCRIPTION SENSOR/ OBSERVER

71 = hw,, vehicle speed wheel speed sensor

2, = Rho, engine speed engine speed and gear ratio sensors
23 = Xj] — X; distance to preceding car (range) radar range signal

4 = Vi1~V relative velocity of preceding car radar range rate signal

5 =V velocity of preceding car communication

26 = W, engine speed engine speed sensor

27 =P, pressure of air in manifold mass flow rate sensor

28 = a; longitudinal acceleration longitudinal accelerometer

29 =a;_; longitudinal acceleration of preceding car communication

20 = ([)e estimated engine speed observer of eqns. (19) -(20)

= ﬁm estimated pressure in manifold observer of eqns. (19) - (20)

I =0, commanded throttle angle calculated by longitudinal controller
3= throttle angle throttle angle sensor

214 =Ty com commanded brake torque calculated by longitudinal controller
Zys = S i estimated distance to preceding car observer of eqn. (17)

216 = {}i estimated velocity observer of eqn. (24)

217 = Agyn synthetic acceleration calculated by longitudinal controller
718 = W, _py Estimated engine speed during braking observer of eqn. (22)

219 = Y Lateral position from magnetic marker magnetometer

20 = AE Yaw rate yaw-rate sensor

221 =Yg Lateral acceleration lateral accelerometer

250 =Yg Estimated lateral displacement observer of section 3.10

23 =A z Estimated yaw rate observer of section 3.8

o4 = ;;Cg Estimated lateral acceleration observer of section 3.9

25 =8 Steering angle steering angle encoder

296 = Oes Desired steering angle calculated by lateral controller

297 = 5W Measured vehicle wheel angle vehicle wheel angle sensor

The residue

R16 = @cg(t) - ycg(t) (32)

can then be used to determine if the magnetometer sensor is

L. Fault Diagnostics of Steering Angle Sensor/Steering

Ifwe assumethatthe steeringwheelangle andthevehiclewheel
is, however, completely observable from these two outputs. Thiggle are both measured, then the two sensors are related by a
means that whiley., is not observabley., can be estimated scajing factor. The steering wheel angle, vehicle wheel angle and
from the lateral accelerometer and yaw-rate sensor. If the init@dmmanded steeringangle are related by three independent parity
conditiony.(0) is known, theny.,; can be estimated as follows:gquations. The following three residues are then calculated by

fislt) = [ Gt + i 0),

(31)

using different combinations of the above three signals.

R;; = commanded steering angle/measured steering
angle.
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TABLE V
CALCULATION OF RESIDUES
RESIDUES SENSORS/ ACTUATORS INVOLVED

Ri=z-2, wheel speed sensor, engine speed sensor

Ry=25—-24— 1 radar range rate sensor, wheel speed sensor,
comimunication

Ry=z5-24-2 radar range rate sensor, engine speed sensor,
communication

Ry =23—-25 radar range sensor, wheel speed sensor, magnetometer,
communication

Rs =z17 — 123 longitudinal accelerometer

R =216~ 2 long. accelerometer, magnetometers, wheel speed sensor

Ry =210~ 2z¢ throttle actuator, engine speed

Ry =215 - 213 throttle angle sensor, throttle actuator

Ry=2z1-29 pressure of air in manifold sensor, throttle actuator,
engine speed sensor

Ryg =213 — 24 brake actuator, engine speed

Ri1 =225 - 296 steering angle sensor, steering actuator

Ri2 =206 — 227 vehicle wheel angle sensor, steering actuator

Ri3 =235 ~ 27 steering angle sensor, wheel angle sensor

Rigy =290 — 223 yaw-rate sensor, magnetometer, steering angle sensor,
wheel speed sensor

Ris =221 — 24 magnetometer, steering angle sensor
lateral accelerometer, wheel speed sensor

Rig =210 — 222 magnetometer, yaw-rate sensor, lateral accelerometer,
steering angle sensor, wheel speed sensor

TABLE VI
BEHAVIOR OF RESIDUES UNDERSENSORACTUATOR FAULTS

FAULTY R| Ry| R3] Ry| Rs| Rg| Ry| Rg| Ro| Rid R
SENSOR/ ACTUATOR o B ] B Bl B B Y

>
o
=
>
e
'
=
73
=
o

wheel speed sensor
engine speed sensor
radar range rate sensor
radar range sensor

long. Accelerometer
magnetometer (longitudinal)
throttle actuator

throttle angle sensor
manifold pressure sensor
brake actuator

steering angle sensor
Magnetometer (lateral
position sensing)
yaw-rate sensor

lateral accelerometer
steering actuator

wheel angle sensor
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R;> = commanded steering angle/measured vehicle wheel V. A SYSTEM FORAUTOMATED FAULT DIAGNOSTICS

;\{ngle; d steeri heel le/ d vehi Table IV summarizes 27 different signals to be used in the
wﬁZeTa?gelisure steering wheel angle/measured ve '?(lﬁjlt detection and identification scheme. Some of the signals

are directly measured while others are estimates obtained from
Table Ill can then be used to detect a fault in any one of thiee observers discussed in the previous section. Table V summa-
following three components : steering actuator, steering angiees 16 different residues calculated using combinations of the
sensor, vehicle wheel angle sensor. signals from Table IV. It is assumed that the failure of any sensor
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Fig. 1. Inter-car spacing observer in the absence and presence of faults. Fig. 2. Engine speed observer of (11) and (12) in the absence of faults.

Engine Speed Observer with Braking

would cause a residue computed by subtracting this sensor me_. 300

surement from an estimate of its signal using other measur
ments to grow.

By processing the above 16 residues, it is possible to identil’s
a fault in any of the sensors or actuators. Table VI shows ho® S0F
a fault in any one of the sensors or actuators causes a unigqy
combination of residues to grow. Please note that the fault diarg,
nostic is not designed to handle simultaneous multiple sensor & 200
actuator failures.
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To detect and identify faults, the algorithm on the following 40 Velocity Observer
page can be used. The algorithm has been obtained fra . ' ' ' ' '
Table VI and is a systematic method of using Table VI to suc & L T e e T Ty A
cessively check for faults in each of the sensors and actuators £30f 7=~ T T Ty
g
2 20
V. SIMULATION RESULTS o “f!
> - rrgaasured .
The fault detection system designed in the previous sectior ¢ , ‘ server estimatel

was simulated to test its performance with a more realistic ve 0 10 20 30 40 50 60
hicle model incorporating a torque converter, wheel slip, tire ra Time (sec)
dius variation, sensor noise, etc. Details of the full vehicle simu-
lation model are available in [15]. The noise levels assumed fag. 3. Engine speed observer during braking and vehicle velocity observer.
the sensor measurements are shown in Table | of Section Il and
are realistic estimates based on experimental measurement. Biaging (of (13)) and the performance of the velocity observer
marker spacing was assumed to be 1 m. of (24).
For the simulation, a three-car platoon was assumed to be-ig. 4 shows the performance of the lateral control system
traveling with a spacing of 4 m at a speed of 70 mi/h. At timasing a nonlinear “back-stepping” controller described in [1].
t = 15 s, the lead car begins the following velocity maneuverThe GM Buick being simulated negotiates a curve of radius
of curvature 1500 m at a speed of 30 m/s. The vehicle enters
the trapezoidal curve @t = 4.5 s and leaves the trapeziodal
curve att = 8.5 s. The lateral displacement of the car is main-
Fig. 1 shows the convergence of the inter-car spacing obsertaned to within+5 cms while the yaw angle remains within
and its ability to track the actual radar measurement in the presd.5 degrees. The performance of the yaw rate observer of Sec-
ence of noise and 1-m marker spacing. tion lll-1 in which the magnetometer is used to estimate yaw rate
Fig. 2 shows the performance of the second-order nonlinesishown in Fig. 5. Starting from an arbitrary initial yaw-rate of
observer of (11) and (12). The engine speed and mass flow raigeg/s, the observer converges to the measured yaw-rate sensor
of air in the manifold are estimated well by the observer. Fig.énhd performs well in the presence-b2 cms cm of noise in the
shows the performance of the engine speed observer dunmggnetometer.
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Fig. 4. Performance of the lateral control system. . . . .
Fig. 6. Values of the different residues of Table VI during a radar sensor fault.
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Fig. 5. Performance of the yaw-rate observer of sec. 3.9.
Fig. 7. Experimental results on use of magnetic observer for radar faults.

In the presence of a radar fault, the inter-car spacing observe
diverges distinctly from the measured value, as shown in th eight cars traveling together at small inter-vehicle spacin
lower portion of Fig. 1. Here a fault in the radar was assumed 9 g log P 9

cause it to read a constant value of 7 m. The observer estim%%:mg 7a6p12itlc:e O&;&i:ﬁ?g&?iﬂg k:/; ?bz(zlr? ;n Sianelcjjl\?\,%ﬁ
stays at a value of 4 m, thus ensuring that the residue from ffgngar. 9 Y quipp

radar measurement is sufficiently big to identify the fault. Fig. gu’::gngts |nrstfalrleg N rtnherkc?nttehrstof ?Oth Iagebs. ;Lhe mta?nnettsd
shows the values of all the 16 residues of Table VI during g Ved as reference markers that were used by the qutomate

@Ef‘eering control system to keep each car centered in its lane.
n

li’he August 1997 NAHSC demonstration showcased a platoon

radar fault. We see that only residue 4 is high which clearly indi-

cates from Table V that the radar sensor is the faulty compone |E,|tors WEre given passenger ridesin the platoon vehicles which
operated continuously for several hours a day for three weeks.

The presence of eight cars in a platoon with small inter-car
spacing meant that any faults had to be handled by an automated
This section presents experimental results on the use of fhalt management system. Depending on human alertness and
magnetic observer of (17) and (18). The magnetic obsenlarman take-over was impossible in this scenario.
was implemented on the automated cars in the August 1997The magnetic observer played a very important role in
NAHSC (National Automated Highway System Consortium@nsuring safe automated operation during the demonstration.
demonstration. The observer was used both to detect faladar range sensor faults were detected and automatically
in the radar range sensor and also to replace the radar in itelaced by the magnetic observer on several occasions during
closed-loop controller in the event of a radar fault. the platoon runs.

Authorized licensed use limited to: COLORADO STATE UNIVERSITY. Downloaded on April 16,2025 at 22:55:41 UTC from IEEE Xplore. Restrictions apply.

VI. EXPERIMENTAL RESULTS

IPR2025-01034
Tesla EX1026 Page 10



RAJAMANI et al.: A COMPLETE FAULT DIAGNOSTIC SYSTEM FOR AUTOMATED VEHICLES 563

The residue between radar range and the spacing estimated [g§] P. Hingwe and M. Tomizuka, “Two alternative approaches to the design

the magnetic observerwas processed using a Iow-pass filterwitha _of lateral controllers for commuter buses based on sl_i_ding mode control,”
; . . in Proc. 1995 ASME Int. Mech. Eng. Congr. Exposition.
bandwidth of 1 Hz. The failure detection threshold was setto 3mM.ig; . T (uong, J. Weber, D. Koller, and J. Malik, “An integrated stereo-

The following plot (Fig. 7) isagoodillustration of the ability of based approach to automatic vehicle guidanceRtae. 5th ICCV, 1995.

the magnetic observer to replace the radar range sensor. To all&§] D- Swaroop, J. K. Hedrick, C. C. Chien, and P. loannou, *A comparison
| ina had b tinto th of spacing and headway control laws for automatically controlled vehi-
range measurement, a rectangular opening had been cutinto the gjes "veh: Syst. Dyn.. vol. 23, no. 8, pp. 597625, 1994.

front grill of each car. The radar was located behind this grill and11] M. Tomizuka and J. K. Hedrick, “Automated vehicle control for IVHS
below the hood of each car. In the following test run, amis-orien-___ Systems,” irProc. IFAC Contf., Sydney, Australia, 1993.

. . . . rglz] S. Patwardhan and M. Tomizuka, “Robust failure detection in lateral
tation of the grill mounting caused the radar to fail repeatedly o control for IVHS.” in Proc. 1992 Amer. Contr. Conf., June 1992.

the fifth car in the platoon. The readings of the radar jump fron{13] —, “Feedforward controller design using nonlinear model inversion
zero to the correct spacing value many times during the run. for automobile tire burst,” iffrans. Syst. Amer. Soc. Mech. Eng., Dyn.

. . Syst. Contr. Division (Publication) DSC New York: ASME, 1994, vol.
The magnetic observer worked well throughout this run and 52{1 pp. 259-264. ( )

provided a fairly accurate estimate of inter-car spacing. The¢14] S. Patwardhan, H. S. Tan, and J. Guldner, “A general framework for

fault detection system was triggered due to the 6-m difference in  automatic steering control system analysisPfoc. Amer. Contr. Cont.,
. 1997, pp. 1598-1602.
the actual and estimated values of range. In response to the ragafj 4. peng and M. Tomizuka, “Preview control for vehicle lateral guidance

fault, the spacing between cars 5 and 4 was increased to 15 m in highway automation,ASME J. Dyn. Syst., Measurement, Contl.

H _ 115, no. 4, pp. 678-686, 1993.
py the fault .management_SyStem' The reminder of the run C.O 16] H.Pham, J. K. Hedrick, and M. Tomizuka, “Combined lateral and longi-
tinued at this larger spacing. The closed-loop controller usin tudinal control of vehicles for IVHS,” ifProc. 1994 Amer. Contr. Conf.,

the magnetic observer to replace the radar in the calculation of vol. 2, Baltimore, MD, 1994, pp. 1205-1206.

; ; ; ; +H17] R. Rajamani, “Observer Design for Lipschitz Nonlinear Systeh&EE
synthepc acc_ele_ratlon was able to provide exce_'llent ride wnﬂ Trans, Automat, Contivol. 43. pp. 397-401. Mar. 1098,
a spacing variation of less than 1.3 m. The maximum errors ifyg R Rajamaniand Y. M. Cho, “Existence and design of observers for non-
spacing occurred in the presence of uphill and downhill grades.  linear systems: Relation to distance to unobservability,’ J. Contr.,
vol. 69, no. 5, pp. 717-730, May 1998.
[19] H. S. Tan, J. Guldner, C. Chen, and S. Patwardhan, “Changing lanes on
automated highways with look-down reference systemsProt. 1998
VII. CONCLUSION IFAC Wkshp. Advances Automotive Cqrp. 69—74.
. ) . . . [20] J. E. White and J. L. Speyer, “Detection filter design: spectral theory and
The diagnostic system developed in this paper provides a  algorithms,"IEEE Trans. Automat. Confwol. 32, pp. 593-603, 1987.
methodo|ogy to Continuous|y monitor all the sensors and actule] W. Zhang and R. E. Parsons, “An intelligent roadway reference system

Lo for vehicle lateral guidance/control,” iRroc. Amer. Contr. Conf., San
tors of the longitudinal and lateral controllers so as to ensure g Ca 1990, pp. 281-286.

their health. The fault diagnostic system was shown to work
well when simulated with a detailed vehicle model incorpo-

: ot . . :Rajesh Rajamani(M'94) received the M.S. and Ph.D. degrees from the Uni-
rating realistic unmodeled dynamics. Experimental results us'sgsity of California, Berkeley, in 1991 and 1993 respectively, and the B.Tech

the magnetic observer to detect radar faults and replace the ra@asee from the Indian Institute of Technology, Madras in 1989.
sensor were shown to work extremely effectively. After receiving the Ph.D. degree, he worked as a Research Engineer at

. . . . . United Technologies Research Center (UTRC) for three years. From August
Experimental implementation of the entire fault diagnosti 96 to August 1998, he worked at California PATH, University of California,

system on the platooning vehicles at PATH is planned for tig@rkeley, leading the research team on longitudinal control systems for the
near future. The development of a complete fault hand"rﬁ}nomated Highway Systems Program. He joined the University of Minnesota

. n_September 1998 and is Nelson Assistant Professor in the Department of
system, however, remains a task for future research. Based?\/%ﬁhanical Engineering. His active research interests include control design

the type of fault, strategies that ensure continued safe operat@f state estimation for nonlinear systems, fault diagnostics, intelligent
of the platoon by initiating degraded modes of operation (likeansportation systems, vibration control and active noise control. He has

. ored more than 35 refereed publications and received two patents.
autonomous control or a safe deceleration to a stop) are nee&g&e is a recipient of the CAREER award from the National Science Founda-

tion, the Distinguished Service Team Award from the University of California,
Berkeley and the Outstanding Achievement of the Year Award from UTRC in
REFERENCES 1995 for his work on Active Magnetic Guidance of Elevators

[1] C. Chen and M. Tomizuka, “Vehicle lateral control on automated highA
ways: A backstepping approach,”froc. IEEE Conf. Decision Contr.
Dec. 1997.

[2] D. Cho and J. K. Hedrick, “Automotive powertrain modeling for con
trol,” ASME Trans. Dyn. Syst., Measurement, Cortl. 111, no. 4,
Dec. 1989.

[3] E. D. Dickmanns and V. Graefe, “Applications of dynamic monocular
machine vision,'Machine Vision Applicat., vol. 1, pp. 241-261, 1988.

[4] R.K.DouglasandD. L. Speyet al., “Fault detection and identification
with application to advanced vehicle control systems,” California PAT}
Research, UCB-ITS-PRR-95-26, 1995.

[5] V. Garg, “Fault detection in nonlinear systems: An application to autc
mated highway systems,” Ph.D. dissertation, Univ. California, Berkele
1995.

[6] V.Gargand J. K. Hedrick, “Fault detection filters for a class of nonlinea
systems,” inProc. 1995 Amer. Contr. Conflune 1995, pp. 1647-1651.

dam S. Howell recieved the B.Sc. degree in aerospace engineering from
' the University of Maryland, College Park, in 1996. He is currently pursuing

the Ph.D. degree in mechanical engineering at the University of California,
"Berkeley.

His professional interests include nonlinear systems and automated control.

Chieh Chen received the B.S. degree from the
Department of Mechanical Engineering, National
Taiwan University, Taiwan, in 1990 and the M.S. and
Ph.D. degrees from the Department of Mechanical
Engineering, University of California, Berkeley, in
1995 and 1996, respectively.

He is currently an Assistant Professor in the
Department of Mechanical Engineering, National
Chiao-Tung University, Taiwan. His research inter-

[7] J.K. Hedrick, D. McMahon, V. K. Narendran, and D. Swaroop, “Longi- ests include vehicle control, real-time system design,
tudinal vehicle controller design for IVHS systems,Aroc. 1991 Amer. and automation of semiconductor manufacturing
Contr. Conf., vol. 3, June 1991, pp. 3107-3112. equipment.

Authorized licensed use limited to: COLORADO STATE UNIVERSITY. Downloaded on April 16,2025 at 22:55:41 UTC from IEEE Xplore. Restrictions apply.

IPR2025-01034
Tesla EX1026 Page 11



564 IEEE TRANSACTIONS ON CONTROL SYSTEMS TECHNOLOGY, VOL. 9, NO. 4, JULY 2001

J. Karl Hedrick received the B.S. degree from the University of MichiganMasayoshi Tomizuka(M’86—-SM’95—-F'97) was born in Tokyo, Japan, in 1946.

Ann Arbor, in 1966, and the M.S. and Ph.D. degrees from Stanford Universitye received the B.S. and M.S. degrees in mechanical engineering from Keio

Stanford, CA, in 1970 and 1971, respectively. University, Tokyo, and the Ph.D. degree in mechanical engineering from the
He was a Professor of Mechanical Engineering at the Massachusetts InstidMessachusetts Institute of Technology, Cambridge, in February 1974.

of Technology, Cambridge, from 1974 to 1988, where he served as Director oin 1974, he joined the faculty of the Department of Mechanical Engineering at

the Vehicle Dynamics Laboratory. He is currently the James Marshall Wells Pthe University of California (UC), Berkeley, where he currently holds the Cheryl

fessor and Chairman of Mechanical Engineering at the University of Californgand John Neerhout, Jr., Distinguished Professorship Chair. At UC, he teaches

(UC), Berkeley. He is also the Director of the University of California PATHcourses in dynamic systems and controls. His current research interests are op-

Research Center, a multidisciplinary research program located at the Richmtnl and adaptive control, digital control, signal processing, motion control,

Field Station. PATH conducts research in a variety of advanced transportatand control problems related to robotics, machining, manufacturing, informa-

areas including advanced vehicle control systems, advanced traffic manages storage devices and vehicles. He has served as a consultant to various orga-

ment and information systems and technology leading to an automated highwaaations, including Lawrence Berkeley Laboratory, General Electric, General

system. He teaches graduate and undergraduate courses in automatic cdvwrs, and United Technologies. He was Editor-in-Chief of the IEEE/ASME

theory and vehicle dynamics. His research has concentrated on the developMBANSACTIONS ONMECHATRONICSfrom 1997 to 1999.

of advanced control theory and on its application to a broad variety of transportabr. Tomizuka served as Technical Editor of tAEME Journal of Dynamic

tion systems including automated highway systems, collision warning syster8gstems, Measurement and Confrom 1988 to 1993, and an Associate Ed-

collision avoidance systems, and adaptive cruise control systems. His work has of Automatica He currently serves as an Associate Editor of Eheo-

also included brake control and electronic suspension systems. The active paan Journal of ControHe was General Chairman of the 1995 American Con-

pension laboratory at UC Berkeley is the only full scale, half car test facility itvol Conference, and served as President of the American Automatic Control

the United States. He has also worked in the powertrain control area includidguncil from 1998 to 1999. He is a Fellow of the ASME, the Institute of Elec-

engine and transmission control. He has offered short courses on active &itdand Electronics Engineers (IEEE) and the Society of Manufacturing Engi-

semiactive suspensions, nonlinear control theory and VHS in the United Statesrs. He is the recipient of the J-DSMC Best Paper Award (1995), the DSCD

and in Europe. Outstanding investigator Award (1996) and the Charles Russ Richards Memo-
Dr. Hedrick has served on many national committees including the Trangal Award (ASME, 1997). The Charles Russ Richards Memorial Award, es-

portation Research Board, the American National Standards Institute, 18Dlished in 1944, is given to an engineering graduate who demonstrates out-

(International Standards Organization) and the NCHRP (National Cooperatstanding achievement in mechanical engineering 20 years or more following

Highway Research Program). He is currently a member of the Board gfaduation.

Directors and is Vice President of the International Association of Vehicle

System Dynamics (IAVSD) and is the editor of the Vehicle Systems Dynamics

Journal. He is a Fellow of ASME where he has served as Chairman of the

Dynamic Systems and Controls Division and as Chairman of the Honors

Committee. He is also a member of SAE.

Authorized licensed use limited to: COLORADO STATE UNIVERSITY. Downloaded on April 16,2025 at 22:55:41 UTC from IEEE Xplore. Restrictions apply.

IPR2025-01034
Tesla EX1026 Page 12





