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EIFS (µs) = aSIFSTime + (8 x ACKSize) + aPreambleLength + 
aPLCPHeaderLngth + aSIFSTime + (2 x aSlotTime) 

74



EIFS (µs) = (2 x aSlotTime) + (2 x aSIFSTime) + 
aPreambleLength + aPLCPHeaderLngth + (8 x 14) 
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Backoff Time = Random() X aSlotTime 

79



80



81



82



83



84



85



86



87



88



89



90



91



92



93



94



95



96



97



98



99



100



101



102



103



104



105



106



107



108



109



110



111



112



113



114



115



116



117



118



119



120



121



122



123



124



125



126



127



128



129



130



131



132



133



134



135



136



137



138



139



140



141



142



143



144



145



44 µs (SIFS+ACK) + 128 µs (DATA FRAG #2) + 44 µs 
(SIFS+ACK) = 216 µs 

146



147



148



149



150



151



152



153



154



155



156



157



158



159



160



161



162



163



164



165



166



167



168



169



170



171



172



173



174



175



176



177



178



179



180



181



182



183



184



185



186



187



188



189



190



191



192



193



194



195



196



197



198



199



200



201



202



203



204



205



206



207



208



209



210



211



212



213



214



215



216



217



218



219



220



221



222



223



224



225



226



227



228



229



230



231



232



233



234



235



236



237



238



239



240



241



242



243



244



245



246



247



248



249



250



251



252



253



254



255



256



257



258



259



260



261



262



263



264



265



266



267



268



269



270



271



272



273



274



275



276



277



278



279



280



281



282



283



284



285



286



287



288



289



290



291



292



293



294



295



296



297



298



299



300



301



302



303



304



305



306



307



308



309



310



311



312



313



314



315



316



317



318



319



320



321



322



323



324



325



326



327



328



329



330



331



332



333



334



335



336



337



338



339



340



341



342



343



344



345



346



347



348



349



350



351



352



353



354



355



356



357



358



359



360



361



362



363



364



365



366



367



368



369



370



371



372



373



374



375



376



377



378



379



380



381



382



383



384



385



386



387



388



389



390



391



392



393



394



395



396



397



398



399



400



401



402



403



404



405



406



407



408



409



410



411



412



413



414



415



416



417



418



419



420



421



422



423



424



425



426



427



428



429



430



431



432



433



434



435



436



437



438



Index 405

802.11 
control frames. see control frames 
data frames. see data frames 
MAC frame format. see MAC layer frame format 
MAC layer. see MAC layer 
management frames. see management frames 
performance. see performance impacts 
PHY layer. see PHY (physical) layer 
protocol analyzers. see protocol analyzers 
system architecture. see system architecture 
TGn (Task Group n), 358 

802.11i/WPA2/AES, 260–65 
802.11 protocol architecture, 24–62 

active scanning, 34–35 
data rate shifting, 59 
DS (distribution system), 26–29 
error control, 58–59 
integration service, 29–30 
key terms, 61 
MAC Layer, 30–33 
passive scanning, 33–34 
review questions, 62–63 
services, 24–25 
summary, 60 
synchronization, 35–37 
system services, 25–26 

802.1H, 244, 374 
802.1x/EAP 

access point security, 259–60 
data protection, 80–83 
encryption overhead, 354–57 

802.2, 372. See also LLC (Logical Link Control) layer 
802.3 (Ethernet) 

connections on mesh routers, 282 
frame formats, 243 
frame translation and, 243–44 
LANs, 242 
LLC layer and, 373 

802 Reference Model, 372 

A
AAA service, 258 
acceptance testing, 7 
access control, 4 
access point capable of service (QAP), 208 
Access Point CF-Pollable subfield, Capability Information 

field, 176–77 
Access Point CF-Poll Request subfield, Capability 

Information field, 176–77 
access points, 242–65 

802.11i/WPA2/AES and, 260–65 
802.1x/EAP and, 259–60 
association, 68–69 

auto-channel selection, 247 
Capability Information field and, 176–79 
DS (Distribution System) and, 24 
DSS (Distribution System Service) and, 140 
frame translation, 243–46 
hidden nodes, 359 
message forwarding, 242–43 
node statistics, 317–19 
overview of, 242 
performance enhancements, 248–51 
pre-shared keys, 259 
proprietary enhancements, 247 
QAP (access point capable of service), 208 
repeaters, 255–58 
RF coverage and, 4 
RF site surveys and, 6 
roaming, 70–71 
security, 258 
SSIDs and, 251–55 

access timing, stations 
DIFS, 39–40 
EIFS, 40–42 
overview, 38 
PIFS, 39 
SIFS, 38–39 

ACK (acknowledgement), 200–201 
acknowledgement (ACK), 200–201 
active scanning, 34–35 
address fields, MAC layer, 146–50 
Ad Hoc stations, 95–96 
Ad Hoc WLANs, 114 
adjacent channels, 123, 360–63 
AES algorithm 

802.11i/WPA2/AES, 260–65 
CCMP and, 79–80, 258 
pre-shared keys and, 259 
protocol analyzers and, 282–83 

AGC (automatic gain control), 229–30 
agents, SNMP, 382 
AID (association identifier) 

association process and, 31 
in Association Response frame, 161 
Duration/ID field and, 144–46 
field in frame body, 172 

AirDefense 
alarms, 342 
dashboard, 339 
live views, 345 
network maps, 344 
reports, 343 

Airespace Networks, WLAN positioning system, 366 
AirMagnet 

dashboard, 340 
filters, 332 
frame decoding, 314 

439



406 Index

hardware probe, 337 
Laptop Trio, 13 
live views, 345 
monitoring, 341 
performance alarms, 330 
reports, 335, 341 
security alarms, 330 
start screen and scanning configuration, 304 

AiroPeek NX 
expert feature, 325 
filters, 334 
frames captured on adjacent channel, 363 
peer maps, 327 

alarms 
distributed analyzers, 340–43 
event, 331 
laptop/handheld analyzer, 329–31 
performance, 330 
security, 330 

analysis. See also WLAN analysis 
benefits of, 2–3 
channel analysis, 305, 319–20 
conversation analysis, 320–24 
performance analysis, 11 
propagation analysis, 10–11 
security analysis, 11–12 
wireless mesh networks, 283–86 

Announcement Traffic Indication Message (ATIM), 95–96, 
167

antennas, protocol analyzers, 359 
ARP frames, 245–46 
ARQ (Automatic Repeat Request), 379 
Aruba Networks, WLAN positioning system, 366 
association identifier. See AID (association identifier) 
association process, MAC Layer, 31, 68–69 
Association Request frames, 69, 160–61, 170 
Association Response frames, 69, 161, 170 
ATIM (Announcement Traffic Indication Message), 95–96, 

167
authentication, 66–68 

IPSec, 272–75 
Link layer (layer 2) security and, 258 
MAC layer, 31 
open system, 66–67 
PACs (protected access credentials), 354 
PPTP VPN connection and, 268 
RADIUS, 291–93 
shared keys and, 67–68 

Authentication Algorithm Number field, frame body, 172–
73

Authentication frame, 167–68, 170 
Authentication Transaction Sequence Number field, 173–

74
auto-channel selection, access points, 247 
automatic gain control (AGC), 229–30 

Automatic Repeat Request (ARQ), 379 

B
baselines, 7–9 

objectives of, 9 
reasons for, 8–9 
throughput performance, 286 
what it is, 7–8 

basic service set. See BSS (basic service set) 
Beacon frames 

frame body fields, 170, 171 
MMPDU and, 165–66 
OFDM preamble, 224 
rate settings, 352 
SSID broadcasting, 251 

Beacon Interval field, frame body, 174 
bit flipping, power management, 92–94 
bits fragmentation, Sequence Control field, 99–101 
bridging 

frame translation and, 244–45 
WLANs and, 288–89 

broadcast addresses, 146, 242–43 
BSS (basic service set) 

BSSBasicRateSet, 207–08 
defined, 24 
DS and, 26 
intra-BSS communication, 27 
rate set information, 184 
scanning valid, 30 

C
Capability Information field, 174–79 
captured frames, 399–400 
carrier sense 

in CS/CCA (Carrier Sense/Clear Channel Assessment), 
218–19 

DCF (distributed coordination function), 43 
virtual and physical, 198–99 

Carrier Sense/Clear Channel Assessment. See CS/CCA 
(Carrier Sense/Clear Channel Assessment) 

carrier sense (CS), 217 
case studies 

fault finding, 400–403 
performance, 398–400 
security, 396–97 

CBC (Cipher Block Chaining), 80 
CCA (Clear Channel Assessment), 217 
CCMP (Counter-Mode/CBC-MAC Protocol) 

AES algorithm, 263 
as cipher suite, 258 
data protection, 79–80 

440



Index 407

cellular phones, roaming, 390 
CF (contention free) 

CF-ACK, 54–55, 206 
CF-ACK+CF-Poll, 55–56, 206 
CF-End, 56, 202 
CF-End+CF-ACK, 57, 202 
CF-Poll, 55, 206 
Parameter Set element, 187–88 
PCF (point coordination function) and, 50–51, 58 
stand-alone analyzers and, 302 

Challenge Text element, frame body, 190 
channels

adjacent channel interference, 360–63 
adjacent channel protection, 123 
analysis with protocol analyzer, 319–20 
co-channel interference, 360–63 
co-channel protection, 122 
scanning multiple channels simultaneously, 305 

Cipher Block Chaining (CBC), 80 
cipher suite, 258 
Cisco, Fast Secure Roaming, 72–73 
Clear Channel Assessment (CCA), 217 
Clear-to-Send (CTS), 200. See also RTS/CTS (Request-to-

Send/Clear-to-Send) 
client/server connectivity, wireless middleware, 387–88 
client utilities, configuration options, 289–91 
co-channels 

interference, 360–63 
protection, 122 

collisions, RTS/CTS, 198 
CommView for WiFi 

event alarms, 331 
filter configuration for pattern matching, 397 
performance measurement, 329 
scanner screen, 303 

confidentiality 
CCMP and, 79 
WLANs, 73 

connectionless
LLC service, acknowledged, 380 
LLC service, unacknowledged, 377 
protocol, 373 

connection-oriented 
LLC service, 378–79 
protocol, 373 

connectivity
association, 68–69 
authentication, 66–68 
roaming, 70–73 
summary, 84 
wireless middleware, client/server, 387–89 
wireless middleware, terminal/host, 386–87 

contention free. See CF (contention free) 
contention window (CW), 45–47 
control frames, 198–206 

ACK (acknowledgement), 200–201 
carrier-sense and, 198–99 
CF-End, 202 
CF-End+CF-ACK, 202 
CTS (Clear-to-Send), 200 
key terms, 210 
modifying format of, 208 
overview of, 198 
PS-Poll (power-save poll), 201–02 
review questions, 211 
RTS (Request-to-Send), 199–200 
summary, 203, 209 
transmission rates, 206–08 

control header, LLC layer, 376 
control pane resources, 8 
conversation analysis, with protocol analyzer, 320–24 
Counter-Mode/CBC-MAC Protocol. See CCMP (Counter-

Mode/CBC-MAC Protocol) 
CRCs (cyclic redundancy checks) 

channel analysis and, 319 
error detection, 227–28 
LLC layer, 379 
MAC layer, 153 

cross-channel interference, 363 
CS (carrier sense), 217 
CS/CCA (Carrier Sense/Clear Channel Assessment) 

carrier sense function, 218–19 
PHY (physical) layers, 217 
radio receivers and, 227 

CSMA/CA (carrier-sense multiple access/collision 
avoidance) 

DCF and, 43 
PCF (point coordination function) and, 49 

CTS (Clear-to-Send), control frame, 200. See also
RTS/CTS (Request-to-Send/Clear-to-Send) 

CTS-to-Self, 117–20, 353 
Current AP Address field, frame body, 179–80 
CW (contention window), 45–47 
cyclic redundancy checks. See CRCs (cyclic redundancy 

checks)

D
DA (Destination Address), 147, 149–50 
dashboards, distributed analyzers, 338–40 
Data+CF-ACK, 53, 204–05 
Data + CF-ACK frames, PCF, 53 
Data+CF-Poll, 53–54, 205 
Data+CF-Poll+CF-ACK, 54, 205 
Data + CF-Poll+CF-ACK frames, PCF, 54 
Data + CF-Poll frames, PCF, 53–54 
data frames 

CF-ACK, 54–55, 206 
CF-ACK+CF-Poll, 55–56, 206 

441



408 Index

CF-End, 56 
CF-End+CF-ACK, 57, 202 
CF-Poll, 55, 206 
Data+CF-ACK, 53, 204–05 
Data+CF-Poll, 53–54, 205 
Data+CF-Poll+CF-ACK, 54, 205 
key terms, 210 
modifying format, 208 
Null Function, 56, 205 
overview of, 203–04 
review questions, 211 
Simple Data, 52–53, 204 
summary, 209 

data link, LLC layer, 372 
data pane resources, 8 
data protection, 73–83 

802.1x/EAP, 80–83 
CCMP, 79–80 
MAC Layer, 31 
overview of, 74 
summary, 84 
TKIP, 77–79 
WEP, 74–77 
WPA, 77 

data rate shifting, 802.11, 59 
DCF (distributed coordination function), 43–49 

carrier sense and, 43 
duration values, 44–47 
ERP (extended rate physical) and, 47–49 
overview, 43 

DCF IFS (DIFS), 39–40 
Deauthentication frame, 168, 170 
denial of service (DoS) attacks, 4 
Destination Address (DA), 147, 149–50 
Destination Service Access Point (DSAP), 376–77 
development environment, wireless middleware, 391 
DIFS (DCF IFS), 39–40 
Direct Sequence Spread Spectrum. See DSSS (Direct 

Sequence Spread Spectrum) 
Disassociation frame, 170 
distributed analyzers, 335–46 

benefits of, 306–07 
dashboards, 338–40 
filters, 346 
hardware sensors, 336–37 
live views, 344–45 
monitoring, alarms, and reports, 340–43 
network maps, 343–44 
overview of, 335–36 
software sensors, 337–38 

Distribution System. See DS (Distribution System) 
Distribution System Service (DSS), 25, 140 
DoS (denial of service) attacks, 4 
DSAP (Destination Service Access Point), 376–77 
DS (Distribution System) 

access points and, 24 
implementing, 25 
overview, 26–29 
services, 26 

DSM (DS medium), 27–29 
DS medium (DSM), 27–29 
DS Parameter Set element, frame body, 186–87 
DSS (Distribution System Service), 25, 140 
DSSS (Direct Sequence Spread Spectrum), 221–28 

Beacon frames and, 224 
header, 225–28 
OFDM, 232–34 
overview of, 221–23 
PMD sublayer, 228 
preamble, 223–24 

DTIMs, 94–95, 353 
Duration/ID field, MAC layer, 144–46 
duration values, RTS/CTS 

DCF (distributed coordination function) and, 44–47 
fragment bursts and, 103 
overview of, 105–07 
using fragmentation, 111–13 
without fragmentation, 108–11 

E
EAP (Extensible Authentication Protocol), 81–83. See also

802.1x/EAP 
802.1x/EAP, 259–60 
EAPOL, 258, 263 
EAP-TLS, 268 
EAP-TTLS, 278 
PEAP, 264–65, 277–78 
PPTP VPN connection authentication and, 268 
varieties of, 258 

EEG (Enterprise Encryption Gateways), 286–87 
EIFS (Extended IFS), 40–42 
Ekahau, WLAN positioning system, 365 
elements. See Information Elements 
emulation systems, 16 
encryption

overhead of, 354 
protocol analyzers and, 308–11 
protocol configuration and, 354–57 
symmetric, 74 
wireless mesh networks, 282–83 

Enterprise class wireless routers, 266–67 
Enterprise Encryption Gateways (EEG), 286–87 
Enterprise Wireless Gateway. See EWG (Enterprise 

Wireless Gateway) 
environmental impacts, on performance. See performance 

impacts, environmental 
ERP (extended rate physical) 

access point information element, 121, 190–92 

442



Index 409

modulation, 106 
overview of, 47–49 

ERP-OFDM 
overview of, 228–29 
PMD sublayer, 232 
PPDU data field, 231–32 
PPDU header, 230–31 
PPDU preamble, 229–30 

error control, 58–59 
ESP protocol, 273–74, 310 
ESS (extended service set), 24, 26, 183 
Ethernet (802.3) 

connections on mesh routers, 282 
frame formats, 243 
frame translation and, 243–44 
LANs, 242 
LLC layer and, 373 

event alarms, CommView for WiFi, 331 
EWG (Enterprise Wireless Gateway), 271–75 

IPSec VPN example, 272–75 
overview of, 271–72 

"Expert" feature, laptop/handheld analyzer, 324–26 
Extended IFS (EIFS), 40–42 
extended rate physical. See ERP (extended rate physical) 
extended service set (ESS), 24, 26, 183 
Extended Supported Rates element, frame body, 185 

F
Fast Secure Roaming, Cisco, 72–73 
fault finding, case study, 400–403 
FCS (frame check sequence), 153, 228 
FH Parameter Set element, frame body, 186 
filters

distributed analyzers, 346 
laptop/handheld analyzer, 331–34 

firewalls, 276 
flow control, LLC, 378 
fragmentation, 97–103 

bit location in Sequence Control field, 99–101 
configuring, 97–99 
fragment bursts, 103 
MAC Layer, 31 
More Frag field and, 141–42 
overview of, 97 
sequencing and, 101–02 
threshold settings for, 352 

fragmentation service, MSDU, 141 
fragment bursts, 103 

modulation and, 105–07 
Fragment Number field, 151 
Fragment Number subfield, 100–101 
Frame Body field, MAC layer, 152–53 
frame check sequence (FCS), 153, 228 

Frame Control field, MAC layer, 135 
frame decoding, with laptop/handheld analyzer, 313–15 
Frame Format Modification, 208 
frames, MAC layer 

nomenclature, 132–34 
structure, 134–35 
types of, 132 

frame structure, MMPDU, 160 
frame translation, access points, 243–46 
frame transmission 

access timing, 38 
DCF, 43–49 
DIFS, 39–40 
EIFS, 40–42 
fragmentation and, 98 
MAC Layer, 31 
medium access, 43 
PCF, 49–58 
PIFS, 39 
rates, 206–08, 398 
SIFS, 38–39 

frame types, PCF, 52–57 
FromDS field, MAC layer, 139–41 

G
Gaussian noise, 378 
GET-BULK message, SNMP, 385 
GET message, SNMP, 382 
GET-NEXT message, SNMP, 382, 385 
GET-RESPONSE message, SNMP, 382 

H
handheld analyzers. See laptop/handheld protocol analyzers 
hardware sensors, distributed analyzers, 336–37 
header

DSSS, 225–28 
LLC layer, 376 
PPDU, 230–31 

hidden nodes, 104–05, 359 
HTTPS, 309 

I
IAPP (Inter Access Point Protocol), 72 
IBSS (independent basic service set), 24, 35–37 
IBSS Parameter Set element, 189 
ICV (integrity check value), 74–75, 78–79 
IDS (intrusion detection systems) 

protocol analyzers and, 4, 17 
wireless, 306–07 

443



410 Index

IEEE 802. See 802 Reference Model 
IKE authentication, 272 
independent basic service set (IBSS), 24, 35–37, 189 
Information Elements 

CF Parameter Set element, 187–88 
Challenge Text element, 190 
DS Parameter Set element, 186–87 
ERP Information element, 190–92 
Extended Supported Rates element, 185 
FH Parameter Set element, 186 
IBSS Parameter Set element, 189 
list of, 171–72 
SSID element, 183–84 
Supported Rates element, 184–85 
TIM element, 188–89 

infrastructure-client, wireless LAN mesh, 279 
infrastructure-only, wireless LAN mesh, 279 
infrastructure WLAN, 115 
initialization vector (IV), 74, 78 
integration service, 29–30, 140–41 
integrity check value (ICV), 74–75, 78–79 
Inter Access Point Protocol (IAPP), 72 
interference 

co-channel and adjacent channel, 360–63 
microwave ovens and cordless phones, 386 
RF interference, 3, 316, 326, 359–60, 403 

intrusion detection systems, 17–18. See IDS (intrusion 
detection systems) 

IP packets, 244 
IPSec, 272–75, 309–10 
IV (initialization vector), 74, 78 

K
key management, 258 

L
LANs (local area networks), 242. See also WLANs 

(wireless LANs) 
laptop/handheld protocol analyzers, 312–35 

alarms, 329–31 
antennas, 359 
channel analysis, 319–20 
compared with distributed analyzers, 304–07 
conversation analysis, 320–24 
"Expert" feature, 324–26 
filters, 331–34 
frame decoding, 313–15 
limitations of, 304–05 
node statistics, 317–19 
overview of, 312 
peer maps, 327–28 

performance measurement, 328–29 
protocol statistics, 315–17 
reports, 334–35 

Laptop Trio, AirMagnet, 13 
latency

mobile clients and, 284 
VoIP, 7, 284 

Length field, DSSS header, 227–28 
Link layer (layer 2), security protocols, 258 
Listen Interval field, frame body, 180 
live views, distributed analyzers, 344–45 
LLC (Logical Link Control) layer 

in 802.2 standard, 372 
acknowledged connectionless service, 380 
connection-oriented service, 378–79 
control header, 376 
frame translation and, 243 
how it relates to 802.11, 373–76 
interaction with MAC layer, 132–34 
overview of, 372–73 
review questions, 394 
service primitives, 380–81 
services, 376–77 
summary, 392, 393 
unacknowledged connectionless service, 377 

M
MAC layer, 131–57 

communication with PLCP, 214–15 
fragmentation, 97 
frame translation, 243 
functions, 30–33 
generic management primitives, 216 
LLC layer and, 375 
management entities, 215 
management frames. see management frames 
overview, 30 
protocol analyzers and, 300–302 
service primitives, 380–81 

MAC layer frame format 
address fields, 146–50 
Duration/ID field, 144–46 
Frame Body field, 152–53 
frame check sequence and, 153 
Frame Control field, 135 
FromDS field, 139–41 
key terms, 155 
More Data field, 143 
More Frag field, 141–42 
nomenclature, 132–34 
Order field, 144 
overview of, 132 
Power Management field, 142–43 

444



Index 411

Protected Frame field, 143–44 
Protocol Version field, 136 
QoS (Quality of Service) control field, 208 
Retry field, 142 
review questions, 156–57 
Sequence Control field, 150–52 
structure, 134–35 
Subtype field, 137–38 
summary, 154 
ToDS field, 139–41 
Type field, 136–37 

MAC Layer Management Entity (MLME), 215–16 
MAC Management Protocol Data Units (MMPDU). See

management frames 
MAC (Message Authentication Code), 80 
MAC Protocol Data Units. See MPDUs (MAC Protocol 

Data Units) 
MAC Service Data Units. See MSDUs (MAC Service Data 

Units)
managed devices, 381 
management entities, in MAC and PHY layers, 215–16 
management frame body, 169–92 

AID field, 172 
Authentication Algorithm Number field, 172–73 
Authentication Transaction Sequence Number field, 

173–74 
Beacon Interval field, 174 
Capability Information field, 174–79 
CF Parameter Set element, 187–88 
Challenge Text element, 190 
Current AP Address field, 179–80 
DS Parameter Set element, 186–87 
ERP Information element, 190–92 
Extended Supported Rates element, 185 
FH Parameter Set element, 186 
IBSS Parameter Set element, 189 
Listen Interval field, 180 
overview of, 169–72 
Reason Code field, 180–81 
review questions, 195–96 
SSID element, 183–84 
Status Code field, 181–83 
Supported Rates element, 184–85 
TIM element, 188–89 
Timestamp field, 183 

management frames, 160–69 
Association Request, 160–61 
Association Response, 161 
ATIM, 167 
Authentication, 167–68 
Beacon, 165–66 
Deauthentication, 168 
fragmentation and, 97 
fragmentation service and, 141 
frame structure, 160 

key terms, 194 
modifying format, 208 
overview of, 160 
Probe Request, 163 
Probe Response, 163–64 
Reassociation Request, 162 
Reassociation Response, 162–63 
review questions, 195–96 
summary, 168–69, 193 

Management Information Base. See MIB (Management 
Information Base) 

management, MAC Layer, 32–33 
management primitives, in PHY layer, 216 
maps 

network maps with distributed analyzers, 343–44 
peer maps with laptop/handheld analyzers, 327–28 

MA-UNITDATA.indication, 381 
MA_UNITDATA.request, 380 
MA-UNITDATA-STATUS.indication, 381 
medium access 

DCF, 43–49 
overview, 43 
PCF, 49–58 

message forwarding, access points, 242–43 
message integrity check (MIC), 78–79 
message types, SNMP, 382–83 
MIB (Management Information Base) 

802.11 and, 32 
generic management primitives, 216 
SNMP and, 382 

MIC (message integrity check), 78–79 
Microsoft Point-to-Point Encryption (MMPE), 268, 270 
MIMO (Multiple Input/Multiple Output), 358 
MiniPCI, 302 
MLME (MAC Layer Management Entity), 215–16 
MMPDU (MAC Management Protocol Data Units). See

management frames 
MMPE (Microsoft Point-to-Point Encryption), 268, 270 
mobile clients, 284 
mobile phones, 390 
mobile stations, 70, 364–67 
modulation, fragment bursts, 105–07 
monitoring 

with distributed analyzers, 340–43 
performance, 9 

More Data bit, 89, 91 
More Data field, MAC layer, 143 
More Frag field, MAC layer, 141–42 
MPDUs (MAC Protocol Data Units) 

address fields, 146–48 
data transmission, 214 
DSSS PHY and, 221–22 
Duration/ID field, 144–45 
fragmentation threshold, 352 
frame structure, 134–35 

445



412 Index

MAC layer and, 132–34 
Sequence Control field, 150–51 

MS-CHAP, 268–69, 277–78 
MSDUs (MAC Service Data Units) 

data frame and, 204 
fragmentation and, 97, 99 
fragmentation service and, 141 
Frame Body field, 152–53 
MAC layer frame format, 132–34 
sequencing and, 101–02 

multicast addresses, 146, 242–43 
multi-host support, wireless middleware, 390–91 
multipath, 358 
Multiple Input/Multiple Output (MIMO), 358 
Multirate Support section, 802.11, 198 

N
NAT (Network Address Translation), 265 
NAV (network allocation vector), 44–45, 105 
Network Address Translation (NAT), 265 
Network Chemistry, WIDS dashboard, 339 
Network Instruments Observer 

expert feature, 325 
filters, 333 
frame decoding, 314 
peer maps, 328 
site survey screen and scanning configuration, 303 
software sensors, 338 

network interface cards (NICs), 88 
Network Layer protocols, 376–77 
network management stations, 381 
network maps, 343–44 
network traffic. See traffic 
NICs (network interface cards), 88 
node statistics, with laptop/handheld analyzer, 317–19 
Novell, frame translation, 243 
Null Function, data frames, 56, 205 

O
ODBC (Open Database Connectivity), 387 
OFDM (Orthogonal Frequency Division Multiplexing), 

228–34 
DSSS-OFDM, 232–34 
ERP-OFDM PMD sublayer, 232 
ERP-OFDM PPDU data field, 231–32 
ERP-OFDM PPDU header, 230–31 
ERP-OFDM PPDU preamble, 229–30 
OFDM PHY, 224 

Open Database Connectivity (ODBC), 387 
open system authentication, 66–67, 173–74 
OperationalRateSet, 207 

Order field, MAC layer, 144 
Orthogonal Frequency Division Multiplexing. See OFDM 

(Orthogonal Frequency Division Multiplexing) 
overhead 

encryption overhead, 354–57 
SNMP overhead, 384–85 

P
packet analyzers. See protocol analyzers 
packet sizes, 316 
PACs (protected access credentials), 354 
pair matrix, 327 
passive scanning, 33–34 
PCF IFS (PIFS), 39 
PCF (point coordination function) 

contention-free period, 50–51 
frame transmission, 49–58 
frame types, 52–57 
overview, 49 
polling, 52 
summary, 57–58 

PCMCIA, stand-alone analyzers and, 302 
PDUs (Protocol Data Units), 375 
PEAP, 262, 264–65 
peer maps, with laptop/handheld analyzer, 327–28 
performance 

alarms, 330 
analysis, 11 
case study, 398–400 
enhancements, 248–51 
maximizing, 3–4 
measuring, 328–29 
monitoring, 9 
optimizing, 389–90 

performance impacts 
key terms, 369 
mobile vs. portable, 364–67 
review questions, 370 
summary, 368 

performance impacts, environmental, 357–63 
co-channel and adjacent channel interference, 360–63 
hidden nodes and, 359 
multipath and MIMO, 358 
overview of, 357–58 
RF interference, 359–60 

performance impacts, protocols, 352–57 
Beacon rate, 352 
DTIM rate, 353 
fragmentation threshold, 352 
protection mechanism activation, manual/automatic, 

353–54 
security protocols and encryption, 354–57 

PHY (physical) layer, 214–39 

446



Index 413

CS/CCA, 217–19 
data transmission rates, 206 
DSSS. see DSSS (Direct Sequence Spread Spectrum) 
generic management primitives, 216 
key terms, 237 
MAC layer and, 132–34 
management entities, 215–16 
OFDM. see OFDM (Orthogonal Frequency Division 

Multiplexing)
operations, 217 
PLCP sublayer, 214 
PMD sublayer, 214–15 
protocol analyzer options, 302–04 
receive procedure, 235 
review questions, 238–39 
Rx (Receive), 217–18, 220 
service primitives, 216 
summary, 236 
transmit procedure, 234–35 
Tx (Transit), 217, 219–20 

Physical Layer Convergence Protocol. See PLCP (Physical 
Layer Convergence Protocol) 

Physical Layer Management Entity (PLME), 215–16 
Physical Medium Dependent. See PMD (Physical Medium 

Dependent) 
PIFS (PCF IFS), 39 
PLCP (Physical Layer Convergence Protocol), 132–34 

carrier sense functions in, 218 
communication with MAC layer, 214–15 
Rx (Receive), 220, 235 
Tx (Transit), 219–20, 234 

PLCP Protocol Data Units. See PPDUs (PLCP Protocol 
Data Units) 

PLCP Service Data Unit (PSDU). See MPDUs (MAC 
Protocol Data Units) 

PLME (Physical Layer Management Entity), 215–16 
PMD (Physical Medium Dependent) 

as DSSS sublayer, 228 
as ERP-OFDM sublayer, 232 
frames, 133–34 
function of, 214–15 
transmit function and, 219–20 

PoE (Power-over-Ethernet), 336–37 
point coordination function. See PCF (point coordination 

function) 
Point-to-Point Protocol (PPP), 267 
Point-to-Point Tunneling Protocol (PPTP), 267–71 
polling, PCF (point coordination function), 52 
portable stations, 364–67 
positioning systems, WLANs, 365–67 
power management, 88–97 

Ad Hoc stations and, 95–96 
bit flipping, 92–94 
DTIMs, 94–95 
general operation, 88–91 

MAC Layer, 31 
overview of, 88 
summary, 96–97 

Power Management field, MAC layer, 142–43 
Power-over-Ethernet (PoE), 336–37 
power save mode. See power management 
power-save poll (PS-Poll), 144–45, 201–02 
PPDUs (PLCP Protocol Data Units) 

data field in ERP-OFDM, 231–32 
DSSS PHY and, 221–23 
header in ERP-OFDM, 230–31 
overview of, 132–34 
preamble in ERP-OFDM, 229–30 

PPP (Point-to-Point Protocol), 267 
PPTP (Point-to-Point Tunneling Protocol), 267–71 
preamble 

DSSS, 223–24 
PPDU, 229–30 

preauthentication, 72 
pre-shared keys. See PSKs (pre-shared keys) 
primitives 

MAC layer- PLCP communication, 214 
service primitives, LLC, 380–81 

Probe Request frame, 163, 170 
Probe Response frame, 163–64, 170 
probes. See sensors 
propagation analysis, WLANs, 10–11 
protected access credentials (PACs), 354 
Protected Frame field, MAC layer, 143–44 
protection mechanisms 

activation, 353–54 
ERP, 48 
mixed mode environments and, 121–25 
RTS/CTS, 106 

protocol analyzers, 300–350 
AES algorithm and, 282–83 
distributed type. see distributed analyzers 
encryption and, 308–11 
features, 311–12 
frame duration values, 108–11 
IDS systems and, 4 
key terms, 348 
laptop/handheld type. see laptop/handheld protocol 

analyzers
laptop vs. distributed, 304–07 
MAC vs. PHY layers and, 300–302 
overview of, 12–13, 300 
PHY options, 302–04 
review questions, 349–50 
summary, 347 
WIDS sensors, 307 

Protocol Data Units (PDUs), 375 
protocol statistics, with laptop/handheld analyzer, 315–17 
protocols, WLAN, 12 
Protocol Version field, MAC layer, 136 

447



414 Index

PSDU (PLCP Service Data Unit). See MPDUs (MAC 
Protocol Data Units) 

PSKs (pre-shared keys). See also shared key authentication 
access point architecture, 259 
access point security, 259 
AES and, 282–83 
WPA and, 80–81, 258 

PS-Poll (power-save poll), 144–45, 201–02 

Q
QAP (access point capable of service), 208 
QoS (Quality of Service), 208 
QSTA (station capable of service), 208 

R
RADIUS

authentication, 291–93 
servers, 82–83, 262 

range boundary, RF site survey, 6–7 
RA (Receiver Address), 147, 149–50 
rate switching, algorithms, 206 
RBAC (Role-based Access Control), 271 
RC4 algorithm 

encryption overhead, 354 
pre-shared keys and, 259 
RSA Security, 77 
TKIP and WEP and, 258 

real-time decoding, 313 
Reason Code field, frame body, 180–81 
reassociation process, 31, 70–73 
Reassociation Request frame, 162, 170 
Reassociation Response frame, 162–63, 170 
Receive. See Rx (Receive) 
Received Signal Strength Indicators (RSSIs), 31 
Receiver Address (RA), 147, 149–50 
repeaters, access points, 255–58 
replay integrity, CCMP, 79 
reports 

distributed analyzers, 340–43 
laptop/handheld analyzers, 334–35 

Request-to-Send/Clear-to-Send. See RTS/CTS (Request-to-
Send/Clear-to-Send) 

Retry field, MAC layer, 142 
review questions 

802.11 architecture, 62–63 
control frames, 211 
data frames, 211 
frame body, 195–96 
LLC layer, 394 
MAC layer, 156–57 
MMPDUs, 195–96 

performance impacts, 370 
PHY layer, 238–39 
protocol analyzers, 349–50 
SNMP, 394 
system architecture, 296–97 
wireless LAN analysis, 21 
wireless middleware, 394 

RF analyzers, 14–15 
RF signal 

analysis, 14–15 
auto-channel selection, 247 
coverage, 4–5 
DSSS Length field specifying busy waiting period, 227 
interference, 3, 316, 326, 359–60, 403 
intermittent failure, 326 
low RF utilization, 401 
PMD and, 215 
protection mechanisms, 353–54 
protocol analyzers and, 301 
repeaters and, 256–58 
site surveys, 6–7 
white noise, 378 

roaming 
cellular phones, 390 
protocol analyzers, 306 
reassociation process, 70–73 
wireless middleware, 390 

Role-based Access Control (RBAC), 271 
routers 

wireless. see wireless routers 
WLAN switches. see switches, WLAN 

RSA Security, 77 
RSSIs (Received Signal Strength Indicators), 31 
RTS/CTS (Request-to-Send/Clear-to-Send), 103–17 

adjacent channel protection, 123 
carrier-sense and, 198–99 
co-channel protection, 122 
configuring, 116–17 
CTS (Clear-to-Send) frame, 200 
duration values and modulation, 105–07 
duration values using fragmentation, 111–13 
duration values without fragmentation, 108–11 
hidden nodes and, 104–05 
MAC Layer, 31 
overview of, 103–04 
protection mechanisms, 58–59 
RTS (Request-to-Send) frame, 199–200 
scenarios demonstrating use of, 114–15 
threshold settings, 353 

RTS (Request-to-Send), control frames, 199–200 
Rx (Receive) 

invoked by CS/CCA, 217–18 
PLCP's role in, 220 
procedure, 235 

448



Index 415

S
SAPs (service access points), 214–15, 375 
SA (Source Address), 147, 149–50 
scanning

active, 34–35 
AirMagnet configuration for, 304 
multiple channels simultaneously, 305 
Network Instruments Observer configuration for, 303 
overview, 33 
passive, 33–34 
valid BSSs, 30 

security
alarms, 330 
analysis, 11–12 
case study, 396–97 
data protection. see data protection 
improving, 4 
policies, 276 
protocols, 258, 354–57 

security measures, access points 
802.11i/WPA2/AES, 260–65 
802.1x/EAP, 259–60 
overview of, 258 
pre-shared keys, 259 

sensors 
hardware sensors, 336–37 
placement of, 307 
software sensors, 337–38 
WIDS sensors, 307 

Sequence Control field, 99–101 
Fragment Number subfield, 100–101, 151 
MAC layer, 150–52 
Sequence Number subfield, 100, 152 

Sequence Number field, 100, 152 
sequencing, 101–02 
service access points (SAPs), 214–15, 375 
Service field, DSSS header, 225–27 
service primitives, LLC layer, 380–81 
services

LLC layer, 376–77 
overview, 25–26 

services, 802.11, 24–25 
distribution system (DS), 26–29 
integration service, 29–30 
system services, 25–26 

Service Set Identifier. See SSID (Service Set Identifier) 
service station (SS), 25 
SET message, SNMP, 382 
SFD (Start Frame Delimiter) field, 223 
shared key authentication, 67–68. See also PSKs (pre-

shared keys) 
Authentication Algorithm Number field and, 173 
Authentication Transaction Sequence Number field 

and, 173–74 

frame transmission, 68 
overview of, 67 
weakness of, 68 

short IFS (SIFS), 38–39 
SIFS (short IFS), 38–39 
Signal field, DSSS header, 225 
Simple Data frame, 52–53, 204 
Simple Network Management Protocol. See SNMP (Simple 

Network Management Protocol) 
simulation tools, 15–17 
site surveys, RF signals, 6–7 
SMEs (station management entities), 215–16 
SNAP, 243–44 
SNMP (Simple Network Management Protocol), 381–85 

802.11 MIB and, 32 
message types, 382–83 
overhead of, 384–85 
review questions, 394 
summary, 392, 393 
system elements, 381–82 
UDP vs. TCP as transport protocol, 385 
versions, 383–84 

software analyzers, 312 
software sensors, 337–38 
SOHO class wireless routers, 266–67 
Source Address (SA), 147, 149–50 
Source Service Access Point (SSAP), 377 
spectrum analyzer, 403 
SSAP (Source Service Access Point), 377 
SSID (Service Set Identifier) 

access point broadcasting, 251–53 
active scanning and, 34–35 
association and, 68 
broadcasting, 254 
client associations, maximums, 255 
element in frame body, 183–84 
passive scanning and, 33 
supporting multiple, simultaneous, 253–54 

SS (service station), 25 
Start Frame Delimiter (SFD) field, 223 
STA (stations) 

access timing. see access timing, stations 
AP and non-AP, 25 
Capability Information field and, 176–79 
MAC Layer controlling, 30 
mobile vs. portable, 364–67 
polling, 52 
QSTA (station capable of service), 208 

station capable of service (QSTA), 208 
Station CF-Pollable subfield, Capability Information field, 

176–77 
Station CF-Poll Request subfield, Capability Information 

field, 176–77 
station management entities (SMEs), 215–16 
Status Code field, frame body, 181–83 

449



416 Index

stream ciphers, 258 
streaming video, 3 
Subtype field, MAC layer, 137–38 
Super A/G, performance enhancements, 248–51 
Supported Rates element, frame body, 184–85 
switches, WLAN, 276–78 
symmetric encryption, 74 
Sync field, DSSS preamble, 223 
synchronization, 802.11, 31, 35–37 
system architecture, 242–97 

access points. see access points 
authentication, 291–93 
bridging, 288–89 
client configuration options, 289–91 
EEG, 286–87 
key terms, 295 
overview of, 242–43 
review questions, 296–97 
summary, 294 
wireless LAN mesh. see WLAN mesh networks 
wireless routers. see wireless routers 

system design, WLAN analysis, 5–6 
system services, 802.11, 25–26 

T
TamoSoft. See CommView for WiFi 
TA (Transmitter Address), 148, 149–50 
TBTTs (target beacon transmission times), 37, 50, 174 
TCP, 385 
TCP/IP, 244, 381 
terminal emulation, 386–87 
terminal/host connectivity, wireless middleware, 386–87 
TFTP protocol, 322–23 
TGn (Task Group n), 802.11, 358 
throughput 

analyzing, 284–85 
encryption overhead and, 354–57 

Timestamp field, 35–36, 183 
timing synchronization function (TSF), 165 
TIMs (traffic indication maps). See also DTIMs 

in Beacon frame, 165 
DTIM rates and, 353 
DTIMs and, 94–95 
frame body, 188–89 
power management and, 88–89 

TKIP (Temporal Key Integrity Protocol) 
as cipher suite, 258 
connectivity and, 275 
fragmentation and, 78–79 
PEAP and, 263–65 
strengths of, 78 
WLAN switches and, 277–78 
WPA-PSK and, 308 

ToDS field, MAC layer, 139–41 
tools, WLAN analysis, 12 

protocol analyzers, 12–13 
RF analyzers, 14–15 
simulation tools, 15–17 

tracking systems, WLANs, 365–67 
traffic 

background vs. user, 320–21 
indication maps. see TIMs (traffic indication maps) 
protocol statistics and, 316 

Transmit. See Tx (Transmit) 
Transmitter Address (TA), 148, 149–50 
Trapeze Networks, WLAN positioning system, 367 
TRAP message, SNMP, 383 
troubleshooting 

wireless mesh networks, 283–86 
WLANs, 10, 12 

TSF (timing synchronization function), 165 
turbo mode, performance enhancements, 248–51 
Tx (Transmit) 

invoked by CS/CCA, 217 
PLCP's role in, 219–20 
procedure, 234–35 

Type-2, 243–44 
Type field, MAC layer, 136–37 

U
UDP (User Datagram Protocol) 

SNMP and, 381, 385 
voice and video applications and, 9 

unicast addresses, 146 
Use_Protection, 124 
User Datagram Protocol. See UDP (User Datagram 

Protocol) 

V
video applications, 9 
virtual carrier-sense mechanism, 198–99 
VLANs (Virtual Local Area Networks), 254, 276 
voice applications, 9 
VoIP (Voice over IP), 7, 284 
VPNs

EWG and, 271–72 
IPSec VPN example, 272–75 
PPTP VPN connection, 267–71 

W
WAN emulation system, 16 
Watch Protocol, Network Chemistry Packetyzer, 324 

450



Index 417

WDS (Wireless Distribution System), 204 
WEP (Wired Equivalent Privacy), 74–77 

AES and, 282–83 
Authentication frame and, 167 
as cipher suite, 258 
encryption process, 74–75 
frame body, 76–77 
frame control, 75–76 
pre-shared keys, 259 

white noise, 378 
WIDS (wireless intrusion detection system). See also

distributed analyzers 
components, 335 
dashboards, 338–40 
functions of, 306 
hardware sensors, 336–37 
live views, 344–45 
monitoring, alarms, and reports, 340–43 
network maps, 343–44 
sensors, 307 
software sensors, 337–38 

Wi-Fi Protected Access. See WPA (Wi-Fi Protected 
Access)

Wildpackets
hardware probe, 336 
RF Grabber filters, 346 

Wired Equivalent Privacy. See WEP (Wired Equivalent 
Privacy)

wireless access point routers, 266–71 
Wireless Distribution System (WDS), 204 
wireless intrusion detection system. See WIDS (wireless 

intrusion detection system) 
wireless LANs. See WLANs (wireless LANs) 
wireless middleware, 385–91 

advantages of, 388–91 
centralized development environment, 391 
client/server connectivity, 387–88 
connection management, 389 
issues, 386 
key terms, 393 
multi-host support, 390–91 
overview of, 385 
performance optimization, 389–90 
review questions, 394 
roaming support, 390 
summary, 392 
terminal/host connectivity, 386–87 

wireless routers 
EWG, 271–75 
IPSec VPN example, 272–75 
overview of, 265 
PPTP VPN example, 267–71 
wireless access point routers, 266–71 
wireless LAN mesh, 280 
wireless LAN switches, 276–78 

WLAN analysis, 2–21. See also protocol analyzers 
acceptance testing, 7 
baseline analysis, 7–9 
intrusion detection systems, 17–18 
key terms, 20 
monitoring wireless LANs, 9 
overview, 2 
performance analysis, 11 
performance maximization, 3–4 
propagation analysis, 10–11 
protocol analyzers, 12–13 
reasons for using, 2–3 
review questions, 21 
RF analyzers, 14–15 
RF coverage improvements, 4–5 
RF site surveys, 6–7 
security analysis, 11–12 
security enhancement, 4 
simulation tools, 15–17 
summary, 19 
system design and, 5–6 
tools, 12 
troubleshooting WLANs, 10, 12 
understanding operation of WLANs, 5 

WLAN mesh networks, 279–86 
analysis and troubleshooting, 283–86 
encryption, 282–83 
network design, 280–82 
overview of, 279–80 

WLANs (wireless LANs) 
Ad Hoc mode, 114 
bridges, 288–89 
infrastructure mode, 114 
non-802.11, 242 
positioning systems, 365–67 
protocols, 12 
repeater access points, 255–58 
switches, 276–78 
troubleshooting, 10 
understanding operation of, 5 
wireless mesh. see WLAN mesh networks 

WPA-PSK, 259, 308 
WPA (Wi-Fi Protected Access), 77–83 

802.11i/WPA2/AES, 260–65 
802.1x/EAP, 80–83 
CCMP, 79–80 
ciphers specified by, 258 
overview of, 77 
TKIP, 77–79 
WPA-PSK, 80–81 

451



452




